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welcome

Thank you for purchasing the MEAP for Server-side
WebAssembly!

Throughout this book, you will put on many hats—one of a
systems architect, one of a backend developer, and one of a
DevOps engineer—all to give you the full picture of
WebAssembly development beyond its innate browser
domain.

The book is divided into two parts. Part 1 explores
WebAssembly from an architect's perspective, covering
building applications with Wasm modules, enhancing
portability and security with components, interfacing with
underlying systems, and exploring applications from
machine learning to databases. Part 2 focuses on the
developer experience, teaching you how to create
production-grade Wasm applications, work with Wasm
containers using Docker, and ensure scalability with
Kubernetes integration. By the end of it, you should know
how to develop and deploy WebAssembly all the way to the
edge.

As you read Server-side WebAssembly, you will learn by
doing. Topics are frequently explained via example, and
throughout the book, we will work on a big project,
progressively building on it with each new skill you acquire.

In closing, I'd just like to highlight that WebAssembly gives
me the unique advantage to be able to write examples in
multiple programming languages. This being the case, we
often switch between languages like Rust, JavaScript, and
Python, with a bit of an emphasis on Rust. Extensive



knowledge of these languages is not required, and you are
even free to try the examples with your preferred language.

WebAssembly was rated higher than Al in engagement at
KubeCon EU 2024 in Paris—there's significant interest in the
field, but unlike AI, its documentation and learning
resources are scarce. I am hoping this book can help make
the technology more accessible and encourages more
people to experiment with WebAssembly. If you have any
questions, comments, or suggestions, please share them in
Manning's liveBook Discussion forum for the book.

—Danilo Chiarlone


https://livebook.manning.com/forum?product=chiarlone&page=1
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1

Introduction to Wasm on

the server

This chapter covers

The evolution of Wasm from a browser-based tool to a
versatile technology for server-side development.

The key attributes of Wasm: performance, security, and
flexibility.
Practical scenarios where Wasm excels.

The limitations and challenges of adopting Wasm in
server-side development.

WebAssembly, commonly abbreviated as Wasm, is a
construct that is akin to an instruction set architecture (ISA)
like x86_64, aarch64 (also known as ARM64), and others. In
the same way you can compile your code to such
architectures, you can compile your code to Wasm. But,
unlike x86_64 or aarch64, you can't go to the store and buy
a computer that contains a Wasm chip. Wasm is not a real or
physical platform. As illustrated in figure 1.1, it can be
thought of as a hardware abstraction layer (HAL) that is
entirely agnostic over the hardware itself. Wasm can then be
transformed into native code for the specific hardware it is
running on. In fact, one of Wasm'’s goals is to serve as a
common denominator across different ISAs.
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Figure 1.1 Wasm as an abstraction layer virtualizing over various kinds
of hardware.

Wasm was released as a minimum viable product back in
2017, and it was created to meet the performance demand
for increasingly hard computational tasks that people wanted
to run in the browser, like 3D applications, audio and video
software, and games, which JavaScript (i.e., the web's only
universally supported native programming language) could
not handle due to its inconsistent performance and various
other pitfalls. Unlike earlier attempts such as Java applets—
which also aimed to bring high-performance code to the
browser but struggled with security vulnerabilities, plugin
dependencies, and, still, inconsistent performance—Wasm
offers a modern solution. As a W3C standard, Wasm is an
official language of the web, alongside ]S, HTML, and CSS.
To address the web’s performance challenges (as illustrated
in figure 1.2), Wasm was designed to let developers compile
code written in high-performance languages like C, C++,



Rust, and others to run safely in the browser at near-native
speeds.
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Figure 1.2 Compiling to Wasm from various languages.

With this idea in mind, some of Wasm's design goals were
established for it to be

e fast, with predictable, near-native execution

e safe, designed for efficient, secure verification and
isolation of untrusted code

e hardware-independent
e language-independent

People quickly realized that these characteristics could also
benefit the server side. In 2019, the WebAssembly System
Interface (WASI) was released. It defined an interface that
Wasm runtimes can implement to enable Wasm to
communicate with an OS and run outside the web. In a



browser, Wasm relies on the browser itself as its
environment; outside the browser, a Wasm runtime—often
referred to as a host—serves the same role, providing the
necessary system interactions.

1.1 What is the server-side and where
does Wasm fit in?

It's easy to get overwhelmed when developing server-side
applications today. Unlike before, where you most probably
just crafted a monolithic (i.e., non-modularized) application
that ran on a single server, today, you have to think about
microservices, serverless, containers, and edge computing.
And, with all these options, it's hard to know which one best
fits the needs of your project.

Aside from managing your own hardware, there are three
primary levels of abstraction for server-side development:

o Infrastructure as a Service (IaaS) is when you rent,
say, a virtual machine, and you are responsible for
managing everything on it, from the OS to vyour
application while the cloud provider manages the
physical hardware.

e Platform as a Service (PaaS) is when the cloud
provider is responsible for managing the OS and the
hardware, and you are only responsible for your
application, which is often deployed in a container.

e Serverless or Function as a Service (FaaS) is when
you don't have to worry about the OS, the hardware, or
particular details of your application—like, scaling.
Instead, you write a function, and the cloud provider
manages its execution in response to events. With that,
FaaS has the unique advantage of being able to scale to
zero, meaning, if no one is using your application, you



don't have to pay for it, which is achieved by the cloud
provider de-provisioning the containers running your
code after a specific period of inactivity and re-launching
them when a request comes in.

Containers are essentially lightweight, portable packages
that bundle your application code with all its dependencies—
libraries, runtime, system tools, and configuration files—into
a single unit that can run consistently across different
environments. Think of them like shipping containers for
software: just as a shipping container can be moved from
truck to ship to train without unpacking its contents, a
software container can move from your laptop to a staging
server to production without worrying about compatibility
issues. This consistency and portability make containers the
backbone of modern PaaS and Faa$S platforms.

Solomon Hykes, the founder of Docker, once famously said:

"If WASM+WASI existed in 2008, we wouldn't have
needed to create Docker. That's how important it is.
WebAssembly on the server is the future of computing.”

As implied by this quote and its context in relation to
containers, you might deduce that Wasm is particularly
impactful for both abstraction levels that have containers at
their core—PaaS and FaaS. And if you did, you would be
right!

In 2022, Docker announced its Docker+Wasm Technical
Preview (https://www.docker.com/blog/docker-wasm-
technical-preview/), which allows you to run Wasm
workloads within their platform using the same
containerization technologies. While these "Wasm
containers” still adhere to the Open Container Initiative
(OCI) image format and runtime specifications, they
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leverage Wasm's unique capabilities for running lightweight,
secure, and portable applications.

NOTE

The OCI image format is a standardized way to package
and distribute containerized applications, ensuring
compatibility across different runtimes and platforms.
Originally designed for traditional containers, this format
defines how filesystem layers, metadata, and
configurations are structured within an image. By adhering
to this format, Wasm workloads can integrate with existing
container tools while still benefiting from Wasm's
advantages.

In the upcoming section, we will explore the advantages of
using Wasm and try to answer why you might want to use a
Wasm container over a traditional Docker container.

1.2 The advantages of Wasm for
server-side development

"Write once, run anywhere" (WORA), while being a very
fitting slogan for Wasm, was first said in 1995 while
describing the cross-platform benefits of the Java
programming language. This shows that Wasm's benefits
(for this example, its portability) are not new ideas. So, what
is Wasm's differentiator and why should you care about it?

1.2.1 Language-agnosticism
Java allows you to WORA by the fact that, when you compile

your Java application, it gets translated to Java Bytecode,
which, just like Wasm, is entirely platform independent.



Then, the Java Bytecode can be run by the Java Virtual
Machine (JVM), which serves the same role as a Wasm
runtime in converting agnostic instructions to platform-

specific ones. The parallels between Java and Wasm can be
seen in figure 1.3.
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Figure 1.3 Java and Wasm's similarities

The main difference between the two, as you can see in
figure 1.3, is that Java bytecode, while it does aid portability,
is primarily designed for Java and a few other languages



with similar execution models (e.g., Kotlin). Wasm, on the
other hand, is built as a truly language-agnostic binary
format. While over 40 languages can be compiled to Wasm
(see https://developer.fermyon.com/wasm-
languages/webassembly-language-support for more details
on whether your language is supported), the key advantage
is not just the breadth of language support but the
lightweight nature of the runtime. Unlike the JVM, which
requires a heavyweight virtual machine, Wasm's design
avoids the need for a complex execution environment,
making it well-suited for languages like C, C++, Rust, and
Zig.

This architectural difference also means Wasm can more
easily support languages like Python, which rely on C-based
components, whereas running Python on the JVM requires
reimplementation from scratch. Additionally, Wasm's simple
instruction set, and stack-based execution model were
intentionally designed for broad compatibility across
languages, unlike JVM, which was originally optimized for
Java.

Another important distinction is that Wasm is an open
standard developed through the W3C with multi-vendor
collaboration, not controlled by any single company. This
contrasts with Java, where Oracle maintains considerable
influence over the language's direction. Interestingly, Oracle
also owns the 'JavaScript' trademark, but this is purely
nominal.

Wasm’s broad language support, in theory, sounds fantastic,
but in practice can sometimes mean that the support for a
particular language is not as mature as it is for others. One
big reason for a possible difference in support is that, for a
long time, Wasm did not have garbage collection, which is a
feature of many languages that allows a program to have
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automatic memory management by the fact that any
allocated memory that is no longer referenced is recognized
and reclaimed. This meant that languages that rely on
garbage collection like Kotlin, PHP, or Java needed to first
compile their entire runtime to Wasm so that the runtime
can be shipped together with a Wasm application written in
that same language. Now, let's take PHP as an example. As
illustrated in figure 1.4, using PHP Wasm without garbage
collection meant that a large chunk of your Wasm-compiled
app is really just the PHP runtime, which, say, in the context
of the browser, will run side-by-side with JavaScript’s
runtime garbage collector.

[ Browser
compiles _executed+
@ to m by 0
My Code
Wasm JavaScript engine
> ) with garbage
collector
. )| )
My relatively ) ) v
small code )
Large PHP
runtime
with garbage
collector

Figure 1.4 Running a PHP Wasm without garbage collection application
in the browser.

Running PHP's own garbage collector alongside JavaScript's
is inefficient and redundant. A better approach is to enable
Wasm to work with the host environment's garbage
collection infrastructure. This is exactly what WasmGC—a
proposal by the WebAssembly Community Group—aims to
address. It introduces garbage-collected reference types that
can be managed by the host, reducing the need to bundle a
complete garbage collection system within each language's
runtime.



However, this doesn’t mean the entire PHP runtime can be
removed when compiling to Wasm. Components like the
interpreter, support for dynamic evaluation, and other
necessary features still need to be included in the Wasm
binary to ensure proper execution. Language support for
Wasm is a constantly evolving landscape. Throughout this
book, while we will primarily use Rust in the examples, we
will also be exploring writing applications in higher-level
languages like JavaScript and Python.

1.2.2 Performance

When it was released for the web, Wasm promised near-
native performance. Meaning, if you compile a C application
to a native binary and run it on your desktop environment,
and then compare that benchmark to running the same
application compiled to Wasm but running on the browser,
you should see that it performs just about the same. Does
that still hold true for the server side? To answer that
question, there are a couple of scenarios we can compare.
Full citations of the research referred to in these examples is
available in appendix A, which includes sources and further
reading material.

WASM APP VS. X86_64 APP

In this scenario, we are comparing single-threaded
benchmark applications compiled to both the x86_64
architecture and Wasm. The x86_64 binary runs directly
atop the native operating system (OS), while the Wasm app
runs in a Wasm runtime that implements WASI atop the
native OS. Spies and Mock in a 2021 paper showed that the
Wasm app, on average, performed only 14% slower than the
x86_64 app. Which, all in all, is close to near-native
performance.



But, in practice, apps are often containerized. So, up next,
let's compare a Wasm app's performance to the same app
running in a container.

WASM APP VS. SHORT-RUNNING WORKLOAD IN
CONTAINER

In this scenario, we are looking at a Wasm application
running on a Wasm runtime versus a containerized
application running with Docker. Long et al., in a 2020 paper
showed that Wasm runtimes running a simple application
that reads a file and exits perform at least 10x faster than
Docker running the same application from cold start (i.e.,
meaning the time it takes for the container to start for the
first time or from a fully de-provisioned state). And when
running other benchmarking applications Wasm was found to
usually perform 10-50% faster than the same app
containerized even on warm start (i.e., the time it takes for
the container to start after it has been previously initialized
but is currently inactive).

This, while impressive, does not necessarily paint an
accurate picture of how Wasm will perform in the real world
with more complex applications like, say, running an HTTP
server. So, let's explore further in the next scenario.

WASM CONTAINER VS. DOCKER CONTAINER

In this scenario we will compare two container types
instead: a traditional Docker container and the newly
introduced Wasm container. This time, both applications
were written to run a simple HTTP server that will listen for
requests and provide a response after querying a SQL
database. Sondell in a 2024 paper showed that, when
stressing such a system with 50 concurrent clients making
requests, the Wasm application showed a worst-case latency



of about 15.2s, while the Docker container showed a worst-
case latency of 0.881s. Meaning that the Docker container
was about 17x faster than the Wasm one. So, what's going
on? Is the containerization of Wasm creating that much
overhead? The answer is no. In fact, when running the same
application outside the container and just atop the
respective Wasm runtime (i.e., simply eliminating
containerization), the Docker container was still almost 13x
faster. The answer here lies in Wasm's lack of support for
multi-threading. That is, the Docker container, when
stressed, increased its CPU utilization to 11 cores, while
Wasm, due to its current single-threaded nature, only
utilized one core.

Wasm's threading proposal is still in the works. But, while
still being a significant limitation, this is not the end of the
road for Wasm. In fact, with a modern setup, it's very
common for multi-threading to be handled by the Wasm
runtime by having each request be handled by starting a
new Wasm instance entirely. Regardless, in the same paper,
Sondell showed that, while latency was left to be desired
with this setup, the cold start time of a Wasm container was
about 160% faster than that of a Docker container. This is
particularly because Wasm containers are much smaller
(upwards of 80% smaller!) than Docker containers, as they
are never packaged together with an OS (e.g., Linux), which
consequently reduces the data volume required to be pulled
and accelerates download speeds. This is illustrated in figure
1.5, which depicts two Dockerfiles, one for a Docker
container and one for a Wasm container.



S e L o Gar A Dockerfile for Wasm container

FROM ubuntu:23.10 FROM scratch
CMD ["./rust-httpserver"] CMD

["./wasm-httpserver.wasm"]

~ O T~/

Figure 1.5 Dockerfiles for a Docker container and a Wasm container

As seen, the Wasm container starts from scratch (i.e., a
special empty image), while the Linux container begins with
a base Ubuntu v23.10 image. This means the Wasm
container includes only the application itself, whereas a
typical Docker container includes both the application and
the OS. While traditional containers can sometimes reach
several gigabytes in size, Wasm containers are typically just
a few megabytes. We will explore Wasm containers in more
detail in chapter 7.

IS FROM SCRATCH POSSIBLE OUTSIDE WASM?

Yes. Docker containers don’t necessarily have to be
packaged together with an OS. You can avoid specific OS
bits by using a static native binary along with FROM
scratch, which is not entirely uncommon for some Rust or
Go based containers. This section just illustrates with
FROM ubuntu:23.10 to display a commonly used setup.

The improved cold start times are a big deal, particularly for
serverless applications that must constantly de-provision
and re-provision containers to accommodate scaling to zero.
This process often results in frequent cold starts.

As described by Hall and Ramachandran in a 2019 paper,
serverless applications suffer from the cold start problem,



where startup times typically begin at around 300ms and
can be significantly longer depending on factors like
networking configurations (e.g., service meshes) and
initialization processes. In the same paper, they compared
the performance of non-Wasm vs. Wasm serverless
applications under varying access patterns and found that,
for applications experiencing periods of inactivity, Wasm's
improved cold start times led to 70% faster response times
for moderate tasks and 90% faster response times for basic
tasks.

Plus, Shillaker and Pietzuch in a 2020 paper showed that,
when combining serverless and Wasm, they managed to
speed-up training a machine learning model by 2x and
utilized 10x less memory. So, as it stands, it's clear that
Wasm's sweet spot in server-side development really is
powering this new-wave of applications.

Later in this book, we will be exploring for ourselves how to
write applications in Wasm that leverage HTTP-servers and
machine learning.

WASM DENSITY IN KUBERNETES

Until now, we have mostly focused on the runtime and cold-
start aspects of performance. However, another equally
important facet is density—specifically, how many workloads
(in our case, Wasm instances) can be packed onto a given
set of hardware. Greater density is crucial because it directly
translates to cost savings. For example, the company ZEISS
was able to reduce their NodelS Express app deployment
size from 423MB to 2.4MB by leveraging Wasm, resulting in
over 50 times greater workload density per Kubernetes
node. This higher density allows for more efficient use of
resources, reducing the need for additional hardware and
lowering overall infrastructure costs.



1.2.3 Hardware-agnosticism

Another great benefit of Wasm is the fact that it is
completely independent of platform or hardware. The
bytecode makes no assumptions about the underlying
system, and it is entirely up to WASI to fill in the gaps. This
has various benefits. For one, it means you can compile your
application on an x86_64 machine and run it on an ARM64
one without any changes. This has the potential to save
countless DevOps hours that would be spent creating
pipelines with runners to build your application for the
various platforms you want to support. Instead, with Wasm,
you build once and run anywhere.

But, what's more, Wasm's hardware-agnosticism combined
with its low memory footprint makes it particularly well-
suited for edge computing—a field that aims to bring
computing closer to the sources of data (like mobile devices,
vehicles, sensors, and so on) in an attempt to reduce latency
and bandwidth usage. Edge environments are very different
from the cloud, where we essentially assume unlimited
resources. Instead, for the edge, we need to support a large
number of different devices with limited resources. Wasm
perfectly fits this requirement and has the potential to power
things like self-driving cars or smart cities through edge
computing.

1.2.4 Security

Wasm is designed to run within a memory-safe sandboxed
execution environment. By itself, it cannot interact with or
access the native OS except through specific, tightly-
controlled capabilities provided by the Wasm runtime. For
example, if the Wasm runtime grants the Wasm binary
access to standard output to print "Hello, World," that
controlled interaction is the only way the Wasm binary can



communicate with the native OS all while remaining within
its sandbox. As illustrated in figure 1.6, this is in stark
contrast to native applications that have full access to the
native OS system calls (i.e., the fundamental interfaces that
allow applications to request services from the OS, such as
file manipulation, process control, and network
communication) and the native OS memory.

Traditional executable Wasm-based app
[Native OS 1 [Native OS
[sandbox
| My app Capability 1
Can make ]
Vs, My app

any system

call! System
memory

Capability 2

-
|
|
|
Isolated . < granted
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'My app' cannot
use this
capability!

L

Figure 1.6 A native (traditional) application security model vs. Wasm's
capability-based security model.

This isolation is especially crucial in the context of cloud
computing, where supply-chain attacks are becoming
increasingly common. Supply-chain attacks occur when a
vulnerability in one component can potentially compromise
the entire system, as all parts of the application often share
the same environment and resources. However, with Wasm’s
sandboxed execution, each component operates
independently, significantly reducing the risk that a
compromised module could impact the rest of the
application.

1.2.5 Standards-based and vendor neutrality



One of the compelling advantages of Wasm and WASI for
server-side development is their foundation on open
standards. Unlike many current serverless offerings that are
tied to proprietary platforms, Wasm and WASI provide a
vendor-neutral environment, allowing organizations to build
serverless applications without being locked into a specific
vendor's ecosystem.

This standards-based approach gives enterprises the
flexibility to move their applications across different
environments, whether on-premises, in the cloud, or at the
edge, without needing to re-architect or re-deploy their
entire application stack. For organizations looking to adopt
serverless technologies while avoiding vendor lock-in, Wasm
offers a path to lower operational burden and increased
portability, ensuring that their applications remain future-
proof and adaptable to changing infrastructure needs.

1.3 When and where to use Wasm
(and when not to)

As discussed, Wasm can be pivotal for serverless and edge
computing. Particularly, it has great advantages for
serverless with it being, on average, 80% faster than
traditional serverless technologies. In addition, the same low
memory footprint that gives Wasm the edge with serverless
when paired together with its hardware agnosticism, makes
it a great fit for edge computing, which relies on executing
code at the edge of the network on a variety of devices with
limited resources.

In addition to these areas, Wasm has also found its footing
in:

e Mobile and desktop applications Wasm's cross-
platform nature allows developers to share the same



code across different platforms, such as an app’s mobile
and desktop versions, similar to how JavaScript
frameworks like Electron enable cross-platform
development.

e Microcontrollers Microcontrollers are tiny, single-chip
computers embedded in everything from household
appliances to industrial machinery and vehicles. The
microcontroller field is heavily dominated by low-level
languages like C, which can make debugging and porting
code across different microcontrollers challenging. Wasm
has gained popularity in this space for its ability to serve
as a middle ground between high-level languages—often
too slow for microcontrollers—and low-level languages,
enabling developers to write performant, debuggable,
and portable code. Beyond immediate development
benefits, Wasm also has the potential to improve the
long-term maintainability of embedded software. Modern
cars, for instance, contain dozens of microcontrollers
managing everything from engine control to
entertainment systems. The average lifespan of a
European car, including its second life in Eastern Europe,
is around 30 years. This means vehicles on the road
today may still rely on software built during the Windows
95 era. With Wasm, manufacturers could more efficiently
and securely update and maintain such software over
decades, reducing technical debt and improving long-
term sustainability.

e Application Plugins Wasm’'s natural sandboxing
capabilities make it an ideal choice for developing secure
and portable application plugins. Its ability to safely
execute code in isolation from the host application
reduces the risk of security vulnerabilities.

Honorable mentions also go to Wasm's impact in areas like
smart contracts (i.e., Blockchain), and polyglot



programming, where it serves as a bridge to interoperate
between various different languages.

On the other hand, due to the lack of multi-threading
support, Wasm's performance can struggle in traditional
PaaS-type applications. But these effects can be subsided if
you use a containerized application that is orchestrated with
Kubernetes and scale your application horizontally. In
chapter 8, we will be going through how to deploy Wasm
applications in Kubernetes.

Wasm's true struggle, however, lies in its ecosystem
maturity. Even with Rust, which has always treated Wasm as
a first-class citizen, the experience of trying to utilize an
external package (i.e., a crate in Rust-speak) and finding out
that it is not compilable to Wasm is a common one. This puts
the developer in a position where they potentially have to
choose between using the package they are comfortable
with and dropping Wasm altogether, or instead, when it
exists, using another equivalent package that does compile
to Wasm. In the worst-case scenario, the developer may
choose to set themselves on a quest to compile the original
package to Wasm, which is often non-trivial and most likely
heavily deviates from the original project's goal. In addition
to this, another significant challenge stemming from the
ecosystem's maturity is the lack of integrated debugging
tools in most languages, which further complicates the
development process and can increase the time needed to
identify and resolve issues.

Wasm is constantly evolving. While this means that support
for a package you want to use may be coming soon, it also
means that many tools and libraries are still maturing and
may not yet be fully stable. However, ongoing work on
Wasm itself is actively addressing many of these limitations.
As new proposals are implemented, constraints that



currently prevent some packages from being compiled to
Wasm will gradually be removed, making the ecosystem
more capable and versatile over time.

While these limitations are real, it's important to understand
that Wasm offers capabilities that simply cannot be achieved
with existing technologies. Table 1.1 below compares Wasm
across key dimensions.

Table 1.1 Comparing Wasm to traditional technologies across key

dimensions

Capability

Wasm

Traditional
technologies

Sandboxed execution

Built-in, lightweight
isolation

Containers (not as
secure), VMs
(heavy/slow), or
language-specific
(Java, .NET)

Cold start

Microseconds

Containers: seconds;
VMs: minutes

Artifact size

KBs to low MBs

Containers: 100s of
MBs; Traditional:
varies widely

Portability

Compile once, run
anywhere

Docker (platform-
specific builds);
interpreted languages
(performance penalty)

Memory footprint

Minimal overhead

Containers/VMs:
significant overhead

Multi-threading

Limited (proposals in
progress)

Well-supported

Ecosystem maturity

Growing (many
packages
incompatible)

Mature

Debugging tools

Improving but limited

Well-established

Runtime performance

Near-native

Varies (native to
interpreted)

To stay up to date with upcoming features and

improvements, you can check the status of Wasm and WASI

proposals at:




e Wasm Proposals
https://github.com/WebAssembly/proposals

o WASI Proposals:
https://github.com/WebAssembly/WASI/blob/main/Prop
osals.md

1.4 How to navigate this book

This book is structured as a gradual progression, starting
with low-level details and steadily moving toward a more
accessible and streamlined developer experience. The early
chapters focus on the fundamentals of Wasm, giving you a
deep understanding of how it works under the hood. As you
move forward, each chapter builds on the last, introducing
higher-level tooling and abstractions that make working with
Wasm easier. By the end, you'll be using Wasm in practical,
real-world scenarios with a much smoother development
experience.

The book is divided into two parts:

e Part 1 "WebAssembly for Architects" (chapters 1-
5) explores how Wasm works behind the scenes—ideal
for understanding the inner workings for debugging,
system design, or building a solid foundation.Part 2
"WebAssembly for Developers" (chapters 6-9)
shifts to practical development, covering everything from
HTTP servers to machine learning workloads, Wasm
containers, and Kubernetes deployment.

NOTE

For a details breakdown of each chapter, see the “"About
this book” section of the Introduction.
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Throughout this book, we'll also develop a SmartCMS
project, applying our newly learned skills as we go. The code
from all chapters can be found on GitHub:
https://github.com/danbugs/serverside-wasm-book-code. If
you run into any issues, please open an issue on the
repository—feedback is always appreciated!

1.5 Summary

Wasm is akin to an ISA like x86_64, in the sense that
your code can target it for compilation. But it is not a
real platform, and instead, just virtualizes actual
hardware.

Wasm apps can run outside of browser primarily through
the Wasm System Interface (WASI) that allows
communication with the OS.

Docker supports running two types of containers: the
traditional Docker container, and the newly introduced
Wasm container.

Wasm's language-agnosticism makes it so that over 40
languages can be compiled to it, but that is a double-
edged sword as support for a particular language might
not be as mature as it is for others.

While benchmarks show that standalone Wasm apps can
be 10-50% faster than containerized apps, real-world
applications can struggle due to Wasm's lack of support
for multi-threading.

Wasm, when paired with serverless and its scale-to-zero
requirement, leads to 80% faster execution times on
average when compared to traditional serverless
technologies.

A Wasm binary is completely independent of the
platform or hardware where it is built and can


https://github.com/danbugs/serverside-wasm-book-code

theoretically run on any system due to its hardware-
agnosticism property.

e Wasm employs a capability-based security model that
restricts the binary to only access the native OS through
specific capabilities made available by the Wasm
runtime.

e Aside from serverless and edge computing, Wasm has
found its footing in mobile and desktop applications,
microcontrollers, smart contracts, and polyglot
programming.

e When targeting Wasm, it is commonplace to make
sacrifices of particular packages that do not support
Wasm.



2 Building server-side
applications with Wasm
modules

This chapter covers

Building a Wasm "Hello, World" with Rust
Understanding Wasm memory and data types

Understanding the guest-host architecture of server-side
Wasm applications

Writing and compiling Rust code to Wasm
Executing a Wasm module with a custom Wasm runtime

In this chapter, we're going to build a simple "Hello, World"
application. As illustrated in figure 2.1, our app will take a
string as input and output that string with "Hello, " in front
of it. While this example might seem straightforward,
implementing it in Wasm is far from trivial—Wasm doesn't
have a built-in string type, so handling text requires a low-
level approach.

Before exploring more advanced features, we'll work through
this challenge using Wasm's raw capabilities. This will give
us a deep understanding of how data is managed at this
level and lay the groundwork for appreciating the more
efficient techniques introduced later.

Input Output

Figure 2.1 High-level view of our "Hello, World" application.



2.1 Understanding Wasm's building
blocks

We will begin by rolling up our sleeves and working with the
fundamental elements that Wasm offers out of the box:
linear memory, and four primitive data types (i.e., integers
and floats, both in 32- and 64-bit sizes).

Linear memory is a contiguous and growable array of bytes
that form the memory space used by a Wasm program. This
model is direct, meaning that the program interacts with
memory in a straightforward manner, using explicit byte
offsets to read and write data. It is low-level because it
operates without higher-level abstractions, giving developers
precise control over how memory is managed and accessed.

Unlike most languages that contain high-level types, raw
Wasm requires us to engage with primitives directly. Wasm's
integers and floats are the bedrock upon which we can
construct more elaborate data structures. While this might
feel low-level now, we'll later see how Wasm provides
mechanisms to work with richer types more easily.

Consider our seemingly straightforward task of prefixing a
user input with "Hello, ". In most high-level languages, this
would be a trivial string concatenation. However, as
mentioned, in Wasm, we don't have a string data type. So
how do we represent a string using only integers and raw
memory? One solution, as depicted in figure 2.2, is to
employ two integers. The first integer acts as a pointer to
the start of the string, which is stored as an array of
encoded (ASCII/UTF-8) bytes in linear memory, and the
second represents its length.



These values represent
characters encoded as
bytes (e.g., '97"is
the encoded value
of 'a’).

Linearmemory
68 ('D") (97(3)) CI10(nD ( ) ()

Pointer to the
start of string

Length of string

Figure 2.2 Representing a String with Wasm's Linear Memory and Basic
Types

By storing the string as an array of bytes, we can
manipulate it as needed. When we wish to prepend "Hello, "
to any user input, we encode the prefix (i.e., "Hello, ") and
the user input as bytes, store them sequentially in linear
memory, and use our two integers to keep track of their
location and combined length. This approach may seem
rudimentary when compared to the abstractions offered by
high-level languages, but it is precisely the simplicity that
gives Wasm its speed and flexibility. By controlling exactly
how memory is allocated, accessed, and combined, we can
optimize performance in ways that higher-level abstractions
might not allow. Moreover, this method of string handling is
not just a workaround; it offers a window into understanding
how higher-level languages (and, as we will see later, Wasm
itself) abstract away such details.

2.2 Understanding the guest-host
architecture of server-side Wasm



In the browser, Wasm runs within the web's native
ecosystem, leveraging the browser's features and resources.
Similarly, on the server, Wasm needs a host to provide
access to system resources. This role is typically filled by a
Wasm runtime, which acts as the execution environment for
Wasm applications.

To illustrate, let's consider the structure of our "Hello, World"
app. This app is designed as a guest application, meaning it
is built to run within said host that provides the necessary
runtime capabilities.

For demonstration, I've developed a custom host. Let’s call it
HelloWorldHost. This HelloWorldHost acts as a lightweight
intermediary between the guest application and the
Wasmtime runtime—a prominent open-source Wasm
runtime known for its performance, versatility, and security.

The architecture of our setup, as visualized in figure 2.3,
operates in a four-step process:

1. HelloWorldHost injects the input string into the linear
memory of the Wasm binary (i.e., our guest application).

2. HelloWorldHost then invokes the execution of our guest
application—specifically, a function we will name greet.

3. The greet function first determines the amount of
memory needed for the new string. Then, it writes the
updated content directly into memory, constructing the
final greeting in place.

4, Once the greet function has done its work,
HelloWorldHost re-engages, reading the newly formed
greeting directly from the linear memory.
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Figure 2.3 Illustration interactions between our "Hello, World" guest
and its custom host.

Next up, we'll dive into constructing our guest in Rust. You'll
be guided through writing the code, compiling it into a Wasm
module, and finally, executing it within HelloWorldHost.

2.3 Creating a Wasm app using Rust

Before diving into the meat and potatoes of our application,
let’s address a fundamental question: Why Rust? The choice
is practical—Rust’s support for Wasm is the most mature
among modern languages, and its safety guarantees align
well with Wasm, simplifying our development process
significantly. Don’t worry if Rust isn’t your first language;
we’ll break down each code snippet and process step by
step.

For setup assistance, follow the instructions at
https://www.rust-lang.org/learn/get-started to install Rust.
This guide also includes information on setting up Rust with
different editors like VSCode.

NOTE

The recommended Rust version for working through this
book is: rustc 1.84.0 (9fc6b4312 2025-01-07). This version is
important because it ensures we're using Rust edition
2021, which keeps our code stable and compatible with
the tooling used throughout the book. You can check your
current version with rustc --version. TO install 1.84.0
specifically, after having some other version installed, you
can run rustup install 1.84.0 and set your default Rust
version to it with rustup default 1.84.0.


https://www.rust-lang.org/learn/get-started

2.3.1 Creating a Rust library project

In Rust, when you start a project, you're faced with a
choice: build a library or a binary. As highlighted in the title
of this section, we've opted for a library. This choice means
our code is compiled into a re-usable package, which is
exactly what we need since our application doesn't require
an executable nain function like what you'd find in binary
projects. Instead, our project centers around a greet
function, designed to be called by HelloWorldHost.

Before we dive into creating the library, let’s set up a
consistent structure for all the book’s code.

1. Create a top-level folder for the book: serverside-wasm-
book-code/.

2. Inside this folder, create chapter-specific subfolders:
chapter02/ through chapteros/.

3. Within each chapter's folder, we’ll create project-specific
directories. For now, inside chapter02/, create
hello world/.



TIP

If you'd like to just follow along with the examples without
coding them yourself or doing all this setup, you can
instead clone the book’s code repository with git cilone
https://github.com/danbugs/serverside-wasm-book-code.
Some files in the repository are stored using Git LFS
(Large File Storage), which is designed to handle large or
binary files more efficiently. To make sure those files are
available, first install Git LFS (see https://git-Ifs.com/ for
instructions), then run git 1fs install followed by git 1fs
pull from the root of the cloned repo. This repository also
uses Git submodules. To initialize them, run: git submodule

update --init --recursive.

Finally, navigate into the project folder and initialize the Rust
library using the following command:

cargo new --1ib hello_world_guest

This command uses Cargo, the Rust package manager and
build system, to create a new Rust library project called
hello world guest. Ihe project's files will be placed in a new
directory with the same name.

To keep all of the book's Rust projects organized, we'll also
set up a Cargo workspace. This helps auto-complete and
related features work more effectively when opening the
entire book’s folder at once, making navigation and
development smoother. Inside serverside-wasm-book-code/,
create a cargo.toml file and populate it with the following
contents of listing 2.1.


https://github.com/danbugs/serverside-wasm-book-code
https://git-lfs.com/

[workspace]

resolver = "2"

members = [
"chapter02/hello_world/hello_world_guest",

]

With this set and after creating the project, you’ll need to
navigate into your new project directory:

cd hello_world_guest

NOTE

If you are planning on using a Cargo workspace as well,
unless specified otherwise, after creating any of the
upcoming Rust projects in the book, make sure to add
their path to this file.

2.3.2 Specifying compilation to a Wasm module

In the hello world guest directory, there's a src folder, and
inside it, a 1iv.rs file. This file is where we'll write the code
for our Wasm application. You'll also find a cargo.tom1 file in
the nello world guest directory, which is the manifest file for
your Rust project. It holds metadata about your project and
defines how your project should be compiled.

To make sure our code compiles into a Wasm module, we
need to edit the cargo.tom1 file in the hello world guest
directory.



NOTE

The term "Wasm module" specifically refers to core, or
what we've been calling raw, Wasm. This distinction will
become more relevant as we explore higher-level
expansions onto core Wasm, like Wasm components, in
chapter 3.

Open the cargo.toml file in your preferred text editor and add
the following snippet:

[lib]
crate-type = ["cdylib"]

The addition of crate-type = ["cdylib"] under the [1ib] section
guides the Rust compiler to generate a dynamic library. With
the correct target settings, which we will discuss shortly, this
ensures the output is a .wasm file compatible with our Wasm
runtime.

Your cargo.toml file, after including the necessary
modifications to compile as a Wasm module, should appear
as in listing 2.2.

[package]

name = "hello_world_guest"
version "e.1.0"

edition "2021"

[lib]
crate-type = ["cdylib"]

[dependencies]



NOTE

Parts of this book were developed using Rust's 2021
edition. If you're Rust version 1.85 or later, you might see
edition = "2024" (or, in the future, later) in your cargo.toml
files.

2.3.3 Writing the code for our application

Let's edit the 1ib.rs file next. Clear out the default contents
to start with a clean slate.

Our first task is to define the greet function. This function will
accept two arguments: a pointer to the beginning of a string
in linear memory and the string's length (as shown
previously in figure 2.2). The signature of the greet function
should look like this:

#[no_mangle]
pub fn greet(ptr: 132, len: i32) {

. e

The #1no mangle] attribute is critical. It's a directive to the
Rust compiler, ensuring the function name remains
unchanged after compilation. This step is necessary for
HelloWorldHost to find and invoke the greet function
correctly.

Now, let's move on to constructing our greeting. We'll start
by creating the prefix string "Hello, " and then we'll convert
our two integer parameters (i32s) into the types that Rust
uses for memory operations: a pointer and a length. Type
this code into the greet function body we wrote above.



let hello = "Hello, ";

let input_ptr
let input_len

ptr as xmut u8;
len as usize;

It's worth mentioning that even though Wasm itself doesn't
support a string type directly, we're able to utilize it here
(i.e., with "Hello, "). This is possible because Rust’s compiler
translates high-level types like string into low-level Wasm
types, effectively bridging the gap between Rust strings and
the byte representations required by Wasm.

This same principle applies to our use of *mut us for pointers
and usize for sizes. Even though Wasm doesn't directly
recognize these Rust-specific types, Rust's compilation
process handles these conversions smoothly. This highlights
again why we chose Rust for this project. As mentioned
earlier, its strong support for Wasm makes these low-level
interactions easier to manage. Still, we keep the function
signature utilizing i32 types directly because that’s part of
the implicit contract with our HelloWorldHost—it invokes our
function with two i32 parameters.

Next, we can calculate the new length of our string, which
will include the length of the "Hello, " prefix:

let new_len = input_len + hello.len();

Given this new length, we access the linear memory using
an unsafe block, which is necessary for any operations in
Rust that could potentially lead to safety issues, such as
memory corruption or data races.



NOTE

A data race happens when two or more threads access the
same memory at the same time, at least one of them
writes to it, and there's no synchronization to keep things
in order. It's like multiple people editing the same
document simultaneously without talking to each other—
chaos, and potentially corrupted data.

This is especially pertinent when dealing with the low-level
aspects of Wasm's linear memory:

let output = unsafe { core::slice::from_raw_parts_mut(0 as *mut
u8, new_len) };

By invoking core::slice: :from raw parts mut, we're effectively
grabbing a mutable slice of memory from a raw pointer and
a specified length. This allows us to write to a specific
segment of memory (i.e., from 0 to new 1en), facilitating the
addition of our greeting to the existing string.

With the memory accessible, we can now construct our
greeting by copying the "Hello, " prefix and the original
string into the linear memory:

output[..hello.len()].copy_from_slice(hello.as_bytes());
output[hello.len()..]
.copy_from_slice(unsafe { core::slice::from_raw_parts(input_
ptr, input_len) });

In these lines, we first we set the beginning of the slice to
"Hello, ". Then, we place our input string right after it. This
operation, though straightforward in high-level languages,
showcases the meticulous control over memory that working
with Wasm and Rust allows, all while maintaining efficiency
and safety within our application's context.



Overall, the greet function, with all its components, should
look like this in listing 2.3.

#[no_mangle] #A
pub fn greet(ptr: 132, len: i32) A{
let hello = "Hello, ";

let input_ptr
let input_len

ptr as xmut u8; #B
len as usize; #B

let new_len = input_len + hello.len(); #C

let output = unsafe { core::slice::from_raw_parts_mut(0 as *mut
u8, new_len) }; #D

output[..hello.len()].copy_from_slice(hello.as_bytes()); #E
output[hello.len()..]
.copy_from_slice(unsafe { core::slice::from_raw_parts(input_
ptr, input_len) }); #E
}

#A Add a compiler directive to keep the function name intact post-
compilation

#B Explicitly cast the i32 values to pointer and size types for Rust
memory operations

#C Calculate the new length to accommodate the "Hello, " prefix

#D Grab a slice of memory from 0 to new_len

#E Construct the greeting by copying "Hello, " and the provided string
into linear memory

2.3.4 Compiling the Rust code into a Wasm
module

Before we compile our Rust library into a Wasm module, we
need to ensure our toolchain is set up for targeting Wasm.
Run the following command in your terminal:

rustup target add wasm32-unknown-unknown



This tells Rust to install the necessary components for
compiling to the wasm32-unknown-unknown target. In Rust, target
triples (e.g., wasm32—unknown—unknown) typlcally specify the
architecture, vendor, and operating system for compiled
code. In this case, "wasm32" indicates that we're targeting
Wasm, and "unknown-unknown" signifies that there's no
designated operating system or underlying platform
dependencies. This highlights one of Wasm's key strengths—
its OS- and architecture-agnostic nature, which is what
allows code to run consistently across different
environments.

With that set and now that our greet function is in place, it's
time to compile our Rust library into a Wasm module,
making it ready for execution by HelloWorldHost. Navigate to
the nel1o worild guest/ folder if you're not already there, and
execute the following command:

cargo build --release --target wasm32-unknown-unknown

By specifying --release, we're asking Cargo to compile our
project in release mode, which applies optimizations to make
the resulting Wasm module more efficient. The --target
wasm32-unknown-unknown part of the command explicitly tells
Cargo to compile the project for a generic Wasm target,
which, again, is what ensures our Rust code is transformed
into a Wasm module compatible with any Wasm runtime,
including our HelloWorldHost.

2.3.5 Executing the Wasm module with the
custom host

At this stage, our Wasm module resides in the target/wasm32-
unknown-unknown/release/ folder of our root workspace. For
easier access, we'll copy it to the root of the

hello world guest/ diFECtOFYZ



cp ../../../target/wasm32-unknown-unknown/release/hello_world_guest.
wasm hello_world_guest.wasm

This step positions the .wasm file conveniently for the next
operation—execution.

To facilitate running our module without much hassle, I've
packaged our HelloWorldHost into a Docker image. This
setup requires only Docker to be installed on your machine.

You can install Docker in one of two ways:

e Docker Engine (lightweight, CLI-focused)
https://docs.docker.com/engine/install/

o Docker Desktop (includes Docker Engine with a GUI)
https://docs.docker.com/desktop/

NOTE

The recommended Docker version for working through this
book is pocker version 28.0.0, build f9ced58. YOU Can check
your current version with: docker --version.

So, finally, always from
chapter02/hello world/hello world guest/, W€ Can execute our
guest application using the command below:

docker run --rm -v ".:/data" ghcr.io/danbugs/serverside-wasm-book-co
de/hello-world-host:latest /data/hello_world_guest.wasm 'Dan'


https://docs.docker.com/engine/install/
https://docs.docker.com/desktop/

TIP

These images are pushed to the GitHub Container Registry
(GHCR) and are tied to the book's code repository. If you'd
like to inspect the image, you can view it here:

https://github.com/danbugs?

tab=packages&repo name=serverside-wasm-book-code.

Let’s break down this command:

e ——rm ensures that the Docker container, serving as our
temporary host application environment, is removed
after use, keeping your system clean.

e v mounts a local directory to the container. This step
requires specifying the path to the directory where
hello world guest.wasm IS located (i.e., obtained with '."),
enabling the Docker container to access the Wasm
module.

e The final part executes our hello world host:latest Docker
image. It requires two arguments: the path to the .wasm
file within the mounted directory
(/data/hello_world_guest.wasm) and a string parameter

('Dan').

Upon successful execution, you'll observe the following
output:

Initial Memory: [0, 6, 0, 0, 0, 0, 8, 6, 0, 0, 0, 08, 0, 0, 0, 0]
Memory After Host Writes 'Dan': [0, O, 0, 0, 0, 0, 0, 0, 0, 0, 0, O,
0, 68, 97, 110]

Memory After Host Calls “greet : [72, 101, 108, 108, 111, 44, 32, 6
8, 97, 110, 0, 0, 0, 68, 97, 110]

Hello, Dan


https://github.com/danbugs?tab=packages&repo_name=serverside-wasm-book-code

Aside from displaying the final "Hello, Dan" string we were
expecting, HelloWorldHost provides us with a view of the
linear memory at several critical junctures:

1. Initial Memory: To start off, the memory is empty,
signified by a series of zeros. This represents the
untouched state of our linear memory before any

operations are performed.

2. Memory After Host Writes 'Dan': After the
HelloWorldHost writes the string 'pan' into the memory,
those characters are represented as ASCII/UTF-8 values
in the memory space. Each character's ASCII/UTF8 value
replaces the corresponding zeros in the initial memory
layout. More specifically, HelloWorldHost, arbitrarily,
wrote the bytes at index input 1en+10 to give us enough

space to subsequently write "Hello, Dan" before it.

3. Memory After Host Calls greet: Once the greet function
is invoked, it prepends "Hello, " to the existing string
"Dan". In practice, as per the code we’ve written, that is

actually copying two memory segments ("Hello,
"Dan") starting from 0 (i.e., due

and

core::slice::from raw parts mut (0 as *mut u8, new_len)).
The memory now reflects this change, showcasing the
updated ASCII/UTF-8 values corresponding to "Hello,

Dan". Note, "Dan" still exists at new 1en+10.

Congratulations! You've successfully built and executed your
first Rust Wasm application executing in a non-web
environment. Now, let's take a moment to reflect on the
challenges and limitations encountered during this process.

2.3.6 Reflecting on the "Hello, World"
application



The completion of our "Hello, World" application serves not
just as an introductory exercise but also as a practical
demonstration of the complexities involved in Wasm's
manual memory management. While we've managed to
perform basic string manipulation, the process has
illuminated notable limitations related to:

e Handling Complex Data Types The exercise of
manipulating a simple string begs the question: how
would one manage more complex data structures, such
as classes/structs? The manual handling of memory for
strings already introduces potential for error and
complexity; extending this to more complex types would
exponentially increase the difficulty and risk.

e Memory Assumptions Risks The strategy assumes a
certain memory layout and availability, which can lead to
overwriting important data if those assumptions don't
hold. For example, our code assumes that we can write
to the memory slice from 0 to new 1en, and our
HelloWorldHost assumes the output will be written there
—if you modify our code to write to a different memory
slice (say, from 7 to new 1en), you'll note the output
displayed by the HelloWorldHost will be incorrect!
Additionally, this approach assumes that the length of
the "Hello, " string remains the same. If you modify it to
a longer prefix, the output will no longer be valid, as the
shifted memory will not account for the extra space. This
risk is further exacerbated when considering the
interaction of multiple modules, possibly written in
different languages, each with unique memory
management assumptions. Such interactions can lead to
unpredictable behaviors and compromise application
integrity.

These challenges underscore the need for a more robust and
higher-level approach to data management within Wasm



modules, and we're going to explore that throughout the
book—starting with the first part of the story right now!

NOTE

If you'd like to play with the HelloWorldHost yourself a bit,
the code is available on GitHub at

https://github.com/danbugs/serverside-wasm-book-
code/tree/main/chapter02/hello world/hello world host.

2.4 Building on Wasm'’s simple types
with WebAssembly Interface Types

Core Wasm keeps its type system intentionally simple,
relying on fundamental numeric types and linear memory.
This minimalism is a strength—it ensures efficiency,
portability, and broad compatibility across different
execution environments. However, as Wasm adoption grows,
so does the need for higher-level abstractions that make
working with structured data more intuitive.

Enter WebAssembly Interface Types (WIT). Rather than
working around Wasm'’s constraints, WIT builds on this solid
foundation to enable more expressive module interactions. It
serves as an Interface Definition Language (IDL), allowing
developers to define software component interfaces in a way
that is agnostic to programming languages. This facilitates
smoother communication between different parts of a Wasm
application—or even between Wasm and the host runtime
(e.g., HelloWorldHost)—by abstracting complex data types
and simplifying module interactions.

WIT enhances the developer experience and broadens
Wasm'’s applicability by introducing a wide array of new


https://github.com/danbugs/serverside-wasm-book-code/tree/main/chapter02/hello_world/hello_world_host

interface-level types in its IDL, beyond just the four number
types mentioned earlier. These include Booleans (voo1),
signed and unsigned integers of various sizes (ss, si6, s32,
s64, us, ule, u32, ue4), floating-point numbers (£32, £64),
characters (char), and strings. Rather than adding new core
Wasm primitives, WIT standardizes how to describe and
marshal (i.e., convert between representations for
communication across boundaries) richer data
representations via the Canonical ABI, effectively lifting and
lowering between Wasm and the interface layer.

NOTE

ABI stands for Application Binary Interface. In this context,
the Canonical ABI defines a standard way to translate
values between Wasm and the other environments—
whether that’s the host or another Wasm guest. Think of it
as the agreed-upon rules for how data gets packaged and
unpackaged when crossing the Wasm boundary.

Beyond these primitives, WIT extends its type system to
support lists (e.qg., 1ist<us>), optional values (e.qg.,
option<string>), €rror handling through results (e.g.,
result<string, string>), @and tuples for grouping values (e.qg.,
tuple<string, u32>).

Moreover, WIT introduces constructs for defining complex,
user-defined types that closely mirror data structures found
in high-level programming languages. These include records
for structured data (e.g., record person { name: string, age:
u32 }), enums for enumerating possible values (e.g., enum
color { red, green, blue }), variants which are like enums but
their properties can hold onto data (e.g., variant error {
server—-error (u64), not-authorized, unknown (string) }), and flags



for bitwise combinations of options (e.g., fiags permissions {
read, write, execute }). Additionally, WIT supports type
aliases to create new names for existing types and functions
to define callable operations.

All these newly introduced types describe values that are
copied in and out of memory. In addition to these, WIT also
introduces resources, which are things that aren't copyable
and, instead, are passed by handle (i.e., similar to how file
descriptors or database connections are managed in
operating systems).

Finally, WIT introduces higher-level constructs to organize
and group functionalities. The concept of "worlds" is akin to
namespaces or modules, organizing the exports and imports
of interfaces or specific functions in a cohesive manner.
Interfaces, which group related functions, will be further
explored in future examples.

Revisiting our "Hello, World" application with the addition of
WIT allows us to imagine a version where the complexities
of manual memory management are abstracted away. With
WIT, the greet function can be more intuitively defined,
utilizing high-level types directly as shown in listing 2.4.

package component:hello-world-guest-wit;

world example {
export greet: func(name: string) -> string;

i;



NOTE

We've adjusted the greet function to return a string,
eliminating the need for direct memory manipulation. This
adjustment highlights WIT's capacity to simplify the
interface for developers by abstracting lower-level details.

So, instead of having to create a function that takes in two
integers representing a pointer and a length for a string and
directly manipulating memory transforming Wasm'’s basic
types to higher-level ones, you can write this interface and
create your program off it, utilizing abstractions provided by
Wasm directly.

But there's no need to rush into creating a file for this
interface just yet; we'll dive deeper into that in the next
chapter. That said, this does lead us to a crucial
consideration: how exactly do we bring this interface to life?
The implementation specifics can differ across programming
languages, yet the essence of working with WIT remains
consistent. Once your interface is defined, it enables the
generation of boilerplate code that navigates the intricacies
of memory management for you. This method shifts the
developer's focus from wrestling with low-level details to
purely concentrating on the business logic, which, in our
example, is fleshing out the greet function. This significant
shift streamlines the development workflow, making it more
efficient and focused on the core functionality.

2.5 Building the foundation of a smart
content management system (CMS)

Throughout the course of this book, we're going to apply
what we learn by constructing a practical project: a smart



content management system (CMS) for children's stories. A
CMS is essentially a software application that allows users to
create, edit, and manage digital content. In our case, it will
enable the crafting and curation of engaging stories for
children, making it easy to add new stories, and present
them.

The Smart CMS will be structured with a straightforward
frontend where users can input and view stories. However,
the core functionality will reside in the backend, which is
where Wasm’s capabilities will be harnessed to full effect.
Our backend will consist of the following components:

o Key-Value Store Component This will be the
repository for storing all the stories, which can be
persisted to disk, Redis, or others.

e HTTP Component This will act as the API gateway,
allowing the frontend to communicate with the backend.

e Machine Learning (ML) Component This will serve as
the story generator, using machine learning to create
new stories. More specifically, we will be using a WIT
interface for neural networks.

Our ultimate goal is to deploy this system on Kubernetes—
an open-source platform for automating deployment,
scaling, and management of containerized applications—with
dedicated Wasm containers.

The architecture diagram in figure 2.4 visualizes the
interaction between the user, the frontend, and the various
backend components, all orchestrated within a Kubernetes
environment:
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Figure 2.4 The basic architecture for our Smart CMS application.

Let's begin by laying the groundwork for our Keyvalue store
component with WIT. Our initial interface, as seen in listing
2.5, will focus on the foundational operations of any key-
value store: retrieving (get) and storing (set) data

package component:smartcms-kvstore;

world kvstore {
export get: func(key: string) -> string;
export set: func(key: string, value: string);

e The get function will take a string representing the key
and return a string containing the value associated with
that key. This will be used to retrieve stories from our
store.

e The set function will accept two string parameters: one
for the key and another for its corresponding value. This
function won't return any value, reflecting the action of
adding a new story to the store.



By defining these operations in WIT, we create an interface
that can be universally understood and utilized by any
language or tool that supports WIT, ensuring interoperability
and flexibility.

With this in place, we close this chapter. In the following
one, we'll dive into the implementation of the interface,
bringing our Key-Value Store Component to life and running
our first component.

2.6 Summary

Wasm's core is formed by linear memory and four
primary data types: integers and floats, each available in
32 and 64-bit sizes. Building complex data structures
requires utilizing these foundational elements.

Rust provides good support for working with Wasm as it
can compile directly to it.

Server-side Wasm applications need a specific execution
runtime like Wasmtime, which is designed to enable
interaction with system resources.

Manual management of Wasm's limited foundational
datatypes is intricate and susceptible to errors,
emphasizing the importance of more sophisticated
abstractions, such as WebAssembly Interface Types
(WIT).

WIT offers a versatile, language-agnostic type system,
enabling the crafting of complex data structures and
interfaces to ease the interaction between various
components of a Wasm application.



3 Enhancing portability
and security with Wasm
components

This chapter covers

e How Wasm components provide enhanced portability
and security

e Building a Wasm component with JavaScript

e Building a custom runtime for a Wasm component with
Python

e Implementing host-side functionality from a WIT file in
Rust

In chapter 2, we built our first Wasm app and compiled it
into a Wasm module—the thing most people think of when
they hear "Wasm." But as we saw, a module on its own is
stuck with only simple types like integers and floats. You can
build more complex types from those, but that means both
the guest and the Wasm runtime need to agree on the exact
memory layout. For any real application, that's a headache.

This is where WIT comes in. It gives us a way to define
higher-level types without all the manual layout work. But
WIT isn't the whole story. It's part of something bigger: the
Wasm Component Model. The model uses WIT as its
interface definition language (IDL) and serves as a wrapper
around Wasm modules. The goal is to let different Wasm
applications talk to each other without all the manual
memory wrangling or those fragile, implicit agreements
about where structures live in linear memory.



3.1 Benefits of Wasm components

The capability of components to lift from low to high-level
types (like going from two integers to a string) and lower
from high to low-level types brings several key benefits that
aren’t always obvious at first glance. These include cross-
language portability, shared-nothing security, and only-what-
you-need security with faster vulnerability mitigation. Let’s
break down each of these and see how they come into play.

3.1.1 Cross-language portability

Imagine you’'re developing a JavaScript application but want
to use a machine learning library written in Python. How
would you do that today? Most likely, you would create a
Python microservice and possibly introduce a network stack
into your application to communicate with it. This approach
has two major drawbacks:

1. You are forced to write code in Python, which you may
not be familiar with, increasing the cognitive load.

2. You are adding the complexity and overhead of a
network stack to your application, which includes not
only network communication but also the serialization
and deserialization of data for communication between
the two languages, such as using formats like JSON.

As shown in figure 3.1, Wasm components allow you to write
applications in different languages and then compose or link
them together to form a single .wasn file.
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Figure 3.1 An example of cross-language portability with Wasm
components.

This means that with components, Wasm is not only
language-agnostic—meaning it doesn't rely on specific
language features for compilation—but it is also now
portable across languages. Languages with completely
different paradigms or memory layouts can interact with one
another as if they were one and the same. Imagine the
number of person-hours saved by not having to replicate the
same feature across different languages!

Also, it's important to emphasize that Wasm components are
really nothing more than a wrapper around Wasm modules.



This is useful because it means we don't have to change our
existing pipelines to utilize components. The only difference
is the added linking/composing step.

3.1.2 Shared-nothing security

Wasm components also address another pain point of Wasm
modules: the lack of a standard way to interact between
modules/components or with a Wasm runtime. As we saw in
our previous application, the way to communicate with our
Wasm module was to directly interact with its exported
memory. This approach is error-prone because it requires
the Wasm runtime (or another module) and our module to
agree on the memory layout. Wasm components, on the
other hand, follow the principle of shared-nothing, meaning
a Wasm runtime/module and our module do not share
memory. Instead, they communicate exclusively through
imports and exports of the Wasm component.

Let’s walk through the example shown in figure 3.2 to see
how we can achieve shared-nothing interactivity. In this
example, we have two components: my app.wasm, Which
imports a secret-store and retrieves a secret from it, and
my secret store.wasm, which exports the secret-store interface
containing a get method. And remember, both components
are completely isolated and contain their own memory
space.



my_app.wasm m my_secret_store.wasm m
import secret-store; interface secret-store {

fn get(key: String) —> Secret;

fn main() { }
let secret =
secret-store.get("my-key"); export secret-store;
}
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Figure 3.2 The interaction between two isolated Wasm components
starting from a function call, to communicating with an adapter
component, doing required memory copies, and retuning a resource that
can be accessed via a resource table.

To start, my app calls the get method with a "my-key” value.
That key is copied from ny app’s linear memory into
my_secret_store’S linear memory. From there, my secret store
can access its own linear memory to handle the get function
call. But get returns a secret resource, which is an opaque
type—it doesn’t directly expose its data like strings or
integers, and you interact with it through specific functions.
With that, it can’t be copied by value, SO ny secret store
returns a resource handle instead. This handle is just an



integer that points to the resource in a resource table, a
separate memory space alongside linear memory.

Now, with that handle, ny app can call functions on the secret
type, like, say, some method to actually get the Secret’s
data. If the idea of resource tables still feels a bit unclear,
don’t worry—we’ll dig deeper into this with a hands-on
example in chapter 4.

This process closely resembles inter-process communication,
which might seem complicated, but all in all, helps us
understand the inner workings of Wasm components. This
complexity is hidden from the programmer consuming the
interface—from the perspective of the programmer writing
my app.wasm, secret-store.get is jUSt d simple function call.

This is a big shift in how we understand Wasm. That is,
initially, we learn of it as being simply a compilation target—
often compared to x86, ARM64, RISC-V, etc. But Wasm
components, while retaining that function, add a lot of
structure around component-to-component or component-
to-Wasm runtime communication, which much more closely
resembles the idea of microservices. So now we can think of
components as something that can be developed and
deployed independently and interact with one another as
part of a larger application.

3.1.3 Only-what-you-need security and
improved vulnerability mitigation response

Another security benefit highlighted by Wasm components is
that each component only ever has access to its specified
imports. There are no unexpected or unauthorized
dependencies that the component could access.



The best way to illustrate why this is important is by looking
at Sysdig's 2023 Cloud-Native Security & Usage Report.
There, it is stated that 87% of container images running in
production have a critical or high severity vulnerability, but
only 15% of high or critical severity vulnerabilities with an
available fix are in use at runtime. This means that most app
code, and more importantly, most vulnerable code, is not
actually our app logic but rather some hidden dependency.

Now, of course, just because our components only have
access to specific imports, it doesn't mean we are now
vulnerability-free. The few capabilities we have access to
could still have bugs in them, but even in that scenario,
Wasm components offer a benefit in terms of mitigation
response as shown in figure 3.3.

'vulnerable_composed.wasm m rpatched_composed.wasm m
my_business_logic.wasm @ my_business_logic.wasm m
import some_interface import some_interface
import other interface import other interface

T 1}

linked no re-linking
A re- Im ked
necessa
| po_st ry
patching...

vulnerable_ @ other_ . patched other_
component.wasm component.wasm component. wasm component.wasm
export export export export
some_interface other_interface some_interface | |other_interface

Figure 3.3 An example of improved mitigation response with Wasm
components.

Why only re-link the vulnerable component? Because Wasm
components are isolated and communicate through explicit
interfaces, you can swap out just the vulnerable component
with a patched version—no rebuild of your business logic
needed. The vulnerable component and the other component
are completely separate components that connect via



imports/exports. Your business logiCc (ny business logic.wasm)
never changes, so there's nothing to recompile. You simply
replace the vulnerable component and re-establish the
connection.

This is different from traditional approaches where
dependencies are often baked into your compiled binary.
Even with dynamic libraries (like .411 or .so files), while you
can replace them without rebuilding, they have full access to
your application's memory and global variables. Wasm
components use a "shared-nothing" isolation model—each
component only accesses its specified imports and cannot
share memory with other components. This means the
impact or "blast radius” of a vulnerable component is
contained.

Figure 3.4 illustrates this difference in mitigation
approaches.

Traditional Wasm
Discover vulnerability Discover vulnerability
( ' ) g ¢ )
Update the Replace vulnerable
dependency for .wasm with Components are
L non-vulnerable build 4 L non-vulnerable one | completely isolated, so

you don't need to touch
your own business logic to

[ Re-build the entire J [ Re-link only ] update a vulnerable

program :;rl::;it:st third-party component.

Figure 3.4 Illustrated difference between traditional architectures and
one using Wasm Components in terms of vulnerability mitigation.

A real-world scenario: imagine you're running an e-
commerce platform and discover a critical vulnerability in



your PDF generation library.

e Traditional approach You update the library version,
rebuild your entire application (which includes your
checkout logic, inventory management, user
authentication, etc.), run your full test suite, and deploy
a new release. Even with dynamic libraries, that PDF
library has access to your entire application's memory—
meaning a vulnerability could potentially expose
customer data or credentials.

e Wasm components approach You swap out just the
PDF component with a patched version and re-link it.
Your checkout logic, inventory  system, and
authentication never get touched or recompiled. And
because the PDF component was already isolated to only
its specified imports (like file writing capabilities), even
before patching, it couldn't accidentally leak customer
data or access your database.

The isolation and composability of Wasm components turns
vulnerability mitigation from an application-wide event into a
surgical replacement.

3.2 Building a componentized "Hello,
World" guest application with
JavaScript

Now that we understand the benefits of Wasm components,
let's pick up where we left off in chapter 2 and build a
componentized "Hello, World" application. And because we
already used Rust in the previous chapter, let's use
JavaScript to create our Wasm component.

3.2.1 Setting up the project and installing the
toolchain



Last time, we left off having crafted the WIT for our "Hello,
World" application as displayed in listing 3.1.

package component:hello-world-guest-wit;

world example {
export greet: func(name: string) -> string;

l;

To use this WIT file to create a component with JavaScript,
we will need to set up the JavaScript Wasm toolchain. First,
make sure you have Node and NPM installed. The NodelS
documentation recommends using nvm (Node Version
Manager) to handle this.

If you're on Linux, macOS, or Windows Subsystem for Linux
(WSL), you can install nvm by running:

curl -o- https://raw.githubusercontent.com
[ICA/nvm-sh/nvm/v0.40.2/install.sh | bash

Once that’s done, restart your terminal and install Node
version 22 (along with npm) by running:

nvm install 22
If you’re on Windows, you can grab the nvm installer from:

https://github.com/coreybutler/nvm-windows and follow the
same steps.

After Node and npm are set up, install the JavaScript
component toolchain (jco) globally:

npm install -g @bytecodealliance/jco@1.10.2

You'll also need the componentization tooling that jco uses:


https://github.com/coreybutler/nvm-windows

npm install -g @bytecodealliance/componentize-js@0.17.0

With that done, from inside our chapter03/ folder, let's create
a folder for our project and call it helio world component/. In it,
place the WIT file (greet.wit) from listing 3.1 and an empty
JavaScript file called greet.s.

3.2.2 Implementing the component logic

As explicitly stated in the WIT file, our component will have
a single function called greet that takes a name (string) and
returns another string (i.e., the name pre-pended with
"Hello, "). So, let's implement this function in our JavaScript
file as per listing 3.2.

export function greet(name) {
return “Hello, ${name}!’;

}

Note that, unlike before, we are no longer walking on
eggshells with memory by managing pointers and offsets.
Instead, we are working directly with high-level types like
strings. This is because the Wasm component wrapping
handles the memory layout for us. We only need to focus on
the logic of our component.

3.2.3 Compiling the Wasm component

Finally, let's componentize. To do this, we will use the
JavaScript Wasm toolchain we set up earlier. Run the
following command in the terminal inside your

hello world component folder:

jco componentize greet.js --wit greet.wit --world-name
[CA]example --out greet.wasm --disable stdio random clocks http



NOTE

Remember the security benefits we talked about in chapter
1 where Wasm only has access to the native OS via
specific tightly-controlled capabilities? You can see a bit of
that with this command where we explicitly disable access
tO stdio, random, clocks, and nttp.

This command will bundle our JavaScript file into a Wasm
component, utilizing the WIT file as a reference for imports
and exports, creating a file called greet.wasm. Note, we need
to provide the WIT file together with the JavaScript code,
because our guest code does not provide a full picture of
what needs to be linked for this component—e.g., say we
specified in our WIT that we want to import a capability to
print to stdout, jco would only know that from our WIT. Next,
let's move on to creating a custom Wasm runtime where we
will execute our component.

3.3 Building a Python host for a
JavaScript bundled Wasm component

To run our component, we will need a host. And we will not
use the HelloWorldHost from chapter 2 because that host
meddled with memory directly, which goes against the whole
point of Wasm components. So, let's create a new host
ourselves using Python, which will also serve to demonstrate
how straightforward it is to call our JavaScript function
cross-language from Python.

3.3.1 Setting up the project and installing the
toolchain



Before we start building our Python app, we need to set up
the Python environment. If you don’t have Python installed,
you can find installation instructions here:

https://wiki.python.org/moin/BeginnersGuide/Download. At
the time of writing, I installed and am using Python version
3.12.3.

NOTE

Python projects typically use a virtual environment to
manage dependencies and avoid interfering with your
global Python setup. Before starting any Python project in
this book, it's recommended to create a dedicated virtual
environment for that project. You can do this by running
python -m venv venv iN the root directory of the SpeCiﬁC
Python project you're working on. Once that’s done, you
can activate the environment from the same directory. On
Windows, use .\venv\Scripts\activate, @and on Linux or
macOS, use source venv/bin/activate. When you’'re finished
and want to return to the global Python environment,
S|mply FUN deactivate.

To start, inside our chapter03/ folder, create a new folder
called he11o world python host at the same level as our
hello world component folder and place an empty Python file
called main.py in it.

Next, create a requirements.txt file in the
hello world python host folder and add the following line to it:

wasmtime==30.0.0

This will allow us to use the Wasmtime runtime in our
Python host. We can then install the required package by


https://wiki.python.org/moin/BeginnersGuide/Download

running the following command in the terminal:

python -m pip install -r requirements.txt

NOTE

Depending on your Python installation, you may need to
use python3 OF py instead of python to run commands. On
Linux, you might also need to install pip using apt-get
install python3-pip.

3.3.2 Implementing the host logic

Now, let's implement the logic for our Python host. This
step, as illustrated in figure 3.5, involves embedding the
Wasmtime runtime to load our Wasm component and
directly call the greet function.

Pyihon host
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Figure 3.5 The host is a thin wrapper around Wasmtime, which we will
use to load our guest component and execute the functions it
implements.

To start, let's import some necessary modules. The first is
the runtime itself, and the second is a loader module, which
will help us load our Wasm component. In main.py, Write:

import wasmtime, wasmtime.loader



Next, copy the greet.wasn file from our hello world component
folder to our hello world python host folder.

With that done, we can directly load our greet.wasn file
directly from disk, like so:

import greet

Next, we set up a store—a Wasmtime construct for storing
data related to a component or module—and attach or "root"
it to the greeter component we bundled earlier from
JavaScript.

store = wasmtime.Store()
component = greet.Root(store)

Next, we have everything we need to call the greet function
from the component we wrote earlier. Let's do that:

print(component.greet(store, "World"))

Finally, listing 3.3 shows the full Python file for our "Hello,
World" host.

import wasmtime, wasmtime.loader
import greet

store = wasmtime.Store()
component = greet.Root(store)
print(component.greet(store, "World"))

3.3.3 Running the Python host

The Python host can then be run like any other Python file:

python main.py



If everything went well, you should see the output "Hello,
World!". Let's take a moment to reflect on what happened
here with figure 3.6.

JS guest

WIT file | _implemented

n —> JS

\{\

Y

bundled into

'

Wasm component Python host

| executed P

Figure 3.6 The flow of our "Hello, World" application with a Wasm
component.

Take a moment to pat yourself on the back. You have come
a long way! Starting only with a WIT file that defined a greet
function, we implemented the functionality in JavaScript,
bundled it into a Wasm component, and loaded that in a
self-made Python host that embedded Wasmtime to call a
function cross-language. It was a lot of work, and, in fact,
maybe too much work. Constantly creating WIT files and
custom hosts can be cumbersome and is much more effort
than a conventional project. As app developers, we should



only be concerned with our JavaScript Wasm component and
not with crafting WITs or dealing with Wasmtime. So, in
subsequent chapters, we will see how to do just that by
discussing some standardized WIT interfaces and even pre-
built generic Wasm runtimes that simplify the process of
making an app. But, for now, let's dig even deeper into
Wasm components and establish solid foundational
knowledge.

3.4 Expanding the example project
with Wasm components

In chapter 2, we introduced the Smart CMS for children's
stories that we’ll build throughout this book. We started by
crafting a simple, initial WIT file for interacting with the key-
value store that will hold those stories. Now, before
expanding on that, let's talk about where we're putting that
key-value store logic. In this case, we're going to implement
the functionality in the host so that the guest can import and
use it.

This might feel different from our "Hello, World" example,
where the host mostly acted as an entry point and the
component contained all the logic. But here, we're treating
the host as the provider of the environment and supporting
functions the guest needs during execution. By placing this
logic in the host, guests can stay focused on using that
functionality rather than defining it, which also makes it
easier to swap in generic hosts later on. So, let’s see how we
can implement our key-value store in the host and have the
guest service call into it.

3.4.1 Improving the WIT file for the key-value
store



In chapter 2, we created the WIT file in listing 3.4 for our
key-value store. To begin using the interface, copy the
contents of listing 3.4 into a new file named smart cms.wit.
Save this file inside a folder called smart cms/, which should
be located within the chaptero3/ directory.

package component:smartcms-kvstore;

world kvstore {
export get: func(key: string) -> string;
export set: func(key: string, value: string);

;

Now that we have a better mental model for how the
application will work, let's move the get and set methods to a
unique kvstore interface to be called like so:

!/l ...
interface kvstore {
get: func(key: string) -> string;
set: func(key: string, value: string);
¥
/!l ...

We are doing this because we will modify our existing woria.
We'll re-name it to app, and have it import the xvstore
interface we just created. This is particularly important
because it indicates that a host is responsible for
implementing the key-value store functionality, which is
different from before where we exported functions that were
to be implemented by the guest.

/]l ...
world app {
import kvstore;
}
/]l ...



Additionally, we will also add a new export for a run function
that is meant to be implemented by a guest. This function
will be the entry-point for the guest's execution, and it will
return a string SO that we can see some output from calling
into the guest.

/]l ...
world app {
import kvstore;
export run: func() -> string;

F
Y.

Lastly, let's update the package name of our WIT file to be

component:smartcms.

package component:smartcms;

L oo

Overall, our updated WIT file should look like listing 3.5.
Listing 3.5 The updated WIT file for our key-value store (smart cus.wit) |

package component:smartcms;

interface kvstore { #A
get: func(key: string) -> string;
set: func(key: string, value: string);

}
world app {

import kvstore; #B

export run: func() -> string; #C
Ir

#A kvstore was moved to its own interface

#B app world imports kvstore, meaning a host must implement it

#C app world exports run, meaning a guest (i.e., a Wasm component)
must implement it

3.4.2 Creating the Smart CMS host



Now, let's try our hands at using Rust to create the host for
our Smart CMS. To re-iterate, we are doing this for two main
reasons:

1. We don't currently have an environment for our guest to
run in, so we have to hand-craft one, and

2. We need to implement the host functionality for the key-
value store that our guest is expecting to be capable of
importing.

By the end of this, we will have full-fledged host to load our
component in and execute the guest’s run function from.

Inside our smart cns/ folder, we can set up our new project by
running the following command in the terminal:

cargo new smartcms_test_host

Next, let's move our newly created smart cms.wit file to the
smartcms_test host folder..

Then, open the project with your IDE of choice, and let's edit
the cargo.tom1 file to add the dependency we need to utilize
Wasmtime. All very similar to how we built our Python host
just prior.

# ...

[dependencies]
wasmtime = "30"

Next, let's look at the auto-generated nain.rs file and delete
all its contents. Then, we can start implementing our host by
making a call to wasmtime: :component: :bindgen! at the tOp of
our file, which will generate a bunch of glue code for us to
be able to implement the key-value store functionality.



wasmtime: :component: :bindgen! ({
path: "./smart_cms.wit",
world: "app",

};

This call will give us access to a =ost trait that we can
implement for our own type. If you're not familiar with
traits, think of them as interfaces in Go and Java, or
protocols in Python and Swift. Our own type will be a struct
called xeyvalue that will serve as the implementor for our
xvstore interface. To keep things simple, we will use a nashmap
as the backing to store our key-value pairs, like so:

!/l ...
struct KeyValue {
mem: std::collections::HashMap<String, String>,

}

Next, let's implement the host interface. We can do so like
this:

impl component::smartcms::kvstore::Host for KeyValue {
/] ...
}

Inside the imp1 block, we need to implement the get and set
functions. Let's start with get.

impl component::smartcms::kvstore::Host for KeyValue {
fn get(&mut self, key: String) -> String {
self.mem.get(&key) .cloned() .unwrap()
I
IF

In here, we will access the nen field of our keyvalue instance,
which, of course, is a zashmap, SO we can call its' very own get
method. Next, we clone that value, and unwrap it. This is
because get from HashMap returns an option<string>, Which is
Rust's way of handling nu11 values (i.e., for when the key



isn't present). In our usage, unwrapping means we are
assuming that the key will always be present. If it isn't, our
code will panic/crash, which isn't particularly graceful error
handling. Let’s get rid of this assumption by slightly
modifying our WIT file to have our get function match the
HashMap'S get function.

/] ...

interface kvstore {
get: func(key: string) -> option<string>;
set: func(key: string, value: string);

I;

/...

And then, we can modify our get implementation and
remove that unwrap call:

!/l ...

fn get(&mut self, key: String) -> Option<String> {
self.mem.get(&key).cloned()

+

/]l ...

Next, let's implement the set function. It is very similar to
the get function except for the smut se1r parameter (i.e.,
Rust's way to indicate that the function will be able to modify
the keyvalue instance it is called on) and the fact that,

instead of returning a value, it will set a value, like so:

/] ...

fn set(&mut self, key: String, value: String) {
self.mem.insert(key, value);

}

/...

Now that we are done implementing the nost interface, let's
implement the main function. The nain function will be entry-
point of our host. So, there, we will be configuring



Wasmtime to execute our components. We can start on that
by first creating the configuration object for Wasmtime:

fn main() {
let mut config = wasmtime::Config::default();
config.wasm_component_model(true);

l;

Note that we are utilizing default configuration for the
runtime, but we are also setting the wasm_component model
feature to true. This is because we are using Wasm
components, and we need to enable this to use them.

Next, we will create the engine object to that configuration,
which is essentially Wasmtime itself, where our component
will be executed:

fn main() A{
/...

let engine = wasmtime::Engine::new(&config) .unwrap();

l;

One of the last items we need to create is the store object,
which, like in our Python host, is where we will store the
data related to our component or module. Before, we didn't
really have any data to store, but now we have all the data
inside our key-value component. So, the store configuration
is a little different. For starters, let's create a new struct to
collect our runtime state and call it state. Right now, this
struct IS @ bit redundant because the only possible state we
can have is related to our key-value store, so we could make
do with just keyvalue. But, by creating state, we are being
future-proof, so we can build upon our host in the future.
state Will look like this:

struct State {
key_value: KeyValue,

}



Now, back in main, we can initialize our store with such state:

// ...
fn main() {

/] ...
let mut store = wasmtime::Store::new(&engine, State {
key_value: KeyValue {
mem: std::collections::HashMap::new(),
}
});
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And, finally, we can load the component this host will run:

// ...
fn main() {

/...
let component = wasmtime::component::Component::from_file
[CA](&engine, "guest.wasm").unwrap();

l;

quest.wasm Will be the file name of the Wasm guest
component we will be building in the next section that will be
implementing our run function.

Finally, the last thing that we need to do is start our linker
object. The linker is in charge of connecting our host and
guest: it is who will allow our guest to access the functions
we implemented in our host.

!/l ...
fn main() {
/...
let mut linker = wasmtime::component::Linker::new(&engine);
component::smartcms: :kvstore::add_to_linker
[CA](&mut linker, |state: &mut State| &mut state.key_value).unwrap
Q;
}



The second parameter to the add to 1inker function is a
closure/lambda/anonymous-function that will return a
mutable reference to our keyvaiue instance, which is how we
are able to give our guest access to the host's key-value
store implementation. Next, we can simply instantiate the
guest and call the run function, which we will be wrapping in
a println SO We can see the output string the guest will
return.

/] ...
fn main() {

/...

let app = App::instantiate(&mut store, &component, &linker).unwr

ap();
println! ("{:?}", app.call_run(&mut store).unwrap());

l;

And that's it! We have our host ready to go. In listing 3.6,
you can see the full main.rs file.



wasmtime: :component::bindgen! ({ #A
path: "./smart_cms.wit",
world: "app",

ik

struct KeyValue { #B
mem: std::collections::HashMap<String, String>, #B

s

impl component::smartcms::kvstore::Host for KeyValue {
fn get(&mut self, key: String) ->
[CA]Option<String> { #C
self.mem.get(&key).cloned()
I

fn set(&mut self, key: String, value: String) {
self.mem.insert(key, value);

by
F

struct State { #D
key_value: KeyValue,

I

fn main() {
let mut config = wasmtime::Config: :default();
config.wasm_component_model(true); #E

let engine = wasmtime::Engine::new(&config).unwrap();

let mut store = wasmtime::Store::new
[CA](&engine, State { key_value: KeyValue { mem:
[CA] std::collections::HashMap::new() } }); #F

let component = wasmtime::component::
[CA]Component::from_file(&engine, "guest.wasm").unwrap();

let mut linker = wasmtime::component::Linker::new(&engine);
component: :smartcms: :kvstore::

[CAladd_to_linker(&mut linker, |state: &mut State| &mut

[CA] state.key_value).unwrap(); #6



let app = App::instantiate(&mut store,
[CA]&component, &linker).unwrap(); #H

println! ("{:?}", app.call_run
[CA](&mut store).unwrap()); #I
I;

#A We use macros to create glue code to facilitate our host
implementation

#B The implementation of our kvstore world, using a HashMap to store
key-value pairs

#C The get function now returns an Option&lt;String&gt; for better error
handling

#D The runtime state containing our KeyValue struct

#E Enabling the component model feature to indicate that we are using
components instead of modules

#F Setting our runtime state in the Store object

#G Linking our kvstore host implementation with together with its
respective state

#H The App symbol isn’t defined by us, but rather it is implemented by
wasmtime::component::bindgen!

#I Calling the run function that will be implemented in the guest

Now, let's move onto creating the guest component.

3.4.3 Implementing and running a guest Wasm
component inside our Smart CMS host

To store our guest code, let's create a new folder called
smartcms kvstore guest. It should be a sibling to

smartcms_test host. INnside of it, we will make a new file called
quest.js wWhere we will be creating another JavaScript guest
component. This guest code won't be incredibly meaningful,
and, for now, will just demonstrate we can do a full
roundtrip from the host to the guest and back. All while
using the key-value store we implemented in the host,
which, in particular, uses types that are not present in
JavaScript—Ilike Rust's option type.



First, let's bring in the imports from the host. We can do so
like this:

import { get, set } from "component:smartcms/kvstore";

Next, let's implement the run function. It will simply set a
key-value pair, then get it, and return that value.

export function run() {
set("guest-hello", "Hello from the Guest!");
return get("guest-hello");

}

The full file can be seen in listing 3.7.

import { get, set } from "component:
[CA]lsmartcms/kvstore"; #A

export function run() {
set("guest-hello", "Hello from the Guest!"); #B
return get("guest-hello"); #C

I;

#A The guest only has access to what is provided to it (i.e., the functions
from kvstore).

#B The guest communicates through its imports; it does not meddle
with memory directly.

#C We can’t print here because we never granted the guest access to
standard output.

But remember, our run function returns a string, SO how can
this work with our get function returning an option<string>?
Let's try componentizing it. To componentize , run the
following command from inside the smartcms_kvstore guest
folder:



jco componentize guest.js --wit ../smartcms_test_host/smart_cms.wit

[CAJworld-name app -0 ../smartcms_test_host/gquest.wasm --
[CA]ldisable stdio random clocks http

And... It all works! To figure out what is going on here, let's
run jco transpile. This will allow us to provide our .wasm
component back to jco so it can spit out the generated
JavaScript glue code. This way, we can see how the types
are being handled.

jco transpile ../smartcms_test_host/quest.wasm --out-dir transpile

Now, inside transpile/interfaces, W€ can see our WIT
interface defined as a TypeScript declaration file at
transpile/interfaces/component-smartcms-kvstore.d.ts. There, we
will see what is displayed on listing 3.8.

/** @module Interface component:smartcms/kvstore *%/
export function get(key: string): string | undefined;
export function set(key: string, value: string): void;

Aha! This is what allows our JavaScript guest to still work.
The option type has been translated to string | undefined,
With undefined aligning to option’s none variant. So, essentially,
the signature of run is still fulfilled and the code works.

NOTE

The run function signature is technically fulfilled—but only
at runtime, not statically. Since our key-value store has a
value for guest-nello, everything works fine. But if it didn't,
and undefrined Were returned, the app would crash.



To finish off, let's run this component. Back in our host
folder, execute the following in the terminal:

cargo run --release

If everything went well, you should see the output: "Hello
from the Guest!”.

Again, that was quite a bit of work, but it highlighted several
important pieces of the puzzle coming together. Primarily, we
saw how we can now utilize high-level types, in high-level
languages, across different languages. But we also saw
some notable security principles in practice. For example, we
saw only-what-you-need security being displayed with our
guest utilizing nothing but the xvstore interface—that is, our
guest, did not even have access to standard output, which is
why I deferred displaying the result of get to our host. And
we also saw the shared-nothing principle in action, where
our guest and host did not share memory, but instead
communicated through the xvstore interface that
manipulated the runtime state.

During this chapter, we put on a lot of different hats. While
designing interfaces, we acted as architects. While
implementing the host, we acted as system engineers. And,
while implementing the guest, we acted as application
developers. This, of course, is not how developing a server-
side Wasm application is supposed to be. Most of the time,
we will be using standardized interfaces and pre-built
generic hosts, so we can dedicate ourselves to simply caring
about the business logic. But, hopefully, by going through
this process, we now have a much better understanding of
the system as a whole, which will be invaluable when things
don't go exactly as planned.

3.5 Summary



Wasm components are a wrapper around Wasm modules
that allow us to use higher level types.

Wasm components add a new level of portability to
Wasm by allowing easy cross-language communication.

Wasm components enforce a shared-nothing principle
between components or within host. They communicate
exclusively through imports and exports and do not
share memory.

Wasm components improve security by only allowing
access to specific imports and exports and they contain
no hidden dependencies.

Wasm components improve mitigation response by
allowing us to update components simply by re-linking
the patched component without rebuilding the entire
project.

There are language-specific toolchains for creating Wasm
components that take care of generating the glue code
needed to interact cross-language.

Developers generally use standardized interfaces and
pre-built generic hosts to run Wasm components.



4 Interfacing Wasm with
the underlying system

This chapter covers

Implementing APIs with WASI
The new capabilitiews of WASI 0.2
Converting a Wasm Module to a Wasm Component

Using WASI-Virt to restrict or allow component
capabilities
Composing Wasm components together

At this point in our exploration of Wasm for server-side
development, we have a somewhat clear picture of what
Wasm modules and what Wasm components are, together
with the differences between the two, as illustrated in figure
4.1.
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Figure 4.1 Comparing Wasm modules and Wasm components

Wasm modules are core Wasm—they are what we got from
the base implementation of the Wasm spec
(https://webassembly.github.io/spec/core/). A binary format
with four basic types and a linear memory block that sets
the stage for very quick (near native) and safe (sandboxed)
execution of code—be it in a JavaScript engine (on the
browser) or in a Wasm runtime (on the server).

Wasm components, on the other hand, build on top of Wasm
modules to expand their versatility and make certain
interactions much smoother. While Wasm modules are
intentionally low-level—giving developers the freedom to
build exactly what they need—components take that
foundation and add a clear, standardized way for different
Wasm programs (or a Wasm program and its host) to talk to
each other.

Without components, these interactions required a custom
contract, defining how to use a module's linear memory
block to represent anything beyond the four basic Wasm


https://webassembly.github.io/spec/core/

types. For instance, in chapter 2, we showed how to handle
strings this way. Components simplify all that by introducing
the Canonical ABI-a ready-made agreement for passing data
around in Wasm binary form. The Canonical ABI defines how
to lift those four basic Wasm types into richer, more complex
data structures and lower them back down again. This shift
—from the manual handling we used in chapter 2 to the
streamlined process enabled by the Canonical ABI—is shown
in figure 4.2.

'Chapter 2 example using Wasm modules The host assumes that
Wasm module [ output from the Wasm
module will be written to
o Gustom ) runs a particular offset of
uses—-RuuE o E;:ttom linear memory. If we

modify the guest to write

C.inear memory ( ) at any other offset, the
J code breaks!

\

Same example but using Wasm components

WIT provides our Wasm
(Wasm component i} component with well
defined high-level types

WIT Potentiall . oo
Coda h runs___ | generic Y and their lifting and
—uses—»| Canonical ABI | ©N host lowering is standardized

_ and used behind the
Gmear UL B () scenes via the Canonical

ABI
|

Unless we are providing
extra functionality to our
guest, using the Canonical
ABI allows us to
potentially use generic
hosts that understand this
standardized contract!

Figure 4.2 Comparing how data flows in chapter 2’'s Wasm module
example versus using Wasm components. The top diagram shows the
manual setup, with a custom contract between the module and a custom
host. The bottom diagram shows how components rely on WIT and the
canonical ABI, making it possible to interact with a potentially generic
host without custom wiring.

\




But components go beyond just data handling. Once you
factor in how they let you interface with the underlying
system itself, the differences between Wasm modules and
components really start to stand out. So, let's dig into that
next.

4.1 The WebAssembly System
Interface

Wasm, as we've established, is platform-agnostic, meaning
it makes no assumptions on what platform it will be running,
and that's one of its main superpowers. This is what makes
it possible for it to run anywhere, from the browser to an on-
premises server, cloud, or edge devices. But, if Wasm is
platform-agnostic, what happens when you actually want to
interact with the platform your Wasm is running on? How
can a Wasm program ever open a file or print to stdout?

If you've ever used Wasm in a browser, you might remember
that browsers provide a Wasm JavaScript API. With this API,
you can write functions in JavaScript and make them
available for your Wasm module to use, under whatever
names you choose. In other words, when your Wasm code
calls these functions, it’s really calling JavaScript functions
behind the scenes! You set this up by instantiating the Wasm
module with an object that maps Wasm function names to
JavaScript functions, as shown in figure 4.3.
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imports
for...
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app.wat ‘ This text format is called
(module Wasm Text Format (WAT)
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(import "imports" "console.log" (func $log (param i32)))

Figure 4.3 JavaScript API providing access to host capabilities to a
Wasm guest

With this mechanism, it is very easy to expose something
like the console.10g function and have it work in Wasm.

This is great in the browser, because Wasm's purpose there
is to be embedded within a larger application for complex
processing that are too slow to do in JavaScript—for
example, calculations for rendering a large 3D game.

On the server side, to some extent, Wasmtime (and any
other Wasm runtime) serves the purpose of the browser. It
is where we embed our Wasm, and it is the engine where it
runs. So, equally, it should be in charge of providing the
necessary APIs for Wasm to interact with its environment.
This is where the WebAssembly System Interface (WASI)
comes in. WASI establishes the set of APIs that Wasm
runtimes implement to provide Wasm programs with the
necessary system calls to interact with the setting in which
they are placed, as illustrated in figure 4.4.
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Figure 4.4 Wasmtime/WASI providing access to host capabilities to a
Wasm guest

Let's take a look at how we can make use of WASI to
interact with our system's standard output.

Previously, when crafting our componentized "Hello, World"
application, we created the following WIT file.

package component:hello-world-guest-wit;

world example {
export greet: func(name: string) -> string;

i

Then, our implementation got the name parameter, and pre-
pended "Hello, " to it.

export function greet(name) {
return “Hello, ${name}!’;

i

Finally, we created a Python host to instantiate and call our
greet cOmponent and function.



With WASI, our WIT definition no longer has to return a
string. Instead, in greet, we can directly print to the standard
output. This is possible because WASI provides access to
system capabilities—things like printing to standard output,
reading environment variables, or working with files—that a
plain Wasm component wouldn’t have on its own.

To get started, copy the greet.js and greet.wit files we
created in the previous chapter to a new directory (say,
chapterO4/hello_world_wasi/hello_world_wasi_guest). Then,
modify the greet.wit file to look like listing 4.1. And, for
organization’s sake, let's put our greet.wit file inside a
directory at hello world wasi guest/wit/.

package component:hello-world-guest-wit;

world example {
export greet: func(name: string); #A

I

#A greet no longer returns a string

Then, modify the greet.js file to look like listing 4.2.

export function greet(name) {
console.log( Hello, ${name}!’); #A
I;

#A We can utilize console.log to print to the standard output

Now, let's try compiling our component using jco like we did
in 3.2.3. From the helilo world wasi guest/ folder:



jco componentize greet.js --wit wit/greet.wit
[CA] --world-name example --out greet.wasm --disable http

But note, this time we are only disabling the nttp capability.
Disabling nttp makes sense here because our simple
greeting application doesn’t need network access. We are
not disabling stdio, though—with WASI, we can now interact
with the system’s standard output, and we want to make
use of that.

Next, because wasmtime-py (i.e., the Python bindings for
Wasmtime) does not currently fully support WIT, we will not
be able to use the Python host we worked on prior to call the
greet function and, instead, we'll have to create a Rust host.

Let's start by creating a new Rust project at the same
directory level from the he11o worid wasi/ folder:

cargo new hello_world_wasi_host

Then, let's add the wasmtime @and wasmtime-wasi dependencies
to our cargo.toml file:

[dependencies]
wasmtime = "30"
wasmtime-wasi = "30"

We can then delete all the contents of the src/main.rs file and
start our host implementation by using wasntime's bindgen
macros, like so:

wasmtime: :component: :bindgen! ({
path: "../hello_world_wasi_guest/wit",
world: "example",

};

Next, we can create our state struct. Just like in our
SmartCMS test host, we'll use this struct to keep the state



associated with our application, but, unlike the SmartCMS
test host state, which only held our key-value's store state,
this host's state will hold our WASI context, and the
resource table associated with WASI and component usage.
Remember the resource tables we talked about when going
over figure 3.2 in the last chapter? This is where they come
into play.

/]l ...
struct State {
wasi: wasmtime_wasi: :WasiCtx,
table: wasmtime_wasi::ResourceTable,

i

Next, we need to update our State struct to implement two
traits: wasiview and 1oview. wasiview Will give access to the
WASI context, and 1oview Will provide access to the resource
table.

/...
impl wasmtime_wasi::WasiView for State {
fn ctx(&mut self) -> &mut wasmtime_wasi::WasiCtx {
&mut self.wasi
+
¥

impl wasmtime_wasi::IoView for State {
fn table(&mut self) -> &mut wasmtime_wasi::ResourceTable {
&mut self.table
}

l;

Then, we can finally implement the entry point of our host—
the main function. This function will be responsible for loading
our component, creating an instance of it, and calling the
greet function.



To start off, just like we did with the SmartCMS test host,
we'll create a config and an engine Object. The config Object
will hold the configuration for our Wasmtime engine (e.qg., a
flag specifying we are dealing with components), and the
rngine Object will be the engine itself, where we will load and
run our component.

/...

fn main() {
let mut config = wasmtime::Config: :default();
config.wasm_component_model(true);

let engine = wasmtime::Engine::new(&config) .unwrap();

;

Next, always inside the main function, we can create a rinker
object associating our state with the engine and linking
wasmtime wasi £O our setup.

fn main() {

/...

let mut linker = wasmtime::component::Linker::<State>::new(&engi
ne);

wasmtime_wasi::add_to_linker_sync(&mut linker).unwrap();

F

Then, we can create our wasictx and, in it, specify we want to
tie the context's standard output stream (i.e., whatever we
get from components running within our engine) to the
host's standard output.

fn main() {
/] ...
let wasi = wasmtime_wasi: :WasiCtxBuilder: :new()
.inherit_stdout()
.build();



With that done, we are finally ready to create our store
object and load our component from a file.

fn main( ) {
/] ...

let mut store = wasmtime::Store::new
[CA](&engine, State { wasi, table:
[CAJwasmtime_wasi: :ResourceTable: :new() });

let component = wasmtime::component
[CA]::Component::from_file(&engine,
[CA]"../hello_world_wasi_guest/greet.wasm").unwrap();

}

Now, all that's left is to instantiate our component and call
the greet function.

fn main() {
/] ...

let app = Example::instantiate
[CA](&mut store, &component, &linker).unwrap();

app.call_greet(&mut store, "World").unwrap();
I;

And that's it! As seen in listing 4.3, we now have a Wasm
component that interacts with the system's standard output.



wasmtime: :component::bindgen! ({

path: "../hello_world_wasi_guest/wit",
world: "example",
)

struct State {
wasi: wasmtime_wasi::WasiCtx, #A
table: wasmtime_wasi: :ResourceTable, #A

}

impl wasmtime_wasi::WasiView for State {
fn ctx(&mut self) -> &mut wasmtime_wasi::WasiCtx {
&mut self.wasi

}
}

impl wasmtime_wasi::IoView for State {
fn table(&mut self) -> &mut wasmtime_wasi: :ResourceTable {
&mut self.table
}
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fn main() {
let mut config = wasmtime::Config: :default();
config.wasm_component_model(true);
let engine = wasmtime::Engine::new(&config).unwrap();
let mut linker = wasmtime::component::Linker::<State>::new(&engi
ne);
wasmtime_wasi: :add_to_linker_sync
[CA](&mut linker).unwrap(); #B

let wasi = wasmtime_wasi: :WasiCtxBuilder::new()
.inherit_stdout() #C
.build Q) ;

let mut store = wasmtime::Store::new(&engine,
[CA]State { wasi, table:
[CA] wasmtime_wasi: :ResourceTable::new() });

let component = wasmtime::
[CA]lcomponent::Component::from_file(&engine,
[CA]"../hello_world_wasi_guest/greet.wasm").unwrap();



let app = Example::instantiate
[CA](&mut store, &component, &linker).unwrap();

app.call_greet(&mut store, "World").unwrap();
I;

#A Our State struct now contains a WASI context and a resource table.
#B We link WASI to our setup.
#C We inherit standard output from the host environment.

Then, from the hello world wasi host/, We can run this with:
cargo run --release

And, we should see the output ne110, worida! printed to the
standard output, showing that we successfully provided our
Wasm component with the ability to interact with its
environment.

4.2 What can you build with WASI?

Upon its release in 2019, WASI or, more specifically, WASI
0.1/WASI Preview 1 (i.e., what is used by Wasm Modules),
was essentially a super-portable subset of the Portable
Operating System Interface (POSIX), which is a standard
maintained to ensure compatibility and interoperability
between UNIX-like operating systems (e.g., Linux, macOS,
etc.). POSIX defines a set of APIs that a conforming
operating system must provide to be POSIX-compliant.
Users can run various commands and programs on any
POSIX-compliant system without worrying about
compatibility issues or receiving different results.

This means that, with WASI 0.1, you could develop
applications as you are used to because WASI would
essentially provide you access to the same APIs or system
calls you'd normally be expecting to have. But, as WASI



grew, its focus shifted from mirroring expectations to try and
go beyond them and create something fundamentally lighter,
faster to start, and more secure.

Enter WASI 0.2, also known as WASI Preview 2. This new
version introduced Wasm components, making it possible for
Wasm to use a much broader set of interfaces—or more
specifically, wor1ds defined via WIT—than the limited POSIX-
style subset offered by WASI 0.1. WASI 0.1's interfaces were
just a foundational base layer. In contrast, WASI 0.2's
interfaces are aimed at the kinds of applications developers
actually want to build.

As Oscar Spencer (co-author of the Grain programming
language) put it, WASI has evolved from being just a
WebAssembly System Interface to more of a WebAssembly
Standard Interfaces collection. Now it bundles together
standardized ways of doing things like running on the cloud
with SQL database access, or even performing machine
learning inference.

[Wasm module m ] [Wasm components m

WASI 0.1 WASI 0.2

- POSIX-like - Beyond POSIX
- wasi:cli/command
- wasishttp/proxy

Figure 4.5 Comparing WASI 0.1 (a more POSIX-like interface) to WASI
0.2 that defines higher-level interfaces.

That said, WASI 0.2, by itself, defined two wor14ds:



e Command World (i.e., wasi:cli/command) which
resembles a traditional POSIX command-line application
with access to the filesystem, sockets, and the terminal.

e HTTP Proxy World (i.e., wasi:http/proxy) Which can
send and receive HTTP requests and responses.

But these two worlds are just the beginning. There are
already several proposals in progress for WASI 0.3 and
beyond, some of which we will start to discuss in chapter 5.

To start, let's see how much easier it is to create a "Hello,
World!" application when we utilize WASI 0.2.

4.2.1 Creating a CLI Application

Let’s create a new component using Rust’s toolchain. We'll
use the cargo-component tool, which is Rust’s official tooling
for building and working with Wasm components.

If you don't have it installed yet, you can install it with:

cargo install cargo-component@0.20.0 -locked

NOTE

cargo-component IS being deprecated in favor of the native
Rust toolchain, but it's not yet archived and still offers
convenient functionality that isn't available out-of-the-box
with the native approach. For now, this book uses cargo-
component for its ease of use. To see how the native
toolchain works, check out this example:
https://github.com/bytecodealliance/component-
docs/pull/310. Future editions of this book may switch to
the native toolchain once its usage is more established.
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Then, from our chaptero4/ folder, create a new directory
called wasio2/, and inside it, run:

cargo component new --bin hello_world_wasi02

In this project, by inspecting its cargo.tom1, You will see that,
while we have a dependency for wit-bindgen-rt in our
cargo.toml for code generation of WIT files, we don't have
any visible WIT. This is because cargo component abstracts
away a lot of the setup work that we'd have to do to provide
a more streamlined developer experience. Next, from inside
hello world wasio2/, let's run:

cargo component build --release

Now, you should see hello world wasi02.wasm @t target/wasm32-
wasipl/release. But wait a minute! wasm32-wasip1 (i.e., Wasm
32 - WASI Preview 1)? Doesn't that mean we are using
WASI 0.1? And you're right—it does! This is because, as of
writing this book, the wasm32-wasip2 target (i.e., the target for
WASI 0.2) is still experimental. However, this doesn’t
necessarily mean we are using WASI 0.1. In fact, the way
cargo component WOFrKS right now is that, while it does compile
to wasm32-wasip1, it also utilizes an adapter module to convert
to WASI 0.2 during the compilation process. So, in reality,
we are using WASI 0.2. To confirm this, we can use wasm-
tools—a command-line interface that provides a set of tools
useful for working with Wasm. You can install it with:

cargo install wasm-tools@1.227.1 --locked
Then, run:

wasm-tools component wit <path-to>/hello_world_wasi®2.wasm



NOTE

If you're using a Cargo workspace and have added the
path to nelio worid wasio2/ to your workspace’s Cargo.toml,
the <path-to> from inside helilo worild wasio2/ should be

./../../target/wasm32-wasipl/release/hello world wasiO2.wasm.

At the start of the output, you should see the contents of
listing 4.4.

package root:component {
world root {

import wasi:cli/environment@0.2.0;
import wasi:cli/exit@0.2.0;
import wasi:io/error@e.2.0;
import wasi:io/streams@0.2.0;
import wasi:cli/stdin@0.2.0;
import wasi:cli/stdout@0.2.0;
import wasi:cli/stderr@0.2.0;
import wasi:clocks/wall-clock@d.2.0;
import wasi:filesystem/types@0.2.0;
import wasi:filesystem/preopens@.2.0;

export wasi:cli/run@0.2.0;
}
ir

This is the meat and potatoes of the WIT output-the root
world. It specifies all our application has access to (i.e., the
importS) and what we are implementing ourselves (i.e., the
export). The rest of the WIT is just the definition of the
import/export interfaces themselves, which you could still use
as a reference for the APIs you can use. In addition, you can
see all importS/exportS are versioned at 0.2.0, which is a
pretty strong indication we are using WASI 0.2 APIs.



Next, we can see we are exporting the wasi:c1i/run function.
This function is the entry point of our application, and it is
tied to the main function in main.rs. Now, how can we run the
code to verify that? Do we have to create our own host yet
again? No! In fact, Wasmtime provides a way to directly run
applications that export the wasi:ci1i/run function. To try it
out, first install Wasmtime like this:

cargo install wasmtime-c1i@30.0.0 --Tlocked

And then run:

wasmtime <path-to>/hello_world_wasi®2.wasm

And that's it! We now have a "Hello, World!" application that
utilizes WASI 0.2.

4.2.2 Creating Libraries

What if you'd like to create an application that has access to
all WASI 0.2 capabilities we saw earlier but does not
necessarily export the wasi:c1i/run function? With Rust, you
can do so very easily. From the wasio2 directory, run:

cargo component new --1ib wasiB02_1ib

This will create a new library project. In it, you will be
provided with a WIT file, so you can define your own exports
to implement. By default, cargo component provides you with a
hello world function specified in WIT and implemented in
src/lib.rs. As usual, from inside wasio2 1ib/, you can build it
with:

cargo component build --release

Let's use wasn-tools again to extract the WIT and compare
the differences between a vin and a 1ib project. Run:



wasm-tools component wit <path-to>/wasi®2_1lib.wasm

At the end of the output, you should see the contents of
listing 4.5.

package root:component {
world root {

import wasi:cli/environment@0.2.0;
import wasi:cli/exit@0.2.0;
import wasi:io/error@e.2.0;
import wasi:io/streams@0.2.0;
import wasi:cli/stdin@0.2.0;
import wasi:cli/stdout@0.2.0;
import wasi:cli/stderr@0.2.0;
import wasi:clocks/wall-clock@®.2.0;
import wasi:filesystem/types@0.2.0;
import wasi:filesystem/preopens@0.2.0;

export hello-world: func() -> string;
I
IF

The only difference here is that we are exporting the nelio-
world function instead of the wasi:c1i/run function. This is
because, in a library project, you are not expected to have
an entry point function. Instead, you are expected to provide
a set of functions that can be utilized by other applications.

4.2.3 Creating HTTP proxies

Another world that became a standard in WASI 0.2 was the
wasi:http/proxy World. And, with it also came a new command
to Wasmtime—wasntime serve. This command spins up an
HTTP server that directs requests directly to our component.
Now, while we do have the convenience of wasmtime serve,
there is no easy way of creating an HTTP proxy application
that doesn't require a lot of manual setup with cargo



component. SO, we Will leave creating HTTP Wasm applications
for when we introduce other generic hosts that are tailored
particularly for improved developer experience.

NOTE

For an example application using the wasi:http/proxy
world, see: https://github.com/sunfishcode/hello-wasi-
http.git

4.3 Converting a Wasm module to a
Wasm component

Now we have a better idea of the differences between Wasm
Modules and Wasm Components not just in theory but also
in practice. Up until this moment, every Wasm we've
created, except for the very first one, has been a Wasm
component. But say you've been working with Wasm
modules for a while and now you want to make use of the
benefits of Wasm components, like WASI 0.2. How can you
convert a Wasm module to a Wasm component? Surely, it
should be simple. After all, Wasm components were
designed to be a wrapper around modules. And, indeed, it
is!

For this example, let's take our very first "Hello, World!"
Wasm module—helio world guest.wasm. This is the module we
created that dealt with integers to extract a string added to
linear memory by the host.

We can use wasn-tools to check what type of Wasm it is, like
SO:

wasm-tools metadata show <path-to>/hello_world_guest.wasm


https://github.com/sunfishcode/hello-wasi-http.git

The output of this command should look like what is
displayed in figure 4.6.

( T T T T T )
| KIND ! NAME ! SIZE | SIZE% | LANGUAGES | PARENT |
| i l i i i i
| module | hello_world_guest.wasm | 20.8k | 160% | Rust | <root> |
L I I I I I J
( I )
| KIND | VALUE |
: : :
| name | hello_world_guest.wasm |
} ............................ + .............................................................................. {
| kind | module [
e e |
| range | 0x0..0x516f |
} ............................ + .............................................................................. {
| language ! Rust [
} ............................ + .............................................................................. 1
| processed-by | rustc [1.84.8 (9fc6b4312 2025-81-07)] |
L | )

Figure 4.6 The output from inspecting the metadata of our Wasm binary
with wasm-tools, showing details like the module name, size, language,
and the Rust compiler version used to build it.

And, under “kind”, you see "module”. To convert it to a
component, you can do:

wasm-tools component new <path-to>
[CA]/hello_world_guest.wasm -o
[CAl<wherever>/hello_world_guest_component.wasm

Now, let's run wasm-tools metadata show ON the newly created

hello world guest component.wasm.

wasm-tools metadata show <path-to>/hello_world_guest_component.wasm



The output of this command should look like what is
displayed in figure 4.7.
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| chitd hello_world_guest.wasm [module]

L

[ | 1
| KIND | VALUE |
%
| name ! hello_world_guest.wasnm |
F ........................... +. ............................................................................. {
| kind | module |
+ ............................ + .............................................................................. 1
| range | @xc..0x517b |
F ........................... +. ............................................................................. {
| 1anguage | Rust |

| processed-by | rustc [1.84.0 (9fc6b4312 2025-61-07)] |
L )

P ............................ T .............................................................................. 1

Figure 4.7 The output from inspecting the metadata of our Wasm binary
with wasm-tools, now showing that the Wasm binary includes a
component kind created by wit-component.



As you can see, it shows we now have a component acting
as a wrapper over a "child" module!

And if you try to run this component with the custom host
we used in chapter 2, you will get:

Error: failed to parse WebAssembly module

Caused by:
Unsupported feature: component model

So, that's it! You've successfully converted a Wasm module
to a Wasm component, which means we now have access to
modern component model features and tooling.

Now, it's important to note that this conversion didn't give
us access to Preview2 APIs-we've simply wrapped the
module as a component. Because our module was compiled
to the wasm32-unknown-unknown target, it didn't originally have
access to any WASI APIs. You can verify this by running:

wasm-tools component wit hello_world_guest_component.wasm

The output should show an empty world:

package root:component;

world root {

l;

If we'd like to convert and adapt to Preview2 APIs, we could
go back to our chapter 2 example (at
chapter02/hello_world/hello_world_guest/) and recompile itas a
module with WASI access:

cargo build --target wasm32-wasipl --release



Then, we can create a component using an adapter
component-which translates the module's Previewl WASI
imports into Preview2 component imports. You can download
the adapter component directly from Wasmtime releases:

curl -L -0 https://github.com/bytecodealliance/wasmtime/
[CAlreleases/download/v30.0.0/
[CA]Jwasi_snapshot_previewl.reactor.wasm

NOTE

If your module was created as a binary project (i.e., with a
main function), you'd want to use this link instead:
https://github.com/bytecodealliance/wasmtime/releases/d
ownload/v30.0.0/wasi snapshot previewl.command.was
m

Next, run the same conversion command we used before,
but provide both the adapter and your newly compiled Wasm
module (Iet's call it pl—hello_world_guest):

wasm-tools component new <wherever>/
[CA]lpl-hello_world_guest.wasm --adapt
[CA]Jwasi_snapshot_previewl=wasi_snapshot_previewl
[CA].reactor.wasm -0 pl-hello_world_guest_component.wasm

You can verify the adapted component now has Preview2 API
access by running:

wasm-tools component wit pl-hello_world_guest_component.wasm

This time, you should see Preview2 imports like
wasi:cli/environment, wasi:filesystem/types, and others!

And there we go! We've now converted our previous wasm32-
unknown-unknown Wasm module to, essentially, d wasm32-wasip2


https://github.com/bytecodealliance/wasmtime/releases/download/v30.0.0/wasi_snapshot_preview1.command.wasm

Wasm component.

Now, if you think about it, this whole process may seem a
bit roundabout. After all, just like we went back and
recompiled to a wasm32-wasipl target, we could have
recompiled directly to wasm32-wasip2 and avoided the
conversion and adaptation steps entirely. This would be the
ideal approach when you have access to source code, and
your language has good Wasm support-like Rust does.

However, this conversion process becomes valuable in
situations where:

e You're working with legacy code or third-party modules
without source access

e Your language doesn't yet support wasip2 directly

e You need to gradually migrate a large codebase to
components

In these cases, you can leverage WASI Previewl support,
Wasm tooling, and Wasmtime-provided adapters to bridge
the gap and get a working component with Preview2 APIs!

4.4 Managing component capabilities

As we have seen in listing 4.4, the WIT output for our "Hello,
World!" WASI 0.2 application specified all the capabilities our
application has access to. But what if we want to restrict
some of these capabilities? For example, what if we want to
restrict our application from actually accessing the standard
output?

To do so, aside from creating our own custom worlds, we
can utilize a tool called WASI-Virt. WASI-Virt is a tool that
allows you to encapsulate a Wasm component and virtualize
its capabilities to either restrict or allow them.



Let's see it in practice. To install WASI Virt, run:

cargo install wasi-virt --git https:
[CA]//github.com/bytecodealliance/WASI-Virt
[CA]--rev b662e419 --locked

Then, copy the component we created from the "Hello,
World" WASI 0.2 application (i.e., the hello world wasi02.wasm
file from target/wasm32-wasipl/release/, where the target/
directory is located at the same level as your chapter folders
when using the workspace setup) to a new directory (say,
wasi virt/ inside wasi 02/). Then, from that directory, run:

wasi-virt ./hello_world_wasiB2.wasm -0
[CA]./hello_world_wasi®2_fully_restricted.wasm

Now, if you try running this

hello world wasi0O2 fully restricted.wasm with wasmtime, YOU will
get a panic (the program will crash). This is because, by
default, virtualization will deny all capabilities and will cause
a panic on an attempt to use any of them—e.qg., standard
output usage from printin! ("Hello, world!").

Let's try seeing what the WIT output of this new Wasm
component is. Run:

wasm-tools component wit ./hello_world_wasi@2_fully_restricted.wasm

At the end of the output, you should see the contents of
listing 4.6.



package root:component;

world root {
export wasi:cli/run@0.2.0;

}
package wasi:cli@0.2.0 {
interface run {
run: func() -> result;
}
}

It shows that, after virtualization, we restricted all
capabilities, and their imports are gone. Now, to only allow
the stdout capability, run:

wasi-virt ./hello_world_wasiB2.wasm --stdout=allow -o
[CA]./hello_world_wasi®2_stdout_allowed.wasm

Then, running this new Wasm component with wasntime
should work as expected.

Once again, checking the WIT output of this new Wasm
component, at the end, you should see the contents of
listing 4.7.



package root:component {
world root {

import wasi:io/error@0.2.0;

import wasi:io/pol1@0.2.0;

import wasi:io/streams@0.2.0;

import wasi:cli/stdin@0.2.0;

import wasi:cli/stdout@0.2.0;

import wasi:cli/stderr@0.2.0;

import wasi:cli/terminal-input@0.2.0;
import wasi:cli/terminal-output@0.2.0;
import wasi:cli/terminal-stdin@0.2.0;
import wasi:cli/terminal-stdout@0.2.0;
import wasi:cli/terminal-stderr@0.2.0;

export wasi:cli/run@®.2.0;
I
IF

Which shows we are only bringing the capabilities necessary
to use stdout. And that's it! You've successfully restricted and
allowed capabilities for a Wasm component.

But this only scratches the surface of what you can do with
WASI-Virt. Under the hood, WASI-Virt works through
composition—the same component model composition we'll
explore in the next section. Your original component still
imports WASI interfaces internally, but WASI-Virt composes
it with an adapter component that provides implementations
of those interfaces. When you restrict an interface, the
adapter provides a deny-all implementation. When you allow
it, the adapter either passes calls through to the host or
provides a virtualized implementation—for example, you
could mount a read-only filesystem directly into the
component. The resulting composed component only imports
what the adapter itself requires from the host. This is why
our fully restricted component had no imports at all—the
adapter satisfied all of the original component's imports



internally, so the final composition doesn't need anything
from the host. You can also use it to set environment
variables, mount virtual filesystem directories, and more.
Figure 4.8 illustrates the capabilities of WASI-Virt.

Before WASI Virt

J

app.wasm has imports to
filesystem and stdio, and
needs a host to provide
them.

After WASI Virt

T
|

|
|
GO

>

After using WASI Virt,
app.wasm now has
virtualized
implementations of
filesystem and stdio that
panic by default.

Figure 4.8 Utilizing WASI-Virt to restrict capabilities of a Wasm

component

FURTHER USES FOR WASI-VIRT

While we didn't explore much of the wasi:http/proxy world,
WASI-Virt could actually be very helpful with it. In
particular, due to the fact that wasi:nttp/proxy was made to
be able to run in many different environments, it doesn't
import the filesystem API. But, if you wanted to run serve
some files, you could utilize WASI-Virt to bundle a
filesystem with the component and use it as such.

4.5 Composing components together



You have heard me saying quite a lot that one of the main
benefits of Wasm components is that they allow for easy
interaction between two Wasms, or a Wasm and a host. But,
up until now, we didn't actually get to directly compose any
components together. So, in this section, let's do just that.

To display composability, we'll compose a binary component
together with a library component. And, for convenience, we
will just re-use the components we created earlier. Figure
4.9 illustrates the architecture we want to create.

lib.wasm m (bin.wasm m
export hello-world: import hello-world:
func() -> string; func() -> string;
1

exports match imports

composed.wasm

Figure 4.9 Composing a library component with a binary component and
displaying matching imports and exports

Inside chaptero4/, create a new directory called
composability/. Then, copy the hello world wasi02/ directory to
inside composability/ and re-name it from hello world wasi02/
to composability bin/. Equally, we'll reflect the name changes
in the cargo.tom1 file by changing the name field to

composability bin.

name = "composability_bin"



And, in addition, we will modify the package field under the
[package.metadata.component] Section to:

package = "composability:bin"

Binaries created with cargo component by default hide their
WIT file from the user. But, in this instance, we need access
to the WIT file because we will be modifying it to import
some library function. So, at the same level as

composability bin/, Create a folder called wit/ and, inside this
new folder, create a WIT file called vin.wit with the contents
of listing 4.8.

package composability:bin; #A

world bin {
import hello-world: func() -> string; #B

I

#A The package name we defined earlier in the Cargo.toml file
#B Imports some hello-world function, supposedly coming from a
library.

Note that we don't need to specify all the WASI
dependencies (e.g., stdio, etc.) because cargo component Will
take care of all of that for us during the build process. So,
conveniently, we just need to specify the extra interfaces or
functions our component will be using.

Then, inside our cargo.toml file, we need to specify the path
to this WIT file we've just created. So, open the cargo.toml
file and add the following:

[package.metadata.component.target]
path = "../wit/bin.wit"
world = "bin"



Finally, our Cargo.toml file should look like listing 4.9.

[package]
name = "composability_bin"
version = "0.1.0"

edition = "2021"

[dependencies]
wit-bindgen-rt = { version = "0.41.0", features = ["bitflags"] }

[profile.release]
codegen-units = 1
opt-level = "s"
debug = false
strip = true

1to = true

[package.metadata.component]
package = "composability:bin"

[package.metadata.component.dependencies]

[package.metadata.component.target]
path = "../wit/bin.wit"
world = "bin"

Now, let's try building the binary component with cargo
component build --release Fun from inside composability bin/.
With everything running smoothly, we can then make use of
OUr NeW import iNSide OUr main.rs, as in listing 4.10.



#[allow(warnings)]
mod bindings;

use bindings::hello_world; #A

fn main() {
println! ("{}", hello_world()); #B
}

#A Bring the hello_world function from our generated bindings
#B Use it and print the result to the standard output

Then, with these changes, build again.

NOTE

What is mod bindings? It’s auto-generated Rust code that
refers to a sibling file to our main.rs called bindings.rs. This
bindings.rs file contains all the glue code needed for our
Rust program to interact with the functions and types
defined in our WIT files. In other words, it connects the
world We defined in WIT to the actual Rust code we write.

Now, for convenience, let's re-use the wasio2 1ib project we
created earlier—this will be the provider of that heiio-worid
function. So, copy that entire directory to inside
composability/. Then, move the worid.wit file from the

wasi02 lib/wit/ folder to the composability/wit/ folder. With
that done, rename the worid.wit file to 1iv.wit. Then, open
the Cargo.toml file from composability/wasi02 1ib/ and add the
following:

[package.metadata.component.target]
path = "../wit/lib.wit"
world = "1lib"



Note that we modified the wor1da name. So, let's reflect that
in our WIT. Overall, the 1iv.wit file should look like listing
4.11.

package composability:lib; #A

world 1ib { #B
export hello-world: func() -> string;

l;

#A We changed the package name
#B We changed the world name

You can then delete the wit/ directory from
composability/wasi02 1lib.

Now, to distinguish between the two wasi02 1ib projects.
Let's rename the one in composability/ tO composability lib/.
And jUSt like we did for composability bin, in the Cargo.toml
file, Change the name field to composability lib.

name = "composability_1lib"

And the package field under the [package.metadata.component]
section to:

package = "composability:1lib"

Finally, our cargo.toml file should look like listing 4.12.



[package]
name = "composability_1lib"
version = "0.1.0"

edition = "2021"

[dependencies]
wit-bindgen-rt = { version = "0.41.0", features = ["bitflags"] }

[1ib]
crate-type = ["cdylib"]

[profile.release]
codegen-units = 1
opt-level = "s"
debug = false
strip = true

1to = true

[package.metadata.component]
package = "composability:1lib"

[package.metadata.component.dependencies]
[package.metadata.component.target]

path = "../wit/lib.wit"
world = "1lib"

Now, let's also modify the 1iv.rs file to look like listing 4.13:



#[allow(warnings)]
mod bindings;

use bindings: :Guest;
struct Component;

impl Guest for Component {
fn hello_world() -> String {
"Hello from Lib!".to_string() #A
}
I

bindings::export! (Component with_types_in bindings);

#A We modified the hello_world function to return a different string

This string modification, of course, is an optional change, but
can serve as validation that we are composing the two
components together.

From inside compatibility 1ib/, You can then also build the
library component with:

cargo component build --release

Now we are finally ready to compose the two components
together. To do so, we can use another Wasm tool called wac
(pronounced, "whack") that stands for Wasm Composition.
wac IS @ powerful tool that even provides its own composition
language for complex linkage scenarios (e.g., matching
specific component imports and exports). You can install it
with:

cargo install --locked wac-cli@0.6.1

Now, for our simple use case, we can simply plug the two
compiled components together. So, at the same level as



composability/, run.

wac plug <path-to>/composability_bin.
[CAJwasm --plug <path-to>/
[CAlcomposability_lib.wasm -o composability.wasm

wac Metaphorically refers to “plugs” that get plugged into
“sockets”, in other words, Wasm exports that can be used as
Wasm imports. In this example, the library exports a plug
that gets put into the appropriate socket in our binary.

Then, because the two components are bundled together, we
don't need to provide any custom host functionality. Instead,
we can just run the two components with wasmtime from
composability/like SO.

wasmtime composability.wasm

And you should get:

Hello from Lib!

That's it! You've successfully composed two components
together.

When we ran wac plug, the tool created a new component
that embeds both of our original components inside itself.
The binary component's import for he11o-worid gets wired to
the library component's export of that same function
internally. The resulting composability.wasn iS @ standalone
component that no longer imports neiio-worida from the
outside world—all the dependencies are resolved within the
composed component itself.

This is why we could run it with just wasmtime
composability.wasm Without any custom host setup. The
component model's canonical ABI ensures that data flowing



between the two components works seamlessly, even
though they were compiled separately. This build-time
composition approach creates tightly coupled components
that are deployed as a single unit.

4.6 Expanding our example project
with WASI and composability

In this section, we will expand upon our SmartCMS project.
In particular, our main goal will be to create a fake machine
learning component together with its usage and composition
with our existing architecture. Figure 4.10 illustrates the
architecture we want to create.
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Figure 4.10 The architecture of our SmartCMS project with the addition
of a machine learning component

This machine learning component will utilize WASI to access
the host's filesystem, load a text file containing one-liner
stories, and randomly select one story to return to our
smartcms _kvstore guest, Which will then add that story to the
host's key-value store and return the result of get for that
story's key back to the host. Plus, we will be composing this
fake machine learning component and the
smartcms_kvstore guest component together, which will be
putting into practice all we learned about composability. In
the future, we'll be replacing this fake component with a real
machine learning model to generate children’s stories.



We will be working on our existing SmartCMS
implementation. So, feel free to work from the existing
project or copy our work from chapter 3 onto a new
directory (i.e., chaptero4/) if you want to keep each chapter's
work separate.

NOTE

If you're copying over your work from the SmartCMS in
chapter 3 and have both the chapter 3 and chapter 4
SmartCMS projects in your workspace, it's a good idea to
suffix each host’s name (in their respective cargo.tom1) with
the chapter number. This helps avoid any naming clashes.
For example, you could name it

smartcms test host chapter(04.

With that done, let's start by creating a new library
component for our machine learning component. At the
same directory level as smartcns kvstore guest/ and

smartcms_test host, FUN.

cargo component new --1ib smartcms_ml_guest

Then, let's modify its WIT file at
smartcms ml guest/wit/world.wit tO look like |IStIng 4.14.

package component:smartcms-ml-guest;

world example {
export storygen: func() -> string;

l;



storygen Will be the function doing all the heavy-lifting. Next,
for the random number generation we will need to randomly
select a story, we will be using the rana crate, which is
possible because Rust's rand crate supports compiling to
Wasm (meaning it can compile to targets like wasm32-unknown-
unknown). Under [dependencies] in the cargo.toml file, add:

rand = "0.8.5"

Then, let's modify the 1iv.rs file. First, re-name the
hello world function to storygen. The function signature should
look like this:

/] ...
fn storygen() -> String {

/...
}

Inside it, we will be reading a file called stories.txt from the
host's filesystem, like so:

/!l ...
fn storygen() -> String {
let stories = std::fs::read_to_string("stories.txt").unwrap();

b
/...

Inside smartcms test host/ YOU can create a file called
stories.txt. Inside it, add 10 or so lines of one-liner stories—
feel free to be creative or, if not, just add the numbers from
1 to 10.



NOTE

Another option is to grab the stories I made from the

book’s repository: https://github.com/danbugs/serverside-
wasm-book-

code/blob/main/chapter04/smart cms/smartcms test hos
t/stories.txt.

Then, back in 1ib.rs, under the creation of the stories
variable, we can randomly select a story and return it like
SO:

!/l ...

fn storygen() -> String {
let stories = std::fs::read_to_string("stories.txt").unwrap();
let lines: Vec<&str> = stories.lines().collect();
let random = rand::random::<usize>() % lines.len();
lines[random].to_string()

}

/] ...

Overall, the 1iv.rs file should look like listing 4.15.


https://github.com/danbugs/serverside-wasm-book-code/blob/main/chapter04/smart_cms/smartcms_test_host/stories.txt

#[allow(warnings)]
mod bindings;

use bindings::Guest;
struct Component;

impl Guest for Component {
fn storygen() -> String {
let stories = std::fs::
[CAlread_to_string("stories.txt").unwrap(); #A
let lines: Vec<&str> =
[CA]stories.lines().collect(); #B
let random = rand::random::
[CAl<usize>() % lines.len(); #C
lines[random].to_string() #D
+
Ir

bindings::export! (Component with_types_in bindings);

#A Read the stories.txt file

#B Collect the lines into a vector

#C Generate a random number from 0 to the number of lines in the file
to select a story

#D Return the selected story

With that done, from inside smartcms ml guest/, YOU Can build
the library component with:

cargo component build --release

Up next, let's make use of that in the smartcms kvstore guest
component. Before, smartcms kvstore guest used the same
WIT as smartcms test host, but because we are now bringing
in an import from another component, we will need to split
them up. So, copy the smart cms.wit file at smartcms test host/
tO smartcms kvstore guest/ and rename it to kvstore guest.wit.



Then, modify the kxvstore guest.wit file to look like listing
4.16.

package component:smartcms;

interface kvstore {
get: func(key: string) -> option<string>;
set: func(key: string, value: string);

Ir

world app {
import kvstore;
import storygen: func() -> string; #A
export run: func() -> string;

Ir

#A Import the storygen function from the smartcms_ml_guest
component

Note, if we had added this import to the same WIT utilized by
the host, the host would think it should be the one providing
the storygen function and would fail at the linking stage.

Then, modify guest.js to look like listing 4.17.
Listing 4.17 The guest component for the SmartCMS (guest.3s) |

import { get, set } from "component:smartcms/kvstore";
import storygen from 'storygen'; #A

export function run() {
set('quest-hello', storygen()); #B
return get('qguest-hello');

}

#A Import the storygen function
#B Set the story generated by the storygen function to the key guest-
hello



You can then build the smartcms kvstore guest component
(from within smartcms_kvstore_guest/) with:

jco componentize guest.js --wit kvstore_guest.wit --world-name app -
0

[CA]../smartcms_test_host/quest.wasm --disable stdio random clocks h
ttp

Now, we can compose the two components together. From
inside smartcms ml guest/, run:

wac plug ../smartcms_test_host/quest.wasm --plug <path-
[CA]to>/smartcms_ml_guest.wasm -0 ../smartcms_test_host/quest_with_m
L.wasm

Finally, all we are missing are some modifications to our
smartcms_test host tO have it utilize WASI. First, let's add the
following dependencies to the cargo.tomi file:

/...

wasmtime-wasi = "30"

Then, in main.rs, let's modify our state variable to also
contain WASI state as a tuple, like so:

!/l ...
struct State {

key_value: KeyValue,

wasi: (wasmtime_wasi::WasiCtx,
[CAJwasmtime_wasi: :ResourceTable) #A
}
!/l ...

#A Add a tuple containing the WASI context and resource table

Because we are now using WASI, just like we did for
hello world wasi02, we need to implement the wasiview and
Toview traits for our state struct. So, add the following to the



impl blocks for state—note, we are accessing the tuple
elements to get the specific struct properties:

impl wasmtime_wasi::WasiView for State {
fn ctx(&mut self) -> &mut wasmtime_wasi::WasiCtx {
&mut self.wasi.0 #A

}
ir

impl wasmtime_wasi::IoView for State {
fn table(&mut self) -> &mut wasmtime_wasi::ResourceTable {
&mut self.wasi.l #B
}
}

#A Return the WASI context accessing the first element of the tuple
#B Return the resource table accessing the second element of the tuple

Then, let's modify the nain function to utilize WASI. After
creating the engine, let's modify the store creation to create a
new WASI resource, pre-open the current directory in the
host and map it to the guest with reap access, build the
WASI context, and, finally, create a tuple containing the
WASI context and resource table for state:



fn main() {
/...
let wasi_table = wasmtime_wasi::
[CA]JResourceTable::new(); #A
let wasi_ctx = wasmtime_wasi::WasiCtxBuilder::new()
.preopened_dir(".", ".",
[CAJwasmtime_wasi: :DirPerms: :READ,
[CAlwasmtime_wasi::FilePerms: :READ).unwrap() #B
.buitld(); #C
let state = State {
key_value: KeyValue { mem: std::collections::HashMap::new()

I
wasi: (wasi_ctx, wasi_table) #D
};
let mut store = wasmtime::Store::new(&engine, state);
/] ...
¥

#A Create a new WASI resource table

#B Pre-open the current directory (i.e., ".") in the host and map it to "."
in the guest with READ permissions for files and directories

#C Build the WASI context

#D Create a tuple containing the WASI context and resource table for
State

You'll be familiar with most of what we did in this bit from
hello world wasio2. But, in particular, I want to highlight how
WASI is giving the guest access to the host filesystem. WASI
"pre-opens" the host directory (i.e., in this case ».") and
maps it onto the guest's . directory. This way, the guest
only has access to a very limited view of the host's file
system and that view can be controlled with the permissions
provided (i.e., reap for files and directories).

Then, let's modify the component variable to load the guest
with guest with ml.wasm instead of guest.wasn:



fn main() A{
/] ...

let component = wasmtime::component::
[CA]Component: :from_file(&engine,
[CA]"guest_with_ml.wasm").unwrap(); #A
/]l ...
I;

#A Load the guest_with_ml.wasm file instead of the guest.wasm file

Finally, we can modify our linker setup to include WASI, by
adding this just after declaring the linker:

fn main() A{
/] ...

let mut linker = wasmtime::component::Linker::new(&engine);
wasmtime_wasi: :add_to_linker_sync(&mut linker).unwrap();
/] ...

I;

Overall, the code should look like the one in listing 4.18.



wasmtime: :component: :bindgen! ({
path: "./smart_cms.wit",
world: "app",

};

struct KeyValue {
mem: std::collections::HashMap<String, String>,

I

impl crate::component::smartcms::kvstore::Host for KeyValue {
fn get(&mut self, key: String) -> Option<String> {
self.mem.get(&key).cloned()
I

fn set(&mut self, key: String, value: String) A{
self.mem.insert(key, value);
}
I;

struct State {

key_value: KeyValue,

wasi: (wasmtime_wasi::WasiCtx,
[CA]lwasmtime_wasi: :ResourceTable) #A

i:

impl wasmtime_wasi::WasiView for State {
fn ctx(&mut self) -> &mut wasmtime_wasi::WasiCtx {
&mut self.wasi.@ #B
+
}

impl wasmtime_wasi::IoView for State {
fn table(&mut self) -> &mut wasmtime_wasi::ResourceTable {
&mut self.wasi.1 #C
}
¥

fn main() {
let mut config = wasmtime::Config::default();
config.wasm_component_model(true);



let engine = wasmtime::Engine::new(&config).unwrap();

let wasi_table = wasmtime_wasi::
[CA]JResourceTable::new(); #D
let wasi_ctx = wasmtime_wasi::WasiCtxBuilder::new()
.preopened_dir(".", ".",
[CAJwasmtime_wasi: :DirPerms: :READ,
[CAlwasmtime_wasi::FilePerms: :READ).unwrap() #E
.buitld(); #F
let state = State {
key_value: KeyValue { mem: std::collections::HashMap::new()

wasi: (wasi_ctx, wasi_table) #6
F

let mut store = wasmtime::Store::new(&engine, state);

let component = wasmtime::component::
[CA]Component: :from_file(&engine,
[CA]"guest_with_ml.wasm").unwrap();

let mut linker = wasmtime::component::Linker::new(&engine);
wasmtime_wasi::add_to_linker_sync(&mut linker).unwrap();
component::smartcms: :kvstore::add_to_linker
[CA](&mut linker, |state: &mut State| &mut
[CA]state.key_value).unwrap(); #H

let app = App::instantiate(&mut store, &component, &linker).unwr
ap();

println! ("{:?}", app.call_run(&mut store).unwrap());
I;

#A Add a tuple containing the WASI context and resource table

#B Return the WASI context accessing the first element of the tuple

#C Return the resource table accessing the second element of the tuple
#D Create a new WASI resource table

#E Pre-open the current directory (i.e., ".") in the host and map it to "."
in the guest with READ permissions for files and directories

#F Build the WASI context

#G Create a tuple containing the WASI context and resource table for
State

#H Load the guest_with_ml.wasm file instead of the guest.wasm file



And that's it! You can run the smartcms test host With cargo
run --release @and you should see a story added to the key-
value store and then retrieved from it (which will get printed
to the standard output).

4.7 Summary

Wasm components have an established Canonical ABI
that allows for easy interaction between two Wasms or a
Wasm and a host.

Wasm hosts implement WASI to provide a set of APIs for
Wasm to interact with the host.

WASI 0.1 defined a low-level POSIX-like set of APIs for
Wasm to interact with the host. WASI 0.2 interfaces, on
the other hand, provide higher-level interfaces for
common application tasks, like databases and HTTP
requests .

WASI 0.2 defined two worlds: wasi:cli/command and
wasi:http/proxy.
Wasm's command components created with cargo

component new €XpOrt the wasi:c1i/run function and can be
run directly With wasmtime.

Extracting a component's WIT with wasm-tools component
wit <path-to-wasm> can be helpful for debugging.

You can examine a component or module by seeing its
metadata with wasm-tools metadata show <path-to-wasm>.

Wasm modules can be converted to Wasm components
with wasm-tools component new <path-to-wasm> tO make use

of WASI 0.2, higher-level types, and Dbetter
composability.

You can restrict the capabilities your Wasm component
has access to with WASI-Virt.



e Aside from restricting capabilities, WASI-Virt can be used
to set environment variables and mount virtual
filesystem directories.

e YOU Can uSe wac plug <path-to-wasml> --plug <path-to-
wasm2> -0 <path-to-output-wasm> to compose two
components together and match their imports/exports
allowing easy interaction between two distinct Wasms.



5 From machine learning
to databases: applications
of Wasm

This chapter covers

e WASI as a collection of standardized interfaces
e Machine learning inference in Wasm

e Applying the ONNX format

e Running Wasm within databases

Up until now, we have undertaken much of the heavy lifting
ourselves. We began the book without even using Wasm
components, implementing our own lifting and lowering for
the String type. Even after transitioning to Wasm
components, we continued to create our own interfaces and
hosts to serve as the backbone of our applications. This
approach is not ideal for server-side development with
Wasm. Instead, we should leverage out-of-the-box hosts and
pre-written interfaces—unless, of course, we are developing
a very specific application.

In this chapter, we will start utilizing standardized interfaces.
Specifically, we will explore how to use the wasi:nn (for
neural networks) interface to perform machine learning (ML)
with Wasm and we will discuss a separate use case for
Wasm running inside a database to power user-defined
functions.

5.1 WebAssembly Standard interfaces



In chapter 4, you were introduced to WASI—the
WebAssembly System Interface. Upon its release in 2019,
WASI served as a subset of POSIX to enable Wasm to
operate outside of the browser. Fast forwarding to today, a
more appropriate interpretation of WASI is perhaps
"WebAssembly Standard Interfaces," as it encompasses a
wide range of interfaces beyond POSIX and offers higher-
level capabilities. As seen in figure 5.1, WASI serves as an
umbrella for numerous interfaces, including WebGPU,
threads, SQL, messaging, logging, distributed lock service,
crypto, blob store, runtime config, ML, key-value store,
HTTP, sockets, filesystem, I/O, and more.

WebGPU — [ Threads

-~

[ SQL ] ( Messaging

Logging — Machine learning

Y

-—
WASI <
-4

~ —\
i—: :
Crypto ] HTTP
(—J

Key-value store | [ Sockets I [ Filesystem ] — 110

Figure 5.1 Some of WASI's interfaces.

However, as of writing this, none of these interfaces are fully
standardized yet. Instead, they are currently undergoing
various phases of development. Specifically, for an interface
to be considered fully standardized, among other criteria, it
must have demonstrated general interest by the community,
have precise and complete overview documents, possess a



test suite, and have two or more implementers for the
feature. You can verify the status of WASI interfaces here:
https://github.com/WebAssembly/WASI/blob/main/Proposal
s.md.

As we explored in chapter 4, when WASI 0.2 was released, it
defined two worlds: the CLI command world (i.e.,
wasi:cli/command) and the HTTP proxy world (i.e.,
wasi:http/proxy). With each release of WASI, more of these
worlds will be defined and become easily accessible. An
example of a world that is not yet standardized but is in the
Works is wasi:cloud-core, Which groups interfaces you'd likely
need to create cloud applications. It includes interfaces such
dS wasi:keyvalue, wasi:blobstore, wasi:messaging, wasi:sql,
wasi:config, and wasi:http. Aside from wasi:cloud-core, another
interesting interface is wasi:nn, Which is used for leveraging
ML. Let's try making use of it!

5.2 Machine learning with Wasm

If you are in a Function-as-a-Service system and leveraging
Wasm, wasi:nn is the go-to way of getting native
performance for your ML workloads. In addition to native
performance, you gain access to an ML SDK out-of-the-box
for your language of choice (provided it can be compiled or
bundled into Wasm) and enjoy all of the security benefits of
Wasm's sandboxed execution.

Alternatives to wasi:nn worth mentioning are some ML
libraries (e.g., TVM and Tract), which compile to Wasm
modules. This allows ML workloads to run inside Wasm
directly without relying on a host's implementation of
wasi:nn. HOwever, to conform to WASI 0.1's POSIX subset,
these libraries make performance sacrifices, limiting their
efficiency. On the other hand, wasi:nn leverages the


https://github.com/WebAssembly/WASI/blob/main/Proposals.md

optimizations already implemented by existing ML
frameworks, such as larger vector widths, specialized
hardware instructions, threading, and accelerators like GPUs
and NPUs (Neural Processing Units). This results in
significantly better performance, making wasi:nn the
preferred choice for users who require high-performance ML
workloads within a Wasm-based Function-as-a-Service
system.

What's more, wasi:nn can be used directly with Wasmtime, as
there is experimental support built into the runtime. All we
have to be concerned with is creating our component, so
let's do just that!

5.2.1 Using wasi-nn

For this example, we will be performing ML inference.
Inference is the process of using ML to make predictions or
decisions based on new, unseen data. In our use case, we'll
apply inference to an image to classify what that image
represents. Before we get started with the example, I want
to mention that, while we can use machine learning as an
example for server-side Wasm, machine learning is a vast
field in itself, and I am by no means a machine learning
expert. At best, I am a practitioner who has learned a great
deal about it for the purpose of writing this section. If you
find yourself in the same boat, below is a sidebar that you
can choose to read to better understand the example we will
be creating.



ML 101: ESSENTIAL CONCEPTS FOR SERVER-SIDE DEVELOPERS

Before we delve into the code example, it's important to
understand some basic machine learning concepts that are
relevant to the application. This section provides a
straightforward introduction to the key ideas you need to
grasp to follow along.

ML models

A machine learning model is a program that has been
trained to recognize patterns in data. In our case, we're
using a model that can classify images—it can identify
what objects are present in a picture. Also, we will be
using a pre-trained model, which means that it has already
been trained on large datasets and can be used out of the
box for tasks like image classification, without the need to
train them ourselves.

ONNX format

Open Neural Network Exchange (ONNX) is an open format
for representing machine learning models. It allows
models to be transferred between different frameworks
and tools, making them more versatile.

Tensors

A tensor is essentially a multi-dimensional array used to
store data. In the context of image processing, an image
can be represented as a tensor with dimensions
corresponding to width, height, and color channels (e.qg.,
red, green, blue). Tensors are then used to feed data into
the model and to receive outputs from the model.

Labels in classification



In classification tasks, labels are the categories that the
model can predict. For image classification, labels might be
objects the model can recognize in images, e.g., "cat,"
"dog," "car," etc. After the model processes an image, it
outputs predictions associated with these labels.

Softmax function

The softmax function is a mathematical function that
converts the raw output of the model (which can be any
range of numbers) into probabilities that sum up to 1. It
makes it easy to interpret the model's output by providing
a probability for each possible label. Then, the label with
the highest probability is typically chosen as the model's
prediction.

Putting it all together
In our example, we will:

1. Load the model We load a pre-trained image
classification model in ONNX format.

2. Prepare the input We process an input image and
convert it into a tensor that the model can understand.

3. Run inference We feed the tensor into the model to
get predictions.

4. Interpret results We apply the softmax function to
the model's output to get probabilities for each label
and identify the top predictions.

In figure 5.2, you can see a schematic for the application we
will develop.
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Figure 5.2 wasi_nn_example application schematic.
SETTING UP THE PROJECT

To get started, inside our folder for chapter 5 projects, let's
create a new project with cargo component:

cargo component new wasi_nn_example

As a reminder, this creates a command component, meaning
it will export the wasi:c1i run function. In theory, this allows
us to run the component directly with Wasmtime. However,
it's important to remember that we are also planning to
leverage a specific interface (i.e., wasi:nn). If Wasmtime
doesn't provide an implementation for this interface, we
would be stuck having to create our own host



implementation again. Fortunately, as we mentioned earlier,
Wasmtime does provide experimental implementations for
wasi:nn that can be enabled via command-line flags. At the
time of writing, Wasmtime supports three different wasi:nn
backends: OpenVINO (an open-source toolkit that optimizes
and deploys deep learning models for Intel hardware), ONNX
(the format mentioned in the ML 101 sidebar), and WinML (a
Windows-specific machine learning platform optimized for
running ML models on Windows devices). So, all we have to
do is create this component.

Next, we will need to add three dependencies inside our
cargo.toml file as shown in listing 5.1. First, delete any
dependencies that are already there. Then, we will add a
dependency for wit-bindgen to allow us to generate code for
the wasi:nn interface, the image crate, which is useful for
processing our image to be inferred on, and ndarray, a crate
that provides efficient numerical operations and matrix
manipulation capabilities.



[package]

name = "wasi_nn_example"
version = "0.1.0"
edition = "2021"

[dependencies]

wit-bindgen = { version = "0.33.0",
[CAldefault-features = false, features =
[CA]["macros"] } #A

image = "0.25.2" #A

ndarray = "0.16.1" #A

[profile.release]
codegen-units = 1
opt-level = "s"
debug = false
strip = true

1to = true

[package.metadata.component]
package = "component:wasi-nn-example"

[package.metadata.component.dependencies]

#A The three added dependencies

Finally, to finish off our setup, we will need to download the
wasi:nn interface. This step is currently a bit cumbersome,
but it is being actively worked on upstream in the Wasm
community. In particular, people are exploring ways to
package Wasm components as Open Container Initiative
(OCI) artifacts, but we'll cover that in more detail in later
chapters. Currently, because wasi:nn isn't available as an OCI
artifact, we have to handle it manually. For this particular
demo, I have made wasi:nneo.2.0-rc-2024-08-19 available in
this book's GitHub repository. You can access it here:
https://github.com/danbugs/serverside-wasm-book-
code/blob/main/chapter05/wasi nn example/wit/wasi-
nn.wit. Copy the entire interface and paste it into a file
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called wasi-nn.wit inside the wit,/ folder at the same level as
our component's src/ folder.

CREATING OUR COMPONENT

Now that we are all set up, we are ready to start creating
our component. First, delete all the auto-generated contents
of our current main.rs file. Then, we can start by adding all
dependencies that we need at the top of our file:

use image::{ImageReader, imageops::Triangle};
use ndarray::Array;

use std::{env, fs};

use std::io::BufRead;

Next, we will make a call to wit bindgen::generate!. This is
similar to wasmtime: :component: :bindgen!, which we've used in
the past to generate interface glue code for the host side.
However, in this case, wit bindgen::generate! generates the
glue code for the guest side.

wit_bindgen::generate! ({
path: "wit/wasi-nn.wit",
world: "ml",

P,

In particular, we are saying that we want to generate glue
code for the wit/wasi-nn.wit interface and then leverage its m1
world. This is an alternative to leveraging WIT files and
cargo.toml Sections directly like we did in chapter 4 with our
composability example. There, our setup involved writing a
WIT file that contained our imports and using the
[package.metadata.component.target] Section to point to it. A
similar approach is possible here by adding wasi:nn as a
dependency in
[package.metadata.component.target.dependencies], but we are
choosing to use wit bindgen directly to highlight a different



way of doing things and also because, for now, I have found
it works a little bit better with code completion.

Next, we can add imports to structures and functions we will
use from the generated code. Like so:

use self::wasi::nn::{
graph::{Graph, load, ExecutionTarget, GraphEncoding},
tensor::{Tensor, TensorType},

};

With code generation done and the imports all in place, we
are ready to start working on our main function. To start off,
we need to do is access the image path provided as a
command-line argument to our application.

fn main() {
let image_path = env::args().nth(1).expect("Usage: <image_path
>");

l

Then, continuing inside our main function, we can read our
pre-trained ONNX machine learning model from the
filesystem and load it into a graph representation, specifying
that we want to use the CPU as the execution target. After
that, we initialize an execution context for the graph, which
prepares it to run inference operations. Of course, at this
point you don't have the model in your own filesystem, but
more details on that in a later section.

let model_data = fs::read("fixture/models/squeezenetl.1-
[CA]7.onnx") .unwrap();

let graph = load(&[model_datal], GraphEncoding::0nnx,
[CA]JExecutionTarget: :Cpu).unwrap();

let exec_context = Graph::init_execution_context(&graph).unwrap

Q)

Then, equally, we can also read in our labels data and
convert it into a vector of strings, where each string



represents a label that corresponds to the classification
categories our model can predict:

let labels_data = fs::read("fixture/labels/squeezenetl.1-
[CA]7.txt").unwrap();

let class_labels: Vec<String> = labels_data.lines().map(|line]
[CAlline.unwrap()).collect();

We then convert our input image into a tensor format that
the model can process using the image to tensor function,
which we will code later. If you want a test image to use for
the example, you can download the one I used from this
link: https://github.com/danbugs/serverside-wasm-book-
code/blob/main/chapter05/wasi nn example/data/cat.jpg.
Next, we create a tensor with its dimensions (224 pixels, for
both height and width), specifying the data type as 32-bit
floating-point (rp32). Finally, we set this tensor as the input
to our execution context, preparing the model to perform
inference with the provided image data.

let data = image_to_tensor(&image_path, 224, 224);

let dimensions = vec![1, 3, 224, 224];

let tensor = Tensor::new(&dimensions, TensorType::Fp32, &data);
exec_context.set_input("data", tensor).unwrap();

We are now finally ready to execute our inference. This is
where the magic happens—our model processes the input
data and generates predictions based on what it has learned
during training. With just a single call, we trigger the
computation that runs through the model's layers,
performing the mathematical operations needed to interpret
the image data. Here's how we do it:

exec_context.compute() .unwrap();

This command initiates the inference process, transforming
the input tensor into a set of predictions that we can analyze
and interpret in the next steps.


https://github.com/danbugs/serverside-wasm-book-code/blob/main/chapter05/wasi_nn_example/data/cat.jpg

Next, we retrieve the output from the model, which contains
the raw prediction data in bytes. We then convert this byte
data into a more usable format using the bytes to £32 vec
function, which we'll code later. This function transforms the
byte chunks into 32-bit floating-point humbers. Finally, we
wrap this data into an array structure for easier manipulation
and analysis in the subsequent steps.

let output_data = exec_context.get_output
[CA]("squeezenetO_flattenB_reshaped").unwrap().data();

let output_f32 = bytes_to_f32_vec(&output_data);

let output_array = Array::from_vec(output_f32);

Next, we apply a transformation to the model's output to
make it easier to interpret as probabilities. We begin by
taking the exponential of each value in the array, which
amplifies the differences between the predicted scores. This
is @ common step in machine learning known as applying the
softmax function. We then calculate the sum of all these
exponential values. Finally, we divide each exponential value
by this sum, normalizing the scores so that they represent
probabilities that add up to 1. Here's the code:

let exp_output = output_array.mapv(f32::exp);
let sum_exp = exp_output.sum();
let softmax_output = exp_output / sum_exp;

This softmax operation converts the raw output into a
probability distribution, where each value represents the
likelihood of the input image belonging to a specific class.

Finally, we take the processed output probabilities and rank
them to identify the most likely predictions. We start by
pairing each probability with its corresponding class index
and collecting these pairs into a list. Then, we sort this list in
descending order to place the highest probabilities at the
top. To finish, we display the top three predictions along with



their associated class labels and probabilities, indicating the
model's best guesses for the input image.

let mut probabilities: Vec<_> =
[CA]lsoftmax_output.iter().enumerate().collect();
probabilities.sort_by(la, bl b.1.partial_cmp(a.l).unwrap());

for &(index, &probability) in probabilities.iter().take(3) {
println! ("Class: {} - Probability: {}", class_labels[index],
[CA]lprobability);
}

This step reveals the classes that the model considers the
most likely matches for the input image, along with the
confidence level for each prediction, helping us interpret the
results of the inference.

This wraps up our nain function! The final tasks remaining
are to code the bytes to £32 vec function and the
image to tensor function, which will help us process the data
for our model's inference.

Let's start with the bytes to £32 vec function. This function is
responsible for converting a slice of byte data into a vector
of 32-bit floating-point numbers (£32). It does this by
iterating over the byte data in chunks of four (the size of an
£32), converting each chunk into its corresponding floating-
point value, and collecting these values into a vector.

pub fn bytes_to_f32_vec(data: &[u8]) -> Vec<f32> {
data.chunks_exact(4)
.map(lc| f32::from_le_bytes(c.try_into().unwrap()))
.collect()
I

This function is crucial because it transforms the raw byte
output from the model into a format we can use for



numerical analysis, allowing us to perform operations like
softmax to interpret the model's predictions.

Let's now tackle the image to tensor function to finish our
example.

The function starts by opening the image from the specified
path, decoding it, and resizing it to the given dimensions.
The resize exact method ensures that the image is precisely
adjusted to the required width and height. We're using the
Triangle filter for resizing, which provides a good balance
between speed and image quality. The resulting image data
is then converted into a raw pixel array.

fn image_to_tensor(path: &str, height: u32, width: u32) -> Vec<u8> {
let img = ImageReader::open(path).unwrap().decode().unwrap();
let resized_img = img.resize_exact(width, height, Triangle).to_r

gh8Q);
let raw_pixels = resized_img.into_raw();

Next, we normalize the pixel values using predefined mean
and standard deviation arrays. This normalization process is
a common practice in machine learning to ensure that the
input data is using the same scale the model expects. We
iterate over each pixel, normalize its red, green, and blue
(RGB) values, and store the results in the sata £32 vector.
The normalization helps the model process the input more
effectively by standardizing the color values.



let mean = [0.485, 0.456, 0.406];
let std = [0.229, 0.224, 0.225];

let num_pixels = (height * width) as usize;
let mut data_f32 = vec![0f32; num_pixels * 3];

for i in 0O..num_pixels {
let idx = 1 % 3;
let r = raw_pixels[idx] as f32 / 255.0;
let g = raw_pixels[idx + 1] as f32 / 255.0;
let b = raw_pixels[idx + 2] as 32 / 255.0;

data_f32[i] = (r - mean[0]) / std[0];

data_f32[i + num_pixels] = (g - mean[1]) / std[1];

data_f32[i + 2 * num_pixels] = (b - mean[2]) / std[2];
}

Finally, we convert the normalized floating-point values into
bytes, which are required for the tensor representation used
by the model. Each floating-point value is transformed into
its corresponding byte representation using the to ne bytes
method, and these bytes are then stored in the data us
vector.

let mut data_u8 = Vec::with_capacity(data_f32.1len() * 4);
for &v in &data_f32 {
data_u8.extend_from_slice(&v.to_ne_bytes());

by

data_u8

Overall, the code should come together as shown in listing
5.2.



use image::{ImageReader, imageops::Triangle};
use ndarray::Array;

use std::{env, fs};

use std::io::BufRead;

wit_bindgen::generate! ({
path: "wit/wasi-nn.wit",
world: "ml",

};

use self::wasi::nn::{
graph::{Graph, load, ExecutionTarget, GraphEncoding},
tensor::{Tensor, TensorType},

};

fn main() {
let image_path
>||);

env::args().nth(1).expect("Usage: <image_path

let model_data = fs::read("fixture/models
[CA]/squeezenetl.1-7.onnx").unwrap(); #A

let graph = load(&[model_data], GraphEncoding::0nnx,
[CA]JExecutionTarget::Cpu).unwrap(); #A

let exec_context = Graph::init_execution_
[CA]lcontext(&graph) .unwrap(); #A

let labels_data = fs::read("fixture/labels/
[CAlsqueezenetl.1-7.txt").unwrap(); #B

let class_labels: Vec<String> = labels_data.
[CAllines().map(|line| line.unwrap()).collect(); #B

let data = image_to_tensor

[CA] (&image_path, 224, 224); #C
let dimensions = vec![1, 3, 224, 224]; #C
let tensor = Tensor::new

[CA](&dimensions, TensorType::Fp32, &data); #C
exec_context.set_input

[CA]("data", tensor).unwrap(); #C

exec_context.compute().unwrap(); #D

let output_data =



[CA] exec_context.get_output("squeezenetO_flattend_
[CAlreshape®").unwrap().data(); #E

let output_f32 = bytes_to_
[CA]f32_vec(&output_data); #E

let output_array = Array::from_vec(output_f32); #E

let exp_output = output_array.mapv(f32::exp); #F
let sum_exp = exp_output.sum(); #F
let softmax_output = exp_output / sum_exp; #F

let mut probabilities: Vec<_> = softmax_output.
[CAliter().enumerate().collect(); #6

probabilities.sort_by(|la, bl b.1.
[CA]lpartial_cmp(a.l).unwrap()); #6

for &(index, &probability) in probabilities.iter().take(3) {
println!("Class: {} - Probability: {}", class_labels[index],
[CA]lprobability);
}
}

pub fn bytes_to_f32_vec(data: &[u8]) -> Vec<f32> {
data.chunks_exact(4)
.map(lc| f32::from_le_bytes(c.try_into().unwrap()))
.collect()
¥

fn image_to_tensor(path: &str, height: u32, width: u32) -> Vec<u8> {
let img = ImageReader::open(path).unwrap().decode().unwrap();
let resized_img = img.resize_exact(width, height, Triangle).to_r
gh8();
let raw_pixels = resized_img.into_raw();

let mean = [0.485, 0.456, 0.406];
let std = [0.229, 0.224, 0.225];

let num_pixels = (height * width) as usize;
let mut data_f32 = vec![0f32; num_pixels * 3];

for i in 0O..num_pixels {
let idx = i * 3;
let r = raw_pixels[idx] as f32 / 255.0;
let g = raw_pixels[idx + 1] as f32 / 255.0;



let b = raw_pixels[idx + 2] as 32 / 255.0;

data_f32[i] = (r - mean[0]) / std[0];

data_f32[i + num_pixels] = (g - mean[1]) / std[1];

data_f32[i + 2 * num_pixels] = (b - mean[2]) / std[2];
}

let mut data_u8 = Vec::with_capacity(data_f32.1len() * 4);
for &v in &data_f32 {
data_u8.extend_from_slice(&v.to_ne_bytes());

}

data_u8
I

#A Load the ONNX model
#B Load labels

#C Prepare input tensor
#D Execute inference

#E Get and process output
#F Compute softmax

#G Get top 3 probabilities

RUNNING THE COMPONENT

Now, all that is left is to run the component! Like previously
mentioned, we can do so directly with Wasmtime, as our
component implements to wasi:c1i run thanks to cargo-
component'S behind-the-scenes scaffolding and because
Wasmtime provides an implementation for wasi:nn. However,
there's a small caveat: Wasmtime does not include its ONNX
backend by default, which is what we rely on for this
example.

To avoid having you build Wasmtime from source to include
the ONNX backend, I've done so myself and packaged it as a
Docker image that you can run. This image also contains our
ONNX SqueezeNet model and labels baked in, which means
we don’t need them in our local filesystem. Just like we did
in chapter 2, we'll be passing our Wasm component (and the



image to run inference on) to the container by mounting a
local directory containing our .wasm and .5pg files.

NOTE

To see how this image was built, check out its Dockerfile in
the book's GitHub repo:
https://github.com/danbugs/serverside-wasm-book-
code/blob/main/chapter05/wasmtime onnx/Dockerfile.

So, from inside wasi nn example/, FUN:
cargo component build --release

Then, at the same level as the src/ folder of wasi nn exampile/,
create a folder called data/ and copy the .wasn file there. If
you haven't already, place the image you want to run
inference on together with the .wasn file in this qata/ folder.
Overall, the tree structure for our wasi nn example project
should look somewhat like this:

wasi_nn_example/

I— data/
|} cat.jpg

| | wasi_nn_example.wasm

I— src/
| | main.rs

| | bindings.rs

— wit/
| | wasi-nn.wit
I— Cargo.toml

Finally, from inside our wasi nn example/ folder, we can run
our component with the following command:


https://github.com/danbugs/serverside-wasm-book-code/blob/main/chapter05/wasmtime_onnx/Dockerfile

docker run --rm -v ./data:/data ghcr.io/danbugs/serverside-wasm-book

[CAlcode/wasmtime-onnx:latest run -Snn --dir /fixture::fixture --dir
[CA]/data::data /data/wasi_nn_example.wasm /data/cat.jpg

I've set up this Docker image to provide an entry point to
Wasmtime directly. This way, all commands we pass to
Docker after the image name ghcr.io/danbugs/serverside-wasm-
book-code/wasmtime-onnx:latest A€ actually Wasmtime's CLI
arguments. Let's walk through it:

e run Wasmtime's command to run a Wasm module or
component.

e —snn Enables Wasmtime's experimental support for

wasi:nn.

® __dir /fixture::fixture --dir /data::data Grants the Wasm
guest access to the host's rixture/ and data/ directories,
where our model, labels, Wasm component, and JPG
image are located. This allows the guest to access these
directories just as we do in the code.

Finally, we pass in our Wasm component and an argument
specifying the path to our JPG image.

If you ran this example with the same cat image I used from
figure 5.3:

Figure 5.3 Image of a Persian cat.

You should have gotten output from the Docker command
similar to the following:



Class: n02123394 Persian cat - Probability: 0.9488756

Class: n02086079 Pekinese, Pekingese, Peke - Probability: 0.01730292
5

Class: n02112018 Pomeranian - Probability: 0.01678654

This means our inference correctly classified our image as a
Persian cat!

But perhaps even more importantly, we've successfully
leveraged a standardized WASI interface for the first time,
demonstrating the immense potential of using WASI to bring
powerful capabilities to Wasm. We accomplished all of this
from within the safety of Wasm's secure, sandboxed
environment. This showcases not only the versatility of
Wasm but also its ability to handle complex operations like
ML inference without compromising on security or portability.
By tapping into these standardized interfaces, we've taken a
significant step toward building robust, server-side
applications powered by Wasm.

ONNX VS. OPENVINO

Another option for running this example was to use
another backend that Wasmtime provides for wasi:nn—
OpenVINO. By making slight adjustments to our example
and using a model suitable for OpenVINO, we could have
run this example directly with Wasmtime from the CLI.
This is possible because the OpenVINO backend relies on
runtime-linking to the OpenVINO system library, meaning
it does not require vendoring like the ONNX backend does.

However, for this example, we chose the ONNX backend to
avoid the need to install additional dependencies on our
system, prioritizing convenience.



Next, let's take a step back and see a different application of
Wasm on the server-side.

5.3 Running Wasm inside databases

Next up, we will talk about another application of Wasm—
running it inside of a database. This has been a point of
interest because it allows computations to be executed
directly where the data resides, reducing latency and
improving performance. By bringing the code close to the
data, we minimize the amount of data we need to send
between our database client and server, which is often a
bottleneck in traditional architectures. Additionally, running
Wasm inside a database leverages Wasm's sandboxed
execution environment, ensuring that the computations are
performed securely and efficiently. This approach opens up
possibilities for extending database functionalities with
custom logic, enabling more complex operations and real-
time data processing without compromising on speed or
security.

But how can we embed Wasm inside of a database? We
achieve this by leveraging user-defined functions (UDFs),
which are custom functions that extend the capabilities of
the database engine. UDFs allow developers to execute
bespoke logic directly within the database, enabling more
sophisticated data processing and operations without the
overhead of transferring data between the database and
external applications. Traditionally, UDFs are limited to
specific programming languages like C or SQL, restricting
flexibility and requiring developers to learn unfamiliar
languages. However, with Wasm, we can write UDFs in any
language that compiles to Wasm, offering greater language
flexibility and enabling developers to use the tools they are
most comfortable with.



We'll demonstrate this using libSQL, a popular SQLite fork
with built-in Wasm support. It lets you embed Wasm
functions directly into SQL queries, blending SQLite’s
lightweight reliability with Wasm'’s flexibility and
performance.

5.3.1 Making Wasm UDFs

Wasm UDFs are an example of server-side Wasm
applications where we currently leverage Wasm modules
instead of Wasm components. There is ongoing work in the
community around SQL embedding for Wasm components,
notably the wasi:sql-embed proposal
(https://github.com/WebAssembly/wasi-sql-embed), but this
effort is still too nascent as of now. Therefore, because we'll
be creating a Wasm module instead of a Wasm component,
we'll create our project directly with cargo instead of cargo-
component. We are using Rust because it provides excellent
convenience for producing Wasm UDFs. In particular, the
1ibsql bindgen Crate simplifies the process by generating
bindings between Rust and libSQL, streamlining the creation
of custom Wasm-based functions within the database. To
start off, in your directory for chapter 5 projects, run:

cargo new --1ib wasm_udf_example

In this library, we will create two functions: encrypt and
decrypt. The idea here is that we can implement custom
encryption and decryption logic directly within the database,
ensuring that sensitive data is securely handled without the
need to transfer it outside the database environment. This
minimizes the number of systems that can read the
unencrypted data, reducing the chances that a bug in some
other system could accidentally or maliciously leak private
data. By leveraging Wasm UDFs, we can perform these
operations efficiently while maintaining data privacy, all


https://github.com/WebAssembly/wasi-sql-embed

within the database's sandboxed execution context. Refer to
figure 5.4 for an architecture diagram that illustrates how
these functions integrate with the database system.

rDatabase

Wasm UDFs M >

-
[ Application ]—quenes—h Data

libsql bindgen
|

Rust code ®

Figure 5.4 Architecture diagram displaying how an application relies on
our database with Wasm UDFs.

When developing UDFs in Rust for this example, we must
navigate both Wasm'’s security restrictions and libSQL's type
compatibility requirements. Wasm'’s sandboxed execution
environment ensures that our functions cannot access
system resources such as the network, file system, or
system time/date, maintaining a secure and isolated
runtime. Beyond these isolation rules, we need to limit our
function parameters and return types to those compatible
with both Wasm and libSQL. Specifically, for our Rust UDFs,
we will use any primitive integer type for libSQL's 1nTEGER
type, £32 or 64 for libSQL's reaL type, string OF sstr for
libSQL's text type, and vec<us> for libSQL's srLos type. The
libsql bindgen Crate plays a crucial role in this setup by
enforcing these type constraints and automatically
generating the necessary bindings between Rust and libSQL.
This ensures that our custom Wasm-based functions are
both type-safe and seamlessly integrated within the libSQL
framework, simplifying development and reducing the
potential for runtime errors.



With that said, let's now modify our cargo.tom1 file as shown
in listing 5.3 to properly compile to Wasm (similar to how we
did in chapter 2) and add the dependencies we need for the
encrypt and decrypt functions, including libsqgl bindgen.

[package]

name = "wasm_udf_example"
version = "0.1.0"

edition = "2021"

[dependencies]
libsql_bindgen = "0.3.1"
magic-crypt = "3.1" #A

[1ib]
crate-type = ["cdylib"]

#A Provides encryption and decryption functionality for user-defined
functions

With that done, we can move to our 1ib.rs file. First, let's
delete everything in the file, and then bring in the imports
we need:

use libsgl_bindgen: :%;
use magic_crypt::{new_magic_crypt, MagicCryptTrait};

We then move on to our first Wasm UDF—encrypt. We begin
by applying the 1ibsql bindgen attribute to indicate that this
function should be exposed as a user-defined function within
libSQL. This attribute facilitates the generation of the
necessary bindings, allowing our Rust function to be invoked
directly from SQL queries. Notice that we are using standard
Rust types—string—for both the input parameters and the
return type, ensuring compatibility with libSQL's type
system.



Inside the function, we utilize the new magic crypt! macro
from the magic crypt crate to create a new encryption
instance with the provided key and a 256-bit encryption
strength. This macro simplifies the setup process, enabling
us to focus on implementing the core encryption logic. We
then call the encrypt str to basessa method on our encryption
instance, passing in the data we wish to encrypt. This
method processes the input string and returns its encrypted
form encoded in Base64, which is then returned by the
function.

#[1libsql_bindgen: :1libsql_bindgen]

pub fn encrypt(data: String, key: String) -> String {
let mc = new_magic_crypt!(key, 256);
mc.encrypt_str_to_baseé64(data)

HOW DO ENCRYPTION AND DECRYPTION WORK?

Encryption is the process of converting readable data,
known as plaintext, into an unreadable format called
ciphertext using a specific key. This ensures that sensitive
information remains secure and cannot be accessed by
unauthorized parties. Decryption is the reverse process,
where the ciphertext is transformed back into its original
plaintext form using the same key. In our example, we use
symmetric encryption, which means the same key is used
for both encrypting and decrypting the data. This approach
allows us to securely store and retrieve information
directly within the database, ensuring that only those with
the correct key can access the original data.

We then move on to our second Wasm UDF—decrypt. Similar
to the encrypt function, we apply the 1ibsql bindgen attribute
to designate this function as a user-defined function within



libSQL. The decrypt function takes in the encrypted data and
the encryption key as string parameters. Inside the function,
we initialize a new encryption instance with the provided key
using the new magic crypt! macro, maintaining the same 256-
bit encryption strength. We then call the

decrypt base64 to string method to convert the encrypted
Base64 string back to its original plaintext form. If
decryption fails—perhaps due to an incorrect key—we handle
the error gracefully by returning a default message, such as
"[ACCESS DENIED]". This setup ensures that sensitive data
can be securely retrieved and managed directly within the
database environment, leveraging Wasm's secure execution
model and libSQL's extensibility.

#[1libsql_bindgen::1libsql_bindgen]
pub fn decrypt(data: String, key: String) -> String {
let mc = new_magic_crypt!(key, 256);
mc.decrypt_baseé4_to_string(data)
.unwrap_or("[ACCESS DENIED]".to_owned())
I;

We have now finished writing all the code needed for our
Wasm UDFs. For the full code, refer to listing 5.4.



use libsql_bindgen: :%;
use magic_crypt::{new_magic_crypt, MagicCryptTrait};

#[1libsql_bindgen::1libsql_bindgen]

pub fn encrypt(data: String, key: String) -> String {
let mc = new_magic_crypt!(key, 256);
mc.encrypt_str_to_baseé64(data)

I;

#[1libsql_bindgen::1libsql_bindgen]
pub fn decrypt(data: String, key: String) -> String {
let mc = new_magic_crypt!(key, 256);
mc.decrypt_baseé64_to_string(data)
.unwrap_or("[ACCESS DENIED]".to_owned())

5.3.2 Getting Wasm into SQL

Now we are ready to compile our Rust code as a Wasm
module. It's important to note that this is possible because
the magic crypt Crate supports compilation to Wasm. To
compile our project, from inside wasm udf example/ run the
following command:

cargo build --release --target wasm32-unknown-unknown

Then, grab our compiled wasm_udf example.wasm file and place it
in the wasm udf example/data/ directory. Our next step is to
convert this Wasm module into a format that libSQL
understands. There are two acceptable formats:

1. Literal Blob In SQLite, a blob (binary large object) can
be represented using a hexadecimal string prefixed with
X. For example, X'474F4F444341544348' allows us to
embed binary data directly within SQL statements. This
format is suitable for storing the binary Wasm module as
part of SQL queries or function definitions.



2. WebAssembly Text Format (WAT) WAT is a human-
readable text representation of Wasm binary code. It
enables easier inspection and editing of Wasm modules,
which can be beneficial for debugging or manual
adjustments. Converting our Wasm module to WAT
allows us to define user-defined functions in a more
transparent and editable format within libSQL.

For our purposes, we will use a literal blob. To create our
blob from a Wasm binary, we will leverage a tool called
wasm hex_dump, Which converts the binary data into a format
that can be used directly in SQL statements. To install it,
FUN: cargo install wasm hex dump@0.1.0 --locked.

But before generating the hex dump for our Wasm binary,
we need to create a .sq1 file—let’s call it create wasm udfs.sql
—inside the same data/ folder within the wasm udf exampie/
directory. This file will contain the necessary SQL statements
to define our UDFs. As a preliminary step, add the following
lines:

.init_wasm_func_table
DROP FUNCTION IF EXISTS encrypt;
DROP FUNCTION IF EXISTS decrypt;

This initializes the Wasm function table that libSQL uses to
register Wasm-based UDFs. By dropping any existing encrypt
and decrypt functions (if they exist), we ensure that we have
a clean slate for adding these functions after their Wasm
binaries have been converted and embedded as literal blobs.
This avoids conflicts and ensures that the UDFs are defined
properly when we re-create them.

Next, we are ready to get the hex dump for our Wasm
binary. You can do this by running from the data,/ folder:

wasm_hex_dump -i wasm_udf_example.wasm



By default, wasm hex dump Will output an output.txt file
containing the hex dump for our input. We will use this hex
dump to define our UDFs. Copy the generated hex, and
then, back in our SQL file, add the following:

CREATE FUNCTION encrypt LANGUAGE wasm AS X'<your hex text here>';
Next, using the same hex dump, add:
CREATE FUNCTION decrypt LANGUAGE wasm AS X'<your hex text here>';

With the create runcTION COMMands, we are defining our
encrypt and decrypt UDFs within the database. Each function
is associated with the Wasm binary we converted to hex and
embedded as a literal blob. By specifying LaNGUAGE wasm, We
indicate that these functions are implemented in Wasm,
allowing libSQL to run them in a sandboxed environment.
The hex dump following the as x'...' clause represents the
Wasm binary code in hexadecimal format, which the
database uses to execute the respective encryption and
decryption logic.

Overall, your file should look like this:

.init_wasm_func_table

DROP FUNCTION IF EXISTS encrypt;

DROP FUNCTION IF EXISTS decrypt;

CREATE FUNCTION encrypt LANGUAGE wasm AS X'0061736d01..."';
CREATE FUNCTION decrypt LANGUAGE wasm AS X'0061736d01..."';

Do pay special attention to ensure that both create runcTION
statements are properly closed with a closing single quote (')
and semicolon (;). This ensures that the functions are
correctly defined within the SQL file and ready to be
executed when importing the UDFs.



OPTIMIZING WASM UDFS WITH wasu-opr

When embedding Wasm binaries as UDFs in a database,
it's worth considering optimization tools like wasm-opt. This
tool is specifically designed to optimize Wasm binaries by
reducing their size and improving performance. It applies
a variety of optimizations, such as removing unused code,
simplifying control flow, and making memory usage more
efficient. For Wasm UDFs, running wasm-opt before
embedding the binary as a literal blob in the database can
lead to smaller file sizes and faster execution times,
ensuring your UDF performs efficiently within the database
environment.

5.3.3 Running Wasm UDFs in libSQL

Now, we are ready to run our Wasm UDFs. For convenience,
we will once again leverage a Docker image for this
example. This is a Docker image I have prepared that comes
with a pre-built version of libSQL and provides an entry-
point to it. We will run the container while mounting the path
to our data/ folder where our SQL file and Wasm module
reside. You can do so with the following command from the
wasm udf example/ folder:

docker run --rm -v ./data:/data -it ghcr.io/danbugs/
[CA]lserverside-wasm-book-code/libsql-wasmudf:latest

This command ensures that IibSQL can access the data/
directory, allowing it to locate the necessary SQL file and
Wasm module to execute the UDFs defined within your
project.

Next, you should be presented with a prompt like:



libsql>

This indicates that you are inside the interactive libSQL shell,
ready to execute SQL commands. Now, run the following
command to load and execute the SQL file that defines your
Wasm UDFs:

.read /data/create_wasm_udfs.sql

This command reads and executes the SQL statements from
the file, including the ones that initialize the Wasm function
table and create your encrypt and decrypt functions. At this
point, your functions should be fully defined and ready to
use within the libSQL environment.

Now, let's test our Wasm UDFs! Execute the following in your
libSQL shell:

SELECT encrypt('Hello, I am a Wasm UDF!', 'dan');

In this command, we are encrypting the string "Hello, I am a
Wasm UDF!" using the key 'dan’. This should output:

YEBtLTvktUr2941iA0p00Y+Q6C0+ZfM8T1F+eqhz1KI=

There we go! We just successfully used the encrypt function
we defined as a Wasm UDF. To conclude, we can then copy
this encrypted result and provide it as the input to our
decrypt function, like so:

SELECT decrypt('YEBtLTvktUr2941iA0p00Y+Q6C0+ZfM8T1F+eqhzlKI=", 'da
n');

And we should get back:

'"Hello, I am a Wasm UDF!'



This confirms that both the encryption and decryption
functions work as expected, with the data being securely
processed within the database using our Wasm UDFs!



USING WAT TO DEFINE WASM UDFS

We can also use WAT to define UDFs directly in libSQL.
Like previously mentioned, WAT is a human-readable
format for Wasm that allows us to write and edit Wasm
modules more easily. Here's an example of a simple ny ada
function written in WAT that adds two integers:

CREATE FUNCTION my_add LANGUAGE wasm AS '
(module
(func $my_add (param i64 i64) (result ib64)
local.get O
local.get 1
i64.add)
(memory 16)
(export "my_add" (func $my_add))
(export "memory" (memory 0))

)

This defines a Wasm function named ny add that takes two
64-bit integers as parameters and returns their sum. The
memory export is hecessary for managing memory,
though in this case, it's not actively used.

Once you've defined the function, you can test it just like
we did with the previous example. In your l[ibSQL shell,
run:

SELECT my_add(1, 41);
This should output:

42

With WAT, you can write and test simple Wasm functions
like this, directly defining UDFs in a clear, readable format.
It's a great alternative for small or custom logic without
needing to pre-compile Wasm binaries.



With that, we've successfully created and executed Wasm
UDFs within libSQL! Starting from writing the encryption and
decryption logic in Rust, we compiled our code to Wasm,
embedded it as a literal blob into SQL, and then tested our
UDFs directly within the database. Along the way, we also
explored how tools like wasm hex dump @and 1ibsql bindgen
helped bridge the gap between Wasm and SQL, allowing us
to extend the capabilities of the database with custom
functions in a secure, sandboxed environment.

TIP

To exit the libSQL shell, you can use the .exit command

By embedding Wasm UDFs, we not only keep computations
close to the data, minimizing latency and data movement,
but we also take advantage of Wasm's language-agnostic
nature and security features. Whether you need to encrypt
data, perform complex calculations, or even run machine
learning models directly in the database, Wasm UDFs
provide a powerful, efficient way to extend database
functionality with custom logic—all while ensuring
performance, portability, security, and letting you use
whatever programming language you already know.

5.4 Improving our example project
with wasi nn

In chapter 4, we introduced a machine learning component
to our smart CMS application. However, it wasn't truly a
machine learning component at the time. Instead, it acted
as a placeholder, simply querying a file of stories and



selecting a line at random—a rudimentary stand-in for the
real thing. But now that we’ve familiarized ourselves with
wasi:nn, We can take things a step further. In this section, as
seen in figure 5.5, we'll upgrade our smartcms ml guest to use
wasi:nn for actual machine learning functionality. With that
change in place, we’ll also need to modify our host
implementation to incorporate Wasmtime’s host support for
wasi:nn, €nsuring that the necessary backends (such as
ONNX) are properly configured.

Key-value store guest m Machine learning library m
import kvstore; export storygen: func() -> string;
import storygen: func() -> string; Replaced
with a
export run: func() -> string; component
- g performing
mepose J real ML.

SmartCMS test host
|

guest.wasm implements
Ll y
on

Key value store

interface kvstore {
get: func(key: string) -> option<string>;
set: func(key: string, value: string);

}

 CEEEE— )
provides
WASI |—access to filesystem
host's

Figure 5.5 The architecture of our SmartCMS project with the addition of
a real machine learning component

5.4.1 Setting up our project

We'll be continuing to work on our existing SmartCMS
implementation from chapter 4. Feel free to work from the
existing project or copy your work from chapter 4 onto a



new directory (i.e., chapter05s/) if you want to keep each
chapter's work separate.

TIP

If you're copying over your work from chapter 4 and have
both the chapter 4 and chapter 5 SmartCMS projects in
your workspace, it's a good idea to suffix each package's
name (in their respective cargo.tom1 files) with the chapter
number. This helps avoid any naming clashes.

Inside the smart cms/ folder we worked on before, you should
have three subfolders: smartcms kvstore guest/,
smartcms ml _guest/, @Nd smartcms test host/. These represent
the key components of our SmartCMS system:

e smartcms_kvstore_guest/ This folder contains the
code for our key-value store guest component, which
handles storage and retrieval of content for the CMS.

e smartcms_ml_guest/ This folder holds the logic for
the machine learning guest component, which we'll be
upgrading to use real machine learning with wasi:nn.

e smartcms_test_host/ This folder contains the host
code that runs and manages the execution of the guest
components.

Inside smartcms test host/, you should see two Wasm files
from our previous work: guest.wasm and guest with ml.wasm.
The guest.wasn file is the compiled Wasm version of our
smartcms_kvstore guest component, while guest with ml.wasm is
the composition of guest.wasm along with the compiled version
of our makeshift smartens m1 guest component. Feel free to
delete the guest with ml.wasn file, as we'll be rebuilding the
smartcms ml _guest project and re-composing the two Wasm



components with real machine learning support using
wasi:nn. Still inside the smartcms_test host/ folder, create a
new folder called rixture/. Inside this folder, we'll place the
ONNX machine learning model that we’ll be using to
generate stories. You can download the model from this link:
https://github.com/danbugs/serverside-wasm-book-
code/blob/main/chapter05/smart cms/smartcms test host/
fixture/modified model.onnx.

In that same rixture/ folder, you will also need to add the
tokenizer file from this link:
https://github.com/danbugs/serverside-wasm-book-
code/blob/main/chapter05/smart cms/smartcms test host/
fixture/tokenizer.json. The tokenizer is a tool that converts
text into tokens, which are smaller pieces of text that the
machine learning model can understand and process. In our
case, we will use the tokenizer to preprocess the input text
and post-process the output from the model, enabling the
machine learning model to generate coherent stories based
on the tokens it receives. To finish off with our configuration
changes to smartcms test host, let’s add a dependency to our
cargo.toml file. In particular, we are addlng wasmtime-wasi-nn,
which is Wasmtime’s host implementation for the wasi:nn
interface. This is similar to how we previously wrote our own
implementation for the key-value store, except it's provided
by Wasmtime. With the added dependency, the full
cargo.toml file should look like listing 5.6.



https://github.com/danbugs/serverside-wasm-book-code/blob/main/chapter05/smart_cms/smartcms_test_host/fixture/modified_model.onnx
https://github.com/danbugs/serverside-wasm-book-code/blob/main/chapter05/smart_cms/smartcms_test_host/fixture/tokenizer.json

[package]
name = "smartcms_test_host"
version = "0.1.0"

edition = "2021"

[dependencies]

wasmtime = "30"

wasmtime-wasi = "30"

wasmtime-wasi-nn = { version = "30",

[CA]features = ["onnx"] } #A

ort = { version = "=2.0.0-rc.6", default-features

[CA]= false, features = ["copy-dylibs",
[CA]"download-binaries"] } #B

ort-sys = { version = "=2.0.0-rc.6",
[CAldefault-features = false, features =
[CA]["copy-dylibs", "download-binaries"] } #B

#A added the wasmtime-wasi-nn dependency with the ONNX feature.
#B added the ort and ort-sys dependencies (i.e., an ML inference in Rust
library) at the specific version required by wasmtime-wasi-nn.

Note that we are adding the dependency with the ONNX
feature, which isn’t enabled by default. This means we are
opting to vendor (i.e., include and manage the ONNX
backend directly within our project) the ONNX backend
together with our host implementation, allowing Wasmtime
to support ONNX-based machine learning models.

Now, let's move our attention to the smartcms ml guest
project. We'll be adding some dependencies to its cargo.toml
file—two in particular: naarray (which we've seen before in
the wasm nn_example project), and tokenizers, a library used for
tokenization (as introduced earlier). To use tokenizers With
Wasm, we need to disable the default features and enable its
unstable wasm feature. Additionally, since we’'ll be including an
extra WIT file (i.e., wasi-nn.wit, jUSt like in wasm_nn_example),
we need to add a [package.metadata.component.target] Section
to the cargo.tomi file. This section specifies our target world,



which tells the build system what component we're
targeting. We also need to specify the dependency on our
target (i.e., wasi:nn) in the
[package.metadata.component.target.dependencies] Section.
Overall, the updated cargo.tom1 file looks like listing 5.7.



[package]
name = "smartcms_ml_guest"
version = "0.1.0"

edition = "2021"

[dependencies]

wit-bindgen-rt = { version = "0.41.0", features = ["bitflags"] }
rand = "0.8.5"

tokenizers = { version = "0.20.1",

[CAldefault-features = false, features =

[CA]["unstable_wasm"] } #A

ndarray = "0.16.1" #B

[1ib]
crate-type = ["cdylib"]

[profile.release]
codegen-units = 1
opt-level = "s"
debug = false
strip = true

1to = true

[package.metadata.component]
package = "component:smartcms-ml-guest"

[package.metadata.component.target] #C
path = "wit/world.wit" #C
world = "example" #C

[package.metadata.component.target.dependencies] #D
"wasi:nn" = { path = "wit/wasi-nn.wit" } #D

#A tokenizers is added with the Wasm-compatible unstable_wasm
feature enabled.

#B ndarray is added to handle multi-dimensional arrays, a key tool for
managing tensor data in ML applications.

#C In the [package.metadata.component.target] section, we specify the
path to the WIT file and the world name.

#D The [package.metadata.component.target.dependencies] section
includes the path to wasi-nn.wit.



For our [package.metadata.component.target] section, we specify
the path to our WIT file and the world name, both of which
are unaltered from chapter 4. This ensures that our guest
component is properly connected to the correct world
definition, as defined in worid.wit.

In the [package.metadata.component.target.dependencies] section,
we add the path to our wasi-nn.wit, Which defines the
machine learning interface that we will use. You can copy
this wasi-nn.wit file from the wit/ folder in the wasi nn example/
project and place it in the wit/ folder of your
smartcms ml guest/ directory. This step ensures that our
component will have access to the wasi:nn functionality for
performing machine learning tasks.

Finally, with everything in place, we can now modify our
smartcms ml guest/wit/world.wit file to include the wasi-nn.wit
dependency that we’ll be utilizing. Note that this method of
using wasi:nn is different from how we did it in the

wasi nn_example project, where we manually generated
bindings via the wit bindgen dependency. Here, we're directly
referencing the WIT dependency in the wor1d.wit file.

The updated wor14.wit file can be seen in listing 5.8.

package component:smartcms-ml-guest;

world example {
include wasi:nn/ml@0.2.0-rc-2024-08-19; #A
export storygen: func() -> string;

I

#A We include the wasi:nn/ml interface at the specified version.

Now, we are ready to start working on our smartcms ml guest
1ib.rs file.



5.4.2 Writing the ML Wasm component

Let’s begin by importing the necessary dependencies and
setting up the foundation for our implementation.

#[allow(warnings)]
mod bindings; #A

use tokenizers::Tokenizer;
use rand::prelude: :*;

use ndarray::Array;

use std::fs;

use bindings::{Guest, wasi::nn::{ #B
graph::{Graph, load, ExecutionTarget, GraphEncoding},
tensor::{Tensor, TensorType},

IRy

#A Leveraging auto-generated glue code rather than wit_bindgen
directly, unaltered from before.

#B Aside from bindings::Guest, also bring into scope neded wasi:nn
structures and functions.

Now, luckily, we can breeze through much of this code since
it's quite similar to what we worked on in the wasi nn project.
However, one key difference is that here we're building a
library rather than a binary. This means we’ll be writing our
business logic inside the storygen function that our
component is expected to export.

To keep things simple, remove any existing code inside the
storygen function so we can start fresh. After bringing in the
necessary dependencies, your 1ib.rs should look like this:



struct Component;

impl Guest for Component {
fn storygen() -> String {
/] ...
+
}

bindings::export! (Component with_types_in bindings);

Now, every subsequent piece of code in this section should
be placed inside the storygen function. Starting with loading
the ONNX model:

let model_data = fs::read("fixture/modified_model.onnx").unwrap();
let graph = load(&[model_datal], GraphEncoding::0nnx,
[CA]ExecutionTarget: :Cpu).unwrap();

let exec_context = Graph::init_execution_context(&graph).unwrap();

We read the ONNX model from the file system, load it into a
graph, and initialize an execution context to perform
machine learning inference.

Next, we'll initialize the tokenizer, which we previously
introduced. The tokenizer helps convert the input text into
tokens that the model can process:

let tokenizer = Tokenizer::from_file("fixture/tokenizer.json").unwra

p();

Here, we load the tokenizer from the tokenizer.json file,

preparing it to handle the text input for story generation.
The tokenizer will break down the input into manageable
pieces, which are then passed to the model for inference.

Next, we'll define the prompt and tokenize it, converting the
text into a format the model can work with:



let prompt = "Once upon a time";
let encoding = tokenizer.encode(prompt, true).unwrap();
let mut input_ids = encoding.get_ids().to_vec();

We start by setting a simple text prompt, "once upon a time",
which serves as the initial input for the story generation. The
tokenizer then encodes this prompt, turning it into tokens.
The encoded tokens are extracted as input ids, which are
numerical representations of the text that the model will use
during inference.

Then, we set up a random number generator (RNG) to
introduce variability in the generated stories and define the
end-of-sequence (EOS) token, which marks the conclusion of
a generated story:

let mut rng = thread_rng();
let eos_token_id = tokenizer.token_to_id("<E0S>").unwrap_or(0);

The rng ensures that each story generated will be unique by
adding randomness during inference. The cos token id
retrieves the token ID for the end-of-sequence marker,
which signals when the model should stop generating
tokens, defaulting to O if the token isn't found. This fallback
assumes that token 0 has a safe or meaningful
interpretation (such as padding or an undefined token) and
prevents runtime errors. However, if token 0 does not
represent a valid stopping point, the generated output might
not terminate as intended. To mitigate this, the code
includes additional stopping criteria, such as checking for
paragraph breaks.

Now, we start a for-loop that runs from 0 to 100, an
arbitrary stopping point, to iteratively generate tokens for
our story. Until noted otherwise, all subsequent code will be
inside this for-loop:



for _ in 0..100 {
/] .
}

This loop serves to generate new tokens, which will
eventually form the story. The number 100 acts as a
safeguard to prevent the model from generating too many
tokens, though the process may stop earlier if the end-of-
sequence token is reached.

Inside the loop, we first prepare the input data by converting
our token IDs into the format the model expects:

let sequence_length = input_ids.len();

let dimensions = vec![1, sequence_length as u32];

let input_f32: Vec<f32> = input_ids.iter().map(l&id| id as f32).coll

ect();

let mut input_data = Vec::with_capacity(input_f32.1len() * 4);

for &val in &input_f32 {
input_data.extend_from_slice(&val.to_ne_bytes());

}

let tensor = Tensor::new(&dimensions, TensorType::Fp32, &input_dat
a);
exec_context.set_input("input_ids", tensor).unwrap();

We start by calculating the length of the token sequence,
then define the tensor dimensions based on this length. The
token IDs are converted into 32-bit floating-point values
(£32) since the model requires this format. Next, we create
the byte representation of these values and store them in
input data. Finally, we wrap the data in a tensor and set it as
the input for the model, using the key "input ids" to ensure
the model processes the correct data.



TIP

You can use Netron (https://netron.app/) to inspect your
machine learning models and get a better understanding
of their structure. It allows you to see details like tensor
shapes, layer connections, and crucial information such as
the tensor keys (e.g., "input ids")

Finally, we execute the model inference, just as we did
before:

exec_context.compute().unwrap();

This runs the model on the provided input, processing the
token sequence to generate the next output.

Next, we retrieve the model's output and convert it into a
usable format:

let output_data = exec_context.get_output("logits").unwrap().data();
let output_f32 = bytes_to_f32_vec(&output_data);

We access the output tensor, which is stored under the key
"logits" (i.e., the raw, unnormalized scores output by the
neural network for each possible token in the vocabulary),
and use the bytes to £32 vec function to convert the raw
bytes into £32 values that can be processed. This
bytes to £32 vec function is identical to the one from the
wasi nn example Project, so you can copy it from there and
paste it at the end of this file.

Next, we process the model's output to isolate the logits for
the last generated token:


https://netron.app/

let vocab_size = output_f32.1len() / sequence_length;
let start = (sequence_length - 1) * vocab_size;

let end = sequence_length * vocab_size;

let last_token_logits = &output_f32[start..end];

Here, we calculate the size of the vocabulary (i.e., the full
set of tokens, such as words or subwords, that the model
recognizes and can generate as output) by dividing the total
Iength of the output by the sequence length. We then
determine the start and end positions for the logits of the
last token in the sequence. The 1ast token logits slice
represents the predicted probabilities for each possible next
token based on the input sequence, which will be used to
generate the next token in our story.

Next, we apply the softmax function to the logits to convert
them into probabilities:

let probabilities = softmax(last_token_logits);

This step is essentially the same as what we did in the
wasi nn example project, but now the sortmax operation has
been split into its own function for reusability. You can define
the softmax function at the end of the file, together with
bytes to £f32 vec.

fn softmax(logits: &[f32]) -> Vec<f32> {
let logits_array = Array::from_vec(logits.to_vec());
let exp_logits = logits_array.mapv(f32::exp);
let sum_exp = exp_logits.sum();
(exp_logits / sum_exp).to_vec()

}

By applying softmax, we convert the logits into a probability
distribution over the possible next tokens. This will help us
sample the next token based on the model's predictions.



Next, we sample the next token based on the probability
distribution generated by the softmax function:

let dist = rand::distributions::WeightedIndex::new(&probabilities).u
nwrap();

let next_token = dist.sample(&mut rng);

input_ids.push(next_token as u32);

let generated_text = tokenizer.decode(&input_ids, true).unwrap();

Here, we use a weighted distribution (weightedindex) to
sample the next token. The provabilities Vector is passed to
the distribution, and a token is sampled based on those
probabilities using the random number generator (zng). This
ensures that the model picks the next token based on the
predicted likelihood while still introducing some randomness
to the output. The sampled token is then appended to the
input ids, representing the sequence generated so far.
Finally, the tokenizer.decode function is used to convert the
sequence of token IDs in input ids back into a human-
readable string (generated text), updating the generated text
output with the newly sampled token.

Next, we add checks to determine when to terminate the
story generation loop. Specifically, we break the loop if the
generated text ends with two newline characters ("\n\n") oOr
if the next token matches the end-of-sequence (zos) token. I
decided to include the "\n\n" check in addition to the EOS
token because, empirically, it helped our code run quicker
and reduced the likelihood of stories being cut short by the
100 token limit.



if generated_text.ends_with("\n\n") {

break;

}

if next_token as u32 == eos_token_id {
break;

I;

This ensures that story generation stops appropriately, either
when a natural ending is detected or when the predefined
token limit is reached.

Finally, outside the loop, we decode the generated tokens
back into a human-readable story and return the result:

tokenizer.decode(&input_ids, true).unwrap().trim().to_string()

Here, the tokenizer.decode function takes the input ids (which
now contains the generated tokens) and converts them back
into a readable string. We use trin() to remove any extra
whitespace, and then convert it to a string, Which will be
returned as the final generated story.

Overall, the full code can be seen in listing 5.9.



#[allow(warnings)]
mod bindings;

use tokenizers::Tokenizer;
use rand::prelude: :*;

use ndarray::Array;

use std::fs;

use bindings::{Guest, wasi::nn::{
graph::{Graph, load, ExecutionTarget, GraphEncoding},
tensor::{Tensor, TensorType},

s
struct Component;

impl Guest for Component {
fn storygen() -> String {

let model_data = fs::read("fixture
[CA]/modified_model.onnx").unwrap(); #A

let graph = load(&[model_data],
[CA]GraphEncoding: :0nnx, ExecutionTarget
[CA]::Cpu).unwrap(); #A

let exec_context = Graph::init_execution_
[CA]lcontext(&graph) .unwrap(); #A

let tokenizer =
[CAlTokenizer: :from_file("fixture/
[CAltokenizer.json").unwrap(); #B

let prompt = "Once upon a time"; #C

let encoding = tokenizer.
[CA]lencode(prompt, true).unwrap(); #C

let mut input_ids =
[CAlencoding.get_ids().to_vec(); #C

let mut rng = thread_rng(); #D
let eos_token_id = tokenizer.token_
[CA]to_id("<EO0S>").unwrap_or(0); #D

for _ in 0..100 { #E
let sequence_length = input_ids.len(); #F



let dimensions = vec!
[CA][1, sequence_length as u32]; #F

let input_f32: Vec<f32> = input_
[CAlids.iter() .map(|&id| id as f32).collect(); #F

let mut input_data = Vec::
[CAJwith_capacity(input_f32.1len() * 4); #F

for &val in &input_f32 { #F

input_data.extend_from_slice

[CA](&val.to_ne_bytes()); #F

} #F

let tensor = Tensor::new
[CA] (&dimensions, TensorType::Fp32, &input_data); #F

exec_context.set_input
[CA]("input_ids", tensor).unwrap(); #F

exec_context.compute().unwrap(); #G

let output_data = exec_context.
[CAlget_output("logits").unwrap().data(); #H

let output_f32 = bytes_to_f32_vec
[CA] (&output_data); #H

let vocab_size = output_f32.
[CA]len() / sequence_length; #I
let start = (sequence_length - 1)
[CAl* vocab_size; #I
let end = sequence_length * vocab_size; #I
let last_token_logits =
[CA]&output_f32[start..end]; #I

let probabilities = softmax
[CA](last_token_logits); #J

let dist = rand::distributions::
[CA]WeightedIndex: :new(&probabilities).unwrap(); #K

let next_token = dist.sample(&mut rng); #K

input_ids.push(next_token as u32); #K

let generated_text =
[CA]tokenizer.decode(&input_ids, true).unwrap(); #L

if generated_text.ends_with("\n\n") { #M
break; #M



} #M

if next_token as u32 == eos_token_id { #M
break; #M
} #M
+

tokenizer.decode (&input_ids, true)
[CA].unwrap().trim().to_string() #N
}
}

pub fn bytes_to_f32_vec(data: &[u8]) -> Vec<f32> { #0
data.chunks_exact(4)
.map(lc| f32::from_le_bytes(c.try_into().unwrap()))
.collect()
I

fn softmax(logits: &[f32]) -> Vec<f32> { #P
let logits_array = Array::from_vec(logits.to_vec());
let exp_logits = logits_array.mapv(f32::exp);
let sum_exp = exp_logits.sum();
(exp_logits / sum_exp).to_vec()

I:

bindings::export! (Component with_types_in bindings);

#A Loading the ONNX model and setting up the graph and execution
context

#B Loading the tokenizer from the provided file

#C Defining the prompt and encoding it into token IDs

#D Initializing the random number generator and setting the EOS token
#E Looping up to 100 iterations to generate tokens

#F Preparing and setting the input tensor

#G Running the model inference

#H Retrieving and converting the model’s output

#I Extracting the logits for the last token in the sequence

#J Applying softmax to calculate token probabilities

#K Sampling the next token based on probabilities and appending it to
the sequence

#L Decoding the generated text

#M Breaking the loop if a natural end to the story is detected

#N Returning the final generated story

#0 The function to convert bytes to f32 values

#P The softmax function to compute the probability distribution



Finally, inside the smartcms ml guest/ folder we can compile
our component by running:

cargo component build --release

With this done, from the smartcms ml guest/ folder, yOou can
then once again compose it with the guest.wasm (our key-
value store component) like we did prior:

wac plug ../smartcms_test_host/qguest.wasm --plug <path-
[CA]to>/smartcms_ml_guest.wasm -o ../smartcms_test_host/guest_with_m
1.wasm

This step creates the guest_with_ml.wasm file, which is the
composition of the two components: the smartCMS key-
value store and the newly generated machine learning
component.

5.4.3 Updating our host to use ONNX for
wasi:nn

Now, we are ready to update our host at smartcms test host/.
Our changes are straightforward because we don’t have to
implement wasi:nn manually—there's already an
implementation provided by Wasmtime, which we included
via the wasmtime-wasi-nn dependency.

First, we need to modify our state structure to include the
wasiNnctx. This is similar to when we added WASI support to
our host by including the wasictx in the store. In

smartcms test host/src/main.rs add:

struct State {
key_value: KeyValue,
wasi: (wasmtime_wasi::WasiCtx, wasmtime_wasi::ResourceTable),
wasi_nn: wasmtime_wasi_nn::wit::WasiNnCtx



This setup prepares our host to manage both key-value
storage and machine learning functionality, the latter using
Wasmtime’s wasi:nn implementation.

Then, we can act on the updated state struct in our main
function by preloading the machine learning backends,
initializing the wasinnctx, and setting up the store:

let (backends, registry) = wasmtime_wasi_nn::preload(&[]).unwrap();
let wasi_nn_ctx = wasmtime_wasi_nn::wit::WasiNnCtx: :new(backends, re
gistry);

let state = State {
key_value: KeyValue { mem: std::collections::HashMap::new() },
wasi: (wasi_ctx, wasi_table),
wasi_nn: wasi_nn_ctx,

Y

let mut store = wasmtime::Store::new(&engine, state);

Here, the preload function loads the available machine
learning backends and creates a registry (i.e., a container
for graphs). We then create a new wasinnctx using these
values. Finally, we initialize the store with the engine and
updated state, which now includes both the wasictx for
general WASI functionality and the wasinnctx for machine
learning support.

Finally, we can complete the setup by adding the wasi:nn
context to the linker so that it can be accessed during the
component's execution, alongside the key-value store
functionality:



wasmtime_wasi_nn::wit::add_to_linker(&mut linker, |state: &mut State

| {

wasmtime_wasi_nn::wit::WasiNnView: :new(&mut state.wasi.l1l, &mut
[CA]state.wasi_nn)

}).unwrap();
component: :smartcms: :kvstore: :add_to_linker(&mut linker, |state: &mu

t
[CA]State| &mut state.key_value).unwrap();
let app = App::instantiate(&mut store, &component, &linker).unwrap

Q)

Here, we add the wasi:nn context to the linker with

add to linker to ensure that the neural network functionality
can be invoked by the Wasm component. We also link the
key-value store as before. Finally, the component is
instantiated using the app::instantiate method, with the fully
set-up store and 1inker. This allows our host to handle both
key-value store operations and machine learning inference
using wasi:nn. Overall, the code should look like in listing
5.10.



wasmtime: :component: :bindgen! ({
path: "./smart_cms.wit",
world: "app",

};

struct KeyValue {
mem: std::collections::HashMap<String, String>,

s

impl component::smartcms::kvstore::Host for KeyValue {
fn get(&mut self, key: String) -> Option<String> {
self.mem.get(&key).cloned()
I

fn set(&mut self, key: String, value: String) A{
self.mem.insert(key, value);
}
I;

struct State {
key_value: KeyValue,
wasi: (wasmtime_wasi::WasiCtx, wasmtime_wasi::ResourceTable),
wasi_nn: wasmtime_wasi_nn::wit::WasiNnCtx #A

i:

impl wasmtime_wasi::WasiView for State {
fn ctx(&mut self) -> &mut wasmtime_wasi::WasiCtx {
&mut self.wasi.0
+
}

impl wasmtime_wasi::IoView for State {
fn table(&mut self) -> &mut wasmtime_wasi::ResourceTable {
&mut self.wasi.l
}
I;

fn main() {
let mut config = wasmtime::Config::default();
config.wasm_component_model(true);



let engine = wasmtime::Engine::new(&config).unwrap();

let wasi_table = wasmtime_wasi: :ResourceTable: :new();
let wasi_ctx = wasmtime_wasi: :WasiCtxBuilder: :new()

.preopened_dir(".", ".", wasmtime_wasi::DirPerms: :READ,
[CAJwasmtime_wasi: :FilePerms: :READ) .unwrap()
.buildQ);

let (backends, registry) = wasmtime_wasi_nn
[CA]::preload(&[]).unwrap(); #B

let wasi_nn_ctx = wasmtime_wasi_nn::
[CAJwit::WasiNnCtx: :new(backends, registry); #B

let state = State {
key_value: KeyValue { mem: std::collections::HashMap::new()

}
wasi: (wasi_ctx, wasi_table),
wasi_nn: wasi_nn_ctx, #C
b
let mut store = wasmtime::Store::new(&engine, state);
let component = wasmtime::component: :Component::from_file(&engin
e,

[CA]"guest_with_ml.wasm").unwrap();

let mut linker = wasmtime::component::Linker::new(&engine);
wasmtime_wasi: :add_to_linker_sync(&mut linker).unwrap();
wasmtime_wasi_nn::wit::add_to_linker
[CA](&mut linker, |state: &mut State| { #C
wasmtime_wasi_nn::wit::WasiNnView: :new
[CA](&mut state.wasi.1, &mut state.wasi_nn) #C
}).unwrap(); #C
component::smartcms: :kvstore::add_to_linker
[CA](&mut linker, |state: &mut State| &mut state.key_value).unwrap
Q;

let app = App::instantiate(&mut store, &component, &linker).unwr
apQ);

println! ("{:?}", app.call_run(&mut store).unwrap());
I;

#A Add the wasi_nn context to the state for handling machine learning
tasks.



#B Preload machine learning backends and create a new WasiNnCtx to
handle the wasi:nn interface for neural network execution.

#C Link the wasi_nn functionality to the component by adding wasi:nn
to the linker, enabling the SmartCMS component to use Wasmtime's
machine learning capabilities.

Finally, we are ready to run our host over the updated
component. From the smartcms_test host/ folder run:

cargo run --release

This should generate and output a story. For example, when
I ranit, I got:

"Once upon a time, there was a little girl named Lily. She loved pla
ying

[CAJwith her toys and running around outside. One day, Lily's aunt c
ame to

[CA]visit. She brought a big present for Lily. Lily was very excited
to see

[CA] what was inside."

At this point, our setup is complete, and our machine
learning component is now fully integrated with the
SmartCMS host using wasi:nn!

5.5 Summary

e WASI has expanded beyond POSIX and now serves as a
collection of standardized interfaces offering higher-level
capabilities, including WebGPU, ML, and SQL interfaces.

e The wasi:nn interface allows native performance for ML
workloads within Wasm, leveraging optimizations from
existing ML frameworks like GPUs and NPUs. Alternatives
like TVM and Tract can run ML within Wasm but often
sacrifice performance to conform to WASI 0.1's POSIX
subset.



Running Wasm within databases is achieved by
leveraging user-defined functions (UDFs), which allow
secure, efficient data processing within a sandboxed
environment.

By integrating Wasm into databases, UDFs can be
written in any language that compiles to Wasm, enabling
flexible and secure database extensions.

The libSQL database can embed Wasm UDFs, providing a
reliable environment for running secure, sandboxed
Wasm functions directly in SQL queries.

The WebAssembly Text Format (WAT) provides a human-
readable representation of Wasm binaries, enabling
easier inspection, debugging, and manual adjustments.

Optimizing Wasm UDFs withs tools like wasm-opt ensures
performance and reduces the size of Wasm binaries
embedded in SQL databases.



6 Creating production-
grade Wasm applications

This chapter covers

wasmCloud as an off-the-shelf host

Integrating persistent storage

Scaling Wasm applications

Distributing applications using NATS

Embedding machine learning capabilities in wasmCloud

We've been steadily expanding our toolbox. We started with
Wasm modules where all we had were four basic types,
linear memory, and a dream. Then, we introduced WIT and
Wasm components, which brought higher-level types and a
canonical ABI for lifting and lowering constructs like string
values, enabling composability between components across
languages. Next, we explored interacting with the underlying
system via WASI, applying it to scenarios like executing
machine learning workloads with WASI-nn (leveraging WASI
0.2) and running Wasm UDFs in a database (leveraging
WASI 0.1).

Yet, in nearly all our examples, we’ve written custom hosts
to run our applications. For instance, our smart CMS host is
currently bootstrapped to set up WASI and WASI-nn, which
diverts us from focusing on business logic and is not ideal for
server-side Wasm development. In this chapter, I'll introduce
you to wasmCloud and Spin, two off-the-shelf hosts
designed to streamline the development of Wasm
microservices.



These off-the-shelf hosts function similarly to the
HelloWorldHost from chapter 2 or the smart CMS host we've
been building in recent chapters, as it also embeds
Wasmtime to run Wasm. However, unlike our custom hosts,
off-the-shelf ones are designed to be generic and versatile
for any application. Beyond that, they also provide software
development kits (SDKs) and developer toolchains to
simplify using Wasm. Let’s dive deeper by creating a “Hello,
World” application, beginning with wasmCloud.

6.1 Creating a wasmCloud "Hello,
World" application

Begin by installing wasmCloud’s developer tooling:
cargo install --locked wash-cli --version "70.37"

Specifically, you are installing wash, the wasmCloud Shell—a
comprehensive command-line interface that facilitates
various development tasks within the wasmCloud
ecosystem. With wash, you can generate new projects,
manage cryptographic keys, interact with OCI-compliant
registries, and more.

WARNING

wasmCloud’s support for Windows is not at the same tier
as its support for Linux and macOS. If you are using
Windows, it is recommended to run the examples in this
chapter within WSL.

Once installed, inside your chapteros/ folder, run:



wash new component hello-world-wasmcloud --template-name hello-world
-rust

This command initializes a new wasmCloud component
named hello-world-wasmcloud using the hello-world-rust
template. This template provides a foundational Rust project
configured for wasmCloud, including necessary files and
directory structures.

TIP

While this example utilizes the heilio-worid-rust template,
wasmCloud offers a variety of templates in different
languages. Visit
https://github.com/wasmCloud/wasmCloud/tree/main/exa
mples for more templates in languages such as C, Go,
Python, and TypeScript.

To use this with Rust, you'll need to install a new target for
Wasm compilation using the following command:

rustup target add wasm32-wasip?2

With that done, inside this template, you’ll notice a wit/
folder, which contains the following structure:

o

eps

— wasi-cli-0.2.2
— wasi-clocks-0.2.2
— wasi-http-0.2.2
— wasi-io0-0.2.2

L— wasi-random-0.2.2
L— world.wit

-
|
|
|
|

Our application’s world definition (i.e., wor1d.wit), as shown
in listing 6.1, exports an incoming handler—a mechanism for


https://github.com/wasmCloud/wasmCloud/tree/main/examples

handling HTTP requests routed to this application.
Listing 6.1 hello-world-vasmcloud’S wit/world.wit

package wasmcloud:hello;

world hello {
export wasi:http/incoming-handler@0.2.2;

;

This incoming handler relies on several other WASI
interfaces, which are listed as dependencies in the wit/deps
folder.

We also have a wasmcloud.toml file, shown in listing 6.2, which
serves as the manifest for configuring the wasmCloud
component.

name = "http-hello-world"
version = "0.1.0"
language = "rust"
type = "component"

[component]
wit_world = "hello"
wasm_target = "wasm32-wasip2"

This manifest specifies key details about the application,
such as its name, version, language, and type. Under the
[component] Section, it links the wit world tO the ne110 world
definition and defines the Wasm compilation target as wasm32-
wasip2, Which corresponds to WASI 0.2. This setup ensures
compatibility with the interfaces and features provided by
the WASI 0.2 standard.

Let’s now take a look at the implementation of the incoming
handler in src/1ib.rs, @s shown in listing 6.3.



use wasmcloud_component::http;
struct Component;
http::export! (Component);

impl http::Server for Component {
fn handle(
_request: http::IncomingRequest,
) -> http::Result<http::Response<impl http::0utgoingBody>> {
Ok(http::Response::new("Hello from Rust!\n"))
I
}

This incoming handler is designed to work alongside an HTTP
server, routing requests to the root route (i.e., '/’) to this
Wasm component. When invoked, it responds to HTTP
requests with a plain text message, “Hello from Rust!\n”.

This routing functionality is defined in another file included
with our template—wadn.yami—partially shown in listing 6.4.



apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:

name: rust-hello-world

# ...
spec:

components:

- name: http-component
type: component

properties:
image: file://./build/http_hello_world_s.wasm
traits:

- type: spreadscaler #A
properties: #A
instances: 1 #A

- name: httpserver #B
type: capability #B

properties:
image: ghcr.io/wasmcloud/http-server:0.23.2 #B
traits:

- type: link #C
properties: #C
target: http-component #C
namespace: wasi #C
package: http #C
interfaces: [incoming-handler] #C
source_config:
- name: default-http
properties:
address: 127.0.0.1:8000

#A The spreadscaler trait configures the number of instances to deploy,
in this case, setting it to 1.

#B Capabilities define reusable components for specific functions, such
as the HTTP server in this example.

#C Links HTTP server capability to our defined incoming handler
implementation.

This wadm file, or wasmCloud Application Deployment
Management file, outlines the deployment configuration for
our application. It specifies the application’s components,



including the nhttp-component and the HTTP server capability,
as well as the link between the two via the incoming-handler
implementation. Additionally, it uses the spreadscaler trait to
configure the number of instances to deploy, allowing you to
scale the application by adjusting this value—in this
example, it’s set to a single instance.

Now, we are ready to run our application. Start by
executing:

wash up -d

You will see output similar to the following:

>>> Starting NATS ...

NATS server successfully started, using config @ [<your path>\nats.c
onf]

NATS server logs written to [<your path>\nats.log]

>>> Starting wadm ...

Found wadm version on the disk: wadm-cli 0.18.0

Using wadm version [v0.18.0]

wash up completed successfully
NATS is running in the background at 127.0.0.1:4222
Logs for the host are being written to <your path>\wasmcloud.log

To stop wasmCloud, run "wash down"

TIP

Make a note of the path where logs are being written to
(it's useful for when things go wrong!) and remember to
execute the wash down command to stop the wasmCloud
platform once we are done with this exercise!

This command bootstraps the essential processes for a
wasmCloud application:



. wasmCloud Host which embeds the Wasmtime runtime
to execute Wasm components and provides capabilities
such as the HTTP server. Like in previous chapters,
wasmtime runs locally on your machine.

. NATS Lattice sets up a NATS (https://nats.io/) server
to facilitate communication between application
components within the lattice, which is a distributed
network that allows multiple wasmCloud hosts to
communicate and coordinate seamlessly, even if they
are running on different physical machines or
environments—similar to how a Kubernetes cluster
orchestrates containers across nodes.

. wadm Monitor oversees the lattice and manages the
state of deployments, ensuring that components are

correctly deployed and linked.

WHAT IS NATS?

NATS is a lightweight, high-performance messaging
system designed for cloud-native applications. It acts as a
message broker that enables communication between
distributed components in a system.

TIP

You can inspect the wasmCloud host we just started by
FUNNIiNg wash get hosts.

In chapter 4, when we learned about composability, we
looked at examples where two Wasm components were
combined into a single Wasm binary at build time, before
running our application. While you can still use composed
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Wasm binaries in wasmCloud, it goes a step further by
enabling runtime linking through wadm and NATS.

In wasmCloud, components can either run on the same host
or be distributed across multiple hosts within the NATS
lattice. By defining links between components in the wadm
manifest, wasmCloud ensures these connections are
dynamically established and managed during runtime. This
approach allows components to communicate over NATS,
regardless of their physical location, using the component-
native RPC (wRPC) protocol facilitated by the wasmCloud
host.

WHAT IS RPC?

Remote Procedure Call (RPC) is a communication protocol
that allows programs to execute functions or procedures
on another system, making it easier to build distributed
systems by enabling interaction between components
running on different machines or environments.

Overall, the architecture of our application looks like figure
6.1.
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Figure 6.1 The architecture of our “"Hello, World” wasmCloud application

Now that we better understand what happens when we
execute the wash up -4 command and how wasmCloud
applications operate, let’s build our Wasm component. From
the nello-world-wasmcloud/ folder, you can do so with:

wash build
This command will build our Wasm component inside of the

build/ directory. Upon inspecting this directory, you'll see:

— http_hello_world.wasm
L— http_hello_world_s.wasm



NOTE

Even though we're building Rust applications, I didn't add
any of the wasmCloud apps from this chapter to our Cargo
workspace. As you can see in listing 6.4, our wadm.yami file
directly points to the path of our built Wasm. Since adding
the project to the workspace would change that, I figured
it's better not to bother.

Why do we have two build artifacts? wasmCloud produces
two files because it not only builds the Wasm component
(nttp hello world.wasm) but also signs it, creating a signed
artifact (http hello world s.wasm) for secure deployment.

WHAT IS SIGNING?

Cryptographic signing is the process of generating a
unique digital signature for a file or message using a
private key. This signature can be verified with the
corresponding public key, ensuring the file's integrity (it
hasn’t been tampered with) and authenticity (it comes
from a trusted source). Signing often includes metadata,
such as the signer’s identity and claims about the file’s
purpose or permissions.

Inspecting the wadm manifest from listing 6.4 once again,
you'll notice it refers to the signed component. Now, with the
wasmCloud host up and the component built, we can run our
application by executing:

wash app deploy ./wadm.yaml



This command deploys the application to the lattice,
registering its components and linking them as specified in
the manifest. It ensures that all dependencies, such as
capabilities and routes, are properly configured for the
application to function.

We can verify that the deployment succeeded by running:

wash app list

This command displays information about your deployment,
similar to what is shown in table 6.1.

Table 6.1 Currently deployed applications

Name Deployed Version Status

rust-hello-world 01JDR8HIYJWCV1AIM559R72KE8 | Deployed

L HTTP hello world demo in Rust, using the WebAssembly Component Model
and WebAssembly Interfaces Types (WIT)

From the status column, you can see our application is
marked as deployed.

TIP

You can also verify we properly linked the HTTP server
capability with our HTTP component incoming handler by
running wash get links.

The app’s deployed HTTP server is running and should be
accessible at the address specified in our wadm manifest
(i.e., nttp://127.0.0.1:8000). TOo confirm, you can test it by
running:

curl http://127.0.0.1:8000



This should produce the following output:

Hello from Rust!

Awesome! We set up a wasmCloud host, built and signed a
Wasm component, explored the wadm manifest, and
deployed our application to the lattice—all with just a few
commands and without having to write any non-business
logic, such as the HTTP server capability itself. Next up, let’s
explore how we can provide even more capabilities to our
wasmCloud apps.

6.2 Adding persistent storage to our
Wasm app

So far, in our smart CMS application, we've been using a
custom WIT interface for a key-value store. While this
approach has been effective and allowed us to explore WIT,
we’ll now shift to using a standardized interface. For
persistent storage, one such choice is the wasi:keyvalue
interface, which provides a consistent way to handle key-
value operations across various providers.

The wasi:keyvalue interface provides basic operations like get
and set, similar to our custom interface. However, it also
introduces additional interface capabilities, such as:

e Atomics for operations like increment and compare-
and-swap, enabling safe concurrent updates.

e Batch for eventually consistent batch operations,
reducing the number of network round trips and
improving performance in distributed systems.

By adopting wasi:keyvalue, We align with best practices and
ensure greater interoperability. Beyond its additional
capabilities, wasi:xeyvalue iS designed as a portable interface



that works across various key-value store providers, such as
Redis, Memcached, Etcd, AWS DynamoDB, Azure CosmosDB,
Google Cloud Firestore, and so on. It serves as the standard
for providing persistent storage capabilities in hosts like
Wasmtime and wasmCloud. So, let’s see how we can
leverage wasi:keyvalue in wasmCloud.

6.2.1 Modifying our WIT and wadm manifest

Let’s start by removing our current application from the
lattice. You can do so with:

wash app delete rust-hello-world

With that done, we can begin working on the new version of
our application, which will include persistent storage. First,
we need to add an import for the wasi:xeyvalue interfaces in
our WIT file, as shown in listing 6.5.

package wasmcloud:hello;

world hello {
import wasi:keyvalue/atomics@0.2.0-draft; #A
import wasi:keyvalue/store@0.2.0-draft; #A
export wasi:http/incoming-handler@®.2.2;

;

#A Adding wasi:keyvalue interfaces for atomics and store.

By importing these interfaces, we grant our Wasm
component permission to access the wasi:keyvalue Capability
(recall the "only-what-you-need-security" principle from
chapter 3). Specifically, we're importing the store and atomics
interfaces:



e The store interface provides access to a bucket resource
—a collection of key-value pairs. Using the open function,
we can connect to a bucket by passing a string identifier
for the resource provided by the host.

e The atomics interface is included because, for this
example, we’ll increment a counter from multiple
requests concurrently.

Next, let’'s modify our wadn.vami file to support persistent
storage. First, we’ll add a new capability for the key-value
provider. Then, we’ll link this capability to the wasi:keyvalue
interfaces we imported in our WIT.



apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:
name: rust-hello-world
# ...
spec:
components:
- name: http-component
type: component
properties:
image: file://./build/http_hello_world_s.wasm
traits:
- type: spreadscaler
properties:
instances: 1
- type: link #A
properties: #A
namespace: wasi #A
package: keyvalue #A
interfaces: [store, atomics] #A

target: #A
name: kvnats #A
config: #B

- name: wasi-keyvalue-config #B
properties: #B
bucket: default #B
enable_bucket_auto_create:
[CA]'true' #B

- name: httpserver
type: capability
properties:
image: ghcr.io/wasmcloud/http-server:0.23.2
traits:
- type: link
properties:
target: http-component
namespace: wasi
package: http
interfaces: [incoming-handler]
source_config:



- name: default-http
properties:
address: 127.0.0.1:8000

- name: kvnats #C
type: capability #C
properties: #C
image: ghcr.io/wasmcloud/keyvalue-nats:0.3.1 #C

#A Links the wasi:keyvalue interfaces (store and atomics) to the kvnats
capability.

#B Configuration to use a default bucket and enable automatic bucket
creation if it doesn't exist.

#C Defines the key-value store provider, named kvnats.

In this updated manifest, we added a NATS-based key-value
provider (xvnats). While NATS is primarily known as a high-
performance messaging system, it also offers key-value
storage as part of its feature set. This allows our application
to use NATS for storing and managing key-value pairs.
Additionally, wasmCloud officially supports other key-value
providers, such as Redis and HashiCorp Vault. Since these
providers all implement the wasi:keyvalue interface, you can
switch between them with minor configuration changes and
no code modifications.

Finally, we link the xvnats provider to the specific
wasi:keyvalue interfaces (store and atomics) we gave our
component access to and provide some basic configuration.
This includes setting the default bucket name and enabling
the automatic creation of buckets as needed.

With these changes, our updated architecture is illustrated in
figure 6.2.
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Figure 6.2 Updated architecture diagram for “Hello, World” wasmCloud
app with persistent storage.

6.2.2 Modifying our application and re-deploying
it

Now, it's time to update our application code to utilize
persistent storage. The changes, as shown in listing 6.7, are
straightforward.



use wasmcloud_component::http;
use wasmcloud_component::wasi::keyvalue::%; #A

struct Component;
http::export!(Component);

impl http::Server for Component {
fn handle(
_request: http::IncomingRequest,
) -> http::Result<http::Response<impl http::0utgoingBody>> {
let bucket = store::open
[CA]("default").unwrap(); #B
let count = atomics::increment
[CA] (&bucket, "counter", 1).unwrap(); #C

Ok(http::Response::new(format!
[CA]("Hello! I was called {count} times\n"))) #D
}
I;

#A Import the wasi:keyvalue bindings for storage operations.

#B Open the default bucket, automatically creating it if it doesn’t exist.
#C Increment the counter key in the bucket by 1.

#D Return a response indicating how many times the endpoint has been
accessed.

Here, we updated the application to interact with the
wasi:keyvalue interfaces. The key steps involve opening a
persistent bucket (named qerauit), accessing a key called
“counter”, incrementing the value stored within it, and
returning its value in the HTTP response.

This marks a significant departure from the work we did in
prior chapters. When we implemented our own key-value
store interface, the process required not only the heavy
lifting of building the interface itself but also substantial
operational setup to run the Wasm component. From
configuring and creating a raw Wasm engine to setting up



the Store with WASI and custom contexts, and
programmatically linking interfaces, the effort quickly added

up.

Now, with standardized interfaces like wasi:keyvalue and a
robust off-the-shelf host like wasmCloud, we can focus
entirely on writing business logic—like incrementing a
counter!

With that done, we can re-deploy our application. Since we
never terminated our wasmCloud host (e.g., by running wasn
down), it should still be running. To confirm, run:

wash get hosts
This will produce output similar to table 6.2.

Table 6.2 Currently active wasmCloud hosts.

Host ID Friendly name Uptime (seconds)

NCIXHS... silent-dew-9876 7461

If no hosts are listed or you encounter any issues, you may
need to restart the host with:

wash up -d

TIP

If you prefer a graphical interface for managing
wasmCloud, you can open a separate terminal window and
run wash ui. This UI provides information on hosts,
components, capabilities, and links.



Next, let’s ensure no old versions of our component are
running. You can check this by running:

wash app list

If the table isn’t empty and shows the old component, you
can remove it by running:

wash app delete rust-hello-world

Now, with a running wasmCloud host and no old versions of
our component deployed, we can re-build and re-deploy the
new version of our application:

wash build
wash app deploy ./wadm.yaml

After deployment, you can verify the new component is
running by checking:

wash app list

You should see your newly deployed component listed. To
confirm all links are working as expected, you can run:

wash get links
That should show you something similar to table 6.3.

Table 6.3 Currently active links between components and capabilities

Source ID Target Interface(s)

. ...-kvnats wasi: keyvalue/store,atomics
http_component

...-httpserver em wasi: http/incoming-handler
http_component




Finally, test the application by making a few calls to the
endpoint:

curl http://127.0.0.1:8000

You should see the counter increment with each call. To test
the persistence of the application, shut down the host with:

wash down

Then restart it with:
wash up -d

Re-run:

curl http://127.0.0.1:8000

The counter should continue from where it left off, rather
than resetting to 1.

Awesome! We've successfully created a wasmCloud
application that uses the standard wasi:keyvalue interface and
relies on the capability provided by the wasmCloud host to
implement persistent storage. Up next, let’s explore the
scalability of our application.

6.3 Scaling our wasmCloud application

When we first created our application, recall that in our wadm
manifest, we defined a spreadscaler trait with just one
instance:

- type: spreadscaler
properties:
instances: 1



This configuration limits our application to handling only a
single request at a time. For short-lived applications like our
current implementation that quickly increments a counter
and returns a response, this limitation might not seem
significant. However, for longer-running operations, it means
that concurrent requests must wait for the previous ones to
finish, potentially leading to poor average response times
under load.

Let’s test this limitation by updating our application to
simulate a longer-running operation by sleeping for two
seconds after incrementing the counter. The updated code is
shown in listing 6.8.

use wasmcloud_component::http;
use wasmcloud_component::wasi::keyvalue: :%;

struct Component;
http::export!(Component);

impl http::Server for Component {
fn handle(
_request: http::IncomingRequest,
) -> http::Result<http::Response<impl http::0utgoingBody>> {
let bucket = store::open("default").unwrap();
let count = atomics::increment(&bucket, "counter", 1).unwrap
Q;
std::thread::sleep(std::time::
[CAlDuration::from_secs(2)); #A

Ok(http::Response::new(format!("Hello! I was called {count}
[CATtimes\n")))
}
I;

#A Simulates a long-running operation by sleeping for two seconds.



With this change, rebuild and redeploy the application:

wash build
wash app delete rust-hello-world
wash app deploy ./wadm.yaml

Now, let’s benchmark the application. We can use oha, a
lightweight HTTP benchmarking tool written in Rust.

TIP

If you’d like to try this yourself, you can install oha with:
cargo install oha@l.4.7 --locked

To benchmark, run:

oha -n 10 -c 5 http://127.0.0.1:8000

This command sends 10 requests, 5 of them concurrently.
Given our single-instance setup, we expect to see poor
response times due to the bottleneck. The results are shown
in listing 6.9.



Summary:
Success rate: 100.00%
Total: 20.0729 secs
Slowest: 10.0551 secs
Fastest: 2.0055 secs
Average: 8.0334 secs
Requests/sec: 0.4982

# ..

Response time histogram:
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As you can seeg, the first response takes 2 seconds, the
second takes 4 seconds, the third takes 6 seconds, and so
on. This sequential processing results in an average
response time of 8 seconds, which is far from ideal.

To address this, we can update our spreadscaler configuration
to deploy 10 replicas of our nttp-component, allowing our
application to handle requests in parallel:

- type: spreadscaler

properties:
instances: 10

Redeploy the application with the updated configuration:



wash app delete rust-hello-world
wash app deploy ./wadm.yaml

Finally, rerun the benchmark:
oha -n 10 -c 5 http://127.0.0.1:8000

The results, shown in listing 6.10, demonstrate significant
improvement.

Summary:
Success rate: 100.00%
Total: 4.0910 secs
Slowest: 2.0471 secs
Fastest: 2.0055 secs
Average: 2.0315 secs
Requests/sec: 2.4444

# ..

Response time histogram:
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.010 [17 [ e
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# .

With 10 replicas, each request is handled in parallel,
resulting in an average response time of just over 2 seconds
—exactly what we expect given the simulated application
processing. The wasmCloud host manages these 10 replicas
as separate component instances within the host process,



with the NATS lattice distributing incoming requests across
them. As we saw in chapter 1, components are internally
single-threaded, which is why this external load balancing is
necessary—it allows multiple requests to be processed
concurrently by running multiple instances of the
component. The updated architecture reflecting this scaled
deployment is shown in figure 6.3.

NATS lattice
| HTTP server _ ]
wasmCloud host @
routes
makes o | »C HTTP server link
requests + load ‘

balances
User - [th comnanant m

spreadscaler http-component ﬁ I
export wasi:http/incoming-handler0.2.2;

import wasi:keyvalue/atomics@0.2.0-draft;
import wasizkeyvalue/store@0.2.0-draft;

(persistent
storage)

— !
<
kvnats sek NATS IT:{'\'&IU&

—

http-component now has
multiple replicas

Figure 6.3 Updated architecture diagram for “Hello, World” wasmCloud
app with 10 replicas of the nhttp-component.

By scaling our application to multiple instances, we've
effectively improved its ability to handle concurrent
requests, significantly reducing response times and
increasing throughput. Up next, let’s explore how to
distribute our application.



6.4 Distributing our wasmCiloud
application

We've learned how to increase the number of replicas of our
Wasm components, but we can take it a step further. These
replicas can be distributed across different hosts, which, in
principle, could run on separate machines, data centers, or
even across different geographic regions. This architecture is
displayed in figure 6.4.

NATS lattice
| HTTP server [ wasmCloud host (us-east-1)
[ wasmCloud host (us-west-1)
‘makes routes
requests  |to load HTTP server link ?
balances

User

- [hH‘n-annnm:mf *
http-component m [

spreadscaler

export wasi:http/incoming-handler€0.2.2;
import wasi:keyvalue/atomics@0.2.0-draft;
import wasi:keyvalue/store@0.2.0-draft;

wadm monitor
kvnhats [ NATS II;:z—value

(persistent
storage)

Multiple hosts with
replicas split across them

Figure 6.4 Updated architecture diagram for “Hello, World” wasmCloud
app with 10 replicas of the nttp-component split across different hosts and
regions (i.e., us-east-1 and us-west-1).

This image illustrates how requests are routed through the
NATS lattice to replicas spread across multiple wasmCloud
hosts. The spreadscaler load balances incoming requests
across all available replicas, regardless of their physical or
geographic location. Each replica links to the kvnats key-



value store provider, ensuring consistent access to shared,
persistent storage.

To demonstrate this, we can modify our spreadscaler
configuration to distribute our 10 replicas across two
different hosts—simulating east and west coasts:

- type: spreadscaler
properties:
instances: 10
spread:

- name: eastcoast
weight: 80
requirements:

zone: us-east-1

- name: westcoast
weight: 20
requirements:

zone: us-west-1

This configuration assigns 80% of the instances to the east
coast (us-east-1) and 20% to the west coast (us-west-1). By
distributing components in this way, we achieve not only
better fault tolerance but also reduced latency for users in
different regions, as requests can be routed to the closest
available host.

Before we can deploy the updated manifest, we need to run
multiple hosts on our machine to simulate this multi-region
setup. Start by shutting down any currently running host:

wash down

Then, spin up two separate hosts with distinct zone labels
using the --muiti-1ocal flag:

wash up --multi-local --label zone=us-east-1 -d
wash up --multi-local --label zone=us-west-1 -d



The --muiti-1ocal flag is what enables starting independent
hosts on the same machine. Then, zone labels (zone=us-east-
1 and zone=us-west-1) are assigned to each host, allowing the
spreadscaler to distribute replicas based on geographic
zones.

Now that the multi-host setup is ready, redeploy the
application with the updated configuration:

wash app delete rust-hello-world
wash app deploy ./wadm.yaml

Finally, we can confirm the spreadscaler is working as
expected by running:

wash get inventory

This command provides detailed information about each
host, as shown in listing 6.11.



Host ID Friendly name
NAKHN5. .. divine-emoji-6927

Host labels

hostcore.arch x86_64
hostcore.os linux
hostcore.osfamily unix
zone us-west-1 #A

S
Component ID Name Max count
...-http_component http-hello-world 2 #A
Provider ID Name
rust_hello_world-kvnats keyvalue-nats-provider
Host ID Friendly name
NBIYLP... solitary-wildflower-2472

Host labels

hostcore.arch x86_64

hostcore.os linux

hostcore.osfamily unix

zone us-east-1 #B

Component ID Name Max count
...-http_component http-hello-world 8 #B

Provider ID Name

...-httpserver http-server-provider

#A Two replicas (20% weight) were assigned to the us-west-1 host.
#B Eight replicas (80% weight) were assigned to the us-east-1 host.

This demonstrates that the spreadscaler successfully
distributed our application across multiple hosts based on
the defined weights and zone labels.

Now, let’s simulate an outage by shutting down one of our
hosts. Select one of the two host IDs from the inventory and



run:
wash down --host-id <your-host-id>

Next, try calling the endpoint again:

curl http://127.0.0.1:8000

You should still receive a “"Hello! ...” message, demonstrating
that the remaining host continues handling requests.
Verifying the inventory again with:

wash get inventory
Will now show only one active host.

Awesome! Not only did we learn how to create multiple
instances of our Wasm components to handle concurrent
requests better, but we also demonstrated how to:

e Simulate a globally distributed deployment with lower
latency by spreading components across multiple hosts
in different regions.

e Achieve fault tolerance, where application availability is
maintained even when one of the hosts goes offline.

With that, we've concluded our “Hello, World” wasmCloud
application that incorporates persistent storage using the
standardized wasi:xeyvalue interface, scales effortlessly with
spreadscaler, and supports global distribution for enhanced
performance and reliability.



TIP

To clean up your environment, remember to run wash app
delete rust-hello-world (or wash app delete ./wadm.yaml) and

wash down —--all.

If you've worked with Kubernetes in the past, you may
notice that much of what we’ve done here mirrors concepts
like scaling workloads, managing deployments, and ensuring
high availability. However, it’s important to note that
wasmcCloud is not a replacement for Kubernetes. Instead, it
complements Kubernetes, making it easier to run Wasm
workloads in production while leveraging existing
infrastructure. We’'ll explore these integrations in upcoming
chapters.



UPCOMING CHANGES TO WASMCLOUD

wasmCloud is actively evolving. This chapter reflects the
architecture and tooling available as of wasmCloud version
1.4.2. The wasmCloud team has announced significant
architectural changes for Q3 2025 and beyond (detailed at
https://wasmcloud.com/blog/2025-07-15-q3-2025-
roadmap-recap/), including simplifying the host model,
transitioning capability providers to "wRPC servers," and
moving away from the application-centric deployment
model. While the core concepts covered here—such as
component scaling, distributed networking via the NATS
lattice, and the separation of business logic from
capabilities—will remain foundational to wasmCloud,
specific implementation details may change substantially.
In particular, wadm manifests, the OAM (Open Application
Model)-based application model, and how capability
providers are configured and deployed are all subject to
revision. For the latest updates, visit
https://wasmcloud.com/blog/.

6.5 Another off-the-shelf host: Spin

wasmCloud isn’t the only off-the-shelf host available—
another popular option is Spin. To demonstrate the
differences between the two, let’s create a simple “Hello,
World!” application with Spin.

6.5.1 Creating a Spin "Hello, World" application
First things first, you’ll need to install Spin. You can do so

following the instructions from
https://developer.fermyon.com/spin/v3/install.



https://wasmcloud.com/blog/2025-07-15-q3-2025-roadmap-recap/
https://wasmcloud.com/blog/
https://developer.fermyon.com/spin/v3/install

NOTE

For the Spin examples in this book, I'll be using spin 3.2.0
(c9be6ds 2025-03-24). To keep things consistent, it's best to
install the same version when following along.

IMPORTANT

Spin requires Rust 1.85.0 or later because some of its
dependencies use Rust edition 2024. If you've been
following along with Rust 1.84.0 (as recommended earlier
in the book), you'll need to upgrade for this section. Install
Rust 1.85.0 and its required components with: rustup
install 1.85.0, rustup default 1.85.0, and rustup target add
wasm32-wasipl. YOU can verify the change with rustc --

version.

With that done, in your chapteros/ folder and, inside it, run:
spin new

This will give you an option to choose from a few Spin
templates:



> http-c (HTTP request handler using C and the Zig toolchain)
http-empty (HTTP application with no components)
http-go (HTTP request handler using (Tiny)Go)
http-grain (HTTP request handler using Grain)
http-js (HTTP request handler using JavaScript)
http-php (HTTP request handler using PHP)
http-py (HTTP request handler using Python)
http-rust (HTTP request handler using Rust)
http-ts (HTTP request handler using TypeScript)
http-zig (HTTP request handler using Zig)
redirect (Redirects a HTTP route)
redis-go (Redis message handler using (Tiny)Go)
redis-js (Redis message handler using JavaScript)
redis-rust (Redis message handler using Rust)
redis-ts (Redis message handler using TypeScript)
static-fileserver (Serves static files from an asset directory)

NOTE

Spin’s SDK is also available in various languages, including
JavaScript/TypeScript, Python, .NET, Rust, Go, Java, and
more—feel free to choose the language you are most
comfortable with!

For this example, I'll select the nttp-rust template, which
generates a Rust-based HTTP request handler with the
necessary setup.

After selecting the template, you'll be prompted to name
your application—let's call it hel1o-wor1d-spin. Next, it will ask
for a description and an HTTP path; you can accept the
defaults by pressing Enter. Once completed, your project will
be created in the hello-world-spin directory. Inside, you'll
find:



— Cargo.toml

— spin.toml
L— src

This structure resembles a typical Rust project, with the
addition of spin.toml. The spin.tom1 file serves as the
application manifest, defining the configuration for your Spin
application. It specifies details such as the application name,
version, components, and their respective triggers. In Spin,
a trigger maps an event—like an HTTP request or a Redis
message—to a component that handles that event. For
instance, an HTTP trigger routes incoming HTTP requests to
the appropriate Wasm component based on the specified
route. This setup enables Spin to efficiently manage event-
driven applications by directing events to their corresponding
handlers as defined in the manifest.

You can see the spin.toml fOr our nello-world-spin application
in listing 6.12:



spin_manifest_version = 2

[application]
name = "hello-world-spin"
version = "0.1.0"

authors = ["your-name-here <your-email-here@email.com>"]
description = ""

[[trigger.http]]
route = "/..." #A
component = "hello-world-spin"

[component.hello-world-spin]

source = "target/wasm32-wasipl/release/hello_world_spin.wasm"
allowed_outbound_hosts = []
[component.hello-world-spin.build] #B

command = "cargo build --target

[CAJwasm32-wasipl --release" #B

watch = ["src/*%x/*.rs", "Cargo.toml"]

#A All incoming HTTP requests, regardless of their path, are directed to
the hello-world-spin component.

#B Defines the command to compile the component's source code into a
Wasm module.

Spin’s goal is to make developing Wasm microservices
straightforward. Part of that, as shown in figure 6.5, is
achieved through its trigger-based, event-driven setup.



d > rSpnwhost )
sends
requests HTTP trigger trgUteS »l|
http-world-spin =
component
User | J

Spin can instantiate
multiple Wasm instances
to handle heavy load

Figure 6.5 Spin’s event-driven setup for Wasm microservices.

Inside src/1ib.rs (shown in listing 6.13), you'll find the
default application generated by Spin’s nhttp-rust template.
This code, compiled to Wasm, serves as the event handler
and executes whenever the defined trigger—in our case, an
HTTP request—is activated.

use spin_sdk::http::{IntoResponse, Request, Response};
use spin_sdk::http_component;

/// A simple Spin HTTP component.
#[http_component]
fn handle_hello_world_spin(req: Request) -> anyhow::Result<impl
[CA]IntoResponse> {
println! ("Handling request to {:?}", req.header("spin-full-ur
1"));
Ok(Response: :builder()
.status(200)
.header("content-type", "text/plain")
.body("Hello World!")
.build())
}

This code uses Spin’s SDK to define a handler for incoming
HTTP requests. The handler logs the request URL and



responds with “Hello, World” alongside an HTTP status of
200.

Next, from nello-world-spin/, compile the Spin application
with:

spin build

And run it using:

spin up

Upon running the command, you’ll see output similar to this:

Logging component stdio to ".spin/logs/"

Serving http://127.0.0.1:3000
Available Routes:
hello-world-spin: http://127.0.0.1:3000 (wildcard)

From another terminal, test the application by running:
curl http://127.0.0.1:3000

You should see the response: “Hello World!”. Awesome! With
that, we’ve successfully created our simple “Hello, World!”
application using Spin!

IMPORTANT

Now that you've completed the Spin example, you should
revert to Rust 1.84.0 to maintain consistency with the rest
of the book. Run: rustup default 1.84.0. You can verify the
change with rustc --version.

6.5.2 Comparing wasmCloud and Spin



While we didn’t dive as deeply with Spin as we did with
wasmCloud (e.qg., scaling the application or simulating global
distribution), it's clear that Spin and wasmCloud have
fundamentally different designs. Here’s a breakdown of the
key distinctions and considerations.

SCALING AND CONCURRENCY

e wasmCloud Exposes scalability details, such as the
spreadscaler, allowing users to configure instances and
scaling behavior directly in the manifest.

e Spin Handles concurrency by default, creating new
instances to handle requests out of the gate without
requiring explicit configuration. For example, you can
test this by benchmarking the Spin app with oha -n 10 -c
5 http://127.0.0.1:3000. However, scaling Spin
applications beyond a single host typically requires an
orchestrator like Kubernetes (via SpinKube).

LANGUAGE SUPPORT

e Spin offers templates in a broader range of languages,
including C#, Grain, Swift, and Zig, in addition to Rust.

e wasmCloud has more limited language support but
focuses on extensibility and native integration with its
ecosystem.

EXTENSIBILITY AND CAPABILITIES

e wasmCloud shines in extensibility. It allows users to
easily integrate third-party capabilities by pointing to
OCI artifacts in the manifest. For instance, while neither
wasmCloud nor Spin officially supports wasi:nn,
wasmCloud lets you integrate  a  third-party
implementation.



e Spin, on the other hand, relies solely on the capabilities
provided by the host or external microservices accessed
via HTTP.

KEY TAKEAWAY

No host is inherently "better" than the other—it all comes
down to your specific use case. Each host shines in different
scenarios, and understanding their strengths can help you
make an informed decision:

o If you value language support and prefer a simple
setup, Spin may be the better choice. For instance, if
your team uses a mix of languages like Go, Python, or
TypeScript, Spin’s extensive template and SDK support
makes it a versatile option. The ability to get started
with minimal configuration means it's ideal for teams
looking to quickly prototype event-driven applications
without delving deeply into custom configurations.

o If extensibility and fine-grained configurability are
critical for vyour application, wasmCloud offers
significant advantages. For example, if your application
needs to integrate with a specific machine learning
capability or a proprietary system that doesn’t conform
to standardized WASI interfaces, wasmCloud’s support
for third-party providers—using WIT interfaces and
custom capability providers—lets you extend its
functionality to fit your needs.

For our smart CMS host application, I chose wasmCloud due
to its extensibility and the ease of integrating third-party
capabilities.

6.6 Implementing the example project
as a wasmCloud app



For this iteration of improvements to our smart CMS, rather
than migrating our existing code, we'll start fresh with a new
wasmCloud application. Since we’ll be retiring our custom
host, this approach simplifies the transition. To create the
application, use the following command in the chapteros/
folder:

wash new component smart_cms --template-name hello-world-rust

Then, we need to update the name of the application to
reflect our smart CMS project. This requires changes in two
locations: Cargo.toml and wasmcloud.toml.

The updated cargo.tomi file is shown in listing 6.14.

[package]

name = "smart-cms"
edition = "2021"
version = "0.1.0"
[workspace]

[1ib]

crate-type = ["cdylib"]

[dependencies]
wasmcloud-component = "0.2.0"

Next, we modify our wasmcloud.toml @s shown in listing 6.15.



name = "smart-cms"
version = "0.1.0"
language = "rust"
type = "component"

[component]
wit_world = "backend" #A
wasm_target = "wasm32-wasip2"

#A Also updated the wit_world name, which we’ll align with our WIT file
later in the process.

With the template set up, let’s consider the architecture of
our application, as illustrated in figure 6.6.

We want it to include the following functionalities:

e A wasi:keyvalue-backed key-value store linked to a NATS
key-value store for ease of setup.

¢ A machine learning component to generate children’s
stories.
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Figure 6.6 The architecture of our smart CMS application.

For simplicity, these functionalities can be bundled into a
single nttp-component. This approach enables the component
to inspect incoming requests and handle them appropriately.
Specifically, the application will expose three routes

® /api/create Accepts a story name and content in the
request body and persists them to the key-value store.

® /api/generate Iriggers the ML backend to generate a
story, persists the story (e.g., using names like
generate-x to maintain a counter), and returns it to the
client.

® /api/retrieve AcCepts a story name in the request body
and fetches the corresponding story from the key-value
store. If the story doesn’t exist, it returns an appropriate
error message.



Now, let’'s make some small configuration changes to our
wadn.vaml. Specifically, we’ll update the application name
from rust-hello-world tO smart-cms @and clean up our app’s
annotations. Additionally, we'll modify the spreadscaler trait
to deploy 100 instances of our component, distributed across
two hosts with an 80:20 weight ratio between East Coast
and West Coast zones. You can see the updated wadm.yam1 in
listing 6.16.



apiVersion: core.oam.dev/vlbetal
kind: Application

metadata:
name: smart-cms #A
annotations:
description: "A smart CMS!" #B
spec:
components:

- name: http-component
type: component

properties:
image: file://./build/smart_cms_s.wasm #C
traits:

- type: spreadscaler #D
properties: #D
instances: 100 #D
spread: #D
- name: eastcoast #D
weight: 80 #D
requirements: #D
zone: us-east-1 #D
- name: westcoast #D
weight: 20 #D
requirements: #D
zone:. us-west-1 #D

- name: httpserver
type: capability
properties:
image: ghcr.io/wasmcloud/http-server:0.23.2
traits:
- type: link
properties:
target: http-component
namespace: wasi
package: http
interfaces: [incoming-handler]
source_config:
- name: default-http
properties:
address: 127.0.0.1:8000



#A Changed the application name to smart-cms.

#B Cleaned up application annotations.

#C Changed Wasm artifact name to smart_cms_s.wasm.

#D Updated the spreadscaler to deploy 100 instances, distributing them
between East Coast (80%) and West Coast (20%).

We're now ready to spin up our hosts. Use the following
commands to set up two local wasmCloud hosts, each
labeled with its respective zone:

wash up --multi-local --label zone=us-east-1 -d
wash up --multi-local --label zone=us-west-1 -d

With that set, let’s get started by adding persistent storage
to our application and creating the first two routes
— /api/create and /api/retrieve.

6.6.1 Adding persistent storage to the smart
CMS

Like we did for our “Hello, World!” application, the first step
is to update our WIT file to import wasi:keyvalue. While we're
at it, we'll also update the namespace, package, and world
name. The updated WIT is shown in listing 6.17.

package smartcms:store-and-ai-story-generator; #A

world backend { #B
import wasi:keyvalue/atomics@0.2.0-draft; #C
import wasi:keyvalue/store@0.2.0-draft; #C
export wasi:http/incoming-handler@®.2.2;

}

#A Updated namespace and package name.
#B Updated world name to backend.
#C Imported wasi:keyvalue interfaces for atomic and store operations.



With the WIT updated, the next step is to add the capability
provider and create a link to it in our wadm.yam1 file. The
updated configuration is shown in listing 6.18.



apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:
name: smart-cms
annotations:
description: "A smart CMS!"
spec:
components:
- name: http-component
type: component
properties:
image: file://./build/smart_cms_s.wasm
traits:
- type: spreadscaler
properties:
instances: 100
spread:
- name: eastcoast
weight: 80
requirements:
zone: us-east-1
- name: westcoast
weight: 20
requirements:
zone: us-west-1
- type: link #A
properties: #A
namespace: wasi #A
package: keyvalue #A
interfaces: [store, atomics] #A

target: #A
name: kvnats #A
config: #A

- name: wasi-keyvalue-config #A
properties: #A
bucket: default #A
enable_bucket_auto_create:
[CA]'true' #A

- name: httpserver
type: capability



properties:
image: ghcr.io/wasmcloud/http-server:0.23.2
traits:
- type: link
properties:
target: http-component
namespace: wasi
package: http
interfaces: [incoming-handler]
source_config:
- name: default-http
properties:
address: 127.0.0.1:8000

- name: kvnats #B
type: capability #B
properties: #B
image: ghcr.io/wasmcloud/keyvalue-nats:0.3.1 #B

#A Added the key-value capability link to the wasi:keyvalue interface.
#B Added the key-value provider from OCI image.

With the updated wadm.vam1 in place, we can now move to the
application code in src/1ib.rs. First, update the imports at
the top of your file to include:

use std::io::Read;
use wasmcloud_component: :http;
use wasmcloud_component::wasi::keyvalue: :%;

These imports bring in two new dependencies. The
std::io0::Read ONE Will allow us to process the body of
incoming HTTP requests, while the wasi::keyvalue::* one
provides the interfaces to interact with our persistent
storage.

Next, delete the body of the existing nanda1e function and
replace it with the following skeleton:



fn handle(
request: http::IncomingRequest, #A

) -> http::Result<http::Response<impl http::0utgoingBody>> {
let (parts, mut body) = request.into_parts();

match parts.uri.path() {
"/api/create" => {

/...

}

"/api/retrieve" => {
// ...

}

_ = {
Ok(http::Response::new("Invalid route!\n".to_string

0O)»
}
}
}

#A Renamed the variable to request as we are now actively using it.

In this updated function, the request is split into parts and
body. The parts allow us to determine which route is being
accessed, while the voay gives us the data needed for specific
routes. Using a match statement, we handle requests for the
/api/create @nd /api/retrieve routes, while returning an error
message for invalid paths.

NOTE

We're only matching against the URI (e.qg., “/api/create”,
“/api/retrieve”, etc.) of the request. This means we’re not
considering the request’s method (e.g., "GET", "POST",
etc.). If you want to check the method, you can inspect
parts.method.

With this skeleton in place, we can now implement the logic
for each route.



CREATING THE /apr/create ROUTE

Inside the /api/create match arm, add the following code:

let bucket = store::open("default").unwrap();

let mut buf = Vec::new();
body.read_to_end(&mut buf).unwrap();
let body = String::from_utf8(buf).unwrap();

This code opens the default key-value bucket and reads the
body of the incoming HTTP request into a buffer. The buffer
is then converted to a UTF-8 string for processing. Note that
this code includes minimal error handling—many of the
unwrap statements could be replaced with more robust error
handling strategies to ensure resilience in production.

Next, add the following:

let mut lines = body.lines();
let story_name = lines.next().unwrap_or("Unnamed Story").trim();
let story_content = lines.collect::<Vec<&str>>().join("\n");

Here, we define how the backend expects information to be
passed in the request body. The first line of the body is
treated as the story name, defaulting to "Unnamed Story" if
no name is provided. The remaining lines are joined to form
the story content. In a more robust implementation, the
request body would likely be formatted in a structured way,
such as JSON, and parsed using serialization/deserialization
techniques for better clarity and error handling.

Finally, add the logic to persist the data:

bucket.set(story_name, story_content.as_bytes()).unwrap();
Ok(http::Response::new(format!("Stored {}\n", story_name)))



This code stores the story in the key-value bucket using the
name as the key and the content as the value. The HTTP
response confirms the operation by returning the story
name.

Next, let’s implement the /api/retrieve route.
CREATING THE /apr/reTrIEVE ROUTE

Just like with the /api/create route, the first step for the
/api/retrieve route is to open the default key-value bucket
and extract the request body. Here’s how:

let bucket = store::open("default").unwrap();

let mut buf = Vec::new();
body.read_to_end(&mut buf).unwrap();
let story_name = String::from_utf8(buf).unwrap().trim().to_string();

This code opens the key-value store bucket and processes
the incoming HTTP request body. The body is read into a
buffer, converted to a UTF-8 string, and trimmed to extract
the story name.

Next, we attempt to retrieve the story:

match bucket.get(&story_name).unwrap() {
Some(content) => {
let story_content = String::from_utf8(content).unwrap();
Ok(http::Response::new(format! ("{story_content}\n")))

}
None => {

Ok(http::Response::new("Story not found\n".to_string()))
}

l;

Here, the code checks if the requested story exists in the
key-value store. If found, the content is retrieved, converted



to a UTF-8 string, and returned as the HTTP response.

Otherwise, the response indicates that the story was not
found.

Overall, the updated 1iv.rs file for our application should
look like listing 6.19.



use std::io::Read;
use wasmcloud_component: :http;
use wasmcloud_component::wasi::keyvalue::%;

struct Component;
http::export! (Component);

impl http::Server for Component {
fn handle(
request: http::IncomingRequest,
) -> http::Result<http::Response<impl http::0utgoingBody>> {
let (parts, mut body) = request.into_parts();

match parts.uri.path() { #A
"/api/create" => {
let bucket = store::open
[CA]("default").unwrap(); #B

let mut buf = Vec::new();
body.read_to_end(&mut buf).unwrap();
let body = String::from_utf8(buf).unwrap();

let mut lines = body.lines(); #C

let story_name = lines.next()
[CA].unwrap_or("Unnamed Story").trim(); #C

let story_content =
[CA]lines.collect: :<Vec<&str>>().join("\n"); #C

bucket.set(story_name,
[CA]story_content.as_bytes()).unwrap(); #D

Ok(http::Response: :new
[CA](format! ("Stored {}\n", story_name))) #E
+
"/api/retrieve" => {
let bucket = store::open("default").unwrap();

let mut buf = Vec::new();
body.read_to_end(&mut buf).unwrap();
let story_name =



[CA]String::from_utf8(buf).unwrap().trim().to_string();

match bucket.get
[CA]l(&story_name).unwrap() { #F
Some(content) => {
let story_content =
[CA]String::from_utf8(content).unwrap();

[CA]JOk(http::Response::new(format! ("{story_content}\n")))
}
None => {
Ok(http::
[CA]Response::new("Story not found\n".to_string()))
}
¥
}
_ = {
Ok(http::Response: :new
[CA]("Invalid route!\n".to_string())) #G
¥
}

l;

#A Match on endpoints to route requests.

#B Open the default bucket of our NATS key-value persistent storage.
#C Read HTTP request body lines, where the first line is the story title,
and the rest is the story content.

#D Store the story in the bucket.

#E Return a success response for storing the story.

#F Retrieve the story from the bucket, returning the content if found.
#G Handle other routes by returning an "Invalid route”" message.

Now, let’s test our work so far.
TESTING OUR APPLICATION

At the start of section 6.6, we started our hosts. By now,

you should be working in a clean environment with no
applications deployed. If you're unsure, verify using wash app
1ist and delete any outdated applications with wash app delete

<application name>.



Once your environment is ready, build and deploy the
application:

wash build
wash app deploy ./wadm.yaml

After deployment, check the application status to confirm it
was successfully deployed:

wash app list

Once you see a “"Deployed” status, you're ready to test your
API.

To test the /api/create route, run:

curl -X POST -H "Content-Type: text/plain" \
-d $'MyStory\nOnce upon a time, in a land far, far away...' \
http://127.0.0.1:8000/api/create

This command sends a POST request to the /api/create route
with the Content-Type Set tO text/plain. The body of the
request contains a new story, where the first line specifies
the story’s title (Mystory), and the remaining lines provide the
story content (Once upon a time, in a land far, far away.. )

NOTE

The key-value provider does not support spaces in keys,
SO use Mystory instead of my story.

The response should confirm:

Stored MyStory

Next, test the /api/retrieve route with:



curl -X POST -H "Content-Type: text/plain" \
-d 'MyStory' \
http://127.0.0.1:8000/api/retrieve

This retrieves the content of the story mystory, returning:
Once upon a time, in a land far, far away...

Awesome! You've successfully created and retrieved a story
using your smart CMS application!

6.6.2 Adding machine learning to the smart CMS

wasmCloud does not officially support the wasi:nn interface.
This means there isn’t an out-of-the-box solution, such as a
prebuilt OCI artifact for a provider or a simple dependency
to integrate machine learning capabilities. However,
wasmCloud’s extensible architecture allows us to leverage
third-party providers to achieve similar functionality.

To demonstrate this, we’ll integrate a third-party provider for
the Ollama interface. Unlike wasi:nn, the Ollama interface is
not part of an ongoing standardization process. This makes
it a valuable example to show how custom WIT interfaces
can be embedded into your wasmCloud applications.

WHAT IS OLLAMA?

Ollama is a lightweight machine learning runtime that
allows you to locally run large language models (LLMs). It
simplifies inference by offering an easy-to-use CLI for
downloading and interacting with models, enabling
developers to run LLMs without needing specialized server
infrastructure.



To proceed with this integration, you’ll need to install Ollama
on your local machine. You can find installation instructions
at https://ollama.com/.

Once installed, pull the model we'll use for this example with
the following command:

ollama pull gurubot/tinystories-656k-q8

This model, similar to the one used in chapter 5, generates
stories based on a given prompt containing the beginning of
a story. While the generated stories may not always be
perfectly coherent, this lightweight model (less than 1MB) is
ideal for demonstrating the integration due to its simplicity
and minimal resource requirements.

With Ollama installed and the model ready, let’s move on to
embedding the custom interface into our smart CMS.

BUILDING THE CUSTOM PROVIDER

While we could create our own custom provider embedding
ONNX for wasi:nn, we'll simplify things by utilizing a third-
party provider.

To include the provider in our project, we'll add it as a Git
submodule. A Git submodule allows us to track an external
repository within our project’s directory. From inside the
smart-cms/ directory, add the submodule with the following
command:

git submodule add https://github.com/danbugs/ollama-provider.git

Inside the ollama-provider/ directory, two key components
are relevant for our application:

1. The source code for the Ollama provider.


https://ollama.com/

2. The WIT interface for the custom Ollama interface,
located in the wit/ directory.

The Ollama WIT interface is shown in listing 6.20.

interface generate {
record request {
prompt: string,
images: option<list<string>>

by

record response {
model: string,
created-at: string,
response: string,
done: bool,
context: option<list<s32>>,
total-duration: option<u64>,
load-duration: option<u64>,
prompt-eval-count: option<ulé>,
prompt-eval-duration: option<ué64>,
eval-count: option<ulé>,
eval-duration: option<ué4>,

by

generate: func(req: request) -> result<response, string>;

I
This interface defines:

e Request record Contains input parameters for the
Ollama API, such as a prompt Or images (€.g., PNG or JPEG
files).

e Response record The output of the model, which
includes properties like response (the generated text),
done (indicating process completion), and additional
metadata for evaluation and performance.



e Generate function The primary function that takes a
request and returns either a response Or an error message

Additionally, the provider includes another WIT file,
provider.wit, @s shown in listing 6.21.

package thomastaylor3l2:ollama;

world provider-ollama {
export generate;

;

This WIT defines the provider-ollama world, where the
provider implements the generate function. The provider
interacts with the Ollama API, which is accessible locally by
default at nttp://127.0.0.1:11434.

Ensure the Ollama API is running by either starting the
Ollama application or executing: ollama serve.At the root of
the o11ama-provider/ directory, YOU’” find @ wasmcloud.toml fiIe,
as shown in listing 6.22.

name = "Ollama"
language = "rust"
type = "provider"

[provider]
vendor = "thomastaylor3l2"

This file declares the provider type with the line type =
"orovider”. Similar to building Wasm components, you can
use wash to build providers. In the ci1ama-provider/ directory,
build the Ollama provider with:

wash build



This will generate ollama-provider.par.gz IiN the puila/
directory, which is a provider archive.

TIP

wasmCloud offers tools to interact with provider archives

using wash par. To inspect the archive, run: wash par
inspect <path to ollama-provider.par.gz>

With the provider built, add it to the waan.yam1 file, placing it
below the xvnats provider:

# ...

- name: ollama
type: capability
properties:
image: file://./ollama-provider/build/ollama-provider.par.gz

Before linking it to our application, we need to add the WIT
dependency. Let’s handle that next.

USING CUSTOM WIT INTERFACES WITH WASMCLOUD

To integrate custom WIT interfaces in wasmCloud, the first
step is to define the namespace and package in the
application’s wasmcloud.toml file. This is done by adding an
override. See listing 6.23 for the updated smart-
cms/wasmcloud. toml file with the necessary changes.



name = "smart-cms"

version = "0.1.0"

language = "rust"

type = "component"
[component]

wit_world = "backend"
wasm_target = "wasm32-wasip2"

[overrides] #A
"thomastaylor3l2:ollama" =
[CA]{ path = "./ollama-provider/wit/" } #A

#A Added override to link the thomastaylor312:ollama interface.

Here, the override links the thomastaylor3i2:0l11ama N@mMespace
and package combination to the local path of the Ollama
provider’s WIT directory. This ensures that the interface is
resolvable within our application.

With the override in place, we can now import the Ollama
interface in our smart-cms WIT file. The updated smart-
cms/wit/world.wit file is shown in listing 6.24.

package smartcms:store-and-ai-story-generator;

world backend {
import wasi:keyvalue/atomics@0.2.0-draft;
import wasi:keyvalue/store@0.2.0-draft;
import thomastaylor3l12:ollama/generate; #A
export wasi:http/incoming-handler@d.2.2;

}

#A Imported thomastaylor312:ollama/generate interface.

This import makes the generate interface from the Ollama
package accessible to our application, allowing us to use its
machine learning functionality.



The next step is to link the Ollama capability provider to the
WIT interface in the wadm.yam1 file. Listing 6.25 shows the
updated wadm.yam1 manifest with this addition.



apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:
name: smart-cms
annotations:
description: "A smart CMS!"
spec:
components:
- name: http-component
type: component
properties:
image: file://./build/smart_cms_s.wasm
traits:
- type: spreadscaler
properties:
instances: 100
spread:
- name: eastcoast
weight: 80
requirements:
zone: us-east-1
- nhame: westcoast

weight: 20
requirements:
zone: us-west-1
- type: link
properties:

namespace: wasi
package: keyvalue
interfaces: [store, atomics]
target:
name: kvnats
config:
- name: wasi-keyvalue-config
properties:
bucket: default
enable_bucket_auto_create: 'true'
- type: link #A
properties: #A
target: ollama #A
namespace: thomastaylor3l2 #A



package: ollama #A
interfaces: [generate] #A
target_config: #A
- name: ollama-conf #A
properties: #A
model_name: gurubot/
[CAltinystories-656k-q8 #A

- name: httpserver
type: capability
properties:
image: ghcr.io/wasmcloud/http-server:0.23.2
traits:
- type: link
properties:
target: http-component
namespace: wasi
package: http
interfaces: [incoming-handler]
source_config:
- name: default-http
properties:
address: 127.0.0.1:8000

- name: kvnats
type: capability
properties:
image: ghcr.io/wasmcloud/keyvalue-nats:0.3.1

- name: ollama
type: capability
properties:
image: file://./ollama-provider/build/ollama-provider.par.gz

#A Linked capability provider (ollama) to WIT interface
(thomastaylor312:ollama/generate).

In this configuration:

e The ol1ama provider is linked to the generate interface.

e The target config specifies the model name
gurubot/tinystories-656k-g8, which we downloaded earlier.



Finally, since the Ollama interface isn’t officially supported by
wasmCloud, we need to use wit-bindgen t0 generate bindings

for the WIT interface. Add the following dependency to your

Cargo.toml file:

wit-bindgen = "0.36.0"

With that, we've prepared everything needed to integrate
the Ollama functionality. Up next, we'll add the /api/generate
route to our smart CMS application.

CREATING THE /apr1/ceNeraTE ROUTE

To enable interaction with our custom WIT interface in the

smart CMS application, we use wit-bindgen t0 generate the

necessary glue code. At the top of your smart-cms/src/lib.rs
file, add:

wit_bindgen::generate! ({ generate_all });

This generates all required glue-code for our custom
interface. With that, next, we can bring in the specific
bindings for the generate function and its request struct:

use thomastaylor312::ollama::generate::{generate, Request};

With the setup complete, add a /api/generate route to the
match Statement in your component's handle function:



match parts.uri.path() {

"/api/create" => {
/]l ...

}

"/api/retrieve" => {
/]l ...

}

"/api/generate" => { #A
/] ... #A

}O#A

_=>A{
Ok(http::Response::new("Invalid route!\n".to_string()))

;

#A Added the /api/generate route.

All the new logic will be inside the /api/generate match arm.
Start by generating a story:

let prompt = "Once upon a time".to_string();
let generated_story = generate(&Request {
prompt: prompt.clone(),
images: None,
}) .unwrap();
let story = format!("{}{}", prompt, generated_story.response);

Here, a static prompt, "once upon a time", is passed to the
generate function. Then, the response is concatenated with
the prompt to create the final story.

Next, store the generated story in the key-value bucket:

let bucket = store::open("default").unwrap();

let count = atomics::increment(&bucket, "counter", 1).unwrap();
let story_name = format!("generated{}", count);
bucket.set(&story_name, story.clone().as_bytes()).unwrap();

Here, again, the bucket is opened using the default
namespace. Then, a counter is incremented to create a



unique story title, generateax and the story is stored in the
key-value bucket.

Finally, structure the HTTP response:
Ok(http::Response: :new(format! ("{}\n{}\n", story_name, story)))

The response follows the format established in the
/api/create route, where the first line is the title, and the
subsequent lines are the content of the story.

See listing 6.26 for the overall updated smart-cms/src/lib.rs
file.



use std::io::Read;
use wasmcloud_component::http;
use wasmcloud_component::wasi::keyvalue: :%;

wit_bindgen::generate! ({ generate_all });
use thomastaylor312::ollama::generate::{generate, Request};

struct Component;
http::export! (Component);

impl http::Server for Component { #A
fn handle(
request: http::IncomingRequest,
) -> http::Result<http::Response<impl http::0utgoingBody>> {
let (parts, mut body) = request.into_parts();

match parts.uri.path() {
"/api/create" => { #B
let bucket = store::open("default").unwrap();

let mut buf = Vec::new();
body.read_to_end(&mut buf).unwrap();
let body = String::from_utf8(buf).unwrap();

let mut lines = body.lines();

let story_name = lines.next().unwrap_or("Unnamed
[CAIStory").trim();

let story_content = lines.collect::<Vec<&str>>().joi

n("\n");

bucket.set(story_name, story_content.as_bytes()).unw
rap(Q);

Ok(http::Response: :new(format!("Stored {}\n", story_
name)))

}
"/api/retrieve" => { #C
let bucket = store::open("default").unwrap();

let mut buf = Vec::new();



body.read_to_end(&mut buf).unwrap();
let story_name =
[CA]String::from_utf8(buf).unwrap().trim().to_string();

match bucket.get(&story_name).unwrap() {
Some(content) => {
let story_content =
[CA]String::from_utf8(content).unwrap();

[CA]JOk(http::Response::new(format! ("{story_content}\n")))
}
None => {
Ok(http::Response: :new
[CA]("Story not found\n".to_string()))

}
¥

}

"/api/generate" => { #D
let prompt = "Once upon a time".to_string();

let generated_story = generate(&Request {
prompt: prompt.clone(),
images: None,
}) .unwrap();
let story = format!("{}{}", prompt,
[CA]lgenerated_story.response);

let bucket = store::open("default").unwrap();

let count = atomics::increment(&bucket, "counter",
[CA]1) .unwrap();

let story_name = format!("generated{}", count);

bucket.set(&story_name, story.clone().as_bytes()).un

wrap();
Ok(http::Response: :new(format! ("{}\n{}\n", story_nam
€,
[CA]story)))
}
_ = {
Ok(http::Response::new("Invalid route!\n".to_string
0N
¥



l;

#A Implements http::Server to expose the component via HTTP.

#B /api/create handles story creation and stores it in the key-value
bucket.

#C /api/retrieve retrieves stories from the bucket based on a provided
key.

#D /api/generate generates a story, stores it, and returns the title and
content.

Finally, in the smart-cms/ folder, build and deploy your
application:

wash build
wash app deploy ./wadm.yaml

Verify the deployment status with wash app 1ist. If everything
is configured correctly, the app will show a "Deployed"
status. Up next, let’s test the functionality of our
/api/generate route.

TESTING OUR APPLICATION

With our application running via an HTTP endpoint, we can
now connect it to a frontend interface. You're welcome to
build your own, or you can use the one I've created. You can
find it at:

https://github.com/danbugs/serverside-wasm-book-
code/blob/main/chapter06/smart-cms/index.html.

To use this frontend:

1. Copy the raw file content from the link.
2. Save it locally as index.ntm1 in the smart-cms/ directory.
3. Open the file in a browser.


https://github.com/danbugs/serverside-wasm-book-code/blob/main/chapter06/smart-cms/index.html

NOTE

Or, if you want, instead of opening in your browser
directly, you can use a tool like nttp-server (installable with
cargo install http—server). From the smart-cms/ folder, run
http-server ./index.html, then navigate to the appropriate

localhost URL (shown in the terminal output) in your
browser.

The interface should look like figure 6.7.
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Figure 6.7 Interface of our smart CMS frontend.
Using this frontend, you can:

e Create new stories.



e Retrieve existing stories by name.
e Generate Al stories.

When you click the “"Generate Story” button, the application
will call the /api/generate route, and you should see a
response pop up.

Awesome! We've successfully rebuilt our smart CMS
application using wasmCloud. This time, we avoided writing
any host-related code while gaining the benefits of a robust
hosting environment. wasmCloud handles:

e Load balancing across instances of our component.

e Spreading those instances across multiple hosts, which
could be on entirely different physical machines.

We only had to focus on implementing the business logic for
our application. Additionally, we've enhanced the smart CMS
by making it accessible via an HTTP interface, ensuring
smooth integration with frontend tools like the one
demonstrated here.

6.7 Summary

e wasmCloud and Spin provide a robust platforms for
running Wasm microservices, significantly reducing the
need for custom host development.

e Standardized interfaces, like wasi:keyvalue, Streamline the
process of integrating capabilities such as persistent
storage into applications while ensuring interoperability
with various providers.

e Applications in wasmCloud can be scaled dynamically
with the spreadscaler trait, allowing efficient handling of
concurrent requests by deploying multiple component
instances.



The NATS lattice enables seamless communication
between components distributed across multiple hosts,
ensuring resilience and fault tolerance.

Machine learning functionalities can be added to
wasmCloud applications using custom WIT interfaces
and third-party providers, showcasing wasmCloud’s
extensibility.

wasmCloud’s architecture eliminates the need for
developers to write non-business logic, focusing solely
on application features and functionality.

By leveraging off-the-shelf Wasm hosts, developers can
achieve faster development cycles while maintaining
robust and scalable architectures.



7 Introduction to Wasm
containers

This chapter covers

The differences between containers and Wasm
Wasm containers

Distributing Wasm as OCI images
Containerizing wasmCloud applications
Converting containers to Wasm

We’'ve come a long way from manually handling string
objects by storing their UTF-8 encoded characters in a Wasm
module’s linear memory and passing them across the host-
to-module boundary using integer parameters for the
string's length and memory location. In the previous
chapter, we explored wasmCloud—a high-level Wasm
runtime—and saw how it enables the use of standard and
non-standard WIT interfaces to bring higher-level
capabilities such as key-value stores and machine learning
models to our Wasm applications.

However, one important aspect we’ve yet to explore—aside
from briefly mentioning it in chapter 1—is Wasm’s
distribution story. Traditionally, developers distribute and
deploy their applications using containers, which package
code and its dependencies into a single unit, allowing
applications to run consistently across environments, from
local machines to cloud platforms. At first glance, Wasm, as
a hardware abstraction layer, may sound similar to
containers—and if you think so, you’re not wrong!



In this chapter, we’ll dive deeper into how containers work
and highlight the parallels between containers and Wasm.
We'll also examine Wasm containers—the concept we teased
in chapter 1. Finally, we’ll explore how to convert traditional
containers to Wasm, bridging the gap between these two
powerful paradigms for application deployment and
distribution.

7.1 Containers vs. Wasm

If you've ever developed an application, chances are you’'ve
reached a point where you wanted to share it with others.
But what if your application requires other software (for
example, Ubuntu 22.04 and Python 3.8) which other people
don’t have installed? You’d like your app to behave
consistently even if its users are running it in a very different
environment, like Windows using Python 3.10. Today, the
most common way to do that is by using containers, which
package your application so it runs consistently across any
two computers with the same CPU architecture.

This consistency is achieved by leveraging operating system
mechanisms such as control groups (cgroups) and
namespaces (or their equivalents on platforms like
Windows). These mechanisms provide the isolation and
resource control needed for containers to function. As
illustrated in figure 7.1, containers bundle your application
together with everything it needs to run —such as a
userspace environment (including system libraries and
utilities), binaries, and other dependencies—on top of the
container runtime (e.g., the Docker engine). Importantly,
containers share the host's kernel rather than including their
own, which distinguishes them from virtual machines.
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Figure 7.1 The typical architecture of a containerized system, illustrating
how applications are packaged with their dependencies and userspace
environment, all managed by the Docker engine on top of the host
operating system.

By packaging your application this way, you ensure that it
behaves identically on two different computers running
different operating systems. This consistency is guaranteed
because the application always runs userspace environment
and with the same dependencies, regardless of the
underlying host. For example, your application might require
Ubuntu userspace utilities and libraries, but it could be
deployed to a machine running either Ubuntu, or a different
Linux, or even Windows.

Wasm, as we know, is also a method for packaging
applications, and its execution model shares many
similarities with Docker's approach. As shown in figure 7.2,
the Wasm runtime, when combined with WASI, occupies a
similar architectural layer to the Docker engine, providing
the interface between your application binaries and the host
operating system.
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Figure 7.2 A side-by-side comparison of the execution models for
containers and Wasm, showing how both systems provide an abstraction
layer between applications and the host operating system.

However, to understand the differences between containers
and Wasm, we need to zoom in and examine what exactly is
being distributed. When you distribute your app via
containers, you often package a userspace environment with
system libraries and utilities. But when you distribute via
Wasm, you only package your application logic. This
distinction brings two key benefits:

1. Smaller binaries Wasm binaries are typically much
smaller than container images, making them easier to
distribute and faster to download. For comparison, even
minimal "distroless" container images are typically a few
megabytes, while Wasm binaries are often measured in
kilobytes.

2. Faster start-up times Wasm binaries can start almost
instantaneously, whereas containers often have higher
overhead due to initializing their userspace environment
and its resources.

These advantages are achieved without sacrificing
portability, because Wasm doesn't make assumptions about
its hosting environment. Instead, it relies on WASI—our



standardized, portable system interface—to communicate
with any host operating system.

However, it's worth noting that WASI itself must be
implemented by Wasm runtimes (e.g., Wasmtime). This
means the responsibility of ensuring portability shifts from
application developers to runtime developers, simplifying the
process for those building Wasm applications while
maintaining flexibility and cross-platform compatibility.

Wasm is actually even more portable than traditional
containers. As mentioned earlier, Docker ensures an
application runs the same on two computers, provided they
share the same CPU architecture. This means that a
container image (i.e., what you build containers from)
created for, say, AMD will not work on ARM without creating
a multi-architecture image. Wasm, on the other hand,
eliminates this requirement. Wasm is entirely hardware-
agnostic, meaning a Wasm binary built on AMD will run the
same on an ARM machine.

7.2 Wasm containers

So, what do people mean when they talk about Wasm
containers? Is it Wasm inside a traditional Linux container?
Is it just a rebranding of Wasm itself as a means of
distribution? Or is it something entirely new? To answer that,
let’s first explore how traditional containers work.

We'll start by taking a closer look at the Docker engine.
When you run a container, a series of processes and
mechanisms work together to bring it to life. At its core, the
Docker engine relies on runc—a low-level container runtime
—to spawn the container process. Once the container is up
and running, runc hands off control to the containerd-shim.



Think of a shim like a physical shim: it fits between two
things and fills the gap so they can work together smoothly.
In this case, the containerd-shim sits between the runtime
and the container, acting as a kind of spacer and helper. It
allows the container to continue running even after the
parent process exits, redirects the container’s logs, and
manages lifecycle events like pause and restart.

Sitting above these shims is the containerd process, which
acts as the central manager for all containers on a host
system. It interfaces with the Docker engine and
orchestrates interactions between the containerd-shims, the
underlying host system, and any external resources required
by the containers. Both containerd and containerd-shim are
integral components of the Cloud Native Computing
Foundation (CNCF) ecosystem. This layered architecture is
illustrated in figure 7.3.
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Figure 7.3 A detailed view inside the Docker engine, showcasing the key
components and mechanisms (e.g., containerd, runc, and containerd-
shim) responsible for managing and starting container processes.

Back in 2022, Docker introduced the Docker+Wasm
Technical Preview, enabling developers to leverage their
familiar Docker tooling for Wasm workloads. While this
feature has moved from technical preview to beta, support
remains experimental and can be unstable across different
environments and Docker versions. For learning purposes,
we'll focus on running Wasm containers directly with



containerd—the underlying container runtime that Docker
itself uses.

So, what do the inner workings of the Docker engine look
like when running Wasm? Let’s take a look at figure 7.4 and
compare it to figure 7.3.
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Figure 7.4 A closer look inside the Docker engine when executing a

Wasm module, showing the key components, including containerd-shim-
wasm and the Wasm runtime.




As you can see, there are very few differences. First, instead
of having a container process, we now have the Wasm
module. The Wasm module is executed by a runtime we're
already familiar with (e.g., Wasmtime) and is managed by a
new type of shim—the containerd-shim-wasm, which, again,
handles tasks such as redirecting logs, and etc.

TIP

If you want to check out which other runtimes are
supported aside from Wasmtime, visit the runwasi project:
https://github.com/containerd/runwasi/tree/main/crates .
runwasi IS the umbrella name for container runtime
extensions for containerd that support running Wasm
workloads.

RUNNING WASM INSIDE TRADITIONAL CONTAINERS

Leveraging containerd-shims isn’t the only way to run
Wasm modules or components within containers. Another
option is to embed a Wasm runtime inside a traditional
Docker container, effectively allowing you to run Wasm on
top of it. This approach is particularly useful for projects
that require more than just a standalone Wasm binary—
such as those that rely on additional infrastructure
components. For example, wasmCloud projects often
depend on an ecosystem that includes a NATS server. We’'ll
explore this approach in more detail later in the chapter.

7.3 Running a Wasm container

Let’s walk through running a simple Wasm container. In your
chapter07/ directory create a standard Rust application with
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the following command:

cargo new hello-wasm-container

Feel free to update the default printin! (“Hello, World!”)
message in the main.rs file to something like:

println! ("Hello, Wasm containers!");

Once that’s done, from the nelio-wasm-container/ folder,
compile the application into a Wasm module by running:

cargo build --target wasm32-wasipl --release

After the build completes, locate the generated Wasm
module. For convenience, move it to a new folder called bin/
within chapter07/hello-wasm-container/.

With the Wasm module ready, we can now use it to build our
very first Wasm container. To do this, we’ll use a Dockerfile.
Dockerfiles are configuration files that define how a
container image is built, specifying the base image, copying
application files, and setting the execution command.

Next, we should create a file called pockerrile at the root of
hello-wasm-container/ @nd populate it as shown in listing 7.1.

FROM scratch
COPY /bin/hello-wasm-container.wasm /hello-wasm-container.wasm

ENTRYPOINT ["hello-wasm-container.wasm"]
In this listing, we are doing the following:

e rrROM scratch Specifies an empty base image, as Wasm
binaries don’t require an operating system.



e cory Copies our compiled Wasm module (hello-wasm-
container.wasm) iNto the container at the specified path

(/hello—wasm—container . wasm) .

e NTRYPOINT Defines the Wasm module as the main
executable to run when the container starts.

7.3.1 Setting up containerd and Wasm support

Before building our Wasm container, we need to install
containerd and the Wasmtime shim. The setup script we'll
use is designed for Linux systems. If you're on Windows,
WSL is recommended. Mac users should note that ctr
doesn't currently run natively on macOS (see
https://github.com/containerd/containerd/issues/1881), so a
Linux VM is recommended.

Run the following command to download and execute the
installation script:

curl -sSL https://raw.githubusercontent.com/danbugs/serverside-wasm-
book-
[CA]lcode/refs/heads/main/chapter07/hello-wasm-container/install-cont
ainerd-

[CAJwasm.sh | bash

The script will:

e Download and install containerd
e Configure containerd to run as a systemd service

e Download and install the containerd-shim-wasmtime
binary

e Verify the installation
After the script completes, verify that containerd is running:

sudo systemctl status containerd


https://github.com/containerd/containerd/issues/1881

You should see output indicating that containerd is active
and running.

Verify the Wasmtime shim is installed:

which containerd-shim-wasmtime-v1

This should output /usr/local/bin/containerd-shim-wasmtime-vl.

7.3.2 Building and running the Wasm container

Now that we have containerd and the Wasmtime shim
installed, we can build our Wasm container image. We'll use
Docker's buildx tool to create the image, then run it with
containerd's ctr command.

First, create a builder that supports the Wasm platform:

docker buildx create --name wasm-builder --driver docker-container -
-use

The buildx plugin extends Docker with advanced build
capabilities powered by BuildKit. We name it wasm-builder and
set it as the active builder with the --use flag. This builder
will allow us to build images for the wasi/wasm32
platform.Now, from inside hello-wasm-container/, build the
Wasm container image and export it as an OCI archive:

docker buildx build --platform wasi/wasm32 -t
[CAlhello-wasm-container --output type=oci,dest=hello-wasm-containe
r.oci .

In this command:

e The --platform wasi/wasm32 flag specifies that we are
building a Wasm container targeting the wasi/wasn32
platform. This ensures the image metadata correctly
identifies the binary as Wasm.



e The --output type=oci,dest=hello-wasm-container.oci flag
exports the image as an OCI (Open Container Initiative)
archive instead of loading it into Docker's image store.
We'll dive deeper into OCI and its role in Wasm
distribution in the next section.

e The -t flag (short for "tag") assigns a name and optional
tag to the container image (e.g., hello-wasm-container).

e The final . indicates the current directory, where the
Dockerfile and build context are located.

Import the OCI image into containerd:

sudo ctr -n default images import --platform=wasi/wasm32 hello-wasm-
[CA]lcontainer.oci

The -n gerault flag specifies the namespace (default is the
standard namespace for containerd), and the --piatform flag
tells containerd which platform variant to import.

Verify the image was imported successfully:

sudo ctr -n default images 1s | grep hello-wasm

Now run the Wasm container:

sudo ctr run --rm --runtime io.containerd.wasmtime.vl --platform
[CA]Jwasi/wasm32 docker.io/library/hello-wasm-container:latest hello-
wasm-

[CAlinstance

The --runtime io.containerd.wasmtime.vl flag specifies we want
to use the Wasmtime runtime via its containerd shim, and
hello-wasm-instance iS @ unique identifier we assign to this
running container instance.

This should output:



Hello, Wasm containers!

Congratulations! You just ran your very first Wasm
container! This is significant because, as we discussed back
in chapter 1, Wasm containers offer several advantages over
traditional Docker containers.

One of the biggest benefits is faster cold starts. Unlike
Docker containers, which require initializing their userspace
environment, Wasm containers only load the application
itself. This significantly reduces startup times—often making
Wasm containers up to 160% faster to boot compared to
their Docker counterparts.

Another key advantage is smaller binary sizes. Traditional
Docker container images include not just the application but
often also a userspace environment with system libraries
and utilities, resulting in large image sizes that need to be
downloaded and deployed. In contrast, Wasm binaries
contain only the application logic and any necessary
dependencies, often making them 80% smaller than
equivalent Docker container images. This reduction in size
speeds up distribution and deployment while minimizing
storage and bandwidth requirements.

These benefits make Wasm containers an excellent choice
for resource-constrained environments, such as IoT devices
or edge computing platforms, where traditional containers
may struggle due to their size and initialization overhead.

7.4 Wasm and the Open Container
Initiative
The Open Container Initiative (OCI) is an open governance

structure maintained by the Linux Foundation, focused on
defining industry standards for container runtimes, images,



and distribution. It ensures interoperability between
container technologies, allowing developers to build and run
applications across different platforms without being locked
into vendor-specific solutions.

In early 2024, OCI released version 1.1 of its specification
(https://opencontainers.org/posts/blog/2024-03-13-image-
and-distribution-1-1/). One of the most significant additions
in this update was support for OCI artifacts, which allows
metadata and non-container objects to be stored and
distributed using OCI registries. This extends OCI’s scope
beyond just containers, enabling it to package and manage
arbitrary content, including Wasm components and WIT
definitions.

With this expanded capability, the Wasm artifact format
(https://tag-runtime.cncf.io/wgs/wasm/deliverables/wasm-
oci-artifact/) was introduced, defining a standardized way to
package Wasm components and their required WIT
dependencies as OCI artifacts. This means that both Wasm
components and WIT definitions can now be stored,
distributed, and deployed using OCI registries—just like
traditional container images. As a result, Wasm workloads
can integrate with existing cloud and container
infrastructure, making it easier to deploy and manage Wasm
applications across major cloud providers. Let’s see an
example of packaging and publishing a Wasm component as
an OCI image!

7.4.1 Packaging and publishing Wasm
components as OCI images

We'll be publishing our image to our personal GitHub
accounts using the GitHub Container Registry (GHCR).
Before we begin, if you'd like to follow along, you’ll first need
to log in to GHCR.
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To do so, you'll need a personal access token (PAT) for your
GitHub account. You can generate one by following these
instructions:
https://docs.github.com/en/authentication/keeping-your-
account-and-data-secure/managing-your-personal-access-

tokens#creating-a-personal-access-token-classic. Make sure
to grant the token the following permissions:

® write:packages allows pushing images to GHCR
® read:packages allows pulling images from GHCR

® delete:packages (optional) allows deleting images from
GHCR

Once you have your token, you're ready to log in. Run the
following command in your terminal:

echo "<your PAT>" | docker login ghcr.io -u <your GH username> --pas
sword-
[CAlstdin

NOTE

While testing this example, I encountered mixed results on
Windows. If you're using Windows, it's recommended to
run this inside Windows Subsystem for Linux (WSL) for
better compatibility.

Now that we're all set up, we need a Wasm component to
publish. To keep our focus on OCI packaging, let’s reuse the
component we built in chapter 4, section 4.2.1. If you don't
have that component handy, you can create a new one
using:

cargo component new --bin <your component name>
cd <you component name>
cargo component build --release
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Once you have a component, place it in a new directory
inside chapter07/—f0r example, chapter07/wasm-oci/<component

name>.wasms.
Now, in your terminal, run:

wkg oci push ghcr.io/<your GH username>/<your oci image name>:latest
<path
[CA]to your wasm component>

NOTE

wkg iS @ tool for managing Wasm OCI artifacts, making it
easy to package and distribute Wasm components. You

can install it locally by running cargo install wkg@0.10.0 --
locked

If everything went as expected, you should now see your
package listed under the Packages tab of your GitHub
profile. However, keep in mind that, by default, packages
published to GHCR are private. If you want to share your
Wasm component with others, you’ll need to update its
visibility settings.

Awesome! We've just packaged a Wasm component as an
OCI image! Now, what can we do with it?

7.4.2 Inspecting Wasm component OCI images

Next up, let’s take a moment to understand what’s
happening under the hood. To do that, we’ll inspect our
published image using regct1, @ command-line tool for
interacting with OCI registries.



NOTE

If you'd like to follow along, you can install regct1 on
Ubuntu using snap with sudo snap install regclient At the
time of writing, this installs regct1 version 0.8.0. For other
operating systems, follow https://regclient.org/install.

To start, let’s take a look at our application’s manifest by
running:

regctl manifest get ghcr.io/<your GH username>/<your oci image name
>:latest

NOTE

If your package is not public, you'll need to log in to the
registry first using your GH PAT: echo "<your PAT> " | regctl

registry login ghcr.io -u "<your GH username>" --pass-stdin

You should get output like listing 7.2.

Config:

Digest: sha2b6:2ef427...
MediaType: application/vnd.wasm.config.vB@+json
Size: 520B
Layers:
Digest: sha256:0223ch. ..
MediaType: application/wasm
Size: 82583B

Here, we can see that Config.MediaType and Layers.MediaType
indicate that this is a Wasm OCI image. These fields follow
the Wasm artifact format we mentioned earlier, ensuring


https://regclient.org/install

compatibility across different tools and platforms. By
adhering to these standards, the ecosystem can build tooling
around Wasm OCI images just like it does for traditional
container images, enabling distribution and integration
across registries, cloud environments, and runtimes.

Next up, we can further inspect our config.MediaType by
referencing its digest—a unique identifier derived from the
content of a file or object, ensuring integrity and preventing
accidental modifications. We do this using the following
command:

regctl blob get ghcr.io/<your GH username>/
[CA]l<your oci image name>:latest sha256:2ef427... | jq

Here, we are fetching the config blob associated with our
OCI image using regctl blob get, and then piping (1) the

output to 59, @a command-line JSON processor that helps

format and analyze JSON data.

NOTE

To install 54, visit https://jglang.org/download/

This command produces output similar to listing 7.3.


https://jqlang.org/download/

Listing 7.3 Result from inspecting a Wasm contig.mediaype |
{

"created": "<some date>",
"author": null,
"architecture": "wasm",
"os": "wasip2",
"layerDigests": [
"sha256:0223cbh..."

]I

"component": {
"exports": [
"wasi:cli/run@e.2.0"

]I
"imports": [
"wasi:cli/environment@0.2.0",
"wasi:cli/exit@0.2.0",
"wasi:io/error@e.2.0",
"wasi:io/streams@0.2.0",
"wasi:cli/stdin@0.2.0",
"wasi:cli/stdout@®.2.0",
"wasi:cli/stderr@e.2.0",
"wasi:clocks/wall-clock@d.2.0",
"wasi:filesystem/types@0.2.0",
"wasi:filesystem/preopens@d.2.0"
1,
"target": null
¥
I;

In this output, we can see that our Wasm OCI image is
explicitly marked as targeting the wasn architecture with
wasip2 as the operating system. Additionally, we get a full
breakdown of the component’s WIT imports and exports,
showing exactly what capabilities our Wasm module expects
from the host and what it provides.

This standardized approach to packaging Wasm components
within OCI artifacts establishes a foundation for distributing
and discovering Wasm components at scale. Instead of
manually copying WIT interfaces as we did in previous



chapters, developers can now pull them directly as OCI
artifacts using familiar tooling.

To see some examples of standard WIT interfaces being
distributed as OCI artifacts, check out the Bytecode
Alliance’s published packages:

https://github.com/orgs/bytecodealliance/packages.

7.4.3 Pulling and running Wasm OCI images

Now that we've successfully published our Wasm component
as an OCI image, let’s pull it back down and run it to
complete the cycle.

From inside the wasm-oci/ folder, run the following command:

wkg oci pull ghcr.io/<your GH username>/
[CAl<your oci image name>:latest -o ./pulled.wasm

This command fetches the Wasm OCI image from GHCR and
outputs it as a standalone Wasm module, ready to be
executed by a Wasm runtime.

To run it using Wasmtine, do:
wasmtime run ./pulled.wasm

If everything works correctly, you should see the following
output:

Hello, world!

And that’s it! We've pushed, inspected, pulled, and executed
a Wasm OCI image.

Overall, Wasm OCI images provide a standardized way to
distribute Wasm components, integrating seamlessly into
existing OCI-based tooling. This enables:
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e Discoverability Developers can store and retrieve
Wasm components from registries just like container
images.

e Integration with cloud-native workflows By
leveraging OCI, Wasm components can be managed
alongside traditional containers, making them easier to
adopt in existing infrastructure.

7.5 wasmCloud and Wasm containers

Earlier, when running our Wasm container, we used the
following command:

sudo ctr run --rm --runtime io.containerd.wasmtime.vl --platform
[CA]Jwasi/wasm32 docker.io/library/hello-wasm-container:latest hello-
wasm-

[CAlinstance

This let us run a Wasm module inside a container using
Wasmtime as the execution runtime. But, as we've seen
earlier, there are other options—different --runtime values or
shims, like io.containerd.spin.v2, let you run Spin applications
in a similar way.

So, does wasmCloud work the same way? Can we just swap
in @ wasmCloud shim and pass a different --runtime flag to
containerd?

The answer is no. Unlike the containerd-shim-based
approach we’ve used so far, wasmCloud doesn’t just wrap a
single Wasm binary in a container—it packages the entire
wasmCloud ecosystem. This ensures that wasmCloud retains
its full feature set, including wadm and the NATS lattice,
even when running in a containerized environment.

Rather than using a lightweight shim to start individual
Wasm binaries, wasmCloud provides a complete, self-



contained runtime that runs inside a container. Figure 7.5
illustrates how this setup works.
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Figure 7.5 A comparison of two approaches to running Wasm in
containers. On the left, Wasm runs directly inside a container using a
lightweight shim. On the right, Wasm is packaged within a container
alongside supporting infrastructure, as seen in wasmCloud’s approach,
which includes components like the NATS server, a local OCI registry,
and metrics/tracing tools.

On the left, we see the approach we've explored throughout
this chapter—the native method of running Wasm in
containers. This involves using containerd with a containerd-
shim that provides a Wasm runtime, such as Wasmtime or a
higher-level runtime like Spin. On the right, we have
wasmCloud’s approach, which takes a different route.
Instead of relying on a shim, wasmCloud packages its entire
host environment inside the container, running it as a self-



contained unit. This approach is more opinionated. It
packages more tools, resulting in larger containers, but
ensuring that developers can still take full advantage of
wasmCloud’s ecosystem, including features like linking
Wasm components to specific implementations that satisfy
their imports, and so on.

Let’s take a look at an example. To demonstrate, we’ll use
Docker Compose, which allows us to define and manage
multi-container applications using a single configuration file.
One of its key benefits is that it sets up a virtual network,
enabling communication between the containers it
orchestrates.

In figure 7.5, we illustrated a Docker Compose setup with
multiple components (available here:
https://github.com/wasmCloud/wasmCloud/blob/9b90b7fel
8f01517906065b34c5cbb8c054c01af/examples/docker/dock
er-compose-full.yml). This setup includes not only the core
wasmCloud infrastructure—such as the required NATS
server, WADM server, and wasmCloud host—but also
additional services like a local OCI registry (for storing Wasm
artifacts) and metrics/tracing tooling to monitor
performance.

For our example, we'll be using a streamlined version of that
setup, shown in listing 7.4.
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version: "3"

services:
nats: #A
image: nats:2.10-alpine #A
ports: #A

- "4222:4222" #A

command: ["-js"] #A

wasmcloud: #B

depends_on: #B
- "nats" #B

image: wasmcloud/wasmcloud:latest #B

environment: #B
RUST_LOG: debug,hyper=info,async_nats=info,oci_client=

[CA]linfo,cranelift_codegen=warn #B

WASMCLOUD_LOG_LEVEL: debug #B
WASMCLOUD_RPC_HOST: nats #B
WASMCLOUD_CTL_HOST: nats #B

ports: #B
- "8000:8000" #B

wadm: #C

depends_on: #C
- "nats" #C

image: ghcr.io/wasmcloud/wadm:latest #C

environment: #C
- WADM_NATS_SERVER=nats #C

#A Defines the NATS service, pulling the nats:2.10-alpine image and
exposing port 4222, The -js flag enables JetStream.

#B Defines the wasmCloud host service, which depends on NATS. It runs
the wasmcloud/wasmcloud image and sets environment variables for
logging and RPC communication.

#C Defines the wadm server service, which also depends on NATS and
runs the ghcr.io/wasmcloud/wadm image.

This Docker Compose file sets up a minimal wasmCloud
ecosystem, ensuring that the necessary services—NATS, the
wasmCloud host, and the wadm server—are correctly
orchestrated within separate containers. Now, place this
docker-compose.yaml file inside a new directory under your
chapter07/ projects folder, naming the subdirectory neiio-

wasmcloud-container/.



With this done, let’s quickly put together a wadm.yam1 file for
our application. This file defines how our wasmCloud
components will be deployed and connected within our
Docker Compose setup. Overall, it should look like listing
7.5.



apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:
name: hello-wasmcloud-container
annotations:
description: '
spec:
components:

- name: http-component #A
type: component #A
properties: #A

image: ghcr.io/wasmcloud/
[CA]lcomponents/http-hello-world-rust:0.1.0 #A

traits:
- type: spreadscaler
properties:

instances: 1

- name: httpserver
type: capability
properties:
image: ghcr.io/wasmcloud/http-server:0.25.0
traits:
- type: link
properties:
target:
name: http-component
namespace: wasi
package: http
interfaces: [incoming-handler]

source:
config:
- name: default-http
properties:

address: 0.0.0.0:8000

#A Defines the http-component, which is sourced from a pre-built Wasm
OCI image stored in GHCR.

This wadn.yaml file specifies how our Wasm components will
be orchestrated inside the wasmCloud runtime. Unlike



previous examples where we referenced a locally built Wasm
component, here, for ease of setup, we are using a pre-
packaged nttp-component Stored in GHCR. With this in place,
we're ready to run the example!

On one terminal, from inside our hello-wasmcloud-container/
directory, run:

docker compose up

This command will start all the services defined in our
docker-compose.yaml fiIe, bringing up the NATS server,
wasmCloud host, and WADM server as separate containers.
Note, since Docker Compose creates a dedicated network for
these containers, they can communicate without additional
configuration.

Once the services are up and running, in another terminal,
we can verify that our wasmCloud host is active by running:

wash get hosts

If everything is set up correctly, the host should appear in
the output, confirming that wasmCloud is successfully
running inside the container.

With our host verified, we can proceed with deploying our
wadm.yaml application definition. Now run:

wash app deploy ./wadm.yaml

After deploying, we can check that the application is running
by listing active applications with:

wash app list



If everything is working correctly, we should see our helio-
wasmcloud-container application in the output with confirmation
that it has been deployed successfully.

To further verify that our deployed component is handling
requests, we can send a request to the exposed HTTP server
by running:

curl http://127.0.0.1:8000/

If the application is running properly, this should return:

Hello from Rust!

Awesome—with that, we just deployed our Wasm component
onto the host running inside the wasmciouda Docker compose
service!

To stop Docker Compose, press Ctrl+C and then run docker
compose down tO Clean up our resources..

Now, while this setup demonstrates how to run a wasmCloud
application inside a container, it is by no means production-
ready. Docker Compose is primarily designed for local
development and lacks key features required for production-
grade orchestration in a real-world deployment. In the next
chapter, we'll take this a step further by learning how to
leverage Kubernetes to orchestrate and manage our
wasmCloud-based applications in a production-ready
mannetr.

7.6 Converting Linux containers to
Wasm

Unlike previous chapters, we won't be modifying our smart
CMS in this one—we’re saving that for the next chapter,



where we'll explore Wasm in Kubernetes. Instead, we'll focus
on a different hands-on demo: converting a Linux container
to Wasm. Let’s get started!

7.6.1 Introducing container2wasm

If you are not familiar with QEMU (https://www.gemu.org/),
it is an open-source machine emulator and virtualizer that
enables running programs compiled for one architecture on
another (e.g., running an ARM binary on an x86 machine). It
is commonly used for cross-platform development, testing,
and virtualization.

Much like QEMU, container2wasm provides CPU emulation,
allowing Linux-based container workloads to be converted
into Wasm binaries. This is particularly valuable because
many Linux applications require substantial modifications—
or even complete rewrites—to run as Wasm due to WASI's
limited POSIX support.

Rather than requiring developers to manually port
applications, container2wasm works by compiling CPU
emulators—including QEMU itself—into Wasm. This enables
existing Linux applications to be executed inside a Wasm
runtime with minimal modifications. Figure 7.6 illustrates
this process.


https://www.qemu.org/
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Figure 7.6 container2wasm encapsulates a CPU emulator to run Linux
and Linux applications inside Wasm, enabling execution within either a
WASI runtime or a browser environment.

The higher degree of portability does come with a cost,
though. In particular, you'll find that container2wasm
applications, compared to their equivalent raw Wasm
counterparts, have:

1. Lower performance due to the virtualization layer
introduced by the CPU emulator.

2. Larger binary sizes because of additional
dependencies, such as the embedded CPU emulator and
minimal Linux runtime.

Still, wasmifying a container allows you to use containers in
ways that weren't previously possible. Beyond simply
enhancing sandboxing and security, this approach opens up



new possibilities. For example, you can now run an entire
container inside the browser, creating in-browser
development and testing environments where users can
interact with a full Linux-based application without needing a
local container runtime.It also makes offline-first computing
much more practical. Applications that previously required a
cloud backend—Ilike collaborative document editors, CRM
dashboards, or project management tools—can now run
entirely in the browser and sync data back to the cloud when
a connection is available.

Additionally, this technique enables secure, ephemeral
execution environments. Think of things like running a
confidential form-filling app, an online coding interview tool,
or even short-lived data analysis tasks. These containers run
in a fully isolated way, and once closed, they leave no trace
on the user’s device.

Now, let’s try wasmifying our first container!
7.6.2 Installing container2wasm

To start off, let’s install container2wasm. At the time of

writing, prebuilt releases are only available for Linux amd64
and armé64. If you're using Windows, you can run it through
WSL. On macOS, since there’s no native support, so, again,
you'll likely need to provision a Linux environment to run it.

As of this writing, container2wasm’s latest version is 0.8.3,
so we'll be using that. Run the following command to begin
the installation:

wget https://github.com/container2wasm/container2wasm/releases
[CA]/download/v0.8.3/container2wasm-v0.8.3-1inux-amdé4.tar.gz



NOTE

If you're on an arm64 Linux machine instead of amd64,
make sure to download the arm64 release by replacing
amd64 in the link with arm64. You can find all available
versions at:

https://github.com/container2wasm/container2wasm/relea
Ses.

After downloading the release, extract the archive with:

tar -xvf container2wasm-v0.8.3-linux-amdé4.tar.gz

Next, move the extracted binaries to a directory in your paTn
so they can be used system-wide:

sudo mv c2w c2w-net /usr/local/bin/
Ensure the binaries are executable by running:
chmod +x /usr/local/bin/c2w /usr/local/bin/c2w-net

Now, verify that the installation was successful by checking
the version:

c2w --version

You should see output similar to:

c2w version v0.8.3
Finally, clean up by removing the downloaded archive:

rm container2wasm-v0.8.3-linux-amdé4.tar.gz

7.6.3 Using container2wasm


https://github.com/container2wasm/container2wasm/releases

Now, we're all set up to start using container2wasm. In your
chapter07/ directory, create a new folder for this project—let’s
call it hello-container2wasm/.

For this section, we'll set up a simple Python web server
using Flask, a widely used web framework for building
lightweight web applications and APIs.

Start by creating an app.py file inside the nello-container2wasm/
folder. Its contents should match listing 7.6.

from flask import Flask
app = Flask(__name__)

@app.route('/")
def hello():
return "hello from inside a container running on Wasm"

if __name__ == '__main__"':

app.run(host='0.0.0.0"', port=8000)

In this file, we define a minimal Flask web server. The r1asx
object initializes the application, and we define a single
route, /, which returns a simple text response when
accessed. The final block ensures the server runs on all
available network interfaces at port 8000, making it
accessible from outside the container once deployed.

With this done, in the same folder, let’s now create a
Dockerfile tO0 containerize our application. This file will define
the environment and dependencies needed to run our
Python web server inside a container. Your pockerrile Should
look like listing 7.7.



FROM python:3.9-slim
WORKDIR /app

RUN pip install flask
COPY app.py .

EXPOSE 8000

CMD ["python", "app.py"]

In this file, we define a lightweight containerized
environment for our Flask application. We start from the
python:3.9-slim base image, which provides a minimal Python
runtime. We set the working directory to /app, install Flask
using pip, and copy our app.py file into the container. The
ExPOSE 8000 instruction indicates that the application listens
on port 8000, and the final cvp instruction runs the
application when the container starts.

With the pockerrile in place, you can now build your
container image as you normally would by running:

docker build -t python-wasm-webserver .

This will compile your image and store it locally. Next, we
can use container2wasm tO0 convert our newly built container
image into a Wasm binary by running:

c2w python-wasm-webserver python-wasm-webserver.wasm

NOTE

This step can take a while.



Now that we have our Wasm binary, how do we run it?
Theoretically, we could use Wasmtime directly, but there’s a
limitation: Wasmtime doesn’t provide a built-in way to
forward ports to the local host. This means that while we can
execute the binary, we won’t be able to interact with our
web server.

Other runtimes, such as wazero
(https://github.com/tetratelabs/wazero), offer this
functionality out of the box. However, for convenience—since
we already installed it—we’ll use c2w-net. c2w-net iS @ wrapper
around Wasmtime that enables networked applications to
function properly by acting as a proxy.

You can do so by running the following command:

c2w-net --invoke -p localhost:8000:8000 ./python-wasm-webserver.wasm

[CAlnet=socket

You might see some “failed” logs, but these can be ignored.
After a short moment, you should see output similar to the
following:

* Serving Flask app 'app'

* Debug mode: off

WARNING: This is a development server. Do not use it in a production
[CA]ldeployment. Use a production WSGI server instead.

* Running on all addresses (0.0.0.0)

* Running on http://127.0.0.1:8000

* Running on http://192.168.127.3:8000

Press CTRL+C to quit

Now, in another terminal, run the following command:
curl http://127.0.0.1:8000/

This should return:


https://github.com/tetratelabs/wazero

hello from inside a container running on Wasm

And there it is! We just ran a Python Flask web server that
was containerized and converted to Wasm, providing it with
enhanced portability and security.

If you're interested in exploring more examples—especially
its use in browsers—check out:
https://ktock.github.io/container2wasm-demo/.

There, you'll find demonstrations such as a full Debian image
being wasmified and executed.

Or, if you'd like to try it yourself, you can run:

c2w ubuntu:22.04 ubuntu.wasm

Then, using Wasmtime, you can start a Wasm-encapsulated
Ubuntu environment with:

wasmtime ubuntu.wasm
Which should give you a shell prompt, like:

root@localhost:/#

With that, we've seen how container2wasm allows us to take
existing Linux containers and convert them into Wasm
binaries, making them more portable and secure. While this
approach introduces some trade-offs, such as increased
binary size and performance overhead, it opens up new
possibilities for running containerized workloads in
constrained environments—including the browser.

7.7 Summary


https://ktock.github.io/container2wasm-demo/

Containers and Wasm share similarities in providing
portability and isolation, but Wasm eliminates the need
for a guest OS, resulting in smaller binaries and faster
startup times.

Wasm containers leverage containerization principles to
package and distribute Wasm binaries, integrating them
into cloud-native ecosystems while maintaining Wasm'’s
lightweight nature.

The Open Container Initiative (OCI) now supports Wasm
artifacts, enabling standardized distribution of Wasm
components via OCI registries like GitHub Container
Registry (GHCR).

Unlike traditional container-based Wasm execution,
wasmCloud packages an entire host environment inside
a container, facilitating managed orchestration of Wasm
components.

container2wasm enables running Linux applications as
Wasm binaries by encapsulating a CPU emulator,
expanding Wasm'’s use cases to legacy applications and
in-browser execution.



8 Scalability for Wasm with
Kubernetes

This chapter covers

Exploring the CRD and operator patterns in Kubernetes
Extending Kubernetes to support Wasm workloads

Using SpinKube to deploy Spin Wasm apps to Kubernetes
Scaling Spin apps with Horizontal Pod Autoscalers
Deploying wasmCloud applications to Kubernetes

Wasm has some clear advantages over containers. It's
smaller, which makes it quicker to transfer over the network.
It starts up faster. And it's built with a stronger security
model. But despite all that, Wasm is still playing catch-up
when it comes to the mature tooling and ecosystem that
containers enjoy.

In the previous chapter, we looked at how to package Wasm
applications as container images. Using the OCI image
format, we tap into the rich tooling built for containers—most
notably, Kubernetes.

Kubernetes is the standard way to manage containers in
production. It takes care of scaling, load balancing, service
discovery, and more. In this chapter, we’ll look at how Wasm
can plug into that same system, and how we can take
advantage of the Kubernetes feature set to run and manage
Wasm workloads.

8.1 Kubernetes and Wasm



Imagine you're running an online game server that needs
more instances during peak hours. You don't want to
manually spin up new servers every evening and shut them
down at night. Kubernetes can handle that for you. It
watches how busy things are and scales up or down as
needed. That's just one example of the kind of operational
heavy lifting Kubernetes is built for.

If you've used Kubernetes before, you've probably used it to
deploy containers—maybe a web app, an API, or even that
same game server. That's what it's best known for. But
Kubernetes isn't just a container orchestrator. At its core, it's
an extensible API server that manages workloads through a
well-defined architecture.As shown in Figure 8.1, a
Kubernetes cluster consists of two main parts: the control
plane and the data plane. The control plane makes all the
decisions—where to place workloads, when to scale them,
and how to respond to failures. The data plane is where your
applications actually run, distributed across nodes that can
host both traditional containers and, as we'll see,
WebAssembly workloads.
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Figure 8.1 Kubernetes architecture showing the control plane (API
server, scheduler, controller manager) and data plane (nodes with pods).
The control plane manages cluster state and makes scheduling decisions,
while the data plane runs the actual workloads. Users interact with the
cluster through the API server, typically using kubectl commands or
YAML manifests.

Since version 1.7, when Custom Resource Definitions (CRDs)
were introduced, Kubernetes has been capable of managing
more than just containers—it can orchestrate pretty much
anything. But there's no built-in concept of an "application" in
Kubernetes. Instead, we compose apps from primitives like
deployments, services, and config maps. CRDs let us extend
that model by defining our own top-level resources—things
that look and behave more like actual applications. We can
then tweak their configuration the same way we would for
native Kubernetes resources.

There are plenty of real-world examples of this pattern.
Crossplane uses CRDs to model things like databases or



storage buckets. KubeVirt does it for virtual machines. And
we can do it for Wasm too.

Once a CRD is applied to our Kubernetes cluster, we can
deploy our custom resources (CRs) just like we would any
other Kubernetes object. But CRDs aren't the full story.
Having a CRD and applying a CR is only useful if there's an
operator—a controller running in the cluster that knows how
to handle that CR. The operator interprets what the resource
represents and acts accordingly. That might mean spinning
up a deployment, wiring up networking, or handling day-two
concerns like updates and restarts.

As shown in figure 8.2, this is exactly how Wasm fits into
Kubernetes today. Projects like Spin and wasmCloud have
done the heavy lifting of defining CRDs and building
operators, so we can simply apply them to our clusters and
let Kubernetes take care of orchestrating our Wasm apps like
any other workload.

rKubernetes

g ] loys Wi ‘
dep ofg, 2om_te-( Kuberetes API ith—-| Wasm app CRD () I-l—uses— Wasm operator
P server
User f_’

[ [

Wasm CRD enables Wasm operator uses the
Wasm to be used like CRD to create Wasm
any other Kubernetes deployments/services

resource

Figure 8.2 How a Wasm operator fits into Kubernetes: the user deploys a
Wasm app by submitting a CR to the Kubernetes API server. This
resource is defined by a Wasm-specific CRD, which is handled behind the
scenes by a Wasm operator.



KUBERNETES CONCEPTS FOR WASM DEVELOPERS

While we'll introduce Kubernetes terms as they appear in
context, a few concepts are worth understanding up front:

e YAML Manifests are the format Kubernetes uses for
its declarative configurations. You describe the desired
state (e.g., "I want 3 replicas of my app running"), and
Kubernetes figures out how to make it happen.

o Deployments are higher-level abstractions that
manage groups of identical pods. Think of them as
templates for your application instances that handle
scaling, updates, and recovery automatically.

e Services provide stable networking for your pods.
Since pods can come and go, services give them a
consistent address and handle load balancing.

e Namespaces are logical partitions within a cluster.
They're like folders in a filesystem—useful for
organizing resources and keeping different projects or
teams separated.

8.2 Running Wasm in Kubernetes with
SpinKube

Now let’s put what we’ve just learned into practice—starting
with SpinKube. SpinKube is the Kubernetes integration for
Spin, the Wasm framework we explored back in chapter 6. It
brings Spin's developer-friendly tooling into the Kubernetes
world using CRDs and operators under the hood.

Before we begin, it's worth noting that you’ll need Spin
installed on your system—we covered that back in chapter 6.
In this chapter, we’ll extend Spin’s capabilities by installing



an official plugin called kube, which streamlines the process
of deploying Spin applications to Kubernetes.

Other than that, to follow along with the rest of this chapter,
you’'ll need a few other tools installed locally: k3d to spin up
a local Kubernetes cluster, kubect/ to interact with it, and
Helm to simplify deploying resources to it. Once you've got
those in place, we’ll be ready to start working with SpinKube.

First, we'll install k3d to set up the Kubernetes cluster itself.
k3d is a tool that makes it easy to run a local Kubernetes
cluster by using Docker containers. It’s fast, lightweight, and
a great option for development and testing. At the time of
writing, I've installed the latest available version: v5.8.3. You
can find installation instructions here: https://k3d.io/v5.8.3/?
h=installation#releases.

Next up is kubectl/, the command-line tool used to interact
with a Kubernetes cluster. You'll use it to apply configs,
inspect resources, and run most Kubernetes-related
commands throughout this chapter. Installation instructions

are here: https://kubernetes.io/docs/tasks/tools/. Locally,

I'm using:

kubectl version --client
Client Version: v1.33.0
Kustomize Version: v5.6.0

Then, we’ll need Helm. Helm is a templating tool that helps
you generate the YAML needed to interact with the
Kubernetes API. It's built for managing complex deployments
without needing to hand-write pages of YAML. You can think
of it as a way to bundle Kubernetes manifests together with
configuration values, making deployment simpler and more
repeatable.


https://k3d.io/v5.8.3/?h=installation#releases
https://kubernetes.io/docs/tasks/tools/

NOTE

In some ways, Helm and CRDs solve similar problems—
they both abstract complex Kubernetes deployments that
would otherwise require writing large complicated
manifests. But while CRDs extend the Kubernetes API from
the inside, Helm works on the client side. It prepares and
sends the full set of objects—deployments, services, and so
on—to the cluster in one go.

You can install Helm by following:
https://helm.sh/docs/intro/install/. I'm using the following
version:

helm version

version.BuildInfo{Version:"v3.17.3",
[CA]GitCommit:"e4da49785aa6ebee2b86efd5dd9e43400318262b",
[CA]GitTreeState:"clean", GoVersion:"gol.23.7"}

Finally, we’ll install the Spin plugin that makes it easier to
deploy Spin applications to Kubernetes. Assuming you
already have Spin installed, run:

spin plugins update
spin plugins install kube
spin plugins list --installed

You should see output similar to this (versions may vary):

cloud 0.11.0 [installed]
kube 0.4.0 [installed]

If you want to upgrade your plugin version to match this
bOOk, use the command spin plugins upgrade and choose the
right version using their interactive picker. With that, we're
ready to prepare our cluster for Wasm.


https://helm.sh/docs/intro/install/

8.2.1 Preparing the cluster for SpinKube

A cluster in Kubernetes is the whole system: a control plane
that manages the cluster state and a set of nodes that are
running your workloads. When we say "deploy to
Kubernetes," we mean deploying to a cluster. So, before we
can deploy our Wasm application, we first need to set up a
local Kubernetes cluster and prepare it with a few key
components:

e Support tools like cert-manager to enable secure webhooks

e A runtimeclass SO Kubernetes knows how to launch Wasm
workloads

e The CRDs and operator from SpinKube, which handle the
actual orchestration

Let’s go through those steps one by one.
CREATING THE CLUSTER

First, we’ll create the Kubernetes cluster itself:

k3d cluster create wasm-cluster --image ghcr.io/spinframework/contain
erd-
[CAlshim-spin/k3d:v0.19.0 --port "8081:80@Loadbalancer" --agents 2

This command creates a cluster named wasm-cluster USing a
custom k3d image that includes the containerd-shim-spin
runtime we looked at in chapter 7. That's what lets
Kubernetes run Spin-based Wasm workloads. It also exposes
port 80 on the cluster's load balancer as port 8081 on your
local machine, and sets up two agent nodes—the physical or
virtual machines where Kubernetes will actually run our
workloads.

When we deploy our Wasm applications later, Kubernetes will
package them into pods (the smallest deployable units in



Kubernetes, each typically running a single container or
Wasm module) and schedule these pods across our two
nodes based on available resources.

INSTALLING SUPPORT TOOLS

Next, we need to install cert-manager—a Kubernetes add-on
that automates the issuance and renewal of TLS certificates.
SpinKube relies on it to secure its admission webhooks.
These webhooks play a critical role: when you submit a CR
like a Spin app, Kubernetes may call out to the operator’s
webhook to validate the configuration or apply defaults. That
call must be made securely, and that's where TLS comes in.

You can install cert-manager wWith:

kubectl apply -f https://github.com/cert-manager/cert-
[CAlmanager/releases/download/v1.14.3/cert-manager.yaml
kubectl wait --for=condition=available --timeout=300s deployment/cert

[CAlmanager-webhook -n cert-manager

This sets up cert-manager and ensures its own webhook server
is available. Later, the SpinKube operator will request a TLS
certificate from cert-manager for its webhook service, so that
the Kubernetes API server can communicate with it over
HTTPS.

NOTE

TLS (Transport Layer Security) enables encrypted and
authenticated communication between services—it's what
puts the “"S” in HTTPS. In Kubernetes, TLS is used not just
for external traffic but also for securing internal
components like webhooks.



DEFINING SPIN’S RUNTIME WITH RUNTIMECLASS

With that in place, the next piece we need is a runtimecilass.

Most of the time in Kubernetes, you don’t need to think
about container runtimes at all. When you deploy a pod, it
just runs—usually using the default container runtime
configured on the node, like containerd or CRI-O. But in our
case, we're not running regular containers. We're deploying
Wasm binaries, and those require adding a new, specialized
runtime that knows how to execute them.

That's where runtimeciass comes in. It's a standard
Kubernetes resource that lets you explicitly tell the
Kubernetes which runtime to use for a particular workload. In
our case, as shown by listing 8.1, we want to direct
Kubernetes to use the spin runtime, which is provided by the
containerd shim we set up earlier.

apiVersion: node.k8s.io/v1
kind: RuntimeClass
metadata:

name: wasmtime-spin-v2
handler: spin

This defines a new rRuntimeclass called wasmtime-spin-v2. Any
pod that specifies this runtimeciass will be scheduled to use
the spin handler, which runs Wasm binaries instead of
standard containers.

You can install it with:

kubectl apply -f https://github.com/spinframework/spin-
[CAloperator/releases/download/v0.5.0/spin-operator.runtime-class.yam
L



That's all we need to get things working in our k3d setup.
That’s because, when we created the cluster, we used a
custom image that includes the Spin-compatible containerd
shim on every node. With all nodes already equipped to run
Wasm workloads, Kubernetes can freely schedule pods using
the wasmtime-spin-v2 RuntimeClass Without any extra
configuration.

In a production environment—where maybe not every node
will have the Spin runtime installed—you’d likely want to be
more selective. You'd typically label the compatible nodes
and use a nodeselector to ensure that only those nodes run
Wasm workloads. That setup gives you tighter control over
where these specialized workloads land, but for local
development, we can keep things simple.

ADDING SPIN’S CRDS AND OPERATOR

Now that Kubernetes knows how to run Wasm workloads
through our runtimeclass, we need to introduce the resources
that actually define what those workloads are. This is where
SpinKube’s CRDs come in.

Install them in your cluster with:

kubectl apply -f https://github.com/spinframework/spin-
[CA]operator/releases/download/v0.5.0/spin-operator.crds.yaml

This manifest defines two key resource types that the
operator will manage:

o SpinAppExecutor tells the Spin operator which executor
to use when running a spinapp. In practice, it links your
workloads to the right runtime—in our case, the one
specified by the wasmtime-spin-v2 Runtimeclass. It also lets
you control whether the operator should create a
deployment, include default CA certificates, and so on.



e SpinApp is the main workload definition. It represents a
Wasm application and exposes a set of options tailored to
running it in Kubernetes. At the simplest level, you give it
a container image and the operator handles the
deployment, pod, and service setup for you. But it also
supports deeper runtime configuration, including:

o Image pull secrets for private registries

Liveness and readiness probes for health checking
Resource requests and limits

Spin variables for runtime configuration

Volume mounts to attach persistent storage

o Autoscaling based on CPU or memory usage

o

o

o

)

Together, these CRDs give us the knobs and switches we
need to configure and manage Wasm apps in a way that feels
native to Kubernetes.

With our CRDs registered, we now need to bring in the
component that will actually act on them. Remember, CRDs
declare what you want in your cluster, but operators actually
alter your cluster, adding or removing services so that the
desired state in the CRD is actually reached. Defining a
SpinApp OF SpinAppExecutor doesn’t do much on its own—the
real logic lives inside the operator.

We'll install the Spin operator into the cluster using Helm:

helm install spin-operator --namespace spin-operator --create-namespa
ce --
[CA]version 0.5.0 --wait oci://ghcr.io/spinframework/charts/spin-oper
ator

This deploys the operator into its own namespace and wires
it up to watch for spinapp and spinappExecutor resources. From
this point forward, whenever one of those resources is
created or updated, the operator will respond accordingly—



scheduling pods, provisioning services, and managing the
lifecycle of our Wasm workloads.

To see what that looks like in practice, let’s take a look at a
spinAppExecutor Manifest, shown in listing 8.2.

apiVersion: core.spinkube.dev/vlalphal
kind: SpinAppExecutor
metadata:
name: containerd-shim-spin
spec:
createDeployment: true
deploymentConfig:
runtimeClassName: wasmtime-spin-v2
installDefaultCACerts: true

This resource tells the operator how Spin apps should be
executed. In this case, we're asking it to use the wasmtime-
spin-v2 RuntimeClass We defined earlier, to automatically create
a deployment, and to include a default set of CA certificates
in the workload environment.

You can apply it with:

kubectl apply -f https://github.com/spinframework/spin-
[CA]operator/releases/download/v0.5.0/spin-operator.shim-executor.yam
1L

With this in place, the operator is fully equipped to handle
incoming spinapp resources—and to turn them into running
Wasm applications inside our cluster.

8.2.2 Running a Wasm app in Kubernetes with
SpinKube

With our cluster fully configured and the Spin operator ready
to go, it's time to actually run a Spin application on



Kubernetes.
To do that, we’ll follow a simple pipeline:

1. Package our Spin app
2. Push it to a container registry

3. Scaffold the necessary Kubernetes resources using the
Spin xube plugin
4. Apply the generated manifest to our cluster

If you followed along in chapter 6, you'll remember our he1io-
world-spin @app—a minimal Spin application that responds to
HTTP requests to any route with a plain-text message. We'll
reuse that same app here to keep things simple.

With that, copy your nello-world-spin/ directory into your
chapter08/ folder. Also, just to make things more obvious
during testing, let’s update the response message slightly.

use spin_sdk::http::{IntoResponse, Request, Response};
use spin_sdk::http_component;

#[http_component]

fn handle_hello_world_spin(req: Request) -> anyhow::Result<impl
[CA]lIntoResponse> {

println! ("Handling request to {:?}", req.header("spin-full-url"));
Ok (Response: :builder()

.status(200)

.header("content-type", "text/plain")

.body("Hello World from Spin in Kubernetes!") #A

.build())

|-

#A We've updated the response body to indicate that the app is running
inside Kubernetes.

Now, to apply our changes, from the root of the
chapter08/hello-world-spin/ folder, go ahead and rebuild the



app.

spin build

REMINDER

Spin requires Rust 1.85.0 or later because some of its
dependencies use Rust edition 2024. If you've been
following along with Rust 1.84.0 (as recommended earlier
in the book), you'll need to upgrade for this section. Install
Rust 1.85.0 and its required components with: rustup
install 1.85.0, rustup default 1.85.0. YOU Can verify the
change with rustc --version.

With our app built, the next step is to publish it to a registry
so that Kubernetes can pull and run it.

TIP

To push to a registry, you need to be authenticated. If you
followed chapter 7, you should already be logged in to
GHCR.

Spin provides a simple command to push applications to a
registry:

spin registry push ghcr.io/<your GH username>/serverside-wasm-book-
[CAlcode/hello-world-spin:latest

This command uploads the app as an OCI image, similar to
what we did with wkg before. Once the image is published,
we're ready to generate the Kubernetes manifest for it.



REMINDER

Pushed packages are private by default. You'll need to
change the package's visibility settings on GitHub to public
for the following steps to work.

That’s where the xube plugin comes in. We can use it to

scaffold a spinapp Manifest that references the image we just
pushed:

spin kube scaffold --from ghcr.io/<your GH username>/
[CAlserverside-wasm-book-code/hello-world-spin:latest

NOTE

If you'd rather skip building and pushing your own image,

you can use mine instead: ghcr.io/danbugs/serverside-
wasm-book-code/hello-world-spin:latest.

This generates a manifest like the one shown in listing 8.4,
which defines a spinapp resource pointing to the image we
just pushed and tells the operator to use the containerd-shim-
spin executor and run two replicas.

apiVersion: core.spinkube.dev/vlalphal
kind: SpinApp
metadata:
name: hello-world-spin
spec:
image: "ghcr.io/danbugs/serverside-wasm-book-code/hello-world-spin:
latest"
executor: containerd-shim-spin
replicas: 2


https://github.com/danbugs/serverside-wasm-book-code/pkgs/container/serverside-wasm-book-code%2Fhello-world-spin

Now that we have the manifest, we can deploy it to our
cluster by piping the scaffolded output directly into xubecti:

spin kube scaffold --from ghcr.io/<your GH username>/
[CAlserverside-wasm-book-code/hello-world-spin:latest | kubectl creat
e -f -

And that’s it—you’ve just deployed your first Spin app to
Kubernetes!

To check that it worked, run:
kubectl get spinapps
You should see something like:

NAME READY DESIRED EXECUTOR
hello-world-spin 2 2 containerd-shim-spin

This output confirms that both requested replicas are up and
running.

Now let’s access the app. Since we didn't expose it through a
load balancer or ingress controller, we’ll use xubect1 port-
forward t0 connect locally:

kubectl port-forward svc/hello-world-spin 8083:80

Then, in another terminal, send a request to the app:
curl localhost:8083/

And you should see:

Hello World from Spin in Kubernetes!

That response confirms that our Spin app is up, running, and
reachable from outside the cluster. We've gone from source
code to live service, all through Kubernetes and Spin.



We're just getting started. Next, we'll take a closer look at
how to scale these apps and explore some of the other
runtime options SpinKube gives us.

8.2.3 Scaling Wasm in Kubernetes with SpinKube

So far, we've focused on getting a basic Spin application up
and running in Kubernetes. But one of Kubernetes’s core
strengths is its ability to scale applications automatically
based on demand—just like that game server we talked
about at the start of the chapter. In this section, we’ll see
how to bring that same dynamic scaling to a Spin app.

Kubernetes supports a feature called the Horizontal Pod
Autoscaler (HPA). The HPA watches metrics like CPU and
memory usage and adjusts the number of replicas of your
app to match the load. If your app is under pressure and
needs more resources, it scales up. When things quiet down,
it scales back down—saving resources and improving
responsiveness.

To try this out, we’ll build a new Spin app that can simulate
load. That way, we can see the autoscaler in action.

CREATING A NEW APP

To get started, navigate to your chapteros,/ folder and create a
new Spin app:

spin new

Select the nttp-3s template for this demo—or use a different
language if you'd like.



NOTE

If you need a refresher on creating new Spin applications,
refer to section 6.5.1.

Name your app scaling-spin. If you chose the same template,
your project folder should contain a file at src/index. s with
the contents shown in listing 8.5.

import { AutoRouter } from 'itty-router';
let router = AutoRouter();

router
.get("/", () => new Response("hello universe"))
.get("/hello/:name", ({ name }) => “Hello, ${name}!’);

addEventListener("fetch", (event) => {
event.respondWith(router.fetch(event.request));

B

This app already has a couple of basic routes, but we’ll add
one more to simulate some CPU activity and trigger scaling
behavior.

GENERATING LOAD WITH JAVASCRIPT

To generate CPU load, let’s add a simple recursive Fibonacci
calculator. It's intentionally inefficient—which is exactly what
we want. Each request to this endpoint will put the CPU to
work, creating the kind of sustained pressure that the
autoscaler is designed to react to.

Add the following route after the /he110/:name handler:



.get("/load", () => {
function fib(n) {
if (n < 2) return n;
return fib(n - 1) + fib(n - 2);

}

const result = fib(40); // Adjust this value to control CPU intensi
ty

return new Response( fib(40) = ${result}’);
B

Every time we hit /10a4, this route burns a noticeable amount
of CPU, which gives the autoscaler something to monitor and
act on.

Once you've added it, your full file should look like listing 8.6.
Listing 8.6 src/index.js (with load generator)

import { AutoRouter } from 'itty-router';
let router = AutoRouter();

router
.get("/", () => new Response("hello universe"))
.get('/hello/:name', ({ name }) => “Hello, ${name}!’)
.get("/load", () => { #A
function fib(n) { #A
if (n < 2) return n; #A
return fib(n - 1) + fib(n - 2); #A
T #A
const result = fib(40); #A
return new Response( fib(40) = ${result} ); #A
}) #A

addEventListener('fetch', (event) => {
event.respondWith(router.fetch(event.request));

});

#A This route calculates the 40th Fibonacci number using a deliberately
inefficient recursive algorithm

PUBLISHING TO A REGISTRY



Once that’s in place, in the scaling-spin/ folder, build your app
and push it to a container registry just like we did earlier:

spin build
spin registry push ghcr.io/<your GH username>/
[CA]serverside-wasm-book-code/scaling-spin:latest

NOTE

Or, if you prefer, you can use my image for all the

commands that follow: ghcr.io/danbugs/serverside-wasm-
book-code/scaling-spin:latest.

SETTING UP INGRESS

Before we scaffold the app, we need a way to send traffic
into the cluster. Rather than using port forwarding like
before, we'll set up an ingress controller. This gives us a
stable external endpoint to hit with requests.

Apply the provided ingress configuration:

kubectl apply -f https://raw.githubusercontent.com/danbugs/

[CA]serverside-wasm-book-code/refs/heads/main/chapterf8/scaling-
[CA]lspin/ingress.yaml

NOTE

An ingress lets you route HTTP traffic to your services
based on path or hostname. Unlike port forwarding, which

is great for local dev, ingress is closer to how things would
be set up in a real deployment.

The ingress manifest we’re applying is shown in listing 8.7.


https://github.com/danbugs/serverside-wasm-book-code/pkgs/container/serverside-wasm-book-code%2Fscaling-spin

apiVersion: networking.k8s.io/v1
kind: Ingress

metadata:
name: nginx
annotations:
ingress.kubernetes.io/ssl-redirect: "false"
spec:
rules:
- http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: scaling-spin
port:
number: 80

This configuration tells Kubernetes to forward all HTTP traffic
coming to / to the scaling-spin service on port 80. We're
using a simple path prefix here, so any route—like /10ad—will
be routed correctly.

SCAFFOLDING THE APP WITH AUTOSCALING

Now we're ready to scaffold our app using the xube plugin,
just like before—but this time, we’'ll enable autoscaling with
the --autoscaler flag and add resource constraints so the HPA
has something to work with.

Here’s the command we’ll use:



spin kube scaffold \

--from ghcr.io/<your GH username>/serverside-wasm-book-code/scaling-
[CAlspin:latest \

--autoscaler hpa \

--cpu-limit 100m \

--memory-limit 128Mi \

--cpu-request 50m \

--memory-request 64Mi \

--replicas 1 \

--max-replicas 10

This tells SpinKube to:

e Enable the HPA (——autoscaler hpa)
e Start with 1 replica, scaling up to 10 if needed

e Set CPU/memory requests and Ilimits to give the
scheduler and HPA room to make decisions

NOTE

You can also use --autoscaler keda instead of HPA. KEDA is
another autoscaling option that supports more event-driven
triggers, like queue length or Kafka lag—not just CPU or
memory usage. It's a good fit when your workloads
respond to external systems or asynchronous traffic
patterns.

This command will generate a manifest like the one shown in
listing 8.8, which defines both a spinapp and an
HorizontalPodAutoscaler resource. The autoscaler watches CPU
usage and scales the app between 1 and 10 replicas based
on a target utilization threshold (defaulting to 60% unless
otherwise specified).



apiVersion: core.spinkube.dev/vlalphal
kind: SpinApp
metadata:
name: scaling-spin
spec:
image: "ghcr.io/danbugs/serverside-wasm-book-code/scaling-spin:late
st"
executor: containerd-shim-spin
enableAutoscaling: true
resources:
limits:
cpu: 100m
memory: 128Mi
requests:
cpu: 50m
memory: 64Mi
apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: scaling-spin-autoscaler
spec:
scaleTargetRef:
apiVersion: apps/vil
kind: Deployment
name: scaling-spin
minReplicas: 1
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 60
- type: Resource
resource:
name: memory
target:
type: Utilization
averageUtilization: 60



DEPLOYING THE AUTOSCALED APP

Let’s apply the manifest from listing 8.8 to the cluster:

spin kube scaffold --from ghcr.io/<your GH username>/serverside-wasm-
book-

[CAlcode/scaling-spin:latest --autoscaler hpa --cpu-limit 100m --memo
ry-

[CA]limit 128Mi --cpu-request 50m --memory-request 64Mi --replicas 1
--max-

[CAlreplicas 10 | kubectl create -f -

Once the manifest is applied applied, we can confirm that the
Horizontal Pod Autoscaler was created and is tracking our
deployment by running:

kubectl get hpa

You should see something like this:

NAME REFERENCE TARGETS MINPODS MAXPODS REPLICAS AGE
scaling-spin-autoscaler Deployment/scaling-spin 4%/60%, 33%/60% 1 10
1 114s

This output shows that the autoscaler is watching the scaling-
spin deployment. It's currently running 1 replica, but will
scale up to 10 if CPU or memory usage crosses the
configured thresholds.

GENERATING TRAFFIC

To test our scaling setup, we’ll hit the /10aa route repeatedly
to put pressure on the app. In chapter 6 (see section 6.3),
we installed ona, a lightweight HTTP benchmarking tool. Let's
use it here.

oha -c 40 -z 3m -t 5s http://localhost:8081/1oad



This command runs 40 concurrent connections for 3 minutes.
Any individual request that takes longer than 5 seconds will
time out. It's a good way to simulate sustained traffic and
give the autoscaler something to respond to.

VERIFYING AUTOSCALING BEHAVIOR

After you’'ve run onha and generated some load, Kubernetes
should have responded by scaling up the deployment. To
confirm that scaling took place, you can inspect the
deployment history with:

kubectl describe deploy scaling-spin

Even after the traffic stops, Kubernetes keeps a record of the
scaling events. Here’s an example of what that might look
like:

Type Status Reason
Progressing True NewReplicaSetAvailable
Available True MinimumReplicasAvailable

OldReplicaSets: <none>
NewReplicaSet: scaling-spin-797fbdb76 (10/10 replicas created)
Events:
Type Reason Age From Message
Normal ScalingReplicaSet 27m deployment-controller
[CA]Scaled up replica set scaling-spin-797fbdb76 to 1
Normal ScalingReplicaSet 18m deployment-controller
[CA]Scaled up replica set scaling-spin-797fbdb76 to 2 from 1
Normal ScalingReplicaSet 17m deployment-controller
[CA]Scaled up replica set scaling-spin-797fbdb76 to 4 from 2
Normal ScalingReplicaSet 17m deployment-controller
[CA]Scaled up replica set scaling-spin-797fbdb76 to 8 from 4
Normal ScalingReplicaSet 17m deployment-controller
[CA]Scaled up replica set scaling-spin-797fbdb76 to 10 from 8

This output confirms that HPA responded to the increased
CPU load by scaling the number of replicas in stages—



eventually reaching the maximum of 10.

And there we have it: a fully deployed, autoscaling Spin app
on Kubernetes! We simulated traffic, watched the system
respond, and saw the benefits of combining Wasm'’s
efficiency with Kubernetes’s operational tooling.

IMPORTANT

Now that you've completed the Spin example, you should
revert to Rust 1.84.0 to maintain consistency with the rest
of the book. Run: rustup default 1.84.0. You can verify the
change With rustc --version.

Next, we’ll look at another approach to Wasm on Kubernetes
with wasmCloud.

8.3 Running Wasm in Kubernetes with
wasmCloud

Just like SpinKube, wasmCloud can run WebAssembly
workloads in Kubernetes. And at first glance, the setup looks
pretty familiar: install a few CRDs, apply some manifests,
and let the operator manage your workloads. But under the
hood, wasmCloud's model is a bit different.

The biggest difference, as we briefly saw back in section 7.5,
is that wasmCloud doesn't rely on a containerd shim or, in
this case, on a runtimeclass. There's no equivalent to the
containerd-shim-spin we used with Spin. Instead, wasmCloud
deploys its full runtime environment inside the cluster. These
include the core wasmCloud host, a NATS message broker,
and a component called wadm (i.e., wasmCloud application
deployment manager).



Figure 8.3 illustrates this architectural difference. While
SpinKube extends the container runtime layer to run Wasm
directly in pods, wasmCloud takes a platform approach—
deploying its complete application runtime as services within
Kubernetes, then managing Wasm workloads through that
platform layer.
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Figure 8.3 Architectural comparison of SpinKube and wasmCloud in
Kubernetes. SpinKube (left) extends the container runtime with a Wasm
shim to run Spin applications directly as pods. wasmCloud (right) deploys
its platform components (NATS, wadm, and hosts) as regular Kubernetes
pods, then orchestrates Wasm workloads within those hosts. Both
approaches use CRDs and operators but integrate at different layers of
the stack.

Let’s see how that model plays out in practice.



8.3.1 Preparing the cluster for wasmCloud

To keep things simple, we’ll reuse the same Kubernetes
cluster we used earlier for Spin. No need to tear anything
down—wasmCloud can be layered on top without conflict.

We’'ll install the wasmCloud platform using its official Helm
chart, which includes all required services and configuration.
It bundles together NATS, wadm, and the wasmCloud
operator.

helm upgrade --install \

wasmcloud-platform \

--values https://raw.githubusercontent.com/wasmCloud/
[CA]lwasmcloud/main/charts/wasmcloud-platform/values.yaml \
oci://ghcr.io/wasmcloud/charts/wasmcloud-platform:0.1.2 \
--dependency-update

To ensure everything’s up and running before we continue,
let’s wait for the installed items to become available:

kubectl rollout status deploy,sts -1 app.kubernetes.io/name=nats
kubectl wait --for=condition=available --timeout=600s deploy -1
[CAlapp.kubernetes.io/name=wadm

kubectl wait --for=condition=available --timeout=600s deploy -1
[CA]app.kubernetes.io/name=wasmcloud-operator

Once ready, we can start using the wasmCloud operator to
manage two key CRDs:

e WasmCloudHostConfig defines a host—a running
instance of the wasmCloud runtime, just like the ones
we’'d create with wash up. Think of it like a replacement for
Spin’s spinappExecutor—it's what actually runs your app.

o Application represents a wasmCloud app. Remember
those wadm.yam1 files we've written in previous chapters?
They are Application CRs!



So, aside from creating hosts with wasmcloudiostconfig,
deploying wasmCloud apps to Kubernetes is as simple as
reusing the application specs we already built!

8.3.2 Running a Wasm app in Kubernetes with
wasmCloud

Let’s put it all together by deploying a simple wasmCloud app
into our Kubernetes cluster.

Start by creating a new directory at chapter08/hello-world-

wasmcloud/.

Inside that folder, create a file named wasmcloud-host.yaml and
add the contents from listing 8.9.

apiVersion: k8s.wasmcloud.dev/vlalphal
kind: WasmCloudHostConfig
metadata:
name: wasmcloud-host
spec:
lattice: default
version: "1.4.1"

This sets up a host named wasncioud-nost. This will be the
actual processes running your wasm components—similar to
how Spin’s executor managed application pods.

Apply the host resource to your cluster from the heilio-worida-
wasmcloud/ folder:

kubectl apply -f wasmcloud-host.yaml

You can verify that it's active using:

kubectl get wasmcloudhostconfig



You should see:

NAME APP COUNT
wasmcloud-host O

At this point, your host is running, but it's not doing anything
yet. To interact with it more directly, let’s port forward the
cluster’s NATS port:

kubectl port-forward nats-0 4222

With that open, from another terminal, you can now use the
full suite of wash commands. For example, with:

wash get inventory

You'll get output listing the running host and its information:

Host ID Friendly name
NBH2MFW. . . cool-glade-4654
Host labels

hostcore.arch x86_64
hostcore.os linux
hostcore.osfamily unix
kubernetes true

NOTE

For wash installation instructions, see chapter 6, section
6.1.

Now that we have our host ready, let’s deploy the actual
application.

We'll reuse the same app we created in chapter 6. From
inside chapter06/hello-world-wasmcloud, @ssuming you've



previously run wash build there, push your Wasm component
to a registry:

wash push ghcr.io/<your GH username>/serverside-wasm-book-code/
[CA]lhello-world-wasmcloud:vl ./build/http_hello_world_s.wasm

This is similar to how we pushed Spin applications—just
using the wasn tool instead of spin registry.

NOTE

Don’t want to push your own image? Feel free to use mine:

ghcr.io/danbugs/serverside-wasm-book-code/hello-world-

wasmcloud:v1. If you decide to use your own registry, note

that pushed packages are private by default. You'll need to
change the package's visibility settings on GitHub to public
for the following steps to work.

Next, copy the wadm.yam1 file from your chapter 6 example
into the chaptero8/hello-world-wasmcloud/ directory. There, we'll
make a few changes:

1.

2.

Update the image path for the HTTP component to
point to your registry.

Remove the custom spreadscaler setup. We
originally used that to simulate multiple hosts for fault
tolerance. Now that we have real Kubernetes replicas, we
can rely on Kubernetes for scheduling and resiliency.

Change the HTTP server’'s address to 0.0.0.0:8080.
When running inside Kubernetes, using 127.0.0.1 can
cause network errors because it won't bind to the
container’s external interface.


https://github.com/danbugs/serverside-wasm-book-code/pkgs/container/serverside-wasm-book-code%2Fhello-world-wasmcloud

NOTE

Want to see how Kubernetes handles fault tolerance? After
deploying the app, run wash get inventory, then shut down
one of the hosts with wash down --host-id <id>. You'll see all
components migrate to the remaining host, with zero
downtime—and Kubernetes will restart the failed pod
automatically.

The final application file should look like listing 8.10.



apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:
name: rust-hello-world
annotations:
description: 'HTTP hello world demo in Rust, using the WebAssembl
y
[CA]Component Model and WebAssembly Interfaces Types (WIT)'
spec:
components:
- name: http-component
type: component
properties:
image: ghcr.io/danbugs/serverside-wasm-book-code/
[CA]lhello-world-wasmcloud:vl #A
traits:
- type: spreadscaler #B
properties: #B
instances: 10 #B
- type: 1link
properties:
namespace: wasi
package: keyvalue
interfaces: [store, atomics]
target:
name: kvnats
config:
- name: wasi-keyvalue-config
properties:
bucket: default
enable_bucket_auto_create: 'true'

- name: httpserver
type: capability
properties:
image: ghcr.io/wasmcloud/http-server:0.23.2
traits:
- type: 1link
properties:
target: http-component
namespace: wasi
package: http



interfaces: [incoming-handler]
source_config:
- name: default-http
properties:
address: 0.0.0.0:8080 #C

- name: kvnats
type: capability
properties:
image: ghcr.io/wasmcloud/keyvalue-nats:0.3.1

#A Updated to use our image from the registry

#B Removed custom spreadscaler setup
#C Changed address as required for network access in Kubernetes

NOTE

While editing the file, feel free to clean up unused
annotations.

Back in the chapteros/hello-world-wasmcloud/ folder, apply the
app:

kubectl apply -f wadm.yaml
You can verify deployment with:

kubectl get app

NOTE

The app resource type isn't a built-in Kubernetes resource—
it's specific to wasmCloud. We can use xubectl get app here
because we applied wasmCloud's Application CRD earlier.
This CRD defines what a wasmCloud application looks like
to Kubernetes, allowing us to manage Wasm applications
using familiar kubectl commands.



Which should return something like:

APPLICATION DEPLOYED VERSION STATUS
rust-hello-world 01JVPDW.. Deployed

Or use wash for a more detailed view:
wash app status rust-hello-world

You should see output similar to the following:

rust-hello-world@ - Deployed

Name Kind
http_component SpreadScaler
http_component -(wasi:keyvalue)-> kvnats LinkScaler
httpserver -(wasi:http)-> http_component LinkScaler
httpserver SpreadScaler
kvnats SpreadScaler

Status

Deployed
Deployed
Deployed
Deployed
Deployed

This breakdown shows which parts of the application were
deployed, how they’re connected, and whether everything
came up successfully—great for debugging or just getting an
overview. If something isn’t working, try running kubect1
describe app rust-hello-world tO check its metadata and

events.

Finally, to hit the app from outside the cluster, port forward

the wasmCloud-host deployment:

kubectl port-forward deployment/wasmcloud-host 8080
Then, in another terminal window, try it out:
curl http://localhost:8080

And you should get:

Hello! I was called 1 times



That’s it—we’ve just run a full wasmCloud application in
Kubernetes.

We reused the app from chapter 6, reused the deployment
spec from earlier chapters, and deployed the wasmCloud
host directly into our existing cluster. It's a different model
than SpinKube, but it plays nicely with Kubernetes all the
same—just from a slightly different angle.

The key difference comes down to architecture and tooling.
SpinKube runs each Wasm binary in its own pod, treating
Wasm workloads as first-class Kubernetes citizens. This
means you can use kubectl for everything—from deployment
to debugging to monitoring. wasmCloud takes a platform
approach, where components run inside wasmCloud hosts,
and you primarily interact through wash commands and wadm
manifests.

This affects your operational workflow. With SpinKube, a
failing Wasm workload looks like any other failing pod—you
debug it with standard Kubernetes tools. With wasmCloud,
you use commands like wash app status and work within the
wasmCloud ecosystem to manage your applications.

Ultimately, the choice between SpinKube and wasmCloud on
Kubernetes mirrors the decision we explored in chapter 6
(section 6.5.2). The trade-offs between Spin's simplicity and
wasmCloud's flexibility remain the same—Kubernetes just
becomes another deployment target. If you chose Spin for its
straightforward HTTP-focused approach, SpinKube extends
that simplicity to Kubernetes. If you chose wasmCloud for its
component model and provider ecosystem, those same
benefits carry over when running on Kubernetes.

8.4 Running the SmartCMS example on
Kubernetes



The time has come to take our SmartCMS application from
earlier chapters and get it running on Kubernetes.

The good news? We've already seen almost every piece we
need. The process for deploying SmartCMS is very similar to
what we did with the neil1o-worid-wasmcloud app—just with a bit
more wiring.

Here's the general plan:

e Push the SmartCMS app to a registry so our cluster can
pull it

e Modify the existing wadn.vam1 to work with Kubernetes

e Deploy Ollama, the external LLM backend we used in
chapter 6

Once that's in place, we'll fire it all up and run the app from a
browser—just like we did before, but this time fully managed
by Kubernetes.

8.4.1 Preparing the SmartCMS image and
manifest

Start by pushing the SmartCMS component to a registry so
that it can be accessed from within our cluster.

From inside the chapter06/smart-cms/ folder, run.

wash push ghcr.io/<your-GH-username>/serverside-wasm-book-code/
[CAlsmart-cms:vl ./build/smart_cms_s.wasm



NOTE

Or, if you’d rather skip pushing your own image, you can
use mine: ghcr.io/danbugs/serverside-wasm-book-

code/smart-cms:vi

Next, in your chapteros/ directory, create a new folder called
smart-cms/. COpy over the index.html and wadn.yam1 files from
chapter06/smart-cms/ iNtO this new directory.

Now we'll update the wadm.yaml manifest to reflect our
Kubernetes setup. We need to make several key adjustments
to adapt this app for Kubernetes:

Replace local references with registry images the
local component reference needs to be replaced with the
registry image we just pushed so Kubernetes can pull it
at runtime

Remove local-only configurations the manual zone
spread trait from our local setup is no longer needed—
Kubernetes handles scheduling and fault tolerance for us

Update networking for containers the HTTP server
must bind to 0.0.0.0 instead of 127.0.0.1 to be
accessible from outside the container

Configure the Ollama provider add a host field

pointing to the Ollama Kubernetes service (not localhost,
which would refer to the container itself)

Use pre-built providers replace the local Ollama
provider build with a prebuilt version from a registry

Listing 8.11 shows the updated manifest with these changes
applied.
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apiVersion: core.oam.dev/vlbetal
kind: Application
metadata:
name: smart-cms
annotations:
description: "A smart CMS!"
spec:
components:
- name: http-component
type: component
properties:
image: ghcr.io/danbugs/serverside-
[CA]wasm-book-code/smart-cms:vl #A
traits:
- type: spreadscaler #B
properties: #B
instances: 100 #B
- type: 1link
properties:
namespace: wasi
package: keyvalue
interfaces: [store, atomics]

target:
name: kvnats
config:
- name: wasi-keyvalue-config
properties:
bucket: default
enable_bucket_auto_create: 'true'
- type: 1link
properties:

target: ollama
namespace: thomastaylor3l?2
package: ollama
interfaces: [generate]
target_config:
- name: ollama-conf
properties:
model_name: gurubot/tinystories-656k-q8
host: 'http://ollama:11434"' #C

- name: httpserver



type: capability
properties:
image: ghcr.io/wasmcloud/http-server:0.23.2
traits:
- type: 1link
properties:
target: http-component
namespace: wasi
package: http
interfaces: [incoming-handler]
source_config:
- name: default-http
properties:
address: 0.0.0.0:8000 #D

- name: kvnats
type: capability
properties:
image: ghcr.io/wasmcloud/keyvalue-nats:0.3.1

- name: ollama
type: capability
properties:
image: ghcr.io/danbugs/serverside-
[CA]wasm-book-code/ollama-provider:vl #E

#A Changed from local Wasm to registry image

#B Removed the local-only zone spread setup

#C Added a host field for the Ollama provider

#D Changed 127.0.0.1 to 0.0.0.0 to enable container networking
#E Updated provider to use a public image



WARNING

At the time of writing, the provider image used here only
supports x86 64-1inux. If you're running on a system with a
different architecture—like an ARM-based Mac—this
example likely won’t work out of the box. You can check
which architectures are currently supported by running:

wash par inspect ghcr.io/danbugs/serverside-wasm-book-
code/ollama-provider:vl. If you're interested in compiling the
provider yourself for a different architecture, you can see
the changes I made to support Kubernetes (i.e., vendoring
OpenSSL, compiling to a MUSL target) here:
https://github.com/danbugs/ollama-
provider/compare/main...danbugs:ollama-
provider:chapter08. Just like regular Wasm components,
providers can be pushed to registries with wasn push.

8.4.2 Preparing the Ollama dependency

To fulfill requests from the Ollama provider, we’ll also need
the Ollama service itself running in our cluster. Create a file
named ollama.yaml iN the same chapter08/smart-cms/ folder, and
populate it with the contents shown in listing 8.12.
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apiVersion: apps/vl
kind: Deployment
metadata:
name: ollama
namespace: default
spec:
replicas: 1
selector:
matchLabels:
app: ollama
template:
metadata:
labels:
app: ollama
spec:
containers:
- name: ollama
image: ollama/ollama:latest
ports:
- containerPort: 11434

env:
- name: PRELOAD_MODELS #A
value: "gurubot/tinystories-656k-q8" #A
- name: OLLAMA_KEEP_ALIVE
value: "12h"
volumeMounts:
- name: ollama-storage
mountPath: /root/.ollama
lifecycle:
postStart:

exec:
command: ["/bin/sh", "-c¢", "for model in
[CA]$PRELOAD_MODELS; do ollama run $model \"\"; done"]
volumes:
- name: ollama-storage
emptyDir: {}
apiVersion: vl
kind: Service
metadata:
name: ollama #B
namespace: default



spec:
selector:
app: ollama
ports:
- port: 11434
targetPort: 11434 #C
protocol: TCP

#A Preloads the TinyStories model
#B Service named "ollama" to match our app spec
#C Exposes port 11434 to match our app spec

This setup deploys a single Ollama container running the
official image. It preloads the model we need, keeps it warm
for reuse, and serves requests via HTTP. The service ensures
it's accessible from other parts of our Kubernetes cluster—
like the provider component from the SmartCMS app.

From inside the chapteros/smart-cms/ folder, apply it to your
cluster with:

kubectl apply -f ollama.yaml
kubectl rollout status deployment/ollama --timeout=120s

8.4.3 Running the app

With everything in place, we're ready to deploy the
SmartCMS app.

From inside the chapter08/smart-cms/ folder, run.
kubectl apply -f wadm.yaml

Then, in a separate terminal, if you haven't already, forward
the NATS port:

kubectl port-forward nats-0 4222

This lets us use wash to inspect app status:



wash app status smart-cms

You should see all components listed with a status of
“Deployed.” If anything shows “Reconciling,” give it a
moment—things are still coming online.

smart-cms@ - Deployed

Name Kind Status

http_component SpreadScaler Deployed
http_component -(wasi:keyvalue)-> kvnats LinkScaler Deploye
d

http_component -(ollama)-> ollama LinkScaler Deploye
d

httpserver -(wasi:http)-> http_component LinkScaler Deploye
d

httpserver SpreadScaler Deployed

kvnats SpreadScaler Deployed

ollama SpreadScaler Deployed

Once everything looks good, port-forward the app so you can
use it locally:

kubectl port-forward deployment/wasmcloud-host 8000

Now, just open the index.ntm1 file in your browser. You should
be able to create stories, retrieve them, and even generate
new ones using the LLM backend—just like you did in chapter
6.

NOTE

If something goes wrong, your first stop should be the

k)gs: kubectl logs -1 app.kubernetes.io/instance=wasmcloud-
host -c wasmcloud-host

That’s it—you just deployed your SmartCMS app, complete
with LLM inference, onto a Kubernetes cluster using



wasmCloud.

Take a moment to reflect on how far we've come. Back in
chapter 2, we were manually working with Wasm memory
just to use a string. In chapter 3, we had to handcraft hosts
to even run a Wasm component. Now, we’re orchestrating an
entire multi-service Wasm application—complete with auto-
scaling, component linking, and model-backed generation—
on a distributed system!

8.5 Summary

e Wasm can reuse mature, battle-tested components of the
container ecosystem, like Kubernetes. This helps solve
problems where there’s no good Wasm-native solution
yet.

e Custom Resource Definitions (CRDs) and operators
enable Kubernetes to manage non-container workloads,
including Wasm apps, using native patterns for
orchestration and scaling.

e SpinKube integrates Spin with Kubernetes, providing
CRDs and an operator that understands how to deploy,
scale, and manage Spin applications using Kubernetes-
native primitives.

e The Spin xuwe plugin streamlines deployment by
scaffolding Kubernetes manifests for Spin applications,
making it easy to move from local dev to production.

e Kubernetes’s Horizontal Pod Autoscaler (HPA) can be
integrated with Spin apps, allowing replicas to scale
dynamically based on CPU and memory load.

e Unlike SpinKube, wasmCloud does not rely on a
specialized container runtime; instead, it deploys its full
host environment inside the cluster and manages apps
through NATS and wadm.



O The future of Wasm

This chapter covers

e Applying Wasm to confidential computing scenarios
e Securing MCP AI agents with Wasm

e Running Wasm at the edge for low-latency compute
e WASI 0.3 async updates on the path to WASI 1.0

In the previous chapter, we walked through getting our
Wasm applications running inside a Kubernetes cluster. Pair
that lesson with everything else you’ve learned—starting
from simple Wasm modules and custom hosts and stretching
to Wasm components and generic hosts like wasmCloud—
and you now have all the pieces you need to put a Wasm
app into production while talking to the services already
living in your cluster and the wider Kubernetes ecosystem.

This chapter wraps up our journey with SmartCMS and pulls
back the curtain on new frontiers: confidential computing,
AI/ML, and edge compute. We'll also take a look at the
upcoming WASI 0.3 release and how it lays the groundwork
for a stable, long-term WASI 1.0.

9.1 SmartCMS closing remarks

From a sketch on paper to a production-ready service,
SmartCMS grew chapter by chapter. We began in chapter 2
by drafting a minimal WIT contract that defined our core
content API. Chapter 3 turned that contract into code with a
JS guest served by a custom Rust host. Chapter 4 added
intelligence with a ML guest that, through composition, ran
alongside the original component. Chapter 5 swapped our



bespoke ML interface for the wasi:nn Spec, giving the model a
portable runtime. Chapter 6 handed the application to
wasmCloud for more generic development—no custom hosts
required—and chapter 8 wrapped up the journey by
containerizing the service and launching it inside
Kubernetes. The result is the architecture shown in figure
9.1.
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Figure 9.1 Final architecture of SmartCMS deployed in Kubernetes. The
frontend interacts with a wasmCloud host via an HTTP server. Inside the
host, Wasm components use capability providers for storage and
machine learning. The ML provider delegates inference to Ollama, while
persistent storage is handled by kvnats.

If you'd like to take SmartCMS a step further, you've got a
few options. One path is adding new features by building
your own provider or tapping into the many pre-made ones
listed here:



https://wasmcloud.com/docs/concepts/providers/#external-
providers. For example, you could experiment with the built-
in logging provider, or try swapping out the key-value store
—maybe use Redis instead of NATS!

TIP

To get started building your own provider, run wash new
provider <provider-name>. YOU Can also scaffold a provider
from a specific template using something like wash new
provider my-provider --template-name custom-template-go.
Check out other available template names here:
https://github.com/wasmCloud/wasmCloud/blob/666b168
8f7cb1f687a930eb7d31f3de73595ade8/crates/wash/src/lib
/generate/favorites.toml#L57-L73.

Another way to level up SmartCMS is by integrating it more
deeply with the broader Kubernetes ecosystem. For
example, you could add observability using tools like
Prometheus for metrics, Grafana for dashboards, or Jaeger
for distributed tracing. You might also bring in ArgoCD to
manage deployments through GitOps workflows or use
Gatekeeper to enforce cluster policies. These additions can
help bring SmartCMS closer to a production-grade
deployment, giving you greater visibility, control, and
automation.

Speaking of production—if you're ready to get your
SmartCMS into other people’s hands, head over to appendix
C. There, we walk through deploying SmartCMS to the Azure
Kubernetes Service. Or, if you just want to see it in action,
check out my own deployment at https://sswasm.com!

With that, thanks for joining the ride in developing and
deploying SmartCMS. I hope it gave you a practical, real-life
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lens on each chapter’s topics. Next up, let’s look at some
future areas where I see Wasm making an impact.

9.2 What'’'s next for Wasm?

There are plenty of areas that stand to benefit from Wasm'’s
growth beyond the browser—whether it’s for its language
agnosticism, sandboxed execution, or portability. In this
section, we'll highlight a few of these spaces that either
didn’t come up earlier in the book or deserve a bit more
spotlight.

9.2.1 Confidential computing

These days, just about everyone uses the cloud in some
form—and with that shift, a massive amount of personal and
organizational data now lives on someone else’s
infrastructure. But it wasn't always that way. When cloud
computing first emerged, the idea of storing sensitive data
on someone else’s servers seemed risky, even unacceptable.

Now that cloud adoption is nearly universal, securing that
data—whether it's code or content—is more critical than
ever. Figure 9.2 introduces the data security triad, which
highlights the three key states where data is vulnerable to
compromise: at rest, in transit, and in use.
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Figure 9.2 The three states of data: at rest, in transit, and in use. Each
state represents a potential point of vulnerability where data can be
exposed or compromised if not properly protected.

Some parts of the triad are fairly well understood and
protected today. Data in transit—Ilike information moving
between your browser and a server—can be encrypted using
protocols like TLS, keeping it safe from prying eyes during
transmission. Data at rest—stored on disk or in the cloud—
can be secured using encrypted filesystems or managed key
storage systems offered by most cloud providers.

But data in use is a tougher nut to crack. This is data that's
actively being processed in memory—when encryption can't
protect it and traditional defenses fall short. That's where
confidential computing comes in: it's a growing area focused
on keeping data secure even while it’s being used.

Think about it this way—right now, when a computer
processes data, it typically pulls it into memory (RAM) in
clear text. At that point, the data could be read or copied by
anyone who can access and inspect RAM directly—like a
malicious actor or even the cloud provider itself.



Confidential computing tackles this issue through something
called a Trusted Execution Environment (TEE), or enclave.
These enclaves use special CPU extensions to encrypt
memory access on the fly, so even while the data is in use,
it's still protected from outside the enclave.

NOTE

These CPU extensions for confidential computing are
already supported by most major processor vendors. For
example, Intel supports this through SGX (Software Guard
Extensions), AMD through SEV (Secure Encrypted
Virtualization), ARM provides TrustZone and the newer
Confidential Compute Architecture (CCA), and RISC-V has
support via Keystone. These features are increasingly
common in modern cloud environments.

One powerful use case for confidential computing is secure
multi-party collaboration. Imagine you work at an institution
developing an Al model, and you want to train it on sensitive
hospital patient data. Your model is proprietary, so handing
it over to the hospital isn’t an option. On the flip side, the
hospital can’t share its patient records with you due to strict
confidentiality regulations.

This is where a TEE can help. By running the model and the
data together inside a secure enclave, neither party has to
expose their sensitive assets. Figure 9.3 illustrates how this
setup works.
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Figure 9.3 Secure multi-party computation using a TEE. Sensitive data
and proprietary models are loaded into an enclave within an untrusted
server. The computation runs securely inside the TEE, keeping both
inputs confidential from the hosting environment.

An example of a system that enables this kind of secure
enclave interaction is Cocos AI (https://cocos.ai/), an open-
source platform developed with partial support from the
ELASTIC project—funded by the European Union’s Horizon
Europe Research and Innovation Program—and presented at
WasmCon 2024.

With Cocos A, collaborators define who the data providers
and result consumers are up front. Then, approved data
providers upload their data to the enclave, where
computation—possibly supplied by a separate third party—is
carried out securely. Once the task completes, only the
authorized result consumers can access the output, closing
the loop on a secure multi-party compute cycle.

So where does Wasm fit into all this? A good way to think
about a TEE is like a stripped-down, bare-metal machine. By
default, it has no built-in tooling or environment—just a
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minimal, secure shell. To run computations, we need to load
everything ourselves.

Now, we could drop in a full Linux kernel and userspace, but
that introduces a lot of complexity and potential
vulnerabilities. In security terms, this expands the Trusted
Computing Base (TCB)—the entirety of the code and
systems that need to be trusted to keep data safe inside the
enclave.

Wasm is a great fit here because it can run in small,
purpose-built runtimes with far fewer moving parts. Instead
of booting an OS, we can just drop in a Wasm
module/component and a minimal runtime. This keeps the
TCB tight and focused, which is exactly what we want in
confidential computing scenarios.

But that’s not all. The CPU extensions that power these
enclaves—like Intel SGX and AMD SEV—are typically
exposed through low-level C or C++ APIs, since they're
designed to interact closely with hardware. That means if
you're not working in those languages, you’re pretty much
out of luck when it comes to using those features directly.

This is another place where Wasm shines. Because it's
language-agnostic, you can write your application logic in a
language you’re comfortable with—Rust, Go, you name it—
and compile it to Wasm. That Wasm binary can then run
inside the enclave via a compatible runtime, letting you
interact with confidential computing features without writing
C code or dealing with the system-level APIs.

And finally, one more benefit Wasm brings to TEEs is multi-
tenancy. Because Wasm runs in a sandboxed environment,
it’s possible to execute multiple tenants’ code safely within
the same enclave. This opens the door to shared,

confidential compute environments where different parties



can run their logic side-by-side—without risking data leakage
or interference.

Overall, confidential computing is still an emerging field, but
it’s already showing real promise—especially when paired
with technologies like Wasm. By combining hardware-
enforced isolation with Wasm'’s lightweight, portable, and
language-agnostic execution model, we get a practical
foundation for building secure, privacy-respecting
applications in sensitive environments. Whether it's
collaborative AI, secure data processing, or sandboxed
services in the cloud, this space is ripe for innovation—and
Wasm is well-positioned to play a central role.

9.2.2 AI and machine learning

Earlier in the book, we used wasi:nn to connect a Wasm
component to a machine learning backend. But with Al
moving as fast as it is, there’s a lot more ground to cover. In
this section, we'll take a closer look at two efforts that are
shaping how Al and Wasm interact: wasi-gfx and the Model
Context Protocol (MCP).

WASI-GFX

wasi-gfx is a WASI proposal that bundles several packages—
wasi:webgpu, wasi:frame-buffer, wasi:surface, and wasi:graphics-
context—inNto a unified graphics and compute interface. Its
aim is to bring the same security and portability benefits of
Wasm from the CPU world to the GPU.

The proposal targets several key goals: secure GPU
compute, Wasm-based UI rendering, graphics in GPU-less
environments, and Al use cases not covered by wasi:nn. Its
sweet spot is in scenarios where you need low-level GPU



access, want to work with unsupported wasi:nn backends, or
are doing things like training and fine-tuning models directly.

To see it in action, check out the browser playground with
example workloads here: https://wasi-

gfx.qgithub.io/playground/.

MODEL CONTEXT PROTOCOL

One fast-growing area in Al is the rise of Al agents—
autonomous or semi-autonomous models that can plan,
reason, and act to achieve specific goals. These agents
aren’t just enhanced chatbots; they’re designed to interact
with tools, access files, call APIs, and sometimes even
perform actions on the host machine.

In November 2024, Anthropic introduced the Model Context
Protocol (MCP), a proposal aimed at standardizing how
agents interface with their environments. Think of MCP as
doing for agents what REST did for web services: it defines a
consistent model for accessing resources, tools, and data. In
MCP, a server exposes a set of resources and tools, and an
agent (the client) interacts with them according to a clear,
structured context. This setup ensures that an agent knows
exactly what it can access and how it should interact with its
environment.

But as with any powerful abstraction, there's risk. If you give
an agent access to a system without guardrails, things can
go sideways—fast. A common example is prompt injection,
where a malicious file or input manipulates the agent into
performing actions it shouldn't, like deleting data or
exfiltrating secrets.

Now imagine implementing the MCP server with Wasm.
Because this server is responsible for exposing tools and
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resources to the agent, we can define those capabilities
precisely using WIT. This lines up perfectly with the "Only-
What-You-Need" security model from chapter 3—where each
Wasm component is given access only to the specific
interfaces it requires. On top of that, Wasm’s sandboxed
execution ensures that even if the agent misbehaves or is
compromised, its interactions are limited to the tightly
scoped capabilities exposed by the server. It's a strong
foundation for building secure, predictable environments for
intelligent agents—and one that’s well worth keeping an eye
on.

NOTE

For an example of building MCP servers with Wasm
components and WIT-defined capabilities, check out
wassette: https://github.com/microsoft/wassette.

9.2.3 Compute at the edge

The edge is a layer of infrastructure that sits between end-
users and centralized cloud servers. It's made up of data
centers distributed across many locations—often run by
Content Delivery Networks (CDNs) like Fastly, Cloudflare, or
Akamai—and it exists to reduce latency by bringing
computation physically closer to users. In the context of web
applications, these edge nodes are the "in-between" spots,
usually positioned within or near Internet Service Providers
(ISPs).

To make this concrete, imagine you're running a blog. If it's
a static site with just HTML files, serving it from the edge is
straightforward—the CDN caches your files at hundreds of
locations worldwide, so readers in Tokyo get your content
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from a nearby Tokyo server instead of your origin server in
Virginia.

Traditionally, CDNs used this edge layer only to cache and
serve static content like images, scripts, and HTML. But
modern web experiences demand more than static files.
People expect real-time updates, dynamic personalization,
and interactive features that respond instantly. Consider
adding a comment system to that blog: comments need to
be fetched from a database, ordered by time, nested for
replies, and filtered for spam. In the traditional model, every
comment request would travel back to your centralized
database, adding latency that slows down page loads.

This is where compute at the edge comes in—running actual
application logic at these distributed CDN locations. Instead
of just serving cached files, edge computing platforms now
let you execute code right where the request arrives. For our
blog example, you could run your entire comment system at
the edge, processing and serving comments from the same
location that delivers your blog posts. Your readers get both
static and dynamic content from the nearest edge location,
making the entire experience feel instantaneous.

While edge computing has many incarnations—from
autonomous vehicles making split-second decisions locally to
IoT sensors processing data before sending it upstream—
web applications focus on a specific pattern. Traditional web
applications receive requests at a CDN, do some lightweight
processing (like blocking bots or malicious traffic), and then
forward the request to a centralized server for the heavy
lifting. But with edge compute, you can handle more of that
logic directly at the CDN location, eliminating the round-trip
to your backend servers. This saves those precious
milliseconds that make the difference between a sluggish
and a shappy user experience.



But edge computing isn't a full replacement for your
backend. Edge environments often have limits: no full
database access, smaller memory footprints, stricter
execution times. So, you typically use them for specific slices
of logic—not your whole app. You can see how this
interaction plays out in figure 9.4.
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Figure 9.4 Request flow with edge compute. Incoming requests first hit
the edge node, where user-defined Wasm code can perform logic before
routing to the centralized cloud backend.

Wasm is a great fit for these environments. It offers a
compact, secure way to ship multi-language workloads to
constrained environments like edge nodes. Platforms like
Fastly Compute compile your code to Wasm, then run it on
edge nodes using runtimes like Wasmtime.

To understand the scale and purpose, consider a global e-
commerce platform like an online retailer serving millions of
customers across continents. Major CDN providers typically
operate 100-300 edge locations worldwide—Cloudflare has



about 330 cities, Fastly has about 430 strategic locations,
and Akamai boasts over 4,000 locations. For our e-
commerce platform, this means their code runs in all these
places simultaneously.

Here's how edge computing helps their operations:

e A/B testing: When launching a new checkout flow, they
can instantly route 10% of, say, Japanese users to the
experimental version while keeping everyone else on the
current flow.

e Rate limiting: During flash sales, malicious actors
might try to buy up inventory with bots. Edge nodes can
identify and block these patterns instantly, protecting
inventory for real customers without overwhelming the
central order processing system.

e Geo personalization: European visitors see prices in
euros with VAT included, while US visitors see dollars
with sales tax calculated by state—all computed at the
edge based on the user's location.

e Auth filtering: Premium members get priority access
during high-traffic events. The edge validates their
membership tokens and routes them to dedicated
backend resources, while non-members might see a
"please wait" queue.

The power isn't just in any individual feature—it's in how
they compose. That same e-commerce platform can
combine these capabilities: validate membership, apply
regional pricing, enforce rate limits, and run experiments, all
in milliseconds at the edge location nearest to each
customer. This creates a responsive, personalized experience
that would be impossible if every decision required a round-
trip to a central server.



In short, Wasm gives you a secure and portable way to run
this custom logic across hundreds of locations worldwide—
without needing to manage full servers at each point of
presence. You write your logic once, compile it to Wasm, and
it runs identically whether it's serving customers in Sao
Paulo, Stockholm, or Singapore.

9.3 What's next for WASI?

So far in the book, we've worked with WASI 0.1 and 0.2.
These early versions helped define how components can
interact with system-like interfaces in a structured, portable
way. WASI 0.2, in particular, was the first version to adopt
the component model, which we've leaned on throughout
the SmartCMS example.

The next major step is WASI 0.3, which is currently in
development and may land in late 2025. Its biggest
contribution is native support for asynchronous operations.
Unlike earlier versions that relied on manually modeling
async behavior using state machines or resource juggling,
WASI 0.3 brings asynchrony directly into the type system
with built-in future<r> and strean<T> primitives. These types
can appear in component function signatures, allowing async
behavior to be expressed directly and naturally across
languages.

The goal is to make asynchronous components interoperable
across toolchains without needing glue code. A Rust
component using async/await could be used from Python or
C#, and the host runtime handles the async machinery
behind the scenes. WASI’s host supplies the runtime, while
the guest interacts with it through a standard ABI. Under the
hood, this is managed using waitables—handles that
represent in-progress operations. A guest can block on a
waitable or return a special code to tell the host to pause its



task and resume it later, freeing up the host to run other
work in the meantime.

This approach simplifies interface definitions. For example,

the wasi:nttp interface in 0.2 needed over a dozen resource
types to manually model async behavior. With native rfuture
and stream support, that interface can be redefined with just
a few types and a single handler.

WASI 0.3 won't be a one-off release. The plan is to
periodically release backward-compatible updates (0.3.1,
0.3.2, etc.) as new features are added. These updates are
expected to include:

e Cancellation support for canceling ongoing operations,
integrated with language-native patterns like C#'s
CancellationToken OF JavaScript’s AbortSignal.

e Stream optimizations adding support for common
stream patterns like splicing, skipping, and caller-
provided buffers to improve performance and reduce
memory copies.

e Threads first cooperative (non-preemptive) threads to
allow concurrency within a single OS thread—important
for getting toolchains like wasi-1ibc working safely. Later,
preemptive threading will be added via the shared-
everything threads proposal
(https://github.com/WebAssembly/shared-everything-
threads/blob/main/proposals/shared-everything-
threads/Overview.md) to enable parallelism across CPU
cores.

These changes set the stage for WASI 1.0, which could
arrive as early as 2026. That release would mark the start of
long-term stability guarantees, but it's not just about
maturity—it’s about solidifying the foundations for building
modern, high-performance, server-side Wasm applications.


https://github.com/WebAssembly/shared-everything-threads/blob/main/proposals/shared-everything-threads/Overview.md

9.4 Staying in the loop

Wasm is moving fast, and it can be tricky to keep up with all
the progress—especially around the component model and
WASI. If you want to follow the latest developments, the
best place to start is the Bytecode Alliance blog:
https://bytecodealliance.org/articles/. It covers major
updates, proposals, and announcements from the team
shaping much of the Wasm standards work.

For deeper technical discussions or proposal feedback, you
can follow relevant GitHub issues in the Bytecode Alliance
org (https://github.com/bytecodealliance), or even join in
directly on the Bytecode Alliance’s Zulip chat:
https://bytecodealliance.zulipchat.com/. It's open to the
public and a good space for asking questions or following
active design threads.

If you're more into hands-on examples or walkthroughs, I
occasionally post tutorials and updates on my YouTube

channel (http://youtube.com/c/danlogs ), where I focus on
topics like Rust and Wasm in practice.

It's also worth keeping an eye on community conferences
like WasmCon
(https://events.linuxfoundation.org/wasmcon/) and Wasm
I/0 (https://wasm.io/). These events often feature demos of
bleeding-edge tools, talks from folks building the standards,
and real-world case studies that can help you stay grounded
in how all this tech is being used.

Finally, thanks for coming with me on this journey. Whether
you followed along chapter by chapter or dropped in to skim
a few sections, I hope this book helped you understand what
server-side Wasm is capable of—and maybe even inspired a
few ideas of your own. There's a lot of exciting work ahead,


https://bytecodealliance.org/articles/
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and the ecosystem could use more folks building,
experimenting, and asking good questions.

If you've got feedback on the book—typos, ideas, questions,
or suggestions—you can drop a note in the book’s live forum
(https://livebook.manning.com/forum?
product=chiarlone&page=1) or open an issue in the book’s

GitHub repository (https://github.com/danbugs/serverside-
wasm-book-code). I'd love to hear what you think.

9.5 Summary

e Wasm in confidential computing enables secure, multi-
party execution using Trusted Execution Environments
(TEEs)—hardware-enforced secure enclaves that protect
data even while it's being processed. Wasm's minimal
runtime and language-agnostic nature make it ideal for
these constrained environments, keeping the Trusted
Computing Base small while enabling multiple tenants to
run securely side-by-side.

e AI/ML use cases for Wasm are expanding beyond
wasi:nn. The wasi-gfx proposal brings GPU compute
capabilities for training and fine-tuning models, while the
Model Context Protocol (MCP)—a standard for how AI
agents interact with tools and resources—pairs naturally
with Wasm's sandboxed execution to create secure
environments for autonomous agents.

e Wasm fits naturally into edge compute environments,
where its compact size and sandboxed security match
the constraints of CDN-distributed execution across
hundreds of global locations. Edge platforms like Fastly
Compute compile your code to Wasm for use cases
including A/B testing, rate limiting, geo-personalization,
and auth filtering—all running milliseconds away from
users without managing full servers at each location.


https://livebook.manning.com/forum?product=chiarlone&page=1
https://github.com/danbugs/serverside-wasm-book-code

e WASI 0.3 introduces native async support via built-in
future<T> and stream<T> types, eliminating the need for
complex state machines and resource juggling. This
simplifies interface design, enables cross-language async
interoperability, and sets the foundation for WASI 1.0's
stability guarantees expected around 2026.



Appendix A. Citations

Below are all the papers and resources referenced for
the book:

Spies and Mock, "An Evaluation of WebAssembly in
Non-Web Environments".

Long et al.,, "A lightweight design for serverless
Function-as-a-Service".

Sondell, "An Evaluation of Performance and Usability of
WebAssembly Containers in Cloud Computing".

Shillaker and Pietzuch, "FAASM: Lightweight Isolation
for Efficient Stateful Serverless Computing".

Hall and Ramachandran, "An Execution Model for
Serverless Functions at the Edge".

GlobalNewswire, "Fermyon Delivers the First
WebAssembly Platform for Kubernetes, Enabling 50x
More  Applications Per Node" Available at:

https://www.globenewswire.com/news-
release/2024/03/13/2845676/0/en/Fermyon-Delivers-
the-First-WebAssembly-Platform-for-Kubernetes-
Enabling-50x-More-Applications-Per-Node.html.

Chrome for Developers, "WebAssembly Garbage
Collection (WasmGC) now enabled by default in
Chrome" Available at:
https://developer.chrome.com/blog/wasmgc.

YouTube, "Keynote Panel Discussion: Revolutionizing
Cloud Native Architectures with WebAssembly" YouTube
video, available at: https://www.youtube.com/watch?
v=tu8a-GefJL8.
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Appendix B. Required tools

You can use this section as a quick reference for installing
all the tools used throughout the book.

B.1 Rust

To install Rust, head to: https://www.rust-
lang.org/learn/get-started.

NOTE

We use rustc 1.84.0 (9fc6b4312 2025-01-07). If you
already have Rust installed, you can install this specific
version with rustup install 1.84.0 and then set it as
default with rustup default 1.84.0. For some Spin
sections, we use Rust version 1.85.0. You can follow the
same steps to install it and swap between different Rust
versions as needed.

B.1.1 Target installation

Here are the Rust targets used in this book and how to
install them:

e wasm32-unknown-unknown rustup target add wasm32-

unknown-unknown
o wasm32-wasip1 rustup target add wasm32-wasipl
® Wasm32-wasip2 rustup target add wasm32-wasip2

B.1.2 Cargo installs


https://www.rust-lang.org/learn/get-started

These are the Cargo-based tools we’ll install as needed:

° Cargo Component cargo install cargo-component@0.20.0 -
-locked

e Wasm tools cargo install wasm-tools@1.227.1 --locked
¢ Wasmtime cargo install wasmtime-cli@30.0.0 --locked

e WASI-Virt cargo install wasi-virt --git
https://github.com/bytecodealliance/WASI-Virt --rev
b662e419 --locked

e WAC cargo install --locked wac-cli@0.6.1

e Wasm Hex Dump cargo install wasm hex dump@0.1.0 --
locked

e Wash cargo install --locked wash-cli (installs the latest
vervsion)

e Oha cargo install oha@l.4.7 --locked

i Wkg cargo install wkgl0.10.0 --locked

B.2 Git LFS

To install Git LFS, see: https://git-Ifs.com/.

B.3 Docker

There are two ways you can install Docker:

e Docker Engine (lightweight, CLI-focused)
https://docs.docker.com/engine/install/

e Docker Desktop (includes Docker Engine with a GUI)
https://docs.docker.com/desktop/


https://git-lfs.com/
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NOTE

The recommended version is Docker 28.0.0, build
f9ced58. You can verify your version: docker --version.

B.4 ]S toolchain

If you're on Linux, macOS, or Windows Subsystem for
Linux (WSL), install nvm with:

curl -o- https://raw.githubusercontent.com/nvm-sh/nvm/v0.40.2/insta
11l.sh | bash

Restart your terminal, then install Node version 22 (along
with npm) by running:

nvm install 22

If you're on Windows, download the installer from:
https://github.com/coreybutler/nvm-windows and follow
the same steps.

After setting up Node and npm, install JavaScript’'s Wasm
toolchain with:

o jCO npm install -g @bytecodealliance/jco@1.10.2
o componentize-js npm install -g

@bytecodealliance/componentize-js@0.17.0

B.5 Python toolchain

To install Python, check out:
https://wiki.python.org/moin/BeginnersGuide/Download. At
the time of writing, the book uses Python version 3.12.3.
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B.6 Spin

Install Spin from:
https://developer.fermyon.com/spin/v3/install.

NOTE

We use spin 3.2.0 (c9bebd8 2025-03-24). 10 stay consistent,
use this version while following along.

To prepare for Kubernetes deployment, install the Spin
plugin:

spin plugins update
spin plugins install kube
spin plugins 1list --installed

You should see output similar to this (versions may vary):

cloud 0.11.0 [installed]
kube 0.4.0 [installed]

B.7 Ollama setup

Install instructions: https://ollama.com/.
Then pull the model used in the book with:

ollama pull gurubot/tinystories-656k-q8

B.8 Regctl

To install on Ubuntu using Snap:

sudo snap install regclient


https://developer.fermyon.com/spin/v3/install
https://ollama.com/

At the time of writing, this installs regctl version 0.8.0. For
other operating systems, follow https://regclient.org/install.

B.9 container2wasm

Install with:

wget https://github.com/container2wasm/container2wasm/releases/down
load/v0.8.3/container2wasm-v0.8.3-1linux-amdé4.tar.gz

NOTE

If you're on an arm64 Linux machine instead of amdé4,
make sure to download the arm64 release by replacing
amd64 in the link with arm64. You can find all available
versions at:

https://github.com/container2wasm/container2wasm/rele

ases.

After downloading the release, extract the archive with:

tar -xvf container2wasm-v0.8.3-1linux-amdé4.tar.gz

Next, move the extracted binaries to a directory in your
PATH so they can be used system-wide:

sudo mv c2w c2w-net /usr/local/bin/
Ensure the binaries are executable by running:
chmod +x /usr/local/bin/c2w /usr/local/bin/c2w-net

Now, verify that the installation was successful by checking
the version:

c2w --version


https://regclient.org/install
https://github.com/container2wasm/container2wasm/releases

You should see output similar to:

c2w version v0.8.3

Finally, clean up by removing the downloaded archive:

rm container2wasm-v0.8.3-1linux-amdé4.tar.gz

B.10 Kubernetes setup

Start by installing k3d, a Docker-based local Kubernetes
cluster tool. It's fast, lightweight, and great for dev/testing.

We use version v5.8.3: https://k3d.io/v5.8.3/?
h=installation#releases.

Next, install kubectl to interact with your cluster:

https://kubernetes.io/docs/tasks/tools/.
We use:
kubectl version --client

Client Version: v1.33.0
Kustomize Version: v5.6.0

Then install Helm by following:

https://helm.sh/docs/intro/install/.
We use:

helm version
version.BuildInfo{Version:"v3.17.3", GitCommit:"e4da49785aabebee2b8
6efd5dd9e43400318262b", GitTreeState:"clean", GoVersion:"gol.23.7"}


https://k3d.io/v5.8.3/?h=installation#releases
https://kubernetes.io/docs/tasks/tools/
https://helm.sh/docs/intro/install/

Appendix C. Deploying the
SmartCMS to Azure
Kubernetes Service

In this appendix, we’ll walk through how to deploy the
SmartCMS app to Azure Kubernetes Service (AKS).

C.1 Pre-requisites

For this section, you’ll need a few tools installed. Most are
covered in appendix B. The only new one is the Azure CLI,
which you can install by following the steps here:
https://learn.microsoft.com/en-us/cli/azure/install-azure-cli?
view=azure-cli-latest.

You'll also need an Azure account and an active subscription.
If you don't already have one, you can create both by
following this guide:

https://learn.microsoft.com/en-us/dotnet/azure/create-
azure-account.

Next, you’'ll need a Kubernetes cluster on Azure. To set it up,
follow the instructions here:

https://learn.microsoft.com/en-us/azure/aks/learn/quick-
kubernetes-deploy-portal?tabs=azure-cli.

Follow the guide up to, but not including, the “"Deploy the
application” step.


https://learn.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest
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Once your cluster is up and running, grab the public IP
assigned to it with:

az network public-ip list --query "[?starts_with(resourceGroup, 'MC
_') && ipAddress!=null].{Name:name, ResourceGroup:resourceGroup, IP:
ipAddress}" -o table

You'll get output that looks like:

Name ResourceGroup IP

715a31e6-... MC_sswasm_sswasm_westus2 4.155.90.17

Next, assign a DNS name to your cluster’s public IP:

az network public-ip update --resource-group <YOUR PUBLIC IP'S RG> -
-name <YOUR PUBLIC IP'S NAME> --dns-name <YOUR DESIRED PUBLIC IP'S D
NS NAME> --query "dnsSettings.fqdn"

Replace <vour DESIRED PUBLIC IP's RG> With the resource group
name, <your pusLIC IP's NaMe> With the public IP’s name from
the previous command (i.e., the value in the leftmost
column), and <vour purLIC 1P's DNs NaME> With @ DNS name of
your choice (eg danbugssmartcms).

Make sure to save the FQDN output from this command
(e.g., danbugssmartcms.westusZ.cloudapp.azure.com)—YOU’” need
it for the Ingress configuration later.



NOTE

Aside from setting up the cluster, I've already built a
Docker image for the frontend and pushed it to GHCR. You
can find it here: ghcr.io/danbugs/smartcms-frontend:vl. The
source code is available at:

https://github.com/danbugs/serverside-wasm-book-

code/tree/main/app c/frontend.

C.2 Prepare the cluster

Now that your Kubernetes cluster is up and running, it’s time
to set it up for SmartCMS. We'll install some tools, configure
networking, and get things ready to run our app. Make sure
you're logged into GitHub’s container registry (GHCR),
following https://docs.github.com/en/packages/working-
with-a-github-packages-registry/working-with-the-
container-registry if necessary.

First, install the wasmcloud-platform Helm chart:

helm upgrade --install wasmcloud-platform --values https://raw.githu
busercontent.com/wasmCloud/wasmcloud/main/charts/wasmcloud-platform/
values.yaml oci://ghcr.io/wasmcloud/charts/wasmcloud-platform:0.1.2
--dependency-update

Next, set up the Ingress controller. This will allow HTTP
traffic to flow into the cluster. Replace <vour puBLIC IP HERE>
with the IP address you obtained in the previous section:

helm upgrade --install ingress-nginx ingress-nginx/ingress-nginx --n
amespace ingress-nginx --create-namespace --set controller.replicaCo
unt=2 --set controller.nodeSelector."kubernetes.io/o0s"=1inux --set d
efaultBackend.nodeSelector."kubernetes.io/os"=1linux --set controlle

r.service.externalTrafficPolicy=Local --set controller.service.loadB
alancerIP="<YOUR PUBLIC IP HERE>"


https://github.com/danbugs/serverside-wasm-book-code/tree/main/app_c/frontend
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After deploying, it may take a few minutes for the Ingress
controller’s external IP to show up. You can check its status
with:

kubectl get svc -n ingress-nginx
To enable HTTPS, install cert-manager:

kubectl apply -f https://github.com/cert-manager/cert-manager/releas
es/latest/download/cert-manager.yaml

kubectl wait --namespace cert-manager --for=condition=Available depl
oyment/cert-manager --timeout=120s

Once cert-manager iS available, YOU'“ need a clusterIssuer SO it
can request TLS certificates from Let’s Encrypt.

NOTE

Let’s Encrypt is a free certificate authority that issues
trusted SSL/TLS certificates. It uses the ACME protocol to
prove that you control the domain.

Replace <vour EmaIL mEre> With your email address to receive
expiration warnings.



apiVersion: cert-manager.io/vl
kind: ClusterIssuer
metadata:
name: letsencrypt-prod
spec:
acme:
email: <YOUR EMAIL HERE>
server: https://acme-v02.api.letsencrypt.org/directory
privateKeySecretRef:
name: letsencrypt-prod
solvers:
- httpol:
ingress:
class: nginx

Save this to a file called ciuster-issuer.yam1, then apply it
with:

kubectl apply -f cluster-issuer.yaml

Finally, deploy the WasmCloud host configuration. This gets
your backend runtime set up and ready:

kubectl apply -f https://raw.githubusercontent.com/danbugs/serversid
e-wasm-book-code/refs/heads/main/app_c/setup/wasmcloud-host.yaml

C.3 Deploy the SmartCMS

Now that the cluster and ingress are ready, it's time to
deploy the SmartCMS system. It consists of a few backend
services, a frontend, and an Ingress that ties it all together.

C.3.1 Deploy the backend components

Apply each of the backend YAML files:



kubectl apply -f https://raw.githubusercontent.com/danbugs/serversid
e-wasm-book-code/refs/heads/main/app_c/backend/ollama.yaml
kubectl rollout status deployment/ollama --timeout=120s

kubectl apply -f https://raw.githubusercontent.com/danbugs/serversid
e-wasm-book-code/refs/heads/main/app_c/backend/wadm.yaml

kubectl apply -f https://raw.githubusercontent.com/danbugs/serversid
e-wasm-book-code/refs/heads/main/app_c/backend/wasmcloud-api.yaml

N

Most of this is the same from chapter 8, one difference is
that we now expose the wasmcioud-api service through an
Ingress route instead of using xubectl port-forward. This is

a more production-friendly approach and integrates with
TLS.

C.3.2 Deploy the frontend

Apply the frontend YAML file:

kubectl apply -f https://raw.githubusercontent.com/danbugs/serversid
e-wasm-book-code/refs/heads/main/app_c/frontend/frontend.yaml

This deploys the static frontend, which will serve the UI for
the SmartCMS.

C.3.3 Configure Ingress

To route external traffic to your services, create an Ingress
configuration. Save the following as ingress.yam1 replacing
<your puBLIC IP’s FoDN> With the FQDN we obtained in the pre-
requisites section:


https://raw.githubusercontent.com/danbugs/serverside-wasm-book-code/refs/heads/main/app_c/frontend/frontend.yaml

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: nginx
annotations:
cert-manager.io/cluster-issuer: letsencrypt-prod
spec:
ingressClassName: nginx
tls:
- hosts:
- <YOUR PUBLIC IP'S FQDN>
secretName: sswasm-tls

rules:
- host: <YOUR PUBLIC IP'S FQDN>
http:
paths:
- path: /api
pathType: Prefix
backend:
service:
name: wasmcloud-api
port:
number: 8000
- path: /
pathType: Prefix
backend:
service:
name: smartcms-frontend
port:
number: 80
Apply it with:

kubectl apply -f ingress.yaml

Once everything is set up, you’ll be able to access the
SmartCMS frontend at nttps://<YOUR PUBLIC IP'S FQDN>. 10 S€€
my own deployment, visit: https://sswasm.com/. For an
overview of the deployed Smart CMS system, see figure C.1.
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Figure C.1 The full SmartCMS deployment architecture on Azure. The
Wasm component runs inside a wasmCloud host within an AKS cluster,
communicating with persistent storage and a machine learning provider.
Traffic enters through an Ingress controller mapped to a public IP,
routing API requests to an HTTP server and frontend assets to the web
UI. Inference is powered by an Ollama-hosted model.

And that’s it! You've deployed a Wasm backend service to a
Kubernetes cluster running on a public cloud—and made it
accessible to the world. You configured networking, installed
essential tooling like wasmcloud and cert-manager, and even
set up HTTPS using trusted TLS certificates.
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