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Chapter 1

Introduction

Sam Ghosh

In the grand maze of human progress, moments of radical innovation often emerge as turbulent
waves crashing against the shores of convention. These disruptive surges challenge the established
norms, provoke regulatory scrutiny, and navigate tumultuous waters before eventually merging
into the calm expanse of the mainstream. It is within this transformative ebb and flow that the
narratives of innovation often find their genesis, revealing a cycle of evolution — of clashes, adapta-
tions, and assimilations.

Okay, I ran out of my poetic abilities here — let us return to plain English.

Throughout technological history, many radical technologies emerged and clashed with the
mainstream industry and regulations. These clashes sometimes resulted in truce and sometimes
massacres.

Here, we are not talking about the truce but the massacres. While there were probably thou-
sands of radical technologies that came throughout history and disappeared from our collective
memory, there are some comparatively recent technologies that faced the wrath of the conventional.

So, did these “massacred” technologies just disappear?
We are at a similar juncture for Web3 technologies.

The failure of the Terra ecosystem in May 2022 rippled through the whole crypto ecosystem
and caused a series of failures. The collapse of the FTX crypto exchange in November 2022 trans-
formed the market downturn into a prolonged crypto winter resulting in capital flight from the
Web3 sector.

But, capital flight is not the only problem for the crypto ecosystem. Regulators around the
world are taking a harsher approach to crypro-assets, let that be the Biden administration’s
Roadmap to Mitigate Cryptocurrencies’ Risks to the issuance of 146 alerts and warning lists for
crypto-asset promotion by the UK’s Financial Conduct Authority in October 2023.

Unfavorable market conditions are hindering investments in Web3 projects, evident from a
significant decline in investments in Web3 projects. According to Crunchbase Web3 Tracker,
investment in Web3 projects has dropped from US $10.4 billion in the first quarter of 2022 to just
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US $1.2 billion in the last quarter of 2023. 2024 exhibited slight improvement with a $1.7 billion
investment in QI and a $1.9 billion investment in Q2.

So, is this the end of the road for Web3?

To answer this question, we need to look into the radical technologies that came before Web3
and challenged the conventions. Maybe understanding what transpired for these radical technolo-
gies would shed some light on the fate of Web3.

1.1 Open Source Revolution

The concept of open-source software, gaining momentum in the late 20th century and particu-
larly in the late 1990s and early 2000s, revolutionized traditional proprietary software models by
emphasizing collaboration and transparency. Linux, created by Linus Torvalds in the early 1990s,
served as a key example of this open-source movement.

Concerns about intellectual property rights, licensing, and legal issues related to open-source
software were raised by regulatory bodies and certain tech companies. The collaborative nature
of open-source development was perceived as a potential threat to proprietary models, leading to
efforts to regulate or restrict the proliferation of open-source licenses.

Do you remember the SCO vs IBM lawsuit that was targeted to end Linux?

The SCO Group vs IBM lawsuit in the early 2000s was a major legal dispute challenging
the legitimacy and usage of the Linux operating system. SCO Group, a software and services
company, accused IBM of violating intellectual property rights and contractual obligations by
integrating proprietary code into the Linux kernel.

The lawsuit, filed in 2003, persisted through SCO Group’s bankruptcy and an unfavorable
outcome in SCO vs Novell. It was reopened for ongoing litigation by a new judge on June 14,
2013.

The SCO Group accused IBM of incorporating SCO’s UNIX code into Linux, violating intel-
lectual property rights and copyright. SCO sought financial compensation, initially claiming US
$1 billion, later revising it to US $3 billion, and then increasing it again to US $5 billion.

The lawsuit not only sought financial compensation but also raised concerns about the legal
status of open-source software, particularly Linux. SCO aimed to assert control over Linux usage,
creating uncertainty and fear within the open-source community and among businesses and indi-
viduals using or considering Linux. In May 2003, SCO Group issued warnings to companies,
alleging liability for Linux usage.

Let us leave it here. We will get back to it later.
Who else wanted to hurt open-source?
Microsoft.

Microsoft, traditionally supportive of proprietary software, launched the “Get the Facts” cam-
paign in 2003 to cast doubts on the security and total cost of ownership of open-source alterna-
tives like Linux, discouraging organizations from adopting open source.
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The campaign, costing over US $20 million, showcased various case studies to portray open-
source Linux as less reliable and less secure.

Microsoft also employed a lock-in strategy, leveraging its dominance in the operating system
and office software market. This created vendor lock-in, making it challenging for users to transi-
tion to open-source alternatives due to dependencies on proprietary ecosystems like Windows and

Office.
So, did all chis animosity against open-source end open-source?

The SCO-IBM case we talked about. Well, that only dragged SCO’s impending bankruptcy,
making it more and more painful. Ultimately in 2021, TSG Group, which represented SCO’s
debrtors, settled with IBM and resolved all the remaining claims between TSG and IBM.

What happened to Microsoft’s “Get the Facts™?

Shortly after Microsoft launched the campaign, a UK advertising standards body cautioned
that Microsoft’s “Get the Facts” campaign, asserting that Linux isn’t cheaper than Windows,
might be misleading.

The “Get the Facts” campaign by Microsoft received criticism for presenting facts in a mislead-
ing and biased manner. Critics highlighted the use of selective data and comparisons to downplay
the advantages of open-source software, especially Linux.

The claims made by Microsoft’s “Get the Facts” campaign were countered over time by the
open-source community, analysts, and independent studies. These responses emphasized the ben-
efits, security, and cost-effectiveness of open-source software, debunking many arguments pre-
sented in the campaign.

As the open-source ecosystem gained credibility and widespread adoption, the necessity for
anti-open-source campaigns diminished. Microsoft, acknowledging this shift, also altered its
approach toward open source.

In time, Microsoft adopted a more favorable approach to open-source. It actively contributed
to open-source projects, released some of its technologies as open-source, and incorporated Linux
functionalities into its ecosystem. This marked a notable change in Microsoft’s perception and
involvement with the open-source ecosystem.

As the industry dynamics evolved, the “Get the Facts” campaign lost its relevance, and
y dy paig

Microsoft’s approach toward open-source changed significantly, leading to the campaign’s decline

and eventual discontinuation.

So, where does Linux stand now?
B Linux is the preferred operating system for the top 500 of the world’s supercomputers.
B 85% of smartphones run on Linux-based operating systems.

B Of the top 25 global websites, only two operate without Linux support.
B An extensive selection of over 600 Linux distributions (distros) is currently available.

Over the years we have seen integration of open-source initiatives with the mainstream.



4 m The Age of Decentralization

1.1.1 Red Hat Acquired by IBM

In 2019, IBM purchased Red Hat, a leading open-source solutions provider, for approximately
US $34 billion. This acquisition emphasized the significance of open source in IBM’s cloud and
hybrid cloud offerings, with Red Hart’s enterprise Linux distribution playing a crucial role in its
portfolio.

1.1.2 Google’s Use of Open-source

Google strongly supports open-source, as seen in its adoption of the Linux kernel for Android,
one of the most globally used mobile operating systems. Google actively contributes to numerous
open-source projects and has open-sourced various tools and libraries, such as TensorFlow for
machine learning.

1.1.3 Microsoft’s Shift to Open-source

Microsoft, known for proprietary software, has made a big change by embracing open-source.
They’ve open-sourced tools and frameworks and launched the Microsoft Windows Subsystem for
Linux, allowing Linux to run on Windows.

1.1.4 Meta’s Open-source Contributions

Meta (Facebook) is a major tech player supporting open-source. Contributions to projects like
React and GraphQL have had a notable impact on web and software development.

1.1.5 Automotive Industry

Leading automotive companies, including Tesla, Volkswagen, and Toyota, have integrated open-
source software into their vehicle systems. Tesla, for instance, employs open-source components in
its infotainment system, enhancing flexibility and customization capabilities.

1.2 Torrent Technology

Now, another radical technology that received significant opposition was torrent technology. The
rise of torrent technology gained momentum in the early 2000s, particularly with the launch of
platforms like BitTorrent.

Torrent technology is a decentralized peer-to-peer file-sharing method that facilitates the dis-
tribution of large files over the internet. Instead of relying on a central server, files are divided into
smaller pieces, and users (peers) download and upload these pieces simultaneously. Torrents use
metadata and trackers in torrent files to guide peers to sources sharing the same files. Users act
as both downloaders and uploaders, enhancing download speed. The technology employs cryp-
tographic hashing for file integrity and magnet links for efficient file sharing without separate
torrent files.

The problem is that peer-to-peer file sharing enabled the sharing of copyrighted material and it
clashed with established copyright laws. Regulators and large companies tried to suppress torrent
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technology due to concerns about piracy, copyright infringement, and its impact on established
business models.

The Pirate Bay, launched in 2003, is a prominent website for torrent-based peer-to-peer file
sharing, known for distributing digital content, often copyrighted. It faced numerous legal actions
and court orders in attempts to shut it down. Despite persistent attempts to shut it down, The
DPirate Bay persevered, employing domain and server changes to evade legal actions.

In 2012, Pirate Bay co-founder Gottfrid Svartholm was arrested in Cambodia, extradited to
Sweden, and later deported to Denmark. On October 31, 2013, he was sentenced to three and a
half years in prison for computer hacking,.

In 2012, the US introduced the Stop Online Piracy Act (SOPA) and the PROTECT IP Act
(PIPA) to combat online piracy, targeting websites facilitating copyright infringement. Faced with
substantial public opposition, both bills were ultimately postponed.

Torrent search engines experienced legal actions, resulting in limitations on their operations
due to facilitating access to copyrighted content. Some were shut down, while others had to mod-
ify services to exclude copyrighted material. Some internet service providers (ISPs) have been
known to throttle or limit P2P traffic, including torrents, on their networks. This wasn’t solely
about combating piracy but was often due to concerns about the strain of torrent traffic placed on
network infrastructure, causing slowdowns or congestion for other users.

In some countries, authorities have taken measures to block or restrict torrent traffic and
P2P sharing on a national level. This wasn’t just about piracy but often due to concerns about
the unregulated nature of P2P networks and their potential for sharing illicit or inappropriate
content.

While torrenting received so much opposition, the utilization and acceptance of its underlying
concepts have influenced various industries.

1.2.1 Content Distribution Networks (CDNs)

Several mainstream companies and services have adopted peer-to-peer concepts similar to torrent
technology for content delivery. BitTorrent Inc, the company behind the BitTorrent protocol,
established partnerships with CDN providers and media companies to distribute content using
peer-to-peer methods.

1.2.2 Online Gaming and Software Updates

Some online gaming platforms and software developers use a torrent-like approach for distributing
game updates and patches. For example, Blizzard Entertainment utilizes a peer-to-peer system to
distribute updates for games like World of Warcraft.

1.2.3 Blockchain and Decentralized Technologies

The foundational principles of decentralization and peer-to-peer communication inherent in tor-
rent technology have played a role in shaping and inspiring the development of blockchain and
decentralized technologies. Although not directly linked, the decentralized nature of torrents has
influenced similar structures in blockchain networks and distributed ledger technologies.
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1.2.4 Legal Content Distribution Platforms

There are legal platforms that use similar technology to torrents for distributing content. For
example, Tribler is a torrent-based software that aims to provide legal content distribution without
relying on centralized servers.

1.2.5 Impact on Video Streaming Services

While not a direct adoption of torrent technology, some video streaming services have been influ-
enced by its concepts. Concepts of distributed file sharing and efficient delivery methods inspired
the development of peer-assisted video streaming in services like Netflix and Hulu.

1.2.6 Internet Service Providers (ISPs)

Some ISPs have implemented caching and peer-assisted distribution methods inspired by torrent
technology to manage and optimize data delivery to customers.

Torrent technology, despite regulatory challenges and piracy associations, has indirectly influ-
enced various industries. Its decentralized, peer-to-peer model has inspired alternative content
distribution methods and influenced the development of decentralized technologies. Though not
directly integrated into mainstream companies through acquisitions, its principles have had a
significant impact on several sectors.

1.3 The Future of Web3

This book does not delve into speculation of what can happen to Web3 but rather proposes a
framework on how we can integrate Web3 technologies in traditional architectures.

In this book, we will propose adding a Web3 layer to tech stacks as a Decentralization Layer.
This layer would enable adding Web3 qualities such as immutability and decentralization to tra-
ditional tech architectures.

But, should we just propose the addition of decentralization layers and increase complexity just
to ensure a future for Web3? Not really.

Additions of Decentralization Layer using Smart Contracts may solve some of the press-
ing technical problems in current centralized architectures. Smart contracts come with various
qualities such as immutability (historical records cannot be manipulated), transparency (access
records are auditable), automation (no manual intervention is required for smart contracts), and
decentralization.

We will discuss all these qualities in detail in the book, but let’s talk a little about the concept
of decentralization here. So, what does decentralization mean?

Well, in Web3, decentralization is often referred to as the quality of Web3 networks that these
networks are not controlled by any centralized entity.

But, if we look under the hood, there are two kinds of decentralization.
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A. Blockchains, like all Distributed Ledger Technologies (DLTs), are decentralized, meaning
they are served by multiple servers called nodes. These nodes run client software to partici-
pate in peer-to-peer blockchain networks. All active nodes maintain the same data record,
including copies of smart contracts and data within them. Thus, even if some nodes go
offline, the blockchain and smart contracts remain accessible and active. Let us call this
Technical Decentralization.

B. But, there is another kind of decentralization in the context of Web3 networks — Governance
Decentralization. DAOs (Decentralized Autonomous Organizations) empower Web3 plat-
forms to be governed collectively by users, platform builders, and investors. The governance
system’s design and maturity determine the extent to which users can influence the plat-
form’s structure and rules.

In this book, our primary focus is to use the Technical Decentralization of Web3, rather than
Governance Decentralization. We are not focusing on Governance Decentralization because it is
more of a business and administrative tool rather than a technical concept.
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Chapter 2

Why Is Decentralization
the Need of the Hour?

Sam Ghosh

The dot-com crash of the late 1990s marked a turning point, leading to the emergence of Web
2.0. This era is defined by user-generated content, expansive social networks, and a promise of
democratization.

Despite advocating for decentralization, Web 2.0 unintentionally resulted in unprecedented
centralization, reshaping the digital landscape and society in various ways.

Web 2.0 emphasized user participation and content sharing, leading to the rise of social media,
content-sharing platforms, and online communities. Despite appearing democratic, these plat-
forms relied heavily on centralized control and data accumulation.

Web 2.0 companies heavily relied on extensive user data accumulation, creating detailed pro-
files for targeted advertising and revenue maximization. Tech giants likely have more information
about us than even our closest friends do. This centralized gathering of personal information not
only raised privacy concerns but also granted these companies significant market and political
influence.

With advanced algorithms, these platforms can shape news, opinions, and public conversa-
tion, potentially influencing political outcomes.

The implications are significant, prompting ethical and societal questions about the impact of
such influence.

2.1 Rise of Large Centralized Architectures

The consolidation of vast amounts of data and networks, while profitable, poses risks. Centralized
systems, as seen in events like the Cambridge Analytica scandal, are susceptible to breaches with
far-reaching consequences, compromising the privacy and security of millions.
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Centralization poses security risks and presents challenges in terms of availability, latency, and
regulatory compliance. Relying on centralized networks can magnify the impact of disruptions,
prompting the need for strict measures to ensure data protection and user privacy in response to
emerging regulatory concerns.

In summary, Web 2.0, while promoting connectivity and user empowerment, concentrated
power and information in the hands of a few tech giants. This has far-reaching implications across
social, political, and technical contexts, giving rise to concerns about privacy, security, and the
potential manipulation of public discourse.

CAMBRIDGE ANALYTICA SCANDAL

The Cambridge Analytica scandal marked a pivotal moment that highlighted substantial
worries regarding data privacy and manipulation in the digital era.

In 2013, researcher Aleksandr Kogan developed a personality quiz app called “thisi-
syourdigitallife,” operating on Facebook. The app not only collected data from quiz par-
ticipants but also harvested information about their Facebook friends without obtaining
explicit consent. This resulted in Cambridge Analytica gaining access to the personal data
of millions of Facebook users.

Following this, Cambridge Analytica utilized the acquired data to construct detailed
psychological profiles of users. These profiles were then employed for targeted political
advertising and influence campaigns, notably during the 2016 US presidential election and
the Brexit referendum in the UK.

The scandal prompted significant ethical and legal concerns about data privacy, user
consent, and the unchecked use of personal information for political purposes. It led to
heightened scrutiny and calls for more robust regulations concerning data protection and
the responsible use of personal information by technology companies and political entities.

Let us understand the problems that arise due to large centralized architectures one by one.

2.1.1 Regulatory Challenges

The rise of centralized technology architectures, especially in the context of data storage, has cre-
ated regulatory challenges. Concentrated pools of data within tech conglomerates raise privacy
and security concerns while complicating regulatory efforts to ensure responsible data handling
and user protection.

Centralized data storage poses regulatory challenges exemplified by the European Union’s
General Data Protection Regulation (GDPR) enacted in May 2018. While designed to establish
data protection and privacy rules, the GDPR’s implementation revealed specific issues associated
with centralized tech architectures.

Enforcing regulations like GDPR in centralized systems is challenging due to compliance
complexity. The extensive collection and processing of user data by centralized platforms make
achieving full compliance difficult, leading to increased administrative burdens and costs for
companies.
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Further, the global nature of centralized data storage systems poses challenges for cross-border
data flow and compliance with international protection standards. Global tech companies, operat-
ing in various countries, face a regulatory puzzle as they navigate legal complexities to comply with
diverse international standards across multiple jurisdictions.

Dealing with data localization mandates adds complexity to centralized systems, as countries
enforce laws requiring data storage within specific regions. This complexity arises in architectures
optimized for efficiency across various regions, posing a challenge in meeting both data localiza-
tion and privacy standards. It often necessitates adjustments to systems and protocols.

Another substantial hurdle for regulators is ensuring transparency and accountability within
centralized systems. These platforms store large amounts of personal data, making it difficult to
provide users with full visibility and control. Enforcing consent, data portability, and the “right to
be forgotten” principles requires effective mechanisms within the complex structures of central-
ized systems.

The “right to be forgotten” is a privacy concept that allows individuals to request the removal
or deletion of their personal information from online platforms or search engine results.

Anyway, regulators are refining strategies to adapt to the challenges of centralized data storage.
Companies are also investing in compliance mechanisms and technologies to simplify adherence
to data protection regulations while maintaining the functionality and convenience of centralized
systems.

Now, apart from data centralization, these platforms often overreach to diverse industries.
Technology companies are not just technology companies anymore.

Accumulation of user data allowed tech platforms to expand services, leading to diverse offer-
ings such as embedded payments in messaging apps (e.g. WeBank offers loans through WeChat
and QQ app), payment/e-commerce firms venturing into banking, and edTech companies provid-
ing financial services (e.g. Byju’s).

This hotchpotch leads to enormous regulatory complexity, especially when these tech compa-
nies start to enter highly regulated sectors such as financial services or healthcare.

In the recent past, we saw many payment companies enter financial services. At the outset,
these businesses may look similar but they are fundamentally different businesses. Payment is a
cash-flow-based business and financial services are balance-sheet-based businesses. Payment com-
panies rarely have to deal with asset quality, a concept at the core of financial services companies
taking deposits and offering loans.

So, when a payment company starts accepting deposits and giving loans, it may become very
complex to regulate these entities. These companies may fail to keep the payment and the financial
services entities isolated as observed in the case of India’s PayI'm. In February 2024, PayT'm came
under attack from the Indian Central Bank (RBI) for failing to keep their Payment Bank and
other entities isolated.

The point is that centralization can result in enormous complexity from a regulatory
perspective.
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2.1.2 Security Issues

Centralized technology architectures, while enhancing connectivity and efficiency, pose security
challenges due to the accumulation of vast amounts of data, making them susceptible to security
breaches with serious consequences.

Data breaches in centralized systems, exemplified by the Equifax incident in 2017 affecting
over 148 million Americans, raise significant concerns. The compromise of sensitive information
led to substantial financial penalties, with Equifax settling for nearly $700 million.

The Yahoo breach in 2013, exposing over 3 billion user accounts and significant personal
data, highlighted the far-reaching consequences of centralized system vulnerabilities. This inci-
dent impacted Yahoo’s market value and led to substantial financial losses.

Cyber attacks on centralized systems, like the large-scale attack on Amazon Web Services
(AWS) in 2020, caused major service disruptions, impacting websites and applications dependent
on AWS. This outage incurred substantial financial losses, emphasizing the vulnerability of central-
ized cloud architectures and the necessity for improved security measures and contingency plans.

Cybersecurity Ventures estimated that global cybercrimes amounted to a staggering US $6
trillion in annual costs by 2021, with a significant portion linked to breaches and attacks on cen-
tralized systems.

2.1.3 Availability Issues

Centralized technology architectures have redefined connectivity and efficiency in the digital eco-
system. However, the concentration of critical infrastructure and services within these centralized
systems has posed significant challenges in terms of availability, leading to instances of system
outages with considerable financial repercussions.

System outages are a common challenge in centralized architectures. For instance, in 2017,
Amazon Web Services (AWYS) suffered a major outage, disrupting numerous websites and appli-
cations. The downtime, lasting hours, caused significant financial losses for affected companies,
estimated to reach millions of dollars per hour.

Another substantial outage occurred in 2019, affecting Google Cloud services. The outage
disrupted various Google services, including Gmail, YouTube, and Google Drive. This interrup-
tion not only inconvenienced users but also had financial implications for businesses that rely on
these services.

The financial implications of these outages are substantial. While exact figures may not always
be publicly disclosed, the general understanding is that such disruptions can cost companies mil-
lions of dollars per hour of downtime. The cumulative losses incurred due to these outages on
centralized platforms are significant and can profoundly impact the revenue and operations of
businesses reliant on these architectures.

To mitigate the risks associated with centralized platforms, businesses are adopting a multi-
cloud approach, utilizing services from multiple cloud providers for redundancy and flexibility.
However, this strategy doesn’t eliminate the risk of a single point of failure, as the management
systems coordinating multiple clouds could themselves become vulnerable, leading to widespread
outages.
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2.1.4 Disaster Recovery Inefficiencies

Recovering from system failures is a challenge for centralized architectures, often due to vulner-
abilities like single points of failure. A single point of failure (SPOF) is a component in a system
whose failure would cause the entire system to stop functioning. This susceptibility results in
prolonged downtime, impacting productivity, revenue, and customer trust. The complexity of
restoring these systems introduces inefliciencies, delays, and data loss risks, and limits scalability
during recovery.

Decentralized architectures, characterized by distributed data and services, provide advan-
tages in disaster recovery by minimizing the impact of failures and enabling faster, more resilient
recovery.

2.1.5 Data Theft and Data Loss

Centralized architectures, consolidating data in one location, become attractive targets for cyber-
criminals aiming to steal sensitive information, as illustrated by the Yahoo data breach in 2013,
compromising over 3 billion user accounts.

Breaches in centralized systems can go undetected for extended periods due to the complexity
of monitoring large datasets. The Marriott data breach (2018), which exposed sensitive guest data,
remained undetected for several years, emphasizing the difficulty in promptly identifying and
mitigating breaches in centralized environments.

2.1.6 Section 230 and Handling of User-generated Content

Section 230 of the Communications Decency Act of 1996 is a subject of ongoing debate regarding
online content moderation and tech platforms’ responsibilities. Originally aimed at promoting a
free and open internet, it has been criticized for allegedly shielding tech companies from liabilicy
for user-generated content. Recent concerns about its misuse by tech giants have sparked renewed
attention to the controversy.

Section 230, often referred to as the “26 words that created the internet,” consists of two key
provisions. The first part grants immunity to online platforms from being treated as the publisher
or speaker of user-generated content. This means that platforms like social media sites are not
held legally responsible for the content posted by their users. The second part protects these plat-
forms from liability when they make good-faith efforts to moderate or remove content deemed
objectionable.

Critics argue that some tech platforms have exploited the protections offered by Section 230
to avoid accountability for hosting harmful or false information. The misuse of Section 230 has
been particularly evident in cases involving the spread of misinformation, hate speech, and other
harmful content on various online platforms.

One notable example is the role of social media in disseminating misinformation during elec-
tions and public health crises. Critics argue that these platforms have not done enough to combat
the spread of false information, citing Section 230 as a shield that allows them to escape legal
consequences.
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In 2020, the Department of Justice (DOJ) scrutinized Section 230, expressing concerns about
its broad interpretation and potential misuse by tech platforms. The report recognizes the origi-
nal intent to encourage online content moderation but emphasizes the necessity for a balanced
approach that doesn’t impede free speech or innovation.

The DOJ recommends refining Section 230’s language to hold tech platforms accountable for
their actions, aiming for a balance that protects users from harmful content without stifling the
free exchange of ideas in the digital space.

But, it is not only the limitations of centralized architectures that necessitate the rise of decen-
tralized architectures but also the rise of decentralized business models.

2.2 Rise of Decentralized Business Models

In recent times, various decentralized business models, such as the User Generated Gaming econ-
omy, peer-to-peer (P2P) e-commerce, ride-sharing, accommodation sharing, P2P lending, and gig
economy platforms, have emerged, reshaping industries. These models revolutionize the way busi-
ness is conducted and communities interact. However, centralized architectures present barriers
that hinder these business models to achieve their full potential.

Let us briefly discuss some of these decentralized business models. We will have a detailed
discussion on decentralized business models in the Industry Case Studies chapter.

2.2.1 User-generated Gaming Economy

Traditional gaming platforms, such as Steam or Apple’s App Store, maintain control over content
creation and distribution, restricting creative freedom for developers. This centralized approach
affects the direct relationship between creators and players.

On the other hand, platforms like Roblox provide users the ability to create and share games,
experiences, and items within the platform, offering higher flexibility and autonomy. Game devel-
opers on Roblox have significant creative freedom compared to centralized platforms.

Yet, is Roblox completely decentralized?

Roblox operates on a centralized architecture. Compare that with platforms like Decentraland
which offer a relatively more decentralized framework with the use of blockchain technology.
Here, developers have increased autonomy and players have ownership over in-game assets, foster-
ing more engaged and collaborative gaming experiences.

In Roblox’s centralized architecture, asset ownership depends on the platform’s availability and
governance. Users create and own assets within the centralized system. However, potential plat-
form outages or changes may impact asset ownership and access until the platform’s functionality
is restored.

Decentraland, built on the Ethereum blockchain, operates in a decentralized manner across
numerous nodes. The distributed nature of Ethereum ensures that data, including asset owner-
ship, is replicated across nodes, enhancing resilience and availability.
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2.2.2 Creator Economy Platforms

The creator economy is a dynamic environment where individuals leverage digital platforms to pro-
duce, monetize, and share content, skills, or products. Creators, ranging from artists to influenc-
ers, use their unique talents to connect with audiences, earn revenue, and build personal brands.

The rise of the creator economy is fueled by technological progress like social media and online
marketplaces, enabling creators to connect directly with their audiences, circumvent traditional
intermediaries, and generate independent income streams.

The creator economy’s impact on the music industry signifies a significant shift, empowering
individual artists with direct access to audiences and revenue streams, disrupting the traditional
dominance of major labels and intermediaries.

The creator economy, supported by platforms like SoundCloud, has revolutionized artists’
interactions with fans, offering greater autonomy and control over their careers and revenue
streams. Through the direct-to-consumer model, artists have diversified their revenue streams,
incorporating merchandise sales, live performances, streaming, and direct fan support via plac-
forms like Patreon.

But, platforms like SoundCloud do not represent the pinnacle of decentralized music distribu-
tion rather decentralized platforms like Audius do.

Audius is a decentralized music streaming platform that allows artists to upload and monetize
their music directly, offering them greater control and potential for increased revenue compared
to traditional streaming platforms.

Let us compare SoundCloud and Audius.

SoundCloud uses a centralized architecture to store and serve content from its own servers,
while Audius operates on a decentralized infrastructure, using blockchain technology to host
and distribute music across a network of nodes, offering a more distributed system compared to
SoundCloud’s centralized approach.

Audius seeks to empower artists with greater control and increased revenue shares by leverag-
ing blockchain technology to facilitate direct relationships between artists and listeners, minimiz-
ing the need for intermediaries.

SoundCloud provides various plans, including free and subscription-based models, enabling
artists to monetize their music through subscriptions, advertising, and a direct monetization pro-
gram for creators.

On the other hand, Audius uses its native token, AUDIO, to facilitate transactions and incen-
tivize users. Artists can earn AUDIO tokens by engaging with the platform and accumulating a
following.

Bug, it is not only the business model, the use of the Ethereum (and Solana) blockchain brings
various advantages to Audius as well.

Audius utilizes blockchains for transparency, decentralization, and security in its music-shar-
ing platform. Smart contracts automate crucial functions like royalty payments and copyright
management, ensuring fair compensation for artists and reducing disputes
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Audius employs content nodes to store audio files, while Ethereum manages metadata and
serves as a decentralized content ledger, securely recording ownership changes and transactions.
Discovery nodes enhance content discovery, and Ethereum’s decentralization eliminates reliance
on a central authority.

Audius’ native token, AUDIO, operates on Ethereum and a wrapped version on Solana. It
ensures network security, grants access to exclusive features, and supports decentralized gover-
nance. Node Operators stake (lock their) AUDIO tokens to secure the network, with larger stakes
increasing their node’s chances of being used by fans and artists. AUDIO also serves as collateral
for additional artist tools such as artist tokens, badges, and earnings mulcipliers. Staking AUDIO
gives users governance power, with each token staked equaling one vote. Blockchain technology,
as utilized in platforms like Audius, guarantees the immurtability and perpetual accessibility of
ownership and IP records, even in the absence of the platform. This enables a cross-platform
ecosystem where ownership and IP rights are recognized and validated across different services,
fostering transparency and fairness for artists and content creators.

2.3 Economic Cost of Centralization

So, we have discussed how large centralized architectures introduce various challenges such as secu-
rity challenges, availability issues, and data loss. Each of these challenges comes with a price tag.

Beyond internal organizational costs, there are additional economic implications in the form
of negative externalities. These include regulatory hurdles related to privacy, data security chal-
lenges, socio-political concerns exemplified by incidents like the Cambridge Analytica Scandal,
and the concentration of market power leading to the emergence of tech monopolies.

The last point deserves a little bit of discussion before we move forward.

Large tech players’ centralization of data has resulted in a concentration of market power, often
leading to the dominance of a few major players. This reduced competition can hamper innova-
tion and restrict choices for consumers.

Data-driven market monopolization exacerbates regulatory challenges, security and privacy
issues, and other aforementioned concerns.

The dominance of tech giants in the market hampers efficiency and deters smaller, innovative
companies from market access, given the overpowering presence of established players.

Anyways, all these issues have economic costs associated with them and aggregate of all these
costs would be the cost of centralization.

Understanding the economic cost of centralization is crucial for making an economic case
for decentralization, as corporate decisions are primarily influenced by economic considerations.

What matters more is not the precise costs but the assessment of whether they are significant
or not.

Another important point is that many costs may not be explicitly in monetary terms such as
regulatory and political costs. However, these negative externalities show themselves as long-term
compliance costs, legal costs, increased marketing costs, and lobbying costs.

Anyway, let us dive in.
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2.3.1 Direct Economic Costs
2.3.1.1 Security Cost

Let us start with the security-related costs. The security-related costs of centralization include
more than just economic impacts from breaches — they also include expenses for securing data-
bases, compensating affected users for damages, fines, etc.

As per IBM Cost of a Data Breach Report 2023, the average cost of a data breach in 2023
was around US $4.45 million. This cost included costs related to lost business and post-breach
responses. A staggering 82% of data breaches involved data stored in the cloud. This report also
mentioned that 20% of organizations that experienced a data breach paid at least US $250,000
in fines.

At the same time, security budgets as a share of I'T budgets are increasing steadily from 8.6%
in 2020 to 11.6% in 2023 as per the IANS Security Budget Benchmark Report. Interestingly, tech
firms spend the most on cybersecurity (19.4%) as a percentage of I'T spending. So, the security-
related costs for databases are significant and claiming more and more from the I'T budgets.

In 2023, the average cost per record involved in a data breach was US $165, up from US $141 in
2017, according to the IBM report mentioned above. This metric is crucial as it reflects the financial
impact of a data breach on an organization. The rising cost per record indicates an intensification
of the overall economic impact of data breaches over time. Larger database breaches, compromis-
ing more records, significantly contribute to the financial burden on affected organizations.

Please note, that we did not consider the externalities of such security breaches here. These
security breaches may affect user data and affect the users in many ways. Although fines may cap-
ture some cost related to these externalities, fines are often paid only for a small number of cases
and after long legal battles. So, the economic cost for the users due to these security breaches can
be much higher and may not be represented in financial terms right after the breach.

Okay, now, let us look into the economic cost of availability issues.

2.3.1.2 Availability Issues

As per a report from Ponemon Institute, the average cost per minute of unplanned outages is
around US $8,851 as of 2016. This comes to around US $530,000 per hour.

This cost obviously varies from one industry to another. For some industries, cloud downtime
may not impact the core business but for some industries (e.g. streaming services) an outage may
not only cause revenue loss but can also cause long-term reputational damage. Who wants to sub-
scribe to an OTT platform that is frequently not accessible?

Now, availability issues are not only about outages but also about high latency. While the
adverse economic effects of outages are readily apparent immediately following an incident,
latency inflicts gradual, long-term harm to the business through poor user experience.

Now, let us discuss the economic impact of data theft and data loss.

2.3.1.3 Cost of Data Theft and Data Loss

Data loss refers to the unintentional or accidental destruction, deletion, corruption, or inability
to access and retrieve data from a storage system. Data loss, which can happen across personal
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devices, corporate networks, and data centers, carries significant consequences. It includes the loss
of valuable information, operational disruptions, financial losses, and harm to an individual’s or
organization’s reputation.

Data loss can result from various factors such as accidental deletion, unauthorized access,
hardware failure, virus attacks, malware, natural disasters, and power outages.

According to a recent Verizon report, minor instances of data loss involving around 100 lost or
compromised records result in an average cost ranging from US $18,120 to US $35,730 for busi-
nesses. The study also revealed that large-scale data loss involving over 100 million records incurs
an average cost ranging from US $5 million to US $15.6 million.

Obviously, the economic cost of data loss varies across industries — for instance, the loss of
media data can be critical for the streaming industry.

2.3.2 Indirect Economic Costs
2.3.2.1 Overview
Okay, now let us discuss the indirect economic impacts, i.e. the negative externalities.

These economic costs are borne by the society as a whole. Part of these economic costs might
find their way back to the organization through compliance costs, litigations, lobbying costs, etc.

In 2019, the Federal Trade Commission imposed a staggering $5 billion penalty on Facebook,
along with sweeping new restrictions on its business operations and multiple mandated compli-
ance requirements. These penalties and restrictions were caused by Facebook’s allegedly under-
mining of consumer choices.

In another case, Facebook settled a class action lawsuit at US $550 million. The lawsuit was
regarding Facebook’s use of facial recognition to collect and store biometric data without proper
notice and consent from Facebook users in Illinois, US.

Centralized platforms, particularly social media platforms, have frequently invoked concerns
regarding the safety of children. Leaked Meta documents reported by 7he Guardian indicate that
approximately 100,000 children on Facebook and Instagram face daily online sexual harassment,
including exposure to explicit images.

John Shehan, the head of the exploited children division at the National Center for Missing
and Exploited Children, notes a significant surge in reports of child sexual abuse material on
online platforms, escalating from 32 million in 2022 to a record high of over 36 million in 2023.

The implications of these findings are profound and have far-reaching consequences for our
society.

2.3.2.2 Legal Framework for Data Protection and Privacy

Let us look into the provisions under various laws related to data protection and privacy etc.

2.3.2.2.1 General Data Protection Regulation (GDPR) — EU

GDPR, enforced since May 2018, imposes significant fines for non-compliance, with organizations
facing penalties of up to €20 million or 4% of their global annual revenue, whichever is higher.
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GDPR grants individuals in the EU enhanced rights over their personal data, including the
right to access, rectify, and erase their data, as well as the right to data portability.

2.3.2.2.2 California Consumer Privacy Act (CCPA) — US

CCPA, established in 2020, imposes fines of up to US $7,500 for intentional violations and US
$2,500 for unintentional violations. Additionally, consumers have the right to statutory damages
in specific data breach instances.

CCPA grants California residents the right to be informed about collected personal informa-
tion, to have their data deleted, and to opt out of the sale of their data.

2.3.2.2.3 Brazilian General Data Protection Law (LGPD) — Brazil

LGPD, enacted in September 2020, imposes penalties of up to 2% of an organization’s revenue in
Brazil, with a maximum penalty of BRL 50 million per violation.

LGPD grants individuals rights similar to those in GDPR, allowing them to access, correct,
and delete their personal data.

2.3.2.2.4 Personal Information Protection Law (PIPL) — China

The Personal Information Protection Law (PIPL), which came into effect in November 2021,
imposes fines of up to ¥50 million or 5% of an organization’s annual revenue.

PIPL provides individuals in China with rights over their personal information, including the
right to know, delete, and opt out of automated decision-making.

2.3.2.2.5 Data Protection Act 2018 — UK

The UK’s Data Protection Act incorporates GDPR standards. The Information Commissioner’s
Office (ICO) can impose fines of up to £17.5 million or 4% of global turnover.

Similar to GDPR, UK citizens have rights over their personal data, including the right to
access, correct, and delete information.

2.3.2.2.6 Personal Data Protection Act (PDPA) — Singapore

Under the PDPA, organizations in Singapore may incur fines up to 10% of their annual turnover
or the higher of S $10 million, whichever is greater.

The PDPA provides individuals with rights to access, correct, and withdraw consent for the
use of their personal data.

2.3.2.3 Regulatory Actions

Now, as mentioned before, centralized, data-driven market dominance can lead to inefficient and
uncompetitive market economies.
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Regulators globally have taken actions and conducted investigations against large centralized
tech companies, focusing on allegations of uncompetitive behavior, data misuse, and concerns
about centralized market power.

2.3.2.3.1 US Senate Judiciary Committee — Meta, TikTok,
X, and other Social Media Companies

On 31st January 2024, CEOs of Meta, TikTok, X (formerly Twitter), and other social media com-
panies faced the Senate Judiciary Committee and were asked to testify as lawmakers and parents
grew increasingly concerned about the effects of social media on children.

The issues raised include the exploitation of children, addictive features, connections to suicide
and eating disorders, unrealistic beauty standards, and bullying. Parents of victims held up pic-
tures of their deceased children during the event.

In a tense session, the lawmakers raised whether Section 230 (of the Communications Decency

Act of 1996) needed to be repealed.

2.3.2.3.2 European Union (EU) — Google

The European Commission has undertaken numerous anti-trust investigations targeting Google.
Notably, in 2017, Google faced a €2.42 billion fine for purportedly prioritizing its own compari-
son shopping service over competitors in search results. Subsequent fines were imposed in 2018
and 2019 for additional antitrust violations.

2.3.2.3.3 United States — Facebook

In December 2020, the US Federal Trade Commission (FTC) and a coalition of state attorneys
general filed antitrust lawsuits against Facebook, alleging anti-competitive practices and seeking
remedies such as divestiture of acquired companies (Instagram and WhatsApp).

2.3.2.3.4 United States — Google

In October 2020, the US Department of Justice (DQJ) filed an antitrust lawsuit against Google,
alleging the company unlawfully maintained a monopoly in search and search advertising. The
lawsuit targets anti-competitive practices tied to agreements with device manufacturers and
browser developers.

2.3.2.3.5 Australia — Digital Platforms Inquiry

In 2019, Australia conducted a Digital Platforms Inquiry investigating the market power of major
platforms like Google and Facebook. The inquiry led to proposed legislation to address concerns
about the bargaining power of these platforms in negotiations with news publishers.

2.3.2.3.6 China — Alibaba

In December 2020, the Chinese government launched an anti-trust investigation into Alibaba
Group Holding, probing allegations of anti-competitive practices, including forced exclusivity
agreements with merchants.
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2.3.2.3.7 India — Competition Commission of India (CCI)

The CCI in India has initiated antitrust investigations into major tech companies, including
Google and Amazon, focusing on allegations of abuse of dominance, anti-competitive agreements,
and unfair business practices.

2.3.2.3.8 South Korea — Google

In 2021, South Korea’s antitrust regulator, the Korea Fair Trade Commission (KFTC), fined
Google ¥207 billion (approximately $177 million) for allegedly abusing its market dominance in
the mobile operating system market.

So, the explicit costs and costs related to economic externalities for the centralized approach
can be quite significant.

Now, the question arises -

2.3.3 How Can Decentralization Help?

Can decentralization help us deal with all these costs? We will look into this question in a later
chapter after we understand the intricacies of Web3. Note that, the use of Web3 for decentraliza-
tion may also introduce various costs. So, the discussion will be interesting,.

In this chapter, we discussed the technical, business, and economic rationale for moving from
centralized systems to decentralized systems.

Now, Subhasis will discuss traditional distributed architectures in the next chapter.
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Chapter 3

Decentralization
without Blockchains

Subhasis Gorai

3.1 Traditional Distributed Systems
3.1.1 Introduction to Distributed Systems

By “traditional,” I refer to distributed systems deployed in controlled environments such as private
data centers or cloud infrastructures maintained by hyperscalers. This topic is extensive and intri-
cate — a single chapter cannot possibly cover all its aspects. However, we will strive to keep this
section relevant, concise, and informative.

First of all, why do we even need distributed systems? We need distributed systems because the
end users of these systems are distributed and we need to make the system accessible to end users.
Secondly, as the problem size and complexity increase, it becomes really hard to scale up a single
system, i.e., the hardware upgrade of a single machine to solve the problem either does not exist,
or the cost becomes prohibitively high. In such cases, it is judicious to employ a farm of mid-range,
commodity hardware as long as the maintenance cost can be kept at bay by developing useful
faule-tolerant software abstractions.

The type of distributed systems we are discussing here are shared-nothing systems. Each
machine or virtual machine running the application is called a node and they are connected to
an IP network (often Ethernet). The network is the only way those machines can communicate —
each machine has its own processor, memory, and disk. We distribute the workload across these
nodes. The shared-nothing approach has gained significant popularity in constructing internet
services. Its appeal lies in its cost-effectiveness, as it eliminates the need for specialized hardware,
utilizes readily available cloud computing services, and ensures robust reliability by employing
redundancy across multiple geographically dispersed data centers.
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Apart from shared-nothing, there are also shared-anything and shared-disk architectures.
In a shared-anything (often more accurately termed ”Shared Everything”) architecture, all
nodes in the system share access to all resources, such as CPUs, memory, and storage. In
a shared-disk architecture, multiple nodes share a common storage infrastructure (disk or
storage area network).

We need to understand that distributed systems are a significant paradigm shift from stand-
alone computers. A single computer presents an idealized system model that operates with
mathematical perfection that abstracts the fuzzy physical reality on which they are built — the
computation outcomes from them are always deterministic. This does not remain the same when
they are assembled as part of a distributed system, mainly due to the following reasons,

1. Flaky networks — packets could be arbitrarily delayed, dropped, or reordered.

2. Unreliable clocks due to drifting and syncing issues, non-availability of shared clocks, and
shared memory only add to the complexity.

3. Nodes can sporadically and independently fail or be non-responsive for an indefinite period
due to process pauses, context switching, etc.

Irrespective of the functional requirements of the system, reliability, scalability, and maintainabil-
ity remain the touchstones for evaluating the acceptability of any system we will design.

3.1.2 Key Aspects of Traditional Distributed Systems

Here we will discuss certain key aspects of traditional distributed systems.

3.1.2.1 Replication

In traditional distributed systems, replication might be required for multiple reasons,

1. Fault-tolerance, back up, disaster recovery, and high availability,
2. Lower latency by placing the data close to the end user,
3. Scalability, by supporting a higher volume of read operations by allowing reads on replicas.

Replication can be done synchronously or asynchronously with a configured replication factor.
Replica placement is quite crucial for high availability and faule-tolerance.

Contextually I would like to mention that replication is not the only way to resurrect data in
the event of data corruption or hard disk failures. There are other techniques, i.e., Reed-Solomon
Code. There are multiple approaches for replication, i.c., single-leader, multi-leader, and leaderless
replication. Each approach has its pros and cons with multi-leader and leaderless replication hav-
ing an inherent need for conflict resolution.



26 ® The Age of Decentralization

3.1.2.2 Sharding

Sharding is a process of partitioning large datasets into smaller subsets which can be due to —

1. You have massive data that can’t fit in a single machine’s storage
2. Spread the data by assigning shards across multiple nodes, to spread the traffic across these
nodes evenly to avoid hot spots.

Traflic routing is another critical aspect for sharded data, commonly distributed systems rely on
a coordination service to keep track of this metadata up-to-date. Whatever replication concept
we came across in the last section that was applicable to individual machines is also applicable to
individual shards as well.

3.1.2.3 Data Consistency

When data is distributed, it’s a mammoth challenge to keep the replicas consistent. Strong con-
sistency models like Linearizability can hit performance or availability. Implementation of an
efficient linearizable data system is not quite possible, as the latency of read/write would at least
be proportional to the uncertainty of the delays in the network. We have to settle with something
less, i.e., causal consistency, which is still better than eventual consistency which is very vague. It
is more pragmatic for most of the practical use cases as well.

3.1.2.4 Fault-tolerant Consensus

In distributed systems, consensus means several nodes unanimously agreeing on something,.
When multiple nodes propose values, the consensus algorithm decides on one of those values. The
consensus algorithm must satisfy the following properties,

1. Uniform agreement — every node agrees to the same value,

2. Integrity — no node decides twice,

3. Validity — if a node decides on a value v, then v was proposed by some node,
4. Termination — every non-failing node eventually decides on some value.

Termination is a liveness property, while the other three properties are safety properties. Consensus
systems need the majority of the nodes to operate.

Mutual exclusion, leader election, multicast, and total-order broadcast are all instances of the
broader problem of consensus.

3.1.2.5 A Few Words About Scalability

Universal Scalability Law approximates the maximum relative throughput in relation to the num-
ber of load generators, or number of physical processors in the hardware configuration.

X(N)=AN/(1+c(N -1)+xN (N -1))

A is the slope, 6 is the coefficient of serialization or contention, and the last bit (k) is for the cross-
talk penalty, also called the consistency or coherency penalty.
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Figure 3.1 The Two Famous Impossibility Results.

The crosstalk penalty grows rapidly. Due to its quadratic nature, it eventually surpasses the
linear speedup of the ideal system we started with, regardless of how small k is. This is what causes
retrograde scalability to occur.

This is why it’s rare to find distributed systems scaling well after adding dozens of nodes.

3.2 A Hitchhiker’s Guide to the Blockchain

The next chapter will cover blockchains in detail but in this section, I would like to talk about
blockchain from the context of distributed systems.

Blockchain is a distributed, decentralized ledger that is distributed across the nodes of a peer-
to-peer network, where you can think of it as a chain of blocks added sequentially on top of each
other one at a time. These blocks are immutable and contain a bunch of transactions bundled
together as a package. Transactions can contain information like the amount of money, sender and
receiver details, additional data, etc.

The specialty of these blocks is that they represent immutable (very close to being immutable)
facts, i.e., no one can meddle with these records as they get materialized and enforce the following
properties,

1. Censorship resistance — i.e., no single party or group of parties can manipulate them,

2. Inclusivity — i.e., it is accessible to everyone, no one can exclude anyone from using it, and
this sets the stage for decentralization and transparency — as a result, no single point of fail-
ure thus improves the applications’ availability and resiliency,
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3. Security — the transactions are cryptographically secured through mechanisms like digital
signatures and consensus, hence making it extremely difficult for unauthorized exploitation
or counterfeiting,

4. Better traceability, auditability, hence enhanced supportability — every transaction recorded
on blockchain can be traced back to its origin which is particularly important for critical use
cases,

5. Efficiency — apparently it may look like it’s not quite efficient compared to traditional sys-
tems but this is not true. We will discuss this in detail,

6. Self Sufficiency — it may not be a fundamental goodness of blockchain but often it is. We
will discuss this as well.

We will try to understand the above concepts with a simple, fictitious example.
Suppose we have an online marketplace where participants can buy/sell stuff.

The most basic functional requirements of the platform should be,

1. Tokenization of assets — custom unique tokens can be used to represent ownership of various
real-world assets, i.e., real estate, and artworks. Typically a Non-Fungible Token (NFT), a
digital unique identifier, is used to tokenize a real-world asset on that platform and certify
ownership.

2. Individuals should be able to trade and transfer ownership of these assets.

Now, assume in traditional systems, a single bookkeeping entity maintains and validates all the
transactions happening on the platform. Most likely, the same entity also plays the role of the
escrow, the intermediary to resolve all the disputes, etc. This is how a typical centralized system
works; a lot of responsibility and unwarranted trust is imparted to a single entity. However, this
has worked traditionally despite having the following shortcomings, but not limited to: a single
entity can be unscrupulous and tamper with the books; being the escrow, it may have a significant
amount of money at any time, which it can run away with in a worst-case scenario.

Lets, instead, think of a different kind of system where everybody keeps track of all things,
i.e., all transactions in their systems. Now even if someone tries to alter something in a wrong and
unauthorized manner, it will not be generally accepted provided he won’t be able to influence the
quorum with his misdeeds. It’s computationally prohibitively expensive to alter the history. So he
will be the only one ending up having a diverged copy of the ledger that can never be reconciled.

The second approach seems promising as it promotes censorship resistance and inclusivity but
the explanation above is quite abstract, oversimplified, and raises further questions. While answer-
ing all such questions and implementation details are outside the scope of this chapter, we have
upcoming chapters that will elaborate on these aspects. The second kind of system could be real-
ized with the help of blockchain. Here we will briefly describe the process of transaction finaliza-
tion on blockchain and try to answer a few fundamental questions.

The following outlines a generic scheme of things on blockchain,

1. Transaction propagation — when a user initiates a transaction, it is broadcasted to the net-
work and propagated to multiple nodes. This ensures that the transaction is widely dissemi-
nated across the network. Each node maintains its copy of the distributed ledger and seeks
to validate the transaction using its independent capacity,
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2. Validation — transactions are validated by the nodes to check whether they abide by pre-
defined validation rules, i.e., structural correctness, whether properly signed by the sender,
whether the sender has enough funds, ensuring if the transaction is conflicting with any
previous transactions (for example, double spending),

3. Transaction Pool — nodes maintain individual memory pools, AKA mempool, where they
temporarily store the pending transactions after they are received until they are picked up
for processing and included in a block,

4. Consensus mechanism — consensus is needed for ordering the transactions and materializing
them. While the miners are responsible for proposing new blocks and appending them to
the blockchain, the validity of the transactions is determined by the consensus of the par-
ticipating nodes. If a particular transaction fails to get a quorum it will be discarded despite
being included in a block proposed by a miner,

5. Propagation of valid blocks — once a miner successfully mines a block containing validated
transactions, the block is broadcasted in the network. Each node verifies the validity of the
block and its transactions before accepting it to be included in the blockchain. If any of the
transactions or the block itself fails validation on any node, it will be rejected and not added
to the node’s copy of the blockchain.

6. Dealing with multiple versions of truth and Nakamoto Consensus — in a distributed decen-
tralized blockchain network it is quite normal that nodes are off or forked in terms of the
copy of the blockchain they are maintaining — resulting in multiple versions of truth. How
are we going to reconcile these different versions? Nakamoto Consensus is the conflict reso-
lution mechanism to determine the canonical version of the blockchain in a decentralized
manner. It proposes the longest chain rule which considers the longest chain of blocks to be
the valid version of the blockchain as it represents the chain with the most accumulated
computational effort put into it by the miners,

7. Mempool management — once a transaction is included in a block and the block is success-
fully mined and finalized, it is removed from the pending transactions list of the node’s
mempool. Nodes may also remove transactions from their mempool if they become obsolete
or fail to meet certain criteria. This enhances the efficacy of mempool and avoids duplicate
processing of transactions.

We discussed how transactions are finalized in this second type of system. Now, let’s introduce
another intriguing aspect. In our fictitious platform, we will implement our own digital currency,
eschewing the use of fiat currency. All transactions conducted on our platform must occur using
this currency.

Let’s discuss some of the fundamental questions we may have in this new platform.

In the new platform, everyone can participate, and nobody is excluded by anybody, hence
the system promotes openness and non-excludability. Everyone has a copy of the data and may
take part in decision-making. It’s extremely difficult for an attacker to meddle with the record of
truth because that will involve changing the majority of the participants’ records of the transac-
tion history. This becomes harder as more participants onboard on the system. That is the beauty
of decentralization. In comparison to that, traditional systems, i.e., the first type are much more
vulnerable to getting hacked.

This gives rise to a type of platform that has censorship resistance, up to the point where 51%
of the participants are honest. It would be quite open, participants may enter or exit at their own
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will. Even if an attacker group gets 51% hash power, it can potentially jeopardize the censorship
resistance, still, it would be computationally very expensive to go back to history, start altering the
blocks, and start building an alternative chain.

But the fundamental question persists: why would anyone want to track all the transactions on
this platform? It’s a task that entails financial investment, time, and effort, which nobody desires.
The answer is simple: we must incentivize them to remain on the platform and undertake the
responsibility of maintaining and validating transactions. We propose compensating block pro-
ducers with our currency, either through nominal transaction fees or by generating it.

What prevents the attacker from creating hundreds of fake accounts and influencing the sys-
tem? This is known as the Sybil attack, where an attacker undermines the integrity of a peer-to-
peer network by generating a large number of pseudonymous entities to wield a disproportionately
large influence. However, this strategy may not be very advantageous due to the prohibitively
expensive amount of computational power or stake that would be required.

We discussed the introduction of a custom currency, which could enhance the self-sufficiency
of the system in various ways. However, won't there be challenges? For instance, defining mon-
etary policy, which encompasses factors such as inflation, supply, distribution mechanisms, and
governance. Indeed, these challenges will exist, but they are beyond the scope of this chapter.

How does such a system even run without an escrow entity?

We can simply replace a third-party escrow with a smart contract. Blockchain technology
can streamline processes by automating tasks and reducing the need for intermediaries. Smart
contracts, for example, enable self-executing contracts deployed on blockchain with predefined
conditions, reducing the need for manual intervention and potentially saving time and costs mak-
ing the system more efficient and robust.

3.3 Comparative Analysis

Traditional distributed systems often rely on centralized coordination mechanisms, where a desig-
nated central authority or server manages the system’s operations and resolves conflicts. Blockchain
platforms, on the other hand, aim for decentralization, distributing control and decision-making
among multiple nodes in the network. The same considerations are even reflected in the consensus
algorithms as well. Consensus algorithms in blockchains enable nodes to agree on the state of
the system without the need for a central authority. Whereas consensus algorithms in traditional
systems internally elect a leader during a term, they guarantee that within a term, the leader is
unique.

Traditional distributed systems typically operate in environments where trust among partici-
pants is established or enforced through centralized control. Nodes may rely on pre-established
trust relationships or a trusted third party to coordinate interactions. Blockchain platforms oper-
ate in trustless environments, where participants may be unknown or untrusted.

Both traditional distributed systems and blockchain platforms aim to be fault-tolerant and
resilient to node failures and network disruptions. However, blockchain consensus algorithms
often incorporate mechanisms specifically designed to tolerate Byzantine faults, where nodes may



Decentralization without Blockchains ® 31

behave maliciously or fail arbitrarily, while traditional distributed systems may rely on assump-
tions of benign behavior.

Consensus algorithms in traditional distributed systems often prioritize performance and scal-
ability, aiming to maximize throughput and minimize latency for a large number of transactions.
Blockchain-based systems often prioritize decentralization and security over performance and
scale.

Traditional distributed systems may prioritize immediate consistency and finality, where trans-
actions are immediately committed and visible to all participants once agreed upon. Blockchain
platforms often prioritize eventual consistency and probabilistic finality. Consensus algorithms in
blockchains aim to ensure that transactions are eventually confirmed and committed to the ledger
with a high degree of certainty, but immediate finality may not always be guaranteed.

Finally, blockchains are inherently quite slow.

Let’s take an example. The average time it takes to mine a block on the Bitcoin network is
approximately ten minutes (additionally it takes five more subsequent blocks to be validated for
higher security and irreversibility) even with a network that has a high hash rate. So finalizing
a block essentially takes an hour on average. With a IMB block size, let’s assume, it can hold a
maximum of a few thousand transactions. So the eventual transactional throughput would be
significantly lesser than traditional systems.

Is that bad?

Does it make the blockchain-based systems less attractive, probably not. If you observe tra-
ditional systems that involve financial transactions, the transaction settlement time is signifi-
cantly high. As blockchain-based platforms remove the need for an intermediary, the transaction
settlement time is much less compared to traditional systems and should be cheaper as well.
Additionally, measures like second-layer scaling solutions or alternative consensus mechanisms

like Proof-of-Stake (PoS) help achieve higher throughput.

Blockchain is a unified store that is not sharded and is ever-growing, the ever-increasing size
of the blockchain may eventually start deterring the small-time participants in the network as it
becomes difficult for them to afford the costs of data storage, electricity, and bandwidth, which is
definitely not the objective. However, we can resort to techniques like transaction pruning to keep
the size of the blockchain under control.

The concept of maintaining an append-only immutable log is not quite new, even in tradi-
tional system design we have seen the Event Sourcing pattern.

A decentralized system may have lower usability or accessibility compared to a centralized
system, as it may require users to possess more technical knowledge or skills.

We need to understand that blockchain and traditional distributed systems are not competing
technologies, rather they should be used to complement each other depending on the use cases.
We should rather aspire for a hybrid or polyglot system where we judiciously choose blockchain
to solve specific use cases. We also need to understand a bunch of things may need to happen off-
chain as well.
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Chapter 4

Primer on Web3 and
Distributed Systems

Sam Ghosh

OKkay, let us get back to our discussion on Web3 systems. In the last chapter, Subhasis discussed
traditional distributed systems and blockchain from the perspective of traditional distributed
systems.

So, how do we compare the traditional distributed systems with blockchain or other distrib-
uted ledger (DLT) based decentralized systems in terms of level of decentralization?

We will understand the decentralization that blockchains (and other DLTs) can enable in this
and in the “Decentralization in Web3” chapter.

But, we need to address the comparison of traditional distributed systems with DLTs. In sec-
tion 4.3.1 in this chapter, we will discuss distributed and decentralized systems and how they are
different.

4.1 What is Web3?

Summing up Web3 in a single sentence is a challenging task, but we can attempt to define it
through two distinct approaches.

4.1.1 First, as the Successor of Web 2.0
Simply put, Web 1.0 represents the read-only web (eg. blogs, etc.), Web 2.0 embodies the partici-

patory web (eg. social media, e-commerce, etc.), and Web 3.0 envisions a decentralized web owned
by users.

While Web 2.0 enhances user interaction through social networks and promotes user-generated
content, Web 3.0 theoretically grants users ownership of decentralized networks through tokens
and Decentralized Autonomous Organizations (DAOs).
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Figure 41 How Web 1.0, Web 2.0, and Web 3.0 are different.

In the subsequent sections of this chapter, we will delve into the emergence of Web3, explor-
ing its roots in various technological and business trends. This discussion aims to provide a clearer
understanding of what Web3 entails.

4.1.2 The Second Approach to Defining Web3 is Using
the Fundamental Qualities of Web3

Web3 networks embody key principles such as openness, permissionlessness, trustlessness, auto-
mation, immutability, and decentralization.

B In Web3, networks are open to anyone, allowing easy participation. They are permission-
less, climinating the need for authorization to access services like DeFi protocols, in contrast
to traditional financial systems that often involve stringent account opening procedures.

B Truslessness means that Web3 network participants do not need to trust each other for
the system to work i.e. complete strangers can become part of the network without fearing
adverse consequences. Trustlessness in Web3 networks is achieved through economic incen-
tives rather than relying on trusted centralized authorities. To understand this concept, let
us contrast a Web3-based decentralized finance (DeFi) system with the traditional financial
system. In the traditional system, the absence of proper documentation to carry out trust-
building processes such as know-your-customer (KYC) can prevent us from getting finan-
cial services. On the other hand, in DeFi there is no requirement for such documentation.
Web3 replaces trust requirements with transparent transactions, consensus mechanisms,
and sometimes collateral requirements.

B Web3 networks are automated systems because they leverage smart contracts and decentral-
ized protocols to automate processes that traditionally require human intervention in cen-
tralized systems. These networks use code to execute predefined actions, such as transactions
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and agreements, without the need for human intervention. This automation reduces the
reliance on centralized authorities and streamlines operations, making the network more
efficient and transparent.

B Immutability is a core attribute of Web3 systems inherited from blockchains, ensuring that
once data is part of a Web3 network, it cannot be altered. The uneditable nature of historical
records in Web3 networks enhances credibility and transparency.

B Decentralization is a pivotal feature of Web3, contrasting the centralized control seen in
traditional tech platforms. In Web3, networks are served by numerous nodes, each running
client software, making it challenging to take down or censor the network. Ownership and
control are (theoretically) decentralized through tokens and voting mechanisms, providing
higher availability and disaster recovery.

4.2 Emergence of Web3

To understand Web3, we need to explore the technological and industry trends that paved the way
for its emergence. Let’s start by examining the technology trends.

4.2.1 Technology Trends

Let us start with the open-source movement.

4.2.1.1 The Open-source Movement

The open-source movement, exemplified by projects like Linux and modern platforms like GitHub,
has brought collaboration, transparency, and collective innovation to the technology sector.

GitHub revolutionized software development, enabling global collaboration, code-sharing,
and contributions. Its infrastructure promotes transparency and collective innovation, democra-
tizing software development and empowering a vast community of developers to collaborate and
enhance codebases collectively.

Web3, characterized by openness, collaboration, and decentralization, is driven by a culture
that frequently adopts open-source principles in various projects, including blockchain initiatives,
decentralized applications (dApps), and distributed systems.

Web3 projects are dedicated to transparency, accessibility, community participation, decentral-
ization, immutability, and iterative development. They adopt an open and transparent framework,
inviting scrutiny of their codebases and encouraging contributions from a diverse community.

Active community engagement fosters a collaborative and inclusive ecosystem, while iterative
development mirrors the continuous evolution seen in open-source software.

4.2.1.2 Peer-to-peer Networks

P2P networks like BitTorrent played a key role in shaping Web3 by revolutionizing data shar-
ing and moving away from central server dependence. The decentralized values of P2P networks
strongly influence Web3’s decentralized nature.
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BitTorrent revolutionized data sharing by creating a decentralized network, allowing direct
file exchanges among users without a central server. This collaborative approach empowered users
to actively contribute to content distribution, leading to more efficient and decentralized control
over data.

This approach increased reliability, scalability, and resilience against potential failures, as data
wasn’t confined to a single point of control.

P2P networks like BitTorrent influence Web3 by promoting decentralization and peer-to-peer
interactions. Web3 expands on these concepts with blockchain, smart contracts, and decentralized
applications, reshaping digital asset creation, sharing, and access for a more decentralized, collab-
orative, and distributed web infrastructure.

Now, Web3 is not merely a set of technologies — it signifies a new way of doing business. To
understand this, let us explore the business perspective.

4.2.2 Business Trends

This section focuses on how Web3 handles User-generated Content (UGC), setting itself apart
from Web2 in this regard.

The widespread adoption of User-generated Content (UGC) has been a pivotal factor in the
rapid expansion and monetization of website builders and online platforms.

User-generated content takes diverse forms — articles, images, videos, reviews — created by users
rather than the platform’s creators.

4.2.2.1 How has UGC Contributed to Platform Growth?

Several key elements contribute to the symbiotic relationship between user-generated content
(UGC) and platform growth.

a. Diverse and abundant content: Platforms that enable UGC, such as social media sites and
community forums, thrive on a continuous influx of diverse content. This constant flow
of UGC fuels engagement, attracting more visitors and increasing their time spent on the
platform.

b. Network effects: With an increasing number of users contributing content, the platform’s
appeal grows, fostering network effects. The greater the volume of content, the more valu-
able the platform becomes for users and advertisers alike, creating a self-reinforcing cycle of
growth.

c. Enhanced engagement and retention: UGC often leads to heightened user engagement.
This increased engagement contributes to longer user sessions and higher ARPU (average
revenue per user).

d. Monetization opportunities: User-generated content creates various monetization oppor-
tunities, attracting advertisers to platforms with high user engagement and abundant
content. This enables platforms to generate revenue through advertising, sponsorships, or
premium services.

e. Community building: UGC-centric platforms build strong communities around shared
interests, fostering a sense of belonging and brand loyalty. The loyal user base often becomes
product advocates, attracting new users to the platform.
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f. SEO and discoverability: Constantly refreshed user-generated content (UGC) can improve
a platform’s search engine rankings. Relevant content created by users increases the plat-
form’s visibility in search results, enhancing discoverability.

Online platforms have effectively leveraged these aspects of user-generated content to expand their
user bases and generate revenue.

4.2.2.2 User-generated Content to User-owned Content

User-generated content (UGC) has been central to the growth and engagement of online plat-
forms, raising a significant issue regarding ownership of UGCs. The question of who owns the
content created by users gained prominence as the significance and quantity of UGCs increased
over time.

The emergence of major platforms like YouTube (2005), Twitter (2006), and Facebook (2004)
highlighted issues with content ownership. Initially, these platforms claimed broad usage rights
over uset-generated content (UGC) through their terms of service. By uploading content, users
granted the platform a non-exclusive license to utilize the content for various purposes, including
distribution and marketing within the platform.

Concerns and disputes over user ownership rights led to policy changes. Around 2010,
YouTube clarified its stance on ownership, recognizing that users retained copyright over their
content, while the platform retained usage rights for managing, distributing, and displaying the
content on its site. In a similar move around 2012, Facebook revised policies, aflirming user con-
tent ownership while granting platform usage and display rights within the social network.

Now, before we move forward, let us discuss the concept of ownership.

WHAT IS OWNERSHIP?

In accordance with natural law, the rights of an asset owner typically encompass:

1. Right to possess: This gives an individual the authority to possess, control, and use a specific
asset, seen as a natural extension of their right to personal autonomy.
I1. Right to use: Owners can use the asset as they see fit, as long as it doesn’t infringe upon the
rights of others.
II1. Right to transfer: Owners can transfer ownership interest to others through methods like
sale, gift, or legal means.
IV. Right to exclude: Ownership includes the fundamental right to exclude others from using or
accessing the property without consent.
V. Right to dispose: Owners have the right to dispose of their property, including the freedom
to sell, destroy, or eliminate the asset as they see fit.

Now, the question arises: Who holds a claim over any income generated from an asset?
According to natural law principles, an individual’s rights to income from an asset align with

broader property rights, encompassing possession, use, transfer, and exclusion of others. Income

generated from an asset is considered belonging to the owner due to their ownership rights.
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4.2.2.3 Conclusion
Now, returning to our discussion on user-generated content (UGC).

There’s a conflict between how Web 2.0 platforms manage user-generated content and its
alignment with natural law principles.

Ownership rights extend beyond income claims and platform trading, covering possession,
transfer, exclusion, and disposal. Decentralized networks, such as blockchains, effectively imple-
ment these rights.

On Web2 platforms, user-generated content (UGC) faces significant limitations. Users
cannot easily transfer their content between platforms due to restricted transfer rights and a
lack of interoperability. As a result, accessing these assets outside of their original platform is

difficult.

Web3, while not the pioneer in this respect, has acknowledged and respected user rights over
user-generated content (UGC), notably in industries like gaming and creator economy platforms.
Efforts to decentralize UGC ownership and trading without utilizing blockchains have faced
limited success.

We will have a detailed discussion on this topic in the Industry Case Studies chapter.

4.3 Basics of Web3 Technology

The previous section offers a broad overview of Web3. This section will delve into fundamental
Web3 concepts. Before that, let’s familiarize ourselves with essential distributed systems concepts,
which will be useful in the upcoming discussions.

Our journey starts by exploring distributed systems, followed by examining key blockchain
principles and specific mechanisms within the Ethereum blockchain. Additionally, we will gain
insights into how Ethereum processes smart contracts.

If certain concepts, especially those related to Ethereum, seem challenging now, don’t worry.
A complete understanding of these concepts isn’t necessary to proceed to the next chapters. They
are included as reference material.

4.3.1 Distributed Systems
4.3.1.1 What Is a Distributed System?

A distributed computing system comprises multiple software components that operate across
multiple computers but function as a unified entity.

Computers in a distributed system can be physically close to each other connected by a local
network or geographically distant linked by a wide area network. Configurations vary widely,
including mainframes, personal computers, workstations, minicomputers, and more.

The primary goal of distributed computing is to make the network operate seamlessly as if it
were a single computer.

Distributed systems are used in various areas such as datastores, messaging, computing, led-
gers, file-systems, and applications.
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With the increase in data volume and complexity, NoSQL databases (with distributed archi-
tecture) are now the preferred choice for datastores. Distributed messaging systems improve
performance and scalability, offering features like publish-subscribe and point-to-point commu-
nication. Prominent examples of distributed ledgers are blockchains and alternative technologies
like Hashgraph, Directed Acyclic Graph (DAG), Holochain, and Tempo (Radix). Noteworthy
examples of distributed file systems include NFS and Hadoop.

4.3.1.2 Clients and Nodes

Distributed systems are composed of nodes, which are individual computing entities actively
involved in the distributed network. These nodes, which can be in the same place or spread across
different countries, include various types of computing entities like laptops, smartphones, IoT
devices, and more.

Nodes participate in the distributed system by running client software, facilitating communi-
cation, and allowing the nodes to operate collectively as a unified entity.

4.3.1.3 Benefits of Distributed Systems

4.3.1.3.1 Scaling

Distributed systems provide the advantage of horizontal scaling, allowing for increased computing
capacity by adding more machines to the system. This contrasts with standalone systems that rely
on vertical scaling through the addition of hardware capacity.

Vertical scaling can be limited based on the prevailing technology and physical space limita-
tions. In theory, horizontal scaling has no limits, but practical issues like latency and security may
arise beyond a certain level.

Figure 4.2 Clients and Nodes.
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4.3.1.3.2 Fault-tolerance

Distributed systems contribute to higher availability as the entire system remains accessible even
if one or more computers or nodes experience downtime.

4.3.1.3.3 Low latency

Distributed systems strategically position nodes to minimize latency. For example, if demand is
anticipated from both New York and Sydney, having nodes in both cities ensures that the traffic
reaches the nearest node, minimizing round-trip time within the physical constraints set by the

speed of light.

4.3.1.4 Limitations of Distributed Systems

The CAP Theorem dictates that a distributed system can achieve only two of the three desired
characteristics — consistency, availability, and partition tolerance.

4.3.1.4.1 Consistency

All clients, or users, perceive the same data simultancously, irrespective of the node they connect
to. To achieve consistency, any data written to one node must be instantly forwarded or replicated
to all other nodes before the write is considered successful.

4.3.1.4.2 Availability

Users requesting data receive a response, even if one or more nodes are offline. In other words,
all operational nodes in the distributed system provide a valid response for any request, without
exceptions.

Figure 4.3 Cap Theorem.



Primer on Web3 and Distributed Systems ® 41

4.3.1.4.3 Partition tolerance

The network must function seamlessly despite any communication breakdowns, or partitions,
within the distributed system. A partition refers to a lost or temporarily delayed connection
between two nodes.

Additionally, distributed systems face complexity and security risks. Managing diverse techni-
cal environments makes them complex, and the need for nodes to communicate poses security
challenges, increasing vulnerability. The initial deployment cost for distributed systems is also

higher.

4.3.1.5 Models of Distributed Systems — Master-slave and Peer-to-peer

There are two primary models of distributed systems: Master-slave and Peer-to-peer.

4.3.1.5.1 Master-slave:

In the Master-slave model, one node acts as the master, possessing comprehensive information
and governing decision-making, while other nodes serve as slaves, executing tasks assigned by the
master.

4.3.1.5.2 Peer-to-peer:

In the Peer-to-peer model, no single master is designated among nodes. All nodes equally share the
responsibility of the master, fostering a decentralized and collaborative approach.

Figure 4.4 Master-slave model of distributed systems.
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Figure 4.5 Peer-to-peer model of distributed systems.

4.3.1.6 Distributed vs Decentralized Systems

Distributed and decentralized systems are distinct concepts, with decentralized systems being
considered a specialized form of distributed systems.

Decentralized systems, functioning as peer-to-peer distributed systems, don’t have a single
node with exclusive decision-making authority. In these systems, each node acts as an independent
master server, managing transactions, performing calculations, and comparing results without
task distribution among nodes.

The key difference between distributed and decentralized systems lies in their goals. Distributed
systems aim to divide the workload, while decentralized systems seck to establish a trustless
environment.

Trustlessness in decentralized systems is achieved through consensus mechanisms.

4.3.1.7 Consensus Process

In decentralized systems, a critical challenge is ensuring that nodes agree on the world state, which
represents the overall system state at a specific moment.

In decentralized systems, the world state is a globally shared record of the system’s status,
maintained on a distributed ledger across network participants. This ensures that an outside entity,
connecting to any node, will consistently encounter the same world state.

Consider a decentralized database. How can we guarantee that all nodes possess information
about every transaction and no node is manipulating transaction records?

This is where the consensus process comes in.
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Figure 4.6 Schematic representation of centralized, decentralized, and distributed systems.

Figure 4.7 Simplistic representation of consensus process.

The consensus process in a decentralized database involves each node comparing transactions
to ensure identical records. This builds confidence that all nodes are aware of every transaction,
preventing malicious additions. Trust is established through the collective matching of data across
nodes rather than relying on a central authority.
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The rules that nodes follow to match records and agree on the world state in a decentralized
system are known as the consensus processes.

Further details on consensus will be explored later in this chapter.

4.3.1.8 Distributed Systems and Client Diversity

Imagine a distributed system with a single type of client software, developed exclusively in one
programming language and compatible only with the Windows operating system.

In this scenario, if hackers find a vulnerability in the client software, they could compro-
mise all nodes, potentially taking the entire network down or manipulating it for personal gain.
This threat is particularly significant in the context of blockchains with millions of transactions
happening,.

This emphasizes the importance of client diversity — having different types of client software
that can run on various operating systems. Ethereum for example features diverse execution client
software such as Besu, Nethermind, Erigon, and Go-Ethereum, as well as varied consensus clients
such as Nimbus, Lighthouse, Teku, etc.

Despite being built using different languages and designed for different operating systems,
these client software all implement the Ethereum Virtual Machine (EVM) and maintain con-
sistent behavior in handling transactions and smart contracts. We will discuss EVM later in this
chapter.

Now, let’s delve into blockchains.

4.3.2 Blockchains
4.3.2.1 What is a Blockchain?

In simple language, blockchains are a specific type of distributed ledger. As previously explained,
a distributed ledger is a form of a database where data is stored across multiple computing systems,
known as nodes, which may be situated in various physical locations.

In a blockchain, nodes store encrypted copies of the database to ensure continued accessibility
to the database, even if some nodes are temporarily offline. The number of nodes in a blockchain
can vary from a few, perhaps 8—10 in the same physical location, to thousands dispersed globally,
as seen with Ethereum. It should be noted that blockchains are decentralized systems as they fol-
low a peer-to-peer structure and each node acts as an independent master server.

Alternatively, a blockchain can be viewed as a state machine comprised of nodes, indicating
that all nodes have an identical state of the database at any given moment. Further details on
“state” and state transitions will be discussed later in this chapter.

4.3.2.2 Understanding Blocks
But, how do blockchains get the name “blockchain”

In blockchains, data is organized into blocks, and these blocks essentially serve as containers
for batches of transactions. The creation of these blocks is designed to ensure that all nodes main-
tain an identical history of data.
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Figure 4.8 Blockchain - Storing data in blocks and acting as state machines.

Here’s how it operates: At regular intervals, approximately every ten minutes in the case of
Bitcoin and 1215 seconds in the case of Ethereum, transactions occurring in the network since
the last block creation are compiled and arranged according to predefined rules. Subsequently,
these batches undergo verification and are then stored as blocks. It’s important to note that the
process of block creation and the specific data structure within a block can vary across different

blockchains.

Figure 4.9 Simplistic representation of block structure.
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Blocks consist of two key components — the block header and the body. The block header con-
tains summarized data of the entire block, including a hash of the previous block, while the body
contains encrypted transaction data.

4.3.2.3 State and State Transition

In computer science, a system is considered “stateful” if it is engineered to retain information
about past events or user interactions, known as the system’s state.

The term “state” in this context refers to the existing information about a network at a particu-
lar moment in time.

Transition, in this context, denotes a discontinuous change. In a blockchain, a state transition
occurs every time a new block is accepted.

Therefore, a blockchain can be conceptualized as a state machine, and the creation of new
blocks represents state transitions.

4.3.2.4 Blockchain Hashing

Now, understanding that nodes store blockchain transaction data in blocks raises the issue of
ensuring uniformity across all nodes. Given each block may contain hundreds or thousands of
transactions, verifying all of them across the nodes is computationally prohibitive.

To simplify this process, the data is organized in a hash table structure, and a hash root is
computed for all the data within a block. This hash root is used to compare blocks across nodes,
guaranteeing consistency in the stored data.

Figure 4.10 Blockchain as a state machine.
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Figure 4.11 Hash Tree and Hash Root in blocks.

A hash table is a data structure that stores key-value pairs, using a hash function to quickly
find the right location in an array where the value is stored. A hash function is an algorithm that
transforms an input into a fixed-size string of characters, typically used to uniquely identify data.
Now, the hash root is the top hash in a hash tree, representing the whole dataset and allowing for
quick and secure data verification.

In Bitcoin, the data structure employed is the Merkle Tree, with the resulting hash root termed
the Merkle Root. Ethereum, on the other hand, utilizes a modified data structure known as
Patricia Merkle Tries.

4.3.2.5 Consensus Process in Blockchains

Before adding a block to a blockchain, nodes must achieve consensus on the validity of transac-
tions to be included. This verification process, known as the consensus mechanism, ensures agree-
ment among nodes on the validity of the transactions.

Consensus mechanisms serve multiple purposes, not only facilitating the addition of blocks
but also enhancing the security of blockchain networks. They act as a deterrent against cyberat-
tacks, such as 51% attacks, by increasing the cost of attack through the requirement of substantial
computing power or staking crypto assets to participate in the consensus process.

There are various different types of consensus mechanisms, including Proof of Work, Proof of
Stake, Delegated Proof of Stake, Proof of Authority, Proof of Identity, and others.
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MAJOR CONSENSUS MECHANISMS

I. Proof of Work (PoW) involves participants, known as miners, solving complex math-
ematical problems to validate transactions and add blocks to the blockchain. This process
demands substantial computational power and incurs significant energy consumption.
Currently, PoW is utilized by Bitcoin and a few other blockchains.

I1. Proof of Stake (PoS) selects validators to create new blocks based on the amount of cryp-
tocurrency they hold and are willing to “stake.” PoS offers a more energy-efficient con-
sensus mechanism compared to PoW. Ethereum 2.0, Cardano, Polkadot, and Algorand
implement PoS.

II1. Delegated Proof of Stake (DPoS) allows token holders to vote for a limited number of
delegates authorized to produce blocks, enhancing transaction speed and scalability by
streamlining the block creation process. EOS, TRON, and Lisk employ the DPoS con-
Sensus process.

IV. Proof of Authority (PoA) designates pre-approved and trusted entities as validators
authorized to create new blocks. PoA ensures a streamlined and efficient consensus
process, making it suitable for private or consortium blockchains. VeChain and POA
Network utilize PoA.

V. Proof of Identity (Pol) enhances trust and security by requiring participants to pro-
vide verifiable digital identities linked to real-world identity verification processes. This
reduces the risk of fraudulent activities and Sybil attacks, contributing to a more secure
blockchain network.

4.3.2.6 Blockchain Accounts

Crypto assets are virtual assets existing solely on blockchain networks (or other DLTs), recorded
in the distributed ledgers supporting these networks.

To hold a crypto asset, we must maintain an account on the blockchain network, as all owned
assets are associated with the respective user account.

A user account is represented by a public address and a private key. The public address is repre-
sented by a hash which is an alphanumeric string. The private key acts like a password.

The private key serves as an authentication mechanism proving ownership of crypto assets at
a specific public address. Private keys are used for authorization of transactions involving crypto
assets.

Now, let us discuss smart contracts and tokens.

4.3.3 Smart Contracts and Tokens
4.3.3.17 Smart Contracts

Smart contracts are autonomous programs on blockchains, acting as digital contracts with pre-
established rules and conditions. They execute pre-programmed actions autonomously when spe-
cific criteria are met, eliminating the need for intermediaries.
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Figure 4.12 Visual representation of blockchain (externally owned) account.

Technically, smart contracts are a unique account type on a blockchain capable of holding
crypto-assets and executing various tasks according to their programmed instructions.

4.3.3.2 Key Characteristics of Smart Contracts
4.3.3.2.1 Decentralized Execution

Smart contracts function in a decentralized environment, eliminating the need for a central
authority to enforce or execute contract terms. This decentralization enhances trust by removing
intermediaries. Coded in languages like Solidity, smart contracts are compiled into bytecodes.
Once deployed on the blockchain, copies of the linked bytecode are stored across all active nodes.

The bytecode, consisting of Opcode instructions, allows each node (i.c., the Virtual Machine
within the node) to independently and decentrally execute the smart contract. More details on this
process will be covered later in this chapter.

4.3.3.2.2 Immutable Code

Once deployed on the blockchain, the code of a smart contract is usually immutable, prevent
ing any alterations or tampering. This ensures that the agreed-upon terms remain secure and
unchanged throughout the contract’s execution.

4.3.3.2.3 Automatic Execution

Smart contracts stand out for their ability to autonomously execute predefined actions when spe-
cific conditions are met. Whether releasing funds, transferring ownership, or triggering other
processes, smart contracts perform these operations without manual intervention.
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4.3.3.2.4 Cryptographic Security

Smart contracts use cryptographic techniques for security, securing each transaction with cryp-
tographic signatures. The transparency of the blockchain allows all participants to verify the con-
tract’s execution.

4.3.3.3 Whatis a Token?

A token within a blockchain network is a digital representation of value. Tokens can represent the
value of various things, including the value of fiat currencies, commodities, voting rights, shares
in DeFi platform liquidity pools, and usage rights for artworks, among other things.

4.3.3.4 Coins vs Tokens

In the context of blockchain and cryptocurrency, the terms “coins” and “tokens” have specific
y Y
meanings, each representing distinct concepts.

Coins are native digital currencies specific to a blockchain, generated as an integral part of the
protocol for use as a medium of exchange within that blockchain ecosystem.

For instance, Bitcoin (BTC) is a coin native to the Bitcoin blockchain, and Ether (ETH) is a
coin within the Ethereum blockchain.

Unlike coins, tokens represent assets or utilities and can be created on existing blockchain
platforms adhering to specific token standards.

For instance, tokens like USDT (Tether), following the ERC-20 standard, or CryptoKitties,
using the ERC-721 standard, exemplify tokens created on the Ethereum blockchain. We will dis-
cuss these token standards later in this chapter.

4.3.3.5 Security and Utility Tokens

Tokens can be classified into two primary categories based on purpose: security tokens and utility
tokens.

Security tokens are issued and treated as securities under the relevant regulatory framework.
They represent ownership in an underlying asset and are subject to regulatory compliance.

Utility tokens, on the other hand, are tokens utilized within Web3 platforms to perform vari-
ous functions. They can serve as a means of payment, confer governance rights in decentralized
applications, represent liquidity provided to automated market making, and fulfill other utility-
related roles within the blockchain ecosystem.

4.3.3.6 Fungible and Non-fungible Tokens

From a technical point of view, tokens can be classified into fungible tokens and non-fungible

tokens (NFTs).

Fungible tokens have identical units, each with the same value, while the value of units in non-
fungible tokens can vary.
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Figure 4.13 Unique token ID and asset metadata in NFTs.

On the Ethereum blockchain, the ERC-20 token standard is used to create fungible tokens,
and the ERC-721 token standard is used for non-fungible tokens (NFTs).

Note that ERC stands for Ethereum Request for Comment.

Now, ERC-721 tokens introduce two significant differences from ERC-20:

B Unique Token ID: Each token has a unique identifier, allowing for individual tracking of
each unit.

B Ability to Attach Asset Metadata: This feature enables the addition of specific details to the
token, such as title, properties, and a link to an image representing the asset that the NFT
signifies.

ERC-1155, a multi-token standard on Ethereum, consolidates fungible and non-fungible
tokens in a single contract, introduced by Enjin for efficiency and cost reduction. Designed
for applications like gaming and DeFi, it offers adaptability and gas efficiency, managing var-
ious token types within one smart contract for a more complex and customizable ecosystem.

4.3.3.7 Soulbound Tokens
Soulbound tokens or SBTs are a special case of NFTs.

SBTs are digital identity tokens that represent an individual’s or entity’s characteristics, traits,
and achievements. Unlike regular NFTs, SBTs are non-transferable and permanently tied to an
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individual’s private wallet, known as their “soul.” This concept aims to establish a digital identity
framework, encompassing personal data like age, qualifications, education, health records, and
work achievements.

In May 2022, E. Glen Weyl, Puja Ohlhaver, and Vitalik Buterin published the whitepaper
“Decentralized Society: Finding Web3’s Soul” to propose the concept of soulbound tokens. The
whitepaper explains how SBTs can be used as credentials in a fully decentralized society (DeSoc)
governed by its users.

Web3 is not only about technology. A major part of Web3 is the underlying economic frame-
work. So, to understand Web3, we must understand blockchain economics.

4.3.4 Blockchain Economics
4.3.4.1 Incentivizing Node Providers

In a centralized system, the central authority covers infrastructure costs like hosting, development,
and maintenance, without users incurring expenses. Amazon, for example, bears these costs for
Amazon.com and related sites.

In contrast, a blockchain network lacks a central authority, and node providers provide the
necessary infrastructure for blockchain operation. To incentivize node providers, the native cur-
rency (i.e. coins) and the concept of network fees come into play.

Coins are created during block creation and rewarded to miners (in Proof of Work) or to vali-
dators (in Proof of Stake). The term “block creators” can be used as a generalized term for miners
and validators.

In addition to the block rewards, the network fee is collected as a transaction fee to include a
transaction in a block. This fee serves as an incentive for node providers and is distributed among
them, encouraging their ongoing contributions to the network’s infrastructure.

4.3.4.2 Network Fee

So, a network fee is the transaction fee that is collected to include a transaction in a blockchain.

The network fee is called the gas fee in Ethereum. Gas is the benchmark for computational
resource usage on Ethereum. Gas is the unit measuring computational effort on Ethereum, repre-
senting the computational resources required for specific operations.

Various actions, such as deploying a smart contract, minting NFTs, or transferring tokens,
involve a gas fee. The transaction cost (gas fee) equals the gas required multiplied by the gas price.
The gas price, denominated in Gwei (one-billionth of an Ether and pronounced as "gway"), fluctu-
ates based on network demand.

Unlike traditional transaction fees as a percentage of transaction value, gas fees depend on
transaction complexity. Network fees are often associated with transaction speed, with faster
transactions requiring higher fees.

EIP-1559, implemented in London Fork (August 2021), improves the Ethereum user experience
with a dynamic base fee responsive to network demand. It replaces the traditional auction-based
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gas fee model, addressing scalability and introducing a deflationary mechanism by burning a por-
tion of transaction fees.

EIP stands for Ethereum Improvement Proposal, serving as a design document for new features
or improvements in the Ethereum blockchain. Vital for collaborative decision-making within the
Ethereum community, EIPs guide the platform’s evolution and development.

4.3.5 Ethereum

4.3.5.1 Emergence of Ethereum — from Distributed
Ledger to World Computer

Ethereum plays a central role in the Web3 ecosystem, serving as the foundation for many pro-
grammable blockchains. Understanding Ethereum requires exploring its origins.

Bitcoin, launched in 2009, functions as a distributed ledger with a primary emphasis on serv-
ing as a payment system.

Around 2013, the potential of blockchains for applications beyond simple transactions
became evident. Developers faced a choice between building on top of Bitcoin, with its constraints
or creating a new blockchain. Building on Bitcoin meant dealing with limitations while starting
a new blockchain required substantial effort in infrastructure development and testing.

The Mastercoin team, later known as Omni, was working on extending Bitcoin with a rudi-
mentary smart contract overlay protocol. Vitalik Buterin, a young programmer, proposed a more
generalized approach to enable flexible and scriptable contracts, surpassing the specialized con-
tract language of Mastercoin. Although the Mastercoin team found the idea impressive, it devi-
ated too much from their development roadmap.

In December 2013, Vitalik began sharing a whitepaper outlining the concept behind Ethereum
— a Turing-complete, general-purpose blockchain.

In computer science, a Turing-complete machine can solve any computational problem with
sufficient time, computational resources, and the necessary instructions.

Vitalik Buterin’s proposal marked a notable departure from existing blockchain models,
emphasizing versatility and programmability.

4.3.5.2 Difference between Bitcoin and Ethereum

The distinction between Bitcoin and Ethereum lies in their primary functions and design
philosophies.

Bitcoin serves as a decentralized ledger primarily focused on being a payment platform. While
it does allow some level of programming for specific use cases, Bitcoin’s primary purpose is to
facilitate peer-to-peer transactions.

In contrast, Ethereum is conceived as a generalized programming platform. Its founders envi-
sioned a blockchain without a predefined purpose, capable of supporting a wide range of applica-
tions programmed directly on the blockchain.

The core idea behind Ethereum was to create a general-purpose blockchain, allowing devel-
opers to implement specific applications without dealing with the intricacies of peer-to-peer
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networks, consensus algorithms, and other underlying mechanisms. Ethereum abstracts these
complexities, offering a deterministic and secure programming environment for decentralized
blockchain applications, making it versatile for a wide range of decentralized applications beyond
simple transactions.

4.3.5.3 What Is Ethereum, exactly?

From the book Mastering Ethereum — co-authored by Gavin
Wood — one of the co-founders of Ethereum.

The following excerpt is taken from Mastering Etherewm by Andreas M. Antonopoulos, and
Gavin Wood, released under the Creative Commons Attribution-ShareAlike 4.0 International License
(CC-BY-SA 4.0).

“Ethereum is a deterministic but practically unbounded state machine, consisting of a globally
accessible singleton state and a virtual machine that applies changes to that state.

From a more practical perspective, Ethereum is an open-source, globally decentralized com-
puting infrastructure that executes programs called smart contracts. It uses a blockchain to syn-
chronize and store the system’s state changes, along with a cryptocurrency called ether to meter and
CONStrain execution resource costs.

The Ethereum platform enables developers to build powerful decentralized applications with
built-in economic functions. While providing high availability, auditability, transparency, and
neutraliry, it also reduces or eliminates censorship and reduces certain counterparty risks.”

In computer science, “deterministic” describes a system where the future state is entirely deter-
mined by the prior state, meaning that the same operational steps in the same order will lead to
exactly the same state.

Now, in the context of Ethereum being described as a “deterministic but practically unbounded
state machine, consisting of a globally accessible singleton state]” we can refer back to the discussion
on decentralized systems.

In decentralized systems, each node processes all transactions and computations and then
compares the results with all other nodes. For a blockchain to achieve this, it needs to be
deterministic.

This means that if each node starts from the same initial state and processes the same transac-
tions and smart contracts, they should all reach the same final state. If nodes reach even slightly
different states, the consensus will fail. Block creation in Ethereum signifies a transition of the
world state, and regardless of the consensus protocol used, nodes must unanimously agree on the
new world state at each block creation. Nodes that do not agree will diverge from the chain.

4.3.5.4 Ethereum from a High-level

Okay, let us talk about Ethereum at a high-level. Now, this can be esoteric. So, if you are not
completely clear about it right now — do not worry.
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Figure 4.14 Ethereum state machine.

Ethereum nodes maintain a unified world state, ensuring consistency. Connecting to any node
offers identical information about the entire system.

Unlike distributed systems where nodes split the workload, in a decentralized system, all nodes
process all transactions and perform all computations, maintaining the world state individually.
There is no external world state — each node holds its version.

To ensure nodes maintain an identical state, the block creation and consensus process come
into play. At regular intervals (around 1215 seconds for Ethereum), all active nodes create blocks
by aggregating transactions since the last block creation and matching them with a Patricia-Merkle
root. It’s crucial to note that blocks contain transactions, not account balances.

Block creation represents a state transition, and the current world state in Ethereum is the
cumulative result of all state transitions from the genesis block. It’s analogous to your bank account
balance being the sum of all transactions involving your account.

During each block creation, all nodes update their copy of the world state, and the Ethereum
Virtual Machine (EVM) plays a key role in this process, which will be discussed later.

When an external actor connects to any Ethereum node, they access the most recently saved
world state of the Ethereum network.

4.3.5.5 Ethereum Accounts

In Ethereum, there are two types of accounts: “Externally Owned Accounts” (EOA) or “User-
owned Accounts” and “Contract Accounts” (CAs) (Figure 4.16).
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Figure 4.15 Ethereum from a high-level. Connecting to any node gives the same world state.

I. Externally Owned Account (EOA):

Consists of a cryptographic pair of keys: public and private keys.

Are user-controlled, with transactions requiring the user’s private key for authorization.
The creation of user-owned accounts does not incur transaction fees.

Can receive, hold, and send Ether, the native currency of Ethereum.

Can interact with deployed smart contracts.

II. Contract Account (CA):

Represents a smart contract deployed to the network, controlled by code.

Are not controlled by any user — operations are determined by the programmed code.
The deployment of contract accounts involves transaction fees due to network storage
usage.

Can receive, hold, and send Ether.

Can interact with other deployed smart contracts.

Can be triggered by various actions, such as receiving tokens or creating another con-
tract account through transactions from external accounts.

In summary, both Externally Owned Accounts (EOAs) and Contract Accounts (CAs) can man-
age Ether transactions and engage with deployed smart contracts. EOAs are user-controlled and
do not incur fees for creation, while Contract Accounts, controlled by code, involve deployment
transaction fees and respond to actions from external accounts.

4.3.5.6 Account Abstraction and Smart Contract Wallets

Account abstraction proposes improvements to Ethereum account management, aiming for
greater flexibility. Presently, users use private keys to interact with Externally Owned Accounts
(EOAs), and only EOAs can initiate transactions. When interacting with smart contracts, users
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Figure 4.16 Two types of Ethereum accounts — EOA and CA.

must go through EOAs, introducing limitations like the need to maintain an ETH balance for
gas fees.

The proposal introduces Smart Contract Wallets, such as ERC-4337, operating based on
Contract Accounts (CAs) instead of EOAs. Smart Contract Wallets allow users to interact with
smart contracts without managing private keys for EOAs or holding Ether in those accounts. This
innovation simplifies the user experience, addressing challenges related to forgetting or losing seed
phrases. Seed phrases in the context of Ethereum accounts are a series of words generated by your
cryptocurrency wallet that grant access to your wallet and funds, acting as a backup to recover
your account if needed.

Smart Contract Wallets, facilitated by Account Abstraction, offer notable enhancements
to Ethereum. They allow for batch transactions, multi-step operations, social recovery for lost
keys, sponsored transactions (where others cover gas costs), and the utilization of alternative
crypto assets for gas, extending beyond the native coin (ETH). The implementation of Account
Abstraction through Smart Contract Wallets aims to enhance the user-friendliness and versatility
of blockchain interactions.

4.3.5.7 Ethereum Transactions

Transactions in Ethereum are cryptographic signed data messages that contain a set of instruc-
tions, which can involve sending Ether from one Ethereum account to another or interacting with
a smart contract deployed on the blockchain. These transactions are the sole triggers for a change
of state or the execution of a contract in the Ethereum Virtual Machine (EVM).

An ethereum transaction, in its serialized binary message form, includes the following key
data:
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I. Nonce: A sequence number issued by the originating Externally Owned Account (EOA) to
prevent message replay.
I1. Gas price: The amount of Ether (in wei) that the originator is willing to pay for each unit of
gas.
III. Gas limit: The maximum amount of gas the originator is willing to purchase for this
transaction.
IV. Recipient: The destination Ethereum address, which can be an EOA or a contract account
address.
V. Value: The amount of Ether (in wei) to be sent to the destination. Wei is the smallest denom-
ination of Ether, where 1 Ether equals 10 Wei and 1 Gwei equals 107 Wei.
VI. Data: A variable-length binary data payload containing instructions.
VIL. V, 1, s: The three components of an ECDSA digital signature from the originating EOA,
providing cryptographic authentication for the transaction.

4.3.5.8 Contract Creation and Message Calls

In Ethereum, there are two primary types of transactions: contract creation transactions and mes-
sage calls.

4.3.5.8.1 Contract Creation Transaction

B A smart contract account is deployed on the Ethereum blockchain through a contract cre-
ation transaction initiated from an Externally Owned Account (EOA).

4.3.5.8.2 Message Call Transaction

B A message call transaction, initiated by an Externally Owned Account (EOA), facilitates
interaction with another EOA or an existing contract account on the Ethereum blockchain.

B Examples of message call transactions include sending Ether from one account to another
or interacting with a smart contract (e.g., executing a trade on the decentralized exchange
Uniswap).

4.3.5.9 Account State and World State

The primary objective of transaction processing in Ethereum is to update the world state through
the creation of blocks.

Accounts serve as the fundamental components of the world state in Ethereum, and they con-
sist of various elements.

An account is technically defined as the mapping between the public address of an account
and its account state. The account state comprises the following components:

I. Nonce: The number of transactions initiated from that account.
I1. Ether Balance: The amount of Ether held by that account denominated in Wei (equal to
10-18 Ether).
II1. Storage Hash: Relevant for Contract Accounts, it is a 256-bit hash of the root node of a
Merkle-Patricia trie that encodes the storage contents of the account. In simple terms, stor-
age hash is where the data relevant to a contract account lives.
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Figure 4.17 Ethereum transaction types — contract creation and message calls.

IV. Code Hash: Also specific to Contract Accounts, it refers to the binary code of Ethereum
smart contracts. This code is immutable and executed by the Ethereum Virtual Machine
(EVM) in response to message calls.

It’s important to note that the account state in Ethereum does not include information about
tokens owned by a particular address, such information is managed by respective smart contracts.

Figure 4.18 Account state for EOA and CA.
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The world state in Ethereum aggregates all the account states.

4.3.5.10 Smart Contracts on Ethereum and Solidity

Ethereum introduced the concept of contract accounts and, consequently, smart contracts on the
blockchain. While the term “smart contract” existed since the 1990s, Ethereum brought a new
dimension to it by making it a fundamental feature of its blockchain.

Ethereum is a world computer and like any other computer, it is programmable.

Smart contracts are programs for Ethereum and exhibit several distinctive characteristics:

1. Immutability: Smart contracts deployed on Ethereum are immutable, meaning they can-
not be modified after deployment. This immutability stems from the fact that the Code
Hash for a contract account is unchangeable.

2. Determinism: Smart contracts on Ethereum are deterministic, ensuring that the outcome
of executing a smart contract is the same for everyone who runs it. This deterministic nature
enhances consistency and reliability.

Ethereum smart contracts are crafted using high-level languages such as Solidity and Vyper. These
languages provide developers with the tools to create programmable, self-executing contracts that
automate and enforce predefined rules and conditions.

4.3.6 Ethereum Virtual Machine (EVM)
4.3.6.1 Introduction to EVM

Ethereum nodes are equipped with Ethereum Virtual Machines (EVMs) to process smart con-
tracts. The EVM functions as the runtime environment responsible for executing smart contracts
on the Ethereum blockchain.

In essence, the EVM handles the deployment and execution of smart contracts. While sim-
ple value transfer transactions between externally owned accounts (EOAs) may not require the

involvement of the EVM, all other operations that result in a state update are computed by the
EVM.

At a high level, EVM is a global, decentralized computer comprising millions of executable
objects, each with its own permanent data store. The EVM is considered a quasi-Turing-complete
state machine. The term “quasi” is used because the execution processes are confined to a finite
number of computational steps, determined by the amount of gas allocated for a specific smart
contract execution. This gas constraint helps address issues such as the halting problem or infinite
loops.

The EVM functions in a restricted domain, dedicated to computation and storage. This design,
like the JVM (JAVA Virtual Machine), offers a runtime environment that is independent of the
underlying operating system or hardware, ensuring compatibility across various systems.

Unlike a traditional operating system, the EVM lacks scheduling capabilities. Execution order-
ing is managed externally, with Ethereum clients analyzing verified block transactions to deter-
mine the sequence and execution requirements for smart contracts. In this context, the Ethereum
world computer operates in a single-threaded manner, similar to JavaScript. Additionally, the
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EVM lacks a “system interface” or “hardware support” since it doesn’t interact with physical
machines — it is a completely virtual entity.

4.3.6.2 Role of EVM in Ethereum

The primary function of the Ethereum Virtual Machine (EVM) within Ethereum is to calculate
state transitions based on transactions involving smart contracts.

While each Ethereum node runs its local instance of the EVM, ic’s important to note that all
instances of the EVM operate on the same initial state and produce an identical final state. This
collective behavior effectively transforms the Ethereum network into a unified “world computer.”

The EVM plays a crucial role in managing all account state transitions, and by extension, it
contributes to the overall transition of the world state in the Ethereum blockchain.

4.3.6.3 Smart Contract Compilation

The Ethereum Virtual Machine (EVM) operates at a low level and doesn’t comprehend smart
contracts written in high-level languages like Solidity. Instead, it understands machine-readable
instructions known as Opcodes (operation codes).

Programmers use compilers, such as Solc for Solidity, to translate their high-level code into
bytecode. Bytecode consists of a sequence of Opcode instructions, which are then executed by the
EVM.

Let us see what a few simple lines of code on Solidity look like in Opcodes (Figure 4.19). We

can now understand why we are not programming in Opcodes.

Figure 4.19 Solidity Code and respective Opcodes.
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EVM performs diverse tasks, including arithmetic, logic, blockchain interaction, smart
contract execution, and data access through specific opcodes, each serving a unique purpose in
enhancing its functionality.

4.3.6.4 EVM Architecture

The Ethereum Virtual Machine (EVM) operates on a stack-based architecture, where all in-mem-
ory values are stored on a stack (Figure 4.20). It uses a word size of 256 bits, primarily to support
native hashing and elliptic curve operations.

The EVM encompasses various addressable data components:

1. Immutable Program Code (ROM): This carries the bytecode of the smart contract
intended for execution.

2. Volatile Memory: Each location in memory is explicitly initialized to zero and is temporary
during the execution of a smart contract.

3. Permanent Account Storage: A component of the Ethereum state, this storage is zero-
initialized and endures across multiple executions of a smart contract.

4.3.6.5 Stack and Stack Machine

The Ethereum Virtual Machine (EVM) utilizes a stack-based architecture. The stack, in computer
science, is an abstract data type characterized by two main operations:

1. Push: This operation adds an element to the collection.
2. Pop: This operation removes the most recently added element that has not yet been removed.

Figure 4.20 Visual representation of EVM architecture.
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Figure 4.21 Push and Pop in Stack Data Structure.

A real-life analogy for a stack is a stack of plates (Figure 4.21). You can only take a plate from
the top of the stack, and you can only add a plate to the top. If you want to access a plate not on
the top, you must remove all the plates above it. Similarly, in a stack data structure, you can only
interact with the element on the top, and the last-added element is the first one to be removed.

4.3.6.6 EVM Code and Smart Contract Execution

Recall our discussion on Ethereum accounts, particularly the “Code Hash” associated with con-
tract accounts.

The Ethereum Virtual Machine (EVM) Code is essentially the bytecode of the smart contract
linked to the contract account. As previously mentioned, there are two main types of transactions
in Ethereum — Contract Creation and Message Call transactions.

To create a new contract, a contract creation transaction is required (Figure 4.22). In this
transaction, the “to” field is set to the special 0x0 address, and the “data” field contains the con-
tracts initiation code. When processed, this transaction initializes a new contract account with
the code specified in the “data” field. The Ethereum Virtual Machine (EVM) is instantiated, and
the execution output of the deployment code becomes the code for the new contract account. This
allows new contracts to be programmatically initialized, leveraging the Ethereum world state at
the time of deployment.

Subsequent message calls to the contract address invoke the “EVM code,” and the account
state is updated accordingly.

Importantly, the “EVM code” is immutable, meaning the “Code Hash” can never be changed
for a deployed smart contract. Only the “Storage Hash” is updated, along with the nonce and
balance if applicable.
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Figure 4.22 Visual representation of a contract creation transaction.

Figure 4.23 Visual representation of a message call to a smart contract.

4.3.6.7 EVM Compatible Blockchains
You probably hear the term “EVM Compatible” all the time. So, What does it mean?

The term “EVM Compatible” refers to a blockchain network or platform that is specifically

designed to execute applications and smart contracts written in the same bytecode as Ethereum,
utilizing the Ethereum Virtual Machine (EVM).
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An EVM-compatible blockchain is engineered to run applications and execute smart contracts
using the same bytecode as Ethereum. It ensures that smart contracts developed for Ethereum can
be deployed and run on the EVM-compatible blockchain with minimal or no modifications to
the code.

EVM Compatibility brings various benefits such as smart contract compatibility as Ethereum-
compatible smart contracts can also run on these blockchains and interoperability as existing
decentralized applications or token projects can be migrated to these blockchains. Apart from
that, developers can leverage existing Ethereum-based frameworks, debugging tools, and other
resources to develop decentralized applications for these blockchains.

In DeFi, EVM compatibility makes it easier for projects to migrate their tokens between dif-
ferent blockchain networks, which can be important for strategic reasons or to tap into different
liquidity pools.

EVM compatibility plays a crucial role in fostering a more interconnected blockchain ecosys-
tem, enabling developers to create and deploy applications across multiple platforms that adhere
to Ethereum’s bytecode standards.

Now, some major EVM-compatible blockchains are Binance Smart Chain (BSC), Polygon
(formerly Matic), Avalanche, Harmony, and Optimistic Ethereum (Optimism).

BSC offers fast block times (around three seconds) and low transaction fees. Polygon aims
to provide scalable and interoperable solutions for Ethereum. Avalanche supports the creation of
custom blockchain networks with various consensus mechanisms. Harmony focuses on scalability
with fast transaction confirmations and low fees. Optimism is designed to bring layer 2 scaling
solutions to the Ethereum network.

Please note that we are not talking about Web3 governance here. That will be covered in the
“Decentralization in Web3” chapter.

Okay, now that we (hopefully) have a solid base in Web3, let us cover some technologies that
can act as the bedrock of our decentralized future.

We discussed the problems with centralized technical systems in the previous chapters. Most
of the problems with centralized systems arise from

1. Centralized user authentication — Centralized authentication involves gathering user
data, leading to privacy and security concerns.

2. Centralized storage of data — Centralized storage gives way to data breaches, data loss, and
availability issues.

3. Centralized analytics — Despite being the norm, data science doesn’t have to be central-
ized. Big tech often justifies data centralization for analytics benefits, but this approach
raises privacy, security, and ethical concerns.

Now, we will discuss three technological trends that are leading us towards decentralization of
each aspect mentioned above — ‘Decentralized Identity Solutions’, ‘Decentralized Storage’, and
‘Decentralized Data Science’.
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Chapter 5

Decentralized Identity Systems

Sam Ghosh

If someone asks your identity, you would probably respond with your name or profession. This is
often an acceptable response in casual settings. However, in formal settings such as in a job appli-
cation, you might need to provide proof to validate such claims.

Traditional identity validation methods conducted by external entities expose individuals to
risks such as identity theft and surveillance, particularly as personal data becomes more accessible
online.

Decentralized identity solutions empower individuals to regain control over their digital iden-
tities and personal data in the interconnected digital world.

Let us learn how.

5.1 Basics of Identity Systems

Our identity in the world relies on entities that validate our claims about who we are, what we have
done, and our capabilities. These validating entities are referred to as identity systems.

An identity system typically consists of the following elements:

1. Identity: The core aspect of who an individual or entity is, encompassing personal attri-
butes, characteristics, and information.

2. Identifier: A unique designation or set of data used to distinguish and reference an indi-
vidual within the identity system.

3. Attestation: Verification or confirmation provided by external entities validating specific
aspects of an individual’s identity.

4. Role: The designated function, position, or responsibilities associated with an individual
within a particular context or community.

Together, these elements constitute the foundational structure of an identity system, facilitating
the governance, verification, and control of identities.
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Figure 5.1 Broad Overview of Identity Systems.

Now, let’s delve deeper into each of these components.

5.1.1 Identity

In an identity system, “identity” refers to a comprehensive set of attributes and data that uniquely
establish an individual or entity, forming a detailed profile outlining distinctive characteristics.
The concept of “identity” covers a wide range of personal information that sets one entity apart
from another.

Identity information includes various details:

B Personally Identifiable Information (PII): PII refers to essential personal information
such as full name, date of birth, social security number, address, contact details, and gov-
ernment-issued IDs, crucial for uniquely identifying individuals.

B Additional Attributes: An identity goes beyond PII, encompassing diverse attributes like
education, employment history, financial records, and other relevant details, collectively
contributing to an individual’s uniqueness and depth.

B Digital Persona: The concept of identity extends beyond the physical attributes into the
digital space. It encapsulates online behavior, internet usage patterns, social media interac-
tions, digital footprints, and preferences, forming an individual’s digital persona.

An individual’s identity is a multidimensional portrayal comprising personal data, physical and
digital attributes, and a digital persona. This collective of these elements distinguishes one person
from another within an identity system.
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Figure 5.2 Illlustration of how identifiers are used with the example of a LinkedIn search.

5.1.2 Identifier

In identity systems, an identifier serves as a unique digital code or token intricately linked to an
individual’s identity. It functions as a distinct label, locating and distinguishing a specific identity
within a specific context.

Identifiers play a pivotal role in digital systems by facilitating the management, access, and
referencing of identities. They are fundamental in the process of identifying and differentiating
individuals, enabling systems to accurately recognize and interact with specific identities.

5.1.3 Attestation

In the context of identity systems, attestation is a fundamental process that involves presenting
evidence or proof to substantiate specific attributes or claims associated with an identity.

In identity systems, validation is often done through trusted entities using methods like digital
signatures or formal actestations to confirm the accuracy of information linked to an individual’s
identity.

5.1.4 Role

In identity systems, a “role” refers to the specific function, responsibility, or access rights assigned
to an individual or entity within a given context, outlining the scope of actions or information
access within that setting.

Roles are pivotal in defining the capabilities and authorizations of an identity within a system,
determining their level of access and permissions. For example, in an organization’s SAP system,
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roles like “employee,” “manager,” or “administrator” grant varying levels of access and permissions
based on job responsibilities.

Roles within an identity system are crucial for managing access rights and permissions.
Aligned with an entity’s duties, roles determine who can access specific information and perform
authorized actions based on assigned responsibilities or functions.

A methodical approach to roles in an identity system establishes clear access levels, guarantee-
ing that each identity only has access to pertinent information and functionalities. This systematic
regulation of access rights through assigned roles not only strengthens security but also ensures
that individuals possess appropriate permissions aligned with their responsibilities in a specific
system or organization.

5.1.5 Who Owns your Identity?

In a centralized system, the centralized authority controls the identities, meaning the authority
owns the identities. This is where decentralized identity systems differ.

Decentralized identity systems leverage decentralized identifiers (DIDs), unique identifiers
that empower individuals with control over their digital identity across platforms. DIDs act as
portable and universal keys, allowing users to manage and utilize their identity information across
diverse applications and services.

5.2 Introduction to Digital Identity Systems

Digital identity systems are frameworks designed to manage, authenticate, and verify the digital
identities of individuals or entities across various online platforms. It’s important to highlight that
these systems are not limited to humans and can also be extended to objects within the Internet
of Things (IoT’) and even to organizations.

Digital identity systems are essentially databases storing verified information about individuals
or objects.

Given that these systems store and secure verified information related to individuals or objects,
these databases can function as single sources of truth regarding various claims about the indi-
viduals or the objects.

5.2.1 Types of Digital Identity Systems
5.2.1.1 Centralized Systems

Government-issued IDs: Traditional identity systems managed by governmental authorities,
including driver’s licenses, passports, and national identification cards.

Corporate identity systems: Organizations and corporations manage digital identities for
employees and clients through centralized databases and proprietary systems.
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5.2.1.2 Decentralized Systems

Self-sovereign identity (SSI): Empowers individuals to control their digital identities. Platforms
like Sovrin and uPort enable users to manage identity information through decentralized and
verifiable credentials.

Blockchain-based systems: Platforms like Civic and SelfKey leverage blockchain technol-
ogy for secure and decentralized identity management, offering users control over their digital
identities.

5.2.1.3 Federated Identity Systems

Single sign-on (SSO): Systems like OAuth and OpenlD enable users to access multiple services
using a single set of credentials. This is often managed by major tech companies such as Google,
Facebook, or Twitter.

Social login and federated identity providers: Services like “Login with Facebook” or “Sign
in with Google” utilize users’ existing social media accounts as credentials for various platforms
and applications.

5.3 Evolution of Digital Identity

Digital identity has undergone significant transformations over the years, shaped by technological
advancements, evolving societal needs, and the proliferation of online interactions.

Lets explore the key phases in the evolution of digital identity.

Figure 5.3 Evolution of digital identity over the years.
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5.3.1 Pre-digital Era

In the pre-digital era, identity records were paper-based, relying on documents like passports
and driver’s licenses. This persisted until the late 20th century before the widespread adoption of
digital records.

5.3.2 Emergence of Digital Records

During the 1970s and 1980s, there was a significant shift from paper to digital records, with the
development of organizational database systems. This marked the initial transition from man-
ual, paper-based record-keeping to computerized data storage, improving the efficiency of data
management.

5.3.3 Rise of Centralized Digital Identity Systems

In the late 20th century and early 2000s, basic username-password systems for online authentica-
tion emerged. Companies adopted centralized database repositories for digital identities, storing
user credentials and personal information. This facilitated centralized access to individual identi-
ties across various online services.

5.3.4 Blockchain and Decentralized Identity

Decentralized identity technologies gained prominence in the mid-2000s, especially with the
growth of blockchain and related technologies in the 2010s. We will explore these technologies in
the following sections.

5.4 Types of Digital Identities

Digital identities are not limited to human identity.

5.4.1 Individual Digital Identity

Pertains to a person’s online presence, personal information, and digital footprint in various sys-
tems and platforms.

5.4.2 Corporate Digital Identity

Represents an organization, encompassing its legal identity, structure, roles, and access rights for
its members.

5.4.3 Device Digital Identity

Refers to the identity and authentication of machines, gadgets, or IoT devices, enabling secure
interactions and data exchange.
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Figure 5.4 Different types of digital identities.

5.5 Why Talk about Digital Identity now?

But, why talk about digital identity now? What is the urgency?

The increasing significance of digital identity stems from the exponential growth of personal
data moving online. This shift isn’t limited to government agencies and regulatory bodies. It also
extends to the corporate sector, where extensive user data is being collected to construct large
information repositories.

Applications often request extensive permissions to access contacts, images, and emails, fre-
quently without users fully grasping the implications. Onboarding processes are designed to collect
maximum data with minimal resistance, putting user privacy and control of personal information
at risk.

It is crucial to address these digital identity issues to regain control, ensure transparency, and
safeguard user privacy in our swiftly digitizing world.

5.5.1 Data Privacy Concerns
Let me explain how vulnerable user privacy is in this digital age with one example.

The BBC documentary “The Trap: India’s Deadliest Scam” investigates Chinese-operated loan
apps that ensnare users in debt cycles. These apps utilize aggressive tactics via call centers to
recover loans, resulting in distress and over 60 reported suicides.

These loan apps typically target economically vulnerable groups like students and informal
workers, offering small loan amounts ranging from $100 to $1000.
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Besides charging exorbitant interest rates, these apps pose a threat by collecting extensive user
information, including contacts, call history, and images. Harassment begins even before the due
payment date, manifesting in repeated abusive calls not only directed at the borrower but also at
individuals in their contact list.

In a disturbing case, manipulated pornographic images of a female debtor were distributed to
her entire contact list, which included colleagues, acquaintances, and her own daughter.

Recounting her experience, the victim expressed profound shock and considered suicide,
revealing the emotional toll inflicted by the invasive tactics: “I was numb, shocked. I thought of
suicide but did not have the courage...Morphed photos showing me nude were sent to everyone
in my contact list, including my daughter, my father’s acquaintances, and children for whom I am
like a mother.”

Users may face privacy threats not only from voluntarily shared data but also from hacked
databases. Governments and corporations, in recent years, have amassed massive databases
with inadequate security measures, raising concerns about unauthorized access and potential
misuse.

For example, the Indian Aadhar database faced a data breach in October 2023, affecting the
personal information of 815 million individuals.

These vulnerabilities underscore the broader threats individuals encounter in the digital age.

However, concerns related to digital identity systems extend beyond just privacy.

5.5.2 Exclusion and Digital Divide

A significant issue in identity systems stems from the exclusion of certain demographics due to
limited access to technology or documentation.

Substantial portions of the population, particularly in developing nations, lack formal identi-
fication, leading to their exclusion from various services and opportunities. This digital disparity
exacerbates social and economic inequalities, impeding their access to essential resources such as
healthcare, education, and financial services.

5.5.3 Centralized Control and Single Point of Failure

Conventional identity systems, relying on centralized databases, face the risk of a single point of
failure. Compromises in these databases can lead to widespread identity theft, fraud, and data
breaches, affecting millions of individuals.

5.5.4 Complex Identity Verification Processes

The existing procedures for identity verification are often burdensome, time-intensive, and com-
y

plex. This challenge is particularly pronounced in cross-border identity verification or interactions

between diverse systems.

Authenticating identity across various platforms, especially without a universal standard, is
challenging and requires extensive paperwork and authentication procedures.
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The evolution of digital ecosystems has given rise to interconnected digital identities, encom-
passing both physical attributes and online personas and activities.

Efficiently managing and safeguarding digital identities has become crucial as individuals
engage in diverse online platforms and activities. Growing concerns include potential risks of
impersonation, hacking, and fraud in digital ecosystems.

Addressing these identity-related challenges demands innovative solutions and a fundamental
rethinking of how identity is both managed and verified.

Let us now explore decentralized identity solutions.

5.6 Introduction to Decentralized Identity

Decentralized identity enables individuals, organizations, or entities to control and own their digi-
tal identities, removing the need for a central authority. This departure from traditional identity
management empowers entities to securely handle and authenticate their identities in a decentral-
ized manner.

5.6.1 Key Characteristics of Decentralized Identity
5.6.1.1 User Control and Ownership

Entities, whether they are individuals or organizations, have full control over their digital identi-
ties, managing and presenting identity attributes autonomously without relying on centralized
authorities.

Figure 5.5 Visual representation of how decentralized identity works differently from central-
ized identity solutions.
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5.6.1.2 Decentralization

Decentralized identity operates on a distributed architecture, often utilizing technologies like
blockchain or other distributed ledger systems. This ensures that identity data is stored across a
network in a distributed manner, enhancing security and resilience.

5.6.1.3 Privacy and Selective Disclosure

Decentralized identity empowers users to selectively disclose specific identity attributes with-
out revealing unnecessary personal information, enhancing privacy and security in identity
verification.

5.6.1.4 Interoperability and Portability

Decentralized identity systems prioritize interoperability, ensuring that identities are portable and
applicable across diverse platforms and services, fostering seamless integration.

5.6.1.5 Verifiable and Trustworthy Credentials

Decentralized identity systems use verifiable credentials and cryptographic proofs to ensure secure
and tamper-resistant identity verification, eliminating reliance on centralized authorities.

Now that we have gained some insight into decentralized identity, let’s delve into self-sovereign
identities, an implementation of decentralized identity principles.

5.7 Self-sovereign Identity (SSI)

Self-sovereign identity (SSI) empowers individuals with full control over their identities, allowing
them to manage and disclose personal information based on their preferences, without relying
on central authorities or intermediaries.

SSI aims to empower individuals with the autonomy to securely and privately own, manage,
and present their digital identities across diverse interactions and contexts.

5.7.1 Three Pillars of Self-sovereign Identity (SSI)
5.7.1.1 Decentralized Identifiers (DIDs)

Decentralized identifiers (DIDs) are unique, self-owned identifiers that empower entities to man-
age their identities across various systems and contexts.

5.7.1.2 Verifiable Credentials (VCs)

Verifiable credentials (VCs) are digital proofs validating identity attributes, issued by trusted enti-
ties, and cryptographically secured for verification.
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Figure 5.6 Visual illustration of the self-sovereign identity (SSI) process.

5.7.1.3 Blockchain or Distributed Ledger Systems

These serve as the infrastructure supporting secure and decentralized storage of identity data and
transactions. They establish a trusted and tamper-resistant environment.

Figure 5.7 Three pillars of self-sovereign identity (SSI).
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Figure 5.8 Visual illustration of how a DID system works.

5.8 Decentralized Identifiers (DIDs)

Decentralized identifiers (DIDs) are essential components of self-sovereign identity systems, serv-
ing as unique and persistent identifiers for individuals, organizations, and devices within decen-
tralized identity frameworks.

Decentralized identifiers (DIDs) empower entities to establish and control their identities,
eliminating the need for reliance on central authorities or intermediaries.

5.8.1 DID System

Decentralized identifier (DID) systems encompass various components including DID subject,
DID controller, verifiable data registry, DID URLs, DID documents, and other related elements.

5.8.1.1 DID Subject

The DID subject is the real-world entity associated with the decentralized identifier, representing
individuals, organizations, devices, or any entity identified by the DID.

5.8.1.2 DID Controller

The DID controller has authority over the associated DID, making decisions and managing
the identifier. It is responsible for updating the DID document, and handling public keys,
authentication methods, and service endpoints. The controller may or may not be the same as
the subject.
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5.8.1.3 Verifiable Data Registry (VDR)

The VDR is a secure and decentralized repository for storing verifiable data, including informa-
tion about DIDs (public keys, authentication methods, service endpoints), and additional claims
or attributes about individuals or entities, i.c. about the DID subject.

5.8.1.4 DID URL

DIDs follow a structured format, typically expressed as a URL.
A DID URL comprises three integral components:
1. The DID URI scheme identifier,

2. The identifier for the DID method, and
3. The DID method-specific identifier.

5.8.1.4.1 DID URI Scheme Identifier

The DID URI scheme identifier is the first part of a DID, indicating the scheme or protocol
employed in the DID.

The URI scheme identifier defines how the identifier should be interpreted and accessed, speci-
fying the type of decentralized identifier and its resolution process.

Common examples include “did:” as the prefix for many DIDs, signaling the start of the iden-
tifier, followed by the specific DID method, which is the next component in the DID structure.

Figure 5.9 Visual illustration of the DID URL components.
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5.8.1.4.2 DID Method Identifier

The identifier for the DID method is the second component of a DID, providing information
about the method used to create, update, and manage the DID. Each DID is associated with a
specific method, outlining the rules and processes governing the identifier’s lifecycle.

For example, in the DID “did-example:123456,” the “example” part represents the Identifier for
the DID method, indicating that the DID follows the rules and processes defined by the “example”
method.

Different DID methods may handle identifier creation, resolution, and updates in distinct
ways, enhancing the flexibility and diversity of the decentralized identity ecosystem.

5.8.1.4.3 Method-specific Identifier

The DID method-specific identifier, the third component in the DID structure, is unique to each
DID and specific to the chosen DID method.

The DID method-specific identifier is the part of the DID that distinguishes one identifier
from another within the same method and is determined by the specifications of the chosen DID
method.

For example, in the DID “did:example:123456," the “123456” part represents the DID
method-specific identifier, and it is specific to the “example” DID method. The combination of the
DID URI scheme identifier, identifier for the DID method, and DID method-specific identifier
creates a unique and decentralized identifier for a specific entity within the chosen decentralized
identity framework.

5.8.1.5 DID Document

A DID document is an essential part of decentralized identity systems, offering standardized
information about the associated DID entity. It includes key dertails like public keys, authentica-
tion methods, and associated services.

Key elements commonly found in a DID document include:

B Context and purpose: Information about the DID’s context and the DID’s intended
purpose.

B ID: The unique identifier for the DID.

B Public keys: Public keys associated with the DID, which are crucial for cryptographic oper-
ations, including authentication and establishing secure communication. Each key has an
ID, type, controller, and the actual key material.

B Authentication methods: Details on the methods that can be employed to authenticate the
entity linked to the DID.

B Service endpoints: Information about services offered by the entity, including endpoints for
interactions or communications.

B Proofs and signatures: Cryptographic proofs or signatures that can be used to verify the
authenticity and integrity of the DID document.
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Figure 5.10 Sample DID document to illustrate the components of a DID document.

5.8.1.6 DID Resolution Process

Resolving a decentralized identifier (DID) involves the coordinated interaction between the DID
and its associated DID document.

5.8.1.6.1 A General Overview of How the Process Works

5.8.1.6.1.1 DID creation The process starts with an entity creating a unique identifier and
selecting a DID method that governs the identifier’s lifecycle.

5.8.1.6.1.2 DID document creation  Simultaneously with DID creation, the entity generates
a DID document containing vital information about the associated entity, formatted for machine-
readability and interoperability. The DID document contains information on public keys, authen-
tication methods, service endpoints, additional metadata, etc.

5.8.1.6.1.3 Publishing the DID document The entity publishes the DID document to a
location accessible by others. This location can be specified in the DID document itself, and it
could be on a decentralized storage system, a distributed ledger (e.g. blockchain), or any other
appropriate medium.

5.8.1.6.14 Resolving the DID  Resolving a DID involves retrieving the associated DID doc-
ument by querying the specified location, such as a blockchain or decentralized storage system, to
obtain the latest information about the entity.

5.8.1.6.1.5 Verifying and trusting the DID document During the resolution process, the
entity validating the retrieved DID document employs cryptographic methods to ensure integrity.
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This involves checking signatures, verifying public keys, and, if successful, establishing trust in the
information contained within the document.

5.8.1.6.1.6 Interacting with the Entity  After validating the DID document, the entity gains
access to information about associated public keys, authentication methods, and service end-
points. This facilitates secure interactions, including authentication and communication, between
the resolving entity and the one associated with the DID.

The process emphasizes trust established via cryptographic verification of the DID document.
DIDs’ decentralized nature and standardized DID document format enhance security, privacy,
and interoperability in decentralized identity systems. This setup reduces reliance on central
authorities and intermediaries in identity management.

5.8.2 W3C Standard for Decentralized Identifiers

The World Wide Web Consortium (W3C) has established a standard for decentralized identifiers
(DIDs) to ensure consistency and interoperability. This specification defines the structure, meth-
ods, and governance of DIDs, ensuring their security, decentralization, and universal applicability.

5.8.2.1 Key Aspects of W3C DID Standard
5.8.2.1.1 Method Specification

The W3C standard provides guidelines for creating method specifications governing the genera-
tion and management of DIDs. Examples include “did:op” for the Ocean Protocol and “did:webs”
for web-based DIDs. The below table shows a sample of the DID methods currently in develop-
ment by W3C.

5.8.2.1.2 DID Document Structure

The W3C standard specifies the structure and content of DID documents to ensure consistency,
which is crucial for verification and authentication.

5.8.2.1.3 Interoperability

The W3C standard promotes interoperability among DIDs, facilitating collaboration across vari-
ous decentralized identity systems.

The W3C DID standard sets a universal framework for creating, managing, and using DIDs,
ensuring consistent and secure identity representation in decentralized systems. It aims to foster
trust, security, and interoperability in decentralized identity management.

Now, let’s explore verifiable credentials.
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Table 5.1 Sample DID Method Specifications Currently Being Developed by W3C

DID Method Registry Contact

dns Domain Name System (DNS) Danube Tech

dock Dock Dock.io

ethr Ethereum uPort

example DID Specification W3C DID Working Group

health DID Health support

hedera Hedera Hashgraph Hedera Hashgraph,

Swisscom Blockchain AG

holo Holochain Holo.Host

hpass Hyperledger Fabric IBM

hsk PlatON HashKey DID

ibmdc Hyperledger Fabric IBM Digital Credentials

id ID Service Mastercard

ion Bitcoin Various DIF contributors

iota I0TA IOTA Foundation

op Ocean Protocol Ocean Protocol

uport Ethereum uPort

webs Web, and Key Event Receipt Infrastructure Trust over IP (TolP) DID
(KERI). Method webs Task Force.

zkme EVM compatible chains. Primary on Polygon | zkMe

5.9 Verifiable Credentials (VCs)

Verifiable credentials (VCs) are digital credentials that can cryptographically authenticate specific
information about an entity, be it a person, organization, or object, without needing a central
authority.

These credentials are portable attestations with cryptographic proofs commonly associated
with decentralized identifiers (DIDs).

In a self-sovereign identity (SSI) framework, individuals can possess and present verifiable
credentials as evidence of specific attributes, protected by cryptographic mechanisms for integrity
and authenticity. The incorporation of verifiable credentials (VCs) with decentralized identifiers
(DIDs) adds a decentralized layer, allowing individuals to manage their identity-related data inde-
pendently of central authorities.

In summary, verifiable credentials serve as portable, cryptographically supported attestations,
often linked with DIDs in decentralized identity systems.
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Figure 5.11 Visual illustration of verifiable credentials.

5.9.1 Components of Verifiable Credentials
5.9.1.1 Issuer

The issuer is the entity responsible for creating and signing a verifiable credential, asserting the
authenticity of the information it contains.

Issuers, trusted within specific ecosystems, are entities like governmental bodies, educational
institutions, or employers, authorized to make claims about individuals or subjects through verifi-
able credentials.

5.9.1.2 Subject or Holder

The subject of a verifiable credential is the entity for whom the credential provides attestations.
This can be an individual, organization, or any entity that the credential is meant to represent.

5.9.1.3 Claims

Claims are statements within the verifiable credential that convey specific information about the
subject. These claims are the assertions or attributes being attested to. For example, a claim might
include information about a person’s age, citizenship, or educational qualifications.

5.9.1.4 Proofs and Signatures

Proofs and signatures are cryptographic mechanisms used to validate the authenticity and integ-
rity of the verifiable credential. These components ensure that the information within the creden-
tial has not been tampered with and that the credential was issued by a trusted and authorized
party. Signatures are often generated using public-private key pairs, providing a secure and verifi-
able means of proving the origin and integrity of the credential.
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5.9.1.5 Verifiable Data Registry

A verifiable data registry (VDR) is a secure and tamper-resistant repository that participates in
the issuance, storage, and verification of verifiable credentials. It ensures decentralized storage of
credentials and may handle cryptographic proofs and signatures associated with them.

5.9.2 Examples of Verifiable Credentials
5.9.2.1 Educational Credentials

A university can issue a verifiable credential certifying an individual’s degree, containing details
like the person’s name, earned degree, and graduation date. Recipients can share this credential
with employers for independent verification of its authenticity, eliminating the need for direct
contact with the university.

5.9.2.2 Professional Certifications

Organizations can issue verifiable credentials for an individual’s professional certifications in fields
like IT or project management. Recipients can share these credentials with clients or employers,
enabling autonomous verification of the certifications’ legitimacy.

5.9.2.3 Identity Documents

Verifiable credentials may be found in digital identity documents, such as government-issued IDs,
driver’s licenses, or passports. Rather than carrying physical documents, individuals can utilize
digitally verifiable credentials, securely sharing and verifying them without divulging unnecessary
personal information.

Figure 5.12 Various use cases of verifiable credentials.
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5.9.2.4 Health Credentials

In the context of digital health records, verifiable credentials may play a role in authenticating
vaccination records, test results, or other medical information. These credentials can be securely
shared with healthcare providers, employers, or for travel purposes, all while upholding privacy
and data security.

5.9.3 W3C Verifiable Credential Data Model

The W3C verifiable credentials data model, developed by the World Wide Web Consortium
(W3C), serves as a standardized framework for secure, interoperable, and privacy-respecting cre-
ation, exchange, and verification of digital verifiable credentials. It outlines the structure and
procedures for managing and utilizing these credentials, especially within decentralized and self-
sovereign identity systems.

5.10 Impact of Decentralized Identity

5.10.1 Benefits of Decentralization of Identity Management

The integration of decentralized identifiers (DIDs) and verifiable credentials transforms the user
experience in digital identity management, enhancing privacy, security, and user autonomy.

5.10.1.1 Enhanced User Control

DIDs and verifiable credentials empower users to control their digital identities, enabling selective
disclosure for enhanced privacy. This allows users to present specific credentials, ensuring person-
alized and controlled information-sharing in various interactions.

5.10.1.2 Improved Security

Verifiable credentials, secured by cryptographic proofs, offer tamper-proof identity attribute rep-
resentations. The integration of DIDs and verifiable credentials enhances security by removing
dependence on centralized authorities, reducing the risk of single points of failure.

5.10.1.3 Simplified Identity Interactions

Verifiable credentials simplify identity verification, facilitating easy sharing and verification across
different services. The ability to reuse credentials across contexts minimizes redundant data shar-
ing and repeated authentication.

5.10.1.4 Privacy-centric Experience

DIDs and verifiable credentials empower users to have control over how they share data, enhanc-
ing online privacy through selective disclosure of specific attributes only when needed, and reduc-
ing unnecessary personal information exposure.
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Figure 5.13 Contrasting the user journey in decentralized identity systems with that of central-
ized identity systems.
5.10.1.5 Portable and Interoperable Identities

Users can easily transfer digital identities across platforms, creating a portable and flexible experi-
ence. Standardized DIDs and verifiable credentials allow identities to be used and verified across
various systems, fostering a user-friendly and interoperable environment.

5.10.2 User Journey

Let’s contrast the user experience in centralized identity systems with decentralized identity sys-
tems, emphasizing the crucial distinctions and benefits inherent in each approach.

5.10.2.1 User Registration

In centralized systems, users register with a service provider, submitting personal information to
be stored on central servers. Authentication involves creating usernames and passwords.

In decentralized systems, users establish a decentralized identifier (DID) owned and controlled
by them. Verifiable credentials, confirming identity attributes, are generated and securely stored in
the user’s digital wallet for privacy.

5.10.2.2 Authentication and Authorization

In centralized systems, users access services through login credentials like usernames and pass-
words. The provider validates and authorizes access, sometimes using multi-factor authentication
(MFA) for increased security.
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In decentralized systems, users present their DIDs and verifiable credentials to access services,
eliminating the need for usernames and passwords. Services can independently verify credentials
without relying on a central authority.

5.10.2.3 Data Sharing

In centralized systems, repetitive entry of personal information is common when using various
services, with limited control over data sharing.

Decentralized systems allow users to selectively disclose attributes via verifiable credentials,
sharing only necessary information. No repetitive entry of personal data is needed, as users carry
identity attributes in their digital wallets.

5.10.2.4 Privacy and Security

In centralized systems, users rely on service providers to secure data, risking breaches and privacy
concerns. Control over shared data is often limited.

Decentralized systems securely store data in the user’s wallet, minimizing vulnerability to
breaches. Users have greater control over their data and can manage privacy preferences for each
interaction.

5.10.2.5 Interoperability

In the case of decentralized systems, users seamlessly access diverse services and platforms using
their DIDs and verifiable credentials, fostering a user-centric and convenient experience.

Decentralized identity systems offer enhanced control, privacy, security, and streamlined
interactions compared to centralized systems. Users actively manage their identities, selectively
share data, and enjoy increased portability across various contexts, aligning with the principles of
self-sovereign identity.

5.11 Decentralized Identity Framework in Ethereum

The decentralized identity framework in Ethereum enables self-sovereign, secure, and decentral-
ized management of identity information. Leveraging the Ethereum blockchain and adhering to
existing standards, it empowers individuals to control their identity data.

5.11.1 Components of Decentralized Identity Framework in Ethereum
5.11.1.1 Decentralized Identifiers (DIDs)

DIDs are crucial in the Ethereum decentralized identity framework, acting as unique identifiers
that empower individuals to represent and control their identities. Aligned with the W3C DID
specification, Ethereum-based DIDs enable decentralization, allowing individuals to self-generate
identifiers without centralized control.
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5.11.1.2 Verifiable Credentials

Verifiable credentials are employed to present and verify identity attributes. On Ethereum, these
credentials can be stored on the blockchain and secured cryprographically according to the W3C
verifiable credentials standard.

5.11.1.3 Public Key Infrastructure (PKI)

Ethereum utilizes PKI to furnish the requisite cryptographic keys (public and private) for authen-
tication, ownership, and verification of digital assets. DIDs within Ethereum often intertwine
with public and private keys, facilitating cryptographic proofs for authentication.

5.11.1.4 Smart Contracts and Attestations

The functionality of Ethereum’s smart contracts comes into play for the management and interac-
tion with identity-related data. Smart contracts take on the responsibility of storing and manag-
ing attestations linked to DIDs, ensuring their authenticity and fostering interaction within the
decentralized identity ecosystem.

5.11.2 Framework Implementation
5.11.2.1 Decentralized Identifiers on the Blockchain

DIDs are stored on the Ethereum blockchain, facilitating their resolution, verification, and inter-
action with identity-related data. These decentralized identifiers are cryptographically secured,
ensuring their tamper-proof nature and independent verifiability.

Figure 5.14 Components of decentralized identity framework in Ethereum.
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5.11.2.2 Verifiable Credentials and Attestations

Attestations, or verifiable credentials, in the Ethereum-based decentralized identity framework,
can be stored either on-chain or off-chain. Off-chain attestations, encrypted and signed by issu-
ers, are securely kept in wallets, while on-chain attestations reside within smart contracts on the
blockchain for easy verification while protecting sensitive information. On-chain refers to data
recorded directly on the blockchain, whereas off-chain refers to data stored outside the blockchain.

5.11.2.3 Selective Disclosure and Access Control

Users wield control over the release of their identity-related information through cryptographic
proofs. Decentralized identifiers and verifiable credentials facilitate selective disclosure, empower-
ing users to unveil specific attributes without divulging their entire personal information. This
mechanism enhances both privacy and security.

5.11.3 Types of Attestations on Ethereum

The Ethereum decentralized identity ecosystem includes various methods for managing attes-
tations, which are verifiable claims about an entity. In other words, attestations are a form of
verifiable credentials. These methods include off-chain attestations, off-chain attestations with
persistent access, on-chain attestations, and the use of soulbound tokens for identity management.

5.11.3.1 Off-chain Attestations

Off-chain attestations in Ethereum’s decentralized identity framework are stored within digital
wallets, signed with the issuer’s DID, and presented as JSON Web Tokens. These attestations
include the issuer’s digital signature, ensuring the verification of off-chain claims.

Figure 5.15 Different types of attestations used in Ethereum decentralized identity framework.
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For instance, a university (issuer) creates an academic certificate for James (identity owner),
shared with a potential employer (verifier) from a mobile wallet. The verifier confirms attestation
validity by verifying the issuer’s DID (public key on Ethereum).

5.11.3.2 Off-chain Attestations with Persistent Access

Attestations are converted into JSON files and stored off-chain, preferably on decentralized cloud
storage placforms. A hash of the JSON file is stored on-chain, linked to a DID through an on-
chain registry.

This approach ensures persistence on the blockchain while encrypting and verifying claims
information. Selective disclosure is facilitated, allowing the private key holder to decrypt the
information.

5.11.3.3 On-chain Attestations

Attestations are stored in Ethereum smart contracts, serving as a registry that links attestations to
on-chain decentralized identifiers (public keys).

For example, a company planning to sell ownership shares using a smart contract may only
allow buyers who have undergone a background check.

Another company performs background checks and issues on-chain attestations on Ethereum,
certifying that an individual has passed the background check without exposing personal
information.

The smart contract selling shares can then check the registry for screened buyers’ identities,
determining who is eligible to purchase shares.

Figure 5.16 A sample use of Ethereum on-chain attestation.
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5.11.3.4 Soulbound Tokens and Identity

Soulbound tokens (SBTs) serve as digital identity tokens representing an individual’s or entity’s
characteristics, traits, and achievements. Unlike regular NFTs, SBTs are non-transferable, perma-
nently tied to an individual’s private wallet, known as their “soul.”

Once an SBT is created and assigned to an address, it cannot be transferred to any other
address. For instance, these tokens might represent course completion or game scores, acting as
unique identifiers for specific achievements or engagements.

Soulbound tokens have the potential to accumulate distinctive information linked to a specific
wallet, establishing a one-of-a-kind on-chain identity attached to a particular Ethereum address.
This identity may include tokens representing achievements, such as course completions or game
scores, serving as distinctive markers for specific accomplishments or engagements.

Each approach within the Ethereum-based decentralized identity framework offers distinct
features and applications, providing various means of storing, accessing, and verifying attestations
while upholding privacy, security, and verifiability within the decentralized ecosystem.

5.12 Sign-in with Ethereum

“Sign-in with Ethereum” is an authentication method enabling users to log in or access various
services using their Ethereum accounts for identity verification, moving away from traditional
username and password systems.

Sign-in with Ethereum can be applicable for both decentralized applications (dApps) and con-
ventional online services.

The use of Ethereum accounts and cryptographic signatures enhances security by eliminating
reliance on password-based authentication and mitigating associated risks. Users retain control
over their identities, accessing online services without reliance on third-party providers. Ethereum
blockchain provides decentralization in authentication, reducing dependence on centralized
authorities.

Sign-in with Ethereum has the potential for universal implementation across diverse platforms
and services.

5.12.1 Workings of Sign-in with Ethereum
5.12.1.1 Decentralized Identity

Ethereum accounts function as decentralized identifiers (DIDs), with each account linked to a
unique identifier created through public-private key pairs.

5.12.1.2 Decentralized Authentication

Sign-in with Ethereum substitutes traditional username-password pairs, employing users’
Ethereum accounts for authentication. Users establish their identity by signing messages with
their private keys, confirming ownership without the need for a password.
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5.12.1.3 Cryptographic Signatures

During the login process, users are prompted to sign a message using their Ethereum account’s
private key. The service verifies the signature against the associated public key, ensuring the user’s
authenticity.

5.13 Ethereum-based Decentralized Identity Projects

Numerous ambitious initiatives are leveraging Ethereum as the backbone for the development of
decentralized identity solutions.

1. Ethereum name service (ENS) is a decentralized naming system facilitating on-chain,
machine-readable identifiers such as Ethereum wallet addresses, content hashes, and
metadata.

2. SprucelD is a decentralized identity project empowering users to manage their digital iden-
tity via Ethereum accounts and ENS profiles, eliminating the need for reliance on third-
party services.

3. Ethereum attestation service (EAS) is a decentralized ledger/protocol designed for creat-
ing on-chain or off-chain attestations about various subjects.

4. Proof of Humanity (PoH) is a social identity verification system, PoH, constructed on the
Ethereum blockchain.

5. BrightID is a decentralized and open-source social identity network aiming to revolutionize
identity verification through the establishment and analysis of a social graph.

6. Proof-of-personhood passport is a decentralized digital identity aggregator.

7. Walt.id is an open-source decentralized identity and wallet infrastructure empowering
developers and organizations to harness self-sovereign identity along with NFTs/SBTs.

Figure 5.17 Major decentralized identity projects on Ethereum.
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5.14 PolygonID

Polygon ID represents a significant advancement in the field of decentralized identity within the
Polygon network. It introduces a self-sovereign, decentralized, and private identity solution with a
focus on the following key features.

5.14.1 Zero-knowledge (ZK) Cryptography

As the pioneer identity platform utilizing ZK cryptography, Polygon ID enhances user privacy
and facilitates blockchain scaling. This technology ensures the confidentiality and security of user
data.

5.14.2 Decentralized and Self-Sovereign Identity

Polygon ID empowers users with control over their identity and personal data, adhering to the
principles of decentralized identity. Users can independently manage and govern their digital
identities.

5.14.3 On-Chain Verification

Emphasizing on-chain verification, Polygon ID facilitates the creation of novel reputation struc-
tures for diverse applications within the Web3 ecosystem.

Polygon ID enables various applications such as decentralized credit scores, social payments in
DeFi, decentralized sybil scores, voting power and delegation, reputation for DAOs, player profiles
for Web3 games, and private P2P communication for social apps.

5.14.4 Open Ecosystem

Polygon ID embraces existing standards and ecosystem development, providing a foundation for
developers and organizations to construct trust management services within the Polygon network.

5.15 Other Decentralized Identity Solutions

A. Built on the Ethereum blockchain, uPort facilitates self-sovereign identity through user-
controlled identity creation, management, and attestation. Users can securely manage iden-
tity data, share attestations, and engage with Ethereum-based applications.

B. Operating on a permissioned distributed ledger, Sovrin offers a self-sovereign identity frame-
work. It supports verifiable credentials, enabling individuals and organizations to exchange
trusted data in a private and secure manner.

C. Microsoft’s ION operates as a decentralized identity network on the Bitcoin blockchain. It
empowers users to own and control their identifiers independently, eliminating the need for
centralized authorities.

D. Under the Hyperledger umbrella, Hyperledger Indy is an open-source project providing
tools, libraries, and reusable components for creating and utilizing independent digital iden-
tities based on distributed ledgers.
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Figure 5.18 Some major decentralized identity projects.

E. SelfKey is a blockchain-based digital identity system designed to grant users ownership and
control over their digital identities. It features a marketplace where users can securely man-
age and share their identity attributes.

E. Evernym offers a decentralized identity platform utilizing blockchain and verifiable cre-
dentials. It focuses on creating self-sovereign digital identities for both businesses and
individuals.

G. Kiva Protocol is a decentralized identity system leveraging blockchain technology for self-
sovereign identity management. Users can own, control, and securely share their identity
attributes.

H. DIF (Decentralized Identity Foundation) is an organization dedicated to developing
open standards for decentralized identity systems. They collaborate on technical standards
and best practices to enhance interoperability across a variety of solutions.

Although decentralized identity solutions offer sophisticated alternatives to centralized iden-
tity systems, there are still a few areas that need improvement for these solutions to effectively
replace traditional identity systems.

5.16 Limitations of Current Decentralized Identity Solutions
5.16.1 Usability Challenges

Simplifying user experience is a major challenge, especially for those who aren’t tech-savvy.
Making cryptographic key management, navigating decentralized interfaces, and dealing with
blockchains more user-friendly is crucial for widespread adoption.
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5.16.2 Scalability Challenges

Scalability challenges arise as decentralized identity solutions encounter limitations when accom-
modating a large user base. Blockchains, with constraints like block size and time, face scalability
concerns that need to be addressed.

5.16.3 Interoperability Challenges

Achieving seamless interaction between different decentralized identity systems remains an
ongoing challenge. Establishing standards for secure data sharing across various systems without
compromising security is essential but not yet fully realized.

5.16.4 Regulatory Compliance Complexity

Adhering to diverse regional and industry-specific regulations while upholding decentralized iden-
tity principles is complex. Compliance with regulations like Know Your Customer (KYC) and
Anti-Money Laundering (AML) can be a significant hurdle.

5.16.5 Cost and Infrastructure Barriers

Developing and maintaining decentralized identity systems demands technical expertise and
infrastructure investment, posing challenges for smaller entities and users with limited resources.

5.16.6 Data Recovery and Revocation

Recovering or revoking identities or data when cryptographic keys are lost or compromised can be
challenging. It is crucial to balance security with effective recovery mechanisms.

5.16.7 Adoption and Network Effects

Achieving widespread adoption necessitates a paradigm shift in how users, organizations, and
governments perceive and engage with digital identities. The network effects and endorsement by
key stakeholders are pivotal for the success of these systems.

Addressing these limitations is paramount for the broader adoption and successful imple-
mentation of decentralized identity solutions across various industries and user groups. Ongoing
development and collaborative efforts aim to overcome these challenges, enhancing the effective-
ness and usability of decentralized identity systems.
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Chapter 6

Decentralized Storage

Sam Ghosh

The DOMO - Data Never Sleeps Report 10.0 indicates that global data creation, capture, copy-
ing, and consumption reached approximately 97 zettabytes in 2022. Projections suggest this fig-
ure will rise to 181 zettabytes by 2025. For context, one zettabyte equals one trillion gigabytes.

Annually, an astounding 1.81 trillion photos are taken globally, equivalent to 57,000 per sec-
ond or 5.0 billion per day. This intense data creation aligns with a rapid growth in content sharing,
with YouTube users adding 500 hours of content per minute and Instagram users sharing 66,000
images every minute in 2022.

The surge in data generation and sharing is driving the widespread adoption of cloud services.
By 2025, cloud-stored data is projected to reach 100 zettabytes, comprising 50% of the world's
data, a significant rise from around 25% in 2015.

However, the accelerated growth in cloud adoption is not without its challenges. Key chal-
lenges to widespread cloud adoption include costly outages and security breaches.

In this chapter, we will explore the potential role of blockchain and Web3 technologies in
addressing these challenges, introducing decentralization, transparency, and immutability to cur-
rent cloud architectures.

6.1 Understanding Cloud
6.1.1 What is Cloud Computing?

Cloud computing is often described as using someone else's computing resources, but it's crucial to
understand that cloud providers may not necessarily own and manage the infrastructure, a point
we'll explore later.

Cloud computing is better defined as the use of shared computing resources, delivering I'T
resources over the internet on demand and typically employing a pay-as-you-go pricing model.
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So, instead of buying, owning, and maintaining physical data centers and servers, you can
access technology services, such as computing power, storage, and databases, on an as-needed basis
from a cloud provider.

Generally, the responsibility of maintaining the resources lies with the cloud provider, while
users leverage them on a need basis.

Cloud computing is made possible by virtualization. Virtualization involves crafting a soft-
ware-based or “virtual” representation of a computer, commonly known as a virtual machine.
This virtual machine is equipped with allocated portions of CPU, memory, and storage resources,
sourced from a physical host computer. The host computer may be a personal computer or a dis-
tant server, such as one located in a data center provided by a cloud service provider.

Hypervisors, or virtual machine monitors (VMMs), enable virtualization by managing and
creating virtual machines (VMs). They allow a single host computer to support multiple guest
VMs by virtually sharing resources like memory and CPU.

6.1.2 Cloud Service Models

Cloud computing operates through three service models: Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), and Software as a Service (SaaS), each offering varying levels of
shared infrastructure to users.

6.1.2.1 Infrastructure as a Service or laaS

Iaas is comparable to acquiring a new laptop, potentially without an operating system and without
any application installed. In the context of virtualization, [aaS provides virtual machines created

Figure 6.1 Cloud service models - laa$, Paa$, and SaaS.
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through a hypervisor, mirroring the concept of a new computer with designated virtual comput-
ing resources.

6.1.2.2 Platform as a Service or PaaS

PaaS goes beyond Infrastructure as a Service, offering pre-configured virtual machines custom-
ized for specific purposes. Paa$ includes various capabilities, including APIs for distribution, cach-
ing, queuing, messaging, storage, workload management, user identity, and analytics. Users are
only required to develop or migrate application code.

6.1.2.3 Software as a Service or SaaS

Saa$ provides users with both infrastructure and the application layered on top of it. Users can
access the application over the internet without dealing with technical intricacies.

I believe it’s crucial to delve deeper into the differences among Iaa$, Paa$S, and SaaS.

One way to conceptualize this progression is that as we move from Iaa$ to SaaS$, the level of
abstraction increases, implying a reduction in the technical complexities users need to concern
themselves with. Simultaneously, the utilization of the infrastructure becomes progressively more
specialized.

For instance, AWS EC2 is an example of IaaS. Managing an EC2 instance involves consid-
erations like the operating system, storage, etc. Say, you want to host a Node.js app on EC2. You
will need to install dependencies, configure databases (e.g., MySQL), handle firewall settings, and
ensure security even before deploying the application code.

Figure 6.2 Figure shows how moving from laaS towards SaaS means higher abstraction but
lower flexibility.
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AWS Elastic Beanstalk, a Platform as a Service (PaaS), simplifies deployment by handling
infrastructure complexities. Users upload code, and the service manages the underlying infra-
structure. While it reduces complexity, it may limit flexibility compared to Infrastructure as a
Service (IaaS) like EC2. For complex setups such as running a hybrid application served using
both Node.js and Apache servers, multiple Beanstalk environments might be needed.

Saa$S presents a distinct paradigm where users don't need to engage in any building process —
they simply access the application over the internet and utilize its functionalities.

Examples of Saa$ include Google Workspace, Mailchimp, Salesforce, and Slack, among others.

Note that many cloud providers provide a range of services covering both IaaS and PaaS. For
instance, AWS offers EC2 as an IaaS option and Elastic Beanstalk as a Paa$ alternative. In the
context of Google Cloud, Compute Engine and Cloud Storage exemplify IaaS, while Cloud Run
and App Engine serve as examples of PaaS.

6.1.3 Benefits of Cloud Computing

Consider youre a startup founder embarking on the journey of building a web app for your
customers. At this initial stage, uncertainties loom large — you're unsure if the app will gain trac-
tion, the speed at which it might do so, and what resources would be necessary for scaling the
application.

Acquiring and managing infrastructure not only ties up capital that could be invested in
business growth but also requires significant manpower. Additionally, if infrastructure changes
are needed due to shifts in the tech stack or market requirements, additional investment becomes
unavoidable.

This challenge is not unique to startups — established businesses entering new domains or
updating their tech stack can encounter similar situations.

Cloud computing addresses these challenges by providing a pay-per-use model and enabling
seamless infrastructure upgrades. This empowers organizations to be agile in their operations,
adapting swiftly to changing needs.

Another important point is about finances. If the organization invests in infrastructure instead
of using the cloud, the cost related to the use of the infrastructure will appear as depreciation
which is a fixed cost. As the cloud is pay-per-use, infrastructure cost becomes a variable cost which
is more intuitive because it reflects the reality of infrastructure use.

This flexible cost model creates a clear link between income and expenditures, which is par-
ticularly important for scenarios like hosting a web app that generates ad revenue. In this context,
cloud expenses vary with user visits and engagement, offering a more precise reflection of business
dynamics and supporting consistent financial margins.

6.1.4 Cloud Deployment Models

Now, let’s delve into various cloud deployment models. While defining cloud computing, I men-
tioned that it is not mandatory that the cloud infrastructure is managed by the cloud service pro-
vider. This is where the difference between public and private clouds comes in.
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Figure 6.3 Different cloud deployment models.

6.1.4.1 Public Cloud

In a public cloud, the cloud service provider (e.g., AWS, Google Cloud, or Azure) owns and man-
ages computing resources, providing standardized user experiences and workflows with pay-per-
use billing.

6.1.4.2 Private Cloud

Contrastingly, a private cloud is a dedicated infrastructure for a single organization, serving mul-
tiple business units within that organization. Ownership, management, and operation can be
handled by the user organization, the cloud service provider, or a combination, and the infrastruc-
ture may be located on or off premises.

The key distinction lies in control and customization. Public clouds are standardized, with
the cloud provider controlling the infrastructure, while private clouds offer customization aligned
with the specific needs of a single organization, allowing the organization to maintain control over
the infrastructure.

Notable private cloud providers include Cisco, Dell, and HPE, among others.

6.1.4.3 Virtual Private Cloud

A Virtual Private Cloud (VPC) is a public cloud service that allows organizations to create a secure
and private computing environment within a segmented portion of a shared public cloud.

Using a VPC enables organizations to leverage the advantages of dynamic scalability, high
availability, and cost-effectiveness in a public cloud, all while customizing infrastructure and
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Figure 6.4 Virtual Private Cloud (VPC).

security to meet the specific needs of the organization. Leading public providers like AWS and
Google Cloud offer VPC services.

6.1.4.4 Hybrid Cloud

A hybrid cloud is a mixed computing environment utilizing a combination of public and private
clouds, along with on-premises data centers or “edge locations” for running applications, storing
data, and accessing services.

Hybrid cloud environments provide flexibility by incorporating on-premises private cloud set-
vices while leveraging the diverse storage and application options offered by public cloud providers
such as Google Cloud.

Currently, the hybrid cloud stands as the most prevalent cloud model.

Now, let us discuss cloud storage.

6.1.5 Cloud Technology — Cloud Storage

Cloud storage allows you to save data in the cloud. There are multiple types of cloud storage: some
require attachment to a compute node before accessing the data, while others can be accessed
directly through the public Internet or a dedicated private network connection. Cloud providers
host, secure, manage, and maintain cloud storage and its infrastructure, ensuring data accessibil-
ity. Users can scale their storage needs and pay based on capacity on a “per gigabyte” basis. Costs
vary depending on storage type, often linked to read/write speeds, with faster speeds incurring
higher per-gigabyte costs.
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6.1.5.1 Classification of Cloud Storage

Cloud storage can be classified into direct attached, file storage or NFS, block storage, and object
storage.

6.1.5.1.1 Direct Attached Storage or “Local Storage”

Attached directly to a cloud-based server, this type of storage offers higher read/write speeds and
is primarily utilized for storing a server’s operating system. Typically ephemeral, this storage lasts
only as long as the attached compute resource and is not shareable with other nodes.

6.1.5.1.2 File Storage or NFS

Acttached to compute nodes via network file system (NFS) over a standard Ethernet network, file
storage solutions offer file-level access.

6.1.5.1.3 Block Storage

Block storage system operates by breaking files into separate data chunks (blocks) and assigning
each block a unique address. Block storage is connected to compute nodes through high-speed fiber
connections and is typically provisioned in volumes that can be mounted onto a compute node.

6.1.5.1.4 Object Storage

This storage solution is not tied to a specific compute node and does not require direct attachment.
Provisioned as an object storage service instance, it utilizes APIs for tasks such as data upload,
download, and management. Its compatibility with any system supporting API calls eliminates
the need for an underlying compute node.

Figure 6.5 Cloud storage types (1 of 2) — Direct attached and network file system (NFS).
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Figure 6.6 Cloud storage types (2 of 2) — Block storage and object storage.

Table 6.1 Comparison of Different Types of Cloud Storage
Direct Attached File Storage Block Storage Object Storage
Used for single- Shared file access High-performance Scalable,
instance VMs. — Suitable for - Used for databases distributed
Directly attached to | multi-instance and applications. storage.

a single virtual
machine.

applications.

Low latency, high
1/0.

Scalable and highly
available.

Ideal for databases and
applications requiring
high 1/0.

Ideal for storing
large amounts of
unstructured data.

Data is tied to the
instance — Not
suitable for shared
use.

Multiple instances
can access the
same data
simultaneously.

Typically attached to a
single VM.

Highly durable,
redundant data
storage — HTTP/
HTTPS access via
APls.

Provides block-level
access.

Provides file-level
access.

Provides block-level
access.

Provides object-
level access.

E.g. Amazon EBS
(Elastic Block
Store), Google
Persistent Disk,
Azure Managed
Disks.

E.g. Google Cloud
Filestore, Azure
Files.

E.g, Google Persistent
Disk, Azure Managed
Disks

Amazon S3 (Simple
Storage Service),
Google Cloud
Storage, and
Azure Blob
Storage.
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Figure 6.7 Visual representation of a multi-cloud system.

6.2 Trends in Cloud Computing
6.2.1 Rise of Multi-cloud

A multi-cloud strategy involves an organization concurrently utilizing cloud computing services
from at least two different cloud providers to operate their applications. Rather than relying on a
single-cloud stack, multi-cloud environments typically incorporate a mix of two or more public
clouds, two or more private clouds, or a combination of both.

According to a recent report, more than 80% of enterprises have adopted a multi-cloud strat-
egy, with 78% utilizing more than three public clouds.

The primary driver behind the increasing adoption of multi-cloud strategies is the concern
over public cloud outages. Such outages can lead to significant losses in revenue and damage to
an organization’s reputation. According to a report by the Uptime Institute, over 60% of cloud
failures incurred costs exceeding US $100,000 in 2022.

Enterprises favor multi-cloud solutions to avoid the financial burden associated with relying
solely on a single public cloud provider.

Multi-cloud management tools streamline the implementation of multi-cloud strategies by
providing procedures and utilities for monitoring and securing applications across diverse public
cloud environments. These tools offer a unified interface, supporting platforms like AWS, Azure,
and Kubernetes, enabling efficient oversight by IT teams.

6.2.2 Hybrid vs Multi-cloud

Multi-cloud and hybrid cloud are distinct strategies that are sometimes confused.



108 m The Age of Decentralization

Figure 6.8 Difference between a multi-cloud strategy and a hybrid-cloud strategy.
A hybrid cloud is characterized by the storage location of data, involving a combination of a
private cloud designed for the user organization and a public cloud.

In contrast, a multi-cloud strategy revolves around the utilization of services from multiple
cloud service providers.

When a multi-cloud deployment is combined with an on-premises data center (private cloud),
it becomes a hybrid multi-cloud strategy.

6.2.3 Cloud Security Concerns
As previously discussed, the surge in cloud adoption comes with its set of challenges.

The rise of cloud technology coincides with an increase in challenges related to cloud security.
According to the Ermetic State of Cloud Security 2021 Report, 98% of companies encountered at
least one cloud data breach in the previous 18 months.

According to a market.us report, the Cloud Security market is projected to exhibit growth ata
CAGR (Compound Annual Growth Rate) of 22.5%, reaching US $148 billion by 2032.

6.3 What Can Web3 Bring to Cloud Technology?

So, we understood the challenges associated with cloud computing. So, how can Web3 help?

6.3.1 Decentralization

On April 26, 2023, Google Cloud faced a shutdown affecting Western Europe, Japan, India,
Indonesia, and South Carolina in the US. The cause was attributed to fire and water damage to
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the data centers. This incident marked the second major outage in 2023, with a prior occurrence
disrupting millions of users” access to Outlook and Teams.

The estimated cost of such outages for businesses is around US $365,000 per hour of downtime.
The root cause of these outages lies in centralized data storage.

Cloud services, dependent on centralized data management and data centers, can face wide-
spread issues impacting millions of users due to problems within these data centers. Power failures
in data centers are a common cause of cloud outages.

Web3, with its inherent decentralized structure, offers a potential solution to this problem.
By creating decentralized cloud architectures, it reduces dependence on centralized data centers.

While storing data in blockchains presents challenges, as discussed later in this book, block-
chains, and other distributed ledgers can handle metadata and indexes, facilitating automated
cloud management through smart contracts.

6.3.2 Security
How can Web3 enhance cloud security?

Web3 can contribute to heightened cloud security through increased transparency. All
transactions on (public) blockchains are publicly visible, facilitating the detection of any system
attacks.

Another way of enhancing cloud security with Web3 is decentralized identity management,
replacing traditional credentials such as IDs/passwords. This digital identity can serve as authen-
tication to access cloud resources.

Blockchains can also maintain access control lists for cloud resources. Access permissions
and policies are stored on a blockchain ledger, with smart contracts automatically enforcing these
policies. This may ensure that only authorized users can access specific resources.

More sophisticated approaches may involve utilizing non-fungible tokens (NFTs) for access
control. These tokens grant temporary access to specific cloud resources without exposing sensi-
tive access credentials. Access is automatically revoked once the token expires, enhancing security
measures.

6.3.3 Increased Privacy
Enhanced privacy for cloud users is a key advantage of decentralized identity management.

Web3 empowers users with decentralized, self-sovereign identities, granting individuals greater
control over their personal information. This diminishes dependence on centralized identity pro-
viders, allowing users to selectively share only the necessary identity actributes for cloud services
without divulging excessive information.

In Web3 systems, characterized by trustlessness, users aren’t required to demonstrate trust-
worthiness through personal information. Instead, tokens can be employed for access control, and
smart contracts can effectively enforce access rules. This shift ensures a more privacy-centric and
secure approach to identity management in cloud services.
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6.3.4 Censorship Resistance

One facet of decentralization involves resistance to censorship. In a centralized system, censorship
can be achieved by simply taking down one of the few connected servers.

On the other hand, disrupting a decentralized system is highly complex, if not impossible, due
to the redundancy and diversity of nodes. With identical information across all active nodes, the
removal of one or a few nodes has minimal impact on the entire network.

Nevertheless, censorship resistance presents a double-edged sword. Implementing legitimate
censorship becomes challenging in a decentralized network. Such networks may be exploited for
criminal activities, making it difficult for authorities to effectively censor unlawful actions.

6.3.5 Immutability

Blockchains are immutable, meaning that once data is added to the network, it cannot be altered.
The interconnected blocks through hash functions ensure that any modification in historical data
cascades through all subsequent blocks. Nodes attempting alterations get forked out from the
blockchain network as their chain becomes different from the majority. A blockchain fork is a
divergence in the blockchain network that occurs when a single blockchain splits into two separate
chains.

This immutability characteristic finds application in various cloud use cases where the cred-
ibility of historical data and transparency are paramount. For instance, in cloud applications for
supply chain or inventory management, blockchain can be leveraged to meticulously trace the
origin and journey of products. Every transaction related to a product, spanning manufacturing
to distribution, is securely recorded on the blockchain, ensuring transparency and authenticity.
Immutability plays a pivotal role in preventing the infiltration of counterfeit goods into the supply
chain, empowering participants to validate product authenticity at each stage.

Additionally, immuctability proves valuable in other cloud applications, such as Anti-money
Laundering (AML) and Know Your Customer (KYC) processes, land ownership records, intel-
lectual property records, etc.

6.4 Potential Issues with using Blockchain with the Cloud
6.4.1 Inefficient Storage

Certainly, blockchains come with several advantages, but they also have inherent limitations.
Notably, blockchains exhibit inefficiency when used for storage.

The need to store every transaction across all nodes in a blockchain significantly increases stor-
age requirements, making blockchains impractical for large volumes of data.

Major public blockchain networks, such as Bitcoin and Ethereum, face significant scalability
challenges. Issues like transaction throughput constraints and block size limitations hinder the
efficient processing of a large volume of data transactions. With block sizes typically limited to
a few hundred kilobytes and block time restrictions, these blockchains can only handle a very
restricted amount of data within a given time interval. We will discuss more on these concepts
when we discuss blockchain scaling in the Web3 Architectures chapter.
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6.4.2 Latency

Blockchains inherently introduce latency, primarily attributed to block time and the consensus
process. Latency is the delay between a request and the response, often measured as the time taken
for data to travel from the source to the destination in a network.

In a blockchain network, transactions are grouped into batches called blocks at scheduled
intervals, adhering to predefined rules. The time between the creation of one block and the next is
termed block time. As a result, data isn’t instantly added to the blockchain upon transaction initia-
tion. Depending on block time, users may have to wait seconds or minutes for data to be officially
included. Moreover, when dealing with large data volumes, the uncertainty regarding whether the
data will be added to the blockchain is a common concern.

Another source of latency is the consensus process, where a majority of active nodes must
agree on the inclusion of a block in the blockchain. Depending on the consensus process — proof-
of-work, proof-of-stake, etc. — block confirmation time can be significant and thus increases the
latency.

As network congestion rises, the time required for block confirmation also increases. This
escalating latency poses practical challenges, making the use of blockchain in various cloud appli-
cations impractical.

6.4.3 Cost

As mentioned earlier, blockchain network fees often rise with transaction complexity and surge
during network congestion. Increased demand for network resources leads to higher fees. This
makes using blockchains for cloud applications cost-prohibitive and accurately forecasting trans-
action expenses becomes challenging.

As cloud applications expand and generate a larger volume of transactions, the cumulative
transaction fees can become substantial. This phenomenon has the potential to undermine the
cost-effectiveness of blockchain utilization. Furthermore, scalability issues can worsen network
congestion, leading to increased fee inflation.

6.4.4 Technical Complexity

A less-explored aspect is the technical complexity associated with incorporating blockchains into
cloud applications. Web3, being an emerging technology, is still evolving in areas such as access
management, security, and handling upgrades.

Developing a cloud application using blockchains demands significant technical expertise,
as various aspects of Web3 are in a state of ongoing development. For instance, smart contracts
pose challenges for editing due to the immutable nature of blockchains, making modifications to
blockchain-based cloud applications particularly challenging.

Moreover, the public accessibility of smart contract bytecodes and transactions in public
blockchains introduces security concerns for blockchain-based cloud applications. The integration
of blockchain with existing cloud infrastructure and systems adds another layer of complexity,
potentially requiring the development of custom middleware and APIs to ensure seamless com-
munication between blockchain-based components and traditional databases or services.
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6.4.5 Regulatory Challenges

Due to data localization and privacy laws, there are constraints on how and where data can be
stored.

Data Privacy and GDPR Compliance — Adherence to data privacy regulations, such as
the General Data Protection Regulation (GDPR) in the EU, imposes stringent requirements for
“personal data” handling. Blockchain’s transparency and immutability may pose challenges for
GDPR compliance, making it challenging to erase or rectify personal data once recorded on the

blockchain.

Blockchain networks often function globally, and cloud applications may involve data transfer
across borders. Navigating compliance with data transfer regulations and ensuring data doesn’t
cross specific jurisdictions without proper authorization can be complex.

Anti-money Laundering (AML) and Know Your Customer (KYC) — Regulations mandate
user identity verification. On public blockchains, where user identities are often pseudonymous,
complying with AML and KYC regulations becomes complex, especially for cloud applications
dealing with financial data.

Blockchain technology is evolving rapidly, and regulatory frameworks are struggling to keep
pace, creating uncertainties for blockchain projects as regulations continue to evolve.

6.5 Decentralized Storage

One prominent business case for leveraging Web3 technologies in the cloud is decentralized stor-
age. Protocols such as Filecoin, Arweave, Safe Network, and Storj are active participants in this
domain.

Figure 6.9 Decentralized storage.
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The primary objective of these networks is to eliminate the reliance on centralized data centers
and substitute them with decentralized storage providers. Consequently, these networks transform
into decentralized marketplaces for storage, incorporating automated economic rules encoded in
smart contracts. Crypto tokens serve as the currency for transactions within these marketplaces,
and the pricing for storage adjusts dynamically based on demand and supply.

For a detailed discussion, let's delve into the example of IPES and Filecoin, where Filecoin is
constructed upon the IPFS infrastructure.

6.5.1 IPFS

IPES, short for InterPlanetary File System, operates as a protocol facilitating peer-to-peer file shar-
ing. At its core, IPFS is grounded in principles of decentralization, immutability, and content
addressing.

6.5.1.1 Decentralization

IPES employs a peer-to-peer network of nodes for content distribution and retrieval, minimizing
the risk of a single point of failure and censorship.

6.5.1.2 Immutability

Once data is added to IPFS, it attains immutability. Modifications to the data generate a new
cryptographic hash, preserving the integrity of previous versions.

Figure 6.10 How IPFS is different from traditional centralized storage.
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6.5.1.3 Content Addressing

In contrast to traditional systems using location-based addressing, IPES adopts content address-
ing. Files are identified and accessed based on their content, utilizing a unique cryptographic hash,
known as the Content Identifier (CID), derived from the file’s contents.

However, a notable deficiency in IPFS was the lack of an economic incentive system for storage
providers. In this regard, IPES shares similarities with BitTorrent, an open-source file-sharing net-
work where peers offer storage voluntarily without economic motivation. Yet, scalability requires
an economic incentive system.

6.5.2 Filecoin

Filecoin plays a crucial role in addressing this gap by establishing an economic incentive layer on
the top of IPFS.

Filecoin introduces a decentralized storage market for IPFS storage, where users (clients) can
compensate storage providers (miners) for the storage provided.

Operating as a blockchain with a proof-of-storage consensus mechanism, Filecoin utilizes FIL
as its native coin. In the Filecoin network, miners store and retrieve data for clients. To become
a miner, participants need to pledge a specific amount of FIL as collateral and demonstrate their
storage capacity. Miners compete for storage deals by offering competitive pricing and maintain-
ing a high quality of service.

Filecoin employs distinctive proof mechanisms, namely “proof-of-replication” and “proof-of-
spacetime,” to verify that miners genuinely store the data they claim to store. These proofs neces-
sitate miners to demonstrate the reservation and commitment of storage space for a particular
piece of data.

Figure 6.11 Illustrative process flow for Filecoin.
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Clients can retrieve their stored data from the Filecoin network at any time, and miners receive
FIL tokens as rewards for successful data retrieval. This retrieval market ensures ongoing data
accessibility and fair compensation for miners’ services.

So, we have explored the advantages of decentralized storage. Now, let us now discuss the
limitations of existing blockchain-based decentralized storage systems.

6.5.3 Limitations of Current Blockchain-based
Decentralized Storage Systems

6.5.3.1 Storage Availability/Sustainability

Many blockchain-based storage networks claim “permanent storage.” This can be a misleading
claim. Voluntary participation by storage providers means availability of storage space and avail-
ability for retrieval primarily depends on the incentive for the storage providers. For example, IPES
lacked an incentive layer. As a result, data uploaded by a node was only stored on that node and
not shared with other IPES nodes, undermining the core principle of decentralized storage. The
claim of permanent storage is futile — “permanent storage” till the node providers are incentivized.

6.5.3.2 Budgeting Issues

As the pricing for storage changes dynamically, this makes it impossible to budget for storage
costs. Most of the decentralized storage providers depend on the supply and demand of storage
space to dynamically update the price of storage. Apart from that, the use of crypto tokens for
payment makes pricing volatile and budgeting very difficult.

6.5.3.3 Possible Illegal Use

Many decentralized storage providers claim to be censorship-resistant. This can open up a crack-
down by regulators in the future as censorship resistance can lead to the use of storage services for

illegal purposes.
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Chapter 7

Decentralized Data Science

Sam Ghosh

ChatGPT, a product of OpenAl, has garnered attention for its groundbreaking nature and signifi-
cant impact in the field of machine learning. Its success is prompting an Al race — the emergence
of similar Al-based products.

However, the excitement around machine learning is not devoid of concerns — especially about
privacy.

Recently, researchers, primarily from Google’s DeepMind, successfully prompted ChatGPT
to disclose portions of its training data using a novel attack prompt. This prompt instructed
ChatGPT to endlessly repeat specific words, revealing substantial amounts of personally identifi-
able information (PII). Additionally, evidence suggests that ChatGPT sometimes outputs training
data verbatim.

This problem isn’t exclusive to ChatGPT — researchers reveal that similar risks exist with other
language models, including open-source models like Pythia or GPT-Neo, semi-open models like
LLaMA or Falcon, and closed models like ChatGPT.

Earlier, concerns around machine learning were primarily associated with unauthorized access
to training data in centralized data processing. However, it is now evident that centrally trained
models can also inadvertently disclose sensitive information.

As major tech players enter the Al race, the question arises: What data will be used to train
these models? Likely, they will use data on you and me — even our personal information, biometric
data such as facial recognition, speech patterns, and browsing histories.

This is where decentralized data science becomes relevant.

Decentralized data science marks a departure from traditional centralized data processing
structures. Its objective is to distribute the power of data analysis and machine learning across
a network of devices, enabling collaborative insights without compromising user privacy and
security.

Various technologies collectively contribute to the field of decentralized data science.
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Let’s delve into some of these technologies in this chapter. However, before we do that, let's
take a moment to understand data science and machine learning.

7.1 Primer on Data Science
7.1.1 What is Data Science?

Data science is an interdisciplinary field utilizing statistical methods, algorithms, and systems to
derive meaningful insights from structured and unstructured data.

Inherently interdisciplinary, data science combines statistical methods, algorithms, and domain-
specific knowledge to analyze data, identify patterns, and facilitate informed decision-making,.

Encompassing the entire data lifecycle, data science involves processes such as data collec-
tion, data cleaning, exploratory data analysis, statistical modeling, machine learning, and effective
communication of results through data visualization and comprehensive reporting.

Data science includes various classes, including descriptive analytics (examining and sum-
marizing historical data), diagnostic analytics (identifying causes behind past events), predictive
analytics (making predictions based on historical data), natural language processing (analyzing
textual data), machine learning (building models for predictions or classification), and big data
analytics (analyzing large volumes of data), etc.

While data science is a vast discipline, our focus here is on machine learning,.

7.2 Primer on Machine Learning

Despite being named “machine learning,” it doesn't necessarily entail training machines but rather
focuses on training models.

Let’s return to our conversation about ChatGPT.

7.2.1 So, What Is ChatGPT exactly?

ChatGPT falls under the category of machine learning models known as an LLM, or large lan-
guage model, created by OpenAl using the GPT (generative pre-trained transformer) architec-
ture. The GPT architecture is a neural network design specifically crafted for efficient processing
of sequential data.

An LLM, or large language model, is a type of sophisticated natural language processing
model distinguished by its extensive size, intricate structure, and capacity to comprehend and
produce human-like text on a large scale.

You can read “Improving Language Understanding by Generative Pre-Training” by the
OpenAl team for a better understanding of the technical side of ChatGPT.

Now, imagine you want to develop an application similar to ChatGPT, but without utilizing
machine learning. Consider the diverse range of tasks that ChatGPT can handle, and think about
the multitude of scenarios that must be incorporated into your code.
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Figure 7.1 Transformer architecture and training objectives behind ChatGPT. From the paper
“Improving Language Understanding by Generative Pre-Training” written by OpenAl team
members Alec Radford, Karthik Narasimhan, Tim Salimans, and Ilya Sutskever.

How many scenarios do you have to deal with?

Potentially billions, or even trillions of scenarios.

The biggest problem is probably that we will not be able to imagine and evaluate all the
scenarios.

7.2.2 So, How Does Machine Learning Do That?

Machine learning involves creating models that can learn from data without explicit program-
ming. Machine learning algorithms can identify patterns, extract insights, and make predictions
based on training data.

7.2.3 Machine Learning Models

Machine learning models are at the core of machine learning systems.

Distinguishing themselves from traditional software, which operates on rule-based principles,
machine learning models are driven by data. Essentially, a machine learning model is a math-
ematical representation or a set of algorithms designed to learn patterns and relationships from
data. Its purpose is to make predictions, classifications, or decisions without the need for explicit
programming for the given task.

Machine learning models demonstrate adaptability, a key distinction from traditional software
that tends to be rigid. Unlike traditional software, machine learning models can adapt to changes
in the environment or input data, generalizing patterns learned from training data to function
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Figure 7.2 Key aspects of machine learning models.

effectively in new, unseen scenarios. This adaptability is a significant strength of machine learning
models.

The key aspects of machine learning models are mathematical representation, training process,
and learning from data.

A machine learning model, when depicted mathematically, expresses relationships between
input features and the target output. This representation takes various forms, including equations,
decision trees, neural network weights, or other mathematical structures.

Machine learning models, trained on datasets with input-output pairs, adjust internal param-
eters to align with patterns in the data, minimizing disparities between predictions and real
outcomes. The model gains knowledge through generalization from training data, capturing
underlying patterns to make predictions or decisions with new, unseen data.

7.2.4 Types of Models by Training
7.2.4.1 Supervised Learning

Supervised learning involves training a model on labeled datasets, and associating input data with
corresponding output labels. The goal is to learn a mapping from inputs to outputs for predicting
on new, unseen data, as seen in tasks like object recognition where labeled images help associate
objects with their labels.

7.2.4.2 Unsupervised Learning

Unsupervised learning involves training algorithms on unlabeled data to identify patterns, group
similar data points, or reduce dataset dimensionality without predefined output labels.
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Figure 7.3 Different types of machine learning model training.

Unsupervised Learning tasks include clustering and dimensionality reduction. In fraud detec-
tion, unsupervised learning, using algorithms like K-Means clustering or DBSCAN, helps iden-
tify fraudulent activities without explicit guidance.

7.2.4.3 Reinforcement Learning

Reinforcement learning involves agents making decisions through interactions with an environ-
ment and receiving feedback in the form of rewards or penalties. This trial-and-error learning,
akin to human learning, is exemplified in training computer programs to play games, where they
acquire effective strategies over time through points for correct moves and penalties for incorrect
ones.

Let us learn about machine learning frameworks that play key roles in decentralized data
science.

7.2.5 Machine Learning Frameworks

Machine learning frameworks are software tools and libraries designed to provide a structured and
efficient environment for the development, training, and deployment of machine learning models.
These frameworks come with a range of abstractions, APIs, and pre-implemented algorithms,
streamlining the machine learning development process.

Some major ML frameworks are TensorFlow, PyTorch, Keras, Scikit-learn, MXNet, Caffe,
and Theano, etc.

B TensorFlow, developed by Google, stands out as one of the most widely used open-source
machine learning frameworks. It caters to an array of tasks, spanning traditional machine
learning to deep learning,.
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Figure 7.4 Various machine learning frameworks.

Known for its flexibility, scalability, and expansive ecosystem, TensorFlow finds applica-
tions in image recognition, natural language processing, and other various diverse fields.

B PyTorch, an open-source machine learning framework from Facebook’s AI Research Lab
(FAIR), finds applications in deep learning research, especially in computer vision and natu-
ral language processing.

B Initially designed as a high-level API for constructing neural networks atop other frame-
works, Keras has become an integral component of TensorFlow (as of TensorFlow 2.x). It is
commonly employed for building and training neural networks across various tasks.

B Scikit-learn is built on top of scientific computing libraries like NumPy and SciPy. Offering
a simple and consistent interface, it addresses various machine-learning tasks, including
classification, regression, clustering, and dimensionality reduction.

B MXNet is used for deep learning tasks, including image and speech recognition, as well as
natural language processing.

B Caffe, a deep learning framework developed by the Berkeley Vision and Learning Center, is
utilized for image classification, object detection, and image segmentation.

B Theano, a numerical computation library, enables developers to define, optimize, and evalu-
ate mathematical expressions.

These frameworks possess distinct strengths, with the choice influenced by factors such as ease of
use, community support, performance, and specific task requirements.

7.3 Why Does Data Science Need to Be Decentralized?

In the context of data science and machine learning, decentralization refers to the dispersion of
computation, data, and decision-making processes across multiple nodes or entities instead of
depending on a centralized system.
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The growing significance and value of decentralization in the field of data science, particularly
in machine learning, can be attributed to various reasons.

7.3.1 Data Privacy and Security

Decentralized models offer enhanced privacy by enabling individuals to retain control over
their data, minimizing the risk of privacy breaches associated with centralized aggregation. This
approach makes it more challenging and costly for malicious actors to access the complete data-
bases compared to centralized repositories, which are prime targets for cyberattacks.

7.3.2 Data Ownership and Control

Decentralization allows individuals to own and control their data, crucial when personal data
is used for training models. This ensures users have influence over how their data is utilized. By
decreasing reliance on a single entity, decentralization provides greater control to individuals and
organizations over the data they contribute.

7.3.3 Scalability

Decentralized systems distribute processing across multiple nodes, improving resource utilization
and scalability for machine learning models. This enables model deployment on edge devices,
reducing dependence on centralized cloud processing, especially valuable in applications where
low latency is essential.

7.3.4 Robustness and Fault-tolerance

Centralized systems are susceptible to a single point of failure. In contrast, decentralized systems
exhibit greater robustness and resilience, as failures or attacks on one node do not compromise the
entire system.

Decentralized architectures are adept at recovering from node failures more gracefully. This
proves crucial for sustaining the availability of machine learning services in dynamic and unpre-
dictable environments.

7.3.5 Fairness and Bias Mitigation

Decentralized models can take into account local contexts and nuances inherent in various data
sources. This aids in mitigating biases that might arise when training models on centralized,
homogeneous datasets.

Centralized models trained on biased datasets may unintentionally worsen existing biases.
Decentralized approaches enable the utilization of more diverse data sources, potentially minimiz-
ing the risk of bias amplification.

7.3.6 Regulatory Compliance

Certain jurisdictions mandate the local storage of data, and decentralization facilitates data local-
ization by dispersing data across various geographical locations while still enabling model training
and deployment.
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Decentralized systems can be structured to adhere to privacy laws and regulations by reducing
the transfer of sensitive data across borders.

7.3.7 Cost Effective

Decentralized processing of data on user devices eliminates the need for extensive centralized
storage infrastructure, offering significant cost-effectiveness through reduced maintenance and
scalability expenses.

Also, decentralized processing minimizes the need for frequent and large-scale data trans-
fers to centralized servers, reducing bandwidth requirements and associated costs, particularly in
internet-transmitted data scenarios.

In summary, decentralization in data science and machine learning addresses challenges in
privacy, security, scalability, fairness, and regulatory compliance, offering economic benefits.

Now, let’s delve into the tools that facilitate decentralized data science, starting with federated
learning.

7.4 Federated Learning
7.4.1 What is Federated Learning?

You've likely encountered autocomplete or text prediction while typing on your cellphone key-
board. For instance, when you type “th,” various options like “thanks,” “this,” “thank,” etc., are
suggested.

Text prediction relies on a machine learning system that learns from your typing patterns and
provides recommendations based on that data.

Figure 7.5 Text prediction on cell phone keyboard.
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There are two crucial aspects to consider:

L. Privacy: Typing on a cellphone keyboard involves entering sensitive information such as
passwords and bank account numbers. Sending typing data to a centralized database for
training the text prediction model may lead to significant privacy breaches.

I1. Personalization: Effective text prediction requires a high level of personalization for indi-
vidual users. Typing behavior varies widely. For example, non-native English speakers may
use the English alphabet for their native languages. Additionally, individual preferences
influenced by social circles, hobbies, culture, etc., make building a unified prediction model
less useful for personalized text prediction.

Addressing privacy and personalization requirements demands processing data directly on the
device, avoiding the need to send it to a central database. This is where federated learning comes in.

Federated learning is a machine learning approach in which a model is trained across mul-
tiple decentralized edge devices (like smartphones, IoT" devices, or other endpoints) without the
exchange of raw data.

In federated learning, instead of sending data to a central server for training, the model is
sent to individual data sources. Local training occurs on each device, and only model updates or
aggregated information are transmitted back to the central server.

Federated learning relies on various technologies. One of these technologies is TensorFlow

Federated (TFF).

7.4.2 TensorFlow Federated (TFF)

TFEF, developed by Google, is a framework for implementing federated learning. It extends
TensorFlow to enable machine learning models to train across decentralized devices, addressing
the complexities of distributed learning across edge devices.

Figure 7.6 Visual illustration of Tensorflow Federated (TFF).
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TFF incorporates federated learning algorithms, including federated averaging, enabling effi-
cient and privacy-preserving model training.

TFF seamlessly integrates with TensorFlow and other frameworks, allowing the use of existing
TensorFlow models and components in federated learning scenarios.

Let us refer to the Python code below. The provided code utilizes TensorFlow Federated (TFF)
to train a model on the Extended MNIST (EMNIST) dataset. The federated learning approach
involves training the model on ten clients, representing individual devices or entities, showcasing
the decentralized nature of federated learning.

import tensorflow as tf
import tensorflow_federated as tff

# Define a simple model
def create_federated_model():
return tf.keras.models.Sequential ([
tf._keras. layers. Input(shape=(784,)),
tf_keras.layers.Dense(10, activation=tf_nn.softmax)

D

# Create a sample dataset

mnist_train, mnist_test = tf.keras.datasets.mnist.load_data()
emnist_train = mnist_train[0], mnist_train[1]

emnist_test = mnist_test[0], mnist_test[1]

# Preprocess the data
def preprocess(dataset):
return dataset.reshape((-1, 784)).astype("float32") / 255.0

emnist_train = preprocess(emnist_train)
emnist_test = preprocess(emnist_test)

# Define the Federated Learning Task
def create_federated_task():
emnist_train = tff.simulation.datasets.emnist.load_data()
sample_clients = emnist_train.client_ids[:10] # Use only 10
clients for simplicity

def model_fn():
model = create_federated_model ()
return tff._learning.from_keras_model (
model ,
input_spec=emnist_train.element_type_structure,
loss=tf_keras. losses.SparseCategoricalCrossentropy(),
metrics=[tf._keras.metrics.SparseCategoricalAccuracy(Q)])

return tff.learning.build_federated_averaging_process(
model_fn,
client_optimizer_fn=lambda: tf.keras.optimizers.SGD(learning_
rate=0.02),
server_optimizer_fn=lambda: tf.keras.optimizers.SGD(learning_
rate=1.0))
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# Train the federated model
federated_task = create_federated_task()
state = federated_task.initialize()
for round_num in range(5):
state, metrics = federated_task.next(state, [emnist_train.create_
tf_dataset_for_client(client) for client in sample_clients])
print(*Round {}: loss={}, accuracy={}".format(round_num, metrics.
loss, metrics.sparse_categorical_accuracy))

7.4.3 Federated Averaging (FedAvg)

FedAvg is a frequently used federated learning algorithm, playing a crucial role within TFF. This
algorithm aggregates model updates originating from decentralized devices to enhance a global
model with up-to-date data.

In FedAvg, local model training occurs on individual devices, and only the resulting model
updates are sent to a central server for aggregation. The aggregation involves weighted averaging
of model parameters, considering each device’s contribution based on the number of data points
it provides.

7.4.4 Secure Aggregation

Secure aggregation is crucial in federated learning, ensuring the aggregation of model updates
without revealing individual contributions.

Certain federated learning implementations leverage homomorphic encryption (which will be
discussed later) to execute secure aggregation on encrypted model updates.

Figure 7.7 General process in federated averaging.
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7.4.5 TensorFlow Lite

TensorFlow Lite, a lightweight version of TensorFlow for mobile and edge devices, is commonly
used to deploy federated learning models locally. This allows for inference on edge devices without
the need for constant communication with a central server. Inference here means the model giving
an output either as a prediction or a classification.

We will discuss TensorFlow Lite in detail later in this chapter.

7.4.6 Federated Datasets

TFF introduces federated datasets, allowing developers to work with distributed datasets across
decentralized devices or clients.

Each client possesses its local dataset, and federated learning tries to collaboratively train a
machine learning model across these localized datasets without centrally accumulating raw data.

In TFF, federated datasets are frequently represented using the #ff. Federated Type.
This allows developers to define the type of data distributed across clients.

For instance, tff- FederatedType(tf.float32, tff. CLIENTS) represents a federated dataset con-
taining float32 numbers distributed across clients.

7.4.7 Federated Optimization

Federated optimization techniques involve modifying conventional optimization algorithms to
suit the federated learning environment. These techniques encompass variations of SGD (stochas-
tic gradient descent) specifically designed for situations where data is decentralized across multiple
devices.

Please refer to the pseudocode below to get a sense of federated optimization.

# Input: Initial model x[0]; ClientOpt, ServerOpt with learning rate

n, NS;
T - number of rounds

for t in range(T):
# Step 1: Sample a subset S(t) of clients
S_t = randomly_select_clients()

# Step 2: Initialize local models on selected clients
local_models = {i: x[t].copy() for i in S_t}

# Step 3: Local training on selected clients
for 1 in S_t:
# Step 3.1: lterate for t_i rounds of local training
for k in range(z_i):
# Step 3.2: Compute local stochastic gradient
g_i = compute_local_gradient(local_models[i])

# Step 3.3: Perform local update using the ClientOpt
function
local_models[i] = ClientOpt(local_models[i], g_i, n, t©)
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# Step 4: Compute local model changes
local _changes = [local_models[i] - x[t] for i in S_t]
A_t = sum(local_changes) / len(local_changes)

# Step 5: Update the global model on the server using the
ServerOpt function
x[t + 1] = ServerOpt(x[t], -A_t, ns, 1)

Now, let us end our discussion on federated learning with some use cases.

7.4.8 Federated Learning Use Cases
7.4.8.1 Predictive Text and Keyboard Suggestions

As previously discussed, mobile keyboards leverage federated learning to enhance text prediction
and suggestion features. The model is sent to users’ devices, learning from individual keystrokes
without transmitting sensitive information. Model updates, like new word predictions or correc-
tions, are aggregated to improve the global keyboard model.

7.4.8.2 Speech Recognition and Virtual Assistants

Federated learning can benefit speech recognition on mobile devices. Virtual assistants like Siri
or Google Assistant deploy models updated based on users’ voice commands. Federated learning
enables improvements in these models without sending audio recordings to a central server —
instead, only model updates reflecting enhanced speech recognition are shared.

7.4.8.3 Health and Fitness Apps

Mobile health and fitness apps can employ federated learning for personalized health recommen-
dations. The app sends a machine learning model to users’ devices to analyze local health data,
such as step counts, heart rate, or sleep patterns. The model is collaboratively updated to provide
personalized insights without exposing individual health information.

7.4.8.4 Camera and Image Processing

Federated learning can enhance image processing for mobile cameras. For instance, a camera
app might use federated learning to improve image recognition for specific scenes or objects. The
model is locally trained on users’ devices using their photos, and only aggregated model updates
are sent to the central server.

7.4.8.5 Autonomous Vehicles and Traffic Prediction

Mobile devices within vehicles can contribute to traffic prediction models, allowing the system to
adapt to local traffic patterns without sharing real-time location data. Model updates help improve
route planning and traffic management.
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7.4.8.6 Language Translation Apps

Language translation apps on mobile devices can leverage federated learning to enhance transla-
tion models. The app sends the translation model to users’ devices, and as users translate text, the
model learns from diverse language usage patterns. Only model updates are transmitted back to
enhance the overall translation model.

Apart from the above use cases, federated learning can be used to build personalized advertis-
ing and recommendation systems on mobile devices to optimize mobile network parameters and

enhance Quality of Service (QoS).

In the above scenarios, federated learning enables collaborative model training on mobile
devices without compromising user privacy. By keeping data on the device and sharing only aggre-
gated model updates, it enhances machine learning models while maintaining user trust in the
privacy and security of their personal information.

7.5 Decentralized Data Marketplaces
7.5.1 Introduction

While federated learning addresses one aspect of decentralized data science, the decentralized
accessibility of training data constitutes the other aspect.

Prominent centralized technology platforms utilize extensive user data to establish a com-
petitive advantage, leading to substantial market dominance. Beyond privacy-related issues, the
aggregation of data leads to data monopolies and diminishes market efficiency. It makes it practi-
cally impossible for new players to enter a market without spending exorbitant amounts to gain
market access.

Democratization of data availability can only democratize industries.

Credible and useful data may already exist with various entities but might be confined to silos,
such as health service organizations possessing health-related data and retail chains holding data
on consumer buying habits.

Decentralized data marketplaces have the potential to liberate data from these silos by offering
monetization opportunities to offline data holders.

These marketplaces revolutionize data exchange dynamics by eliminating the need for central
authorities and promoting transparent, secure, and efficient transactions. Through the utilization
of blockchain technology and decentralized networks, these marketplaces redefine the processes
of buying and selling data.

But, there is still a pickle — how can we ensure user privacy while buying and selling user data?
This is where differential privacy comes in.

Before delving into differential privacy, let’s explore decentralized marketplaces a little more
comprehensively.



132 ®m The Age of Decentralization

7.5.2 How do Decentralized Data Marketplaces Work?

Blockchain plays a crucial role in decentralized data marketplaces by ensuring transaction
transparency and security. Smart contracts, like those in Ethereum, automate and enforce data
agreements.

Tokens, like those in the Ocean Protocol, act as currency in these marketplaces, representing
value, ownership, or access rights and incentivizing data contributors.

Platforms such as Streamr facilitate peer-to-peer interactions, reducing costs and enhancing
privacy.

Smart contracts enforce access controls, ensuring data is shared only with authorized parties,
thereby improving security and privacy. Contributors can monetize their data through automated
smart contract-based payments. Smart contracts automate licensing and usage terms, guarantee-
ing transparent and enforceable data agreements.

Common data formats and protocols, as seen in the Streamr platform, enhance interoper-
ability for seamless data exchange. Decentralized identity solutions provide secure and private
authentication, empowering users with control over their identity information.

Reputation systems, such as those on platforms like Ocean Protocol, validate the accuracy and
reliability of data sources, ensuring high data quality.

Platforms like Arweave feature community-driven governance, allowing participants to influ-
ence marketplace decision-making processes.

Decentralized data marketplaces find applications in healthcare, where platforms like Hu
-manity.co enable patient data sharing for research. In finance, alternative data platforms like
Numerai (numer.ai) facilitate the exchange of datasets for investment strategies. In IoT, Streamr
(streamr.network) supports the sharing of sensor data for smart cities.

7.6 Differential Privacy
Now, as promised, let us discuss differential privacy.

In simple terms, differential privacy is a method that introduces noise to data to safeguard
individual privacy while retaining the ability to conduct meaningful statistical analysis.

However, why is it termed differential privacy?

The term “differential privacy” originates from a privacy attack known as a “differencing
attack”. This attack is employed to de-anonymize individual user information by analyzing seem-
ingly isolated datasets. A differencing attack involves removing an individual entry from the data
and comparing the result of a function with and without the said entry to reveal information
about that specific individual representing that entry.

Arvind Narayanan and Vitaly Shmatikov from the University of Texas demonstrated in their
paper titled “Robust De-anonymization of Large Sparse Datasets” that apparently anonymous
datasets, such as the Netflix subscriber dataset, could be de-anonymized using external knowledge
sources like the IMDDb dataset.


http://www.numer.ai
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Figure 7.8 Process flow for differential privacy.

When an entity shares data with external parties, whether through data marketplaces, for
research purposes, or for other reasons, anonymization alone is not sufficient.

This is where differential privacy becomes crucial.

Differential privacy serves as a privacy-preserving framework for crafting algorithms and sys-
tems that enable the collection and examination of data while safeguarding the privacy of indi-
viduals whose data is part of the analysis. The primary objective of differential privacy is to ensure
that whether an individual’s data is included or excluded, does not significantly influence the
overall analysis outcome.

While we won’t delve into the intricate details of this framework here, those interested in
the mathematical aspects of differential privacy can explore “The Algorithmic Foundations of
Differential Privacy” by Cynthia Dwork and Aaron Roth, which serves as an excellent starting
point.

7.7 Homomorphic Encryption

In addition to anonymization, another method of safeguarding privacy is through encryption.
However, the challenge arises in processing encrypted data.

This is where homomorphic encryption becomes relevant.

Homomorphic encryption is a cryptographic technique that enables computations to be con-
ducted on encrypted data without the need for decryption.

The underlying concept of homomorphic encryption is to facilitate operations on encrypted
data in such a way that the decrypted results are equivalent to the outcomes of the same operations
performed on plaintext data.
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Figure 7.9 Process flow for homomorphic encryption.

Homomorphic encryption comes in different forms, such as partially homomorphic and fully
homomorphic encryption, each offering different capabilities regarding the types of operations
that can be performed on encrypted data.

Homomorphic encryption can be used in various use cases such as in secure cloud computing
to process sensitive data, in privacy-preserving data analytics to process healthcare and financial
services data, in privacy-preserving machine learning where models are trained on encrypted data-
sets, in secure multi-party computation scenarios allowing multiple parties to jointly compute
a function over their inputs without revealing those inputs to each other, in privacy-preserving
search enabling users to search for specific information in an encrypted database without revealing
the search query or the contents of the database, in IoT data processing, and in encrypted mes-
saging, etc.

You can refer to the below papers to get into depth in homomorphic encryption:

B “A Fully Homomorphic Encryption Scheme,” by Craig Gentry
B “Homomorphic Encryption: Cryptography's Holy Grail,” by David J. Wu

7.8 Edge Computing and Edge Analytics
7.8.1 Introduction

An alternative distributed data processing paradigm, distinct from federated learning, is edge
computing and edge analytics. Edge computing focuses on processing data near its source, at the
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Figure 710 Edge computing.
network edge where it originates. This approach aims to minimize latency, optimize bandwidth,
and enable real-time or near-real-time data processing.

In edge computing, data processing happens on local devices or edge nodes, eliminating the
need to send data to centralized cloud servers. This enhances autonomy for edge devices and
reduces dependence on central infrastructure.

7.8.2 Use Cases of Edge Computing and Edge Analytics

Typical applications of edge computing include real-time analytics, Internet of Things (IoT) imple-
mentations, industrial automation, and other situations where rapid data processing is essential.

7.8.2.1 Smart Cities

Smart cities use edge computing in traffic management, processing data from intersection sensors
and cameras locally for real-time traffic analysis, optimization, and adaptive signal control.

7.8.2.2 Industrial Internet of Things (I1oT)

In industrial applications, edge computing is employed for predictive maintenance. On-site sen-
sors gather machinery data, and edge nodes analyze it to predict maintenance requirements, mini-
mizing downtime.

7.8.2.3 Healthcare

Edge computing enables real-time patient monitoring in healthcare. Wearable devices with sen-
sors process health data locally, and edge nodes analyze it to provide immediate feedback or alerts.
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7.8.2.4 Retail

In retail, edge computing can be employed for in-store analytics. Local processing of customer
behavior data by cameras and sensors optimizes store layouts, improves customer experience, and
enables real-time inventory management.

7.8.2.5 Autonomous Vehicles

Edge computing is crucial for autonomous vehicles, allowing onboard systems to process sensor
data in real-time for navigation, obstacle detection, and decision-making without solely relying on
centralized servers.

7.8.3 Edge Computing with Federated Learning

Edge computing and federated learning can synergize to establish a robust and privacy-preserving
system for distributed data processing and machine learning.

7.8.3.1 Localized Model Training

Federated learning enables collaborative training of machine learning models across edge devices
without centralizing raw data. Edge devices autonomously train and refine models with local data,
contributing to personalized models while safeguarding individual data privacy.

7.8.3.2 Decentralized Model Inference

Deploying trained machine learning models on edge devices through edge computing enables
decentralized model inference, empowering local predictions without data transmission to a
central server. This reduces latency and conserves bandwidth.

7.8.3.3 Privacy-preserving Machine Learning

Federated learning ensures that raw data remains decentralized, aggregating only model updates
centrally. This aligns with the privacy-centric principles of edge computing, where data is pro-
cessed locally, safeguarding users’ sensitive information on their devices.

7.8.3.4 Real-time Personalization

Federated learning allows personalized model creation from individual edge device data, enabling
real-time, context-aware predictions and recommendations at the edge without relying on central-
ized servers.

7.8.3.5 Optimized Edge Al

Edge computing facilitates deploying machine learning models on edge devices, optimizing mod-
els trained through federated learning for local inference. This is especially valuable for real-time
decision-making in applications like autonomous vehicles and smart cameras.



Decentralized Data Science W 137

7.8.3.6 Secure Multi-party Computation (SMPC)

Combining secure multi-party computation with federated learning allows for secure collabora-
tive computations across edge devices. This ensures that computations involving model updates
are conducted securely, preserving the privacy of individual contributions.

Further details on SMPC will be discussed later in this chapter.

7.8.3.7 Dynamic Model Updating

Federated learning supports dynamic model updating based on evolving data distributions across
edge devices. Edge devices can adapt their machine learning models in response to local changes,
enhancing the model’s accuracy and relevance over time.

7.9 Secure Multi-party Computation (SMPC)
7.9.1 Introduction

Secure multi-party computation (SMPC) is a cryptographic technique enabling multiple parties
to jointly compute a function over their inputs while preserving input privacy. It ensures that
computations on sensitive data are performed in a distributed and secure manner, safeguarding
each party’s private information and upholding privacy during collaborative computations.

While SMPC and homomorphic encryption share the goal of enabling privacy-preserving
computation, they differ in application contexts and scenarios. SMPC exhibits greater versatility,
emphasizing the collaboration of multiple parties.

Figure 7.11  Visual illustration of SMPC.
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Figure 7.12 Comparison of SMPC with homomorphic encryption.

In contrast, homomorphic encryption is more specialized and effective for particular types
of computations. Typically, homomorphic encryption entails a single party processing encrypted
data.

Secure multi-party computation (SMPC) is utilized in collaborative data analysis, machine
learning on sensitive datasets, and privacy-preserving computations. By employing cryptographic
protocols and zero-knowledge proofs, SMPC ensures the confidentiality of each party’s input dur-
ing computations, allowing accurate validation without revealing input information.

SMPC operates in scenarios without a single trusted party, distributing trust among par-
ticipants. The collective goal is to achieve a specific computation while preserving the privacy of
individual data.

7.9.2 SMPC Protocols

Yao’s Garbled Circuits, developed by Andrew Yao, is a pioneering cryptographic protocol in secure
multi-party computation (SMPC). It allows multiple parties to collectively compute a function
over their inputs while preserving privacy.

Besides Yao’s Garbled Circuits, other SMPC protocols like BGW (Ben-Or, Goldwasser, and
Wigderson) and SPDZ (pronounced “Speedz”) contribute to the diverse landscape of secure multi-
party computation. Each protocol offers unique approaches and applications in maintaining
privacy during collaborative computations.

7.10 Tensorflow Federated (TFF)
7.10.1 Introduction

Earlier, we touched upon TFF, and now let’s delve a bit deeper into its functionalities.
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TFF, or TensorFlow Federated, is a versatile open-source framework designed to explore
machine learning and computations on decentralized data. It extends TensorFlow’s capabilities to
meet the unique requirements of federated learning.

Functioning as an open framework, TFF allows for the local simulation of decentralized com-
putations and provides a suite of APIs tailored for federated learning.

7.10.2 TensorFlow Federated APIs

TensorFlow Federated offers two primary APIs:

B Federated learning (FL) API, and
B Federated core (FC) APL

7.10.2.1 Federated Learning (FL) API

The federated learning (FL) API is tailored for collaborative training of machine learning mod-
els across decentralized devices, ensuring privacy. Ideal for scenarios with multiple participating
devices, it allows training a central model without revealing raw data, making it valuable for
privacy-sensitive applications or when central data aggregation is impractical.

Please refer to the below code that uses TensorFlow Federated (TFF)’s federated learning (FL)
API to implement a simple federated learning process.

This federated learning process is utilized in a sample training loop, where the model is trained
on federated data for multiple rounds, showcasing the integration of TFF's FL API for distributed
machine learning.

import tensorflow as tf
import tensorflow_federated as tff

# Define a simple model and compile it

model = tf.keras.Sequential([tf.keras.layers.Input(shape=(784,)), tf.
keras. layers.Dense(10, activation="softmax")])

model .compile(optimizer="sgd”, loss="sparse_categorical_crossentropy”,
metrics=["accuracy"])

# Load federated data (dummy data for illustration)
@tfFf.tf_computation(tf.int32)
def generate_dummy_data(client_id):
return tf.data.Dataset.from_tensor_slices({"x": tf.constant([1.0]
* 784, dtype=tf.float32), "y": tf.constant(l, dtype=tf.int32)}).
repeat(10)

# Wrap the model and data into Federated Types
model_type = tff_framework.type_from_tensors(model)
data_type = tff.to_type(generate_dummy data.type_signature)

# Define a fTederated computation for forward pass
@tff.federated_computation(model_type, data_type)
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def forward_pass(model, data):
return tf.reduce_mean(tf.nn.sparse_softmax_cross_entropy_ with_
logits(logits=model (data["x"]), labels=data["y"]))

# Wrap the forward pass in a Federated Learning Process
federated_algorithm = tff.learning.from _compiled_keras_model (model,
compile_model=lambda m: m)

# Sample usage of federated learning
federated_data = [generate_dummy data(client_id) for client_id in
range(10)]
state = federated_algorithm._initialize()
for round_num in range(5):
state, metrics = federated _algorithm.next(state, federated _data)
print(f*Round {round_num}: {metrics}")

7.10.2.2 Federated Core (FC) API

The federated core (FC) API in TensorFlow Federated offers essential primitives for a diverse range
of decentralized computations, expanding its applicability beyond machine learning to other sce-
narios. This API acts as a versatile toolkit for expressing decentralized computations in TensorFlow
Federated.

The FC API is valuable for developers needing to execute a wide range of decentralized compu-
tations beyond typical federated learning tasks. It enables the expression of diverse computations
on distributed datasets.

Let us refer to the code below. The code utilizes TensorFlow Federated (TFF) Federated Core
API to implement a simple federated learning scenario for linear regression. It defines a linear
regression model and dummy federated data using TFF constructs. The Federated Core API is
then employed to define federated computations for local training (local_train) and federated
averaging (federated_averaging) functions.

import tensorflow as tf
import tensorflow_federated as tff

# Define a simple linear regression model
def create_model():
return tf.keras.Sequential([tf.keras.layers. Input(shape=(1,)),
tf_keras.layers.Dense(1)])

# Define a federated dataset (dummy data for illustration)
@tfFf.tf_computation
def generate_dummy data():
return tf._data.Dataset.from_tensor_slices({"x": tf.constant([1.0],
dtype=tf.float32), "y": tf.constant([2.0], dtype=tf.float32)})

# Wrap the model and data into Federated Types
model_type = tff.to_type(create_model () .to_flattened_type())
data_type = tff.to_type(generate_dummy_data.type_signature.result)
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# Define a federated computation for local training
@tff.federated_computation(model_type, tf.float32, data_type)
def local_train(model, learning_rate, data):

optimizer = tf_keras.optimizers.SGD(learning_rate)

model .compile(optimizer, loss="mse")

model .fit(data["x"], data["y"], epochs=1, verbose=0)

return model

# Define a federated computation for federated averaging
@tff.federated_computation(tff.type_at server(model_type), tff.
type_at_clients(tf.float32), data_type)
def federated_averaging(server_model, learning_rate, client_data):
server_weights = tff.federated_map(local_train, [tff.federated_
broadcast(server_model), learning_rate, client_data])
return tff.federated_mean(server_weights)

# Sample usage of Federated Core API

initial_model = create_model ()

federated_data = [generate_dummy_data() for _ in range(10)]
learning_rate = 0.1

server_model = federated_averaging(initial_model, learning_rate,
federated_data)

# Print the updated server model
print("'Updated Server Model Weights:', server_model.trainable_
variables)

7.11 Tensorflow Lite (TFLite)
7.11.1 Introduction

TensorFlow Lite (TFLite) is a lightweight version of TensorFlow designed for mobile and edge
devices, playing a crucial role in decentralized data science. It enables the integration of machine
learning at the edge, supporting on-device inference and promoting privacy, efficiency, and low-
latency applications.

The below code shows a sample use of TFLite. The code demonstrates the usage of TensorFlow
Lite (TFLite) to convert a simple Keras model into the TFLite format for deployment on resource-
constrained devices. It converts the model using the TFLiteConverter, saves it to a file, and loads
it using the TFLite Interpreter. The code then prepares input data, sets the input tensor, runs infer-
ence, and prints the input and output results, showcasing the integration of TFLite for deploying
lightweight models on edge devices.

import tensorflow as tf
from tensorflow import lite

# Create a simple model
model = tf.keras.Sequential ([
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tf_keras.layers. Input(shape=(4,), name="input®),
tf._keras. layers.Dense(2, activation="softmax", name="output”)

D

# Convert the model to TensorFlow Lite format
converter = lite.TFLiteConverter.from_keras_model(model)
tflite_model = converter.convert()

# Save the TensorFlow Lite model to a file
with open("model.tflite", “"wb") as f:
f.write(tflite_model)

# Load the TensorFlow Lite model
interpreter = lite.Interpreter(model_content=tflite_model)
interpreter.allocate_tensors()

# Get iInput and output details
input_details = interpreter.get_input_details()
output_details = interpreter.get_output_details()

# Prepare input data (assuming a 4-dimensional input)
input_data = tf.constant([[1-0, 2.0, 3.0, 4.0]], dtype=tf.float32)

# Set Input tensor
interpreter.set_tensor(input_details[0]["index"], input_data)

# Run inference
interpreter.invoke()

# Get the output
output_data = interpreter.get_tensor(output_details[O]["index"])

print("Input:", input_data.numpy())
print(*'Output:", output_data)

7.11.2 Key Features of TensorFlow Lite
7.11.2.1 Edge Computing

TensorFlow Lite is tailored for edge computing, enabling the execution of machine learning mod-
els on mobile, IoT, and other edge devices. This aligns with decentralized data science princi-
ples, emphasizing local computation near data sources and reducing dependence on centralized
processing.

7.11.2.2 Model Efficiency

TFLite models prioritize efficiency in size and computation, crucial for deployment on resource-
constrained devices in decentralized scenarios with limitations in computational power and stor-
age capacity.
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7.11.2.3 Privacy Preservation

TensorFlow Lite, through on-device inference, plays a role in preserving privacy. Instead of trans-
mitting raw data to a central server, data remains on the device, with only model inferences or

updates being shared.

7.11.2.4 Low Latency

On-device inference with TensorFlow Lite ensures low-latency processing, particularly beneficial
for applications requiring real-time or near-real-time predictions. In decentralized data science,
especially in scenarios like edge analytics, low latency is crucial for timely decision-making.

7.11.2.5 Compatibility with TensorFlow

TensorFlow Lite models seamlessly transition from TensorFlow models, facilitating a unified
machine learning workflow. This compatibility ensures a smooth journey from centrally training
models to deploying them on decentralized devices.

7.11.3 Role of TFLite in Decentralized Data Science
7.11.3.1 Federated Learning on Edge Devices

TensorFlow Lite (TFLite) facilitates federated learning on edge devices by enabling local model
execution and supporting on-device training and inference. This decentralized approach allows
collaborative model training across multiple devices without centralizing sensitive data, making it
pivotal for federated learning,

7.11.3.2 Edge Analytics

In decentralized data science, TFLite enhances edge analytics by executing machine learning
models directly on edge devices, emphasizing analytics proximity to the data source. This is cru-
cial for applications such as predictive maintenance, anomaly detection, and real-time decision-
making in edge environments.

7.11.3.3 Privacy-preserving Applications

TFLite’s on-device inference enhances privacy in decentralized scenarios by keeping data local-
ized. This is crucial for privacy-sensitive applications like healthcare diagnostics or personalized
recommendations, where user data security concerns are prevalent.

7.11.3.4 Resource-efficient Deployment

TFLite’s lightweight design enables deployment on devices with diverse computational capabili-
ties, making it ideal for decentralized environments with varying hardware profiles. This resource
efficiency is crucial for successful machine learning deployment in decentralized settings.
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In the last three chapters, we have discussed three exciting new disciplines towards our
decentralized future — decentralized identity, decentralized storage, and decentralized data
science.

So, what does it mean for us, the users?

These technologies collectively empower users by providing control over their privacy
and data, demonstrating the feasibility of constructing systems that safeguard user rights
while delivering a comparable user experience. This improves user agency and autonomy in
digital interactions, creating a transparent and user-friendly environment.

These technologies pave the way for a future where users have complete control over
sharing their data and its recipients. Users could autonomously capture the economic value
of their data, directly monetizing the data they generate without relying on centralized
intermediaries.
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Chapter 8

Decentralization in Web3

Sam Ghosh

In the chapter “Primer on Web3 and Distributed Systems,” we mentioned the qualities of Web3
networks —

open, permissionless, trustless, automated, immutable, and decentralized.

In this section, we will delve into one specific quality of Web3 networks — decentralized.

Understanding the decentralized nature of Web3 is important to understand how we can
bring decentralization to traditional architectures.

8.1 Centralized vs Decentralized Systems

As we mentioned earlier, decentralized, in simple words, means that an entity is not controlled by
any central authority.

8.1.1 So, What Does It Mean by Control?

Control may show itself in various forms:

8.1.1.1 Control Over Access
Centralized systems strictly control who can join the system and who can remain in the system.

Decentralized systems should be open and censorship-resistant.

8.1.1.2 Control Over Identity

Trust plays an important role in centralized systems and trust is built by providing personal cre-
dentials. Centralized systems control your role in the system based on who you are or at least who
you appear to be.

146 DOI: 10.4324/9781003507352-8


http://dx.doi.org/10.4324/9781003507352-8

Decentralization in Web3 ®m 147

Decentralized systems need to be trustless i.e. what role you can take should not matter based
on who you are but what you bring to the table.

8.1.1.3 Control Over the Flow of Resources

Centralized systems exert tight control over the inflow, outflow, and access to resources within the
system. The economic model of these platforms relies on maintaining control, as seen in ride-hail-
ing apps handling payments to drivers and food delivery apps managing payments to restaurants.

The control over the flow of resources gives the tech platforms control over the economic
incentive structure on the platform and these platforms almost always prioritize their own eco-
nomic welfare.

In the case of decentralized systems, the low of resources should be transparent and fair. This
fairness needs to be reached through market economics and consensus, not unilateral decisions.

8.1.1.4 Control Over the Flow of Information

Centralized systems also strictly control the flow of information. For example, ride-hailing apps
often do not share all the information about a booked ride with the drivers. This control enables
platform authorities to enforce rules advantageous to them in economic terms.

Decentralized systems need to be completely transparent while preserving necessary privacy.
So, in the case of a decentralized system, no entity should have any undue advantage arising out
of any information asymmetry.

8.1.1.5 Control Over the Future Direction

In the case of centralized systems, any system participants, other than the platform authority,
practically have no control over the future direction of the system. The central authority “reserves
all rights” over the future direction of the system.

In the case of a decentralized system, all platform participants with any stake in the system
should have meaningful control over the future direction of the system.

8.2 What is Decentralization?

Decentralization is the process of cultivating the qualities of decentralized networks into technical
or business systems.

Decentralization is a matter of scale. Even most Web3 networks are NOT completely decen-
tralized — well, the voting power in DAOs is often concentrated in the hands of platform builders,
giving them considerably more control over the governance of the platforms.

8.3 Types of Decentralization
A. Blockchains, like all Distributed Ledger Technologies (DLTs), are decentralized, relying on

multiple servers (nodes) instead of a single server. Nodes run client software in a peer-to-peer
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network, ensuring that all active nodes maintain identical records of data, including copies
of smart contracts. This decentralized structure ensures continued accessibility and activity
even if some nodes go offline. Let us call this “Technical Decentralization”.

B. But, there is another kind of decentralization in the context of Web3 networks — “Governance
Decentralization”. The use of DAOs or Decentralized Autonomous Organizations (and
other decentralized governance mechanisms) allows Web3 platforms to be governed by their
users along with the platform builders and investors. Based on the design and maturity of
the governance system, platform users can have a significant say in how the platform is struc-
tured and what rules govern the platform.

We will discuss governance on Web3 platforms in this chapter. But, before that, let us understand
the governance of tech platforms a lictle.

8.4 Governance of Tech Platforms
8.4.1 Introduction

In the context of tech platforms, governance refers to the set of regulations, processes, and struc-
tures dictating decision-making, policy implementation, and overall management of the platform.
It includes mechanisms for user interactions, content moderation, feature development, and other
aspects of platform functionality.

So, how centralized or decentralized the governance of the major tech platforms are?

As a user (or service provider on these platforms) how much control do you think you have
on —

B What criteria do social media platforms use to determine which content to retain and which
content to remove?

B How do social media platforms differentiate between content that should be promoted
virally and content that should be suppressed?

B What algorithms do e-commerce platforms employ to prioritize search rankings for
merchants?

B How do e-commerce platforms establish their commission rates?

B What factors influence the tariff decisions of ride-sharing platforms?

B How do ride-sharing platforms determine the commission rates charged to drivers?

The reality is that users often do not have much control and knowledge regarding the decision-
making processes behind content moderation, platform economics, and various algorithms gov-
erning platform operations.

Over the years, these platforms have transformed from mere sources of entertainment to inte-
gral components of our daily lives. Video-sharing and social media platforms support the live-
lihoods of numerous content creators, ride-sharing platforms sustain drivers, and e-commerce
platforms serve as crucial distribution channels for small businesses.
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Considering the substantial influence these platforms exert over our lives, it seems reasonable
for users to have a say in the design and operation of these platforms.

Shouldn’t these platforms also bear responsibility for the externalities they generate? In many
instances, platforms have neglected these responsibilities, leading to legal battles.

Examples of such legal battles include Facebook’s Cambridge Analytica Scandal, Apple’s
disputes over App Store policies, and Airbnb’s legal challenges related to discrimination on its
platform.

It is pertinent to mention Section 230 and related issues in this context.

8.4.2 User-generated Content and Section 230

We have already mentioned Section 230 in the chapter “Why is decentralization the need of the
hour?” Let us discuss a little more here.

Many critics have raised concerns about the potential misuse of Section 230 of the
Communications Decency Act of 1996. This legislation, a cornerstone of Internet law in the US,
grants liability protections to online platforms regarding user-generated content. Section 230 has
significantly influenced the legal and governance landscape of the internet.

Under Section 230, online platforms are not treated as publishers of user-generated content.
This legal framework shields them from being held accountable for the content posted by their
users. It empowers platforms to moderate or restrict access to content they find objectionable or
that violates their policies, without facing legal repercussions.

However, critics argue that some platforms abuse the immunity provided by Section 230. They
allege that this broad immunity allows platforms to evade accountability for harmful content or
for unfair content moderation practices. Section 230’s broad protections have raised concerns
about the potential lack of accountability among platforms on issues like misinformation, hate
speech, and harmful content.

In response to these concerns, the US Department of Justice conducted a review of
Section 230, proposing widespread reforms to address the challenges associated with its
implementation.

Okay, we understand the need for governance reform for the tech platforms and Web3 plac-
forms offer an alternative governance structure. But, before delving into governance models for
Web3 platforms, it’s important to establish a framework for understanding governance systems.

8.5 Framework for Governance Systems
8.5.1 Transparency

Transparency is a foundational principle of any governance system, involving the open accessibil-
ity of information, decisions, and processes to all participants. It fosters trust and enables stake-
holders to comprehend the reasoning behind decisions.
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8.5.2 Fairness and Equity

Fairness is crucial in governance, emphasizing impartiality and equitable representation. All par-
ticipants, regardless of their stake or influence, should have a fair opportunity to express opinions
and contribute to decision-making.

8.5.3 Protection of Minority Rights

Governance models should safeguard the rights and interests of minority stakeholders to prevent
their marginalization. Decision-making processes should not lead to the neglect of minority views
in favor of majoritarian approaches.

8.5.4 Inclusivity and Consensus Building

Governance systems should encourage broad participation to incorporate diverse perspectives, fos-
tering community ownership and legitimacy. Effective consensus-building processes are essential,
considering a variety of opinions and preferences within the community.

8.5.5 Accountability

Clear lines of accountability are vital, with participants being answerable for their actions.
Governance structures should outline consequences for the misuse of power or violation of rules
to maintain system integrity.

8.5.6 Rule of Law and Compliance

Governance systems should be grounded in clear and enforceable rules, defining decision-making
parameters and establishing a stable environment. Alignment with legal frameworks and regula-
tory requirements is essential for legitimacy and risk reduction in governance systems.

8.5.7 Incentive Structures

Governance mechanisms should align incentives to promote positive contributions to the ecosys-
tem, fostering a thriving and collaborative community.

8.5.8 Continuous Improvement

Governance is a dynamic process. Regular evaluations and opportunities for improvement ensure
responsiveness to community needs.

8.5.9 Flexibility and Adaptability

Effective governance allows for flexibility and adaptability to changing circumstances. Updating
rules, incorporating feedback, and responding to emerging challenges are crucial for long-term
success.
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8.5.10 Decision Efficiency and Conflict Resolution

Governance processes should prioritize efficiency without compromising inclusivity or decision
quality. Robust governance mechanisms should include efficient processes for resolving disputes or
conflicts within the community, contributing to a healthy and sustainable ecosystem.

8.6 Transitioning towards Decentralization

Social media platforms are recognizing the limitations of their governance structures in recent
times.

For instance, Meta introduced an oversight board with the aim “s0 promote free expression by
making principled, independent decisions regarding content on Facebook and Instagram and by issuing
recommendations on the relevant Meta content policy.”

While steps toward inclusive governance are appreciable, this approach has notable limitations.

Firstly, the oversight board’s authority is limited to reviewing individual content decisions
and making recommendations on specific policies, lacking the power to enforce broader policy
changes or address systemic concerns.

Secondly, despite the inclusion of many prominent figures like Nobel Peace Prize winner
Tawakkol Karman and Former Prime Minister of Denmark Helle Thorning-Schmidt, the ques-
tion arises: Can these few high-profile individuals truly represent the diverse global user base of
billions?

Thirdly, while the oversight board may oversee content removal, it appears to have no influ-
ence over other governance aspects. Actions like limiting the reach of content or profiles (shadow
banning) can be as impactful as content removal.

The focus should not only be on content removal or reach limitations for specific accounts
but also on algorithms determining content reach on the platforms and the economic policies for
advertisers and sellers.

There are various aspects that just cannot be incorporated into a centralized governance system.

8.7 Decentralized Governance
Okay, now let us discuss decentralized governance.

Imagine if Facebook (Meta) were to announce tomorrow that every user would now possess
voting rights. They decide to make all governance policies and algorithms publicly accessible and
establish a system where any user can propose changes to the governance process. These proposals
undergo a voting procedure, and if a proposal secures a majority of votes, it is adopted and put
into effect.

Certainly, there could be various possible scenarios based on factors such as whether all users
are granted equal votes or if their votes differ based on their contributions (such as engagement on
the platform), the definition of a majority (more than half, two-thirds, one-fourth of votes, etc.),
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along with minimum quorum requirements (indicating the minimum number of votes needed for
proposal adoption), etc.

This encapsulates the essence of decentralized governance — transparent, dynamic, and
inclusive.

8.8 Decentralized Governance in Web3
8.8.1 Introduction

Let me clarify right from the start — depending on the maturity and design of the governance pro-
cess, the governance of a Web3 platform can be fully centralized, partially decentralized, or fairly
decentralized. Complete decentralization is often more of a concept than a reality.

Even for many advanced DAOs (Decentralized Autonomous Organizations), there are chal-
lenges that prevent them from achieving complete decentralization. One entity or a group of
related entities may gain control over the DAO by accumulating voting rights, potentially ignor-
ing the rights of other voting members, as seen in the case of Uniswap in 2020.

In October 2020, Dharma, which acted as a portal to Uniswap, proposed reducing the votes
required to create and pass a proposal in the Uniswap governance system. This proposal raised
concerns that if the proposal had passed, it could have made it easier for Dharma and another
major proponent, the blockchain simulation company Gauntlet, to pass any proposal by colluding.

Fortunately, the community rejected this proposal.

Figure 8.1 Dharma and Gauntlet proposal to change the quorum requirements for proposing
and passing a proposal.
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Anyways, let’s delve into DAO and token-based governance. Although DAO-based gover-
nance is the most popular, it’s not the sole Web3 governance structure. Other governance mecha-
nisms will be discussed later in this chapter.

8.8.2 DAO and Token-based Governance

The primary elements of DAO-based governance processes are DAOs, i.e. decentralized autono-
mous organizations and governance tokens.

8.8.2.1 So, What is a DAO?

In simple terms, a DAO is an internet-native organization collectively owned and managed by its
members.

Let’s delve a little deeper.

Consider the corporate governance of a traditional publicly traded company. The company
is owned by equity shareholders, legally termed as members, and their shares carry voting rights,
allowing them to influence the governance of the company.

However, sharcholders, or more precisely voting rights holders, often lack significant control
over asset allocations within the company. They must rely on the decisions of board members and
managers who control operations, and these board members and managers may prioritize their
own interests over those of the shareholders, leading to what is known as an agency problem in
corporate governance.

Now, imagine an organization where all asset allocations occur automatically according to
pre-approved rules sanctioned by the majority of its members. The entire governance structure is
encoded as smart contracts on a blockchain network.

Because blockchain networks are immutable, the governance system cannot be arbitrarily
modified. Any changes must go through a proposal and voting mechanism, and even the voting
process is pre-programmed. Consequently, all fund allocations within the organization take place
in an automated and auditable manner.

This encapsulates the essence of a DAO.

8.8.2.2 DAO Classification
DAOs come in various forms both based on the industry they serve and their internal workings.

Standard DAOs, charity DAOs, venture capital DAOs, social DAOs, art DAOs, and DeFi
DAQO:s, etc. are examples of DAO classification based on the sector they serve.

8.8.2.2.1 DAOs can also be classified based on what
purpose they solve on Web3 systems.

a. Protocol DAOs are specialized entities designed to oversee various functions within Web3
protocols, such as borrowing and lending. These DAOs assist platforms in efficiently execut-
ing their operations and decision-making processes.
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E.g. MakerDAO for the Maker liquidity protocol that issues the stablecoin DAI.

b. Grant DAOs are established to empower enterprises strategically utilizing capital resources
obtained from charitable donations across the Web3 ecosystem. Their primary goal is to
provide financial support to projects driving meaningful change.

E.g. GitCoin DAO facilitates open-source ecosystem growth and distributes millions in
funding to various projects.

c. Philanthropic DAOs aim to advance social responsibility within the Web3 space by uniting
around a common mission to create a positive impact.

E.g. UkraineDAO is used for fundraising to support the Ukrainian Army in collabora-
tion with PleasrDAO, Trippy Labs, and the musical group Pussy Riot.

d. Social DAOs provide platforms for like-minded individuals to come together for learning,
collaboration, and project engagement, often with entry barriers like token ownership or
NFT possession.

E.g. Developer DAO comprises Web3 enthusiasts and developers working together to
shape the future of Web3.

e. Collector DAOs pool resources to collectively invest treasury funds into NFT art and col-
lectibles, allowing members to gain exposure to high-value investments.

E.g. FlamingoDAO focuses on collective investment in blue-chip NFT art.

f. Venture DAOs bring together capital from various sources to fund initiatives related to
carly-stage Web3 startups, protocols, and off-chain investments, democratizing investment
processes.

E.g. MetaCartel provides finances and operational guidance to emerging decentralized
applications (dApps).

g. Media DAOs produce content directed by the community, reimagining traditional media
platforms and allowing participants to share profits.

E.g. BanklessDAO promotes banking-free money systems through media, culture, and
education.

h. SubDAOs are specialized DAOs that manage specific tasks within a broader DAO, improv-
ing decentralization while enhancing specialization and efficiency.

E.g. Balancer protocol that utilizes subDAOs to handle decision-making and implemen-
tation efficiently within the larger balancer DAO.

8.8.2.3 Governance Tokens

Governance tokens are cryptographic tokens that empower holders to actively participate in
shaping the future of a Web3 network by proposing and voting on governance-related matters.

Holders of governance tokens typically have the right to initiate change proposals, cast votes
on proposed changes, or delegate their voting authority to another member of the Web3 platform.
However, it's important to note that governance tokens can also be freely traded, and their value
is determined independently by demand and supply forces.

Several popular governance tokens include UNI on the Uniswap network, AAVE on the Aave
network, MKR on the Maker network, and COMP on the Compound network.

To ensure true decentralization of Web3 protocols, it is crucial to widely distribute owner-
ship of governance tokens rather than concentrated holding. Consequently, these tokens are often
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distributed to various market participants as incentives. For instance, in the case of Compound,
both lenders and borrowers receive COMP tokens, fostering a broader and more decentralized
governance structure.

8.8.3 Alternative Web3 Governance

In addition to DAO-based governance, alternative governance models like quadratic voting, liquid
democracy, futarchy, and others have emerged.

A. Quadratic voting in DAO-based systems introduces a quadratic relationship between the
number of tokens and voting power, addressing issues of voting power centralization and
promoting a more balanced distribution of influence. Unlike traditional one-token-one-vote
models, quadratic voting allows participants to allocate more tokens to express their prefer-
ences intensively, enhancing the nuance in decision-making

B. Liquid democracy combines direct and representative democracy, enabling participants to
either vote directly on proposals or delegate their voting power to trusted individuals in a
fluid and adaptable system. This dynamic approach allows participants to make informed
choices, either directly participating in areas of expertise or delegating their votes to trusted
experts, with the flexibility to adjust delegations as issues or circumstances change.

C. Futarchy is a governance concept that combines elements of futurism and democracy. In
futarchy, decision-making involves voting on broadly defined goals, while market mecha-
nisms, such as prediction markets, are used to determine the best policies to achieve those
goals based on expected outcomes.

Let us end this chapter with some case studies on Web3 governance.

8.9 Web3 Governance Case Studies

8.9.1 Curve Governance

Curve serves as a decentralized exchange facilitating stablecoin trading across various blockchain
networks like Ethereum, Avalanche, Polygon, Arbitrum, Fantom, Harmony, and more.

One of the distinctive features of Curve is providing low fees and minimal slippage in transac-
tions. Slippage refers to the disparity between the requested order price and the actual execution
price during asset trading.

Curve’s governance is governed by CurveDAO. The governance system employs a time-locked
voting mechanism.

Participation in voting requires CRV tokens (Curve DAO tokens) to be vote-locked, result-
ing in the receipt of “vote-escrowed CRV” or veCRV tokens. The duration of the lock-in period
directly influences the magnitude of voting power, with longer lock-in periods corresponding to
greater influence. The weight of veCRV gradually diminishes as escrowed tokens approach the
expiration of their lock-in period.
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Figure 8.2 Governance on Curve using veCRV tokens.

8.9.2 Uniswap Governance

Uniswap is one of the largest decentralized exchanges, operating on the Ethereum blockchain and
various layer 2 (L2) solutions such as Polygon, Optimism, and Arbitrum. The governance token
for the Uniswap platform is the ERC-20 token UNI.

Participation in voting on Uniswap requires delegation. Delegating UNT entails linking the
voting power of tokens to a specific address, enabling it to be used for voting purposes. This
address may belong to the token owner or a trusted party chosen by the token owner, deemed
capable of voting in the best interest of Uniswap Governance.

There is a minimum UNI token delegation requirement for both proposing and passing a
proposal. To initiate a proposal, an address must have a minimum of one million UNI delegated
to their address (reduced from 2.5 million which was reduced from ten million). For a proposal to
be passed a minimum of 4% of all UNT (40 million) votes are required to support the proposal.

8.9.2.1 The Uniswap Governance Process Involves Three Steps
8.9.2.1.1 Temperature Check

This initial step gauges the willingness to alter the existing state. It requires securing 25,000 UNI
yes-votes within a span of two days.

18.9.2.1.2 Consensus Check

This stage involves a formal discussion regarding a potential proposal. To progress, a minimum of
50,000 UNI yes-votes must be attained within a five day period.
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Figure 8.3 Uniswap governance.

8.9.2.1.3 Governance Proposal

The final step involves creating a proposal based on the outcome of the consensus check. The
proposal can include one or multiple actions, with a maximum of ten actions per proposal. The
entity initiating the proposal must code for implementing the proposal, and the code undergoes
scrutiny by a professional auditor before being subjected to voting through any governance portal.

Additionally, at least one million UNT should be delegated to the address raising the proposal
for it to proceed.

With this, we conclude this chapter here.
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Chapter 9

Decentralization with
Token or without Tokens

Sam Ghosh

If you've been keeping tabs on the cryptocurrency market, you've witnessed its significant fluctua-
tions in recent years.

Before the 2021 crypto winter started, the cryptocurrency market cap reached approximately
US $3 trillion in September 2021, with a peak daily trading volume of US $300 thousand in May

2021.

In the next few years, significant changes occurred in the cryprocurrency landscape.

Figure 9.1 Crypto-asset market trends.
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The Terra ecosystem breakdown in May 2022 had widespread repercussions, triggering a series
of failures across the crypto landscape. The downfall of the FTX crypto exchange in November
2022 worsened the market conditions, leading to an extended period of crypto winter, with prices
struggling to recover since April-May 2022.

The crypto ecosystem faced challenges beyond capital flight, as global regulatory bod-
ies adopted a stringent stance. Initiatives like the Biden administration’s Roadmap to Mitigate
Cryptocurrencies’ Risks and the issuance of 146 alerts on crypto-asset marketing and warning lists
by the UK’s Financial Conduct Authority (FCA) added pressure. Deteriorating market conditions
impacted Web3 project investments, leading to a sustained decline from Q2 2022 to Q1 2024.
According to Crunchbase Web3 Tracker, investment in Web3 projects has dropped from US $10.4
billion in the first quarter of 2022 to just US $1.2 billion in the last quarter of 2023. 2024 exhibited
slight improvement with a $1.7 billion investment in Q1 and a $1.9 billion investment in Q2.

Despite challenges, the Alchemy Q2/2023 Web3 Development Report indicated that Web3
was gaining strength. Despite decreases in NFT and DeX trading volume and stagnant Bitcoin/
Ethereum prices, EVM Smart Contract creation surged by an impressive 1,106% YoY.

Surprisingly, the subdued values of crypto assets may have been conducive to the growth of
Web3. How?

Through the reduction in gas prices in dollar terms. Gas, serving as the fuel for Web3, is priced
in Gwei on Ethereum, equivalent to one billionth of an Ether. The Gwei-based Gas price fluctuates
on demand, while the Gas price in dollar terms is influenced by both demand and the Ether price.
The Gas price determines transaction costs on programmable (EVM-compatible) blockchains.

The point is that the Web3 ecosystem continued to grow even when crypto assets weren’t
appealing to investors. This shows that the growth of the Web3 ecosystem is not really dependent
on the high returns typically associated with crypto assets.

In this chapter, we’ll explore tokens on Web3 platforms and discuss the potential for building
tokenless Web3 systems. Creating Web3 platforms that operate without tokens can be a powerful
approach to constructing hybrid architectures.

9.1 Roles Tokens Play on Web3 Platforms

Tokens play diverse roles on Web3 platforms, serving as currency within the platform, represent-
ing ownership in liquidity pools, and incentivizing users to interact with the platform in ways
aligned with the platform design.

We are only evaluating the need for utility tokens here and not tokenized assets
and stablecoins. Tokenization in the context of blockchain and crypro-assets
involves creating digital representations of off-chain assets on blockchain networks.
Tokenization can be categorized into security tokens (acting as securities) or
tokenized assets (representing assets without being explicitly issued as securities).

A stablecoin, on the other hand, is a cryptocurrency that maintains a value pegged to an
external reference like the US dollar, the British pound, or the price of gold.

A utility token refers to a type of cryprocurrency or digital token designed primarily to fulfill
a specific purpose or function within a decentralized network.
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Figure 9.2 Different roles played by tokens on Web3 networks.

9.1.1 Token Roles
9.1.1.1 Token as Currency
9.1.1.1.1 MANA on Decentraland

Decentraland is a leading Metaverse project on the Ethereum blockchain, providing users with a
virtual reality platform to create, explore, and monetize various content and applications within
its virtual world.

The MANA token, an ERC-20 fungible token on the Ethereum blockchain, is central to the
Decentraland economy, acting as the primary currency for transactions within the Decentraland
ecosystem.

MANA tokens in Decentraland allow users to acquire NFTs such as LAND and ESTATE,
representing ownership of virtual real-estate. Additionally, MANA is used for transactions within
the Decentraland marketplace for items such as avatars, virtual wearables, names, etc.

9.1.1.2 Token as Share in a Liquidity Pool
9.1.1.2.1 cTokens in Compound DeFi Lending platform

Liquidity pools are an integral part of decentralized finance (DeFi) protocols, facilitating auto-
mated market making. A market maker is an intermediary that provides liquidity (assets available
for trading) to the market by holding assets and continuously offering buy and sell quotes. As
DeFi platforms lack such intermediaries, market-making must be automated, known as auto-
mated market-making.

To function effectively, automated market makers require consistent and reliable liquidity
sources, which is where liquidity pools come in. Liquidity providers are incentivized to supply
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liquidity (cryptoassets in this case), receiving rewards such as interest, a share of trading fees,
or governance tokens. DeFi platforms issue liquidity pool tokens to liquidity providers to track
their share in the liquidity pools and calculate repayment when they wish to withdraw their
contributions.

Compound, a decentralized finance (DeFi) lending platform, issues cTokens (CErc20 for
ERC-20 tokens and CEther for Ether deposits) to users who supply cryptocurrency assets as col-
lateral to the Compound protocol.

cTokens represent a user’s stake in Compound’s lending pool and appreciate over time due to
interest accrual. Despite a fixed number of cTokens in a user’s wallet, their value grows steadily as
each cToken becomes convertible into an increasing amount of the undetlying asset.

cTokens can be used for multiple purposes — they can act as collateral for borrowing from the
Compound protocol, can be burned to retrieve the asset they represent in the liquidity pool, and
can be transferred to other accounts like any other ERC-20 token.

Similar concepts exist in other DeFi platforms, such as aTokens in AAVE and LP tokens in
Pancakeswap.

9.1.1.2.2 Uniswap V3 NFTs

Uniswap v3 introduces a unique approach by using non-fungible tokens (NFTs) to represent
shares in liquidity pools, known as Uniswap Position NFTs. Unlike its predecessors, V1 and V2,
which used fungible ERC-20 tokens for liquidity positions, V3 adopted Positions NFTs (ERC-721
tokens). Each NFT corresponds to a distinct position and includes a piece of on-chain generative
art. Notably, these positions NFTs are tradable on NFT platforms like OpenSea.

9.1.1.3 Governance Token

We have already discussed governance tokens in the “Decentralization in Web3” chapter, delv-
ing into examples such as veCRV (vote-escrowed CRV) and UNI of Uniswap. These governance
tokens play an important role on Web3 platforms, empowering token holders to initiate gover-
nance proposals and participate in the voting process.

9.1.1.4 User Acquisition/Engagement Tool
9.1.1.4.1 SLP token on Axie Infinity

Axie Infinity is a well-known play-to-earn Game developed by Vietnamese studio Sky Mavis. Axie
Infinity employs two ERC-20 utility tokens, Smooth Love Potion (SLP) and Axie Infinity Shard
(AXS).

Users need SLP tokens to breed new Axies. Axies are the central character of the gaming eco-
system and are represented by NFTs. Owning more Axies helps earn more rewards.

AXS tokens in Axie Infinity serve multiple purposes — acting as the governance token, enabling
transactions in the Axie NFT marketplace, and playing a crucial role in the breeding process to get
more Axies. Furthermore, players can stake AXS tokens on the platform to earn yields.

Due to the higher utility of AXS tokens compared to SLP tokens, players aim to accumulate
more AXS tokens. However, obtaining AXS tokens necessitates acquiring more SLP.
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While players can initiate gameplay by purchasing the least expensive Axies, success in player
vs player (PvP) gameplays requires powerful Axies. Winning PvP gameplays is required to get
AXS rewards.

This mechanism drives demand for tokens, promoting play-to-earn incentives and attracting
new players to the network.

9.1.1.5 Equity for Platform Builders

In Web3 platforms, tokens often have multiple roles — can play transactional roles and can also
carry voting rights at the same time.

These tokens are frequently traded in public markets, experiencing price increases as the issu-
ing platforms gain popularity through effective tokenomics, marketing strategies, or speculative
forces. An example of such a token is UNI from Uniswap.

The platform builders and contributors often primarily receive these tokens as their compensa-
tion. As these tokens carry voting rights, the influence of the platform builders on the platform
governance directly correlates with the tokens they hold. With tokens holding market value, the
platform builders have an economic incentive to push token prices high similar to that of startup
founders holding unlisted stocks or stock options.

9.1.1.6 Synthetic Tokens

Synthetic tokens enable us to have “synthetic” exposure to the physical or abstract goods that they
represent without requiring one-to-one backing. For example, a synthetic gold token represent-
ing one ounce of gold would be tradable for the price of one ounce of physical gold. Synthetic
tokens can be issued either by a centralized entity, like a bank whose credit “backs” the token, or
a decentralized network whose incentives ensure that the synthetic token is always redeemable for
the asset’s price.

An example is the Synthetix protocol, which captures price movements of various crypto-
assets, flat-assets, and commodities with zero slippage, without actual ownership of the asset.
This is achieved through the creation of Synth synthetic tokens. Synths are denoted in an sAsset
format, such as sUSD, sLINK, and sBTC, tracking the prices of USD, LINK tokens, and Bitcoin,

respectively.

9.1.1.7 Stablecoins
9.1.1.7.1 DAI from Maker

A stablecoin is a cryptocurrency designed to maintain a stable value relative to an external refer-
ence, using different mechanisms for price stability.

DAI is a stablecoin pegged to the US dollar, aiming to maintain a value of US $1. Users can
mint DAI by depositing collateral into decentralized smart contracts (Maker Vaults) within the
Maker Protocol.

DAL stablecoins are issued as loans and are backed by the provided collateral. Borrowers can
retrieve their collateral by repaying the borrowed DAI along with a fee referred to as a stability fee.
This stability fee must be paid exclusively in DAI and is calculated as an annual yield.
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9.2 Problems with Using Tokens on Web3 Platforms

Okay, tokens contribute value to Web3 systems in various ways, but it’s important to acknowledge
that they also introduce certain limitations to Web3 platforms.

9.2.1 Price Volatility

Crypto tokens face a significant challenge due to their inherent price volatility. Listing tokens on
crypto exchanges, essential for using them as economic incentives, also exposes them to specula-
tive forces and pump-and-dump schemes. Malicious actors can artificially inflate token prices, and
then sell their holdings, causing substantial losses for other token holders.

For platform builders, the situation remains favorable as long as token prices increase, enhanc-
ing user incentives and simplifying user acquisition. However, complications arise when specula-
tors engage in mass token dumping. A sudden crash in token prices diminishes user incentives to
join or continue using the Web3 platform. At the same time, platform developers may lose motiva-
tion to maintain the platform as the value of their token holdings declines.

In the worst case, these situations can lead to a bank run, with users hastily withdrawing their
crypto assets, potentially leading to the failure of the entire Web3 platform. DeFi platforms are
particularly susceptible to such crises, but any Web3 platform issuing tokens could face similar
challenges.

9.2.2 Regulatory Challenges

As previously discussed, governments globally are preparing to regulate crypto-assets. When
Web3 platforms issue tokens, they expose themselves to regulatory uncertainties surrounding
crypto-assets.

Web3 introduces a fundamental transformation for numerous industries, and regulations
crafted for traditional systems frequently conflict with the principles of Web3. Tokens commonly
become a focal point of contention in this context.

9.2.3 Token Frauds
Token frauds do not help with the regulatory skepticism surrounding crypto-assets.

The inherent anonymity of Web3 may facilitate different types of token fraud. A major exam-
ple of token fraud is a rug-pull, where anonymous platform developers introduce new projects,
and attract funds from prospective users with promises of significant returns, only to abandon the
project on the launch date and abscond with the collected funds.

Other forms of token fraud include Ponzi schemes, and pump-and-dump schemes among
others.

9.2.4 Financial Security Regulations

Web3 platforms often face regulatory uncertainty about whether or not tokens should be consid-
ered financial securities, such as equity or any other type of security. The Howey Test evaluates
whether a contract constitutes an investment contract based on criteria like the investment of
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money and the expectation of profits from the efforts of others. Depending on the token's design,
many tokens could be considered investments in financial securities, subjecting them to various
capital market regulations in various jurisdictions.

Capital market regulations impose constraints on the manner, timing, and sources of capital
raised. They frequently intersect with Anti-money Laundering (AML) laws, requiring investor
identification and verification. The anonymity in blockchain transactions presents a challenge for
AML compliance, causing a fundamental conflict between crypto-assets and existing regulatory
structures.

Another pertinent issue revolves around the timing of fundraising activities. Traditional capi-
tal market regulations typically demand that issuer entities demonstrate financial stability before
engaging in a “public placement,” i.e., raising funds from the general public. If crypto tokens are
classified as financial securities, adherence to due process and stability requirements becomes cru-
cial before issuing them to the broader public on web3 platforms.

9.2.5 Technical Difficulties

Understanding the characteristics of tokens on Web3 platforms can be challenging, given their
multifaceted roles in platform access, governance, investments, and many other possible roles.

Understanding how to effectively use tokens often requires a combination of technical and
economic knowledge, presenting a potential challenge for many users.

9.3 Can Web3 Technology Evolve beyond Reliance on Tokens?

We discussed the distinction between coins and tokens in the “Primer on Web3” chapter. Now,
we are going to solely focus on crypto-tokens here and not on coins.

Why?

Engaging with a blockchain necessitates the use of the crypto coin of that blockchain. Every
blockchain transaction involves a transaction fee paid in the native coin. For EVM-compatible
blockchains, this fee is called the gas fee, as previously discussed. While Ethereum’s Account
Abstraction may allow gas fees to be paid with crypto assets other than ETH, the service provider
handling account abstraction must still deal with ETH.

Please note that we discussed Account Abstraction in the “Primer on Web3” chapter.

So, dealing with the native crypto coin of a blockchain, in which a Web3 platform is built, is
not optional. On the other hand, dealing with crypto tokens remains an option.

9.3.1 Web3 without Tokens

Will building Web3 platforms without tokens pose a challenge in maintaining the core character-
istics that define Web3 systems?

B Web3 platforms embody openness and permissionlessness, allowing anyone to join with-
out secking approval or creating accounts with the platform (in theory).
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B Trustlessness is a core tenet of Web3, where platforms operate on economic incentives,
minimizing reliance on trusted third parties.

B Automation is also a basic characteristic of Web3 and it is achieved through smart contracts
which are automated programs on blockchains that operate seamlessly without human
intervention.

B The immutability of Web3 platforms mirrors the immutability of blockchains, ensuring
historical records remain unchanged.

B Decentralization, a key attribute of Web3, implies that platforms are not controlled by any
centralized authority, making censorship challenging.

We will discuss this later but before that let us now discuss ways to achieve the functionalities
provided by tokens on Web3 platforms without the use of tokens.

9.3.1.1 Platform Currency

As previously mentioned, Web3 platforms often utilize tokens for transactions within the plat-
form. However, these tokens can be replaced with the native coin of the underlying blockchain,
such as ETH for platforms on Ethereum, MATIC for platforms on Polygon, and SOL for plat-

forms on Solana.

This strategy helps mitigate the impact of speculative forces on the platform, as the native coins
have a larger capital base, making it more challenging to manipulate their prices. Additionally,
using native crypto-assets can reduce the risk of various token-related frauds.

This approach also enhances user accessibility, as individuals can transact using widely avail-
able native assets like ETH, MATIC, or SOL on the Web3 platform, eliminating the need to
acquire specific tokens, which may have limited availability based on exchange listings.

9.3.1.2 User Acquisition and Retention

As previously mentioned, tokens are commonly employed for user acquisition and incentivizing
user behavior on Web3 platforms.

While utilizing the blockchain native asset is an alternative for achieving similar objectives,
there are methods to attract and engage users without relying on such incentives.

Firstly, creating platforms that genuinely fulfill users’ needs and desires. For instance, while
play-to-earn gaming is gaining popularity, traditional pay-to-play games still have a presence.
Although more challenging, designing products that resonate with users can be highly effective.

Moreover, user engagement can be maintained through access-based incentives, such as
unlocking additional levels as users interact more with the platform (particularly relevant for
gaming applications) or reducing transaction fees as users increasingly engage with the platform.

Implementing a reputation system based on factors like past contributions and behavior is
another approach to engaging users without the use of tokens.

9.3.1.3 Governance

Is it mandatory to employ tokens for voting?
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Certainly not! Token-less governance is not just a concept but a reality.
Take the example of DAOStack’s Reputation-based governance.

In the DAOstack ecosystem, Reputation is a key concept representing a member’s standing
within the DAO. Unlike a token, Reputation lacks a financial value and is not a tradable asset.
Instead, it is earned through a member’s contributions, endorsements from peers, and the mem-
ber’s overall activity within the DAO. A member’s influence and voting power within the DAO
directly correlates with her Reputation. The greater a member’s Reputation, the more substantial
her vote becomes in the decision-making process.

Members have the ability to propose initiatives, and throughout the voting period, fellow
members express their preferences by casting votes proportionate to their Reputation. The ulti-
mate decision is determined by the aggregated Reputation-based vortes.

A notable feature of this system is that, unlike governance tokens, Reputation cannot be trans-
ferred. This characteristic serves as a safeguard against various issues such as vote buying and
bribery that can plague governance systems.

Furthermore, a Reputation-based model promotes continued engagement with Web3 plat-
forms, preventing users from acquiring tokens solely for voting and quickly selling them after
influencing a specific proposal. Leveraging Reputation-based voting mechanisms enables Web3
platforms to align users more effectively with the platform’s long-term objectives.

In addition to Reputation-based governance, there are various other token-less governance
systems.

One such system is quadratic voting, which is not exclusive to Web3 but is a broader voting
mechanism. The fundamental concept behind quadratic voting is to emphasize the degree of pref-
erence, not just the preference itself.

A typical quadratic voting system operates as follows: Each participant receives a fixed number
of voting credits or votes to distribute across various options in a given decision-making scenario.
Participants can allocate their votes in a non-linear manner. Specifically, quadratic voting enables
voters to allocate votes quadratically, meaning that the cost increases quadratically for each addi-
tional vote assigned to an option. For example, casting one vote may cost one credit, while casting
two votes might cost four credits, three votes might cost nine credits, and so forth.

Quadratic voting can be implemented without tokens, perhaps in conjunction with a
Reputation system. Users accrue Reputation points through increased engagement with the plat-
form and spend them by proposing and voting on relevant proposals. The associated cost of voting
in terms of Reputation points can act as a deterrent against governance manipulations.

There are also other tokenless governance processes like Sortition, where the system randomly
selects individuals from a community to participate in decision-making. This approach does not
necessitate token ownership and ensures broad participation and diversity of perspectives.

Participatory budgeting offers an alternative for token-less governance, particularly in the con-
text of budget allocation. Communities or organizations can collectively decide on resource allo-
cation without the reliance on tokens.

The key takeaway is that platform developers have the flexibility to design diverse strategies for
tokenless governance.
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9.3.1.4 Equity for Platform Builders and Fundraising

Now, consider two interconnected functions that tokens typically serve on Web3 platforms — fun-
draising and functioning as equity for platform builders. How can we fulfill these two require-
ments without the use of tokens?

Let us start with equity for platform builders. One alternative to issuing tokens to platform
builders is issuing performance-based payments in the form of annuities. Web3 platforms primar-
ily generate revenue from transaction fees and sales of virtual assets. A system can be designed
to track the contributions of the platform developers and investors to the development of the
platform. This process will not define how much the platform builders will receive but rather the
percentage share in future net profits. Say, it is defined that “x”% of future profits for “y” years
will be used to pay back the platform developers and investors. Platform builders and investors
can decide their slice in the future profit pool through governance voting. As previously suggested,
Web3 platforms can utilize the native asset of the blockchain they are built on, the transaction fee
is collected in that same blockchain native asset and the vesting of the profit share also happens in
that blockchain native asset.

Now, coming to fundraising. Instead of tokens, platforms can issue bond-like instruments,
making coupon payments to fund providers from the collected transaction fees. This approach
ensures a prolonged commitment from both platform developers and fund providers.

Implementing token-less fundraising helps safeguard the platform from pump-and-dump
scams and provides a level of protection for fund providers against rug-pulls. However, it’s impor-
tant to note that regulatory challenges may still arise, depending on jurisdiction.

Another issue with the proposed system is that while sharing profits may be easier, transfer of
control may be more difficult without tokens.

To address this, segregating claims to future profits from claims to voting rights may offer
some protection against regulatory scrutiny depending on jurisdiction.

Now, through the previously outlined mechanisms, we seck to sidestep regulatory scrutiny.

Alternatively, a more proactive approach involves embracing regulations rather than avoiding
them. A Web3 platform can opt to issue security tokens — resembling stock options but in the form
of tokenized assets — to developers and fund providers, adhering to capital market regulations.
Several jurisdictions permit the issuance of security tokens and have defined streamlined processes
to do that. The acceptance of security tokens within regulatory frameworks is not a recent devel-
opment in the US. Notably, in 2020, North Capital obtained regulatory approval to launch an
alternative trading system for security tokens.

However, this means that the platforms need to follow the capital market regulations and will
lose any regulatory arbitrage.

9.3.1.5 Tracking Share in Liquidity Pools

Is it possible to generate liquidity without relying on LP tokens? Before delving into that topic, it's
crucial to acknowledge that LP tokens, or liquidity provider tokens, backed by liquidity positions,
may not share all the challenges associated with other utility tokens.
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LP tokens represent proportional ownership in a liquidity pool, exhibiting greater stability
relative to the price movements of underlying assets. Linked directly to providing liquidity in
specific trading pairs, LP tokens help facilitate trades and mitigate the typical pump-and-dump
schemes witnessed with individual tokens. Their value aligns more evenly with fluctuations in the
underlying assets, contributing to a more balanced representation.

Unlike utility tokens, LP tokens involved in liquidity provision generally present fewer regula-
tory challenges. They operate within the decentralized exchange and liquidity pool framework,
focusing on providing a service (liquidity) rather than functioning as speculative assets or invest-
ment vehicles.

LP tokens may offer exposure to a portfolio of assets in a liquidity pool. This diversified expo-
sure can provide a form of risk management and hedging against specific asset price volatility,
offering a balanced approach to market movements.

However, LP tokens come with their own set of risks, such as impermanent loss. Liquidity
providers may experience impermanent loss due to shifting prices of assets in the pool, in contrast
to simply holding the assets. This risk is inherent in providing liquidity in automated market mak-
ers (AMMs) on DeFi platforms.

Now, am I suggesting that liquidity mining is not possible without tokens?
No, I am not.

Liquidity mining can be made possible without using tokens through a reward-based system,
rather than a token-based system.

Similar to the reputation system discussed earlier, the platform can establish an internal credit
or point system. Credits are earned by providing liquidity and can be redeemed for shares in future
profits, Reputation points, reduced fees, access to premium features, and more.

9.3.2 Can Web3 Platforms Retain their Qualities without Tokens?
9.3.2.1 Open and Permissionless Systems

Is it possible to establish open and permissionless Web3 systems without tokens? Yes, it can be
accomplished through the implementation of identity-based access. By integrating decentralized
identity systems or utilizing social verification for access, tokenless systems can achieve openness
and permissionlessness.

9.3.2.2 Trustless Systems

Before addressing this, it’s essential to note that trustlessness and censorship resistance may not
always be desirable qualities. As mentioned earlier, censorship resistance in a Web3 platform may
attract illegal activities and regulatory attention. However, incorporating decentralized identity
can help preserve trustless qualities for the Web3 platform even in the absence of tokens.

9.3.2.3 Automated Systems

Web3 platforms attain automation through the utilization of smart contracts, where the existence
of tokens becomes irrelevant.
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9.3.2.4 Immutability

Immutability is an inherent quality of blockchains, and the presence or absence of tokens does not
impact this characteristic.

9.3.2.5 Decentralized Systems

Decentralization can be categorized into two types:

B Technical decentralization, achieved through the existence of multiple nodes, ensures the
availability of the Web3 platform even if one or more nodes go offline. This is an inherent
quality of blockchains and is not contingent on the use of tokens.

B Governance decentralization, typically facilitated by governance tokens, can be replicated
using the token-less governance mechanisms discussed earlier in this book.

The above discussion doesn’t suggest an immediate halt to token use on Web3 platforms. Instead,
it encourages considering the concept of a token-less Web3. It underscores the importance of criti-
cally evaluating the core of Web3, asking whether its primary purpose is issuing tokens for quick
financial gains or employing smart contracts to integrate qualities like immutability and decen-
tralization into existing technological frameworks.

Token-less Web3 represents a crucial step towards establishing hybrid architectures.

These architectures would facilitate the integration of immutability, decentralization, and
other Web3 attributes into traditional technological systems without necessitating engagement
with the economic, regulatory, and technical challenges associated with crypto assets.
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Chapter 10
Web3 Architectures

Sam Ghosh

In this chapter, we will cover a high-level overview of the architectures of Web3 systems.

While it is often thought that Web3 systems are completely based on blockchain (or other
DLTy), it is rarely so.

As discussed in the “Decentralized Storage” chapter, blockchains come with inherent limita-
tions. Insufficient storage capacity, high latency, and higher costs are among the challenges that
can impede the scalability and practicality of deploying a comprehensive system solely on-chain
(i.e. on a blockchain). While the blockchain excels in enabling trustlessness and immutability,
these limitations necessitate a more thoughtful and hybrid approach.

Pure on-chain Web3 systems can be viable but only for limited use cases. For example, a
decentralized voting system that requires absolute transparency, immutability, and censorship
resistance might opt for a pure on-chain implementation. In this scenario, the data volume is
relatively low, and the immutability of blockchain is crucial.

Before we discuss elements of Web3 architecture, let us look at how Web3 systems are different
from Web2 systems at a high level.

10.1 From Platform Thinking to Network Thinking

Web 2.0, characterized as the participatory web, facilitates user interaction through social and
other kinds of digital networks, giving rise to user-generated content and the emergence of digital
platforms.

Digital platforms are online ecosystems that utilize digital technologies to connect users, busi-
nesses, and developers. They provide frameworks for exchanging information, services, and prod-
ucts, streamlining interactions, and serving as foundations for various online activities.

In the last two decades, large digital platforms have emerged in various industries such as retail
(e-commerce), education (ed-tech), food services (food delivery), and transportation (ride-hailing
platforms).
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Digital platforms are the epitome of centralization. With the help of network effects and vari-
ous economic incentives, these platforms acquire a huge number of users fairly rapidly and then
standardize processes and economics for the whole industry. Over time, these platforms started
to integrate seemingly different industries. Say, ride-hailing platforms started to deliver food, and
fintech platforms started hosting e-commerce services.

But, centralization did not only occur at a business level but also led to technological central-
ization. These platforms evolved into complex systems leveraging a barrage of different technolo-
gies, built around large databases.

Web3 systems differ not only in user experience but also in their fundamental architec-
ture. Unlike Web 2.0 platforms with distinct technology layers, Web3 adopts a network-centric
approach. It consists of diverse components, blending decentralized and centralized elements to
form a dynamic and interconnected ecosystem.

Web3 system architecture extends beyond blockchain and distributed ledger technologies
(DLTs). While blockchain (or other DLT) stays at the center, Web3 architecture includes various
other components including decentralized storage, decentralized identity, and various peer-to-peer
protocols. This networked approach enhances resilience, transparency, and collaboration among
diverse technical components. Contrasting to the rigid layering of Web 2.0 architectures, Web3’s
emphasis on a networked model enables interoperability and adaprability.

In simple words, building Web3 systems requires embracing network thinking, a departure
from the platform-centric approach of Web2.

10.1.1 What Is Network Thinking?

“Network thinking” is a conceptual approach that emphasizes the comprehension and analysis
of systems, structures, or phenomena as interconnected networks rather than isolated entities.
It represents a philosophy that acknowledges the significance of relationships, interactions, and
dependencies among various components within a system.

Network thinking is not limited to technology, and its applicability extends to various fields,
including social sciences and business.

Now, let’s explore some key characteristics of network thinking.

10.1.2 Key Aspects of Network Thinking
10.1.2.1 Interconnected Systems

Network thinking views systems as interconnected networks rather than isolated entities, rec-
ognizing that the actions of one element can influence and be influenced by others within the
network. For example, in a social network, individuals represent nodes, and their relationships or
interactions form edges. Comprehending this network structure is crucial for deciphering infor-
mation flow, influence, and community formation dynamics.

Applying this concept to Web3 networks reveals a complex structure. Blockchain ecosystems,
central to Web3, are seen as networks where each node signifies a participant in decentralized
transactions. However, Web3 systems are more than just technically uniform blockchain nodes.
Other crucial components like oracles and decentralized identity systems are also vital to Web3
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networks. In the Web3 interconnected framework, the collaboration of various systems enhances
the network’s overall robustness and adaptability, aligning with the principles of network thinking.

10.1.2.2 Emergent Properties

Network thinking acknowledges that the collective behavior of a network can result in emergent
properties not apparent when examining individual components. Emergent properties are char-
acteristics or behaviors that manifest in the system as a whole, arising from interactions between
components. They are not predetermined by individual elements but emerge from the collective
interactions within the system.

For example, in a social media network, trends or patterns emerge from cumulative user inter-
actions, offering valuable insights. In Web3, network thinking applies to blockchain networks,
leading to emergent properties like decentralized governance using decentralized autonomous
organizations (DAOs) and community-driven decision-making, etc.

10.1.2.3 Resilience and Redundancy

Network thinking emphasizes the importance of building resilient systems by incorporating
redundancy and interconnectedness. This strategy enables systems to adapt to disruptions or fail-
ures in individual components.

Consider the design of internet infrastructure, which incorporates redundancy to enable data
to pass through multiple paths. In the event of a route failure, the network can dynamically adapt,
ensuring continuous functionality.

In Web3 networks, resilience is achieved through redundancy, mitigating the risk of a single
point of failure. This is exemplified by the presence of multiple nodes dedicated to validating
transactions, ensuring redundancy in the overall network structure.

10.1.2.4 Holistic Understanding

Network thinking calls for a holistic understanding of systems by considering the relationships
and dependencies among components.

For example, in a supply chain network, recognizing dependencies between suppliers, manu-
facturers, and distributors is essential for optimizing logistics and improving efficiency.

In the context of Web3 systems, understanding the complex dynamics of the entire Web3
ecosystem involves analyzing the dynamic interactions among various elements like blockchains,
identity systems, decentralized storage, and data oracles, etc.

10.1.2.5 Feedback Loops

Network thinking recognizes the presence of feedback loops, where system outcomes influence
future behavior, potentially leading to self-reinforcing or self-regulating dynamics.

Consider the example of an economic network, where consumer purchasing decisions can
shape production levels, subsequently impacting employment and income. The interplay of con-
sumer purchasing decisions and production levels creates feedback loops that resonate throughout
the entire economy.
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In Web3 networks, feedback loops occur as user interactions and changes in the network’s
state influence subsequent actions, contributing to self-regulation or evolving network dynamics.
For instance, in a decentralized identity system, users providing attestations for others create a
feedback loop, enhancing individuals’ reputation and trustworthiness within the network.

10.1.2.6 Decentralized Decision-making

Network thinking supports decentralized decision-making by distributing decision authority
across interconnected entities, promoting adaptability and responsiveness.

Web3 networks embrace decentralized decision-making through consensus mechanisms,
enabling nodes to collectively determine the state of the blockchain without the need for central-
ized control.

10.1.2.7 Networked Innovation

Network thinking fosters innovation by encouraging collaborative problem-solving and knowl-
edge-sharing within interconnected networks.

For example, in an open-source software development, which operates on a networked
approach, contributors from around the globe collaborate to improve and innovate software
projects.

In Web3 networks, the principles of network thinking drive innovation through collaborative
development and contributions from a global community. Open-source blockchain projects like
Ethereum illustrate networked innovation, with developers worldwide actively contributing to
improve and expand the platform.

10.1.2.8 Dynamic Adaptation

Networks inherently have a dynamic and ever-evolving nature, and embracing network thinking
involves adapting to system changes by understanding the dynamic interplay of relationships and
interactions.

Decentralized finance protocols, for example, showcase adaptability by dynamically respond-
ing to changes in market conditions, adjusting interest rates and liquidity pools based on real-time
data, and demonstrating a responsive and dynamic approach.

Okay, from the above discussion, it is evident that the quality of a Web3 system is not solely
determined by the blockchain or decentralized ledger used. Instead, it results from the collective
integration of various components, including storage, identity systems, oracles, and more. The
effectiveness and resilience of a Web3 system are shaped by the collaborative and interconnected
nature of these diverse elements.

10.2 Elements of Web3 Architecture

So, what are the basic elements of Web3 architecture?
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10.2.1 Distributed Ledger (DLT)

Blockchain and other DLTs form the core of Web3 architecture by maintaining a decentralized
and tamper-resistant record of transactions and data. This ensures transparency and trust among
network participants.

10.2.2 On-chain Smart Contracts

On-chain smart contracts serve as the backbone of Web3 systems, providing the decentralized
execution of programmable logic. These contracts enforce rules, enable trustless transactions, and
ensure the integrity of the system.

In a decentralized finance (DeFi) application, for example, on-chain smart contracts facilitate
trustless lending and borrowing. These contracts automate financial processes without the need for
intermediaries, showcasing the power of on-chain execution.

We already discussed smart contracts in the chapter “Primer on Web3 and Distributed
Systems.”

By the way, “on-chain” is something that is on a blockchain, and “off-chain” means something
that is not part of a blockchain.

10.2.3 Off-chain Decentralized Storage

Off-chain decentralized storage solutions, such as the InterPlanetary File System (IPES), are inte-
gral to handling the limitations of on-chain storage. Storing large volumes of data or content on
the blockchain itself can be impractical, making decentralized storage solutions an essential off-
chain component.

Imagine a decentralized content-sharing platform. Storing large media files directly on the
blockchain would be impractical (or impossible) due to blockchain storage limitations and cost.
Instead, Web3 systems often leverage off-chain decentralized storage solutions like IPFS. This
ensures efficient storage and retrieval of content without compromising decentralization.

We already have a whole chapter on decentralized storage.

10.2.4 Off-chain Centralized Storage

Including off-chain centralized storage recognizes the practical necessity for efficiency and cost-
effectiveness in Web3 architectures. While decentralized storage is vital for data immutability and
decentralization, off-chain centralized storage complements the architecture by offering scalable
and accessible storage solutions.

For example, while designing a decentralized social media platform, off-chain centralized stor-
age can play a vital role. User-generated content, such as profile pictures or smaller media files,
can be stored in centralized servers, providing a balance between accessibility, scalability, and
cost-effectiveness.

10.2.5 Third-party Elements

Third-party elements like oracles, scaling systems, privacy protocols, cross-chain bridges, and
identity systems enhance the versatility and functionality of Web3 systems.
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Now, the architecture of Web3 systems has transformed over time. Let us take the example of
an architecture of Web3 gaming applications.

Earlier game applications such as Huntercoin and Crypto Kitties tried to store most of the
game logic on a public blockchain. This makes the game truly decentralized. However, the block-
chain throughput limitations and high cost of transactions limit the use of this approach to only
simple games such as card games.

Advanced games require a more hybrid approach in which only transaction data is stored on a
blockchain, game assets are stored on other kinds of decentralized databases such as IPES, and the
game logic is stored centrally by the game developers.

10.3 Third-party Elements in Web3 Systems

Third-party elements play a significant role in Web3 architecture and require some detailed
discussion.

10.3.1 Scaling Solutions

Let us start with scaling solutions.

10.3.1.1 Why Talk about Scalability?

The scaling problem is arguably the most significant technical challenge limiting the widespread
adoption of Web3.

Imagine a payment app built on the Ethereum blockchain achieving mass adoption, promis-
ing users to make in-store payments seamlessly. What user experience can we expect while using
this app?

The Ethereum mainnet currently offers a throughput of about 15 transactions per second
(TPS). Even on a peak day like December 9, 2022, with 1,932,711 daily transactions, the aver-
age TPS was approximately 22. Transactions per second (TPS) is a critical metric that measures
a blockchain network's ability to process transactions within a second, indicating its scalability
and efficiency.

Now, there are around 150,000 transactions consistently pending on the Ethereum network.
So, Ethereum has a throughput problem.

While blocks are generated every 15 seconds, transaction confirmations can take minutes,
depending on the blockchain’s demand. In high-demand situations, users may encounter delays
in transaction confirmations.

Now, imagine using the payment app for grocery purchases in a crowded superstore with a
long queue behind you. Waiting for minutes for payment confirmation could significantly impact
the user experience.

Transaction confirmation time is not the only concern. The network fee (Gas fee in Ethereum)
also rises with increased demand for transaction processing. Crucially, the network fee is not
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Figure 10.1 Ethereum daily transaction volume (in thousands).

Figure 10.2 Ethereum pending transactions (in thousands).

determined by transaction value but rather by transaction complexity and demand on the ethe-
reum network. Now, say you are paying US $50 for groceries. Based on demand on Ethereum
blockchain the Gas fee can be anything US $0.5 or US $5 or more — there is no certainty.

To achieve predictability comparable to traditional applications, it is imperative for Web3
applications to tackle the scalability problem and implement solutions for blockchain scalability.
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10.3.1.2 What Causes Scalability Challenges?

Addressing blockchain scalability is inherently challenging, given that these issues originate from
the fundamental design of the blockchain protocol.

Two critical parameters in blockchain design determine the capacity of a blockchain network:

I. Block Time: This refers to the time required for a new block to be added to the blockchain.

I1. Block Size: This is the maximum amount of data or transactions that a block can accom-
modate. It’s important to note that Ethereum’s block size is determined not by traditional
kilobyte size but by the total gas value consumed by transactions within the block. Each
transaction specifies a gas limit, and the cumulative gas value influences the block’s size.

Anyways, block time and block size are fixed for a given blockchain, and any modification would
require altering the blockchain protocol itself. Therefore, the maximum data or transactions that
a blockchain can process is predetermined.

Modifying these parameters through protocol adjustments poses several challenges. For
instance, reducing block time for quicker block creation requires careful consideration of the
blockchain’s distributed nature. With thousands of nodes distributed globally, faster block pro-
cessing would demand more computing power for nodes. Similarly, increasing the block size
requires nodes to process more data.

This challenge serves as the foundation of the blockchain scaling trilemma.

10.3.1.3 Blockchain Scaling Trilemma

Scaling a centralized system, like one hosted on AWS EC2, involves opting for a computing
system with enhanced processing power and memory to handle increased traffic. However, scal-
ing decentralized networks, especially blockchain networks, presents a distinct and challenging
scenario, as articulated by Vitalik Buterin in his article "The Limits to Blockchain Scalability”.

The scaling trilemma suggests that blockchain networks aim to achieve the three properties
mentioned below, but only two can be achieved simultaneously with traditional methods.

10.3.1.3.1 Scalability

Scalability involves achieving faster finality and processing a higher number of transactions per
second (TPS), essential for enhancing efficiency and promoting widespread blockchain network
adoption. Finality in blockchain transactions refers to the point at which a transaction is consid-
ered irreversible and permanently recorded on the blockchain, ensuring it cannot be altered or
undone.

10.3.1.3.2 Decentralization

Decentralization involves avoiding centralization, ensuring that a blockchain doesn’t rely on a
small group of large nodes. To maintain decentralization, becoming a node should be feasible
with readily available and inexpensive equipment, such as a consumer laptop or even a cell phone.
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Figure 10.3 Blockchain scaling trilemma.

10.3.1.3.3 Security

Security in blockchain relates to preventing the hijacking of the consensus process, which, if com-
promised, could lead to unauthorized transaction additions.

For a secure blockchain consensus process, approval from the majority of full nodes is essential.
This increases the difficulty of hacking, as it requires an attack on a substantial number of nodes.

As per the scaling trilemma, typical blockchain networks can achieve two out of three proper-
ties, leading to the classification of blockchain networks into three classes.

a. Decentralized and secure: Examples include traditional blockchains like Bitcoin and
Ethereum, characterized by a large number of nodes. These networks require every node to
verify every transaction, limiting scalability due to the significant amount of work involved.

b. Scalable and secure: Consists of blockchains using delegated proof of stake consensus
mechanisms such as EOS, Lisk, and Tron. These chains rely on a small number of nodes
(often 10—100) to maintain consensus, providing scalability and security. However, they are
not decentralized as only a small number of nodes are involved, requiring users to trust a
majority of these nodes.

c. Decentralized and scalable: Typically represented by multi-chain ecosystems where dif-
ferent applications operate on separate chains, and cross-chain communication protocols
facilitate communication between them. While decentralized and scalable, smaller chains
within these ecosystems may individually be vulnerable to attacks. An attacker only needs
to control a consensus node majority in one of the many chains to cause damage across the
entire network.

Okay, we understand the scaling problem — a lictle bit.

How do we solve this problem?
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10.3.1.4 What is the Primary Goal of Blockchain Scaling?

The key objectives of blockchain scaling include achieving faster finality, indicating quicker trans-
action settlement, and increasing the number of transactions.

Finality refers to the assurance that blockchain transactions are immutable and impossible to
alter, reverse, or cancel after completion. It is a measure of the time one must wait for a reasonable
guarantee that executed crypto transactions on the blockchain will remain unchanged.

Now, coming to TPS. TPS implies the capability to process more transactions within a given
timeframe.

While it may seem intuitive to enhance scalability by utilizing nodes with high computing
power, this approach comes with drawbacks. It can increase the costs associated with hosting a
node leading to centralization because now only a few resourceful entities, such as corporations,
can afford to host nodes. This scenario may also foster collusion among the limited set of node
hosts.

10.3.1.5 Ways to Scale a Blockchain

To illustrate various forms of blockchain scaling, consider an analogy of an automobile assembly
line. Suppose the assembly line currently produces five cars per hour. Now, the company aims to
boost production to 50 cars per hour.

What strategies can be employed?
At a broad level:

I. Increasing the capacity of the assembly line: This involves expanding the capacity of the
main assembly process.
I1. Performing some assembly work off the main line: This involves creating sub-assembly
lines to handle a portion of the overall assembly process and then transferring partially
assembled cars to the main line.

In the context of blockchain scaling:

L. The first option, increasing the capacity of the assembly line, is analogous to on-chain or
layer-1 scaling.

I1. The second option, carrying out some assembly work outside the main assembly line, is
analogous to off-chain scaling.

10.3.1.5.1 On-chain Scaling

Continuing with the assembly line analogy, let’s explore how we can increase the capacity of the
assembly line —

I. Utilize more powerful machines: In the blockchain scaling context, this equates to
requiring nodes to possess greater computing power. However, as previously discussed, this
approach may have drawbacks, potentially impacting decentralization due to the limited
number of entities able to afford powerful nodes.
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Figure 10.4 Classification of scaling solutions.

I1. Establish parallel assembly lines: Creating additional assembly lines that operate in paral-
lel can enhance production speed by allowing cars to be assembled concurrently.
Now, sharding is an on-chain scaling solution that operates on the principle of establish-
ing parallel processing chains. Sharding fundamentally creates parallel chains that process
transactions independently, boosting the overall capacity of the blockchain.

10.3.1.5.1.1 Sharding: Sharding is adapted from database management. In database manage-
ment, sharding involves distributing a dataset across multiple machines for enhanced storage.

In blockchain, sharding is an on-chain scaling solution. It clusters active nodes into smaller
groups called shards, sharing the transaction load. Each shard independently processes and
stores specific transactions, allowing for increased transaction volume while maintaining security
through verification by a sufficient number of nodes.

In its basic form, each shard maintains its transaction history, confining the impact of trans-
actions on the state of that particular shard. In theory, sharding aims to reconcile the scaling
trilemma, simultaneously achieving scalability, decentralization, and security.

The Ethereum team has previously planned to implement sharding in the
Ethereum blockchain as part of their roadmap. However recently Ethereum
has abandoned that plan and is currently adopting a new structure.

EIP-4844 (Proto-Danksharding) — Shard blob transactions is a step towards this new

vision.
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Figure 10.5 A very simplistic representation of blockchain sharding.

10.3.1.5.2 Off-chain Scaling

We've covered on-chain scaling solutions, which focus on increasing blockchain capacity through
parallel transaction processing. Now, let’s revisit the analogy of the automobile assembly line,
where the second option involves carrying out some assembly work outside the main assembly line.

This approach is termed off-chain scaling. In off-chain scaling solutions, a portion of the pro-
cessing occurs outside the primary blockchain. These solutions are typically developed by third
parties. Off-chain scaling solutions can be further categorized based on whether they obtain secu-
rity directly from the primary blockchain consensus or not.

Certain off-chain scaling solutions, like Sidechains and Plasma, employ their own consensus
processes. On the other hand, solutions like Rollups and State Channels derive their security from
the primary blockchain and do not operate with their own consensus mechanisms. These solutions
are often termed as Layer 2 scaling solutions.

10.3.1.5.2.1 Sidechains: Sidechains are independent blockchains operating alongside the
main chain, having autonomous consensus processes and block parameters. Two-way bridges
enable seamless data transfer between the main chain and sidechains. Nodes on sidechains use
dedicated client software, distinct from the main chain, and maintain their own consensus
mechanisms.

Sidechains enhance blockchain scalability by offloading transactions from the main chain,
allowing for parallel processing and faster confirmation times. With customized consensus mech-
anisms and specialized smart contracts, sidechains optimize efficiency, reduce congestion, and
lower transaction costs on the main blockchain, contributing to an overall scalable blockchain
ecosystem.
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Figure 10.6 Visual illustration of sidechains.

Sidechains are crucially independent, not sending state changes and transaction data back to
the mainnet. They have distinct block parameters, such as block time and size. For instance, the
Polygon PoS, an Ethereum sidechain, uses Proof-of-Stake (PoS), different from Ethereum 1.0's
Proof-of-Work (PoW). Ethereum 2.0 uses PoS.

Sidechains carry security risks due to autonomous consensus management and a limited num-
ber of nodes. Incidents like the Ethereum Ronin Sidechain security breach illustrate vulnerabili-
ties, where compromising a small number of nodes can have a significant impact on the whole
system.

Prominent examples of sidechains include Bitcoin’s Liquid Network and Ethereum’s Polygon
PoS.

10.3.1.5.2.2 Plasma: Plasma is a framework designed to enhance scalability and security for
smart contract platforms, primarily targeting Ethereum.

In the Plasma framework, individual sidechains, referred to as “Plasma chains,” are linked
to the main blockchain. These sidechains, also known as “child chains,” independently process
transactions and periodically update their state on the main blockchain.

Operating autonomously, Plasma chains enable assets to move between “child chains” and
the main blockchain through a two-way peg. To ensure security, the architecture incorporates
advanced measures like fraud proofs and exit mechanisms, maintaining the integrity of child
chains while alleviating the main chain’s load.

Plasma’s architecture significantly improves scalability, reduces main chain congestion, and
lowers transaction costs. It finds applications in decentralized exchanges, microtransactions, and
scenarios requiring increased throughput.

E.g. OmiseGO (OMG Network).
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Figure 10.7 Visual illustration of Plasma chains.

10.3.1.5.2.3 Rollups: Rollups are scaling solutions that bundle multiple transactions into
batches, sending only consolidated data to the main chain.

In Ethereum, Rollups are implemented as smart contracts on the main chain. These contracts
store a state root, representing the Merkle root of the rollup’s state, including account balances and
contract code. Batches of transactions are presented in a compressed format, along with previous

Figure 10.8 Visual illustration of Rollups.
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Figure 10.9 Classification of Rollups.

and new state roots. The smart contract validates the batch by comparing the state roots, and
updating the state root if a change is detected.

Rollups are categorized based on their proof mechanisms, primarily falling into two types:
Optimistic Rollups and Zero-Knowledge (ZK) Rollups.

10.3.1.5.2.3.1 Optimistic Rollups: Optimistic Rollups work on the presumption that all
transactions within a batch are valid unless evidence of fraud proves otherwise. The verification
process optimistically assumes transaction validity, and if fraud is detected, the proof is presented
to contest the assumed validity.

10.3.1.5.2.3.2 Zero-Knowledge (ZK) Rollups: ~ZK Rollups differ from Optimistic Rollups
by not assuming transaction validity. They use validity proofs based on zero-knowledge proofs,
ensuring correctness without revealing details, and enhancing privacy and security in transaction
verification.

The key distinction is in their approach to transaction validity assumptions, with Optimistic
Rollups assuming validity unless proven otherwise and ZK Rollups relying on proofs to guarantee
correctness.

10.3.1.5.2.4 Channels: Channels enable off-chain execution of multiple transactions, with
only the final states recorded on the main blockchain. This off-chain approach reduces on-chain
publishing needs and mitigates associated transaction risks.

Channels implement “state locking,” where funds are committed as collateral to ensure chan-
nel security and integrity.
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Figure 10.10 Visual illustration of a payment channel (Bitcoin’s Lightning Network).

L.

II.

Payment channels, like Bitcoin’s Lightning Network, facilitate off-chain transactions for
faster and cheaper payments. They enable direct transactions between participants without
involving the main blockchain for each payment, focusing on secure and efficient value
transfer.

Payment channels are used for micropayments, streaming payments, and scenarios with

frequent transactions between participants.
State channels offer versatility beyond payments, accommodating various off-chain interac-
tions. Suitable for applications like gaming, decentralized apps (DApps), and scenarios with
frequent participant interactions, they involve participants initially “state locking” collateral
in a multisig “channel contract.” A multisig contract is a smart contract that allows multiple
signers to review and agree on an action on the blockchain.

The state that is “locked up” is called a state deposit. For instance, this might be an
amount of ether or an ERC-20 token, but it could also be a CryptoKitty NFT or an ENS
domain name. After the state deposit is locked, channel participants use off-chain messaging
to exchange and sign valid transactions without deploying them to the main chain.

The final agreed-upon state is then submitted to the main blockchain’s smart contract for
settlement, ensuring financial commitment, security, and dispute resolution on-chain, while
most interactions occur off-chain for efficiency and scalability.

Let us end the discussion on scaling solutions here.

10.3.2 Blockchain Oracles
10.3.2.1 Why Do We Need Blockchain Oracles?

We understand the limitations of storing large amounts of data on-chain due to high costs and low
throughput. Smart contracts, integral to decentralized applications (DApps), often require access
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Figure 10.11 Visual illustration of working of state channels.
to various data types. Moreover, static data alone is not sufficient. For applications like weather or
currency price updates, smart contracts need real-time information.

Developing applications dependent on real-time data, such as weather or live scores, requires
smart contracts to have internet connectivity for accessing the latest information.

However, smart contracts lack direct connectivity to the conventional internet. This is where
blockchain oracles play a crucial role.

10.3.2.2 What is a Blockchain Oracle?

Blockchain oracles act as intermediaries connecting smart contracts with external data, events, or
computations.

Now, let's explore the utility of blockchain oracles through a few examples.

10.3.2.3 Blockchain Oracle Sample Use Cases
10.3.2.3.1 In Decentralized Finance (DeFi)

In the context of DeFi, applications often depend on real-time updates of price feeds, interest rates,
and various financial data. The important role of blockchain oracles is to provide accurate and cur-
rent information to these applications.

Consider the case of Stablecoins. Stablecoins require real-time price feeds to maintain stability
and a close peg to a reference currency, like the US dollar. Blockchain oracles play a critical role
in supplying precise and up-to-the-minute price information for the assets underlying stablecoins.
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Furthermore, many stablecoins are backed by collateralized reserved assets. Blockchain oracles
can retrieve real-time market values of these collateral assets, empowering the stablecoin protocol
to dynamically adjust collateralization ratios. This dynamic adjustment ensures that the stablecoin
maintains adequate collateralization, even in the middle of market fluctuations.

10.3.2.3.2 In Supply Chain Management

Oracles can enhance supply chain transparency by validating real-world events for blockchain
smart contracts. For example, to monitor organic food authenticity, smart contracts, integrated
with oracles, can fetch real-time data from trusted sources like certification authorities and weather
stations. Oracles then can verify farm certification, sustainable practices, and environmental con-
ditions during harvesting, ensuring data integrity.

The resulting immutable blockchain record provides consumers with real-time information
on product origin, authenticity, and adherence to organic standards, fostering trust in the supply
chain.

10.3.2.3.3 In Insurance and Risk Management

Oracles serve a crucial role in providing smart contracts with real-world information, such as
weather conditions or flight delays, pivotal for triggering insurance payouts or managing risks.

In a decentralized insurance application, for example, oracles may fetch real-time weather data
to assess adverse conditions affecting a policyholder’s property. If predefined claim conditions, like
severe storms or flooding, are met, the smart contract automatically triggers an insurance pay-
out. This oracle-driven approach enhances claims efficiency, minimizes manual verification, and
enables proactive risk management by automating responses to real-world events.

Now that we understand blockchain oracles a little bit, let’s explore different types of oracles.

10.3.2.4 Classification of Blockchain Oracles

Blockchain oracles can be classified based on various attributes:

Purpose: Does it supply data or conduct computations?

Source: Is the data sourced from software, hardware, or humans?
Direction of information flow: Is it inbound or outbound?
Trust: s it centralized or decentralized?

It’s important to note that a single oracle can belong to multiple categories simultaneously.

10.3.2.4.1 Classification Based on the Purpose of the Oracle

10.3.2.4.1.1 Data Oracles: Data oracles are crucial for smart contracts, providing real-world
information like prices, weather data, and sports scores. In decentralized finance (DeFi) applica-
tions, they play a vital role by providing accurate and current price feeds for various assets to smart
contracts.

Prominent examples of data oracles encompass Chainlink and Band Protocol.
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10.3.2.4.1.2 Computation Oracles: Computation oracles, also known as off-chain compu-
tation oracles, involve outsourcing complex computations to external systems and then incorpo-
rating the results back into the blockchain.

They are beneficial for handling resource-intensive computations that may be impractical or
expensive to execute directly on the blockchain, addressing concerns related to scalability and
costs. These tasks include complex data processing, AI/ML computations, or any computation
requiring significant computing power.

Examples of computation oracles include iExec and Golem.

10.3.2.4.2 Data-source Based Classification

10.3.2.4.2.1 Software Oracles: Software oracles obtain data from software systems, includ-
ing online databases, servers, websites, and various web-based sources.

E.g. Chainlink is an example of a software oracle.

10.3.2.4.2.2 Hardware Oracles: Hardware oracles source data from hardware systems such
as sensors, oI devices, scanners, RFID tags, etc.

Consider a weather station equipped with sensors measuring temperature and humidity, act-
ing as a hardware oracle. The station collects real-world data and feeds it into the blockchain,
ensuring accurate and current information about weather conditions.

10.3.2.4.2.3 Human Oracles: Occasionally, individuals possessing expertise in a specific
field can function as oracles. They research and authenticate information from various sources,
which is then utilized by smart contracts. Human oracles must validate their identity through
cryptography to mitigate the risk of fraudulent atctempts to impersonate them.

E.g. Augur.

10.3.2.4.3 Classification Based on the Direction of Information Flow

10.3.2.4.3.1 Inbound Oracles: Inbound oracles bring external data onto the blockchain
using methods like APIs or databases. For example, an inbound oracle could supply a smart con-
tract with temperature data collected by a sensor.

10.3.2.4.3.2 Outbound Oracles:  Outbound oracles enable smart contracts to trigger actions
in external systems, like interacting with web services or sending notifications. For instance, in a
smart lock scenario, an outbound oracle could unlock the smart lock when funds are deposited to
a specific address.

10.3.2.4.4 Trust-based Classification

10.3.2.4.4.1 Centralized Oracles: Centralized oracles rely on a single data source, which
introduces risks like dependency on one entity, vulnerability to malicious interference, and a single
point of failure, increasing susceptibility to actacks.

E.g. Provable (Oraclize).
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Figure 10.12 Classification of oracles — centralized and decentralized.

10.3.2.4.4.2 Decentralized Oracles: Decentralized oracles, also known as consensus-based
oracles, enhance system reliability by avoiding dependence on a single data source.

They employ a consensus mechanism involving multiple data providers to reduce the impact
of potentially malicious or inaccurate data.

Nodes in this decentralized structure collaborate to fetch and verify real-world data, ensuring
the integrity of information transmitted to the blockchain. Oracle nodes are distributed comput-
ing entities across the network, often running on external servers or devices.

E.g. Band Protocol is an example of a decentralized oracle.

Okay, let us end our discussion on oracles here.

10.3.3 Privacy Protocols
10.3.3.1 What Is a Privacy Protocol?

Privacy protocols are a set of rules, processes, and technologies designed to safeguard sensitive
information and ensure privacy in digital and communication channels. They focus on secure
handling, processing, and transmission of data, protecting it from unauthorized access or
disclosure.

Selective disclosure is a fundamental aspect of privacy protocols.

Selective disclosure empowers individuals to control and choose the information they share,
allowing for the disclosure of specific details without revealing the entire information. This con-
cept is vital in areas such as cryptography, data privacy, and identity management.
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Figure 10.13 Records of blockchain (Ethereum) transactions accessed from Etherscan.io.

Web3 employs various privacy protocols that go beyond enhancing privacy. Zero-knowledge
proofs, for instance, are integral to several blockchain scaling solutions.

Before delving into these protocols, it's crucial to understand the need for privacy in Web3.

10.3.3.2 Why Do we Need Privacy Protocols?

While blockchain transactions are often considered anonymous, they are not anonymous but
pseudonymous. Transactions in Web3 use public addresses instead of user identity. Despite this,
significant user information is still accessible, presenting a potential risk of de-anonymization.

Consider someone using a cryptocurrency wallet for multiple transactions, receiving funds
from various sources and sending them to different destinations. Analysis of transaction patterns,
including timing, frequency, and amounts, could reveal distinctive patterns associated with a
specific user.

When a user verifies their identity on a service like a cryptocurrency exchange, the blockchain
transactions can be linked to the user's identity through off-chain data.

External sources, such as social media or public forums, may also expose a user’s identity if the
users associate their blockchain address with these platforms. Additionally, blockchain analysis
tools (e.g., CipherIrace and Scorechain) use clustering algorithms to group addresses controlled
by the same entity, potentially compromising user anonymity.

ENS (Ethereum Name Service) can contribute to de-anonymization as it links human-read-
able names with Ethereum addresses.

If users associate real-world identities with these names, the pseudonymous nature of block-
chain addresses is compromised. Registering identifiable ENS domains (e.g., “JohnDoe.eth”) can
lead to the association of Ethereum addresses with specific individuals.


http://www.JohnDoe.eth
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Figure 10.14 Transaction records for a specific public address on Ethereum - accessed from
Etherscan.io.

Publicly accessible ENS domain registrations on the Ethereum blockchain enable anyone
to query the mapping between ENS domains and Ethereum addresses, potendially facilitating
de-anonymization.

Users voluntarily connecting ENS domains to off-chain identities through social media or
personal websites add context that aids de-anonymization, especially when publicly linked to iden-
tifiable information.

Figure 10.15 Ethereum domain name lookup - accessed from Etherscan.io.
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Now, imagine using a DeFi network. Are you comfortable with revealing all your financial
transactions to the entire world? Indeed, for Web3 to achieve mainstream acceptance, addressing
this concern is mandatory. We must establish mechanisms to safeguard our privacy while engag-

ing with Web3 applications.

While utilizing a private blockchain is an option for enhanced privacy, building a dedicated
blockchain for each app may not always be economically feasible.

There is an additional concern — centralization.

Private blockchains, controlled by a single entity or consortium, may lack the diversity of
nodes and face challenges related to decentralization. This limited decentralization can result in
availability issues, reduced robustness, and security challenges.

We will have a detailed discussion on private blockchain in Chapter 13.

Now, let’s briefly explore some privacy protocols.

10.3.3.3 Some Privacy Protocols
10.3.3.3.1 Zero-knowledge Proofs (ZKPs)

Zero-knowledge proofs enable a party (the prover) to convince another party (the verifier) of the
validity of a statement without disclosing any details about the statement itself.

The terms “prover” and “verifier” are frequently used in cryptographic contexts. The prover is
the entity or program responsible for generating the cryptographic proof, while the verifier is the
entity or program tasked with scrutinizing the proof’s contents.

The paper “The Knowledge Complexity of Interactive Proof Systems” introduced zero-knowl-
edge proofs as

“those proofs that convey no additional knowledge other than the correctness of the proposi-
tions in question.”

In addition to enhancing privacy in blockchain transactions, zero-knowledge proofs (ZKDPs) find
widespread application in blockchain scaling.

Now, the fundamental attributes of a zero-knowledge proof are:

B Completeness: If a statement is true, an honest verifier can be persuaded by an honest
prover that they possess knowledge about the correct input.

B Soundness: If a statement is false, no dishonest prover can unilaterally convince an honest
verifier that they possess knowledge about the correct input.

B Zero-knowledge: If a statement is true, the verifier gains no additional information from
the prover beyond the fact that the statement is true.

Therefore, it goes beyond merely proving knowledge about something — it involves demonstrating
possession of that knowledge without divulging any additional information.
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Figure 10.16 Visual representation of zero-knowledge proofs.

In a broader sense, zero-knowledge proofs, or ZKDPs, revolve around proving a claim without
revealing any confidential information.

Prominent examples of ZKPs include the Schnorr Protocol, zk-SNARKSs (Zero-Knowledge
Succinct Non-Interactive Argument of Knowledge), zk-STARKs (Zero-Knowledge Scalable
Transparent Arguments of Knowledge), and Bulletproofs, among others.

Zero-knowledge proofs (ZKPs) can be categorized based on interaction — interactive ZKDPs
and non-interactive ZKDPs.

Interactive ZKPs involve a series of messages exchanged between the prover and verifier,
offering greater versatility to handle dynamic scenarios requiring additional information, as seen
in the Schnorr Protocol. The Schnorr Protocol is a cryptographic protocol designed for secure and
efficient digital signature generation.

On the other hand, non-interactive ZKPs can be verified with a single message from the

prover, proving beneficial in applications where interaction needs to be limited or is impractical.
Examples include zk-SNARKSs and zk-STARKS.

Due to the non-interactive nature of these proof systems, specifically zk-SNARKSs, they boast
short prover times. This implies that these proof systems are swift in both proof generation and
verification, rendering them suitable for use cases with time constraints, such as those encountered
in blockchains.

Let us quickly discuss zk-SNARKS and zk-STARKSs due to their widespread use in current
web3 ecosystems.
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B zk-SNARKSs

zk-SNARKSs (Zero-knowledge Succinct Non-Interactive Argument of Knowledge) are non-inter-

active zero-knowledge proof systems with applications in privacy-focused cryptocurrencies like
Zcash.

They enable the validation of transactions without revealing specific details, such as sender,
receiver, or transaction amount. The succinct nature of zk-SNARK proofs allows for quick verifi-
cation, enhancing efficiency in blockchain systems.

However, in the case of zk-SNARKS, a trusted setup phase is required, where initial param-
eters are generated, and the system’s security depends on the integrity of this initial setup.
B zk-STARKSs
zk-STARKSs (Zero-knowledge Scalable Transparent Arguments of Knowledge) are a type of non-
interactive zero-knowledge proof designed for transparency and scalability in blockchain protocols.

Unlike zk-SNARKS, zk-STARKS have a transparent setup phase, eliminating the need for a
trusted setup. zk-STARKSs achieve scalability through efficient polynomial commitment schemes
and recursive composition, making them suitable for verifying complex computations in large-
scale systems.

Let us end our discussion on zero-knowledge proofs here.

10.3.3.3.2 Ring Signatures

A ring signature is a cryptographic protocol that offers a type of anonymous digital signature. It
permits a member of a group (referred to as the ring) to sign a message on behalf of the group
without disclosing which member’s key was utilized to generate the signature.

For instance, the privacy-focused cryptocurrency Monero employs ring signatures to obscure
the sender’s address by blending it with multiple other addresses. This process makes it difficult to
trace the origin of a transaction.

10.3.3.3.3 Enigma

Enigma is a privacy protocol employing homomorphic encryption to enable computations on
encrypted data. This ensures the confidentiality of sensitive information while still facilitating
computations to be executed.

As discussed in the “Decentralized Data Science” chapter, homomorphic encryption is a cryp-
tographic method that enables computations on encrypted data without the need for decryption.

10.3.3.3.4 Differential Privacy

In simple terms, differential privacy is a method involving the introduction of noise to data, safe-
guarding individual privacy while still enabling meaningful statistical analysis.

We also discussed differential privacy in detail in the “Decentralized Data Science” chapter.
p y p
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The privacy-focused blockchain platform Oasis Network utilizes differential privacy to shield
user data, ensuring that statistical analysis on a dataset does not disclose information about any
specific individual data point.

10.3.3.3.5 Secure Multi-party Computation (SMPC)

Secure Multi-Party Computation (SMPC) is a cryptographic technique facilitating multiple par-
ties to collectively compute a function over their inputs while safeguarding the privacy of those
inputs.

Again, we discussed SMPC in detail in the “Decentralized Data Science” chapter.

The Keep Network, serving as a privacy layer for public blockchains, facilitates the develop-
ment of private and decentralized applications using SMPC. It enables multiple parties to collec-
tively compute a function over their inputs while maintaining the confidentiality of those inputs.

10.3.3.3.6 Secure Hash Functions

Secure hash functions (SHFs) are essential for maintaining data integrity and privacy in Web3.
They play a crucial role in blockchain systems by ensuring the integrity of data through the cre-
ation of secure chains. Each block in the blockchain includes the hash of the previous block,
enhancing the overall security of the system.

While not directly addressing privacy concerns, these hash functions contribute to privacy
in Web3 by representing user addresses as cryptographic hashes and protecting public keys’
confidentiality.

Secure hash functions are essential in Web3 for various security purposes. They strengthen
password hashing, safeguarding against plaintext exposure in data breaches. Additionally, they
support digital signatures in decentralized systems, ensuring message authenticity and integrity
via asymmetric cryptography. Furthermore, these functions play a role in privacy-preserving pro-
tocols like zero-knowledge proofs (ZKPs) and homomorphic encryption within Web3.

The two fundamental properties of these hash functions are:

B Collision resistance: Ensures that two different inputs won’t produce the same hash
value.

B Preimage resistance: Makes it computationally infeasible to reverse-engineer the origi-
nal input from its hash output.

Let’s conclude our discussion on privacy protocols here.

10.3.4 Communication Protocols
10.3.4.1 Why do we Need Communication Protocols in Web3?

We discussed earlier how Web3 adopts a networked structure. While this networked configura-
tion enhances resilience, transparency, and collaboration among various entities, it also introduces
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technical challenges, particularly in establishing seamless communication between network
elements.

Consider the block creation process. It entails all active nodes sharing the transactions they've
received, sending the hash for the set of transactions, reaching a consensus, and managing various
other information exchanges.

All these operations must occur seamlessly within milliseconds or seconds. Moreover, these
network elements are often located across different geographic locations, may use diverse tech
stacks, and can be controlled by different entities. The communication protocols must not only
be efficient but also prioritize security and prevent any form of centralization at the same time.

Communication protocols are the set of rules and conventions governing the communication
between different components within Web3 systems.

The role of communication protocols in Web3 is comprehensive, covering decentralization,
security, interoperability, and efficiency.

Let’s delve into the key roles that communication protocols play.

10.3.4.2 Key Roles of Communication Protocols in Web3
10.3.4.2.1 Decentralization

Communication protocols, especially those enabling peer-to-peer (P2P) communication, are cru-
cial for the decentralized nature of blockchain networks. This direct communication between
nodes eliminates the need for centralized intermediaries, fostering a distributed and trustless
environment.

The stability of decentralization in blockchain and Web3 relies on secure and trustless com-
munication among network elements.

10.3.4.2.2 Consensus and Network Integrity

Effective communication among nodes is essential for decentralized systems to achieve consen-
sus on the blockchain’s state, validate transactions, and maintain the integrity of the distributed
ledger. Communication protocols play a crucial role in facilitating consensus among network
participants.

10.3.4.2.3 Interoperability

Communication protocols are essential for facilitating interactions within a blockchain and pro-
moting connectivity between diverse blockchains and ecosystem components like identity systems
and storage networks. These protocols ensure interoperability, enabling a smooth exchange of
assets and information among various network participants in Web3 systems.

10.3.4.2.4 Secure Transactions and Messaging

Blockchain networks often need to handle sensitive transactions and data. Secure communication
protocols guarantee the confidentiality and integrity of the information exchanged among nodes
and other network participants.
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10.3.4.2.5 Smart Contract and DApp Communication

Communication protocols facilitate interaction between smart contracts and decentralized appli-
cations (DApps), allowing smart contracts to communicate, respond to external events, and
exchange information within the blockchain ecosystem. DApps rely on protocols like JSON-RPC
and GraphQL to query and retrieve blockchain data, simplifying the development process and
improving user experiences.

10.3.4.2.6 Scalability

Scalability is emerging as a key factor in the design of blockchains and Web3 systems, evident in
the ongoing development efforts within Ethereum.

With numerous scaling elements operating off-chain, ensuring efficient and secure commu-
nication with these scaling systems, such as Rollups, becomes crucial. Communication protocols
play a significant role in this regard.

10.3.4.3 Classification of Communication Protocols

Okay, now let us learn about different types of communication protocols.

10.3.4.3.1 Classification Based on Functionality

10.3.4.3.1.1 Inter-blockchain Communication (IBC): Inter-bBlockchain communication
(IBC) protocols are created to enable interoperability and communication among diverse block-
chains. The capability for blockchains to communicate and exchange information is essential for
establishing a connected and interoperable decentralized ecosystem. Numerous IBC protocols
have been developed to fulfill this requirement, enabling the transfer of assets and data across
distinct blockchain networks.

Examples include gRPC, Tendermint RPC, AMQP, etc.

10.3.4.3.1.2 P2P Communication Protocols: These protocols facilitate peer-to-peer com-
munication among nodes within a blockchain network, enabling the exchange of transactions,
block information, and other relevant information.

Examples include Whisper, Ethereum RLPx, and Libp2p, etc.

10.3.4.3.2 Classification Based on Use Cases

10.3.4.3.2.1 Messaging Protocols:  Examples include protocols like Whisper in Ethereum or
Secure Scuttlebutt for decentralized and private messaging.

10.3.4.3.2.2 Blockchain Transaction Propagation: These protocols facilitate the propaga-
tion of transactions and blocks within a blockchain network, ensuring the synchronization of the

distributed ledger.

E.g. Gossip Protocol, Whisper Protocol, Flooding (Broadcast) Protocol, Compact Block
Relay (BIP 152), XThin Protocol, Falcon Relay Network (FRN), and Parallel Validation and
Propagation.
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10.3.4.3.2.3 Smart Contract Communication: These protocols facilitate communication
between smart contracts and decentralized applications (DApps) within a blockchain network.

Okay, now let us discuss some specific protocols.

10.3.4.4 Libp2p

Libp2p is a modular network stack and protocol collection designed for constructing peer-to-peer
(P2P) applications. It offers a versatile set of tools and libraries essential for developing decentral-
ized and distributed systems.

Libp2p, aligning with decentralization and peer-to-peer principles in Web3, stands out for its
modular design. Its modularity allows developers to customize functionalities, making it versatile
for diverse Web3 applications. The framework emphasizes decentralized connectivity, supporting
direct peer-to-peer communication without intermediaries.

Libp2p is transport-agnostic, working across protocols like TCP, UDP, and WebSockets,
ensuring adaptability to various network conditions. Security is a priority, with cryptographic
protocols, secure channels, encryption, and authentication for robust data protection in Web3.

The incorporation of decentralized peer discovery in Libp2p enables autonomous node con-
nections, a crucial element for establishing peer-to-peer networks in Web3 applications. Libp2p’s
versatility extends across decentralized storage, content distribution, identity management, and
blockchain networks, making it adaptable to the specific requirements of various decentralized
applications within the Web3 ecosystem.

70.3.4.5 JSON-RPC (JSON Remote Procedure Call)

JSON-RPC, using JSON as its serialization format, offers a lightweight and human-readable
approach for easy parsing and comprehension. While this aids in debugging, the human-readable
aspect may be less efficient in size and speed compared to binary formats.

JSON-RPC follows a stateless approach, ensuring independence for each client request, and
simplifying communication.

Versatile and adaptable to various transport protocols, JSON-RPC is commonly used over
HTTP, making it ideal for web communication. Its language-agnostic nature enables communi-
cation between services implemented in different programming languages.

In the blockchain context, JSON-RPC serves as a vital communication protocol between cli-
ents (wallets, dApps) and blockchain nodes. Platforms like Ethereum extensively use JSON-RPC
for interacting with smart contracts, allowing clients to send transactions, invoke smart contract
methods, retrieve states, or deploy new contracts.

10.3.4.6 gRPC (Google Remote Procedure Call)

gRPC, created by Google, is an open-source RPC framework that simplifies communication and
data exchange among distributed systems. It streamlines the development of scalable microser-
vices architectures by adhering to the RPC paradigm for intuitive interactions. With support for
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Figure 10.17 Visual representation of JSON-RPC.

multiple programming languages, gRPC promotes interoperability in polyglot (written in differ-
ent programming languages) microservices architectures.

gRPC is valuable for constructing efficient and scalable auxiliary services, tools, or middle-
ware that interact with smart contracts or blockchain nodes. While JSON-RPC or REST are
commonly used for core interactions with blockchain networks, gRPC is suitable for developing
additional services in a more efficient and scalable manner.

10.3.4.7 Gossip Protocol

A gossip protocol is a decentralized communication protocol used by network nodes to share
information in a peer-to-peer manner. It operates by allowing nodes to randomly exchange data
with their peers. When a node engages in this process, it becomes a source of information for
others, establishing a distributed and fault-tolerant communication pattern.

Gossip protocols operate in a decentralized manner without a central authority, allowing nodes
to communicate directly for a resilient and distributed system.

Functioning asynchronously with random peer selection, these protocols ensure well-
distributed data dissemination and provide fault tolerance, making them suitable for expanding
networks.

Widely implemented in blockchain and peer-to-peer systems, gossip protocols play a crucial
role in establishing resilient and scalable decentralized communication patterns.

Gossip protocols are used for various purposes — enabling consensus processes, peer discovery,
event broadcasting, state synchronization, fault detection, etc.
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10.3.4.7.1 Examples of Gossip Protocols

10.3.4.7.1.1 Epidemic Gossip Protocol: This represents a basic version of a gossip protocol,
where nodes consistently choose random peers and exchange information in a recurring manner.
It finds extensive use in situations demanding a decentralized and scalable approach to disseminat
ing information.

10.3.4.7.1.2 Scuttlebutt Protocol: Scuttlebutt is a decentralized communication protocol
employing a peer-to-peer approach with a gossip-style mechanism for propagating messages.
Specifically crafted for social networking applications, it enables users to share messages and
updates in a decentralized fashion.

10.3.4.7.1.3 Bitcoin Gossip Protocol: In the Bitcoin context, the network utilizes a gossip
protocol for disseminating transactions and blocks. Each node within the network communicates
with a subset of its peers, sharing information about new transactions and blocks, thereby main-
taining the consistency of the blockchain.

10.3.4.7.1.4 Ethereum Gossip Subprotocol:  Ethereum employs a gossip protocol to distrib-
ute information about transactions and blocks throughout the network. The Ethereum network
depends on peer-to-peer communication to achieve consensus and uphold a consistent state.

10.3.4.7.1.5 Hashgraph Gossip Protocol: Hedera Hashgraph, a distributed ledger technol-
ogy, utilizes a gossip protocol to disseminate information regarding transactions and achieve con-
sensus. This design aims to deliver high throughput and fairness within a decentralized network.

Various gossip protocols, such as the Cassandra Gossip Protocol in Apache Cassandra, SWIM,
and Rumor Mongering in Amazon DynamoDB, are employed in different distributed systems for
efficient communication and fault tolerance.

10.3.4.8 Flooding (Broadcast) Protocol

The flooding protocol, or broadcast protocol, is a simple communication method used in computer
networks to distribute information from one node to all others. In this approach, a message is
broadcasted to neighbors, and each receiving node rebroadcasts it until all nodes have received it.

While effective in small, well-connected networks for initial peer discovery, challenges like
broadcast storms and scalability issues arise in larger networks due to redundancy and resource
consumption.

A broadcast storm is a network issue characterized by an excess of broadcast or multicast mes-
sages, overwhelming the network’s bandwidth and causing performance degradation or network
collapse.

In controlled Web3 environments, flooding protocols can be manageable with careful man-
agement to avoid inefliciencies.

10.3.4.9 Compact Block Relay (BIP 152)

Compact Block Relay, introduced in Bitcoin Improvement Proposal 152 (BIP-152), is a protocol
enhancement for the Bitcoin network designed to optimize block transmission among nodes.
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It achieves efficiency and reduces bandwidth usage by employing a “header-first” approach,
initially sending a compact block with essential information. This allows nodes to request only
missing transactions, minimizing redundant data transmission.

BIP 152 aims to improve Bitcoin network efficiency, supporting scalability and resilience. In
the context of Web3, such efficient block relay mechanisms contribute to faster and more reliable
data propagation, crucial for staying synchronized with the latest blockchain state.

10.3.4.10 XThin Protocol

Xtreme Thinblocks (XThin), associated with the Bitcoin Unlimited clien, is a technology aimed
at improving the efficiency of block propagation within the Bitcoin network. XThin optimizes
network performance by minimizing data requirements during block transmission.

It specifically targets the efficient dissemination of new blocks across the network, reducing
redundant data and enhancing bandwidth efficiency. This optimization contributes to faster block
propagation, addressing scalability concerns and improving overall network performance.

10.3.4.11 Ethereum RLPx (Recursive Length Prefix Multiplexing)

RLPx is the communication protocol for Ethereum nodes, establishing the Ethereum peer-to-peer
network. Combining the encoding principles of RLP (Recursive Length Prefix) and the frame-
work of DevP2P (Dev Peer-to-Peer), RLPx facilitates efficient communication among Ethereum
nodes.

RLP, a binary encoding method, serializes data structures in Ethereum. On the other hand,
DevP2P provides the framework for peer-to-peer protocols in Ethereum. RLPx introduces mul-
tiplexing, enhancing communication efficiency, and includes encryption and authentication for
secure data exchange between nodes. Multiplexing refers to the ability to handle multiple data
streams or transactions simultaneously over a single network channel, optimizing resource usage
and improving network efficiency.

Vital for Ethereum operations, RLPx supports functions like transaction broadcasting, block
propagation, and blockchain state synchronization, ensuring reliable interaction for decentralized
applications (dApps) with the Ethereum blockchain.

10.3.4.12 Whisper Protocol

Whisper, an Ethereum messaging protocol, supports decentralized and secure communication in
line with the Web3 vision. Integral to Ethereum, it enables private peer-to-peer messaging within
the network. Prioritizing privacy, Whisper encrypts messages for only the intended recipient’s
access.

Supporting asynchronous messaging, it allows flexible communication without a simultane-
ous online presence. Nodes can subscribe to specific topics for relevant messages. From user com-
munication to decentralized application transactions, Whisper is crucial for coordinating Web3
ecosystem components.
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10.3.4.13 AMQP and GraphQL

AMQP (Advanced Message Queuing Protocol) facilitates asynchronous communication in dis-
tributed environments, supporting loose coupling between applications. It enables message queue-
ing for scalability and fault tolerance, using exchanges to route messages based on rules.

GraphQL, developed by Facebook, serves as a query language for APIs and a runtime for data
queries. Offering efficiency over traditional REST APIs, GraphQL provides a unified endpoint for

data manipulation, reducing unnecessary network usage.

Okay, let us end our discussion on communication protocols here.

10.3.5 Interoperability in Web3
10.3.5.1 Interoperability in the Traditional Internet

To appreciate the importance of interoperability in Web3, it’s helpful to draw a comparison with
the seamlessly interconnected nature of the traditional Internet.

Consider the marvel of plugging in a server from any corner of the globe and instantly pos-
sessing an identity, expressed through an IP address, that is universally recognized by all other
servers worldwide.

The traditional internet’s multistakeholder model involves entities like IANA, ICANN, and
IETE. IANA (Internet Assigned Numbers Authority) manages global IP address allocation,
ICANN (Internet Corporation for Assigned Names and Numbers) coordinates DNS and domain
names, and IETF (Internet Engineering Task Force), a community-driven organization, develops
internet standards.

The seamless communication and cooperation facilitated by these entities have been funda-
mental to the internet's success, and as we transition to Web3, ensuring similar levels of interoper-
ability becomes paramount for the continued growth and functionality of the decentralized web.

However, the internet, developed over the span of 40 years, exhibits a distinct characteristic:
centralized control.

ICANN holds significant influence through managing the DNS root zone file and approv-
ing Top-Level Domains (TLDs), including the centralized process for introducing new gI'LDs
(Generic top-level domains). It plays a crucial role in overseeing IP address allocation, DNS root
zone management, and protocol parameter assignment.

Concerns have been raised regarding the centralization of control within ICANN, highlight-
ing the need for checks and balances in overseeing critical Internet resources.

10.3.5.2 Why Do we Need Interoperability in Web3?

Web3 is not a homogeneous ecosystem. It comprises diverse public blockchains (e.g., Ethereum,
Solana) and private blockchains like those built using Hyperledger Fabric or Corda.

These blockchains do not readily talk to each other.



Web3 Architectures ® 205

Apart from that, beyond handling information, blockchains also manage funds, requiring
efficient and secure transfers between different blockchains. This process of secure transfers must
ensure trust among entities without relying on a central authority.

Contrasting with the centralized financial system where central banks act as trusted authori-
ties in fund transfers between banks, Web3 can't afford such centralization.

So, Web3 does not only need interoperability but decentralized interoperability.

10.3.5.3 What Is Interoperability?

Interoperability in the context of blockchains pertains to the seamless communication, informa-
tion sharing, and transactions between different blockchain networks.

For blockchain technology to achieve widespread adoption and scalability, interoperability is
crucial.

10.3.5.4 Types of Interoperability

There are different types of interoperability.

10.3.5.4.1 Protocol Interoperability

Ensures effective communication among different blockchain networks by adhering to shared
communication protocols and standards.

10.3.5.4.2 Asset Interoperability

nables smooth movement of assets (e.g., cryptocurrencies, tokens) across different blockchains,
Enabl th t of asset ypt ok different blockch
preserving their attributes and value across various platforms.

10.3.5.4.3 Data Interoperability

Facilitates the seamless exchange and sharing of data between blockchain networks, empowering
decentralized applications (dApps) to access and utilize data from multiple sources.

10.3.5.5 Benefits of Blockchain Interoperability
10.3.5.5.1 Enhanced Accessibility and Expanded Ecosystem

Interoperability broadens user access to assets and data across different blockchains, fostering
inclusivity in blockchain applications. It encourages collaboration and integration among plat-
forms, contributing to the growth of a diverse ecosystem with a broader range of applications and
services.

10.3.5.5.2 Asset Portability and Cross-platform Tokenization

Interoperability allows for the smooth transfer of digital assets, such as tokens or cryptocurren-
cies, across different blockchains, improving liquidity and flexibility in asset management. It



206 ® The Age of Decentralization

contributes to the development of a unified token economy, promoting greater liquidity and dyna-
mism in the digital asset ecosystem.

10.3.5.5.3 Cross-chain Smart Contracts

Interoperability facilitates the execution of smart contracts across multiple blockchains, empower-
ing decentralized applications to leverage unique platform features. This fosters innovation and
efficiency in the development of complex, cross-chain applications.

10.3.5.5.4 Scalability Solutions and Improved Efficiency

Interoperability can address scalability challenges by facilitating transactions across multiple
blockchains, distributing network load, and enhancing overall transaction throughput.

10.3.5.6 Interoperability Mechanisms

Now, let us dive into various interoperability mechanisms.

10.3.5.6.1 Cross-chain Communication Standards

Cross-chain communication standards are crucial for achieving interoperability between diverse
blockchain networks. These standards define protocols and conventions to enable smooth com-
munication, asset transfer, and data exchange among different blockchains.

The goal is to create a unified framework that promotes trustless interaction across various
blockchain platforms, and multiple projects are actively involved in developing these standards.

Examples of cross-chain communication protocols include the Interledger Protocol (ILP) and
Cosmos Inter-Blockchain Communication (IBC).

The Interledger Protocol (ILP) facilitates interoperability between payment networks and led-
gers, including blockchains. It establishes a standard for routing payments across different systems,
enabling seamless value transfer. ILP is used in cross-border payments and financial transactions,
connecting various payment networks and blockchains.

The Inter-Blockchain Communication (IBC) protocol, part of the Cosmos network, enables
communication and asset transfer among independent blockchains. IBC standardizes message
exchange within the Cosmos ecosystem, facilitating the transfer of tokens between connected

blockchains.

10.3.5.6.2 Cross-chain Bridges

Cross-chain bridges act as protocols or mechanisms enabling asset transfer between separate
blockchain networks. Their primary role is to connect isolated blockchain ecosystems, promote
interoperability, and enable seamless token or data movement across diverse networks.

Unlike cross-chain communication protocols that facilitate information sharing, cross-chain
bridges specifically facilitate the transfer of assets (tokens) between blockchains. They use smart
contracts or validators to lock assets on one blockchain and mint equivalent assets on another.
This process employs secure and trustless mechanisms to ensure asset integrity during the transfer.
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Some examples of cross-chain bridges include Wormhole and Avalanche Bridge.

Wormbhole serves as a cross-chain bridge, enabling the transfer of assets across numerous
blockchains like Ethereum, Solana, BNB Chain, Polygon, Avalanche, Polkadot, and more. Its
functionalities include seamless token transfer, NFT transfer across blockchains, user deposits on
supported chains, and support for multi-chain apps.

The Avalanche Bridge, integral to the Avalanche network, facilitates interoperability and asset
transfer between the Avalanche C-Chain and other blockchains. As a cross-chain bridge, it allows
the movement of assets, including tokens and digital assets, across diverse blockchain ecosystems.

10.3.5.6.3 Notary Schemes

Notary schemes, also known as notary-based inter-blockchain protocols, employ a trusted entity
known as a notary to facilitate interoperability across different blockchains.

In a notary-based cross-chain transaction mechanism, the notary acts as an intermediary, vali-
dating the state or legitimacy of transactions on one blockchain and enabling another blockchain
to accept this information without direct communication. The notary, acting as a centralized
authority, establishes trust and coordination between the involved blockchains.

When a user initiates a cross-chain transaction, the notary verifies the transaction details, cre-
ates cryptographic proof of its validity, and transmits this proof to the other blockchain, allowing
it to proceed with the necessary actions based on the notary's confirmation.

10.3.5.6.4 Atomic Swaps

Atomic swaps, also known as atomic cross-chain swaps, represent a mechanism enabling users to
directly exchange cryptocurrencies across different blockchains without relying on intermediaries
or trusted third parties.

These swaps prioritize trustlessness, security, and decentralization, ensuring that the asset
exchange occurs atomically — either completing the transaction entirely or not at all. This is to
avoid the risk of partial fulfillment or the risk of one party not receiving their assets.

Atomic swaps eliminate the need for trust between parties. The exchange occurs in a way that
neither party can cheat or back out of the trade once it has been initiated.

Atomic swaps commonly utilize smart contracts, specifically Hashed TimeLock Contracts
(HTLCs), incorporating cryptographic hash functions for conditions and time locks to define
specific windows for swap completion.

Atomic swaps can be classified into on-chain atomic swaps and off-chain atomic swaps.

B On-chain atomic swaps are the traditional form of atomic swaps where the entire process
occurs on the blockchain.

B Off-chain atomic swaps occur off the main blockchain and are often facilitated by layer-2
scaling solutions like the Lightning Network. Off-chain swaps enable faster and more scal-
able transactions by keeping most of the exchange details off the main blockchain.
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Figure 10.18 Visual illustration of an atomic swap transaction.

Atomic swaps are used in decentralized exchanges (DEXs) where they enable peer-to-peer trading
without relying on centralized exchanges. Users can swap cryptocurrencies across different block-
chains without the need for an intermediary.

These swaps are also used for cross-chain payments where merchants or service providers can
accept payments in different cryptocurrencies, and the payer can make a payment using a different

blockchain.

Let us end this chapter with a brief discussion of the role of decentralized identity solutions on
Web3 networks. We have dedicated a whole chapter to this topic and hope you have already gone
through the chapter.

10.3.6 Decentralized Identity Solutions on Web3 Networks

Web3 networks are supposed to be all about openness, but lately, we've seen some serious secu-
rity issues. To beef up security, we need an authentication layer. But using the usual centralized
username/password setup seems like a step backward. It creates a single point of failure and raises

privacy red flags.

Decentralized identity solutions empower users to manage their identity without relying on
a central authority, enhancing security in Web3 networks. By leveraging blockchain technology
and encryption, these solutions secure data without centralizing sensitive information. Users can
selectively share necessary details, reducing the risk of significant data breaches and providing
increased privacy control.

Beyond security, decentralized identity contributes to resilience, eliminating the risk of cata-
strophic failures associated with centralized databases. Even if one component fails, the decentral-
ized nature ensures continued functionality.
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In summary, decentralized identity solutions are a strategic choice for Web3 networks, priori-
tizing user control, privacy, and security in the decentralized web landscape.

In the next chapter, we will discuss how we can incorporate these Web3 elements into tradi-
tional architectures to bring qualities of Web3 systems (especially decentralization) to traditional
technical systems.
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Chapter 11

Decentralization of
Traditional Architectures with
Decentralization Layers

Sam Ghosh

11.1 What Is a Decentralization Layer?

A decentralization layer, as defined in this book, refers to a set of structural elements, including
APIs, interfaces, and databases, that facilitate the integration of decentralization enablers — such
as decentralized identity systems, decentralized storage, and distributed ledgers — into centralized
systems as support networks.

A decentralization layer serves as the foundation for incorporating key Web3 qualities, such as
decentralization, immutability, and trustlessness, into centralized technical infrastructures.

Now, before we discuss how we can bring Web3 qualities to traditional architectures, we need
to be clear on what we can achieve and what we cannot.

11.2 What Can We Achieve with Decentralization Layers?
11.2.1 Decentralized Support Networks

The primary use of decentralization layers is to add a decentralized support network to a tradi-
tional centralized system. For example, a technical architect may want to store some media files on
decentralized storage and manage the index and access records using a blockchain. We will discuss
more on this later in this chapter.
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11.2.2 Immutability of Records

We already discussed that blockchain records are immutable, i.e. once a record becomes part of a
blockchain, it cannot be edited without consensus of the whole network. This property has vari-
ous use cases such as in intellectual property management, supply chain, and managing content
ownership, etc.

11.2.3 Trustless Access Controls

Trustless access control, facilitated by decentralized identity solutions, allows resource or service
access without the need for verification by a central authority.

Trustless access control will allow the creation of products that can perform verifications,
such as KYC, without the need to collect sensitive information. Users are often hesitant to share
personal details with unrecognized services. Trustless access control will remove this friction by
eliminating the need for users to provide sensitive information.

11.2.4 Privacy Focused Systems

The integration of decentralized identity systems enhances privacy in conventional systems by
reducing reliance on centralized entities for identity verification. Self-sovereign identity allows
selective disclosure of relevant information, reducing exposure of unnecessary details.

Verifiable credentials and zero-knowledge proofs in decentralized systems provide identity
proof without disclosing sensitive data, enhancing privacy. These systems promote interoperabil-
ity, reducing data silos and mitigating the impact of large-scale breaches.

Decentralized identity systems often include robust consent mechanisms, allowing users to
explicitly grant permission for the use of their identity information. Users have more transparent
control over how their identity data is used, fostering a privacy-centric approach where consent is
a fundamental aspect of information sharing.

11.2.5 Global and Permissioned Transparency

Public blockchains offer global transparency by showing transactions publicly. This transparency
can revolutionize government processes like tax collection and allocation of public resources. Tax
payments and government expenditures recorded on the blockchain create tamper-proof ledgers.
Public oversight allows citizens to monitor spending, reducing corruption risk.

The immutability of public blockchains prevents fraudulent activities.

In cases requiring higher privacy for the transaction records, private blockchains can be
used. Say, for healthcare records or financial records, we can use private or permissioned block-
chain-based “decentralization layers.” We will discuss more about private blockchain-based
“decentralization layers” in a later chapter.
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11.3 What We Cannot Achieve with Decentralization Layers?

Okay, so we have some understanding of what we can achieve with decentralization layers and will
discuss some use cases in detail later in this chapter but first let us understand what decentraliza-
tion layers cannot do.

11.3.1 Use of Blockchain as Primary Storage
As we have discussed eatlier, blockchains are very ineflicient and expensive as storage.

However, we can incorporate a decentralized storage network (such as IPES) in the “decentral-
ization layer” for storage. Still, decentralized storage solutions may not match the performance of
centralized storage. Decentralized storage may be slower, can be less scalable, and may be lacking
in user experience. Apart from that, decentralized storage may introduce security and privacy
challenges. The novel nature of these systems may also introduce adoption challenges.

Decentralization layers are not meant to convert a centralized system to a completely decen-
tralized system but rather enhance effectiveness and performance with the use of decentralized
systems.

11.3.2 Decentralized Governance

As mentioned above, decentralization layers are not meant to convert centralized systems to decen-
tralized ones. So, we are only talking about technical decentralization here and not governance
decentralization.

Decentralization layers are not meant to decentralize the network ownership and control
through decentralized governance.

“Technical decentralization” arises from the node-based structure of DLTs and
brings in higher availability and robustness ro technical architectures.

“Governance decentralization” refers to decentralized regulations of Web3 platforms with the
use of DAOs or other decentralized governance mechanisms.

11.3.3 Use of Crypto-assets as Currency and for Fundraising

As decentralization layers are not meant for decentralization of control, they are not supposed to
use crypto-assets as currency and for fundraising as in the case of Web3 platforms.

Tokens and NFTs can be used to facilitate non-economic functionalities and record keeping.
NFTs, especially, can add enormous value to “decentralization layers” without being used for
economic purposes. For example, solbound tokens can be used to build decentralized reputation
and credential systems.
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11.4 Sample Implementations of Decentralization Layers

Okay, now let us discuss some sample implementations where decentralization layers can add
value. These use cases are only representative and not meant for real-life implementations.

11.4.1 Decentralization Layer for Decentralized Access Management
11.4.1.1 Use Case

Imagine a centralized healthcare system where patient data is traditionally managed by a central
authority, leading to concerns about data breaches, identity theft, and limited patient control over
personal health information.

We want to enhance data privacy, security, and user control over health data by integrating a
decentralized identity system into the existing centralized healthcare infrastructure.

Now, we can build a decentralization layer with the use of Hyperledger Indy that provides a
decentralized identity framework, Ethereum blockchain for storage of decentralized identifiers
and cryptographic proofs, a mobile wallet for managing decentralized identity credentials, and a
react web interface that allows patients to manage their consent preferences. We can follow HL7
FHIR to ensure interoperability between the centralized healthcare system and the decentral-
ized identity system. HL7 FHIR (Fast Healthcare Interoperability Resources) is a standard for
exchanging healthcare information electronically, designed to facilitate interoperability between
different healthcare systems and applications.

Solidity-based smart contracts can be implemented to manage access control. Patients’ consent
and authorization are encoded into smart contracts, allowing them to control who can access their
health data and for what purposes.

zk-SNARKs-based zero-knowledge proofs can be employed to enable patients to prove specific
health attributes (e.g., vaccination status) without revealing the underlying data. This enhances
privacy during data sharing.

11.4.1.2 User Journey
11.4.1.2.1 Identity Creation

Patients download a healthcare app that integrates with the decentralized identity framework
(Hyperledger Indy). They create decentralized identifiers (DIDs) and obtain verifiable credentials
related to their health history from trusted issuers.

11.4.1.2.2 Blockchain Registration

Patients register their DIDs and cryptographic proofs on the Ethereum blockchain, ensuring the
integrity and security of their identity records.

11.4.1.2.3 Access Control Setup

Smart contracts are deployed to manage access control. Patients set preferences for who can access
their health data and under what conditions.
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Figure 11.1 Sample decentralization layer for access management systems for a healthcare
database.

11.4.1.2.4 Health Data Sharing

When visiting a healthcare provider, patients use their mobile wallet to selectively share verifiable
credentials and zero-knowledge proofs for specific health attributes without revealing unnecessary
details.

11.4.1.2.5 Consent Management

The react-based consent management interface allows patients to review and manage access per-
missions in real-time. They can revoke or grant access based on their preferences.

11.4.1.3 So, What Are the Benefits of such a System?
11.4.1.3.1 Enhanced Privacy

Patients have granular control over their health data, sharing only necessary information with
trusted entities.

11.4.1.3.2 Security

Blockchain ensures the immutability and security of decentralized identifiers, reducing the risk
of identity theft.

11.4.1.3.3 User Empowerment

Patients actively participate in managing their health data, promoting a sense of ownership and
control.
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11.4.1.3.4 Interoperability

The use of HL7 FHIR facilitates seamless data exchange between the centralized healthcare sys-
tem and the decentralized identity layer.

11.4.1.3.5 Compliance

Smart contracts enforce access control policies, ensuring compliance with data protection
regulations.

Incorporating decentralized identity systems into a centralized healthcare infrastructure
improves patient-centric privacy, security, and control over health information. This addresses
longstanding concerns related to data management in healthcare, ensuring a more secure and
personalized approach to patient information.

11.4.1.4 There can Be other similar Use Cases, such as:
11.4.1.4.1 Banking

Traditional banks and financial institutions often rely on centralized identity verification for cus-
tomer onboarding and transactions.

We can build a decentralization layer encompassing decentralized identity systems to enhance
customer privacy, reduce the risk of identity theft, and streamline cross-border transactions.

11.4.1.4.2 Government Services

Centralized government databases hold citizens’ identity information for various services such as
voting, licenses, and social welfare programs.

We can build a decentralized layer encompassing decentralized identity to give citizens more
control over their personal data, reduce the risk of data breaches, and enhance the efficiency of
government service delivery.

11.4.1.4.3 Human Resources and Workforce Management

Centralized HR systems manage employee records, including personal information, certifications,
and work history.

We can integrate a decentralization layer encompassing decentralized identity to empower
employees to manage and selectively share their credentials during job applications, reducing the
need for redundant background checks.

11.4.1.4.4 Legal and Notary Services
Centralized legal systems manage legal documents, contracts, and notary services.

We can add a decentralization layer encompassing decentralized identity to enhance docu-
ment authenticity, reduce fraud, and streamline notary services with verifiable credentials.
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11.4.2 Decentralization Layer for Storing Transaction Data
11.4.2.1 Use Case

The use of a decentralization layer for the storage of transaction data can add transparency, secu-
rity, immutability, and a certain amount of decentralization to a conventional tech architecture.

Here is a potential use case in supply chain management:

Blockchain can be used to track the source and movement of goods in supply chains. Each step
of the supply chain process is recorded as a transaction, providing visibility and transparency into
the origins, handling, and quality of products.

So, we can add a new web interface that uses Web3.js to interact with say Ethereum blockchain
on which smart contracts are triggered by predefined conditions, automating data recording on
the blockchain. Web3.js is a JavaScript library that allows interaction with Ethereum blockchain
networks, enabling developers to build decentralized applications (DApps) and integrate block-
chain functionality into web applications.

We need to remember that storing data on Ethereum can be expensive due to gas fees (network
fee) and can be slow due to low throughput. So, we need to use a scaling solution.

Say, we use an Optimistic Rollup. As mentioned earlier, Optimistic Rollup is a layer 2 scal-
ing solution for Ethereum that addresses the network’s scalability challenges by enabling more
transactions to be processed off-chain while maintaining the security and decentralization of the
Ethereum mainnet.

Optimistic Rollup allows most transactions to be processed off-chain in a separate layer,
referred to as the “rollup” layer. Transactions in the rollup layer are processed optimistically,
assuming that they are valid. This optimistic assumption allows for faster and more efficient trans-
action processing. Multiple off-chain transactions are aggregated into a single batch, reducing the
amount of data that needs to be submitted to the Ethereum mainnet. This aggregation helps in
saving transaction fees and mitigating congestion on the mainnet. While optimistic execution
assumes the validity of transactions, participants have the opportunity to submit “fraud proofs” if
they detect any malicious activity. These proofs challenge the optimistic assumption and trigger
an on-chain dispute resolution process on the Ethereum mainnet.

A smart contract is deployed on the Ethereum mainnet to represent the rollup. This contract
stores a compressed version of the transaction data, ensuring that the mainnet remains the ulti-
mate source of truth and security.

11.4.2.2 So, What Are the Benefits of such a System?

Such a system will provide transparency to the whole supply chain and be decentrally accessible
to various stakeholders. Modern supply chains are complex and may involve stakeholders from
various countries with access to different technologies. As the data is stored on a blockchain, the
system becomes highly interoperable, and different stakeholders may build individual systems to
access the same data.

As blockchain data is immutable and tamper-proof, all stakeholders can be assured of the
legitimacy of the data, ensuring that all stakeholders, including customers, can confidently verify
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Figure 11.2 Sample decentralization layer for supply-chain transaction data storage.

the source of the products. This transparency builds trust and can be particularly valuable in
industries prone to counterfeiting.

The system offers real-time tracking of products from their origin through each step of the
supply chain. This end-to-end visibility helps identify the source of issues, such as defects or con-
tamination, facilitating more effective recalls.

Smart contracts can also record checkpoints, such as compliance checks, to foster trust among
all stakeholders that these checkpoints have been met. Financiers who fund sourcing can have
transparent tamper-resistant data sources to evaluate the real-time economic health of the supply
chain network.

11.4.2.3 Similar Decentralization Layers Can Be Built for

B Financial services for recording financial transactions, including settlements, cross-border
payments, and trade finance.

Healthcare for recording patient medical records.

Real-estate transactions to record title deeds/land registries.

Intellectual property records.

11.4.3 Decentralization Layer for Storage of Object Metadata
11.4.3.1 Use Case

Objects stored in Cloud Storage are accompanied by associated metadata. This metadata serves
to identify the characteristics of the object and outlines specific instructions on how the object
should be managed upon access. The metadata is structured in the form of “key: value” pairs.
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Note that, “objects” refer to discrete units of data that are stored as files, say video or audio
files. Unlike traditional file storage systems that organize data in a hierarchical structure (folders
and directories), object storage uses a flat address space where each piece of data, known as an
object, is uniquely identified by a key or a unique identifier.

Decentralization layers can be used to facilitate the use of blockchains for the storage of object
metadata, providing a secure, tamper-resistant, and transparent way to manage and verify infor-
mation about digital objects. Object metadata typically includes details about an object’s charac-
teristics, ownership, history, and other relevant attributes.

The objects can be stored in centralized storage or decentralized storage based on primary
system design.

Smart contracts can be used to store and manage object metadata on the blockchain. Also,
smart contracts can include details such as object ID, ownership information, timestamps, and
references to centralized or decentralized cloud storage.

Now, to implement such a system we need to build a system of APIs. These APIs will connect

the primary cloud system with the decentralized metadata storage. We can use libraries such as
Web3.js and GraphQL for building such a system.

Apart from that, we also need to build a scaling solution to manage the throughput and cost
of using blockchain for storage.

NFTs can be tied to object metadata to further enable ownership transfers through token
transactions.

So, the decentralization layer would comprise the API system, the smart contracts, the scaling
solution, any related NFT, and other supporting components.

Figure 11.3 Sample decentralization layer for object metadata storage.
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11.4.3.2 So, What Are the Benefits of such a System?

Accessing metadata is a more frequent requirement than accessing the actual files, especially for
applications like image or video galleries, menu interfaces, and search functionalities. Storing
metadata on blockchains enhances availability due to decentralization and reduces overhead by
eliminating the need to access the actual media files.

Storing metadata on a blockchain in a standardized format encourages interoperability,
enabling various systems and applications to effortlessly retrieve and interpret the metadata, and
facilitating smooth integration across diverse platforms.

Once information is recorded on a blockchain, it becomes immutable and impervious to unau-
thorized alterations. This characteristic guarantees the integrity of object metadata over time,
providing utility for source tracking and auditing purposes.

Blockchains offer dependable and cryptographically verifiable timestamps for object metadata.
This feature holds significance in determining the time of creation, modification, or transfer of an
object, proving crucial for legal, regulatory, or historical purposes.

The blockchain can log ownership changes and transfers of objects, treating each trans-
fer as a transaction on the blockchain. This approach offers a transparent history of ownership
transitions.

Blockchain utilizes cryptographic techniques to safeguard data, guaranteeing that only autho-
rized parties have access to and can modify the metadata. This enhances the overall security of
the data.

The decentralized nature of blockchain reduces dependence on intermediaries for data verifica-
tion and storage, streamlining processes and potentially lowering costs.

Smart contracts offer automation capabilities for tasks related to object metadata, including
ownership transfers, royalties, and access control.

11.4.4 Decentralization Layer for Index Storage
11.4.4.1 Use Case

Traditional cloud databases store indices using B-tree or hash-tree-based methods but using block-
chain for storing indices can offer certain advantages in specific situations.

We can build such a decentralization layer using blockchain (Ethereum or any programmable
blockchain) based smart contracts, any centralized databases that support block storage (such as
EBS) or optionally decentralized (IPFS, etc) storage, and libraries such as Web3.js.

The smart contracts manage the indices with a suitable replication strategy, centralized or
decentralized storage is used for storage of actual data as blocks, an API system to connect this
system with the primary storage system, and an optional decentralized identity system can be used
to manage access.

As discussed before, we also need to build a scaling solution to deal with throughput and
network fees.
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Figure 11.4 Sample decentralization layer for index storage.

11.4.4.2 So, What Are the Benefits of such a System?

As blockchain offers higher availability, this decentralization layer can lead to higher availability
and higher robustness for the cloud database as it removes a single point of failure.

In many cases, indices are frequently accessed for different operations such as search, etc.
Indices on a blockchain can expedite data retrieval, especially when users need to quickly access
specific subsets of data. Blockchain’s decentralized and transparent nature can enhance the effi-
ciency of querying,

Another advantage is the immutability of blockchains. Blockchain’s immutability ensures that
once index data is recorded on the blockchain, it cannot be altered or deleted without consensus
from the network participants. This property guarantees the integrity of the index. Any update of
the index will require consensus among the network participants, enhancing security and reduc-
ing the risk of unauthorized or fraudulent changes.

Apart from that, The transparent and auditable nature of blockchains provides visibility into
the history of index updates and changes. Auditors and database administrators can easily verify
the index’s integrity and track any modifications.

Blockchain’s decentralized nature enables global access to indices, enabling participants from
different regions to access the data efliciently.

Smart contracts can automate operations based on index changes, streamlining processes and
reducing manual interventions.

Yes, we cannot forget that all this will cost network fees and will have to deal with latency
issues. We also may need to implement an encryption system to increase privacy.
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This kind of decentralization layer may not be a general-purpose system but can be used for
specific situations where global access, immutability, and automation are more important than
cost, complexity, and privacy. Editing the database and the index can be expensive because edits
are likely to involve new blockchain transactions.

11.4.5 Decentralized Multi-cloud Management
with Decentralization Layers

11.4.5.1 Use Case

We have discussed multi-cloud earlier in the “decentralized storage” chapter. We discussed that
multi-cloud strategies are enabled by multi-cloud management tools which are a set of tools and
procedures that allow a business to monitor and secure applications and workloads across multiple
public cloud environments.

The issue with multi-cloud management tools is that they inadvertently introduce single points
of failure.

We can build decentralized multi-cloud management systems using decentralization layers.

Such a system will remove any single point of failure along with enhancing transparency, and
security, and enabling automation of cloud resource management across multiple cloud service
providers.

Such a system will require smart contracts on public blockchains such as Echereum or Solana,
libraries such as Web3.js to communicate with the blockchain, decentralized identity systems such
as Sovrin or uPort, optional decentralized storage systems, cloud provider APIs, optional data
oracles, and optional blockchain explorers.

Smart contracts form the heart of this decentralization layer. Smart contracts can be used
to manage multi-cloud resources, automate provisioning, and execute operations based on pre-

defined rules.

Decentralized identity solutions can be used to ensure secure and verifiable access to the multi-
cloud management system. Users and entities can have unique, blockchain-based identities.

Decentralized storage such as IPES can be used to store and retrieve files related to cloud
configurations, policies, and other relevant information in a decentralized and resilient manner.

Cloud provider APIs can be used to manage and orchestrate multi-cloud resources.

Oracles can be used to track demand for the cloud services and economic factors affecting the
cloud budget (if applicable) and feed the data to the smart contracts.

The smart contracts can be coded to enable optimized allocations based on the data provided
by Oracle. The multi-cloud management system can query the smart contract periodically to track
changes in the optimal allocation and execute cloud allocation based on that.

At last, blockchain explorer APIs can be used to monitor and visualize transactions, smart
contract interactions, and the state of the decentralized multi-cloud management system.
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Figure 11.5 Sample decentralization layer for decentralized multi-cloud management.

11.4.5.2 So, What Are the Benefits of such a System?

All transactions and operations are recorded on the blockchain, providing transparency into
resource management, access control, and system activities. Blockchain’s transparent ledger facili-
tates efficient auditing of resource provisioning, usage, and compliance with predefined policies.

Smart contracts can automate cost optimization strategies, such as choosing the most cost-
effective cloud provider or scaling resources based on demand.

Integrating a cross-cloud replication strategy alongside a decentralized index is instrumental
in constructing cloud architectures with high availability and resilience, capable of handling the
failure of a single cloud provider seamlessly. Smart contracts can play a crucial role in implement
ing automated processes such as access control, load balancing, data replication, data retrieval, and
search logic within multi-cloud systems.

Additionally, smart contracts can initiate data synchronization procedures across diverse
cloud environments, guaranteeing data consistency and redundancy to enhance overall system
availability.

As mentioned before, in current multi-cloud architectures, the multi-cloud management sys-
tem itself can become a single point of failure. The use of blockchain can solve that issue as block-
chains are decentralized.

Further, integrating decentralized identity solutions enhances user privacy and security, allow-
ing for verifiable and self-sovereign identities.
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11.4.6 Use of Decentralization Layer for
Decentralized Media Management

11.4.6.1 Use Case

Centralized media management and distribution face various challenges such as availability issues,
content theft, unauthorized access, intellectual property and security challenges, etc.

Downtime for these systems not only results in lost short-term revenue but also affects reputa-
tion. Who wants to subscribe to an OTT platform that is “always down?”

The use of a decentralization layer can help us build decentralized media management and
distribution systems that can offer much higher availability, limit content theft, reduce unauthor-
ized access, and streamline processes such as intellectual property management, access tracking,
and tracking pay-per-view revenue.

Apart from that, we can also create media management systems that foster interoperability, i.e.
sharing of media content among service providers for a share in fee collected.

Let us discuss a sample structure of a decentralization layer for this purpose.

11.4.6.2 So, What Are the Components of such a System?
11.4.6.2.1 Blockchain Platform and Smart Contracts

Ethereum or any other suitable blockchain platform supporting smart contracts can be used for
transparent and immutable record-keeping, ensuring transparency in media transactions and con-
tent ownership.

Smart contracts can manage media transactions, content licensing, and royalty distribution.
Smart contracts can also automate and enforce rules for content usage.

Figure 11.6 Sample decentralization layer for decentralized media management.
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11.4.6.2.2 Decentralized Storage

InterPlanetary File System (IPES) or similar decentralized storage solutions can be used for storing
media files, ensuring data availability, and reducing reliance on centralized servers.

We can also keep some centralized storage in the mix for replication.

11.4.6.2.3 Decentralized Identity Solutions

Sovrin, uPort, or other decentralized identity platforms can be used to implement decentralized
identity for users, content creators, and distributors. Decentralized identity ensures secure and
verifiable user authentication and content ownership.

11.4.6.2.4 Decentralized Data Science

Federated learning and decentralized Al networks can be used to analyze user preferences, recom-
mend content, and enhance the overall user experience without compromising user privacy.

11.4.6.2.5 Blockchain Oracles

Chainlink oracles or similar solutions can provide real-world data to smart contracts, facilitat-
ing interactions with external information such as market prices, user preferences, and content
popularity.

11.4.6.2.6 Scaling Solution

As mentioned earlier, storing data on the blockchain can be expensive and slow. So, we need to
incorporate a suitable scaling solution.

11.4.6.2.7 APIs and other Infrastructural Components

Obviously, we need to build an intricate and secure API system to connect various components.

11.4.6.3 Some Benefits and Features this kind of System Can Bring
11.4.6.3.1 Higher Availability

As mentioned before, downtime can kill media distribution businesses. The use of the above-
mentioned decentralization layer can increase the availability of media distribution significantly.
Higher availability will not only reduce revenue loss but also may give a competitive edge building
a better reputation.

11.4.6.3.2 Global Access

Media management and distribution may involve distribution to different jurisdictions and deal-
ing with varied technologies. These systems often struggle to deal with such complexity.
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The use of such a decentralization layer may enable the separation of the media storage infra-
structure layer from the distribution interfaces (apps, web interfaces, etc.). The infrastructure layer
can be designed to be accessed from all the distribution channels.

However, we need to think about latency and data localization regulations if any.

11.4.6.3.3 Transparency

The use of a decentralization layer may increase the transparency of the media management sys-
tem drastically.

B Transparency can be brought to content access records. This can help in dealing with unau-
thorized access and credential sharing.

B Transparency can be brought to transactions such as pay-per-view transactions.

B Transparency can be brought to the whole content flow.

11.4.6.3.4 Content Ownership and Copyright Management
The creator economy has made managing intellectual property a whole lot more complicated.

While engaging with creators may provide a continuous supply of fresh and relevant content,
tracking ownership and intellectual property for the content becomes much more complicated.

The chances of copyright infringement become much higher with an increasing amount of
content to process on the system.

It is possible to build automated intellectual property verification systems using Soulbound
tokens representing content ownership, smart contracts automating various processes, oracles con-
nected with third-party IP verification APIs such as YouTube Content ID API or Audible Magic
API, Al-based content recognition systems, etc.

We can also build a reputation system for the content creators. Apart from the use of decen-
tralized identities for content creators, the reputation system can use an incentive mechanism for
marking stolen content.

11.4.6.3.5 Cross-platform Licensing
An exciting possibility with a decentralization layer is cross-platform licensing.

We have discussed the separation of the content storage infrastructure layer and distribution
layer. Now, we can attach NFTs to each content. NFTs enable interoperability within the block-
chain on which it is issued.

Further, cross-chain interoperability solutions enable cross-blockchain access to NFTs.

These NFTs can facilitate managing automated cross-platform content requests, verification of
content requesters, content access approval, tracking and executing revenue sharing, etc.

Smart contracts embedded in the NFTs may contain predefined licensing terms and condi-
tions. When a cross-platform content request is initiated, these smart contracts can automatically
validate the request against the licensing terms, granting or denying access based on predefined
criteria.
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NFTs can include programmable logic to track the usage of licensed content across platforms
using data oracles. This includes views, downloads, or any other predefined metrics.

So, we have discussed a basic framework for decentralization layers and then discussed some
sample implementations.

Now, let us get into further nitty-gritty such as regulatory aspects, privacy aspects, and eco-
nomic aspects of decentralization layers.
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Chapter 12

Regulatory Considerations
for Decentralization Layers

Sam Ghosh

Yes, the use of blockchains brings many regulatory challenges as regulators around the world are
trying to regulate the sector, especially crypto-assets.

Bug, this is only one side of the story. The use of these technologies can reduce compliance
costs especially related to privacy and personal data management regulations.

This chapter will look into the potential increase and decrease in compliance burden as an
effect of the use of “decentralization layers.”

The actual impact on compliance burden will depend on the actual structure of the “decentral-
ized layer,” jurisdictions the platform will be accessed from, industry, and several other factors.

12.1 Factors Increasing Compliance Burden

Let us first cover how “decentralization layers” can increase compliance burden.

12.1.1 Financial Regulations

One of the concerns associated with the use of blockchains, smart contracts, and especially tokens
(NFTs or fungible tokens) is that it may inadvertently attract financial regulations such as anti-
money laundering (AML) — Know Your Customer (KYC) regulations, regulations related to secu-
rity issuance, etc.

This is one of the primary reasons we suggest avoiding the use of tokens as currency, raising
funds, and governance of decentralization layers. Decentralization layers are not supposed to act
as standalone Web3 systems.

But, for some specific purposes, we may need to use tokens, especially NFTs. The problem
is even if we use tokens for non-financial purposes, often the burden-of-proof and burden of
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compliance falls on the hands of the platform builders. So, we need to be aware of these financial
regulations and how they could impact us in the context of decentralization layers.

12.1.2 Anti-money Laundering (AML) and KYC Regulations

These regulations are used to prevent the use of cryptocurrencies for money laundering and illicic
activities. Some examples of such regulations are the Bank Secrecy Act (BSA) of the US and the
EU’s AML directives (such as the Fourth and Fifth AML Directive).

Compliance requirements involve collecting and verifying user identification information
before providing services, in addition to transaction monitoring and reporting suspicious activities.

12.1.3 Securities Regulations

These regulations are employed to govern the issuance and trading of securities. An example is the
Securities Act of 1933 in the US, which mandates companies to register securities offerings with
the Securities and Exchange Commission (SEC) before selling them to the public.

Compliance with these regulations involves registration of securities offerings and disclosure
requirements.

Some jurisdictions have defined regulations around ICO (initial coin offering) and STO (secu-
rity token offering). For example, the Liechtenstein Blockchain Act provides a legal framework
for the tokenization of securities and defines requirements for token issuers and service providers.

The use of crypto-assets may attract compliance requirements with these regulations.

12.1.4 Payment Services Regulations

These regulations regulate payment services. The use of crypto-assets for payments may attract
compliance with these regulations.

Compliance may involve licensing, specific security measures, and adherence to other payment
regulations.

An example of such regulation is the Revised Payment Services Directive (PSD2) in the EU.
This directive governs payment services within the EU, including those related to cryptocurren-
cies, and mandates Strong Customer Authentication (SCA) for secure access and transactions.

12.1.5 Cross-border Transactions and Remittance Regulations

Public blockchains by nature are global as the nodes can be located in different countries and the
blockchain can be accessed from anywhere in the world. The use of crypto-assets on these block-
chains may inadvertently attract cross-border transactions and remittance regulations (such as
international money transfer laws in the US) as these crypto-assets can be accessed from anywhere
in the world.

12.1.6 Taxation of Crypto-assets

Jurisdictions around the world are bringing various regulations to tax earnings from crypto-assets
and even to the holding of crypto-assets. For example, as per US Internal Revenue Service (IRS)
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guidance, crypto-assets are treated as property for tax purposes, and in the UK crypto-asset trans-
actions are subject to capital gains tax.

The use of crypto-assets on the decentralization layers may inadvertently result in a visit from
the taxman.

Even though you are not designing the decentralization layer for transactions or for raising
funds, it is worthwhile to be aware of the relevant taxation laws in the jurisdictions the platform
will be accessible from.

12.1.7 Data Localization Regulations

Data localization regulations, also known as data sovereignty regulations, mandate certain types
of data to be stored, processed, and managed within the geographical boundaries of the country of
origin. These laws vary across jurisdictions and influence how organizations handle data.

Data localization regulations primarily target personal data due to its sensitive nature and
privacy and security concerns. The scope of these regulations can vary by jurisdiction, with some
extending to other data types beyond personal information.

Some of the most important data localization considerations appear in the General Data
Protection Regulation (GDPR) of the EU. GDPR technically is not a data localization regulation
but GDPR places restrictions on the transfer of personal data outside the EU unless certain condi-
tions are met.

Another example is China’s Cybersecurity Law which imposes data localization requirements,
particularly on critical information infrastructure operators.

Now, public blockchains by nature are global as they are open networks and anyone from any-
where can join them. This raises questions about compliance with data localization laws.

It is important to study the prevailing data localization laws and their requirements. In gen-
eral, Decentralization layers do not necessarily involve storing personal data because we can always
use decentralized identity systems for user authentication.

In extreme cases, we can use private blockchains especially designed for the decentralization
layer. We will discuss private blockchains later in this book.

12.1.8 Other Regulations
12.1.8.1 Consumer Protection Regulations

The use of crypto-assets may attract compliance with various consumer protection regulations.
Compliance with these regulations may involve various disclosure requirements along with the
implementation of internal policies.

12.1.8.2 Smart Contract Legal Recognition

It is important to note that the legal status of smart contracts as formal contracts is often obscure
in most jurisdictions.
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So, it will probably be a good idea not to consider smart contracts as an alternative to tradi-
tional contracts but as automated programs on blockchains. Even if you use smart contracts on a
decentralized layer for legal purposes, it is a good idea to have a backup system in line with respec-
tive regulations to deal with compliance requirements.

Okay, now let us discuss how the use of a decentralization layer may reduce the compliance
burden.

12.2 Factors Decreasing Compliance Burden
12.2.1 Regulations Related to User Privacy

User privacy regulations, such as the General Data Protection Regulation (GDPR) in the EU and
the California Consumer Privacy Act (CCPA) and HIPAA (Health Insurance Portability and
Accountability Act) in the US, are designed to protect individuals’ personal information and give
them control over how their data is collected, processed, and shared.

Decentralized identity systems and decentralized data science, especially approaches like fed-
erated learning and edge computing, can offer solutions to help organizations reduce compliance
burdens associated with these regulations.

A decentralization layer that incorporates these tools helps minimize the personal data collec-
tion required for the system. For example, the use of a decentralized identity system removes the
need for the collection of personal data for identity verification and authentication. On the other
hand, as federated learning makes it possible to train models on-device, user data does need to be
accumulated in a centralized server.

12.2.2 KYC (Know Your Customer) and AML (Anti-money Laundering)
Although the use of decentralized identity may not completely remove the need for AML-KYC

regulations, the use of decentralized identity solutions with smart contracts can help us streamline
these processes.

Smart contracts can automatically trigger the AML-KYC process when a new user registers
and the verification steps can be embedded in the smart contract logic.

Upon a new user’s registration, the smart contracts engage with decentralized identity systems
to authenticate the information provided by the user.

For instance, identity information could be presented as verifiable credentials, and smart con-
tract verification could then utilize on-chain registries to confirm these credentials. This integra-
tion streamlines the AML-KYC validation process, making it more eflicient.

12.2.3 Consumer Protection Laws

The use of decentralization layers may help reduce the compliance burden linked with consumer
protection laws such as the Federal Trade Commission (FT'C) Act in the US and the Consumer
Rights Directive in the EU.
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We have discussed how we can use decentralization layers to bring end-to-end transparency
to the supply chains.

The use of a decentralized identity can make sure that only authorized entities can interact
with the supply chain system. Transparent and immutable transaction records may help consum-
ers trace the origin, production, and distribution of products, fostering confidence in the supply
chain.

Apart from that, smart contracts can help automate various processes such as warranty claims,
returns, and refunds.

Another side of consumer protection is the protection of consumer privacy. Many businesses
collect too much user data for consumer profiling. The use of federated learning allows analysis of
consumer behavior to personalize consumer experience without compromising individual privacy.
As data is never accumulated in a centralized system, the chances of consumer data breaches can
be minimized.

Okay, let us end this chapter here. In the next chapter, we will discuss the possibility of the use
of dedicated private blockchains for decentralization layers.
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Chapter 13

Public vs Private Blockchains
for Decentralization Layers

Sam Ghosh

We discussed how blockchain transactions are transparent. But, this transparency can be a prob-
lem too.

While discussing privacy protocols in the chapter “Web3 Architectures,” we discussed how
transactions on public blockchains are pseudonymous and not anonymous. There are various de-
anonymization techniques using which the identity of the entities involved in the transaction can
be tracked down.

It is pretty understandable that many entities, especially corporations will not be very happy
with this kind of transparency.

So, what is the solution?

One way to handle this situation is using private blockchains specifically designed for
the decentralization layer we want to build. There are some benefits and some pitfalls in this
approach.

Let us discuss.

13.1 What Is a Private or Permissioned Blockchain?

Private blockchains are a type of blockchain network that operates with restricted access and is
typically used within a specific organization or among a consortium of organizations.

Unlike public blockchains, where anyone can participate and access the network, private
blockchains are permissioned, meaning participants need explicit permission to join and partici-
pate in the network.

DOI: 10.4324/9781003507352-13 235


http://dx.doi.org/10.4324/9781003507352-13

236 m The Age of Decentralization

Figure 13.1 Comparison of public and private blockchains.

13.2 Benefits of Private Blockchains
13.2.1 Higher Privacy

Private blockchains offer higher privacy compared to public blockchains, where transactions are
visible to the world. Permissioned access on private blockchains only allows authorized users to view
transactions without making them public. This ensures the confidentiality of transaction details.

13.2.2 Faster Transactions and Scalability

Private blockchains provide better control over transaction visibility as well as the technical struc-
ture of the blockchain. The organization or the consortium can define block size and block time,
impacting blockchain throughput.

In the case of public blockchains, users do not really have any control and forecasting ability
over the demand for the blockchain as users around the world can openly join the blockchain any-
time they want. This causes significant volatility and uncertainty in blockchain demand, affecting
transaction speed, as throughput is fixed by block size and block time.

Private blockchains provide control over throughput and transparency on blockchain demand,
thanks to permissioned access.

13.2.3 Customizable Consensus Process and
Reduced Technical Complexity
Private blockchains can tailor consensus mechanisms for efficiency. With fewer participants, less

resource-intensive mechanisms like Practical Byzantine Fault-tolerance (PBFT) or Raft can be
used for faster transaction confirmation.
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In private blockchains, built-in trust minimizes the need for extensive validation checks, expe-
diting transaction verification. Simpler smart contracts with reduced complexity can be agreed
upon, contributing to faster execution.

Smaller network size in private blockchains leads to significantly reduced block propagation
times, ensuring quicker dissemination of transaction information.

13.2.4 Predictable Cost Structure

We discussed network fees earlier in this book. In simple words, the network fee (Gas fee in
Ethereum) is the fee collected for transactions to pay the node providers. Basically, a network fee
is a fee for the infrastructure.

In a centralized system, the centralized authority covers the cost of infrastructure. In a decen-
tralized system, anyone can provide infrastructure for the nodes. The transaction fee, which is
collected as a network fee, serves as a form of compensation or reward for node providers who
provide the network's infrastructure.

Anyways, as private blockchains are controlled by a centralized entity or a consortium, the
network fee is not applicable in the case of private blockchains.

In private blockchains, transaction validation is often handled by a select group of known and
trusted participants.

Private blockchain costs are typically covered by consortium entities or the organization
managing the blockchain. Instead of a network fee, operational costs like server maintenance,
infrastructure, and security measures are incurred. Additionally, private blockchain solutions may
include licensing fees for underlying technology or platforms.

13.3 Limitations of Private Blockchains

We discussed the benefits that private blockchains can bring. Now, let us discuss the limitations
that private blockchains can introduce.

13.3.1 Centralization Concerns
So, why are we implementing a decentralization layer?
The primary reason for implementing a decentralization layer is, well, decentralization.

Effective decentralization in blockchain relies on node diversity, including geographical sepa-
ration, varied technical environments, and distribution of control among different entities. Private
blockchains, controlled by one entity or consortium, face challenges in achieving node diversity,
potentially limiting the benefits of decentralization.

To address this, it’s crucial to ensure an adequate number of nodes, promote diverse technical
environments (e.g., different operating systems and programming languages), and consider geo-
graphic diversity through various strategies, such as outsourcing node hosting. Consortiums can
significantly enhance node diversity in private blockchains by bringing together multiple partici-
pants for distributed governance and operation.
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13.3.2 Upfront Investments and Operating Costs

Setting up a private blockchain entails significant upfront investments, covering infrastructure,
technology, security measures, and potential licensing fees. Beyond computing resources, achiev-
ing node diversity requires organizational efforts and employee hours.

Operating costs for private blockchains include server acquisition and maintenance costs,
cloud service expenses, licensing fees, node maintenance costs, and the cost of security protocol
implementation to mitigate cyber threats. The specific costs depend on factors like blockchain
scale, feature complexity, and chosen infrastructure.

13.4 Implementing Private Blockchains

Setting up a private blockchain involves choosing the right technology, infrastructure, and con-
figuration to meet specific business requirements. There are several ways to set up private block-
chains, each with its own advantages and considerations.

13.4.1 Framework-based Setup

Framework-based setups utilize established blockchain frameworks like Hyperledger Fabric,
Corda, or Quorum. These frameworks provide modular and scalable solutions, allowing orga-
nizations to tailor private blockchains to their specific needs. With a permissioned model, access
control ensures restricted participation.

13.4.1.1 Hyperledger Fabric

Hyperledger Fabric, hosted by the Linux Foundation, is an open-source enterprise-grade block-
chain framework. It offers a modular and scalable platform for developing permissioned block-
chain networks, making it suitable for businesses requiring a controlled and private environment.

With versatility and robustness, Hyperledger Fabric is well-suited for enterprise-grade block-
chain solutions in various industries such as finance, supply chain, and healthcare, emphasizing
privacy, permissioning, and modularity.

13.4.1.2 Corda

Corda, developed by the R3 consortium, is an open-source blockchain platform tailored for finan-
cial services and privacy-sensitive industries. It uniquely addresses business application needs,
emphasizing data privacy, regulatory compliance, and interoperability with existing systems.

Corda has applications in diverse industries, including trade finance, healthcare, and supply
chain.

13.4.1.3 Quorum

Quorum, developed by JP Morgan and now owned by Consensys, is an open-source, enterprise-
grade blockchain platform. Built upon the Ethereum protocol, it prioritizes privacy, performance,
and scalability.
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With customized modifications, Quorum caters to the distinct needs of businesses, particu-
larly in finance. Widely used in financial applications like trade finance and supply chain finance,
Quorum is recognized for its focus on addressing enterprise requirements, especially in industries
with critical concerns about data privacy and regulatory compliance.

13.4.2 Blockchain as a Service (BaaS$)

Blockchain as a Service (BaaS) streamlines the deployment of private blockchains through cloud
providers such as Azure, AWS, and IBM. These platforms simplify network permissioning and
enhance scalability, making it easier to create and manage secure blockchain networks.

13.4.2.1 Azure Blockchain Service

Azure Blockchain Service is a fully managed blockchain service by Microsoft Azure, facilitating
easy development, governance, and expansion of blockchain networks.

With versatile tools and services, it caters to organizations across various sectors, streamlining
the utilization of blockchain technology for purposes like supply chain management and financial
services.

13.4.2.2 Amazon Managed Blockchain

Amazon Managed Blockchain, a service by Amazon Web Services (AWS), simplifies the creation,
management, and scaling of blockchain networks.

It enables organizations to build scalable applications without the complexities of setting up
and maintaining blockchain infrastructure. With a managed approach, it eliminates the need for
extensive expertise, making blockchain accessible to developers and enterprises.

13.4.2.3 IBM Blockchain Platform

The IBM Blockchain Platform, a Baa$S offering by IBM, streamlines the development, governance,
and operation of multi-cloud blockchain networks.

Designed with enterprise-grade features, security, and multi-cloud support, it provides a com-
prehensive set of tools and services for organizations across various industries to leverage block-
chain technology.

13.4.3 On-premises Deployment

On-premises deployment of private blockchains involves setting up and managing a network
within an organization’s physical infrastructure, providing control over participation and access.
However, this approach is more complex compared to other options as it involves capital expenses
and management of various physical and digital resources.

On-premises deployment with custom nodes provides organizations with granular control
over their private blockchain networks, enabling tailored solutions that meet specific organiza-
tional needs and compliance requirements. Regular maintenance and adherence to security best
practices are essential for the ongoing success of the deployment.

Okay, let us end this chapter here.
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Chapter 14

Economics of
Decentralization Layers

Sam Ghosh

Now, let us discuss the economics around decentralization layers.

To effectively assess the economic costs and benefits associated with decentralization layers, it
is essential to recognize that integrating such layers can impact not only the individual organiza-
tions but also the wider ecosystem within which the organization operates.

So, let us divide our discussion into micro-economic considerations (for the organization
implementing the decentralization layer) and macro-economic considerations (for the broader
ecosystem).

Please note that the actual economic effects of decentralization layers may be drastically dif-
ferent for different designs of the decentralization layer, industry environment, the maturity of the
organization, etc.

So, the below discussion is aimed at inducing a basic understanding rather than acting as a
tutorial. Ultimately, an economic model for a specific project needs to be built taking into con-
sideration the unique, idiosyncratic characteristics of the decentralization layer and the circum-
stances around the implementation.

14.1 Micro-economic Impact

Micro-economic effects of decentralization layers are often readily visible and realized in the short
term.

14.1.1 Direct Economic Costs

Let us first cover the direct economic costs of decentralization layers.
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14.1.1.1 Cost of Implementation

The composition and magnitude of implementation costs vary significantly between public and
private blockchains. Public blockchains may require access to node-service providers like Alchemy
or Infura, and for increased reliability, hosting a blockchain node might be required.

Development costs in these projects go beyond the core technology, covering scaling solu-
tions, smart contracts, decentralized identity integration, and decentralized storage. Specific solu-
tions, such as Sovrin’s decentralized identity, may have additional charges like fees for DID write,
Schema, and credential definition.

The cost of implementing a private blockchain-based decentralized layer varies based on the
implementation approach. A framework-based implementation involves development costs and
potential licensing fees, while custom node deployment requires substantial resources, includ-
ing computing infrastructure, real estate, architectural design costs, development expenses, and
engineering work.

14.1.1.2 Operating Cost

Similar to implementation costs, operating costs may vary significantly based on whether we are
using a public or a private blockchain.

Public blockchains incur network fees like Gas fees in Ethereum.

Private blockchains, based on implementation, can have various types of costs. Framework-
based and Blockchain-as-a-Service involve hourly charges. Custom node deployments may include
licensing, rent, power, maintenance, and personnel costs.

Apart from running the blockchain, utilization costs for decentralized identity and storage
solutions may also apply based on architecture.

14.1.1.3 Compliance Cost

As we have discussed earlier, the use of blockchain may introduce various compliance require-
ments such as periodic disclosure requirements. These regulatory requirements will involve some
cost.

14.1.2 Direct Economic Benefits
So, what are we getting in return for the implementation and operating costs?

We have already discussed the benefits that decentralization layers can bring — such as higher
availability, automation, increased resilience, etc. The direct economic benefits stem from these
qualities that decentralization layers bring to the tech architecture.

14.1.2.1 Higher Availability

The decentralized nature of blockchains and other decentralized components can result in signifi-
cantly increased availability of the system.
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Depending on the implementation, the higher availability may directly result in increased rev-
enue (say, in the case of a decentralized media distribution system) or result in increased reputation
and trust for the service among the users.

14.1.2.2 Increased Resilience

Another quality of decentralized systems is increased resilience due to the removal of single points
of failure. Increased resilience results in lower maintenance costs and increased availability.

14.1.2.3 Automation

Smart contracts, along with other decentralized components such as decentralized identity sys-
tems, allow us to automate various functionalities such as user authentication, etc.

This kind of automation is likely to reduce human resources costs.

14.1.2.4 Reduced Storage Requirements

One important benefit of using decentralized support systems such as decentralized identity sys-
tems and decentralized data science (such as federated learning) is that we need to store less user
data, especially sensitive user data.

We can expect a significantly lower storage bill due to the use of a decentralization layer.

14.1.2.5 Reduced Compliance Cost

As previously discussed, storing user data is subject to various compliance requirements, including
privacy regulations (like GDPR) and data localization regulations.

As the use of decentralized identity solutions and privacy-preserving decentralized data science
removes the need for storing sensitive personal data, they reduce compliance costs as well.

14.1.2.6 Lower Security Cost

The decentralized nature of blockchain networks and identity systems reduces vulnerability to
common cyber attacks, such as single-point-of-failures, DDoS attacks, and unauthorized access.

Also, by using a decentralized identity and avoiding centralized repositories of sensitive infor-
mation, the risk of large-scale data breaches is significantly reduced. Even if one node is compro-
mised, it does not compromise the entire system.

Okay, now let us discuss the economic impact of decentralization layers on the broader ecosys-
tem in which the organization operates.

14.2 Macro-economic Impact

The macroeconomic effects are often obscure and generally realized in the medium to long term.
Let us divide our discussion into two parts — collective costs and collective benefits.
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14.2.1 Collective Costs
14.2.1.1 Integration Costs

Organizations do not operate in a vacuum and implementing a decentralization layer within an
organization’s ecosystem may require integration changes across the value chain, impacting sup-
pliers and users.

This is especially notable when the organization holds a significant role in the value chain.
Integration costs, including training expenses and potential customer churn, may arise as the
ecosystem adapts to the decentralization layer.

For example, say a B2B player incorporates a decentralization layer and it includes the use of
a decentralized identity solution. Earlier to the implementation of the decentralization layer, the
user authentication was based on the ID/password system. So, the customer organizations used to
access the services through an API-based system that used the ID/password. Now, as their service
provider migrates to a decentralized identity-based system, they need to build API systems that are
compatible with decentralized identity-based systems.

These collective integration costs may come back to the organization in terms of training
expenses, requests for discounts, and even lost customers, etc.

14.2.1.2 Regulatory Uncertainty

We have discussed eartlier in this book that the regulatory implications of the use of blockchains
are not clear right now. This regulatory uncertainty can spill over to the whole ecosystem.

Other ecosystem members may not be subjected to legal actions but disruption of the services
by the organization (implementing a decentralized layer) for legal reasons may impact the whole
ecosystem. This is especially relevant when the organization holds an important position in the
value chain.

14.2.1.3 Technological Uncertainty
Blockchains and other decentralized systems are emerging technologies and are not totally stable.

Other members of the ecosystem may be impacted by the technological uncertainty associ-
ated with the decentralization layer in two ways. Any technological disruption in the organization
implementing the decentralization layer is likely to impact the whole ecosystem in the form of
service disruptions. Apart from that, if the other ecosystem members have systems connected with
the said organization, technical disruption may propagate through the whole ecosystem.

14.2.2 Collective Benefits

So, what are the collective benefits?

As we have discussed earlier in this book, the use of a decentralization layer is expected to
bring various benefits to the whole ecosystem — transparency, automation, increased privacy for
users, etc.
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These ecosystem benefits will likely benefit the organization implementing the decentraliza-
tion layer through increased brand value, greater negotiating power with other value chain mem-
bers, increased trust in the ecosystem, lower cost of quality assurance, etc.

14.2.2.1 Transparency — Reduced Information Asymmetry

One of the primary benefits of using blockchains is the immutable and transparent transaction
history. This transparency can be enormously beneficial for the whole ecosystem.

Let us explain this point through the theory — “The Market for Lemons.”

”The Market for Lemons” is a concept introduced by economist George Akerlof in his seminal
1970 paper “The Market for ‘Lemons™ Quality Uncertainty and the Market Mechanism,” which

discusses how information asymmetry can lead to market inefficiencies.

Akerlof’s idea revolves around the presence of information asymmetry, where sellers possess
more information about the quality of a product than buyers. In such markets, the quality of
goods tends to degrade because buyers are unable to distinguish between high-quality and low-
quality products.

Blockchain technology introduces transparency and immutability to transactions. Every trans-
action is recorded on a decentralized ledger that is accessible to all participants in the network.
This transparency reduces information asymmetry, as the entire transaction history of a product
or service is available for verification.

By addressing information asymmetry and fostering trust, blockchains can lead to efficiency
gains in various industries. For instance, in supply chains, the ability to quickly verify the origin
and authenticity of products can streamline logistics, reduce fraud, and cut costs.

14.2.2.2 Automation

Smart contracts can automate various processes such as quality assurance, warranty claims, pay-
ment approvals, etc.

For example, smart contracts can be used to enforce certain conditions or quality standards.
If a product’s quality falls below a specified threshold, a smart contract can automatically trigger
actions such as refunds or penalties.

This kind of automation is likely to improve the efficiency of the whole ecosystem and lower
various costs related to manual processes.

14.2.2.3 Security and Privacy

The use of decentralized identity solutions, federated learning, etc. limits the amount of data that
needs to be collected. As much less or no amount of sensitive personal data needs to be collected
in the case of a decentralized system, the security of the whole ecosystem improves.

At the same time, users gain control over their identity as well as their personal data.

So, now we have some understanding of the economic costs and gains that an organization
may be exposed to due to the implementation of a decentralization layer.
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But, how can we put all these together for decision-making?

We can use various financial modeling tools to evaluate a proposed decentralization layer proj-
ect. Let us discuss a couple of those tools here.

14.3 Project Evaluation

Before we discuss these tools, we need to have a basic understanding of some financial concepts.

14.3.1 Financial Concepts
14.3.1.1 Opportunity Cost

Say, you have US $1,000. Now, you can keep that money in your purse, deposit it in a savings
account, or invest in an exchange traded fund (ETF).

If you keep that money in your purse it will remain safe but at the same time, it will not earn
any recurn. So, US $1,000 will remain US $1,000.

Now, if you deposit that money in a savings account you earn some interest. Depending on
where you live in the world and the kind of financial institution you deposit your money into,
interest rates can vary a lot — maybe zero or 3-4% on an annualized basis.

While you earn a little interest, the risk also increases a little bit. Depending on the deposit
insurance from the government, the financial health of the government itself, and the type of
financial institution, the risk may be negligible to significant.

Anyways, you can also invest your US $1,000 in an ETF. As stock market investments are
fundamentally risky — your risk increases significantly, but at the same time, you can expect to
earn significantly higher returns. The average annual return can be 10% or 20% if you invest for
the long term.

The point is that you have various “opportunities” for what you can do with your money.

Now, say we think that a particular savings account investment involves more or less the same
level of risk as that of keeping the money in your purse. So, by not keeping the money in the sav-
ings account you are losing the savings account interest rate — say 2.5%.

This cost that is associated with not opting for an opportunity that can give you a higher
return for the same risk is called opportunity cost.

14.3.1.2 Cost of Capital

To implement a new project, an organization needs financial resources. Now, financial resources
are not free even if an organization is using resources from their own reserves — due to the oppor-
tunity cost associated, i.e. the reserves could have been used for some other purpose.

This cost associated with financial resources that are to be used for a project is called the cost
of capital.
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Now, in general, organizations can raise capital in two forms: by taking a loan and by selling
equity.

The interest rate for a loan is called the cost of debt.

The cost of equity represents the minimum return on equity that fund providers would typi-

cally expect from investments with similar risk exposure. The equity return expectations are esti-
mated with frameworks like CAPM (capital asset pricing model).

Now, we can estimate the aggregate cost of capital using WACC — weighted average cost of
capital.

The formula for WACC is as follows:

WACC—(XRej'F(XRd x(l—Z[)j
V V
W here:

E is the market value of the company’s equity,

D is the market value of the company’s debr,

V is the total market value of the company’s debt and equity, i.e. (E + D),
R, is the cost of equity,

R, is the cost of debr,

7 is the corporate tax rate.

14.3.1.3 Marginal Cost of Capital

The cost of debt or cost of equity does not remain fixed for an organization. If an organization
keeps on raising funds, it is understandable that investors and lenders will ask for higher returns
for future investments due to increased risk.

So, the cost of capital for a project may not be equal to the cost of raising funds for past
projects. Instead, we need to consider the cost of capital for acquiring additional funds, which is
known as the marginal cost of capital.

We need to adjust our WACC calculations to the marginal cost of debt and the marginal cost
of equity.

WACC vuginat = (Margimzl Cost of Equity x (i)j
. D
+(Marginal Cost of Debr x (Vj x (1 -T. )

Where,

B Marginal Cost of Equity is the cost of new equity.
B E is the market value of the company’s existing equity.
B Vs the total market value of the company’s equity and debt, i.e. (E + D).
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B Marginal Cost of Debt is the cost of new debt.
B D is the market value of the company’s existing debt.
B 7 is the corporate tax rate.

14.3.1.4 Time Value of Money

The time value of money (TVM) is a fundamental financial concept that recognizes the idea that
a sum of money has a different value today compared to its value in the future. In other words,
the value of money changes over time due to various factors such as inflation, opportunity cost,
and risk.

Say, instead of investing the US $1,000, you decided to give it to a friend of yours. Your friend
promised to return the US $1,000 after a year.

Will the US $1,000 that you will receive after a year be of the same value as the US $1,000
you now have?

Can you buy the same amount of goods and services with that US $1,000 after one year?

No. In general, you will receive a little less amount of goods and services using the US $1,000
after one year compared to the amount of goods and services you can receive now.

So, the value of money changes over time.

Not only that, but because you do not have the US $1,000 with you now, you may face prob-
lems in case of an urgent need for cash. This is called liquidity cost. Also, an exciting investment
opportunity may show itself which you will not be able to participate in because you do not have
the money with you. So, there is an opportunity cost as well. Also, we cannot ignore the possibility
that your friend fails to pay you back — this is the counterparty risk factor.

So, it is not only inflation that affects the value of money.
We can quantify the time value of money as follows.

Say, PV represents the present value and FV is the future value — i.e., the amount that would
get us the same amount of goods and services after say “n” years.

FV =PV x(1+7)"

Where r is called the discounting rate. The discounting rate is estimated based on counterparty
risk, liquidity risk, and expected inflation. This is not a finance book so I am not going into details
here.

14.3.1.5 Sunk Cost

A sunk cost is a cost that has already been incurred and cannot be recovered. In business and
economics, recognizing and understanding sunk costs is crucial for making rational and forward-
looking decisions. Sunk costs should not be considered in the decision-making process, as they are
irrelevant to future costs and benefits.

Okay, now that we understand some basic financial concepts, let us discuss some tools that will
help us evaluate decentralization layer projects from an economic perspective.
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14.3.2 Net Present Value (NPV) Analysis

Net present value (NPV) analysis is a method used in financial decision-making to evaluate the
feasibility of an investment or project and considers the time value of money.

It computes the present value of anticipated future cash flows associated with the project deci-
sion, minus the present value of investment costs. The basic premise of NPV analysis is that cash
received or paid in the future is worth less than cash received or paid today due to the time value
of money.

Below is a simplified equation for NPV analysis. Simplified because it assumes that there is
only a one-time investment requirement at time t = 0.

T CE
NPV = Zto(l oy —CF,

Where:

NPV is the net present value,

T is the total number of periods,

CF, is the net cash flow during period t,

r is the discount rate (the rate used to discount future cash flows to their present value),
Variable t is the time period, and

CF, is the initial investment or cash outflow at time t = 0.

A project is acceptable if the NPV is positive.

For the microeconomic analysis of the impact of the decentralization layer on an organization,
we can calculate the cash flows relevant to direct costs (implementation, operating costs, etc) and
direct benefits (increased revenue due to higher availability, savings from lower data storage cost,
savings due to a lower security threat, etc), and then use them for NPV analysis. The cost of imple-
mentation is obviously the initial investment cost.

While NPV analysis is generally used for cash flow, we can estimate the economic value gen-
erated and destroyed due to the implementation of the decentralization layer and calculate an
economic NPV.

Collective costs can be used in place of negative cash flows and collective benefits can be in
lieu of positive cash flows.

So, this economic NPV would suggest the net economic value that a decentralization layer
brings to the whole ecosystem.

14.3.3 Internal Rate of Return (IRR) Analysis

‘The internal rate of return (IRR) is a financial metric used to evaluate the attractiveness of an
investment or project. It is the discount rate that makes the net present value (NPV) of the proj-
ect’s cash inflows and outflows equal to zero. In other words, it is the rate of return at which the
present value of future cash flows equals the initial investment.
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In this formula:

NPV is the net present value,

T is the total number of periods,

CFt is the net cash flow during period t,

IRR is the internal rate of return, and

CF, is the initial investment or cash outflow at time t = 0

If the IRR is greater than the required rate of return or the hurdle rate, the project is considered
financially viable.

If the IRR is equal to the required rate of return, the project is expected to break even (NPV
is zero).

If the IRR is less than the required rate of return, the project may be considered less attractive.

We can use IRR analysis similarly to how we talked about the use of NPV analysis to evaluate
the micro-economic and macro-economic impact of a decentralization layer.

Okay, let us end this chapter here. In the next chapter, we will cover case studies covering vari-
ous industries and how Web3 is impacting those industries through decentralization.
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Chapter 15

Industry Case Studies

Sam Ghosh

We have talked about the theoretical aspects of decentralization. Now, let us cover some case stud-
ies on the kind of roles decentralization plays in different industries. Hopefully, this will inspire
the readers to implement decentralization layers in their industries.

15.1 Gaming Industry Case Study

A group of teenagers in my locality is heavily engaged in Free Fire, a popular battle royale game
created by 111Dots Studio and published by Garena.

Free Fire follows a free-to-play model, allowing gamers to acquire virtual goods, character
skins, and various customization options through in-game purchases. These virtual goods, includ-
ing skins and weapons, are important for improving one’s rankings within the game.

Presently, players require the in-game currency called “diamonds” for such purchases.
Diamonds can be acquired through different avenues, such as buying them with real currency or
earning them as rewards during regular gameplay, events, and various in-game activities.

Anyway, these teenagers were thrilled to have approximately US $2,000 “invested” in a col-
lection of Free Fire accounts.

So, what makes Free Fire accounts a form of investment?

Despite Garena, the publisher of Free Fire, explicitly stating that trading and selling accounts
violate their policies, there is a thriving market for Free Fire accounts. Notably, e-commerce plat-
forms like Eldorado and PlayerAuctions facilitate the trading of Free Fire accounts.

I found it surprising that Garena is not aligning itself with the apparent user motivation, which
revolves around the trading of accounts.

However, users aren’t necessarily seeking to trade entire accounts — instead, their focus is on
trading in-game virtual assets such as skins and weapons.
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Many modern-day gaming platforms recognized this market gap and have since not only
allowed users to trade in-game assets but actively encouraged such transactions.

While talking to the teenagers, I couldn’t help but wonder about the fate of their significant in-
game “investments” if Free-Fire were to suddenly shut down. Wouldn’t these investments become
worthless?

I did not get any answer.

I'll return to this question later, but for now, let’s take some time to delve into some gaming
industry concepts.

15.1.1 The Video Gaming Industry

According to Grand View Research, the global video game market reached a valuation of approxi-
mately US $217 billion in 2022, with a projected compound annual growth rate (CAGR) of
around 13%. The proliferation of smartphones, rapidly growing internet penetration, and the
widespread availability of games online are considered to be key contributors to the market’s con-
tinued growth.

15.1.1.1 Evolution of the Video Gaming Industry

The gaming industry has undergone significant evolution over the years. In the early days of the
gaming industry, revenue primarily came from publishing and direct sales, exemplified by Atari’s
success with the Pong series in the 1970s.

In the traditional gaming model, the primary source of profit used to be the “content busi-
ness,” involving activities like IP licensing and direct game sales, with profits going to publishers
and content creators.

In the early 2010s, a new earning model emerged with professional gamers participating in
official leagues, often established as marketing channels by major publishers. This concurred with
the rise of professional influencers who used personality-driven content on platforms like Twitch
and YouTube Gaming. Their success showcased the potential for individuals to profit through
gaming, cither by playing or leveraging game-related content, often with heavy sponsorship or
publisher involvement.

In the 2020s, a new paradigm emerged — the era of “play to earn.” The blockchain game indus-
try introduced a rewarding system where gamers could monetize game content simply by playing.
‘This shift resulted in unprecedented growth.

Now, let’s delve into some gaming-related concepts.

15.1.1.2 Gaming Concepts
15.1.1.2.1 Gaming Revenue Models

15.1.1.2.1.1 Pay to Play: In this case, players pay an upfront cost or a subscription fee to gain
access to the game. This model is prevalent in many console and PC games.
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Figure 15.1 Gaming revenue models.

15.1.1.2.1.2 Free to Play (Freemium): In this case, games are free to download and can be
played without any initial cost. Revenue is generated through in-app purchases, microtransac-
tions, and advertisements. This model is extensively utilized in mobile games, offering optional
real-money purchases for in-game items or features.

15.1.1.2.1.3 Play-to-Earn: This revenue model motivates players with the prospect of earning
in-game currency or valuable digital assets. Often associated with blockchain technology, this
model may entail an initial investment, such as purchasing digital assets or tokens.

Play-to-earn represents a newer and evolving model in the industry.

Each model comes with its unique advantages and considerations, designed to cater to diverse
player preferences and game genres. The gaming industry is in a constant state of evolution, with
emerging models reflecting technological advancements and shifts in player expectations.

15.1.1.2.2 “Player vs Player” and “Player vs Environment”

In video games, two primary gameplay types are “player vs player” (PvP) and “player vs environ-
ment” (PvE).

PvP entails players competing against each other, while PvE involves players encountering
challenges presented by the game’s artificial intelligence, which may include non-playing charac-
ters or the game’s environment.
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15.1.1.2.3 Single-Player, Multiplayer Games, and Massively
Multiplayer Online Games

Single-player games focus solely on PvE (player vs environment) gameplay, whereas multiplayer
games incorporate both PvE and PvP (player vs player) elements.

A massively multiplayer online game (MMOG) is a video game genre that enables a large
number of players to simultaneously engage over the internet. These games typically unfold in a
shared world accessible to gamers after acquiring or installing the game software.

15.1.1.2.4 User-Generated Content (UGC) in Gaming

In gaming, user-generated content (UGC) refers to changes made to the game environment by
people outside the original development team. These modifications can include adding new ele-
ments, altering visuals, or creating entirely new levels.

User-generated content can involve items like weapons, armor, clothing, and entire game lev-
els. For example, a notable case is the transformation of Spacewar through the addition of a sun
object, which significantly changed the game’s dynamics.

15.1.2 Decentralization in the Gaming Industry before Web3
15.1.2.1 Rise of Decentralization in Gaming

In the past, gaming companies generally discouraged user-generated content (UGC), and UGC
trades often occurred in underground markets. Early games lacked developer support for UGC
creation, limiting such endeavors to skilled developers or unintentional occurrences, commonly
referred to as “modding.”

Figure 15.2 The “mod” of Space War contains a sun object at the center.
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At times, these modifications, or mods, gained even more popularity than the original games.
Notably, Counter-Strike originated as a mod for Half-Life and eventually became one of the most
influential games in the industry.

Recognizing the advantages of user-generated content (UGCs), game developers have progres-
sively embraced them by incorporating support for UGCs on their platforms.

However, it is not only about UGCs.

While the term “Web3” may seem new, the concepts linked to decentralization, platform-
native currencies, tokens, and in-platform trading were not alien to the gaming industry even in
the early days of online gaming. Even before the widespread acceptance of Web3 principles, plat-
forms such as Roblox, Minecraft, Second Life, and even traditional games like World of Warcraft
demonstrated aspects of decentralization.

It's essential to note that games such as Free-Fire, despite incorporating features like in-game
currency, did not embrace decentralization. As discussed eatlier, Free-Fire lacks support for in-
game trading and maintains centralized control over game components.

Roblox and Minecraft transformed the gaming landscape. How?

Let’s begin by exploring Roblox.

15.1.2.2 Roblox

Roblox features a decentralized economy within its platform, allowing users to create their own
games, design virtual items, and participate in trading with others.

Figure 15.3 Gaming platforms without blockchains that offer some level of decentralization.
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The platform operates with its exclusive virtual currency called “Robux,” serving as the native
currency. Players can earn Robux through various avenues, such as game development, and use it
for in-game purchases or trading with fellow players.

Renowned for its emphasis on user-generated content, Roblox empowers players to create
games using the platform’s development tools. Player-generated games can gain popularity and
widespread play without direct involvement from the central game developer. This decentralized
content creation model stands as a pivotal element contributing to Roblox’s success

15.1.2.3 Minecraft

While predating the Web3 era, Minecraft stands out as a noteworthy example of a game that flour-
ished through user-generated content. Players have the ability to develop their mods, skins, and
customized maps. The Minecraft community enthusiastically engages in crafting and exchanging
content, playing a significant role in sustaining the game’s enduring popularity.

15.1.2.4 Second Life

Second Life is an early virtual world platform that champions a decentralized virtual economy.
Participants were empowered to produce and trade virtual goods and services, with the in-game
currency, Linden Dollars (L$), being exchangeable for real-world currency on external markets.
This pioneering approach closely resembles the virtual economies seen in certain blockchain-based
games in recent times.

15.1.2.5 World of Warcraft

In World of Warcraft, players have long engaged in decentralized trading. The in-game auction
house facilitates the buying and selling of items using in-game currency, showcasing a player-driven
market that embodies decentralized economic interactions within the gaming environment.

15.1.2.6 Limitation of Pre-blockchain Gaming Systems

As we see, even before blockchain gaming, traditional gaming platforms allowed users to create
and trade user-generated content (UGC) and in-game assets. However, these assets were tied to
specific platforms, lacking portability and interoperability.

If these platforms were to shut down, the fate of all in-game assets would become uncertain.
Additionally, the ownership structure lacks transparency and heavily relies on the decisions made
by the platform owners.

Blockchain gaming addresses at least some of these issues.

15.1.3 Blockchain Gaming
15.1.3.1 Introduction

Blockchain gaming refers to a type of online gaming application that incorporates a distributed
database, often utilizing blockchain technology.
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The decision regarding which components of the gaming system to store on a blockchain
depends on the chosen game architecture. This choice, particularly when opting for a public
blockchain for decentralized access, carries long-term consequences.

Currently, blockchains are used to streamline in-game asset transactions and to establish a
financial system within online gaming platforms. This differs from earlier blockchain games like
Huntercoin, where the entire gaming logic was on the blockchain. In modern blockchain games,
most gaming components reside off-chain.

So, what benefits does the use of a blockchain or any other distributed database provide in this
context?

Previously, we discussed user-generated content (UGC) and highlighted that the exchange of
UGC:s primarily occurred in unofficial channels.

However, this paradigm shifted with the emergence of gaming platforms like Minecraft and
Roblox. Users now have the ability to conduct transactions involving in-game assets directly
within the gaming platform, allowing them to acquire these items using real currency.

However, there is a problem.

As these gaming platforms are centralized, the ownership of in-game assets is tied to the gam-
ing system. In the event of the game going offline, users face the risk of losing their in-game assets
with no way of recovering their investments.

Blockchain-based NFTs are addressing this issue.

NFTs serve as evidence of ownership for these in-game assets. Non-fungible tokens or NFTs
represent a form of crypto tokens wherein the value of each unit can differ from the others.

Figure 15.4 Creator Hub on the Roblox platform. Creator Hub enables the transaction of
UGGs.
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Now, NFTs enable the tracking of uniquely identifiable items, with the codes behind these
assets often stored in various decentralized data stores, such as IPFS, in the form of Voxel or Unity
models.

This fosters unparalleled transparency and interoperability. A common challenge in trading
in-game digital assets lies in the absence of proof of authenticity. The incorporation of NFTs
ensures transparent and easily auditable transfer records for these assets.

Furthermore, as the game assets are stored decentrally and represented by NFTs, they can be
theoretically used on other gaming platforms.

Leveraging blockchain technology decentralizes the transactions involving these game assets.
The exchange of these assets occurs through NFT transactions, establishing independence from
the gaming platform.

Now, let’s cover some blockchain gaming platforms.

15.1.3.2 Huntercoin

Many may not be familiar with Huntercoin, often considered the pioneer in blockchain-based
gaming, launched in 2014, before the advent of Ethereum.

In Huntercoin, all game logic was embedded directly into the blockchain. Notably, Huntercoin
originated as a fork of Namecoin, itself a fork of Bitcoin.

The game involves players collecting coins on a map, incorporating elements of player vs player
combat to compete for resources.

Figure 15.5 Huntercoin - the first blockchain-based game. Image source: xaya.io
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With the entire game logic residing on the blockchain, Huntercoin stands out as one of the
most decentralized blockchain games. However, this characteristic also adds to its scalability

challenges.

15.1.3.3 CryptoKitties

Introduced in 2017 by Dapper Labs, a Canada-based company, CryptoKitties gained prominence
as the first widely known blockchain game. The game revolves around digital cats, allowing users
to collect, breed, and trade these unique virtual felines.

CryproKitties are unique digital collectibles represented as non-fungible tokens (NFTs) on the
Ethereum blockchain. Each Kitty’s appearance is determined by its distinct set of genes, which
include both visible traits and hidden characteristics. Breeding two CryptoKitties produces off-
spring with a new combination of genes, influencing their rarity and value.

The value of a CryptoKitty depends on factors like rarity and cooldown speeds, with lower-
generation Kitties possessing rarer traits and shorter cooldown periods, increasing their value. The
cooldown period is the waiting time a cat must undergo after breeding before it can be bred again.

The game’s logic is primarily governed by smart contracts on the Ethereum network.

While CryproKitties is fairly decentralized, playing the game on the Ethereum network incurs
high transaction costs.

15.1.3.4 Axie Infinity

Axie Infinity stands out as a prominent play-to-earn game created by the Vietnamese studio Sky
Mavis.

Figure 15.6 Genes that determine the appearance of the cats in CryptoKitties. Image Source:
cryptokitties.co
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Figure 15.7 The Axies are defined by the traits they carry. Image Source: axieinfinity.com

Axie Infinity operates on the Ronin sidechain of Ethereum, addressing Ethereum’s scaling
challenges. The game draws inspiration from Nintendo’s Pokémon series and allows players to col-
lect and battle monsters called Axies. Each Axie has seven body parts with distinct shapes.

Axies are represented as NFTs, and players assemble teams of three Axies to participate in
gameplay. Lunacia, the game’s virtual world, consists of NFT plots of land that serve as residences
and operational hubs for Axies. Players can upgrade these plots using in-game resources and craft-
ing ingredients found during gameplay.

15.1.3.5 The Sandbox

The Sandbox is a Metaverse that empowers players to construct, own, and monetize their gaming
experiences on the Ethereum blockchain. The Metaverse is a collaborative, enduring, and openly
accessible 3D virtual universe, essentially comprising multiple virtual worlds.

The Sandbox is a user-generated content ecosystem where users create 3D objects with Voxedit,
trade them as ERC-721 and ERC-1155 NFTs, and use the Game Maker application to build expe-
riences and gameplay for others.

LANDS in The Sandbox are blockchain-secured virtual tokens, following the ERC-721 stan-
dard for NFTs. These tokens represent specific parcels in The Sandbox Metaverse, allowing players
to own part of the virtual world and host content.

In The Sandbox’s virtual real-estate ecosystem, users can create and share gaming experi-
ences while having the option to monetize their crafted games. This dynamic environment allows
users to earn SAND, The Sandbox’s utility token, by completing quests and missions within the
Metaverse.


http://www.axieinfinity.com

Industry Case Studies ® 261

Figure 15.8 The Sandbox LANDS NFTs representing virtual real estate. Image Source: sandbox
.game
15.1.4 Conclusion

We observed that blockchain-based gaming platforms significantly enhance decentralization by
moving the ownership and transaction layer of user-generated content (UGC) to the blockchain.

However, is this sufficient decentralization?
No.

In a fully decentralized gaming ecosystem, user-generated content (UGC) and other in-game
assets, like characters, weapons, or skins, would be interoperable. This implies the ability to seam-
lessly use in-game assets from one gaming platform on other platforms. While blockchains ensure
the perpetual ownership of digital assets, the real value that blockchains bring lies in interoper-
ability, allowing assets to be utilized across diverse platforms.

Enjin and similar platforms are dedicated to advancing the interoperability of gaming assets.
However, achieving complete decentralization in the gaming ecosystem remains a distant goal.

Achieving complete decentralization in the gaming ecosystem demands not only the perpetual
ownership of digital assets but also widespread interoperability among diverse platforms.

How do you believe we can create such an ecosystem using a decentralization layer?

15.2 Media Distribution Case Study

Doesn’t it seem like everyone is getting into content creation lately?

Data supports this epiphany.
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Content creation and sharing are booming. The DOMO Data Never Sleeps 10.0 report reveals
that as of 2022, every minute, 500 hours of video are uploaded to YouTube, and Instagram users
share 66,000 images.

Now, before moving forward, let us discuss the evolution of media distribution a little bit.

15.2.1 Evolution of Media Distribution

From physical distribution to streaming services, the media distribution industry transformed a
lot over the years.

In the 1980s, Sony revolutionized audio distribution with the introduction of the compact disc
(CD), marking a shift to digital formats. For video content distribution, the 1970s brought VHS
tapes, followed by DVDs in the 1990s. JVC led the VHS format, while DVDs gained popularity
through manufacturers like Sony and Toshiba.

During the early to mid-20th century, radio and television played pivotal roles in the real-time
delivery of audio and visual content, fostering a shared cultural experience.

However, users had minimal control over what they watched, and their choices were limited.
Then came the era of the internet.

In the 1990s, the internet became more accessible, primarily through slow-speed dial-up con-
nections. The digitization of content gave rise to online publishing. However, dial-up connections
proved insuflicient for quality media distribution. High-speed internet started gaining traction in
the late 1990s and early 2000s, addressing these limitations.

Early pioneers like MP3.com and Napster revolutionized music distribution through peer-
to-peer sharing. MP3.com, founded by Michael Robertson in 1997, and Napster, founded by

Figure 15.9 Evolution of media distribution — from VHS to live streaming.
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Shawn Fanning and Sean Parker in 1998-99, played crucial roles in reshaping the landscape of
music distribution. Both faced legal challenges related to copyrighted material, with Napster’s
model encouraging copyright violations, and MP3.com facing legal challenges for its My.MP3.

com service.

In 2001, Apple launched iTunes as a legal online music store. Successfully negotiating licens-
ing agreements with major record labels, iTunes allowed users to legally purchase and down-
load individual songs or albums. Operating within copyright law and securing necessary licenses
helped iTunes avoid the legal challenges faced by platforms like Napster and MP3.com.

The online video distribution era began with the founding of YouTube in 2005. Netflix, estab-
lished in 1997, only entered video streaming in 2007, while Amazon launched Amazon Unbox in
2006.

Hulu, a collaboration of NBC Universal, Fox Entertainment Group, and ABC Inc., started in
2007, officially launching in 2008 with a free, ad-supported streaming model. Twitch, founded in
2011, specializes in live-streaming video games and esports content. Platforms like Disney+ and
Peacock also emerged in this evolving landscape.

With the evolution of the business models, various revenue models also emerged. Let us have
a quick discussion.

15.2.2 Revenue Models in Media Distribution
15.2.2.1 Advertising-supported Models

Let’s begin with the ad-supported business model.

Figure 15.10 Media distribution revenue models.
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The ad-supported video on demand (AVOD) model offers free access to content monetized
through ads, seen on platforms like the free version of YouTube, Tubi, and Pluto T'V.

Similarly, the freemium music streaming model provides limited free access with ads, with
options for ad-free premium subscriptions, as seen in Spotify and Pandora.

The ad-supported model serves as a means to attract users to the platform, often evolving into a
freemium model, as seen in YouTube’s introduction of YouTube Premium, which offers an ad-free
experience for a monthly fee.

15.2.2.2 Subscription-based Models
Now, let’s delve into subscription-based models.

In the subscription video on demand (SVOD) model, users subscribe by paying a recurring fee,
granting them unlimited access to a comprehensive library of video content. Notable platforms
employing this model include Netflix, Hulu (subscription tier), Disney+, etc.

Similarly, in the music streaming subscription model, users pay a subscription fee for unre-
stricted access to an extensive music library, with examples including Spotify Premium, Apple
Music, and Amazon Music Unlimited, among others.

Hybrid platforms like Amazon Prime offer a combination of audio and video subscriptions,
encompassing Prime Video and Amazon Music.

15.2.2.3 Transaction-based Models

Now, turning to the transactional video-on-demand (TVOD) model. Users make payments for
individual pieces of content or a specified time-limited access.

Notable platforms employing this model include iTunes and Google Play Movies & TV.

In the case of audio delivery, a similar model operates on downloads and purchases, where
users pay for individual song or album downloads. This approach is utilized by platforms such as
iTunes and Google Play Music.

15.2.2.4 Live Events and Pay-per-view

Many streaming services have expanded to include live streaming events, where users pay to access
special broadcasts or live-streamed events, such as pay-per-view sports events and live concerts on
streaming platforms.

In the current landscape, platforms often adopt a combination of the previously mentioned
models, incorporating bundled services like Amazon Prime, Apple One, and others.

Now that we understand the business models in online media distribution a little bit, let’s
evaluate the influence of user-generated media content on these platforms.

15.2.3 Role of User-generated Media Content

User-generated content (UGC) plays a crucial role in expanding Web2 platforms by leveraging the
power of network effects. Network effects occur when the value of a platform increases with the
number of users, creating a positive feedback loop.



Industry Case Studies ® 265

15.2.3.1 How Does UGC Fuel Platform Growth?
15.2.3.1.1 Building User Traction

User-generated content plays a key role in attracting users to platforms through diverse and rele-
vant content, often shared through word-of-mouth recommendations. Content providers promote
their creations beyond the platform, advertising the platform itself.

For example, when you upload a video on YouTube, it’s common to share the video link across
all your social media profiles, as well as through emails and messages. This process actively drives
traffic to the platform and enhances search engine rankings, facilitating rapid platform growth.

15.2.3.1.2 Increased Engagement

User-generated content (UGC) fosters a sense of community among users with shared interests,
boosting engagement and retention as individuals connect with like-minded peers.

Platforms often integrate interactive features such as comments, likes, shares, and collabora-
tions, elevating the user experience and encouraging prolonged platform interaction.

15.2.3.1.3 Trend Following in Content Creation

Content creators strive to cultivate an audience by producing content aligned with current “hot”
and “trending” topics. This ensures that platforms consistently offer not only pertinent content for
their visitors but also a constant stream of fresh material.

Consider this — if a significant event occurs today and you visit YouTube, you are likely to find
content creators already producing videos on that topic. Traditional media may need a lot longer
to catch up with the trend.

So, we understood that user-generated content is not only significant for these platforms but
vital for their existence and growth.

YouTube recognized the importance of UGC early on and embraced this trend with the
Youtube Partner Program.

15.2.3.2 YouTube Partner Program (YPP)

YouTube’s Partner Program (YPP), launched in 2007, revolutionized content creation by allowing
creators to monetize their videos through advertising. Unlike other attempts by platforms like
Revver and Blip.tv, YPP achieved unprecedented success.

Creators in YPP earn revenue from ads displayed alongside or within their videos based on
factors like ad impressions and viewer engagement. This program empowered creators to turn their
passion into income, fostering diverse and engaging content on the platform.

To join YPP, creators need to meet specific criteria like attaining a minimum number of sub-
scribers and watch hours, incentivizing them to produce high-quality content, and growing their
audience.

YPP transformed YouTube into a viable career choice for creators, encouraging full-time con-
tent creation and contributing to the platform’s evolution into a dynamic content ecosystem.


http://www.Blip.tv,
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Figure 15.11 Launch of Youtube Partner Program in May 2007. Image Source: web.archive.org
(youtube.com)

Overall, YPP has been instrumental in fostering content growth, content diversity, and eco-
nomic opportunities within the YouTube community, positioning the platform as a leading desti-
nation for content creators worldwide.

Alright, so far, we've examined the industry from the viewpoint of platform development —
observing the evolution, revenue generation, and utilization of UGC for growth.

Now, let’s delve into the industry from the standpoint of content providers.

Content creation is no longer just a hobby, it has evolved into a primary source of income for
many individuals. According to Linktree’s report, there are approximately 200 million creators
worldwide as of 2022. Goldman Sachs predicts that the creator economy could reach US $480
billion by 2027.

In the existing centralized model of online content distribution, the priorities of creators fre-
quently take a back seat to the interests of platform providers.

This is where the concept of decentralization comes into play.

15.2.4 What Would Decentralization of Media
Distribution Mean for Content Creators?

15.2.4.1 Control over Content

Arguably, the most significant aspect of decentralization would entail content creators gaining
meaningful control over their created content. While creators legally own the content they create
on digital platforms, in practice, content providers often lack meaningful control over how their
content is distributed and utilized.
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15.2.4.2 Brand Preservation for the Content Creators

The dynamism between content providers and platforms is typically framed with platforms posi-
tioning themselves as service providers, as outlined in user agreements. However, there’s a pre-
vailing sense that content creators are implicitly working for these platforms, resulting in the
assimilation of content providers’ brands into the platform itself.

Decentralization could offer a solution to protect the brand value of content providers.

15.2.4.3 Interoperability and Portability

Consider this scenario: You upload a video on YouTube, which stores the video in its databases
and distributes it to users. Now, if you want to distribute the same video on Instagram, you must
upload it again on Instagram. For each platform where you wish to distribute the video, you need
to repeatedly upload the same video.

In a decentralized solution, the need for repeated uploads should be minimized.

15.2.4.4 Disintermediation
Decentralization involves disintermediation and the removal of intermediaries.

In the centralized media distribution model, platforms act as intermediaries, hindering direct
contact between content creators and consumers. Creators are often restricted from connecting
directly with the audience, limiting their ability to move the audience to other platforms. This
poses challenges, as creators lack granular audience insights and direct engagement.

A decentralized solution should avoid restricting creators’ ability to connect with their audi-
ence in any way.

15.2.4.5 Access Control

If T request the deletion of a video on YouTube, and YouTube confirms its deletion, do I have a
way to verify if it’s truly removed from YouTube’s databases? How can I be sure that YouTube isn’t
keeping a copy of my data?

This concern may seem theoretical but it is not. For example, Tiktok was banned from India in
2020 but it has been reported by several media outlets that still in 2023, employees of ByteDance,
the parent company of Tiktok, had access to data of over 150 million Indian accounts and users.
Remember that TikTok is often accused of sharing data with the Chinese Communist Party.

In a decentralized solution, content providers should have the ability to control and restrict
content access, ensuring transparency about where their content resides and who has access to the
content.

15.2.4.6 Transparency

Centralized platforms often lack transparency, especially in content recommendation algorithms,
content moderation policies, and revenue-sharing practices. Content creators may face challenges
in understanding how their content is evaluated, the reasons for moderation actions such as
removal or flagging, and the distribution of generated revenue.
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In conflicts, these platforms often act unilaterally, leaving content providers with minimal
authority over their own content.

15.2.5 Decentralization without Web3

When considering the decentralization of media distribution without Web3 on a broader scale,
platforms like MUVT come into mind.

Muvi is an Infrastructure as a Service (IaaS) platform offering comprehensive solutions for
content creators to launch their streaming services. It operates on a business-to-business (B2B)
model, serving businesses, organizations, and individual content creators.

Rather than controlling revenue streams and taking a percentage, MUVI charges subscription
fees directly from content creators. MUV presents diverse monetization choices for content cre-
ators, encompassing subscription models, pay-per-view, and ad-based revenue within their tailored
streaming services.

Despite offering brand control through white-label services, platforms like MUVT still func-

tion as intermediaries in transactions between creators and their audiences.

15.2.6 Decentralization with Web3
Blockchain-based platforms like Hive-Tube, LBRY, and BitTube have taken significant strides

toward decentralization.

Hive-Tube, operating on the Hive blockchain, is a decentralized streaming platform providing
content creators with the freedom to monetize and distribute their media without censorship or
fees, serving as an alternative to mainstream platforms like YouTube and Spotify.

LBRY is a blockchain-driven content-sharing platform prioritizing decentralization. Content
creators can publish directly on the LBRY blockchain, enabling users to discover and tip creators
using cryptocurrency.

BitTube is a blockchain-powered platform that incorporates the cryptocurrency TUBE for
content monetization. Blending video streaming with a decentralized social media platform
enables users to earn TUBE tokens for both content creation and engagement.

Now, let us compare MUVT, a decentralized media distribution platform that does not use
blockchain, and LBRY, a blockchain-based media distribution platform.

Muvi functions within a centralized technical architecture, where the platform’s infrastructure
is controlled by a central authority. This centralization poses potential vulnerabilities and depen-
dencies on the platform provider.

In contrast, LBRY operates on a decentralized blockchain, eliminating the necessity for a cen-
tral authority. Content is stored across a distributed network of computers, boosting resilience and
minimizing the risk of single points of failure.

Although Muvi provides multiple monetization options for content creators, it functions as an
intermediary in transactions.
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In contrast, LBRY enables direct monetization between content creators and viewers through
cryptocurrency LBC. This direct interaction is facilitated by smart contracts on the blockchain,
minimizing the reliance on intermediaries.

LBRY’s resistance to censorship is higher due to its decentralized nature. Content information
resides on a blockchain, and the protocol is designed to grant content creators greater control over
their work, mitigating the risk of arbitrary removal.

In the case of MUVI, content ownership, and distribution are overseen by the platform
provider, leaving users and creators with limited insight into the platform’s internal operations.
LBRY's decentralized model, on the other hand, guarantees transparency in content ownership
and distribution. The blockchain serves as an immutable record, documenting ownership and
transactions, thereby enhancing transparency and accountability.

15.2.7 Limitations of Current Blockchain-based Solutions

While blockchain-based solutions contribute to decentralization in media distribution, there is
still a significant journey ahead.

15.2.7.1 User Adoption Challenges

Cryptocurrency is a rapidly evolving technology, and its usage may not be universally accepted.
Blockchain-based media distribution solutions, relying on cryptocurrencies for payments, encoun-
ter a substantial challenge in scaling their platforms to a critical mass.

15.2.7.2 Content Discovery and Search

While blockchain-based solutions aim to decentralize content discovery, the user experience may
not match the refinement of centralized platforms. Users accustomed to sophisticated recom-
mendation algorithms on mainstream platforms may find content discovery on blockchain-based
platforms less intuitive.

15.2.7.3 Monetization and Financial Integration

Integrating cryptocurrency monetization may pose challenges for content creators accustomed to
traditional payment systems. Some creators may prefer platforms that offer more straightforward
financial integration.

Another related concern is that creators receive payment in cryptocurrencies, such as LBC on
LBRY. As the prices of these cryptocurrencies constantly fluctuate, creators are exposed to price
risk associated with these crypto-assets.

15.2.7.4 Regulatory Uncertainties

Cryptocurrencies wotldwide are subject to evolving regulations, introducing uncertainties for
platforms utilizing them. The future of these platforms may face existential crises with the intro-
duction of new regulations.
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15.2.8 Way Forward

Did you notice that the challenges mentioned are primarily associated with distribution — user
adoption, payments, etc.?

A potential solution could involve separating the infrastructure layer (used for storage and main-
tenance of media objects) from the distribution layer as discussed in Chapter 11, “Decentralization
of Traditional Architectures with Decentralization Layers.”

The utilization of blockchain can be limited to the infrastructure layer, with traditional Web2
technologies employed for the distribution layer.

This approach allows leveraging the user adoption and network effect benefits of Web2 solu-
tions while enabling creators to maintain control over their media assets through the use of block-
chains. Viewers do not need to deal with cryptocurrencies, and creators retain control over their
media assets, with only metadata and thumbnails shared with the distribution layer.

Decentralized storage can be employed for storing media, blockchain with smart contracts
for managing access and tracking ownership of the media, and decentralized identity for secure
authentication of the content creators.

As blockchains enable transparent and immutable records, content access logs become more
auditable and reliable for creators.

Various cryptographic techniques can be employed to identify content theft and the upload of
stolen content.

In this manner, creators can maintain command over their media assets and leverage vari-
ous channels for distribution without the need for repetitive content uploads. This significantly
enhances interoperability without compromising the security of the content.

What type of decentralization layer do you believe would facilitate the development of such a
system?

15.3 Social Media Case Study

Let us begin this case study with a scene from David Fincher’s 2010 movie 7he Social Network.

Eduardo Saverin, portrayed by Andrew Garfield, is providing testimony about the moment
when Mark Zuckerberg approached him with the concept of “The Facebook.”

Eduardo was attending the “Alpha Epsilon Pi Caribbean Night, 2003” when Zuckerberg
approached him and requested to step outside.

Zuckerberg, portrayed by Jesse Eisenberg, shares the concept of “The Facebook” with Eduardo.

Prior to this, Mark Zuckerberg had created “Facemash,” a platform similar to “Hot or Not”
for Harvard students. He allegedly obtained images of female students by hacking into various
Harvard websites, leading to a summons from the Harvard Administrative Board.

At the same time, he received an offer from the Winklevoss twins to work together on develop-
ing an exclusive dating website for Harvard students.
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Figure 15.12 Article on The Harvard Crimson dated November 19, 2003, covering Facemash
.com. Image source: thecrimson.com

Now, returning to the Caribbean Night scene.

Mark describes the platform as “an online community of friends.” People would be able to
click into pictures and profiles and browse around. He described the platform as “taking the entire
social structure of college and putting it online.”

Eduardo understood the value of the idea pretty quickly. He realized that there was no reason
to hack, people were going to put their own pictures up.

Okay, now let’s delve into our discussion on social media.

15.3.1 What Is a Social Network?

Social networks have undergone transformations over the years (we will explore their evolution in
the next section), but the core essence of social networks is succinctly captured in the previously
mentioned scene from 7he Social Network movie.

As Mark Zuckerberg describes it “an online community of friends ... taking the entire social
g y g
structure of college and putting it online.”

The essence of social networks, especially in their early days, was centered on community par-
ticipation through social presence and communication channels.

Alright, this encapsulates the user perspective of social networks.
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15.3.1.1 But, What Is a Social Network for Platform Builders?

Let us refer back to the same scene from the 7he Social Network movie. Eduardo describes the ben-
efic of such a website is that “There was no reason to hack, people were going to put their own pic-
tures up. What they were interested in, what they were looking for, what classes they were taking.”

For platform creators, especially in the initial stages of social media, social networks repre-
sented a constant and growing stream of user-generated content (UGC) fueled by network effects.

What caused this phenomenon?

To understand this, let’s explore how websites were monetized during the rise of social net-
works. Back then, almost all websites depended on advertising revenue.

The steady stream of new user-generated content (UGCs) ensured frequent site visits and
extended user engagement, resulting in a growing number of active users and longer average ses-
sion durations.

Imagine social networks as open parks where individuals can gather and offer food for every-
one — a vast and continuous potluck.

As more individuals contribute to the potluck, more people gather to enjoy the offerings, and
in turn, they also bring their own contributions. This cycle continues, leading to a continuous

growth of the gathering.

The park management maintains the park. When there is a large enough gathering in the park,
the management starts allowing businesses to put up their billboards around the park and the
management starts earning revenue from the billboard ads.

The willingness of businesses to pay for advertisements depends on the number of visitors to
the park and the time spent by these visitors. Therefore, the continuous influx of free food is cru-
cial, as it attracts more people to consume and spend time at the food stalls.

In the case of social media, instead of food, it’s content — “free content.”

It is essential to highlight “free content” because, prior to the rise of UGC (and Web2), con-
tent was not easily accessible for free. Website builders had to curate and source content for their
websites.

Social media paved the way for a continuous flow of free content.

Now, to assess social networks and understand the impact of Web3 on them, we must first
examine their evolution over the years.

15.3.2 A Brief History of Social Networks
15.3.2.1 Emergence of Early Social Networking (1997-2004)

Six Degrees, launched in 1997, is considered the first social media platform enabling users to create
profiles, connect with friends, and send messages. Subsequently, Friendster (2002) and MySpace
(2003) pioneered features like profile customization and photo sharing.
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Figure 15.13 Early social media networks. Source: web.archive.org (sixdegrees.com
and myspace.com)

15.3.2.2 Rise of Mainstream Social Media (2004-20170)

The launch of Facebook (as thefacebook.com) in 2004 marked a significant turning point in the
evolution of social media.

Figure 15.14 Early days of Facebook as thefacebook.com. Source: web.archive.org (theface-
book.com)
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Figure 15.15 Visual content and mobile-first era. Source: web.archive.org (instagram.com and
snapchat.com)

The introduction of News Feed in 2006 transformed content consumption dynamics, propel-
ling Facebook to global dominance.

YouTube (2005) revolutionized video sharing, and Twitter (2006) popularized microblogging,
introducing new methods for content creation and real-time information sharing.

15.3.2.3 Visual Content and Mobile-first Era (2010-2015)

The widespread adoption of smartphones played a crucial role in social media's continued expan-
sion. The newfound accessibility led to the emergence of mobile-centric applications like Instagram
(2009-10) and Snapchat (2011-12).

Instagram’s emphasis on visual content and Pinterest’s curated collections reshaped social
media, gaining significant popularity.

The emergence of messaging apps like WhatsApp (2010) and Snapchat's incroduction of disap-
pearing messages disrupted traditional communication, prioritizing privacy and immediacy.

15.3.2.4 Video Content Dominance (2015—-Present)

The rise of live streaming on platforms like Periscope (2015), integrated later into major platforms
such as Facebook and Instagram, emphasized the significance of real-time, authentic content.

TikTok popularized short-form, user-generated content, ushering in a new era of viral content
and trends.
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Figure 15.16 Rise of video content. Source: web.archive.org (pscv.tv and tiktok.com)

15.3.2.5 Social Commerce and Integration (2020s)

In the 2020s, social media platforms, including Instagram and Facebook, smoothly incorporated
e-commerce features like Instagram Shopping and Facebook Shops, introducing social commerce.
This integration went beyond traditional advertising, enabling platforms to earn commissions on
e-commerce sales.

Figure 15.17 Rise of social commerce. Source: about.fb.com
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Figure 15.18 Integration of AR, VR, and the rise of Metaverse. Source: web.archive.org (face-
book.com/FarmVille) and meta.com.

15.3.2.6 Integration of AR, VR, and the Rise of the Metaverse

Gaming and social networks have shared a deep connection, particularly evident on platforms
like Facebook. During the mid-2000s, social media platforms opened their doors to third-party
developers, fueling the emergence of social gaming.

Games such as FarmVille and Mafia Wars achieved iconic status by leveraging users’ social con-
nections for collaborative play, shared achievements, and friendly competition, thereby enhancing
the social aspect of the platforms.

Presently, advanced technologies like augmented reality (AR), virtual reality (VR), and the
emergence of the metaverse are reshaping social media.

Meta’s rebranding in 2021 and its vision for the Metaverse signify this transformative era. The
Metaverse, a collective virtual space, is fueled by AR and VR, revolutionizing user engagement
with digital content.

This shift blends the digital and physical worlds, offering users unparalleled opportunities for
creativity, collaboration, and shared experiences, marking an exciting phase in the ongoing evolu-
tion of social gaming and digital interconnectedness.

15.3.3 Limitations of Traditional Social Networks
15.3.3.1 Handling of UGC

While user-generated content (UGC) is vital for social networks, users often struggle to maintain
control over their content. Although many platforms offer privacy controls, the algorithms dictat-
ing content visibility are opaque and entirely under the control of platform providers.


http://www.web.archive.org
http://www.facebook.com/FarmVille
http://www.facebook.com/FarmVille
http://www.meta.com.
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For example, if you have 1,000 followers, not all will likely see your content due to opaque
visibility algorithms.

Additionally, interoperability is limited, content uploaded on one platform is generally inac-
cessible on others, with few exceptions, like Facebook and Instagram under the same parent
company.

15.3.3.2 Monetization of UGC

Now, let’s delve into monetization. Over the last decade, social media has transformed with the
rise of professional content creators. Social media has evolved into a significant income source
for these content creators, with over 200 million globally, according to Linktree’s 2023 Creator
Report.

Despite creators contributing significant economic value, many platforms fail to fully acknowl-
edge their impact. Creators often monetize through avenues such as brand endorsements, affiliate
marketing, sponsored content, and direct audience contributions.

In the last few years, some platforms have introduced creator subscription programs, such as
Facebook Fan Subscriptions and the Medium Partner Program, offering creators additional earn-
ing avenues. Although, technically Medium is not a social network.

15.3.3.3 Failure to Appraise Influence

While user-generated content (UGC) is crucial for social network traffic, the influence of users is
equally important. A notable example is Warren Buffett, who has a Twitter profile with 1.7 million
followers despite posting only nine tweets. Engagement is driven by the influence and reputation
of users, not necessarily the frequency of their content.

Most social networks lack the tools to accurately assess influence and assign economic value
to influence.

Real-life influential figures, such as actors and singers, bring substantial value to networks by
attracting users and boosting engagement.

Centrality measures, including degree centrality, betweenness centrality, and closeness cen-
trality, assess an individual’s position in the network. Influential figures typically have high cen-
trality scores, signifying their central role in information flow and connections.

Influential individuals act as key nodes for information diffusion. When they share content or
express opinions, information rapidly spreads through the network, reaching a broad audience — a
concept aligned with “broadcast” nodes in network theory.

Social networks often have community structures, where nodes are more densely connected
internally. Influential individuals may bridge different communities, fostering information flow
between diverse user groups.

Influential individuals have the ability to initiate viral content and cascades. When they share
a post or endorse a product, a domino effect occurs as their followers continue to share the content.
This cascading effect is a distinctive feature of influential nodes in network dynamics.



278 ®m The Age of Decentralization

In summary, influential individuals play a crucial role in drawing a crowd to social networks
and contributing to the overall health of these networks. However, traditional social media plat-
forms often fall short in recognizing and assigning economic value to their influence and impact.

15.3.3.4 Deceptive Social Presence

The prevalence of fake profiles, artificial engagement, trolling, and the dissemination of fake news
pose substantial reputation risks to social networks.

Fake profiles are not only used for deceiving job seekers or phishing attacks but also by spies
from certain countries to collect information.

Artificial engagement, often orchestrated through automated processes, distorts genuine user
activity, compromising authenticity and real-time communication. Instances of acquiring fake
followers erode the credibility of social media metrics.

Trolling, marked by provocative or offensive behavior, creates a toxic online environment and
discourages open dialogue, particularly affecting minority groups.

Additionally, the widespread occurrence of fake news undermines the credibility of social net-
works, as misinformation erodes public trust and contributes to confusion. For instance, during
the 2016 US presidential election, it was uncovered that Russian troll farms had established fake
profiles on Facebook and Twitter to disseminate disinformation and manipulate public opinion.
These fabricated accounts participated in divisive political discussions.

Existing social media platforms lack the necessary tools to effectively tackle these challenges,
presenting considerable difficulties for social networks.

15.3.3.5 Content Theft

Content theft, ranging from copying LinkedIn posts to downloading and hosting videos for rev-
enue, poses a threat to professional content creators. Unauthorized use poses a threat to the eco-
nomic value of carefully crafted content aimed at engaging audiences and generating revenue.

Addressing content theft remains a significant challenge for most social media platforms.

15.3.3.6 Privacy and Safely Challenges
I am addressing the most important issues at the end — privacy and safety.
What sort of information do you believe Facebook owns about you?

If you assume that Facebook only retains fundamental details like your name, age, location,
and data related to your Facebook usage, you are greatly underestimating the privacy concerns
associated with social networks.

Facebook and many other social networks not only store identity-related information such as
names, ages, locations, and employment details but also hold biometric data like facial recogni-
tion, online behavioral data (including browsing history), and even details about individuals in
your contact list if you use their mobile applications.
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You've likely come across notifications like “X from your contacts has joined this network
y y
as Y.

Let’s delve into the lawsuits these social networks faced over the years to comprehend the
extent of the issue.

15.3.3.6.1 Cambridge Analytica Scandal (2018)

The Cambridge Analytica Scandal remains ingrained in our memory. Facebook faced legal trou-
bles for inappropriate data sharing with the political consulting firm Cambridge Analytica, result-
ing in unauthorized access to user data. Consequently, Facebook encountered various legal issues,
culminating in a US $5 billion settlement with the US Federal Trade Commission (FTC).

15.3.3.6.2 Various GDPR Investigations (2018 Onward)

Facebook is confronted with accusations of General Data Protection Regulation (GDPR) viola-
tions in the EU, including concerns about user consent and data processing. Numerous European
data protection authorities are conducting antitrust investigations on Facebook, with some impos-
ing fines on Facebook.

15.3.3.6.3 Biometric Privacy Lawsuits

Facebook is currently facing multiple legal actions related to its use of facial recognition technol-
ogy without obtaining proper consent, thereby violating biometric privacy laws. A significant case
in point is a class-action lawsuit filed by Facebook users in Illinois, US, which concluded with a
US $550 million settlement.

15.3.3.6.4 WhatsApp Data Sharing Controversy (2016 Onward)

Facebook allegedly revised WhatsApp’s privacy policy, allowing for the sharing of data with
Facebook without adequate user consent. Consequently, Facebook faced fines and regulatory
investigations in several countries, including Germany and the UK.

15.3.3.6.5 Child Safety on Social Media

Let us now discuss the matter of child safety on social media.

On January 31, 2024, CEOs of many social media platforms were grilled on the safety of chil-

dren on social media in a dramatic senate hearing.

The discussion ranged from the kind of abuse children face on these platforms, to the distribu-
tion of child-pornographic material on these platforms, to possible revocation of section 230 of the
Communications Decency Act, 1996.

Data shows that social media is absolutely not safe for children.

According to leaked Meta documents, as reported by 7he Guardian, approximately 100,000
children using Facebook and Instagram face online sexual harassment daily, which includes expo-
sure to images of private parts.

According to John Shehan, head of the exploited children division at the National Center
for Missing and Exploited Children, reports of child sexual abuse material on online platforms
increased from 32 million in 2022 to a record high of over 36 million in 2023.
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We may soon see some significant changes in social media regulations, including the Revised
Kid’s Online Safety Act.

Apart from these, there are multiple allegations of inadequate security measures leading to
data breaches and exposure of user information, resulting in various investigations.

The point is that traditional social media platforms failed to uphold user privacy to an expected
standard.

15.3.4 Web3 Social Networks

Over the years, many blockchain-based social networks have emerged, each offering distinct fea-
tures and strategies to harness decentralized technology, aiming to address some of the challenges
mentioned above.

Let us talk about some of those platforms here.

15.3.4.1 Steemit

Steemit is a social network built on the Steem blockchain, utilizing its native cryptocurrency
STEEM to reward users for content creation and curation.

This network provides a decentralized and incentivized approach to content creation.

15.3.4.2 Minds

Minds is an open-source, blockchain-based social network emphasizing user privacy and control.
Utilizing blockchain technology, it rewards users with tokens for engagement and content cre-
ation, while also offering support for encrypted messaging.

Figure 15.19 Examples of Web3 social media networks.
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15.3.4.3 Peepeth

Peepeth, built on the Ethereum blockchain, strives to establish a more ethical and accountable
social network. Leveraging smart contracts, it facilitates features such as tip-based rewards for
content creators and prioritizes positive interactions.

15.3.4.4 SoMee.Social

SoMee.Social is a blockchain-based social network dedicated to utilizing blockchain for social
good, providing users with control over their data and privacy settings.

15.3.4.5 DeSo Diamond App

The DeSo Diamond serves as a Web3 alternative to Twitter, positioning itself as a decentralized
social media platform powered by the DeSo blockchain.

Some attributes of DeSo Diamond include:

I. NFTs: Creating and sharing digital collectibles on the DeSo Blockchain is simplified
through one-click NFT minting for users.

I1. Tipping System: Diamond offers a tipping system that empowers users to send cryptocur-
rency tips (diamonds) to their preferred creators, attaching tangible value to content. This
encourages a more direct and rewarding relationship between creators and their audience.

II1. Creator Coins: On this platform, creators receive their own Creator Coin upon setting up
their profile. These coins represent a form of social token uniquely associated with the cre-
ators. Other users on the platform can purchase these Creator Coins using cryptocurrency.
The purchase of Creator Coins directly supports the creator financially. The value of the
Creator Coin may be appreciated as the creator’s popularity and influence increase.

IV. Community Focus: The Diamond team places a high priority on cultivating an active and
engaged community. They encourage participation through various means, such as offering
bounties for user tasks. Additionally, the team is dedicated to continuously enhancing the
platform by incorporating new features based on valuable feedback from the community.

15.3.4.6 Sapien

Sapien operates as a decentralized social platform on the Ethereum blockchain, featuring a reputa-
tion system that enables users to establish credibility through their contributions. The platform
utilizes its native token, SPN, for transactions and rewards.

15.3.4.7 Diaspora

Diaspora is a decentralized social network operating on a distributed network of servers, known as
pods. It places a strong emphasis on user privacy and control, enabling users to share content with
specific pods or the entire network.

Okay, let us end this chapter here.
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Chapter 16

Epilogue: Decentralization
as a Separate Industry

Sam Ghosh

Let us discuss the type of service offering prevalent in the blockchain and Web3 space.

16.1 Services in the Web3 Space

16.1.1 Public Blockchain API Platforms

E.g. Alchemy, Infura.

API for Public Blockchains — These platforms provide a simple API that allows developers to
interact with the public blockchain without running a full node. It abstracts away the complexities
of running and maintaining blockchain infrastructure.

16.1.2 Blockchain Cloud Providers
E.g. Microsoft Azure Blockchain, Amazon Managed Blockchain, and IBM Blockchain Platform.

These services involve providing cloud-based platforms and tools for deploying and managing
blockchain networks. They typically support various blockchain protocols and frameworks.

16.1.3 Infrastructure as a Service (laaS) with Blockchain
E.g. Oracle Blockchain Cloud Service.

These services involve integrating blockchain capabilities into existing cloud infrastructure
services, allowing businesses to deploy and manage blockchain networks as part of their overall
cloud strategy.
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16.1.4 Blockchain Development Platforms
E.g. R3 Corda Enterprise, Chainstack.

These services involve providing development platforms that enable businesses to create, test,
and deploy blockchain applications without the need for extensive in-house infrastructure.

16.1.5 Managed Blockchain Solutions
E.g. Kaleido, Blockdaemon.

These services involve offering fully managed blockchain networks, including node deploy-
ment, maintenance, and updates, simplifying the operational aspects for businesses.

16.1.6 Decentralized Storage API Services
E.g. Pinata, Textile Thread DB, etc.

These platforms offer easy-to-use APIs for decentralized file storage solutions (such as IPES).

16.1.7 Decentralized Identity API services
E.g. 3Box Labs - Ceramic Network

These services involve offering APIs for building decentralized and verifiable identities. They
abstract away the complexities of building on decentralized identity protocols.

16.2 Decentralization as a Service (DaaS)

A proposed service model that offers decentralization out of the box. The concept of DaaS is
not limited to blockchain and Web3 but incorporates other decentralized solutions such as self-
sovereign identity, federated learning, decentralized storage, SMPC, etc.

But, how can DaaS be different from the above-mentioned service models?

16.2.1 Comprehensive Solution

Decentralization as a Service (DaaS) should provide a decentralization layer as a single entity
that gets connected to the primary infrastructure through a set of APIs as an abstraction. The
decentralization service provider should take care of the complex interconnections among block-
chain, smart contracts, decentralized identity, decentralized data science, etc. The user organiza-
tion should not have to bother about any coding (including smart contract writing) except for the
APIs.

16.2.2 Tailored Solutions

The DaaS should be able to cover the most predictable use cases of decentralization that an orga-
nization may require.
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16.2.3 Standardization

At the same time, the Daa$ solutions should be standardized, i.c. the client organization can eas-
ily pick a decentralization service suitable for them without bothering much about the technical
details.

16.2.4 Flexible Packages

Clients should be able to choose from any combination of decentralization services they require —
with or without decentralized identity, with or without federated learning, etc.

Also, the clients should be able to choose from various blockchains (e.g. Ethereum, Solana,
etc.), various decentralized storage solutions, various decentralized identity technologies and ser-
vice providers, various decentralized data science technologies, etc.

16.2.5 Portable and Interoperable Solutions

Keeping the fundamental philosophy of decentralization alive, the Daa$ services would be interop-
erable, i.e. the clients should not lose access to their data if they switch services.

Daa$ as a whole should act like a network connecting various decentralized services (such as
blockchains, decentralized identity services, etc.) rather than a centralized platform.

So, switching to a DaaS service would involve acquiring the specifications of decentralized
services (say Ethereum addresses, DID addresses, etc) from existing Daa$ services and then pro-
viding the specifications to the new Daa$ service provider.

Okay, let us conclude the book here. Hopefully, you will find the concepts learned in this book
useful.

Subhasis and I would like to thank you for considering this book. If you have any comments
or feedback, feel free to reach out to us.
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