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CONVENTIONAL MILITARY STRATEGY
IN THE THIRD NUCLEAR AGE

This volume delves into the way conventional deterrence operates between nuclear-
armed states in the third nuclear age. Unlike the first and second ages the advent of’
this new age has witnessed greater strain on the principles of mutual vulnerability and
survivability that may result in increased risks of advertent or inadvertent escalation
and horizontal nuclear proliferation.

The book looks at the sum of three key simultaneous developments in the
third nuclear age that merit attention. These include the emergence of asymmetric
strategies, the introduction of unmanned platforms and the expansion of nuclear
arsenals. The volume discusses how these concurrent developments might shape the
practice of conventional deterrence and provides useful insights into conventional
military dynamics, not just among the current nuclear dyads but also ones that may
emerge in future. It seeks answers to several key issues in state security not limited to:

e  What purpose and scope does the conventional military instrument have in a
state’s overall military strategy versus other nuclear-armed states?

e  Ifmutual vulnerability and deterrence are the frameworks, why did the prospect
of escalation appear in the first place?

e What are the trends — political, doctrinal, or technological — that augment or
diminish conventional and nuclear interface?

With insights on military crises that have witnessed participation from nuclear-
armed states like the United States, Russia, China, Pakistan, and India, this book will
especially be of interest to scholars and researchers working in the areas of security
and deterrence studies, defence and strategic studies, peace and conflict studies, and
foreign policy. It will also appeal to policymakers, career bureaucrats, security and
defence practitioners, and professionals working with think tanks and embassies.

Joy Mitra is a New Delhi—based analyst working on security issues spanning nuclear
doctrine and posture development, conventional deterrence,and counter-terrorism with
a focus on Southern Asia. He is a former visiting fellow at the Stimson Center’s South
Asia program and a former non-resident fellow at EastWest Institute. His commentary on
these issues has appeared on The Wire, The Diplomat, Observer Research Foundation,
South Asian Voices, Faultlines, and South Asia Intelligence Review, among others.
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INTRODUCTION

The advent of the nuclear era introduced two components in the security com-
petition between states: one, it brought overwhelming destructive power and
mutual vulnerability,! and second, it eroded the security dilemma by guarantee-
ing survival.? This rendered the concept of decisive victory outdated, defence
was impossible, and deterrence took over as the preferred concept for view-
ing security between nuclear-armed states.” Scholars categorized this nuclear era
into three ages.* The first nuclear age represented the Cold War—era bipolar com-
petition between the United States and the Soviet Union characterized by arms
races and destabilizing nuclear postures.® The second nuclear age saw horizontal
nuclear proliferation and the emergence of regional nuclear powers,® who, unlike
the Cold War participants, lacked the luxury of geography and the experience of
arms control. Conventional conflict was not non-existent in these two ages: in
the first it transpired on the territory of client states, and in the second, it tran-
spired directly on the territory of nuclear-armed states. However, somewhere
around the middle of the current decade the concept of a new third nuclear age
began taking shape, marked by the potential emergence of several new nuclear
powers, diffusion of destabilizing new technologies, and, most importantly, a
new era of competition between great as well as new nuclear powers.’

The principles of mutual vulnerability and survivability that had hitherto
ensured no major flare-ups between nuclear-armed states did not retain the same
effect, leading to increased risks of horizontal nuclear proliferation and risks of
advertent or inadvertent escalation.

Many different military crises witnessed participation from nuclear-armed
states like the United States, Russia, China, Pakistan, and India, in this period,
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in Syria, Ukraine, Kashmir, Doklam in the Ladakh region, Iran, South China
Sea, and Taiwan. All of these military crises involved only conventional forces,
yet the nuclear alarm bells were always ringing in the backdrop.

There are three key simultaneous developments in this phase of the third
nuclear age that merit attention. These include the exercise of new kind of mili-
tary strategies like “grey zone” or “hybrid warfare” which, though referred to
as asymmetric strategies, are fundamentally dependent on being backed up by
conventional forces; second, the, emergence of unmanned platforms along with
other technologies, the sum of whom may impact the way forces are structured
and battles fought; and, finally, the expansion of nuclear arsenals in both quanti-
tative and qualitative terms to compensate for limitations in conventional forces,
conventional deterrence or conventional strategies. This project essentially looks
at the sum of these concurrent developments and how that might shape a new set
of conditions for how conventional conflicts and military strategy might tran-
spire especially in the future and the implications of that for the current set of
nuclear armed states as well as the new ones.

In pursuit of that objective this project seeks answers to the following ques-
tions: first, if nuclear weapons are in play, mutual vulnerability is an established
dictum, and deterrence is the framework, then why does the prospect of esca-
lation appear in the first place? Second, what purpose and scope does the con-
ventional military instrument have in a state’s overall military strategy versus
other nuclear-armed states? Third, what are the trends — political, doctrinal, or
technological — that augment or diminish conventional and nuclear interface?
Fourth, what are the factors that govern the shape, composition, and conduct
of conventional forces? And, fifth, the overall thread that this project seeks to
unravel in the process of answering the previous four is, how does the con-
ventional military strategy balance between managing escalation and being an
effective military instrument? This endeavour is actualized in the following four
chapters of this book.

Chapter 1 deals with the scope and role afforded to the conventional military
strategy and how advertent escalation responses are tied into conventional mili-
tary doctrines and postures and the conceptual differences between such strat-
egies that “instrumentalize” conventional capabilities versus nuclear coercion.
This chapter deduces that there has been a shift from deterrence-based conven-
tional strategies to conventional strategies based on the logic of compellence,
where the conventional strategy is lent a cross-level framework of operation.
Overall, it looks at the political intent that conventional strategies seck to serve
and how advertent escalation responses tie into the strategy.

Chapter 2 looks at the new basket of technologies in the realm of data-pro-
cessing and in the space domain to expound on the changes introduced in the
kill chain and the manner in which the chain is operationalized. This chapter
explains the shift from kill chain to kill web and covers the aspects of sensors,
precision, range, and stealth. In the process it captures the cross-domain charac-
ter of conventional operations and the risks of inadvertent escalation.
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Chapter 3 looks at unmanned vehicles or drones, including autonomous
drones, a key feature of the third nuclear age, and deals with the system-wide
effects of the development of unmanned vehicles in terms of force structure,
impact across the conflict spectrum, and trade-offs involved in their use and
strategy. It touches upon the effects of the integration of unmanned autonomous
vehicles in enabling concepts like mission commands and joint all-domain com-
mand and control and its implications on the conventional-nuclear interface.

Chapter 4 is the final chapter that evaluates the extent of segregation between
conventional and nuclear strategies and domains. It determines the offence-
defence balance at the different levels of the conventional conflict. This flows
from the first chapter where offence dominance is located at the tactical level,
which is then followed by defence dominance at the operational level. Multiple
technologies and weapon systems — current, evolving, and emerging — are shown
to operationalize an integrated offence-defence balance across these conventional
levels of the conflict spectrum. However, the overall nature of the conventional-
nuclear interface or nuclear ambiguity has a role to play here, and this space is
again instrumentalized or used to address gaps in conventional deterrence.

Notes

1 Robert Jervis, “The Meaning of the Nuclear Revolution: Statecraft and the Prospect
of Armageddon”, Cornell University Press, 1989. pg. 22.

2 Francis]. Gavin, “Book Review Roundtable: The Meaning of the Nuclear Revolution
30 Years Later”, Texas National Security Review, April 30, 2020, https://tnsr.org/
roundtable/book-review-roundtable-the-meaning-of-the-nuclear-revolution-30
-years-later/#_ftnref8

3 Ibid.

4 There is some debate about the conceptual difference between the second and third
nuclear ages; some scholars argue that the current developments are an ongoing pro-
gress of the second nuclear age, while others see very specific trends that characterize
the third nuclear age. For the former, see Hans Rithle & Michael Riihle, “Contours
of a Third Nuclear Age”, Real Clear Defense, July 18, 2017, https://www.realclear-
defense.com/articles/2017/07/18/contours_of_a_third_nuclear_age_111832. html.
And for latter see Nicholas L. Miller & Vipin Narang, “Is a New Nuclear Age Upon
Us?”, Foreign Affairs, April 16, 2020, https://www.foreignaffairs.com/articles/2019
-12-30/new-nuclear-age-upon-us

5 Vipin Narang & Raghuveer Nidumolu, “The Third Nuclear Age”, Carnegie India,
2019, https://carnegieindia.org/2019/08/23/third-nuclear-age-event-7170

6 Ibid.

7 Nicholas L. Miller & Vipin Narang, “Is a New Nuclear Age Upon Us?” Foreign
Affairs, April 16, 2020, https://www.foreignaffairs.com/articles/2019-12-30/new
-nuclear-age-upon-us
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CONVENTIONAL MILITARY PURPOSE
IN THE THIRD NUCLEAR AGE

Inter-state relationships that exhibit competition, particularly over any kind of
long-term issue of contestation with a national security dimension to it, are
often characterized by the use of military force or risk manipulation, to either
maintain or force a change in status quo. When such military risk manipula-
tion transpires between nuclear-armed states, they test a counter-intuitive logic
of mutual preservation between adversaries to leverage what Thomas Schelling
called “mutual deterrence”.! To “deter” could be defined in one way as the abil-
ity to “prevent or discourage from acting by means of fear, doubt, or the like”,
or in another way as the ability “to turn aside or discourage through fear; hence,
to prevent from action by fear of consequences”.? The former, as described by
Glenn Snyder, takes a cost-benefit approach to defining deterrence and calls it
“risk calculus”. Here the adversary is deterred if the expected cost of his actions
outweighs the expected gains, and these are calculated on the basis of the net
gain or net loss throughout the war rather than only the initial action outcomes.’
The latter concept has more to do with “generation of fear”™ and is generally
associated with the use of nuclear weapons which carries the risk of mutually
assured destruction (MAD) in nuclear dyads.

Neither form of deterrence implies that states stop competing, but that mutual
hurt ensures that the competing states find a way to concert in political and
military domains in a manner that prevents outbreak of hostilities or ensures that
such an outbreak is essentially limited. The military dimension of this inter-state
competition is further bifurcated into competition in the nuclear and conven-
tional realms. The leveraging of mutual hurt is essential to both the nuclear and
conventional realms of the conflict spectrum. Nuclear weapons states (N'WSs)*
must actualize capabilities that can deter the onset of conflict; further, they must
ensure that if an outbreak of conventional hostilities does occur, it does not lead
to nuclear annihilation.®
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The political domain is not unrelated to these very simple, but essential, ele-
ments in the puzzle that materializes as the concept of deterrence between N'WSs.
One, the political domain sets the strategic objective of adhering to or maintain-
ing the status quo or the use of force to change the status quo in favour of the
state deploying force or any other instrument of coercion. Second, it decides the
limit and the manner in which force, or another instrument of coercion, can be
employed and the expendable resources needed to attain this strategic objec-
tive. The intersection of these limits and objectives sets the bracket in which
the “logic of mutual hurt” can be leveraged effectively’ in the conflict spectrum
comprising conventional and nuclear realms. Military postures and strategies
of N'WSs, whether in the conventional or nuclear realms, are a function of this
political intent and thereby of the conflict spectrum. There has, however, been a
peculiar trend in conflicts where N'WSs have been involved, particularly in the
last two decades following the rise of new nuclear powers. This period, referred
to as the Third Nuclear Age (TNA), has witnessed N'WSs modernizing their
nuclear weapon stockpiles qualitatively and quantitatively, accompanied by the
emergence of those seeking independent nuclear arsenals.® A key characteristic
attributed to the TNNA has been hitherto unseen increased propensity for military
risk between N'WSs.” The concept of TNA itself does not expound on any sys-
temic factors that may be responsible for this and the role of conventional forces
and strategy within it. This chapter seeks to fill that void by drawing out the
contours of conventional strategy space in the overall mix of offensive interests
and nuclear weapons.

This text argues that a peacetime coercive intent can allocate proclaimed
deterrence-based conventional strategies and forces a very distinct character in
the overall conflict spectrum. This character is distinct from how it may have
been originally operationalized as a deterrence by denial or deterrence by pun-

ishment strategy"

within the conventional spectrum of the conflict. The inter-
action between the spectrum and the specific strategy in a certain realm of the
conflict spectrum is referred to as the cross-level character of the conflict spec-
trum. This essentially implies that conventional strategy plays a dual role, one of
compellence at a lower level (peacetime or sub-conventional) and another as a
“firebreak” at the higher level (between conventional and nuclear levels); finally
the scope for conventional strategy does not necessarily terminate at nuclear first
use. This chapter starts by laying out a simple diagrammatic representation to
visualize the concept of mutual hurt and its interaction with changing attributes
of the conflict spectrum. It then moves to explain the concept of instrumental-
ized conventional strategy (ICS) and then expounds on the cross-level character
or framework of operation for the conventional military strategy as observed
across dyads. After contending with the question of whether conventional deter-
rence is failing and differentiating ICS from some alternative explanations, the
text dives into the question of advertent escalation by use of tactical nuclear
weapons (TN'Ws) and what implications that carries for the transition of the
conflict from conventional to nuclear realm.
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Figure 1.1 depicts how mutual hurt dynamically operates in the conflict
spectrum between two N'WSs, Al and A2, where Almin-Almax and A2min-
A2max are respectively the bracket of hurt for Al and A2. A2min-Almax rep-
resents the intersection area in which mutual hurt operates between the two
NWSs. A stronger and more credible N'WS will have a smaller area of hurt, and
its conventional or nuclear capabilities and posture will decide whether this area
of hurt has a greater or lesser overlap with the conventional or nuclear realm.
Here NWS A2 is a conventionally stronger state than N'WS Al; this firmly
establishes that A2min-SC > A1min-SC, where SC represents the lower end of
the conventional spectrum. SC-CN max represents the conventional spectrum
where SC-CN min is the purely conventional spectrum and CN min-CN max
is the “overlap” space where the distinction between conventional and nuclear
realm is blurred, though the primary character is still conventional. The point
CN max represents the “transition” point between conventional-nuclear realms.

This bracket of hurt works on the logic that a state is more risk-prone out-
side its own bracket of hurt and risk-averse inside it. The equation between
Almin-Almax and A2min-A2max space is indeterminant, and all three rela-
tions Almin-Almax>A2min-A2max, Almin-Almax=A2min-A2max, and
Almin-Almax<A2min-A2max are possible. This possibility exists as NWS Al
is more inclined to escalate to nuclear warfighting decreasing its area of hurt
over the nuclear realm, while A2 may be less inclined to fight in the nuclear
spectrum increasing its area of hurt over the nuclear realm. Depending on peace-
time, crisis, or any other unique point in the conflict and thereby the deterrence
relationship at that point of time the bracket arrangement can represent variable
tolerance for conflict along the spectrum.

Therefore, if the A2min-Almax intersection space is large, that effectively
implies greater bilateral deterrence and conversely if A2min-Almax is small, a
lower state of bilateral deterrence. The A2min-Almax space can be small on two

Area of Hurt SC {Almin [CNmin {AZmin ]CNmax }Almax}AZmax

Conflict
4‘ Conventional/Nuclear Overlap ‘

FIGURE 1.1 Bracket of mutual hurt. Note: Assumption here is that the mutual hurt
bracket is the end intersection of each actor’s perception of where its own

hurt bracket lies along with its adversary’s over the conflict spectrum.
Different combinations of weak and strong conventional adversaries can
be arrived at by adjusting these brackets and the spectrum over which they
intersect where they can inflict damage through their capabilities on the
adversary.
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counts: one if the intersection area is less, or the other possibility that both states
have significantly smaller areas of hurt despite having perfect intersection. This
latter reasoning is improbable and unlikely, because it will lead both states to be
risk-prone in higher levels of both nuclear and conventional realms with perfect
deterrence between the two.

Figure 1.2 shows a peacetime arrangement between N'WSs Al and A2. In
peacetime A2min-Almax space would sit astride the point CN max in the con-
flict spectrum to cover higher levels of the conventional ladder and the nuclear
level. The upper bounds of both states A1 max and A2 max lie at almost the
extreme right end of the nuclear spectrum, exhibiting working nuclear deter-
rence but different tolerances for lower- or mid-level conventional provocations.

One could argue for an alternative argument that a smaller A2min-Almax
space tending towards nil intersection could afford higher bilateral deterrence
because that would expand the overall area of hurt in the dyad. This, however,
is unlikely on two counts: first this would place one NWS, say A1’s, bracket of
hurt completely outside N'WS A2’s bracket of hurt (see Figure 1.3). Such mutual
exclusivity is improbable as it would imply weaker A1 is risk-averse to low-level
conventional provocations but is risk-prone to tolerating higher-level conven-
tional or nuclear-level actions. In peacetime as well as in a crisis such a unique
spread of the bracket of hurt will disobey the fundamentals of nuclear deter-
rence. Second, this is a game of imperfect information where the adversary can
perfectly see his own bracket of hurt but has incomplete information about his

Area of Hurt SC {Almin{AZmin [CNmin ]CNmax }Almax}AZmax

Conflict
4‘ Conventional/Nuclear Overlap |

FIGURE 1.2 Peacetime arrangement.

Areaof Hurt | SC {Almin [CNmin }Almax {AZmin ]CNmax }AZmax

Conflict
4‘ Conventional/Nuclear Overlap l

FIGURE 1.3  Flawed peacetime arrangement.
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Area of Hurt | SC. {a1min [enmin {A2min Jenmax Yazmax Yazmax

Conflict
4‘ Conventional/Nuclear Overlap ‘

FIGURE 1.4 Crisis arrangement.

adversary’s bracket of hurt. Therefore, it is not the union of the brackets of hurt
but rather the intersection that defines the space in which mutual hurt operates.

In Figure 1.2, SC-A1 is the space where actor Al operates below A2’s thresh-
old of conventional military conflict; however, it fears conventional escalation
by A2 in the Almin-A2min space. During a crisis (Figure 1.4) both A1 min and
A2 min shift right, opening up more conventional levels, including the ones in
the overlap region. A2 being the stronger conventional power opens up more
conventional-level options, and hence Almin-CNmax is greater than A2min-
CNmax. At a certain point in the crisis, Al max and A2 max shift leftward, but
the A1 max shift is greater as Al intends to compensate for relative conventional
weakness against A2 with risk manipulation of its tolerance for a nuclear con-
flict. For NWS A1 the incentive is always to avoid higher-degree conventional
confrontation with A2, thus signalling its willingness to shift the conflict in the
nuclear spectrum. This leads Al to decrease its bracket of hurt over the higher-
degree responses particularly in the nuclear spectrum such that Almax-CNmax
< A2max-CNmin and Almax-CNmax space approaches zero. This results in a
reduction of the A2min-Almax space of mutual hurt, thereby reducing effective
deterrence between the two states.

The three spaces relevant to understanding conventional military strategy
here are the spaces SC-Almin or SC-A2 min where Al can afford to challenge
A2 using its conventional forces at the lower rungs of the conventional spectrum
or vice versa; second, CNmin-CNmax the conventional-nuclear “overlap” area;
and finally, the conventional-nuclear “transition” point.

The CNmin-CNmax overlap area is essentially the space where “entangle-
ment” of conventional and nuclear systems presents the most potential for inad-
vertent escalation. Co-location nuclear and conventional forces, weapon systems,
or facilities that present targeting ambiguity for the adversary or reduce the dis-
tinguishability that forces, particularly dual-capable platforms, add to this space.
Proliferation of more capable Ballistic Missile Defence (BMD) systems; reliance
of conventional capabilities on space-based assets that are shared with nuclear
or strategic forces for situational awareness, command, and control; and finally
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highly precise conventional strike options that mirror the impact of nuclear
weapon also form a part of this space. Under ideal conditions if conventional
counter-force strategies were to be realized to their full potential, that effectively
will merge the nuclear and conventional spectrum completely."! The investiga-
tion and study of this space and corresponding factors of inadvertent escalation
will be discussed in later chapters. More iterations of NWS dyads can be arrived
at by changing the mutual-hurt bracket and the character of the conflict spec-
trum bar.

The dyad explained above exhibits attributes that are general to most, if not
all, N'WSs and highlights the challenges N'WSs face in formulating their con-
ventional military strategy and the role of their conventional deterrent (and their
nuclear deterrent) against other NWSs. Conventional military strategy is effec-
tively a function of the conflict spectrum continuum in the sense that the spec-
trum and its intersection with the mutual area of hurt shape the space for limited
conventional conflict. On one end the political domain sets the threshold for
what is tolerable during peacetime, and thereby “what is not” tolerable to trigger
a conventional response. This sets the bar for the lower end of the conventional
conflict space and trickles down in the form of the doctrines and concepts that
militaries utilize to operationalize their conventional strategy against the adver-
sary. At the other end it has the task of achieving these politico-military objec-
tives whilst avoiding strategic nuclear escalation.

As the dyad above shows N'WSs can design nuclear “first-use” doctrines to
account for weak conventional capability effectively pulling down the upper
bound (CN max) for conventional military responses. When combined with
the changes in conventional strategy objectives at the lower bound, they lead
to a systemic trend of instability and tolerance for escalation across the conflict
spectrum. This change at the lower bound is brought about by the existence
of peacetime revisionist tendencies that are either territorial or behavioural
in nature, a key feature of the TNA."” A natural outcome of this peacetime
coercion is that conventional strategies, though built around the framework of
deterrence and dissuasion in their own conflict spectrum that is within a con-
ventional engagement of military forces, tend to acquire an overall offensive or
compellent intent."” Coercion can take both deterrence and compellence forms.
However, compellence, unlike deterrence, is not passive or preventive, but is
rather pre-emptive and forces a “desired action” on the adversary." Like brute
force, it has elements of unilateral action but leaves a choice for the adversary to
comply (or not), whereas in case of brute force action a new status quo is estab-
lished regardless of the other actor’s consent.” TNA evinces a trend of compel-
lent objectives that are instrumentalized by conventional forces and strategies,
which may be operating within the framework of deterrence by denial, pun-
ishment, or a combination of the two in its own conventional spectrum. This
gives conventional strategy a cross-level coercive framework that is explained
in the next section.
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Deterrence to compellence: doctrines, postures,
and instrumentalized conventional strategy

This section will explore SC-Almin/SC-A2min space, the trends that have
changed to influence the political intent and the consequential impact on the
military domain, resulting in a very different purpose and role for conventional
military strategy in the TNNA. The most important of these developments is the
continuous increase in peacetime coercion throughout the second and third
nuclear ages. This form of coercion does not preclude the use of state forces or
special forces/operatives; therefore, below the military threshold characterization
is not correct. In fact, all asymmetric strategies, whether they are “hybrid war-
tare” in Ukraine, “grey-zone warfare” in South China Sea, or “proxy warfare” in
Jammu and Kashmir, are essentially deeply integrated and fundamentally depend-
ent upon conventional military operations that enable them. The term used in this
text, “instrumentalized conventional strategy” (ICS), therefore denotes actions
that necessarily include some elements of conventional state forces or state-led vio-
lent action over an appreciable time interval, are calibrated in their use, and have a
strategic intent of altering the status quo. In addition, the gains made through ICS
are mutually reinforcing with the conventional military posture which is gradu-
ally fortified and in turn enables further such coercion. This also means that this
form of coercion is essentially not “sub-conventional” in character since conven-
tional forces are heavily invested and utilized in backing such coercion.

This peacetime coercion between N'WSs is a feature that currently exists in
both extended and direct deterrence dyads. The premise of all such coercion is an
alteration of the status quo or “pre-emption” of military conflict by using non-
military and conventional military means, sometimes with deniability (or not)
for inflicting a military outcome. This emphasis on the alteration of the status
quo is a new introduction to deterrence dynamics between nuclear dyads and a
trend that has proliferated in the TNNA. The military outcome is imposed slowly
over time and is grounded in a strategy of compellence or more specifically “fait
accompli”.!'® Here a threatening action is taken in a gradual limited manner to
establish a new status quo, and the choice is then left to the adversary to accept
or have the onus of counter-escalation. Forceful action is central to compellence,
including fait accompli cases where military strategy and posture are important
factors driving the fait accompli. The two important elements of this strategy are
establishing a new status quo and leaving the onus of escalation on the adversary.

These elements are not a complement to the military capabilities in the con-
ventional spectrum; in fact, conventional strategies are built around them."” As
a ramification conventional strategy acquires a role that is supportive towards
the objective of coercion. The term “conventional deterrence” can be slightly
misleading in that sense as, though the operational framework for conventional
capabilities may be “deterrence”, they are acquired and essentially instrumental-
ized by peacetime coercive strategies which are inherently based on the logic
of “compellence” (see Figure 1.5). In that sense, conventional strategy and, by
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Nuclear Strategy

(Assured Retalliation

or Assymtric
Escalation)

Conventional Strategy
(Denial, Punishment
or Compellent)

End Strategy
outcome: Deterrence
or Compellence

Determinant Peace-
time Strategy

FIGURE 1.5 Cross-level instrumentalized strategy.

extension, in some cases, even nuclear strategy in effect serve an overall purpose
of compellence.” This is not a surprising finding given the fact that conflict
spectrum over time has become a continuum where there are no clear bounda-
ries between sub-conventional, conventional, and nuclear levels. In a way, the
agency factor for whether a military strategy operates within the deterrence or
compellence framework lies at the lowest level of the continuum."

States using ICS may have a conventional strategy that seeks “punishment” or
“denial” in order to deter military actions against their newly established objec-
tives. Though these strategies are built around the framework of deterrence,
they, however, serve compellent objectives. As a ramification, there is a prolif-
eration of offensive conventional strategies and concepts, heavy on the object of
deterrence in theory but that are in fact embedded in overall compellent strate-
gies (see Tables 1.1 and 1.2).

If this leads to a failure of deterrence or failure in the realization of the objec-
tive of deterrence, then this is bound to further impact conventional military
strategies of N'WS that have hitherto largely been based on the framework of

deterrence.?

Repeated failure in establishing deterrence could lead to more
compellent behaviour, thus increasing the overall risk-prone activity between
nuclear-armed states, a key characteristic of TNA.

This is not to say that conventional deterrence and strategies do not have the
goal of resisting the outbreak of nuclear hostilities, but that this goal is impor-
tantly secondary in determining the character and purpose of such strategies, as
opposed to the sequentially first and dominant aspect of resisting or instrumen-
talizing peacetime coercion.? In some cases conventional strategy in pursuit or
resistance of a compellent objective forces the adversary’s nuclear strategy calcu-
lations in a manner that they integrate into or substitute for conventional deter-
rence or the lack of it. This leads to an end-state where both adversaries in effect
perceive the intent of conventional military instruments as offensive, irrespective
of the deterrent or defensive intent within the conventional level in the conflict
spectrum. This cross-linkage within the overall conflict spectrum affords con-
ventional strategy a cross-level,?* rather than simply a cross-domain,* character
because it is instrumentalized to achieve compellent objectives (see Figure 1.6)

The next section will uncover evidence for instrumentalized conventional
strategy (ICS) that serves peacetime coercion in four nuclear dyads of interest
and highlight the objective, modus operandi of compellence, and the need for
mutually reinforcing nature of the gains with the conventional posture of the
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FIGURE 1.6 Level versus domain.

state presenting the fait accompli. This will incorporate a discussion of the pro-
claimed doctrines, posture attributes, and warfighting concepts (see Table 1.1)
that underpin ICS.

In the United States and North Atlantic Treaty Organization (NATO)-
Russia dyad, after 2000 a concept of “Russian Strategic Deterrence” started
taking shape which was formalized into the doctrine by 2010.** This concept
endeavoured to integrate conventional, nuclear, and non-military capabilities
in situations of peace, conflict, and war.”® The nuclear threat* was certainly
involved but not pivotal to it, and it existed only to deter large-scale aggression.?’
It combined diplomatic, economic, and political instruments, information war-
fare, cyber and special operation forces along with other kinetic and non-kinetic
military capabilities. In the final version of 2014 (see Table 1.1) this got crystal-
lized as the concept of non-nuclear deterrence essentially with the objective of
“prevention of military conflict”. General Valery Gerasimov described this as
an “active defence strategy” that “provides for a set of measures to proactively
neutralize threats to the security of the state”.”® He adds, “We must act quickly
so as to pre-empt the enemy with our preventive measures, promptly identify
his vulnerabilities, and create threats of unacceptable damage to it. This ensures
that the strategic initiative is captured and maintained”.?’ This ostensibly was the
Russian approach in Ukraine, where NATO’s perceived offensive interest® led
it to orchestrate a “controlled chaos” with tactical but non-attributable action.?!

This was backed with the concentration of conventional forces, conventional
long-range precision strikes and high-tech standoff capability,®> and deliberate
nuclear messaging.” The nuclear messaging wasn’t pivotal to the form of coer-
cion effected, as in reality NATO faced a conventional capability gap versus
Russia in Crimea to the extent that Baltics would fall to Russia within days.*
Russian could simply employ conventional artillery, airpower, submarines, and
long-range missiles to take out the NATO forces in the rear.® In other words
the “threats of unacceptable damage” created were conventional in nature, not
hybrid or irregular or nuclear. A similar approach was taken in Georgia, where
Russian forces grabbed territory in South Ossetia.*® Conventional compellence
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was exercised with a military deployment posture” such that the onus of con-
ventional escalation rested on NATO.* Conventional forces were directly uti-
lized with plausible deniability to accomplish fait accompli in all these cases.”
Post the Crimea referendum this fait accompli was legitimized.*” Though Russia
maintained plausible deniability, deniability was not essential to such a conven-
tional strategy and depends more on the context or what the aggressor prefers.
In fact, the use of hybrid warfare wasn’t as consequential as the use of high-end
conventional forces and capabilities like large-calibre artillery, MLRS systems,
and tanks was in Crimea."

The Chinese grey zone warfare works in a similar manner, but contrary to
the Russian strategy there is no pretence of no involvement or deniability. What
therefore matters is the overall instrumentalization of the conventional strat-
egy that presents a fait accompli such that the onus of conventional escalation
rests on the adversary. In fact, in East Asia varied forms of peacetime coercion
cater to multiple conflicts and actors. China’s People’s Armed Forces Maritime
Militia (PAFMM) poses a challenge with “salami-slicing”* as a coercive method
to change the strategic realities on the ground rather than at sea.* China’s
other maritime forces include the PLA Navy (PLAN) and China Coast Guard
(CCG).* In East Asia, US-China are involved in an extended deterrence dyad
which makes use of such coercion more profitable and probable, as it increases
the threshold of US intervention in any crisis situation and tests the intra-alli-
ance coordination. Andrew Erickson notes that “PAFMM recruits ex-PLAN
personnel with no fishing responsibilities to conduct operational deployments
with larger vessels with mast-mounted water cannons for spraying, reinforced
hulls for ramming”.*® There is no deniability to such actions and force is used
without provoking a large-scale conflict. Another set of actions includes the
base construction and island-building activities in the South China Sea (SCS)
and East China Sea (ECS) region over contested islands like Spratly, Paracel,
Scarborough Shoal, and Senkaku and declaring air defence identification zones
(ADIZs).** These bases in turn provide for anti-area/anti-denial (A2/AD) capa-
bilities in support of the conventional forces; the primary objective is not just to
provide for conventional war capabilities but to coerce states into abandoning
their rights.*” These bases then allow for numerous PAFMM and CCG boats
to operate for months* to prevent oil and gas activities by other states even as
China itself continues with such activity in contested waters.” Meanwhile, the
threat of Chinese conventional naval and air power provides a safe bubble for
these forces to operate unhindered.” Sea control is therefore achieved as a fait
accompli by ICS that piggybacks on a conventional deterrent and force posture
with an offensive intent.>’ One former US Navy commander concedes that “The
US has lost advantage throughout the spectrum of operations, from low-level
interaction against China’s maritime militia to higher-end conflict scenarios”.>
Importantly the conventional force posture is strengthened on account of the
gains made through salami slicing such that in a conflict situation China would
in fact “strike first” given its better domain awareness and closer bases from
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which fighter jets can rapidly deploy.”” The gains made in ICS are always mutu-
ally reinforcing such that the end conventional posture is stronger than before
capable of pursuing further gains.

In South Asia, the India-Pakistan dyad experiences ICS in a bidirectional
manner. Pakistan uses militant outfits to stage attacks on military installations
and civilians in the disputed territory of the state of Jammu and Kashmir (J&K).
It provides ideological, diplomatic, and material support to these militant outfits.
Militant actors with backing from state actors have over time inflicted major
attacks on the Indian mainland that have engendered military crises. However,
the conventional military posture that Pakistan has adopted allows it to actively
engage Indian forces to allow infiltration of irregulars and sometimes combined
teams of regular and irregulars on the Indian side, who then raise the cost of
holding territory for the Indian side both in men and in material.

There is nothing sub-conventional in character about this coercion, and the
conventional force posture is in fact pivotal to it. It communicates “militancy”
as on ongoing behavioural fait accompli that India must consent to. Since 2008
cross-border skirmishes along the LoC have continued with varying intensity
throughout the post-2008 period, and some particularly intense long bouts were
seen in 2013—2014 and 2014-2015. This crossfire transpires between armed per-
sonnel but occasionally also targets civilian populations along the LoC, while
the use of field guns, mortars, and heavy artillery is not ruled out. The objective
of this brinkmanship is behavioural since there are no territorial gains. Pakistan
presents the fait accompli in this dyad as normalization of attacks by violent mili-
tant actors and adopts a conventional posture along the LoC that furthers this
form of coercion. Simultaneously violent activity by the state-backed, but deni-
able, militant actor provides it with justifiable diplomatic, moral, and strategic fig
leaf to continue with such conventional posturing.

This dyad started with coercion as a territorial intent over time; however, the
coercion from both sides has transformed into coercion linked with behavioural
objectives. The earliest such attempts were made immediately post-nucleariza-
tion in 1999 when a “fait accompli”-style conventional land grab operation was
conducted in Kargil peaks in the state of J&K. India responded to this by escalat-
ing the conflict vertically using conventional air power to take back lost territory.
The mutual reinforcing element was absent in this operation because Pakistan’s
conventional posture, specifically the dearth of air support for the ground force
elements at these new locations, was absent.

Afterward, attempts at conventional land-grab operations were abandoned
in favour of the use of militant actors®® that would target civilians and major
urban centres, including an attack in 2001-2002 that targeted the Indian parlia-
ment in what would later be referred to as 2001-2002 crisis. Post the crisis India
mobilized its troops; however, this mobilization took a long time and allowed
Pakistan to counter mobilize. A ten-month-long military standoff between India
and Pakistan ensued, but the assessments within India on the effective utilization
of military instruments were mixed. India assessed that the long mobilization
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time sniffed out the offensive edge of the conventional operation. During this
time, the Indian Army started working on a new operational concept referred to
as “Cold Start Doctrine” grounded in a fait accompli strategy that was premised
on swift mobilization and limited ingress to bargain vis-a-vis Pakistan using lost
territory. However, the 2001-2002 crisis was followed by the Mumbai attacks of
2008. India did not mobilize troops but coercive diplomacy and the international
pressure on Pakistan ensured that from then on, such attacks were limited to the
states of J&K and Punjab and only targeted military installations. Despite this
calibration the status quo was far from satisfying for India, as it incurred expendi-
ture in both men and material.

Over time India started militarily reacting to a quantitative threshold of fatal-
ities,”” prompting it to retaliate after the Uri attack in 2016 and the Pulwama
attack in 2019. The 2019 Pulwama attack was followed by Balakot air strikes by
India to impose punishment or cost on Pakistan; however, the next day Pakistan
responded with an aerial strike of its own leading to a skirmish. Pakistan’s
matching conventional response was in accordance with its doctrine of “Full
Spectrum Deterrence” (FSD). More importantly post the skirmish a former
Director General of Pakistan’s Strategic Policy Division (SPD) announced that
“Quid-Pro-Quo Plus” (QPQP) was a declared policy that essentially promises
to go a rung up in its response to any limited conventional attack by India. To
counter India’s “Cold Start” Pakistan has implemented a “New Concept of War
Fighting” (NCWF) strategy that seeks to locate units even closer to the border
and with better mobilization to counter the speed imbibed in the Indian cold
start concept.

A closer look at Pakistan’s doctrine, operational concepts, namely, FSD,
NCWE, and QPQP, evinces a continuous link between its conventional strategy
and posture that are optimized for peacetime coercion and threaten escalatory
responses. Pakistan therefore intends to use its conventional forces for punish-
ment, and for threat of nuclear escalation® to instrumentalize this behavioural
fait accompli. India, on the other hand, maintains a strong “offensive-defence”
posture along the LoC to deter a spectrum of threats from any Kargil-type
operations to low-level intrusions. In the meantime India has continued to alter
the legal status quo of the J&K territory”” under its control while threatening a
conventional “cold start” operation if a major attack were to transpire on Indian
territory. India’s ICS instruments involve the use of diplomatic, economic, or
institutional instruments, but the threat of conventional forces is still at play
in its ICS strategy. While India’s objectives are status quoist in comparison to
Pakistan’s revisionist in terms of territory, they are revisionist in terms of behav-
ioural objectives.?®

China and India exhibit a relatively more stable dyad in comparison to the
other dyads mentioned here. However, competition, conflict, and coercion are
not absent in this dyad. China and India share a border dispute along the Line of
Actual Control (LAC) at twenty points where their claims overlap.” Since 1985,
China has been demanding Indian concessions in the east, specifically the cession
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of the Tawang tract. Since China now controls Aksai Chin; it denies all disputes
there, claiming that the problem relates to only approximately 2,000 km, not
4,000 km as per India’s claims. Though mechanisms exist for dispute resolution
and there has been technical progress, the political intent to actually settle the
dispute has been lacking, thus showing that revisionism® is the political objec-
tive.®" Over time China has used salami slicing and lawfare tactics to effect coer-
cion more specific to the theatre of confrontation. Border issues have led to some
transgressions as perceived by both sides, and some serious face-offs have ensued,
which include Depsang in 2013, Chumur in 2014, and Doklam in 2017.°> The
bucket of coercion here involves aggressive patrolling combined with military
facility construction of semi-permanent or permanent nature. On certain occa-
sions this also included the destruction of minor military posts.®® Border incur-
sions are often stage-wise development which starts with sending grazing parties
into claimed territory followed by overt military activity and construction.®
Similar to China’s strategy in East Asia the objective of this coercion is mutually
reinforcing with the conventional military posture. The military posture both
enables such tactics and is in turn reinforced by the newly acquired advantage on
the ground. Doklam was a perfect iteration of this tactic where India and China
had a 72-day military standoff.®® It was prompted by China’s road construction
activity of permanent nature® at the tri-junction area with Bhutan. Assessing
the significance of the area, on 18 June 2017, Indian troops moved in to form a
human wall to stop China from building the road that would eventually enable it
to move vehicles to south Doklam.®” The standoff ended when both sides agreed
to pull back forces,*® with the understanding that status quo had been achieved.®
However, satellite imagery analysis later suggested that China continued with
construction activity,”” including roads and a four-bay garage to beef up its mili-
tary capacity in the immediate vicinity.”"’? All through the Doklam standoff,
the prospect of escalation was threatened by the Chinese.”” Incidents of stone
pelting were also repeated in 20187 and 2019.”> Though below the threshold of
conventional military action, this form of violence involving direct state mili-
tary forces highlights that violence and threat of violence are continuously used
to effect peacetime coercion. In fact, the Chinese have been building up their
conventional capability in the vicinity to have a mutually reinforcing advantage
if Chinese troop access the ridge overlooking the Siliguri corridor.”® Amidst this
ongoing faceoft another standoft took a violent turn when in June 2020 Indian
and Chinese soldiers clashed at Pangong lake, Ladakh.”” This crisis is ongoing,
and although there was a limited withdrawal by both sides from the frontlines,
over the next two years, the Chinese reinforced their conventional posture by
using these territorial gains to build forces in the operational deep area, strength-
ening frontline positions by occupying critical patrol points, and setting up new
bases.” Small outposts over time evolved into permanent bases and logistics that
can quickly replenish supplies both in men and in material.”’ These can support
existing troops as well as allow for surge capacity for a quick offensive. India’s
reaction to such coercive tactics has been to gradually move from a defensive
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posture based on denial to one of “deterrence by punishment”.® This shift is
apparent in its raising of new units for counter-offensive action.”!

Role and nature of instrumentalized
conventional cross-level strategy

Table 1.2 summarizes trends of coercion and “conventional deterrence” stances.
Despite deterrence being the framework, the instrumentalized role of the con-
ventional strategy is clearly visible. Compellence through ICS conveys a cost-
benefit form of deterrence at each step post the completion of the forceful action,
by threatening greater cost and promising as well as ensuring large-scale engage-
ment of conventional military forces. To go back to Figure 1.2’s bracket of mutual
hurt between Al and A2, the common space in which mutual hurt would oper-
ate for both adversaries is largely dependent on the credibility of threat from each
other and where they don’t want military action to take place. In a nibbling strat-
egy that effectively presents small territorial gains as fait accompli,® the cred-
ibility of higher-scale punitive threats from the adversary is reduced,® such that
the common hurt operates more in the higher-order conventional response spec-
trum (Figure 1.4). This problem is acute in extended deterrence dyads, where the
challenger’s interests are in fact more vital than that of the extended deterrer’s
commitment to the alliance.®* This relates to a problem of “credibility of inten-
tions” rather than “credibility of capability”.®

The consequence of such peacetime coercion is evinced in the proliferation
of punitive conventional strategies because denial strategies are not sufficiently
(at least from the deterrer’s perspective) successful in defeating ICS. These puni-
tive strategies impact the bracket of mutual hurt (Figure 1.4), because they
reduce the hurt bracket A2min-A2max that is now more favourably disposed
to risky higher-order conventional responses, and to respond to this N'WS actor
A1 adjusts its Almin-Almax by decreasing its area of hurt over even higher-
order conventional responses and the nuclear realm. The overall consequence is
a reduction of A2min-Almax which is essentially responsible for bilateral deter-
rence stability. In practical terms, a reduction in the deterrence at both the lower
and higher levels of conflict spectrum is witnessed, and the scale of diminished
deterrence is directly proportional to the scale of punitive strategies chosen both
in furtherance and in resistance of ICS.*

The ICS objective and the conventional posture are almost always mutu-
ally reinforcing, strongly exhibiting a linkage between the two. This linkage
is established by strengthening the conventional military posture in support of
the ICS objective such that the ICS gains can’t be reversed without engaging a
much broader set of conventional forces and perhaps over a prolonged duration.
The newer assets, whether territorial or behavioural acquired, are likely to be
acquired precisely because they are tenable and can further fortify the existing
conventional military posture. Whether it’s a case of a direct deterrence dyad
or an extended deterrence dyad where the stronger partner in the alliance is
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committed to responding, once a fait accompli is accomplished, the countering
NWS has the onus of escalation to change the established status quo. Since the
new prize acquired by the aggressor is mutually reinforcing with its conventional
posture, this introduces a costly “onus of escalation” factor into the defender’s
calculus. This calls into question the credibility of the defender N'WS’s con-
ventional capability and his determination to undertake a costly, mostly long
and mutually damaging, attritional exercise with the adversary, testing his will,
capacity, and capability.?” Fulfilling the deterrent threat requires bearing a much
more prohibitive cost like leading to nuclear escalation as compared to the imme-
diate loss by accepting the fait accompli.®™

Some have referred to the nature of this problem as “coercive nuclear escala-
tion”®?? however, the concept described here and the evidence from the dyadic
interactions show that nuclear coercion is not instrumentalized the same way in
localized, gradual, and sustained conflicts and particularly towards ICS objec-
tives in the way conventional capability is instrumentalized. Crucially “nuclear
coercion” remains limited to threats and statements,”’ whereas conventional
military posture is directly utilized and is mutually reinforcing with the process
of ICS. This argument is based on the “inherent escalatory nature” of conven-
tional operations in modern times and therefore the inevitable risk of nuclear
escalation that allows for the concept of “coercive nuclear escalation”. This is
based on the logic that increases in remote-sensing capabilities and sensory-data
revolution allow such campaigns to be processed far easily. Other scholars have,
however, argued that the fundamental conditions that allow the defender’s land
forces to fend off aggressing sea and air forces have in fact been strengthened
because of this revolution.”? The risks of nuclear escalation do exist, but this is
mostly inadvertent in nature, rather than the advertent aspect implied by the
“inherent” connotation. Since nuclear coercion can be “coercion” only with
advertent actions and not inadvertent actions, and there are quite a few conven-
tional “firebreaks” before advertent actions and nuclear coercion could come
into play, that shows the conventional nature of such coercion.”” In terms of
advertent escalation, though nuclear deterrence is certainly involved in the sense
it is essentially responsible for the limited and gradual nature objectives in the
conflict, the jump from conventional to strategic nuclear realm is not an easy or
unhindered transition.

This is because conventional military options are instrumentalized for escala-
tion control or intra-war deterrence, before any form of nuclear coercion can
kick in. For instance, in 2015 and 2016 Russia’s deployment of S-400 and S-300
air defence systems in Syria forced the United States to abandon air operations
and cruise missile strikes, allowing the Assad regime to survive, and changed the
course of the conflict.” Here escalation control was accomplished by changing
the cost-benefit calculus of the adversary before raising the prospect of terror
(nuclear coercion). Such a strategy is in line with cross-level instrumentaliza-
tion of conventional capability and crucially exhibits a thorough understanding
of adversary thresholds.”” ICS that inherently relies on the mutually reinforcing
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nature of the conventional posture and newly gained assets has escalation control
or intra-war deterrent ingrained in its operationalization from the very start, and
once the gains are made, it pivots to escalation control quite rapidly.

A second way in which conventional escalation control is operationalized is by
limitation which is evinced across crises in this period (see Table 1.3). Conventional
escalation control is operationalized, by the absence of one or more of the follow-
ing factors: avoidance of (1) large-scale engagement, or (2) direct engagement of
military targets; (3) protracted conflict engagement; (4) horizontal escalation; (5)
higher-order conventional responses. These thresholds are easily understood by
both adversaries and are visible, and all of them are crucial to allow space for de-
escalation. Since the conventional actions that occur between N'WSs are mostly
at the periphery, deliberate escalation is effected without conveying an unlimited
political or military intent and without provoking a response that is unlimited in
nature. The limitation in intent in one or more of these factors is a mechanism
of assurance from the conventional deterrer/compeller to the adversary. In some
cases, even when high-order conventional responses or direct engagements of mil-
itary targets are undertaken against adversaries, these engagements are limited to a
single iterations and protracted engagement is avoided. Alternatively, this implies
that conventional deterrence/compellence objectives can therefore be achieved/
established gradually over iterative engagements rather than in one fell swoop.

Here it is also important to note that if, say, the character of the conflict spec-
trum changes, due to an expansion of the CN min-CN max space, that is, the
conventional-nuclear overlap expands due to technological changes, then the
graduation of conventional strategy from the role of a peacetime coercive instru-
ment to that of an escalation control or intra-war deterrent will also kick in earlier
in the military crisis. This means that the progression of a crisis from something at
local or tactical level to that involving operational-level forces and ramifications is
also going to be swift. The risks of escalation are therefore palpable even in a small
crisis as conventional strategy rapidly pivots from peacetime coercion to escalation
control/intra-war deterrence. This is discussed in greater detail in later chapters.

A direct ramification of ICS is that at least at the initial stages of the conflict
the prospect of vertical escalation becomes more probable than horizontal esca-
lation, as the conventional strategy in support or resistance of ICS objective seeks
to intensify the use of violence localized to the particular theatre of conflict to
re-establish the perceived gap in deterrence. This is also because deterrence is
essentially a function of time and location. When we say that a state actor, say,
India, deters China, it does not imply that it deters it across all geographical loca-
tions. India may be able to deter China in the Indian Ocean but might not be
able to always deter it along the land borders. Similarly, the United States may
have effective deterrence against China in the South China Sea but may not be
able to do that all throughout the year if there are multiple crises that demand
limited military resources be allocated elsewhere. Essentially national-level
notions of conventional deterrence must give way to conventional deterrence
capacity in a certain geographical theatre. The fact that deterrence is essentially
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local and time-specific in nature is also a reason why it is also much more likely
to break down between nuclear-armed states in the TNA. The assumption that
conventional conflict cannot take place between nuclear-armed states as it will
lead to mutually assured destruction (MAD) is challenged in this new paradigm
because conflict can be iterative and limited in time and space at specific loca-
tions, where effective deterrence is not a constant, but a dynamic, interplay of
various factors.

Lowered nuclear threshold: first use or re-use?

The conventional realm is bounded at (CN max) and is set by the principles of
avoiding nuclear annihilation and therefore avoiding nuclear warfighting, but
whether this bound is crossed or not is set in the political domain. The lower
bound of the purely nuclear spectrum, the point at which a conflict “transi-
tions” from conventional to nuclear, sets the distinction between the realms of
conventional and nuclear strategy. This point is concerned with advertent or
deliberate escalation that precipitates in the use of a tactical (or battlefield or non-
strategic) nuclear weapon.” Deliberate use of a TN'W and its aftermath situation
is critical in determining to what extent the conventional spectrum and thereby
conventional military strategy have a role to play.”” That vertical escalation is
more probable makes it likely that a demonstrative or militarily beneficial®®
of TN'Ws in a conflict that is localized could take place.” TN'W usage is after
all the single most important act of intra-war deterrence in a conflict, and one

use

where the state using TN'W signals the prospect of “terror” rather than “cost-
benefit” calculus.

The US DoD defines the use of tactical (or non-strategic or battlefield) nuclear
weapons as

“the use of nuclear weapons by land, sea, or air forces against opposing
forces, supporting installations or facilities, in support of operations that
contribute to the accomplishment of a military mission of limited scope,
or in support of the military commander’s scheme of manoeuvre, usually
limited to the area of military operations.”!"’

Strategic and non-strategic nuclear weapons were also distinguished on the
basis of range of the delivery systems to hit within a nation’s territorial bounds,
but this distinction is a tough one to make in the case of contiguous nuclear

101 Another criterion could be to dis-

weapons states or dual-capable aircraft.
tinguish them on the basis of the yield; however, modern systems again blur
this distinction on account of their accuracy which, if intended, could achieve
“strategic effect” in a conflict.!’? Still others consider all nuclear weapons stra-
tegic regardless of the delivery or yield attributes. For instance, India, at least at
the declaratory level, makes no distinction between strategic and non-strategic

nuclear use. Therefore, the dilemma surrounding what is tactical or strategic and
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conventional or nuclear is often less about terminology and more a function of
the targeting strategy.'”?

In classical literature TN'W use'™ i

isn’t merely tactical because in essence they
have the strategic effect of transitioning the conventional conflict over to the

nuclear realm.'®®

However analysts have pointed out that the nuclear taboo, as it
is referred to, is less a result of shared “norms” and more of a deliberate, product
of practical calculations about battlefield utility of TN'Ws'’ and the domestic
calculus about national interests of the state.!”” This calculus around usage of
TNWs has particularly shifted in the TNNA because ICS has led to a prolifera-
tion of conventional strategies and postures that serve compellent or punishment
ends; in particular from the adversary’s perception most actions are an exercise
in compellence. They simultaneously pressure both “first use” nuclear doctrines
or asymmetric escalation nuclear postures, and second, those based on “massive
retaliation” or assured retaliation posture to push the conflict into the nuclear
realm.

The introduction of TN'Ws in the arsenal is based on the assumption that the
concept of “limited nuclear war” exists.'” They restore some of the lost con-

27109

ventional parity in a way that introduces the “balance of terror”'" aspect at the

1" without bringing in the question of nuclear superiority.

conventional leve
Particularly radiation weapons or neutron bombs in fact combine a unique set
of characteristics of low-yield, small blast radius, and heat effects that, if deto-
nated sufficiently above ground, make them conducive for battlefield usage.'"!
Historically, during the Cold War, the United States was inclined to use TN'Ws
in conjunction with conventional weapons to target important command and
control, logistic facilities, and troop concentrations,'> while the Soviet strat-
egy included theatre nuclear strikes in conjunction with large-scale ground
operations.'” The existence of “use or lose” pressure, however, contradicted the
very concept of limited tactical use."* In both cases forward-deployed short-
range TN'Ws had to be necessarily assigned to a lower level of command, mak-
ing them vulnerable to adversary strikes while decreasing control over their
usage.'®

These factors call into question the military utility of the weapon. This, how-
ever, did not rule out the demonstrative value of the single shot'' or its role as an
intra-war deterrent. Advertent singular detonation could clearly communicate
the next stage of escalation. However, it is entirely possible that mandates of
escalation dominance and damage limitation could force the adversary to raise
stakes and skip rungs respectively, or that such use could be construed as weak-
ness either by the initiator or by the receiver.'” The increased prospect of verti-
cal escalation implies that actors could consider the feasibility of such a limited
nuclear exchange. Klaus Knorr, for instance, says that limited nuclear exchange
would make sense, “if limited war capabilities are insufficient to contain local
aggression” and that the feasibility and utility of this limited nuclear exchange
would depend on the “degree to which strategic forces were vulnerable to coun-

> 118

ter-force attacks”.'"® This is consistent with the logic of using unlimited military
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means for a limited political aim strategy rather than the use of limited military
means for unlimited political aims."”

Tactical usage of nuclear weapons may therefore result from either failure
of the conventional campaign or because of the desire for freezing the current
politico-military ground situation.'”” At the outset the conflict between NWSs
is almost always limited in its political objectives as no one is looking for a costly
decisive victory that is certain to enter the nuclear realm. However during the
course of the conflict, if the outcome is an attritional or an unfavourable stale-
mate, then the defender/aggressor may contemplate TN'W usage to freeze the
status quo before running out of resources in men and material. Conventional
tactics can certainly be modified to incorporate nuclear contingencies and opera-
tions in post-nuclear detonation environments to absorb the battlefield impact of
TNW weapons."! This gives way to probable scenarios where the recipient after
“first use” by the initiator could consider conventional-only or nuclear strategy
responses.

Vincent and Aaron write that “a strategy of continuing the conventional cam-
paign toward victory after adversary limited nuclear use would likely provide the
enemy with ample time and incentive to employ additional nuclear attacks”.'*
To that end they recommended underpinning a conventional-only response
with credible nuclear options.'”® The other factor to contend is that if the conflict
is to be limited or localized, continuing conventional operations without taking

out the adversary’s command and control infrastructure'*

or suppressing his air
defences may lead to significant infliction of damage or further nuclear escalation
from the adversary. Whether the conflict enters the purely nuclear realm or not
at this stage is therefore an outcome of mutual capabilities and decision-making
that is concerned not just with first use but re-use.

As a consequence of endeavours to plan for conventional-nuclear transition,'*
TNWs are a necessary part of conventional strategy and operations. With the
idea of escalation management and “restoring deterrence following nuclear first
use” conventional military strategies must distinguish between deterring first

126 and deterring “subsequent use of nuclear weapons”.'”” In that sense the

use
conventional military strategy paradoxically adds a conventional dimension to
“limited nuclear war” concept. This is based on the logic that even after a TN'W
is used, it does not necessarily cross the framework of “coercion” to enter into

“brute force”'?®

as persuasion and intimidation are still involved in its use and
with the potential threat of re-use. The first scenario could end in re-use of
nuclear weapons; this could happen if the recipient state responds in kind with
nuclear weapons to push the conflict in the realm of nuclear strategy but lim-
ited to the theatre. The second scenario could have the recipient not respond
with nuclear response but continue with a conventional-only response, where
potential for coercion, brute force, and re-use remains. Third, if conventional
operations continue and this materializes into TN'W re-use, then the recipi-
ent must contend with greater pressure to nuclear counter-escalate or continue
conventional operations while taking nuclear hits. Finally, coercion would have
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been realized if conventional operations halt with the demonstrative or first use
of TN'W. This has two results: one planning of conventional operations must
take into account the contingencies that may drive the adversary towards TN'W

use;'?’

second, provisioning of conventional options after use of TN'W intro-
duces essentially a conventional dimension to the “‘limited nuclear exchange”.
More importantly, nuclear strategy may not necessarily and exclusively take over
conventional operations at “first use”.

However, for both the initiator and the receiver the attempts at designing a
force posture and doctrine that can effectively operate in nuclear or non-nuclear
environments could be difficult as in the past this has tended to end in a unit that
can do neither of the two."*" This choice is tyrannical in terms of force design, as
one could either employ dispersion in the battlefield to survive in a nuclear con-
tingency or concentrate for mass to actualize a blitzkrieg operation on a modern
conventional battlefield.”" There is no balance in between. This has implications
for both the aggressor and the defender. Typically, an aggressor in a conventional
attrition strategy needs a force ratio of 3:1, while in a blitzkrieg strategy more
prevalent on the modern battlefield where the axes of advance are limited to
specific vulnerable points, this force ratio goes up to 5:1.1%% In a battlefield the
aggressor must take into account that massed forces in a blitzkrieg-style penetra-
tion will present an attractive concentrated target for TN'W use. This problem
is also exacerbated by the fact that for the localized theatre-specific objective at
least in the initial phase of the conflict defence is likely to be saturated,'*® thus
reducing the prospect of a breakthrough.”** Second, if the defender’s rear isn’t
very deep it will trigger TN'W usage fairly early in the conflict.”” However, if
the defender intends to offer conventional resistance initially, he must contend
with the same dilemma; if his conventional posture depends on heavy concentra-
tion and saturation on a limited front, then post ‘first use’ his forces will also pre-
sent an attractive target for the adversary. Another problem is that such use could
hurt his own forces who are likely to be in close proximity to the aggressors.

In the India-Pakistan dyad, for example, recent Indian military exercises'*
suggest a posture of continuing conventional operations even in a post-deto-
nation environment or taking out TN'W batteries before they could be used."’
This is coupled with improved mobile missile defence capabilities,'*® particularly
potent at the tactical level to ward off the threat of TN'Ws, suggesting that con-
ventional operations will be the preferred options. Pakistan may then have to
contend with the possibility of TN'W re-use which might trigger Indian nuclear
retaliation. However, the tyranny of geography in this dyad obfuscates the stra-
tegic and non-strategic distinction in more than one way."”? Pakistan’s lack of
geographical depth and the alignment of all its major industrial cities and popu-
lation centres along a longitudinal axis parallel to the border with India make
conventional operations threatening to the very survival of the state."” Second,
even short-ranged delivery systems could easily be considered to deliver “strate-
gic effect” given the kind of targets that may be within reach. In table-top exer-
cises Pakistan scholars have not had a single opinion about whether taking out
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Pakistan TN'Ws by conventional means would constitute nuclear escalation."!
For these reasons the threshold for first use in this dyad is very low. Despite its
official stance, India is not bereft of its own tactical nuclear options."** A flexible
response strategy, however, seems to be the way as the Indian nuclear doctrine

143

considers nuclear retaliation for attack on “Indian forces anywhere”," while

its military exercises and official statements'*

suggest continued conventional
warfighting options.

In the US-Russia dyad analysts'® are divided over the Russian threshold for
nuclear use. US NPR 2018 posits a lowered threshold for Russian nuclear use;
however, Russia’s own military doctrine states that the condition for such usage
is an “existential threat”. In recent years Russian conventional and non-nuclear
capabilities along with superior operational-level planning'*® have also closed
the gap between itself and the United States in the conventional realm. US
perception of lowered Russian nuclear threshold has pushed it to field a low-
yield Submarine Launched Ballistic Missile (SLBM) warhead and Submarine
Launched Cruise Missile (SLCM) to provide “deterrent effect” and “without
relying on the host nation”. US NPR states that this closes the “mistaken per-
ception of an exploitable ‘gap’ in US regional deterrence”.'*” Putting low-yield
nuclear warheads upon long-range delivery systems suggests a posture of nuke for
nuke, rather than continuing conventional operations underpinned by a nuclear
threat to deter nuclear re-use. More importantly putting a tactical warhead upon
an SLBM blurs the distinguishability between strategic and non-strategic weap-
ons."® This diminishes the space for effecting the threat for re-use, as first use
itself could evoke a strategic response, whether damage limiting or unlimited,
thereby ending the space for conventional strategy and military means. At the

same time though Russia fields a strong non-strategic nuclear force'’

along with
attendant delivery systems, the “existential threat” contingency is unlikely to
arrive. During the Cold War period, the Soviet Union’s TN'Ws had a much
greater role in operational plans in the theatre of conflict to reinforce conven-
tional units in large-scale land or sea operations.”” Of late some Russian military
exercises have simulated the use of nuclear weapons against NATO members.
But the latest doctrine relegates the role for nuclear weapons. In this dyad the
threshold for nuclear use is high, and the potential for strategic nuclear warfight-
ing is also high.

In the US-China dyad, Chinese maintain an unambiguous no-first-use pol-
icy.” However, the United States is concerned about its theatre nuclear-capable
missiles, as the Chinese maintain superiority in the number of such delivery
systems and such a stockpile can technically be used against US bases."”* This
perception is strengthened on account of a classified Chinese training manual'®’
that allegedly suggests “lowering of nuclear threshold” when faced with extreme
conditions; however, the lowering here implies a higher alert level for nuclear
weapons'®* rather than actual first use of nuclear weapons. The Chinese are,
however, more explicit about how they see nothing “conventional” about pre-

cision-guided conventional systems for conventional counterforce, which in fact
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in their view would constitute nuclear first use.””® However analysts have argued

that Chinese theatre nuclear capability is relatively invulnerable to US conven-

156

tional counterforce.”® Alternatively, the United States could consider first use of

nuclear weapons if its conventional capability erodes'™’
158
t.

significantly in the open-
ing round of a regional conflic

Finally, in the India-China dyad the military intervention threshold appears
to be fairly high. Though cross-level conventional coercion takes place, it is with
the threat and risk of conventional conflict that is localized or limited. Chinese
threat perception regarding India is also low in comparison to other adversaries,
although there is some concern regarding India’s conditional NFU and if there
is a greater role assigned to the nuclear force than just strategic deterrence.'™ As
both NWSs pledge NFU at the declaratory level, the use of a demonstrative tac-
tical nuclear weapon as an advertent escalatory response is ruled out. However,
the Chinese conventional strategy based on “strike first” logic and its heavy
dependence on conventional ballistic missiles could possibly compel India to
review its NFU commitment especially if its conventional capability is eroded
significantly in the opening round of the conflict, to serve as an instrument
for intra-war deterrence.'® First use is likely to occur if conventional opera-
tions don’t cease even after review of the NFU commitment, post which theatre
nuclear warfighting could take place.

Overall, the reason TN'W use gets introduced in the calculation is because
fundamental to ICS is protecting gains with a larger mutually reinforcing mili-
tary posture. Nuclear posture is designed to create options post the intra-war
deterrent stage and caters to this space post the exhaustion of conventional esca-
lation control options. This effectively means that apart from the conventional
posture playing the role of the intra-war deterrent, TN'Ws also cater to an intra-
war deterrent role, albeit at higher level in the conflict and effectively share that
space with conventional military forces and posture. This is distinct from the
role of the nuclear posture which is utilized in deterring existential threats to
the state. This invites TN'W use if the conflict expands in scale, vertically or
horizontally beyond the conventional escalation control options. Evidencing is
the fact that in most cases TN'Ws exist in the force structure without a doctrine
that really specifies the conditions for their early use on the conventional bat-
tlefield which makes it difficult to predict the exact event that could precipitate
in their use. The prospect of advertent vertical escalation therefore suggests their
demonstrative utility in communicating potential strategic nuclear escalation.
This transition point from conventional to nuclear courtesy advertent escalation
is more fluid in some dyads than others. In most cases the receiver either has a
flexible response strategy or is moving towards one to respond to a TNW “first
use”. Conventional strategies and operations therefore necessarily incorporate
plans for nuclear contingencies and environments as both recipients and initia-
tors. This takes us to the heart of TNA where the propensity to use conven-
tional forces for compellent objectives comes along with the attendant risk of
nuclear use.
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ICS template

ICS instrumentalization of conventional military towards the objectives of
peacetime coercion, escalation control or intra-war deterrence, and finally inte-
grating tactical nuclear weapon in the conventional military strategy does beg a
discussion on how this template might interact with different doctrinal attributes
and postures. In a generalized case, say, NWS Al initiating compellent action
through ICS, it puts the onus of responding/escalation on NWS A2. As a result
of Al’s actions A2’s conventional posture has the onus of escalation, courtesy the
very nature of ICS that is inherently based on a mutually reinforcing conven-
tional deterrent posture and conflict limitation in scale, iteration, duration, or
engagement type. Al’s conventional intra-war deterrent communicates a cost-
benefit form of deterrence and conflict limitations that smartly test A2’s thresh-
olds for military action while a strong Al conventional posture discourages a
strong response from A2.

The choice for A2 was to maintain a deterrence by denial or deterrence by
punishment posture, both of which have input costs. Military infrastructure,
terrain type, and the cost of maintaining denial versus punishment posture are
all variables that decide the eventual posture. Some geographic theatres with
mountainous or hilly terrain might be more suitable for denial strategy, while
others like maritime zones or islands might be more suited for an offensive or
punishment strategy. A denial strategy has the advantage that it reverses the
“onus of escalation” on Al instead of A2; this interdicts the ICS cycle at the
beginning itself. However, this strategy is often prohibitively costly and invari-
ably in certain kinds of terrains logistical challenges may make such a posture
impossible to sustain. However, if the terrain favours defence, then denial can be
a better bet given that it takes away the advantage of surprise or onus of escala-
tion, fundamental to ICS. However, a denial-based posture also means that one
may have to spread their forces thin in order to achieve a pure denial posture,
often neither possible nor advisable.

The other option is punishment which could take the form of dislodging at
the site, intra-theatre coercion or inter-theatre coercion. Of these dislodging
at the site, though likely to avoid the nuclear intra-war deterrent, is certainly a
more costly option. Dislodging, though limited by nature, has to contend with
the fact that the acquired asset is mutually reinforcing with the existing conven-
tional posture of the ICS initiator. The other option is intra-theatre coercion,
in which case A2 may conduct military action at a different site within the same
theatre. Although the horizontal escalation in this case is limited, the initiator of
ICS A1 after exhausting the conventional intra-war deterrent has the option to
rope in its nuclear posture to cater to the role of an intra-war deterrent.

This is also applicable for inter-theatre coercion, in which case A2 can respond
with military action outside the theatre of initial conflict. If A1 deduces that such
action is likely, then it may be more favourably disposed towards having a nuclear
posture that allows demonstrative first use. In such a scenario, especially if the
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conflict expands outside the theatre, conventional escalation control is likely
to be passed on quickly, as a result of significant horizontal escalation. Theatre
nuclear weapons might be utilized as an intra-war deterrent due to horizontal
escalation. The difficulty with inter-theatre coercion is of course that it may not
help in the return of asset that is lost in the theatre where ICS was initiated in the
first place while also being significantly escalatory.

The 2020 India-China conflict in the Ladakh region fits this template quite
well. First of relevance here is the Chinese ICS had the intent of dominating
the Darbuk—Shyok-DBO Road. The Chinese used their conventional forces to
intrude and capture specific locations all along the LAC in Galwan, Hot Springs,
Gogra, and Pongang Tso. Despite the fact that the overall intrusion area was

161 the fact that the intrusions were

approximately in some 60 sqgkm of territory,
at multiple points increased the scale factor of the ingress. However, this was
accompanied by a strong mutually reinforcing nature of the conventional pos-
ture. These points of intrusion were chosen precisely because they carried mili-

12 This was reinforced with the creation of military infrastructure in

tary value.
the area, and crucially by inducting more Chinese division-level units in the area
to maintain local superiority.'®

An evaluation of the Indian conventional military posture in this episode
reveals that the posture was largely a mix of denial and punishment whilst not
being optimized for either of those deterrent strategies. The hilly terrain along
the LAC is not conducive for large-scale offensive operations, but it rather sup-
ports static defence.'* While the underdeveloped military infrastructure did not
particularly support offence. According to some analysts the India military did
not operationalize an effective denial by not protecting the ingress routes that
would allow Chinese forces from occupying heights overlooking the DBSO
road.'®

On the other hand, the Indian punishment strategy was not optimized either.
India had plans to develop a Mountain Strike Corps with two divisions in order
to have a viable punishment strategy based on intra-theatre coercion. However,
lack of funds led India to raise just one division, which too was underequipped'*®
and without adequate military infrastructure that could sustain large-scale logis-
tics required for offence. This is despite Indian military bases having mobilization
advantages as compared to the PLA.'” The PLA troop build-up both in the rear
and in front areas was not responded to effectively in the beginning, resulting
in a loss of local superiority while ingress routes were not protected because of a
suboptimal denial strategy. This shifted the onus of escalation entirely onto the
Indian side while the PLA conventional posture presented an unfavourable cost-
benefit calculation for the Indian response, thus achieving a compellent “land

grab”. China did engage in some nuclear messaging;'®

% however, this signalling
did not involve any overt changes to the nuclear posture, suggesting that China
was looking mainly at conventional escalation control. ICS framework would
ascribe this to the fact that Chinese perceived Indian deterrent strategy as mainly

denial in nature, while theatre nuclear weapon usage as an intra-war deterrent
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could have come into the picture if cross-theatre punishment were to be used by
India. There are two important things to note here. First, the ICS initiator has
the advantage of shaping the “onus of escalation” factor with the scale of military
forces, the number of iterations, etc. and choosing a favourable point in time and
space where effective deterrence is low. This implies that for both actors material
investments into their military posture matter more than behavioural credibility.
From the initiator Al’s perception A2’s credibility of capability and credibility
of intent are not mutually exclusive, and therefore credibility of capability is
definitely a more important determinant for Al. Second, A2 must optimize its
deterrent strategy in favour of either denial or punishment; a mixed approach
may end up doing neither of the two. While a mixed approach could be taken
for intra-theatre or inter-theatre coercion, an appropriate posture suited for the
primary theatre needs to be optimized to use such a strategy.

Conclusion

This chapter has treated the conflict spectrum in a linear fashion; in reality while
the conflict spectrum does not have a linear character, inadvertent escalation and
nuclear misperception are a constant threat that need to be balanced out versus
set conventional strategy plans and objectives. This inadvertent factor is embed-
ded in the conflict spectrum space and is a function of both strategy and techno-
logical entanglement in nuclear and conventional realms and is discussed later.
However, the linear treatment does allow teasing out the aspect of how advertent
escalation is packed into conventional strategy and the coercion role, scope, and
objectives that are afforded to conventional strategy across NWS dyads. This
is true for all “grey zone” and “hybrid warfare” strategies where conventional
forces are in fact fundamental to the instrument of coercion being employed.
At one end conventional strategy is instrumentalized towards peacetime coer-
cion, while at the other it transitions or merges into the nuclear level of the con-
flict spectrum. This cross-level character of conventional strategy is essentially
responsible for what is being referred to as the third nuclear age, where compel-
lence objectives instrumentalize conventional strategy. In addition, the fact that
effective deterrence is not a constant, rather it is dynamic and is essentially local
in the TNA allows more frequent deterrence breakdown between N'WSs. This
has the effect of making all deterrent strategies even those operationalized in
defence appear and serve compellent objectives a key feature of the TNNA.
Though the cross-level character of conventional strategy, on one hand,
serves as a conflict initiator and on the other hand has the goal of intra-war
deterrence or escalation control and there is some tension in these aspects, it is
invariably resolved by according primacy to the compellent objective, such that
if the objective or fait accompli is established, it improves the ground situation in
favour of the existing conventional posture because the newly acquired gains are
mutually reinforcing with it. ICS initiator can then deter and defend the newly
acquired status quo and puts the costly onus of escalation on the defender. Such
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strategies necessarily depend on a thorough understanding of adversary thresh-
olds, as well as exploring any kind of ambiguity, whether political, military,
or theatre-specific thresholds, that can confuse the adversary decision-making
cycle.

Therefore, theatre-specific capabilities become very important. While some
theatres might be more suited to land-centric forces and capabilities, others may
require a different approach, the force projection necessarily needs to be more
local. Under ICS, horizontal escalation is unlikely to transpire initially, and a
cross-theatre response is more likely to take the conflict beyond conventional
escalation control. Therefore cross-theatre capability is likely to be less effec-
tive than single theatre—centric capabilities in achieving an effective deterrence,
particularly as the asset of strategic value once lost in a fait accompli action may
not be recovered in the primary theatre. This is especially true on land where it
is easier to implement ICS but increasingly also true for the maritime theatre as
shown by China in the SCS. Finally, as prospects of vertical escalation are more
likely, conventional strategies and operations must therefore contend with the
question of advertent demonstrative use of TN'W and its aftermath where the
nuclear doctrine or postures also cater to serve the intra-war deterrent space once
conventional escalation control ends. The next chapter will deal with how some
of the emerging concepts and technologies fit in the two roles of ICS, namely the
peacetime coercive intent and that of conventional intra-war deterrent.
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2

FROM KILL CHAIN TO KILL WEB

Militaries depend heavily on completing their decision cycles with efficiency
and swifter than their adversaries. This decision cycle is a function of objectives,
doctrines, and technological ability and acts like overhead costs for militaries;
the shorter the better. In the third nuclear age, the rise of new and emerging
technologies impacts these decision loops in multiple ways and forces militaries
to exploit certain capabilities, deal with vulnerabilities, and change the way they
want to structure their forces and organization, to operate faster in their decision
cycle. These emerging technologies are likely to play a pivotal role in shaping the
decision cycle and deciding if mutual military vulnerabilities or capabilities are
creating opportunistic military motivations and advantages." This chapter looks
at the role of emerging technology in reshaping the decision cycles of militaries
in the third nuclear age and the ramifications of this altered decision cycle on
conflict incentives and deterrence at the operational or tactical levels.

The chapter starts by revisiting the targeting methods in Operation Desert
Storm in 1991 and the Iraq War in 2003 and then moves onto the concept of net-
centricity in military operations, the meaning and evolution of the “kill chain”
concept. Subsequently, it lays out the contours of the next stage of evolution in
the kill chain which is the “kill web”. Traditionally decision loops have been
completed by a cycle which is based on the concept of a kill chain that is domain
centric. The kill web is an evolution of the kill chain into a multidimensional,
more automated, and more densely networked version which is seamlessly cross-
domain in nature. The central goal of the kill web concept is to break down the
domain barriers to coagulate the different domains into one singular battles-
pace where effects in one domain can be delivered from any other domain with
equal battlespace consequences. This implies that the kill web concept places
equal importance for land, air, sea, space, cyber, and electronic domains where
both kinetic and non-kinetic effects can achieve battlefield impact. Finally, the
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chapter looks at the manner in which kill web integrates or aligns an instrumen-
talized conventional strategy and how conventional-nuclear integration features
prominently in the kill web. The kill web’s effectiveness here is moderated by
instrumentalized conventional strategy for controlling escalation.

Gulf Wars, evolutions, and revolutions

It was first in the 1991 Iraq War that coalition forces executed a form of “paral-
lel warfare” that concretized a combination of stealth, precision, and long-range
or stand-off capability as the preferred template of warfare.? The outcome was
an evolution of an initially proposed targeting plan for the air force called the
“instant thunder” that centred around a concept called the “five rings model”.?
This five rings model essentially described a state in terms of concentric rings,
which had a strategic category of targets like leadership at the innermost ring,
and subsequently key production centres, infrastructure, population, and fielded
forces in the outer rings which essentially protected the inner rings. The strategy
followed was that of “inside-out warfare”, meaning an inner ring had higher
priority compared to an outer ring in terms of the importance attached to the
category of targets in a campaign which was to be led by the aerial forces. In
practice, the actual phase 1 of the four-phase Operation Desert Storm saw the
application of both air power and ground forces, and the additional targets that
were taken out during phase 1 of the operation were an addendum to the initially
proposed instant thunder plan upon which these additional targets were super-
imposed to cater for the needs of battlespace interdiction.*

The instant thunder concept involved simultaneous attacks upon strategic
centres of gravity throughout the entire theatre of war.” The concept was used
in Operation Desert Storm where it established a template that revolved around
the use of large-scale and highly intense conventional air campaign as a prel-
ude to the ground-offensive® along with extensive use and effectiveness of the
Tomahawk land attack missiles. Coalition forces launched some 297 Tomahawk
missiles,” 64 per cent of which were launched within the first two days of the
beginning of the operation.® In total, 17,000 precision-guided munitions and
2,10,000 unguided munitions were used. Finally, high-value targets were struck
“systematically without the need for a separate sustained preliminary battle for
air supremacy”.” The idea was to use air and missile power holistically to achieve
a “strategic effect” by attacking “centres of gravity” and to render the leadership
ineffective or incapacitated to pursue its political or military goals.!"” This opera-
tional orientation towards “strategic effect” was different from simply achieving
an “interdiction”," as the latter could be used to achieve an effect only on the
battlespace front whereas the former focused on coercing and pressurizing the
leadership directly.”

Under the instant thunder concept, concurrent attacks by stealth, stand-off,
and precision-guided weapons did not guarantee an adversary’s defeat; they had
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to focus on the leadership to meet the political objectives.” These improved
technologies that were available to the military forces had to be employed in
a combined manner towards an objective. As shown in Tables 2.1 and 2.2, the
objective was to render the leadership ineffective of pursuing its politico-military
objectives rather than engage in a force-on-force contest." This was supposed to
achieve an instantaneous rather than a graduated cumulative effect. Critics, how-
ever, have argued that in practice the strategic effects were never truly achieved
nor practical and that airpower deployed towards “strategic interdiction” had a
substantial impact in achieving the military objectives.'”” Proponents of the five

TABLE 2.1 The growth of targets: from instant thunder to phase I

Target Set Instant Thunder Phase I
Leadership 5 33
Command control and communication 19 56
Electricity 10 17
Oil 6 12
Nuclear biological and chemical weapons 8 23
Military support/production and storage 15 73
Railroads and bridges 3 33
Strategic air defence 10 56
Airfields 7 31
Scuds - 48
Republican guard - 37
Naval ports 1 17
Breaching - -
Surface-to-air missiles - 45
Total 84 481

TABLE 2.2 Coalition strikes by target category for Operation Desert Storm

Target Strikes %
Leadership 260 0.7
Command, control, and communications 580 1.7
Electric power 280 0.8
Oil 540 1.5
Nuclear, biological, and chemical 990 2.8
Military industry (production/storage) 970 2.8
Lines of communication 1,170 3.3
Surface-to-air missiles 1,370 3.9
Scuds 1,460 4.2
Iraqi Air Defence System (KARI) 630 1.8
Airfields 2,990 8.5
Naval targets 370 1.1
Iraqi ground forces 23,430 66.90
Total 35,040 100

Source: Cohen et al., The Gulf War Air Power Survey: Effects and Effectiveness, pg 1.
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rings model argued that overall greater precision did make it possible to execute
targets simultaneously, but it was the targeting plan borne out of greater preci-
sion, which was more impactful. The use of missiles and air power concurrently
against strategic target categories within the first few days of the conflict was the
outcome in terms of revolution in military affairs (RMA).

System of systems and the 2003 Iraq War

This targeting plan crystallized into the concept of “system of systems” first
introduced by Admiral William Owens in 1996 which was the antecedent to the
“network-centric warfare” concept.'® He predicted an RMA via a dense synergy
in three general categories of ISR /sensors: intelligence collection, surveillance,
and reconnaissance; C4: command, control, communications, computer applica-
tions, and intelligence processing; and finally precision force.” This essentially
addressed the fundamental issue of joint warfare and combined arms'® and at the
heart of this integration was the requirement of generating a “common operating
picture” for all forces."” In the “system of systems” concept, this common operat-
ing picture was predicated on “dominant battlespace knowledge” that relied on
networks to reduce “fog and friction of war” and bestow real-time awareness
and status of forces.

The progress on this was notable within a decade. During the 1991 campaign,
ground assault was preceded by a long bombing campaign and it typically took
three days from the target being assigned to a plane to an eventual hit.?” In
contrast, during the 2003 Iraq War, soldiers on the ground were able to hand-off
targets to air assets that could then hit the target in a total of mere ten minutes.'
Relatively, United States and its allies during their global “war on terror” did
operate with perhaps the best common operating picture.?* Yet this was not a
result of a well-structured architecture for joint warfare or a “system of systems”.??
Many of the key C4I systems were still heavily “service centric” and linkages
were conjured up or workarounds evolved as combat progressed.**

The scale of the ISR effort was larger in comparison to the 1991 Iraq War,
42,000 battlespace images, 2,400 mission hours of SIGINT coverage, 32,000
hours of mission video, and 1,700 hours of moving target indicator coverage.?
But this was not without problems, both technical and flow related. For
instance, the manoeuvre formations were without direct access to satellite
primary imagery, due to prioritization of requirements at the command level.*®
The information and data that were being made available were not tailored to
the mission requirement? and this burdened the limited bandwidth. Finally,
despite the ISR intelligence and data that was available, the responsibility to
figure intentions or plans of the enemy commander had to fall on analysts and
HUMINT.? Interoperability and variation in communication equipment often
led to one unit receiving communication over different networks and radios, and
units had to switch between different kinds of equipment due to incompatibility

issues.?%3"



From kill chain to kill web 53

The United States used nearly ten times more precision-guided weapons
in 2003 relative to unguided munitions during the 1991 campaign.’’ In the
1991 war, only a small number of aircrafts had necessary avionics for acquiring
targets, illuminating them for launching laser-guided bombs or acquiring target
coordinates from the ground for precision strike missions, but in the 2003 Iraq
War, all aircrafts were able to launch laser and other precision-guided bombs.*?
This allowed for a wider set of targets to be hit very early in the conflict.*

Unmanned aerial vehicles (UAVs) like Predator and Global Hawk were used
for surveillance and targeting.>* Tactical UAVs played an important role in cir-
cumventing the tendency to prioritize the provision of imagery to higher ech-
elons of command rather than the actual warfighting elements.*>** By making
available actionable intelligence, they met the requirement of tactically relevant
information for high operational tempo and time sensitivity.”’

Overall, though network-centric operations were being implemented to
a degree at the higher echelons, net-centric capability was not realized at the
level of a division, battalion, or below. Many of the effects that were generated
were because of the platform and number-oriented method of conducting
operations rather than the net-centricity of the overall effort. The kill chain was
still sequential, could only act against stationary or pre-planned targets and the
emphasis was on amassing firepower.”® The method or template remained the
same compared to 1991 and was only better executed in terms of timing and
capabilities thanks to an evolution in technology particularly at the level of the
platform.

Kill chain to the kill web

At the heart of NCW was the concept of the “kill chain” which in the words of
Christian Brose allowed militaries to do three specific things on the battlespace:
“understanding about what is happening”, “make a decision about what to do”,
and finally “take action that creates an effect to achieve an objective”. Future
warfare, however, could witness militaries “close the kill chain” more effectively
and swiftly, while hindering the inability of the adversary to do the same.”
This efficiency would need a higher degree of NCW capabilities which must
get intelligence directly to the warfighting element.*’ Until the kill chain era,
this intelligence could be efficiently and reliably delivered only within the same
domain. But in the third nuclear age, cross-domain transmission of intelligence
and information is progressively becoming a norm in achieving true NCW capa-
bilities in what is referred to as the kill web.

At this point, it is important to note the concept of domains that have
traditionally come to define the battlespace. These traditionally included air,
land, maritime, space, and cyberspace.” Though some others have considered
electromagnetic spectrum as a separate additional domain of warfare mindful
of its importance.* Historically armies battled armies, navies against navies,
but that changed with the advent of air power that brought firepower from the
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skies to effect outcomes on land and in the naval theatre in World War II. As
time progressed, modern militaries developed single-domain capabilities that
could inflict damage in another domain. This bearing of effect, however, did not
imply that domain boundaries had been eradicated, rather that they could now
be utilized towards achieving a common purpose in the overall battlespace. As
technological progress made it possible to better coordinate, synchronize actions
in each domain towards a combined battlespace effect, it yielded concepts like
“system of systems”, “network-centric warfare”, “network-centric operations”,
“network of networks”, etc.®

Yet, as brought out in the earlier sections throughout Operation Desert Storm
and the Iraq War 2003, there was only an evolutionary improvement and not a
revolutionary change in breaking down these domain barriers. Consequently,
the “service-centric” nature of the linkages survived even as the currency of
bringing to bear a networked or system of systems in the battlespace gained
importance. Each domain had its own observe-orient-decide-act (OODA)
loop,** and this stove-piping reflected in the limits to jointness that could be con-
jured up. For instance, a kill chain that was to be executed across two domains
had to be necessarily sequential, implying that the kill chain of one domain had
to be completed before the kill chain of the other domain could begin.

Ray Walderman has the most lucid explanation of how the overall OODA
loop operates,

“the Observe segment is done by reconnaissance aircraft and satellites, or
ground and ship-based radar and Signals Intelligence (SIGINT) systems.
The Orient segment processes the raw data to gain insight into the situ-
ation. The Decide segment establishes what tactical moves will be made,
at what time, with what resources. The Act segment takes longer to move
troops and ships into a fight than it does for aircraft and missiles. As it turns
out, the Act phase is simply the combined kill chain of all the domains and
their stovepipes.”

According to Walderman, this combined kill chain follows the 5F model of
“find, fix, fire, finish, feedback” and the rate-determining step in executing
this model of the combined kill chain is the slowest step in the chain.*® This
was a consequence of the fact that domain-specific kill chains operated in a

¢ Army devices

sequential manner and all of whom operated at different speeds.
that could operate on land could not exchange information with Navy systems,
while Navy systems could not exchange information with Air Force systems.*
Installation of common equipment with standard protocols, common network
architecture, and data structures was as much a technical problem as it was
an organizational turf problem.* In addition, different platforms whether on
land, air, or in the sea use different voltages to power their equipment, and
radio systems are very environment constricted. An air force electronic system
needs to operate in a high-altitude low-pressure environment with tolerance
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for extreme temperatures; Army systems on the other hand need to be resilient
against “shock and vibration, wider temperature extremes, sand, dust, dirt, ice,
snow, rain, and humidity”.* Finally, some platforms could only send data while

others could only receive data.>

Beyond the challenge of what was doable was
the challenge of how and why it should be done. For example, should stealth
platforms send data at all when it could comprise their stealth? Beyond that a
second issue during target engagement is whether the “tracking information”
being sent over the network is of “engagement quality”, meaning is it consist-
ently fast and good enough to allow a direct hit by a shooter. For this pur-
pose, the targeting information must be dynamically updated and sent over the
network with a velocity that allows another networked platform to effectively
engage the target. While a simple way to do this would be to just connect eve-
rything together, it is not practical because it inevitably burdens the network
with unnecessary data as not all nodes in the network need to communicate
with every other node and the information that needs to be sent over the net-
work also has to be filtered to what is necessary rather than sending everything
over a finite bandwidth.

The current set of concepts like “cross-domain”, “multi-domain”, and “sen-
sor-to-shooter” therefore originate and find their value in addressing these
impediments of single-domain sequential kill chains by moving towards a con-
cept of “kill webs” or “kill networks”.>" A kill web allows for both cross-domain
detection and cross-domain engagement, and it is in this battlespace that the
impact, kinetic, or non-kinetic is delivered by the kill web.>

Brose calls this kill web a battle network composed of “sensors” that collect
information, “shooters” that act on that information. Though it is essentially
the “sharing of the information” at the level of the network that is invaluable.>
In the kill web, sensors are dispersed in the battlespace, but particularly low-
cost low-tech platforms (usually unmanned systems) add high density® that was
hitherto unavailable at operational-level depths in the battlefield. The high-tech
platforms on the other hand have sensor fusion and precision armament-deliv-
ering capabilities to take advantage of the penetrating view generated by these
low-cost expendable numerous remote-operated or autonomous platforms. The
process of converting raw data into an engagement quality track (referred to as
“sensor fusion”) is dependent on combining inputs and then using high process-
ing power and artificial algorithms to get targeting data. The kill web therefore
exploits the “high-low mix” of platforms with sensor fusion capabilities to the
hilt to augment situational awareness.”® The backbone of this web architecture
is obviously dependent on processing and moving information fast to the node
where it is needed. Irrespective of the domain a platform is in, the network
requires C4ISR on those platforms whether it’s sonar, radar, signals intelligence
(SIGINT), sensors, electronic warfare (EW), cyber warfare (CW), COMM
(networked military communications), and administrative systems. These plat-
forms of large or small real-estate, limited or large numbers and weapon carry-
ing or ISR oriented come together to form the kill web. Kill web is therefore an
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accumulated capability but distributed in capacity diminishing the importance of
large complex platforms that can only be procured or fielded in limited numbers.

Finally, this sensor network in the kill web is critically dependent on satel-
lites for the primary functions of “find, identify, fix, track, fire, finish, and
feedback” along with battlefield communications.”® Contrary to the Cold
War understanding when space as a domain was not concerned with conven-
tional warfighting within the kill web, space as other domains has become an
inseparable part of the singular conventional battlespace. The rising ease and
lower cost of launching and building satellites have enabled militaries to take
advantage of space-based capabilities to close the kill web by provisioning both
high-speed communications and high-resolution imagery/intelligence thus
potentially enabling time-sensitive targeting.””® The ramification of this is felt
in the conventional-nuclear intersection which will be discussed in more detail
in the last chapter.

Situational awareness, intelligence, and space

Kill web is characterized by a very “high density of sensors” that includes “radar,
sonar, infrared, acoustic (sound), electromagnetic or signals intelligence or elec-
tronic intelligence (SIGINT and ELINT), electro-optical or Imaging intelligence
(IMINT), motion detectors to cyber warfare systems are focused on the target
area by satellites, ground vehicles, troops, planes, helicopters, drones, ships, and
submarines”.”” “These various types of sensors collect information in the bat-
tlespace for any kind of signature the adversary units might emit (find), process
it into targeting intelligence (Identify), and share those targets on the network”
to generate engagement quality information. This has also been made possible
by rapid improvement in sensor quality. Sensor quality not only improves data
collection methods but also improves the value of data itself.®” For example, in
some cases like Light Detection and Ranging (LIDAR) sensors, accuracy of the
map could be improved with a trade-off in terms of lower data collection rate.®
While Synthetic Aperture Radar (SAR) can now detect moving targets and
compute both their direction and speed.®® To add to this sensor quality introduc-
tion of high number of unmanned assets means a very high density of sensors in
the tactical battlespace area.

Kill web therefore cuts out dependence on single platforms, and instead a
network of large number of unmanned and numerous decentralized LEO
satellites are used to acquire targets.”> Unlike JSTARS, which becomes critical
in the absence of a network and therefore prime targets for adversary long-range
armament, webs are more resilient. They therefore better exploit enhanced
visibility along with an information and communication sharing network
that can pass on attributes related to the target(s) within a completely visible
battlespace, like location coordinates, velocity, etc. This allows for engagement
quality information to be passed and processed across the entire web or network
within an appreciably small time interval ranging from minutes to seconds or
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even mini-seconds.®® This is an invaluable capability that can adapt itself to
varied emerging threats in real time and act on them using the most efficient
means at their disposal, that is, pairing the right shooter with the right sensor
across domains. Situational awareness is particularly more effective in the air and
on the sea than on land because the radar returns and heat emissions are more
easily detected and distinguishable on the sea and in the air from background
clutter and second because land offers terrain obstacles where forces can afford
to take cover.®® Even on land, concealment has become tough over time as even
under dark and natural cover conditions the electronic signatures generated by
the communication and data-sharing systems of ground troops can be spotted
by opponents.®®

Situational awareness of the kill web is where the coalescence of the domains
begins. In particular, space domain is fundamental to conduct of conventional
warfare for all advanced powers, and to a great degree, information supremacy
and thereby situational awareness are critically dependent on space-based assets
which therefore transitions into an area of operational vulnerability.®”

“Communication satellites broadcast content and relay data, remote sens-
ing platforms collect images and signals for intelligence and commercial
uses that can be combined with other data. Satellite computers in orbit
connect to ground stations and to each other via radio data links.”

Overall space and cyberspace combine to host much of the information
infrastructure for command, control, communication, computation, intelligence,
surveillance, and reconnaissance.”® One of the key roles of space-based systems
is to transmit data over the horizon something territorial systems can’t do.*”
It enables “missile defense, targeting of mobile forces at distance, military
operations through positioning, navigation, and timing (PNT) services and
secure communications”.”

While an ICS strategy in principle is unlikely to look for gaining first-strike
advantages in space, dependency and criticality of space to the ICS effort do
degrade first-strike stability in space. This instability has also increased on
account of greater target indistinguishability where C4ISR satellites related
to conventional capabilities can be targeted distinctly from nuclear C2
infrastructure”’ and without comprising a state’s ability to detect nuclear missile
launches’ or targeting satellites for commercial usage. This has repercussions for
ICS, as though adversary space systems might not be targeted during the intra-
war deterrence phase where the objective is escalation control, the same may
not be applicable in the peacetime coercion phase where a first strike could lead
to critical mobilization advantages and allow a tactical win. This is particularly
enabled by developments of certain kinetic and non-kinetic means that do not
produce debris or have the ability to temporarily blind satellites.”” There are many
ways in which space-based situational awareness can be degraded; for example,
both Russia and China have been developing laser systems that can shoot down
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satellites in LEO.* Other means include jamming, cyberspace operations, and
co-orbital attacks.” Kinetic or non-kinetic hits against ground-based satellite
stations can also degrade space-based situational awareness. Such capabilities
force space as a domain to become an integral part of the kill web particularly
favourably disposed towards peacetime coercion phase of the ICS.”® Against
nuclear weapon states that don’t exhibit space resilience or lack in redundancy
or where segregation between conventional and nuclear C2 is not possible, such
attacks may not align with the peacetime coercion stage of ICS.

Density, network, and autonomy

The greater density of sensors both on the platform and across the network
implies that the volume of data that is generated by the kill web in the network
is greater than anything realized in a kill chain and instead of centralizing large
volume of information, storage and processing is done at the edge of the net-
work.”” A corollary of this evolution is that the availability of processing power
at the edge of the network results in an overall decentralized architecture of the
network where the processing power would reside. The algorithm at the level
of the platform itself has the ability to analyze raw data for pertinent informa-
tion which is then relayed to C2 nodes nearer to the front. After a second level
of collection at the C2 level, processed data with the relevant information is sent
over the kill web.

The automated processing ability at the edge ensures the network moves less
volume and the most pertinent data from the edge to the rest of the web.”®
Finally, this ensures that the web can quickly decide and route the information to
the warfighting element that is in need of the information and decision support.”

A more important consequence of the introduction of greater computing
power and thereby data processing prowess and a better learning outcome for
algorithms allows the consumption of large volume of data to identify patterns of
behaviour that hitherto could not be done simply because the required resources
or computing power were not available. As artificial intelligence trains on the
data generated from the dense sensors in the web, acts on it, and feedback is gen-
erated, the web can evolve and adapt itself to get exponentially faster and better in
understanding adversary decision-making as the war progresses.*” These advances
and their application may still be a few years away from ripeness, but they can
only bring greater efficacy and power to the kill web particularly at the edge.

It also means that in a kill web, some sort of automation must exist to assist
or even takeover human decision-making, given the throughput of informa-
tion. Historically states have limited themselves to fighting their adversaries in
the domain in which the crisis has occurred and only later expanded into other
domains.®" With the kill web, this choice might come under pressure sooner
rather than later. The choice will become even harder as networks of manned
and unmanned assets across land, sea, and air come together in a kill web. The
cognitive capacity required to take control of the battlefield assets could be
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beyond humans and the complexity has to be managed with computers.*> As
the battle networks become greater, autonomy in the network could ensure
that speed at which engagement happens at the frontier surpasses the human
decision-making timelines. This would force an even greater unmanned plat-
form mix and autonomous command and control at the lower echelons.®® This
has implications for command and control of the kill web that will be discussed
later in the text.

Attrition, precision, distribution, and range

Precision, distribution, and attrition are the last mile attributes of the kill web.
No matter how capable a single platform may be, it is always restricted in space
and the kind of sensors and communication systems that can be placed on it. In
a networked kill web, these capabilities are distributed across the network, and
a collection of decentralized networks that are reconfigurable makes the overall
kill web more reliable and resilient to attacks.®* This allows for distributed form
of capabilities in terms of sensing, kinetic, electronic, or cyber effects that could
tilt the scales in favor of a force that is agile and can bring in quantity due to
a low cost of individual units and can field the same capability in a distributed
manner while it has the capacity to take attrition. This quality of attrition com-
bines with precision, range, and stealth to make the kill web extremely eftective.

A case in point is the latest Azerbaijjan-Armenia conflict that evinced some
of these important trends in warfare that highlight how distribution aided with
precision could enhance the efficacy of the kill web of future in terms of effect-
ing both a strategic outcome or interdiction which are very relevant to ICS.
Azerbaijan first started its campaign on 27 September 2020 in the Nagorno-
Karabakh conflict, but took losses only at the edge of the force envelope; in
contrast, the Armenian forces took losses both on the frontier and in-depth.®
This was largely due to Azerbaijan using a combination of suicide drones and
long-range fires to degrade the Armenian ability to supply frontline troops by
targeting their assembly areas, command posts, logistics, and manoeuvre ele-

ments.5°

Loitering munitions with their small size evade radar detection and
could be employed in large numbers due to their low cost to inundate targets
of high value such as SAM sites.*” In addition, it used Harop loitering munition
against Armenian S-300 surface-to-air missile (SAM) sites.*®

While the use of Turkish Bayraktar TB2 UAV with

“reasonable loiter time and guided munitions allowed Azeri forces to
launch hunter-killer raids into the Armenian rear to find and interdict
Armenian forces. They have also provided intelligence, surveillance and
reconnaissance feeds enabling greater situational awareness and the accu-
rate employment of artillery and multiple launch rocket systems that lack
guidance, turning cheap conventional capabilities into deadly accurate
long-range fires systems.”
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Each of these low-cost drones are in fact cheaper in comparison with manned
assets or reusable UAVs by an order of magnitude.?” In essence, they allowed
range and accuracy to be brought on to the field by allowing conventional sys-
tems like artillery with even dumb munitions to calibrate and deliver pinpoint
fire at the target.

On the other hand, accuracy and long-range aspects are also introduced by
using missiles. Azerbaijan for instance used a Long-Range Artillery (LORA)
Weapon System developed by Israel Aerospace Industries with an accuracy of
10m circular error probable (CEP) and guidance by global navigation satellite
system (GNSS) and inertial navigation system (INS) and supported by TV for
terminal guidance® to reliably hit targets of value. Earlier in a similar instance
on 8 January 2020, Iranian missile attacks on the American bases in al-Asad and
Erbil, Iraq also evinced a CEP of 5-10 m.”" Unlike the previous generations of
ballistic missiles that had a CEP of 150-900 m, this level of precision allows
the ability to strike military logistics hubs and critical infrastructure at range
and effectively.”” Azerbaijan was thus able to inflict damage via precision strikes
at operational depth without a heavy modernized air force at a fraction of the
defence budget of the world’s major powers.” As a result, progressively Armenian
frontline resistance weakened allowing Azerbaijan to make territorial gains.

Kill web can also take a high level of attrition on account of two factors:
one, the losses are primarily suffered on account of frontline unmanned assets,
autonomous or remotely controlled, and second, this frontline attrition is more
in material and not in men, which can be replenished much faster if own cen-
tres of gravity are protected to maintain the operational tempo. In addition, kill
web exudes range and precision. The ability of the web to deliver kinetic effects
using short- to medium-range armament, loiter munitions, or kamikaze drones
and armed drones particularly at range and with precision is realized in a greater
ability to inflict damage remotely and therefore convey deterrence more effec-
tively or use the web more purposefully with the conventional military strategy.
China for instance particularly places a great degree of confidence in its missile
arsenal for taking out targets close to its periphery”; it extends this strategy by
extending the “home advantage” with conventional missiles that can hit accu-
rately at greater ranges and thus pushing this home advantage envelope. Systems
like DF-21 and DF-26 could potentially utilize the situational awareness afforded
by the kill web to target military bases and US carrier battle groups (CBGs) in
the near seas and they do so by combining enhanced awareness with precision
strike capability.” This lends greater efficacy to the web in executing its tactical
missions resulting in deterrence at the operational level of the theatre while also
forcing adversaries to revaluate their force structures and their operational proce-
dures. This operational deterrence is the intra-war deterrence that comes to the
fore once the peacetime coercion objective is fulfilled.

This potential of the web can be explained with a boxer analogy. Kill web
acts like a boxer that has great endurance such that it can take multiple punches
from a more skillful and better trained pugilist and still be able to counter-attack
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due to relatively infinite endurance. The other boxer (something less than a
kill web) even if more skillful cannot counter this endurance because sooner or
later the web will inflict critical damage that will degrade its fighting poten-
tial. Greater density also allows the kill web to detect and see with greater efhi-
cacy and the throughput in the network allows instant kills against anything
that can be detected. The density of sensors generated due to both manned and
unmanned platforms in the kill web allows it greater capability as well as capac-
ity to take more attrition and the web in fact thrives on the network’s ability to
generate quality information on engagement throughout the network by using
multiple platforms rather than simply more technologically capable platforms.
This essentially means that a military that may be able to field higher capable
platforms in smaller numbers may not necessarily do well against a military that
may field slightly inferior platforms but that are numerous and networked. In
addition, platform-related stealth attributes and stealth as a concept may have a
short life span, specially once the density of sensors reaches a critical mass in the
web to complete the common battlespace picture. In the Armenia-Azerbaijan
conflict, there are instances where Armenian troops attempted concealing, used
decoys, and tried digging in, and yet at least two of these positions were struck by
Azerbaijani forces.”® The ability of autonomous networks to fuse data from mul-
tiple and varied types of sensors to identify the entity in question could reduce
stealth to a non-attribute.””

A point to note here is that improvements in guidance technologies, better
picture of the battlespace and the targets, and greater sensor density (or distribu-
tion) in the web is an ongoing evolutionary trend since the Gulf War. This allows
for a precision-strike based targeting strategy that can be effectively towards
adversary command and control elements for achieving an instantaneous strate-
gic effect as envisaged by Warden or towards interdiction in the battlespace. Even
if critics believed the former was not achievable or practical during the Gulf War,
the evolution of the kill chain into the kill web with ongoing improvements in
precision technology make Warden’s conception of instant strategic effect look
increasingly feasible.

Kill web and instrumentalized conventional strategy

States are likely to attempt integrating kill web within the overall contours of an
instrumentalized conventional strategy. It may in fact cater to all “instrumental-
ized” uses of conventional forces and military strategy. The web’s ability to inte-
grate kinetic and non-kinetic effects towards an outcome renders it compatible
with a conventional instrument that is geared towards peacetime coercion and
can seamlessly transition to serve the role of escalation management or intra-
war deterrence. The operationalization of the evolving web by multiple military
forces is a likely indicator of how kill web mated with ICS is likely to emerge as
a doctrine and could be used to secure strategic outcomes potentially without
engaging in large-scale conventional battles.
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Cyberattacks and electronic warfare could be used to effect peacetime oper-
ations that could allow coercion of adversaries to achieve strategic outcomes
below the threshold of large-scale military hostilities. The effects generated here
are purposeful to utilize synergy on land, cyber, and electronic realms towards
peacetime coercion. These non-kinetic means add to the potential of the kill
web.

While Chinese doctrinal thinking espouses an effects-based kill web concept
articulated in terms of Anti-Access/Area Denial (A2/AD).”® The weapon systems
that implement this A2/AD strategy are dependent on the C4ISR systems that
compose the kill web and intend to degrade the US forces which are critically
dependent on space and cyber assets.”” China has placed dense integrated missile
and air defence systems in the acquired island territories and high-power
jammers to degrade communications and to detect approaching US aircraft at
longer ranges."”’ This integration strives to take out bases within the theatre
while degrading the ability of the United States to project force by taking out
the logistics chain before they could move into the theatre from greater distances
and is geared more towards escalation control.

ICS strategy derives strategic outcomes by revisiting “interdiction” as a
principle of warfare and kill web makes it a feasible option. This is like an
effects-based operations approach for strategic outcomes, except it is limited in
geographical terms, is sequential, and achieves a limited objective over time in
the form of implementing fait accompli(s). Conventional means under ICS are
instrumentalized both towards peacetime coercion and intra-war deterrence,
but ICS places a greater emphasis on peacetime coercion and a sequential move
towards escalation control. Nuclear-armed states can use their evolving kill
web capabilities to support ICS strategy both for peacetime coercion or intra-
war deterrence stages. The Galwan clash in 2020 between India and China
amidst the pandemic merits attention here. In Galwan, Chinese were able to
take advantage of the fact that Indian military could not conduct a scheduled
exercise'”! due to the coronavirus pandemic and its ISR capability was par-
ticularly weak to detect an intrusion.'”> Chinese thus were able to mobilize
earlier in strength and impose a fait accompli. It is not difficult to imagine how
similar conditions could be imposed on an adversary by blinding or taking
out satellites using non-kinetic means like directed energy weapons or other
soft-kill methods, while the transport systems like railways and airbases are
disabled by a cyber-attack in peacetime to allow own forces time to deploy or
accomplish a fait accompli. Post the Galwan clash between India and China,
Chinese quickly reverted to intra-war deterrence posture. Though unmanned
capability aspect was not brought out in a big way in this event, China did
display swarms of drones delivering food to frontline soldiers, a capability that
could in effect also be used to bomb Indian frontline positions, especially if
these were network-centric swarms that could not be defended against by an
adversary without specialized defences. While, Chinese missile capabilities
were always a factor in the background.
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The mobilization advantages derived in the peacetime coercion stage of the
ICS are in alignment with the “interdiction” method of targeting, where the
idea was to derive advantage at the forward edge of the battlespace since the
military objectives were limited. Instead of trying to achieve a strategic effect by
going for a targeting method as envisaged by Warden with a healthy percentage
of munitions allocated directly against high-level command and control nodes,
the kill web capabilities used by ICS at this stage strive to maintain the greatest
segregation between conventional-nuclear spectrums and operational and tacti-
cal levels of the conflict to convey limited goals.

Kill web is equally efficient in conveying intra-war deterrence between N'WS.
As expounded in the earlier chapter, once peacetime coercion is implemented the
intra-war deterrence or escalation control becomes the primary objective of an
ICS, the targeting strategy evolves from interdiction to achieving strategic effect
geared towards intra-war or operational-level deterrence against the adversary
where the kill web already has the necessary capability due to expansion of the
web’s ability to generate a better situational awareness better communication
or achieve greater force concentration in shorter time. In this phase, the kill
web targeting method resembles Warden’s conception within the theatre of
confrontation and conveys greater tolerance towards escalation. The distinction
between tactical and operational levels is erased to a great degree in this phase as
the targeting strategy changes.

There are a variety of ways in which the web can operationalize effective
escalation control once peacetime fait accompli has been operationalized in line
with ICS. Drones for example could combine with traditional air assets and
create advantages for air forces against land forces by taking away the limited
advantages they may have in terrain or operational factors, as well as reduce
the dependency of air forces on competent and friendly troops on ground for
tactical air coordination for conducting strikes. Unlike previous decades when
air forces could hit hard, halt offensives but not conduct offensive operations
with a decisive impact without friendly ground forces,'™ unmanned systems are
likely to remove these impediments. Earlier forces operating on land could afford
to disperse in the absence of a credible ground threat, the arrival of unmanned
systems that can perform ISR roles both on land and air could makes this an
untenable option.'” By making use of air warfare more likely for offensives, they
render the military cost-benefit calculus of the recipient of ICS unfavourable and
make the actor more amenable to persisting with the newly established status quo
than taking the risk of restoring it.

Escalation control or intra-war deterrence can also be implemented by
calibrating in terms of the targets that are attacked or the domain-centric chain
that is operationalized in the kill chain. For example, in 2019 when India
retaliated with air strikes against Pakistan over a militant attack in Pulwama,
a similar effect for example could have been achieved with a ground-based
operation using special forces or artillery strikes or even a cyber strike that could
produce similar physical effects. But the visibility and the political outcome of
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an air strike could not have been exhibited by other domains in the kill web.
In its response, Pakistan chose a matching aerial response to the Indian strike to
re-establish intra-war deterrence. Escalation is therefore not just a function of
the target but also of the targeting method and this is relevant to ICS. Both states
managed escalation control in this iteration by limiting the duration and iteration
of engagement of forces while matching their responses in the aerial domain.
This highlighted a key link between ICS and the kill web in which technologies
that are more malleable in terms of proportionality are more likely to aid intra-
war deterrence strategies. While technologies that are more cross-domain in
nature are more likely to aid peacetime coercion strategies. Given that ICS is
inherently a sequence of peacetime coercion followed by intra-war deterrence
stage, it is likely that cross-domain operationalization of the kill web will be
followed by single-domain kill chains that aid in escalation control and establish
domain or method-related thresholds that actors can adhere to in a crisis.

The pace of this transformation of the conventional instrument from serving
peacetime coercion to its transformation into an instrument of intra-war
deterrence and escalation control is a key feature of the third nuclear age that
is enabled and supported by the kill web. This is one of the key reasons why
seemingly small crises seem to progress faster and appear to acquire scale or
intensity or both and escalation seems more probable. This favourable disposition
towards quickly moving from accomplishment of the fait accompli to intra-war
deterrence is fundamental to the way instrumentalized conventional strategy
operates and a key reason why crises seem to progress faster in intensity or scale.

Kinetic and non-kinetic paths in the kill web

Both kinetic and non-kinetic means are available within the kill web and can
deliver effects at longer ranges. The combination of the kinetic and non-kinetic
effects in the kill web could give way to a battlespace that is enlarged.'” This
battlespace can be shaped in-depth or at the front, the hit can be scored at both
civilian and military targets, and the hit can be scored in peacetime or during
active hostilities. In line with the instrumentalized conventional strategy, the
effects of non-kinetic means may tend to precede the kinetic kill chain to ensure
that the fait accompli is actualized. Once the fait accompli is actualized, both the
kinetic and non-kinetic components of the kill web in combination may serve
as an instrument of intra-war deterrence, and if this intra-war deterrence breaks
down, then the loss of control over the adhering to threshold could take a linear
or non-linear path towards the conventional-nuclear transition point.

Though the kill web attempts to effectively breakdown domain barriers for
the participants in peacetime coercion both the initiator and recipient of ICS,
the perception of escalation prospects is domain-centric and therefore domain
boundaries still represent strong or weak thresholds depending on the theatre
and the perception of the actors involved in ICS. This observation has also been
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witnessed in tabletop games'’® where for instance aerial means are almost always
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seen as more disposed towards escalation. While non-kinetic means like cyber
operations may not have the same visible effect as that of kinetic means despite
having the same destructive or mission kill effect, rendering them more prone
to being used for peacetime coercion.'”” A state could use an overt air strike
as a means of retaliating to a terrorist strike or it could conduct a covert cyber
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kill against command and control node.'” But the political visibility and the

deterrent and threshold value against the adversary of these two methods will
be different.

Depending on the theatre in which the conflict has begun, the use of certain
forces could be perceived as less escalatory; for instance, if a conflict began in
the maritime domain, the use of naval forces would be seen as less escalatory and
would not cross perceived thresholds. Whereas in a conflict use of non-kinetic
capabilities like electronic warfare could be seen as an asymmetric advantage in
that they don’t engage in a force-on-force contest yet render systems in land,
air, or at sea ineffective by achieving a “mission kill” or manipulating targeting
data.!”™ Analysts have noted that such non-kinetic capabilities are increasingly
dispersed across military hierarchy as seen in the case of Russian military where
electronic warfare units are available at brigade and division levels."” Electronic
warfare for instance has been used in Syria against AC-130] gunships by Russian
forces by jamming their communication links and GPS receivers rendering them
unable to coordinate their attacks with other manned and unmanned aircrafts or
ground-based tactical air controllers.'"

These are considered asymmetric capabilities relative to kinetic hits. In terms
of capability, however, both conventional kinetic means and non-kinetic means
are equally capable in inflicting damage even with strategic consequences.
Blurring the distinction between conventional and nuclear realms, essentially
in a way where this distinction is merely reduced to target selection rather than
the mode of attack. Particularly in the non-kinetic realm due to the bidirectional
flow of data, cyber warfare has a role to play and has the potential to take out the
warfighting ecosystem that sits at the intersection of conventional and nuclear
capabilities and operations.

Although some analysts have noted that cyber weapons need to be tailored to
the target set or type and that they required persistent access which is difficult if
not impossible,'? use of cyberspace within the kill web is considered intrusive
and its potential for escalation is generally considered to be higher given they can
target both conventional and nuclear command and control nodes. This escalatory
potential is moderated by ICS strategy that leads to the operationalization of the
kill web, so the intrusive and potentially escalatory effect of the use of cyberspace
capabilities for offensive purposes is likely to be mitigated by the fact that the
likely use is for interdiction as the method of targeting rather than achieving an
instantaneous strategic effect not suited for peacetime coercion. This is relatively
easily done with targets in the logistics space than say in command and control
nodes because there is complexity in judging and segregating conventional and
nuclear command and control targets.'"> Cyberspace capabilities that penetrate
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sovereign systems might be seen as highly provocative acts by the receiver
especially if those space-based or other systems serve both conventional and
nuclear C2s."" As most times the line between intrusion for surveillance and an
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actual attack is only the intent of the actor'” and some contend that this could

create “use or lose” pressures.

Escalation prospects

Escalation prospects due to the web can be captured in two characteristics pecu-
liar to the web: strategy and entanglement. Historically it has been observed
that technology is neither necessary nor a sufficient condition for escalation.'*
Overall, the kill web explained above aligns with the view that technology acts
as an intervening variable rather than an independent variable driving inadvert-
ent or nuclear escalation.'” By its very nature, since the kill web is built around
a larger number of networked but cheap systems, losing a few to achieve an
operational or tactical outcome in the battlespace is a more preferred choice
than not taking active measures. Therefore, the kill web naturally aligns better
with compellent policies than passive deterrence strategies. The one with the
larger network of cheaper individual systems in the kill web is likely to be more
inclined and favourably disposed towards offensive and first-strike options.'®

As a matter of strategy, ICS is generally intolerant towards escalation in the
first phase as it seeks to use adequate and minimal force for a calculated threshold
and incremental limited objectives to further strengthen the kill web’s ability to
reinforce itself in line with ICS. As the web transitions at the intra-war deter-
rence stage, its targeting approach mimics instant thunder to achieve a strategic
effect with respect to the theatre of conflict. Under ICS, kill web secks to achieve
a mutually reinforcing position for the web to convey operational-level deter-
rence or control over escalation. However, as the web pivots from accomplish-
ing the peacetime coercion to intra-war deterrence, the speed of the transition
can introduce escalation into the conflict especially if an executed fait accompli
results in active hostilities. Overall, as ICS decides the method and intent of
targeting when the kill web is operationalized, the web itself should provoke
escalation only when other factors in the realm of politics and strategy are also in
alignment to increase prospects of escalation.'”

But if that is not the case and the web starts leading strategy, then the web itself
could also be a source of escalation. James Johnson for instance writes in the con-
text of a conflict between the US and China that as both actors are “dependent
on advanced C4ISR capabilities to support their offense dominant capabilities”,
this could “increase the incentives to strike first, lower the threshold for the use
of military force, cause ‘use or lose’ situations, and compounded by mispercep-
tion, cause deterrence failure and inadvertent cross-domain warfare”. Again, this
scenario is an outcome of technology acting as an independent variable rather
than being led by a strategy or policy. Particularly states for instance might see a
“first strike” advantage in degrading the adversary kill web while their own kill
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web is still intact. Although this point is likely to be reached only when intra-
war deterrence strategies fail or if there is misreading of thresholds for escalation
control. The fact that the kill web can suffer a greater level of attrition does allow
for crisis stability; however, if this attrition lets situational awareness capabilities
degrade, then crisis stability could degrade as the damage inflicted on the web’s
ability to perceive the battlespace correctly is an order of magnitude higher dam-
age than the attrition of warfighting assets at the edge. The loss of situational
awareness could degrade the web’s ability to function as a network in supporting
both conventional and nuclear operations. For instance, some sensors meant for
use in conventional contingencies and supporting conventional operations can
be used for tracking the nuclear mobile missiles of NWS with a small arsenal.'®’
These include High Altitude Long Endurance (HALE) drones, constellation of
small satellites, etc., which coupled with air power, cruise missiles, and other

conventional strike assets, enable counterforce doctrines,'?!

thereby in effect
degrading first-strike stability and creating “use or lose” pressures for nuclear
powers with relatively small arsenals.

This “use-or-lose” situation could potentially lower the threshold for use of
nuclear weapons in the conflict. States that do not have the ability to suffer
attrition because they lack redundancy or resilience are likely to generate first
mover’s advantage over their nuclear rivals. This might lead to a reverse ramifi-
cation leading vulnerable states to develop military doctrines that are based on
“first-use” with ambiguous red lines. However, as Catelyn Talmadge has con-
vincingly argued, though technology may create the perception of first mover’s
advantage, in the end technology can only enable or accelerate risks originating
in state policies or military doctrines.””® As discussed eatlier, ICS favours swift
transition from peacetime coercion to intra-war deterrence. Given the precision
kill web exhibits, it makes it possible to target C2 nodes as the most efficient way
towards taking out over-the-horizon radars or integrated defence systems.'* But
the onus to escalate here falls upon the state on the receiving end of the ICS. Yet
again inadvertent ramifications due to entanglement can degrade crisis stabil-
ity and hasten crisis progression at the intra-war deterrence stage of ICS. This
entanglement includes “dual-use systems, co-mingling of nuclear and conven-
tional forces and their support infrastructures, and non-nuclear threats to nuclear
weapons and their associated C3I systems,” which is discussed in greater detail
in the later chapters.

Conclusion

The kill web is surely an abstract and a futuristic concept for now but one that
should merit greater attention as the battlespace gets more digitized. As is evi-
dent, the many developments and innovations in terms of new technologies,
platforms, armaments, or artificial intelligence do not in themselves constitute
a revolution unless they fit into an overall puzzle which is the kill web capable
of generating more efficient effects both in the kinetic and non-kinetic domains
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towards a politico-military goal. This kill web is a further improvement on
the single domain-centric kill chain and allows for cross-domain sensing and
shooting. In addition, the kill web allows for much greater level of situational
awareness through a greater density of sensors in a decentralized combination
of networks. These networks are autonomous at the edge and perform military
operations through a network of manned and unmanned assets that are capable
of suffering attrition even as they deliver effects through kinetic or non-kinetic
means. Kill web does exhibit conventional-nuclear intersection while it gives the
conventional military instrument the ability to create a strategic effect or achieve
interdiction on the battlespace.

If technology were to independently lead strategy, then the lethality and the
precision of the kill web are naturally more prone towards first strike and going
after strategic targets like C2 nodes that make the prospect of both advertent and
inadvertent escalation very likely. However, the kill web is more likely to be used
in an instrumentalized conventional strategy which in effect aids a method of
targeting that allows the conventional capability to sequentially support peace-
time coercion and then pivot rapidly towards intra-war deterrence or escalation
control. There is a constant tension between the capability of the kill web that
could be used for strategic effects as conceptualized by Warden and the limited
war objectives between nuclear adversaries, but ICS moderates the technological
capability of the web towards interdiction to support peacetime coercion. Kill
web does allow for swift transition of the military instrument from peacetime
coercion to intra-war deterrence once the military gains are made which is a
key feature of the third nuclear age and the reason why crises at the lower end
of the spectrum may appear to progress faster in intensity and scale. This kill
web-enabled swift transition in the roles served by the conventional military
instrument introduces operational-level deterrence into tactical-level situations
blurring the difference between tactical and operation-level confrontations. This
is not a surprising conclusion given that this manuscript started with conventional
and nuclear realms as part of one continuous conflict spectrum. The next chapters
will look at the impact of unmanned units in the kill web, the role of cyber, space,
and hypersonics, and the implications for the conventional-nuclear intersection.
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3

UNMANNED SYSTEMS IN
CONVENTIONAL FORCES

The previous chapter dealt mostly with the network given its centrality to the
battlespace. This “kill web”-centric model of operation places the network on a
pedestal in the sense that the network holds the key rather than the platform. But
the current revolution in unmanned technology and systems introduces some
important changes in the landscape of conventional forces, as they bring to the
fore the character of the platform at the last mile within the network such that
the platform characteristics become as important in the overall context as the
network. The larger trends unequivocally point to a favourable doctrinal disposi-
tion towards large-scale absorption of unmanned vehicles (UVs) and unmanned
autonomous vehicles (UAVs) in forces across the world. This is also motivated
by a larger trend in military defence expenditure across nations and particularly
Western states where developmental pressures have forced defence budget cuts
even as pension budgets have risen continuously over time.! To tide over such
dependencies investments in unmanned systems have seen an exponential growth
in the last few years. A good number of states have in fact used UVs to conduct
strikes including the United States, Israel, the United Kingdom, Pakistan, Iraq,
Nigeria, Iran, Turkey, Azerbaijan, Russia, and the United Arab Emirates.” The
United States and Israel have extensively used UV strikes with MQ-1 Predator,
MQ-9 Reaper, and Heron platforms against non-state actors. Similarly, Pakistan
has used its indigenous unmanned system Burraq against militants in the North
Waziristan tribal region.” Many states have invested in their own domestic pro-
grammes to procure UVs and UAVs. Russia, for instance, is developing its own
Orion drone system which it has tested in Syria and is said to be in the same
class as the Reaper* and a heavyweight system called the Hunter-B.> India has an
indigenous programme for Rustom-I and Rustom-II MALE UAVs.® China has
the Caihong family of drones that include CH-3, CH-4, and CH-5, Wing Loong
I1, and AV500W.” A lot of other countries are adopting unmanned systems at a
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teverish pace in their force structures with at least three countries — the United
States, China, and Israel — exporting these systems and some, including India,
Russia, and Pakistan, developing their own indigenous versions.® These drone
systems range from low-endurance, low-altitude to medium-altitude and long-
endurance to high-altitude and long-endurance categories catering to various
sizes of unit echelons and mission requirements and span from cheap units that can
be manufactured in numbers to high-end expensive units that parallel manned
units in their expenditure. In most countries aerial drone programmes have been
front runners, but states are also increasingly looking to using unmanned systems
in the maritime and undersea domains.*"” Further efforts have also been under-
way in some countries to adopt current assets for unmanned warfare. The United
States, for instance, has used “autonomy kits” to convert some of its former fleet
of manned F-16s into UCAVs, 45 of whom can be controlled by an F-35 as a
loyal wingman to the manned fighter." While it is also developing two-seater
variants of the F-22 Raptor where the co-pilot can control a loyal unmanned
aerial vehicle that can engage adversary fighters or “strike guarded targets”."?

The overall evolution of unmanned systems has left analysts with the answer
for “when” but not of “what” or “how” on the impact of UVs and UAVs on the
force structure of conventional forces. This debate has particularly been stoked
on the utility and feasibility of some of the traditional platforms on the future
battlespace that were identified with conventional military forces. But the debate
also extends to the shaping of the doctrine and operational concepts motivated
by their use. On one hand the unmanned revolution provides for dispensable
numbers in combat that inflict and survive the high level of attrition, yet on the
other hand the nature of the conflict and the winning condition of an instru-
mentalized conventional strategy engagement demand a uniquely tailored level
of force, matching of weapons to targets with an overall objective of establish-
ing escalation control within a finite duration of the engagement. There is ten-
sion between these aspects of technology and objectives that contribute to the
problem of managing the trade-oft between effectiveness in the battlespace and
escalation and crisis progression. They also introduce the problem of balancing
autonomy with human decision-making in command and control even as they
are perceived to provide solutions to newer challenges that arise from long-range
missile systems and operational concepts designed around them. This chapter
will delve into the impact of UVs and UAVs that are a defining feature of the
third nuclear age, the challenges and benefits associated with them, the demands
they may place on the current force structures, operational concepts, command
and control, and the intended and unintended impacts they may have on current
conventional military strategies.

Integration streams

Two streams of thought exist in integrating unmanned assets into the force
structure. The first is the “mothership” concept” that lets unmanned systems
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be at the forefront in operations while the mothership is a manned vessel that
operates in the rear carrying multiple sub-drone units catering to specific opera-
tional requirements that can be controlled by a human or it can operate auton-
omously. They increase the mothership’s range, protection, and effectiveness.
Scenarios include patrolling of a wide area by a ship with multiple UVs (or
UAVs). These UVs are controlled by dedicated staff that act as natural force
multipliers for the manned mothership. There are inherent advantages in this
method, as many current manned platforms can be adapted to this role rather
than investing money into a new type of platform built from the scratch for
this role." As drones become smaller in size, they can accommodate more to
increase the strike power of the mothership.”” This allows the current force
structure of military forces to adopt drones in ways that do not interfere with
their current mission particularly after having invested considerably into them.
This kind of integration of unmanned assets demands centralized control'® and
therefore even for largely dispersed assets they are not likely to be very autono-
mous in their conduct.

A second philosophy of integration comprises swarms where there is no cen-
tralized control; rather, swarms are composed of individually highly mobile and
autonomous units that act in unison against a target more effectively and lethally
such that the sum of the parts is greater than the whole.”” Swarms are governed
by simple rules that are followed by each individual unit leading to better cohe-
sion and collaboration among all units in the swarm, and essentially without any
form of external control, though this is still an evolving area of technology.'
They overwhelm defences by increasing the scale of threat in all directions, both
spatially and temporally in that they can attack and re-attack once an opening
is found."” There is perhaps no limit to the strength of the swarm, and theoreti-
cally anything from thousands to zillions can be afforded in a swarm.?” Above all
swarming has the advantage of de-loading the command centre which can focus
its attention, energy, and bandwidth on other priority tasks. A third way could
be a blending of these two with a hybrid form of control and balance between
autonomy of the drone units and human in the loop.?' A likely balance suited for
manned and unmanned teaming.

Traditional manned platforms

The low cost of researching, developing, and making expendable unmanned
systems 1s likely to introduce a new threat into the battlespace that could test
the feasibility and utility of expensive large platforms that can only be procured
in limited numbers and cannot suffer attrition. This 1s applicable for all physi-
cal domains — land, air, sea, and undersea — as UVs and UAVs add to the threat
environment as well as offer new capabilities in each of those domains. These
impose new trade-off equations for some of the traditional platforms like tanks
and aircraft carriers. These debates are discussed below, where the focus is on the
vulnerabilities of these platforms to unmanned assets and what that may imply
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for the rest of the force potentially demanding new approaches to tactics, capa-
bilities, and their overall contribution to the force structure.

Land

On the ground, the debate about the utility of the tank in the battlespace has
gained strength due to their apparent vulnerability against UAVs and poten-
tial swarms. The tank losses suffered by Azerbaijan in the Nagorno-Karabakh
conflict in particular have warmed up this debate.? In this conflict Azerbaijan
claimed to have destroyed 130 tanks while Armenia claimed it had destroyed at
least 130 tanks.” Neutral observers had put Armenian losses at 185 T-72 tanks
and Azerbaijan’s at 22 tanks, with much of the losses being inflicted by kamikaze
drones that self-destruct after flying to the target.** Analysts have suggested other
arguments that potentially account for these tank losses on both sides other than
the UAVs dominating the battlespace. First, many have suggested that much
of these losses were in fact inflicted from anti-tank landmines and other anti-
tank guided munitions.? Second, it has been suggested that the potential lack of
training, particularly on the Armenian side, was responsible for the higher tank
losses rather than the actual vulnerability of the platform to UVs. As witnessed
in many videos the formations in which tanks were deployed made them easy
targets; this included moving in tight clusters that prevented them from moving
efficiently and lack of dispersion making strikes more effective against them.?
Along with this the terrain in which these tanks were operating was supposedly
a difficult terrain that needed sufficient expertise?” that both sides lacked. Finally,
the most crucial factor was perhaps the lack of necessary air cover and capabil-
ity for counter air attacks on both sides.”® In addition, the clever use of 11 slow
Soviet-era An-2 aircraft by Azerbaijan was exemplary. Azerbaijan had modi-
fied these aircrafts to be used as drones within Armenian territory to trick their
limited air-defences to fire and reveal their positions.”” These were then taken
out rather easily by removing the air cover for all ground forces, including tanks
against U'Vs.

Analysts have therefore suggested that the tank’s relevance has certainly not
ended as they retain their utility in the age of air power and are likely to do so
in states that have invested considerably in joint forces, doctrines that emphasize
aerial protection for land units with networked and layered air defences along
with capable air forces. A massed tank formation that can be protected against
aerial threats can still provide the “assassin’s mace” on the land frontier. Tanks
can therefore be of significant utility in the escalation control and intra-war
deterrence stage of the conflict on land. The answer is not likely to boil down
to spending on one tank versus investing the same money for numerous cheap
UVs that could potentially present the same level of threat to ground troops.
This is because tanks will continue to retain their unique advantages in the land
domain, and they might see more investments in counter-drone capability in
the form of laser or other soft-kill methods like electronic capabilities besides
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operating under aerial protection. It is likely that the tank unit size might dwin-
dle, or forces might go ahead with the option of “optionally manned” tanks, but
this will necessarily be tailored to adversary force structure, nature of terrain,
and the theatre of conflict. US Marine Corps, for instance, decided to phase out
tanks in favour of wheeled High-Mobility Artillery Rocket System launchers
and more drone squadrons to prepare for island warfare in the Western Pacific.?
But the same may not be true in the case of forces that share land borders not
excluding hilly terrain as seen in the India-China crisis in 2020 where both sides
engaged in large-scale deployment of tanks.”’ Tanks could be employed with
specialized anti-drone units, or this capability could be embedded at the level of
the platform itself. But in a kill web with high situational awareness where con-
cealment is impossible amidst thermal or infrared cameras and battlefield radars
tracking by UVs may be unavoidable, integration of short-range air defences
and electronic warfare units may therefore be needed as a standard capability for
ground units including tanks.” Dispersion could be practised before getting in
direct contact with the adversary where traditional capabilities and role by the
land units can be realized.” The challenge is likely to be at the point of transition
when dispersed units start concentrating.’* Therefore UV detection and taking
out adversary UVs, integration of electronic warfare capabilities will have to be a
necessary part of the overall capability.?® Small optimized ground force and tank
units well defended from air are more likely to survive the threat of distributed
unmanned aerial vehicles.*

Sea and undersea

In the maritime domain the force structure debate has revolved around utility
of large aircraft carriers amidst the threat of hypersonic carrier killing missiles,
drone swarms, and submarine threats.’” Aircraft carriers are a major capability
addition to the surface fleet as they carry aerial power and are essentially mobile.
They can help project air power far away from the shore, and unlike the land-
based aircraft bases, they can be closer to the area of interest. This mobility of the
carrier allows fighter jets to maintain a better tempo of operations at the theatre
of conflict in the maritime arena, meaning they can spend more time at the mis-
sion.” Land-based aircraft bases do not maintain the same tempo far away from
land because those aircraft need to have enough fuel to return to the base safely.
Therefore, time spent at the target is considerably reduced.

The most significant threat to the carrier in future may come from anti-
ship missiles.”” Missile systems like DF-26 IRBM with their 4000 km range

and high precision have been touted as “carrier killers”.*’

However, targeting
mobile carriers in the vast expanse of the seas is not easy as tracking the carrier
itself is problematic despite its huge size and radar signature.*’ At long ranges
these missile systems also require continuous updates to effectively hit the tar-
get.*” While satellites can track the carriers to have targeting quality informa-

tion these satellites must operate in the Low Earth Orbit (LEO).* This would
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need a big constellation of satellites and an earth-based system for maintaining
continuous track which could be fairly difficult. Another option could be to
use unmanned or manned systems to track carriers; however, these would be
at close range of the carriers that do operate with a multilayered defence that
includes both hard kill and soft kill options, thus making these airborne systems
vulnerable.* Finally, carriers are also highly survivable and capable of operating
even after taking a hit, though overall the carrier might be forced to operate
from greater distance against such threats. It is also likely that carriers might
increasingly adopt UVs and UAVs in their air wing instead of only a manned
fighter wing to fly combat air patrols.*® The rest of the surface fleet is also likely
to see a greater integration of unmanned systems, with countries investing in

unmanned surface ships.*

The real potential transformation for aircraft car-
rier could likely see a new role for operations after the first or second wave of a
future attritional conflict with a peer competitor has exhausted coastal defences,
aerial and land-based sensors, and missile batteries, where it could then, similar
to a tank in the land domain, deliver the critical blow with its manned and
unmanned assets.

Finally, we have the sub-surface where the ramifications of the use of
unmanned platforms are likely to straddle the divide between conventional and
nuclear realms more than the other domains. The United States, for instance, is
developing the Sea Hunter unmanned surface vehicle (USV) and “Orca” large
unmanned underwater vehicle (XLUUV)." India and China*® have also gone
ahead with their own programmes for these vehicles intended to perform recon-
naissance, mine placement, and kamikaze attacks. Deep-sea drones that can sport
active sonar and non-acoustic detection methods could make it hard for tradi-
tional submarines to hide.”” However the current unmanned undersea platforms
lack combat capability against the traditional lot of nuclear attack submarines
and conventional submarines that are faster, quieter with higher endurance and
are unlikely to be easy prey.” Yet these unmanned undersea platforms do make
manned platform operations in hostile waters a very dangerous and risky propo-
sition. In fact, many of these manned platforms might see investments at the
platform level to play the role of manned motherships that can deploy many more
swarms of drones.”'

By some estimates the synergy between the unmanned and manned surface
and undersea sensors could match the sensor networks of air-land and therefore
mirror the kill web on land and in air, in the sea.”> Though controlling a large
number of undersea unmanned systems with their slow data transmission rates is
not practical, they could be used in conjunction with other means like sonar net-
works and satellite-based detection systems, among others.> The resulting mari-
time domain awareness could impact the sub-surface component of the strategic
forces heavily given this is one leg on which nuclear deterrence and second-strike
capability have traditionally hinged. However, this is not likely to be a problem
only for the defendant as the aggressor may also need to ensure that unmanned
systems retrieved or recovered by hostile forces do not mistakenly give away the
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location of their own mothership manned vessel which could then be vulnerable
to a strike.>

The overall impact on naval force structure is likely to lead towards distrib-
uted lethality. The US Navy, for instance, wants to have proportionately less
large surface combatants (cruisers and destroyers) and more small surface com-
batant ships (frigates and littoral combat ships) with a significant number of large,
unmanned vehicles.*® There are plans to install capability to launch swarm aerial

%6 This is a new con-

drones from sub-surface and surface-based unmanned ships.
cept of operation known as distributed fleet operations where navies across the
world will shift from depending on a few large ships for their aggregate capability
towards combining a large number UAVs and UVs that increase the adversary’s
targeting challenge with a larger number of units to detect, identify and track,
and reduce the loss in aggregate capability from the loss of one individual ship.”’
For the undersea component of forces, however, only UAVs and not UVs are
likely to be the choice. This is due to the difficulty of undersea communications
as radio waves do not travel far underwater, therefore requiring that unmanned
undersea vehicles are autonomous in operations and therefore needing progress
in artificial intelligence as a prerequisite.*®

Air
In the air domain the force structure debate focuses on whether the manned-
unmanned teaming can eventually give way to manned fighters being completely
substituted by unmanned systems. Experiments in this area have yielded some
interesting results which, however, need to be read keeping in view the con-
text. A virtually simulated dogfight, for instance, using guns between a human
piloting an F-16 and an artificial intelligence—operated F-16 led to the Falcon
artificial intelligence managing to defeat the human pilot 5-0. The fights were
set up for different Basic Fighter Manoeuvres (BMS) within visual range (WVR)
at different altitudes. The artificial intelligence consistently disregarded the flight
safety rules in this virtual battle by getting within 500 feet of the human pilot
during the pass. This 500-foot separation is deemed necessary to avoid debris
from the plane being shot at as well as to avoid mid-air collisions.*” The artificial
intelligence also took some sharp mid-air manoeuvres that were not possible for
a human pilot in a real fight. In a real fight g-force can be a limiting factor for a
human pilot which was not the case with the artificial intelligence.®

The artificial intelligence did consistently demonstrate a faster OODA loop in
decision-making than the human pilot by attempting to take a face-shot while
the human pilot did not attempt to do that. This artificial intelligence agent was
fielded by the Heron systems that employed a reinforcement learning technique
during its training that assigns weight to each action and updates it after every
iteration of the simulation it learns by trial and error.®' It eventually went through
some four billion simulations which translated into “12 years of experience”*
compared to the human pilot who had about 2,000 hours of flight experience.®
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The artificial intelligence pilot was not allowed to learn from its real-time expe-
rience during the virtual dogfight, and it operated under the perfect information
about the scenario and aircraft parameters.® It is therefore possible that had it
faced a new strategy, such as a two-on-one fight or lack of information about the
aircraft or suffered a degraded situational awareness due to an electronic attack,
the outcome could have been different. This was evinced in the fifth round when
the human pilot changed his tactic and was able to survive much longer in the
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fight as compared to the previous rounds.” Yet the simulations results did show
the potential of artificial intelligence—enabled unmanned expendable drones,
loyal wingman and manned fighter plane controlling multiple drones.®® Though
perhaps there is some time before unmanned systems could mirror a human pilot
in its overall capability and skill, there is very little doubt about the trajectory
of the future force structure here given the potential capability and applications.
Particularly swarming and kamikaze drones are likely to be a very important
part of future air doctrines and capabilities. These are also likely to incentivize
countries to work on the loyal wingman concept where these are expendable
unmanned systems that mirror the capability and performance of the manned
fighter.®”®® Loyal wingmen can penetrate adversary air bubbles to deliver muni-
tion on the target while manned fighters can stay at standoff range® enabling a
host of new operations and missions.

Trade-offs

The crux behind the motivation to integrate unmanned systems in the force
stems from the fact that they place the human operator at greater distance from
harm while these systems themselves are expendable in situations. The direct
benefit is that at the frontlines of the conflict, machines substitute for humans
making use of force more tenable politically and financially. In absolute terms
given human involvement particularly in the case of UVs the on-ground opera-
tor teams and repair or maintenance groups that keep these systems running
does not necessarily diminish the role of the humans in the overall structure but
the exposure of humans to the frontlines of the conflict is definitely diminished.
Supervisory roles for humans are most likely to stay as information is sent to
them to act upon.”” In fact the man-to-machine ratio is likely to be higher as
even in simulations it has been observed that two-person system operators have
shown better efficiency than single person—operated unmanned systems.”' This
turther depends on the number of payloads carried by the unmanned system and
the assigned roles given the limited cognitive capacity to operate them efficiently
and simultaneously.”

So, at a fundamental level though they decrease the exposure of troops to the
frontlines, this is not necessarily a case of saving expenditure or substituting the
role of human operators who may still be required. In fact, cost comparisons
between unmanned and manned systems are not straightforward. Many UAVs,
for example, have ground operating teams which incur a regular expenditure
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similar to the manned platforms. Some systems could even have a greater cost
simply due to greater capability; for instance certain UAVs could have greater
cost due to carrying more sensors than the manned counterparts or when the
manned counterpart has a greater operational cost due to higher fuel consump-
tion; as a result, they are bestowed with greater speed helping them manage air-
to-air combat unlike a UAV.”® Cost comparison therefore as a basis to extrapolate
future force structure changes may not fructify well.

That said, there are inherent advantages unmanned systems bring to the fore.
The endurance that unmanned systems bring to the operations is, in most cases,
limited only by the fuel burn rate. The human teams operating the system can
afford to work in shifts while platform can conduct persistent operations. In
addition, because there are no humans to carry on the platform or in some cases
very minimal level of manned troops are required to operate these platforms on
board, they offer more real estate to pack in more sensors, on-board computing
power, and communication equipment, etc.

However, some natural and man-made developments might still impede their
integration in the force. First, the lethality of a single unmanned system against
a hardened military target is not very potent given their limited payloads relative
to manned fighters.”* A second key barrier is electromagnetic interference that
often impedes robots from working properly in the commercial space, as the
steering mechanism is often dependent on GPS signals.”> Many such interfer-
ences are capable of jamming, and specialized devices that can do that in small

76 In fact, as countries have researched,

form factor are now available very cheaply.
many have developed specialized radiofrequency bombs and guns that can create
massive electromagnetic pulses that they have now harnessed the capability of
even frying the circuits in these systems.”” Though UAVs have the advantage of
loitering time over manned counterparts, they are also more vulnerable to elec-
tronic hacking’® and sophisticated layered defences.”” In 2011, MQ-1 and MQ-9
drones in the Middle East region were infected with hard-to-remove malware,
exposing the vulnerability of unmanned systems to possible hacking and being
forced to go rogue on their own teammates.” Many military communication
channels are dependent on commercial components or go through commercial
networks, and these are not developed in a way where they are resilient against
such network breaches.®" Ideal segregation between commercial and military
networks is desired but not always achieved in many cases. Another problem
relates to higher bandwidth consumption where images or other media from the
unmanned system need to be transferred to a command post but where it must
compete with audio input from other 20-25 command posts.*

Overall, as unmanned systems grow, investments in myriad form of coun-
ter-drone technology for point as well as area defence are also growing.
Development of counter-drone capabilities at the level of the platform and as
part of a combined arms unit could particularly see rapid growth in the coming
years. There are, for example, plans to outfit surface fleets with laser systems
to combat aerial UVs and UAVs.®* Other than that, states have also invested
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in short-ranged kinetic hit systems for the protection of tactical units from
drones. However, the most effective counter for swarms currently seems to be
microwave weapons that could fry electronic circuits and are small enough to
be mounted on trucks to defend bases, command posts, and logistics depots.®*
Unlike lasers that act like a “long-range blowtorch”, microwave radiation only
scrambles the electric circuitry.®® These are more useful against large swarms
because they deliver the effect along an arc unlike lasers that act along a narrow

thin beam.®°

The trade-off is that microwave weapons are shorter ranged than
lasers. This is likely to ensure that these capabilities are used in conjunction to
protect against the full spectrum of unmanned systems threat. These counter-
drone systems are not without weakness. Lasers can take out only one drone at
a time, or they would require a lot more equipment for multiple beams which
could become cost-prohibitive.?” These laser beams would also have to be at the
target for several seconds to inflict major damage.® Likewise electromagnetic
weapons might be useful against unmanned systems, but they come with the
trade-off of spiking up the electromagnetic signature of the unit giving away
the target to the adversary. Second, mobile land units don’t often have the gen-
erator capacity to take out such drones when they operate in a swarm forma-
tion. For instance, Russian units have come to embed electronic warfare and
area denial capabilities at the level of the brigades and division, but such capa-
bilities, although enough for squad sized drones, may not be enough to tackle
a swarm. A much greater problem is the inability to scale up these defensive
technologies for a large-scale unmanned attack, so offence dominance increases
as investments scale up in both counter-drone systems and drones especially at
the tactical level.

The operational advantages for unmanned systems materialize in terms of
lethality and damage infliction capability. Particularly loitering kamikaze drones,
for instance, fill a role that falls somewhere between missiles and other armed
drones.*” These loitering munitions sometimes also have man in the loop feature
because they are equipped with cameras that can relay video right until the point
of hitting and therefore, they can be maneuverer until even the terminal phase
of the flight.”” UVs and UAVs are therefore likely to become organic across the
force” as they saturate the battlespace with sensors, shooters, and sensor-shooter
packages.” Among other factors UVs could break the quest for the qualitative
edge that had consistently led to long acquisition cycles and high development
and sustainment costs.” UVs and UAVs are likely to replace long gestation periods
with short cycles of development for large numbers of inexpensive unmanned
systems instead of small numbers of very expensive, but vulnerable, manned
platforms.” Unmanned systems will therefore reintroduce mass into the battles-
pace that had been in decline since World War II, after which capital-intensive
manned platforms become the norm and the high per unit cost discouraged large
force structures.” Further, regardless of the domain, they offer inherent advan-
tages like endurance for persistent operations that manned platforms may not be
able to emulate. This is a mixed picture with a race between the shield and the
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sword, but their heavy integration across domains seems a foregone conclusion
that will shape both the future force structure and design.

Unmanned systems and ICS

Unmanned systems do place the operator away from harm on the frontlines,
but that may not comport well with an instrumentalized conventional strategy
where the objective is to shape behaviour and the operation environment in one’s
favour gradually. For, one, unmanned systems do not increase the stake for an
adversary who might be more willing to take lethal action against such targets in
the hope that eliminating unmanned forces carrying out a territorial or behav-
ioural fait accompli action is not the same as firing at human troops carrying
the same action and therefore might help create a deterrent or preventive prec-
edent. Own perception of red lines and lower-level thresholds with unmanned
systems may not be perceived in the same vein by the adversary. Repeated use
of purely unmanned systems could in fact create new thresholds for shooting
down “intruders”, manned or unmanned, over time. So, by their very nature of
being expendable they do not support peacetime coercion as is often experienced
in a successful instrumentalized strategy with manned troops. For instance, as
US-Iran tensions grew on 20 June 2019 Iran shot down a US RQ-4A Global
Hawk spy drone that had intruded into Iranian airspace.”® The United States
described the incident as an “unprovoked attack”. A few months later in January
2020 the United States conducted a drone strike, killing Iranian military com-
mander General Qasem Suleimani, the head of Iran’s Quds Force.” Both inci-
dents marked a major escalation and breaching of earlier established thresholds
between the two conflicted states. One incident had a drone target, whereas the
other perpetuated itself in the form of a drone strike. This was later exacerbated
by the Iranian reaction to the drone strike in the form of a missile attack on US
military bases and subsequently, but not surprisingly, the inadvertent Iranian
shootdown of a civilian Ukraine International Airlines flight PS752 described
as an “human error”.”® The crux here is that repeated use of unmanned assets
in defensive and even in offensive roles can lead to an inadvertent dilution of
established thresholds as the gravity associated with taking lethal action against
unmanned units is not the same as with manned units. Subsequent escalation
could then get compounded by a greater desire to resort to missiles, manned air
strikes, or further drone strikes. In that sense they tend to increase the pressure
to vertically escalate in a conflict.

That said, a combination of manned and unmanned forces can reduce the
potential pitfalls and avoid lowering the threshold for conflict while combining
their individual strengths. Such a force could sustain and defend a fait accompli
better than a purely manned force. It can occupy favourable military positions
far more swiftly with a reduced logistics train. Unmanned systems can deliver
crucial war material to frontline units. This utility of the unmanned units is
likely to be contingent upon both technology and the terrain. Higher-altitude
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regions with extreme windy conditions might not enable use of unmanned sys-
tems for logistics support. Unmanned forces are likely to have a very important
role in the escalation control stage of ICS once manned troops are positioned
to move into escalation control or intra-war deterrence stage. In this stage the
expendable nature of unmanned systems and their ability to inflict damage could
aid status quoist forces and deter forces seeking revision of the established fait
accompli. Such forces need not exhibit a mixed force structure utilizing manned
and unmanned assets; instead, such forces could afford to be purely unmanned
in structure with human relegated to operating them remotely when needed and
focusing more on imagery and intelligence interpretation or force application.”’
Positioning unmanned systems in large numbers in this stage could convey
higher willingness to resort to use of lethal force. If these systems are operating
in a kill web, the threat will be even more pronounced. The downside of the use
of unmanned assets is that their expendability could incentivize kinetic action
and decrease crisis-stability while enabling speedy progression to larger-scale
conventional operations, prolonged engagement, or the conventional-nuclear
transition point. This contradiction between the efficacy of unmanned systems
versus the necessary sequential, controlled and gradual development of ICS is a
thin balance that nuclear weapons states may have to consistently figure out in
crisis situations.

Lower echelons, mission command, and dispersion

Command and control of the unmanned systems in the kill web is likely to pre-
sent opportunities, challenges as well as greater risks. Fundamentally command
and control encounters three new introductions that are likely to characterize
the third nuclear age. The first is the challenge posed by the instrumentalized
conventional strategy as the resultant peacetime coercion enforces a change in
mission objectives. The second is the challenge posed by the kill web and the
cross-domain nature of threats on operations. And, finally, unmanned systems
and unmanned autonomous systems bring their own unique attributes into the
threat mix that add the challenges to military command and control. One key
takeaway from the previous text was that the tactical and operational levels of
the conflict become much less distinguishable and in fact get enmeshed in ICS.
In an instrumentalized conventional strategy, the higher echelons of command
and control have to remain more engaged at the tactical level, as operational-
level consequences are inflicted over time and in a gradual manner. In addition,
kill web is likely to push combined arms capabilities at the tactical level, and as
a ramification a lot of the combat power is likely to be furnished by joint assets
at a much higher level of command,'”® with a majority being unmanned and
autonomous assets.

This places a requirement on the command and control architecture to be
more agile and responsive in supporting tactical echelons and to have the capabil-
ity to introduce operational-level deterrence to conflicts at tactical levels. These
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lower echelons that are going to become more important could be at the brigade-
or even company-level formations. A conflict that engages company formations
is likely to have repercussions for brigade-level echelons, and those at brigade
levels are more likely to pull in division-level interventions. This implies that
as theatres become important, theatres of war, or theatres of operations or even
joint operation areas, are likely to become the focus and define the scale of the
conflict. Second, shaping operations are likely to be of more consequence and
need to be accorded higher priority. It is very likely that decisive operations
where kinetic engagement is required may in fact never take place because main
effort will be directed towards shaping and counter shaping the operational envi-
ronments yielding tactical and in time operational and strategic consequences.
The role of cyberspace, space, or other kinds of cyberspace operations becomes
pertinent for higher echelons as the effects generated at the tactical level can have
an impact outside the area of responsibility for tactical units.'”! The fact that a
variety of unmanned systems are being designed and developed for the low-

est level echelon of the forces'”?

is therefore not just capability addition at these
echelons but a natural consequence of the fact that lower echelons in the force
have become important to stability and the deterrence equation between nuclear
weapon states as a consequence of instrumentalized conventional strategy.
Concepts like anti-access/area denial (A2AD) that involve the use of long-
range ballistic, hypersonic, and cruise missiles along with early warning and
long-range radars, integrated air and missile defence systems, long-range recon-
naissance satellites and aircraft'™ fall in this bracket of shaping operations that
manipulate the operational environment over time by enabling tactical moves.
Once the operational environment is set instrumentalized, conventional strat-
egy 1is enacted and the outcome is forced on the adversary. All of this transpires
within a cross-domain kill web composed of manned and unmanned assets
where adversary forces in the deep area are not out of contact and these set up
the environment for the second stage of intra-war deterrence in ICS. The capa-
bilities afforded in terms of situational awareness, data-centric operational eco-
system with sufficient precision, range along with integrating unmanned assets
all feeding into a cross-domain system of sensors and shooters within a web
severely restrict the space for very large-scale offensive missions and manoeu-

3

vres. This is likely to force militaries to “isolate parts of such system to enable
tactical manoeuvre at operational depths”.'” Corps-level echelons therefore
remain engaged in both physical and temporal operations in the deep area to

195 that inflict the eventual

shape the operational environment for frontline forces
fait accompli. The temporal dimension extends to predicting future courses of
adversary action acting accordingly to prevent them while the physical dimen-
sion includes acting against those forces which may not be at the frontline but
are present in the rear and could inflict damage in the future. As mentioned in
the previous chapter, kill web materializes in terms of greater situational aware-
ness, exchange, and integration of information among different domains in a

data-centric architecture. To this “more visible” or “less opaque” battlefield it
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adds precision and range as the last-mile threats are embedded in the form of
various long-ranged and short-ranged missile and unmanned weapon systems.
This growing range and precision of surface- and air-launched weapons along
with kill web’s cross-domain sensing and shooting ability is likely to reinforce an
ongoing trend in ground forces forcing them to operate with greater, rather than

less, dispersion.'’

This will place greater pressure on coordination and manoeu-
vre challenges in a time-sensitive environment.'”” Operationalization of the kill
web will therefore demand a command and control architecture that can cater to
widely dispersed manned and unmanned forces or doctrines that do not depend
on manoeuvre.

The demands of kill web are, however, likely to pressure the traditional doc-
trine of mission command,'”® the nodal point that sits at the heart of executing
dispersed operations. These multi- or cross-domain operations demand a com-
mand and control arrangement that is responsive to cross-domain operational
needs, convergence of fires, and high operational tempo.'”” Mission command
concept has traditionally allowed ground commanders to work independently
within the broad guidance of the higher echelons. Dispersal of own forces has the
motive to strive to create multiple problems for the adversary with dispersed, but
networked, units comprising both unmanned and manned assets. As it strives to
overwhelm the adversary command and control and decision-making psycholog-
ically, with dispersion of its own forces such deliberate tactics also place pressure
on own command and control to maintain cohesion and coherence between dif-
ferent units to the point that dispersion may prove counterproductive.'” Mission
command that enables initiative at the lower echelons also inevitably places a
greater pressure on convergence and synchronization requirements that become
prerequisites due to operationalization of the kill web and cross-domain func-
tionality at the lower echelons.'"" The risk of this incoherence becomes greater
with the kind of delegation that is awarded in the mission command concept. It
is important, however, to note that greater dispersion of forces is a factor that is
inevitably tied to the scale of the battle and whether instrumentalized conven-
tional strategy is operative, shaping the nature of confrontation, among other
factors, like scale, iterations, and trajectory of crisis progression.

Unmanned systems come to the rescue here as they reduce the need for
manoeuvre.'? In fact countering as well as advancing an instrumentalized con-
ventional strategy will require absorbing and making efficient use of unmanned
vehicles and unmanned autonomous vehicles in the most efficient manner
as part of manned-unmanned teams, swarms, or unmanned systems alone.
Unmanned systems, particularly airborne drones, for instance, become impor-
tant as they not only offer unmatched endurance with a long dwell time but also
can create a backlog of events which could prove useful in monitoring shap-
ing operations that seek to change the operational environment over time.'”
An environment saturated with numerous unmanned systems in conjunction
with kill web could potentially create 24X7 visible frontlines and battlespace
conditions, where every and any movement of troops can be detected and acted
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upon in a time-bound manner contingent upon military organization having
the culture and the structure for responding to the alerts generated by the web.
However, the use of UVs and UAVs will also impose new requirements on the
traditional conventional command and control systems that must imbibe new
rules of operational conduct discussed in the next section.

Joint all-domain command and control
(JADC2) and autonomy

Conventional forces dispersed across multiple domains in a kill web will require
a unified digital command and control approach. The genesis of the US concept
of JADC2 lies in controlling this dispersed force that operates in a unified single
entity, the battlespace. JADC2 is to span across echelons and place requirements
of cloud computing at the operational level and at the edge or forward positions
for control of forces in all domains. The US Army, for instance, has tested a
chain of artificial intelligence, software, and UAVs to take sensor data from mul-
tiple domains and used them to convert it into targeting data along with selec-
tion of the best weapon system to respond to the threat within seconds."* China
too has been working on linking its army and air force units into a unified com-
mand mechanism to connect air defence radars, PLA ground units, and com-
munication.'® It is imperative for JADC2 to communicate within fractions of
a second, to process sensor intelligence and data, evaluate that data, and decide
which systems have priority and control over the target in fractions of a second.
This task has to be assigned to the network which then adjudicates which plat-
form and which domain will deliver the effect, whether kinetic or non-kinetic,
depending on reaction times and attack objective. Or it could be performed by
a human which is advised by artificial intelligence, where choices are already
filtered by the autonomous kill web. Either way autonomous decisions must
sit at the heart of JADC2 to ensure that the required effect can be delivered in
an efficient and timely manner. Intelligence and algorithms will identify tar-
gets for manned command centres and recommend decisions and courses of
action. In JADC?2 these algorithms work to pair target sensors with the shoot-
ers who can then deliver the kinetic or non-kinetic effect, where both manned
and unmanned platforms are plugged into the same kill web across domains.''
This framework is more than about just connecting assets or greater situational
awareness; it is the essence of how decisions are made and arrived at. This frame-
work is likely to comprise operational-level C2 nodes that can utilize capabili-
ties across domains rather than capabilities from one domain or only one service
and therefore be more mission function capable than being domain-centric or
service-oriented in terms of effects in the battlespace.!” This requires dynamic
update of data across the kill web for units, their capabilities, threats, and the
weapon or platform performance potential for acting against that threat.!"® Edge
processing might allow this to be completed at the level of tactical units where
these results are then transmitted to operational-level C2 nodes.
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This autonomy embedded in JADC2 will enable it to decide which units are
available and which ones are best positioned to complete a task in theatre-wide
conflict."” In addition at the level of the platform introduction of certain kind
of unmanned systems, particularly in the undersea domain, is likely to place a
greater emphasis on autonomy than remote operated systems with “human in
the loop” because radio waves can’t travel far under water and large-scale con-
trol of unmanned units or swarming cannot effectively be directed by a human
entity.””” This presence of artificial intelligence on both the platform, network,
and perhaps in the future on the weapon is likely to ensure that the strike can
proceed without human intervention.'” This ability to process data on the move
from various platforms in multiple domains could translate into fundamental
advantages of speedy decision-making.'”> Autonomy-enabled integrated battle
management could then, for instance, be the key to finding and targeting missile
batteries helping counter A2/AD doctrines.'” It could also act on some pre-
specified courses of action for certain contingencies, these may include “detec-
tion of an air-defence threat to a critical sensor with the option of engaging it
with counterfire or moving out of that airspace”.!* Autonomy on unmanned
vehicles for instance could allow them to operate in A2/AD zones even when
communication links or remote-piloting links do not survive allowing them
to complete their mission by resorting to pre-programmed directives.'”> While
automation in command and control may bring about better efficiency by reduc-
ing the intelligence disconnect between different echelons and allow for better
contingency planning and therefore allow different units to harmonize their
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adjustments for re-tasking.'* This could potentially extend to integrating logis-

tics with operations with comprehensive logistical tracking and better informa-
tion commonality.'”’

That said, there are potential downsides of networked automation. The use
of unmanned assets that can provide commanders with live video footage also
means that they often provide the incentive for commanders to intervene during

tactical missions leading to micromanagement.'*®

Peter explains that

“the traditional concept of a military operation is a pyramid, with the
strategic commander on top, the operational commanders next, and the
tactical commanders on the bottom layer. With the new technologies, this
structure isn’t just being erased from above, with strategic and operational
commanders now getting into the tactical commanders’ business. It is also
endangered from the sides. As one drone squadron officer explains, a major
challenge in the command and control of reach back operations is their

simultaneous location in multiple spaces.”'*’

In the concept of JADC2, autonomy aids the human commander and then rea-

ligns and readjusts orders as the mission situation progresses or new intelligence
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emerges.” “Man in the loop” is considered essential and the application of

artificial intelligence exists to aid the human commander. It is likely that even
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full autonomy could potentially only be used to aid human agency in decision-
making as autonomy could present options and assist the human commander in
diagnosing battlefield impediments and time-space implications for choosing the
next course of action on the battlefield.””" Greater autonomy in JADC2 there-
fore should not necessarily be seen as something that is at the cost of reducing
the human agency in decision-making. But this is a carefully deliberated and
experimented decision that is arrived for each state’s unique threat spectrum. All
nuclear weapon states are likely to evolve to some version of JADC2 to opera-
tionalize kill webs and control cross-domain application of force; however, there
can’t be any certainty that they will follow the same modus operandi of enabling
the human commander and even if they do, what form and shape it might take
given the unique operational- and strategic-level challenges each of them might
be facing. Countries like China have talked about artificial intelligence helping
in convergence of fires across domains but the extent to which artificial intel-
ligence might aid or substitute human direction is unclear."

The important aspect here is that unmanned forces as of yet are not stake-
holders and only the human is responsible for the end-state."> Autonomy on
the platform is likely to increase the challenge of doing so because the more
autonomous a task becomes the harder it becomes for the human to intervene or
react to a contingency because they do not maintain the necessary awareness for
taking control of that process.'””* For instance an Israeli virtual battle manage-
ment system is capable of supporting mission commanders but can also take over
decision-making in contingencies where “incoming targets overwhelm human
decision-maker”."”®> This could be necessary in a time-sensitive or high-pressure
environment where one may be dealing with, say, large swarms of unmanned
systems that cannot be handled by a human. However, the risk that humans
might lose the control over the tempo of the conflict and this might accelerate
the progression of the crisis during an operation does exist.”*® This would be
incompatible with the instrumentalized conventional strategy that often seeks
controlled progression of stages and therefore human in the loop is likely to stay
the preferred way of operation if instrumentalized conventional strategy is the
preferred way of operating in the third nuclear age. Greater or lesser autonomy in
the JADC2 will therefore be a trade-off between higher efficacy and control over
crisis events and escalation. The scope for miscalculation will, however, exist in
this space, if nuclear weapon states don’t communicate or share best practices
with each other.

Conventional-nuclear transition

As discussed earlier the greatest threat unmanned systems pose is that of lowering
the threshold for conflict. In many ways use of unmanned assets may run con-
trary to what may be needed in ICS strategy that seeks gradual control over time
and supports escalation control and intra-war deterrence in conventional contin-
gencies. The very expendability that lends them efficiency and high performance



92 Unmanned Systems in Conventional Forces

in conventional combat also allows them to lower the threshold for miscalcula-
tion, false assumption of where the deterrence equation might stand, and trap
actors into committed force postures that might take an accidental route to a
bigger crisis. However there are other unintended impacts of unmanned systems
and indirect implications that might impact the conventional-nuclear transition
point in a conflict.

The first is the combination of unmanned systems, kill web, and JADC2 that
offers exquisite ISR, platform, and networked capabilities makes it possible to
target strategic assets like aircraft carriers, road or rail mobile missile systems,
and nuclear weapons degrading second-strike capability and first-strike crisis
stability.””” This could have a greater impact on states with smaller nuclear arse-
nals, unlike the United State or Russia that possess large nuclear arsenals, mak-
ing them nervous about their “assured” second-strike capability. The impact of
unmanned systems directly on the nuclear deterrence equation between states
could be most profound in the undersea domain as unmanned systems could
render the undersea domain more transparent.”® The impact is in terms of both
nuclear and conventional systems. Many states that have conventional diesel-
powered submarines have had an advantage over their nuclear-powered subma-
rines in that relatively cheaper diesel submarines can be quieter and hide in the
littoral waters and therefore threaten the more costly nuclear submarines as they
are engaging them in the deep blue sea.'” Nuclear submarines can’t afford to use
active sonars to find these submarines as they have the effect of giving away own
location. Unmanned systems here can offset that advantage as they can afford to
use active sonars to look for these adversary submarines without letting the threat

reach the mothership.'*

This tactic could nullify nuclear capability of states with
a nascent undersea or sea-based leg of the nuclear deterrent, particularly those
who deploy nuclear weapons on short-legged conventional submarines in bas-
tion defence. As these could then be tracked in peacetime and in a crisis situation
taken out to prevent them from coming into action, and further encourage con-
ventional or nuclear counterforce doctrines. A situation where all three legs of
the nuclear triad are simultaneously vulnerable has not transpired in history. But
the fact that such a situation could transpire in future, particularly where artificial
intelligence prediction could increase the chances of being successfully tracked
especially for smaller and weaker NWS and those that share land boundaries,

! even in conventional conflicts.

could put them in a very distrustful position"
Further, even in conventional operations artificial intelligence—augmented aerial
swarms could possibly take out ground-based air defences, C3 systems, or early
warning systems that could pressure a weaker state into “use or lose” dilemma.'*?

Many nations that have manned platforms for delivering nuclear weapons
or in the nuclear strike role are likely to be more vulnerable in adversary kill
webs where the aerial threat is posed by the fact that they can be detected early.
Most pressing concerns come from the fact that autonomy-enabled swarms could
in fact act as missile defence by defeating traditional nuclear delivery systems
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and potentially against hypersonic missiles."” Gigantic swarms could be used as
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aerial mines that could alter the trajectory of the long-ranged delivery systems
or destroy them by colliding with them."* Further if states pursue unmanned
systems for nuclear delivery roles combined with swarms to trick defences, this
will pose platform ambiguity problems for the defender.!® If there is no clarity
on whether they should be seen as a conventional or nuclear attack platform,
chances are they will degrade crisis-stability and force the defender state into
drastic action.

The other set of risks originates in technological complexity of the current
generation of platforms and networks. Particularly with unmanned autonomous
vehicles, automation-assisted manned platforms, and over automated networks,
complexity is also a factor in triggering crisis and miscalculations between nuclear
weapon states. Platform-related complexity has in fact been witnessed in many
forms in the era gone by. In one incident on 10 October 2007 during a mili-
tary exercise an automated anti-aircraft gun MK5 having two 35 mm cannons
began firing on its own after having appeared to be jammed."® It fired high-
explosive shells at 550 rounds per minute revolving 360 degrees, during which
its auto-loading magazines killed nine personnel and injured another fourteen
seriously."”” The problem was attributed to a “software glitch”."*® The possibility
that such glitches grow with more artificial intelligence spanning complicated
platforms, swarms, and UAVs could lead to unintended consequences is a pos-
sibility. Kill webs and JDAC?2 are likely to add a new dimension of complexity to
the already existing problem of having complexity at the level of platform. The
possibility of false alerts or false warnings and the pressure to respond quickly, or
the fact that the autonomy in the network could take over human control, leave
a lot of room for losing control over events at a sensitive time or crisis situation.
In 1960 an automated ballistic missile early warning system based in Greenland
had “detected” a launch “with 99.99 per cent certainty” forcing NATO to go
on alert. The alert was in fact caused because of the computer confusing a ris-
ing moon with a missile launch."” Singer notes that the possible ramification of
this episode had it happened two years later during the Cuban crisis could have
led to a nuclear exchange.”™ With artificial intelligence—augmented platforms
and networked capabilities the risk that false detection, especially during a cri-
sis, could lead to large-scale conventional war or a large-scale conventional war
could transition to use theatre-based use of nuclear weapons and further into a
strategic exchange is a possibility.

Conclusion

The overall contribution of unmanned systems in shaping the characteristics of
the third nuclear age is immense. Even with the various trade-offs in current
capabilities and their incompatibility with instrumentalized conventional mili-
tary strategies, the perception around the advantage they could potentially offer
in reducing the exposure of the human operator from direct threats and substitut-
ing their role at the frontline is seen revolutionary. Their contribution in enabling



94 Unmanned Systems in Conventional Forces

and operationalizing the kill web, newer concepts of operations like distributed
lethality, and doctrines shape the essence of cross-domain sensing, tracking, and
damage infliction. How the unmanned revolution is going to play out in terms of
the traditional understanding around escalation, deterrence, first-strike stability,
and second-strike capability, and even kill web, JDAC2 is difficult to predict at
the moment given most concepts and capabilities are still evolving. It is, however,
a given that unmanned systems will bring back mass into conventional conflict,
forcing traditional platforms to adapt to the threat in capabilities at the level of
the platform, force structure, and doctrines. It is very likely these platforms will
take up new roles in a new doctrine or get resized rather than see termination
altogether. The greater challenge for nuclear weapon states is likely to be cater-
ing to peacetime coercion using unmanned systems given they have the unique
contribution of lowering the threshold for kinetic hostilities even as they provide
more lethality and efficiency in targeting. The challenges for unmanned systems
are also likely to see growth in the form of the adoption of laser and microwave
and other kinetic measures, but at least currently they offer only limited defence
against such threats. A great ramification of unmanned systems with cross-
domain kill webs is likely be the introduction of joint all-domain command and
control of manned and unmanned assets where autonomy would be central to the
conduct of operations as control purely by human operators will likely lack the
speed to respond to fast developing threats in mission time and acting upon them.
This setup will bring together autonomy on weapons, platforms, and the net-
work together completing the digitization process of the battlespace. Particularly
with the introduction of large swarms the balance is going to overwhelmingly
tip in favour of autonomous networks adjudicating decisions regarding choice of
targets, platforms, and weapons. As each state acts to find their own answers to
balancing autonomy and the need for human decision-making, ensuring that hos-
tilities remain calibrated in scope and action may require communications around
best practices between states on how this balance should shape up. This will be a
critical factor in stabilizing and avoiding miscalculations in future crisis situations.
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4

OFFENCE-DEFENCE INTEGRATION
AND NUCLEAR AMBIGUITY

Effect on Conventional Stability

The third nuclear age is essentially the net impact of its key characteristics,
namely the introduction of new military technologies and the quantitative
and qualitative expansion of the nuclear arsenal by the states. These trends do
not exist independently in the conflict spectrum and have a relationship with
conventional conflict and strategy. The combination of expanding nuclear
arsenals with emerging technologies in the conventional space and newer
strategies to shape the overall conventional conflict and therefore conventional
deterrence all contribute to establishing relationships between different levels
of the conflict spectrum in the third nuclear age which act in unison. This
chapter delves into these relationships and their impact on stability in the
conventional realm, in terms of an essential concept of offence-defence balance
in the spectrum. Technologies like hypersonic missiles, unmanned vehicles,
cyber or electronic warfare along with concepts like kill web and conventional
that already
exists. Their net outcome shapes stability or instability that already exists in the

s

prompt global strikes seem to add to the “strategic complexity’

conventional realm. As described in the first chapter, inadvertent and advertent
routes to nuclear escalation exist in the conflict spectrum and we define that
space as the conventional-nuclear intersection. These routes originate in both
technology and strategy with their net impact pressuring states to either keep out
of that space altogether or form strategies to take advantage of this conventional-
nuclear intersection and optimize their current and emerging weapons and
strategies to aid their conventional objectives. The use of escalation prospects in
the conventional-nuclear intersection space towards shaping conventional war
outcomes is a fundamental aspect of instrumentalized conventional strategy and
key to understanding stability concerns expressed in the third nuclear age. These
include the ramifications of qualitative and quantitative expansion of the nuclear
arsenals that in fact carry over to the conventional conflict spectrum. Doctrine,
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strategy, and technology in effect combine to establish relationships between
different levels in the conflict spectrum that make instrumentalized conventional
strategy more potent. This chapter starts with a discussion of the offence-defence
theory and subsequently applies it to each level of the conventional conflict
to judge the offence or defence dominance at that level. This offence-defence
balance within the concept of instrumentalized conventional strategy impacts
the peacetime coercion stage, escalation control, or intra-war deterrence stage
and finally the conventional-nuclear transition point in the conflict spectrum that
are analogous to tactical, operational, and strategic levels within conventional
operations. A relationship therefore exists in the form of an offence-defence
integration across levels of the conventional operations rather than systems and
allows for higher-level capabilities to be used to address issues in the conventional
realm.

Offence-defence balance theory

At its heart “the offense-defense theory has two key variables one is the offense-
defense balance” that refers to one the relative ease in attacking or defending
against targets' and the second “offence-defence distinguishability that refers to
whether forces that support offensive missions are different from those that sup-
port defensive missions”. This concept can be useful to sum up the impact of a
variety of developments in the technological domain and relate them to the con-
ventional conflict spectrum. Glaser and Kaufmann define the offence-defence
balance as a key variable along with the power that determines the state’s ability
to perform military missions. In general the more expensive forces can afford
to take territory at lower cost than less expensive forces; this is the minimum
investment ratio at which the attacker can take territory at an acceptable cost of
fighting.? Simply, when the offence-defence balance is more in favour of offence,
then the security dilemma between countries becomes more acute and it also
results in arms racing thus leading to overall instability in the system.’ On the
contrary if a more defence-dominant balance exists, then the system is likely to
be more stable because sufficient defensive capability can be attained far cheaply
for defensive purposes than offensive capability for offensive missions.

Military goals have a direct bearing on this balance, and revision in territorial
goals is likely to shift the offence-defence balance. Given a finite defensive force,
the size and skill of the offensive forces required for the mission will vary with
the mission’s aim; a more ambitious territorial goal will naturally require more
troops with higher level of technology. An ambitious military goal will also
require deeper penetration by military forces along with more vulnerable and
longer supply lines over often a protracted timeline giving defence an edge.’
This makes military missions with ambitious goals naturally defence-dominant.

Glasser and Kaufmann also hold the view that the overall offence-defence
balance should be defined at the strategic level since the outcome of the war is
determined by the final outcome and being able to hold territory temporarily
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does not imply an offensive advantage since counter-attacks can reverse those
territorial gains.® But they do admit that to gain territory the attacker must be
able to conduct offensive tactical battles and offensive operations, and similarly
to hold territory they must be able to successfully defend at the tactical or the
operational level. They argue that since any strategic offensive requires offensive
operations and they in turn require offensive tactical battles, a change that makes
tactical offensive easier or harder is likely to do the same for operational-level
offence and hence strategic level offence.”

Finally offence-defence theory assumes optimality; that is, military doctrines
and forces of states cannot influence the objective balance as doctrine and
deployments are merely outcomes of the optimal posture at a given limitation
of resources and conditions imposed by the offence-defence balance.® Assuming
optimal behaviour allows an objective assessment of the overall impact that
introduction of new weapons systems and technologies particularly missiles,
unmanned systems, and other technologies might have on the stability of the
overall system and in a particular dyad as different states will eventually employ
them in the most optimal way.

There are three primary ways in which offence-defence balance could be
altered: one is the introduction of a new form of conflict with a distinct offence-
defence dynamics; the second could be introduction of a new technology or
weaponry that dramatically alters the relative force size required for offence or
defence; and finally if the investment in offensive or defensive forces becomes
dramatically more manageable on account of economic growth or increasing
cost effectiveness or power of weapons and technologies used in battle.” The
first two are more relevant in terms of the arrival of the third nuclear age and
its emerging doctrines and technologies, and the discussion in the text later
will bring that aspect out at the tactical, operational, and strategic levels of the
conventional conflict.

Offence-dominance and instrumentalized
conventional strategy

There are two direct consequences of the offence-defence theory, one that if
the military goal is modest or relatively small, the input cost of conducting an
aggressive military action is negligible to the aggressor. Most local or tactical
situations that present relatively lower-hanging military challenges are therefore
likely to be a case where offence is dominant. Second, offence dominance at the
tactical level is likely to make conflict at the operational level or strategic level
also offence-dominant or easier for offensive military strategy at those levels.
Lower input cost is particularly of direct consequence to a peacetime coercive
strategy that calibrates military goals, thereby inherently promoting an offence-
dominant offence-defence balance in the system. The calibrated military goals
don’t require very expensive forces; often the existing forces just adopt a mili-
tary posture that reinforces tactically offensive and operationally and strategically
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defensive stance accomplishing a fait accompli and leading to a territorial gain
even without fight, thus making those gains without the exorbitant cost of fight-
ing. Due to this offence dominance at the tactical level fait accompli is naturally
a more preferred choice of strategy that is used keeping in perspective adver-
sary threshold levels and own power asymmetry. It is, however, possible that a
limited territorial aim strategy may in fact aid defence if it allows the defender
to regroup and retaliate, in which case a total war for total defeat may be more
suited goal for an offensive strategy."” But instrumentalized conventional strat-
egy that critically works on the principle of mutual reinforcement by using the
newly acquired military gains to further consolidate the military situation on the
ground attempts to negate the regrouping advantage by resorting to an intra-war
deterrent stance at the operational level. Regardless of the offence-defence bal-
ance at the operational or strategic levels, the overall object of instrumentalized
conventional strategy is therefore offence-dominant, as was also brought out in
the first chapter.

Second in an instrumentalized conventional strategy where calibrated gains
are made and these gains are in fact mutually reinforcing with the final military
posture attained by the move, a tactical gain is quickly converted into an opera-
tional defence task or objective by the aggressor. At this new operational-level
intra-war deterrence and escalation control is utilized. As discussed earlier, the
balance of resolve does not aid the defender here who must wage a battle at the
operational level for essentially a tactical loss. Unlike the case propounded by
the offence-defence theory that offence-dominant tactical action would make
operational and strategic levels also offence-dominant, in an instrumentalized
conventional strategy offence at the tactical level is followed by defence at the
operational and strategic levels.

The impact of these factors in overall conventional deterrence is pronounced.
In essence the local balance of forces is critical in determining the stability or
instability of a deterrent equation.'" They impact the aggressors’ calculation
about achieving a rapid victory, thereby affecting the offence-defence bal-
ance.'”” This also means that overall conventional deterrence may get affected
if there is a failure in local-level deterrence despite an overall balance of power.
In a sense conventional deterrence is then an outcome or multiple separate and
unique local-level deterrence equations between nuclear adversaries. This is a
very key feature of the third nuclear age where strenuous offence-defence bal-
ance at the local level gives an overall unstable character to the conventional
deterrence equations between nuclear weapon states. The fact that these local-
level deterrence equations are very much a function of opportunity in space and
time means that overall conventional deterrence is never stable. Consequentially
“conventional deterrence puts a premium on forward-deployed combat power,
as well as forcible entry, force sustainment and reinforcement capabilities, and
regional base access”."?

The doctrine of “local wars under high tech conditions” is therefore a general
principle that is borne out in offence-defence balance in the conventional realm
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making instability a unique feature of the third nuclear age and clashes between
nuclear armed states appear more feasible. The reason feasibility of nuclear crises
appears more prominent and in fact why every conventional crisis is tinged with
a nuclear overhang is that there are enough conditions under which this instabil-
ity may lead to escalation or find its way to the conventional-nuclear transition
point which is discussed in the subsequent sections.

There is, however, more to the instability derived from local offence-defence
balance. As this instability is a function in time-space, it can be periodic in
nature. Less frequent or more frequent but frequent nevertheless, this periodicity
probes deterrence thresholds between nuclear weapon states in a gradual manner.
These are likely to lead to iterative crises where deterrence equations are shaped
over multiple iterations rather than the outcome of a single engagement in a
one-off episode. On one hand these might allow states to stay within the con-
ventional realm given the confidence and the expectation that prior behaviour
will be replicated in some manner. The scope of targets and the nature of targets
may only see a well-thought-out calibration from both sides to ensure iterative
engagements do not translate into large-scale engagement of forces. Yet, over
time they are more likely to push the envelope for states on what means could
be employed and what could be targeted in a particular deterrence dyad, thus
shifting the thresholds towards the higher side on the escalation ladder. These
are likely to have second-order effects in judging a state’s political resolve over
time and generate higher probability of miscalculation in anticipating adversary
reaction during conventional crises. It may be difficult to predict behaviour in
dyads at a higher number of iterations when the space to manoeuvre below the
threshold is reduced and eventually it is crossed. However other factors like how
spaced out these iterations may be and public perception related to thresholds
may have a stabilizing effect, leading to frequent episodes of bounded escalation.
In addition, iterative crisis may allow for a variety of smaller-scale actions to be
dressed as punitive options that can then be used as deterrence by punishment
options, thereby enhancing crisis stability as the damage inflicted and received is
within tolerable limits or could be shown to be within tolerable limits justifying
no military counter-response.

Two cases in the third nuclear age are pertinent here that are useful to expound
on the implications of the above, particularly the offence dominance at the tacti-
cal level under an instrumentalized conventional strategy. One is the progression
of crises in the deterrence dyad between India and Pakistan. Iterative deterrence
equation between India and Pakistan saw military responses in 2016 and 2019.
In 2016, a militant attack conducted by a militant outfit inflicted double-digit
fatalities on Indian security forces which was a breach threshold as for a long
time no armed clash had taken place in the country where such a high number
of fatalities was caused. India responded with a tactical military operation across
the Line of Control (LoC) which, though had happened previously, had impor-
tant differences. For the first time a military operation was conducted and pub-
licly acknowledged; unlike previous military cross-border raids, this was the first
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time the action was conducted across multiple points giving a relatively larger
scale than had been achieved in previous such cross-border actions. Pakistan
stated that no such military action was conducted, and this allowed India to get
away without any kind of retaliatory military action. This iteration, however,
established a template of publicly acknowledged military response to a militant
clash that leads to high double-digit fatality event as a means of “achieving” or
“re-establishing” deterrence at the tactical level. This was followed by a second
iteration of the crisis in 2019 when a suicide attack conducted and claiming affili-
ation with Pakistan-based Jaish-e-Mohammad (JeM) inflicted 40 fatalities on an
Indian paramilitary unit, the highest death toll in a single incident in the former
state of Jammu and Kashmir and in fact in any militant attack against Indian
security forces. Having entered an iterative deterrence equation with Pakistan,
this time India conducted Balakot airstrikes, in mainland territory of Pakistan,
on a militant target in retaliation. This time Pakistan counter escalated with its
own air strike, and this ended in duel between Indian and Pakistan fighter jets,
a first since the 1971 full-fledged conventional war, leading to the shootdown
of one Indian fighter jet. Not only did this iteration cement a military response
template for both sides, it moved the military interaction a few thresholds up
the escalation ladder. One vertical escalation by India, use of fighter planes, was
responded to in equal measure by Pakistan, even though in both iterations India
hit militant targets and not regular military targets. India crossed spatial thresh-
olds in its attack from retaliating within the Kashmir theatre in 2016 to attacking
in mainland Khyber Pahktunkhwa in 2019. However, in both Pakistan’s and
India’s cases the aerial ingresses were made across the LoC and not over inter-
national boundary, suggesting that in a future iteration this threshold might be
adhered to by both sides." Overall, these airstrikes added to the credibility of
that threshold just as much as they were a result of the threshold that had already
been built. The fact that these events are spaced out may allow room for calibra-
tion downwards in the next iteration, but simultaneously, they also evince how
the conflict envelope has been pushed forward and the next iteration could see
pressure to adhere to response templates creating a pressure to escalate further
upwards. The cumulative effects of iterative crises, especially if they are not
spaced out in time, could push the crises higher on the escalation ladder.

A second is the India-China clash in Galwan, Ladakh, in 2020. In this
instance Chinese forces were able to take advantage of a pandemic that delayed
an Indian military deployment to implement a military fait accompli across mul-
tiple points of intrusion all along the Line of Actual Control (LAC), and during
an effort to disengage a confrontation ensued, in which 20 Indian soldiers were
killed and 56 others were left injured while an unknown number of Chinese
soldiers were also killed." The tactical gains that the Chinese made allowed
them to look over an important tactical road link and interdict it, allowing them
to achieve an operational impact in the entire sector by cutting off supplies to
an important air base in the area. This tactical offensive was not followed by an
operational-level offensive stance; rather, an operationally defensive stance was
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undertaken with the intent of making the tactical indistinguishable from the
operational level and thereby introducing strategic calculations. This was fol-
lowed by the movement of heavy forces by the Chinese in the rear to shape the
military operational-level picture while reinforcing the gains made at the tactical
level.' In essence the effort is to reduce the distinction between tactical and the
operational level once the military gain has fructified. These rear operations that
are aimed at the operational level are a key feature in the third nuclear age and
the reason why seemingly smaller-level crises eventually almost always take the
shape of theatre-level objectives and intra-war deterrence and escalation stages
are reached much sooner than anticipated. The relatively lower scale of the tacti-
cal offensive is eventually followed by military movements that could potentially
lead to enlargement of the scale or intensity of the conflict.

Overall, the offence dominance at the tactical level results in a combination
of iterative crises and mingling of the tactical with the operational-level military
posture, both of which combine to produce conventional crises that seem to have
higher potential than before to take the shape of a major battle and therefore
present non-linear paths to the conventional-nuclear transition point. This
offence dominance at the tactical level does not allow nuclear armed states to
have confidence in deterrence through the overall conventional balance of forces
and military power because a breakdown in local-level deterrence effectively
opens the door to higher-level instability at the operational and strategic levels.
Because of the inherent offence-dominance established through a fait accompli—
based military strategy, in effect deterrence is less effective at any point in time-
space at lower scales of the conflict.

Defence dominance at the operational level

Feasibility of instrumentalized conventional strategy critically depends on
exploitation and stretching defensive dominance at the operational level of the
conventional conflict. While offensive dominance at the tactical level is result of
the object of the military strategy that is employed by the nuclear-armed states,
defence dominance at the operational level is gained through instruments of both
strategy and technology. On the technology side a variety of existing, evolv-
ing, and emerging capabilities contribute in shaping this defence dominance,
making use of peacetime coercion more feasible using the conventional military
instrument. These include the operationalization of the kill web, the emerg-
ing capabilities in unmanned vehicles, and, most importantly, the existing, but
evolving, missile arsenals of nuclear-armed states that shape the operational level
of the conflict.

Technology is one of the most important factors influencing the offence-
defence balance."” The way a particular technology impacts the offence-defence
balance is determined by whether or not it adds to a state’s ability to perform a
defensive or offensive mission; this assessment involves how a particular technol-
ogy or innovation affects advancing (aggressing) forces and the non-advancing
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(or defending forces)."” Technologies that favour non-advancing forces are likely
to favour defence, whereas technologies that equally aid advancing forces are
likely to favour offence.” Glaser and Kaufmann consider six major aspects of
technology that are relevant: mobility, firepower, protection, logistics, commu-
nication, and detection.?” Technologies that aid firepower are generally con-
sidered to aid defence dominance.”’ To conduct an offensive military mission
at the operational level often requires concentration of forces to achieve local
superiority and overwhelm the defensive lines of the adversary.?> But such con-
centration of forces presents very lucrative targets for defensive firepower par-
ticularly area-effect weapons including artillery, missiles carrying conventional
warheads, or nuclear warheads that intend to play the purported role of a tactical
nuclear weapon.” Apart from inflicting damage on the advancing forces they
can also take out vital transport links, thus reducing their mobility.** However,
kill web—enabled technologies have now shown that in the tactical battle area it
can lend precision to even artillery, thus making the distinction between defence
and offence unclear.

For similar reasons, the most important set of capabilities that afford and enable
defence dominance at the operational level of the conflict are therefore missiles.?
Unlike air power, missiles come at much lesser cost of investment in greater
numbers that are expendable with an inevitable damage infliction capability at
greater range and at the least amount of risk to the operator. There are exceptions
like specific categories of weapons, for example, anti-radiation missiles that are
perfect for advancing air forces for breaching areas that are defended with air-
defence or missile-defence systems,?® but in general the variety of missiles and
their targets favour usage by defenders and defensive doctrines like A2/AD. They
very often play the role of the intra-war deterrent, and their introduction in
a theatre gives an operational-level dimension to tactical-level confrontations
along with the threat of higher-level escalation.

Missiles appeared much before the third nuclear age, but their contribution
to its unique unstable deterrence equations has been a continuing and evolving
phenomenon. Though they are potent for both advancing and defending forces,
in an instrumentalized conventional strategy, missiles are more likely to aid the
first mover or the aggressor who will switch to an operational defensive task once
the initial mutually reinforcing military gains are made. They present a higher-
level threat on the escalation ladder, and they increase the cost of offensive
missions simply by virtue of their potential entry into the conflict. Their longer
range, accuracy, and ease to be produced in greater numbers put a large number
of vital military (and civilian targets) at risk simply by their potential use or mode
of deployment escalating the threat and cost for the aggressor if he chooses to
attack. They are also versatile as the same category of missile that can take out
targets on land with a different seeker can also very effectively sink ships.?’

Missile arsenals have also evolved across states. Almost all major nuclear-
armed states have moved or begun their transition from using liquid fuel missiles
to solid fuel missiles over the last decade.?® Solid fuel allows canisterization that
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translates into speedy deployment, mobility, and launch concealment and make
them less vulnerable to an adversary hit because there is no need to fuel them
before launch.” Greater integration of short- and intermediate-ranged missiles
that are solid-fuelled, cannesterized, and road- and rail-mobile has happened
across all missile-armed states nuclear and non-nuclear and can serve domains
ranging from land, sea, and air in all theatres.

The dependency on missiles has in addition provoked the development
of missile defence systems that intend to shift the traditional offence-defence
balance. As a result, nuclear-armed states have invested in newer kind of missile
systems and missile defence systems along with new doctrinal practices. Missile
defence systems are, however, typically more expensive and inaccurate to
operate. And therefore, the scaling effect of investments in either offensive or
defensive systems, in this case missiles and missile defence systems, usually ends
in favour of missiles which are the defensive system at the operational level of
the conventional war. This is due to the inaccuracy of the missile interceptors
that leads to gap exploitation, as when both the aggressor and defender scale up
their investments the probability that missiles will breach the defence is more
likely initially.”® Overall, the cheap cost of investment for missile aggressors
translates into a greater advantage here as they can simply overwhelm these
layered defences with a missile build-up.®' States have also added cruise missiles
in their arsenal which are powered by air breathing engines and can fly at a
low altitude.” These missiles are difficult to be intercepted by theatre missile
defences as they are not always captured by the radar due to their low altitude
trajectory.” It is even more difficult to detect their firing and launch positions as
they can be put on very mobile platforms. Due to these challenges the solution
is often to go for layered defences where a unified combat command capability
is provided by an airborne warning and control system (AWACS) or ship-borne
system.? However defensive saturation is still unlikely to be achieved as it would
be difficult to avoid fratricide even if unlimited quantity of interceptors were
available.?® So, despite the arrival of layered missile defence system the defence
dominance is held at the operational level by missile systems that are very capable
theatre-based deterrents.

This defence dominance has in fact gained in strength with the development
of new kind of systems, particularly hypersonic missiles which can strike at long
ranges. These non-ballistic hypersonic missiles that move with a speed of Mach
5 or greater and are highly manoeuvrable, accurate, and long-ranged add to the

strategic complexity.*®

Their unique characteristics make them effective both
against “time sensitive targets and as an anti-access-area denial asset”.”” Hypersonic
missiles could be in the form of hypersonic glide vehicles (HGVs), also known
as boost-glide vehicles, and hypersonic cruise missiles (HCMs). The former “are
non-propelled missiles that glide towards their target at hypersonic speeds after
being launched by a rocket into the uppermost layers of the atmosphere”. The
latter use “traditional booster rockets to bring the projectile up to supersonic

speed but then switch to a scramjet propulsion system that enables the missile
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to sustain hypersonic speed”. Ballistic missiles that often travel faster are in fact
much faster than hypersonic missiles, but they follow a predictable projectile
path. Hypersonic missiles, on the other hand, follow an unpredictable erratic
path. Missile defence systems that can estimate the re-entry trajectory therefore
are likely to be or efficient against ballistic projectiles but struggle against
hypersonics, thus rendering them obsolete. Countries like Russia, for instance,
have developed Avangard HGV that can fly at Mach 20 and reach any Western
capital within 15 minutes and Kinzhal that has a range of 2000 km which it
can cover at Mach 10 speed.?® These missiles offer a counter deterrent against
potentially effective ballistic missile defence systems in future. But they also offer
the option of strengthening the conventional capability against theatre-based
missile defence systems and buttress current operational-level defensive military

postures like anti-access/area-denial®

that are followed by many nuclear-armed
states.

A second important technology is an outcome of kill webs, drones, and drone
swarms. They introduce mass into the battlespace that is the quantitative form
factor they bring in that affects offence-defence balance as it exists.** Their
quantitative technological impact could potentially spread across all levels but
particularly at the tactical and the operational levels. Combat dynamics has shown
that when force levels increase for both advancing and non-advancing forces,
initially when force levels are low, the increase benefits the advancing forces as
it improves their ability to achieve breakthrough an unprotected section of the
defender’s front. However, after sufficient force levels are reached the defender’s
front gets saturated and this eliminates the opportunity for the advancing forces
to exploit a weakness in the front, thus benefitting defence.* Drones that can
offer the quantitative advantage exploit this scaling effect. UAV systems can
complement traditional aerial and land forces where their cheaper cost allows
them to be sent to penetrate and perform counter-air-defence missions*> which
can then create a window of opportunity for traditional forms of aerial forces and
ground-based military units. Although drones have an impact throughout the
conventional spectrum at tactical, operational, and strategic levels.

By their very nature their ability to be used on a large scale and their cheap
costs make drones an offence heavy military system that can also serve defensive
purposes at the operational level. Their remote nature of operation puts the
operator away from harm’s risk even if a greater number of operators may be
required to operate the system, and they are relatively disposable as, even if a
few are lost, their large-scale or swarm usage can still allow for neutralization of
the target.” Thus these are inherently offensive at the platform level. Although
drone systems offer capabilities to both sides those on operational defence and
those on operational-level offence, ICS-based strategies take advantage of the
fact that higher escalation prospects are triggered by use of certain kind of
systems, and they affect the balance of resolve for the two sides asymmetrically.
An instrumentalized conventional strategy converts this offensive advantage of
a system into defensive dominance at the operational level as it aids deterrence
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and reinforces the military advantage achieved through peacetime coercion at
the tactical level. With respect to drone swarms this is very pertinent because
as the size of drone swarms increases their ability to take out targets increases,
particularly against individual big platforms and air-defence systems; this may
free up traditional aerial resources for more close air support (CAS) operations
for ground troops. These drones are used to fulfil a variety of functional
capabilities at all levels in the conflict spectrum that include their use to guide
kinetic strikes by integrating them with command posts, electronic warfare
and electronic counter measures, and surveying and mapping of operational
geography.** They offer persistent reconnaissance of the battlefield at the tactical
and the operational levels, although there are restrictions that can be placed on
their operation sometimes due to inclement weather.*® They also enhance the
lethality of traditional heavy artillery and aerial forces by complementing them
in operations.*® All this capability is afforded at a very low price, although some
high-level individual drones can be expensive. Turkish experience in Syria and
Libya as well as the Nagorno-Karabakh clash has shown that kamikaze-style
drones are very effective.”’

Drones, however, do offer capabilities to actors that might want to initiate
offence at the operational level in that they provide the ability to penetrate defen-
sive bubbles as part of the operational-level A2/AD doctrines. At the operational
level they offer the capability to inflict damage in the operational rear of the
adversary,” thus giving a tremendous advantage in terms of being able to hit
those areas without using manned assets or missiles with a potent weapon that
is somewhere lower on the escalation ladder than missiles and be able to inflict
the same quantum of damage that can turn the tide of the conflict. This has
been shown in practice during the Turkish offensive against Syrian forces in
March 2020 where drones were able to hit targets that Turkish F-16s could not.*’
Effectively this is in line with the fact that UAVs can be used to hit operational
rear of the adversary. They can do this better because they can be programmed
for one-way missions than a manned fighter jet because the latter have to return
to refuel and reload. Drones, on the other hand, can maintain operational tempo
which can be critical.’” They also nullify the effect of terrain as troops in moun-
tains and passes could now be more effectively targeted by these drones negating
their defensive advantages.® Similarly, drones have also had the effect of blunting
platforms like tanks in conflicts® which are also essential to defence.

Drone defence capabilities encounter problems in that defensive systems
can’t be employed on a large scale. Laser and other forms of directed energy
weapons, for example, are unlikely to be scaled the same way drones can be,
and especially against use of drone swarms at the operational or tactical level no
current counter-drone technology might prove sufficient.>> Drones are obviously
not invulnerable as many US and British systems were challenged by Russian
electronic warfare.’* The Krasukha electronic warfare system, for instance, first
deployed by Russia in Syria in 2015, jams radar and GPS signals as well as other
electronic communications and therefore, at least theoretically, enables a foolproof
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defence against drones.” However, while there are counter-drone doctrines that
are premised on a large-scale use of electronic counter measures, it is not known
if they can be proportionately scaled as easily as drones can be, and even if that
happens it is entirely possible that large-scale autonomous drone swarms might
be able to carry a few payloads of their own for electronic warfare that could give
them resistance against such measures.* In fact this gives drone swarms the ability
to conduct combined arms warfare on their own given the variety of payloads
they can carry to generate both kinetic and non-kinetic effects in pursuance of
their mission and thus heavily shape the operational-level environment. Some
studies have argued that drones are unlikely to shift the offence-defence balance
alone, though when used with infrastructure and other platforms for operational
support, they could become significant force multipliers® that are likely to aid
offence. Other analysts have, however, noted that the drone capabilities and
tactics and drone countermeasures are still evolving, and it’s too early to judge
the impact on the offence-defence balance.®® On balance, however, these are
still more useful as offensive systems at the tactical level that can serve defensive
missions at the operational level particularly because they increase the sensor
density in the kill web which makes large-scale manoeuvre and surprise difficult
if not impossible.

The effect of cyber operations at the operational level of conventional warfare
for advancing and non-advancing forces is even more difficult to quantify or
qualify. Within the cyber domain preparing an attack takes time because along
with network exploitation network presence requires persistent surveillance
and understanding of the operational environment of the network to deliver
the effect.”” In the cyber domain increasing number of software vulnerabilities
that both an attacker and defender can discover is likely to benefit the attacker
initially as it will increase the probability that it can exploit a breach that the
defender is yet to discover and patch.®” However as both discover vulnerabilities
eventually the defender would have discovered and fixed all points of probable
attack, thus leaving nothing for the attacker to exploit.®’ For this reason the time
available to deliver an effect is finite and the actor conducting cyber operations
cannot afford to wait. Offensive cyber capabilities have to be tailored to specific
target since each malware has to be custom-built and has to be up to date at
the time of conflict.”” Many higher-level military targets like command and
control centres are in fact often air-gapped and require social engineering or
exquisite intelligence to gain access.”” These attacks are mostly counter-force
in nature, but there are others who have argued that such operations do not
destroy conventional forces and the effects that are achieved are temporary or
reversible.®* Cyber capabilities can potentially create an offensive advantage at
the operational level if they can aid kinetic aerial operations by suppressing and
interdicting adversary data fusion centres and their multiple tactical data links.®
In effect it could impair the kill web capability of the adversary and therefore
their ability to paint a comprehensive picture of the battlefield. In actual combat,
for instance in Ukraine, Russian operations saw very little synchronization
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or correlation between cyber-attacks and kinetic operations, and they did not

 During the US military operations in Libya in 2011 as well

yield a joint effect.
doubts were expressed about the reliability of the cyber operations, particularly
where some kinetic effect was to be achieved and ground commanders in fact
preferred kinetic strikes to disable or take out the target permanently.”” At the
operational level where there could be multiple critical targets to hit, complexity
is likely to increase along with coordination problems; therefore, the probability
of successful targeting may be low.?® Overall the effect of the direct bearing of
cyber operations at the operational level remains unclear.

The overall impact of missiles, drones, and cyber operations in effect assures
that the “threat” that deterrence may fail at the theatre or operational level
ensures conventional conflict is essentially kept limited. There is, however,
an overall integration that happens when offence-dominant tactical strategies
are synergized with defence-dominant operational level, in essence a kind of
offence-defence integration that plays out across conventional spectrum but at
different levels of warfare. This is different from offence-defence integration as
typically understood where capabilities across defensive and offensive systems
are integrated like missile defences and missile systems.” Instead, this kind of
integration plays out at the level of strategy and doctrine rather than individual
systems and synergizes tactical goals with operational objectives. Outcome is
often strategies that look for tactical gains that are mutually reinforcing in nature
with operational-level military posture. As these are essentially kill webs going
after each other, it’s very likely that this defence dominance at the operational
level will dis-incentivize aggressive large-scale conventional operations because
by their very nature kill web-centric multi-domain operations will expand the
scale of the targeting effort required and will be inherently escalatory.

Nuclear ambiguity and conventional-nuclear intersection

In the nuclear realm over time quantitative expansion of the nuclear arsenals
has ensured that offensive strategies like the ability of an attacker to reduce the
defender’s “retaliatory capability to below a certain assured destruction capabil-
ity” have become less feasible.”” This would require a tremendous increase in
the ratio of attacker’s forces to defender’s forces and is unlikely to be the case.”
Thus offence-defence balance inevitably shifts in favour of defence as the size
of the arsenals increases.”” This, however, has important repercussions down-
stream for conventional levels of warfare. Nuclear armed states make use of the
defence favouring offence-defence balance in the nuclear realm by increasing
the conventional-nuclear entanglement or nuclear ambiguity, thus increasing the
risk of nuclear escalation. This is particularly an important trait of an instrumen-
talized conventional strategy that seeks to utilize defence-dominant offence-
defence balance in the nuclear realm in a cross-level strategy to strengthen its
conventional defence at the operational level in the conventional realm. This is
not technically nuclear coercion as there is no advertent action or threat to use
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nuclear weapons; rather, advertent actions are taken to expand the conventional-
nuclear intersection that induces caution at the lower levels of the conventional
conflict spectrum, over escalation prospects or a single detonation such that it
supports conventional operations within acceptable or preferred thresholds and
protects conventional capability. The threat is not that an aggressive nuclear war
would transpire to the finish, but that conventional-nuclear intersection could
lead to a nuclear precipitation event that may then escalate given the presence
of an existing military crisis. This kind of threat exploits natural defence domi-
nance at the nuclear level of the conflict to induce caution in conventional opera-
tions, thereby allowing space for escalation control and intra-war deterrence, in
essence enhancing the defence dominance at the operational level of the conven-
tional conflict.

Since conventional-nuclear intersection of the conflict spectrum sits at the
heart of such a strategy, nuclear armed states derive this intersection from a
variety of sources and strategies out of their own volition as well as because
of a broader trend in weapons technology. Hersman and Simon point to the
fact that conventional-nuclear integration could transpire due to commingling
of conventional and nuclear payloads on non-ballistic missile systems, dual-use
nature of situational awareness capabilities, and the possibility that escalation
may occur rapidly in a non-linear way.”

Under instrumentalized conventional strategy the initiator state controls
various variables (iteration, scale, duration, etc.) to very meticulously control
the progression of a crisis from tactical to operational to strategic and from fait
accompli to intra-war deterrence or escalation control respectively. In addition,
the initiator instrumentalizes defensive balance at the nuclear level in the conflict
spectrum for optimum conventional deterrence at the operational level for intra-
war deterrence or escalation control. This ensures that nuclear arsenal serves a
purpose beyond the task of deterring existential threats. Any form of conven-
tional-nuclear integration therefore ties into the overall strategy of instrumental-
ized conventional strategy.

Dual-use weapons systems offer an easy prospect of sourcing conventional-
nuclear integration. Particularly the rise of dual-capable missiles both cruise
and ballistic that can carry both conventional and nuclear warheads gives rise
to nuclear ambiguity.” Hypersonic missiles, for instance, can be fitted with
nuclear or conventional warheads; they naturally contribute to expanding the
conventional-nuclear intersection in the conflict spectrum. The entanglement
of conventional and nuclear systems apart from using the same delivery systems
for conventional and nuclear roles could also happen due to placing them in the
same geographic area or placing them under the command and control of the
same entity and using similar employment practices.”” This allows conventional-
nuclear intersection through target ambiguity. Missiles thus give operational-
level defence an advantage but crucially introduce nuclear ambiguity both as
a weapon of use and as a target in conventional conflict, and therefore allow
probable inadvertent paths to nuclear escalation.
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Another source of conventional-nuclear intersection are highly accurate
conventional weapon systems that can mirror the impact of nuclear weapons.
These are commonly referred to as conventional prompt global strikes (CPGS)
that can potentially be used to fulfil certain nuclear missions. The natural
progression of the introduction of the “triad of nuclear and conventional weapons;
conventionally armed ballistic missiles, and the concept of prompt global strike”
seems to suggest that “advanced conventional capabilities can well and truly
substitute for a spectrum of missions that could previously only be assigned to
nuclear weapons”.”® The nature of this conventional-nuclear intersection through
CPGS, however, does have other issues to contend with. Critics hold that this
conventional set of weapons has undergone a “nuclearization” in the third
nuclear age similar to what some early strategists were accused of when they
engaged in “conventionalization” that is treating nuclear weapons as just more
potent weapons for battlefield effect.”” The issue of conventional versus nuclear is
therefore not a straightforward one as though these non-nuclear weapons are very
capable of inflicting critical damage, but it is possible that their deterrent effect
may lag their use, as, unlike nuclear weapons, their devastating potential is not
universally understood.” The perception of the damage inflicted by conventional
weapons is also subjective and dependent on the “strategic culture”, military,
or leadership view.”” Some may be able to stomach more conventional damage
than others, particularly during the escalation-control stage of instrumentalized
conventional strategy; conversely some might have very little tolerance for such
damage.® Analysts have also argued that retaliation by conventional weapons
may not have the decisive impact that nuclear weapons could have.*!

In addition, there are other issues with conventional prompt global strikes
which relate to their feasibility and utility. Long-range conventional missiles,
though a threat, depend on one central issue in targeting which is actionable
intelligence. Precision with regard to the location is important as even a big
conventional warhead has relatively small radius of lethality.®” If there are civilian
habitations nearby then they put a limit on the warhead size. A lot depends
on remote sensing capabilities. When targeting individuals or single vehicles,
imagery and radar satellites are of limited utility as they are not persistent.
Where satellites are used to detect a target, detection is likely to be episodic
and not persistent.* “The geometry of the satellites is constrained by orbital
parameters to suboptimal separation of receivers”.® Combined with the other
errors in timing, receiver location, and synchronization, this limits the ability of
satellite receivers to precisely locate the emitter. UAVs do fill this gap “to gain
intelligence, as they can carry full-motion video, signals intelligence, and other
sensors”.® However, if UAVs can be used to locate near-term targets in future
they can also be used to effectively target them, thereby reducing the need for
CPGS.* And while this may be sufficient for some activities, “it is unlikely to
provide the information needed to target conventional ballistic missiles”.®” For
near-terms targets this may be insufficient as “a location error of even 1 kilometre
would be unacceptable, unless the conventional ballistic missiles (CBMs) have
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an effective means of terminal guidance”.®® CBM:s can effectively target weapons
of mass destruction (WMD) launchers and long-range missiles that are difficult
to hide, are immobile, and are liquid-fuelled as they will need to be fuelled
before launch.®” However, most such missiles that are readied will give sufficient
indication beforehand in a crisis to allow for other conventional means to be
deployed more effectively, including airpower. Where sufficient warning is not
available even with satellite imagery, CPGS will require actionable intelligence
from other sources.”

These nuances, however, do not imply that CPGS will not give rise to
“nuclear ambiguity” or enlarge the space for conventional-nuclear intersection
in the conflict realm. Even if a certain delivery system is identified for CPGS role
with a designated conventional warhead, the range and target might ensure that
this could still evoke a nuclear response by the adversary. A long-range conven-
tional ballistic missile that may target nuclear infrastructure and may potentially
degrade the nuclear deterrent could thus justify a nuclear response.”’ Large-fixed
ground targets like bases and other ground or sea-based formations in a given
theatre are yet easier to target with conventional missiles pre-emptively in a
conventional conflict and still provoke a nuclear response if that base is critical
to sustaining operations. China, for example, has considerably invested in field-
ing hundreds of conventionally armed short-range ballistic missiles (SR BM:s)
and medium-range ballistic missile (MRBMs) like DF-21.7% It has deployed
cruise missiles capable of carrying conventional and nuclear weapons to ranges
of 600 to 2,200 kilometres.” Particularly for nuclear weapons states in dyads
where they are relatively conventionally weaker to use other conventional means
in a hostile military environment, dependency on missiles is likely to be as much
of a need as much it may be for show in deterring a more conventionally capable
nuclear-armed state. But it could still risk an escalation unlike delivery of con-
ventional munitions by known conventional platforms and weaponry for bat-
tlefield effect as missiles will generate both target and warhead ambiguity for
the aggressor and the defender. Kill webs can combine with CPGS to make this
conventional-nuclear intersection more feasible over time, by virtue of advanced
sensor technologies that coupled with unmanned platforms, high-bandwidth
networks, quantum computing, data fusion, and artificial intelligence can opera-
tionalize conventional lethality to the extent that it may be possible to degrade
secure second-strike capability of nuclear-armed states.”*?> This is because with
kill webs there is the future prospect of more accuracy, precession, and timeliness
in intelligence. Overall CPGS contribution to conventional-nuclear intersection
space is likely to be contextual.

A fundamental source of conventional-nuclear intersection space in the
conflict spectrum resides in the nuclear command, control, and communications
(NC3) architecture of nuclear-armed states that depends on dual-use space-
based assets, meaning they essentially also provide services for conventional
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operations.” Non-nuclear attacks, whether kinetic or non-kinetic, temporary

or permanent that can target critical space domain infrastructure, therefore
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potentially directly threaten nuclear capabilities and evoke nuclear responses
and provoke drastic escalation.” Even if the objective of degrading space-based
capabilities is effectively directed at conventional operations entanglement
or spectrum intersection paints any counterspace military effort as a strategic
attack that can lead to inadvertent escalation.” These capabilities include early-
warning systems, including those airborne, communications, intelligence,
surveillance, and reconnaissance (ISR); ground-based radars and transmitters;
and communication aircraft.”” These systems are typically dual-use and can be
targeted with non-nuclear or conventional capabilities.'”” Sometimes they can
even be targeted for purely conventional battles. In fact during the Gulf wars and
the counter-terrorism efforts in Afghanistan and Iraq, many strategic situational
awareness systems were utilized for conventional operations.'”! This in facts cuts
both ways in the emerging setup where even conventional situational awareness
systems are now being utilized for strategic warning.'® States, for example,
may target missile defences even if they expect them to be used in conventional
contingencies where the theatre conflict is spatially limited.'” Or it may target its
early-warning systems like over the horizon radars other than line of sight radars
as these could be used to locate big platforms like aircraft carriers or air breathing
systems in a conventional war.'” In case of cyber and electronic operations
which can also create reversible or temporary effects, they add more complexity.
These reversible effects present a unique problem in the conventional-nuclear
spectrum because they allow hits against other domains particularly space which
are very essential to kill webs in the conventional spectrum but are also often
dual natured in that they also support nuclear operations. Non-kinetic means
like cyber and electronic are more feasible than kinetic means as they allow
signal interference with satellites, jamming, spoofing, or attacking the ground
segment using cyber or electronic means.'”® These kinds of attacks that don’t
generate debris allow themselves to be dressed as “conventional” but in terms
of the impact they may lead to entanglement of conventional-nuclear spectrums
given that most command and control systems are somewhat dual-use in nature
as they support both conventional and nuclear operations. These kinds of attacks
can sometimes be difficult to detect or attribute as it is difficult to distinguish
between a malfunction and an intentional attack.'” As satellites pass data
through ground stations, attacking the ground stations is equally effective in
rendering these satellites ineffective.!” In fact this network that has landlines
that link the ground stations to terrestrial networks, user terminals linking
satellites and antennas on satellites and ground stations offers multiple points
on intrusion and interdiction for non-kinetic means like cyber to potentially
disrupt the kill web of the adversary.'” While electronic warfare attacks like
radiofrequency interference can disrupt satellite services, cyber-attacks are
more direct and therefore escalatory in nature as they can gain command of
the satellite and control its operation.'”” Such attacks can be used to prepare the
battlefield for other forms of kinetic conventional operations at both the tactical
and operational levels of the war. A certain category of satellites, for instance,
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could be attacked for their electronic intelligence capabilities that are pivotal

to collecting intelligence on military operations.'’

Sometimes their ability to
detect the launch of conventional ballistic missiles and provide targeting data
that could prove useful to hunt mobile launchers could make them potential
targets in conventional operations.'"!

When these non-nuclear means are used, a case may arise where if the tar-
geted state perceives that “non-nuclear attacks against its dual-use C3I assets are
preparations for nuclear use when in fact they were motivated by conventional
warfighting goals”, it could in fact evoke a nuclear response.'"” In most cases
countries depend on dual-use C3I architecture for two reasons: one, conveni-
ence and savings in cost which would increase if states attempted segregation.
Second, segregation could make targeting conventional C3I which is essentially
the backbone for operating the kill web easier and more probable given the
risk of escalation to nuclear level will be reduced for conventionally stronger
nuclear-armed states.'” In a kill web—centric conventional operational environ-
ment the objective and the military doctrine of all adversaries are likely to focus
on degrading each other’s kill web capacity. In a way conventional-nuclear inter-
section offers nuclear ambiguity which is instrumentalized to defend this kill
web and strengthen gaps in conventional deterrence at the operational level.
The flipside is that even if there is segregation in this architecture states may
still resort to means which lie in conventional-nuclear intersection space in the
conflict spectrum. The pressure to escalate may bear on the targeted state even
if the degradation is limited to conventional operations because entire kill webs
could be compromised with hits to some nodal systems, pressuring states to use
theatre nuclear weapons to convey that redlines have been crossed or to achieve
a ceasefire in conventional operations at the level of the theatre in consideration.

There are other strategy interplay-related effects like first-strike instability
that contribute to conventional-nuclear intersection and lead to its involuntary
expansion. Missile arsenals, for instance, typically require intricate command
control networks that are susceptible to damage in a first strike; their presence
and potential of use therefore generally increase first-strike instability due to the
pressure of use or lose and motivation to go before the adversary does. Missile
defence systems add to this pressure as even when they are inefficient or inac-
curate, they allow states to adopt first-strike strategies that have the objective
of taking out maximum adversary arsenal while neutralizing the remaining
arsenal that could be launched at them with imperfect missile defence systems.
This is slightly paradoxical in that missile defence systems are actually more
supportive of aggressive operations while missiles support defensive operations
at the operational level. With hypersonics this first-strike stability issue is com-
pounded as they add another dimension. Hypersonics, with their ability to hit
targets of critical value within a short period of time, compress the decision-
making time frames to determine whether the projectile is nuclear or conven-
tional and the response needed."* This naturally pressures all states to move
towards a first-strike capability as defence is at a disadvantage. Nuclear-armed
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states dealing with the conundrum of defence against missiles have historically
tended to favour a trend of preparing for a preventive war as a solution that is
achievable at an appropriate cost. This stems from the notion that in a total war
the ability to hit first and decisively is a tremendous advantage."® As the mis-
sile arsenals grew in variety over time with varying level of ranges, warhead
capacity, and speed, concepts like “massive retaliation” came into existence that

were “like preventive war except that they waited for a provocation”.!'

Despite
the evolution in these concepts and doctrines, the pressure to launch before
sustaining damage has increased due to the presence of missile defence systems
and potentially even more effective missile defence systems in future along with
cyber vulnerabilities that could compromise the effectiveness of the left over
arsenal for a second strike. In 2021 the Chinese in fact tested a hypersonic glide
vehicle that circled the globe in low-orbit space before speeding towards its tar-

"7 and seemed to hint towards acquiring capabilities like that of a fractional

get
orbital bombardment system (FOBS)'"® to counter potential development of the
space-based sensor layers that might be able to intercept hypersonic missile sys-
tems with ground-based interceptors by providing early warning and target
quality tracking data.""” Although these developments are more situated in the
realm of nuclear strategy, they offer yet another route to escalation even in a
conventional conflict, especially in case of the nuclear-armed state that might
have a damage-limitation strategy in the nuclear realm. James Acton writes that
states that have offensive nuclear strategies based on damage-limitation doctrine
would be dependent on dual-use C3I systems to conduct missile defence opera-
tions."”” If they feel threatened about having reliable C3I during an intra-war
deterrence stage or escalation control before the conventional conflict turns
nuclear, then there will be an incentive to go first. This can happen regardless
of the intent of the adversary, whether it is to degrade conventional or nuclear
capability and the means at play kinetic or non-kinetic, thus degrading first-
strike stability with the ramification of pushing a conventional conflict into the
nuclear realm abruptly.”?! The consequences of expanded conventional-nuclear
intersection in the conflict spectrum are a factor that cannot be controlled sim-
ply by strategy because multiple factors, including technological trends, might
shape this space relative to the bracket of mutual hurt. Even though instrumen-
talized conventional strategy seeks to exercise escalation control at the opera-
tional level and seeks to utilize the expanded conventional-nuclear intersection,
this dangerous flirtation does raise the potential for inadvertent escalation spiral
between adversaries. The sequential aspect, comunication of cost-benefit form
of deterrence, and defence dominance at the operational level attempt to miti-
gate that risk.

Conclusion

Overall, a large conventional-nuclear intersection or integration within the con-
flict spectrum through dual-use technology and systems or due to doctrine and
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strategy related incentives and pressures makes conventional-nuclear intersection
a strong feature of the third nuclear age. This invariably dominates conventional
operations and operationalization of conventional deterrence as they induce cau-
tion in adversaries and forces them to play by the rules of instrumentalized con-
ventional strategies where operational-level environments is shaped over time
with tactically offensive strategies and nuclear ambiguities are introduced. These
tactically offensive strategies are sequential as brought out in the first chapter and
in essence instrumentalize defence-dominant operational-level strategies and in
turn defence-dominant nuclear strategies, towards tactical military objectives
that yield operational-level outcomes over time.

The mix of missiles conventional, cruise, hypersonics, and missile defences in
addition to capabilities like cyber, electronic warfare, and drones that make up
concepts like kill web eventually feed into a cross-level instrumentalized con-
ventional strategy where nuclear ambiguity is instrumentalized towards buttress-
ing operational-level conventional capability and deterrence, and the defence
dominance at the operational level serves to increase the offence dominance at
the tactical level which is used for peacetime coercion. This is an offence-defence
integration at different levels of the conflict rather than systems. This allows
room even for iterative crises where the conflict envelope is pushed in each itera-
tion with established thresholds coming under pressure over multiple iterations
unless there is enough spacing between crises which is essentially contextual
to the dyad. These iterative crises, depending on their scale, could technically
bifurcate the conventional conflict spectrum into two separate kinds of crises
where one kind has a lower scale but are intermittent and cyclical, and second,
where the scale is larger and nuclear ambiguity is instrumentalized to limit the
scale of the conflict at the operational level, thus establishing a key feature of the
third nuclear age where small-scale crises are frequent and appear with a nuclear
overhang and potential for escalation.
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CONCLUSION

Instrumentalized conventional strategy is a concept that essentially seeks to
establish linkages between different domains, technologies, and military strategy
in a conflict spectrum which is essentially a conventional-nuclear continuum
rather than a conflict spectrum which is divided into discrete levels of conventional
and nuclear warfighting space. Strategy and technology both have contributed
to shaping the conflict spectrum this way, and so the topic of conventional
deterrence or nuclear deterrence demands to be treated and tied within a unified
concept and requires unified military doctrine. Conventional deterrence is still
pivotal, but the nature of the conflict spectrum and fait accompli—based military
strategies introduce the dimension of sequence in deterrence and strategy.
Sequential strategies inherently allow for two things: first, crisis progression
and, second, merging of different levels of the conflict: tactical, operational,
and strategic which correspond to peacetime coercion, intra-war deterrence,
or escalation control, and conventional-nuclear intersection respectively in
the conventional strategy space. Peacetime coercion at the tactical level is a
compellent activity, and offence dominance is enjoyed through a strategy of
calibrated gains which requires a thorough understanding of adversary thresholds.
Conventional forces and conventional military posture at the operational level
are involved and support this activity to create new military ground situations
and establish gradual changes that can have operational-level impact over time.
These calibrated military gains are essentially mutually reinforcing with newly
acquired operational-level military posture and disallow the adversary to regroup
and mount a counterattack at the tactical level rather than essentially demanding
an operational-level counteroffensive which, due to its more ambitious military



128 Conclusion

goal, effort, and resources, inherently is pitted against the defence dominance
enjoyed at the operational level.

At the operational level of the conflict, various existing, evolving, and
emerging technologies and concepts driven by those technologies contribute
to the defence dominance and allow for intra-war deterrence and escalation
control to be practised at the operational level. At this operational level the
operationalization of cross-domain sensing and shooting could allow kill chains
to evolve into more lethal kill webs that create a common operating picture
with platforms based on land, sea, and air and combine capabilities in the cyber,
electronic, and space domains. This presents an unprecedented level of situational
awareness through a large sensor density in the battlespace that, combined with
great accuracy, precision lent through intelligent weapons, missiles conventional,
hypersonics and cruise, unmanned vehicles and unmanned autonomous vehicles,
allows offensive capability that is very effective. By its very nature the kill web
introduces speed warfare that is as effective as it escalatory, but this is moderated
by the established military doctrine based on an instrumentalized conventional
strategy. Kill web is at the heart of the concept of throwing in operational-level
deterrence and capability at tactical-level conflicts, thus erasing the distinction
between the operational level and the tactical level and is a key feature of the
third nuclear age. This kill web is supplied with mass by the introduction of
drones that could potentially be more escalatory when they are used at the
tactical or the operational level both as a means and as a target, as they incentivize
kinetic action. These capabilities are brought into a single and joint all-domain
command and control that allows kill web to support defensive objectives at
the operational level, though they also afford offensive capability to conduct
missions in operational rear areas. This kind of command and control is likely
to face a trade-off between having a more effective, highly autonomous but
potentially escalatory system of systems versus having a system of systems that
are less effective, autonomous with a human in the loop with potentially greater
control over escalation and progression of crises.

Instrumentalized conventional strategy instrumentalizes conventional
capability at the operational level towards peacetime coercion at the tactical level,
but the sequential nature does not end here and it also instrumentalizes nuclear
ambiguity towards operational-level conventional deterrence. Essentially this has
the ramification that hitherto nuclear deterrence served only existential threats
but now it has role to address even threats in the conventional spectrum by
limiting the potential of conventional capability at the operational level available
to the adversary. This is largely due to expansion in the conventional-nuclear
conflict spectrum intersection on counts of, first, ambiguity related to targets
and, second, ambiguity related to means. Dual-use missiles, weapon platforms,
co-location, or co-mingling of conventional and nuclear arsenals and, above all,
dual-use nature of situational awareness capabilities that serve nuclear as well
as conventional operations contribute to this entanglement or conventional-
nuclear intersection. Non-kinetic capabilities like cyber and electronic could
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crucially threaten the dual-use situational awareness capabilities with reversible
or permanent effects, effectively pushing the conflict in the conventional-nuclear
intersection. There are other trajectories, some by design and some of which
are not by design but provoked by a strategy like the generation of first-strike
stability issues, that could allow for a conventional-nuclear transition in the
conflict spectrum. These are the use of tactical nuclear weapons as a means of
attaining status quo in a conventional conflict or their use for demonstrative
purposes when critical military interests are at stake. Use of long-range
conventional missiles for hitting critical leadership or nuclear infrastructure
targets that might provoke a nuclear response. Drones and kill web also provide
the capability to make nuclear second-strike capability vulnerable especially in
the undersea domain which is considered relatively invulnerable, and this could
generate a route for nuclear escalation due to the “use or lose” dilemma. In
the nuclear realm if a state has a “damage-limitation” strategy, then even in a
conventional war if its early warning and situational awareness capabilities are
threatened, it could provoke a nuclear strike while its nuclear infrastructure is
operational and dual-use C3I capabilities are intact. That states are willing to use
nuclear ambiguity or escalation prospects towards escalation control also allows
space for misperception, miscalculation, and escalation spiral and is a key concern
around the third nuclear age. Instrumentalized conventional strategy essentially
seeks to control such crises by ensuring intra-war deterrence, iterative conflict,
and gradual operational-level gains attempt to balance the trade-offs involved
in the use of new technologies and the entire conflict spectrum to guide the
progression from tactical to operational in a calibrated but deliberate manner.
Due to the sequence aspect, there is a lot of thrust at the local-level military
equation in this kind of strategy. Overall deterrence can only be as effective as
local-level deterrence or balance of forces or balance of capabilities. Even with
this balance adversary forces will look to exploit the offence dominance in time-
space at the local level. This would make local force posture fundamental to
maintaining overall deterrence between nuclear-armed states and for the nuclear
revolution understood as the absence of direct conflict between nuclear-armed
adversaries, as this will introduce a fundamental change with frequent direct and
iterative crises. Two kinds of frameworks could be used to assess such strategic
stability. One could be the traditional understanding of segregated conflict spec-
trum with separate deterrence frameworks of conventional and nuclear deter-
rence, and second, a framework that sees the conflict spectrum as one single
entity with the concept of military deterrence or integrated deterrence which
could be an area of future research for scholars. This has implications for where
arms control efforts should focus and might get complicated for the same reason
which is to first untangle the entanglement. This could be a difficult proposition
to achieve given, first, if its deliberate strategy by the adversary to instrumen-
talize nuclear ambiguity; second, even if the adversary is willing costs involved
in segregation might not favour such segregation; third, such segregation could
allow the more competent conventionally capable nuclear state to target the
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weaker conventional adversary’s conventional kill web. A second important con-
versation could revolve around the kind autonomy that is bestowed on the joint
all-domain command and control for the kill web. The norms around the level
and nature of this autonomy are likely to face a trade-off between effectiveness
and escalation and, left to individual nuclear-armed states, could be a cause for
inadvertent escalation in conventional conflicts even if instrumentalized conven-
tional strategy is operational in the dyad. These impediments could imply that
the space for arms control strategies may likely shrink in the future, giving way
to more dependence on deterrence for stability unless a major breakthrough is
made in this area or a new technology makes it possible to lessen target or war-
head ambiguity. Dependence on deterrence is likely to focus on military posture
and forward deployment of forces for either deterrence by denial or deterrence
by punishment strategies where the latter is geared more towards intra-theatre
targets rather than inter-theatre targets for a military response. One way to sur-
mount this challenge could be to devise some sort of theatre or very limited
versions of arms control which are contextual and local in nature while efforts
are on to achieve more grander versions for arms control at the international
level. This is with the understanding that political intent will matter a lot, and
technology is being led by strategy, not the other way round as the key to TNA
is that ICS-based strategies have essentially come into force because the political
intent is offensive.

In essence, therefore, the third nuclear age is a sum of developments in the
conventional and nuclear domain in terms of both technology and strategy that
shape conventional deterrence and make it pivotal in both lower- and higher-
order conventional conflicts. However, emerging technology per se is not as
much responsible for the “strategic complexity” that is attributed to it in the
third nuclear age, and to a large degree conscious military strategy and related
decisions are still primarily responsible for this complexity.
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