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Preface

5G and 6G networks are expected to provide virtually-unlimited-gigabit and
ultrareliable connections to people and objects, when and where it matters,
supporting diverse use cases with an extremely demanding range of
requirements (in terms of latency, throughput, reliability, coverage, and
security, cost targets, etc.). However, building a network that supports a
diverse set of new services, all of which can be set up, dynamically
reconfigured, scaled, and torn down at a moment’s notice, introduces
several challenges.

The network’s performance, coverage, and capacity should be constantly
assured to satisfy the requirements of the active services. Any fault or
degradation that might adversely impact the services should be resolved.
Furthermore, unprecedented operational agility is required to allow services
to be rapidly deployed, dynamically adapted, and continuously and
seamlessly assured — similar to the way in which cloud providers offer on-
demand, managed cloud services.

Each and every service spans multiple technological domains and is
composed of cloud resources, connectivity, virtual and physical network
functions, augmenting services, and application logic. The network includes
hundreds of thousands of network functions and each function has multiple
versions. In addition, 5G and 6G run on a virtualized infrastructure and are
designed with a fully programmable approach to software and
microservices, capable of supporting diverse use cases. This makes the
network exponentially more complex to operate and manage. When we add

distributed clouds, heterogenous networks, the 10X densification of RAN



sites, meshing, and integrated multisupplier technologies to the mix, we
introduce even more complexity, driving up the timescale and cost.

The accelerated worldwide deployment of 5G networks drives a radical
change in the way networks and services are created, orchestrated, and
managed. Evolving toward zero-touch and full end-to-end network and
service automation have become an urgent necessity to manage this
complexity and deliver services with agility and speed while adapting,
assuring, and ensuring the economic sustainability of the highly diverse
service portfolio. The ultimate target is to achieve the highest degree of
automation while enabling fully autonomous operations driven by high-
level business goals and policies. The autonomous networks will be able to
self-manage and self-organize (configuration, healing, assurance,
optimization, etc.) without human intervention beyond the initial transition
of the business intents.

Realizing this vision requires a novel end-to-end architecture framework
and enablers designed for self-management, near-real-time closed-loop
automation, and optimized for data-driven analytics. Advanced machine
learning (ML) algorithms and artificial intelligence (AI) will be essential
tools to deal with the complexity and the diverse services.

End-to-end automation is a challenging objective and represents the
industry’s collective target for the technology evolution in years to come.
The key components for increasing automation include the expression, as
well as the translation, of high-level abstract business goals (e.g., intents)
into efficient and impactful actions, deployment and interaction with closed
loops, real-time data collection, extraction of meaningful insights from data,
analytics and intelligence, and orchestration and resource control.

The practical implementation of an intent-based network requires

substantial automation technology embedded in the network. The



translation of the intent into efficient and impactful actions in each context
requires self-evaluation and self-measurement capabilities. Many of these
aspects still require further research work, learning, and sharing of best
practices and guidelines in applying them in operational service providers’
environments.

Autonomous networks rely on analytics and intelligence to learn, reason,
produce causality analysis, predict, etc. The networks should be able to
execute even in conditions of uncertainty and lack of knowledge or in cases
of aleatory (randomness/variability). Analytics can learn from collected
information, identify patterns, and generate models for various optimization
and classification tasks. Al technologies may be used to empower the
automation processes. While Al technologies are developing and expanding
fast, some gaps must be overcome to fully leverage their potential.

Al and ML in service providers’ networking are still in the early days.
We only start to see how AI/ML can be usefully applied. Currently, Al-
based solutions are driven by use cases and work in isolation, with limited
systematic reuse. The view and use of the Al potential are limited, mainly
with ML and deep learning at the descriptive and explanatory levels. Al is
still resource-hungry and works on big dump data. The integration of Al in
network and service automation still requires significant human
involvement in all steps of the Al development and operation processes.

Automation 1s not only about technology. It requires changes in the
processes and the mindset of people. Trust is a key barrier for adoption and
building it will be a continuous learning process; as more automation and
Al-empowered closed control loops are deployed and start to operate
safely/efficiently, human trust will increase and the requirement for a level
of supervision/visibility will diminish. The purpose is to apply transparent,

reliable, and robust automation. To increase the comfort level of the human



in automation, a level of supervision and transparency is needed. The ability
to explain and trace the machine’s decision-making process and the
reasoning behind the decisions are key in supporting it.

The use of Al in network and service automation will evolve
incrementally to the ultimate goals of realizing zero-touch intuitive Al and
autonomous operations, leveraging machine reasoning and symbiotic
human—ALI interaction.

This book explores the megatrends and wireless evolution jointly
influencing the development of network and management technologies.
Chapters 1 and 2 will provide an overview of the technology, industrial, and
standardization landscape to understand the need for automation, their
technical means, and the main standard definition organizations producing
relevant studies, reports, and normative specifications. Next, each of
Chapters 3-13 provides a deeper view into one of the key technology
enablers of network management automation and network autonomy,
starting from fundamental and established ones, and building toward
increasingly specialized and advanced topics. Chapter 14 provides a
summary of the book and an outlook on the technology trends shaping the

future of telecommunication systems.
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1
Trends and Catalysts

DOI: 10.1201/9788770041478-1

The first generation of digital cellular mobile networks was designed to
support voice communication on the move at large nationwide commercial
scales. Since then, the technology and system architecture of mobile
networks have evolved along the developing requirements toward
increasingly diverse services including packet based data services, low
latency communications, high speed mobility, private networks, and many
more. The requirements and the corresponding technological advances
partly originate from trends within the wireless industry itself (including
both cellular and other technologies) and partly from megatrends started by
adjacent verticals (industry, digital twins, enterprise automation) or by
innovations at a global scale (metaverse, cloud, Al). The technical evolution
of the mobile networks has not only impacted the services but also the
operational workflows and experience of the communication service
providers. The most influential factor has been the gradual adoption of
automation technologies (up to and including native Al) and the resulting
increase of network autonomy. The integration of such technologies into
network and service management have created not only new capabilities but

also additional complexity that needs to be handled by the technology itself.

1.1 Introduction

The current fifth generation of mobile cellular networks and the

corresponding network and service management techniques are products of
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evolution along several technological paths, some of which have spanned
multiple decades. The evolution is influenced by many factors. On the one
hand, systematic evolution within the telecommunication industry has
defined increasingly ambitious functional and nonfunctional requirements
for mobile systems to cope with the growing traffic demand of end users
and applications. Each network generation had to fulfill the design
objectives by advancing the technologies of the radio and core network
domains, also coevolving the network and service management capabilities
to provide service providers with the means of governance and operations.
On the other hand, cellular networks have been evolving in parallel with
other technologies including other (sometimes competing) wireless
technologies, networking in general, information technology (IT),
computation hardware, clouds and data centers, data science and
algorithms, and AI/ML. Adopting solutions from parallel technology tracks
answering the needs of common megatrends has been another means to
extend the capabilities of cellular systems, with the speed benefit of
shortening the path from design to implementation through proven and
established technologies.

This chapter will provide an overview of the requirements from various
networking roles that are shaping the telecommunication design goals,
tracking the impact of expectations by the end users, network operators, and
more recently, adjacent vertical industries. A more detailed discussion will
be devoted to the analysis of trends in the closest confines of cellular
networks, that is, the group of wireless communication technologies,
positioning cellular networks as trendsetters in specific technologies related
to spectrum allocation. Next, the chapter will discuss megatrends
influencing the evolution of telecommunication and cellular networks from

outside of their own domain. This is followed by a closer look into the



evolution of network and service management, showing how the initial
attempts at automation per use case had to be replaced by a more systematic

methodology resulting in the concept of intent-based automation.

1.2 Requirements of Automation in Mobile Networks

Mobile networks are used, owned, and operated by different individuals or
entities, having different roles and objectives, and therefore imposing
different requirements and demands on the system. This section will first
provide an overview of the entities and roles, followed by an analysis of
their requirements, with the aim to collect drivers behind the trends forming
the evolution of the networks especially from the management perspective.

In the context of using, owning, and operating mobile networks, three
major roles may be identified: first, individual end users (so-called
subscribers); second, the traditional network operators or communication
service providers, operating the network infrastructure to provide services
to subscribers; and third, vertical industries integrating telecommunication
technologies and services to enable or enhance their own systems and
solutions.

Subscribes use terminal devices to interact with networked applications
that use telecommunication services (e.g., accessing content from the
internet via mobile networks). Their primary use case and expectation is to
access their devices and applications anytime, anywhere with good quality
and no technical issues. Any obstacle to having an instant experience
through their devices, regardless of its origin, immediately creates
frustration [1]. This requires full coverage and availability from the network
side, with a quality of service that provides a good end-user experience
while interacting with digital applications and content, and this has to be

available regardless of location, time, and mobility.



Network operators own and control all technical assets (spectrum,
network equipment, services infrastructure) required to provide
telecommunications services to their subscribers. They purchase network
equipment, software, and solutions from usually multiple vendors, and sell
telecommunications services to end users and business customers. Operator
expectations and responsibilities include capacity, quality of service,
availability, and reliability, as well as cost, efficiency, and manageability.
Capacity means that the network technology scales to support high user and
device densities. Quality of service means controlling service performance
parameters such as band-width, throughput, latency, and jitter, which are
partly required to satisfy enduser expectations but also motivated by
regularity requirements Similarly, availability (percentage of time in which
an entity is operable) and reliability (mean time between failures of an
entity) are also due partly to end-user requirements, and partly to regulatory
and operational requirements.

Cost, efficiency, and manageability are clearly operational expectations
to be supported by network and network management technology and by
the operator’s own internal processes. Cost and efficiency mean the cost
associated with providing a specific level of service or functionality. Cost is
usually a multidimensional measure consisting of HW/SW cost, resource
cost (frequency, bandwidth, compute), human staff, etc. High efficiency and
low cost are optimization goals, for example, to achieve the same level of
service with less cost. Manageability refers to the ability (with associated
effort and cost) to deploy, configure, operate, monitor, troubleshoot, and
evolve a network and its services according to the operator’s business goals.
It is impacted by reliability (due to the potential need for manual
intervention at failures), level of automation (self-configuration and self-

management), and system flexibility (effort needed to change policies and



operational goals or introduce new services). Manageability can be
significantly improved through technologies that enable network
automation and reduce the complexity that requires manual workflows to
handle.

The third role is assumed by the vertical industry, that is, industries or
sectors with their own technologies and businesses (e.g., production,
manufacturing, and logistics) where networking (especially wireless) is not
the primary product or main technology component of the overall solution.
Rather, industries integrate telecommunications as one of many
technologies into their technical assets to build solutions that deliver their
own business goals. The expectations from vertical industries are thus
formulated from the perspective of the industry rather than through direct
telecommunication service specifications. The industrial expectations must
be actively transformed into telecommunication requirements that can be
fulfilled by the network. This creates a semantic gap between the industrial
application of telecommunication compared to traditional CSP business
where the end-user subscription packages directly map to telco services.

Vertical industries might have extreme requirements in terms of
traditional quality of service, including availability and reliability, as well as
impose new requirements such as time-sensitive communication (TSC) and
deterministic services that are not regularly required by mobile broad-band
use cases. Industrial use cases that may need high availability and TSC
include industrial automation, production quality control, preventive
maintenance, and cyber-physical control applications that may involve
communication between industrial digital twins and their physical

counterpart (Figure 1.1).
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Figure 1.1 Illustration of robot control use cases requiring time-
sensitive communication.<l

Availability is measured in a number of nines, such as five nines meaning
99.999% availability of the time. Availability not only means accessibility
of the system (such as the operator being able to log in or query status
information through a management interface) but also the network’s
capacity to fully function according to the end-to-end service requirements,
such as being able to enable services with predefined SLAs. Five nines of
availability translate to no more than 6 minutes of downtime yearly. This is
the availability requirement for standard voice and data services [2], and it
already assumes a robust system with built-in redundancy and automatic

resiliency mechanisms on protocol layers and resource/domain controllers.



With the vertical industry integrating telcos into their critical operational
technologies, telecommunication systems are challenged on two fronts.
First, the complexity of the services increases, due to the diversity of
machine control loops and physical—virtual interactions extended over the
network, resulting in a variety of more stringent delay, time-sensitive, and
deterministic services. Second, orthogonal to the expansion of services, the
system’s availability needs to increase to six nines, or 99.9999%, meaning
less than 30 seconds of yearly downtime for critical machine types of
communication [2]. Clearly, at such a level of requirement, there is no room
for any manual intervention and any degradations of resource, network, or
service level must be prevented rather than resolved. This can only be
achieved with highly automated network and service management
mechanisms supported by technologies that enable the network to
autonomously predict and prevent any potential issue from escalating to
service degradation or downtime.

Integrating telco technology into the vertical industry’s solutions imposes
new security and integration requirements to the network in addition to
what was already discussed with the services. Security considerations that

are specific to industrial environments include:

e Security of devices (often legacy ones) that have no built-in protection
against IT attacks (e.g., sensors and cameras) are physically more
accessible (and thus prone to tampering), and have constrained HW
resources that prevent the integration of extensive on-device security
mechanisms.

e Separation between network traffic for operations (e.g., product line
automation) and general I'T/communications (e.g., access to web or

timesheet management) over the same network infrastructure.



» As the network becomes a part of the critical infrastructure, it also has
to contribute to the industry’s established functional and nonfunctional
safety principles, including the safety of physical assets, and above all,
the safety of human staff. This requires a risk assessment and the
development of protection measures to prevent network problems that
may propagate to machine failures that might even endanger operator
personnel.

e Data security and ownership, especially if using cloud technology, may
be critical to remain at the industry’s physical premise or at least
within the organization’s intranet. This limits or completely blocks the
possibility of using public cloud services or sharing infrastructure
(e.g., via slicing) with commercial networks, promoting the use case of

industrial private networks.

Unlike CSPs, vertical industry engineers and operators are traditionally not
telecommunication domain experts. They already operate a mixture of
technologies that are the industry’s core assets. Gaining expertise in yet
another one, such as 5G, would need significant investment, whereas 5G
would not become their business selling point but a supporting technology.
Integrating 5G into the industrial system, processes, and workflows would
be more compelling if the 5G itself supported seamless integration into the
operational technology and end-to-end business solution (e.g., production,
manufacturing, and logistics). This again imposes a set of requirements on
industrial 5G deployments and in general on telecommunication systems

supporting industrial communications, such as

o Capability of autonomously creating the communication services

necessary to support the industrial processes, without having to create



detailed telco service profiles using the complexity of telco domain
language and configuration.

e Dynamically adapt the network’s behavior to the changing conditions
on the industry floor such as moving robots or AGVs, or virtual
industrial assets such as DTs, to always operate according to the
industrial use case requirements (e.g., availability, robustness,

resiliency, determinism, and e2e performance).

The above requirements assume both a high degree of autonomy in the
system and high-level technology-agnostic management interfaces for
governing the telco networks. Automation and ease of operation are also
priorities of the CSPs; but while CSPs try to optimize the cost and
efficiency of owning and operating networks that have by and large been
deployed and functional as a primary source of revenue, for vertical
industries automation and ease of integration and operation of networks is

essential already for the adoption of the technology in the first place.

1.3 Wireless Communication Trends

Although cellular mobile networks are at the forefront of global
telecommunication systems and large wireless communication, it is not the
only widely used wireless technology and it is not evolving in isolation.
Wireless communication standards and technologies have evolved to
address different core use cases and requirements. As technology evolution
increased their capability beyond their initial scope, some use cases and
deployment scenarios have become supported by multiple alternative
technologies, creating the potential of integrating multiple accesses within
the same system. This not only increases the technological diversity but
also the adoption of once-distinct use cases and deployment scenarios

across technologies.



As a starting point, two fundamental communication use cases could be
identified:

1. Wireless networks for local and personal low-cost, best-effort, plug-
and-play deployments, for example, personal area networks,
communication at home, and private broadband internet access,
usually at a physical location that is privately owned by the user.

2. Large-scale commercial telecommunication services with regulated
requirements on availability, reliability, and service quality, providing
always-on services at a global scale over coverage areas of

geographical proportions.

Table 1.1 provides a comparative overview of the key attributes of the two

different wireless communication use cases.

Table 1.1 Key attributes of the personal and commercial wireless use

cases.&!
Attribute  Personal Commercial
Technology Wi-Fi, Bluetooth Shared Cellular mobile Exclusive
Spectrum  access (unlicensed) access (licensed) High spectral
allocation  Distributed channel access efficiency with central TX
Channel mechanisms with accepted  scheduling, scales to a large
access negative consequences on  number of active devices,
TX delay and spectral guaranteed transmission
efficiency opportunities
Mobility Mostly indoor, static, or Indoor and large-scale outdoor,
nomadic mobility, seamless roaming across large
acceptable interruption areas, no acceptable
while on the move interruption due to mobility

The most prominent representative of personal wireless networks is Wi-
Fi, whereas commercial networks are globally dominated by 3GPP cellular

technology from 2G to 5G (with research and standardization already



ongoing toward 6G). Therefore, in the rest of the discussion, the Wi-Fi
family and the cellular mobile networks (especially the 5th generation) will

be used as examples to illustrate wireless technology trends, depicted in

Figure 1.2.
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Figure 1.2 Key cellular and Wi-Fi functionalities and expansion
to adjacent areas.<]

The technical differences between Wi-Fi and cellular are due to primarily
addressing separate demands and use cases, which influenced their
architecture design and carry over to impact their operation, services,
scalability, and reliability. In the era of 2@, the core cellular design targeted
voice service with seamless mobility over large-scale coverage, which was
secured by becoming the first global international standard for cellular
mobile. From this core service domain, which the subsequence generations
up to 5G, it has expanded to packet-switched data services, first best effort
than gaining quality of service capabilities; high-speed mobility; expansion
to small cells and indoor, as well as to high altitude platforms and
nonterrestrial satellite networks; from large scale commercial deployments
to industrial private networks. Wi-Fi, on the other hand, started as a

technology for short-range data connections with stationary or nomadic



mobility profiles; and private usage (even just with a single access point)
where the user is also the owner and operator of the equipment (access
point); and over nonlicensed spectrum that requires no coordination or
regulation among users (apart from basic spectrum access rules and
transmission power limits). Since its beginning, Wi-Fi has evolved to
support high data rates comparable to LTE and even 5G (up to multiple
Gb/s), better spectrum coordination to resolve scalability issues due to its
initial contention-based MAC (now supporting OFDMA in Wi-Fi 6 [3], the
same spectrum access used by 3GPP radio access since LTE), and more
advanced scheduling schemes such as target wake time (TWT) [4] that
enables access points to deterministically schedule transmission
opportunities to selected devices. Wi-Fi was even the first to penetrate new
markets such as connected cars, with the Wi-Fi derivative Dedicated Short
Range Communication [3, 6] being the first technology enabling direct car-
to-car communication to implement V2X use cases [7]. However, 3GPP
responded with the creation of the Cellular V2X standards [8, 9, 10, 11],
catching up with its device-to-device direct communication support that has
not been a focus of any previous generations due to the heritage of the
prevalent UE-to-base-station communication originating from the earliest
cellular network design principles. This shows that trends in wireless
communication impact all wireless standards, at least in use cases where
both technologies have comparable offerings or stakeholders of the
technology see a potential market share.

The alternative evolutionary path of Wi-F1 and cellular networks has led
to key differences in network ownership and operation, services, scalability,
and reliability. Regarding Wi-Fi, anyone can own, install, and operate
devices certified to be used in the ISM bands (where requirements of

channel conformance, such as TX power limitations, and listen-before-talk



mechanisms are implemented and enforced by the device itself). Wi-Fi
networks comprise individual access points providing IP connectivity with
traditionally no guarantee (best effort) on availability, reliability, bandwidth,
latency, etc. Some mechanisms have been proposed to improve QoS
through Wi-Fi multimedia support [12] and more deterministic spectrum
access through OFDMA and TWT in Wi-Fi 6 [3, 4], however, they do not
match the spectral efficiency, device density, and QoS guarantees cellular
networks can provide. Without support for those mechanisms both by the
Wi-Fi access point and the terminals, a high number of devices significantly
degrade Wi-Fi performance due to contention-based channel access
mechanisms. Most consumer Wi-Fi access points need to be managed
manually and individually, however, proprietary management solutions
exist in the enterprise segment supporting cloud-based central AP
management and even cross-AP interference control mechanisms, but such
capabilities are not standardized.

Cellular networks are deployed and managed by operators who own
licensed spectrum that only their network equipment and devices of their
subscribers may use. Regulations on spectrum use (e.g., max. TX power)
apply to the network equipment and UEs. The operator may provide
dedicated guaranteed services to users (due to exclusive spectrum usage,
centrally scheduled radio interface, and dedicated quality of service
mechanisms) Operators own disjoint spectrum; no interference is possible
between different networks. Cellular technology scales to nationwide
networks with 10-100 thousand base stations under the same operator’s
management. Performance is maintained even with high UE density.
Mechanisms exist for interbase station coordination, load balancing, and

real-time optimization in a standardized manner.

1.4 Formative Megatrends



Technology megatrends are trends influencing the technical evolution
(research, standardization, development, and productization) of multiple
industries roughly at the same time and in similar directions. Megatrends
are driven by fundamental technologies that become relevant for adoption
by multiple industries, or pushed by demands and requirements from users,
operators, or other stakeholder groups that share an interest or are targets of
multiple industries. This section will discuss recent influential megatrends
that impact the evolution of the telecommunication sector.

Virtualization, cloudification, and softwarization. This trend developed at
the data centers of web scales, producing technologies such as containers
(e.g., Docker [13]) and container management platforms (e.g., Kubernetes
[14]). The adoption of virtualization and containerization in cellular
networks started with the 5G, the first cellular generation with service-
based core network functions [15] that fit the model of micro-services and
dynamic orchestration enabled by this technology trend. During the first
wave of adopting the wvirtualization concept, containerized network
functions have become the norm of deployment and operation in 5G core
networks. A second wave of adoption is ongoing to bring the same
technology to the access network, creating cloud RAN and virtualized RAN
solutions. 0-RAN [16] is one of the advocates of disaggregated RAN
architecture and produces RAN standards that fit this paradigm (see also
Chapter 2). As a consequence of this trend, dictated by the all-software-
based implementation of network functions or the “softwarization” of telco,
1s to increasingly adopt software methods and mechanisms such as REST
APIs in how the network functions interact with each other and how their
capabilities are exposed. This enables network capabilities to be consumed
through service APIs and makes network integration technologically similar

to software integration. However, this alone does not solve the need for



deep technical telco knowledge to perform the integration as APIs, although
technically fitting regular SW APIs like [15, 17, 18], may be still very telco
specific.

Increasing utilization ofAl and “Native AI”’: AI/ML is a technology that
has a very long history with theoretical concepts such as the neuron being
decades old [19]. However, practical implementations providing results that
outperform classical algorithms, manual feature engineering, or statistical
analysis have only been achieved in the last decade [20]. Deep learning
training algorithms require both a large amount of training data and a
sufficiently large neural network, which must be matched with compute
power that was not available at the time of conceptualizing the foundations.
Leveraging the increase and concentration of compute power at data centers
(partly as a byproduct of the previous trend discussed above) and the
development of accelerator HW including GPUs, the AI/ML landscape
rapidly developed into a variety of techniques and use cases.

The flagship deep learning use cases were targeting tasks that mimic
human perception: handwriting and text recognition, speech-to-text,
machine translation, computer vision (including object detection such
subcases like face recognition), and various games such as chess, Go or
of human capabilities such as reading, speaking, manipulating language, or
playing popular games, the performance of Al solutions could be
interpreted easily and intuitively, which is a great benefit for algorithm
evaluation and development. Additionally, AI reaching human-level
capability in selected tasks could be published in popular media to the
general public [25], establishing Al’s reputation as one of the biggest
contemporary technology trends impacting not only industries but also

everyday life. On the technical side, training AI models where human



perception is the benchmark also makes it easier (or even possible at all) to
produce labeled datasets. These attributes have driven the research of Al
techniques toward supervised learning and a variety of models that
specialize in categories of use cases such as convolutional neural networks
[26] for image recognition and object detection [21], recurrent neural
networks [27] for sequence analysis including machine translation and
natural language processing (NLP) [28, 29], or new training methods such
as reinforcement learning for computer games [30].

Meanwhile, the digitalization and softwarization of industries including
telecommunications have led to large datasets that have become impossible
to analyze, operationalize, or monetize using manual or traditional
statistical methods. With Al already becoming a promising technology for
data processing and a catalyst for successful new machine capabilities that
were previously impossible, the trend of applying Al to industrial data
emerged. Industrial data, unlike human perception type of data (e.g., text
and 1mages), i1s comprised of numerical data series, software logs,
configuration files, or other structured data that were meant to be
interpreted programmatically. Approaching such computer-oriented datasets
with an Al technology that was largely driven by human perception tasks on
labeled datasets has multiple long-lasting impacts that are setting the telco

industry trends on applying Al still to this day:

1. The lack of labeled training data in this field makes many Al
architectures and pipelines well-performing on human-centric tasks
underperform on industrial datasets. This has motivated to research
and invest in unsupervised or self-supervised training algorithms. For
such algorithms, however, it 1s challenging to define a clear benchmark
that sets the limits of achievable performance, or to even have clear

expectations on the outcome of the algorithm itself.



2. The output of Al algorithms on industrial data is not intuitive and hard
to interpret (given that the input was already like that). This has led to
new explainability and trust issues related to accepting and using the
results of Al, some of which are still open today (see Chapter 4). In
contrast, explainability was not a question when the Al model directly
produced a result that belongs to the native human perception and
comprehension, such as classifying or annotating an image. The only
question was how to debug the model if the result is not correct but not
the evaluation of the result itself. The correctness problem still persists
today, including the universal security case of adversary attacks, which
will be explored in Chapter 4.

3. The private ownership and sensitivity of industrial datasets (mostly by
the producing organization and containing confidential data) have
driven the adoption of federated training algorithms, that do not
require all training data to be centrally available and processed on a
large compute resource. Apart from the privacy-preserving benefits of
federated learning, it also makes training scalable on deployments
where compute resources are traditionally distributed across many
physical sites and locations, such as telecommunication edge clouds or
even the RAN itself [16]. Even when using on-demand cloud
computing platforms, distributed learning brings economic benefits as
it is more expensive to rent a single virtual machine with large
computing power than to have the same cumulative power distributed

across more but less powerful machines [31].

In addition to the above trends in the evolution of Al techniques and the
application of Al, an orthogonal trend is for the telco system to become “Al
native.” While AI native is not a standardized attribute, it is usually

interpreted as having a network architecture that explicitly supports the use



of Al models for implementing network functionalities and management
capabilities, as well as systemic support for managing the Al models and
related workflows such as training data collection, model training,
deployment or performance monitoring [32]. Al native network not only
uses Al for its own operation but also has to operate the Al technology,
leading to new management scopes, which are discussed in Chapter 5.

Generative models and large language models: Generative models are
Al models that produce an extensive amount of output that may be similar
to their training data or input domain. Generative models have been used
even before they became popular, for example, recurrent neural networks
producing machine translation of an input text are also generative models.
Yet, the term generative has been popularized with the generative
adversarial network (GAN) architecture that was successful in use cases
such as image generation [33] or neural style transfer [34]. Still, the most
famous generative networks are the large language models (LLM) that are
technically based on the transformers [35] neural network architecture.
Generative networks and LLMs in particular have a role in providing new
types of human—machine interactions, enabling less syntax and
technology-driven interfaces in favor of conversational interfaces [36]. The
telecommunication impacts of LLMs and human— network interfaces are
discussed specifically in Chapter 9.

Intent-based autonomous networks: While technically could be
considered two trends, intents and autonomous networks have already
converged into intent-based network automation, service automation, and
network autonomy [37]. Intents have become part of the major interests of
multiple network and telecommunication standardization bodies [38, 37, 39,
40, 41], becoming the de facto approach to network management interfaces.

Intents represent a paradigm shift in the abstraction level of the interfaces



between networks and operators or even private network owners, generally
providing intuitive, ease-of-use interactions. Adopting the intent paradigm
is by far not only an interface concern. Although intents require new means
of interaction with the network, innovating on the human—machine front
(see Chapter 8), they also require a high level of network autonomy (see
Chapters 6 and 7). Governing networks through declarative goals assume
that the underlying system is not only capable of interpreting and validating
the intents but also of composing and organizing its own closed loops to
deliver the required out-comes without being presented with an executable
fulfillment and assurance workflow. The need for network autonomy is
driving the network’s modeling capabilities, including state models,
semantic models, and decision models (Chapters 10-12) to compose fully
autonomous intent-driven closed loops.

Metaverse: Although no standard definition exists for the Metaverse,
according to a systematic literature review [42], a Metaverse may be
regarded as an online virtual space supporting real-time collaboration
among concurrent users and digital assets. The implication of Metaverse
telecommunication networks is the dynamics and distribution of service
demand generated by Metaverse use cases such as simulation, gaming,
health care, education, or other collaborative scenarios accessed through
immersive devices using augmented or virtual reality (AR/VR). Metaverse
interactions may create a large-scale on-demand distribution of
collaborative low-latency flows with joint compute and network demands
requiring flexible resource allocation and fast service provisioning.
Therefore, agility of service creation, dynamic and autonomous adaptation
of resources, real-time service management, and intent (use case) based
service fulfillment all play a role in enabling Metaverse-like demands. The

need to access scalable cloud computing with low latency (e.g., for



personalized scene rendering) is a driver for converging the infrastructure to
a cloud-network continuum [43] where distributed computing resources are
interconnected by a distributed network. Metaverse demand is different
from distributed but isolated individual streaming services or access to
cloud-based content, as collaborative users must replicate their interactions
through the virtual scene with each other in real time. The incorporation of
haptic feedback further tightens the latency requirements of the
communication channels and even brings deterministic and time-sensitive
needs similar to what was discussed for industrial use cases in Section 1.2.
Network digital twin (NDT): NDT is a recent trend that transfers the
concept of industrial digital twins to the network and telecommunication
domain [44, 45, 46, 47]. An NDT is a virtual representation of a real
operational network, or a part of it, using modeling and abstraction
techniques to simplify the complexity of the physical network. The virtual
NDT replica provides extended capabilities such as what-if analysis,
configuration validation, event prediction, and simulation and emulation,
which produce analytical outcomes or optimized actions directly relevant
and applicable to the real network. NDTs implement use cases such as
network and service management automation (e.g., supporting the
evaluation of hypothetical scenarios to calculate and validate the optimal
configuration for the real network before they are applied), closed-loop
automation (especially the analytics and decision stages that require
evaluation and planning of potential next actions in the current context of
the network and the operational or service level targets), or even providing
extra functionalities on behalf of a network function to augment a network’s
baseline capabilities without disrupting its regular operation. The NDTs
leverage many of the other technological trends, including cloudification,

AI/ML integration (including generative models), and provide a potential



means of based network autonomy. Connecting with the original DT
concept, NDTs may be useful actors in industrial networks where network
abstractions provided by NDT(s) and operational abstractions provided by
industrial DTs collaborate in order to create an end-to-end solution. A

detailed discussion of NDTs is presented in Chapter 13.

1.5 Network and Service Management Evolution

In a CSP context, network management is a collection of tasks and
supporting tools or applications that enable a network operator to
administrate, configure, monitor, and maintain a network infrastructure with
the purpose of providing communication services. On the top of an
operational network, service management performs the tasks and workflows
associated with the provisioning, fulfillment, assurance, and security of

communication services according to SLAs. Figure 1.3 shows a simplified

lifecycle of a network and its services from an operator’s perspective,
assuming, as a thought experiment, the deployment of a new network. The
first stage is the planning and dimensioning of the network according to its
location, coverage, and the expected demand for the targeted services. The
second stage i1s the deployment of the network, including installation (for
physical resources) and orchestration (for software assets), followed by
initial configuration to make the network operational. Based on the
experience collected during the deployment, the planning may be iteratively
refined. The third stage is the maintenance and optimization of the network,
both to increase the efficiency of the infrastructure serving the demand to
and adapt the network configuration to the shift in the service demand or
other environmental conditions. Short-term adaptations to the dynamics of
the services (e.g., to maintain the QoS of the service against the changing
mobility, radio, and load conditions) are handled through service assurance

capabilities that are usually autonomous closed loops acting according to



the insight collected from network and service level. Long-term adaptations
to permanent changes in the network operation or significant changes in the
demand pattern or user behavior may trigger iterations at previous stages
including changes to the deployment (e.g., increasing the size of resource
pools) or even planning (e g , through physical extension or relocation of
the network’s footprint). These actions may impact the capital or
operational expenditure of the network that requires accounting

considerations.
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Figure 1.3 Simplified network and service lifecycle model.<]

An end user usually experiences the network capabilities by consuming
services such as end-to-end communication through applications
(considering both client and server-side apps) and devices. Therefore, the
service management aspects have a direct impact on the end-user
experience. Service management, however, depends on the network
infrastructure and functions enabled through the network domains,
including cloud, core, mobile backhaul (MBH), RAN, and device, each
having its associated configuration, performance, fault, and security
management scopes. The interaction between the management domains and

scopes from an end-to-end service perspective is shown in Figure 1.4.
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Figure 1.4 Management domains and scopes from an e2e service
perspective.d

Traditionally, network management architectures followed the granularity
of the network elements, functions, or domains (Figure 1.5). Up to and
including the long-term evolution (LTE) generation of cellular networks,
the lowest management granularity was on the network element (NE) level.
A network element is a physical network function (PNF) such as a radio
base station. Before the virtualization trend was adopted by
telecommunication, core network elements such as packet gateways or
control plane entities were also physical elements. Starting with 5G, the
core network is increasingly implemented through cloud-native functions
(CNF), a transformation that is detailed in Chapter 2. Nevertheless, the
lowest network management granularity remains at the function level and
interacts with the network elements of functions directly, for any of the
scopes (CM, FM, and PM) outlined in Figure 1.4. The next management
granularity level is on the domain level, where a domain usually means a
technology domain such as the RAN, core, MBH, or (with the adoption of
virtualization) also the cloud infrastructure. Management at this level
interacts with domain controllers such as RAN controllers (for the access

network) or SDN controllers (for MBH), or through element managers. On



top of the domain level is network management, which is balancing and
harmonizing e2e network objectives including resource allocation and
optimization, utilization, efficiency, quality, or cost aspects across domains.
Network management actions may take effect through interactions with
domain managers, element managers, or the infrastructure hosting the

network functions.

Service management Management of telecommunication services (SLA, QoS)

Network management NM Management of the entire network (of multiple domains)

Domain Management DM Management of a domain such as RAN, MBH, core

; e e
Element Management EM CM/PM/FM of individual NFs
i e I 4 o
Network Element Network Function
(PNF) (VNF/CNF)

Figure 1.5 3GPP standard network and service management
hierarchy.<d

In 5G, the above management stack has been modernized to adopt a
service-based principle similar to the service-based architecture (SBA) that
was introduced in the core network domain [15]. The new architecture is
referred to as the service-based management architecture (SBMA) [48],
where the management capabilities are not organized into management
functions (as implementation units). Instead, only abstract management
services (MnS) are defined exposing their capabilities through APIs. This
modernization of the management architecture fits the second wave of the

softwarization trend as discussed in Section 1.4. Yet, the logical

management scopes and domains remain as discussed in Figures 1.4 and
1.5.



The management capabilities are implemented by software systems that
usually collect management services or functions with a specific scope.
Traditional management systems are divided into business support system
(BSS) and operations support system (OSS) [49]. BSS is concerned with
customer care, self-care, billing, and product management; whereas OSS
handles network and service aspects including planning and rollout,
provisioning workflows, network, and asset management. Additional
operations, administration, and maintenance (OAM), or in 0-RAN [16]
terminology, service management, and orchestration (SMO) [39]
capabilities include the CM, PM, and FM management scopes in all
management domains including the services (QoS, SLA), network, domain,
and element or function level. Due to the megatrends of virtualization,
softwarization, and native Al, new management scopes appeared such as
SW management, orchestration, the management of Al models, and the
security impact of Al technology. These aspects are discussed in detail in
Chapter 5.

The abundance of management scopes, domains, and granularities, all
modulated by the multivendor environment resulting in vendor-specific
tools, has led to high management complexity and fragmentation of
management interfaces exposed to the operator. Vendor-specific
management tools (such as element managers or RAN controllers) are often
further extended with operator-developed in-house tools, scripts, or
workflow automation, furthering the complexity and management overhead
with the need to keep all the tools synchronized and adapted to the changes
in upstream releases. The management complexity is underpinned by the
technological complexity of the network, its geographical scale of
deployment, the density of services, and the dynamic demand and behavior

of the users. When all of it is exposed to the network operators, it requires



an ever-increasing technical skillset and operational knowledge to create
and maintain new services.

Technical and management complexity has only been one type of
complexity faced by the operators. In attempts to simplify network
management, operators have been pushing for network and service
automation (Section 1.2). As something paradoxical, automation itself
created further complexity due to the new technologies and parameters
introduced to govern and program the automation techniques themselves.
While adding new types of complexity, automation still has not eliminated
all the previous technical complexity. This results in a spiral of complexity
in which both traditional technical complexity, as well as new automation-
related complexity are present (Figure 1.6). One of the reasons why
automation has not eliminated the technical complexity was the approach to
automation as individual domain-specific point solutions driven by bottom-
up key issues and use cases, rather than building a systematic approach of
defining automation scopes with a clear governance and coordination
structure. A representative example of point solutions is the self-organizing
networks (SON) [50] concept introduced with the LTE generation. The
scope of SON was to embed automated loops (closed loops acting without
human intervention) in the network operation, as opposed to the then
traditional open loop approach that required manual actions even to change
any of the configuration parameters (Figure 1.7). The general concept of
SON materialized in a few separate use cases such as automatic neighbor
relations (ANR) [51], mobility load balancing (MLB), and mobility
robustness optimization (MRO) [52]. These use cases were specified
individually, without any harmonization or coordination, to the extent that
when enabled simultaneously in the system, they could have been acting on

the same set of cellular radio parameters. The result could lead to



oscillations in the RAN due to parameter fighting, for example, between
MLB and MRO [53]. Also, as SON use cases were initially specified
strictly for the RAN domain, the individual algorithms were formulated
without any consideration of the end-to-end services or even adjacent
domains such as the MBH, causing suboptimal or even counter effects in
e2e [34]. Therefore, despite the goal of simplification, automation attempts
like this have rather increased complexity, contradicting the expectations of
network operators and vertical industry in terms of manageability and ease

of integration with other solutions.
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Figure 1.7 Open loop and closed loop automation.<J

Nevertheless, closed-loop automation as depicted in Figure 1.7 has been

further researched with more systematic methodologies [35, 56, 57],
advancing the understanding of network and service automation, and
merging the evolution path of intents and network autonomy into a single
influential megatrend. Intent-based autonomous networks have become a
common denominator across the approach of multiple SDOs [37, 39, 40],
working toward the common vision of zero-touch network and service
management. Zero-touch, illustrated in Figure 1.8, means a concept where
the network considers the full spectrum of input requirements (business
intents and user demand), the available resources, the system state, and
internal capabilities to derive its internal operational targets in harmony
with the business objectives and bring them to fulfillment through Al-based
service automation. It remains to explore strategic questions like how to
interact with networks; how to manifest the network to the operator and
user; or how to govern autonomous networks. Some of these questions and

topics will be opened and further discussed in Chapters 6-8.
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Figure 1.8 Zero-touch network and service management.<d

1.6 Summary



This chapter provided a brief overview of the trends and catalysis that have
shaped the evolution of mobile networks and network management in
particular into their current form. On the one hand, requirements and
expectations from network operators have set a trend to explore enablers of
automation to counter the complexity of the technological diversity and
scale of the networks and services. The extension of the scope of the
network to industry verticals has created even more stringent requirements
not only in terms of new QoS such as time sensitiveness and critical
reliability but also a need to integrate networks into industrial solutions
without having telco knowledge.

The network and automation evolution has not happened and is not
happening 1in isolation. Networking has been impacted by various
megatrends that spread common technologies into different industries.
Among the most influential trends are the full range of virtualization
solutions up to and including the latest container technologies creating
cloud-native network functions and management services across all
network domains and in e2e; the increasing utilization and integration of Al
to create Al native networks; generative Al models; intent-based network
autonomy; Metaverse; and a recent uptake of network digital twins. Next,
Chapter 2 will provide a deeper analysis of the technical enablers and

standardization impact driven by the megatrends.
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2
Technology, Industry, and

Standardization Landscape
DOI: 10.1201/9788770041478-2

Increasing autonomy in network and service management is a result of
integrating multiple solutions, which either originate from within the
networking and related management technologies or are adopted from
information technology (IT) and operational technology (OT) developments
that influence the evolution of telco through megatrends. The focus on
automation and autonomy unquestionably puts the emphasis on artificial
intelligence (AI) based mechanisms and solutions, such as Al-driven
management of networks, services, resources, and even the Al components
themselves. Putting Al at the base of the technologies also brings extra
requirements such as Al efficiency and security, which need to be solved
systematically to ensure reliable and trustable autonomy of networks.
Standardization i1s a must to ensure interworking and interoperability in
heterogeneous environments that occur due to the fragmentation of
telecommunication technologies, vendors (of both HW and SW),
operational deployments, and stakeholders. The key standardization areas
include network data, exposure and control; native Al and automation;
security and trust in the context of Al; and network digital twins. The key
SDOs include the 3rd Generation Partnership Project (3GPP), TM Forum
(TMF), Internet Engineering Task Force (IETF), European

Telecommunications Standards Institute (ETSI), Zero-touch network and
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Service Management (ZSM), and Open Radio Access Network (0-RAN)

Alliance.

2.1 Introduction

Mobile networks are complex systems of systems integrating many
different technologies (e.g., radio, core, transport, virtualization,
management, and Al/ ML), implemented by multiple vendors (e.g.,
equipment, device, and software), owned and operated by heterogeneous
stakeholders (e.g., CSPs and industrial partners), at a large variety of scale
(e.g., private networks to nationwide commercial deployments) and
different purposes (e.g., for telecommunication services, or supporting end-
to-end solutions in industrial operational technology use cases). Creating
not only working but resilient, highly available “telco-grade” systems at
such a scale of diversity and complexity would be impossible without
building on the foundation of international standards. Complex systems
must be practically segmented into interworking subsystems or components
with a clear separation of technological and administrative concerns to
allow for distributed activities in research, development, deployment,
operation, and maintenance. The resulting system should, however, fulfill
both functional and non-functional requirements such as key performance
indicators (KPI), key value indicators (KVI), and economical requirements
of maintainability, operability, ownership, and governance [1, 2, 3]. The
practical need for segmenting the system into subsystems and components
drives the need for controlled and validated means for integration and
interworking across the components. Due to the multistakeholder and
multivendor environment, integration inevitably occurs across vendor and
organization boundaries, requiring multilateral agreements on technological
(e.g., interfaces and procedures) and administrative (e.g., management)

integration points, governed by international standards.



The scope of standardization is to enable interoperability in the technical
realization of a system with predefined functionalities and capabilities while
adhering to a set of nonfunctional requirements. Standards may also cover
operational processes and governance models related to the system. In this
book, the focus will be on the technological aspects, as those are the ones
that define the fundamental architecture, functionalities, interfaces, and
capabilities of the system and drive the design choices that will end up in
agreements and normative standards.

The rest of this chapter is organized as follows. Section 2.2 provides an
overview of mega-trends that define the technology areas where both
research and development and the accompanying standardization work
define the key technology areas in network and management automation.
The section enumerates the fundamental technical enablers such as data and
knowledge management, security, closed-loop automation, human—
machine interfaces and intents, AI/ML, various modeling aspects, and
digital twinning Section 2.3 reflects on these technologies by landscaping
the corresponding work of the most prominent standard definition
organizations (SDO). The technical areas are classified into a few high-
level themes to make it easier to characterize their intersection with the
standards, which themselves have also overlapping scopes. Section 2.4
provides the summary of the technical and standardization overview,
bridging the work toward Chapters 3-13 that will unpack the detailed
technical deep dives into each technology area including their individual

standardization impact.

2.2 Technology Enablers and Industry Landscape
The evolution of mobile networks is conducted in a rich ecosystem with
many technologies that influence, interact with, and enable others. As

mobile networks have been developing, other fundamental technologies and



industries have also been evolving rapidly, such as chips and the
semiconductor industry, leading to cloud computing and AI/ML at scale;
the internet and web technologies; network infrastructure such as wired and
other (non- 3GPP) wireless systems like Wi-Fi; consumer devices such as
smartphones, [oT, and AR/VR devices; operational technologies involving
autonomous robotics; aviation and space; and many others. In such a
diverse technological evolution, generations of the mobile network
(especially LTE and 5G) have not only evolved on top of their
telecommunications legacy but also adopted the technologies of their era.
Reasons for adopting technologies in a system rather than remaining in
isolation may be economical (e.g., gain new capabilities or improve
operational efficiency through field-proven technologies rather than
investing in research and development of different ones), but also strategic
(e.g., improve compatibility with existing systems and thus scale to new
markers easier with reduced integration effort). Key technical trends that
were influencing telecommunication evolution originate from the IT,
including classical computer networks and the internet (TCP/IP and other
protocols), web (HTTP, WAP, and HTTP/2), and cloud (virtualization,
containerization, micro-service architecture, and orchestration). Recently,
Al/ ML and digital twins were also adopted from adjacent industries such
as data sciences, analytics, and operational technologies as enablers of
automation in telecommunication networks and network management.
These trends and their impact on the telecommunication evolution are

illustrated in Figure 2.1.
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Figure 2.1 Influence and adoption of technology across industries
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Adopting and internalizing technologies originating from IT, OT, or Al
not only creates new capabilities in the network functions (such as the
service-based architecture and network data analytics in the 5G core
network, or AI/ML in radio resource management) but also has an impact
on the network and service management. First, these technologies are also
available for the management as potential capabilities; and it is indeed
being exploited through AI/ML-based closed-loop automation and network
digital twins. Second, these technologies also provide new management
tasks and potential optimization opportunities that the management services
need to consider, handle, or leverage; for example, virtualization and cloud-
native functions have created the need for network function orchestration;
whereas integrating Al/ML natively into the network have created new
management tasks related to the AI model training, deployment,
performance and operation.

This book will discuss technologies mostly in the first category, that is,
technologies that are available for the purposes of network and service
management, especially with the scope of increasing network autonomy,

and related standardization work. The key technologies are visualized in



Figure 2.2. At the top, intents provide a mechanism to handle the
complexity of the various technologies including the ones providing the
means of automation itself. The next layer displays the “native AI” concept,
that 1s, the immersive role of Al is visible both from the perspective of new
capabilities provided by Al, as well as from the new management and
security aspects generated by Al itself. At the foundation is the network
digital twin concept, which leverages Al and modeling across domains and

even industries to bring automation to the level of end-to-end solutions.
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Figure 2.2 A pyramid of technical enablers of autonomy in
network and service management.<

Considering the breadth and depth of the technologies, they are further
broken down into smaller themes that will be explored in this book.
Altogether, the following 11 technical themes will comprise the next
Chapters 3-13:

Chapter 3: Data and Knowledge Management: Requirements and logical
flexible,

distribution, and analytics with aspects of controlled quality and privacy of

framework for efficient, and extendable data collection,

data delivery.



Chapter 4: Security, Trust, and Integrity: Data security with applications
to Al federated training scenarios, and security and trust impact of Al
technology focusing on ML as service deployments.

Chapter 5: Native AI/ML and the Related Management Aspects: New

management tasks emerging due to the integration of Al into native system
functionalities focusing on distributed scenarios and federated learning.

Chapter 6: Intent-based Network Management: The paradigm of system
governance through declarative intents and the necessary autonomous
system capabilities enabled by Al models.

Chapter 7: Closed-loop Automation: Closed loops in the context of
intent-based management, providing advanced autonomy through adaptive
self-learning closed loops.

Chapter 8: Human—Machine Interactions and Interfaces: The impact of
intents on the interactions between humans (operators, private network
owners, industry experts) and the network.

Chapter 9: Intent Interface Evolution and the Role of Language Models:

The technical enablers and mechanisms for using natural language as a
form of expressing intents and obtaining feedback from the system.

Chapter 10: State Models: A fundamental enabler of system-level
autonomy providing the network with self-awareness of the current and
future context of its own operation.

Chapter 11: Semantic Models and Semantic Composition: Another
enabler of autonomy by modeling the system’s own capabilities and
providing intent-based dynamic composition of closed loops, delivering
intent assurance without predefined blueprints.

Chapter 12: Decision Models: Technology enablers of data fusion and

self-learning context-based AI decision models mapping insight (state



models) and system capabilities (semantic models) to actions delivering
impact on the system.

Chapter 13: Network Digital Twin: The new paradigm in network and
service management automation, providing extended capabilities through a
virtual replica and advanced Al modeling of the network.

The selection and order of the above technical themes follow an approach
in which more generic topics are discussed first, followed by increasingly
specific and advanced ones. Reflections and references to standardization
are provided in each chapter driven by the discussion logic of the theme.
However, in practice, standardization work is governed by various
standards developing organizations (SDO), each organizing their work into
a high number of study and work items, which have their own limited scope
and lifecycle. Before going into the details of standardization activities (see
Section 2.3), a more comprehensive overview of the common
standardization areas is provided. The following four standardization areas
represent a grouping across the agenda of prominent SDOs from recent

years related to the megatrends and technical themes of the book:

e Network data, exposure, and control
e Security and trust in the context of Al
e Native Al and automation

e Network digital twin

Figure 2.3 illustrates the linkage between the book’s technical themes and
the standardization areas. As shown by the Venn diagram in Figure 2.3,
there are intersections between most of the standardization areas, with the
special case that network digital twin is at the intersection of all other areas

as it integrates those concepts and technologies into a coherent solution.



The 11 technical themes are mapped to the Venn diagram according to their

relation to one or multiple of the standardization areas.
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Figure 2.3 Standardization categories and key technical themes
of the book.<

Both the mappings of the technical themes and the intersections of the
standardization areas indicate a high level of interdependency among the
technologies. This can be attributed to the iterative nature of technology
evolution and innovation; evolving a use case or requirement with a new set
of technologies that have become available since the last revision will
create new solutions adopting what is useful from the new technologies,
and as a by-product, producing the corresponding standardization work to

make the solution multivendor, interoperable and scalable.

2.3 Standardization Framework

In most of the SDOs, standardization work is categorized either as a study
or a specification. Studies are exploratory works, reporting key issues or
technical challenges to which potential solutions are collected and

discussed. Studies are part of the approved material produced by the SDO,



but they are informative, that is, they do not mandate any implementation or
adoption for standards compliance. Specifications, on the other hand,
provide the normative standards that become the definitive guideline on
how to design and implement a system that is interoperable with other
systems following the same standard. The process of standardization is an
iterative, collaborative workflow that involves technical discussions,
interim agreements, and negotiations among the full spectrum of the
ecosystem players from chipset and device vendors through
telecommunication equipment and solution vendors to network operators
and even vertical industries. Figure 2.4 illustrates the workflow of the 3rd
Generation Partnership Project (3GPP) [4] which is one of the key and
oldest established SDOs that has a great impact both on the technical
approach and work methods of other more recent SDOs. In this book, both
normative specifications and informative reports are considered, as novel
topics often spend multiple years in the study phase, already collecting a
great amount of knowledge and reflecting the thinking and vision of the
SDO about the direction of future normative specification work. Given that
many technical themes of this book belong to exploratory areas at least
when applied in the telecommunication and network management field,
limiting the standardization aspects to approved specifications only would

have yielded a limited and biased scope.
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Figure 2.4 Overview of the 3GPP standardization process.<]

The most prominent SDOs related to the key technological themes of the
book are the already mentioned 3GPP, the ETSI Zero touch network and
Service Management (ZSM), the TM Forum (TMF), the Open Radio
Access Network Alliance (0-RAN), and in selected topics the Internet
Engineering Task Force (IETF) or the Internet Research Task Force (IRTF).

The 3GPP [4] defines the standards for generations of cellular mobile
networks and the corresponding management technology. Existing mobile
networks since GSM through LTE and 5G (and in the future, 6G) are all
based on the 3GPP standards defining the detailed system architecture,
data-plane protocols, signaling, management and security aspects of radio,
core network, various subsystems, and terminals. While 3GPP is the
definitive SDO for the fundamental cellular radio and mobile
communication technology, is also studying the impact of data-driven
analytics and AI/ML on the system. In Release-15 frozen in January 2018,
3GPP has defined service-based architecture (SBA) for most of the core
network control plane function interactions [3]. The need for SBA is driven
by technology evolution (networked APIs of micro-services) and pushback
from the complexity (specification, design, and implementation) of telco

reference point-based architectures. 5G is the first telco generation to



natively specify its CN C-plane as SBA. RAN and U-plane remain
reference point-based (but the number of such interfaces is limited). This is
a transition from previous point-to-point interfaces (integration reference
points) and greatly reduces the complexity of introducing new capabilities
and services into the mobile core network.

In the 3GPP core network, 5G brought two important novelties relevant
to data, analytics, and eventually automation. First, the Network Data
Analytics Function (NWDAF) [6] 1s a new 5G core network function that
was made possible by the transition to the SBA itself. The scope of
NWDAF is to collect and analyze network data using the services of other
NFs and the OAM and to provide analytics outputs as a service to other
NFs and to network management. Second, the Network Exposure Function
(NEF) [7] is a new network function and concept to expose the 5G system’s
capability to external entities (application functions) enabling network
programmability and the integration of 5G into other technology domains.

Similarly to the core network SBA, the 3GPP management architecture
also experienced a transition for services (Management Services, MnS)
instead of functionalities, yielding the service-based management
architecture (SBMA) [8], which shares a similar design but not to be
confused with SBA. The MnS-based management architecture creates a
clean service-based design, where only services are defined. Services are
provided by MnS producers, and consumed by MnS consumers, which are
logical roles that could be assigned to any functionality. For this reason,
management functions are no longer defined by the standard, leaving them
to implementation; a management function may be any collection of MnS
producer and consumer roles, in addition to other business logic that is
outside of the scope of 3GPP specification (Figure 2.5). This gives a high

degree of freedom in network management and enables software and



service orchestration concepts (applied together with virtualization,
containerization, and their management) to be leveraged in the

implementation of a network management system.
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Figure 2.5 3GPP service-based management architecture.<

The ETSI ZSM [9] was launched at the end of 2017 with the initiative to
define the requirements, reference architecture, and mechanisms for end-to-
end network and service management automation. From day one, ZSM

adopted a service-based architecture with management domains cooperating
through an integration fabric [10]. The 3GPP MnS architecture and ZSM



reference architecture display a common theme: management capabilities
are represented by services, which can be advertised, discovered, produced,
and consumed according to software-defined service concepts well known
from the IT evolution. The reference architecture for the end-to-end ZSM
framework is shown in Figure 2.6. Later reports and specifications of ZSM
used this reference architecture as a basis to introduce automation, such as
closed loops [11, 12, 13], intents [14, 15], and network digital twins [16,
17].
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The TM Forum (TMF) has a long history of producing studies and
recommendations addressing network operation and management issues
and hosting collaborative events for players in the telecom industry. The
TMF has been active and one of the frontrunners advocating network
autonomy [18, 19] and intents [20]. Prior to that, TMF has also been active
in Al management, APIs, and operations [21, 22].

The Open RAN Alliance (0-RAN) was formed in 2018 with the primary
scope of producing specifications of a disaggregated RAN with open
multivendor interfaces (partly 3GPP, partly 0-RAN driven). 0-RAN also
defined the architecture and platform for near-real-time and nonreal-time
ran intelligent controller (RIC) to host closed-loop control mechanisms
using AI/ML applications in the RAN. In the RIC architecture, applications
are integrated into the RAN via bidirectional interfaces, that is, not only
accessing network insight but also manipulating the network’s behavior,
especially through RRM programming 0-RAN is relevant in defining use
cases and framework for management automation in the RAN, adopting
intent principles [23], and effectively bringing AI/ML and cloud computing
to the radio edge.

The Internet Engineering Task Force (IETF) and its parallel research
organization, the Internet Research Task Force (IRTF) are traditionally the
definitive SDO for Internet technologies, protocols, and data-plane
mechanisms. However, they were one of the first SDOs to take up the
concept of network digital twins [24], produce a reference architecture, and
collect related requirements and technologies.

Although each SDO has its own scope and focus, each has one or more
of the big trends and standardization areas depicted in Figure 2.3 on its
agenda. The last part of this section will aim to chart selected works from

the major SDOs that were introduced above, categorized along the



standardization areas. Note that the selection is not comprehensive, as its
intent is merely to demonstrate the variety of activities and give a hint of
how well each area has been established (or, rather, being a more recent
domain) through a slice from the history of standards.

The charts display a rough time axis to illustrate the time when the
studies or specifications first appeared and potentially the time span through
which they have been actively developed. Note that some of the listed
standards are works in progress, therefore, their development window may
have been extended, or new works could have been spin-off since the time
of writing. Therefore, these charts are meant to be illustrative and not
comprehensive or an ultimate source of mapping all SDO activities.

The first standardization area 1s network data, exposure, and control
enablers, depicted in Figure 2.7. As producing network measurements and
operational data is intertwined with the network technologies, inarguably
there are more fundamental standards that go back to the days of defining
configuration, performance, and fault management. However, the scope of
this book is to look out for the enablers of automation and in this case
observability and programmability, hence the selection of the shortlisted
standards. TMF has been an established player in producing APIs for
network as a service and exposure of topology and services; 3GPP is
definitely providing the enablers through APIs and NEF; whereas 0-RAN
has also been active in defining enablers of RIC service management and

orchestration.
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Figure 2.7 Standardization of network data, exposure, and control
enablers.<]

The next standardization area is security and trust in the context of Al,
shown in Figure 2.8. The Al context is deliberately mixed into the scope as
security by itself is a huge topic, however in this book, the focus will be on
the aspects of Al both in terms of data security applied to Al training (such
as in federated learning) or the security issues created by the Al technology
itself. Still, the intersection of Al and security is a topic that has stirred the
interest of most SDOs, and doing that quite recently shows that the topic is
trending and there is more to be expected. Works were published already
from ETSI ZSM, 3GPP, and TMF, all addressing security concerns of Al in
their respective systems. 0-RAN also established a work group dedicated to
security aspects of 0-RAN. The relevance of Al and security is expected to
increase with the adoption of Al and native Al (that is an expanding topic
on its own — see the next standardization area). Therefore, the current chart

may be just the initial head of a rapidly growing body of standards.
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Figure 2.8 Standardization landscape of security and trust in the
context of Al.<dl

The third standardization area is native Al and automation, depicted in
Figure 2.9. Despite being a very advanced and broad technology area, there
are a significant number of standard documents that have been produced
since 2020. TMF is clearly leading by the number of assets released,
creating an abundance of sources to learn about the fundamental concepts
of Al management and operations, autonomous networks, and intents. ZSM
produced fewer but significant works starting from a systematic survey of
the means of automation, then focusing on closed loops (going as far as
advanced self-learning closed loops) and intent-driven network autonomy.
The ZSM studies on intents and autonomy are also well aligned with the
TMF works, even sharing the basic taxonomy of owning and handling
intents in the network management domain. 0-RAN was also active in
mapping AI/ML operations (one that is similar to TMF’s AIOps) onto the
RIC architecture. 3GPP has also worked on the management of Al and
intent-driven management services, integrating these concepts into the

SBMA. It 1s expected that these topics continue with more study and



specification work as Al and related automation technologies develop and

mature.
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Figure 2.9 Standardization initiatives in native Al and
automation.<l

The fourth standardization area

is the network digital twin, illustrated in

Figure 2.10. This is the youngest of the identified standardization areas, due

to the network digital twin concept being rather fresh itself. The front

runners, IRTF and ZSM, are running in parallel and at the current time of

development already reference to

topic although with the specific

each other. TMF has also picked up the

scope of decision intelligence, whereas



IRTF and especially ZSM are targeting network management automation
use cases with NDT. Although this standardization area may seem to be
understaffed, it has been elected as a standalone topic for two reasons. First,
its momentum 1is clearly gaining, with increasing contributions to the
standards and also from nonstandard material such as white papers, industry
blogs, and press releases. Second, and even more importantly, NDTs are at
the intersection of all technologies that are in the other three standardization
areas: they are a novel combination and organization of data exposure, a
multitude of Al modeling, automation mechanisms, and security (both as a
concern and as potential use cases). This positions NDTs into the
intersection of all three other identified standardization areas and justifies it

is on the spot on the chart. The entire Chapter 13 is dedicated to discussing

the rich technological spectrum of NDTs for the same reasons.
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Figure 2.10 Network digital twin standardization.<!

2.4 Summary

This chapter provided an overview of the motivations for normative
standards in the specification, operation, and maintenance of complex
system of systems such as mobile networks. A technology landscape across
IT, telco and OT/AI industries has shown that today’s telecom systems have

adopted many technologies from other industries especially ones that



provide strong enablers of automation. As those technologies bring their
own management requirements and potential security issues to the telecom
world, now they need to be handled natively in the telecom systems and
ultimately governed through telecom standards.

The chapter introduced the book’s technical themes covering the enablers
for automation, starting from data collection and knowledge management,
through security, native Al, closed-loop automation, intents, and NDTs.
These themes correspond to the mega-trends of the technical evolution that
include the evolution of requirements toward network and service
management, with many of the actual technologies being adopted from
other industries. The technical themes also mapped out the relevant
standardization aspects.

Due to the large extent of standardization work produced for networking
and specifically mobile systems, four standardization areas were identified,
which contain selected reports and specifications produced by the
prominent SDOs. At this point, the technical themes of the book were also
mapped to these areas, creating a one-glance view of the themes and the
standards, including potential overlaps and intersections between the
standard areas.

The next part of the book, consisting of Chapters 3-13, will traverse
through the technical themes and explore them one by one. Each chapter
may be read on its own, but the order of the chapters was chosen to enable a
linear read. To maintain bidirectional cohesion across the themes, cross
references appear not only backward but also forward to highlight later
topics, indicating that some topics may have an extension or an adjacent

related material under a different theme.

References



1. International Telecommunication Union, Radiocommunication Sector,
“Detailed specifications of the terrestrial radio interfaces of
International ~ Mobile  Telecommunications-2020  (IMT-2020)”,
Recommendation ITU-R M.2150-2, December 2023

2. Next Generation Mobile Networks Alliance, “5G White Paper”,
Version 1.0, February 2015

3.6G Smart Networks and Services Industry Association (6G-IA),
“What societal values will 6G address?”, Version 1.0, May 2022, DOI
10.5281/zenodo.6557534

4.3 Generation  Partnership  Project  (3GPP), Online,
https://www.3gpp.org/

5.3GPP TS 23.501 System architecture for the 5G System (5GS)

6. 3GPP TS 23.288 Architecture enhancements for 5G System (5GS)_to
support network data analytics services

7.3GPP TS 29.522 5G System; Network Data Analytics signalling flows,
Stage 3

8.3GPP TS 28.533 Management and orchestration; Architecture

framework

9. European Telecommunications Standards Institute (ETSI), “ZSM Zero
touch network & Service Management (ZSM)”, Online,

https://www.etsi.org/technologies/zero-touch-network-service-

management

10. ETST GS ZSM 002, “Zero-touch network and Service Management
(ZSM), Reference Architecture”, V1.1.1 (2019-08)

11. ETSI GS ZSM 009-1, “Zero-touch network and Service Management
(ZSM), Closed-Loop Automation; Part 1: Enablers”, V1.1.1 (2021-
06)



http://dx.doi.org/10.5281/zenodo.6557534
https://www.3gpp.org/
https://www.etsi.org/technologies/zero-touch-network-service-management

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24.

ETSI GS ZSM 009-2, “Zero-touch network and Service Management
(ZSM), Closed-Loop Automation, Part 2: Solutions for automation of

E2FE service and network management use cases”, V1.1.1 (2022-06)
ETSI GR ZSM 009-3, “Zero-touch network and Service Management
(ZSM),; Closed-Loop Automation; Part 3: Advanced topics”, V1.1.1
(2023-08)

ETSI GR ZSM 011, “Zero-touch network and Service Management
(ZSM),; Intent-driven autonomous networks, Generic aspects” V1.1.1
(2023-02)

ETSI GS ZSM 016, “Zero-touch network and Service Management
(ZSM), Intent-driven Closed Loops” V1.1.1 (2024-10)

ETSI GR ZSM 015, “Zero-touch network and Service Management
(ZSM),; Network Digital Twin” V1.1.1 (2024-02)

ETSI GS ZSM 018, “Zero-touch network and Service Management
(ZSM),; Network Digital Twin for enhanced zero-touch network and

service management”’, V1.1.1 (2024-12)

TM Forum, “Autonomous Networks Technical Architecture”, 1G1230,
Version 1.1.1, December 2022

IM Forum, “Autonomous Network Levels Evaluation Methodology”,
1G1252, Version 1.2.0, June 2023

TM Forum, “Intent in Autonomous Networks”, 1G1253, Version 1.3.0,
August 2022

IM Forum, “Al Management API Component Suite User Guide”,
TMF915, Version 4.0.0

TM Forum, “AIOps Service Management”, 1G1190, Version 5.4.0
O-RAN Alliance, “O-RAN SMO Intents-driven Management 3.0

C. Zhou et al., “Digital Twin Network: Concepts and Reference

Architecture,” draft-irtf-nmrg-network-digital-twin-arch-05, 4 March



2024, https://www.iett.org/archive/id/draft-irtf-nmrg-network-digital-

twin-arch-05.txt


https://www.iett.org/

3
Data and Knowledge Management

DOI: 10.1201/9788770041478-3

Network data is a diverse set of information provided by all components of
an operational mobile system, including configuration files, traditional
telecommunication performance and fault management indicators, up to
infrastructure and network function or application software logs. Collecting,
correlating, analyzing, and operationalizing this information is a challenge
due to the distributed data sources, the overhead of data production,
transition, storage, and processing, as well as the semantic challenge of how
to find, understand, and extract actionable insights from the abundance of
digital information, especially when the goal is to drive closed-loop
autonomous network management and operation. A data and knowledge
management framework is necessary to deal with the complexity and size
of network data efficiently, ensuring both low resource overhead and high
data utility. Modularity, extendibility, and support for a multitude of data
sources and consumers (even ephemeral ones) are key requirements, just, as
well as the highest standards of security, such as confidentiality,
authenticity, integrity, and anonymity. Considering Al data patterns such as
model (re)training, inference, reinforcement, and distributed or federated

learning scenarios is also necessary.

3.1 Introduction

Mobile networks generate a large amount of data from different types (e.g.,

PM, FM, logs, traces, probes, and telemetry), for various purposes (e.g.,
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internal C-plane procedures, optimization, monitoring, and management),
on a wide range of time scales (from real-time on-the-spot consumption to
longterm persistency), from multiple technology domains (e.g., RAN,
transport, and core) and layers (U/C-plane interfaces, transport and
application protocol stacks, and devices), at wide geographical/topological
distributions (from thousands of RAN sites to a few centralized core data
centers). Some of the data is specific to the telecommunication technology,
equipment, services, and their management, while others are a product of
implementation technology such as software solutions, virtualization, and
containerization, and hosted cloud infrastructure. The OSS/BSS involved in
the management of the networks also produce operational data.

Producing, transferring, consuming, and potentially storing data all have
their overheads, both in terms of resources (such as computing, network,
and storage) and in terms of operational effort (e.g., to properly configure
data sources, collection, storage, and exposure to consumers). Usually, not
all data that could potentially be produced by a mobile network (or even by
a single equipment or VNF/CNF in a network) is actually produced,
likewise, not all data that is produced is actually consumed or stored; and
finally, not all data that is stored for the long term will be eventually
utilized. Therefore, there is potential to improve data availability, however,
it is desirable that the associated costs and overhead are kept limited and
justified by the capabilities enabled by the data.

Network data is essential for any planning, operational, optimization, and
management use case, especially if those are (at least partly) to be
automated or to be driven by real insights and awareness of the state of the
network, including its services, resources, and demand. The key technology
enabler for data-driven analytics and automation is to integrate AI/ML

models both in the NFs and within the network management services and



tools supporting network operation. The uptake of AI/ML has a dual impact
on the utility of network data. First, AI/ML has the potential to analyze such
high quantities of data that have been previously impossible, making the
collection of such quantities of data justified in the first place. Second,
AI/ML enables to implement capabilities (analytics, decision, automation)
that used to be out of reach of a manual or scripted network operation,
increasing the potential value of the produced (collected) data.

The current state of data availability within various deployed networks is
mixed. The quantity of data produced may be already very high, sometimes
even causing practical problems in storing or collecting it (especially in
distributed and resource-limited parts of the network such as the RAN). At
the same time, the usability (and consequently the potential value) of the
data may be limited. A prominent reason for this is the disparate and
uncorrelated production of data at different parts of the network
(topologically, geographically, and domain- and technology-wise).
However, for management automation purposes (especially for e2e service
management but also for e2e performance modeling), it is important that
network data produced at different locations remains in correlation with
respect to their e2e scope. For example, PM data collected separately from
the RAN and core network related to the same PDU session only enables to
reconstruct the e2e performance of the PDU session if the RAN and core
data both carry a shared identity associated with the PDU session (either as
metadata, or in-line with the data itself). Many of the 3GPP-defined data
types are traditionally domain-specific (RAN vs. core) and thus lack
network-wide identities that would enable e2e correlation. Some of this
limitation 1s built into the technology specification, for example, by
defining RAN-specific identities in RAN procedures and measurements that

are not known at the core network (and vice versa), requiring out-ofband



methods (such as correlation of RAN/core IDs via different domain and
network management systems and logs) to find out matching
measurements. Other limitations are due to implementations that do
maintain the necessary mapping between domains and IDs but only
internally, within their runtime state (e.g., C-plane NFs participating in e2e
signaling procedures) and do not expose them to an external consumer. The
lack of methods and interfaces to expose even what is available as
correlated information has given rise to external probe systems that try to
reconstruct e2e information by listening to the network traffic on multiple
interfaces (both U-plane and C-plane). Had the network standards and
implementations enabled the exposure of correlated information, the probes
as they were would not have been necessary.

The richness and abundance of network data, combined with the potential
value of applying AI/ML technology, and the lessons learned from the
history of probing (i.e., reasons and consequences of lacking native enablers
for collecting correlated insight), motivate a more holistic approach to the
production, collection, consumption, and storage of network data. The rest
of this chapter introduces and discusses a data management reference
architecture, with the essential role of becoming a key infrastructure
element in enabling network management automation. The reference
architecture is based on abstract roles such as data source, data consumer,
and entities involved in the transit or storage of data. In any specific
implementation of the reference architecture, these abstract roles may be
associated with existing network components, such as NFs, or management
functions, or delegated to new entities. The purpose of the reference
architecture is to enable the discussion of data management-specific
requirements and solutions in a neutral way, without being framed by any

specific network standard or taxonomy.



3.2 General Concepts

The key design aspects of the data management reference architecture
(DMRA) are related to the concepts that ensure commonality, extendibility,
programmability, efficiency, and feasibility. Overall, these concepts ensure
the applicability and flexibility of the DM and its capability to interwork/
support future technologies and management paradigms. The concept terms
refer to the following attributes and capabilities:

Commonality: The reference architecture enables the collection of any
data (trace, PM, logs, analytics result, etc., both standardized and custom)
from any data source. That is, the reference architecture can just as well
incorporate and distribute data from existing data sources having an already
well- defined data production interface as from any future data source,
without the need to redesign the reference architecture itself.

Extendibility: New data types, data sources, and data consumers can be
added without architecture or standardization impact.

Programmability: Data consumers can discover available data, and
consumers can dynamically specify (and modify) when and what data they
want to receive. Selecting all input data for a consumer implementation
(e.g., an analytics service) does not have to be a design and deployment
time decision, enabling consumers to discover and request data by adapting
to data availability and other dynamic contexts. Programmability 1s enabled
by an up- to-date view of the available data (from available data sources),
so that data consumers may issue a query for available data and data
sources, and request for actual data on a need basis. An additional enabler
for programmability is the use of metadata to describe data, which enables
data consumers to locate a known and required type of data, or filter
through the available data and decide whether one or the other would be

useful for their operation.



Efficiency: Data sources do not need to produce data that is not consumed
at all, and data sources do not need to replicate data due to multiple
consumers. Data routing may be optimized by leveraging common paths
between a data source toward multiple consumers, with late replication to
minimize duplicate transfers.

Feasibility: When the reference architecture is implemented in a specific
technology domain or standard area, strive for maximum reuse of existing
interfaces and functional blocks rather than creating additional architecture

layers and components.

3.3 Architecture Reference Model

The data management reference architecture is introduced through a view
showing a full architecture decomposition of logical components and their
interfaces (Figure 3.1). This view enables a clear-cut understanding of how
the key concepts are realized and where the potential touchpoints and

commonalities with state-of-the-art systems.
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Figure 3.1 Full architecture decomposition of the data
management reference architecture.<d

In summary, the backbone of the reference architecture is defined by the
data flows, which originate at data sources, go through the data forwarder
(handling data replication and routing), and terminate at data consumers.
The data flows are programmed by a logical controller entity referred to as
the data collector coordination function (DCCF). There are additional
adaptors that attach the data sources and data consumers to the data
forwarder, responsible for translation between existing interface
specifications and the data forwarder technology.

In more detail, the roles and functionalities of the logical components are
listed below:

Data source (DS): Producer of data; maybe a network function from any
domain (e.g., gNB CU-CP, UPF, and SMF), OAM, analytics function,
application function, and the like. Anything that produces data that may be



of interest to another entity may be considered a DS from the reference
architecture's perspective.

Data collector and adaptor (DCA): A logical functionality that integrates
one or more data sources to the reference architecture. The primary scope of
the adaptor is protocol translation from the data source's native data
production interface to a potentially different data input service access point
exposed by the data forwarder. The adaptor decouples the technology or
standard evolution of the data source interface and the data forwarder
interface. The adaptor enables to integrate an existing (and potentially
standardized, productized, immutable) data source to the architecture
without having to modify the data source. A second scope of the adaptor is
to translate between the DCCF and the data source during registration
procedures (i.e., making the data source and its potentially producible data
known to the DCCF) and during data requests (i.e., request from the DCCF
to the data source to start producing data).

Data forwarder (DF): A scalable and programmable messaging
framework responsible for the transfer of data from the data sources to their
data consumers. The functionality of the DF includes data replication (i.e.,
when multiple DCs request the same data - removing the replication burden
from the producing DS), and implementing the efficiency design goal.

Data publisher and adaptor (DPA): The data consumer side of the
adaptor, with a functionality analogous to the DCA but for DCs. That is, the
DPA integrates one or more DCs to the reference architecture, translating
between the DC's interfaces and the DF (for the data transfer) and the
DCCEF (for DC registration and data requests).

Data consumer (DC): Consumer of data; like a data source, a data

consumer can also be a network function from any domain (e.g., gNB CU-



CP, UPF, and SMF), OAM, analytics function, application function, or
anything that consumes data produced by others for any reason.

Data collection coordination function (DCCF): The DCCF is the
controller layer of the data management reference architecture - it handles
data source and consumer registrations (to enable authorization and
maintain an up-to-date registry of what data is available from where);
handles requests to receive data (by triggering data production and the
relevant data sources, and programming the DF to convey the data to the
right data consumers). Note that the DCCF does not transfer data itself, it
only knows about data (types, locations, sources, consumers) and
orchestrates the production and delivery of the data through the DS-DCA-
DF-DPA-DC chains.

The presented functionalities denote only logical roles within the DMF.
An actual implementation may consider merging multiple functionalities
into a single entity (e.g., into a micro-service implementation). Notable

examples of merged functionalities are:

e A real function may be both a data source and a data consumer as per
its roles within the DMF. That is, a function may be a consumer of
multiple input data; perform processing on them (e.g., analytics or any
other business logic - not within the scope of the DMF); and finally
provide one or more output to other functions to consume.

e A data source may be collapsed with its data collector and adaptor, and
likewise a data consumer may be collapsed with its data publisher and
adaptor. This practically means that a data source or consumer can
directly interact with the DCCF and with the DF.

Persistency of the data may be handled by attaching data lakes or any other
database to the DMF. Such integration logically means having data



consumers with storage capability, which may also act as data sources

serving their stored data to other consumers.
3.4 Functional Components

3.4.1 Data collection and coordination function

As the master entity orchestrating the data flow from data sources to data
consumers, the DCCF has multiple roles.
First, the DCCF acts as a registry, keeping track of the following

information:

e The list of data sources

e The list of data consumers

e All data that could be produced by each data source

o The data that is currently produced by each data source

o Active data requests: the data that is requested by each data consumer
(that 1s, if the data is produced by a data source, the DMF has an

obligation to deliver it to the designated Data consumer).

The second role of the DCCF is to provide an interface to the data source
and data consumers that enables them to register themselves, describe their
data source capabilities (by data sources), or supply requests for data (by
data consumers). Such interactions cause changes in the registry maintained
by the DCCF and enable the DCCF to provide notifications to interested
parties (e.g., if a data source announces to the DCCF that it has become
capable of producing a new type of data, e.g., due to a software update, the
DCCF may notify data consumers about it), or to trigger data production at
data sources (e.g., if a data consumer requests a data).

The third role of the DCCEF is to interact with the data forwarder, which 1s

the messaging framework responsible for the actual delivery of data from



data sources to data consumers. The optimization of the data flow (e.g.,
routing and optimal data replication leveraging if multiple data consumers
request the same data) is the responsibility shifted to the DF and does not
concern the DCCEF.

3.4.2 Adaptors
The role of the adaptors between the data sources and the DCCF (data

collector and adaptor) and between the DCCF and the data consumers (data
publisher and adaptor) is to translate between the interface/API of the
DCCF and that of the data sources/consumers. Such adaptors are needed in
case an existing data source/consumer with its own unchangeable API has
to be connected to the DMF. Examples of such cases include data lakes (see
also Section 3.6.2), standardized network functions such as SA2 NWDAF
[1] or SA5 management services [2, 3], or connecting ZSM domain
management functions through the domain integration fabric or the cross-
domain integration fabric [4]. In such cases, the adaptors would correspond
to actual implementations (e.g., as micro-services per each API they need to
connect to the DCCF/DF). In other cases, when a new data source or data
consumer 1s implemented, they could directly interface with the DMF
without adaptors. In those cases, the internal implementation of the data
source/consumer may still consist of a functional entity (e.g., a data API
micro-service) that implements the role of the adaptor, but as a component

internal to the data source/ consumer.

3.4.3 Data forwarder

The role of the data forwarder is to transfer the data from data sources to
data consumers in an efficient manner. The DF ensures that each data
source needs to produce a single piece of data at most once regardless of the

number of data consumers that have requested that data. On the data



consumer side, the DF ensures that every data consumer gets its own copy
of the data, and it gets no other data than what it has requested. Therefore,
every data consumer may operate in full isolation from every other data
consumer as do not need to implement filtering on the incoming data (as
opposed to a shared message bus where they could receive data that others
have requested). Another benefit of this isolation is that every data
consumer may be authenticated and authorized to receive only a restricted
set of data, which can only be enforced if the final delivery of data is
handled separately per data consumer.

Internally the DF may implement optimization techniques such as lazy
data replication, meaning that two data consumers requesting the same data
cause the data to travel in a single copy as long as possible, up to the last
point where the data paths toward the two data consumers branch. This
requires appropriate transport topology and data-aware forwarding nodes
within the DF. Such optimization capabilities are considered
implementation-specific to the DF as they do not change the observed

behavior of the DF from the DCCF or data source/consumer perspective.

3.4.4 Data descriptors

The data descriptor's role is to provide a machine-readable summary of the
syntax, semantics, and production/consumption conditions of a piece of
data. The syntax of the data enables programmatic interpretation of the data
in operations such as serialization, parsing, and storing. The semantics of
the data captures the meaning and utility of the information encoded by the
data. The semantics of the data should also be machine interpretable which
enables programmatic comparison of two distinct pieces of data (through
their descriptors) to test for their semantic equivalence or similarity.
Computable semantic equivalence enables to automate queries and searches

for available data with specific semantics, which is a key requirement for



the data management reference architecture and its DCCF logical
component (see Section 3.4.1).

In addition to the syntax and semantics of the data, the descriptor should
also contain information that can allow SLA management and arbitrate
between data providers and consumers while access to data is provided.
This is needed especially to handle cases when there are competing requests
for the same data or there are resource limitations associated with producing
or serving data from a producer to a consumer. Information may be
associated both at the production side of the data (i.e., describing the
capabilities of a data source) or the requirements/expectations at the
consumption side (i.e., describing the conditions of how a data consumer
would like to get the data). Information may include (without limitation) the
following aspects: 0 Maximum latency from producing the data (at the data
source) and receiving it (by the data consumer). This limit may be used by
the DCCF or the DF to ensure proper QoS for the data in transit, and also
potentially by the data source to prioritize the production of data with more

urgency.

e Frequency of the calls (data source side: indicates the capability to
produce the data at a given frequency; data consumer side: describes
the requirement to receive the data at a given frequency). Even if the
right data (considering its syntax/semantic) is available at a data
source, 1f it is not able to produce it with the expected frequency, it
may be unusable for a data consumer who needs it more frequently.

e Availability and reliability: Data consumers may express requirements
on tolerated outages of the data. For example, an analytics algorithm
that 1s sensitive to the order of subsequent data points may fail or
deliver false output if certain intermittent data points are missing from

a sequence.



e Quality of information: Data consumers may express requirements on
missing or wrong data points, which may disqualify certain data
sources from serving such consumers (even if the syntax/semantic of

the produced data would be acceptable).

In addition to machine-readable information, data descriptors should also
contain human-readable text descriptions to help engineers and designers
work with the data. Moreover, text descriptions are also potential sources of
additional semantic layers extracted through NLP artificial intelligence

mechanisms, as discussed in more detail later in Chapter 9.
3.5 Deployment Options

3.5.1 Chaining of data sources and data consumers

Usually, analytics functions are not only consumers (of multiple input data)
but are also producers (providing insight or algorithm output). Therefore,
the DMF supports that the same logical entity acts both as data source and
data consumer (Figure 3.2). Within the same entity, as data source, any
number and type of data may be supported; likewise, as data consumer,
there is no limit on the diversity of the data to be consumed. Such flexibility
enables to break down a complex multistage analytics pipeline into reusable
components (each implemented as cloud-native micro-services) and
combined into a working solution by chaining the data flow among the
necessary modules together via the DMF. The output of the components
may also be stored persistently by integrating the reference architecture

with one or more data lakes.
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Figure 3.2 Chaining of data sources and data consumers.<J

3.5.2 Data lake integration

Data generation at a source and processing at a consumer with a purpose
may be two activities separated in time; for example, postprocessing
historical data to train machine learning models or unsupervised anomaly
detection are use cases that need to access large amounts of data past their
production. Naturally, data lakes may be integrated with the DMF to store
data for longterm usage. In some cases, a piece of data that is produced has
both real-time and long-term consumers (e.g., an entity consumes the data
immediately for a real-time operation, and another entity will process the
data later). In some other cases, data is only to be stored for long-term
usage without any immediate use. Therefore, persistent storage of data
should be supported regardless of the existence of real-time consumers.
According to the above considerations and the functional architecture of
the DMF, the most generic integration of data lakes is achieved by turning
data lakes into data consumers (Figure 3.3). This means that the data lakes
may individually (i.e., independently from other real-time data consumers)
act as entities that should receive certain types of data - only in their cases,
the immediate usage of the data is persistency. However, since the DMF is

not interested in the business logic of the data consumers (i.e., what



happens to the data once it is delivered to them), from the DMF's
perspective data lake integration is transparent. From an implementation
point of view, existing data lakes should be extended with data publisher
and adaptor frontend between the data forwarder and the data lake itself, to
outsource protocol translation from either the DF or the data lake. This is a

good example of the value of the DPA.
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Figure 3.3 Integration of the data management framework with
data lakes.<l



Access to persistent data (i.e., data from the data lake) may be
implemented by direct access to the data lake by data consumers. Such
interaction is outside of the scope of the DMF as it uses APIs and
mechanisms specific to the data lake. This approach may be best in the case
of big data analytics, where the data, once stored in the data lake, should be
analyzed on a platform that is integrated with the data lake itself (e.g.,
Hadoop and Spark). Alternatively, data lakes may be turned into data
sources (as per the DMF perspective) by attaching a Data Collector and
Adaptor to the data lakes (similarly to DPA). This would bridge the data
lake's own mechanisms offered to retrieve data with the DCCF/DF type of

interfaces.

3.5.3 Data anonymization

The data framework may provide capabilities such as data anonymization to
enable the leverage of data that is useful but cannot be shared as-is due to
its sensitive nature. data sources that provide access to sensitive data may
opt to have their data published only through a method that ensures the
anonymity of individual data points by obfuscating identifiable features
while retaining the maximum amount of useful information.

The following example studies the use case of sharing UE data through
the DMF, describing a method that generalizes data provided about any
single UE so that the same data could have been also valid for at least a
given number of additional UEs, providing k-anonymity [3]. During
generalization, data is kept as detailed as possible to maximize its utility
while ensuring that the data does not reveal information that is specific to
any of the UEs. The DMF collects and keeps UE data in detail; the
generalization only happens during the presentation of the data. Different
users of the data collection framework may be entitled to access UE data

through different levels of generalization (e.g., trusted/internal functions



could have access to the original detailed data, while externally hosted
applications could have access only to significantly generalized data).

In one example (illustrated in Figure 3.4), the DMF responds to a query
that requests data about a single UE whose identity is supplied to the DMF.
In this case, the goal of the framework is not to conceal the identity of the
UE (as it is known to the requestor) but to ensure that the additional data
returned for the UE is not unique to the UE. That is, given a preconfigured
threshold number K, the framework alters the presented data so that the
same data could also be returned as a response to at least K-1 other UE
identities. Such generalization ensures that a requestor, who knows the UE
(device) identity but perhaps not the human (personal) identity of the
device's owner, is not able to correlate the data obtained from the DMF with
the behavior of the person observed through other channels. By way of
example, the observed behavior may include a location at a given time,
pattern of application usage, device type, or any other data that reflects

personal taste, preferences, or actions.
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Figure 3.4 Data anonymization, the first example. Illustration of
two example requests, each with a request for the location of a
specific UE, with a required anonymity of K = 5. Note that the
returned area is not centered around the specific UE, making it

impossible to infer the exact location of the requested UE.<]



In another example (illustrated in Figure 3.5), the DMF responds to a
query that requests data about multiple UEs (without knowing or caring
about their identity) that fulfill a given condition (e.g., about UEs that are in
a given geo-area, UEs that use a given service during a given time of day,
UEs of specific terminal type, UEs using specific applications, and UEs
within a given network slice). The purpose of such a request may be to
collect training data for machine learning. The requestor may also specify a
deadline for getting the response. In this case, the goal of the framework is
to return data about at least K UEs in a single response, if this is possible
until the specified deadline. Otherwise, at the end of the deadline, the DMF
relaxes the conditions given by the requestor so that at least K UEs would
satisfy the relaxed conditions. The relaxation is done along those conditions
that require the least amount of change to supply data from K number of
UEs. From the data of at least K number of UEs returned by the DMF, it is
not possible to correlate the data of individual UEs with data that was
collected outside of the DMF or obtained by observing the UE or the

owner/ user of the UE in person.
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Figure 3.5 Data anonymization, the second example. Illustration
of a second example, requesting data of UEs from a given area
with a deadline T, with required anonymity of K = 5. At the
expiration of the deadline, there are still too few UE observations



in the originally requested area, therefore the method minimally
enlarges the area to be able to return data of K =5 UEs.d

In the context of the DMF, the anonymization functionality may be
implemented as a dedicated anonymization function, which is a combined
data source and data consumer: as a data consumer, it consumes detailed
UE-specific data from UE data sources; as a data source, it produces

anonymized data. The functional architecture is shown in Figure 3.6.
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Figure 3.6 The anonymization function in the context of the
DMEF. Blue arrows represent control messages, black bold lines
show the actual data transfer.<

The interaction with the anonymization function within the DMF is
shown in Figure 3.7. In step 1, the data consumer (who wants to collect
anonymized UE) places a data request to the DCCF. The data request
carries the UE ID (in case of the first embodiment) or the conditions to be
fulfilled by the UEs subject to data collection (in case of the second
embodiment), the data fields that are required from the UE(s), and the
anonymity level K, and an optional deadline in case of the second

embodiment. Alternatively, the anonymity level may be defined as a policy



in the DMF (in DCCF) and assigned to the data consumer. The DCCF may
evaluate whether the data consumer is eligible (according to the policy) to
receive the requested data fields with the requested anonymity level. If the
requested K 1s lower (less strict) than the eligible K, the DCCF may either
fall back to the stricter eligible K value or reject the request. In step 2, the
DCCEF activates UE side data sources to produce data. Note that even in the
first example, it is not enough to collect data from the dedicated UE (with
UE ID) as data from additional UEs are also needed for anonymization to
maintain the realism of the eventually produced generalized data. In step 3,
the DCCF configures the anonymization function by providing the
parameters in the data request. In step 4, the DCCF configures the DF,
creating a data pipeline from the UEs through the anonymization function
to the data consumer. In step 5, the UE data is collected from the UEs
(through the DF) at the anonymization function. The anonymization
function produces the anonymized data. In step 6, the anonymized data is

transferred (through the DF) to the data consumer.
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Figure 3.7 Message sequence diagram showing the interactions
with the anonymization function.<]



The internal steps of the anonymization method targeting a single UE are
shown in Figure 3.8. The method is initiated by receiving the request for
data fields of a specific UE (with a UE ID), along with the method
parameter K specifying the anonymity level. UE-specific data fields may
include but are not limited to, the UE's location, time of presence/activity,
terminal type, data consumption, application usage, mobility (handovers),
etc. The method collects and stores the requested data fields of UEs
(including the one with the requested UE ID). Once the data has been
collected (which may already be available from previous data collections or
from historical databases), the method performs generalization of the
requested UE's data field. The method collects the K-1 nearest neighbors of
the requested UE (with UE ID) into a temporary dataset. The K-1 nearest
neighbors of the requested UE are those UEs whose data points are closest
in the multidimensional space of the requested data fields in terms of the
Euclidean distance metric. Instead of Euclidean distance metric, any other
metric (or function) or their combinations could be used to form the K-1
nearest neighbor UE group (e.g., using L1 norm also known as Manhattan
distance and using Hamming distance or Jaccard distance for categorical
data fields). After identifying the K-1 nearest neighbors of the requested
UE, the method creates a generalized value for each data field of the
requested UE. The generalized data field represents the whole range of
values produced by the total K UEs (including the requested UE) without
providing a clue about where the requested UE's data lies. That is, the
generalization ensures that the requested UE's original data value is not
deterministically placed within the range (e.g., at the center). The method

outputs the generalized data fields for the requested UE.
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Figure 3.8 Flowchart of the steps of the anonymization method
for a specific UE.d

The steps of the anonymization method targeting all UEs given a set of
conditions are shown in Figure 3.9. The method is initiated by receiving a
request for data fields of any UEs that satisfy certain conditions, along with
the method parameter K specifying the anonymity level. The data fields of
the UE may be those that were listed in the first embodiment. The

conditions may be specified on one or more of the data fields. A data field



on which a condition is specified may not be part of the requested data
fields (e.g., a request may ask for a UE's location given that the UE was
active within a given time window). The request may also contain a
deadline by which the data collection should be completed. The method
internally collects and stores the requested data fields of UEs, but not only
from those UEs that satisfy the given conditions (as the conditions may
need to be relaxed later). Note that data may already be available from
previous data collections or from historical databases. If data from at least
K UE:s fulfilling the conditions is available before the deadline expires, the
data is returned to the requestor. Otherwise, data collection continues until
the expiration of the deadline. If the deadline expires without having K UEs
fulfill the conditions, the method relaxes the conditions (as little as
possible) so that at least K UEs fulfill the relaxed conditions. The data
fields of the at least K UEs that satisfy the relaxed conditions are returned

to the requestor.
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Figure 3.9 Flowchart of the steps of the anonymization method
for multiple UEs.<]

The relaxation or extension of the conditions should follow a minimum-
touch approach. That is, the method selects the condition (or set of
conditions) that require the least amount of change (in absolute amount, or
relative amount compared to the values provided in the conditions).

There may be additional limits specified for the conditions that guide (or
constrain) the method in the condition extension process. For example, the
requestor of the UE data fields may specify that one of the conditions is
nonnegotiable, in which case the method is not allowed to extend that
condition to reach the anonymity requirement. In another example
(potentially in combination with the previous one), the requestor may
specify a priority list for the conditions in which order the extension should
be attempted. The requestor may also provide numerical limits (e.g.,
absolute plus/minus tolerance values, relative percentage values, or any
other means) for conditions to specify the amount of extension that is

tolerated.
3.6 Data Collection in Machine Learning Pipelines

3.6.1 Requirements of data collection in ML pipelines

An ML model may require obtaining and processing large amounts of data,
not only for training the model but also during runtime, after deploying one
or more instances of the model for inference. The data sources processed by
the model may be diverse, requiring data from multiple types of network
nodes (e.g., RAN, CN, and OSS) distributed at many locations (RAN sites,
various near/far edge clouds, central clouds, etc.). Selecting the deployment
location of an ML model instance (i.e., the model placement task) is an

optimization problem that has to consider multiple aspects:



e Potential model execution hosts based on HW/SW environment
capabilities (e.g., need for HW accelerators for running the model
instance efficiently and support for compatible virtualization or
container framework). The HW/SW environment may not only be
prohibitive or permissive for a model instance, but it could impact its
execution speed (e.g., a model instance may run on both CPU and
GPU, but be faster if GPU is available - such speed gain, if known,
could enable fine grained optimization).

e The data volume consumed by the model instance, and the cost of
producing, collecting, and transporting data from their respective
sources to the model instance's input. Placing a model instance closer
to a high-volume data source (e.g., into the same edge cloud or close to
a RAN node) may be more optimal than hosting the model instance in
a core cloud. However, given the potentially diverse location of the
data sources, all potential locations may be compromised.

e The data volume produced by the model instance toward the
consumers of its output (if any). In analytics pipelines, it is common to
break down the e2e implementation into a chain of micro-services,
each producing an intermediate output toward the next one until the
final output 1s published. The micro-services in the chain may be
implemented as standalone ML model instances, therefore a model
instance may act as a data source for other model instances.

e In analytics pipelines, the end-to-end latency from data sources
through all model instances (note: maybe just one) to the final output.
In closedloop automation, model instances automate analytics and
decision stages that trigger controllers to carry out actions. The actions
cause changes in the network behavior that are feeding back to the data

sources and model instance inputs, creating a continuous loop of data



collection, analytics, decision, and action. Such closed loops may have
latency requirements on the overall time from data ingestion to action
(e.g., may need to fit into a predefined time periodicity). The time
spent with data collection impacts how much time is left for a model
instance to process the data; putting the model on a faster compute
node may help fit into that limit. On the other way around, if the model
execution takes a nonnegotiable amount of time, the model may need
to be placed closer to the data source, shortening the data collection

time, to spare time for its execution.

The above model instance placement optimization considerations may be
formulated as a multiflow optimization problem on a dynamic graph
(Eigure 3.10). A graph G = (V, E) may be defined with V and E denoting

the graph nodes and edges as follows.
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Figure 3.10 Illustration of the multiflow data path optimization
on a dynamic graph.<J



The node set V of G includes:

e PNFs may be data sources for a model instance, or data consumers of a
model instance's output. The PNFs are not considered to be model
execution hosts for the dynamic model instance placement problem.
That 1s, a model instance cannot be colocated with a PNF.

e Cloud nodes as potential model instance locations and VNF locations,
with semistatic attributes such as HW/SW environment capability and
dynamic attributes such as free compute capacity (RAM, CPU/GPU).

e VNF instances, which run on cloud nodes and may be data sources/
consumers.

e Model instances, which may run on cloud nodes and may be data
sources/consumers. A model instance may be colocated with a VNF if
the cloud node hosting the VNF has HW/SW capabilities compatible
with the model instance. However, a model instance cannot be
colocated with a PNF.

It is important to note that there is a hierarchy in the nodes in the sense that
VNF instances and model instances have to be embedded in cloud nodes (as
opposed to PNF nodes, which do not have any intersection with cloud
nodes).

Dynamic attributes are associated with model instances (e.g., latency of
producing an output from an input and associated compute cost) and with
all types (PNF, VNF, model instance) of data sources (e.g., the cost of
producing the data, which may be measured by compute cost or collateral
reduction of core functionality due to the additional load of data production
- such as an eNB or gNB DU not being able to reach its peak U-plane

throughput if it has to produce large amount of measurement data).



The edge set E of G includes logical paths between V node pairs u and v
where node u is a data source for node v. Logical paths have dynamic
attributes such as capacity and latency, or any other cost metric or finite
resource associated with the transfer of data from node u to v.

A data flow is defined as a chain of V nodes via E edges in the graph. A
data flow has e2e requirements (e.g., latency between the first and last
node), and additionally, requirements may be broken down into specific
segments or logical paths (e.g., latency from the source node to first model
instance and from a model instance to the next model instance).

The dynamic model instance placement optimization task is the
following. Given the set of nodes (PNFs, VNFs, clouds, and model
instances) and their attributes, the logical paths between potential V node
pairs and their attributes, and the set of data flows and their requirements,
provide a placement of model instance nodes on cloud nodes so that the
data flow requirements (e2e or per segment) are satisfied and the node and
logical path costs (total sum of all cost, a weighted total cost metric, etc.)
are minimized. In this formulation, the location of PNFs, clouds, and the
placement of VNFs on clouds are taken as input. An extended problem
statement would be to enable the joint optimization of the placement of
VNFs and model instances.

If all dynamic attributes of the nodes and edges were known and static,
the above optimization problem could be solved by an algorithm at
deployment time. However, there are both unknowns in the attributes (e.g.,
how fast would a model run if deployed on a specific node? How much data
in Megabytes is actually transported to the model instance from a given
data source?), and there is dynamicity or context dependency in some of the
attributes (e.g., changing latency between a data source and the model

instance based on the presence of other traffic; varying amount of data



produced by a source VNF depending on its load). Currently, however,
calculating the optimal placement of a model once during deployment is not
possible (due to unknowns in the attributes), and even during runtime, a
once "optimal" location may become suboptimal (due to shifts in the

dynamic attributes).

3.6.2 Data management reference architecture capabilities

The data management reference architecture may play a critical role in
optimizing the placement of ML model instances with respect to the
model's requirements toward data flows. The DCF may measure, collect,
and publish the dynamic attributes of data sources, model instances,
execution nodes (clouds) and data flows. The DCF may be extended with

four functionalities:

1. Collect requirements on the data transfer of data consumers (e.g.,
latency from data source to data consumer).

2. Measure data volumes and latencies between data sources and data
consumers (which may be model instances). Also, collect the compute
resource use of data sources and data consumers.

3. Maintain a history of the above measurements and expose them to 3rd
party analytics functions (e.g., VNF and ML model orchestrators
outside of the data management reference architecture) to enable the
optimization of model instance placement (including initial
deployment placement and dynamic relocation).

4. Optimize the internal data transfer within the reference architecture
based on (1) the requirements collected from data consumers and (2)
the measurements collected from 3rd party producer adaptors (3PA)

and 3rd party consumer adaptors (3CA). This enables to prioritize data



that is more urgently requested over data having a larger latency
budget.

The self-measuring and optimization capabilities of the data management
reference architecture are shown in Figure 3.11. They consist of the
interface capabilities (depicted by the arrows and caption) and the internal
capability of the data management reference architecture to perform
dynamic data transfer measurements. The NFV/ML Orchestrator is a
consumer of the data management reference architecture but not part of the
DMRA.

NFV/ML Orchestrator

Provide dynamic data transfer
measurements and cost of data
processing/production

Data Collection Framework

Perform dynamic data transfer
measurements

A A

Collect cost of Collect cost of
data processing data production

Collect
requirements on
data transfer

Data Consumer Data Source




Figure 3.11 The self-measuring and optimization capabilities of
the data management reference architecture.<

The collection of data transfer requirements from data consumers
requires to extend the interface between the data consumer and the DCCF.

The 3PA and 3CA adaptors are extended with data volume metering and
data latency measurement capabilities. The 3PA and 3CA interact with their
respective data source and data consumer to collect cost metrics associated
with producing or consuming the data. This interaction requires
standardization (preferably by extending existing 3GPP interfaces that are
used by the adaptors to collect/provide data, such as C-plane notification
used on SBA).

The measurement history and internal data transfer optimization are
implementation aspects. However, the capability of the data management
reference architecture to expose measurements to 3rd party analytics or
orchestrator functions requires an additional standardized N-bound interface
for the DCCEF.

The functionalities provide an implementation framework for realizing
the ZSM Integration Fabric [4], which enables the collection and
distribution of real time and historical measurements within and across
domains, for example, from measurement entities to domain controllers.
Through the distribution of information (data and knowledge), the
framework 1s also a good fit for closed loops [6] that require accurate and
timely data flow across the various closed loop stages such as monitoring,

decision, and action [6].

3.6.3 Self-measurement implementation and message flow

The message sequences between the entities of the data management

reference architecture or the DCCF and external entities corresponding to



the functionalities described in the previous section:

1. Collect the data transfer requirements of data consumers

2. Measure data volumes and latencies between data sources and data
consumers

3. Maintain and expose the measurements

4. Optimize the internal data transfer

The Collect the data transfer requirements of data consumers message
sequence uses the information elements of the data request procedure to
encode the data collection requirements.

The data request message is sent by the data consumer to the DCCF
(Figure 3.12). The requirements may be indicated separately for each data
source or type of data requested from a data source. The requirement may
include a latency target defining the maximum time between the data source
providing a piece of data and the data consumer receiving the data from the

data management reference architecture.
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Figure 3.12 Data request procedure extended with latency
requirement on the transfer of data from data source to data
consumer.<l

The DCCF may evaluate the feasibility of the data consumer's latency
requirement and return an acknowledgment (positive - ACK, or negative -
NACK). ACK may be sent when the DCCF, according to the historical data
transfer measurements it has collected from the 3PAs/3CAs, estimates that
the requested latency can be achieved. Otherwise, a negative
acknowledgment is returned. The NACK may indicate what latency the
DCCEF finds feasible on the data that the data consumer has requested. The
data consumer may use the returned feasible latency value to check if that
would be acceptable for its intended use of the data and reissue the data
request with a new latency requirement relaxed according to the DCCF's
hint.

In the measure data volumes and latencies between data sources and
data consumers sequence, each pair of 3PA and 3CA provides two potential
measurement points for flows that transfer data from a data source behind
the 3PA to a data consumer behind the 3CA.

The 3PA and 3CA may interact with the data and with each other via in-
band signaling to measure the latency of conveying data from the 3PA to
the 3CA (Figure 3.13). Such interaction is possible regardless of the
implementation of the messaging framework and the data source and data
consumer capabilities. The in-band interaction between 3PA and 3CA
means that the 3PA attaches metadata to the data it collects from the data
source. The metadata contains its own 3PA identity, a timestamp, and the
cost of producing the data by the data source (which needs to be collected
from the data source using a data source specific procedure). The metadata
1s conveyed from the 3PA to the 3CA along with the data itself. The 3CA



produces a latency measurement by calculating the time difference between
receiving the metadata and the 3PA's timestamp in the metadata. The 3CA
also meters the volume of the data. The 3CA may interact with the data
consumer to collect the cost associated with processing the data. The cost
may include the compute resources used by the data consumer (e.g., a
model instance) to process the data and produce its own output. The 3CA
transfers the latency and volume measurements and the costs associated
with data production and consumption to the DCCF. The measurements are
associated with the identity of the 3PA and 3CA, which indicate an end-to-

end data flow within the data management reference architecture.
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Figure 3.13 Measuring the latency and volume of data transfer
from a data source to a data consumer.¢l

Through the maintain and expose the measurement sequence, the DCCF
may maintain a per-path (from 3PA to 3CA) and per node (3PA/data source,
3CA/data consumer) view of the dynamic attributes (current measurements)
and also maintain a historical database of past measurements. Based on
historical and current measurements, the DCCF may provide insight into a

model placement optimization and orchestration function (Figure 3.14) that



decides on the initial placement of a model instance or relocates a model

instance due to changes in the dynamic attributes of data collection.
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Figure 3.14 Expose measurements to 3rd party orchestrators.<l

The request from the orchestrator may contain the identity of nodes (data
sources, data consumers) or paths (between pairs of data source/consumer).
The response may contain costs associated with the nodes (data production/
consumer cost) or delay/volume measurement associated with the path.

Transferring data from the 3CA to 3PA is the responsibility of the
messaging framework, the optimize internal data transfer sequence. The
messaging framework may implement concepts of data priority or have
control over network resource management or configuration (such as
transport network QoS or packet schedulers). Those mechanisms, that is,
the optimize internal data transfer sequence, may be used by the messaging
framework implementation to ensure that data requested with shorter

latency requirements is expedited over data that is less urgent.

3.7 Summary

The abundance of network data provides both a challenge in terms of its
collection, storage, and distribution, and a fundamental enabler of any level
of automation through obtaining insight into the network, devices,

functions, traffic, and services in terms of operational state, performance



and any event of interest including but not limited to exceptions, failures, or
anomalies. Data not only provides the first level of raw insight into the
network, services, and their state, but it is also the input to all kinds of
modeling, behavior abstraction, event detection, and prediction that any
automation requires to carry out operations in closed loops.

The scope of data and knowledge management in networks is to support
the discovery, collection, transfer, and storage of any data among data
producers (data sources) and consumers. This chapter discussed the general
concepts and requirements of data and knowledge management using a
logical reference architecture for illustrating the concepts in a tangible
manner. The data collection framework needs to support data in transit (real
time, streaming), as well as the storage and recollection of historical data; it
needs to scale to transfer high amounts of raw data with a deadline on the
delivery; it needs to be efficient both on the data producer and on the
transfer (minimize overhead); and it has to provide a set of nonfunctional
requirements in terms of latency, quality, and security. The reference
architecture was mapped to the 3GPP and ZSM to illustrate how the
concepts are integrated into the prominent standards defining cellular
networks, and the ETSI network and service management automation
framework.

Special issues and potential solutions related to security, anonymity, and
efficiency are also addressed. It was analyzed how to integrate
measurements and monitoring into the data collection itself to have insight
into its own performance while serving the data operations initiated by
sources and consumers. This capability is an enabler to fulfill specific
nonfunctional requirements (e.g., delay) requirements related to the delivery
of data. Security (such as authentication and integrity) and trustworthiness

are also inevitable aspects of data and knowledge management especially if



the insights are driving autonomous actions. Therefore, the next chapter is

entirely dedicated to discussing security and trust matters in the context of

data collection and network automation.
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Autonomous networks must not only be secure in the classical sense of
cryptography (implementing key properties of authenticity, confidentiality,
and integrity) but also in terms of operational integrity and trustworthiness
with regard to their autonomous decisions and actions. Technically, diligent
usage of cryptography for data security is an absolute must, which needs to
be extended to cover Al-based interactions and Al models themselves,
considering that Al models are both data themselves (and quite sensitive
ones) and at the same time the largest data mobilizers. Data flowing to and
from AI models, either during model training, reinforcement learning, or
inference, creates not only new data flows to be secured but also new
control flows (consider Al-based closed loop operation) that need to be
trusted to maintain the integrity of the system and ensure the right outcomes
in terms of operational targets. Trustworthiness needs to provide enablers
for validating and verifying the integrity of AI models and their response to

input even if the models are accessed over a networked interface.

4.1 Introduction

Security requirements in the context of network management automation
need to target the security capabilities of individual system components;
their interactions with each other in autonomous relations (e.g., in closed
loops); and the interactions between operators and the management system,

both in terms of governance of the system by the operator, and
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feedback/insights by the system to the operator. As such, security aspects
should be integrated into all levels of the system as native capabilities,
rather than being outsourced to a separate entity. Native security means that
each system component (e.g., management function) implements the
necessary means to contribute to the overall security of the system as much
as it is possible from within the scope of the component (e.g., considering
the data and intelligence available for the component; the means and
interfaces of its communication with other components; and the potential
risk of the used technologies, their vulnerabilities and the impact of
exploitation on the component and the overall system).

Autonomous systems use Al models to automate analytics, inference, and
decision capabilities. In one system, and even in one component within,
numerous Al models may coexist, with different Al architectures (e.g.,
multilayered neural network, sequential models, and language models),
training history (e.g., having been trained on disparate datasets), lifecycle
(e.g., offline training vs. online reinforcement learning). The AI models
present a stochastic computation paradigm where the model's output is not
only a function of its internal architecture and the input, but also of the
training dataset and hyperparameters used during its training. As neither the
quantity nor quality of the training data i1s comprehensible by humans, the
resulting Al model and its operation (while being defined by the final
model parameters) are also not transparent. This creates problems specific
to Al models, such as explainability (i.e., how to understand the process
that led the AI model to produce a given output) and trustworthiness (i.e.,
how can the output of an Al model be trusted to drive subsequent
autonomous steps in a system such as executing a management action,
without jeopardizing the integrity, correctness, efficiency, and SLAs to be

maintained by the system). As Al is a fundamental technology to



implement automation and autonomy in management systems, the security
aspects brought in by Al should also be handled.

Since the inception of Al models starts with the collection and curation
of training data, the security requirements of Al also include areas of data
security, such as identity, integrity, authenticity, and confidentiality. In
addition, Al models themselves are also data when they are stored and
transferred, therefore, data security has a direct impact on the security of Al
models.

The rest of the security section discusses applying zero trust in
information security, aspects of Al security and trustworthiness, and the
importance to assure the truthfulness of information in addition to

conserving the integrity of information.

4.2 Element of Data and Model Security

Data and model security means to ensure the authenticity, integrity, and
confidentiality of all data (including AI models) that is produced,
transferred, stored, or consumed within the system. Authenticity means the
ability to validate the producer of a piece of data. Providing authenticity
prevents impersonation attacks when a malicious actor injects data into the
system on behalf of another entity. Integrity means to ensure the accuracy
and completeness of the data, either in transit or when it is stored and
recalled. Providing integrity prevents tampering with the data while it is
stored or moved. Confidentiality means to ensure that data is accessible to
authorized entities only. Providing confidentiality prevents eavesdropping
or acquiring information without permission.

A challenge to ensure authenticity, integrity, and confidentiality
properties in a distributed system is that data can be replicated and modified
without impacting the original copy - yet all three properties should be

ensured throughout all copies of a piece of data. Key technical enablers of



implementing all properties simultaneously in a system may be provided as

follows:

1. Data is produced in chunks that are uniquely identifiable pieces of data
within the system.

2. Data chunks are immutable: There are no versions of data chunks - if it
changes, it is a new chunk of data. Identical copies of the same chunk
are allowed to be stored and used within the system for efficiency.

3. Producing a chunk of data is an act that irrevocably creates the identity
and authenticity of the data chunk, which are inseparably attached to
the data chunk.

4. Data chunks are always signed by their producer and encrypted toward
the target consumer - both during transfer and in storage.

5. The identity, authenticity, and integrity of a data chunk should be

verifiable by any data consumer.

In any transaction of a data chunk, whether that is a direct production
consumption between two entities or a persistent storage of the data chunk
for multiple future consumers, the authenticity of both the producer and the
consumer 1s mutually verified. This creates a zero-trust framework where
no data is exchanged and accepted based on a trust relation that was
established previously between entities based on past activities.

Allowing for a zero-trust operation is an important enabler of security
hardening as trust relationships are traditionally posing potential security
issues. According to [1], the trust relationship between management
domains is a key security risk, especially as the set of management services
or management functions may change within the domains. An overview of
the potential deliberate data security threats targeting network management

systems is also provided in [1]. The main sources of threats include:



e Deception, impersonation, identity spoof: Leveraging a pre-existing
trust relationship between an entity and the impersonated target, or
adversary modification between content exchanged between two
trusted entities. This threat also motivates to move toward a zero-trust
security framework to avoid the misuse of trust relations.

e A trusted insider of a system may leak information outside where it is
collected and analyzed: this also motivates employing zero trust to
eliminate the possibility of opening channels from inside of a system

to outside entities without ensuring their identity and authenticity.

A potential logical e2e data pipeline with elements of zero trust is shown in
Figure 4.1. Note that within the pipeline data storage may be bypassed if no
intermediate persistency is needed, and data can be transitioned directly to a

consumer (e.g., volatile data between steps of a data pipeline).
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Figure 4.1 Zero trust e2e data security.<

The zero trust e2e data security naturally applies to Al as well,
considering how Al operations may adopt information exchange through
data chunks (Figure 4.2). Al models are data structures, and as such may be
regarded as a data chunk each. For example, Al models may be untrained
models (e.g., NN model architecture with random initial weights), but also
trained models (e.g., NN with weights set via training algorithm over a
training dataset). In the operations of distributed/federated Al training,
gradients transferred from the local trainer to the central trainer (each

training iteration produces a new data chunk), and also data shared across



trainers may be regarded as data chunks. In reinforcement learning, new
iterations of a model trained within an entity become new data chunks
whenever they are released/transferred to other entities. In summary, while
Al training and operation creates a complex data pattern, any piece of data
in transit or any version of a model in training could be captured as a data
chunk, therefore, assuring the properties of authenticity, integrity, and

confidentiality within Al operations.

A Offline training (supervised, unsupervised)

Central Trainer

Data chunk

Edge
Trainers

. RL/TL
Distributed
Trainers

Figure 4.2 Data chunks in AI/ML operation.<]

4.3 Data Security and Truthfulness

The analysis of the key management security issues [1] also identified a
deliberate threat through the manipulation of data structures and system
resources (including files, configuration, and applications). This attack

essentially means to alter information that is later trusted or acted upon



autonomously by the system due to its trusted source (e.g., a well-known
configuration database that "should" contain only valid data). Utilizing
compromised configuration data may yield suboptimal, wrong, or even
harmful outcomes, even if the access of the (maliciously altered)
configuration or the transfer of the configuration information is fully
protected later on wusing the full power of information security
(authentication, integrity, and confidentiality). Therefore, there is a need to
separate information/data security from the concept of what could be called
the "truthfulness" of the data. The two important aspects of e2e security and
their relationship are discussed as follows.

Data security is a functional requirement of a system, essentially meaning
to implement and enforce zero-trust principles (authentication, integrity,
confidentiality) in e2e on all data production, transfer, storage, and
consumption relations. Data security assures that the producer of a piece of
data is verified; data integrity and confidentiality are ensured both in transit
and in persistency; and access is restricted to authorized consumers only.
Therefore, once a piece of information is produced, it can be traced
throughout the system and its immutability can be assured.

Truthfulness is a nonfunctional requirement of a system, meaning the
ability to verify that the data itself is valid, it is true to its intended or
communicated identity, and semantic (e.g., if it is a measurement with a
given unit, the value should be really the truly measured quantity and it
should be encoded in the indicated unit). Truthfulness relates to the
production/ consumption of data (or models, considering that they are also
handled as data when stored or in transit). If the data was maliciously or
erroneously produced, or an Al model is changed by the consumer, data
security cannot help prevent the impacts, hence the additional need to

investigate enablers of truthfulness. The challenges to verify the



truthfulness of data include, for example, ensuring transparency into the
data that 1s used to train an Al model (which has an impact on the
truthfulness of the resulting model itself) or ensuring that an Al model
transferred to an inference point (with all data security ensured) is not
altered later by the consumer (i.e., user) of the model to produce an output

that would be different from that of the original model.

4.4 Security and Trust Impact of the AI Technology

Training and using Al models in a system brings in aspects of security and
trust that are inherent to the Al technology, although they do not necessarily
require a mitigation tactic that is specific to Al. Al-related security issues

could be classified into two large categories:

1. Increased attack surface with potential threats that have become
possible due to the nature of the Al technology, including training data
management, model training, model operation, and management. This
assumes a deliberate malicious attacker that tries to exploit
vulnerabilities opened by the system through its use of Al

2.Lack of transparency (i.e., explainability challenges) of the Al
technology and functions or capabilities implemented using Al. These
do not assume any malicious activity but simply consider the impact of
operating and trusting systems incorporating Al especially if the Al is

driving closed-loop automation with potential actions on the system.

Regarding Al-specific attacks, NIST has released a comprehensive survey
and classification of adversarial attacks and potential mitigation techniques
[2]. Although many of the attacks are deeply scientific in the vulnerability
and mathematical constructs of the models, or delivering attacker impact

through careful training data manipulation, the conclusion of the work itself



[2] is that the most plausible (and thus also most impactful, when
successful) attacker capability is to have access to the interfaces of the
model (i.e., can send input data to the model, and receive output) but not to
the model itself. This is the well-established ML as a Service (MLaaS) or
Model as a Service (MaaS) principle [2, 3], which fits well into a web-scale
service model where consumers can access capabilities through network
APIs without having access to the actual infrastructure and software serving
the requests. Therefore, it is interesting to analyze which identified attacks
do require Al-specific measures (i.e., steps incorporated into how training
data is organized and how training is performed) whereas which are the
ones that could be reduced to standard IT security measures such as
controlling and authenticating access to critical infrastructure that produces
and hosts Al models. The survey identifies two high-level Al classes:
predictive Al and generative Al and analyzes attacks and mitigation per
each class. For the sake of this methodology, only the predictive Al part
will be considered, however, the same method could be applied to
generative Al as well (and providing a very similar outcome).

Table 4.1 summarizes the attack tactics in the context of potential
attacker objectives and attacker capabilities according to [2]. The attacker
objectives may be availability breakdown (try to render the ML service
unavailable), integrity violation (make the ML service produce incorrect
output), and privacy compromise (obtain information about the model or
potential training data samples used to train the model). The attacker
capabilities range from having various levels of leverage on the training
data, training process, and the model to the point where only query access is
given, which corresponds to the MLaaS model. Therefore, analyzing the
impact of real-world attacks may focus on the query access line.

Additionally, considering the availability and integrity of the system as a



primary concern (as they cause service breakdown), there are only a few
attack tactics that remain relevant, namely energy latency and black-box
evasion. Energy latency is a tactic that tries to compute adversarial samples
that cause the ML model to take an unusually long time to complete,
increasing the latency of the model's response, and thus causing delayed
decisions that depend on the model's output. Black-box evasion is a tactic
that tries to make the ML model produce wrong output such as incorrect
predictions or classification through inputting adversarial samples. The
mitigation tactics for both attacks recommended by [2] are adversarial
training (including adversarial samples in the training data) and randomized
smoothing (training under Gaussian noise perturbation). These are
mitigations that require Al-specific measures to be integrated into the
training process of the Al model. For all other attacks that require access to
sensitive training data or the model itself, AI technology-specific
mitigations still exist [2], however, securing the machine learning
deployment via means of conventional IT security would already deprive
the attacker from the required capacity to execute the tactic [4]. The privacy
compromise attacks also require data and model-specific mitigation, with
the scope to provide data anonymity through differential privacy [2] or

approaches discussed in Section 3.6.3.

Table 4.1 Overview of attack on predictive Al.<J
Attacker objectives

Attacker Availability Integrity violation Privacy
capabilities breakdown compromise
Training data  Data Targeted poisoning

control Secure poisoning  Backdoor poisoning

code control Backdoor poisoning

Test data Backdoor poisoning

control Evasion




Attacker objectives

Attacker Availability Integrity violation Privacy
capabilities breakdown compromise
Model control Model Model poisoning
Label limit poisoning  Cleanlabel poisoning
Cleanlabel Cleanlabel backdoor
poisoning
Query access  Energy- Black-box evasion Model extraction
latency Reconstruction
Membership
inference Property
inference

Regarding lack of transparency, trustworthiness issues emerge due to the
opacity in the Al model's operation, resulting in end-to-end unpredictability
in terms of the model's performance and output for hypothetical input
samples. Although model unpredictability may lead to indeterministic
system functionality when implemented with AI, it is important to
differentiate between observed indeterminism on the system level and the
underlying unpredictability of the models. An Al model may
deterministically provide the same response to repeated processing of the
same input, yet no prediction can be made for a group of input (or even for
a single input sample) to which boundaries the output will fall without
actually applying the model on the input. As in real systems, it is rare that
the exact same scenario repeats, in practice the Al models will process
different input even in situations that are "similar" to a high-level observer,
leading to the impression of indeterministic end-to-end system behavior.
The unpredictable property of Al models is in contrast to classical
algorithms or even computer programs where algorithm analysis and
verification can provide proof of performance and correctness without

having to execute the algorithm on all potential inputs. This unpredictability



is the driver to seek alternative means of trust in the model, especially if the

model is going to be included in closed loop operation where the risk of any

failure can escalate proportionally to the impact of the action it triggers.

In practice, an Al model may be regarded as a set of common operations

defining a computation graph that is executed by a program code on

specific input data [5]. Therefore, comparing traditional software to

software with Al from a practicing software developer's perspective in

Table 4.2 provides further insight into the reasons why Al may seem

indeterministic.

Table 4.2 Comparison between engineering with traditional software versus

AlLd

Capability  Traditional Al software
software

Components Source code Source code and model

Transparency Yes. By No. Although the model part is also fully
studying the defined by the training data, the training
code, the algorithm, and the resulting model
functionality parameters, it is not comprehensible by a

and behavior of
a traditional
SW are
logically
defined and
comprehensible
by a human
engineer.

human engineer because (1) the training
data is either not human readable or its
sheer volume prohibits anyone to have
complete knowledge over it; (2) the
trainable model parameters are not
comprehensible with formal logic. Insight
to an Al can only be obtained by running
experiments (executing the model on
concrete input data), which give only
partial or statistical description. No
formal reasoning is possible on "what
would happen" given a future input
sample - the only means to know is to
apply the model to the data.




Capability  Traditional Al software
software

Components Source code Source code and model
Debugging  Bugs can be Wrong output from Al (e.g.,

potential tracked back to misclassification on an input data sample)
the source cannot be traced back to model
code, therefore, parameters - no actionable insight is
they can be obtained by analyzing which model
fixed parameters could be changed to correct

the output of the model for that single
input, and even if a change is made, the
consequences to all other input data
samples are unknown.

According to the attributes of Al-based software, Al should be
considered as a statistical tool for engineering due to the following

observations:

1. The lack of inherent transparency and intuitive explainability of Al
models and their outputs on individual input data samples renders Al
models a tool of mass and statistics. Interpreting Al quality metrics
such as accuracy, precision or recall already requires many
experiments that are statistically evaluated, and they provide no
guarantee whether the next individual experiment will result in a true
or false outcome.

2. With statistical behavior, there comes the probability of failure, risk,
and the need to manage trust in the Al model's output.

3. Additionally, there are adversary attack vectors opened by the data
channel of the Al (in addition to its source code/SW channel), which

requires security mechanisms developed for Al.



Overall, importing Al into a system means importing the above trust and

security requirements as well.

4.5 Trust in Machine Learning as a Service Deployments

Machine learning (ML) as a service (MLaaS) is a service model where an
MLaaS provider (MLP) encapsulates ML models to implement use cases
that are accessible to MLaaS consumers (MLC) through an interface (e.g., a
REST API). MLaaS is already popular among public cloud and analytics
providers (providing, e.g., speech-to-text API and image analysis API). The
importance of this AI/ML deployment also stems from being native to
service-based network and service management architectures [6], therefore,
service-based encapsulation of AI/ML capabilities is directly relevant to
telecommunication systems. As telco networks are multivendor systems,
with potentially different providers of each AI/ML-based service, having a
mechanism that can create technical proof both for the provider and the
consumer on the genuineness of a model used for the service may help
build and maintain trust between the partners.

In practice, the MLP may have multiple models trained for the same ML
use case (Figure 4.3). Different models may solve the same task with
different accuracy (e.g., 90%, 95%, and 99%). The TCO of a more accurate
model is usually higher than that of a less accurate one due to more data and
compute-intensive training process, larger model size and more compute
resources needed for executing the trained model for inference. The TCO
may be reflected in the MLP’s charging model: the MLP may charge the
MLC per API calls or by the amount of processed data, and vary the price

based on the requested accuracy level.
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Figure 4.3 MLaaS scenario, with multiple ML models in the
MLaaS provider.<]

A general problem in the context of MLaaS is how to ensure that the ML
model behind the MLaaS API is accurate, for example, according to a
public statement of the MLP on its own model accuracy, or according to the
accuracy selected by the MLC via the API or for which the MLC is eligible
via its subscription. The ML models are trained, hosted, and executed by
the MLP privately (i.e., the ML models cannot be accessed and studied by
the MLC or any other entity). When an MLC submits its data to the MLP
for analysis, the MLC receives the result of the model execution, which
bears no trace of the identity or any other attribute of the ML model that
was processing the data.

By using the MLaaS, there is no proof for the MLC that its data has been
analyzed by an ML model with the agreed accuracy. The MLC cannot

obtain such proof on its own, for two reasons:



1. The amount of an MLC’s data may be simply too low for statistically
relevant benchmarking. For example, by submitting 10 samples for an
ML model, and benchmarking the model’s accuracy by evaluating the
number of samples for which the model gave good response, the error
of benchmark accuracy is +£10% (a single sample output being right/
wrong causes 1/10 = 10% difference). Additionally, model
benchmarking on 10 samples is not statistically significant; even for
ML models that are generally highly accurate, one could find
particular data samples on which the model does not perform well -
but that does not mean the model as such is poor.

2. The MLC usually cannot validate the MLaaS result’s correctness even
on a single data sample, as that capability would require the MLC to
independently solve the ML use case it is delegating to the MLP. If the
MLC could solve the ML task itself, there would be no reason to use
MLaaS in the first place. Therefore, the MLC needs to trust the MLP

on the accuracy of the results, with no formal or experimental proof.

Another related technical problem is on the MLP side: how can the MLP
prove, without exposing its ML model publicly, that an MLC’s data was
indeed processed by an accurate ML model? For example, a malicious
MLC may deliberately submit low-quality input data to the MLP and
complain that the results are poor (below the agreed accuracy) whereas in
fact, the data was simply not fit for the model.

A potential solution to the above problems may be to create technology
that (1) enables to certify the accuracy of an ML model accessed through an
MLaaS interface; (2) enables MLaaS consumers (MLC) to obtain proof that
their data were processed by a ML model with certified accuracy; (3)
enables the MLaaS provider (MLP) to prove that it has processed an

MLaaS consumer’s data with a certified ML model. During this process, the



ML models remain secret to the MLP. The process should be applicable to
existing MLPs (e.g., in public clouds) without any change to their current
interface; also, the method should not require cooperation from the MLP or
any additional service beyond what it already provides to the MLC as part
of its own business.

The general solution is illustrated through an example to render the idea
more tangible. The example process assumes the existence of a special
function, the ML Certification Server (MLCS), as shown in Figure 4.4. The
MLCS can generate an unlimited number of data samples (X, Y(X)) where
X 1s an input data suitable to be processed by an MLP’s ML model and
Y (X) is the expected result when inputting X to the ML model. The data
samples need to be syntactically and semantically fit to be processed by an
ML model. Therefore, the MLCS generates (X, Y(X)) data samples per ML
model. The MLCS generated (X, Y (X)) data samples are one-time samples,
that is, they are never recycled or used more than once, ever. Any entity
getting to know an (X, Y(X)) data sample is not able to use it to fake an ML
model’s expected operation by simply returning Y(X) for X because the

same X will never be encountered as input to the ML model again.
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The MLCS can benchmark and verify the accuracy of an MLP’s ML
model M by acting as an MLC, subscribing to its model M, and generating
(X, Y(X)) samples fit to be processed by model M. The method is
illustrated in Figure 4.5. The MLCS sends the X part of the data samples to
the MLP; the Y(X) part is kept secret by the MLCS. The MLP processes X
with ML model M; however, the processing step is hidden inside the MLP.
The MLP only returns a y(X) response as a result of input X. The MLCS
compares Y(X) with y(X) to measure how accurately the MLP was able to
produce the expected output Y(X) for input X. The MLCS may release a
public certificate stating that the MLP’s ML model M has a certain

accuracy.



ML model M

MLCS MLP
Generate benchmark i
samples (X, Y(X)) for |

MLP’s model M i
|

M, X |

>

-

I Run the model M on X l
i —> output y(X)
' y(X)

-
|
Compare Y(X) with
y(X) to establish the
accuracy of MLP’s
model M

Publish a certificate
stating the accuracy of
MLP’s model M

h. /
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The MLCS can verify that the data samples of an MLC (other than the
MLCS itself) were also processed by an ML model M of the MLP with the
same accuracy level as certified by the MLCS for the MLP’s model M. This
method is illustrated in Figure 4.6. The MLC has its own data A that it
would like to submit to MLP to be analyzed by model M. The MLC does
not know the expected output Y(A) for its data A, and neither does the
MLCS. The MLC requests the MLCS to provide one-time benchmark



samples fit to be processed by the same ML model M of MLP. The MLCS
generates new onetime benchmark samples (B, Y(B)) and provides part B
to the MLC but keeps Y(B) as a secret to itself. The MLP mixes its own
data A with the one-time benchmark sample B obtained from MLCS and
sends the A + B mixture to MLP for processing. The MLP runs the ML
model M on A + B and returns the output y(A) + y(B) to the MLC. The
MLC forwards the y(B) to the MLCS for verification. The MLCS, knowing
Y (B), calculates the accuracy of model M on the one-time benchmark data
B and compares it to the accuracy established during a previous
certification. If the current accuracy matches the certified accuracy, the
benchmark data B was very likely processed with model M at MLP. Since
the MLP had to process the mixture of A + B, performing well on part B
implicitly proves that the same model M was running on data part A too.
The MLCS sends this positive verification to the MLC. If the two
accuracies do not match, the MLCS sends a negative indication to the
MLC. Therefore, by using the service of MLCS, the MLC obtains proof of

whether or not its own data was analyzed by a proper model of the MLP.
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The method’s strength does not depend on whether the MLP knows
exactly that it is under benchmark or is totally ignorant of the entire MLCS
presence. Theoretically, it could be possible that the MLP cleverly separates
the A + B data to parts A and B, runs a good model on part B, and a poor
model on part A. However, such tinkering is very risky as the MLP may
guess which part is A and B wrongly, in which case the MLCS would detect
the issue and red flag the MLP, causing serious reputation and business loss
for the MLP. Additionally, since even a cleverly cheating MLP has to
process part B with a good model, simply ensuring that the amount of data
in part B is at least in the same order of magnitude as data in part A
amortizes the MLP’s potential saving of computation power by processing
part A with an inferior model. In practice, often the MLC’s own data (part
A) may be much less in quantity than what is needed for the benchmarking
process to be statistically significant, that is, the amount of part B may even
be an order of magnitude higher. Therefore, there is really no cost incentive
for the MLP to try to separate the mixture of data and process the parts
separately, whereas there is a large reputation loss at stake if even a single
mistake is made in the separation ever.

In general, the MLCS could keep the Y(X) part of the one-time
benchmark data (X, Y(X)) secret. However, in certain situations (e.g.,
dispute, legal proof, and court order) the MLCS may be required to publish
its benchmark data to prove that the data was suitable for benchmarking a
given ML model and Y (X) is indeed a correct output for X. Due to the one-
time use of any (X, Y (X)) data sample, the benchmark data may become
public without weakening the already issued MLCS certificates.
Additionally, the MLCS may even voluntarily publish samples from its

benchmark data to increase trust in itself.



The MLCS not only proves to the MLC that its data was processed by an
ML model previously benchmarked to provide the agreed accuracy, but at
the same time, it also provides proof to the MLP in case an MLC debates
this fact. In an extreme case, an MLC’s data may be semantically unfit for
the ML model for which the data was submitted for processing, therefore,
resulting in poor accuracy on the MLC’s data. Yet providing good accuracy
on the onetime benchmark data of MLCS proves that the agreed ML model
was used, annulling the false claims of MLC for any refund. That is, the
MLCS is an unbiased source of truth regarding the fact whether input data
was processed by a preagreed ML model. Note that, since the MLCS (and
none of the other entities) has actual access to the ML model, technically
the MLCS proves that the MLC’s data was processed by an equivalent of
the previously benchmarked ML model. In reality, it could be a slightly
improved (e.g., retrained and updated) version of the ML model. Still, as
what matters is the quality of the model’s output, this proof is sufficient in
practice.

The MLCS generates one-time benchmark data samples using
simulations driven by a high entropy random source. Different types of
simulations are needed for different ML tasks. For example, for image
recognition, image rendering is needed; for speech-to-text transcription,
speech generation is needed, and for network state modeling, network data
generation is needed. The exact method by which the MLCS generates the
benchmark samples is implementation-specific.

The MLCS may use ML itself for the generation of data. For example,
the MLC may share its own data samples (or part of it) with the MLCS
when asking for one-time benchmark samples. The MLC’s own data
samples may serve as a clue to the MLCS about exactly what kind of data
the MLC will use. The MLCS may use generative ML models seeded by



the MLC’s own data to produce further data that resembles the MLC’s data
but for which the MLCS knows the expected output from the MLP. For
example, for images, neural style transfer may be used to produce images
with predefined content (e.g., known location of objects) but in the style of
the images provided by the MLC. Such style transfer makes the one-time
benchmark samples generated by the MLCS to blend in with the MLC’s
own data even more.

The MLC may mix the one-time benchmark samples obtained from the
MLCS on different levels. The most trivial (and often sufficient) mixture is
to simply concatenate its own samples after the benchmark samples,
potentially randomly shuffling the ordering of the samples (whenever the
order of samples does not matter for the analysis). A deeper mixture is also
possible, by merging a benchmark sample and one of its own samples
together into a single atomic sample. For example, for images, a benchmark
image and one of the MLC’s own images may be copied side-by-side to
make a larger image and use that larger image as a sample submitted to the
MLP. This makes it even more complex for the MLP to try to split the data
into benchmark and original parts and improves the likelihood that the MLP
runs the same model on all data.

The certificate generated by the MLCS should at least contain the
identity of the MLP, the identity of the MLP’s ML model that is certified,
and the certified model accuracy. Additionally, the certificate may contain
statistics or further information on the data that was used for the
benchmarking. Ultimately, samples from the benchmark data may also be
published or linked to the certificate.

The benefit of this approach is that it does not require any change on the
MLP’s interface/API (neither when interacting with the MLCS nor with the
MLC). Any currently available MLP can be certified as-is, and MLCs may



use the MLCS to obtain proof of the accuracy of the MLP’s model
processing their own data. The benefit for the MLP is also realized without
any change on their side.
The key interactions through the interface between the MLCS and the
MLC:

o MLC—MLCS: request for one-time benchmark samples. This request
should include the identity of the MLP and the identity of the ML
model of the MLP. In practice, this could be a URL pointing to the
REST API resource where the MLP offers the service corresponding to
a given model (including the accuracy of the model). Additionally, the
MLC may provide further clues about the kind of data it will send to
the MLP so that the MLCS can generate one-time benchmark samples
that are very similar to the MLC’s own data. For example, if the ML
task 1s 1mage analytics, the MLP may describe the resolution and
quality of its own images to the MLCS, and the MLCS may initialize
its random image generator so that it will create images of the same
resolution and quality.

e MLCS—MLC: provide one-time benchmark samples. This response
should carry a container with the data that can be mixed by the MLC
with its own data.

o MLC—MLCS: the response obtained from the MLP on the one-time
benchmark data. This notification should contain only what the MLP
has returned for the one-time benchmark data, and not the response for
the MLC’s own data. The MLC has to demultiplex the response of the
MLP by reversing the mixing process it has done earlier.

e MLCS—MLC: verification of the accuracy of the MLP model. This
response is  essentially an acknowledgment or negative

acknowledgment indicating whether the accuracy of the MLP’s model



was found to match the same model’s previous benchmark accuracy.
The response may also contain the quantified accuracy for this

particular model run, and the previously certificated accuracy.

As an additional service, the MLCS may implement a data and service
proxy functionality for the MLC (Figure 4.7). In this setup, the MLC does
not interact with the MLP directly but only with the MLCS. The MLC
submits its own data to the MLCS, naming the MLP and the ML
model/service by which the data needs to be analyzed. The MLCS
generates one-time benchmark data samples and performs the mixing of the
MLC’s data with the one-time benchmark data. The MLCS sends the
mixture of the data to the MLP using its own subscription to the MLP APIs
(which i1s anyway needed for the MLCS to perform the certification). The
MLP returns the result on the mixture of data to the MLCS. The MLCS
extracts the MLP’s response corresponding to the one-time benchmark data
and verifies the accuracy of the MLP model. Finally, the MLCS returns the
MLP’s response corresponding to the MLC’s own data along with the

accuracy verification result to the MLC.
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Figure 4.7 MLCS providing data and service proxy to the
MLC.d

This service has multiple benefits for the MLC:
The MLC does not need to deal with the complexity of mixing the

onetime benchmark samples with its own data - this could be provided by
the MLCS as a service to the MLC. As a side effect, the MLCS may take



advantage of the insight into the full MLC data to generate compelling one-

time benchmark samples resembling the MLC data.

e The MLC does not need to maintain a subscription to the MLP, which
may have its own cost.

e The MLC is not charged directly by the MLP for the additional
onetime benchmark samples. The MLCS pays for using the MLP’s
service for both the MLC data and the one-time benchmark samples.
Since the MLCS may have a bulk institutional subscription with better
price negotiation ability, the per-sample cost may be lower if all
samples are submitted by the MLCS. The cost of the MLP service can
be shared back to the MLC by the MLCS, as well as the additional cost

of the MLCS’s own services (data mixture, accuracy verification, etc.).

In this case, the MLC trusts the MLCS with its own data. This is the choice
of the MLC and it is a nontechnical decision. However, the MLC already
trusts the MLP with its data, therefore the quantum leap of providing data to
external entities has been anyway made by the MLC when it started to use
MLaaS.

4.6 Summary

In autonomous networks, data and Al models are not only highly integrated
(as data is input to models, whereas models produce data that could be
further input to other models, etc.) but also converged in the sense that
models are also data by themselves. Therefore, models as data are subject to
similar operations as conventional data, including persistent storage and
transmission through interfaces. The intersection of models and data was a

central motif of this chapter to discuss about elements of data and model



security together rather than putting data and model security on separate
tracks.

A major part of data security falls into the scope of classical
cryptography, such as authentication, integrity, and confidentiality. These
should be generally applicable to both data in transit and data at rest. This
chapter presented a PKlI-based generic data security framework that is
applicable to these requirements, and also to scenarios when data represents
full or partial Al models (e.g., in the case of federated learning).

Al modeling brings in additional aspects of security. First, Al-specific
security issues may be addressed within the confines of the core Al
technology and related operations such as security-aware training
mechanisms. Second, trustworthiness issues, which originate from
theoretical attributes of the Al technology and therefore require mitigation
strategy outside of the Al technology itself.

In terms of Al security, there needs to be awareness of the additional
surface opened toward a range of new adversarial attacks. There is ongoing
research producing mitigation tactics against various types of Al attacks.
With Al as a service, many of the attack categories become theoretical ones
as they require access to sensitive model parts or operations that are not
available in properly managed environments (i.e., Al security falls back to
traditional and well-practiced IT security). Still, it remains a challenge to
obtain proof of correctness or even proof of work by a specific AI model
that may be a contracted requirement between a service consumer and an
MLaaS service provider. This chapter provided a detailed description of a
potential mechanism to collect (statistical) proof of processing input
samples with a specific preagreed model with the plausible assumptions of
exercising control over the model’s input and receiving the model’s output.

The next chapter will continue the theme of AI/ML models with a deeper



dive into how to internalize the models (as opposed to keeping them

separate from a system) to improve the efficiency of the data-model

pipeline and retain full ownership over Al-based capabilities.
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5
Native AI/ML and the Related

Management Aspects
DOI: 10.1201/9788770041478-5

Al is a key technology enabler of network and service management
automation. As to core technology of Al is developed externally to mobile
networks, applying it to workflows and functions within the network
requires a level of integration between existing networking architecture,
processes and solutions, and the infrastructure and mode of operation
imposed by the Al technology. Al native networks bring integration to the
level of owning and defining all elements (resources, processes,
interactions) of and with Al inside the system architecture rather than
attaching to Al-based capabilities through carefully separated data and
control exposure interfaces. Native Al removes dependency from external
platforms and services in favor of exercising full control over the Al
technology becoming part of the networks, including the training,
validation, deployment, and operation of the Al models. Al native networks
also need to handle all challenges related to security, trust, and efficiency
created by the integration of Al technology itself, especially considering the
heterogeneous, large-scale, distributed, and sometimes, resource-
constrained environments of networks, which are in contrast to the data

center driven upstream Al deployments.

5.1 Introduction


https://dx.doi.org/10.1201/9788770041478-5

The complexity of telecommunication technology and mobile network
deployments has steadily been increasing with new generations of mobile
systems. Some of the sources of complexity include the abundance of
applications, the domain-specific technologies coexisting with each other;
virtualization, software technology, and clouds adopted by telco solutions,
creating new abstraction layers and management requirements; and the
proliferation of management domains and the associated vendor- and
technology-specific tools and processes. In a traditional network
management and operation environment, this multifactor complexity is
exposed to the operator and creates an integration and operation burden. A
typical technological response to complexity is the attempt to increase the
level of automation throughout the system. Automation capabilities
targeting the reduction of management complexity have been part of the
mobile networks since LTE, coining the self-organizing network [1]
concept. SON has defined standardized use cases and corresponding
mechanisms to delegate the configuration or optimization of selected
parameters to the network. Still, the SON use cases provide only point
solutions for specific configuration or optimization tasks by design, even if
their implementations have undergone intermittent upgrades to state-of-the-
art technologies including the use of machine learning [2].

Over the years, the scope of network automation has been extended to
e2e network and service management [3]. Automation evolved not only in
terms of abstraction from single equipment through the domain to the e2e
level [4] but also in terms of the applied technology from predefined simple
algorithms [1] to the adoption of AI/ML [5, 6]. As of today, AI/ML
technologies increasingly penetrate all domains and layers of
telecommunication networks. AI/ML has a wide range of applications

including the realization of network functionalities or capabilities,



improving network efficiency through learning and optimization, increasing
the autonomy of networks through closed-loop management services, or
providing predictive modeling capabilities for network digital twins [4, 7,
8]. With the increase of generic compute capacity available to telco
networks through the cloudification of the infrastructure [9], AI/ML-
enabled to target real-time distributed optimization such as radio
beamforming or complex scenarios such as QoS or energy efficiency [10].
Even though AI/ML has been adopted as a de-facto technology to help
network automation, current networks have not been designed with AI/ML
in mind. Rather, AI/ML has been engineered on top of already standardized,
productized, and deployed network architectures bearing little resource
headroom and flexibility to accommodate the infrastructure, development,
and operational differences of new technologies. This has left AI/ML to
work on a separate infrastructure (including resources not owned by the
operator such as public clouds), bringing along its own operation and
management tools and frameworks, and having the operator develop ad-hoc
mechanisms to integrate AI/ML with the traditional network functions and
management solutions. The separation between AI/ML and the telco
systems has multiple sources, including independent or even disparate
technology evolution, misalignment in the technology cycles, pace of
development, and independent timing of new releases and capabilities [11].
The lifecycle of solutions created with AI/ML 1is also fundamentally
different from traditional CI/CD in HW/SW engineering, which has
multiple reasons. One is the new engineering roles and technological
requirements created by the data-driven nature of AI/ML (both in training
and operation), resulting in new human skills (such as data engineer) and
new infrastructural capabilities (created by the need for data collection and

mediation, cleaning, labeling, training, model management, etc.) that need



to be integrated in the operation of a network with AI/ ML. Another reason
for the separation of AI/ML and the rest of the network is the inherent
semantic gap (i.e., lack of explainability) between the latent space of the
AI/ML models and the real-world concepts and tasks to which the AI/ML
models are applied, making the integration of AI/ML models with

established operational workflows a practically hard problem.

5.2 Al Native Networks
In an Al-native network, the assets and impacts of the AI/ML technology

are a visible part of the network architecture, infrastructure, and
operational/ management processes, fully owned and executed by the
network itself [11]. Similarly to how the impacts of radio propagation are
represented throughout the design of the radio interface (e.g., in the use of
physical and logical channels, adaptive modulation schemes, and all the
associated measurements and RRC signaling between the UE and the gNB),
the impacts of AI/ ML modeling should be represented in the design of the
Al native network. Therefore, Al nativeness is not marked by a single new
network functionality but rather a systematic integration of AI/ML
technology in all levels of the network functions, data management, and
operation automation that should all support the requirements imposed by

the AI/ML technology. The concept is illustrated in Figure 5.1.

y N
-

Al training data and B
maodel management,
MLOps, validation,
L internal ML as a Service )

Al based solutions

Training data collection, Al
model training, validation,
model management

External resources
External resources

F = 5 h
Data collection supporting
cross-lunctional
L correlation y

Function Function Embedded Exposed
with Al with Al Al Al

System System \ System i

Al over the top System using Al Native Al

Internal resources




Figure 5.1 Al native systems - a conceptual illustration.<]

The Al-specific characteristics of an Al native network thus may be
discussed by describing it as an environment from the perspective of an Al/
ML model (Figure 5.2):
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Figure 5.2 Al native environment from the perspective of an
AI/ML model.<!

e Design and development phase: The lifecycle of AI/ML models
(including the collection and availability of training data, training
execution, inventory, and availability of trained models) is well-
defined and automated, similar to the CI/CD of traditional cloud native
SW modules.



e Deployment phase: The AI/ML models are shipped with all necessary
software environment that enables instantiation, configuration,
execution, and integration with other system components as part of an
automated orchestration process, similar to the deployment of
traditional SW modules.

e Operational phase: The data availability (and transformation, if
necessary) for AI/ML model input, and the interpretation of the AI/ML
model output should be a close loop operation provided automatically
as part of the deployed SW environment of the AI/ML model.

e AI/ML model management: Throughout all the above phases, AI/ML
model quality monitoring and assurance, fallback mechanisms, and

security aspects should be provided.

The subsequent sections provide more details on potential approaches that
help realize the above requirements, focusing on the new management

aspects created by the adoption of AI/ML technology in networks.

5.3 Management Aspects of Al

The overall management tasks in Al native networks are summarized in
Figure 5.3 covering the lifecycle of SW modules with Al. The lifecycle
starts with creating the SW module image, which is the product of
developing the SW (usually a SW asset produced by a CI/CD pipeline). The
SW module is instantiated, scaled, and terminated by the orchestrator,
which performs traditional infrastructure/SW management tasks. The
implemented functionality of the SW module itself, if it is a network
function, is also managed in terms of traditional CM/PM/FM type of
network management. In addition to these traditional management scopes,
if the SW module has exposed Al, the new Al management responsibilities

are provided by the AI management service of the Al native network. Al



management could be regarded as a new management domain [2] with
concerns such as model training/retraining, Al model performance
monitoring, model arbitration/switch-over (including failover to non-Al
implementation), model and data protection, federation between multiple

Als, security and trust, and explainability.
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Figure 5.3 Management tasks in Al native networks.<l

5.4 Al Model Embedding and Monitoring

In network management using Al and within native Al networks,
operational Al models are not standalone assets, but they are part of or
encapsulated in a deployable and manageable SW module (such as a
container image). However, the development and validation of Al models
often happen in incubation (e.g., in a sandbox or using offline resources)
rather than in the final environment where the resulting trained model

would effectively operate. Therefore, it is important to make a distinction



between Al models and a SW module wrapped around or integrating an Al

model, as illustrated in Figure 5.4.
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Figure 5.4 Al model embedding.<]

Al model: A data structure representing a single instance of an untrained
or trained Al model, as it is produced by the software library used to define
(and/or train) the model. An Al model can be stored, transferred, and loaded
as any other data structure (albeit a potentially large data structure), but in

order to operate the model (e.g., apply it to input data and generate output),



additional SW executable is needed (which may use the same, or in case of
standardized model formats [12], even different software library that was
used to produce the model). As the Al model itself is only operational with
SW to animate it, any Al-based capability of functionality needs to be
implemented as a combination of the Al model and SW.

Software module with AI: Trained (but potentially still retrainable or fine-
tunable) Al model(s) integrated into a deployable SW module with clearly
defined purpose and APIs. One purpose of the SW around the model is to
provide the executable environment for the Al model that enables to make
computations with the Al model, for example, by fitting the model to input
data and capturing its output. Another purpose of the SW wrapping the
model is to improve the flexibility of the model, for example, by offering
integration with different types or formats of input data and internally
transforming them to the one that is natively expected by the Al model’s
input ingestion point. Further capabilities may also be integrated into the
SW module, such as producing recommendations or even making decisions
based on the AI model’s output. Such capabilities may be offered to
consumers through the API of the SW module. If multiple Al models are
embedded in the same SW module, it is possible to use them alternatively
(e.g., by selecting a model based on the input data received by the SW
module) or by implementing an incremental pipeline of serial AI models
where a model’s output is directed into the input of a subsequent model.
However, all this potential internal complexity may be fully hidden from
the consumer of the SW module’s API, which is another benefit of
wrapping Al models in SW modules.

The Al-specific management aspects of Al native networks cover the
entire lifecycle of Al models, and consequently, the lifecycle of the SW

modules (NFs, management services, etc.) that are embedding the Al



models themselves. Trained models are integrated into SW modules to
become a deployable unit ingesting data and providing services or
capabilities via APIs. The integration may be at two levels, resulting in SW
modules with two types of Al: embedded AI and exposed AI. The

architecture of the two types of SW modules is illustrated in Figure 5.5.
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Figure 5.5 The differences between SW modules with embedded
Al and exposed Al

In the case of the embedded Al, the Al aspects of the SW module are not
visible outside the SW module itself. That is, neither the platform executing
the SW module, nor the other SW modules integrating with it (e.g., by
providing data or consuming the SW module’s published APIs) are aware
of even the fact that the SW module has an AI model inside. In this case,
the full responsibility of managing the Al model is on the SW module (and
its vendor), including the training, monitoring, and updating of the Al
model. Such embedding is feasible for SW modules that implement well-
defined interfaces and have a narrow and static scope that can be covered

by an Al model. Still, it does not exclude even advanced Al capabilities



such as continuously training the Al module (e.g., using reinforcement
learning mechanisms) within the SW module itself, but all such
mechanisms must be provided as part of the SW module’s internal logic.
That said, SW modules with embedded AI do not generate any additional
management responsibilities compared to traditional network or
management functions, and the management of the AI model will happen
through regular software updates.

In the case of the exposed Al, the SW module not only publishes APIs
that are related to its functionality or service but also related to the
management of the Al model that is utilized by the internal business logic
of the SW module. This is the case when the AI native network has
additional AI management responsibilities, such as monitoring the status,
performance and health of the model, trigger or manage (re)training or fine-
tuning of the model (which also includes data management tasks such as
collecting and selecting the right training data for the model), and handling
model failures and fail-overs. The SW module exposing Al also has
responsibilities in supporting the management of its model, for example, by
calculating and producing metrics about the model’s performance,
implementing mechanisms to arbitrate between multiple versions of the
model, or implementing a fail-over mechanism to a non-Al-based backup
implementation in case of insurmountable modeling issues.

Examples of the need for exposed Al may include:

e Models within RAN L1-2-3, NWDAF, or other NFs require the
detection of concept drift to be resolved by model
reselection/retraining and/ or intermediate fallback to non-Al
mechanisms. Including such mechanisms per each network function
(where the primary scope of the function is non-Al related) would

generate unnecessary overhead and fragmented implementation for



those network functions. Instead, the functions could provide Al
telemetry that is analyzed and handled by an Al model management
service that has a single but detailed implementation to catch concept
drifting.

e Any SW module (including management services themselves - c.f.
managing Al with Al models) could benefit by outsourcing adversary
attack detection, alerting, and mitigation to a component that is
continuously updated with the latest results of this challenging and

fast-changing area.

Traditionally, AI models are trained and utilized in separate phases of their
lifecycle, creating a clear transition point in between. In the training phase,
the model is updated to learn from its training data, and its output is not
utilized outside of the context of the training itself. In the operational phase,
the model receives input data and generates output that is utilized for the
use case of the model, whereas the model itself is not modified anymore.
Such a clear split makes it possible to conduct the training and operational
phases in entirely different environments, which has benefits in terms of
potential availability and access to a higher amount of computing power
and specialized accelerator hardware during the training phase (and
potential overhead in terms of central data collection and retention). Yet a
separate training process may afford to process higher amounts of data,
usually yielding more accurate, more general, or even larger models that
would not be conceivable on the limited resources of the operational
premise. The trained model may be even scaled-down using techniques
such as quantization to fit operational environments with significantly lesser
resources and still provide acceptable performance.

The definite separation between training and operation is not necessary

and does not follow any Al technological constraint. Therefore, given the



right resources and computing capabilities, models may continue training
while already producing useful output. This paradigm may be fulfilled by
various Al training methods, such as reinforcement learning or incremental
learning, however, the biggest benefit in terms of autonomy (and thus,
fulfilling the concepts of Al nativeness) is realized when the training is self-
supervised requiring no manual data preparation, model hyperparameter
tuning or any other external input that would prompt for human
intervention. Models that may harvest all information necessary to continue
their training in their operational environment may be regarded as self-
learning models. Self-learning Al models may follow changes in their
modeled data domain to incorporate new patterns into their model structure,
capable of evolving along with their context. More details on the concept of
self-learning will be provided in Section 7.3.

The key APIs and integration points for SW models with exposed Al are
shown in Figure 5.6. Apart from the APIs that are exposed to provide the
declared functionality of the SW module (referred to as the published model
output), there are runtime Al model performance monitoring APIs that are
consumed by the Al model management service of the Al native network. If
the Al models are continuously trained while in operation, such as using
reinforcement learning techniques, the internals of the SW module
including the Al model itself may change (see Figure 5.7) and consequently
the APIs for runtime AI model performance monitoring may also need to
include notification emitted by the SW module about updates instrumented
to the Al model so that the Al model management service is aware of the

changes.
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5.5 Management of Federated Learning

Federated learning is a kind of distributed machine learning where multiple
distributed trainers and a central trainer collaboratively build a model [13].

The distributed trainers each have their own local data sources, which can



only be accessed by their associated distributed trainer. Federated learning
starts with the central trainer initializing a new (untrained) model and
sending a copy of it to each distributed trainer. Each distributed trainer
performs a model training step (e.g., gradient descent) based on the model
and its own local data. After the training step, each distributed trainer sends
back its updated model (or the updates to the model, such as the gradients
obtained in the training step) to the central trainer. The central trainer then
combines the updated models (or model updates) into a new version of the
central model. The updated central model is shared back to each distributed
trainer and the training cycle is repeated until the central model has
converged to a stable state (usually after each distributed trainer has used all
of its own local training data, maybe through multiple epochs, during the
distributed training). The concept of federated training is illustrated in

Figure 5.8.
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Figure 5.8 The concept of federated learning.<

Federated learning is a relevant technology in all systems that are
natively distributed, such as a mobile network with highly distributed and
disaggregated radio access networks. Federated learning is also the go-to
technology to bridge the gap between multiple stakeholders having private
data but a common goal to build a shared model, incentivized by the
accuracy and performance of a shared model that is trained on their
collective data. In telco terms, a collection of networks or domains (e.g.,
governed by an entity offering managed services) is a typical scenario

where models trained on insights collected from multiple networks may



benefit the managed service provider by outperforming individual network-
specific models in terms of generalization to new data and robustness
against adversary attacks. However, mixing data across networks may not
be possible due to privacy reasons. In another scenario pushing distribution
to the extreme, each UE may be considered to be a separate stakeholder
with its own private data, with the network playing the role of a central
entity. Such a scenario fits into the direction of AI/ML for the NR air
interface, where the Al model is assumed to be running at the UEs (or at
both the UE and gNB) [6]. One possible way to train such a model without
centralizing data collection in the network is to apply federated learning. In
summary, federated learning is inevitably part of Al native systems and Al
native networks, which pulls in the related model and data management
requirements and technologies.

There are multiple model management challenges related to creating and
using models through federated learning, which is attributed to the
asymmetric relationship between local trainers and the central trainer, as
well as the security and trust aspects of the local data and local trainers.
Challenges may be grouped into two main categories based on which of the
key federated learning assets is impacted: the shared model (i.e., the
product of the federated learning); or the privacy of the local data (i.e., the
promise to be kept by the federated learning). Challenges related to the
model may be further split into training versus usage phases. During the
training, the main concern is the validity, correctness, and robustness of the
resulting model (provided that no single entity controls or even knows all
the training data). During the usage of the model, which often happens by
the same distributed entities that participated in creating it as local trainers
[6], a concern is the integrity of the model (due to potential changes

introduced by distributed users) and trusting that collaborating entities using



the same model. As for the privacy of the local data, which is a fundamental
promise of federated learning, concerns are focused on the training phase to
ensure that local data remains private not only in terms of cleartext access
(which could be prevented by state-of-the-art crypto) but also in terms of
preventing any indirect leak of information such as inference of attributes or
distribution of the data through local training material (e.g., gradient
updates) that is inevitably shared during the federated model training.

In the next subsections, a selection of the above model management
aspects 1s discussed in more detail. The selection covers prominent aspects
of concerns related to the protection of the two most important aspects:

model security and robustness; and local data privacy.

5.5.1 Model set management to protect against adversary
attacks

There is a trust asymmetry between the distributed trainers and the central
trainer in the federated learning process, that is, distributed trainers never
expose their data, however, they have full access to the model that is being
constructed in the federated learning process. This makes the created central
model vulnerable to maliciously distributed trainers because they could
provide gradients to the central trainer that weaken the model toward
specific adversary attacks. For example, inspecting the model’s architecture
(neural network layers, activation functions, connections between the
layers, etc.), a distributed trainer with malicious intent could exploit the
mathematical vulnerabilities of a ReLU activation function [14] and provide
gradients toward the central trainer that amplify this vulnerability. The
malicious distributed trainer could even construct a set of adversary data
samples, for which the vulnerability is specifically triggered, planning to
exploit this vulnerability after the central model is finished. The

exploitation of the vulnerability may be done by itself, acting later as a data



source for the trained central model, or it could monetize the attack by
selling adversary data samples to other malicious actors. This is very
similar to software backdoors planned by a contributor and then exploited
directly or through other malicious hackers (in fact, as ML models are
software themselves, this analogy is directly applicable). The problem is

illustrated in Figure 5.9.
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Figure 5.9 The impact of adversarial local trainers in federated
learning. <

As the distributed trainers share only gradients with the central trainer, it

cannot detect whether the distributed trainer’s gradients would cause the



model to become vulnerable to a specific adversary attack, because only the
malicious distributed trainer is aware of those data samples that would
trigger the attack. The compromised model could then be deployed to many
execution points (e.g., in each RAN node to perform scheduling, physical
layer, or other RRM procedures), potentially creating a large attach surface
(the entire RAN) toward malicious attacks.

With a suitable federated learning model set management framework, the
impact of adversary distributed trainers on the centrally trained model could
be limited. The central trainer may produce not only a single central model
that contains the reported gradients of all distributed trainers, but it may
train a set of multiple models, where each model selectively lacks input
from specific distributed trainers. In this way, the impact of any distributed
trainer (however malicious that is) is localized to a subset of all trained
models. The set of trained models can later be used (deployed, executed)
together. Using a model management method, the user of the model set may
detect if the models receive input data that likely tries to exploit a
vulnerability that could have been injected by one of the distributed trainers
during the federated learning process. The method also enables to identify
the models that are impacted by the attack, and model management actions
could be taken, such as revoking models from the set and blacklisting
distributed trainers.

In the example shown in Figure 5.10, there are N distributed trainers,
referred to as D; to Dy, each with their own local data that never leaves
their premise. There is a central trainer that, during the federated learning
process, builds N + 1 models. The models are denoted M; to My;. The
models are built by receiving and combining gradients from each
distributed trainer in a specific pattern. For models M;, 1 = 1 to N, each

model M; incorporates gradients sent by each distributed trainer except D;.



That is, each model M; represents all distributed local data except that of D;,
and therefore, model M, is free from any potential adversary gradient
injection D; would try to get through. In the last model, My, all gradients
are incorporated, that is, this model represents all data of all distributed
trainers. The role of this model is that during the federated learning process,
it is shared back to every distributed trainer to perform their next learning
step. This corresponds to the classic federated learning cycle and ensures
that the distributed trainers are not aware that there are additional models
M, to My trained on selective gradients to form a model set rather than a
single model - that 1s, adversarial distributed trainers cannot adapt to the

central trainer’s different model training strategy.
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Figure 5.10 Multiple models produced by the central trainer.<]

The key functionality performed by the central trainer during the training
of the model set is shown in Figure 5.11. The method starts with initializing
a machine learning model ready to be trained. This initial (yet untrained)
model instance is replicated in N + 1 instances, which will form the starting
point of models M; to My;;. Then a training cycle starts, which ends when

the training is completed (e.g., gradient updates received from the N



distributed trainers are below a predetermined threshold). Until that
happens, in each cycle, the central trainer transfers model My, to each
distributed trainer, collects their gradients (that the distributed trainers
generated by updates to model My, on their own local data), and combines
the gradients to corresponding models. In the combination, gradients
collected from D, are incorporated in all models except M; (I = 1, ..., N).
The cycle is repeated by checking for the stopping condition and
transferring the updated model My, to every distributed trainer if further

training is necessary.
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Figure 5.11 The key functionality performed by the central
trained to create a model set.<l

The result of the training process is a set of models, M; to My where
each model is free of the gradient updates of one of the distributed trainers.
The model set could be used in a combination to perform inference (i.e.,
apply the trained models to new data). During the inference, each model

would ingest the same input data and produce slightly different outputs. In



case one of the distributed trainers produced compromising gradients to the
central trainer, and the input data used for inference is an adversarial attach
sample that is supposed to trigger the model’s adversarial behavior, it will
be observed by a significant difference between the output of one model
(the one free of the compromised gradients) versus all others (that all
contain the compromised gradients). If such differences are observed
systematically with the same model, the user of the model set may conclude
that models affected by the adversary gradients should be discarded.

The central trainer has created N+1 models as a result of the modified
federated learning process where there are N number of distributed trainers.
Each model M;, 1 = 0,...,.N incorporated gradients from all distributed
trainers except D;, whereas model My, ; incorporated gradients from all
distributed trainers. This mapping between gradients to models creates a
model set of M; to My where each model is free of the gradients of exactly
one distributed trainer. This scheme can be arbitrated so that each model is
free of the gradients of two, three, etc. number of distributed trainers, which
enables the user of the model set to have a higher confidence in detecting if
gradients coming from a distributed trainer (and the models incorporating
them) are likely to be adversary. Tables 5.1 and 5.2 show two examples of
distributed trainer to model instance mapping, which cause each model
instance to be free of the gradients of two or three distributed trainers,

respectively.



Table 5.1 First example mapping of distributed trainers to model instances
(xatacell DiM;,1=1, ., N,j=1, .., N indicates that gradients from Dj are

incorporated to model M;). The mapping causes each model instance to be

free of the gradients of two distributed trainers.<!

M1 M2 M3 M4 M3 M6
D, X X X X
D, X X X
D, X X X
D, X X X
Ds X X X
Dg X X X X

Table 5.2 Second example mapping of distributed trainers to model
instances (x at a cell DiM;, 1=1, ..., N, j =1, ..., N indicates that gradients

from Dj are incorporated to model Mj). The mapping causes each model
instance to be free of the gradients of three distributed trainers.<]

M1 M2 M3 M4 M5 M6
D, X
D, X
D
D,
Ds X
Dg X X X

As the mapping between distributed trainers and model instances ensures
that each model instance is free of the gradients of at least one distributed
trainer, an entity performing inference by ingesting a data sample to each
model in the model set can detect if one or more of the models where likely

compromised during the training and that the data sample constitutes an



adversary data sample. The steps performed by the user of the model set
(e.g., one of the distributed trainers) are described in Figure 5.12. The user
of the models receives a data sample on which the machine learning models
are to be executed. As the user of the models has a model set (instead of a
single model), it ingests the data sample to all models. The output from the
models is then clustered to see if they significantly differ from each other,
and how many characteristic outputs are. Clustering can use a common
clustering algorithm known in the state of the art, including k-means,
DBSCAN [18], or others. If there are at least two clusters (i.e., the outputs
of the models are not uniform), the user of the models investigates if the
pattern of clusters matches the pattern of mapping distributed trainers'
gradients to models (such as one illustrated in Tables 5.1 or 5.2). There is a
matching if the models to which a specific distributed trainer’s gradients are
incorporated are separated (based on their output) in entirely different
clusters than those models that are free from the same distributed trainer’s
gradients. In other words, for a given distributed trainer, there is no match if
there 1s a cluster that contains a mixture of models including at least one
model that has incorporated gradients from said distributed trainer and at
least one other model that has not incorporated gradients from the same
distributed trainer. In case there is a match for a distributed trainer, the

identity of the distributed trainer is reported to the central trainer.
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Figure 5.12 Logical steps taken by the user of the model set to
identify if an input data sample causes the models' output to
separate along the division of mapping distributed trainers to

models.<]

The model set management-related communication taking place between
the central trainer and the users of the model is depicted in Figure 5.13. The

description assumes that the users of the models are the distributed trainers



themselves, which is a common federated learning scenario. However, the
method equally applies to scenarios when the users of the models are partly
or fully distinct from the distributed trainers. The method starts when the

central trainer has finished the training of the model set.
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Figure 5.13 Communication during model set management.<

e In the first message M1, the central trainer transfers two information
elements: (1) the model set, and (2) a mapping table to each user of the
model. The model set consists of the trained machine-learning models.
The mapping table, of which examples were given in Tables 5.1 and
5.2, consists of pairs of distributed trainer identities and model
identities indicating which distributed trainer’s gradients were
incorporated in which model. The distributed trainers' identities may
be symbolic or obfuscated identities concealing their real identity.

e Next, the users of the model keep executing the steps described in
Figure 5.12. As part of this method, the users may detect attempts of
adversary attacks toward models that incorporate the gradients of a

distributed trainer, and report the identity of said distributed trainer’s



identity to the central trainer. The report is shown as message M2 and
it contains one or more distributed trainer identities as it was indicated
in the mapping table received in M1.

e The central trainer decides whether one or more models should be
considered as compromised by correlating reports from multiple
distributed trainers. The correlation mechanism may be to identify if at
least a predefined number of distributed trainers have reported the
same distributed trainer identity, or whether such reports were received
within a time interval. In such cases, the models that incorporate the
gradients of the reported distributed trainers could be considered
compromised. Other means to decide whether models have been
compromised are possible as valid implementation alternatives.

e Upon deciding that one or more models are compromised, the central
model signals the identities of the compromised models to all users of
the model set as message M3. The users of the model set may then
stop ingesting input data to the compromised model. Additionally, the
central trainer may decide to initiate a new federated learning process,
potentially excluding those distributed trainers that were reported in
the context of the model set, and potentially inviting other, previously

unused distributed trainers.

The model set management mechanism discussed so far is applicable to any
federated learning scenario as it only assumes the presence of central and
distributed trainers, which is a core assumption shared by the federated
learning technology itself. To bring down the mechanism from the
abstraction to more concrete applications, we perform the exercise of
mapping the trainer components to specific telecom standard architectures,
illustrating the potential of using the mechanism for real telecom use cases

that incorporate federated learning. Three example alternative architecture



mappings are shown in Figure 5.14 to depict two O-RAN and one 3GPP
scenario. O-RAN and 3GPP were selected due to their active involvement
in studying the integration of AI/ML into their systems [6, 15, 16]. In
Figure 5.14(a), the distributed trainers are the UEs and the central trainer is
implemented in the Near-RT RIC, as an xApp. In this case, gradient
transfer, model transfer, and the messages M1-M3 transition are done
through the RRC and E2 interfaces. Figure 5.14(b) is a slight variation of
this case, with the difference that the gNBs are the data sources, whereas
the central trainer remains and xApp. In this case, only E2 is involved.
Figure 5.14(a,b) could also be combined. Note that multiple central trainer
xApp instances may be created, for example, one central trainer xApp
instance to handle UE distributed trainers, and another xApp instance to
handle gNB distributed trainers. The third example in Figure 5.14(c) shows
a 3GPP core network mapping, where 5G core network functions are the

distributed trainers and the central trainer is implemented in the NWDAF.
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Figure 5.14 Deployment options for integrating the general
model set management mechanism into standard telecom



architectures.<!

5.5.2 Model integrity protection

A prominent scenario of federated learning is when the distributed trainers
all continue to be users of the model that is the product of the federated
training process. In telecommunications systems, distributed trainers may
be the UEs or gNBs and the central trainer may be a network function such
as the 3GPP NFs or systems (e.g., gNB, NWDAF, and OAM), or O-RAN
functions (e.g., RIC or SMO). The scope of the trained model may be to
perform a prediction that is relevant for UE-network communication (such
as channel estimation via Al) or gNB-CN relation (such as domain-specific
service quality measurements). In this case, the central trainer entity in the
network is interested in ensuring that the distributed trainer entities continue
to use the exact model that was trained in collaboration during the federated
learning process, and not a different (potentially poor quality) one, to ensure
the integrity of the Al-based operation. However, normally the central
trainer has no means to verify whether the distributed trainer (or any other
entity using the ML model) is actually using the model they created
collaboratively. Therefore, the distributed trainer can simply use a different
model or not use a model at all. Moreover, a maliciously distributed trainer
may even provide deliberately wrong outputs and mask them as if they
were produced by the common ML model. Accepting such wrong outputs
may cause functional problems in the central trainer or whichever entity is
going to use them for their own logic.

As an example (Figure 5.15), a model supervisor entity (MSE) is enabled
to verify whether a model execution entity (MEE) is using a specific ML
model. Both the MSE and the MEE have an identical instance of the
specific ML model whose usage is subject to verification. When the MSE

receives a prediction output (that is, a result of applying the model to input



data) from the MEE, the MSE has the capability to retrospectively ask the
MEE to show proof of its computation. The proof of computation verifies
that the MEE produced the prediction output by applying the specific ML
model to the input data. The verification method is designed so that the
MEE can only show the proof if it previously used the specific ML model
to produce the prediction output; that is, the MEE cannot trick the method
by selectively using the specific ML model only when it is under
verification and use some other (potentially lower accuracy) model when it
is not being tested. Since the MEE does not know which of its prediction
outputs will be verified later on, it is not worth to risk producing a wrong
prediction output because it may be detected retrospectively. As the
verification method provides a 100% detection rate for wrong outputs, even
a single wrong output that is subject to verification will render the MEE
untrusted by the MSE.
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Figure 5.15 Model identity verification.<d

There may be two levels of proof produced by the MEE for the MSE: a
basic proof, which is available even in a black-box model scenario, and an
extended proof, which is available in a white-box model scenario. The
black-box scenario means that the entity using the ML model has no access
to the model internals, also meaning that no model internal state can be
observed; the only action that the entity may perform with the model is to
apply it on input data and observe the model’s output. The white-box
scenario means that the entity using the ML model can at least observe the
model’s internals, for example, it is able to collect intermediate computation

results from within the model’s computation pipeline. The white-box



scenario therefore allows for additional mechanisms that require deeper
insight into the model. However, in some cases, only a black-box scenario
can be (or should be) assumed.

The basic proof allows to validate the usage of the ML model even if the
ML model internals are not observable, that is, the only available ML
model operation is to execute the model on input data and collect the
model’s output. The basic proof is already a good indicator for the MSE
that the MEE used an ML model that behaves identically to the specific ML
model; however, it does not provide proof that the very same ML model
was used.

The extended proof allows the MSE to validate that the MEE used the
specific ML model (not only one that behaves identically to the specific ML
model) to produce a previous prediction output. Producing and verifying the
extended proof requires that the MEE and MSE both have access to the
internal state of the model itself as the input data passes through it.
Encoding the internal model state into the proof ensures the integrity of the
entire computation pipeline that is represented by the ML model, as it can
only be produced if the exact same model is used for proof generation and
proof validation.

The MSE can also arbitrate between requesting a basic or extended proof
from the MEE, balancing between proof quality and overhead.

The details of the basic proof procedure are shown in Figure 5.16. The
procedure starts after the completion of a federated learning process, where
the MSE and multiple MEEs have collaboratively created an ML model,
and all participants have an identical copy of the model. In this case, the
MSE was in the federated learning central trainer role and the MEEs were
in the federated learning distributed trainer role. Alternatively, there could
have been an ML model transfer from the MSE to the MEE, regardless of



how the ML model was created (i.e., it does not need to be a product of
federated learning). The relevant aspect is that both the MSE and the MEE
have the same ML model. The same procedure is performed between the
MSE and other MEEs, independently from each other.

MEE MSE

1. Receive Input Data

l
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l
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l
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5. Prediction Output, Prediction ID

-

{ 6. Initiate basic proof procedure ]

7. Request basic proof of computation for a

. Prediction ID

8. Lookup the Prediction Output and
Input Data stored with Prediction ID

9. Prediction Output, Input Data, Prediction ID o

10. Apply own ML Model to Input Data
to produce own Prediction Output

Successful proof
validation 11a. Accept proof if the own Prediction
Output is the same as the Prediction
Output received from the MEE

< 12a. Proof accepted for Prediction ID




Failed proof |
validation 11b. Reject proof if the own Prediction
Output differs from the Prediction
Output received from the MEE

12b. Proof rejected for Prediction ID

Figure 5.16 Detailed steps for the basic proof (black-box ML
model scenario).<

In step 1, the MEE receives input data. In step 2, the MEE allocates a
prediction ID, which is an MEE internal ID referring to the transaction of
applying the ML model to a specific input data and thereby obtaining a
prediction output, that is, the model’s output to the input data (in step 3). In
step 4, the MEE internally records the input data and the prediction output
associated with the prediction ID (e.g., in a key-value database where the
prediction ID is the key and the combination of the input data and
prediction output is the value). The recording may be implemented by a
ring buffer that stores a given number of the latest input data, prediction
output, and prediction ID tuples. In step 5, the MEE transfers the prediction
output and the prediction ID to the MSE. In step 6, the MSE decides to
initiate a basic proof procedure for one of the previously received prediction
IDs (i.e., not necessarily for the latest prediction ID). The basic proof is
requested in step 7, indicating the prediction ID to which the proof should
be provided by the MEE. The basic proof consists of showing the input data
on which the prediction output was generated that is associated with the
same prediction ID. Therefore, in step 8 the MEE obtains the input data
based on the prediction ID received in step 7, and in step 9 the MEE
transfers the prediction output, input data, and prediction ID to the MSE. In
step 10, the MSE generates its own version of the expected prediction

output by applying its own copy of the ML model to the input data received



in step 9. In step 11a, the proof is accepted if the MSE’s own prediction
output is exactly the same as the prediction output received from the MEE
in step 9. Acceptance may be indicated by sending an acknowledgment to
the MEE 1n step 12a. In step 11b, the proof is rejected if the MSE’s own
prediction output differs from the prediction output received from the MEE
in step 9. In step 12b, rejection may be indicated to the MEE.

The basic proof can be produced by the MEE with low computational
overhead (or even zero overhead) as it only involves keeping track of the
prediction ID, input data, and prediction output tuples, and executing a
lookup for the input data and prediction output based on the prediction 1D
when requested by the MSE.

The detailed steps and communication of the extended proof procedure
are shown in Figure 5.17. The first five steps are identical to the method
shown in Figure 5.16. In step 6, the MSE decides to initiate an extended
proof procedure. In step 7, the MSE sends the request to the MEE
indicating the prediction ID for which the extended proof should be
provided. The MEE obtains the input data associated with the prediction ID
in step 8. In step 9, the MEE computes a hash value by applying a secure
hash function on the internal state of the ML model while the ML model is

producing the prediction output.
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Figure 5.17 Detailed steps for the extended proof (white-box ML
model scenario).<

The hash may be calculated with a well-known hash function, such as
one from the SHA-2 family (e.g., SHA-256 to produce a 32-byte hash
value). The purpose of the hash is to significantly reduce the amount of data

that represents the ML model’s internal state.



In case the ML model is a neural network, the hash may be computed on
the output activations (which are the results of forward propagation of the
input data through the network) of each neuron in a specific order. If the
model i1s a GNG (growing neural gas) model, the hash may be computed on
the code vector associated with the best-matching GNG unit (the one whose
data vector is closest to the input data vector). In general, for every ML
model type, there is an internal state that gets activated as a result of
applying the model to the input data, and the hash should be computed on
that.

Since the MSE and MEE share the exact same ML model, it should be
possible for both of them to share an understanding of how the hash is
calculated on the model. The shared understanding could also be negotiated
offline (unrelated to the extended proof procedure). The MEE and MSE
must also use the same hash function, therefore, it may be negotiated as part
of requesting the extended proof (e.g., the MSE sends a list of acceptable
hash functions in the order of preference, and the MEE indicates the hash
function used to compute the hash in its response to the MSE).

Continuing with step 10, the MEE transfers the prediction output, and
hash value, obtained in the previous step, and the input data, obtained in
step 8, to the MSE. In step 11, the MSE applies its own ML model to the
input data and computes its own hash value and prediction output, in the
same way as the MEE did. In step 12a, the proof is accepted if the MSE’s
own prediction output and hash value are exactly the same as the prediction
output and hash received from the MEE in step 10. Acceptance may be
indicated by sending an acknowledgment to the MEE in step 13a. In step
12b, the proof is rejected if either the MSE’s own prediction output or its
own hash value differs from the prediction output or hash received from the
MEE in step 10. In step 13b, rejection may be indicated to the MEE.



For the MEE, producing the extended proof has higher computational
overhead than producing the basic proof, but it provides unequivocal proof
for the MSE that the MEE is using the specific ML model on previous input
data.

Neither the basic proof nor the extended proof requires that the MEE
shows the model to the MSE, which makes both proof methods applicable
for ML as a Service type of solutions (i.e., when the MEE provides access
to a service via a remote interface or APl without exposing the model
itself).

In a further example, the MSE may have access to the same data source
as the MEE, which gives the MSE an additional checkpoint to verify that
the MEE’s proof does not use forged input data but really the input data it is
processing with the ML model. The basic proof method complemented with
input data verification is shown in Figure 5.18. In the beginning, at steps 1
and 2, the MSE subscribes to the same data source that is providing the
input data to the MEE. Therefore, the data source sends the same input data
to both the MEE and the MSE in steps 3 and 4a/4b. The input data is
received by the MEE and MSE in steps 5a/5b. Steps 6-13 at the same as in
the normal basic proof method described in Figure 5.16, with the exception
that in step 10 the MSE initiates the basic proof complemented with input
data verification (however, this difference is only internal to the MSE and
not visible to the MEE). In step 14, the MSE checks if the MEE has
reported the proof for the same input data that was also received by the
MSE in step 5b. In steps 15 and 16, the acceptance of the proof is
complemented with the condition that the MEE must have sent the same
input data to the MSE as what the MSE had received from the data source
in step 5b. If this is not true, it means that the MEE tries to forge proof for
input data that was not part of the true input data but was created by the



MEE in order to produce a wrong prediction output. This should be

considered an especially malicious attempt by the MEE.
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Figure 5.18 Basic proof method complemented with input data
verification.<!

In another (or additional) attempt to detect input data forgery by the
MEE, the MSE may take advantage of being connected to multiple MEEs
that operate in the same or similar environment. The MSE may build
statistics of the input data sent by various MEEs (i.e., the input data
received in step 9 of the basic proof procedure, Figure 5.16, or step 10 of
the extended proof procedure, Figure 5.17). If a specific MEE sends input
data as part of the proof that is significantly different from the distribution
of input data from other MEEs, the MSE may suspect that the specific MEE
commits input data forgery.

The MSE may not have access to the ML model but take advantage of
being connected to multiple MEEs that are all supposed to have and use the
same ML model (e.g., the distributed trainers participating in a previous
federated learning procedure). The MSE may instead engage in an MEE set
interaction procedure, shown in Figure 5.19. In this case, the MSE may
send the input data received from a first MEE to a set of additional MEEs
requesting that each MEE in the set of additional MEEs provides the
prediction output (and optionally the hash of the ML model internal state)
for this input data, as indicated in steps 10, 11, and 12. In step 13, The MSE
compares the various prediction outputs (and optionally hashes) received
from each MEE in the set of additional MEEs. In step 14a, if all prediction
outputs (and optionally hashes) are the same (respectively), the MSE may
conclude that (1) the set of additional MEEs are providing honest response
(or, they are all under the same malicious control - which is unlikely if the
MEEs have sufficient vendor, model, location, access diversity); and (2) it
may use the prediction output (and optionally hash) to continue with the

proof validation according to the basic (or optionally extended) proof



procedure. In step 14b, if not all prediction outputs (and optionally hashes)
are the same (respectively), then the MSE may conclude that there are
malicious actors in the set of additional MEEs and act accordingly (e.g.,

treat them if they failed at a proof validation).
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Figure 5.19 MEE set interaction procedure.<J

5.5.3 Local data protection

One of the main reasons for using federated learning to train an ML model
is the need to keep the local data secret due to its sensitivity. Therefore, the
primary interest of the distributed trainers is to not let any other entity,

including the central trainer, learn or derive any information (directly or



indirectly) about their local data during the training process. However,
gradients transferred from the local trainer to the central trainer may expose
some information about the local data, which could be used by the central
trainer to infer statistical information about the local data or conduct
membership attacks. This vulnerability is most prominent if the central
trainer performs its ML model creation as a service, that is, the distributed
trainers have no control over how the central trainer uses the shared

gradients. The problem is illustrated in Figure 5.20.
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Figure 5.20 The problem of leaking local information through
gradient updates.<

The federated learning process may be modified to help prevent the
leakage of information about the distributed trainer’s local data. The
modifications are concentrated on the distributed trainer’s side and they are
transparent to the central trainer, therefore the modified method is fully

compatible with an external (uncontrolled, service-based) central trainer.



The modifications contain three key steps: (1) selective gradient sharing, (2)
mixture of sensitive and nonsensitive data, and (3) local data
transformation. A distributed trainer may apply one or more of the
modifications, and its selection of the applied modifications does not need
to be synchronized with other distributed trainers (which may
independently choose to apply a different set of modifications). The three
key steps are detailed below.

1. Selective gradient sharing: In each training step, the distributed trainer
only transfers a subset of the gradients it calculated on its local data to
the central trainer. The distributed trainer may select a different subset
of the gradients in each training step. As a result, the central trainer
will not be able to trace the gradients through the entire ML model
architecture (between the input and output layers) as the back-
propagation chain will be punctured due to missing gradients. If the
central trainer tries to infer some statistical data about the local
trainer’s data from the selective gradients, the inferred information will
be inconclusive because there could have been many different local
datasets that would have resulted in the same selective gradients.

2. Mixture of sensitive and nonsensitive data: In each federated training
step, the distributed trainer adds some nonsensitive (e.g., publicly
available or locally available but not classified) data to its normally
sensitive local dataset and calculates the gradients on the mixture of
data. As a result, the gradients shared with the central trainer will
represent data from a distribution that is different from the (sensitive)
local data of the distributed trainer. In every training step, the
distributed trainer may arbitrate the nonsensitive data samples it mixes
with its local dataset. The distributed trainer may also choose to

contribute only a subset of its sensitive local data to the mixture and



arbitrate the contributed local dataset per each training step. This
modification may be combined with the selective gradient sharing by
only sending a subset of the gradients (calculated over the mixed data)
with the central trainer.

3. Local data transformation: The distributed trainer applies a linear
transformation (e.g., a local transformation matrix) to its local dataset
before it calculates the gradients in a training step. The transformation
is locally defined by the distributed trainer and it is kept secret during
the federated model training and afterward. As a result, the central
trainer will not be able to infer any statistical information about the
original local dataset, only about the transformed one. The
consequence of using this modification is that, after the federated ML
model has been created, the distributed trainer must continue to apply
the same transformation on new data that it ingests into the ML model.
Therefore, the best application of this modification is when the
distributed trainer continues to be a data source for and user of the ML
model. This modification can be combined with any of the previous
ones, for example, by only sharing a subset of the gradients with the
central trainer, or by applying the transformation to the nonsensitive

(e.g., public) data as well.

The process is illustrated in Figure 5.21 showing all three proposed
federated learning modifications applied by a distributed trainer in a
training step. Steps 2, 3, and 5 may be performed selectively as per the

distributed trainer’s configuration, policy, or implementation.
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Figure 5.21 Illustration of the three federated learning method
modifications.<]

A prominent scenario of federated learning is when the distributed
trainers all continue to be users of the model that is the product of the
federated training process. In telecommunications systems, distributed
trainers may be the UEs or gNBs and the central trainer may be a network
function such as the 3GPP NFs or systems (e.g., gNB, NWDAF, and
OAM), or O-RAN functions (e.g., RIC or SMO). The scope of the trained
model may be to perform a prediction that is relevant for UE-network
communication (such as channel estimation via Al) or gNB-CN relation
(such as domain-specific service quality measurements).

The functionality of the distributed trainer during the selective gradient
sharing 1s shown in Figure 5.22. In order to keep the selective gradient
sharing transparent to the central trainer, the number of gradients cannot be
changed as it is a function of the ML model architecture and the central

trainer expects to receive all of them. Therefore, instead of sending a



limited number of gradients, the distributed trainer sends all gradients but
sets the value of those that it does not want to send. Each gradient may be
zeroed with a certain probability, such as 10%, which means that on average
every 10th gradient is set to zero. The random selection of whether to zero a
gradient may be re-evaluated independently for every gradient and every

training step.
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Figure 5.22 Steps of the selective gradient sharing.<



The mechanism of the mixture of sensitive and nonsensitive data is
shown in Figure 5.23. In every training step, the distributed trainer creates a
new dataset that is valid for the training step only. In the new dataset, the
distributed trainer includes one or more data samples from its original local
data and one or more data samples from a separate nonsensitive dataset.
The distributed trainer does not need to include all of its local data in the
new dataset, and in every training step, it may include a separate (e.g.,
randomly selected) set of data samples from its local data into the new
dataset. The nonsensitive dataset may be a public dataset that has similar
characteristics to the data in the local dataset (at least the data syntax such
as numerical representation should match, but also a level of semantical
similarity is desired). It is not a problem, however, if the distribution of the
nonsensitive (public) dataset is different from that of the local data- it would
only cause the central model to learn an extended ML task and as such it is

even desirable for model robustness reasons.
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Figure 5.23 Steps of the mixture of sensitive and nonsensitive
data.<l

The local data transformation is illustrated in Figure 5.24. There are two
parts of the transformation: a one-time preparation that is executed only
once to initialize reusable information; and the steps to be performed for

each training step. In the one-time preparation, the distributed trainer



generates an orthogonal Q matrix [17], which may be implemented by
performing a QR decomposition on a random rectangular matrix. The size
of the matrix should be the same as the dimensions of the samples in the
local dataset. The local dataset is transformed into a new dataset by
multiplying each data sample in the local dataset with the Q matrix. Then
this transformed dataset is used in every repeated training step to generate

the gradients. The gradients are then shared with the central trainer.

One-time preparation For each training step
Create an orthogonal Q matrix based on | Receive an ML model from a central
a QR decomposition of a random matrix i trainer for the next training step

Store the Q matrix for long term usage Perform gradient descent algorithm on
Y 1= a2 »  the ML model with the transformed data

l # set to produce a set of gradients

Send the gradients to the central trainer

Create a transformed local data set by
multiplying the samples in the local data
set with the QQ matrix

Figure 5.24 Steps of the.local data transformation.<

A distributed trainer that combines all three federated learning method
modifications is shown in Figure 5.25. The combined mechanism is again
split into a one-time preparation phase followed by those that are performed
for each training step. In the preparation phase, the difference to the local
data transformation only (Figure 5.24) is that a second dataset is prepared,
which is the transformed version of the non-sensitive dataset. It is more
efficient to transform the nonsensitive data once and use the transformed
version afterward as the same data sample will be used multiple times
during multiple FL training steps. In the training steps performed for each
training step, a new dataset is created based on the mixture of the

transformed local dataset and the transformed nonsensitive data (the point



here is to use the transformed version from both datasets). Then the
gradients are computed on the mixed data and the selected zeroing is
performed according to the selective gradient-sharing method. Finally, the
gradients (some with a value set to zero) are transferred to the central
trainer. This configuration of the distributed trainer provides maximum

protection against speculations about its local data by the central trainer.
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Figure 5.25 A combination of all three federated learning
modifications.<]

After the ML model is trained, the distributed trainer itself may become a
user of the ML model. The inference procedure of the distributed trainer is

shown in Figure 5.26. The notable difference from a classic ML model



inference is that if the distributed trainer used the local data transformation
during the training, it has to continue using the same Q matrix to transform
the new data samples before they can be fed to the ML model. If the
distributed trainer did not use the local data transformation modification of
the FL training process, the new data samples may be used as-is during the

inference process.
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Figure 5.26 The inference performed by the distributed trainer.<J

5.6 Summary



The increasing technical complexity of mobile networks has already
motivated and driven the adoption of AI/ML in the context of network and
management functions, exploiting the abundance of operational data to
create new capabilities and automate existing tasks. Native AI/ML provides
a paradigm shift in terms of internalizing and owning Al in terms of
architecture and operations rather than invoking it as an adjacent
technology applied to data exported from the network. Native Al assumes a
system design that declares functionalities that directly support Al
operations, derived from the requirements of the technology, rather than
leaving Al-based operation as an implementation choice. In addition to
providing new functional capabilities, Al native systems impose new
management aspects such as training data management, model training and
verification, model deployment, and performance monitoring, which are
modulated by security, integrity, and privacy dimensions. As Al models are
software artifacts themselves embedded in deployable software modules,
both the Al-driven functionalities and the management of Al are
implemented and acted out through software interfaces and APIs. This puts
Al native systems on a common evolutionary path with cloud-native
systems, where the principles of service-based architecture, scalability, and
deployment automation can be leveraged as a mutual benefit for both
software management and a foundation for Al management. In distributed
systems such as mobile networks, the adoption of distributed Al
technologies such as federated learning is critical to leverage the benefits of
Al without disrupting the system’s primary architectural and design
principles. In fact, distributed Al may be the only mechanism that fits the
data privacy and computation efficiency constraints exhibited by the

system. It is therefore important to analyze and understand the modeling



and

privacy aspects of distributed/federated Al in the context of the

system’s architecture, such as 3GPP or O-RAN in mobile systems.
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Intent-based Network Management
DOI: 10.1201/9788770041478-6

Intents are objectives declared at a high abstraction level that define
outcomes to be achieved by an intent-based network. Intents lack actionable
or executable instructions, leaving it to the system to derive the necessary
steps to fulfill the intent. As intents remain valid under dynamic network
conditions, regardless of any changes in resource distribution, fluctuations
of users, or diversity of services, the fulfillment of intents requires a long-
term commitment from the network. Autonomous management actions are
needed on multiple levels (network, service, system, end-to-end) to keep the
system aligned with the objectives of the intents. Therefore, intents and
autonomy are inseparable, and so are the technologies that provide enablers
for closedloop automation and the means to define and interpret the intents
through new objective-driven human-machine interactions. The intent
interfaces and the automation capabilities of the underlying network
mutually influence each other: new management capabilities need to be
exposed through the intent interface, while the intent interface should also
ensure that the fulfillment of intents ingested to the network is feasible with
the capabilities and resources of the system. Intent-based composition of
closed loops is a potential means to dynamically assemble and invoke the

right system components that collaboratively handle specific intents.

6.1 Introduction


https://dx.doi.org/10.1201/9788770041478-6

Intent-based network management is a paradigm where the operator
declares high-level goals and expected behavior for the network, without
providing the implementation of the goals through conditions, rules, and
executable actions [1, 2, 3, 4]. Rather, the intents should be achieved and
fulfilled by the network autonomously, calculating and deriving the
necessary steps without executive user input.

The basic concept of intent-driven management is not new as its
inception may be tracked as early as the works by M. S. Sloman [5] and
John Strassner [6], who both derive intents from policies that govern the
behavior of a system while navigating through changes in network state.
Strassner introduced declarative policies in contrast to imperative ones.
Declarative policies define only the resulting system state, leaving the
system with the task of computing the actions leading to the end state. With
this property, declarative policies may be regarded as the precursors for
intents. Since then, intents have been adopted by mainstream
standardization work as they have become a highlighted interest of multiple
SDOs, including IETF [7], 3GPP [8], TMF [1], and ZSM [3, 9].

IETF defines intent “as a set of operational goals (that a network is
supposed to meet) and outcomes (that a network is supposed to deliver)
defined in a declarative manner without specifying how to achieve or
implement them" [7]. Intent provides abstraction from low-level devices,
technology, and deployment-specific configurations and actions as they
omit the means of achieving the goals. However, this creates a requirement
for the intent-based system to be capable of reconnecting intents with the
actual system’s capabilities and operational mechanisms.

3GPP formally started working on intents within the study item [10]
created for intent-driven management services, which was followed by

producing a specification [8] launched initially in Release 16. Intents are



discussed in the well-known management service framework of 3GPP [11,
12]. According to 3GPP’s definition, “an intent specifies the expectations
including requirements, goals, and constraints for a specific service or
network management workflow" [8]. Intents describe what the network
needs to achieve in terms of outcomes, rather than defining how they should
be achieved. Typically, an intent should be understandable both by humans
and machines, posing an implicit requirement for shared semantic concepts
between the human and the network.

TMF puts forward intents within its autonomous networks technical
architecture. The document defines five levels of network autonomy, where
level 5 means a zero-touch system that involves no human control.
According to TMF’s definition of intents, in the context of autonomous
networks, an “intent describes the business objective of operators, as well as
the expectations of customers and users" [1]. Likewise, the role of intents is
to communicate the business objectives of the operator and the expectations
of customers and users to the network [1]. TMF also implicitly defines
intents to be declarative so that they define what an autonomous network
should achieve, without depending on the network design or specifying how
the network operates.

In ZSM, the intent-based approach has been introduced as a means of
automation [9]. ZSM differentiates intents from policies by positioning an
intent as a “simplified goal-policy" that enables end-users to interact with
the system based on nontechnical terms. In this regard, intents and
declarative policies are divided by the level of abstraction they capture,
policies implementing concrete functions for taking decisions, whereas
intent is higher level and more persistent goals. An intent-based network
may use policies to translate intents to specific network configurations and

actions. The concept of intents is further evolved [3] to discuss intent-



driven autonomous networks, such that incorporate intents as a system-level
capability. Management services are provided by a logical intent
management entity [3], dedicated to the ingestion and validation of intents.
The concepts of the intent owner and intent handler are also provided,
where the intent owner is the entity (e.g., a human operator) providing the
intent to the network, and the intent handler is the network side entity
responsible for the network side lifecycle (validation, assurance, fulfillment,
etc.) of the received intent. The intent owner and handler concepts are also
part of TMF’s work on intents in autonomous networks [13]. As a practical
approach to intent-based network autonomy, [3] proposes to leverage the
synergies between closed loops [14] and intents, in a way that each intent
may be associated with a closed loop that is a collection of the necessary
functionalities (such as monitoring, decision making, and actions) needed to
drive the fulfillment of an intent.

As a common denominator in all reviewed intent definitions, there 1s a
clear contrast between intent-based management and the traditional
CM/PM/ FM approach. In the latter, the operator provided extensive
configurations and commands for the network on the device, domain, and
end-to-end system level, whereas intents define only outcomes for which
the fulfillment actions should be derived by the network or the network
management itself, knowing the environment, context, and capabilities of
the network. Intents may provide static goals that are to be maintained for
the long term, outlasting the validity of the underlying configuration
parameters that provide the right network behavior at any specific point in
time. Therefore, during the lifetime of an intent, network configuration
needs to be changed to fit the dynamics of the network load, environment,
user demand, mobility, etc. Fulfilling an intent continuously while the

network conditions are changing is not a one-time effort but a continuous



responsibility and tuning, which can only be achieved by closed loops in an
autonomous manner [3, 15, 16]. Therefore, intent-driven closed loops [16]
are concepts developing organically out of the paradigm of intentbased
network autonomy. Closed loops and their integration into the network
management architecture will be investigated extensively in Chapter 7.
Intents bring a duality of evolution both for the human-network interface
and for network automation technologies. On the one hand, as intents
declare outcomes rather than executable instructions to the network, the
interaction between the operator and the network should be different from
the legacy CLI/UI and config file-based approach. The semantic of an
intent may be more abstract than a single configuration parameter,
therefore, more abstract semantics should be supported by the human-
network interface elements and interactions. More abstraction on the
interface also calls for more abstract feedback from the network to the
operator. The interface aspects of intents will be detailed in depth in
Chapters 8 and 9. On the other hand, the network should have mechanisms
to interpret and act on the intents autonomously, which assumes a higher
level of responsibility, autonomy, and self-awareness compared to the state-
of-the-art provisioning configurations, evaluating conditions, and executing
per-programmed commands. The network needs to be aware of its own
state, which is a collection of states composed at many levels, including
individual network devices, functions, and services, as well as user demand,
mobility, and traffic conditions. State models, which are created from
network data using AI/ML methods as they were discussed in Chapters 3-3,
will be outlined in Section 11. The network, as it is required to act
autonomously, should also be aware of its own capabilities to influence its
own operation, that is, to know the semantic and consequences of its

potential internal actions, such as changing parameters or deploying a



closed loop. Semantic modeling is therefore essential part of an autonomous

network, and it will be discussed in Section 12.

6.2 Intent-based Network Automation

The scope of automation in an end-to-end system is usually aligned with the
overall scope, processes, and outcomes of the system itself. However, as
systems are usually composed of individual components with different
roles, responsibilities, abstractions, and individual scopes, the automation of
end-to-end systems is in fact a product of the integration of smaller
autonomous components that interact with each other on a goal-oriented
basis.

Concerning a mobile network, the system-level automation goal may be
the automation of the mobile network’s services and operation as a business
(such as one managed by a traditional CSP). However, this is not the
highest level of automation that may involve a mobile network; as in an
industrial or private network environment, a whole network itself may be
only one component in a collection of interworking technologies and
subsystems (such as production or manufacturing system, order
management system, logistics, and asset tracking, etc. in an industrial site).
Therefore, in such scenarios, automation starts with defining a use case or
having an application that is directly providing or related to the outcome of
the entire (in this example, the industrial) system. At this level, networking
or communication services may not be visible at all, as the final product is
not related to networking, but networking is merely used as a technical asset
to interconnect production systems with a high SLA. Automation at this
level may be integrated into the application logic, but it depends on the
APIs and capabilities that are provided by the underlying technologies. As
networking may be one of those technologies, it is important that networks

become consumable (as a service) and that their capabilities can be exposed



in a way that makes it possible to integrate with other systems. The
technical aspects of network integration and exposure will be detailed
further in Section 8.3 and Chapter 13; for now, it suffices to consider
consumable networks as a desirable characteristic when it comes to
thinking about network automation; that is, the topmost automation goals
that will eventually cause actions in an autonomous network may originate
from a higher (and nontelecommunication oriented) business level rather
than directly from a communication service level consideration or even
from an engineering level technological (e.g., network performance) goal.

The stack of automation scopes is shown in Figure 6.1.
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Figure 6.1 Automation scope: Application, business/service, and
networking.<

Automation goals (i.e., goals to be reached autonomously) are
communicated to intent-based systems (such as intent-based networks) via

intents. As automation scopes may be defined at multiple levels, intents



describing automation goals may have multiple and diverse origins as per
the owner of the intent. A high-level categorization of intents is shown in
Figure 6.2, also highlighting some of the key aspects of the interface

between the intent’s owner and the intent handler on the network side.
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Figure 6.2 High-level categorization of intents.<J

The first category of intents is given by telco experts. Although these
intents formulate goals about the telco network (on the service or network
level), they may come from people with different backgrounds, roles, and
responsibilities, therefore these intents are still diverse in their scope and
impact. A key objective of the associated intent interface is to be able to
adapt to these different backgrounds and roles thus seamlessly supporting
the human operators in their roles. One way to achieve this objective is to
use natural language processing and language models to allow for intent
specification in natural languages and accommodate different domain-
specific languages and terms using Al. Generative language models may
also be used in the reverse direction, providing feedback with terms that are
familiar and relatable to the person providing the intent. These linguistic

modeling aspects are discussed further in Chapter 9.



The second category of intents is given by nontelco experts in an
environment where networks are parts of bigger systems with a nontelco-
oriented goal, such as a private network integrated into an industrial
production site. Most of the considerations about telco intents apply here
too, with the additional challenge that the domain language of any vertical
technology and business (cf. the application layer of Figure 6.1) is both
syntactically and semantically further from the telco-specific language
describing any of the mobile networks and services. This difference has not
only interface aspects but also functionality aspects, as intents formulated in
an adjacent technology domain such as machine production must be
translated to intents for the telco netork.

The third category of intents are those that are given by applications or
machines, that is, nonhuman users interacting with the network based on
intents. This interface is different from language-oriented human-network
interfaces as machine-machine (software-to-software) interaction is less
ambiguous and more efficient using formal languages. Still, it is important
to keep the attributes of intents (abstraction, outcome-driven, long-term) on
the machine level as well, which requires a machine-discoverable and self-
contained intent API.

Another angle of intent categorization is along the scope and persistency
of the intent with regard to network infrastructure, resources, and services.
Although intent taxonomies may go deep into that angle [17], there may be
two important categories that are worth highlighting. One type of intent
may be referred to as service intents, whereas another type could be called
management or operational intents.

A service intent defines requirements related to a communication service,
either to a particular instance of the service or to all instances of a given

type of service. Actions to be performed by the network autonomously in



the context of a service intent are attached to the lifecycle of the service
instance or instances; that is, if there are no active service instances of the
given type in the network, no action is needed even if the service intent is
still active.

A special case of service intents may be referred to as QoE intents. For
example, a service intent may declare that a specific application be served
“well" in a given service area for up to a maximum number of users or
maximum amount of network resources. In this case, the objectives of the
service intent are specified in terms of QoE targets, that is, measurable
indications of how an application or service performs from the end user’s
(consumer’s, subscriber’s) perspective, rather than from the network’s
perspective (which is usually in the scope of QoS management). The
successful handling of QoE intents requires that the network has the right
mechanisms to apply differentiated services on the granularity of individual
users and applications, and has the ability to classify and separate the data
flows end-to-end accordingly. Technology enablers for QoE-specific
network and service management already exist, both as general capabilities
[18, 19, 20] and specifically for popular applications [21, 22]. Due to the
high granularity and agility of service management (i.e., per user, per
application, short-lived application sessions, and real time) imposed by the
fulfillment of QoE intents, and the fact that services are competing for
shared resources (e.g., on the radio interface) [19, 22], managing cross-
intent resource contention becomes a prominent responsibility of the
network. A detailed analysis related to this special case will be given in
Section 12.3.2.

The second major category of intents 1s management intents.

Management intent declares requirements that may be interpreted and

applied also outside of the scope of any particular communication service.



Management intents may declare goals in terms of energy efficiency,
resource optimization, and preference among technological, administrative,
or operational alternatives (e.g., favoring the (lower) cost or energy
consumption of a service realization over the efficiency of resource
utilization). Although the objective of a management intent is well-defined
and interpretable outside of the context of any communication service, the
scope of the management intent may still be attached to a specific service
intent or service instance. By attaching one or more management intents to
a service intent, the operator may define additional targets and required
means of operation for the network that it must comply with while it fulfills
the service intent. Such mechanism may be referred to as “intent
overlaying," which causes the same subject (e.g., a service instance) is
under the control of the superposition of multiple intents (in this case, the
service intent itself which defines what the service should be, and additional
management intents that steer and constrain how the network will fulfill the
service intent).

Management intents may also define strategies for deconflicting service
intents dynamically in case, e.g., network resources at some point become
insufficient to sustain all previously accepted service intents. While simple
priorities may also be attached to individual intents that could act as one
source of information to handle conflicts between intents, such scalars are

insufficient to convey more complex intentions about conflict resolution.

6.3 Dynamic Composition of Network Management
Capabilities

In intent-based networks, intents provided to the network are fulfilled and
assured autonomously by the system. Therefore, the network should be
aware of its own dynamically dispatchable capabilities (e.g., management

services, analytics, decision models, configuration generation, and other



actions); and it should be capable of organizing them purposefully so that
the outcome(s) declared by the intent are achieved. How well the network
can respond to the intents, and ultimately, what kinds of intents the network
can fulfill, depend on the granularity, reusability, and flexibility of its
capabilities. For intent-based network management, the capabilities are the
network management services and the outcomes they can deliver through
the management of configuration, performance, failures, services, slices,
domains, etc. At one extreme, if the network management implements
monolithic single-purpose end-to-end services, however complex they are
internally, only intents that are matching those predefined services (e.g.,
created as silo solutions for dedicated use cases) could be accepted by the
network. Such network management implementations would support only a
catalog-order type of usage pattern, where the operator can select items
from a predefined list as-is, even if through an interface that exhibits some
traits of intent-based operation such as being “declarative" (however, only
declarations of preapproved items would be acceptable by the network).
This antipattern shows that intent-based networks cannot be created by
simply providing a presentation layer over the top of a network architecture
that is otherwise incapable of adaptation and flexibility. Instead of
implementing network management as a set of monolithic complex
services, capabilities may be organized into smaller and reusable
components, each component having a well-defined scope (e.g., delivered
impact) and well-defined interworking points (e.g., inputs and outputs).
Such an organization allows to produce several different complex services
or closed loops through a different combination of the same assets,
providing a multipurpose toolset for the network to work with.

Defining services and closed loops from the combination of smaller

ingredient elements rather than packaging everything into monolithic



implementation units improves flexibility and versatility for the network,
however, such design does not immediately lead to increased autonomy. For
example, if the increased combinatorial freedom of the network assets is
locked down by constraining the potential combinations to a few manually
approved blueprints, then the means of flexibility are not exploited
sufficiently. In fact, reaching the full potential would require exploring the
full combinatorial space of the assets, evaluating the impact of every
combination (e.g., “what would happen" if that combination was actually
deployed), and choosing the combination whose results are delivering the
desired outcome. With a high number of potential combinations, especially
with assets that are continuously evolving and changing through software
development (therefore the combinations do so too), it is impossible to
handle such combinatorial optimization manually. Therefore, leveling up
the network’s autonomy mandates that the combination of its assets to
achieve a declared purpose is also automated.

The capability of the network to interpret a declared intent and then
produce the right combination of assets that will deliver on the intent is
referred to as “self-composition" and illustrated in Figure 6.3. Composable
elements may include not only management services but also network
functions, communication services, domain controllers, and analytics
capabilities, as well as any data sources and stores, AI/ML models, etc.
Self-composition is a self-organizing principle that enables the network to
bring automation capabilities forward into the assembly of its own assets,
which i1s traditionally a manual job associated with the design phase of
creating services and deployable blueprints. In line with the requirements of
dynamically responding to an intent with the right combination of
capabilities, self-composition enables a network to create dynamic on-

demand purpose-built closed loops, in line with the vision set by ZSM [3

=]



16]. Self-composition does not come as an isolated capability: it requires
that the network models and considers all potential combinations of
compatible data I/O, service API, management capabilities, software
dependencies, and their outcomes, which in turn requires that those
capabilities and interfaces are represented in a machine-readable and
computable form. The machine-readable and computable representation is
enabled by semantic modeling technology, which will be discussed in

Chapter 11 in detail.
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+ Service -
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SW modules
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Figure 6.3 Illustration of the composition principle.<

A clear benefit of self-composability is not only to avoid having to build
point solutions and pre-engineered blueprints per use case but also that the
network’s combinatorial potentials are identified, surfaced, and exploited to

the maximum extent possible by adaptive and flexible automation. That is,



each available network functionality may be leveraged in all potential
combinations with others, without any a-priori design consideration as the
network will dynamically discover and compose the best set of

interworking components for each intent.

6.4 Intent-based Network Management Architecture

A possible logical functional architecture of network and service
management with intents and AI/ML is shown in Figure 6.4. The interface
layer represents the different interactions discussed in the context of Figure
6.2. Below the intent architecture and the AI/ML models is the network
itself, including its management functions and services. This is to
emphasize that intentbased network management can be introduced without
swapping existing means and tools of network management; instead, intent-
based mechanisms leverage the existing monitoring and control points of
the network to autonomously create an impact that fulfills the intents. If a
network already has means to observe and influence its behavior, those
means should be exposed toward the intent architecture so that self-

awareness and autonomous actions can be exercised as discussed in Section

6.1. This means that intent-based network and service management will
interact with functions and services managing network functions, devices,
domains, services, and in cloudified deployments the infrastructure itself

(e.g., to trigger orchestration actions, as discussed in Chapter 5).
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The intent-based network management layer consists of two major parts:
(1) the intent-based network and service management architecture, which is
responsible for presenting the intent interface to operators and users,
handling incoming intents, and driving the automation closed loops; and (2)
AI/ML models, which provide modeling and learning capabilities
supporting network automation. These two parts are only logically
separated, and they together provide intent-based management automation
capabilities.

The intent-based network management workflow depicted in Figure 6.5
provides a high-level summary of the interactions between the operator and
the intent-based network management, as well as the key internal steps of
intent creation and management. As a first step, referred to as intent
ingestion, the operator provides a machine-interpretable objective that may
be formulated in natural language or using other more formal expressions
[3]. An objective is not yet an intent as it is not necessarily aligned with the
specific capabilities of the network, that is, the network management has

not yet validated that it possesses all the implementations (software assets,



APIs, resources) that are needed to fulfill the objective. Turning the
objective into intent starts with validating the objective, both syntactically
and semantically. Syntactic validation means to check that the objective is
well-formatted according to the input specification (e.g., it is a legitimate
natural language sentence operating with common language terms rather
than being an incomprehensible string or properly using formal
expressions). Semantic validation checks if the meaning of the objective is
comprehensible by the network, for example, it refers to goals for which the
network has the software-defined APIs and means to contextualize and
internally break them down into specific actions. As the network, even an
autonomous one, is only capable of executing logic that is available in the
form of implemented and deployable software artifacts, initial objectives
may not be fully aligned with the capabilities of the network. Bringing
objectives to match existing network capabilities is an iterative process,
which requires the network to expose those capabilities that are closest to
the requested objective, and the operator to refine its objectives by
considering the exposed capabilities. The iteration may be conceived as a
form of dialogue between the operator and the network rather than the
traditional way where the operator provides a command and the network
either executes it as 1s or provides an error (either upfront or maybe only
later during execution). Ideally, at the end of the dialogue, the objective can
be reclassified as an intent for which the network management can compose
a fulfillment plan in terms of which software assets, data inputs, Al models,
and action interfaces need to be involved, and in what combination. The
resulting intent is still pending as although it now makes full sense to the
network, it 1s neither to be fulfilled in 1solation from other intents nor has
access to unlimited resources. Therefore, an intent that is plausibly doable

by the network may still be practically impossible or only partially



achievable (e.g., only over a restricted service area) due to conflicts with
other intents or resource limitations. Conflicts with other intents may be
identified or detected during the intent validation phase by static analysis,
such as checking for semantic conflict between the goals of the new intent
and already accepted ones (e.g., an intent declaring a goal that is the
opposite of that of another intent). Initial resource conflicts may also be
detected at this stage, such as a lack of compute resources for new software
modules that need to be instantiated to provide services on which the
fulfillment of the new intent depends. Resource conflict may also arise
between existing intents and the new one, for example, when the new intent
would require the allocation of physical resources such as slice-specific
ones [23] that are already reserved. If conflicts are detected at the intent
validation step, they are returned to the operator and the intent can be
refined (e.g., restricting its scope to a smaller service area that is free of
limitations). If the pending intent passes validation, it is accepted into an
intent repository that contains all intents that are handled by the network. It
does not necessarily mean that they are active, as intents may be defined
only for a future time interval, or for periods at specified times. Inactive
intents still need to be supervised by the network to activate them when
their time comes or activation conditions are satisfied. This lifecycle of the
intents is managed by the network as long as the intent is in the repository,
that is, until the intent’s owner (operator) explicitly withdraws it, or the
intent was assigned an expiration date that is over. During this time, the
operator may interact with the intent at any time, such as query telemetry
data related to the intent (e.g., to be informed about the amount of resources
associated with the fulfillment of the intent, any soft conflicts that were
resolved autonomously by the network management but that required extra

configuration effort or more actions, or any predictions associated with the



foregoing of the intent). Every time the intent is active, the network
management has a role to detect (or preferably predict) conflicts that appear
dynamically even though the static analyzer during intent validation did not
flag any conflicts. This may happen as the amount of resources required to
keep the network in a state that is desirable for fulfilling an intent or to
enforce an SLA may increase due to changing network environments
(especially on the radio interface) or resiliency mechanisms triggered due to
intermittent link failures. In case of dynamic conflicts, the scope of the
network management is to try to resolve them by rebalancing resources or
activating extra (not initially planned) network resources. When resolution
cannot be achieved, the conflict should be reported to the operator as at
least one intent will be degraded. With priorities defined across intents
(perhaps by means of another management intent), the degradation could be
administered in a coordinated and contained manner rather than, for
example, letting an overload of shared resources destroy all intents that
depend on the availability of the resource. If the frequency of such dynamic
conflicts increases, or they are regularly associated with specific resources
or service areas, the network management should adjust its knowledge
about the available resources to better reflect the actual resource availability
already during the static analysis phase. It is also an input to longer-term
planning efforts that is not necessary within the scope of automation but

could help guide manual decision-making.
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Figure 6.5 Intent-based network management workflow.<

6.5 A1 Models for Intent-based Network Management

Leveraging Al for automation is a technology enabler to evolve a system’s
capability from executing preprogrammed logic (however, complex the
logic is) to being able to adapt its logic to events and conditions that are
learned from the specific network operation. Adaptable parts of the network
may be implemented via Al models whose parameters are kept trainable
after deployment, or by regular updates to Al models that deliver new

model versions incorporating information that was collected since the latest

model update.

Al models may be integrated into various stages of an intent-driven

closed loop [14, 24, 15, 16], as illustrated in Figure 6.6. The main

capabilities brought in by the models at each stage are the following:
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e Knowledge: In addition to information or models about the network
topology, configuration, and resources, intent-based closed loops need
to model the network’s active capabilities such as potential actions and
controls, along with their intended effect, as those controls will need to
be exercised autonomously. An enabler to capture the dynamic
capabilities of the network is to use semantic models (see Chapter 11).
The main role of such models is to attach semantics to APIs (including
internal network APIs that are not exposed for manual invocation),
data (including deep network data that is not collected persistently),
and impact (outcomes expected when specific actions are triggered).
Semantic models enable to automatically build a connection between
the semantic of intents provided by the operator and the APIs, data,
and impact that are within the reach of the network, as it will be

described in Chapter 11 in more detail.



» Monitoring: The dynamic state of the network may be captured using
network state models using technology that will be detailed in Chapter
10. The scope of the state models is to create an abstraction of the
network (devices, functions, services) on multiple levels and domains
based on real data collected from the network deployment, essentially
creating a machine-readable representation of the network that can be
a basis of autonomous operations (e.g., event predictions, analysis, and
decisions). Network state models digitalize not only the network’s
current state but also capture its dynamic behavior which makes such
models capable of forecasting the network’s response to hypothetical
conditions. For these reasons, such models are also a foundation for
network digital twins (see Chapter 13).

o Analysis and decision: Al models quite evidently lend themselves to
providing value in these stages by means of creating insight (analytics
output) that drives autonomous decisions. Analytics and decision
models may be highly specific to the use case implemented by the
closed loop, therefore these models provide specialized capabilities
defining the purpose and utility of the closed loop. Analytics and
decision models are further detailed in Chapter 12.

e FExecution: The closed-loop delivers impact through the invocation and
utilization of existing network APIs, controllers provided by network
and service management, device management, or domain-specific
resources. These control capabilities are represented in the knowledge
stage of the closed loop and are considered by analytics and decision
models when an autonomous control action is triggered. The closed
loop should also collect feedback about the impact and efficiency of its

autonomous actions, as detailed in Chapter 7, therefore the loop is



completed through a logical link back to the monitoring stage where

the outcome of the actions may be measured and quantified.

The Al models providing the capabilities behind the closed loop stages can
be rendered into a high-level logical system architecture that also exposes
network functionalities supporting the closed loop operation in more detail
(Figure 6.7). The first category of supporting network functions is the
scalable and efficient data and knowledge collection at multiple locations,
domains, and aggregation levels, which were already discussed in Chapter
3. Data includes both operational data (such as numerical measurements,
logs, and events) and actionable information (such as metadata about
configurations, software artifacts, APIs, and management services). These
pieces of information are input for the network state models and semantic
models that are part of the Knowledge and Monitoring stages of the CL
model. The second category of supporting network functions is the
exposure of programmable interfaces to enable closed-loop control over
network configuration and services, which are driven by the analytics and
decision and execution stages of the CL model. On the top, the NLP models
and intent-based interfaces provide the means of governance for the closed

loops.
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Figure 6.7 Al models for intent-based network management.<J

6.6 Summary

Intent-based networking is a paradigm attempting to reduce the
technological complexity exposed to the network operator by providing
declarative goal-oriented means of governance rather than requiring
imperative executable commands or directly applicable configurations.
Intents not only increase the autonomy of networks through easier human-
network interactions but also drive the evolution of automation technology
within the network to make it capable of handling much higher-level
abstract requests and transforming them into continuous actions of intent
assurance.

This chapter provided an overview of the standardization landscape of
intents, showing a great level of convergence across the SDOs, indicating
the maturity of the concept. Intents were shown to be not only relevant in
the relation of a telecommunication network and its traditional network
operator in a communication service provider role, but intents could be
applied in the context of private networks enabling end-to-end industrial

solutions where the scope of intent is not confined to a telco data service



but to an enterprise system objective. In such cases, intents should be
interpreted in the context of the entire solution of which telecommunication
services are only enablers rather than the goal itself.

Intents are closely related to the concept of capability composition, an
automation mechanism that unlocks the full potential of a system by finding
the best matching combination of all existing services (internal and
external) and mechanisms that collectively produce the outcome declared
by the intent.

This chapter provided a logical architecture as a framework for
intentbased network and service management, which is in line with both the
ZSM architecture and the ZSM concept of closed-loop automation. The
architecture also represented the means of automation in terms of Al
models that provide the system’s capability of dynamic context awareness,
its own capabilities such as means of automation and control, and suggested
a language-based intent interface toward human users and operators.

In the next chapters, deep dives will be presented to technical enablers of
network autonomy, starting with the closed loops that provide a framework

of all autonomous capabilities.
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7
Closed Loop Automation

DOI: 10.1201/9788770041478-7

Closed loops are mechanisms to execute business logic in systems
autonomously yet not independently of human governance and supervision.
The objectives for closed loops may be the control of measurable
parameters, performance indicators, or even complex management goals at
the domain, network, or service level. Closed-loop execution of existing
system capabilities enables to increase in the level of network autonomy by
removing humans from operational loops. The applicability and validity of
closed loops during changing network conditions depend on the flexibility
of the implementation within the closed loop mechanisms. Self-learning
closed loops are capable of adaptation and optimization based on models
that describe the correlation between autonomous actions and their impact
on the system and the measurable objectives of the closed loop itself. Such
closed loops usually incorporate Al technology as the key enabler for
modeling parts of the system based on its past observations captured in
historical network data. Combined with intent-based governance, self-
learning closed loops provide a melting pot of the key technology trends
that increase the level of network autonomy and provide substantial benefits
in terms of repositioning manual effort from lowlevel operation to high-

level system supervision.

7.1 Introduction


https://dx.doi.org/10.1201/9788770041478-7

Network automation refers to a set of technologies and mechanisms that
enable a network to operate according to external requirements and
specifications but without receiving external instructions on the operational
steps it needs to perform. According to TMF’s six-step maturity model [1],
a network may conform to various levels of autonomy, from level 0 to level
5. The levels evaluate whether execution, awareness, analysis, and decision
are manual or autonomously made, as well as whether intents are present as
a means of driving automation. Up to and including level 3, at least
decisions may be partially made manually, making such systems at most
“conditional automation networks.” The term also captures that when
automatic actions are driven by manually defined conditions they do not
constitute autonomy as the network in fact did not make any decision.
Rather, the network only executed a predefined operational logic that
consisted of conditions (such as in the form of policies and rules). The
simplified operation in these kinds of networks might be modeled with open
loops [2]. An open loop starts with a manual input, which sets off various
workflows and processes that are executed by the network until they arrive
at a decision point. The decision is surfaced back to the human operator,
who provides manual input to the network to proceed, completing the open
loop.

Level 4 is the first where networks are required to make decisions
autonomously, earning the term ‘“high autonomous networks" [2]. Such a
level of autonomy may be described through closed control loops [2, 3],
which enable the network to proceed to decisions (and apply them) without
soliciting manual instructions on how to continue. Level 4 is also the first
level when the network may incorporate intents as a means of receiving
expectations from the operator. It is not a coincidence that closed loop

autonomy and intents meet: as discussed earlier in Chapter 6, it is not



possible to have autonomous networks without elevating the abstraction
level of the interactions between the operator and the network, where
intents may serve as a bridge. To conclude the levels of autonomy, level 5
does not introduce any new automation capability; it, however, mandates
(instead of suggesting) intents as a means of interfacing with the system,
and requires that all operational scenarios are autonomous (and intent-
driven) rather than allowing to limit them to selected scenarios.

Closed loops are mechanisms to control parameters, entities, or behavior
of a system and automatically adjust them to reach or keep a desired
outcome [2, 3]. Closed loops are key enablers of system autonomy as they
execute a full chain of operations from observations and measurements
through decision-making up to changing, all without manual intervention.
Closed loops may be simplistic and operate according to predefined
conditions and actions, in which case they implement a specific and narrow
control functionality that is capable of adapting to a restricted set of system
or environmental conditions. CLs may also be self-learning [4], in which
case they collect and retain knowledge about their actions and learn from
feedback obtained directly or indirectly from the system in which they
operate.

A general functional model of closed loops was provided in [3] in the
context of network management automation, reproduced in Figure 7.1 and
invoked previously in Figure 6.6. The closed loop consists of four stages:

29 ¢¢

“monitoring,” “analysis,” “decision,” and “execution.” The closed loop
manages network entities that may be not only equipment or functions but
also services or even other closed loops. The monitoring and analysis stages
are responsible for producing information for the closed loop through data
collection and insight derivation. The decision stage identifies, derives, or

potentially synthesizes workflows as a response to the information



produced by the analytics stage. The workflow is executed, impacting the
managed network entities, which is then reflected back to the closed loop
through the next observations collected by the monitoring stage. In addition
to the four stages of the closed loop, a “knowledge" component is defined
for the persistence and sharing of data, insight, or any information that

enables coherence across the stages of the closed loop.

Analysis Decision

(insight) \ / (workflows)
Knowledge

Monitoring Execution
(data) (action)

Network (managed entitics) ’

Figure 7.1 General functional model of network management
automation closed loops.<!

The roles of closed loops in intent-driven networks were discussed in [3],
building on the taxonomy and logical architecture that defined the actors
and roles involving intents [6]. The intent management entity (IME) 1s the
network-side logical component receiving the intent from the intent owner
(e.g., the operator), implementing the intent handler role [6, 7]. The
interaction between the intent owner and intent handler takes the form of a
management service, that is provided by the IME (intent handler) and

consumed by the intent owner.

7.2 Closed Loops for Intent-based Network Management

In intent-based network management, closed loops play an important role in

automating various stages of the intent lifecycle [7], right from the initial



touchpoint between the intent owner (e.g., an operator providing the intent)
through the handling and fulfilling of the intent until the intent is withdrawn
or terminated (cf. Figure 6.5). Based on their roles and goals, various types
of closed loops may be identified (logically owned and executed by an IME
[6]) that enable autonomous intent-based network management (Figure
1.2):

Intent based network & service management

= - ] T | ey i
[

i

i

1 Discover, collect and model the H2M/M2H interactions to receive and
— APIs and potential API inter- adjust the Intent based on existing
:' workings (semantic modeling) API capabilities, network context,

identify and resolve potential conflicts

U

N Call the right APls based on the ingested Intent (stateful Intent
’) fulfillment via deployment and configuration of software closed-

() EDE
_ loops and configuration of NFs)
S
E2e network @ D

J

~\

HW/SW resources, (‘ 1
images, deployments, NTT

1
S 1
elc. H

Figure 7.2 Main closed loops that build and exercise the
capability of network management to dynamically handle
intents.<J

1. Closed loops to drive the discovery and semantic modeling of the
network’s own capabilities (including management services). As a
continuous internal activity, the IME scans and discovers the network’s
own internal APIs (exposed by the network functions, domain
controllers, management services, other software-defined closed loops,
etc.) to build and update semantic models (cf. Figure 6.6). The
semantic models capture what each modeled SW entity is capable of
achieving (in terms of outcomes or output), and what are its

dependencies in terms of the capabilities of other entities and input



data. The semantic models enable the autonomous composition of
closed loops based on a desired outcome (see Chapter 11 for more
details). New capabilities are added to the network every time a new
software module 1s onboarded, or a software module is updated to a
new version supporting a new API. With new capabilities, the network
becomes capable of responding to new intents as the diversity of
potential intent handling closed loops increases [6].

. CLs operating over the human-network interface: Interaction with the
intent owner (e.g., the operator) is also a closed loop in intent-based
systems, as the definition of the intent is an iterative/dialogue process,
which 1s a closed loop where both the intent owner and the IME
participate. This is an equivalent of TM forum’s concept of intent
control loops outlined in [7], which is essentially a closed loop
coupling the intent owner with the intent handler.

. Intrinsic intent fulfillment CLs of a system: Intents that are handled by
the network (i.e., are in the intent repository as in Figure 6.5) also have
corresponding closed loops that are deployed by the IME during the
workflow of fulfilling an intent. These are the equivalent of the intent
instantiation and maintenance CLs [6], which are attached to intents
(i.e., having a 1:1 mapping between intents and Intent I&M CLS) and
whose purpose is to implement the assurance of the intent during the
rest of the intent’s lifecycle. These CLs cannot be catalogized and
blueprinted upfront, as that would mean anticipating all possible
intents and premake a CL for all of them. Instead, the IME should
compose the CL at the intent ingestion phase (cf. Figure 6.5), when the
intent owner’s objective is translated to intents that the network can
handle.



The CLs composed in number 3 above already reflect the intent in their
implementation, that is, they control resources and functions of the network

that can make an impact toward the intent’s declared goal.

7.3 Self-learning and Closed Loops

Self-learning in systems with intent-based closed loops may happen at
multiple levels. One type of self-learning commences within the IME
(intent handler) during the workflow of composing the right closed loop for
an intent that is received from an intent owner. Although potential intents
and the corresponding intent fulfillment closed loops may be mapped
statically as preprovisioned knowledge in the IME, this would result in a
limited choice of intents that could be served, degrading intents to a
catalog-based selection of declarative policies and all inflexibility that
comes with it (see Section 6.1 and [8]). Instead, the IME could compose the
intent fulfillment CL by matching the intent’s desired outcome with the
potential outcomes achievable by the network, which are captured in the
semantic models (see Section 7.2 and Chapter 11). As reaching a desired
outcome may be conceived through multiple alternative closed loops, the
IME has to choose from the available alternatives and monitor its choice
during intent fulfillment to account for its validity, utility, and efficiency.
The monitoring should quantify how efficiently the closed loop is achieving
the outcome of the intent based on factors such as the percentage of time
during which the intent’s outcome is missed (if not fulfilled all the time), or
the amount of resources (both network resources and cost or energy)
associated with the operation of the closed loop. The IME may try different
CL alternatives, record their quantified results, and build knowledge that
enables to select the best performing CL for newly received intents.

Once a CL is composed, the CL itself may implement its own internal

self-learning capabilities to adapt and optimize its operation to the specific



network deployment, environment, topology, resources, user demand, and
any other local condition that cannot be precoded into the implementation
of the CL’s constituent software modules. Self-learning CLs do not execute
a static precoded logic (however complex that is) but have the capability to
change their own behavior based on learning feedback collected from the
network during their operation, conforming to the monitoring and analysis
phases (see Figure 7.1) of ZSM’s closed-loop model [3].

The concept of self-learning CLs appears in the advanced CL topics
discussed in [4]. Self-learning CLs consider their past actions and their
consequences when they decide on future actions. This comes from the
observation that the utility of a predefined action is not absolute; an action
that 1s very useful in some cases may be not effective or even counter-
productive in other cases. Supposing that a CL with a set of objectives may
choose from a list of actions through which it may impact the network and
services, a self-learning CL should discover which is the best action under a
given context that maximizes its utility and reaches the objectives. Such
self-learning capability depends on well-defined metrics that quantify the
utility of the action (within a given context).

Self-learning CLs require training feedback from the system to adapt
their behavior to the dynamic environment in which they operate. Such
feedback is defined [4] as the efficiency and the impact related to the action
as illustrated in Figure 7.3. The efficiency and impact-based self-learning
may be a means to create learning feedback both on the level of purpose-
oriented intent fulfillment closed loops (that are created as a response to
intents) and on the high level of the IME deciding which closed loop is
better to address a given (type of) intent.
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Figure 7.3 Example: the impact and efficiency of an automated
action executed by a self-learning CL.&

Efficiency means that the action executed by the CL is successfully
completed with the specific scope and target (e.g., UEs, cell, service area,
and network slice). Self-learning in CL is supposed to filter out actions that
are inefficient in a given context. For example, a vertical handover action
triggered via reconfiguring radio thresholds is an efficient action only if the
UESs targeted by the action can execute the handovers (e.g., they support the
frequencies and technologies involved on the radio layers, and they are at
physical locations where the radio propagation environment indeed makes
the configured thresholds cause handovers). If some UEs were to reject the
handover (e.g., due to lack of capability or lack of real coverage from the
targeted frequency layer), the action would be less efficient or not efficient
at all, even if on a procedural level the handover configuration action was
successful.

Impact means that the action has reached its goal (e.g., resolved a system
state degradation due to radio resource overload on one of the radio layers,
which was the cause of selecting and triggering the action by the CL). Self-
learning in CL is supposed to filter out actions that have a low impact in a
given context. For example, if the vertical handovers were efficiently
executed and they also resolved the degradation by decreasing the load in
the resource layers, the action was impactful. Otherwise, even if the action

was efficient (i.e., it did successfully change what it was intended to



change) the impact is low or, if the degradation further escalates, even
negative.

In the above example, efficiency and impact are defined specifically by
the action and the context in which the action was executed. There are two
observations related to the example. First, the calculation of efficiency and
impact is specific to the action and to the CL’s logic itself, which is context
and implementation-dependent. However, the quantification of the
efficiency and impact (as measurable values) should be uniform across
different CLs, even if they operate with their own set of actions and
implementations, to enable the evaluation and comparison of CLs. This
motivates the definition of a common action utility function that can be
attached to a self-learning CL and provides the CL with a uniform
efficiency and impact metric as training feedback. In this case, self-learning
CLs need to consider a single type of efficiency and impact feedback to
implement their learning capability, whereas the utility functions could be
separately developed and reused across CLs. In practice, such separation
can be achieved by decomposing the CL into interworking micro-services,
where one or more micro-services are responsible for action utility
measurements and one or more micro-services are responsible for the CL’s
automation logic (Figure 7.4). An automation logic micro-service may
consume measurements generated by a measurement micro-service and
produce decisions and actions. Additionally, an automation logic micro-
service may produce insight that is consumed by one or more other
automation logic micro-services. All these automation logic micro-services
together with the utility measurement micro-services may collaboratively
implement a complex distributed automation task, which is the business

logic of the self-learning CL.
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Figure 7.4 Micro-service-based self-learning CL
decomposition.<l

Measurement micro-services are reusable components potentially
providing input to multiple unrelated automation logic micro-services in
separate self-learning CLs. Each measurement micro-service is specialized
to evaluate network, service, traffic, user, equipment, or any other
network/user entity state or performance from a specific perspective and
provide a common utility metric to any interested automation logic micro-
service. The common utility metric is proposed to be the so-called incident
rate. The incident rate is a metric defined as a function of (1) the number of
events that are considered negative and (2) the total number of events. For

example, the function may produce a ratio of (1)/(2). The definition of an



event and when it is considered negative is defined by the implementation
of the measurement micro-service.

Each measurement service has, besides its code implementation, three
attributes: (1) objective, (2) input domain, and (3) scope, defined as follows.

Objective: Any particular measurement micro-service is implemented to
generate incidents compatible with a specific objective (e.g., SLA assurance
objective requires incident definition related to the quality of the service;
power efficiency objective requires incident definition that is related to the
power consumption of the services; etc.). The objective is static (design
time) metadata that is part of the micro-service implementation. Input
domain: The implementation of the measurement micro-service also
defines the input domain from which the incident measurements are
generated (e.g., NF PM counters of a specific network function type such as
gNB-CU, cloud infra VM resource counters, and VNF application metrics).
The input domain is also a static (design time) metadata and part of the
micro-service implementation.

Scope: The scope of a measurement micro-service is defined dynamically
when the measurement micro-service is deployed in a system (e.g., by an
orchestrator management function). The scope of a measurement micro-
service 1s the intersection of its input domain and its deployment area (e.g.,
a geo-area and a network slice). That is, a deployed measurement micro-
service will generate incidents from the intersection of its input domain and
the deployment area (e.g., for all gNB-Cus within a network slice) where
the generated incidents are compatible with the measurement micro-
service’s objective (e.g., SLA assurance).

An automation logic micro-service autonomously makes decisions and
actions to converge a network or service toward a specific objective. In

order to make the automation logic micro-service part of a self-learning CL,



it should be coupled with the right measurement micro-service that
generates incidents based on the same objective. This requires that
automation logic micro-services are also released with metadata defining
their objective and input domain, similarly to measurement micro-services.
This enables a management function to automatically pair automation logic
micro-services with compatible measurement micro-services (based on
matching objective and input domain in their metadata), assembling the
self-learning CL from the disaggregated micro-services (Figure 7.5). The
loose coupling between the measurement micro-services and automation
logic micro-services promotes an extendable marketplace where a growing
variety of incident measurements can be implemented and published by
different measurement micro-services (by a multitude of vendors), but all
exposing a uniform API (the incident metric) toward the automation logic

micro-services (by the same or different vendors).
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Figure 7.5 Pairing of a measurement micro-service with an
automation logic micro-service based on micro-service
metadata.<]

The deployment of a self-learning CL is performed by the intent
management entity [6]. The prerequisite for the deployment is to have all
micro-service implementations and attached metadata (both for
measurement micro-services and automation logic micro-services) available
to the IME. The deployment of a self-learning CL commences on an intent
request coming from an intent owner (e.g., from the operator) received by
the IME. Within the intent ingestion process (cf. Figure 6.5), the IME
identifies the CL as an implementation that can produce the right
management actions to fulfill the intent. The IME also defines the
deployment scope of the CL based on the intent (e.g., the service area
where the intent should be fulfilled). The CL is represented by the list of
automation logic micro-services, wherein each automation logic micro-
service 1s represented by its implementation and the objective and input

domain metadata (Figure 7.6).
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Figure 7.6 Self-learning CL representation for deployment.<]

The first step of the self-learning CL deployment (Figure 7.7) is to collect

the measurement micro-service dependencies of the self-learning CL, that
is, the list of measurement logic micro-services that are needed to supply
the incident rate to the CL’s automation logic micro-services. A
measurement logic micro-service can supply the incident rate to an
automation logic micro-service if the objective and input domain of the two
micro-services are respectively the same. The right measurement micro-
service for a given automation logic micro-service may be found by
searching through all known measurement micro-services and comparing
the metadata of each measurement micro-service with that of the
automation logic micro-service. On multiple potential matches, the intent
owner (e.g., the operator) may be presented with a choice option so that it

can select the preferred implementation.
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7.4 Benefits of Intent-based Closed-loop Management
Automation

Intent-based network management automation, which is essentially what

intent-based network management means, provides multiple benefits to the



owner and consumer of the network. The benefits may be viewed from
multiple angles: first, from human experience related to the interactions
with the network; second, from a business perspective related to the
implementation of services (in case of CSP deployment) or vertical
business/technical outcomes (in case of industrial private networks).

From a human experience perspective, intent-based network management
automation brings simplified operation, as shown by the diagram in Figure
7.8. Tasks that involve substantial manual effort and consume human time
in the traditional open-loop management paradigm are automated via closed
loops. Instead of the human operator having to create a detailed execution
plan (configurations, scripts, tooling) for the network, it is sufficient to
formulate an intent, and the planning of the execution is taken over by the
IME. This creates more value per human time/effort investment as less time
is spent with repetitive error-prone manual configuration tasks and more
time is left for formulating the right intents, which is a more creative
process. It also lowers the entry barrier for new staff to start engineering
work with networks, which has special relevance for enterprise networks
where the level of network expertise may not be in-house. The intent-based
management also improves the operator experience by personalizing its
interfaces to the role, expertise, and authority of the intent owner, as will be

detailed in Chapters 8 and 9.
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From a business perspective, intent-based network management
automation improves operation efficiency and agility by continuously and
dynamically adapting the network operation and behavior to the dynamic
context, network state, and available resources to keep the intents fulfilled,
by autonomous contextual decisions and actions leveraging deep network
data with Al, rather than relying on configuration defaults or pre-sets that
may provide suboptimal operation in specific cases. Automation prevents

some of the human errors too that would occur from manual



(mis-)configurations, typos, or wrong calculations, which translates to less
operational failures.

Intent-based management automation simplifies the definition of
complex optimization targets by defining different types of targets one
intent at a time, yielding multiple related intents to the network that need to
be fulfilled simultaneously. For example, by specifying an SLA-type of
intent that defines service level attributes, and an additional management
intent about resource or energy efficiency that is to be jointly interpreted
and achieved with the SLA intent, the network will be required to deploy
closed-loops that keep both targets optimized. In a manually managed
network, solving joint optimization problems is very complex, and (due to
the time it takes to reach a solution) the process will result in a solution that
is limited both in space and time, and it may already be deprecated as the

network states may have changed while creating and deploying the solution.

7.5 Summary

This chapter presented closed-loop automation in the context of network
autonomy, showing how closed loops are inevitable to a high level of
autonomy where network management and operation no longer rely on
extensive and often error-prone human intervention. The naturally emerging
relation between closed loops and intents was also highlighted, positioning
intents as an intuitive means of governing closed loops.

Automation via closed loops does not necessarily mean high flexibility
and adaptability to new operational contexts and network conditions.
However, self-learning closed loops, discussed extensively in this chapter,
are closed loops incorporating mechanisms (usually with AI/ML) that
optimize their own operation based on the experience of their impact on the
system. Self-learning closed loops are therefore capable of improving

themselves on the field without having to manually upgrade their control



logic in an open loop manual engineering process. Self-learning capability
requires that the closed loops have the means to quantify and measure their
impact and efficiency on the system to derive learning feedback from their
operational environment. This chapter provided a generic means for the
definition and assessment of a closed loop’s impact and efficiency, which is
applicable to a wide range of closed-loop objectives.

The Section concluded with a summary of the benefits of intent-based
closed-loop management automation. Closed loops not only improve the
efficiency of the system through automation but also enable to optimize the
return of investment on human time, allowing to lower the minimum level
of required network technological skills and thus the barrier of generating

value through interaction with the network.
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Automation increases the complexity of the system by introducing
technologies (most prominently but not exclusively AI) that come with their
own technological, infrastructure, resource, and operational overhead. Well-
designed human-machine interfaces conceal low-level technological
complexity and provide intuitive bidirectional human-friendly interactions
for the various roles present in a network operator or private network owner
organization. The operator roles include different experts at communication
service providers such as planners, business developers, technologists,
deployment and operational staff. While service providers are in general
knowledgeable about the telecommunication technology they operate, the
complexity of an operational network has accumulated through merging
generations of standards, domains (such as radio, fixed, and cloud), and
technologies adopted from IT/OT and Al itself. Additionally, verticals and
enterprises as owners of industrial and private networks have their core
expertise in their own technology domains, looking at mobile networks to
add value to their own business without creating additional integration and
management overhead. Intent-based interfaces therefore should be capable
of bridging semantics and objectives declared in the language, taxonomy,
and vocabulary of the network operator (including industrial owner) and the

operational capabilities of the network and its management system.
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8.1 Introduction

Interacting with technology has always been and continues to be a human
need for all, including end users, operators, integrators, and technology
professionals. As technology evolves, the means, scope, and role of human—
machine interaction (both in human-to-machine, H2M, and machine-to-
human, M2H direction) needs to evolve as well. On the consumer or end-
user side, high interface user experience including ease of use, quick and
intuitive take-up (ideally without consulting any user manual) and
personalized responses are the norm. Interface and ownership experience
(along with design and likeability) is a key differentiating factor among
consumer products; excelling in usability may be even more important than
excelling in some of the less obvious technical parameters. Therefore,
product design spends considerable effort to keep user interactions as
simple and intuitive as possible while adapting to the technical evolution of
the products [7]. On the professional side of technology, such as in
industries and particularly in operating and managing telecommunication
networks, less emphasis has been put so far on trimming the exposed
technical complexity. Since technology is generally considered to be run by
experts anyway, who are working in diverse teams with a range of
specializations and expertise, it may seem less critical to spend effort on
making lean and simple interfaces that should best fit a professional
consumer. However, interaction with technology at scale from the
operational side also becomes complex, therefore, also costly and slow,
especially with telco networks that consist of a heterogeneous set of
technologies such as multiple generations of multivendor telco HW and
SW, ranging from physical on-site installations to nation-wide data centers.
As networks and their management are digitalized, softwarized, and

virtualized, current H2M/M2H interactions between the operator personnel



and the network and its management flow through digital interfaces
exposed by the various tools and functions that implement networking and
management capabilities. With the traditional means of network
management (i.e., mostly via manual or manually scripted operations and
workflows), H2M/M2H interactions are confined to the Uls, SDKs, and
graphical or command line interfaces provided by the vendors of the
management tools. These implement interaction models that are specific to
the tool or product, and they require a learning curve from their users (e.g.,
from operator personnel) before they can be mastered to make the network
deliver the desired operational goals. New releases of the same or different
tools also require continuous adaptation from the human operator, therefore,
the complexity of operating networks and the associated human cost and
effort are partly upheld by the continuous flux of changes on the technical
interfaces that are supposed to be operated by humans. The more technical
and specific an interface is, the higher the associated costs and the more

human effort and expertise are needed to operate them.

8.2 Intent-based Human—Network Interactions

Intents have the potential to simplify the network operation due to the
automation [1] as discussed in Section 7.4 along with the benefits of intent-
based network management. The outcome-oriented intent interface exposes
more abstract and less technical interaction patterns compared to traditional
tooling, and as such improves the operator experience. However, rather than
becoming yet another technology-oriented interface that its users have to
learn, the design of the intent interface should first consider the patterns,
workflows, and roles associated with network management as it is done by
an operator and be supportive of those patterns rather than enforcing the

operator to adapt to a specific implementation of interaction with intents.



Network operation, at least on the CSP scale, is a distributed teamwork
with different
organizational roles, and work shifts. There is not a single engineer who is
responsible for the entire RAN including all the CM/PM/FM of every single

radio head and baseband unit in all radio layers and technology generations

across diverse groups of experts responsibilities,

that are deployed. There is not a single person who defines all the business
goals, data plans, and cost models associated with mobile subscriptions.
Also, there is not a single person who solves all the performance
degradations or anomalies that pop up during operation. All of the practical
operative tasks that emerge in an operational network are distributed among
different people who may not even know each other personally. Therefore,
a key design principle of the intent interface is to support the collaborative
management of the network and its services in a way that incorporates and
harmonizes diverse outcomes dictated by considerations from business,
operation, technology, efficiency, and service quality perspectives.
Combining this starting point with what intent-based network management
can deliver enables to derive a list of requirements toward intent-driven
H2M/M2H interfaces and interactions. A summary of the requirements is

given in Figure 8.1.
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Figure 8.1 Summary of requirements for intent-driven
H2M/M2H interfaces.<]

The most obvious requirements reflect the diversity of experts in
different roles at a CSP. That is, the intent interface should allow the
expression of high-level declarative goals matching the role and expertise
of the various experts, who may represent different organizational roles
such as planning, BSS, OSS, technical expert for troubleshooting, etc.
Technically, this requires that each expert is entitled to use their own terms
(such as technical domain language, taxonomy, KPIs, and goal definitions)
to express intents so that they can remain within their comfortable domain
abstractions. However, defining an intent is not the starting point in an
intent-based network management workflow, as it requires that the intent
owner already knows (at least roughly) what kind of intent and for what
goal it is to be defined for the network. Defining intent assumes that the
intent owner already possesses insight into the network, which should be
the kind of insight that is required to support the intent owner in its specific
role and expertise. Therefore, an intentbased network should provide role-
specific insights to support the expert in defining, monitoring, and
managing the specific intents. Likewise, when it comes to defining an
intent, the network should highlight that part of its own capabilities (cf.
semantic models in Figure 6.6) that match the role of the expert (BSS, OSS,
etc.) rather than exposing a flat list of all capabilities ranging from low-
level device configurability to high-level abstract end-to-end service
management goals. Regarding intents that are already defined by the intent
owner and handled by the network, the network management should report
insight related to the fulfillment/assurance (e.g., failures, conflicts, costs,
efficiency, and impact) of the intents and also about the relevant network

services, domains and resources. In the case of multiple operator tenants,



the intent interface should enforce multiuser concepts such as full privacy
of intents, immutability (real-only) access of selected intents, and if exist,
priorities and hierarchies among intents defined by different tenants.

Another set of requirements for the intent interface can be associated
with bidirectionality, safety, and trust. During intent ingestion, the intent
handler performs syntactical and semantical validation of the intent owner’s
input (cf. Figure 6.5). This is already a dialogue where potentially many
cycles or interactions are executed between the two endpoints before the
intent is concluded. In the next steps of the intent lifecycle, such as intent
validation, conflict detection, and intent assurance, the intent interface
should provide capabilities for conflict reporting and interacting with the
user to collect its feedback for conflict resolution (such as requesting user
input to refine or prioritize selected intents). Finally, the interface should
support safety and trust mechanisms, such as methods of cross-validation of
the autonomous actions performed by the network management in the
context of a given intent; arbitration between manually versus automatically
controlled management interfaces; and coexistence of manually and
automatically controlled domains.

A third set of requirements is related to private networks that are not
operated by CSPs with the primary goal of selling telecommunication
services but as part of a bigger technical solution owned by verticals and
enterprises with a nontelco (e.g., production or manufacturing) purpose. In
such a setup, the intent-based management of networks has an extended
role as it needs to bridge the semantic gap between nontelco objectives and
telco services, discussed in the context of Figure 6.1 (the application layer)
and Figure 6.2 (vertical intents). This requires domain adaptation on the
intent interface not only to different flavors of the telco domain (as with

diverse CSP roles) but to adjacent domains that do not even use terms



directly associated with telco. As part of this domain adaptation and
beyond, also during the intent fulfillment lifecycle phase, there is a
considerable challenge on the network management side to adapt to the
complexity of the heterogeneous vertical use cases, business objectives, and
service requirements, which are different from CSP services. The intent
interface and the intent handler are expected to provide integration points
between vertical business intents (defined by vertical experts) and network
management intents (defined by OSS experts), with automated translation

from vertical intents to telco services.

8.3 Network Application Embedding

Network application embedding is a mechanism that enables to enrich and
extend the capabilities of the network’s functions and management services
using application programming practices. Network application embedding
exposes the technologies and workflows involved in the autonomous
composition of intent fulfillment closed loops to applications provided by
various players of the telecommunication ecosystem. The central
component of network application embedding is to take API discovery and
machine-to-machine interactions from being manual design time
blueprinting and deployment planning activities to become a flow of
dynamic and automated runtime software composition.

The taxonomy of the most prominent actors, APIs, and applications used
throughout the description of application embedding is shown in Figure 8.2.
The most traditional applications are the network functions and the
management services, provided by the vendors. These systems provide
vendor APIs, which are partly standardized (e.g., by 3GPP such as NEF [2])
and partly vendor-specific implementing differentiators and value-added
capabilities. On top of the vendor APIs, or even independently from them,

operators (including enterprise private network owners) often implement



their own internal tools, workflows, management and reporting services,
security solutions, etc. These can be leveraged to provide subscriber-facing
services (e.g., self-service and SIM swap protection) or internal services
(insight, analytics, reporting, BI, planning, optimization, etc.). The resulting
APIs, being nonstandard, operator-specific, and internally driven, are both
diverse and unstable. Instability is not to imply a certain level of quality but
to be subject to change without notice. Those APIs would be used by
external applications (e.g., 3rd party ones) with the scope to leverage the
network for their own purposes). Developing 3rd party applications over
diverse and unstable operator APIs would therefore require integration. The
integration may be handled by the 3rd party application itself, but that
would put extra implementation and maintenance load independently on
each application, which could be prohibitive due to the effort that would be
required to maintain the integration itself. A better approach is to insert a
separate integration layer that can be implemented as a set of applications
unifying the diverse operator and vendor APIs into a set of common and
stable APIs that 3rd parties can rely on. This is the role of integrators, who
provide enablers by means of applications (implementing compatibility
layers, missing functionalities, etc.) to ensure that a capability is available at

multiple operators via the same API.
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Figure 8.2 Taxonomy of applications.<]

The operator and integrator applications together are regarded as network
applications (NwApp) as these apps are developed and deployed on top of
existing network functions and management services, with the scope to
extend and customize a network’s intrinsic capabilities (including standard
and vendor products). The scope of network application embedding,
illustrated in Figure 8.3, 1s to enable NwApps to discover and utilize vendor
APIs (and for integrator apps, also operator APIs) using semantic APIs and

semantic composition.
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Figure 8.3 Definition and scope of network application
embedding.<

The general NwApp embedding functional architecture is shown in
Figure 8.4. A key technology enabler of NwApp embedding is semantic
modeling and semantic composition. Semantic modeling captures the
capabilities of existing network functionality and management services in a
machine-readable and computable manner. A semantic model enables to
softwarize the manipulation and comparison of semantic, allowing
algorithmic selection of network APIs that match a capability required by
an upstream application such as an operator app or integrator app. The
computational services around semantic models are integrated into a
Semantic GW module. The Semantic GW is fronted by the embedding GW,
whose role is to mediate between applications (NwWApps and traditional
network functions and service), the semantic GW (to source the knowledge

about which APIs exist, what they achieve and how to combine them to an



operational closed loop or software system) and the orchestrator (to request

the deployment of required but missing system components).
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Figure 8.4 General network application embedding functional
architecture.<
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The animation of the functional NwApp embedding architecture is
possible at multiple stages, yielding different levels of bonding between
NwApps and the network. Stage 1 implements a traditional exposure
pattern, where the goal is to enable a NwApp to discover and utilize
capabilities of the network (e.g., provided by its NFs, x/rApps, or by
controllers, and management functions). The discovery is a semantic query
process, where the NwApp declares its expectations for the network
capability, rather than trying to invoke an API resource directly. The API
resource 1s delivered by the network (through the interplay of the semantic
GW and the embedding GW) as a result of an API resolution, where the
best matching vendor API or operator API is identified for the NwApp’s
semantic description. After the NwApp accepting the result, the embedding

GW may need to initiate the deployment (e.g., instantiation or scaling) of



some of the network software modules that implement the requested APIs.
Those modules that actually provide the resources and functionalities for
implementing the vendor/operator APIs will be recorded to enable steering
the NwApp’s API calls toward the right serving modules. The embedding
GW may remain a proxy between the NwApp and the actual network
resources (as shown in Figure 8.5) or, in a trusted NwApp-network

relationship, have direct access to them.
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Figure 8.5 Stage 1— access to vendor and operator APIs.&]

In slight variations to the main motif of NwApp embedding, the bonding
between the NwApp and the network may become deeper. State 2,
showcased in Figure 8.6, displays a scenario where a first NwApp, denoted
as NwApp 1I’s, has already been embedded into the network; additionally,
NwApp 1’s own APIs have been semantically modeled and incorporated
into the semantic models curated by the Semantic GW. Therefore, NwApp
1 has become a logical part of the network’s toolbox and its APIs have
become discoverable to other NwApps, as it is shown in the figure for
NwApp 2. Yet, the NwApp 1’s host including the deployment and execution

infrastructure remained separate from that of the network, maintaining



independence both in terms of resources and lifecycle management.

However, this is an important step that allows NwApps to become part of a

service chain at intermediate locations and not only be the end consumer.
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Figure 8.6 Stage 2 — access to other NwApp APIs.d

At Stage 3, illustrated in Figure 8.7, the deployment and lifecycle

responsibilities (orchestration, hosting resources, execution) move into the

infrastructure of the network. This makes the network’s orchestrator

capable of instantiating and scaling a NwApp, in the likes of managing a

network function or service. This enables NwApp providers to focus on

their business logic and not care about hosting and resources.
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Finally, at Stage 4 (Figure 8.8), a further step is taken in deepening the
NwApp embedding by not only incorporating a NwApp’s API into the
semantic models and offering it to other NwApps but also to use it by the
network itself (e.g., by a management service). This move blends the
boundaries between NwApps and what is traditionally vendor or operator-

provided software module and creates a single infrastructure and ecosystem

of collaborative applications.
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Figure 8.8 Stage 4 — NwApps used by the network functions and
services.<l

The benefits of NwApp embedding for the NwApps (and their providers)
start with the ability to provide improved, optimized, and potentially new
functionalities through accessing deep network APIs that otherwise would
be hard to leverage. The integration with the network (vendor and operator
APIs) and other NwApps is made easier by semantic query, which liberates
the use of rigid syntactical APIs in favor of declaring the expectations
toward APIs and making the binding with the actual API at runtime. With
the level of embedding shown in Stage 4, orchestration along with the
network resources optimizes access to network APIs (including data) and
resources.

The network benefits from application development practices, such as a
fast development cycle, modularity, experimental functions, and
implementation freedom, to extend its own functionality. At Stage 4, the
network may optimize its own operation with NwApp awareness, using the
information collected from the NwApp’s APIs.

Integrators benefit through having a single system experience, that is, no
network versus application fragmentation in terms of design, composition,
management, and orchestration. They can easily access and offer the full
potential of the combined network and NwApp capabilities, including all
semantically feasible compositions of multiple networks and NwApp

modules.

8.4 Machine-Machine Interactions
So far, the intent interfaces were discussed from an H2M/M2H perspective,
considering interface requirements from a human intent owner’s

perspective. In networks with intent-based management automation, there



are also many machine-to-machine interactions between software
components. As the fulfillment of intents is intertwined with closed loops,
one type of M2M interaction is between components of the CL. Also, there
is interaction between different CLs as discussed by ZSM009-1 Section
8.2.2 [3], either in a hierarchical or peer (federated) relationship.
Components of intent-based network management CLs also integrate in
runtime with network and service management, domain or infrastructure
controllers, device managers, databases, etc. to collect insight necessary to
their internal operations and to execute actions that are needed to fulfill
their objectives.

The M2M interactions may be technically based on a protocol stack, a
procedure, or a service-based API. This 1s the usual means of realizing
interaction over software-defined N-bound interfaces that were designed as
APIs (e.g., a N-bound interface of an SDN controller). Such interfaces
usually implement imperative configuration, command, or query
interactions, which are suited to the traditional means of cascading ever-
detailed information from upper layers, to be executed (with success or
failure) at lower levels in the management hierarchy.

The M2M interactions could also be adopted to follow the intent-based
paradigm. This requires implementing declarative, goal-oriented interfaces
(preferably as consumable service APIs) by software modules. The
interfaces should expose what the software module can achieve on its own,
rather than how the module can be operated via external stimulus. The
software modules should also declare their dependencies, that is, what
needs to be provided as a prerequisite for the SW module (e.g., input data or
expected behavior of other SW modules) so that it can operate.
Dependencies should not be imperative (such as requiring that a certain

version and identity of another software is present) but declarative too,



defining what capability should be present in the module on which it
depends. Any module that has the required capability should be a suitable
dependency for the requesting SW module in a specific deployment.
Moving M2M interfaces toward implementing declarative intentbased
interactions is enabled by the semantic models that were introduced in
Figure 6.6 and that will be further explained in Chapter 11. As semantic
models can represent both capabilities and data in machine-readable form
(e.g., to capture “what would happen if this API was called” or “what is the
meaning of this data”), they are a natural platform for M2M interactions
where the interacting SW modules are not hard-coded but selected
automatically based on semantic compatibility (e.g., one module declares
the semantic of what it can do, which is compatible with the semantic of a
dependency declared by another SW module). Software modules with
dynamically bound M2M interfaces may provide the backbone of Intent
Instantiation and Maintenance CLs as depicted in ZSMO11 Figure 5.2-2 is
referred from [4] that are madeto-order [3] by the IME based on an intent
received from the intent owner. Passing intents from one management
function (MnS consumer) to another management function (MnS provider)
is also part of the general intent-based network management architecture of
3GPP SAS as shown in 3GPP TS 28.312 Figure 4.2.2-1 is referred from [6].

8.5 Coexistence of Automatic and Manual Control

Intent-based network management deploys various Intent Instantiation and
Maintenance CLs [4] that are responsible for the lifecycle and assurance of
the corresponding intent. According to the intent architecture (Section 6.4
and Figures 6.4 and 6.6), the CLs generate impact (e.g., perform a
management action) by integrating with management or resource controller
interfaces such as SDN controller, RAN domain controller, service

orchestrator, and virtual infrastructure manager. In a real network



deployment, not all existing controller interfaces will be controlled by a CL,
for example, due to the lack of compatible CL implementations or due to
the preference of the operator to keep certain domain controllers out of
automation. Therefore, some controller interfaces may be controlled
automatically, while others remain uncontrolled by intent-based
management CLs. The latter ones must be manually controlled or
configurated, otherwise part of the network under their scope will remain
partly configured. However, the dynamic instantiation of CLs and their on-
demand runtime binding with controllers makes it hard to keep track of
which interfaces and controllers are subject to automated CL controls and
which require still manual attention. First, even if a type of controller (e.g.,
RAN domain controller) is managed by a CL automation, its management
scope may not be universal in the entire network (e.g., it may apply to a
single cell, or a larger geo-area or within a vendor boundary, rather than the
whole network). This is due to the scoping of intents, which may also
require certain network behaviors to happen locally rather than globally.
Second, the dynamic instantiation and adjustment of CL management,
which happens automatically, means that the boundaries of automated
control are not static and thus certain interfaces may get out of automated
control or become subject to automated control dynamically. When a
previously manually controlled interface gets under automated control,
there may even be conflicts between the previously manually provisioned
configuration and what the automation would provide. If the automation
withdrew from an interface, it would require manual provisioning,
otherwise, the latest automated configuration would prevail past its validity.
Such cases would introduce inconsistent end-to-end network configuration

and performance.



Section 7.3 introduced self-learning CLs with objective, input domain,
and scope. Two CLs have been discussed: measurement CL and automation
logic CL, which are implemented as micro-services. The CLs (micro-
services) are automatically chained together to form an automation service,
based on compatible CL interfaces and unified converged measurements.
The automation logic CLs operate existing controller interfaces that are not
in between components of the CL components but are provided the network
and service management layer (cf. Figure 6.4). The coexistence of manual
and automated control of those controller interfaces needs to be solved.

[5] introduced the concept of intent manager (IM) and a hierarchy of IMs
to automate the fulfillment and assurance of intents. Intents are received by
the IM at the top, cascade to IMs at the bottom (while being specialized and
contextualized), and get fulfilled by operating the N-bound interface of
existing domain controllers. The IM hierarchy is exactly a set of CLs that is
constructed on-demand as a response to an intent, and the set of CLs
collectively control a set of domain controllers. However, as each CL
hierarchy is a product of automating the fulfillment of a specific intent [4],
the extent of their control over the domain controller interfaces is partial
(restricted to those interfaces that need to participate in the fulfillment of an
intent). This also requires a mechanism that deals with existing control
interfaces that do not become automatically controlled at all and with the
consequences of interfaces getting in/out of automated control due to the
dynamicity of automatically constructing CL hierarchies. As a practical
illustration of such a mechanism, in the following, a potential example is
discussed to detect control interfaces in a network that are left without
automated control and thus require manual control or configuration.

A control interface may be an API of a specific network element or

network function, an API of a domain or resource controller (RC), an API



of a network management function or management service, or any other
software-defined network interface. Automated control is exercised over a
control interface if there is a closed loop that claims ownership over the
control interface, that is, the CL provides configuration or triggers actions
over the control interface. Control interfaces for which no CL exercises
control must clearly be subject to manual control to avoid the use of system
defaults or inconsistent/obsolete configurations.

In addition to the above control interfaces, the interfaces of the CLs
themselves are also considered as potential subjects of automated control.
According to ZSMO009-1 Section 8.2.2 [3], CLs may have a hierarchical
relationship, where a CL may be controlled by another CL. CLs without
another controlling CL must also be subject to manual control. This
approach ensures that adding automation to a system via CLs does not
generate hidden uncontrolled interfaces. Ideally, the only interfaces that
remain for manual control in a system are the high-level declarative intent-
based interfaces, and all lowlevel domain controller interfaces become CL-
controlled. If an interface (be it a low-level domain controller or that of a
CL) does remain uncontrolled, however, the operator should be aware of it
and may decide whether to onboard additional CLs that control of those
interfaces automatically or the operator i1s willing and capable of
undertaking those interfaces for manual control.

A process to identify control interfaces that require manual control due to
the lack of automation is shown in Figure 8.9. The left side depicts an
intent-based management architecture. The architecture is shown as a graph
with nodes comprising closed loops (labeled by C with an identifier
number) or resource controllers (labeled by R with an identifier number).
The difference between closed loops and resource controllers is that CLs

may control other CLs or resource controllers, whereas resource controllers



cannot (as they are controlling NFs or other configurations outside of the
scope of the intent-based system). The directed graph edges represent
control relation, where control is exercised by the node at the arrow tail
over the node at the arrowhead. The graph edges also represent the
capability of the controlling node to use the interface of the controlled node
to exercise automated control. The right side of Figure 8.9 provides the
main steps to detect the interfaces not covered by the intent-based
management CLs. The first step is to create a data structure called the
control matrix, which encodes the existing control relationship between one
or more first CLs and one or more other CLs and resource controllers. The
relationship is represented by a tri-state control digit: it is O if the first CL
cannot control the second CL or RC; it 1s 1 if the first CL could but does not
control the second CL or RC; it is 2 if the CL can and does control the
second CL or RC. The method proceeds to calculate the highest control
digit in each matrix column, which represents the highest level of
automated control exercised over the CL or RC represented by the matrix
column. If the highest control digit is 0, it means that the CL or RC must be
controlled manually as there is no CL capable of automated control. If the
highest digit is 1, it means that the CL or RC may be controlled manually
but there 1s also a capable CL that could be deployed to control it. It 1s the
choice of the network operator whether to proceed with manual control or
deploy a capable CL. If the highest digit is 2, the CL or RC is already

controlled by a capable CL, and no manual action is needed.
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Figure 8.9 Process to identify control interfaces that require
manual control.&l

The control matrix structure is further detailed in Figure 8.10. The values

in the matrix elements correspond to the example graph of Figure 8.9.



Interfaces are represented as APIs as NFs and management functions are
software-defined entities. It is to be further noted that in case a CL or RC
has multiple APIs that offer different control interfaces, these different APIs
should be represented by separate matrix columns. That is, a matrix column
should represent a CL or RC as-is only if the CL or RC has a single control
API; otherwise, the CL or RC should be sliced into multiple matrix
columns, each column representing one API of the CL or RC. This is to
ensure that partial control over a CL or RC is properly represented, and the
uncontrolled part of the CL or RC is indicated to the operator as potentially

needing manual control.

= Control matrix === === === - e s —————————

Control digit with three possible values:
0 = Control instance is not able to control the resource or APL
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Figure 8.10Control matrix data structure maintaining tristate
control digit associations between any CL control instance and
any controllable API, including the APIs of the CLs themselves.<



The control matrix data structure enables a further method to detect
potential conflicts due to multiple automatic controls deployed over the
same interface. The corresponding steps are shown in Figure 8.11. The
method i1s executed for each matrix column, where each matrix column
represents an API of a CL or RC. Next, in a given matrix column, the
method counts the number of rows in which the control digit equals 2, that
is, the method counts the number of CLs exercising automatic control over
the same API. If the count is at most 1, there 1s no conflict as the API is
either controlled by a single CL or is subject to manual control. If the count
1s more than 1, all CLs that claim automatic control over the same API are
potentially conflicting with each other. In this case, the method generates a
conflict indicator that contains the list of CLs that are in conflict as well as
the API over which the conflict occurred. Such conflict detection can be
integrated into the static analysis phase of intent validation (cf. Figure 6.5)

and the resulting conflict indicator is sent to the operator as feedback.

Calculate the number of rows with control digit =2 in each matrix
column where each matrix column is associated with an API

CountisOor 1 ™ Count is above 1

! !

Conflict between all CLs that
are controlling the API
associated with the matrix
column

No conflict as at most one CL
controls the API associated
with the matrix column

Y

Generate a conflict indicator
containing the list of conflicting
CLs and the associated API

l

Send the conflict indicator to

-

the operator

Figure 8.11 Detection of potential conflict between CLs that
control the same API.<]



The control matrix may be a dynamically changing data structure: when a
new CL is deployed in the network, a row is added to the control matrix
representing the CL, and columns are added to the control matrix
representing the APIs of the CL (Figure 8.12). Control digits associated
with the row of the CL are set to 0 or 1 based on the capability of the CL to
control the API corresponding to the control digit’s column. Likewise,
control digits associated with the new columns of the CL’s API are set to 0
or 1 based on the capability of other CLs to control the API of the new CL.
When the CL starts to control an API, which is only possible if the control
digit has been 1, the control digit is set to 2. When the CL stops controlling

an API, the corresponding control digit is reset to 1.

‘ Deploy a new CL to the system ‘

'

Add a new row to the control matrix where the new row is
associated with the new CL
Add a new column to the control matrix where each new column is
associated with an API of the CL

Fill the values of the new row with control digit set to 0 or 1 to

represent that the new CL can control (1) or cannot control (0) the
API represented by the control digit

'

Fill the values of the new columns with control digit set to 0 or 1 to
represent that other existing CLs can control (1) or cannot control (0)
the API of the new CL




Figure 8.12 Maintain the control matrix upon deploying a new
CL.d

When a CL starts to control an API, it means that the API’s ownership
transitions from manual control to automatic control. The CL should
consider how the API was controlled manually up to the point of taking
over the control and it should try to avoid sudden disruptive changes. Even
if the CL would exercise a largely different control over the API, it should
transition toward the automatically computed goal gradually, if possible.
When a CL stops controlling an API, it means that the API should return to
manual control. This may be due to a change in the CL’s scope (triggered
by the CL itself), or due to the operator’s explicit request (triggered by the
operator) to take over the control to manually handle an exceptional or
temporary case for which existing automation logic lacks the required
insight. In those cases, the operator should consider the latest control
actions or configuration that the CL has administered over the interface so
that disruptive changes are avoided. If a return to manual control was not
triggered by the operator, an alert should be sent to the operator to avoid the
API remaining uncontrolled or continuing to run based on obsolete

information.

8.6 Summary

Interfaces represent the surface of technology that is definitive both from
usability and operational perspective. Human—machine interfaces provide
not only the means to consume the services provided by the technology but
also the means to govern, supervise, and direct the technology. Although
the two types of usage (consumer vs. operational) may seem different in
terms of their target audience, both have in fact been driven by the need for

simplicity and efficiency. On the consumer side, interfaces are often at the



forefront of development efforts to both maximize the appeal of products
through aesthetics and design and to lower the effort of usage or
consumption through ergonomics and simplicity.

While traditionally design aspects have not been a priority on the
operational side leaving a lot of technical complexity and heterogeneity
directly exposed to the operator, lately this has also been reconsidered due
to economic reasons, resulting in the rise of the intent-based management
paradigm that enables the leverage automation capabilities for improving
the operator experience of large and complex networks.

This chapter has provided an overview of the key requirements and
design principles with regard to the operator interfaces, emphasizing the
need for interactions to adapt to the role, scope, knowledge, and authority of
the operational staff to maximize the efficiency of human time spent with
managing the system. The role-based approach requires that interfaces not
only take input but also provide responses and reports on the level of
abstraction that 1s comprehensible and actionable for the interacting person.
Applying this principle to private network owners who traditionally do not
have telecommunication domain knowledge enables networks to become
consumable by OT experts and become integrated into end-to-end industrial
solutions with less effort than what is required through the layer of deeply
technology-specific APIs. The approach was shown to naturally develop
into the concept of network application embedding, where core network
functions and over-the-top applications may consume and provide services
to each other regardless of their origin. The interactions between the various
software components could also be adopted to follow the intent-based
paradigm, by declaring capabilities that are either provided or required by a
module, rather than integrating through low-level APIs and dedicated glue

code.
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Intent Interface Evolution and the
Role of Language Models

DOI: 10.1201/9788770041478-9

Intent interface has the role to bridge the communication between human
actors providing intents (such as operators and private network owners) and
the network management that handles the fulfillment of intents. While there
is consensus within the industry that intents in general mean to declare
objectives on network, service or system level without providing
instructions to be executed to achieve the goals, the design of an interface to
transfer intents from humans to the network is far from being standardized.
In fact, there is a lot of room open for innovation and original mechanisms.
Considering the fast-paced evolution of Al to model traces of human
cognition such as semantic and reasoning, and especially natural language
as a form of their expression, human—machine interfaces experience a rapid
uptake of natural language processing and generative language models. It is
expected that this evolution also penetrates intent interfaces for autonomous
networks. Creating Al models that enable the expression of intents in
natural language that is directly comprehensible by humans requires not
only the modeling of the vocabulary, taxonomy, and special formulas
internal to the networking technology, but also to connect and relate the
general concepts of networking (such as the ones defined in open standards)

to the implemented capabilities of a specific network deployment.
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9.1 Introduction

The evolution of intent interface is driven from two directions. First, there
is the human need to be able to use technology intuitively, via interactions
that are human-native (such as language, speech, and gestures) rather than
machine-native (such as data structures, procedures, and APIs). This driver
is most prominent on the consumer device and product market, enabled by
the digitalization of everyday interactions, and it was discussed in Section
8.1. However, as engineering and operating new technologies becomes
increasingly complex, this human need 1is also present among
telecommunications and industry professionals. Second, in the network and
enterprise industries there is a need for increasing cost and resource
efficiency through system and process automation. In general, higher
system autonomy means that the system can be operated at a more abstract
level, that is, the system can reach the same outcome with less amount of
information or less detailed commands provided by the system’s operator.
Consequently, in network management automation, the communication
between the operator and the network management should reflect this shift
through using higher abstractions, which is a driver toward increasingly
declarative and intent-based interfaces. The duality of the interface

evolution drivers (consumer and enterprise) is illustrated in Figure 9.1.
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What emerges at the intersection of the two interface evolution drivers 1s
the need for an interface that is both human-native and intent-based. As a
network management interface, it boils down to a network whose autonomy
is governed by intents expressed in a format that is inherent to how humans

naturally interact: via natural language.

9.2 The Utility of Natural Language in the Intent Interface

Using natural language at the intent interface is already suggested by
ZSMO11 Section 4.2.4 [1], which argues that the full value of an intent is
realized by merging three interface goals: using human language;
supporting flexible intent parameter negotiation; and finding the right intent
handler, that is, network management capability that can fulfill the intent. In
this section, these three interface aspects will be further elaborated in the
context of the intent architecture that was discussed earlier in this book.

The efficiency of using natural language between humans is inevitable,
not only during everyday communications but also in professional
taskoriented scenarios. Dividing a complex process into multiple dependent

subgoals, delegating them to teams of experts, and solving them efficiently



are all achieved via human-to-human interactions based on natural
language. From verbal interactions through emails and messages to
documentation, what makes human capable to collaborate is to express
intents in natural language on the one hand, and to interpret and achieve
them on the other hand.

Delegation through human language (e.g., between customers and service
providers, or between team leaders and experts) rarely follows a oneway
command-and-ack scheme. Often an initial intent communicated from a
human intent owner to a human intent handler generates feedback,
questions, and need for clarification at the handler’s side, which requires
response from the owner’s side. This effectively turns delegation-related
communication into dialogue, with clear roles between the participants
(owner, handler) but with equal capacity at both sides to initiate
communication related to the intents (new ones or those being already
handled for a while). While the speed of human actions and communication
1s of course lower than those executed by machines, the pattern and
semantic of the information flow can be very similar. If the intent owners
are to remain humans, while the intent handlers are to become software-
based network management entities and closed loops, this 1s the humanly
natural communication pattern to which the handlers should align.

In an organization, a single expert (who may act as a human intent
handler) is rarely a universal actor as the expertise and experience of a
single person, however strong and long they are, cannot possibly cover all
the knowledge that is needed to act according to any possible intent that
otherwise could be very well realized by the collective knowledge present
at the entire organization. Also, the availability, capacity, and scale of a
human person are limited. Therefore, in the human world, handling intents

(e.g., tasks) requires teams of different people to sample the range of



expertise that is needed to handle much more types of intents than what any
of the individuals could do, leveraging everyone’s specialization to the

extent it is needed intent per intent (Figure 9.2).
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Figure 9.2 Expert knowledge and human-to-human expert
interactions.<

When it comes to the automation of intent handlers, it boils down to the
digitalization of the human thought process while solving network
management tasks. Complex technological tasks such as network
management ones involve different types of cognitive activities. Usually,
the first thoughts to a problem (such as during troubleshooting) or open
question (such as during planning) are generated by the most human
specific capabilities: creativity and intuition, which result in ideas and

intents with desired outcomes. The next step is to formulate an execution



plan that, when completed, will yield the outcome (e.g., solving a
degradation, or having a new management capability rolled out). The
execution part is a deductive process producing the configurations,
commands, and actions that, when executed, fulfill the intent.

When the solution of a technical task is done by a single expert — the
creative and deductive processes are not shared between distinct individuals
the transition from intuitive creativity to deductive productivity may be
subconscious and effortless, as one only needs to come to terms with their
own “internal” concepts and taxonomy. When execution of a task requires
interaction — e.g., when the result of the creative process needs to be
transferred to someone who needs to execute the deductive task — the
transition must be acted out, resulting in one of the aforementioned human
language interactions (e.g., verbally, by messages or documentation, etc.).
Still, the transition remains a human level interaction. The execution steps,
however, normally need to be meticulously implemented into the network
management system using computer-defined tools and interfaces, which are
nonintuitive, error prone, and require a significant amount of time to
articulate a plan in every last detail.

The scope of intent-based automation naturally aligns with the split at the
creative and deductive parts. Intuition requires knowledge, experience, and
real intelligence; therefore, it is hard to mimic or replace with machine
learning. Also, this is at the level of defining network management strategy.
Creating strategies is part of the governance of networks, which desirably
remains under human responsibility and control. The deductive part,
however, requires methodological steps that more resemble computer-
friendly tasks such as searching, calculating, evaluating, comparing, and
optimizing or more complex procedures/processes that can be decomposed

to these tasks. Automating such processes is possible and can bring



significant benefit and can be driven by the intents set by the creative
person/mind. As the most natural interface between the creative and
deductive parts is natural language, inherited from human-to-human
communication, the most seamless human-network integration would be if
the network would simply become a surrogate for the executor by becoming
capable of interpreting and generating the same natural language
interactions as if it was impersonating a network expert. The transition from
manual creativity and productivity to manual creativity with productivity by

network autonomy is illustrated in Figure 9.3.
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Figure 9.3 Delegation and automation of the methodological part
of the human thought process.<!

Mimicking a natural language interface is not only a matter of a
presentation layer. What enables a human expert to define the execution
plan is that experts have built an actionable model of the network (or at
least the part that belongs to their expertise), which they can virtually
interrogate as part of their thinking process (Figure 9.4). Part of this
network model includes semantic models of network capabilities, which an
expert acquires through reading documentation, consulting other experts,
and executing actions (such as performing configurations, writing and

running scripts, using tools and APIs, etc.). Without semantic models that



define what a network can do and through which interfaces, no one would

be able to define how a given outcome can be reached. It can also be

observed that because some network functionalities (particularly in the

network management domain) are vendor- and deployment-specific, an

operator’s knowledge is not automatically transferrable to another system

due to local variations of the same high-level concepts or actions. The

semantic models will be detailed in Chapter 11.
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Figure 9.4 Emulation of the expert knowledge.<!

Most knowledge about the semantic of the network capabilities is

obtained by reading or listening to information presented in natural

language, as the information is produced by humans with the intention to be



read by other humans. A good example is the collection of public 3GPP
standards, which is available only as a set of English documents, therefore
the official description of how cellular networks operate is only available to
someone (or something) that understands the telecommunication jargon of
the English language. Additional sources include internal documentations
of tools and scripts that are developed in-house by an operator to automate
custom workflows. If the execution plan of intents is to be automated, there
needs to be a machinery that is able to obtain semantic models of the
networks from the same sources as humans do today, which is by
interpreting natural language documents. This technical driver naturally
aligns with the human need for more intuitive interfaces, making a strong
case for the idea of natural language-based intent interfaces [1].
Additionally, a network with natural language-based intent interfaces
should also model the operational expert knowledge and implement
learning capabilities so that natural language intents are not only interpreted
(as in: obtain their semantic in a machine readable form) but also acted
upon (as in: derive the right actions dynamically and based on the current
network context so that intents become fulfilled). Such a network could be
thought as an entity that merges the expert knowledge of all individual
experts that would be available to consult in a human-to-human interaction
case.

In a natural language-based interface, defining intent becomes a dialogue
between a human and the network management (e.g., the IME as in [1], as
shown in Figure 9.5). The operator enters natural language questions or
requests (objective in general), and the network returns the corresponding
network capabilities (i.e., what is it that the network can do that best
matches the operator’s need). The results are selected by comparing the

semantics of the user’s objective and the semantics of all network



capabilities. The semantics of the user’s objective is generated on-the-fly by
applying a natural language model to the query text. The network capability
semantics are continuously scraped by one of the intent-based network

management closed loops (see Section 7.2 and Figure 7.2). The best

semantic network capability matches are returned to the human operator as
personalized intents that the network would be able to handle once the
operator accepts them. The personalization of intents comes from the
network’s semantic matching strategy, which considers not only pure
semantic models but also the user’s role, previously accepted intents, etc.
similar to how a web search engine profiles a particular user based on the

results they most frequently follow.
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Figure 9.5 Intent definition: dialogue using natural language.<]

The user experience of a natural language-based intent interface is indeed
similar to that of well-known web search interfaces, where the search
results are ranked by how much they match what the user was searching for.
Just as web search engines would not create new web pages as a result of a

query but they would try to serve up the ones which would be considered



relevant by the user, intent handlers would not create new network
capabilities based on intents received from the operation. However, intent
handlers have an advantage over web search engines, which comes from
their different roles. The intent handler can compose made-to-order [2]
network capabilities by orchestrating closed loops of modular software
entities (e.g., management services), such as a pipeline of data collection,
analytics, decision, and action, with self-learning components included in
the decision stage. Each component is configured to match the user’s intent
as much as its configurability allows, thereby providing a customized
composite capability (hence the term made-to-order). Therefore, the
selection and combination of the components provides the first level of
adaptation by the network to the user’s intent. This adaptation is an iterative
process as it is part of the dialogue between the intent owner and the
network management: the intent owner is likely to modify or refine their
intent based on the insights gained from the network’s best response
(another similarity with web search user experience, where people often
refine their search phrase based on the returned results).

Once the user accepts the network’s offered capabilities to handle the
intent through the selected components, the network takes over the intent’s
execution. When the components are put in operation (e.g., instantiated by
an orchestrator), each component may implement a second level of
contextualization and adaptation — such as including self-learning
capabilities that change the component’s behavior based on past experience,
or by activating or deactivating parts of the implemented functionality
selectively based on available data or available controller interfaces. With
the two layers of adaptations, the high-level objectives (intents) become

contextualized and implemented autonomously by the network as much as



possible with the existing network capabilities (i.e., without having to
develop additional functionalities).

A more detailed representation of the intent definition process is shown
in Figure 9.6, which focuses on the iterative (dialogue) nature of the
workflow and the user role-based adaptation of the interface. The figure
also highlights the difference between objective and intent. An objective is
primarily a human-understandable expression of the goals, formulated
freely without considering the capabilities of the network. Intent is a
human- and machine-understandable construct, which is aligned with the
capabilities of the network and its management services. The indent
definition process helps the user transition from objective to intent while
remaining fully humanunderstandable (using natural language) at the
interface. Adaptation to the user’s role, profile, etc. is possible by tailoring
the selected intents based on previous interactions with the same user — e.g.,
considering the user’s historical selections in the same context. Previously
defined intents (where the user and network have already aligned the
objectives and the user accepted the resulting intent) can also be cached to
serve as a template for resubmitting as-is or to be used as an inspiration for

new but similar intents.
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Figure 9.6 NLP-based intent definition process: from objectives
to intents.<d

9.3 The Role of LLLMs for the Intent Interface

The natural language intent interface can use language both to accept input
from the users and to provide feedback, insights to the users in the same
language. Producing natural language responses is a property of generative
large language models (LLMs), which have billions of trainable parameters
that are trained on an enormously huge corpus of text [3]. The models may
be suitable for different use cases, such as predicting the continuation of a
text that was given to the model as input, providing a summarization of a
bigger chunk of input text, or answering questions about a piece of text [4].
In most of the existing LLMs, as illustrated by the above examples, the
models are able to produce text output from text input. This capability can
be leveraged directly on the intent interface when the network management
exposes the semantic models of the network (i.e., the network capabilities
that match a given intent), because the semantic models themselves are
generated based on text descriptions of APIs and other documentation (see

Section 9.2). For example, LLMs trained for question-answering could be



used to answer questions posed in natural language about what the network
can do in a particular context or to achieve a particular goal.

There are two technical challenges when it comes to the application of
language models and generative LLMs for intent interfaces. First is the
adaptation of the model to the domain, which is in general the
telecommunication domain and in particular includes deployment- and
implementation-specific capabilities that are present only in one network
deployment. Second is the text-to-text nature of the models, which enables
LLMs to automate engineering with text but lack the native capability to
turn nontextual information (such as numerical measurements, network
state, or events) into text.

Domain adaptation of a generative LLM may be achieved by finetuning.
The models may be first trained on text with no particular domain of
interest (which usually means a mixture of many different domains). At this
stage, the model is already capable of producing text but may not be
accurate when it encounters terms and phrases that were not a significant
part of its training. Fine-tuning is performed as a second round of training
the model on a smaller but domain-specific corpus. E.g., for the
telecommunications domain, the corpus of all publicly available 3GPP
documents (specifications, TDocs, email discussion, etc.) could be the basis
for fine-tuning an LLM model. LLMs fine-tuned on the 3GPP corpus
produce much more reasonable and accurate output when they are
interrogated via queries, questions, and input text related to cellular
networks, which inevitably contain 3GPP jargon.

The text-to-text nature of LLMs is both an advantage and disadvantage,
depending on the use case. As explained above, the text input and output
(I/0) of LLMs could be leveraged when network capabilities already

represented as text are exposed, (e.g., summarize, generate description of).



Some textual representation is always available from API descriptions and
documentation. This attribute of LLMs become a challenge when the
objective is to generate text about something that is not represented as text.
For example, when the network gives feedback about the fulfillment status
of intent, the task is to generate natural language description of what is
happening in a network. The context and state of the network should be
cross-examined with the objective of the intent, and it should be phrased in
a humanly comprehensible text. Since network context (e.g.,
measurements) and states (e.g., clusters of network behavior) are not
represented in text, additional layers of modeling are required to bridge
between nontextual input and textual output.

Two non-text-to-text use cases are considered below, representing the
evolution of the interface toward an LLM-based M2H interface: LLM
synthesis and LLM transcription, as shown in Figure 9.7. In both cases, the
main requirement to produce a suitable LLM is to define the right type (and
source) of training data on which a suitable model could be trained. Such
models will be nonconventional LLLMs in the sense that their input is not

text, only their output is.

LLM synthesis

(app. internal state)
app. internal state) &

r
I
: A LLM transcription
N

1

! (M2M communication)

Intents and services

I

1

I

I

: 1

Intents and services 1
I

it

Network
App 2

Network
App 1

M2M
communication via
semantic APIs




Figure 9.7 Intent interface evolution: from NLP-based intent
H2M to LLM-based M2H.<1

The scope of LLM synthesis is to produce auto-generated
humanconsumable insights into the internal state and output of software
entities (e.g., XApps, xNFs, micro-services), network services, and intents.
Such a model is applicable to answer queries such as what is happening in
the network, function, or in a closed loop that was made-to-order for an
intent (and therefore explaining what happens in the closed loop would tell
what is happening in context of the corresponding intent). A model like this
needs training data that binds numerical (or in general nontextual)
representations of network states with textual information, so that the model
learns how to describe (in text) events or states that are internally
represented nontextually (e.g., as numerical time series or ad-hoc
categorical events). A source of such training data may be a correlated
collection of machine-generated syntactic tokens and corresponding human-
language representations — e.g., quantified performance measurements and
logs that are produced by the same software entity (e.g., a NF, xApp, or
CL). A deeper source of information could be a trace of API calls that a
software module performs and the text description of the API calls.

The scope of LLM transcription is to generate human-understandable
representation of the M2M communication between software entities. This
is an advanced use case with the purpose of making the network (especially
its autonomous parts) more transparent to the human operator. Here the
training data could be based on the information elements of the protocol
and procedures (essentially also API calls) that take place between two
software entities such as applications. In this regard, it is similar to the LLM

synthesis use case when applied to traces. The resulting model would be



capable of producing human-readable text about the semantic model of the

interapp APIs.

9.4 Summary

Intent-based interfaces enable a simplification in the interactions between
the operator and the network. Intents have been designed to shift human—
machine interaction from the level of executive actions, commands, and
configurations addressed to the system through a set of distributed technical
interfaces to the level of declaring abstract goals for the entire system
without enclosing an executive implementation plan.

Compared to traditional network management, intents bring a significant
benefit in terms of decreasing the complexity and frequency of human—
machine interactions. Complexity is reduced through outcome-driven
abstract goal representation, whereas the frequency of interactions is also
lowered due to the longer validity time of intents that are detached from the
dynamics of their implementation. These characteristics resemble the way
humans and teams efficiently collaborate in solving a task using compact
and targeted communication to achieve efficient distribution, delegation,
and reporting of work.

This chapter discussed a further evolutionary step closing the gap
between machine and human interactions through the introduction of
natural language in the intent interface. Enablers for such transition include
classical NLP techniques and more recently LLMs that collectively provide
the system with semantic modeling and generative text capabilities.
However, the training or fine-tuning of language models should be
representative of the domain of application, therefore these technologies
and models should be carefully adopted (rather than simply reused) to be

efficient for telecommunication use cases.
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Network autonomy relies on machine-readable and actionable
representation of the system's state across multiple domains and at many
abstraction and aggregation levels (network function, technology domain,
e2e network and service level, individual traffic flows, users, cells, service
areas, system level, etc.). The modeling of states starts with the
digitalization and quantification of high-dimensional, multimodal network
data, mapping raw data points, counters, performance indicators, logs, and
any other network and management data to machine-readable
representations that enable correlation among time, space, network
function, and user identities. Modeling techniques span from classic statistic
through machine learning to complex AI models, resulting in pipelines that
encompass the diversity of data sources and formats, such as numerical and
textual information. Models should consider the dynamic and temporal
behavior exhibited by the various network and user entities to enable
prediction of future events in addition to detection and classification of
impactful events. Unsupervised self-learning techniques are required to
handle the abundance of unlabeled data, which contains a mixture of known
and unknown patterns, as well as traces of both normal and abnormal
events. The interpretation of state models is facilitated by special self-
annotating mechanisms producing text descriptions in addition to technical

model output.
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10.1 Introduction

Network state is a quantified representation of selected aspects (e.g.,
performance, behavior, failures) of a network (or part of it, such as a slice or
a service) at a given granularity [1]. Network state modeling is a process to
create models that produce the network state based on network telemetry
such as dynamic observations (e.g., measurements) and configuration data.
Network state models digitalize and quantify the characteristic of (part of)
the network at a selected aggregation and abstraction level.

The state models capture correlations within the measured data that
describe static (i.e., time-agnostic) or dynamic (i.e., time-based and
therefore often context-based) characteristics of the modeled system entity
(end-toend, per domain, network segment, and network function) in order to
capture its relevant observable patterns, which are the states of the entity.
Beyond the quantification of the modeled entity's states themselves, state
models may produce dynamic state transitions, state predictions, behavior,
or any other downstream insight that is based on contextualizing the states
themselves. Dynamic state transitions provide insight to the dynamics of the
modeled entity, which enables capabilities such as detecting trends and
providing early indications on which direction the entity's state is likely to
evolve. State predictions provide the capability to directly forecast the next
state or even multiple states ahead of the current one, including confidence
in the predictions. Behavior models provide a capability to emulate how
states would present or evolve given different hypothetical context and
operational conditions of the modeled entity, such as under different
configurations. The state models and their utility are illustrated in Figure
10.1.
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Network state models are essential for management automation as they
produce context awareness for the network. Network state models provide
an automated mechanism to capture the current and expected states of the
network and provide it as an input for the management automation
mechanisms (Figure 10.2). The output of state models may be consumed by
automated analytics, decision and execution control capabilities, providing
a complete closed loop [2] as illustrated in Section 6.5, Figure 6.6 in

general and in Figure 10.2 in particular.
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The output of a network state model depends on the exact task for which
the model was trained. A basic network state model may be trained simply
to quantify the potentially large numerical space projected by all the
collected measurements and counters, so that a momentary state of the
network can be better represented (e.g., by automatically classifying all
measurements into 100 different states or clusters instead of dealing with
the potentially infinite measurement space). Additional layers of the state
model may include transitions between the states to describe not only the
momentary state of the network but also its trajectory in the state space -
which, given the low (limited) number of states, is still manageable.
Learning the transitions gives the state model prediction capability, when it
is trained to predict the next state given a past sequence of states (such

training can be performed as self-supervised training, based solely on



historical data without human annotations, and is therefore very efficient in
terms of human effort).

Incorporating context information and data from related sources (such as
data from RAN and Core function instances serving the same end-to-end
PDU sessions) provides the model with context-based prediction and
behavior modeling capabilities, where the predicted next states are a
complex, nonlinear (but learned - not preconfigured) function of the
network's dynamics.

Context information that is useful for state models may include:

o Identity of the entity/domain/system to which the state applies

o The configuration of the entity/domain/system
e o0 Time and location (both geographically and topologically)
when/where the state applies

o Identity of other relevant entities (e.g., a RAN node and its CN

counterparts) to enable state correlation

State models should capture the dynamic behavior of the system, including
long-term seasonality and trends. Additionally, the models should be
sensitive to the dynamics of the system, as that the order of traversing the
states may carry additional information on top of the states themselves. For
example, a state representing low traffic load at a radio cell may come
naturally (and expectedly) after the load gradually decreased to the usual
minimum point; however, the same state comes unexpectedly in the middle
or rush hour surrounded by other states that represent high traffic. In order
to make state models sensitive to such local contexts, the state transitions
should also be modeled and learned from the same data that is used to

model the states themselves.



A context-based, dynamic and predictive state model can be a building
block in a set of capabilities and services that together implement a use case
or intent, such as being an enabler of closed-loops with context-based
decisions and actions. In such cases, state models are not "visible" as their

output is consumed by another component in an automation stack.

10.2 Comprehension of State Models
The scope of a state model is defined by both the data on which it is trained

and on the entity from which the data originates. The state models may be
trained on network or management data, such as PM counters, alarms, logs,
or any other data that is produced and collected in the system (see Chapter
3). For example, training a model on PM counters produced by 5G RAN
nodes of a specific network deployment will yield a model that could be
used to predict the performance of those nodes given their behavior in the
past up to the current point in time (observed through the same
measurements that were used for training the model). Depending on the
scope of the data and models, it is possible to create network state models
(capturing network level patterns, such as correlations within performance
data of an entire network domain such as RAN), NF states (based on data
from a single instance or type of NF), software state models (based on
software trace events and logs), UE mobility models (based on the location
data of terminals), etc.

Since most data produced and collected by mobile networks is not
annotated or labeled, network state models must be trained using
unsupervised methods. For this reason, such models must autonomously
discover and quantify the characteristic patterns within their ingested data
(that is representative of the entities producing the data).

Due to the use of unsupervised AI/ML training to create state models, the

raw outcome produced by state models is an abstract state. In order to



attach semantic to the states, additional annotation mechanisms need to be
in place (Figure 10.3). Annotation may be manual, semimanual, fully
automated, or a combination of these approaches. Manual annotation
requires experts to look at the original data mapped to specific states, and/or
correlate the states with additional information (available at separate
management tools, reports, etc.). Although this is a cumbersome activity,
applying it selectively at the early phase of developing state models helps
build trust in the model's performance and accuracy. It may also help drill
down to specific nontrivial but high-impact cases - e.g., when a state
correlates with errors vis ible to subscribers. In semimanual annotation
methods, hints are produced by the model (or an additional logic attached to
the model's output) and the hints are used to speed up the manual annotation
process. These hints may include automatically selected representative
examples (e.g., specific network function instances and timestamped data
points) where the operator should direct manual inspection efforts to
maximize the efficiency of the invested human time. Other types of hints
may include a few selected measurements that show high correlation with a
network state (e.g., when a state model is built using time series data from
several hundred different measurements, which is easily available from
standard PM KPI data [3], pointing at 2-3 of those KPIs that are strong
indicators can significantly help a field engineer bootstrap the manual
investigation. Finally, fully automated annotation requires the state model to
produce explainable and autonomously interpretable descriptions attached
to states or their combination. The descriptive statements could even be in
natural language, generated by data-to-text models as mentioned in Section

9.3. Additional ways to obtain human-readable state annotations will be

provided in Section 10.4.3.
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State models created from operational network data are inevitably most
sensitive to the patterns present in their training data. As real network
deployments evolve or seasonality causes new types of patterns to emerge,
a previously trained state model may drift out of its applicable zone. To
prevent such model deprecation, state models should evolve by adapting to
new behavior that they encounter while being operational. The model may
be updated through various mechanisms, such as regular retraining of the
model (or parts of it), in-situ federated reinforcement leaning, or creating
ensemble models specializing on different training data. In all cases,
annotations that were already attached to states produced by previous
versions of the models should be carried over to ensure annotation

continuity during model evolution.

10.3 Network State Models for Anomaly Detection

Anomaly detection autonomously detects and indicates (network) states that
are unexpected and, usually, undesired in an operational system (Figure
10.4). By nature, anomaly detection needs to discover relevant and
previously unknown deep insights from the (network) data with no a- priori

knowledge on either the data itself or the insights to be discovered. This



requirement derives from the state-of-the-art in data production, collection,
and curation in mobile networks. While data is abundant, it 1s not human-
friendly (as opposed to, e.g., imagery data), creating a barrier even for
engineers to have an understanding of how the system operates expressed in
terms of the data that it produces. Even though engineers typically possess a
blend of theoretical, observation-based, and intuitive knowledge about
(parts of) the system, the sheer scale of all observations make their
experience based on only a small sample compared to the total amount of
digital information produced in the system. In particular, corner cases that
do not amount for a representative size of the total available data may carry
some of the most impactful information with regards to anomalies, yet may
be easily missed by manual inspection unless these data points are already
known and actively sought after. Unsupervised state modeling has the
benefit of scale and therefore a proper modeling technology can capture
such unknown unknowns (i.e., unknown states that were not known to exist,
but they are very much informative once discovered), enabling anomaly

detection to benefit directly from state modeling technology.
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Figure 10.4 Network state model capabilities leveraged by
anomaly detection.<]

AD models may be trained on various data sources (as detailed further in

Section 10.4), but what's common is the unsupervised (or self-supervised)

nature of the training. Since the purpose of AD is to autonomously discover
"unknown unknowns," it would be impossible to expect annotated data
samples (such as examples of normal/expected or anomalous/unexpected)
at the quantity that is required by contemporary Al models. Therefore, the
model's ability to autonomously ingest unlabeled and mixed
(normal/anomalous) data is a fundamental prerequisite. This also means
that the model should have no expectation about the content of the input
data in terms of patterns or correlations that would or would not be present
in the data - detecting patterns and correlations is the purpose of the model
itself. Having no expectation and thus showing flexibility on the model's
side 1s an obvious benefit for the user or engineer working with the model;
however, it also means that the model will learn the behavior of the entity as
it 1s exposed and represented by the data and the data only. No additional
knowledge that the operator may implicitly or explicitly have will be
captured by the model. Therefore, it is important to set the right
expectations for AD and not to expect the emergence of knowledge that is

not represented in the data.

10.4 State Modeling Techniques

The following sections provide overview of selected techniques that can be
used to train and use state models. Three prominent model types will be
discussed that align well with data that is usually available in mobile
networks: numerical state models, suited to analyze time series counter/KPI

data or measurements; log models, which can ingest text logs, messages,



call traces or events; and self-annotating state models, which combines the
previous two to automate part of the annotation process as discussed in
Section 10.2.

10.4.1 Numerical state models

Numerical state models are trained on numeric datasets. Numerical data has
been the traditional (and for some time, the only) means to monitor the
performance of mobile networks. There are a large number of standardized
PM counters [3] that provide a numerical value at regular data collection
intervals, such as every 1 hour, 15 minutes, 5 minutes or at even higher

frequencies. Such data has two key properties:

1. Time series: data points are aligned at specific time intervals; even if
there 1s nothing to report, the value zero (or some other indication) is
produced by every counter, KPI, or measurement that is part of the
data collection. Time series have certain well-studied characteristics
that provide a toolbox of analytics methods [4], with deep recurrent
neural networks being the state-of-the-art.

2. Multidimensional: data points at each specific time interval consist of
multiple (potentially many, multiple hundreds or even thousands) of
measurements, which describe a measure over the same time interval.
High dimensionality enables self-learning methods to explore and
extract cross-KPI correlations and discover multidimensional patterns

that would be impossible for a human to provide a-priori.

The two attributes often appear simultaneously, making multidimensional

time series modeling an area of high interest for numerical state modeling.

10.4.2 State models for log analytics



The technology trends of software-defined network and management
capabilities, coupled with cloud-native network functions have produced an
environment where telecommunication services are also software entities.
SW-based implementations import all the practices from development
through continuous integration to deployment and operation into the
telecommunication domain. Traditional counter-based telecommunication
PM monitoring and more recent (but already established in the IT and cloud
domains) software management practices coexist in a modern mobile
network, providing extra opportunities (and challenges) when it comes to
network state modeling. Logs are especially important in 6G due to extreme
softwarization and close integration with non-telco SW (e.g., industrial
controllers and applications at the edge continuum).

Due to their software-based implementation, network and management
functions are producing a lot of text logs while they are performing their
functionality. Logs are generated at multiple points, starting with the OS/
infrastructure layer (e.g., kernel syslogs, container orchestration logs) and
ending with the application processes (e.g., debug or info logs).

Logs differ from numerical data significantly enough that log data
requires different learning approaches and architectures. Log data has the

following attributes:

1. Primarily being text information, but may be mixed with numerical
and other nonlinguistic symbols and data structures (braces, slash/
dash, IP addresses, hash values, etc.). Such input cannot be converted
to real numbers that would make any subsequent numerical analysis
meaningful; therefore falling back to numerical analytics methods is
not feasible.

2. Logs, although are often timestamped, do not constitute time series

because log entries are not produced at regular time intervals. Instead,



they may appear irregularly, in batches or in any other pattern that
makes their sequential analysis more difficult than regularly slotted

time series.

The above two key attributes are in sharp contrast to the main
characteristics of numerical timer series, therefore log analytics requires a
different technical approach on two fronts: first, the modeling of the data
requires the modeling of text (or a mixture of text and numerical input);
second, the modeling of irregular sequences time is needed to represent the
order of logs. Note that the same approach is applicable to other log-like
data such as alarm sequences and call traces.

The content of logs may be arbitrary and change frequently through the
SW CI/CD pipeline - even with known logging standards [3, 6], the content
of the log messages is freely defined by the programmer. Therefore, design
considerations on log analytics methods may be based on common software

logging practices:

o Logs are programming statements - they are a subsample of the
statements (inserted between other statements). Therefore the order of
logs is a rough indication of the order of program statements and
branches/ loops (if, while).

e o Known error paths are usually explicitly logged (warnings, errors) -
enables to infer negative sentiment (e.g., "fatal error in ...").

e o Hidden anomalies (not explicitly logged) may be indicated by a
change in program code execution order (different code branches are
executed, in different pattern, which are also reflected in the order of
log lines.

e o Log sources (e.g., different program modules, processes, containers)

need to be separately processed (de-multiplexed from a common log



stream such as syslog).

According to the above SW logging practices, with sufficient amount of
data, profiling the usual order of logs and detecting anomalies as irregular
ordering would generate insight to suspicious parts of the logs [Z, 8].
Human attention could then be directed to those parts of the logs that are
found suspicious by the algorithm.

Modeling the log lines (i.e., creating "log states" or "software states"
based on logged events) is a nontrivial task with no single potential
approach. In case the logs are inherently text-heavy, intended to be read by
engineers, mapping text to vectors is a logical step to represent logs in a
way that is suitable for subsequent machine learning models. Mapping text
to vectors could be performed using multiple algorithms; however,
semantic-preserving mappings have proven [7] to be better than one-hot
encodings or template-based representations. Semantic log mapping,
coupled with self-supervised learning to predict the most likely next log
lines, have created a practically usable log anomaly detection pipeline [7].

When logs contain a mixture of text and numerical attributes - where the
numerical parts also have significance - it is desirable to model both the
semantics of the text and the numerical content (Figure 10.5). Otherwise,
logs that have the same log structure and text content but different values
for their numerical part would be the same for the model, causing modeling
errors and misclassifications in downstream tasks such as log-based
anomaly detection. It was shown [8] that semantic modeling of the log's text
part combined with the positional encoding of numerical attributes yields a
log model where the full content (text and numeric) of the log entries was
learned and represented. Such model, extended with capturing sequential
information, was reported to be successfully used for anomaly detection in
logs [8].
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10.4.3 Self-annotating network states

The goal of self-annotation is to automatically attach human -interpretable
semantic information to the states that are output by a state model.
Wellproduced labels (annotations) provide explainable and relatable
descriptions for the states. State models usually work from interpretable
data (such as measurements and KPIs, or logs) that individually have well-
defined meaning. Since state models combine multiple inputs in a nonlinear

way into a quantified state, labeling these states is nontrivial, as they do not



directly map to their inputs. Additional layers of modeling may capture
transitions between states to derive dynamic state models, creating more
complexity between interpretable inputs and states. Finally, although the
semantics of state model inputs may individually be interpretable (e.g., as
they are defined by a standard or by an in-house procedure), the volume and
diversity of the data itself cannot be comprehended by a human examiner,
limiting even the practical interpretation of input data.

Self-annotation may be based on multiple methodologies. One approach
could be to try to decode the relationship between the states and the
interpretable components of the input data, such as individual KPIs. By
measuring the contribution of a KPI to the state (e.g., using correlation
metrics), states that correlate well with a low number of KPIs could be
associated with the (combined) semantics of the KPIs themselves.
Explainable Al methods such as SHAP [9] may also be used to assign
importance value to input features with regards to specific states.

In cases where the same network entity produces both numerical and log
data, there is also a potential to exploit the correlation between these data
streams. For example, a numerical state model may be made more
explainable by borrowing semantics from a human-readable log stream that
is produced by the source that also generates the numerical data. In this
case, training a state model which predicts both states and corresponding
logs (i.e., which logs the modeled entity would produce given the predicted
future state) could be a means to import the semantic readability of logs in
the context of numerical modeling. Such model may be regarded as self-
annotating as it learns and generates its own annotations rather than
requiring an external state annotator. Besides, such model may provide
more granular annotations (multiple potential logs per the same state)

compared to a traditional one-to-one state-to-label annotation scheme. An



artistic map showing the output of a self-annotating state model is presented

in Figure 10.6.

_~ Semantic label #1

4

s Semantic label #3
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Figure 10.6 Artistic view of the output of a self-annotation state
model.<

10.5 Summary

Network autonomy is a product of autonomous system capabilities (realized
as closed loops) with local (starting at individual network equipment or
function level) and global (end-to-end, network, or service level) scope.

State modeling is a fundamental enabler of network autonomy by



representing all relevant contextual information (measurements, states) that
are directly or indirectly relevant for the system's operation and dynamics.
State modeling includes configuration awareness (ability of the system to
model 1its internal architecture, resources, topology, and logical relations
between system components) and behavior awareness (ability to model its
own current state, predict future states, and consider the dynamics and
correlations of states and events). This already enables many downstream
use cases such as event prediction, trend analysis, or anomaly detection.
This chapter provided an overview of network state modeling techniques
applicable to various types of data commonly available in operational
networks (CM, PM, and FM, software logs, sequences, events, etc.) and
discussed the importance of correlating multiple data sources to maximize
the potential value extracted from the collected data. The explainability of
network states (e.g., through human readable annotations) is important to
maintain the transparency of self-awareness and to enable further analytical
steps resulting in network autonomy. The concept of self-annotating

network states, along with potential enablers, was also discussed.
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Semantic Models and Semantic

Composition
DOI: 10.1201/9788770041478-11

Network autonomy is based on closed loops that provide outcomes and
actions in the network and management system without explicit human
instructions and intervention on the operational level. Closed-loop actions
not only assume that the network evaluates its own state in the context of
automation goals but that the available actions are also modeled together
with their impact on the system, services, and measurable outcomes. Such
models provide the network with a representation of its own capabilities
(and their consequences) that can be programmatically invoked by
automation loops; therefore, these models capture the semantics (meaning,
utility, and potential cost) of the actions. Semantic models enable the
network to manipulate its own state by autonomously choosing the best
action at any given time, context, and current network state. Given the
software- and cloud-native implementation of many system capabilities,
semantic models are closely related to programming interfaces and software
modules. Building semantic models to represent network APIs and their
potential interdependencies gives the system a self-programmable
operational fabric that can be controlled through automated software
operations such as deploying a set of modules triggered by the dynamic

need for a certain management capability.
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11.1 Introduction

Semantic models are machine-computable representations of the system,
including its software components, automation loops, AI/ML models, data,
and network and service management capabilities.

Semantic models may be functional or nonfunctional, depending on the
type of system capabilities they represent. Functional semantic models
capture structured knowledge of the network and its constituent
components, including what are their inputs and output, what is the impact
they deliver to the system, what are the outcomes they can provide, and
what are their dependencies on other components. Functional semantic
models can be used to ensure that two system components (e.g., software
modules) are able to interwork not only based on syntactical compatibility
but also in terms of conforming to the same semantic concepts.
Nonfunctional semantic models describe qualitative attributes related to the
delivery of functionality represented by the semantic models. Nonfunctional
semantic models capture aspects such as the volume or load caused by
functional interactions between two system components, supported
frequency of interactions or transactions, supported aggregation levels and
methods over a given type of data that is used as input/output, scalability
requirements, and SLAs related to interactions such as expected or tolerated
delay and quality in completing a transaction or sourcing a requested data.
The functional and nonfunctional semantic models together provide a
semantic layer for describing the system components and their potential
interactions. It is important to note that this semantic layer is an additional
one on top of the syntactical descriptions of components and interfaces
(such as SW APIs), as syntactical correctness and compatibility of
configurations, API descriptions, interfaces, and runtime interactions

remain mandatory requirements. While checking syntactical correctness is a



state-of-the-art automated capability built into software systems, enforcing
semantic correctness is usually left to human engineers (software developer
and integrator) based on human knowledge and understanding.

Semantic modeling in general is applicable to any part of a system, given
a suitable modeling technique that generates the semantic (functional and
nonfunctional) representation of the system components. A specific area
where semantic modeling is particularly helpful for the purpose of
autonomous networking is in modeling the semantics of system components
that can be individually orchestrated and composed into a larger structure,
such as a multistage closed loop [1]. If a closed loop is composed of entities
that are interworking through syntactically correct and semantically
consistent interfaces, the CL may implement a use case, provide a service,
or in case of intent-driven closed loops [2], deliver an outcome declared by
an intent. Implementing composition as an integral part of a system gives
the system self-composing capabilities, as illustrated in Figure 11.1. A self-
composing system autonomously selects which components are required to
produce a desired outcome. The composition considers the potential
functionality of the system components, such as the output they provide or
impact they deliver, which are captured in the semantic models. The
composition matches the semantic of the potential functionalities with the
semantic of the desired outcome to decide on the right set of components.
The composition is then complemented with all necessary dependencies and
configurations that produce an executable set of components, ready for
orchestration (including both deployment of new components and scaling of
already running ones). Self-composition elevates the level of autonomy [3]
of the system by autonomously responding to intents with autonomous
design capabilities, giving the flexibility to dynamically and automatically

provide customized closed loops that optimally deliver the needed system



capabilities. This is in contrast to the state-of-the-art practice of manually
predefining a set of blueprints (which are essentially compositions
themselves, but produced manually and prior to the need for deploying
them). Even if selecting a blueprint as a response to an intent may be an
automated process, the outcome of the blueprint is not tailored to the intent
itself as closely as it would be possible with a composition that has the
freedom (but also means) to produce the best matching but still

syntactically and semantically correct interworking of functionalities.
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Controllers
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—— L)u(a:':;cr\-‘iccf \ Data/service | 3. Send for deployment (if

not already deployed)
APls Orchestrator

Figure 11.1 Intent-driven functional semantic closed loop
composition. ¢

11.2 Full API Models: Syntax and Semantic

Network functions, edge applications, management services, and
monitoring and reporting systems are increasingly (if not already fully)
implemented as cloud-native software modules. Cloudification and
softwarization have been part of the core design of 5G through the
integration of virtualized network functions and service-based architecture
(SBA) [4, 5 and 6]. When applying the self-composition concept to
networks, the composition needs to work with the software modules
implementing various parts of the network capabilities, whether 3GPP

standard network and management functionality, or additional tools and



services developed by the operator, integrators, or even third parties on top
of network APIs (see also Section 8.3). Consequently, semantic modeling
that enables self-composition will be focused on the software modules (e.g.,
what they do) and their APIs (e.g., how they interact, what they require or
provide) as these are the essential connectors through which semantically
correct compositions are produced.

A deployable composition of software modules shall contain only
syntactically and semantically correct interworking. Interworking between
software modules in cloudified and distributed systems including networks
is handled through APIs. Automating software module composition and
ensuring both syntactical correctness and semantical consistency requires a
full API model that captures both syntax and semantics. A full API model is
illustrated in Figure 11.12, with syntactical and different types of semantical
elements.

Syntax has always been part of software APIs - in fact, syntax has been
the only concern of API definitions considering the machine-readable parts
of current APIs such as OpenAPIs [7]. Syntax is the first element of API
description in the full API model, marked with (0) in Figure 11.2. This

remains to be crucial for ensuring syntactic compatibility between APlIs.
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Figure 11.2 Full API model with syntactical and semantical parts.
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Syntax captures data types, IDs, argument orders, and other attributes
that can be validated programmatically using basic arithmetic, string and
type operations that are inherited from computer programming practices
(i.e., the syntax of a program code is also validated by the compiler or
interpreter before it is compiled to byte- or machine-code or executed; for
APIs there are also schemas [8] that enable similar validation). For
example, a function declared to take an integer argument and return a string
value can be matched against a function call that provides a floating point
as the argument, to find out that the call and the function are syntactically
incompatible as converting from float to integer would cause loss of
numerical precision. Also, if the return value was going to be used in an
arithmetic operation rather than in a string operation, it causes a syntax
error that prevents the code from running. Syntax errors are actually
singularities to the machines executing any code (including API calls) as

syntactically invalid operation is simply not sensible. However, there is no



semantic validation of the API calls, which makes it entirely possible to
write code or use an API in a way that is syntactically correct (thus passing
any compiler or schema validation) but semantically incorrect. For
example, if the API's integer argument was meant to be a temperature value
but the caller of the function supplies an integer encoding the temperature
in Fahrenheit, that's already a semantic mismatch. Additionally the pure
syntactic nature of APIs even enables the caller to supply a fully irrelevant
value, such as the number of users in a day in place of a temperature value,
as long as the type of the two values matches. The only mechanism today
that prevents the creation of such semantically incorrect chain of API calls
is the human expert who is writing the code, and it is up to the knowledge
and expertise of the coder (and to practices such as code reviews and
extensive test automation) to prevent or catch any semantic errors. If such
errors pass through these practices, they cause unexpected runtime issues
that may be hard to debug and yield to serious consequences [9].

The second API element, marked by (1) in Figure 11.2; attaches formal
semantic to APIs. Formal semantic is metadata that was designed to be
machine readable with the purpose of encoding the meaning of what the
API does (e.g., what data it produces, what impact it has on the system,
what outcome it delivers, etc.). Structured representation of semantic may
use taxonomies or ontologies, or may be encapsulated by knowledge graphs
[10] to provide a potentially or partly standardized set of semantic concepts
that unambiguously denote meaning interchangeably. This representation
may be beneficial for APIs where an exact semantic match is essential and
even subtle semantical differences cannot be tolerated, as they can lead to
broken interfaces. Exact (and thus formal) semantic dependencies may also

be required for regularity and transparency reasons.



The third element of semantic representation, marked by (2) in Figure
11.2, is informal semantic. Informal semantic is acquired from sources that
provide semantic context in an originally non-machine-readable format, but
through data modeling, it is possible to transform them into a machine-
readable representation. A prominent and practically usable example of
acquiring informal semantic of APIs is the application of NLP models to
the text that describes an API. API descriptions are the state-of-the-art
means to convey an understanding of what the API does, what is the
meaning of the components (e.g., parameters) of an API call, what would
happen if the API is used, etc. Even OpenAPI definitions contain human-
readable text descriptions to capture semantic information about the API (in
addition to syntactic information that is meant for both humans to read and
machines to enforce). API descriptions are mandatory to enable its adoption
for system engineering; therefore, there is good potential that existing APIs
do have a human-readable description. The modeling mechanism that can
transform text to machine-computable representation in a semantically
preserving way is to use NLP techniques such as word or sentence
embedding [11, 12]. In order to produce accurate semantic representation,
the embedding model has to be trained on a corpus that is representative of
both the vocabulary and the linguistic patterns exhibited by the API
description's domain language. Due to the special taxonomy and vocabulary
of technical speech that is commonly used in APIs, publicly available NLP
and language models may not be sufficiently accurate in representing the
meaning of text (e.g., important words may be missing or misrepresented
by applying every-day semantic to something that has a special meaning in
an industry-specific domain language). Therefore, it is best to train an NLP
model on a corpus that is collected from the domain language itself. In the

telco domain, published standardization documents and related interim



working documents represent a sufficiently large corpus that enables even a
from-scratch training of a word or sentence embedding model. Fine tuning
of an existing embedding model with a smaller but good quality and
comprehensive corpus is also an option. Since the semantic extracted from
human-readable text depends on the applied Al model used, this type of
semantic is referred to as informal semantic.

In a full API model, the attributes of formal semantic (e.g., based on
taxonomy) may very well coexist with informal semantic, but formal
semantic may take precedence whenever they are present in the API model
of all software modules that participate in an interworking (e.g., implement
different endpoints of an interface).

Collecting the APIs and building the full API models is required to make
the network aware of its own capabilities. The steps for producing the
semantic model of APIs and software modules can be separated into two
major parts. The first part is a discovery process that creates awareness of
the available software modules, whereas the second part is the modeling
step that creates the semantic models of the discovered modules (and their

methods). The steps and the link between them are illustrated in Figure
11.3.
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Figure 11.3 Software module discovery and API modeling.

The discovery process ensures that any software module that could be the
subject of composition (i.e., it can be dynamically deployed and
interconnected to other modules - practically any container, pod, or cloud
native entity) is identified and the relevant software artifacts and metadata
are collected. The discovery can be proactive by defining registration hooks
into the onboarding process of new or updated modules (in which case the
module's artifacts and metadata are pushed into selective databases); or
discovery can be reactive in which case the system should run an attestation
process that collects the information from compute and management nodes
based on databases and logs. The proactive process is much more efficient,
lightweight, and accurate, and thus recommended. Each discovered (or
registered) software module is split into two logical components: the

deployable and executable software image, which provides the



implementation of the module logic; and the API description of the
software module, which will be the subject of semantic modeling according

to the discussed method-based granularity.

11.3 Semantic Composition of Software Modules

Full API models are used by the composition to ensure that software
modules selected into a closed loop (interworking set of software modules)
share syntactically compatible and semantically consistent APIs. As
composition has to consider the granularity of deployable software
modules, where each software module may implement a set of different
APIs, there is a need for modeling software modules as an abstraction and
aggregation above the API level. Composition needs to consider that
deploying a software module, all of its APIs will potentially become
useable; and likewise, dependencies on other APIs (implemented by other
software modules) may need to be satisfied.

A software model that follows software technology and coding practices
is to consider a hierarchy of APIs, methods, and modules. APIs represent
the semantic models (formal and informal) of individual capabilities
accessible within the system; methods represent aggregations of APIs that
are exposed by specific methods; and modules represent collections of
methods that are implemented (packaged) into deployable units. A
formalization of the API, method, and module abstraction levels enables the
system to exercise self-composition to its fullest potential and efficiency,
that is, selecting SW modules based on the lowest granularity of capability
(i.e., a single API) while also considering what comes as a package
(through the architecture of the SW module being a combination of APIs
and methods) producing compositions that are deployable and executable.
The formal modeling architecture has multiple scopes: (1) to capture the

semantic of the APIs provided by the SW module (in addition to its syntax);



(2) enable semantic models to explicitly include the impact (behavior and
actions) of the SW module (making the SW module's impacts both
consumable and dependable); (3) to enable semantic dependences between
SW modules, rather than having to declare explicit SW package names and
versions as implementation dependencies).

Starting at the API level, the basic building block of the semantic API
model is the semantic object (SObject). A SObject represents the semantic
of a physical or virtual (abstract) entity or capability, identifying with all of
its relevant attributes. The equivalence between two SObjects therefore
means that the two entities that they represent are truly interchangeable,
whereas it does not necessarily mean that they are identical - they may still
differ in irrelevant attributes that are not identified by the SObject. SObjects
may also be organized into hierarchies through one or more taxonomies that
represent relations between SObjects. A common taxonomy is representing
the "is-a" relation between SObjects, producing a hierarchical tree graph
where ancestor -descendant relationship between SObject represents that
the descendant SObject is a specialized version of the ancestor SObject
(carrying all of its attributes extended with additional more specific ones).
Other taxonomies with different organization principles can be constructed
as well to model different types of relations between SObjects.

The next abstraction level of the formal SW model is a method. A
method represents a black-box implementation of a block of code,
functionality, or business logic, performing its operation partly as responses
to API calls from external entities (e.g., other methods) and/or
autonomously as a closed-loop.

There are two key aspects that need to be considered in the formal model
of a method: (1) data aspects, and (2) effect aspects. The data aspects deal

with the input and output of the method in terms of data consumed and



produced, without causing any side effects in the system. Side effect, an
established programming term applied to methods, refers to a method
having an impact on the underlying system that lasts beyond the call of the
method itself. Methods that have no side effects are stateless and they can
be chained together to compose powerful pipelines of data transformation
and analytics, or be the implementation of monitoring, analysis, decision,
and execution stages of closed loops [1] (see also Figure 7.1 and Figure
6.6). The effect aspects capture the impact of methods by representing the
semantic of the outcome of actions. Methods with side effects naturally
yield the composition of the execution stage of CLs, prepended with
stateless methods on the monitoring, analysis, and decision stages. The
outcome-oriented semantic modeling makes the semantic API model well
aligned with the outcome-oriented intent definition, which will be an
essential property leveraged in self-composition for the selection methods
that are essential for the fulfillment of an intent.

Modeling the effect as part of the method's side effect allows capturing
the dependency of the method on other side effects that are produced by
other methods. This is a hidden dependency that is implicitly resolved by
manual programming but needs explicit representation when moving
toward autonomous method and module composition. It is important to note
that modeling the dependency of a first method is different from declaring
or naming a second method as its dependency: the latter means to state that
a specific method is to be considered as dependency, whereas the former
(and desired model) means that any method that can produce the required
side effect may be considered to resolve the dependency. The difference
between the two approaches is that modeling dependency on side effects (of
any other Method) rather than explicit other methods eliminates the manual

administration overhead of maintaining a set of potential dependencies for



each method, as declaring dependency on a side effect does not require the
knowledge of any other specific method that provides the required side
effect. In fact, it is possible to release a method with a dependency on a side
effect without any other method existing at all that could provide the
required side effect and implement the dependency later in a second method
(possibly by another organization and in another SW module than what
produced the first method).

Returning to formalism, a method is represented by four interface
elements: input, output, effect, and dependency, which are abbreviated by I,

O, E, D, respectively. The semantic of each element are as follows:

e Input (I): represents data that the method consumes in order to perform
its own operation.

e Output (O): represents data that the method produces as a result (or by-
product) of its operation.

o Effect (E): represents the impact of the method, which is a means to
model the purpose of the method.

e Dependency (D): represents the semantic of the effects that must be
present (i.e., caused by other methods) in order for this method to
fulfill its own operation goal (e.g., produce its output data or carry out

its own effect).

Each I, O, E, and D interface elements may consist of zero, one, or more
SObject pairs, denoted by (SO|C). In the (SO|C) SObject pair, SO indicates
the semantic of the interface element (e.g., the semantic of the input/output
data for I/O; the semantic of the effect/dependency for E/D), and C
indicates the semantic of the context of the corresponding SO. The context
models the method's nonfunctional attributes, such as its configurability

(e.g., specific conditions) with regards to producing/causing the SO (in case



of output/ effect SO) or expecting the SO to be received/caused by another
SO (in case of input/dependency SO). If one or more of the I, O, E, or D
interface elements is empty, it indicates that the method does not
consume/produce the corresponding input/output or effect/dependency.

A method may be represented as a graph node as shown in Figure 11.4.
The method's interface elements can be separated into two categories. On
the one hand, the purpose of the method can be described by the output and
effect of the method, as these are the reasons why the method is invoked
(i.e., it produces some data or ensures an effect or impact). Therefore, the
method's effect and output are grouped under the semantic API that is
provided (APIP) by the method. A method of course may provide zero, one,
or multiple data (with their own semantics) or be capable of causing zero,
one, or multiple effects; therefore, in general, there is a multiplicity (zero,
one, or more) of both output and effect semantics associated with the
method. On the other hand, the method may require input data or may
depend on effects ensured by other methods. These constitute the semantic
API that 1s consumed (APIC) by the method, again potentially with a
multiplicity (zero, one, or more) of inputs and dependencies. Two method
graph nodes may be connected via one or more edges where an edge
represents semantically equivalent (SO|C) SObject pairs at both connected
methods. Two (SO|C) pairs are semantically equivalent if the SO and C
elements of the two pairs are respectively equivalent. Such links may be
created between I/O or E/D SObject pairs, that is, where an output (SO|C)
of a first method is connected to an input (SO|C) of a second method, or an
effect (SO|C) of a first method is connected to a dependency (SOI|C) of a
second method. Such links are referred to as I/O link and E/D link,
respectively. The links are directed in the O?1 and E?D direction.



Method
SOy [ Cp

Upper triangle: APIP (API Provided)
E/D link .

N
~
~
P

a2 ’
(&3 g e
5= ' H
gg S (o
o & = a Method
. Output

S04, | Con ! 80,|C,

—
=]
 Method | 2 ’ :
e B Tnput Method SOOutgul
SOO | CrJ SOtk | C[k Ok Ok

s

Dependency

Ye
i

ot K
b

Dependency
SO[J[ | C:l)]

Lower triangle: E/D link

APIC (API Consumed)

SOg | Cx
Method

Figure 11.4 Graphical representation of the semantic API model
of a method.

The highest abstraction level of the semantic API model is a SW module.
The SW module is conceived as a collection of methods, thus the semantic
API model of a SW module is defined as the union of the APIs of its
methods. The API of the SW module is partitioned into the same four I, O,
E, and D elements, each defined as the union of the respective API elements
of the constituent methods.

Based on the semantic API model, a discovery and assembly (D&A)
procedure (Figure 11.5) can be specified that automatically discovers the
full set of syntactically and semantically compatible method combinations
that exist within a set of available SW modules. The D&A method creates a

so-called method graph, where each node represents a method and each



edge is an I/O or E/D link between two semantically equivalent (SO|C)
SObject pairs within the API of the two connected methods.
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Figure 11.5 Steps of the full method graph discovery and
assembly (D&A) method. &

Since the full method graph contains all syntactically and semantically
compatible method interfaces, the method graph is fully defined by the
input methods (i.e., there are no alternative method graphs). A method
graph, however, may be reduced to one of its subgraphs to represent a
subset of the potential method capabilities. Particularly interesting subsets
of a full method graphs are those that root in a designated direct method
(DM), and contain only those additional methods and links that are required
to fulfill the recursive dependencies of the DM. Building a method graph
for a direct method uses the same D&A method as shown in Figure 11.5
with the exception that the initialization of the method graph G contains

only one node representing the DM itself.



A method graph (either full or reduced to a direct method and its
dependencies) can be transformed to one or more SW module graphs where
the nodes represent deployable SW modules. The transformation merges
nodes in the method graph into one node in the SW module graph if the
method graph nodes represent methods that are implemented by the same
SW module. Since the same method may be implemented by multiple SW
modules, it is possible to generate alternative SW module graphs from the
same method graph. Selecting a SW module graph from multiple
alternatives may be an optimization opportunity over nonfunctional
attributes (e.g., to select the SW module graph with the smallest number of
SW modules, or estimate the compute resources or other monetary,
resource, license, or other costs associated with the use/deployment of the
SW modules represented by each SW module graph). The SW module
graph derived from the full method graph is a superposition of every
blueprint that can be generated out of the available SW modules and
methods. A SW module graph of any kind is a blueprint that is not only
syntactically deployable but also fulfills a meaningful purpose through a
chain of semantically compatible data flows and complementary effects.

The various graphs discussed above are practically useful to enable
intent-based software composition. Intent-based software composition is a
mechanism that ingests an intent provided by an intent owner, such as the
operator, and assembles the software components that have the collective
capability to produce the outcome declared by the intent. The intent-based
composition mechanism considers the available software modules and their
capabilities (i.e., output and effect), which are captured by the semantic
models of the software modules. The mechanism may be implemented by
the intent management entity introduced by ZSMO11 [12], referred to as the

intent manager (IM) in Figure 11.6.
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The IM collects and models network capabilities (essentially APIs
describing what a network can do); exposes selected capabilities to the user
(intent owner); ingests and interprets intents from the user; and deploys,
triggers, and configures the right SW modules that will fulfill the intent.
The IM constructs semantic API models that represent network capabilities
on the levels of callable SW API methods and deployable SW modules.
Based on the semantic models, the IM constructs graphs that model which
SW methods/modules may be connected with each other in a way that
creates semantically (not only syntactically) meaningful interfaces. Such
graphs capture all potential SW blueprints that may be created from the
available SW modules by preserving semantic integrity along the interfaces.
The graphs also model the dependencies between the SW methods and
modules to ensure that only fully implementable interfaces are considered.

Based on the graphs, the IM selects and exposes those network capabilities



(referred to as direct methods and detailed later on) that represent high-level
objectives for which the system has all the capabilities to automatically
achieve. The user provides intents to the IM, which maps the semantic of
the intent to the semantic of the available DMs. The semantic mapping
finds the DM (out of all available DMs) whose semantic is closest to the
semantic of the intent, meaning that the DM (and its dependencies) together
are the closest interworking set of network capabilities that can implement
and fulfill the objective of the intent. If the intent's semantic matches that of
the DM, the SW module implementing the DM (and all of its dependences
as per the SW module graph) are deployed and/ or configured. The dashed
arrows indicate a cycle through network capability exposure (from IM to
user), ingesting intent (from user to IM) and semantic mapping between the
intent and the network capabilities (internally within the IM). This cycle
enables iterative negotiation between the user and the IM (see also Figure
6.5 and Figure 9.6): the user may refine its intent based on the exposed (i.e.,
available and implementable) network capabilities; and the exposure of
capabilities can also adapt to the user's preferences inferred from the
previously provided intents (e.g., by ranking capabilities higher whose
semantic is closer to the semantic of the intent). Also, the user will want to
accept the final semantic mapping between its intent and the network
capabilities, authorizing the IM to proceed with the intent's automated
implementation and fulfillment.

The IM responds to receiving an intent as shown in Figure 11.7 and
detailed below. First, the IM receives an intent from a user of the network
(e.g., CSP, enterprise, vertical, etc.). Next, a direct method is derived from
the intent by mapping the semantic of the intent to the semantic of all
methods. Mapping the semantic of an intent to the semantic of a direct

method is possible if the semantic of the intent is represented by the same



set of SObjects and taxonomies that are used by the semantic API model.
Ensuring such semantic continuity between intents and APIs is possible,
e.g., via an intent interface that guides the intent owner toward one of the
available method output/effect APIs. The identified DM 1s the entry point
into the system capabilities that are selected and organized to fulfill the
intent. The full automation of the intent requires the identification of all
other methods that are required to provide input and dependencies for the
DM, recursively. This 1s exactly what's provided by a method graph built
for the intent's DM, and its derived SW module graph, which represents the
collection of all closed loops that together participate in the fulfillment of
the intent. A SW module graph derived from a method graph built for an
intent's direct method i1s a blueprint that, if deployed, can fulfill the

objective of the intent.
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Note that the SObject-based semantic API of the method does not replace
its callable API or override the actual data that is exchanged through the
interfaces. SObjects model the semantic of the callable API so that it
becomes machine discoverable, semantically comparable, and composable.
Additionally, SObjects model the method's effect and dependencies, which
are not part of its callable API. A method will still be implemented and
called through its programmatically defined and exposed API (e.g., a
REST/JSON interface).

The semantic API may have an impact on the APIs designed for 6G
network and management functions. Automation capabilities implemented
and organized as microservices fit especially well with the principles of
semantic APl modeling, which enables automatic discovery and assembly
of SW module graphs (on-the-fly generated blueprints of closed-loops). For
example, the serverless (function as a service) [13] paradigm would simply
mean a 1:1 match between methods and SW modules, promoting method

graphs directly to SW module graphs.

11.4 Mapping Natural Language Intents to Network
Capabilities
According to ZSMO11 [12], intents may be formulated in natural language.

In the semantic modeling framework introduced in Section 11.2, this means

that intents are declared using informal semantic rather than by
manipulating formal semantic through a user interface. This observation
also points toward the solution of modeling the semantics of the natural
language intent with the same NLP modeling technique that can be used to
produce informal semantic from the API descriptions that are also natural
language text themselves.

The semantic models generated through NLP or defined formally using

taxonomies or ontologies provide a computable set of values representing



the capabilities of the network. As the capabilities are modeled on the
method and software module level, they also provide the building blocks of
composability when it comes to organize a closed loop or set of
interworking software modules implementing a capability via semantically
meaningful interface relations.

The mechanism to generate semantic models from text-based API
descriptions i1s not exclusive to APIs; however, the model itself produces
computable semantic vectors in the specific latent vector space that is
designated by the training of the underlying NLP embedding model.
Therefore, the mechanism naturally lends itself to the modeling of intents
given that the intents are also expressed in natural language. Applying the
NLP model that has generated the semantic API models to intent text would
result in a semantic vector representing the intent in the same latent space as
the APIs; therefore, making the semantics of the intent directly comparable
by vector arithmetic operations with the semantic vectors of the APIs
representing the composable capabilities of the network. This process,
starting with the NLP model training itself, continuing with the API
modeling and then completed by the modeling of the intent, is outlined in

Figure 11.8.
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As the semantic vector representing the intent becomes directly
computable within the context of semantic vectors representing the APIs in
the NLP model's latent vector space, it is possible to automatically select
the best matching API for an intent or create a ranking of the topmost APIs
matching the intent. As the APIs are modeled with the method granularity,
matching the intent with the API models provides a very fine-grained yet
fully automated browsing through the network capabilities to lock on the
method best aligned with the intent. This method, referred to as the direct
method of the intent, when invoked, would ensure the closest effect or
provide the output best matching the intent's semantics. Taking this method
would then enable one to systematically generate the list of dependencies

and software modules through the process already discussed in Section

11.3. The outcome of the process would be a method graph (or module
graph) that represents not only the identities of the required methods
(modules) to enable the designated method but also the required

interconnections via semantically compatible interfaces (i.e., the I/O and



E/D links between methods). Such a graph would actually be a subgraph of
a super-graph that represents all existing methods and modules, with all
potentially existing semantic interface connections, as shown in Figure
11.9.
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Figure 11.9 Illustration of the module super-graph representing
potential module interconnections, and a highlighted subgraph
corresponding to a specific intent. <1

In case there are multiple methods that provide the same semantic (e.g.,
as output data, or effects), they would constitute as alternative
implementations and be recorded as multiple 1/O or E/D links leading
toward an input or dependency connector. Such alternatives may be
resolved based on dialogue with the operator who defined the intent, or
automated selections driven by policies or previous choices. Another goal
could be to avoid software module fragmentation by favoring methods that
are implemented by modules that are already required for providing
capabilities via additional methods. Additionally, if there is historical

performance data collected for both alternative methods and their



implementing modules, the best performing, more accurate, least energy
consuming, etc. module could be favored (again potentially modulated by
the previously mentioned considerations).

The software module level super-graph can be composed and maintained
already as part of the software module registration and discovery process as
discussed in Section 11.4. Subgraphs related to intents can be quickly
identified on-the-fly as a new intent request is processed, based on the
semantic intent modeling and intent-to-API matching steps outlined in

Figure 11.8.

11.5 Composition of Closed Loops for Autonomous Services

The flexibility of service composition based on intents and semantic
modeling is further illustrated in Figure 11.10. As the latest up-to-date
knowledge about the composable network capabilities are available as the
semantic models, intents provided by the operator can be dynamically
mapped (through the previously discussed dialogue process) to the best
matching network capability. That capability and all recursive data and
effect dependencies together provide a made-to-order closed-loop [1] that
can be configured and tasked with the fulfillment and assurance of the

intent.
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Figure 11.10 Dynamic semantic composition of intent-based
made-to-order closed loops. <!

@ Dynamic composition

Upon the construction of a new closed-loop, some required components
(software modules) may already be up and running in the network as they
have already been required for previously requested intents, or they are part
of the infrastructure that was instantiated outside of the intent framework
(e.g., an initial set of functions required for basic control plane functionality
and user plane connectivity may be always up and running, as well as all
the infrastructure that is required for the intent framework itself, such as the
semantic models, intent managers, orchestrators, domain controllers, etc.).
Those already running software modules (cloud-native modules or even
PNFs) may be partly reused by the new intent's closed loop as well, and
thus the existing modules do not need to be replicated or deployed again.
Still, they may need to be configured to provide additional types of data
(that they are capable of) or to register with new API endpoints to integrate
with the new closed loop's modules. Additionally, upscaling may be
required to provide them more resources in case their performance scales

with the load caused by the new intent. For example, a low-level



measurement agent embedded in the U-plane of the N3 interface may not
need to be changed at all, as it is providing original measurements related to
packet level performance on the RAN-core interface, which are ingested by
a data collection framework that scales and distributes the measurement
toward any number of consumers (as discussed in Chapter 3). However, an
anomaly detection entity that analyzes a stream of PM counters by applying
one or more Al models on the collected data is likely to require additional
compute resources in case its scope is extended to a larger portion of the
network or new types of measurements are turned on and channeled to its
input layer. The decision of the necessary scaling falls into the scope of the
orchestrator, which may communicate with the software modules to

determine the extent of the scaling.

11.6 Summary

Semantic models provide the system with machine-readable and actionable
representation of its own internal or external capabilities, their
dependencies on other (supportive or helper) capabilities or services, and
the impact of deploying them in terms of the achieved outcome. With the
increasing adoption of cloud-native implementation in telecommunication
systems, the capabilities are implemented by containerized software
modules providing services and interacting with each other via APIs.
Consequently, semantic modeling of software-defined capabilities
essentially captures the semantic models of the APIs. In addition, it is
important to also capture the side effects or impacts of the software modules
on the greater domain or system level (i.e., beyond the module itself) to
enable the modeling of domain/system level outcomes that would originate
from the deployment of a given module. This chapter provided a detailed
semantic APl modeling technique that borrows abstractions from the

software implementation world and enriches them with taxonomies and Al-



generated semantic representations to create a framework for semantic
computation over the field of system capabilities.

Semantic models are enablers for both intent-based composition and
natural language intents, concepts that were discussed in detail throughout
the book and particularly in this chapter. A joint semantic modeling of
network capabilities and intent objectives enables the network to
automatically select the key functions and management services whose
capabilities directly map to the outcome declared by the intent. Completing
the initial capabilities by dynamically selecting and composing all of the
required software modules and services into a coherent set of interworking
functions provides a closed loop that is dedicated to the fulfillment of the
intent. Autonomous and dynamic composition of closed loops provides the
system with self- composition capability, increasing the level of autonomy
through not only executing ready-made predesigned closed loops but
assembling new ones as a response to dynamically received intents. This
has numerous design and operational benefits, e.g., not having to prepare a
blueprint or closed-loop for every potential intent (which does not even
scale), but having the best possible closed-loop generated dynamically

based on the available (implemented and deployable) system capabilities.
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Decision Models
DOI: 10.1201/9788770041478-12

The capability of automated decision-making unlocks the path to the
highest level of network autonomy. Decision models represent correlations
between current network states, potential actions, and predicted impact of
the actions given that they are invoked in the current operational context.
Such representations may be learned using AI/ML from operational
experience or (partly) provided through existing system models of known
(architecture or standard defined) correlations. The scope of decision
models goes beyond the selection of the best action (if any) in the context
of any one operational goal or intent. A network has to handle a multitude
of intents and services simultaneously rather than in isolation, creating
cross-intent and cross-action impacts with complex and unknown
dependencies of which action caused what impact and side effect. De-
conflicting intents dynamically during their fulfillment is necessary to
ensure the stability of the system. Decision models may also consider the
larger impact of different actions by incorporating measures beyond a
specific intent's goals. Fusing network data with external sensor data
describing the wider environment of the network (such as energy and power
consumption aspects) allows running autonomous networks at a greater
global optimum while also ensuring the fulfillment of specific operational

goals.

12.1 Introduction


https://dx.doi.org/10.1201/9788770041478-12

Network autonomy refers to an evolution of networks where traditionally
manual operational and management tasks are increasingly owned and
performed automatically by the network [1]. The evolution to autonomous
networks is enabled through the development of capabilities such as context
and state awareness, analysis, decision-making, and execution, modulated
by adaptation and learning abilities. Autonomous networks can be classified
into five different autonomy levels [1] (see also Chapter 7), depending on
the extent to which automation takes over manual operational
responsibilities. An important distinction point between Level 3
("conditional autonomous networks") and Level 4 ("high autonomous
networks") is that the latter are expected to perform decisions
autonomously, whereas the former could still resort to manual decisions.
Transitioning from conditional to high autonomy level through the
capability of automating decisions marks the importance of decision-
making in mastering autonomy; without decision-making, highly
autonomous systems cannot be created as they will regularly require
external (manual) input to complete operational goals.

Closed loops are logical compositions of stages that incorporate
capabilities associated with the increasing level of autonomy, going up to
Level 4 of "high autonomous networks." Multiple models exist for closed
loops, such as the observe-orient-decide-act (OODA) model [2] and the
monitor-analyze-plan-execute with knowledge (MAPE-K) model [3]. ZSM
has also defined the closed loops for network and service management in
line with these models, referring to the stages as monitoring, analysis,
decision, and execution [3] (see also Chapter 7). A common attribute of all
CL models is to include decisions as one of the stages ("decide" in OODA,
"plan" in MAPE-K, and "decision" in ZSM), showing the potential of CLs

to provide the means to achieve high level of autonomy in networks, or in



case of the ZSM scope, in the management of networks and services. Note
that the highest level of autonomy according to TMF [1], Level 5 "full
autonomous networks," adds intent-based operation in all scenarios on top
of highly autonomous networks. This 1s reflected in ZSM through the
introduction of intent-driven autonomous networks [4] and intent-driven
closed loops [3].

Decisions within a closed loop are captured in the "decision" stage (or
equivalent) of the closed-loop models. Those decisions refer to autonomy
that is exercised by the CL itself to reach its own operational goals, based
on the intelligence it has collected and analyzed during the monitoring and
analysis stages.

In an autonomous network, leveraging closed loops as a means of
automation, implicitly or explicitly, there is an additional decision scope
that is logically above the closed loops, with the purpose of managing (e.g.,
composing, deploying, monitoring) CLs, and providing inter-CL
coordination, including the de-conflicting of closed loops. This decision
scope and the provided automation capability are referred to as closed-loop
automation (CLA) [3].

In the rest of this chapter, concepts around decisions within closed loops

as well as above CLs are analyzed and discussed in more details.

12.2 Automated Decisions Within Closed Loops

Decisions are established as a mandatory component of reaching autonomy
[1], with explicit support from the common closed-loop models [3]. Closed
loops autonomously trigger actions based on a series of steps including data
collection, analytics, and decision. During a CL's decision step, the closed
loop may select from a set of actions, where the best action depends on the
CL's dynamically changing environment and operational context. In

systems with dynamicity (such as mobile networks with mobility, traffic



diversity, etc.), the mapping between potential contexts (such as domain
specific insights and system states generated by domain intelligence) and
actions cannot be defined statically (e.g., as a list of rules) prior to the
implementation and deployment of the CL.

CLs are not only expected to act autonomously but they also need to
learn from their own actions to become more efficient and capable in
fulfilling their operational targets. To learn which action is the best within a
given context, CLs should monitor the efficiency and impact of their own
actions (see Section 7.3) to generate a self-learning feedback. Efficiency
means whether an action has successfully completed the intended changes.
Impact means whether the completed changes have caused to reach the goal
of the action, which should be aligned with the CL's operational target.

Actions may have different latency until they become effective (i.e., until
their outcome becomes measurable); therefore, even an efficiently
completed action may not deliver the expected impact in time. Whether an
action 1s efficient and impactful depends on the context in which it is
executed. The context may be derived from the CL's collected data, past
knowledge, and internal insights created by its analytics step. Learning the
context-based efficiency and impact of the actions may be a basis for self-
learning and self-optimizing CLs.

Considering the timing aspect of the actions is essential for making
efficient and impactful decisions by the CL. In general, if the action is
triggered as a remedy to a degradation, the action should complete (take
effect) before the issue escalates to degradations noticeable to end users or
SLA violations. Therefore, the CL should measure and store the latency of
the actions it triggers, and, in any situation, should select actions that have a
chance to take effect within the time budget available to resolve the trigger

condition.



The timing of actions is also relevant for tuning the action (cf. the earlier
control-loop analogy), as tuning an action's parameters requires knowledge
on the time constant of the action (i.e., the speed at which changing the
action parameters is expected to take effect in the action's observed
efficiency and impact).

The concept is illustrated in Figure 12.1 with a situation where, with
time, the system would transition into a degraded state, which is monitored
by the CL. The objective of the CL is to keep the system out of the poor
performance range. Suppose that in the current context, there are two
actions that have proven to be efficient and impactful for the CL, indicated
by "A" and "B." The latency profiled for action "A" is shorter than the time
before the degradation is expected to escalate, making "A" a potential
choice for the CL. However, the latency of action "B" has been measured to
be longer than the time until degradation. Therefore, even if action "B" was
an efficient and impactful one, in the current situation it should not be
selected as long as there is a better alternative. Therefore, the CL should go
with action "A" in this case. Action "B" is still a valuable tool as a long-
term action that, however, is impactful only in cases of slow system

changes or as a proactive action.

CL’s conformance to its operational targets poor

Time until degradation becomes noticeable After this point, dedicated,
- only real time actions may
solve the degradation in time.

|
|
| Latency of action A: OK to select
[

 Latency of action B: too late to select .
I

time
Figure 12.1 Illustration of the concept of considering the latency
of actions in CL analytics and decision making. <J

The self-evaluating and self-learning CL operation concept is depicted in

Figure 12.2, combining efficiency and impact evaluation as well as latency



considerations and mapping them onto the CL steps of data collection and
analytics, decision, and actuation. The contextual knowledge representation

is also highlighted.
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Figure 12.2 Self-evaluating and self-learning CL operation. <1

The CL may be logically partitioned into two interacting internal loops: a
cognitive loop and an operational loop. The cognitive loop is responsible
for maintaining the context-based knowledge of the CL, based on self-

monitoring the actions and their efficiency, impact, and latency. The



operational loop has the scope to collect data from the managed entities and
observe the context in which the CL operates; detect if there is any need for
an action (degradation from CL operational targets); select, based on the
accumulated knowledge, the best possible action in the context; launch the
selected action; monitor the efficiency, impact, and latency of the action.
The interaction between the two logical loops is to generate self-learning
feedback from the operational loop for the cognitive loop, and to retrieve
knowledge from the cognitive loop to the operational loop.

Note that at a given decision point, prior accumulated knowledge may be
insufficient to support the decision of the CL about triggering actions. In
this case, the CL may transition to an exploration mode, where actions are
evaluated based on predefined rules or general (not context specific)
domain knowledge used for bootstrapping the CL. In theory, random action
selection as in reinforcement learning exploration may also be used;
however, this may not be suitable in certain CL deployment environments

(e.g., business-critical deployments).

12.2.1 Active measurements

Closed loops consist of multiple stages, of which at least one is concerned
with data collection and another with executing actions. In between these
two steps, multiple others may exist, e.g., analytics and decision-making,
which may use machine learning (ML) technology. Using ML usually
requires a trained model that takes in a set of well-defined input data and
produces inference results. The model architecture defines the type of
inference and the semantic of the result generated by the model.
Additionally, the model architecture itself (selected by the developer of the
model) defines the exact set of input data required by the model (both

during model training and during inference).



A CL may host multiple ML models, where each model requires different
type and amount of input data. Models may be used at different frequencies,
e.g., a default model may be used continuously, and other models may be
used only occasionally. For efficient data collection, the CL should only
collect data that is going to be used by one of its models. Therefore, the CL
may collect data for its default model continuously and trigger the
production or collection of additional data only when required by the
occasionally used alternative models. The triggering of such on-demand
data productions or data collections is called active measurements in the CL
context, as they are initiated as part of the CL's internal analytics/decision
flow and not as a permanent configuration or deployment option.

In a CL, multiple ML models may exist to cover a wider range of
analytics capabilities compared to the possibilities of a CL with a single
model. Models could require different input data to deliver their inference
result. For example, a model with few input data may be able to deliver
coarse analytics results, while another model with more diverse input data
may deliver finer analytics results. The two models may be different in
complexity and inference speed, i.e., the simpler model may be quicker for
basic decisions. Additionally, the simpler model is more relaxed on the data
collection requirements, i.e., puts lower load on the data producers (e.g.,
other CLs or managed entities). Therefore, the mode of operation of the CL
could be to normally use the simpler model driven by a limited set of data,
whereas it proceeds to use the more complex (and more data intensive)
model only in exceptional cases when the simpler model's inference is not
satisfactory or conclusive.

Optimizing data collection according to the above mode of operation
requires that the CL i1s able to dynamically program data sources according

to its internal analytics flow. Accordingly, the CL may use a set of "regular



data sources" whose data are collected and analyzed continuously, while

additional "on-demand data sources" are utilized only on an as-needed basis

and thus their data are collected only on specific request from the CL. Such
operation is outlined in Figure 12.3.
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Figure 12.3 Dynamic interaction with data sources. <!

The on-demand data collected on need basis may be used in combination
with the previously obtained regular data (Figure 12.4(a), when a model has

been trained on a combination of regular and on-demand data) or used

separately (Figure

12.4(b), when a model is trained solely on the on-

demand data). On-demand data may have at least two availability stages:
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Figure 12.4 Closed loop with multiple analytics models, each
requiring different (potentially overlapping) set of input data. <

1. Existing data.

This is data that has been produced by a data source

already and has been stored in a database, from where it only needs to

be retrieved.



2. Data that needs to be generated on request. This data has not been
produced but requires additional actions/procedures (outside of the
CL) to be generated.

Requesting existing data is usually more lightweight and available with
shorter latency compared to the data that needs to be generated, especially if
the latter implies interactions between network functions or measuring/
generating user plane traffic. Still, on-demand generated data is useful to
enable a CL to perform more detailed analysis.

With certain ML technology, the CL may detect that a model is not able
to deliver conclusive or confident results by evaluating the module's
intrinsic confidence metric, such as that of a softmax classifier used as the
output layer of a deep neural network. Alternatively, the CL may monitor
the distribution of model input data encountered on the field and compare it
to the current default model's training data distribution to check if the model
is dealing with the kind of data it has not been trained for, triggering a
switch-over to another model that was trained for the currently received
data. While performing analytics, the CL may realize that its currently used
model is not sufficient for its analytics/decision requirements. In this case,
the CL may switch to another model, which may in turn require additional
data.

The flow of command where a CL triggers active measurement as part of
its analytics/decision steps is shown in Figure 12.5. The CL is depicted by
its multiple internal steps (collection, analytics, decision, and actuation).
The analytics step realizes (by means discussed above) that the collected
regular data does not lead to conclusive results; therefore, its decision is to
trigger a new measurement. The new measurement is shown to be initiated

by the CL's actuation step, emphasizing that obtaining the on-demand data



may require new data to be generated by entities outside of the CL, not only

fetching additional (but already existing) data from a database.
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Figure 12.5 Procedure flow for triggering active measurements
from a closed loop. &

12.2.2 Consideration of environmental context

Softwarization and virtualization have brought new management aspects
into mobile networks in addition to the traditional CM [6], PM [Z], and FM
[8] aspects. Cloudification combined with the new service-based 5G core
network architecture [9] produced cloud-native 5G network functions,
VNFs, and CNFs that are virtually orchestrated (rather than physically
deployed) on compute HW and infrastructure layers [10]. This new
virtualized environment in which network functions are hosted produces
additional types of telemetry, which could be incorporated into the

network's context and state models (see Chapter 10) to enable monitoring,



analytics, decisions, and actions (essentially closed-loop operation, see also
Chapter 7) based on a wider environmental insight.

Compute HW, like any electronic equipment, is sensitive to temperature;
running hot degrades compute performance and may even result in
permanent damage. Therefore, data centers and server rooms are equipped
with cooling solutions that regulate the temperature of the environment in
which compute HW operates. Cooling itself consumes energy, contributing
to the total energy footprint of running a given NF at a given data center/
server room. A typical datacenter cooling solution is depicted in Figure
12.6. Autonomous networks may become more energy efficient by
considering cooling and temperature aspects when deciding about the
location (e.g., the datacenter site or server room) for deploying a VNF/CNF.
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Figure 12.6 Example of a datacenter cooling solution. <J

The total amount of energy consumed by deploying a workload (e.g., a
VNF/CNF instance) at a specific datacenter/server has multiple
components. A direct component, which is also the most obvious one, is
due to the compute load generated by executing the workload on the
compute HW (e.g., CPU, GPU). This is specific to the workload and the



type of HW (e.g., how efficient is the compute HW, how much energy is
consumed per CPU/GPU cycle, what is the HW clock rate, what energy
saving options are available/ activated, etc.). In addition to this direct
component, there is an indirect component that comes from the temperature
requirement of the compute HW. Compute HW dissipates heat during its
operation, but it requires limited temperature to function properly;
therefore, a cooling mechanism is implemented to prevent HW overheating.
The cooling mechanism also consumes energy, e.g., the energy needed for
the mechanical circulation of the coolant (such as air or liquid), or the
energy required to exchange heat for lowering the temperature of the
coolant heated by the compute HW. The higher the workload (i.e., more
CPU/GPU cycles are consumed to execute the VNF/ CNF), the more heat 1s
generated, thus, more energy is consumed by the cooling system to keep the
compute HW at the same temperature. If the cooling system's capacity was
not adjusted to the increased compute load, the HW temperature would
increase.

Cooling systems usually use a fixed temperature target (e.g., 20 °C) set
for the coolant (e.g., cold airflow) that is regulated all the time. Therefore,
cooling power (and thus its energy consumed by the cooling system) is
automatically increased with every new compute load, which in turn
increases the indirect energy consumption of the compute load via the
increased energy consumed by the cooling. However, if the new compute
load only slightly increased the temperature, and especially if that increase
would be temporary, enforcing the preset temperature target by consuming
more energy by the cooling system would be unnecessary. This is even
more prominent if increasing the cooling power required spinning up more
active cooling components, e.g., an additional air conditioning unit, causing

a jump 1n the energy consumed by the cooling system.



Orchestration function placement decisions may be augmented to
consider the energy impact of the cooling systems at the target datacenters
that are candidates for hosting new workloads. NF orchestration decisions
(i.e., selecting the location where an NF is deployed) typically consider
SW/ HW compatibility (e.g., presence of accelerator such as GPU for an
NF that depends on such HW), compute resource availability (CPU,
memory), disk/ storage capacity, and in advanced cases the network latency
between the new VNF and the UEs or between the new VNF and other
VNFs that will communicate with the new VNF. Considering the
datacenter's cooling mechanism, temperature, and load on the cooling
system (and therefore the cooling energy increase or temperature increase
caused by instantiating the NF at a given data center) is less obvious due to
the ownership fragmentation between the data center infrastructure operator
(owning the cooling system and being aware of its internal state) and
network operator (running the orchestrator without knowing anything about
the cooling system). Integration between orchestration and cooling systems
requires that cooling telemetry data is made available for orchestrators,
where the cooling telemetry data could provide insight to the capabilities
and state of the cooling system.

Specific technical requirements for integrating coolin