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Introduction

The objective of packet networks, such as the Internet, is to reliably transport
information from sources to receivers. While data is packaged for communication,
which may involve compressing it and adding headers describing destinations as
well as other information, traditionally the data streams themselves are treated
as immutable as they traverse the network, in the sense that the information of
individual streams is kept separate and intact throughout their transit. The simple
premise of Network Coding (NC) is that data can be readily algebraically manip-
ulated and that making use of that fact results in a relaxation of many networking
problems, which can be leveraged to vastly improve performance in a number of
distinct dimensions.

As a basic thought experiment, if the network wishes to transport two pieces of
information, A and B, it could instead transport A and A + B and allow the receiver
to solve a basic set of linear equations, i.e. B = (A + B) — A, to recover both. Why
would that be useful? Think of a setting where three packets are transmitted across
a network, but one will get lost in transit, as can happen in networks such as the
Internet. If the network transmits A, B, and A + B, no matter which two packets
get through, the receiver can reconstruct the original data. The generalization and
exploitation of this simple principle results in large, practically achievable gains in
performance, as we shall see.

NC remained in the realm of pure information theory until the advent of
Random Linear Network Coding (RLNC) [1]. It has evolved from simple modulo
additions of two packets to creating linear combinations of multiple packets in
a finite field and communicating the digital result as doing so enables signifi-
cant improvement in the bandwidth efficiency of networks. RLNC inherently
generates robustness and adaptability in dynamic environments [2]. RLNC has
proven suitable for distributed, dynamic environments such as wireless networks.
Future networks, such as small cell environments featuring Device-to-Device
(D2D) communication and cooperation between devices, will have to ensure that
every user in the network is fairly provided with services, where distinct metrics

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
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concerning the quality of service, such as throughput, delay, and latency, all have
to be met. In cooperative environments, RLNC can achieve the upper bound of
efficiency in multicasting. RLNC has been established to be a practical solution
in these settings that can provide higher throughput and reliability with lower
latency over unreliable network infrastructure. A key feature of RLNC is that it
can be readily integrated into legacy systems, thanks to its compatibility with
existing protocols and its ability to be implemented both in software as well as
hardware. While RLNC seeks to achieve optimum efficiency in terms of band-
width usage by sending coded packets over different channels, it also naturally
provides erasure correction and imparts resistance to man-in-the-middle attacks.
While the use of NC by itself provides only weak protections security [3], it has
been extensively studied how, with some augmentation, it is possible to harness
more benefits such as increased security and privacy protection using RLNC in
the challenging, quantum computing times ahead.

In a world with increasing demands on multiple fronts, it becomes a necessity to
re-envision communication protocols and RLNC has already been proven to be a
way ahead. Different industrial adopters are already benefiting from coding prin-
ciples and use RLNC in a variety of applications. It has found its way to standards
and industrial deployments [4, 5] in line with the significant theoretical research
that has been happening around the topic in the last couple of decades. There have
been great resources, not only the large number of papers published in reputed
conferences and journals but also great books introducing different dimensions of
RLNC in the literature. However, a textbook that assists the adaptation of NC from
its excellent results in the literature to engineering solutions has not materialized.
This book tries to bridge the gap between the academic advancements in the area
of NC to its practical realizations, from a complete engineering perspective.

1.1 Vision and Outline

This book walks the reader through the nuances of practical NC and its imple-
mentation in real-world applications with curated, directly relevant mathematical
explanations. Excellent resources for theoretical explanation of the concepts are
listed, but mainly as additional readings, as the book itself is self-contained in the
material it presents. It concentrates on how these concepts can be used to for-
mulate engineering solutions in the complex communication scenarios that are
expected as part of current and future networks. This book begins with the basics
of NC and explores more advanced concepts step-by-step with implementation
details and possible use cases. Further, it provides a look ahead on how NC can be
used in varied scenarios such as post-quantum cryptography and heterogeneous
wireless networks. This textbook is written in a way that it can be a stand-alone
read for engineers or go along with a lab-based semester or quarter course on NC.



1.1 Vision and Outline

It expects minimal prior knowledge of communication and information theory
and presents the concepts from the introductory level.

As a structured and gradual learning experience, the book lays out the con-
cepts of NC from basics to its more complex adaptations in a simple but rigorous
manner. This textbook is designed to suit the requirements of the course material
for a lab-based semester-long course or a one-quarter course, while it also allows
communication engineers to use it for self-study and explore RLNC-based imple-
mentations. For a one-quarter (9-week) course, Chapters 1, 2, 4, and 5 will form
the basis of a course with sufficient substance and detail to serve as a stand-alone
introduction. For such a course, it would be recommended to skip some of the
optional material (marked with **) in Chapters 2 and 4. Portions marked with **
indicate that the material in them provides interesting theoretical background, but
they can be omitted. The sections with ** will be of interest to students who are
curious about some of the mathematical underpinnings of NC, but they are not
required for implementing RLNC algorithms or for developing an understanding
of how they can benefit the operation.

For a full one-term (12-week) course, a more software engineering slanted
curriculum will incorporate the quarter course material discussed above with
all of Chapter 2, and, additionally, all of Chapter 3, most of Chapter 5, and all of
Chapter 6. A one-term course oriented more towards network optimization and
architecture will benefit from covering all of Chapter 2, as well as all of Chapter 4
and additionally Chapters 5 and 6. A one-term course oriented towards a more
theoretical audience will benefit from covering all of Chapter 2, as well as all of
Chapters 4, 7, and 8.

The clear mapping between the book and class organization allows instructors
or engineers following a self-paced program, a clear and ready way to use the
book. While the primary focus is on the application of NC, different network
models such as multipath and mesh networks as well as their design principles are
covered.

The book can be used in modular way to meet the needs of different engineering
goals. Engineers who intend to understand how to construct a detailed, low-level
coding language version of NC modules may benefit from reading portions marked
with a *. These provide extensive algorithmic development of implementing finite
field operations in a context that is useful to NC. Those sections can be skipped by
readers whose goal is to understand NC and incorporate it into systems, but who
intend to use commercially available packages, say KODO library, to manage the
mechanics of NC.

The organization of the book is as follows. This first chapter focuses on intro-
ducing NC as the use equations that result from combining data rather than the
original data in networks. The data allows flexibility which is not only convenient,
it also is the root of the robustness, design flexibility, and theoretical optimality of
NC in many settings. The chapter also introduces the reader to a Python-based
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package that will readily manage erasures. This package will provide readers with
a tool that will suffice to verify the majority of the engineering uses of NC.

Chapter 2 introduces the reader to finite representations. The approach is rigor-
ous, but entirely practical in its philosophy. The finite field results focus on explain-
ing the arithmetic that is critical to NC implementations. This discussion will
make sure the engineers get a clear picture of NC implementations and should
be able to choose different designs according to their application scenario.

Chapter 3 provides the reader with a detailed guide to implementing NC.
Together, Chapters 2 and 3 provide a detailed description of the finite field rep-
resentations of the data required for the inner mechanics of NC. The chapter also
includes detailed pseudo-codes and delves into computational efficiency aspects.

Chapter 4 considers the use of NC for managing losses in networks. We shall
see that, whether there is a single receiver or several, the use of NC allows us to
move away from considering uncoded packets of data, and to consider instead the
transmission of equations, or degrees of freedom. Matters such as acknowledg-
ing received information, and adapting the transmission of data according to such
acknowledgement, are covered in detail. A primer on queuing in this chapter suf-
fices to exhibit the main performance advantages of NC in networks with losses,
and the attendant benefits in terms of delay and throughput.

Chapter 5 allows the reader to compare practical NC to other state-of-the-art
communication protocols. Different NC protocol constructions are introduced.
Building on Chapter 4, we show how protocols can be designed to realize the
principles of NC. We provide means of analyzing the benefits of NC in protocols
and schema for reasoning about and for modeling the operation of NC-based
protocols.

In Chapter 6, we delve in detail in to how to incorporate NC into current trans-
port protocols, and realize the principles and gains discussed in Chapters 4 and
5. We consider two of the main transport protocols, Transmission Control Proto-
col (TCP) and QUIC, and provide a full guide on how to integrate NC into these
widely deployed protocols.

Chapter 7 moves towards treating more complex networks. First, the chapter
extends the concept of representing data as equations to the network setting to
show that successive linear transformations of data in different nodes of a net-
work can be viewed as a single linear transformation in an end-to-end fashion,
regardless of the network’s topology. Leveraging concepts from Chapters 2 and 4,
this chapter sets a simple mathematical framework for NC in arbitrary topologies.

Chapter 8 focuses on the interplay between security and NC. This chapter
considers how data integrity, secrecy, and reliability can be ensured with NC.
Topics such quantum-safe encryption, which is based on coding data together,
detection and defeating pollution attacks, are covered after a rapid primer on the
essentials of information-theoretic secrecy.
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Some of the material in Chapters 2, 4, 5, 7, and 8 overlaps with MIT’s 6.120A,
6.7410/1, 6.263, 6.441 and 6.989 as taught by Médard and with Northeastern Uni-
versity’s EECE 7332 as taught by Duffy.

We should note that NC has significant associated intellectual property. While
it is not our role to detail it in this book, we provide a representative list in the
appendix, as it may be of interest to the engineer who seeks to incorporate NC into
commercial systems.

1.2 Coding

In information theory, coding is a technique used to improve efficiency and
decrease error rates in data communication over noisy channels in order to reach
channel capacity. There are two main types of coding traditionally: source coding
and channel coding. Source coding involves optimizing the representation of data
in outgoing symbols to enable exact recovery of the original message (lossless
source coding) or recovery with some distortion (lossy source coding). Channel
coding involves adding redundancy to the outgoing symbols so that the receiver
can decode the original message over a noisy channel. Both of these coding
processes are typically applied to source-generated messages before they are sent
over the noisy channel in practical systems. However, traditional coding schemes
only involve the source and sink nodes. Network coding, as shown in Fig. 1.1,
emerged as an approach to improve both reliability and efficiency together, but
from a network perspective.

In multi-hop communication systems, there are often intermediate nodes,
also known as routers, between the source and sink. These intermediate nodes

Source coding Channel coding
Removes redundancy  jiiatittitt ittt Introduces redundancy
for efficiency for reliability

Network coding

Improve network reliability and efficiency

Figure 1.1 The introduction of network coding has created a new area within coding
theory that focuses on enhancing the reliability and efficiency of the network.
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typically only forward the information they receive to the next node, a method
known as the store-and-forward approach. However, the concept of network
coding, introduced by Ahlswede et al. [6], allows intermediate nodes to also code
the inputs they receive before sending them out, rather than just replicating the
inputs to the outgoing links. This expands the possibilities for coding and can
significantly improve the design of switching systems and network architecture.
Throughout this book, unless specified, the term “coding” refers to NC and can
happen at any node, not just the source. “Decoding” refers to the process of
re-extracting the original data from network-coded packets. Additionally, the
concept of “recoding” will be discussed as intermediate nodes in the network
can also code their inputs to create new combinations to send on their outgoing
links.

Why Coding?
There are multiple reasons for using coding in a network. In particular, coding can
be used to compensate for lost portions of data.

Packets can be lost in transit due to congestion.

Links can have outages, dropping packets.

Networks can be lossless but have bottlenecks.

Data can be severely corrupted by noise and interference to the extent that it
should be erased.

If sources were not allowed to algebraically manipulate data, i.e. if data were
immutable, the solutions to resolve these issues are resource allocation, acknowl-
edgments (ACKs) and negative acknowledgments (NACKs), retransmission pro-
tocols, and so forth. The essential idea of coding is that data is not immutable, but
can readily be manipulated algebraically and that doing so effectively results in a
relaxation of constraints, from which it is easy to see that gains can follow.

1.3 Data as Mutable - A Relaxation

In order to develop intuition and motivate the developments that follow, we will
allow ourselves a number of acceptable simplifying assumptions, e.g. that all pack-
ets have the same number of bits, and temporarily suspend our belief in one sig-
nificant way:

o We will imagine that we can readily represent real numbers to perfect precision
in the digital domain.

Doing this will motivate us to work through the applied algebra that informs the
algorithms and their implementation that follows.



1.3 Data as Mutable - A Relaxation

1.3.1 Immutable Data

For notation, let X(l-), i=1,2,... denote a sequence of packets where each packet
X € {0,1}" is a binary string of length n bits. Equivalently, we can think of X
as representing an integer in {0, 1, ..., 2" — 1} or even as defining a polynomial of
degree n — 1 whose coefficients are the data’s binary entries.

A sender wishes to communicate to a receiver (X(l), ... ,X(K)) over a network that
experiences erasures. The receiver has to obtain all K integers in order to be able
to reconstruct the original binary data. This sensibility is illustrated in Fig. 1.2.
If data were immutable and drops can happen, the sender would have to resort to
either:

1. doing repetition coding, where we send Xays --- » X)) more than once so that if
a particular X ;) gets erased by the network, the receiver has other opportunities
to receive it;

2. or, alternatively, if we allow feedback from the receiver to the sender, perhaps
they could let the sender know which ones they have received or which ones
they are missing to inform retransmissions.

1

#

Exact pieces are needed

X &>
A

One piece cannot replace another

F

Figure 1.2 Traditional view of data as immutable. This figure is inspired by joint work
with Michelle Effros.
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1.3.2 Mutable Data

Coding offers an alternative way forward, as illustrated in Fig. 1.3, where we func-
tionally combine the values in packets before sending them. For reasons that will
soon become apparent, we will always take linear combinations.

The following difficulties must be tackled to realize NC.

e Manage the finite nature of the representation of digital data.

o Establish efficient means to do encoding, the creation of linear combinations,
and decoding, for which it will turn out that Gauss-Jordan elimination is the
answer.

o Consider how the coding coefficients, the multipliers in the linear equations,
should be created.

o Exercise our imagination in where this essential relaxation of network prob-
lems can be exploited.

With the first two elements, the good news, to be covered in Chapter 2, is that
we can create different types of finite field constructs (prime, extension fields, and
polynomials over fields) for manipulating representations of binary data and com-
pute in any of them. In all of these addition, subtraction, and multiplication will
be easy. The challenge will be to manage division. The magic will be that once we
figure out what we need for divisors, which we can do by brute force if needs be,
all of our real-valued algorithms, including Gauss-Jordan elimination, will carry
over unchanged. Readers interested in detailed implementation will learn those

Any number of mixtures can be made

Any n of these mixtures are enough!

pmmmmmm————

Nt s

e
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P LY

Figure 1.3 Coding view of data as being manipulable. This figure is inspired by joint
work with Michelle Effros.
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skills in Chapter 3. The last element will be the topic of the chapters from 4 to 8.
Before going to deeper discussions on these concepts, let us look into a few of such
applications from a high-level perspective.

1.4 Network Coding - Data as Equations

The initial discussions that can be associated with the concepts of NC can be traced
back to work of Celebiler and Stette in 1978 [7], but it got a major boost with the
seminal paper of Ahlswede et al. in 2000 [6]. From then on, the advantages of NC
have been broadly investigated. The basic idea is to allow intermediate nodes to
perform linear operations on the packets they receive in their incoming edges and
send these encoded packets to their outgoing edges instead of simply forwarding
the received packets. While it would also be possible to use nonlinear operations
to combine packets, most practical systems use linear coding operations as they
suffice to realize gains in all but the most artificial of setups and lend themselves
to a straightforward procedure for decoding. The use of NC reduces the number
of packets to be sent over a channel and provides a mechanism to achieve the
maximum efficiency promised by the max-flow min-cut theorem [8].

There are different formal definitions of NC. One of the most common ones,
which can be adopted to the context of this book, is coding at a node in a packet
network. A packet network is a type of network in which data is transmitted into
relatively small units called packets. Each packet contains no more than a set
amount of data (e.g. in Ethernet, a packet can contain no more than 1500 bytes
of data) and the necessary routing information to enable it to reach its destina-
tion. NC allows nodes to combine or “code” the data contained in multiple packets
together before forwarding them, in contrast to traditional store-and-forward net-
works. Most of the modern communication systems can be considered as a packet
network and we may use this notion of packet networks and the definition of NC
in packet networks commonly in this book. A more extensive discussion on formal
definitions can be found here [9].

1.5 Use Cases and Examples

NC is useful for ensuring reliability and/or increasing throughput in a com-
munication network. If a receiver knows coding coefficients and can perform
Gauss-Jordan elimination, an obvious benefit of using NC is that a network node
is no longer required to gather all data packets one-by-one, instead it only has to
receive enough linearly independent encoded packets. Here, we showcase some
of the benefits that result from this observation in different application scenarios.

sanet.st
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We assume that raw data can be expressed in binary even if we interpret it in
different ways.

1.5.1 Addressing Bottlenecks

Consider the butterfly topology depicted in Fig. 1.4. Assume that time is slotted,
each directed link can forward one packet per unit time, the source node is marked
as e, and the two receivers are R; and R,. The source wishes to efficiently use the
network to communicate packets to the receivers. If data were immutable, the
middle link would have to be time-shared, and so the total maximum throughput
rate of the network would be 3 packets per unit time, one packet down each edge
and one packet that is sent down one edge, copied, and then relayed across the
bridge in the middle to the other receiver.

Treating data as mutable, however, we can consider two packets, A and B con-
sisting of binary strings, at the source. What could the network do if on the middle
link the XOR of the bits representing A and B were sent at each time-step?

o The receiver R; would get A as well as the XOR of A and B so that, by XOR, they
could recover both A and B.

o Thereceiver R, would get B as well as the XOR of A and B so that, again by XOR,
they could recover both A and B.

Thus, four data units can reach the destinations (two each) within the same
time taken for three unit transmissions in the previous case and the network has a
maximum throughput of 4 rather than 3. If we considered A and B as integers and
replaced XOR with addition, the network would also have a throughput of 4 as
long as we assume that there’s no problem that A + B might be too big an integer

JOI JOI

Py )2 Py P>

P P2
Ty
o) nl

D1t D D1t D

Figure 1.4 Butterfly example. This figure is inspired from the work of Ahlswede et al. [6].
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to be represented by a packet of size n bits and so could “wraparound.” We have
temporarily suspended our concern about the latter.

The more general version of what the receivers are doing in this example is
Gaussian elimination where, from the equations A and A + B (or B and A +
B), both A and B are extracted. Essentially all erasure correcting codes rely on
Gaussian elimination to resolve linear combinations of data. It lies at the heart
of the operation of Random Linear Network Codes, which will be at the core
of our discussions in this book.

1.5.2 Addressing Packet Drops in a Point-to-Point Communication

Packet drops happen for a wide variety of reasons and are one of the primary
transport congestion control protocols, such as the Transmission Control Protocol/
Internet Protocol (TCP/IP). The basic operation of TCP/IP is for a sender with a
lot of data to discover the capacity of a network by keeping a number of unac-
knowledged packets in flight whose size develops according to Additive Increase
and Multiplicative Decrease (AIMD), as shown in Fig. 1.5. With each packet suc-
cessfully acknowledged, the window of unacknowledged packets in flight expands
linearly. With each packet that has gone unacknowledged, the window experi-
ences a multiplicative decrease. With a large amount of data to communicate,
packet drops are inevitable.

To manage erasures, whether they arise from packet drops, link outages, or data
thatis too corrupt to recover, we will consider collections of data as packets of infor-
mation. Imagine we make an N > K by K matrix A of real values, each randomly
selected from any continuous distribution so that the probability two entries are
equal is zero,

Aay %12 0 %ak-1) Y0k
A=%D %2 T Y%ek-n %
ANy YN2) T XN K-1) YNK)

Instead of sending (X, ... , Xx,)), what if the sender transmitted N linear combi-
nations of packets imagined as integers, which we call coded-packets, in order:

X1 %2 "7 %ak-1) %k X X/

(04 (04 RN/ 4 [04 @ @
2,1) 2,2) (2,K-1) (2,K) : - : .
: s : : X, X,

Ny w2 T Yvk-1) Nk ® )

We have a problem, of course: the X ;) are capable of being represented in binary
with n bits whereas X;)’ = Zszl ;X is real valued as the « are, but let us sus-
pend our disbelief for now. To recover the K pieces of information, it suffices to
receive any K coded packets and then use Gaussian elimination.

11
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In the traditional view, all Xays -+ » X)) must be received and if, say, one single
packet at random gets lost, it must identified and retransmitted. In the new view,
what does the receiver need in order to be able to extract the information? What if
one packet is lost at random and N = K + 1 so that the receiver gets:

X1 %12 7 %ak-) *up
[04 (04 RN 4 (04

2y %22 k-1 %2k

: F : : X(l)

Vv v v )

ANy XN2) T XNKk-1) YNK)
where the \ indicates erased, can the receiver recover the Xy > Xge))?

So long as the receiver knows the matrix of coding coefficients and gets any
K coded packets of the K + 1 transmissions, they are capable of recovering the K
pieces of original data by Gaussian elimination as they have K equations in K
unknowns.

Exercise 1.1 Gauss-Jordan elimination in the reals

Write your own code (rather than using any built-in function within an envi-
ronment such as MATLAB, Python, and R) that takes any (invertible) K times K
matrix with real-valued entries, A, and performs Gauss-Jordan elimination to
determine A~! such that AA~! = A~'A is the K x K identity matrix. To test the
correctness of the code, for K = 8 create matrices with random, independent

entries, a;;, from some continuous distribution (e.g. Gaussian or uniform in an
interval)
A - A
A=+ + i
g1 " Ggk

and random vectors, x = (x4, ... ,X;), of length K of integer values in {0, 1, ...,
q — 1} for some integer g, evaluate

yF = AxT.

Using your Gaussian elimination solver, determine an estimate of x, 7 =
AT from A and y and confirm whether it is correct to within a reasonable
tolerance due to machine precision when dealing with reals (i.e. |x — X| < tol,
where |-| can be any distance in RX that you prefer) for 10° random matrices
A and inputs x. What is your empirical estimate of the probability of X # x?

Another approach is to repair packet losses retroactively which typically
requires some feedback from the receiver about the lost packets. Of course, the

13
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sender could simply retransmit the original packets without any coding. NC helps
in reducing the necessary feedback from the receiver, because it does not have
to communicate which packets were lost, just how many. The sender can simply
generate and send as many coded packets as the number of packets lost on the
receiver.

Let’s put some values into this RLNC approach. Suppose we have a set of num-
bers, {1,2,3,4,5}, that we want to transmit over a communication network (our
K = 5). We can use RLNC to encode these numbers into linear combinations of
packets, which can then be transmitted over the network. A random encoding
matrix can be used to create linear combinations of these five numbers. Let’s con-
sider a 10 X 5 matrix of positive integers,

14329
27165
86231
14792
45128
79351}
24685
72813
17352
45739

This matrix can be used to create up to 10 coded combinations of the original mes-
sages (N = 10). Consider the original message matrix as

X=(1,2,3,4,5).
Now, YT = A x XT gives
Y =(74,70,45,74,59, 76,94, 53,49, 114).

Considering the above example, any of the 5 messages out of 10 possible ones,
along with their coefficients, is enough to decode the source packets by Gaussian
elimination and so recover the original data.

1.5.3 Multiple Receivers - Reliable Broadcast

What is the impact of this type of coding in a broadcast setting? Imagine you have
a transmitter that wishes to send one set of K pieces of data to R distinct receivers.
The receivers have independent channels that have probability e of packet erasure.
The likelihood that a given packet is erased for at least one receiver, and so needs
to be retransmitted, is

1-(1-ef ~eR,
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if € is small, by Taylor expansion. The overall channel looks R times worse than
the individual ones. A back-of-the-envelope calculation says we need to send
N = K/(1 — €R) packets to receive K on average.

With coded packets, however, each receiver only needs to get any K packets,
and so the overall channel still looks like it has erasure rate ¢ and our back of the
envelope says we need only N = K/(1 — ¢).

For example, let’s consider a case with three receivers trying to get the message
X (same X, A, and Y as in the previous example). After five transmissions, the
first one receives (74, 70, 74, 59), the second one receives (74, 45, 74, 59), and the
third one receives (70, 45, 74, 59). That is, each node misses one packet, but the lost
packets are in different time-slots. In the uncoded setting, the sender would have to
retransmit three different packets to compensate for each lost packet. With coded
packets, however, as soon as they all receive 76 at the sixth slot correctly, each
receiving node can complete the decoding successfully. This reduced the number
of retransmissions required from three to one.

Sometimes reliable data distribution is not an application requirement. For
example, when video streaming to a large number of receivers on a wireless
network, where feedback would be impractical. In this case, NC can help to
maximize the value of each retransmission to the receivers. Ideally, a number
of redundancy packets should be transmitted for to provide a sufficient degree
of reliability for the majority of receivers. This redundancy ratio (also known as
“overshoot”) can be adjusted according to the estimated packet erasure probability
to ensure it is appropriately dimensioned.

1.5.4 Recoding and Multi-hop Networks

Because coding generates equations, the way in which equations are created is
not important, it is only the final equations that are relevant. In particular, we can
take packets that have already been coded and recode them, taking note of new
coefficients.

Imagine you wish to communicate data through a two-hop relay where the first
one independently drops packets with erasure probability ¢,, and the second with
probability €,5:

€12 €3
X(i) X(i) Or erasure —’X(i) Or erasure,

which, from the receiver’s point of view, is equivalent to a single hop with error
probability

1-(1—€pp)(1—-€3)

X; — X orerasure.
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As a result, the fraction of packets that are not erased, the throughput, is
(1 =€) = €53).

With coded packets, however, the rate is higher. If two stages of erasure coding
with decoding and re-encoding at the second node, then information can be com-
municated between nodes 1 and 2 at a rate of 1 — ¢;, packets per unit time and
between nodes 2 and 3 at arate of 1 — ¢,, packets per unit time. Thus, information
can be communicated between nodes 1 and 3 at a rate of min (1 —e€,,1—¢,3),
which is in necessarily greater than we could achieve without coding, (1 — €;,)
(1 = €ey3).

In a multi-hop network, where nodes have limited knowledge of other devices,
especially those that are several hops away, the sender will have to wait for an
acknowledgment or send arbitrary packets in advance to compensate for poten-
tial losses in the hops. Using coding operations can greatly increase the number of
transmissions with new information rather than simply repeating an already sent
packet. Coded packets have a high likelihood of containing new information, and
if recoding is also enabled, new recoded packets can be generated before all the
original packets from the generation are received. RLNC is beneficial in minimiz-
ing communication between devices by providing implicit coordination through
random combinations.

1.5.5 Distributed Storage - Incast

If we had K pieces of data that we want to safely store for recovery on R different
devices, none of which can individually store all K pieces and each of which could
be subject to failure, what’s the best strategy for distributing our data?

With data being mutable and coded packets, clearly we should just store inde-
pendent linear combinations everywhere. Therefore, to recover the data, we need
only collect K linear equations of the data of interest from any set of servers and
use Gaussian elimination to retrieve the original data.

Note that as a linear combination of linear combinations is just a linear com-
bination itself, we just need to know the new coefficients. This will prove to be a
feature that RLNC exploits as it allows the recoding of coded data without having
to decode it first.

1.5.6 Security

The goal of cryptography is to map data through a highly nonlinear function such
that, in the absence of side-knowledge (e.g. a key), the output is unrelated to the
input. Encrypting and decrypting data is usually a computationally costly (hence
energy intensive and slow) process, which explains the ongoing interest in physical
layer security, for example, which we will return to later.
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If you have K variables and fewer than K linear equations, can you solve the
equations? If not, how much uncertainty do you have in attempts to recover
the original data? One approach to ensuring that one has fewer than K linear
equations is to encrypt only a subset of the data, for example one of the equations.
Unless that encrypted equation can be decrypted, all the data is secure.

The examples above are simple indicators of what we will see in Chapters 4 to 8.
However, there is an additional important step before we delve into them in detail:
A toolbox that enables you to explore and exploit the mutability of data. We don’t
intend to provide a full-blown experimental setup but provide enough resources
to empirically understand the core concepts of NC.

1.6 A Toolbox for Implementing Network Coding

When exploring the topic of erasure-correcting algorithms, implementation is the
method by which we can bring abstract concepts to life. While a solid theoreti-
cal foundation is undoubtedly central to comprehending the intricacies of these
algorithms, it is equally important to acknowledge the value of hands-on experi-
ence in their actual implementation.

In this section, we will introduce you to the tools that will accompany you
throughout the book. These tools are carefully chosen to facilitate your learning
journey and provide a practical understanding of how the algorithms presented
work in real-world scenarios.

Throughout the book, the tools we will use are:

o Python: Python offers ease of use, cross-platform support, and abundant
resources for documentation and libraries, making it a user-friendly and
versatile programming language for algorithmic implementations. If you have
no prior experience with Python, we would recommend the following resources
for getting started [10, 11].

o PyErasure: PyErasure is a Python library that provides flexible erasure coding
algorithms.

In the following subsections 1.6.1 and 1.6.3, we will introduce the abovemen-
tioned tools in more detail, providing you with the essential information needed
to get started regardless of your current starting point.

1.6.1 Tool 1: The Python Programming Language

The purpose of this section is not to teach you the details of the Python program-
ming language but rather to provide the resources needed to get started if you have
no prior Python experience. If you are already an experienced Python programmer,
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you can skip this section and proceed to the section 1.6.3. However, if you are new
to Python, we have curated a list of valuable resources to help you kickstart your
Python journey.

o Python Documentation: The official Python documentation is a comprehen-
sive resource that covers the language syntax, standard libraries, and best prac-
tices. It serves as a reliable reference for understanding Python’s features and
capabilities. You can access the documentation online at https://python.org/
doc.

e Online Tutorials: Numerous online tutorials offer step-by-step guidance on
learning Python from scratch. Websites like Codecademy, W3Schools, and Real
Python provide interactive tutorials that introduce the language’s fundamen-
tals and guide you through practical examples. These tutorials often include
exercises and quizzes to reinforce your understanding.

o Python Learning Paths: Platforms like Coursera, Udemy, and edX offer
structured learning paths for Python programming. These courses range from
beginner-friendly introductions to more advanced topics, providing a structured
curriculum and hands-on assignments to enhance your skills.

o Python Books: There are several highly regarded books that cater to Python
beginners, such as Python Crash Course by Eric Matthes [12] and Automate
the Boring Stuff with Python by Al Sweigart [13]. These books offer a hands-on
approach, walking you through Python concepts with practical examples and
exercises.

e Online Communities and Forums: Engaging with the Python community
can be immensely helpful when starting out. Platforms like Stack Overflow, Red-
dit’s r/learnpython, and the official Python Discord server are great places to ask
questions, seek guidance, and learn from experienced Python programmers.

1.6.2 Getting Python (Step-by-Step)*

To download Python, you can visit the official Python website at www.python.org.
Here are the steps to download Python:

1. Open your web browser and go to https://www.python.org/downloads/.

2. On the downloads page, you will find the latest version of Python for your oper-
ating system. The website automatically detects your operating system, but you
can also choose a different version or release candidate if desired.

3. Select the appropriate installer for your operating system. Python is available
for Windows, macOS, and various Linux distributions. Note that both macOS
and Linux typically come with Python preinstalled. Choose the installer that
matches your system specifications (32-bit or 64-bit).


https://python.org/doc
https://python.org/doc
www.python.org
https://www.python.org/downloads/
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4. Once you have selected the installer, click on the download link to initiate the
download.

5. After the download is complete, locate the downloaded installer file and
run it.

6. Follow the installation wizard instructions to install Python on your computer.
During the installation process, you may have the option to customize the
installation, such as choosing the installation location or adding Python to the
system PATH.

7. Once the installation is complete, you can verify the installation by opening a
command prompt or terminal and typing “python” or “python3” (depending
on your system configuration). If Python is installed correctly, you will see the
Python interpreter prompt.

Congratulations! You have successfully downloaded and installed Python on
your computer. You can now start writing and executing Python code.

Remember, mastering a programming language takes practice and hands-on
experience. As you progress through the book, you will gain a deeper understand-
ing of Python’s application in algorithm implementation. So, even if you are new
to Python, don’t be discouraged. With the resources provided, you have everything
you need to embark on this exciting journey of algorithmic exploration.

1.6.3 Tool 2: PyErasure - Erasure Correcting Algorithms in Python

In this book, we aim to equip you with the necessary background knowledge to
build your own erasure correcting algorithms. While we encourage you to embark
on thatjourney, we have chosen to utilize an existing erasure coding library, PyEra-
sure, for the majority of the examples and lab checkouts. This approach offers
readers, who are primarily interested in algorithm utilization, a well-defined and
functional starting point.

PyErasure has been specifically designed to prioritize simplicity and ease of
understanding, extension, and modification over raw speed. It provides support
for fundamental erasure coding algorithms, and with minimal effort, it can be
extended to incorporate more sophisticated algorithms.

By leveraging PyErasure, you will be able to focus on exploring the utilization
and application of erasure coding algorithms without getting bogged down in intri-
cate implementation details. This approach allows for a smoother learning experi-
ence, enabling you to grasp the core concepts and principles before diving deeper
into algorithmic customization and enhancement.

Throughout the book, we will explore various use cases and scenarios where
PyErasure can be effectively employed. You will have the opportunity to analyze,
experiment with, and adapt existing erasure coding algorithms to suit specific
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requirements. This practical approach will enhance your understanding of how
erasure coding works in real-world scenarios, while also providing a solid founda-
tion for future algorithmic implementations.

PyErasure is freely available. However, its use does require a registration/license.
To get a license, please visit: https://www.steinwurf.com/research-license-
request. Once you receive email confirmation that your license has been pro-
cessed, we can proceed to installation. We may use the Python Package Index
(pypi.org) using the following command to install the library:

python3 -m pip install git+ssh://git@github.com/
steinwurf/pyerasure

With PyErasure installed, we can implement our first encoding/decoding
example. In the following, we will utilize PyErasure to implement a straightfor-
ward encoding and decoding setup. While this setup omits certain details, such
as emulating packet loss and latency, our focus will solely be on the essential
Application Programming Interface (API) required for generating encoded
symbols at the encoder and consuming them at the decoder.

Listing 1.1 pyerasure0l.py

# introduction/pyerasure01.py.

import pyerasure
import pyerasure.generator
import os

symbols = 64
field = pyerasure.finite_field.Binary8
symbol_bytes = 1024

encoder = pyerasure.Encoder(field=field, symbols=symbols, symbol_bytes=
symbol_bytes)

decoder = pyerasure.Decoder(field=field, symbols=symbols, symbol_bytes=
symbol_bytes)

# Coefficient generator
generator = pyerasure.generator.RandomUniform(field=field, symbols=symbols)

# Generate random data
data_in = bytearray(os.urandom(encoder.block_bytes))

# Set the data on the encoder
encoder.set_symbols(data_in)

# While the decoder is not complete (i.e. we don’t have all the data)


https://www.steinwurf.com/research-license-request
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# Generate a new encoded symbols and pass it to the decoder.
while not decoder.is_complete():

# Generate the encoded symbol
coefficients = generator.generate()
symbol = encoder.encode_symbol(bytearray(coefficients))

# Decode the symbol
decoder.decode_symbol(symbol, bytearray(coefficients))

print("Decoding complete!”)

This code demonstrates the usage of the PyErasure library to perform erasure
coding operations. Here’s a breakdown of what the code does:

1.

10.

11.

The code imports the necessary modules: pyerasure, pyerasure.
generator, and os.

It defines the parameters for the erasure coding operation: symbols (num-
ber of symbols), £ield (finite field type, in this case, Binary8), and sym-
bol bytes (number of bytes per symbol).

It creates an Encoder object and a Decoder object using the specified
parameters.

It creates a RandomUniform generator object to generate coefficients for
encoding.

Random data is generated using os .urandom and stored in the data in
variable.

The set symbols method of the encoder is used to set the data for encoding.
The code enters a loop that continues until the decoder has reconstructed all
the data.

Inside the loop, a new encoded symbol is generated using the generator and
the encode_symbol method of the encoder.

The generated symbol and coefficients are passed to the decode symbol
method of the decoder for decoding.

The loop continues until the is complete method of the decoder returns
True, indicating that the decoding process is complete.

Finally, a message is printed indicating that the decoding is complete.

In summary, this code demonstrates the encoding and decoding process using
the PyErasure library. It generates random data, encodes the data using erasure
coding, and then decodes the encoded symbols until all the original data is
recovered.
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1.7 Summary

The first chapter of the book introduces the fundamental concepts of NC, empha-
sizing its simplicity and potential for improving network performance. It explains
the shift from traditional packet forwarding to coding packets at network nodes,
highlighting the benefits of sending combinations of packets. The chapter pro-
vides a historical overview of NC, defines key terms, and explores the advantages
of treating data as mutable. Additionally, practical use cases of NC are discussed
to illustrate its real-world applications. The chapter also outlines the vision and
structure of the book to make it easier for both teaching courses and for individuals
interested in self-study. By the end of this chapter, we hope you are able to:

(A) Understand the idea of “data as mutable.”
(B) Know some use cases for NC.
(C) Familiarize yourself with some useful tools for implementation.

Additional Reading Materials

Previous textbooks on NC [9, 14, 15] provide extensive coverage of the mathemati-
cal concepts of NC and some of the use cases of NC. However, a tutorial to practical
implementations of NC in the new era of heterogeneous and more open networks
is the gap that restricts it from being largely applied in the real world. We are trying
to cover this in the following chapters.
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Finite Field Arithmetic for Network Coding

After the first chapter, if we could perform all our data operations in the reals,
we could go directly to implementations and algorithms. As we’re restricted in
our representation to a fixed number of bits, we have to consider arithmetic in
the setting of finite fields, which are also known as Galois fields. Finite fields are
used heavily in cryptography as well as coding, so the introduction here would be
informative for the study of that topic too.

A field F is a set of at least two elements where two operations called addition
(denoted +) and multiplication (denoted -) that take elements of F X F and return
elements of [ are defined such that the following are satisfied.

Closure:Ifa,b e F,thena+beFanda-b e .

Associativity:a+ (b+c) = (a+b)+cand(a-b)-c=a-(b-c)foralla,b,c € F.

Commutativity:a+b=b+aanda-b=b-aforalla,b € F.

Additive and multiplicative identity: There exist two distinct elements 0 and

linFsuchthata+0=aanda-1=a.

o Additive inverses: For every a € F, there exists an element in F, denoted —a,
called the additive inverse of a, such that a + (—a) = 0.

o Multiplicative inverses: For every a # 0 € F, there exists an element in F,
denoted by a~! or 1/a, called the multiplicative inverse of a, such thata-a™! = 1.

o Distributivity of multiplication over addition: a- (b + ¢) = (a-b) + (a-¢).

It can be readily verified that the elements of familiar number systems, e.g. the
reals R, the rationals Q, and the complex numbers C, form fields. If the set F con-
tains a finite number of elements, the field is said to be finite. You are already
familiar with at least one finite field, F,.

Example 2.1 [F, = {0,1} is a finite field where addition and multiplication are
XOR and logical AND; see Table 2.1.

The finite field [, can, alternatively, be thought of as the integers with their usual
addition and times operators, but modulo 2.

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
© 2025 The Institute of Electrical and Electronics Engineers, Inc. Published 2025 by John Wiley & Sons, Inc.

25



26 | 2 Finite Field Arithmetic for Network Coding

Table 2.1 The finite field F, consists of elements 0 and 1,
which satisfy the addition (+) and multiplication (-) tables.

+|0(1 <101
001 0({0[0
1[1|0 1|0|1

Example 2.2 [F, = {0,1,...,11} is not a finite field when equipped with the usual
addition and multiplication modulo 12. For example, the entry 2 has no multiplica-
tive inverse (i.e. there does not exist a € [, such that 2-amod 12 = 1). F,, also has
other issues. For example, 3 -4 mod 12 = 0, so if we did have a multiplicative inverse
for 3 or for 4, we would have 4 = (371-3)-4mod 12 =3"'-(3-4)mod 12 = 0. We
have broken mathematics.

Example 2.3 F, = {0,1,...,4} is afinite field when equipped with the usual addi-
tion and multiplication modulo 5. The multiplicative inverse of 1 is 1, for 2 it is
3as2-3mod5=6mod5=1, for 3itis 2, and for 4 it is 4 as 16 mod 5 = 1. So,
we have addition, subtraction, multiplication, and multiplicative inverses for all ele-
ments apart from 0.

It can be seen from the examples that a finite field handles all four common
algebraic operations —addition, subtraction, multiplication, and division - with a
modulo operation. Addition and multiplication are similar to the real numbers
while subtraction and division are performed with their additive and multiplica-
tive inverses. Division is the most involved operation and we will cover it in more
detail later in this chapter. However, it is already clear that we can have fields with
a finite number of elements in which we can treat these operations in a similar
fashion to how they are performed with real numbers. The number of elements of
a field is called the field’s order. We will show that we may construct a finite field
F, of order q if q is a prime power, ¢ = p™, where p is a prime number and m > 1
is a positive integer.

o If m =1, we call it a prime field, integer representations suffice, and field oper-
ations can be done with modulo p integer arithmetic.

e If m > 1, it’s called an extension field and we will use polynomial representa-
tions with field operations done modulo a primitive polynomial, which serves
the same function as a prime.

These two types of finite fields underlie data applications. As 2 is prime, we can
create extension fields in common computer storage sizes. As prime or extension
fields may be more efficient depending on hardware and software considerations,
one may use either. To understand finite fields, it’s best to start with prime fields.

For prime value g, one can create the finite field F, = {0,...,q — 1} using the
usual integer addition and multiplication, but modulo g. If ¢ = 11, we have F, =
{0,1,2,...,10} and, for example,



2.1 (Not So) Brute Force Determination of Inverses

Addition: 5+ 9 mod 11 = 3, since 14 mod 11 = 3.
Subtraction: 4 — 10 mod 11 = 5, since —6 mod 11 = 5.
Multiplication: 6- 7 mod 11 = 9, since 42 mod 11 = 9.
Inversion: 4 ! mod 11 = 3, since 4-3mod 11 = 1.
Division: 5/4 mod 11 = 4, since 5-3 mod 11 = 4.

Essentially, addition, subtraction, and multiplication are “easy,” while division
is the challenging operation. Division by a number x is the multiplication by the
multiplicative inverse x~! of that number, i.e. dividing by x is multiplying by x~.
Establishing that multiplicative inverses exist is key to confirming we have a finite
field. Having mechanisms to determine the value of a multiplicative inverse is key
to efficient computation.

2.1 (Not So) Brute Force Determination of Inverses

For a given multiplication rule and number of elements, note that checking if
inverses exist is actually straightforward. Take each element a € {1,2,...,q — 1}
and multiply itby each b € {1,2,...,q — 1} until you find b such thata-b = 1 and
record b as a™! in a lookup table. When one has exhausted the a, check that every
element of {1,2,...,q — 1} is found only once in the lookup table. If so, we have
our inverses.

If we do have a finite field, an upper bound on the complexity of building this
lookup table would occur if the identification of the inverse was always the last
element in the list. If that were to happen, then, as identification of an inverse
removes at least one thing from our list of length g — 1, at most we’d do

S, % _@-1g
—-=)i=

E(q ) ; >
multiplications, which is of order g2. For the sort of g that will be useful for Net-
work Coding (NC), building a lookup table with this method is readily doable and a
once-off computational expense. In some computational environments, however,
lookup tables with their associated memory storage can be inefficient and so the
development of efficient on-the-fly algorithms is important. Key to these will be
understanding the GCDs and remainders.

Exercise 2.1

For each prime value p € (16, 255), by brute force build a lookup table by
empirically identifying a=* in mod p arithmetic (i.e. such that a-a~! mod p =
1) and show that each inverse is unique (i.e. there are no repeated entries in
the lookup table).
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2.2 Division in the Integers and Greatest Common
Divisors

Let us first explore the nature of division for integers, Z, further as that will form
the core of our understanding of how we algebraically manipulate binary data and
identify multiplicative inverses.

Definition 2.1 “adivides b,” written a | b, if and only if there exists an integer k
such that ak = b.

Some common divisibility facts:

Ifa|bandb | cthena | c, asif ax = b and by = c then a(xy) = c.
Ifa | bthen a | be, as if ax = b then a(xc) = bc.
Ifa|banda|cthena|b+ec.
Ifa|banda|cthena | sb+ tcforalls,t € Z.

For integers s, ¢, sb + tc is known as an integer linear combination (i.l.c) of b
and ¢, where the integers can be negative.

Definition 2.2 The Greatest Common Divisor (GCD) of the integers a and b,
given at least one is not 0, is denoted gcd(a, b) and is the largest positive integer
that divides both a and b. For a # 0, we define gcd(a, 0) = gcd(0,a) = a.

As examples gcd(4,10) = 2, ged(3,7) = 1, and ged(5, 25) = 5. Let us start with a
simple fact about ged that will help us understand an algorithm that computes it.

Lemma 2.1 For any pair of integers a and b, gcd(a, b) = gcd(a, b — a).

Proof: Letg = gcd(a,b). Theng | aand g | b, and g is the largest integer for which
this is true. As g | a and g | (b — a), g must be less than or equal to gcd(a, b — a),
hence gcd(a, b) < ged(a, b — a).

Let h =gcd(a,b—a). Thenh |aand h |b—a. Thush |aand h | (b—a)+a),
hence h | bh is less than or equal to the largest number that divides both a and b,
namely gcd(a, b). Hence gcd(a, b — a) < ged(a, b).

Applying Lemma 2.1 to the previously considered examples: ged(4,10) =
ged(4, 6) = 2, ged(3,7) = ged(3,4) = 1, and ged(5, 20) = 5.

We shall use the following theorem, without providing a proof, as we need it for
the definition of remainder. Division with a remainder is called Euclidean Divi-
sion and you may have come across it in school. Remainders are closely related
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to modulo arithmetic and they also play a key role when binary data is considered
through the lens of their polynomial representation.

Theorem 2.1 Division Theorem For all pairs of integers a, b with b > 0, there
exists a unique pair of integers q,r where a = gb + r and 0 < r < b. The number
q = adiv b is the quotient, and r = a rem b is the remainder.

We have the following result, whose proof follows by iteration from Lemma 2.1.

Lemma 2.2 Iteratingremainders For any pair of integers a and b, gcd(a, b) =
ged(a, b rema).

Proof: gcd(a, b) = ged(a,b — a) = ged(a,b — 2a) = - - - = ged(a, b — qa), where q
is the quotient. Applying Lemma 2.2 to the examples: gcd(4, 10) = gcd(4,2) = 2,
gcd(3,7) = ged(3,1) = 1, and ged(5, 25) = ged(5,0) = 5.

If gcd(a,b) =1, a and b are called relatively prime. That is important as if
gcd(a, b) = 1 we shall see that we will be able to identify a multiplicative inverse
for a taken mod b. A simple approach to identifying gcd(a, b) is to use Euclid’s
algorithm as described in Euclid’s Elements circa 300 BC. With a little additional
bookkeeping to keep track of a linear combination of @ and b along the way, we get
the Extended Euclidean Algorithm, also known as the Pulverizer. The Pulver-
izer gives us a minimal i.l.c for the gcd, providing (not necessarily non-negative)
integers s, t such that as + bt = gcd(a, b).

Take a > b > 0, where we do not have both a and b equal to 0. A finite-state
machine for Euclid’s algorithm is as follows:

e Start at state (x,y) = (a, b).

o From each state (x, y), evaluate the quotient g and remainder r, where x = qy + r
and 0 < r <y, and transition to (y,x remy) as long asy > 0.

o The final state (x,y) has y = 0 and the output is gcd(a, b) = x.

It remains to understand why Euclid’s algorithm identifies gcd(a, b), but let’s
first see that it works in an example where the additional bookkeeping in braces
is the Pulverizer in operation - it solely keeps track of the sequence of remainders
in terms of the original a and b. Consider a = 69 and b = 15. We have

e (69,15), where 69 = 4(15) + 9 (and 9 = 69 — 4(15)).

e (15,9), where 15 =1(9) + 6 (and 6 = 15 — 9 = 15 — (69 — 4(15)) = —69 + 5(15)).
e (9,6), where 9 =1(6) + 3 (and 3 =9 — 6 = 2(69) — 9(15)).

e (6,3), where 6 = 2(3) + 0 (and 0 = 6 — 2(3) = —5(69) + 23(15)).

e (3,0), where 3 =1(3) + 0.
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Hence gcd(69, 15) = 3 = 2(69) — 9(15), so the algorithm appears to work and by
keeping track of the representation of the remainder in terms of a and b, we get a
representation of the gcd as anil.cwiths =2and ¢t = -9.

Here is a finite-state machine for the Pulverizer:

e Start at state (a,b,1,0,0,1).

e From each state (x,y,s,t,5,t'), transition to (y,x remy,s’,t’,s + s’ (xdivy),t —
' (xdivy)) aslong asy > 0.

e The final state (xf, Yp S5 b s}, tf’,) has ¥r=0 and the output is gcd(a, b) = X, and
we have that 8¢ and t; are such that spa+ tfb = gcd(a, b).

Let’s reconsider our earlier example with a = 69 and b = 15. Following the
finite-state machine, we will get the same answer as before.

e (69,15,1,0,0,1), where 69 = 4(15) + 9 so that xdivy = 4 and x remy = 9.
e (15,9,0,1,1,—4), where 15 = 1(9) + 6 so that xdivy = 1 and x remy = 6.
e (9,6,1,—4,1,5), where 9 = 1(6) + 3 so that xdivy = 1 and x remy = 3.

e (6,3,1,5,2,-9), where 6 = 2(3) + 0 so that xdivy = 2 and x remy = 0.

e (3,0,2,-9,5,23), where 3 = 1(3) + 0.

Quick check: 2(69) + (=9)(15) = 3. We have pulverized!

Let us execute the Pulverizer again with another example, this time with
a =1001 and b = 777.

1001 = 1(777) + 224 224 = (1001) — 1(777)
=(@@—-1b)=a-b
777 = 3(224) + 105 105 = (777) — 3(224)
=(b)—3(a—b)=—-3a+4b

224 = 2(105) + 14 14 = (224) — 2(105)
=(a—b)—2(-3a+4b)=7a—-9b
105=7(14)+7 7 = (105) — 7(14)

= (=3a + 4b) — 7(7a — 9b) = —52a + 67b
14 =7(2),

and so ged(a, b) = 7 = —52(a) + 67(b) = —52(1001) + 67(777).

Using Lemma 2.2, the consistency of the propositions in Euclid’s algorithm is
clear. To verify the correctness of the procedure, the only concern is termination.
However, x + y strictly decreases as x remy < x when y < x and thus the number
of steps to reach gcd(a, b) = ged(x,0) = x is at most a + b.
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In the Pulverizer, each number in Euclid’s algorithm is expressed as an i.l.c.
of a and b. We can thus find integers s, ¢ such that as + bt = gcd(a, b). To con-
vince ourselves of the veracity, we must show that such a representation is always
possible.

Theorem 2.2 Bézout’s Identity The GCD of a and b, gcd(a, b), can be written
as anil.c of a and b. In other words, there exist s, t such that gcd(a, b) = as + bt.

Proof: If we were not restricted to integers, the statement of Bézout’s Identity
would be immediate. As we are limited to integers, note that gcd(a, b) divides every
i.l.c.sa + tb. Hence gcd(a, b) must be less than or equal to everyi.l.c sa + tb. Define
the set

S :={sa+tb|s,t € Zandsa+tb > 0},

which is a subset of Z and is non-empty. Let m be the smallest element of S. Note
that ged(a, b)|m. So, gcd(a, b) < m. Now we shall now show m|a.

We can use remainder notation to write a = gm + r for 0 < r < m for some q.
The proof follows by contradiction. Assume that r # 0. Recall that m = sa + tb
and s,teZ. Hence, r=a—-—gm=a-q(sa+tb)=(1—gs)a+ (—qt)b. Now,
(1 —gs),(—qt) € Z. Therefore, r € S. But this is a contradiction, because m is the
smallest element of S. Therefore, r = 0 and m|a. The same argument holds to
show that m|b. So, we have that m is a divisor of both a and b. Hence gcd(a, b) > m.
Since gcd(a, b) < m and ged(a, b) > m, it is the case that gcd(a, b) = m.

In general, note that s and ¢ need not be unique. Consider a = b = 2, then we
could have s = 1 and ¢ = 0 or vice versa. Moreover, the proof above did not tell us
how to find an s and ¢ pair, it only told us that they must exist. It is the Pulverizer
that enabled us to identify them.

For our purposes, the importance of the Pulverizer stems from the following
proposition.

Proposition 2.1 (Multiplicative inverse element from the Pulverizer) If
gcd(a, b) = sa + tb = 1, then s mod b is the multiplicative inverse of a mod b and
vice versa.

Proof: From Bézout’s Identity we have that gcd(a, b) = as + bt and so

(as+ bt)ymodb =asmod b =1,

hence s mod b = a~!. We have found our first method beyond brute force to iden-
tify a multiplicative inverse! We can Pulverize!
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Let us execute the Pulverizer again with another example, this time witha =9
and b =7.

9=17)+2 2=9)-17 =(a) —1(b) =a-b
7=32+1 1=(7)-32) =(0b)—-3a-b) =-3a+4b
2=2(1)+0

1=11)+0

and so gcd(a,b) =1=-3(9) +4(7)and b~! =4mod 9 = 4. Check 7-4mod 9 = 1.
Similarly, a=! = —3 mod 7 = 4, which can be checked with 4-7 mod 9 = 1.

Exercise 2.2

Considera=7,b=3and a=12, b =7, Pulverize and confirm the resulting
i.l.c. identifies inverses.

2.3 Division with Modulo in the Integers - Why Primes

We are all used to doing modulo arithmetic in our daily life. One of the simplest
examples is a clock. If we use a 12 hour clock, then we know that when we say “it
is 3 o’clock,” it means that 12 hours from now, or any multiple of 12 hours from
now, it will be 3 again. Thirteen hours from now, or 1 hour plus any multiple of 12
from now, it will be 4, and so on. We are working modulo 12. If we use a 24 hour
clock, then we are working modulo 24.

Another example is the days of the week. If it is Monday today, then any number
of weeks from now, so any multiple of 7 days from now, it will be Monday again.
For the days of the week, we are working modulo 7. While we are used to working
with modulo arithmetic, it will turn out that only modulo a prime ensures we can
consistently divide.

Definition 2.3 We say a is congruent to b modulo n (represented as
a=b mod n)ifand onlyifn | a—b.

For mod n, a number k is always congruent to its remainder: if k = nq + r, then
n|nq=k-r,sokmodn=rmodn.

Theorem 2.3 For any pair of integers a and b, a =b mod n if and only if
(aremn) = (b remn).

Proof: If (a remn) = (b remn) =r, then a=nqg+r and b =nq’ +r for some
q.q'. So a—b =n(q—¢q') which is a multiple of n, so amod n =bmodn and
a=b mod n.
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For the converse, consider a mod n = b mod n, so a — b = nk for some k. Then
b=qgn+r where 0 <r <n-1,sor=(bremn). Therefore, amodn =b + nk =
(k+q@n+r.Since 0 <r < n-—1, k+ qand r are the unique values guaranteed by
the Division Theorem, i.e. r also equals a rem n.

We can now start doing arithmetic with modulo.

Theorem 2.4 Ifa modn = a’ mod n, then forany b,a + bmodn = a’ + bmod n
and ab mod n = a’b mod n.

Proof: @’ =a+sn. Then (a’+b)—(a+b)=sn, a multiple of n. Likewise,
a’b — ab = (a + sn)b — ab = bsn, another multiple of n.

When adding, subtracting, or multiplying, we can replace a by any num-
ber to which it is congruent to a mod n, without changing the result mod n. For
exam-
ple,a-b-c-d+e-f modn = ((a-bmodn)(c-dmodn) + (e-f mod n)) mod n. E.g.
(101 + 203) mod 10 = 4 and (55-95) mod 10 = (55 mod 10)(95 mod 10) mod 10 =
25mod 10 = 5.

We can also use modulo for the base of exponents.

Theorem 2.5 If amodn=a modn, then for any k>0, a*modn=
(@")* mod n.

Proof: This is just repeated multiplication, so apply the previous lemma k times:
a-a---a=da-a---a’ modn.

We can place intermediate calculations with their remainders, which helps us
work with smaller numbers. For example, as 42mod 11 = 9mod 11 = 9, we can
readily evaluate 422 mod 11 = 9 mod 11 = 81 mod 11 = 4.

Note that we cannot extend the mod arithmetic properties to the exponent k.
You can see this with a counterexample. Consider the evaluation of

x = 3511 (6 4 99590 moed 100.

It is not correct to just reduce the exponents mod 100. For the right exponent,
992 = 1 mod 100, so 99°°%° = 1 mod 100. For the left term, look for a pattern:

35! = 35 mod 100
35% = 25 mod 100
35% = 25-35 = 75 mod 100
35* = 75-35 = 25 mod 100.
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Will continue bouncing between 25 and 75. So 351! = 75 mod 100. We find x =
75-(6 + 1) mod 100 = 25 mod 100, so this must be the remainder.

Thus, addition, subtraction, and multiplication modulo an integer are easy.
Recall that for integers the tricky operation was division. This is going to be true
again when we deal with integers using modulo operations. Let us consider for
example that 3-2 = 3-4mod 6. Can we “divide both sides by 3” and conclude
that 2 = 4 mod 6? No.

Subtraction is the inverse of addition. Can we find the inverse of multiplication?
Let us think on reals, where there is no multiplicative inverse of 0. Maybe we can
do multiplicative inverses, but we do not expect 0 to have an inverse.

A multiplicative inverse of x is a number you can multiply x by to get 1. In the
real, R, the multiplicative inverse of 3 is 1/3, because 3-1/3 = 1. If “1/3” made
sense mod 6, then we could multiply both sides of the last example by 1/3 to
conclude that 2 = 4mod 6, so 3 doesn’t have a multiplicative inverse mod 6.

There are two parts for multiplicative inverses. First, do they exist? Second, if
they do exist, how do we find them? We shall tackle these two questions in the
discussion below.

2.3.1 Existence of Multiplicative Inverses**

When do mod 7 inverses exist for a number a?

Theorem 2.6 An integer a # 0 has a multiplicative inverse mod n if and only
ifged(a,n) = 1.

Proof: ** a has an inverse mod n if and only if there exists b such that ab =
1 mod n if and only if exists b and q such that ab — 1 = ng, i.e. ab— nq = 1 if and
only if 1 is a linear combination of a and n. By Bézout’s Identity, this last part
happens if and only if gcd(a, n) = 1.

Having a multiplicative inverse means we “can cancel from both sides” or “di-
vide” by that amount. E.g. 7 and 13 are inverses of each other mod 30. If we know
7x = 14 mod 30 can we conclude that x = 2 mod 30? Instead of dividing, let’s mul-
tiply both sides by 13:

7x =14 mod 30
13-7x=13-14 mod 30
(13-7)x = (13-7)-2 mod 30
Dx=(1)-2 mod 30.

So yes, since 7 has a multiplicative inverse, we can “cancel it from both sides.”
The gcd approach works whether we are doing mod a prime or not, but we may
not have multiplicative inverses for all values and so may not have a field. The
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following corollary establishes that if p is a prime, then using modulo p arithmetic
gives us a field (a prime field).

Corollary 2.1 If p is prime and a mod p # 0 mod p, then a has a multiplicative
inverse mod p.

Proof: gcd(a, p) mustbe p (if p | a) or 1 (only other factor of p). Now apply previous
result.

We have established that Prime Fields exist with modulo arithmetic. Let us reas-
sure ourselves that Prime Fields are useful by considering the solution of some
linear equations. Consider F, = {0, 1,2, 3,4, 5,6}. We have the following

a |1|2{3[4|5|6
all|1|4]5|2(3]6

which we can confirm by calculating a-a~! mod 7. Consider the linear equation
in normal, real arithmetic:

2a = 3.
To identify a you would divide both sides by 2 (i.e. multiply by 27!) to get a = 1.5.
Consider the same linear equation in modulo arithmetic
2-amod7 =3,
What is a? Following the same process, we have that
a=2"12.amod7=2"-3mod7=4-3mod7 = 5,
and so a = 5. To confirm that is correct, we can evaluate that indeed 2-5mod 7 =

3.
Consider another example:

c=@A-a+2-bpmod7=5
d=(a+bymod7=1.

If you were told ¢ and d and knew the multipliers, how would you evaluate a and
b? You might start with

c—-2d=@-a+2-b)-2-(a+b)ymod7 =2-amod7 = (5—-2)mod 7 = 3,

and we know from the previous example that a = 5. Using the second equation,
we could then deduce that 5 + b mod 7 = 1 so that b = 3. To confirm that finding,
we can evaluate 4(5) + 2(3)mod 7 =5and 5+ 3mod 7 = 1.

In order to identify multiplicative inverses for a € {1,2,...,p — 1} in the prime
field with modulo-p arithmetic, so far we have brute force and the Pulverizer. Fer-
mat’s Little Theorem will provide us with one more algorithm.
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Theorem 2.7 Fermat’s Little Theorem If p is prime and a # 0 mod p, then
aP~! = 1modp.

Proof: The idea is to look at numbers a, 2a, 3a, ..., (p — 1)a and realize that this
is the same as 1,2, 3,...,(p — 1) mod p, possibly in jumbled order. For example,
withp=7anda =3,3,6,9,12,15,18 mod 7 = 3,6, 2, 5,1,4 mod 7. None of these
are 0 mod p, so there are only p — 1 possible remainders. As a result, it is suffi-
cient to show there are no duplicates. Note that ai = aj mod p implies i = j mod p,
because a has a multiplicative inverse mod p no two of the numbers 1,2, ...,p — 1
are equivalent mod p, and hence, indeed, there are no duplicates. Now, since both
sets are same mod p, their product is congruent mod p:

(p-1!-a”>modp = (p—1) modp.

Since ged((p — 1)!,p) = 1, (p — 1)! has an inverse mod p, hence we can cancel it:
a’~! mod p = 1 mod p.

As a direct consequence of Fermat’s Little Theorem, we have the following alter-
native algorithm for identifying multiplicative inverses in a prime field.

Proposition 2.2 Multiplicative inverses via Fermat Let p be a prime and let
a€{l,2,...,p—1}, then @ ! = a-a?2 = 1 mod p and hence the multiplicative
inverse of a mod p is a?~2 mod p.

Modular arithmetic provides tools for problems beyond our needs, but here is
one fun example.

Theorem 2.8 A number is divisible by 9 if and only if its sum of digits is divisible
by 9.

Proof: Sayn = Y+, d;10". Note that
k k
10 mod 9 = 1'mod 9 = 1 mod 9, so Zdiloi mod 9 = Zdi -1mod?9.
i=0 i=0
‘We just need to check whether both sides are 0.

Exercise 2.3

Forall prime values g < 15, empirically establish that foranya € {1,...,q — 1}

al=a%2modgq (2.1)
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and that, for a given g, each a~! is distinctly associated to a single a. We deduce
that divisors do exist and can be determined by Eq. (2.1) for values in this
range.

Exercise 2.4

Using either the formula in Eq. (2.1) or the brute force approach, for each of g €
{4,6,8,9,10,12, 14,15} establish that divisors are not unique (i.e. there exist
at least one pair a # b € S such that a=! = b~! and/or at least one element
has no inverse).

2.4 Prime Fields

At this stage, we know we can now define arithmetic modulo a prime to create a
prime field and we can evaluate integer division using the Pulverizer or Fermat’s
Little Theorem or by building a lookup table of inverses by brute force.

Armed with these, we can proceed to use much of our knowledge from
real-valued systems by replacing division with multiplication by an inverse. In
particular, to implement Gaussian or Gauss-Jordan elimination, that’s what one
should do.

Note that while the operation of the finite field calculus mimics the more famil-
iar one in, say, the reals, the numerical outcomes are quite different. For example,
consider again F, = {0,1,2,3,4,5,6} where we have the following collection of
inverses

a |1|12(3[4|5|6
al|1|4]5|2(3]6

Given the matrix
22
=30
51
in the reals we would identify its inverse as
A= -1/8 1/4 aSAA-! = 10 .
5/8 —1/4 01
In F,, however, we would identify its inverse as

At = 6 2
“\s55)’

which can be checked by confirming AA~! mod 7 is the 2 x 2 identity. Clearly, the
entries in A7! in the finite field F, bear no relation to the entries in the inverse
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matrix in the reals. In terms of properties, once considered with the correct + and -
operations, however, they both function the same.

Let us temporarily return to the ramifications for our coding application in a
toy example. Imagine we had an encoding matrix in [, that took two inputs and
returns three outputs, where the first two outputs correspond to the linear combi-
nations we have just considered:

22
B=]51{.
6 2

Then two pieces of data X ;) € [;; and X ,, € [, can be coded into three by

22 2-Xqy+2- X, mod?7

X, X,
B< <1>>= 51 ( <1>)= 5:Xq +1-X,mod7].
@ 62) " 6 Xq) +2 - Xy mod7

If the first two packets are received correctly, they would equalA(X(D,X(Z))T, where
A is given above, but

ea(3)-(5)

Xo) Xo)
so to recover the transmitted data, the receiver would merely have to multiply by
the inverse matrix to the coding matrix (i.e. perform Gaussian Elimination).
That this works can be established by checking that all 2 x 2 sub-matrices of B
are invertible. As a result, one can deduce that receiving any two linear combina-

tions would enable the receiver to decode and determine the original data, where
we have the following matrix and inverse pairs

ac(22) 4 (52

6 2 65

and A = > 1 , A7l = 45 )
6 2 23

Note that while data at the source would most likely be binary, and the greatest n
such that 2" < 7 is 2, when the data are coded together they become elements of
[, which is why it is worth noting everything follows through for X;, € F; and not
just X4, € {0,1,2,3}.

2.5 Mathematical Aside: Beyond Linear Equations™*

While we will only need linear equations for the coding we will consider, note that
we can do all the arithmetic we want in a finite field. To help cement our belief in
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this fact, consider quadratic equations. Start by noting that if we build a table of
squares in [,

al|l]2(3(4|5|6
a?|1|4|2|2]4|1

then we can deduce a table of square roots

a 1 (2] 4
a'/2|1,6|3,4(2,5

In the reals, we’re used to numbers having two square roots, one positive and
one negative, so while it might be odd that we have two positive square roots for
some numbers, it shouldn’t seem exceptional. Nor should it seem exceptional that
some numbers, here 5 and 6, have no square root. After all, all negative numbers
in the reals have no square root in the reals.

Imagine we wish to solve a quadratic equation

ax*+b-x+c=0.

We know the following formula, which we normally think of as only being appro-
priate for real numbers:

Y= -b++vVb>—-4-a-c

2.2
o (2.2)
For example, ifa = 2, b = 1 and ¢ = 4, then the equation

2:x*+x+4=0 (2.3)

has no solution in the reals, as b*> —4-a-c < 0.

What if we consider quadratics in [F,? Let’s reconsider Eq. (2.2) in the finite field,
where everything is being done in the mod 7 arithmetic, making note of the fol-
lowing terms:

-b=-1=6

P=1=1
4-a-c=4-2-4=32mod7 =4
2-a=2-2=4

QC-a)yt=41=2.

‘We have to consider
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Hence, the solutions to the quadratic equation described in Eq. (2.3) when consid-
ered in [, are

(6+£2)-2mod7 = {8,16} mod 7 = {1,2}
(6+5)-2mod7 = {22,2} mod 7 = {1, 2}.
To confirm that these are correct, we can evaluate
2:x*+1-x+4
whenx=1, 2+1+4mod7=0
andwhenx =2, 2-22+1-2+4mod7=14mod7 = 0.

If one places x = 3,4, 5 or 6 into the quadratic equation (2.3) considered in [, one
finds it will give an nonzero evaluation, and so there are no other solutions.

That is, not only do quadratic equations make sense in a prime field, but we can
also identify their solution by following the usual procedure from the reals, simply
taking care to ensure that addition, multiplication, subtraction, and division are
performed according to the rules of the prime field.

2.6 Extension Fields

As we have discussed, when p is a prime number, the integers modulo p constitute
a prime field with the elements {0,1,...,p — 1}. Recall that the tricky part was
division, i.e. the finding of a multiplicative inverse, and we managed that already.

Let us return to the example of the clock. If we work with modulo 12 as in the
clock, a difficulty arises. As Example 2.2 points out, [, is not a finite field and we
cannot do the arithmetic there in a way that makes sense. The problem arose from
the fact that we could factor 12 into 3 and 4. If we work modulo a prime, as we do
with the days of the week, then that issue does not arise. For example, if we work
with the days of the week, then we have a prime field, because 7 is prime, where
the first day of the week is 0.

A natural question may be: if our numbers are represented as bits, so using a
binary representation, will there be a problem representing the data in a prime
field? It turns out that the loss from changing the arithmetic field can be made
small, as explored in the following exercise.

Exercise 2.5

a) Assuming divisors exist for any prime value p so that modulo p arithmetic
works, for a prime value p > 2", what is the smallest integer n’(p) that can
be used to represent the values S = {0,1,...,p — 1} in binary?
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b) Fornfrom 6 to 12, plot the fractional loss of representation (i.e. fraction of
binary strings that will not be used to represent an element in S), Qre -
p)/2"@ for each 2° < p < 22,

c) Asafunctionofn e {6,7,...,12}, plot the fractional loss for the largest p
that satisfies 2" < p < 2"®,

2.6.1 Suitability for Binary Data

A finite field extends the definition of a field by specifying that the operations
addition and multiplication, including their inverse subtraction and division, per-
formed on the field elements must result in an element within the field. For inte-
gers, this property is achieved using modulo arithmetic. In general, any integer i
can be mapped onto a chosen field as i mod p, when p is a prime number.

The smallest possible finite field, [, is the prime field with p = 2 also called
the binary field. In this case, the order and characteristic, the smallest positive
number of copies of the multiplicative identity 1 that sum to the additive identity
0, of the finite field are equal. However, as we shall see, if using extension fields
this is not always the case. The binary field consists of two elements {0,1} and
is of particular interest since the binary operations are easily implemented and
represented in software and hardware. In the case of the binary fields, addition
and multiplication are performed mod 2.

We can do Boolean logic as arithmetic in [,. In Table 2.1 it can be seen that
addition can be implemented using the bitwise XOR (A) operator and multipli-
cation by the bitwise AND (&) operators found in most programming languages.
If an implementation only required operations on 1-bit field elements, a similar
subtraction and division table could be constructed, where it would quickly be
seen that addition and subtraction are identical over [,. The division table is iden-
tical to the multiplication table, except that division by zero would not be allowed.
Performing calculations in the 1-bit binary field would however not yield very
efficient implementations, as most hardware does not naively support a 1 bit data
type, i.e. most computer hardware is optimized for operating on 8, 16, 32, or 64 bit
data types. Applications working with [, therefore typically perform computations
using vectors of 1 bit field elements to make better use of the underlying hardware.
For a range of reasons that depend on the application, it may be desirable to
increase the field size and a common way of achieving this is by extending the field.

While F, is easy to work in, it does not give us a lot of choices. Recall that
our goal in NC is to create systems of linear equations that can be solved with
Gauss-Jordan elimination. If we are operating in F,, then we do not have many
choices. For example, if we want to make equations involving two variables x and
y, then our only choice isx + y, where the coefficient for each variable is 1. The lack
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of options quickly becomes a problem. Indeed, many of the issues with traditional
coding techniques center around the fact that they operate over binary fields and
are therefore severely limited in their constructions. They end up having to create
complicated schemes because they remain stubbornly binary.

How can we move away from having almost no choices? We need to grow the
number of elements in a field, the size, or cardinality, also called order of the
field. When working with higher order fields, many advantages naturally present
themselves. For example, we will see that in a finite field of order g, the fraction
of all matrices that are invertible, and therefore have uniquely solvable equations,
is approximately 1 —1/q. For binary, this means about half of all systems of
linear equations are not solvable. As the field’s order increases, this fraction goes
to 0, which is a fundamental property underlying the utility of Random Linear
Network Coding (RLNC) when deployed with fields operating on data frames of
bytes or bigger. When working in an extension field on bytes, which consist of
8 bits, the approximation says that 100(1 — 27%)% > 99.6% of randomly selected
matrices are invertible.

We have two ways of growing the order of our fields. The first is to stay with
prime fields, which we have developed, and make the prime larger. The second
is extension fields, where we are going to start with a prime, commonly just 2,
and create from it a larger order field through the use of polynomial represen-
tations and arithmetic. Polynomials can have degrees that have a natural, direct
engineering interpretation as delay.

Exercise 2.6

a) Write code that takes binary strings of length n and maps them to an integer
representation in {0,1,...,2" —1}.

b) Repeatedly randomly generate sets of K = 3 binary strings, each of length
n = 4 bits, and map them to integers, (X, X5), X3))- For the largest prime
g > 2" that minimizes the fractional loss, create two random K x K encod-
ing matrices in S by selecting the entries, %ij) and ﬁ(iJ) fori,je {1,...,K}
uniformly at random in S. Using multiplication mod g, empirically estab-
lish:

Payy  Bax [y %ax )Xo
Py b)) %) \ Xk

Bay  Pap [y 2an ) (Xo

Py Brx)\%xy) %))\ Xk
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In the erasure coding context, this means we can recode without having to
decode.

c) If @ and g entries are chosen uniformly at random, what is the empirical
frequency of the entries of the f times a matrix? Do each of the values in
S=1{0,1,...,9 — 1} seem to appear equally often or are some values more
prevalent.

2.6.2 Basics of Extension Fields

When implementing finite field operations the number of elements in a field can
be increased by using polynomials to represent the field elements. A nonzero poly-
nomial f(x) of degree m over a field F,.., where g is a prime and m > 1, has the
form

FO) =fo X"+ + X+ fix + S (2.4)

where the coefficients f; € F, for 0 <i < m. Polynomials essentially allow the
same arithmetic operations as integers; however, when polynomials are used, the
operations are performed mod-p(x), where p(x) is an irreducible polynomial. As
with a prime number, an irreducible polynomial is one that cannot be factored
into products of two polynomials. It can be shown that we may find irreducible
polynomials for any p and m [1, p. 28], which we will assume without proof.
For example x? + 6x + 9 is not an irreducible polynomial since (x + 3) - (x + 3) =
X2 +6x+9. However, x+1 is an irreducible polynomial since it cannot be
factorized.

Ordinary polynomial addition, i.e. without being in a finite field, is performed
component-wise, e.g. for two polynomials with a maximum degree of k

J00) = h(x) + g(x). (2.5)
k

f) =Y (b + g (2.6)
i=0

For ordinary polynomial multiplication, the coefficients of f(x) = h(x)g(x) are
determined by convolution, the resulting polynomial f(x) is of degree equal to the
sum of the degrees of h and g:

fi=Yhg 2.7)
j=0

which is called the convolution of the coefficients of h(x) and g(x). For readers used
to work in the transform domain, which we shall allude to again in Section 2.9, the
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connections between convolution and multiplication may be familiar (multiplica-
tion in the original domain of representation generally maps to convolution in the
transform domain and vice versa). There is no need, however, to be in any way
familiar with transforms to follow any of this presentation.

When working in an extension field, we calculate f(x)+g(x) as f(x)+
g(x) mod p(x), where p(x) is a polynomial of degree less than m that we will return
to soon. This uses the usual component-wise addition as given in Eq. (2.6), the
only difference is that each individual coefficient sum is modulo g, where g is the
prime used to establish the extension field rather than the polynomial p(x), i.e.
h; + g mod q.

The product h(x)g(x) in F; can be found by first multiplying h(x) and g(x) using
ordinary polynomial multiplication. Then we ensure that the resulting polyno-
mial f(x) has degree < m by reducing it modulo p(x). The modulo operation can
be implemented as polynomial long division, the natural extension of Euclidian
division, and then taking the remainder, which parallels the development for inte-
ger modulo arithmetic, and we will expand on that aspect soon. As for polynomial
addition, we must also ensure that all resulting coefficients are elements in IFq by
reducing them modulo q.

As all primes other than 2 are odd, and a positive integer power of an odd num-
ber is odd, only binary extension fields give us something evidently distinct from
the prime fields we have already considered.

2.6.3 Binary Extension Field

Of particular interest are binary extension fields, F,». These fields are common as
the binary representation allows efficient implementations in either software or
hardware. In the binary extension field, all field elements may be represented as
binary polynomials of degree at most m — 1:

Fyn = {fm—lxm_l +o L+ fix+f,  fi €0, 1}} :

In the binary extension field, all polynomial elements can be represented as m bit
binary numbers. It is important to notice the correspondence between the binary
and polynomial representation. The bits from right to left are the coefficients

Table 2.2 Example mapping between
polynomial and binary representation for a
polynomial in [Fs.

11010011
1x7 + 1x° 4+ 0x° 4+ 1x* + 0x® + 0x? + 1x + 1x°

XT+x0+xt+x+1
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Table 2.3 Field elements of the Galois field GF(23) in
polynomial and binary representation.

Fs = GF(2%)
Polynomial Binary Decimal
0 000 0
1 001 1
X 010 2
x+1 011 3
x2 100 4
xX2+1 101 5
X2 +x 110 6
X+x+1 111 7

of the powers of x in increasing order. Table 2.2 shows the direct mapping for a
polynomial in Fys.

As an example consider the field given by F,; in Table 2.3; in this case the field
will consist of 2* = 8 polynomial elements of degree < m.

The following table provides some examples of representations of elements of
F,s for you to fill in, with solutions in Section 2.10.

Polynomial Binary |Integer
X +x8+x+x+1
11001001
133
X+ X2 +x
00011001
8

Understanding the connection between the different representations will
be important to understand how finite fields are implemented in software. In
general, we can construct F, extension fields containing any 2™ number of
elements where m > 1. In an implementation, the field size can be chosen so
that the polynomial representation will fit into an available data type, e.g. F,s can
typically be represented in an unsigned char. For this reason, fields of 28,216, 232
elements are common choices.

For polynomials defined on an extension field F,., Eq. (2.6) tells us what
to do: for each x* we simply add the corresponding coefficients mod p. In a
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binary extension field p =2 and so we are reduced to doing binary evalua-
tions. Some examples to try:

a(x) b(x) (@ + b))
x7 4+ x° 4+ x? X4+ x° +x3+x2
X +x x3 + x?
x4+ x3 X +x+1
X +x2+x+1 x+1
X+ 4+ +x* 4+ X3 +x2+1| x*+x2+1

In the binary field, addition and subtraction are identical. Consequently, the
result of (a — b)(x) is the same as the result of (a + b)(x).

2.7 Polynomial Multiplication/Division

For ordinary polynomial multiplication without modulo the coefficients of f(x) =
h(x)g(x) are determined by convolution and the resulting polynomial f(x) is of
degree deg(h) + deg(g). Some examples to try, where the last one is the most inter-
esting:

a(x) bx) |a(x)bx)
x> +x x3 4+ x?
X' +x3 X +x+1
XB+x2+x+1| x+1

2.7.1 Binary Extension Field Multiplication

Polynomial multiplication in an extension field can be thought of as the multipli-
cation of the polynomials in the finite field restriction, followed by reduction to a
remainder with an irreducible polynomial. In the following example, it is shown
how to perform arithmetic operations on two polynomials from Table 2.3. The
irreducible polynomial p(x) = x> + x + 1 is used to ensure that all calculations are
within F,. Note, that coefficient operations are still performed in [, and we can
therefore use the addition table in Table 2.1 when adding coefficients and subse-
quently Eq. (2.5).

As mentioned, the modulo operation may be implemented using polynomial
long division, taking the remainder. As an example, the following computes the
polynomial long division of (x> + x) mod (x* +x + 1) shown in the multiplication
example from above:
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1 < quotient

Cax +1 X +x
X +x  +1

1 <« remainder

Walking through the above long division follows the natural extension of the
Euclidian division. We subtract x> +x + 1 from x* + x. Since the higher order
degree is the same in both polynomials, we do not need to multiply x> +x + 1
by a power of x before subtracting it. That is, the long division gives us the
representation (x> +x) = px) +1=(>+x+1) + 1.

If the highest degree of the polynomial we were subtracting (the dividing polyno-
mial) was less than the degree of the polynomial from which we are subtracting,
then we would have needed to multiply the dividing polynomial by a power of
x, say x* that made the two polynomials of the same power. That x* would be
recorded above the horizontal line. The remainder would be another polynomial,
and we would iterate long division on that new polynomial.

Armed with reduction mod p(x), we have some examples where p(x) = x> +
x+1.

Addition: (x*> + x+ 1) + (x> + 1) = x, since xmod (x> + x + 1) = x.
Subtraction: (x) — (x* 4+ x) = x?, since x>’ mod (& + x + 1) = x%.
Multiplication: (x> + x)- (x + 1) = 1, since (x* + x)mod (o> +x + 1) = 1.
Inversion: x ' =x?+1,sincex- (x> + )mod (x> + x + 1) = 1.
Division: x? /x = x, since x* - (* + 1)mod (x> + x + 1) = x.

More examples. Consider the irreducible polynomial p(x) = x*> + x* + 1 when
working in F,s. We have the polynomial multiplication

fO) = +x+ D2 +1)
=x+(1+1mod2)x> +x*+x+1
=X +xX*+x+1,
and so

f)modp(x) = (¢° +x* +x+ 1)mod (x° +x*> + 1) = x.
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As another example in Fys with p(x) = x> +x2 + 1,
[ = + 006 +x7)
=x" +x° +x*+x3,
and so
fx)modp(x) = (" +x5 +x* +x*)mod (° + x> + 1) = x* +x,

where when one writes out the long-division one finds a quotient of x? + x so that
fx) = (2 + x)p(x) + x* + x. One final example in F,s with p(x) = x° + x* + 1,

f0) =) +x+1)
=x +x*+x3,
and
fE)modp) = +x* +xX)mod (C+ x>+ D =x* + x> +x* +1,

and the quotient was 1.

2.7.2 Binary Extension Field Division

As with prime fields, division in an extension field is regarded as mul-
tiplication by an inverse. For example, in F,; where we are using p(x) =
x> +x? + 1, if we wish to compute (x* +x)/(x* + x?) mod p(x) we think of it as
@* +x) - (x* + x*)"! mod p(x). One can first verify that (x> +x*)' = x® +x+1)
by multiplication

o +x3)-(* +x+ 1) modpx) =x>+x*mod (x° +x* + 1) = 1.
and then evaluate
ot +x) -0 + %) mod p(x) = (¢* +x) - (x* + x + 1) mod p(x)
=x0+xX° +x*+ x> +x* +xmod (o° + x> + 1)
=x*+1

Exercise 2.7

By hand, execute Euclidian division for a polynomial where the divisor poly-
nomial has a degree strictly smaller than the dividing polynomial for two
examples, where the arithmetic is in different finite prime fields for the two
examples.

2.8 Primitive Polynomials

In addition to the polynomial, binary, and decimal representation of the binary
field elements shown in Table 2.3, in certain cases we may be able to use an
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alternative representation utilizing two useful properties of binary extension
fields, namely primitive polynomials and primitive elements.

For an irreducible polynomial p(x) defined in F,» we investigate the result of
x mod p(x), where j € {0,1, ..., c0}. We will find that the modulo operation will
only produce a finite number of elements, e.g. for p(x) = x> + x + 1 we obtain:

x° mod p(x) = 1. (2.8)
x! mod p(x) = x. (2.9)
x? mod p(x) = x%. (2.10)
x> mod p(x) = x + 1. (2.11)
x* mod p(x) = x* + x. (2.12)
x> mod p(x) = x* + x + 1. (2.13)
x% mod p(x) = x* + 1. (2.14)
x” mod p(x) = 1. (2.15)
x® mod p(x) = x. (2.16)

As shown in Eq. (2.8)-(2.16) we obtain only a limited number of remainders from
the modulo operation. The number of unique field elements generated by a poly-
nomial is denoted by the polynomial’s period. In general, we say that the period
is the smallest nonzero number P such that:

xF mod p(x) = 1 mod p(x),
where the maximum period that may be obtained for a polynomial of degree m is
Ppge =2 — 1.

If a polynomial has a period P,,,, we denote it as a primitive polynomial.

Correspondingly, any element a for which increasing powers generates all
nonzero elements of a given field is called a primitive element. Note, that for
all primitive polynomials, x is a primitive element. All primitive polynomials are
irreducible. However, not all irreducible polynomials are primitive. This means
that by choosing an arbitrary irreducible polynomial we may risk that we cannot
generate all field elements as the element x is raised to some power j. An example
of an irreducible polynomial which is not primitive is p(x) = x* + x> + x> + x + 1,
where P,,,, =2*—1=15:

x° mod p(x) = 1. (2.17)

x! mod p(x) = x. (2.18)
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x? mod p(x) = x%. (2.19)
x* mod p(x) = x°. (2.20)
X*modpx) =x>+x>+x+1. (2.21)
x> mod p(x) = 1. (2.22)

x5 mod p(x) = x. (2.23)

In this case, p(x) does not generate the P,,,, unique elements and is therefore not
primitive. For more information on this topic see [2, pp. 25-54].

We will refer to the ¥/ as the power representation of the corresponding
polynomial element. The advantage of primitive polynomials and elements is
that using the power representation, the product or division of two field elements
is reduced to summing or subtracting the exponent values modulo 2™ — 1, where
m is the degree of the primitive polynomial. This may in many cases be computed
faster than a direct multiplication or division of two binary polynomials. This is
shown for multiplication in the following example, using p(x) = x*> + x + 1 from
above. Note that the degree here is m = 3, s0 2™ — 1 = 7. Consider

a@) = (x> +1)- (2 +x + 1) mod p(x).
Using the mapping from Eq. (2.14) and (2.13):
a(x) = x°-x° mod p(x)
a(x) = x®+>md 7 mod p(x)
a(x) = x* mod p(x).
Mapping back to polynomial representation using Eq. (2.12):
ax) =x* +x.

Algorithms using finite field arithmetic can, in certain cases, increase performance
by utilizing lookup tables with the mapping between the polynomial representa-
tion and the power representation.

2.9 Polynomials in Delay - Data Streams

We have seen polynomials used in extension fields. There is another way to use
polynomials. With the finite fields we have presented, whether it be a prime field
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or an extension field, we were manipulating scalars. The only tricky part was to
define the operations of those scalars in a way that made sense.

In NC, we may want to code together streams of data by combining across
time. For example, we may want to sum together data in a stream with data in the
same stream but with a delay of 1, 3, or 5 time units. The coding operations will
themselves take place over a finite field, say prime field or extension field, such
as we defined before. We see that this is a way also of extending the number of
possibilities for our operations. The cardinality is now unbounded — we can have
a system that will, theoretically, reach infinitely far into the past (we generally
consider causal systems, so we do not combine with the future).

In order to indicate that we delay by k time-steps, we shall use the notation DF,
where D can be thought of as delay. This notation is borrowed from circuit design,
where a single shift of a shift register is denoted by a multiplication by D. Thus, a
single shift (delay) in time is a multiplication in D. Delaying by two is applying a
delay twice, so multiplying by D twice, hence is multiplying by D?, and so on.

The data will itself be represented as a polynomial, with the coefficient of degree
k representing the data k time steps ago.

So, we would represent a string of data (where time is moving backwards) x =
(X9, X1, %, ...) as X(D) = x, + X; - D + x; - D* + - - -. This notion may be new or may
have appeared to readers with different backgrounds under different guises. Elec-
trical engineers who have done circuit design may have seen this delay notation. In
signal processing, the delay notion is inherently important and may have been seen
as the z-transform. For people with a background in probability, the z-transform
may have been seen as the moment generating function for a discrete probabil-
ity mass function. Depending on how you may have been introduced to the z-
transform, you may have seen the role of D as being that of z or 771

We can create now what is called a polynomial ring that we denote F,(D),
where we assume a prime field, but we could expand this to an extension field.
If you have a background in coding, you may recognize this as the structure of a
convolutional code (there the D becomes an x). We can multiply together polyno-
mials in the usual way, and the arithmetic used to compute the coefficients of the
polynomial is done in [,. Note that this is different from an extension field as we
are not taking modulo a polynomial.

For example, suppose that, in binary, we sum data with a delay of 1, 3, or 5 time
units, as mentioned at the start of this section. We would then have that the result
of applying that code to the data stream x(D) would be:

x(D)-(D + D* 4+ D°).

In this case, we consider the ring F,(D).
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2.10 Solutions

The completion of the table in Section 2.6.3 is as follows.

Polynomial Binary |Integer
X7 +x° +x* +x+1({11010011| 211
X" +x°+x3+1 (11001001| 201
X +x2+x 10000110| 133
X x4 x 00010110 22
X*HxP+1 00011001 25
x3 00001000 8

Example additions/subtractions:
T+ 4+ + X+ + X3+ =0+ Dx” +x° +x°
+3 4+ 1+ x* + (1 + Dx?
=x0 4+ +°.
O +x) + 03 +x2) =x> +x3 +x* +xt.
T+ +0+x+ D=0+ +x3+x+1
=X +x+1.
C+X+x+D+x+D =X+ +Q+x+1A+ D1
=x +x2.
T+ +X +x + X3+ + D+ + X2+ D) =x" +x5 +%°
+A+Dx* 4+ +Q+D2+ A+ D1
=x"+x5+x° +x°.
Example multiplications
o +x0)03 +x%) =x8 +x7 +x* + x5
O+ +x+1D) =x* + x5 X7+ xt X

A+ +x+DE+1x+ A+ + QA+ D2+ A+ Dx+1=x*+1.

2.11 Summary

Finite field arithmetic underlies network coding. As a practical guide to network
coding, we provide an essential, engineering-centric study on this topic in
Chapter 2. Focusing on division in finite fields and the concept of multiplicative
inverse, we strive to maintain a balance between the mathematics underpinning
them and how they are used in the context of network coding. We cover prime
fields, extension fields, and binary extension fields to make this learning process
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easy to follow. If some of the concepts in this chapter are familiar to you, we
expect them to serve as a refresher for everyone and provide insights into their
application to network coding. By now, you should be able to:

(A) Perform arithmetic operations in finite fields.
(B) Find multiplicative inverses and perform division.
(C) Understand the use of primitive polynomials.

Additional Reading Materials

For Linear algebra, we recommend [3]. For the connection between finite fields
and error correction, [4] is a great resource.
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Finite Field Implementations for Network Coding*

Creating efficient finite field implementations has been an active research topic
for several decades. Many applications in areas such as cryptography, signal pro-
cessing, erasure coding, and now also network coding depend on this research to
deliver satisfactory performance. The efficient implementation of the arithmetic
operations in software are complicated for a number of reasons, for example:

e As shown in Chapter 2, all arithmetic operations must be performed modulo
some prime p or irreducible polynomial p(x). For integers and the polynomial
coefficients, not in the binary field, the modulo operation is typically performed
using an integer division which has a particular high latency on most Central
Processing Units (CPUs). Furthermore for polynomials, in all fields, the modulo
operation must be performed after multiplication and division (where division is
typically implemented using multiplication with the inverse element) to ensure
that the resulting polynomials degree is within the field.

o For prime fields and extension fields where the binary representation of the
field elements does not fit the typically available data types, e.g. char, short, int,
etc., fully utilizing the underlying hardware is typically hard, as most CPUs are
designed for 8,16, 32, or 64 bit data. Therefore, in practice, operating on data
which is not byte-aligned requires bit-masking and bit-shifting, making opera-
tions slower.

In this chapter, we present a selected number of methods and algorithms that
have been proposed for creating efficient finite field implementations. Besides
the ones covered here, a large amount of additional algorithms exist in current
literature. Many of these are optimized for specific use cases, e.g. within the field
of cryptography and thus requiring extremely large field elements (of the order
of hundreds of bits per element), and are therefore not directly useful in Network
Coding (NC) applications, where lower field sizes typically are sufficient [1].
Therefore, this chapter attempts to cover the ones most widely proposed and used

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
© 2025 The Institute of Electrical and Electronics Engineers, Inc. Published 2025 by John Wiley & Sons, Inc.
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for NC applications. Armed with the description of the algorithms given here, it
is possible to leverage public libraries, e.g. [2], to implement them.

As we will see finite fields may be implemented in a number of different ways,
and in general one cannot point out a single superior approach covering all possi-
ble use cases. Different applications often have different requirements, and for NC
some of the factors typically impacting the choice of implementation are:

Field size: Depending on the network topology we may require a finite field of a
certain size, see [1] and [3] for more information.

Memory consumption: On memory-constrained devices, algorithms with a lim-
ited memory consumption may be a requirement.

Speed: We may wish to optimize the algorithms for speed, in which case we simply
want an as fast as possible implementation.

In addition to specific algorithmic optimizations several researchers also deal with
platform-specific optimizations such as parallelism on multicore architectures or
utilizing the computational capabilities of Graphics Processing Units (GPUs). An
overview of this type of optimizations with a focus on NC applications is given
in [4].

The algorithms covered here fall in the three categories depicted in Fig. 3.1. To
avoid misunderstandings and make the descriptions clearer, we will use the fol-
lowing terms and definitions: We assume that an implementation platform has a
W-bit architecture, where W is a multiple of 8 (today, typically architectures are
8, 16, 32, and 64 bit). The bits of a W-bit word U are numbered from 0 to W — 1,
with the rightmost bit of U denoted bit 0. We will assume Little-endian byte order
when addressing multi-byte data, i.e. least significant byte first, as shown in the
following example for W = 32:

31 2423 16 15 8 7 0

tor1011r1j0ror1o0111{11110010({10111110

4th byte 3rd byte 2nd byte Ist byte

« increasing addresses

Finite fields implementation for network coding

Binary field Binary field Binary field

£y Fom Fp

Figure 3.1 Finite fields commonly used in network coding implementations.
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3.1 Binary Field Implementations

The following symbols will be used to denote different operations on words U
and V:

UAV bitwise exclusive or (XOR)

U&V bitwise and (AND)

U>i Right shift U by i positions, with the i high-order bits set to 0
Uxi Left shift U by i positions, with the i low-order bits set to 0
U%V Compute the modulo between U and V

3.1 Binary Field Implementations

The binary field F,, consisting of the two elements {0, 1}, has been widely used,
not only in network coding implementations but also in various other fountain
code-based systems [5, 6]. The use of the binary field is in many cases advanta-
geous since it allows computationally efficient implementations, though there are
other drawbacks. When working in the binary field we may utilize the underlying
hardware perfectly by operating on vectors of field elements at a time. As an
example, we may consider an 8 bit data type (e.g. an unsigned char) as a vector of
eight field elements, i.e. with each bit representing an element with value 0 or 1.
Pairwise addition of two vectors of eight elements can then be implemented using
a single XOR operation of two unsigned char variables. Recall from Section 2.4
that all operations in F, may be implemented either using the bitwise XOR or
AND operators. These operations may typically be performed using a single
fast CPU instruction yielding fast implementations. Network coding algorithms
using this field can be found in [7].

Listing 3.1 Addition and subtraction in F,

def binary_add_subtract(a,b):

nnn

Add or subtracts two vectors of 1 bit field
elements packed in two W-bit words.

a, the first field element
b, the second field element

returna b

Note that we did not show an algorithm for division here. The reason is that
division is only defined for nonzero elements in any field, i.e. division by zero is
not allowed. Since we are working in the binary field, the only nonzero element is
1, where1/1 =1.
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Listing 3.2 Multiplication in [,

def binary_multiply(a,b):

Multiplies two vectors of 1 bit field
elements packed in two W-bit words.

a, the first field element
b, the second field element

returna & b

As mentioned, to better match the supported operations of the underlying hard-
ware when working in [,, we typically do calculations on vectors of multiple 1 bit
elements. As an example, if using a W = 32 bit architecture using a 32 bit data type
would allow adding, subtraction, or multiplying up to 32 field elements at a time
using a single @ or & operation. The following examples show these operations
for a number of W = 8 bit vectors:

e Addition: 11011001 & 01011011 = 10000010.
e Subtraction: 01001101 & 00011001 = 01010100.
e Multiplication: 11001011 & 01001010 = 01001010.

We have omitted division for the reasons explained in Section 3.1.

3.2 Binary Extension Field Implementations

In NC the binary extension field is one of the most commonly used. This is
mainly driven by the fact that the density of invertible sets of linear equations
increases with field size and, indeed, higher field sizes are required to get the full
benefit of NC in some network topologies. Higher order fields, particularly those
of modest order, which are sufficient for practical purposes, still allow efficient
implementation.

As we will see in what follows, working in an extension field requires more
complex algorithms for multiplication and division operations, when compared
to the basic binary field. This added complexity is mainly introduced by the
polynomial representation used to create the extension field. To combat that,
the common strategy is to use lookup tables to fetch precomputed results of the
division or multiplication operations. While in most cases that approach can out-
perform algorithms calculating the results “on the fly,” its performance becomes
largely platform dependent, e.g. on CPU cache sizes, memory prefetching, etc. [8].
Furthermore on some resource-constrained devices, such as sensor boards, using
several kilo Bytes (kB) for a lookup table may be an unacceptable requirement.
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3.2 Binary Extension Field Implementations

In the following we will first provide algorithms for directly computing the
result of the different arithmetic operations, we will refer to these as “runtime”
algorithms. Following this, we will present a number of methods for implement-
ing multiplication and division using precomputed lookup tables, we will refer to
these as “off-the-shelf” algorithms.

3.2.1 Runtime Addition and Subtraction

As previously shown in Section 2.6.2, addition and subtraction using the polyno-
mial representation is done element-wise for the coefficients of the polynomials,
and since the coefficients in the binary extension field are members of the binary
field F,, this means that addition and subtraction may be implemented using the
XOR operation.

Listing 3.3 Addition and subtraction in F,.

def binary_extension_add_subtract(a, b):

Add or subtracts two W-bit field
elements.

a, the first field element
b, the second field element

returna " b

As the degree of the resulting polynomial c(x) cannot exceed the degree of the
chosen prime polynomial, no further computations are needed.

As an example, consider a W = 8 bit architecture with the two polynomials
ax) = x7 + x5 +x? and b(x) = x” + x> + x> + x* with the binary representation of
11000100 and 10101100, respectively.

e Addition or subtraction: 11000100 & 10101100 = 01101000.
The result may be confirmed by adding the two polynomials directly:
cx) = (7 + x5 +x) 4+ 7 + X + x> +x%)
=10 +xX°+xX° +xX° + 1 @ 1x?
=x0+x° +X°,

where x® + x> + x* has the anticipated binary representation 01101000.

3.2.2 Runtime Multiplication and Division

Compared to the straightforward implementation of addition and subtraction,
multiplication and division require substantially more computation, as shown
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in the following algorithm. This also illustrates why using precomputed lookup
tables can increase performance.

The central idea behind the following algorithm is to perform multiplication one
factor at a time, while ensuring that the resulting polynomial in each step has a
degree < m. As an example, given the two polynomials a(x) = x> +x + 1, b(x) =
x? + 1 and an irreducible polynomial p(x) = x> + x> + 1, we want to compute the
result c(x) = a(x) - b(x):

)= +x+1) -2 +1)
=X+ +x2 +x+1
=X +xX*+x+1. (3.1)
As the degree of c(x) equals m, we perform the modulo operation using the irre-
ducible polynomial p(x)

c(x) = x° + x* + x + 1 mod p(x)
c(x) = x mod p(x). (3.2)

To implement this in practice we need the following two operations.

Multiplication with x: We perform the multiplication of the two polynomials
using three iterations of the algorithm equivalent to the following:

)= +x+1) -0 - D+ +x+1) - -0+ +x+1)-°-1).

iteration3 iteration2 iterationl

A key part of understanding the algorithm is to notice that in each iteration we
multiply a(x) with an increasing power of x from b(x). However, as shown in “it-
eration 2” we only use the result if the corresponding coefficient b(x) is nonzero.
Using this approach we perform the multiplication by iterating through the
binary representation of b(x), while in every step multiplying a(x) with x and
if necessary reducing the result modulo p(x). Where the multiplication with x is
equivalent to a left bit-shift. For example, taking a(x) from the example we see
that:

x4+ > +x+1)-x->xt+x2 +x
—_—— —  —— N———
00001011 000010111 00010110
Multiplying a(x) with x? is equivalent to performing two bit-shifts and so
forth.
Modulo reduction with p(x): During each iteration of the algorithm we have to
ensure that the degree of the resulting polynomial stays below m. In the cases
where when the degree of the result polynomial reaches m, we must perform
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the modulo reduction with the irreducible polynomial p(x). In the example, this
occurs after “iteration 3.” From the example, we have the desired result:

cx)=x"+x*+x+1modx’ +x*+1=x.

As both polynomials in this case have degree m, the modulo operation may
be performed using a single subtraction. We know from Section 3.2.1 that the
subtraction in the binary extension field may be implemented using an XOR
between the binary representation of the two polynomials:

00100111 6 00100101 = 00000010.

The above result may also be verified using polynomial long division, and is
equivalent to:

I < quotient

X < remainder

Where we can verify that the remainder x indeed has the binary representation
00000010.

The following example! shows steps of the algorithm for the inputa = x* + x + 1
andb=x+1:

Listing 3.4 Runtime multiplication algorithm for F,.

def online_simple_multiply(a, b, p, m):
Performs the simple online multiply algorithm in the
2"m extension field

3, the first polynomial

b, the second polynomial

p, the irreducible polynomial

m, the degree of the irreducible polynomial

ifa==0orb==0:

1 This implementation may not be suitable for use in certain cryptographic schemes as we stop
the for loop as soon as possible, which may make the code vulnerable to timing attacks.
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return O

# Mask to check if the degree is about to reach m
mask = 1 << (m-1)

highbit = 0

# The resulting polynomial

c=0
for i in range(m):

ifb==0:
break

ifb & 1:
c=c"a

highbit = a & mask

a=a<<1
b=b<<1

if highbit:
a=a’p

return c

The following shows the iterations of the algorithm using the example given in
Eq. (3.1), where a(x) = x> + x + 1, b(x) = x*> + 1, and p(x) = x°> + x*> + 1. The input
to the algorithm is the decimal representation of the polynomials as shown in

Table 2.3.

Initialization:
a=11
p=37

Iteration 1:
a=22
p =37

Iteration 2:

a=9
p=37

b=5
m=5
b=2
m=5
b =
m=5

c=0
mask = 16

c=11
mask = 16

c=11
mask = 16

highbit = 0
highbit = 0
highbit = 1
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Iteration 3:

a=18 b=0 c=2 highbit =0
p=37 m=>5 mask = 16

In “iteration 3” we hit the terminating condition b equal 0. We see that the result-
ing polynomial is ¢ = 2, which corresponds to 00000010 in binary or c¢(x) = x as a
polynomial and matches our calculations in Eq. (3.2).

3.2.3 Runtime Division Algorithm

We now define the algorithm used for division, to do this we have to recall the
discussion presented in Section 2.3. It points to the fact that division may be imple-
mented in terms of multiplication with the inverse element, i.e.

_ax)

 b()

will be calculated as:

c(x)

c(x) = a(x) - b(x)™L.

As we already have defined an algorithm for multiplication, we only need to find
an algorithm to determine the inverse of an element in the binary extension field.
A common way to implement this is to use the Pulverizer, that is the extended
Euclidean algorithm, but with polynomials. The Pulverizer calculates the Greatest
Common Divisor (GCD) of two polynomials, but also finds two additional polyno-
mials u(x) and v(x) such that:

ged (a(x), b(x)) = a(x) - u(x) + b(x) - v(x).

Using this equation, we can find the GCD of two arbitrary polynomials. However,
if we choose the field’s irreducible polynomial as one of the input polynomials to
the algorithm, we get the following result:

ged = a(x) - u(x) + p(x) - v(x) = 1 mod p(x)
ged = a(x) - u(x) = 1 mod p(x).

As p(x) is an irreducible polynomial, the GCD will always be 1. Furthermore, as
we are working mod p(x) any multiple of p(x) will be zero. We therefore see that
u(x) will represent the inverse of a(x).

The following algorithm calculates the inverse polynomial by utilizing the fact
that the GCD between two polynomials does not change when subtracting one
from the other. This algorithm, and the extended Euclidean algorithm applied to
polynomials from which it is derived, is described in more detail in Section 3.3.
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Listing 3.5 Runtime inverse algorithm for F,.

def online_simple_inverse(a, p):

Finds the inverse of a polynomial a(x) in
the 2"m extension field

a, the polynomial whos inverse we want
p, the irreducible polynomial

ifa==1:
return 1

r_large=p
r small =a

y large=0
y small=1

j=0
while(r_large = 1):

j = find_degree(r_large) — find_degree(r_small)
ifj<0:
r_large, r_small = r_small, r_large
y_large,y_small =y small, y_large
j = abs(j)

r_large =r_large " (r_small << j)
y_large =y _large " (y_small << j)

return y_large

Note that the algorithm requires the degree of the resulting polynomials to be
known. A suitable function for that purpose may be derived by iterating over the
binary representation of each polynomial. Code for such a function may be found
in Section 3.3.1.

The division algorithm may now be implemented in terms of the multiplication
and inverse algorithms as shown in the following:

Listing 3.6 Runtime divide algorithm for [,

def online_simple_divide(a, b, p, m):

Divides the two input polynomials and find the resulting
polynomial in the 2°m extension field
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a, the numerator polynomial

b, the denominator polynomial

p, the prime polynomial

m, the degree of the prime polynomial

inverse = online_simple_inverse(b,p)
return online_simple_multiply(inverse, a, p, m)

As the division algorithm is simply composed using the multiplication and
inverse algorithm, we will only show an example of the inverse algorithm here.
In the following iterations, we find the inverse of a(x) = x> +x+ 1 using the
irreducible polynomial p(x) = x> + x? + 1. As with the multiplication, the input
to the algorithm is specified using the decimal representation of the polynomials:

Initialization:
r_large =37 y_large =0 a=11 p=37
r_small =11 y_small =1 p=37
Iteration 1:
r_large =9 y_large =4 a=11 p=37
r_small =11 y_small =1 p=37
Iteration 2:
r_large =2 y_large =5 a=11 p=237
r_small =11 y_small =1 p=37
Iteration 3:
r_large =3 y_large =21 a=11 p=37
r_small =2 y_small =5 p=37
Iteration 4:
r_large =1 y_large =16 a=11 p=37
r small =2 y_small =5 p=37
In “iteration 4” we hit the terminating condition r_large = 1, in this case, the
algorithm will have calculated the inverse polynomial in the variable y_large,

which in this case contains the decimal value 16 that represents the polynomial
u(x) = x*. We may now check that this indeed is the inverse of a(x), such that

a(x) - u(x) = 1 mod p(x).



66

N

© ® N o u AW

10

3 Finite Field Implementations for Network Coding*

We check by inserting the two polynomials,

3 +x+1)- (¢ =1mod p(x)
(3.3)
(34)

X" +x° +x* = 1 mod p(x)
1=1.
The steps given in Egs. (3.3) and (3.4) are calculated by reducing the polynomial

X7 + x> + x* by the irreducible polynomial p(x) = x° + x? + 1. We may verify this
using polynomial long division,

x* +1 < quotient
X+xr+1 X'+ +xt
x! +x* +x2
> +x2
e +x2 +1
1 < remainder

3.2.4 Full Multiplication Table

As seen in section 3.2.2, the multiplication of two elements may require a signif-
icant number of operations. To avoid this we may instead precompute the results
and at runtime use a lookup table to find the results. In this way, we may reduce
the number of operations needed per multiplication at the cost of higher memory
consumption. The lookup table may be computed using the iterative multiplica-
tion and division algorithms given in the previous section.

Listing 3.7 Creates a full multiplication and division table for F,.

def create_full_table(p,m):

Precomputes and creates two lookup table for multiplying
and dividing elements in a given 2°m binary extension field.

p, the irreducible polynomial used

m, the degree of the irreducible polynomial

# The number of elements in the field
order=1<<m
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# Allocate the two tables
multtable = [O]*xorderxorder
divitable = [0]xorderxorder

for i in range(order):
offset =i x order

for j in range(order):
multtable[offset+j] = online_simple_multiply(i, j, p, m)

if j == 0: # Cannot divide by zero
continue

divitable[offset+j] = online_simple_divide(i, j, p, m)

return (multtable, divitable)

Multiplying or dividing two field elements may now be evaluated using a lookup
into either the multiplication or division table, as shown in Listing 3.8.

Listing 3.8 Example lookup function for the full multiplication or division tables
created in F,n

def multdiv_full_table(a,b,t,m):
Multiplies/divides two binary extension field elements using the
precompute lookup table.
For each element there are 2"m results, this is used to
index into the table

3, the first polynomial

b, the second polynomial

t, the precomputed lookup table

m, the degree of the irreducible polynomial

return t[(a << m) + b]

Memory consumption: As seen, the full multiplication and division tables have
a highly attractive complexity, requiring only a single bit-shift, addition, and
memory lookup to perform either a multiplication or division. However, the
low complexity comes with a higher memory consumption. With the field F,n,
the table will contain 2™ - 2™ = 22" elements, where each element consumes m
bits storage. Computing the total storage for both a multiplication and division
table we get 22" m /8 bytes.
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3.2.5 Log and AntiLog Table

One way to reduce the memory footprint of the full table-based multiplication
and division is to construct the lookup table utilizing the power representation
of the finite field elements introduced in Section 2.8. This type of implementation
is called the Log/AntiLog method in literature. In the following example, we will
produce such a lookup table for primitive polynomial p(x) = x* + x + 1.

From Section 2.8 we have the following possible representations for the field
elements:

This basicidea is to create a mapping from the binary or integer representation to
the exponent in the power representation and from the exponent in the power rep-
resentation back. In this example [,s, these are shown in Table 3.2. Using Table 3.2,
we see that the Log table maps between the decimal value of an element and its
corresponding exponent in the power representation, such that

Log[5] =6,

which we can verify using Table 3.1 which shows that the decimal value 5 has
the power representation x%. Correspondingly, the AntiLog table maps from the
exponent value in the power representation to the decimal representation,

AntiLog[6] = 5.

This may now be availed of by using the values in Table 3.2, such that multipli-
cation and division becomes:

5 % 3 = AntiLog[Log[5] + Log[3] mod 7]
= AntiLog[6 + 3 mod 7]
= AntiLog[2] = 4

Table 3.1 Different representations of the elements of the finite field F;.

Power Polynomial Binary Decimal
0 0 000 0
x° 1 001 1
x! X 010 2
x? x2 100 4
x3 x+1 011 3
x* X +x 110 6
x5 X +x+1 111 7
x5 x2+1 101 5
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Table 3.2 Logarithmic tables for the finite field F.

Index 0 1 2 3
Log — 0 1 3
AntiLog 1 2 4 3

2 % 4 = AntiLog[Log[2] + Log[4] mod 7]
= AntiLog[1 + 2 mod 7]
= AntiLog[3] = 3
6/3 = AntiLog[Log[6] — Log[3] mod 7]
= AntiLog[4 — 3 mod 7]
= AntiLog[1] =2
2/7 = AntiLog[Log[2] — Log[7] mod 7]
= AntiLog[1 — 5mod 7]
= AntiLog[3] = 3.

As shown, we can find the power representation for the field elements by calcu-
lating the j™* power of the primitive element x. In the following code listing, we
construct the Log and AntiLog tables using the runtime multiplication algorithm
to repeatedly multiply x by itself and find the corresponding field elements.

Listing 3.9 Creates the Log and AntiLog tables for F,.,

def create_log_table(p,m):

wnn

Creates the Log and AntiLog tables mapping between power
representation and decimal/binary representation in a

given 2°m binary extension field.

p, the primitive polynomial used

m, the degree of the primitive polynomial
# The number of elements in the field
order=1<<m

# Allocate the two tables

log = [None]*order

antilog = [None]xorder

# Initial value corresponds to x"0
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power =1
for i in range(order—1):

log[power] =i
antilog[i] = power

# 2 is the decimal representation of the polynomial
# element 'x’

power = online_simple_multiply(2, power, p, m)

return (log, antilog)

For multiplication we can use the Log and AntiLog tables as follows:

Listing 3.10 Multiplication using the Log and AntiLog tables for F,.

def multiply_log_table(a,b,log,antilog,m):

Multiplies two field elements using the
precompute lookup table.

a, the first field element

b, the second field element

log, the precomputed Log lookup table
antilog, the precomputed AntiLog lookup table
m, the degree of the irreducible polynomial

ifa==0orb==0:
return O

# Calculate the exponent sum modulo the field
#order — 1
exp_sum = (log[a] + log[b]) % (2"m — 1)

return antilog[exp_sum]

We have also seen that division using the Log and AntiLog tables is similar to
multiplication, but uses subtraction of exponent values instead of addition:

Listing 3.11 Division using the Log and AntiLog tables for F,.

def divide_log_table(a,b,log,antilog,m):

Divides two field elements using the
precompute lookup table.

a, the numerator field element
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b, the denomiator field element

log, the precomputed Log lookup table
antilog, the precomputed AntiLog lookup table
m, the degree of the irreducible polynomial

# No division by zero
assert(b > 0)

ifa==0:
return O

# Calculate the exponent sum modulo the field
#order — 1
exp_sum = (log[a] — log[b]) % (2"m — 1)

return antilog[exp_sum]

Removing modulo operator: A performance bottleneck in the presented algo-

rithm is the use of the modulo operator to reduce the exponent sum. Since the
modulo operator typically requires significantly more CPU cycles to perform
than addition and subtraction, performance can be improved by avoiding its
use. Here we assume that the implementation uses a finite precision-type sys-
tem with C/C++ compatible unsigned integer overflow rules. We first note that
if the exponent sum overflows, we can detect it as follows. The exponent sum of
two W-bit unsigned integers is bound by s = a + b < 2"*1, in case of an over-
flow we have 2% < a + b < 2"*! in which case the leading bit in the W + 1 bit
representation of the sum equals 1, since this high bit cannot be represented in
the W bit representation IT, will be discarded. Discarding the high means that
s < a and s < b, which can easily be checked.
After detecting the overflow we have to ensure that the modulo reduction is per-
formed correctly. We do this by noticing that if an overflow occurs, this is equiv-
alent to subtracting 2% from the sum. However, since we work mod (2% — 1),
we have to compensate by adding 1 to the resulting sum. If no overflow occurs,
we do not have to perform any operations.

Memory consumption: Both the Log and AntiLog tables will contain a single
entry for each element in the used field. In general a F,~ field has 2™ elements
of m bits. Thus the total memory consumption for both the Log and AntiLog
tables becomes 2™*!'m/8 bytes.

3.2.6 Extended Log and AntiLog Table

In the previous section, we showed how to construct the Log and AntiLog
tables and also discussed how the modulo operator could be avoided to increase
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performance. A different approach to handle overflows in the exponent sum is to
extend the tables to handle this situation. The following optimization is based on
the fact that the maximum exponent is given as e,,,, = 2" — 2 and the minimum
exponent is given as e,,;, = 0. Thus, we have the maximum exponent sum as:

Sum,,,, = (2™ —2)+ 2" —-2)=2"" 4,
Likewise the minimum exponent sum can be calculated as:

sum,;,, =0—- (2" -2)=2-2"
Accepting increased memory consumption, we may extend the AntiLog table to
handle all possible sums. The following AntiLog table extends the example given
in Table 3.2 for p(x) = x> +x + 1:

To understand the mapping recall that we are computing the sum modulo
2™ — 1. In the example this yields:

—6mod7 =1 3.5)
—5mod7 =2 (3.6)

3.7
1l1mod7 =4 (3.8)
12mod 7 = 5. 3.9

From Eq. (3.5) we see that index —6 should map to the same element as index 1,
Eq. (3.6) shows index —5 maps to the same element as index 2, and so forth. We
can verify these results in Table 3.3 by checking that e.g. index —6 and 1 both map
to the same element. We may now rewrite the examples from Section 3.2.5 without
the mod operator:
5 % 3 = AntiLog[Log[5] + Log[3]]
= AntiLog[6 + 3]
= AntiLog[9] = 4.

2 % 4 = AntiLog[Log[2] + Log[4]]
= AntiLog[1 + 2]
= AntiLog[3] = 3.

Table 3.3 Extended Antilog tables for the finite field F,s.
Index 6 5 4 3 2 -1 0 1 2 3 4 5 6 7 8 9 10 11 12
AntiLog|2 [4 [3[6 7[5 [1]2]4]3]6|7][5][1]2][4a]3 [6 |7 ]
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6/3 = AntiLog[Log[6] — Log[3]]
= AntiLog[4 — 3]
= AntiLog[1] = 2.

2/7 = AntiLog[Log[2] — Log[7]]
= AntiLog[1 — 5]
= AntiLog[—4] = 3.
The following function shows how the extended Log and AntiLog tables may be

created:

Listing 3.12 Creates the extended Log and AntiLog tables for F,.

def create_extended_log_table(p,m):

Creates the extended Log and AntiLog tables mapping between power
representation and decimal/binary representation in a
given 2"m binary extension field.

p, the primitive polynomial used
m, the degree of the primitive polynomial

# The number of elements in the field
order=1<<m

# Allocate the two tables
log = [None] * order
antilog = [None] * (3 x order — 5)

# Initial value corresponds to x"0
power =1

# Array offset

low_offset =0

mid_offset = low_offset + order — 2
high_offset = mid_offset + order — 1

for i in range(order—1):

log[power] =i
antilog[mid_offset + i] = power

# 2 is the decimal representation of the polynomial
# element 'x’
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power = online_simple_multiply(2, power, p, m)

# Fill the extended table based on the previously computed
# results
for i in range(order—2):
antilog[low_offset + i] = antilog[mid_offset + i + 1]
antilog[high_offset + i] = antilog[mid_offset + i]

return (log, antilog)

Memory consumption: The Log table size has not changed, i.e. it contains 2"

elements of m bits. However, extending the AntiLog table to avoid the modulo
operation has increased the number of elements to:

ANtLOg jppenss = " —2) + 2™ =4+ (D)
negative sums positive sums zero sum

=(3-2M)—5.

Thus the total memory consumption for both the extended Log and AntiLog

tables becomes:

m

(2m+3~z'"—5)-§=(2'"+2—5)-% bytes,

which is still a significant reduction in memory consumption when compared
to the full lookup tables presented in Section 3.2.4.

Exercise 3.1 Performance Comparison of Basic Arithmetic Operations Using
Runtime Algorithms and Lookup Tables.

In this exercise, you will compare the performance of addition, subtraction,
multiplication, and division operations using runtime algorithms and lookup
tables. The goal is to measure the speed of each operation with random input
values and calculate the throughput in MB/s for each operation/algorithm
pair.

1) Measure execution time:

e Implement timing mechanisms to measure the execution time of
each arithmetic operation using both runtime algorithms and lookup
tables.

o Execute the test cases multiple times to obtain reliable average exe-
cution times.

2) Calculate throughput:

o Determine the size of the input values (e.g. number of bits) for each

arithmetic operation.
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o Calculate the throughput (operations per second) for each operation-
algorithm pair.

o Convert the throughput to MB/s for easier comparison.

3) Compare performance:

o Compare the throughput of addition, subtraction, multiplication, and
division operations using runtime algorithms and lookup tables.

o Analyze the results to identify the most efficient combination of oper-
ation and algorithm for each arithmetic operation.

Optional:

o Investigate the use of SIMD (Single Instruction, Multiple Data) instruc-
tions or GPU acceleration to further optimize performance.

Exercise 3.2 Measuring Encoding and Decoding Speed

In this exercise, you will utilize PyErasure to evaluate the time difference
between encoding and decoding operations. The goal is to measure the speed
of these processes using different finite field sizes and explore the impact of
varying the number of symbols in the encoder and decoder.

1) Implement a test using PyErasure to measure the time difference
between encoding and decoding for a fixed number of symbols (e.g.
32). Calculate the speed difference in MB/s.

2) Extend the test by varying the finite field sizes and observe how the per-
formance changes. Document the results and analyze the relationship
between finite field size and encoding/decoding speed.

3) Further extend the test to vary the number of symbols in both the
encoder and decoder. Plot how the performance depends on the number
of symbols.

4) Come back after Chapter 4 to experiment with different scenarios, such
as systematic encoding, and assess their impact on encoding and decod-
ing speed.

Optional:

e Study ways to optimize encoding and decoding speed, considering
parameters like CPU utilization, parallelization, and memory usage.
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3.3 Extended Euclidean Algorithm™*

In this section, we describe the extended Euclidean algorithm that we introduced
in Section 2.6.2, which can be used to find the inverse of integers and polynomials
defined over some field F,.. As explained earlier in Chapter 2, the extended
Euclidean algorithm, i.e. the Pulveriser, is based on the classical Euclidean
algorithm for finding the GCD of two numbers. The classical Euclidean algorithm
works by using the principle that given two numbers a and b, where a <b
subtracting a from b does not change the GCD. This yields the following identity:

ged (a, b) = ged (b — qa, a), (3.10)
which, as explained in Section 2.2, gives
ged (a,b) = ged (b mod a, a). (3.11)

This leads to the following interactive algorithm where we find the quotient q for
positive integers a and b where a < b. Here b is divided by a to obtain a quotient
q and a remainder 7 satisfyingr = b — ga and 0 < r < a. From Eq. (3.10) we know
that ged (a,b) = ged (1, a), the problem of finding the gcd (a,b) has now been
reduced to computing gcd (r, a) where (r, a) < (a, b); this process now continues
until the remainder is 0, which immediately yields the result gcd (0, d), where d
is the GCD. The following example shows the process:

ged (4,27) = ged (27 — 6 - 4,4) = ged (3,4)
=gcd(4—1-3,3)=gcd(1,3)
=ged(3—-3-1,1) = ged (0,1)
=1.

The final nonzero remainder is the gcd in this case 1.

The Euclidean algorithm outlined may now be extended to find the integers x, y
such that ax + by = d, where d = gcd (a, b). The extended Euclidean algorithm, i.e.
the Pulverizer, can be implemented in a number of different ways. In the following,
we will outline an algorithm based on the Table Based Method (also known as
a “magic box”). The algorithm is based on the observation that the remainders
computed in the standard GCD algorithm can be expressed as linear combinations
of the original integers a and b:

1y = ax; + by;. (3.12)
So, in general, we may say:

riop =aX_y + by, 4. (3.13)

Vi, =ax;_, +by,_,. (3.14)

(3.15)
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From Eq. (3.11) we see that the remainder 7; can be calculated as:
_ _ Via
r=r_,modr,_; =r_,— =1 iy (3.16)
i-1

Substituting Egs. (3.13) and (3.14) into Eq. (3.16) yields:
¥
r=ax,_,+by,_, - lr_zJ - (ax;_y + by;_y),
i-1

which may be rewritten as:

r ri
r=ax_, + by, —ax_; - lr—J by, l J
1 -1
¥ T
=a <xi—2 —Xi1- LL_ZJ> +b <yi 2= Yia L_J> (3.17)
i1
Comparing Eq. (3.18) to Eq. (3.12) we see that:
7.
X =X = X1 lrl__zJ (3.18)
i-1
ri_
Yi=Yia Vi1 [;_ZJ . (3.19)
i-1

After finding these identities we can determine the coefficients x; and y, for any
given remainder r;. We may also note that for every remainder we must know the
results of the previous two steps, i.e. to compute r; for a given input a and b we need
to first determine {x;_,,X;_1,¥;_1,Yi_s> i_1> Vi, }- We first initialize the algorithm by
calculating r, and r, by first setting x, = 0,x; = 1,y, = 1,¥; = 0 for these values
and solve for r; using Eq. (3.12).

ro=ax,+by,=a-0+b-1=0>b.
rp=ax;, +by,=a-1+b-0=a.
We continue calculating r, = ax, + by, using the formulas given in Egs. (3.18)

and (3.19). This process continues until the remainder r; = 0 in which case we
have found:

riq

=ax;_; + by, ; = gcd(a,b).

Algorithm 3.1 outlines the pseudo-code for the extended Euclidean algorithm
for integers. This algorithm uses the extended Euclidean procedure which we have
outlined earlier, starting with Eq. (3.12).

The following iterations show the algorithm for the integersa = 3 and b = 11.

e Initialization
a=3 b=11 x=0 y=0 q=0

r=0 X =1 x;, =0 Yo=0 y=1
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Algorithm 3.1 Extended Euclidean Algorithm for integers in Z, where a < b.

1: procedure EXTENDED EUCLIDEAN (a,b)

2: Xo=0,x, =1

3: Yo=1y;,=0

4 ro=b,r,=a

5: while r; #0do
. —|h

6 1= IflJ

7: r=ry—r-q

8: X=Xy—X g

9: Y=Yo—)1-9

10: X1, Xy © X, X,

11: Y1:Yo V. )1

12: r.ty &1

13: end while

14: return ry, x, and y,
15: end procedure

e Iteration 1

o Iteration 3
a=0 b=1 x=-11 y=3 q=2
r=0 X, =—11 x, =4 YVo=3 yy=-1

After terminating the algorithm we may verify the result, i.e. ax+by=d =
ged (a, b), where we have a =3, b=11,x=4,y=-1, and ged(a,b)=d =1 =
(3-44+11--1).

In the following, we will use this result to find the inverse of a number in a
prime field F,,. To see how this may be achieved we use the following observations.
First note that if p is prime, then gcd (a, p) = 1. This means that for the extended
Euclidean algorithm, we have ax + py = 1. However, as we are in a finite field we
should reduce the coefficients modulo p. This yields ax + yp = 1 mod p, which is
ax = 1 mod p since the modulo of y - p mod p always will be zero. From this, we see
that x must be the inverse of a, as the definition of inverse states thata - a™! = 1.
Based on these results we see that the following optimizations may be made to
Algorithm 3.1, so that we may use it to find the inverse of a.
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Algorithm 3.2 Finding inverse integer in F,.

1: procedure INVERSE (a)
2 X, =0,x, =1

3 ry=p,1,=a

4 while r, # 1 do
- el
6: r=ry—r-q
7 X=X,—X q
8 Xp, Xy € X, X
9: rLty © 1,1
10: end while

11: return x, mod p

12: end procedure

o We only need to keep track of the x coefficients as the equation we are solving
for is essentially a - x = 1.

e We can terminate the loop when the remainder equals 1. We may use this as the
terminating condition as we know gcd (a, p) will always equal 1.

Implementing these optimizations, we obtain the following algorithm 3.2 for
finding the inverse of an integer in [,.
The following iterations show the algorithm for the integersa =4 andp = 7.

e Initialization
a=4 b=7 x=0 g=0
r=0 X, =1 x; =0

e Iteration 1

r=1 Xy =2 x =-1

After reaching the terminating condition, i.e. a = 1 we may check that the x
found is indeed the inverse of a:
a-xmodp=1
4.-2mod7=1.
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The final part of this section describes how the above results may be used in
an extension field, i.e. a finite field F,. using polynomial representation for the
field elements. It turns out that the same formulas apply for polynomials as for
integers. Using polynomial long division to find the quotient and remainder in
Algorithm 3.1 and otherwise performing the same routine would yield the correct
answer.

That is, for two binary polynomials a(x) and b(x) we may find a GCD, for which
the following holds

ged (a(x), b(x)) = ged (b(x) — c(x) - a(x), a(x)), (3.20)

for any binary polynomial c(x). As with the integers, Eq. (3.20) states that subtract-
ing a multiple of a(x) from b(x) does not change gcd. As for the integers, we may
extend this result so that using the extended Euclidean algorithm we may find an
z(x) and w(x) such that

a(x) - z(x) + b(x) - w(x) = d(x) = gecd (a(x), b(x)).

Algorithms for both the Euclidean and extended Euclidean algorithms for poly-
nomials are given in [9, p. 82-83]. However, in these algorithms, we must perform
a polynomial long division to obtain the quotient and remainder (denoted q and r
in the extended Euclidean algorithm for integers), which in practice is not easily
implemented in software. Instead, we may use the alternative extended Euclidean
algorithm presented here [10, p. 57-58]. The algorithm utilizes the fact that the
division may be replaced with a number of subtractions. Recall that the gcd (a, b) =
ged (b, b — ca). In this algorithm, only one step of each polynomial long division is
performed for each iteration of the algorithm. Essentially this means that in each
iteration of the algorithm, we perform the long division using a single multiplica-
tion followed by a subtraction to cancel the highest degree polynomial term. As
an example, consider the two polynomials g(x) = x* + x2 + 1 and f(x) = x> + 1. To
cancel the term x* we first multiply f(x) with x and subtract from g(x), i.e.:

r(x) = g0o) + f(x) - x
=+ X+ D+ 03+1) - x
=1+ -x*+x*+x+1 (3.21)
=x*+x+1.

Note that in the binary field addition and subtraction are identical, hence the use
of +. Furthermore, recall that in the binary field 1+ 1 = 0 which cancels x* in
Eq. (3.21). We may now continue ged algorithm by reducing f(x) by r(x):

h(x) = f(x) + r(x) - x
= +D+P+x+1)-x
=1+ -x¥+x*+x+1
=x*+x+1.
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k(x) = r(x) + h(x)
= +x+ D+ 02 +x+1)
=1+1D-¥*+A+1D)-x+0+1)
=0.

As the last remainder is zero, the algorithm ends with h(x) = x* + x + 1 as the
GCD of g(x) and f(x). We may backtrack the steps in this algorithm to find the
coefficients of the extended Euclidean algorithm (starting from h(x) which is
our ged ).

h(x) = f(x) + r(x) - x
=f(0) + () +f(x) - x) - x
=f(x) +g() - x +f(x) - x*
= (1+x%) - f(0) +x - g).

Using the outlined gcd approach for polynomials, we may use the following
algorithm 3.3:

Algorithm 3.3 Extended Euclidean Algorithm for polynomials in F,,, where
deg(a) < deg(b).
1: procedure EXTENDED EUCLIDEAN (a,b)

2 & =18=0
3 hy=0,h; =1
4 u=a,v=>b
5: while u # 0 do
6: Jj = deg(u) — deg(v)
7 if j < 0 then
8 uev
9 8 <&
10: hy & hy
11: Jj=—j
12: end if
13: u=u+v-x
14: g0:g0+g1~xj‘
15: hy=hy+h, - ¥
16: end while

17: returnv, g, and h,
18: end procedure
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As with the integers, we may modify the extended Euclidean algorithm to find
the inverse of any given polynomial mod p(x) as shown in Algorithm 3.4.

Algorithm 3.4 Inverse Algorithm for polynomials in F,,.

1: procedure INVERSE ()
2: g&=1g=0

3: u=a,v=p

4: while u # 1 do

5: Jj = deg(u) — deg(v)
6: if j < 0 then
7: a<b

8 8 <&

o j=-
10: end if
11: u=u+v-x
12: 8 =8 *+8 ¥
13: end while

14: return g,
15: end procedure

3.3.1 Find Degree Function

Certain algorithms require that the degree of the polynomials be determined. The
following code listing gives an example implementation of such a function.

Listing 3.13 Function to determine the degree of arbitrary polynomial in [F,,
def find_degree(a):

Finds returns the degree of the polynomial
i.e. the number 5 =101 = X*2 + 1 has degree 2

a, the polynomial whos degree we wish to find

wnn

[ R I S C R

degree =0
10 a=a>»>1
11
12 while(a > 0):
13 degree = degree + 1
14 a=a>»>1

16 return degree
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3.4 Summary

In the third chapter, we present a number of different finite field implementations.
The rationale is that which implementation has the best performance for a specific
application can vary. The chapter aims not only to present the optimizations
suitable for NC operations but also to provide a pool of algorithms for the imple-
mentations. Using those algorithms, the implementer has a wide variety of choices
encompassing different field sizes, memory consumption, and computational
complexity. The code listings presented in this chapter demonstrate the different
algorithms implemented in the popular Python programming language. These
algorithms form a solid starting point for further experimentation with finite
fields. Highly efficient implementations of the algorithms in C++ can be accessed
after obtaining a license from Steinwurf ApS. This chapter enables you to:

A) Understand algorithms for finite field implementations.
B) Perform finite field arithmetic using different techniques.
C) Familiarize yourself with different types of lookup tables and use them.

Additional Reading Materials

For information about modulo arithmetic implementations in GPUs and FPGAs,
[11] provides a solid overview.
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4

Coding for Erasures

Communication is often discussed in the context of data units, often called
packets. Packets traversing a network can be lost for various factors, including
physical impairments of the transmission medium, contention, and overflow
caused by congestion. Receivers can generally detect these erasures reliably. This
is often done by running a verification mechanism such as Cyclic Redundancy
Check (CRC) codes, which use the polynomials in delay that we discussed in
Section 2.9 but for a distinct purpose.

Networks have extensive mechanisms to ensure that packets are received
uncorrupted, and in order, from senders to their intended receivers. We shall
explore some such mechanisms, network protocols, in Chapter 5. In order to
design protocols, it is essential to first understand how coding manages losses. If
we do not code, there is a limited design space for such protocols, even though
there is a rich and varied literature in the domain. When we consider coding, our
design space becomes larger and far more powerful, but it also means that we
must envisage new possibilities and, in particular, how to determine what codes
are fit for purpose. Recall that solutions that do not use coding effectively use a
highly degenerate form of coding.

By now, we have also understood that data is mutable and we can take advantage
of that in a number of contexts. Let’s revisit the basics: we can take data as binary,
and represent chunks of length n bits and consider them as elements of a finite
field where we have two algebraic choices to manage the finiteness:

e We can select the largest prime p such that 2" < p < 2"*!, use an integer repre-
sentation and field operations can be done with modulo p integer arithmetic, a
prime field.

e We can work directly in an extension field by representing the data as polyno-
mials and defining operations modulo an irreducible polynomial.

We shall see that the larger the field, the larger the density of matrices that are
invertible, but for practical NC purposes fields of size 28 = 256 or larger suffice.

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
© 2025 The Institute of Electrical and Electronics Engineers, Inc. Published 2025 by John Wiley & Sons, Inc.
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Recall that we can use all of the algorithms that we are used to from working in
R, but replace division with multiplication by an inverse.

4.1 From Chunks to Packets

So far, we have assumed we have been given “chunks” of data X;),X,,), ... that
we wish to communicate where each X;, € F, for some g. When we consider data
networks, we will largely work in the extension field F,» for some n. In general,
we have in mind that n = 8 or 16 or 32 bits, i.e. 1 to 4 bytes, while, for example, in
Ethernet, the maximum transmission unit is 1500 bytes.

We do not want to treat 1500 bytes as a single chunk, which would require a
finite field of size at least 28%15%0 which is as unnecessary as it is unmanageable.
Instead, each packet can be divided into a sequential series of chunks, with each
chunk being considered an element of a smaller field and performing operations
across packets on these small chunks. That is, a chunk is defined as a small portion
of the packet that can be represented within the extension field or prime field that
will be used for coding. The data in each packet is, therefore, composed of a series
of chunks.

Thus when we code K packets together, we do so with a single encoding matrix
on a chunk-by-chunk basis:

— 1) ()
Packet 1 = (X(l)’X(l)’ .Y)

_ 1) ()
Packet 2 = (X(z)’Xa)’ )

—_ (D @
Packet K = (X(K),X(K), ),

and use only a single coding matrix to encode each chunk across the packets. Thus
the coded packets consist of a series of coded chunks and the receiver need only
be aware of a single coding matrix that’s reused by all chunks. This mechanism for
coding packets by considering them as a sequence of chunks is shown in Fig. 4.1.

As a toy example, consider the case where we have two packets, each consisting
of 8 bits to send,

p, = 11001011,
p, = 00011010,

that we plan to encode into the prime field with 7 elements, [, using the encoding
matrix

o)



4.1 From Chunks to Packets

[ o |
K E E E
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0] @ @ ) )

Coded data

Figure 4.1 Mechanism for coding together packets. This figure is inspired by joint work
with Daniel Lucani.

which has inverse

4o (62
“\55)°

To encode, we group the bits into pairs, convert them to integers, multiply each
pair of integers by A, and convert back to binary where we now need 3 bits for
each coded symbol rather than 2 as our coded data is in [,.

p, = 11001011

p,= 00011010

p, = 1100 10 11

p,= 00 01 10 10

p, = 3 0 2 3

p,= 0 1 2 2

encoding with A decoding with A~

2-p;+2-py= 6 2 1 3
5:-p;+1-p,= 1 1 5 3
2-p;+2-p,= 110 010 001 011
5-p;+1-p,= 001 001 101 O11
2-p;+2-p,= 110010001011
5-pi+1-py= 001001101011
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To decode, we follow the reverse process, using A~! rather than A. Note that if an
extension field was used, the coded packets would be the same size as the original
packets.

In practice, if a prime field was used, a much larger prime than 7 would be
employed. To encode each set of 7 bits into 8, one would use p = 251, the largest
prime smaller than 28 while to encode each set of 15 bits into 16 one would use
the prime 65, 521. This also means that depending on the number of bits and
corresponding prime, different proportions of possibilities will not be used. For
example, with 8 bits and p = 251, 5 out of 256 possibilities are not used while with
16 bitand p = 65, 521, only 15 out 65, 536 are not used. Figure 4.2 plots the propor-
tion of possibilities that would not be used in the prime field employed to represent
chunks of n bits as n + 1 bits.

In summary, when we code together two source packets p; and p, over the finite
field with g elements, F,, then we are creating a new coded packet a; - p; + a, - p,
such that its k™ chunk is the sum in F, of the product of «, by the k" chunk of
p, in its representation in F, and the product of a, by the k" chunk of p, in its
representation in ;.

10()
=) OO O
o
g 10—2, o % i
5 _ . 0o0
o
3 o o
5™ 104t 00 ¢ 1
g7 o
ER © %
% 10—6, O OO O 4
£ o

*8 Il L Il L Il
10 0 5 10 15 20 25

Number of original bits, n, which are encoded
into n + 1 bits in a prime field p

Figure 4.2 To encode n bits in a prime field, one needs to represent them in n + 1 bits.
As implied by the Bertrand-Chebyshev Theorem, 2" < p < 2™1 some of the binary
strings of length n + 1 go unused. Plotted is that fraction, (2™ — p)/2”+1, for the largest
prime p smaller than 2™,



4.3 Gauss-Jordan Elimination
4.2 Erasure Resilience

To produce a code that is resilient to erasures, instead of sending packets consisting
of uncoded chunks, (X,), ..., X)), the sender can transmit N linear combina-
tions of source packets considered as integers or polynomials, which we call
coded-packets:

a a RS a
an %2 1K) /
Xa) Xa) Xa)
a a .. a
Al : - 21D "22) (2,K) : - : ,
X o [ X)X
® ANy Fvp) T AN w0 ™

where the entries a;; of the matrix A are either elements of [, or [,» depending
on which finite field context the sender and receiver have chosen. If for K original
packets we send N coded packets, we say that the rate of the code is R = K/N.

As long as at least K of the (X', ..., Xy,’) are received such that there exists
a K x K matrix consisting of the corresponding rows of A that is invertible, the
receiver can perform Gaussian elimination, i.e. multiplication by the inverse of
the coding matrix, in the finite field to recover the original data (X(l), ,X(K)). To
that end, next we consider the determination of the inverse of the coding matrix.

4.3 Gauss-Jordan Elimination

Gauss-Jordan Elimination is an algorithm that solves systems of linear
equations and can find the inverse of any invertible matrix. It relies upon three
elementary row operations one can use on a matrix:

1) Swap the positions of two rows.
2) Multiply one of the rows by a nonzero value.
3) Add a multiple of one row to another row.

Working in a finite field is no different from the more familiar real numbers,
but, of course, we perform the operations within the field. The purpose of
Gauss—Jordan Elimination is to use the three elementary row operations to
convert a matrix into reduced-row echelon form (RREF). A matrix is in RREF
if the following conditions are satisfied:

1) All rows with only zero entries are at the bottom of the matrix.
2) The first nonzero entry in a row, called the leading entry or the pivot, is to the
right of the leading entry of the row above it.
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3) The leading entry, also known as the pivot, in any nonzero row is 1.
4) All other entries in the column containing a leading 1 are 0.

For example, A and B are in RREF but C breaks the second and third conditions
and D breaks the fourth condition.

100 100 033 123
A=|010|,B=|012|,C=|100|],D=]|010].
001 000 000 001

An algorithmic procedure to perform Gauss-Jordan Elimination is as follows:

1) Swap the rows so that all rows with all zero entries are on the bottom.

2) Swap the rows so that the row with the largest, leftmost nonzero entry is on
top.

3) Multiply the top row by a value such that top row’s leading entry becomes 1.

4) Add multiples of the top row to the other rows so that all other entries in the
column containing the top row’s leading entry are all 0.

5) Repeat steps 2 — 4 for the next leftmost nonzero entry until all the leading
entries are 1.

6) Swap the rows so that the leading entry of each nonzero row is to the right of
the leading entry of the row above it.

To obtain the inverse of a K x K matrix A that is invertible:

1) Create the partitioned matrix (A|I), where I is the K x K identity matrix.

2) Perform Gauss-Jordan Elimination on the partitioned matrix with the objec-
tive of converting the first part of the matrix to reduced-row echelon form.

3) The resulting partitioned matrix will take the form (I|A71).

Let us consider an example of Gauss—Jordan elimination in the reals to deter-
mine an inverse matrix, which proceeds by taking the matrix to be inverted

*=(:3)

and appending the identity matrix

e

One performs linear operations on the matrix of interest to convert it to the identity
and executes those operations on the appended matrix. When the initial matrix is
finally the identity, the appended matrix is now its inverse.



4.3 Gauss-Jordan Elimination

We need not consider steps 1 through 3 as the leading entry of the first column
is already 1, but consider the following example

1 2]N 0 =>1 21T 1 0
3 4| o 1[-3]01 0o -2|[-3 11><—§

1 2 1 0 1 0||-2 1
=>[o 1] [3/2 —1/2[—2]10]:[0 1] [3/2 —1/2]

To check that the second matrix is, indeed, the inverse, compute

(:2) Gamie) = (07)

L (-2 1
AT = (3/2 —1/2)

in the reals.

In a finite field, we follow the same algorithm, but with the new definition
of addition and multiplication. For example, consider F, ={0,1,2,3,4,5,6}
equipped with modulo 7 arithmetic so that we have the following table of inverses

and so

a |1|2{3(4|5|6
all|1|4]5|2(3]6

Let us proceed as before

1 211 1 2|1 O
3 4] (0 1[-3-=4]01 - 0 5|4 113

N 0 [t os e
o 1| |5 3[-2-=5]10 o 1||5 3

Note thatin [,

(3 G-

in the reals and so

JERNER!
“\53/)°

(=]
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As illustrated, the usual algorithm for Gauss-Jordan elimination in the reals
works unaltered for finite fields.

4.4 Code Construction

When we consider the “network” aspect, we will focus on Random Linear
Network Codes [1], where the j are selected uniformly at random in the
appropriate finite field. In doing so, at each hop, we will essentially be including
the possibility that our encoding is any arbitrary matrix in the finite field, which
will be the relaxation that we take advantage of. While figuring out how to
decode an RLNC, however, we have also figured out how we can decode any
erasure correcting code, as they all just amount to different structures in the
encoding matrix A.

4.4.1 Proportion of Non-invertible Matrices

For a given finite field, a natural question is what proportion of matrices are
invertible. In RLNC, where encoding matrices are created uniformly at random,
this proportion corresponds to the likelihood that a randomly chosen matrix is
invertible and so provides sufficient information to recover the data without the
provision of additional coded packets. For “large” fields with q elements, where it
will turn out large is quite small, there will be a potentially surprising result: a good
approximation is that a proportion 1 — 1/q of matrices are invertible irrespective
of the value of the number of coded packets, i.e. without a strong K dependence.

To establish this potentially surprising and useful fact, we follow the line of rea-
soning found in [2]. Note that the first row of an invertible matrix can be any one of
the g¥ — 1 nonzero vectors, i.e. K-tuples. Once it is chosen, row 2 can then be
any one of the g¥X — g vectors not a multiple (in the finite field) of the first row.
Proceeding inductively we see that row j + 1 can be chosen to be any of the g& — ¢/
vectors not in the (j-dimensional) span of the first j rows. Thus the number of
K X K matrices that are invertible is

IGL(n, )| = (¢~ - 1) (¢ -q)--- (¢ - q*").

The number of all possible matrices is ¢&°. Hence the proportion of all matrices
that are invertible or, alternatively, the likelihood that a K x K matrix selected
uniformly at random in the finite field with g elements is invertible is given by:

IGL(n, @)l /%" = q7 ¥ (¥ -1) g ¥ (¢ —q)---q7% (¢ - )
=(1-¢%) (1-qg%")---(1-¢7"). 4.1

To a first-order approximation, this is about 1 — 1/gq.
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Figure 4.3 Likelihood that a randomly chosen K x K matrix in a prime-gq field is not
invertible, along with the approximation 1/q.

Figure 4.3 plots the results from the formula in Eq. (4.1) for the likelihood that
a matrix is not invertible as well as the approximation 1/q. The most remarkable
observation is that the likelihood that a randomly selected matrix in the finite field
is not invertible is essentially independent of the matrix dimensions and solely
depends on the field size.

Note that, the density of non-invertible matrices in a binary extension field is
decreasing exponentially in m, the number of bits in the representation, as g = 2™,
e.g. Fig. 4.4. With m = 8 (i.e. coding on bytes), there is a 4 in 1, 000 chance that a
randomly chosen matrix won’t be invertible, while with m = 16 (i.e. coding on
pairs of bytes), this drops to 2 in 100, 000.

Exercise 4.1 Decoding Probability with PyErasure

Use PyErasure to simulate decoding probability across different finite field
sizes (e.g. I, and [,s) for a generation size of 32.

¢ Analyze how the decoding probability changes with varying field sizes,
emphasizing the improvement with larger fields.

e Calculate the number of linear dependent packets for each field size and
determine the overhead incurred.

o Extend the analysis to generation sizes of 64, 96, 128, and 256 using
PyErasure.

(Continued)
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Figure 4.4 For a binary extension field, the likelihood that a randomly chosen K x K
matrix is not invertible decays exponentially in the number of bits.

Exercise 4.1 (Continued)

o Investigate how the overhead varies with different generation sizes, con-
sidering the impact of larger generation sizes on decoding probability
and overhead.

4.4.2 Non-RLNC Erasure Codes

Non-RLNC erasure codes are typically built in the prime field F, rather than in
an extension field. As a result, the likelihood that a randomly created encoding
matrix is not invertible is no more than 1/2 or, more accurately, for large K is it
approximately 0.29 by Eq. (4.1). Thus codes have to be made in a highly structured
way to ensure they are well constructed. By going to a higher field, we can convert
this challenging construction problem into a random construction where the
likelihood of non-invertibility, approximately 1/q, is merely determined by the
field size.

4.4.3 Simple Scenario to Evaluate Potential Gain

Consider the following situation. A sender wishes to communicate K packets of
source information, Xy Xzps - » X)) t0 @ receiver over a channel where they
know each packet will get lost with probability € € (0, 1). If the sender wishes to
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ensure that the receiver gets all the packets with high likelihood, how many copies
should they send if they don’t code and if they do code?

We can do more sophisticated calculations, but let’s consider something simple
to get an idea. Cantelli’s inequality [3], also known as one-sided Chebyshey, tells us
that for any random variable D with finite mean, E(D), and finite variance, Var(D),
then for any A > 0 we have that

Var(D)

Var(D) + A2

The main advantage of this inequality is that it only relies on knowing the mean
and variance, while the main disadvantage being that it can be a little loose as a
result. Regardless, if we wish to find a A > O such that E(D) + 4 would ensure P(D >
E(D) + A) < r it suffices to have

i> \/Var(D)(l mid)
T

The geometric distribution gives the probability that the first occurrence of suc-
cess requires a independent uses of the channel, each with success probability e,

P(D>ED)+ 1) <

PD=a)=¢"11-¢),

fora =1,2,3,4,.... As D is a geometric distribution, we have

dVar(D) = ——.
. and Var(D) d—ep

Thus if we wish to ensure that by repeatedly transmitting the first packet, we have
done so enough times to ensure that with a probability that it hasn’t been received
is less than 7, we set the number of transmissions to be

E(D)+ A= —— (1+\/€—(1_T)).
1-e¢ T

To send K such packets and wanted to ensure that the likelihood that all K packets
go through was greater than 1 — 7, we would require

E(D) =

(l—T)KZI—TK.

If 7 is small, then (1 — 7)¥ ~ 1 — K7 and so, under these approximations, we would
require that 7 < 7, /K and the total number of transmissions would need to be

K K (K —7g)
+ € s
l-¢ 1-¢ Tx

which is super-linear in K because we need to ensure each and every packet gets
through and manage the fact that the more trials we do (i.e. packets we send) the
more of a margin of error we have to give for each one.
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Let us see what an approximation gives if we could send an indefinite number
of coded combinations of the K source packets. Note that the number of trans-
missions until any K coded packets are received is the sum of K independent
geometric distributions

C=D,+---+Dy
and so the mean and variance of C are just K times the mean and variance of D,

and variance Var(C) = L.
1-e) (1-e)2?

Cantelli’s inequality suggests that we can ensure that we get at least K coded
packets with a probability greater than 1 — 7y if

K VK | Q-1
1l-€¢) 1-¢ ¢ Tg

EC) =

EC)+ A=

coded packets are sent, which has a \/E overhead rather than a K one, where the
reduction is coming from the opportunism of coded packets. This \/E is a central
limit theorem effect.

Essentially, if we need every uncoded packet to get through, we need a signifi-
cant overhead of repetitions for each and every one to ensure all are received with
good likelihood. If we can use coded packets, we can make use of the reduction in
randomness that comes from repeated trials to have only \/E additional transmis-
sions. While a more sophisticated analysis is possible, this sketch provides reason
to believe significant gains should be possible by using coded packets.

4.5 Innovative Packet and Acknowledgment

4.5.1 Innovative Packet

An innovative packet is a linear combination whose coefficient vector is outside
the span of previously received packets’ coefficient vectors. When we use RLNC,
with high probability, every transmitted packet will have the innovation property,
i.e. it will bring new information to every receiver, except in the case when the
receiver already knows as much as the sender. Thus, every successful reception
will bring a unit of new information [4]. However, the problem of decoding delay
remains. Imagine a scheme that would segment the stream into blocks, also called
generations, and processes one block at a time. If playback can begin only after
receiving a full block, then high throughput would require a large delay.

This raises the interesting question - can we use received coded packets even
before the full block is received? In general, source packets are not usable until
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the point up to which all the packets have been recovered in order, which we call
the front of contiguous knowledge. Delay depends on not just the number of
recovered packets, but also the order in which they are recovered [5].

Ultimately, we have two notions of delay:

1) Completion delay: The delay in decoding all packets in a generation, which
is related to throughput.

2) In-order delivery delay: the time between a packet is first transmitted as a
coded combination and when it is decoded.

In an ideal world, in a system with feedback and delays, we would like to jointly
minimize both. We shall see that is not possible, only trade-offs.

A natural idea is to use a systematic code. With I being the K X K identity
matrix we have

1 0 0 0 1
A= ( ) _ .

B Xx+11) ¥k+12) T ¥K+1.k-1) FEK+1.K)
Xgi21) ¥K+22) 7 ¥K+2.K-1) FK+2.K)

ANy N2 T k-1 vk
A code whose matrix includes I, generally at the start, is termed a systematic
code.

Why would we use a systematic code? It is still the case that, so long as the
a;; are not badly selected, we can resolve the Gaussian elimination with any K
equations. The advantage is that the first K equations are uncoded, which means
that we would receive all the source packets in order without the need to wait
for the whole block, up until the first packet loss occurs. Moreover, the Gaussian
elimination would be computationally simpler as all of the uncoded data that were
received are in the clear.

Exercise 4.2

(a) Write code that takes binary strings of length n and maps them to an integer
representation in {0,1,...,2" —1}.

(b) Repeatedly randomly generate sets of K =3 binary strings, each
of length n=4 bits, and map them to integers, (X, X)X For the
largest prime g > 2" that minimizes the fractional loss, create two random
K x K encoding matrices in S by selecting the entries, «;; and f;; for
i,j € {1,...,K} uniformly at random in S. Using multiplication mod g,

(Continued)



98

4 Coding for Erasures

Exercise 4.2 (Continued)

empirically establish:

ﬂ(l,l) ﬁ(l,K) A1) " Xk X(l)
Py - Brxy) ¥y - dxr)) X

Bay  Pap) (e 2an ) (Xo

Bxy  Prr) \ex1 - Ak X

In the erasure coding context, this means we can recode without having to
decode.

Bonus point: If « and g entries are chosen uniformly at random, what is
the empirical frequency of the entries of the a times g matrix? Do each of
the values in S={0,1,...,q — 1} seem to appear equally often, or are some
values more prevalent?

4.5.2 Role of Acknowledgments

In many networking systems, we rely on feedback from the sender to the receiver
in order to manage losses of packets. Suppose we have full feedback, then reliable
communication over a packet erasure channel can be achieved using Automatic
Repeat reQuest (ARQ). Simply put, if a packet is not received, it is transmitted
again until the sender hears from the receiver that a successful reception of the
packet has indeed taken place.

If we represent ARQ as a coding matrix, then every transmission has only one
non-zero coefficient reflecting the packet to be transmitted at that time slot, as
shown in Fig. 4.5. In the following representation of coding matrices, we can think
of the y-axis as representing time and the x-axis as indicating which packets are
to be combined. Each row contains an entry indicating the packet sent during
that time slot, and a crossed-out X in a row means that the row has been erased.
Note that the pattern of lost transmissions is the same in all examples that follow.

This simple scheme achieves 100% throughput and, if there is a single point-
to-point link and no delay in the feedback, the lowest possible in-order packet
delivery delay. If there is a feedback delay, that is no longer the case, and coding
can provide a benefit over ARQ. The example in Fig. 4.5 has a delay of two time
slots. The first packet p, is sent at time 1, it is received at time 3, an acknowledg-
ment of it is immediately transmitted at time slot 3 (transmission not shown) and
received two time slots later. If a packet is not received (say packet 3), a negative
acknowledgment, abbreviated to NACK, is sent.
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Figure 4.5 Representation of ARQ. Source: This figure is inspired by joint work with

Jason Cloud.

Exercise 4.3

Show or convince yourself that, if an ACK or NACK is received immediately
after the packet arrives or fails to arrive, respectively, so that a retransmission
immediately follows a failed transmission of a packet, the delay between a
packet transmission and its successful reception is minimized.
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4.6 Network Coding for Losses

It is directly observable that ARQ does not work well with broadcast-mode links
because retransmitting a packet that some receivers did not get is wasteful for
the others that already have it. In contrast, network coding readily extends to
broadcast-mode links.

The following example, inspired by Eryilmaz et al. [6], Fig. 4.6 illustrates the
broadcast effect in wireless networks where a sender’s transmissions are heard by
all receivers, with possible losses. The sender broadcasts three packets, denoted
by p, through p,, sent at different consecutive time slots, to three receivers, who
all wish to receive all three packets. The pattern of losses at the receivers from the
sender is such that at each of the first time slots, a single different receiver misses
the packet transmitted at that time slot.

If one were to have the receiver retransmit the packets, then at the fourth time
slot, one of the three packets would need to be selected for retransmission, for the
benefit of one of the receivers. All three packets would need to be retransmitted
consecutively, requiring at minimum six time slots, assuming no further losses
occur after the first three packet transmissions.

With the benefit of the knowledge we have gathered about coding, we see that we
can be more efficient. Each receiver wishes to recover three packets, each of which
is a vector of bits, which we can represent as a vector in a finite field, using the tech-
niques we have developed. For the time being, we shall not worry about the specific

= t=2 t=3 t=4

X )2 P3 Pt Pyt D3
Py X D3 P1+prtps
P 12 X Pi+PytDs

Figure 4.6 A broadcast channel with erasures. This figure is inspired by joint work with
Atilla Eryilmaz.
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structure of other aspects of the packet, such as identifiers, or about the fact that
packets might be of different lengths. Such matters are better treated in the contact
of specific protocols and will be addressed.

Each receiver begins with three unknowns to be recovered. At time 1,
receivers 2 and 3 and now have one of those unknowns, p,, resolved. At
time 2, receivers 1 and 3 have another unknown, p,, resolved. Finally, at time 3,
receivers 1 and 2 have the third unknown p;.

We see that at time slot 3, each receiver can represent its knowledge as a matrix
that is not yet invertible. A receiver needs to have a 3 x 3 invertible matrix but
instead has a 2 X 3 matrix. Sending a coded packet that is a single equation, if
received by all three receivers, will allow all receivers to complete their indi-
vidual matrices to being 3 x 3 matrices that are readily amenable to Gaussian
elimination:

010 100 100
Rec.1]00 1 Rec.2]100 1 Rec. 3]0 1 0}.
111 111 111

If we work over an extension field, the number of bits for the new coded packet
that is transmitted is the same as that of any packet. Figure 4.6 shows that a simple
equation suffices to complete the matrix at each receiver. We represent in Fig. 4.6
that third equation as a point in a three-dimensional space, where the equation
that is transmitted is point (1, 1, 1) along the axes represented by the three p;s.

At this point, we know that the specific coefficients assigned in the third trans-
mission do not matter much. What matters is that the resulting matrices at the
receivers are invertible. So, different choices of coding coefficients, other than
1 for every packet, would have been appropriate, if the finite field allows for
more choices beyond 0 and 1. The exercise below shows that a simple binary is
generally not enough for reducing the number of transmissions. We can consider,
rather than the specific equations, the notion of receiving degrees of freedom
(DoFs), i.e. innovative linear combinations. Degree of freedom refers to a new
dimension in the appropriate vector space [4, 5]. It is on these DoFs that our
management of erasures will rely.

Exercise 4.4

If data is being considered in [F,, by coding we have gone from three points
(1,0,0), (0,1,0), and (0,0,1) in the left-hand side of Fig. 4.7 to seven pos-
sibilities (excluding sending nothing) on the right-hand side. By coding over
higher field sizes, we can extend to having more possibilities, which may be
useful.

(Continued)
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Exercise 4.4 (Continued)
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Figure 4.7 Coding versus not coding for three packets over a binary field. This figure
is inspired by joint work with Atilla Eryilmaz.

For the three-receiver example of Fig. 4.6, come up with an example of
erasure patterns where coding over [, will not minimize the number of trans-
missions needed for all the receivers to receive all of the three packets.

4.6.1 Coding Until Completion

The simplest approach to considering coding until completion comes from
rateless codes. In that case, feedback only arrives when all the packets have
been decoded. There is no concern for managing packets online. Often the
matrices are still systematic codes, but no other effort to manage delay is made.
For an illustration of a rateless code, see Fig. 4.8.

In this example, the first six source packets are coded together. Two additional
combinations of these six packets are also sent a priori to compensate for the losses.
In such a case, the receiver can wait until the reception of the eighth coded packet
to send feedback. That is, it can decode as soon as it gets six combinations, but, in
case of losses, it need not send feedback immediately after the expected reception
time of the sixth packet. In this example, there are more than two packets lost in
the first eight slots. Thus the receiver is not yet able to decode the packets. As we
expect a delay of two time slots in forward and feedback transmissions, the feed-
back after the eighth slot transmission reaches the sender only by the 12th slot.
Then an additional combination is sent in the next slot. This provides the missing
degree of freedom and allows for the decoding of all six packets in this first gen-
eration of packets. This happens at slot 15, and the feedback reaches the sender
at slot 17. Slot 18 sees the next generation of source packets being coded together
and sent.



Figure 4.8

Representation of coding
until completion. With a
delay of 2 on each
transmission, there is
some overhead in the
receiver telling the sender
that a generation of K

packets has been decoded.

This figure is inspired by
joint work with Jason
Cloud.
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At the end of a generation, i.e. once K coded packets have been received, the
matrix of encoding vectors looks like

Xan %z

%21 %22

Xk *x2

1.5

X2x)

Xk K)

which can only be decoded at the last step. In the absence of feedback delay,
this approach minimizes the delay in decoding a generation. In the presence of
feedback delay, it only does so as K — 0.
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Exercise 4.5 Implementing Multicast/Broadcast Simulation

Using PyErasure, implement a program that simulates a multicast/ broad-
cast scenario using two different transmission methods: uncoded and coded.
Follow the instructions below:

1) Initialize parameters:
e N =100 (number of receivers)
e Packet drop rate = 5%
e K =200 (number of packets to transmit)
2) Uncoded System Simulation:
o Replicate packet i until it has been received by all receivers.
o Track the number of transmissions needed by the sender to transmit
all K packets to all receivers.
3) Coded System Simulation (e.g. Random Linear Network Code):
e Encode and send a new coded packet in each iteration.
e Track the number of transmissions needed by the sender to achieve
decoding at all receivers.
4) Output:
e Print the number of transmissions needed for both the uncoded and
coded systems.

Bonus: try to vary the number of receivers N and plot the change in trans-
missions needed.

4.6.2 Coding Until Completion - Sliding Window

An alternative approach is to use a sliding window approach where the last seen
packet is fed back. Consider the same example as before, but now the feedback is
sent based on the number of packets that have been received, even if they have
not been decoded. This notion of seen packets is a powerful tool in analyzing
and understanding network coding. It will be explained in greater detail later in
Section 4.7.2, but now let us form some initial considerations.

We have already discussed the idea of degrees of freedom as the new knowledge
each coded packet brings to the receiver. Seen packets also reflect the number
of degrees of freedom received by the destination node. However, to use this as
feedback information and drop seen packets from the coding window may seem
confusing. The concept here is that a seen packet is a packet in a combination
where the rest of the combination can be represented as yet another linear com-
bination of future packets. Thus future packets need not include any information
about this packet or previous packets for it to be decoded.
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Figure 4.9 Representation of different scenarios of sliding window coding with a delay
in feedback. (a) With a window size of six packets and feedback delay of four slots and
(b) with a window size of four packets and feedback delay of four slots. This figure is
inspired by joint work with Jason Cloud.
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With this idea about seen packets, reconsider the previous example. In this case,
the first six packets are coded together. As soon as the receiver gets the first coded
combination, it can acknowledge it has seen the first packet. When the sender
gets this acknowledgment at slot 4, it can remove the first packet from the queue
at the source and include the next packet. This forms a sliding window based on
the packets seen. If a new packet is not seen, the window does not slide. This is
shown in Fig. 4.9a.

However, we have a lot of packets in the window every time. Do we really need
that much? Figure 4.9b shows that it can still work with four packets included
in the window. If the maximum window size is less than the round trip delay,
then there may be instances where no packets are sent before feedback about a
new “seen” packet is received and the window is kept stagnant. To avoid this,
it is better to have the maximum window size larger than the delay if possible.
Figure 4.10 shows a case when there is no delay and a window size of only 2.
With a window-size of 2, the final received matrix would look as follows at the
receiver

1) %a2) o ---0 0 0

0 ooy Aoz *° 0 0 0

0 0 0 -0 ag_1x-1) Xr-1K)

0 0 0o ---0 0 Ak K

Seen
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1 o0
2 o0
3 e
4 e
5 [ X ]
6 L a
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8 o0
9 o0
10 o0
11 o0

Figure 4.10 Representation of a sliding window with no delay in feedback and a
maximum window size of 2.
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Again, this can only be decoded at the last step when the final equation enables
the rest of the Gaussian elimination.

4.6.3 Semi-systematic Code with Feedback

One approach to reducing in-order delivery delay is shown in Fig. 4.11. Working
through the example, it is systematic code in the sense that the original packets
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Figure 4.11 Representation of systematic coding with feedback with a delay of 2 on
each transmission. This figure is inspired by joint work with Jason Cloud.
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are sent as it is. However, there is an additional coding packet sent after every
third packet, which is a combination of all the previous three packets. You can see
that at slot 4 and slot 8 in the example. However, as can be seen from the error
pattern, packets at slots 3 and 4 are erased. Thus even after an extra coded packet
is sent, p, couldn’t be decoded. With the Round Trip Time (RTT) of four slots, this
information reaches the sender at slot 8 and an additional coded packet for the first
generation (first three packets) is sent at slot 9. However, this packet is lost again.
This information will be reached at the source, as feedback, only at slot 13, and
we can see another coded packet for the first generation sent at slot 14. This time
it passes through. By now, all packets from p; to p, have reached the receiver.
However p, is missed and there were more errors in that generation, so it will
require an additional transmission, which we see in slot 19. This is an adaptive
method of coding where a priori messages are sent but still consider the feedback
to send additional packets when required.

Exercise 4.6 Sparse Coefficient Generator for PyErasure

Implement a custom “sparse” coefficient generator for PyErasure to reduce the
number of non-zero values in the coefficient matrix, thereby minimizing the
number of operations required for encoding and decoding.

1) Design Sparse Coefficient Generator:

e Design and implement a custom coefficient generator for PyErasure
that produces sparse coefficient matrices with a reduced number of
non-zero values.

o Integrate the sparse coefficient generator into PyErasure, following
the structure and conventions of existing coefficient generators like
Random
Uniform.

2) Testing and Evaluation:

o Test the sparse coefficient generator with PyErasure to ensure its
functionality and correctness.

o Evaluate the impact of the sparse coefficient matrices on encoding
and decoding operations in terms of computational complexity and
efficiency.

3) Performance Comparison:

o Compare the performance of encoding and decoding operations using
the sparse coefficient generator against existing coefficient genera-
tors in PyErasure.

e Analyze the reduction in the number of operations and the resulting
improvements in computational efficiency.
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4.7 Queueing and Network Coding

A natural question is whether it is possible to obtain benefits from network coding
and ARQ by acknowledging degrees of freedom instead of original packets.
This new framework allows the code to incorporate receivers’ states of knowledge
and thereby enables the sender to control the evolution of the front of contigu-
ous knowledge. The scheme may thus be viewed as a first step in feedback-based
control of the tradeoff between throughput and decoding delay. This new kind of
feedback is useful in queue management as it can be used to decide which source
packets must be retained in the sender’s queue. The ultimate goal is to use feed-
back to minimize both queue size and decoding delay, but here we will focus on
queue size.

4.7.1 Managing Queue Size at the Sender

Consider a packet broadcast channel subject to erasures. We shall call a collection
of K source packets a generation of packets. If feedback is used only to signal
completion of a generation, then the sender will have to store the entire generation
till it is decoded. If instead, receivers ACK each source packet upon decoding, the
sender can drop the packets that all receivers have decoded.

However, even storing all undecoded packets may be sub-optimal. Consider a
situation where the sender has K packets and all receivers have received (K — 1)
linear combinations: (p; + p,), (P, + P3),---» (Px_1 + Px)- No packet can be
decoded by any receiver, so the sender cannot drop any packet. However, the back-
log in degrees of freedom is just 1. It would be enough if the sender stores any single
one of the p;. The degree of freedom backlog is also called the virtual queue.

Ideally, we want the number of packets stored in the physical queue to track
the number of packets in the virtual queue. The drop-when-decoded scheme
will not always achieve this goal as even if the receivers get degrees of freedom at
the specified rate, there can be a delay in decoding the original packets. We can,
however, achieve this goal if we allow ACKs on DoF.

4.7.2 Feedback for Network Coding and Its Implications

An online coding and queue update algorithm can use ACKs on DoFs to guar-
antee that the physical queue size at the sender will track the backlog in DoFs.
We formally introduce the notion of a node seeing a message packet, which is
defined as follows. Recall that we treat packets as vectors over a finite field.
Areceiver is said to have seen a packet p if it has enough information to compute
a linear combination of the form (p + q), where q is itself a linear combination
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Seen Unseen
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Figure 4.12 Decoded, seen, and unseen packets. This figure is inspired by joint work
with Jay Kumar Sundararajan [7].

involving only packets that arrived after p at the sender. Note that decoding implies
seeing, as we can pick q = 0.

Figure 4.12 illustrates the meaning of a seen packet. A decoded packet p; is such
that there is a row in the received coding matrix that has, after performing neces-
sary Gaussian elimination, a 1 in the ith column and Os everywhere else. A seen
packet is such that, after manipulation of the matrix, there is a row in the received
coding matrix which has a 1 in the ith column and Os in all of the preceding
columns. This means that the linear contribution, due to coding, of previous pack-
ets, p; where j < i can be eliminated. For a decoded packet, the linear contribution
of all packets p; where j # i can be eliminated.

The scheme is called the drop-when-seen algorithm [8, 9] because a packet is
dropped if all receivers have seen it. The intuition is that if all receivers have
seen p, it is enough for the sender’s transmissions to involve only packets beyond
p- After decoding these packets, the receivers can compute q and hence obtain p
as well. Therefore, even if the receivers have not decoded p, no information is lost
by dropping it.

Whereas ARQ ACKs a packet upon decoding, this scheme ACKs a packet when
itis seen. We present a deterministic coding scheme that guarantees that the coded
packet, if received successfully, would simultaneously cause each receiver to
see its next unseen packet. Now, seeing a new packet translates to receiving a
new degree of freedom (proved later). This means, the innovation guarantee prop-
erty is satisfied and 100% throughput can be achieved.

Table 4.1 gives an example of the proposed idea in a packet erasure broadcast
channel with two receivers A and B. The sender’s queue is shown after the arrival
point and before the transmission point of a slot. In each slot, the sender picks the
oldest unseen packet for A and B. If they are the same packet, then that packet
is sent. If not, their XOR is sent. This rule will cause both receivers to see their



Table 4.1 An example of the drop-when-seen algorithm.
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A B
Seen Seen
Sender’s Transmitted Channel but not but not

Time queue packet state Decoded decoded Decoded decoded
1 b, p, -A,»B p; — — —
2 PP, P, DD, —-A—-B p,p, - - P
3 P>, Ps p,Op; »A,-B p;,p, - - P:; P,
4 P; P; »A,->B p.,p, - P P2 P3 -
5 p;. P, p; ®p, ->A,»B p.p, b; P1- P2 P; -
6 | P, —A,—-B p;,p,,P;. P, P1:P2:P3: Py

oldest unseen packet. In slot 1, p, reaches A but not B. In slot 2, (p, @ p,) reaches
A and B. Since A knows p,, it can also decode p,. As for B, it has now seen (but
not decoded) p,. At this point, since A and B have seen p,, the sender drops it.
This is fine because, B will eventually decode p, (this happens in slot 4), at which
time it can obtain p,. Similarly, p, and p, are also dropped once they are seen.
Finally, in slot 6, both receivers receive p, and decode all 4 packets, thus catch-
ing up with the sender. This example shows clearly that it is fine to drop packets
before they are decoded. However, the drop-when-decoded policy will drop p,
and p, in slot 4, and p, and p, in slot 6. Thus, our new strategy clearly keeps the

queue shorter.

Exercise 4.7

The example above uses only binary coding over F,. Convince yourself that it is
sufficient because there are only two receivers. Compare this with exercise 4.4.

4.7.3 A Quick Primer on Queueing Theory

Armed with a mechanism to encode packets into a finite field and decode them
on receipt with Gaussian elimination, it is simple and informative to create a
stochastic simulation to assess the performance of the various packet coding
rules, including the management of the queue at the sender.

It is instructive, however, to engage in a simple queueing theory analysis to
assess how the average queue-length at the sender scales as packet arrival rates
increase. As our goal is to gain intuition without the distraction of excessive
mathematical detail, we do this in the simplest of settings:
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o We assume a single sender, receiver pair.

o We assume perfect feedback, zero-delay confirming receipt or erasure.

o We shall assume that the arrival times of packets to the sender, {z;}, are inde-
pendent and exponentially distributed with mean inter-arrival time A~!.

o We shall assume that the times between which successful, non-erased trans-
missions are made (should there be a packet present in the queue), {&;}, are
independent and exponentially distributed with inter-departure time x~!. If no
packet is present, the transmission opportunity is lost.

e We shall assume that =1 > u~1,i.e. A < y, so that arrivals, on average, occur at
greater intervals than successful transmissions so that the system is stable.

o Wesshall define the load on the system as p = A/ u, notating p < 1 by the previous
assumption.

o We shall assume that the sender has an unbounded packet storage buffer.

If a packet was dropped from the queue on successful transmission, in queueing
parlance (i.e. Kendall notation) the packet arrival and departure process would
form an M/M/1 queue, where M stands for memoryless, 1 indicates how many
servers are present, and the lack of another number indicates there is no buffer
constraint.

In queueing theory, two fundamental quantities are often studied:

o The stationary waiting time distribution, W: if the queueing system has
been running for a long time, the distribution of the time that an arriving packet
will have to wait until its service is complete and it departs the queue.

e The stationary queue-length distribution, Q: if the queueing system has
been running for a long time, the distribution of the number of packets that
it will find ahead of it in the first-come first-served queue.

Understanding statistics of these distributions, such as the mean E(Q) and vari-
ance Var(Q) of the queue-length distribution, informs about storage needs.

We shall build on this basic model to consider what happens to the queue length
at the sender when they send coded packets. To do so, we will also add:

o At each successful transmission, the sender transmits a coded packet that has
a non-zero linear combination of everything in its buffer.

o We shall assume that the finite field is sufficiently large that every coded packet
is innovative.

o We shall consider the drop-when-seen and drop-when decoded queue
management rules.

The core idea in this setting is that each successful transmission results in a new
seen packet and so, under drop-when-seen, the sender can reduce the number
of packets it is storing; under drop-when decoded, the receiver can only decode
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when it has received as many packets as are in the queue, whereupon the sender
can empty the queue.

For example, consider the case where the sender gets two packets before it can
successfully relay one, it then gets a third packet before two successful transmis-
sions in a row without receiving any new packets. In drop-when-seen, the coding
matrix would be

% %z O
0 apy %3
0 0 agys

but in drop-when decoded it would be

% %z O

%21 %22 %23 |

%31 %31 %33

Neither receiver can decode early, but drop-when-seen results in a sparser matrix
and the sender has a smaller collection of buffered packets. What we wish to under-
stand is how much shorter the sender’s queue will be. In a system where the
arrival rate is such that 90% of the time there are packets in the sender’s queue,
Fig. 4.13 provides simulated sample-paths of the queue-length at the sender under
the drop-when-seen and drop-when-decoded strategies as a function of time.
Clearly the former is far superior.

We shall use results that come from the memoryless property, which result in
the system being Markovian (what happens next only depends on randomness

180 w ‘ :
— Drop-when-seen
160 |~ Drop-when-decoded 4

140 | ,

—
[\
o

Queue length
S
S

00 100 200 300 400 500 600 700 800 900 1000
Time

Figure 4.13 Simulation of queue-length evolution of the sender for drop-when-seen
and drop-when-decoded within the mathematical model described in this section.
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and the current state of the system, not the history of the system beyond that) and
an incredibly robust property of queueing systems called Little’s law.

4.74 The Magic of Independent Exponentials

Before we consider the coded packet setup, let’s start with the basic M/M/1 queue.
A key feature of the system is the memorylessness, which arises due to a key fea-
ture of independent exponential times to events.

Consider two independent, exponentially distributed random variables, = and &,
with rate 4 and 7, respectively. That is,

Fo=Per<x)=1-¢*  f@)= W =,
F(0)=P¢<x)=1-e", f:() = % = pue ",
and hence

E(r) = /m(1 — F,(x))dx = /oo eFdx =1,
0 0 A

and E(¢) = /00(1 - Fé:(x))dx = l
0 H

Consider 7 and ¢ as representing random times for different events. We are
interested in when the first of them will occur, and which one it will be. Using
independence,

P(min (z,&) > x) = P(t > X, > X) = P(t > X)P(£ > X) = e He™ ¥

= g (itwx,

from which we deduce that min (z, £) is itself an exponentially distributed random
variable with rate A + u.
Let us consider the probability that = occurs first,

P(r =min(r,£)=P(r < &) = / AL = F,(0)f:(x)dx
0

= /oo Ae~ e dx = /1/00 e~ Xy
0 0

and, similarly,
. U
P (& =min(z,§)) = m
Note that P(r = &) = 0, so we can break ties however we wish without impacting
probabilities. Moreover, we could condition on the value of min (z, £) and noth-
ing would change. The time at which the first of  and & occurs is exponentially
distributed, and the likelihood that one or the other is first is the same for all times.
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Assuming that & occurs first at some time x, let us consider the distribution of
the residual time until = occurs:
Pz>x+tt>x) Plr>x+1) A

P(z>x+tlt>x)= = =
g I7>x) Pz > x) P(z > %) o

=e M

That is, the residual time is itself exponentially distributed with the same
parameter, and E(z > x + t|z > x) = 1/A.
From these facts, one deduces that

o The time until the next arrival or successful transmission to the queue is expo-
nentially distributed with mean 1/(4 + ).

e Given an arrival or successful transmission occurred at a given time, the like-
lihood it is an arrival is /(4 + u) and the likelihood that it is a departure is
u/(A+ p).

Note that we have assumed A < yu, so we are assuming the likelihood an event
is an arrival is smaller than the likelihood that it is a successful transmission and
so, as mentioned earlier, p = 4/ < 1. From these deductions, we have a simple
stochastic description of the evolution of the queue-length, which only develops
at the instances of arrivals or departures

Qn+l = max <0’ Qn + 17n+1<§n+1 - 1Tn+1Z§n+1) = max (07 Qn +Xn+l) ’

where the {X,,} process is independent and identically distributed with

% if x = +1
P(X =x) = ;“

H i x=—1.

A+u

If one considers the embedded time process that describes the queue-length,
which only changes at a packet arrival or departure, it can be represented as

A/ (A+p) A/ (Atp) A/ () A (At

Queue length 0 1 2 3 4 ...
u/(Atp) u/(Atp) u/(Atp) w/(A+p)

where the arrows indicate the direction of change and their likelihood.

This evolution results in the queue-length being a Markov chain and to deter-
mine the steady-state distribution, Q, it suffices to consider detailed balance
equations. Consider the probability flow between two queue-lengths g and
q + 1. Probability flows down from the queue-length g + 1 if there is a successful
transmission and up from q if there is an arrival, so that

PQ=q+ 1)% = P(Q= q)ﬁ,
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and hence
PQ=q+1)=PQ= q)ﬁ =P(Q = q)p.
Aswe have P(Q =g+ 1) = P(Q = q)p for g > 0 and
1=YPQ=q)=PQ=0))p"=PQ=0)
q=0 q=0

AsP(Q > 0) =1 — P(Q = 0) = p, this explains our definition of p as the load of the
system: it is the proportion of the time that the queue is non-empty. Using

P(Q=q)=(1-p)p for g >0, (4.2)

we can evaluate, e.g., the average queue-length

1
1-p

BQ =Y qPQ=q =Y qpl(l-p)=—. 43
(@) Zaq Q=9 q;)qp( N=1- (4.3)
Figure 4.14 provides a plot of E(Q) as a function of the load p, which only behaves
poorly as the load becomes large, i.e. p — 1.

In the coded system without feedback delays, where the sender codes every-
thing in its queue, the drop-when-seen approach ensures that each successful
transmission results in the receiver getting a newly seen in-order packet. Thus,
each successful transmission allows the sender to drop one packet from its queue.
As aresult, the M/M/1 queue exactly describes the queue-length evolution in this

|— M/M/1 queuel

10%
10!
100 i

10—1 :

Average queue length

0 01 02 03 04 05 06 07 08 09 1
Queue load, p

Figure 4.14 Average queue length (i.e. number of packets waiting) in an M/M/1 queue
as a function of load, p.
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system, and Eq. (4.3) tells us the average queue-length. Even when not describing
the drop-when-seen queue, the evolution tells us how many more degrees of
freedom the sender has than the receiver.

To relate this queue-length to the average time a packet spends in the system
from its arrival to being dropped from the queue, we will use a powerful, generic
result of queueing theory called Little’s law.

4.7.5 Relating Average Queue Length to Average Waiting Time

Little’s law is a simple, yet surprisingly powerful and general way to relate the
number of packets in a system to the arrival rate A into a system and the time that
the packets spend in the system. It states that the average number of packets in a
system is equal to the arrival rate multiplied by the average time a packet spends
in the system:

E(Q) = AE(W), 4.4)

where E(Q) is the average number of packets in the system, A is the arrival rate of
packets to the system, and E(W) is the average time a packet spends in the system.
That is, the average number of packets in the system is the average arrival rate of
packets to the system times the average time they spend in the system. As a result
E(Q) and E(W) are linearly related by a time-scale determined by the arrival rate
1/ 4. It holds for a much larger class of systems than we are considering.

We provide only a sketch proof of Little’s law with geometric arguments.
Consider Fig. 4.15. The number of arrivals is the top line of the staircase and the
number of departures is the bottom line. An arrival is presented by a step up of

4 Arrivals and departures

Number in system

Arrivals

Departures

t

Time slots

Figure 4.15 Arrivals, departures, and number in the system. Source: This figure is
inspired by [10, Fig. 3.8].
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4 Arrivals and departures

t

v

Time slots

Figure 4.16 Relating arrivals, departures, number in the system and time in the system.
Source: This figure is inspired by [10, Fig. 3.8].

size 1 on the top staircase and a departure by a step up of size 1 on the bottom
staircase. As notation, we have

o Let a(?) denote the number of arrivals to the system until time ¢.
o Let d(¢) denote the number of departures from the system until time ¢.
o Let T(m) denote the time that the m-th packet spends in the system.

The number in the system at a time slot is the difference between the total
arrivals, a(t), and the total departures, d(t), from the system by that time, t. When
the total number of arrivals and departures is equal, there are no packets in the
system.

Without rigorously defining stability, for the system not to grow in an
unbounded fashion, packets that arrive to the system must at some point depart
from it. If the system does not blow up, in the long run, the rate of departures
must equal the rate of arrivals

= 1im D = 1 4O
5o t 50t
Also on that basis, we also assume that there is a mean time spent in the system
and it is finite,
a(t) @

1
E(W) = hm— Z T(m) = lim —— N 2 Z T(m).

To relate this to the expected queue-length, instead we first consider the integral
of the queue-length. The space between the two staircases can be seen a superpo-
sition of blocks of height 1 and length equal to Q(¢) = a(t) — b(t), the number of
packets in the system at time ¢. If we integrate the queue-length for all arrivals a(t)
up to a time ¢ we have the dark gray blocks shown in Fig. 4.15. If we integrate the
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queue-length for all departures d(t) up to a time t we have the dark blocks shown
in Fig. 4.16. So, if were to estimate the integral of the number of packets in the
system by summing up the areas of the blocks corresponding to the time in the
system of the packets that have arrived or left the system, we would overestimate
by the amount shown in dotted area or underestimate by the amount shown in
transparent part on the last block. As a result, we have that

b(t)

t a®)
Y10 < [ wds< Y10,
i=1 =0 i=1

When averaged over time, the discrepancy as time advances should be negligible
relative to the total area between the two staircases. As a result, assuming that
the time-average and ensemble average in the system are the same, we have that
the average number of things in the system

d
a(t) (t) a® 1 a(t)

EQ) = }irgo%;T(i) = lim %;T(i) = }EBOTW 2_‘,1T<m) = AE(W),

which is an instance of Little’s law.

4.7.6 Drop When Seen

For the M/M/1 queue, from Egs. (4.3) and (4.4) we would deduce that the expected
waiting time satisfies

1 1 »p
E(W, =-EQ)=-—. 4.5
Waw) = 7EQ@ = 372 (4.5)
As a result, with the drop-when-seen protocol, the average time that a packet
spends in the sender’s queue when there is no feedback delay or loss and all packets

in the queue are coded at each time is given by that formula.

4.7.7 Drop When Decoded

Using the drop-when-decoded rule, the receiver can only decode when the
sender’s queue is empty because at that stage the receiver has as many coded
packets (i.e. equations) as there were packets in this generation. As a result, the
M/M/1 queue no longer describes the evolution of the queue-length at the trans-
mitter. However, it still does describe the difference in the number of degrees of
freedom between the sender and the receiver at any one time, which is referred
to as the virtual queue. Each time the virtual queue hits zero, the receiver has
enough equations to decode that generation, let the sender know that, and the
sender empties their queue.
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We provide a heuristic analysis of this case. Given that the queue-length at the
nth arrival or successful transmission is greater than 0, the average change in
the queue-length at the next arrival or successful transmission is given by

A H
E - >0)= — — ——.
(Qpi1 — QulQ, > 0) itp Atn
Now, the expected time between arrival or successful transmission events is
1/(A + p); therefore, on average, the queue-length will drop by (4 — u)/(4 + p) in
a time period of 1/(4 + u) and so the average time for the queue to reduce by one
packet is

1 CA-wy_ 111
A+ A+ u—»~r ul—=p’
bearing in mind that x4 > 1 to ensure stability. Thus, if the queue-length is g at
time ¢, on average we expect it to become empty at time

11
Tar=y
Given a new packet arrives to the M/M/1 queue, the distribution of the queue-
length that it will experience is the stationary queue-length in Eq. (4.2). Thus,
by the law of total expectation, the expected time that it will take for the queue
to empty, which corresponds to the waiting time in the drop-when-decoded

algorithm is

o 1 1 1.1 p
EWywa) = 2 4a——PQR=9=———. (4.6)
dwd q;ﬂl—p ul—pl-p

Expressing this averaging waiting time in terms of the drop-when-seen algorithm,
we have
1 S —— _1 g
Ad=pP A-p)
Using Little’s law, AE(W) = E(Q), we have the same relationship between the two
strategies for the average queue-length

Q) = 72 and BQua) =

E(ded) = (des)'

_r

1-p?

As p€(0,1), 1/(1 —p) > 0 and so the waiting time and queue-length in the
drop-when-decoded system are necessarily degraded when compared to
the drop-when-seen strategy.

Figure 4.17 plots the predicted average queue-length, and so storage needs, for
the two strategies, where the degraded performance of drop-when-decoded over
drop-when-seen is particularly evident at higher loads. Setting 4 =1 so that
A= p, Fig. 418 plots the average waiting-time before successful receipt of a
packet and there it can be seen that drop-when-decoded provides notably
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Figure 4.17 Average queue length as a function of load, p.
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Figure 4.18 Average waiting time, given u = 1, as a function of load, p.

worse performance all loads. Note that the minimum average waiting time is
1 in that plot, corresponding to the average service time. It can be observed
that drop-when-seen is the far superior strategy in this case, and that extends
to more sophisticated arrangements including systems with more than one
receiver.
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4.8 Summary

Chapter four provides most of the crucial concepts related to NC. Starting with
Gauss-Jordan elimination in finite fields, we delve into the realization of mutable
data in practice and how the coding over multiple packets works in different
settings. The decoding probability and gains of network coding in a lossy commu-
nication channel are explored. As is explained, the mixing of packets enables new
information to be provided in every packet, leading to the concept of the degree
of freedom and on to the innovative use of acknowledgments in a feedback-based
communication scheme. Through considerations of queue behavior, this new
approach provides significant gains in a lossy network. Major takeaways from
this chapter can be considered as:

A) Concepts of degrees of freedom and role of acknowledgment in network
coding.

B) Different coding strategies such as systematic coding, coding until completion,
sliding window coding and coding with feedback.

C) Decoding probability and queue management in network coding.

Additional Reading Materials

Some additional reading on the likelihood of not being invertible can be found
in [2]. More details on the gains of network coding in broadcast settings and
networks with delay can be found in [6, 11, 12]. Discussions in [8, 9, 13] shed light
on how the concept of degrees of freedom impacts queueing in coded networks,
while [14-16] explain the concepts of queueing theory and Little’s law in general.

References

1 T. Ho, M. Médard, R. Koetter, D. R. Karger, M. Effros, J. Shi, and B. Leong,
“A random linear network coding approach to multicast,” IEEE Transactions
on Information Theory, vol. 52, no. 10, pp. 4413-4430, 2006.

2 W. C. Waterhouse, “How often do determinants over finite fields vanish?”
Discrete Mathematics, vol. 65, no. 1, pp. 103-104, 1987.

3 P. Billingsley, Probability and Measure. John Wiley & Sons, 2017.

4 J. Cloud, D. Leith, and M. Médard, “A coded generalization of selective repeat
ARQ),” in IEEE Conference on Computer Communications, 2015, pp. 2155-2163.

5 M. Karzand, D. J. Leith, J. Cloud, and M. Médard, “Design of FEC for low
delay in 5G,” IEEE Journal on Selected Areas in Communications, vol. 35,
no. 8, pp. 1783-1793, 2017.



6

10
11

12

13

14

15
16

References

A. Eryilmaz, A. Ozdaglar, M. Médard, and E. Ahmed, “On the delay and
throughput gains of coding in unreliable networks,” IEEE Transactions on
Information Theory, vol. 54, no. 12, pp. 5511-5524, 2008.

J. K. Sundararajan, D. Shah, M. Médard, S. Jakubczak, M. Mitzenmacher,

and J. Barros, “Network coding meets TCP: theory and implementation,”
Proceedings of the IEEE, vol. 99, no. 3, pp. 490-512, 2011.

J. K. Sundararajan, D. Shah, M. Médard, and P. Sadeghi, “Feedback-based
online network coding,” IEEE Transactions on Information Theory, vol. 63,
no. 10, pp. 6628-6649, 2017.

J. K. Sundararajan, D. Shah, and M. Médard, “On queueing in coded networks-
queue size follows degrees of freedom,” in IEEE Information Theory Workshop
on Information Theory for Wireless Networks, 2007.

D. Bertsekas and R. Gallager, Data Networks. Prentice-Hall, Inc., 1987.

A. Eryilmaz, A. Ozdaglar, and M. Médard, “On delay performance gains from
network coding,” in Annual Conference on Information Sciences and Systems,
2006, pp. 864-870.

E. Ahmed, A. Eryilmaz, M. Médard, and A. E. Ozdaglar, “On the scaling law
of network coding gains in wireless networks,” in IEEE Military Communica-
tions Conference, 2007.

J. K. Sundararajan, “On the role of feedback in network coding,” Ph.D. disser-
tation, Massachusetts Institute of Technology, 2009.

J. D. Little, “A proof for the queuing formula: L = AW,” Operations Research,
vol. 9, no. 3, pp. 383-387, 1961.

S. Asmussen, Applied Probability and Queues. New York: Springer, 2003, vol. 2.
A. Leon-Garcia, Probability and Random Processes for Electrical Engineering.
Pearson Education, 2008.

123



5

Designing of Protocols with Network Coding

So far, we have been considering concepts of coding and communication without
regard for such questions as timing, conveying coding coefficients, or other
matters which in practice are important to ensure correct operation.
For communication between two different devices to happen successfully, both
these parties need to share some understanding and rules about these concepts
and what are the procedures followed at the other end.

Communication protocols are the rules and conventions that govern this
information exchange. Protocols define how data is represented, transmitted,
and received by different devices. There are many different protocols involved
and required for an efficient communication system to exist. It is also important
that they follow the same order or architecture on both ends.

One of the most commonly used set of protocols is from the TCP/IP Protocol
suite. It defines the Transport Control Protocol (TCP), the User Datagram
Protocol (UDP), and the Internet Protocol (IP), the latter being in effect a
packet definition, which we have heretofore assumed to be given. These are not
the only communication protocols, but as part of the TCP/IP suite, these had a vast
impact on the communication systems we use currently.

UDP is suitable for purposes where error checking and correction are either not
necessary or are performed in the application. Time-sensitive applications can use
UDP if dropping packets is preferable to waiting for those delayed due to retrans-
mission, which may not be an option in a real-time system. There are recent
protocols, like Quick UDP Internet Connections (QUIC), that have been
gaining traction from the engineering community, built atop UDP. Protocols, such
as QUIC, can be substituted for TCP/IP and operate in a relatively similar fashion,
albeit with significantly different implementations, since they sit atop UDP.

TCP provides reliable, ordered, and error-checked delivery of a stream of octets
(bytes) between applications running on hosts communicating via an IP network.
It is connection-oriented and employs a congestion control algorithm that aims
to make the most of shared communication resources without overloading them.

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
© 2025 The Institute of Electrical and Electronics Engineers, Inc. Published 2025 by John Wiley & Sons, Inc.
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For each connection, TCP maintains a congestion window (cwnd) limiting the
total number of unacknowledged packets that may be in transit end-to-end.

Congestion window mechanisms can be understood in the context of the devel-
opment of TCP. The original deployments of TCP were primarily over wireline net-
works where packet transmission was reliable over the communication medium,
but where system capacity, in terms of bandwidth and queue size, was limited. In
such a setting, packet loss was generally inferred as being indicative of congestion,
with packets being delayed excessively, and in some cases being lost to buffer over-
flows due to having the offered load exceed the transmit capabilities of the system.
The buffer overflow losses, often termed droptail, will translate at the sender in
having triple-duplicate ACKs, which results in a total of four ACKs, the original
and three duplicates, as in Fig. 5.1.

TCP/IP in all of its variants was built without coding in mind. Protocols which
were built without coding do not differentiate between seen packets and decoded
packets. Effectively, they work with a degenerate type code, a repetition one, that
makes drop-when-seen the same as drop-when decoded even though we have
seen in Chapter 4 that those approaches should in general lead to quite different
behavior. The core question we face is the following: how can we leverage pro-
tocols that were built with acknowledgment mechanisms that assumed
no coding in order to build protocols that are compatible with the original
uncoded ones but provide the benefit of coding?

As we saw in Chapter 4, congestion leads to growth of the queue of order p/(1 —
p), which entails that, if p nears 1, it is important to reduce it in order to avoid
uncontrolled growth of the packet queue at a buffer. Little’s law tells us that the
waiting time experiences a similar phenomenology, and so increasing delay can
also be used to inform impending congestion. TCP seeks to manage that poten-
tially catastrophic growth by stopping the window sliding (no new packets for a
while) and by shrinking the window (reducing the number of packets that may
become lost by being placed in a buffer overflow situation). This aspect is impor-
tant to avoid overwhelming the network, so we wish to ensure that coding respects
this original design principle.

On the other hand, modern networks have connections such as wireless links
where loss may not be indicative of congestion. As a result, treating a lost or badly
delayed packet as being indicative of congestion may result in a sub-optimal con-
trol response. Here we wish to ensure that we can leverage coding and its benefits.
In some systems, the network seeks to assess whether losses arose from conges-
tion or other causes. Such schemes, which use so-called explicit mechanisms, can
be fairly readily modified to use coding. However, they remain relatively rare.
Hence, we shall concentrate in this chapter and the next on introducing coding
into protocols that have no means or assessing the root cause of a packet loss.
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We explore how network coding goes with these communication protocols and
if a network coding-specific protocol is necessary. We present the logical descrip-
tion of our Network Coding with TCP (TCP/NC) protocol, followed by a way to
implement these ideas with as little disturbance as possible to the existing protocol
stack. We start with a brief description of a couple of common TCP variants.

5.1 TCP Variants

TCP Reno is generally regarded as the standard TCP algorithm [2, 3]. TCP Reno
increases the congestion window by one segment for every successful acknowledg-
ment received and halves the congestion window when a packet loss is detected.
This is the additive increase, multiplicative decrease AIMD scheme. TCP Reno
uses fast retransmit and fast recovery to handle packet losses, which means that
it retransmits the lost segment after receiving three duplicate ACKs, and reduces
the congestion window to half of the previous value plus three segments.

TCP Vegas is an approach that does not rely on packet losses to infer congestion
but rather focuses on delay [4]. The crux of the algorithm is to estimate the base
round-trip time, the RTT in the absence of congestion, and use this informa-
tion to find the discrepancy between the expected and actual transmission rate. It
increases the congestion window by one unit for every RTT if the difference is less
than a threshold and decreases the congestion window by one unit for every RTT
if the difference is greater than a threshold. TCP Vegas also implements a slow
start algorithm that increases the congestion window by one unit for every ACK
received, but stops when the difference exceeds yet another threshold.

The basic design of TCP Vegas is to garner an estimate of congestion without
waiting for it to happen first, as that would result in wasteful packet drops, but
instead to infer congestion based on growing RTT. The base RTT is intended to
be the time it would take to get a packet through the network in the absence of
congestion. It is typically estimated by recording the minimum RTT observed so
far. With cwnd being the congestion window (i.e. number of IP packets in flight
that are not yet acknowledged), TCP Vegas aims to control cwnd to ensure that the
difference between expected output and the actual output times the base RTT,
the extra data in the network

base RTT
~ current RTT )
is kept within given bounds., d; and d,, say, 1 and 3. At each update,

D = cwnd (1

cwnd if D € [d,,d,]
cwnd =qcwnd+1  if D>d,
cwnd—-1 ifD<d,
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The main aim of this algorithm is to mask non-congestion-induced losses from
TCP using random linear coding. There are some important modifications in
order to incorporate coding. First, instead of the original packets, we transmit
random linear combinations of packets in the congestion window. While such
coding helps with erasure correction, it also leads to a problem in acknowledging
data, given that the original ACK mechanism was designed for an uncoded
scheme.

TCP operates with units of packets,! which have a well-defined ordering. Thus,
the packet sequence number can be used to acknowledge the received data.
The unit in our protocol is a DoF. However, when packets are coded together,
there is no clear ordering of the DoFs that can be used for ACKs. The protocol
we present here addresses and presents the solution to this problem. The notion
of seen packets we have explored in Chapter 4 proves to be crucial, as it defines
an ordering of the degrees of freedom that is consistent with the packet sequence
numbers, and can therefore be used to acknowledge DoFs.

Upon receiving a linear combination, the receiver finds out which packet, if any,
has been newly seen because of the new arrival and acknowledges that packet
using the TCP/IP mechanism. The receiver thus pretends to have received the
packet as though using uncoded TCP/IP even if it cannot be decoded yet. This is
not a difficulty because if all the packets in a file have been seen, then they can all
be decoded as well.

The idea of transmitting random linear combinations and acknowledging seen
packets achieves our goal of masking non-congestion losses from TCP as follows.
With a large field size, every random linear combination is highly likely to cause
the next unseen packet to be seen. Hence, even if a transmitted linear combina-
tion is lost, the next successful reception of a (possibly) different random linear
combination will cause the next unseen packet to be seen and acknowledged.

From the TCP sender’s perspective, this appears as though the transmitted
packet waits in a fictitious queue until the channel stops erasing packets and
allows it through. Thus, there will never be any duplicate ACKs. Every ACK will
cause the congestion window to advance. In short, the lossiness of the link is
presented to TCP as an additional queueing delay that leads to a larger
effective round-trip time.

The term round-trip time thus has a new interpretation. It is the effective time
the network takes to reliably deliver a degree of freedom (including the delay

1 Actually, TCP operates in terms of bytes. For simplicity of presentation, the present section
uses packets of fixed length as the basic unit. All the discussion in this section extends to the
case of bytes as well.
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for the coded redundancy, if necessary), followed by the return of the ACK. This is
larger than the true network delay it takes for a lossless transmission and the return
of the ACK. The more lossy the link is, the larger will be the effective RTT. Pre-
senting TCP with a larger value for RTT may seem counter intuitive as TCP’s rate
is inversely related to RTT. However, if done correctly, it improves the rate by pre-
venting loss-induced window closing, as it gives the network more time to deliver
the data in spite of losses, before TCP times out. Therefore, non-congestion losses
are effectively masked.

5.3 Seen Packets and Congestion Control

How does the coded packet approach affect congestion control? Since we mask
losses from the congestion control algorithm, the TCP-Reno style approach to
congestion control using packet loss as a congestion indicator is not immediately
applicable to this situation. However, the congestion-related losses are made to
appear as a longer RTT. Therefore, we can use an approach that infers congestion
from an increase in RTT. The natural choice is TCP-Vegas. The discussion in
this section is presented in terms of TCP-Vegas. The algorithm, however, can be
extended to make it compatible with TCP-Reno as well.

In order to use TCP-Vegas correctly in this setting, we need to ensure that it uses
the effective RTT of a DoF, including the fictitious queueing delay. In other words,
the RTT should be measured from the point when a packet is first sent out from
TCP, to the point when the ACK returns saying that this packet has been seen.
This is indeed the case if we simply use the default RTT measurement mechanism
of TCP-Vegas. The TCP sender notes down the transmission time of every packet.
When an ACK arrives, it is matched to the corresponding transmit timestamp in
order to compute the RTT. Thus, no modification is required.

Consider the example shown in Figure 5.1. The representation is typical of that
used in the literature of protocols, Time advances from top to bottom. Transmis-
sions are indicated by arrows, where the angle of the arrow is determined by the
delay. A lower delay will lead to an arrow closer to horizontal, and a longer delay
will lead the arrow to be closer to vertical. The transmitter is generally indicated
as avertical line at the left-hand side, representing time as seen at the sender. The
receiver is represented as a vertical line on the right-hand side, indicating the time
at the receiver.

On the left-hand side of Figure 5.1, we see the operation of a characteristic ver-
sion of TCP. The packets are acknowledged when received. In reality, an acknowl-
edgment of packet i is really instantiated as a request for packeti + 1. Transmission
of packets is done over a window, which consists of the packets that are cur-
rently being considered for current transmission or retransmission. Generally, a
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window will increase as the number of packets in flight increases, since packets
that are not yet acknowledged at the receiver will be in the window. Packets
in flight will increase when the delay in either direction (sender to receiver for
packets or receiver to sender for ACKs) increases, or when the rate of packets, say
packets per second, goes up. The rate of packets transmitted is often, by abuse of
nomenclature, named the bandwidth, as physical bandwidth, measured in Hertz,
allows the rate to scale up roughly proportionally. Thus, the Bandwidth-Delay
Product (BDP), which is the delay (actually the RTT) in seconds multiplied by
the rate (in packets per second) is an important element of TCP window size
selection. The operation of TCP allows the window to slide as acknowledgments
are received. This sliding window style of operation means that packets are being
continuously shed from the window and included in the window.

To visualize in a simple example the operation of TCP when network coding
and the use of seen packets is introduced, consider the right-hand side of Fig. 5.1.
Suppose the congestion window’s length is 4. Assume TCP sends four packets to
the network coding layer at t = 0. All four transmissions are linear combinations
of these four packets. The first transmission causes the first packet to be seen. The
second transmission is lost, and the third transmission causes the second packet
to be seen (the discrepancy is because of losses). As far as the RTT estimation is
concerned, transmissions 2 and 3 are treated as attempts to convey the second
degree of freedom. The RTT for the second packet must include the final attempt
that successfully delivers the second degree of freedom, namely the third trans-
mission. In other words, the RTT is the time from ¢ = 0 until the time of reception
of the third ACK. The core idea is that the ACK mechanism of TCP is employed
so that an ACK from TCP is actually an ACK for seeing that packet, in line with
decode-when-seen in Chapter 4.

5.4 Mechanisms of Use of Seen Packets

Two mechanisms whereby network coding with a sliding window benefits TCP
are already evident from this discussion. The first is that the window does not
cease to slide as with triple-duplicate ACKs. If the losses are random, say from an
occasional mishap in the transmission rather than a protracted congestion, then
such an approach is quite beneficial. We should note that some TCP protocols,
such as Cubic, do allow what is generally termed selective ARQ, which is more in
line with the type of retransmissions that we overviewed in Chapter 4, where we
proceed to repeating packets that were not received rather than taking the actions
described above for TCP. However, such systems generally allow only a few packets
to be lost by only having a handful of packets in the process of selective ACK. Thus,
if the BDP is high, even modest losses of the order of a percent or so, which is a
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regime that is not atypical in many wireless settings, will exceed the ability of the
protocol to manage selective ARQ.

The second mechanism through which network coding with a sliding window is
helpful lies in the seen packets. The ability to manage losses through coding might
at first appear to be manageable, rather than by a sliding window that advances
through learning of seen packets, through a code such as a rateless code, where
an ACK was produced after a set of original packets was sent. This coding-until-
completion approach we considered in Chapter 4 and has the issues we discussed
before.

For the rateless code, we would not be able to advance the window until enough
packets to decode were received. We know already from Chapter 4 that, if instead
of managing the queue in terms of DoFs as known at the sender from the receiver
via the latter’s acknowledgment of seen packet, we would have a queue that would
grow as p/(1 — p)>. This queue growth would heighten the incidence of droptail
events.

Another approach would be through a block code with a given number of repair,
or redundant packets, where the redundancy was tailored to the expected rate of
packet losses. However, in those cases we would not have seen packets. For the
block code, we would not have a window progression mechanism except at the
level of a block. If the entire block was successfully decoded, then the window
could advance block by block; otherwise, it could not advance. In some cases,
too much redundancy would have been transmitted, in a preemptive fashion, for
example, if no losses occurred. In other cases, insufficient equations for the losses
experienced by a block would lead to decoding failure and the need to retransmit
awhole other block, which is wasteful of resources unless all of the packets in the
previously undecoded block were lost. Thus, despite many attempts to combine
rateless or block codes with TCP and related protocols, to our knowledge the only
successful approaches necessitate a sliding window network coding technique.

Because a sliding window requires a code that is adapted to any window and
pattern of losses, RLNC is the natural approach to code with a sliding window.
A structured code that would require a different construction tailored to each of
the myriad patterns of losses would be altogether unsuitable.

The implementation of the sliding window network coding ideas in the exist-
ing protocol stack needs to be done in as non-intrusive a manner as possible. We
present a solution that embeds the network coding operations in a separate layer
below TCP and above IP on the source and receiver side, as shown in Figure 5.2.
The operation of these modules is described next.

The sender module accepts packets from the TCP source and buffers them into
an encoding buffer which represents the coding window,? until they are ACKed by

2 Whenever a new packet enters the TCP congestion window, TCP transmits it to the network
coding module, which then adds it to the coding window. Thus, the coding window is related to
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Internet protocol Internet protocol
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Figure 5.2 New network coding layer in the protocol stack. This figure is inspired by
joint work with Jay Kumar Sundararajan [5].

the receiver. The sender then generates and sends random linear combinations of
the packets in the coding window. The coefficients used in the linear combination
are also conveyed in the header.

For every packet that arrives from TCP, R linear combinations are sent to the IP
layer on average, where R is the redundancy, or repair, parameter. The average rate
at which linear combinations are sent into the network is thus a constant factor
more than the rate at which TCP’s congestion window progresses. This is neces-
sary in order to compensate for the loss rate of the channel and to match TCP’s
sending rate to the rate at which data is actually sent to the receiver. If there is
too little redundancy, then the data rate reaching the receiver will not match the
sending rate because of the losses. This leads to a situation where the losses are not
effectively masked from the TCP layer. Hence, there are frequent timeouts, lead-
ing to a low throughput. At the other extreme, too much redundancy is also bad,
since then the transmission rate becomes limited by the unused repair generated
by the code itself. Sending too many linear combinations can congest the network.
The ideal level of redundancy is to keep R of the order of the reciprocal of the prob-
ability of successful reception, with some extra margin to account for variability.

the TCP layer’s congestion window but generally not identical to it. For example, the coding
window will still hold packets that were transmitted earlier by TCP, but are no longer in the
congestion window because of a reduction of the window size by TCP. Involving more packets in
a linear combination will only increase its chances of being innovative.
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Thus, in practice, the value of R should be dynamically adjusted by estimating the
loss rate, possibly using the RTT estimates.

Upon receiving a linear combination, the receiver module first retrieves the
coding coefficients from the header and appends them to the basis matrix of its
knowledge space. Then, it performs a Gauss-Jordan elimination as we have seen
in the last chapter, to find out which packet is newly seen so that this packet can
be ACKed. The receiver module also maintains a buffer of linear combinations of
packets that have not been decoded yet. Upon decoding the packets, the receiver
module delivers them to the TCP sink.

The algorithm is specified below using pseudo-code. This specification assumes
a one-way TCP flow.

5.4.1 Source Side

The source-side algorithm has to respond to two types of events — the arrival of a
packet from the source TCP and the arrival of an ACK from the receiver via IP.

1) Set NUM to 0.
2) Wait state: If any of the following events occurs, respond as follows; else, wait.
3) Packet arrives from TCP sender:
a) If the packet is a control packet used for connection management, deliver it
to the IP layer and return to the wait state.
b) If the packet is not already in the coding window, add it to the coding
window.
c) Set NUM = NUM + R. (R = redundancy factor)
d) Repeat the following [NUM | times:
i) Generate a random linear combination of the packets in the coding
window.
ii) Add the network coding header specifying the set of packets in the cod-
ing window and the coefficients used for the random linear combination.
iii) Deliver the packet to the IP layer.
e) Set NUM = fractional part of NUM.
f) Return to the wait state.
4) ACK arrives from receiver: Remove the ACKed packet from the coding
buffer and hand over the ACK to the TCP sender.

5.4.2 Receiver Side

On the receiver side, the algorithm again has to respond to two types of events: the
arrival of a packet from the source and the arrival of ACKs from the TCP sink.

1) Wait state: If any of the following events occurs, respond as follows; else, wait.
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2) ACK arrives from TCP sink: If the ACK is a control packet for connection
management, deliver it and return to the wait state; else, ignore the ACK.
3) Packet arrives from source side:
a) Remove the network coding header and retrieve the coding vector.
b) Add the coding vector as a new row to the existing coding coefficient matrix,
and perform Gauss—Jordan elimination to update the set of seen packets.
c) Add the payload to the decoding buffer. Perform the operations correspond-
ing to the Gauss-Jordan elimination, on the buffer contents. If any packet
gets decoded in the process, deliver it and remove it from the buffer.
d) Generate a new TCP ACK with sequence number equal to that of the oldest
unseen packet.

5.4.3 Soundness of the Protocol

We argue that this protocol guarantees reliable transfer of information. In other
words, every packet in the packet stream generated by the application at the source
will be delivered eventually to the application at the sink. We observe that the
acknowledgment mechanism ensures that the coding module at the sender does
not remove a packet from the coding window unless it has been ACKed, i.e. unless
it has been seen by the sink. Thus, we only need to argue that if all packets have
been seen, then the packets can be decoded.

Property 5.1 From a file of n packets, if every packet has been seen, then every
packet can also be decoded.

If the sender knows a file of n packets, then the sender’s knowledge space is of
dimension n. Every seen packet corresponds to a new DoF. Hence, if all n packets
have been seen, then the receiver’s knowledge space is also of dimension #, in
which case it must be the same as the sender’s. All packets can be decoded in
that case.

In other words, seeing n different packets corresponds to having n linearly inde-
pendent equations, or DoFs, in n unknowns. Hence, the unknowns can be found
by solving the system of equations. In practice, one does not have to necessarily
wait until all packets are seen to decode all packets. Some of the unknowns can
be found even along the way. In particular, whenever the number of equations
received catches up with the number of unknowns involved, the unknowns can be
found. Now, for every new equation received, the receiver sends an ACK. The con-
gestion control algorithm uses the ACKSs to control the injection of new unknowns
into the coding window. Thus, the discrepancy between the number of equations
and the number of unknowns does not tend to grow with time, and therefore will
hit zero often based on the channel conditions. As a consequence, the decoding
buffer will tend to be stable.
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5.5 Queueing Analysis for an Idealized Case of TCP/NC

In this section, we focus on an idealized scenario in order to provide a first-order
analysis of our new protocol. We aim to explain the key ideas of TCP/NC protocol
with an emphasis on the interaction between the coding operation and the feed-
back. The model used in this section will also serve as a platform which we can
build on to incorporate more practical situations.

We abstract out the congestion control aspect of the problem by assuming that
the capacity of the system is fixed in time and known at the source, and hence the
arrival rate is always maintained below the capacity. We also assume that nodes
have infinite capacity buffers to store packets.

We focus on a topology that consists of a chain of erasure-prone links in tandem,
with perfect end-to-end feedback from the sink directly to the source. In such a
system, the behavior of the queue sizes at various nodes is investigated to show
that the queues for all rates below capacity are stabilized.

5.5.1 System Model

The network we study in this section is a daisy chain of N nodes, each node being
connected to the next one by a packet erasure channel, as shown in Figure 5.3.
We assume a slotted time system. The source generates packets according to
a Bernoulli process of rate A packets per slot. The point of transmission is at
the very beginning of a slot. Just after this point, every node transmits one
random linear combination of the packets in its queue. The relation between
the transmitted linear combination and the original packet stream is conveyed
in the packet header. We ignore this overhead for the analysis in this section.
We ignore propagation delay as well. Thus, the transmission, if not erased by
the channel, reaches the next node in the chain almost immediately. However,
the node may use the newly received packet only in the next slot’s transmission.
We assume perfect, delay-free feedback from the sink to the source. In every
slot, the sink generates the feedback signal after the instant of reception of the
previous node’s transmission. The erasure event happens with a probability
(1 — p;) on the channel connecting node i and (i + 1), and is assumed to be inde-
pendent across different channels and over time. Thus, the system has a capacity
min ;u; packets per slot. We assume that A < min ;y;, and define the load factor

pi = Ay

Figure 5.3 Topology: Daisy chain with perfect
end-to-end feedback.
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5.5.2 Queue Update Mechanism

Each node transmits a random linear combination of the current contents of its
queue and hence, it is important to specify how the queue contents are updated
at the different nodes. Queue updates at the source are relatively simple because,
in every slot, we assume the end receiver sends an ACK directly to the source,
containing the index of the oldest packet not yet seen by the sink. Upon receiving
the ACK, the source simply drops all packets from its queue with an index lower
than the sink’s feedback.

Whenever an intermediate node receives an innovative packet, this causes the
node to see a previously unseen packet. The node performs Gauss-Jordan elim-
ination on the matrix with the new packet appended. The last row of the matrix
after the Gauss-Jordan elimination we call the witness. This is essentially the
new information from the received packet and will be used to create new coded
packets at the intermediate node.

Each node computes the witness of the newly seen packet and adds this to the
queue. Thus, intermediate nodes store the witnesses of the packets that they have
seen. The idea behind the packet drop rule is similar to that at the source—an
intermediate node may drop the witnesses of packets up to but excluding what
it believes to be the receiver’s, or sink’s, first unseen packet with regards to the
source transmitted packets, based on its knowledge of the sink’s status at that point
in time.

The intermediate nodes, in general, may only know an outdated version of the
sink’s status because we assume that the intermediate nodes do not have direct
feedback from the sink (see Fig. 5.3). Instead, the source has to inform them about
the sink’s ACK through the same erasure channel used for the regular forward
transmission. This feed-forward of the sink’s status is modeled as follows.

Whenever the channel entering an intermediate node is in the ON state (i.e. no
erasure), the node’s version of the sink’s status is updated to that of the previous
node. In practice, the source need not transmit the sink’s status explicitly. The
intermediate nodes can infer it from the set of packets that have been involved in
the linear combination - if a packet is no longer involved, that means the source
must have dropped it, implying that the sink must have ACKed it already.

Remark 5.1 This model and the following analysis also work for the case when
not all intermediate nodes are involved in the network coding. If some node simply
forwards the incoming packets, then an erasure event on either the link entering
this node or the link leaving this node will cause a packet erasure. These two links
can be replaced by a single link whose probability of being ON is simply the prod-
uct of the ON probabilities of the two links being replaced. Thus, all non-coding
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nodes can be removed from the model, which brings us back to the same situation
as in the above model.

5.5.3 Queueing Analysis

We now analyze the size of the queues at the nodes under the queueing policy
described above. The following theorem shows that if we allow coding at inter-
mediate nodes, then it is possible to achieve the capacity of the network, namely
min , u,.. In addition, it also shows that the expected queue size in the heavy-traffic
limit (A — min ,4;) has an asymptotically optimal linear scaling in 1/(1 — p).

Note that, if we only allow forwarding at some of the intermediate nodes, then
we can still achieve the capacity of a new network derived by collapsing the links
across the non-coding nodes, as described in Remark 5.1.

Property 5.2 Aslongas A < yu forall 0 < k < N, the queues at all the nodes will
be stable. The expected queue size in steady state at node k(0 < k < N) is given by:

NflpA(l — 1) k-1
E = e e .
[Q] ; o Zl,p

An implication: Consider a case where all the p;’s are equal to some p. Then, the
above relation implies that in the limit of heavy traffic, i.e. p — 1, the queues are
expected to be longer at nodes near the source than near the sink.

A useful lemma: The above property will be proved after the following one,
which shows that the random linear coding scheme has the property that every
time there is a successful reception at a node, the node sees the next unseen
packet with high probability, provided the field is large enough. This fact will
prove useful while analyzing the evolution of the queues.

Property 5.3 Let S, and Sy be the set of packets seen by two nodes A and B,
respectively. Assume S,\ Sy is non-empty. Suppose A sends a random linear com-
bination of its witnesses of packets in S, and B receives it successfully. The proba-
bility that this transmission causes B to see the oldest packetin S,\ Sy is O (1 — é ),
where q is the field size.

Proof: Let M, be the RREF basis matrix for A. Then, the coefficient vector of the
linear combination sent by A is t = uM,,, where u is a vector of length |S,| whose
entries are independent and uniformly distributed over the finite field F,. Let d*
denote the index of the oldest packet in S,\Sj.
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Let M be the RREF basis matrix for B before the new reception. Suppose t is
successfully received by B. Then, B will append t as a new row to M and perform
Gaussian elimination. The first step involves subtracting from t, suitably scaled
versions of the pivot rows such that all entries of t corresponding to pivot columns
of M become 0. We need to find the probability that after this step, the leading
non-zero entry occurs in column d*, which corresponds to the event that B sees
packet d*. Subsequent steps in the Gaussian elimination will not affect this event.
Hence, we focus on the first step.

Let P denote the set of indices of pivot columns of Mj,. In the first step, the entry
in column d* of t becomes

¢'(d*) = 1d") - Z 1(0) - Mp(rg(), d"),
i€Pp.i<d*
where ry(i) is the index of the pivot row corresponding to pivot column i in M.
Now, due to the way RREF is defined, t(d*) = u(r,(d*)), where r,(i) denotes the
index of the pivot row corresponding to pivot column i in M. Thus, #(d*) is uni-
formly distributed. Also, for i < d*, t(i) is a function of only those u(j)’s such that
Jj < r,(d*). Hence, t(d*) is independent of t(i) for i < d*. From these observations
and the above expression for t'(d*), it follows that for any given M,, and M, t'(d*)
has a uniform distribution over F,, and the probability that it is not zero is therefore
(1-3)
q

For the queueing analysis, we assume that a successful reception always causes
the receiver to see its next unseen packet, as long as the transmitter has already
seen it. The above property argues that this assumption becomes increasingly valid
as the field size increases. In reality, some packets may be seen out of order, result-
ing in larger queue sizes. However, we believe that this effect is minor and can be
neglected for a first-order analysis.

With this assumption in place, the queue update policy described earlier implies
that the size of the physical queue at each node is simply the difference between
the number of packets the node has seen and the number of packets it believes the
sink has seen.

To study the queue size, we define a virtual queue at each node that keeps track
of the DoF backlog between that node and the next one in the chain. The arrival
and departure of the virtual queues are defined as follows. A packet is said to arrive
at anode’s virtual queue when the node sees the packet for the first time. A packet
is said to depart from the virtual queue when the next node in the chain sees the
packet for the first time. A consequence of the assumption stated above is that the
set of packets seen by a node is always a contiguous set. This allows us to view
the virtual queue maintained by a node as though it were a First In - First Out
(FIFO) queue. The size of the virtual queue is simply the difference between the
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number of packets seen by the node and the number of packets seen by the next
node downstream.

We are now ready to explain why the property 5.2 holds. For each intermediate
node, we study the expected time spent by an arbitrary packet in the physical queue
at that node, as this is related to the expected physical queue size at the node, by
Little’s law.

Consider the kth node, for 1 < k < N. The time a packet spends in this node’s
queue has two parts:

(1) Time until the packet is seen by the sink:

The virtual queue at a node behaves like a queue as in [6]. Given that node k has
just seen the packet in question, the additional time it takes for the next node to
see that packet corresponds to the waiting time in the virtual queue at node k. For
aload factor of p and a channel ON probability of y, the expected waiting time was
derived in [6] to be (1__”) , using results from [7]. Now, the expected time until the
sink sees the packet is the sum of (N — k) such terms, which gives

NE_‘,] (1- )
ok w1 — Pi).

(2) Time until sink’s ACK reaches intermediate node:

The ACK informs the source that the sink has seen the packet. This information
needs to reach node k by the feed-forward mechanism. The expected time for this
information to move from node i to node i + 1 is the expected time until the next
slot when the channel is ON, which is Just L (since the ith channel is ON with
probability ;). Thus, the time it takes for the smk’s ACK toreach node k is given by

k-1
1

i=1 Hi
The total expected time T} a packet spends in the queue at the kth node (1 <
k < N) can thus be computed by adding the above two terms. Now, assuming the
system is stable (i.e. 4 < min;y;), we can use Little’s law to derive the expected
queue size at the kth node, by multiplying T, by 4:
N1,

E[Q] = Z Z

i=k =1

Exercise 5.1

Consider a network consisting of three nodes in a daisy-chain. Describe the
evolution of queues when we have feedback based on degrees of freedom,
using random network coding, and we seek to send a finite length file from
node 1 to node 3.
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5.6 Performance Analysis

Now, we consider this TCP/NC protocol to do a performance analysis and under-
stand how to do a similar analysis to other network-coding-inspired protocols.
We consider a lossy network and extend the performance evaluation of a TCP
model in [8], which provides a simple yet good model to predict the performance of
TCP. We focus on the steady-state throughput behavior of both TCP and TCP/NC
as a function of erasure rate, RTT, and maximum window size. We’ll see what dif-
ferences it makes to use a TCP/NC protocol and how some of these parameters
and their implications change.

We measure users’ quality of experience using the throughput perceived by the
user or the application, i.e. goodput. We make a clear distinction between the
terms goodput and throughput, where goodput is the number of useful bits over
unit time received by the user and throughput is the number of bits transmitted
by the base station per unit time. In essence, throughput is indicative of the band-
width/resources provisioned by the service providers; while goodput is indicative
of the user’s quality of experience. For example, the base station, after account-
ing for the FEC overhead, may be transmitting bits at 10 Mbps, i.e. throughput is
10 Mbps. However, the user may only receive useful information at 5 Mbps, i.e.
goodput is 5 Mbps. This disparity is so obvious and common when we consider
lossy networks. Even a 1-3% packet loss rate can significantly degrade the perfor-
mance of TCP by reducing its goodput. TCP/NC with its forward erasure correction
capabilities provides better goodput in lossy environments. Furthermore, the loss
patterns and RTT may impact the goodput if you aim for reliable communication,
especially if there are more losses in the tail. Network coding addresses this as well
with the forward erasure correction.

Let’s look at the overheads that are inherent to network coding. For a receiver
to decode a network coded packet, the packet needs to indicate the coding coeffi-
cients used to generate the linear combination of the original data packets. So these
coefficients need to be known to the receiver. Furthermore, the encoder uses these
coefficients to generate the linear combinations of the message, called codewords,
and the receiver needs to inverse this process to find the original messages.

The communication overhead associated with the coefficients depends on the
field size used for coding as well as the number of original packets combined.
We already saw in Chapter 4 that we do not need a large field size to operate.
A field size of 28 is good enough for most practical applications. Thus each coeffi-
cient symbol is of 8 bits or 1 byte. Therefore, even if we combine 50 original packets,
the coding coefficients amount to 50 bytes overall. Note that a packet is typically
around 1500 bytes. Therefore, the overhead associated with coding vector is not
substantial. Furthermore, in advanced settings, a seed can be used at the source to
create the random coefficients, using a coefficient generator algorithm, and share
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only this seed instead of the whole set coding coefficients for reducing the over-
head. The receiver could use the same seed and the same coefficient generator
algorithm to recreate the coding coefficient once received. This approach is much
more efficient in terms of communication overhead but has limitations when it
comes to recoding at intermediate nodes.

The second overhead associated with network coding is the encoding and decod-
ing complexity, and the delay associated with the coding operations. Note that to
affect TCP’s performance, the decoding/encoding operations must take a substan-
tial amount of time to affect the RTT estimate of the TCP sender and receiver.
However, we note that the delay caused by the coding operations is negligible
compared to the network RTT. For example, the network RTT is often in millisec-
onds (if not in hundreds of milliseconds), while encoding/decoding operations
involve a matrix multiplication/inversion in F,5, which can be performed in a few
microseconds.

5.6.1 A Model for Congestion Control

First, we discuss the congestion avoidance mechanism employed by TCP, which
entails adjusting the congestion control window size W based on received
acknowledgments (ACKs). Specifically, the window size W increments by 1/W
for each ACK, effectively increasing it to W + 1 when all packets within the
congestion control window are acknowledged. On the other hand, upon detecting
erasure or congestion, the window size W' is reduced.

These operations are observed as in rounds as outlined in [8]. Here, W, repre-
sents the congestion control window size at the onset of round i. At the start of each
round, the sender transmits W, packets from its congestion window. Subsequently,
transmission halts until at least one ACK for these packets is received, marking the
conclusion of the current round and the commencement of round i + 1.

For simplicity, we assume each round lasts a RTT, irrespective of W}, under the
assumption that packet transmission time is negligible compared to RTT. This
simplification delineates the events within each round i: initial transmission of
W, packets, potential packet losses, reception of cumulative ACKs by the receiver
(wherein missing packets are indicated by repeated ACKs, i.e. if the packets
1,2,3,5,6 arrive at the receiver in sequence, then the receiver ACKs packets
1,2,3, 3, 3. This signals that it has not yet received packet 4.). It is also possible that
some ACKs are lost. Upon receiving ACKs, the sender adjusts its window size.
Assuming a; packets are acknowledged in round i, the update rule is represented
as Wiy, < Wi+ a,/W,.

We see how the congestion window increments, but how does this help for
congestion control and when is the congestion window reduced? There are two
situations where TCP reduces its window size for congestion control.
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1) Triple-duplicate (TD): When the sender receives four ACKs with the same
sequence number, then W, ; « %Wl
2) Time-out (TO): If the sender does not hear from the receiver for a prede-
fined time period, called the “time-out” period (which is T, rounds long), then
the sender closes its transmission window, W, < 1. At this point, the sender
updates its TO period to 2T, rounds and transmits one packet. For any subse-
quent TO events, the sender transmits the one packet within its window, and
doubles its TO period until 64T, is reached, after which the TO period is fixed
to 64T,. Once the sender receives an ACK from the receiver, it resets its TO
period to T, and increments its window according to the congestion avoidance

mechanism. During time-out, the throughput of both TCP and TCP/NC is zero.

In practice, TCP may not send ACKs for every packet but sends a cumulative
ACK for some number of packets, say 2. However, here we consider an ACK is
sent for every packet for simplicity of analysis.

Typically, TCP operates within the confines of a maximum window size denoted
as W, - Till this limit is reached, the TCP sender employs a congestion avoidance
strategy to increment the window size. Upon reaching W, , the window size is
held constant at this maximum value until either a TD or a TO event occurs.

We incorporate random packet erasures, characterized by a probability p, repre-
senting the likelihood of a packet being lost at any given time. For this analysis, we
assume these losses occur independently, without correlation between successive
losses.

Let us now analyze the performance of TCP and TCP/NC in terms of two met-
rics: the average throughput 7, and the expected window evolution E[W], where 7'
represents the total average throughput while window evolution E[W] reflects the
perceived throughput at a given time. We define M, (1, 1,) to be the number of packets
received by the receiver during the interval [£,, t,]. The total average throughput is
defined as:

N,
7= lim Al (5.1)
We denote 7y, and 7, to be the average throughput for TCP and TCP/NC,
respectively.
Exercise 5.2

Model TCP and TCP/NC in any of the tools that you are interested in. Analyze
the window evolution for 5-6 different error probabilities between 0.01 and
0.5 using Monte Carlo simulations. How often does a TD happen? What about
TO? Compare with the theoretical analysis. Vary the error pattern to model
more bursty losses. Try to identify different situations of TD and TO.
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5.6.2 Intuition
In traditional TCP, random erasures within the network can trigger triple-
duplicate ACKs. For instance, in Fig. 5.4a, during round i, the sender transmits
W; packets, but only a; of them reach the receiver. Consequently, the receiver
TCP [ .
Sequence number M Received packet
T B Lost packet
@ ACK
! .. Ol ®)
2, o®
3 0 :
P Time
RTT (round i) RTT (round i + 1)
(a) TCP
TCP/NC
Sequence number B Received packet
1 B Lost packet
@ ACK
o ACKs for packets
i @ received in
W, T ) L 2nd round
O
" o
O
L_ ;: TiI;le
RTT (round i) RTT (round i + 1)
(b) TCP/NC

Figure 5.4 The effect of erasures: TCP experiences triple-duplicate ACKs, and results in
W, < W, /2. However, TCP/NC masks the erasures using network coding, which allows
TCP to advance its window. This figure depicts the sender’s perspective; therefore, it
indicates the time at which the sender transmits the packet or receives the ACK. This

figure is inspired by joint work with MinJi Kim [1] and by [8].
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acknowledges the arrival of the a; packets and awaits packet a; + 1. Upon
receiving these ACKs, round i + 1 commences at the sender. This new round has
a window size (W, < W;+ a;/W,) and initiates transmission of new packets
within the window. However, as the receiver is still expecting packet a; + 1,
any additional packets prompt the receiver to request packet a; + 1 again. This
scenario triggers a triple-duplicate ACKs event, leading the TCP sender to close
its window (i.e. Wi, « %Wm = %(Wi +a;/W).

Now let’s look at how TCP/NC react to a similar situation. With network cod-
ing, each linearly independent packet delivers fresh information. Consequently,
any subsequent packet (in Fig. 5.4b, the first packet sent in round i + 1) can be
interpreted as packet a; + 1. Hence, the receiver can increment its ACK, enabling
the sender to continue data transmission. Consequently, network coding conceals
network losses from TCP and prevents premature window closure by misinterpret-
ing link losses as congestion. It’s noteworthy that TCP/NC operates differently,
now looking at the DOFs, rather than the original packet itself. With this con-
cept, network coding effectively extends the RTT duration, thereby adjusting the
transmission rate to accommodate losses without abruptly closing the window.

5.6.3 Throughput Analysis for TCP*

Even though packet erasures may occur independently, the loss of a single
packet can still disrupt the reception of subsequent packets. This stems from
TCP’s requirement for in-order packet reception. When a packet is lost within a
transmission window, all subsequent packets within that window become out of
order. Consequently, the TCP receiver discards these out-of-order packets. Conse-
quently, the throughput behavior of standard TCP in the presence of independent
losses resembles that described in [8], where losses exhibit correlation within a
single round.

We examine the expected throughput between consecutive TD events, depicted
in Fig. 5.5. Let’s assume the TD events occur at time t; and ¢, = t; + A, where A >
0. Additionally, suppose that round j commences immediately after time ¢;, and
packet loss transpires in the 7-th round, denoted as round j + r — 1.

First, let’s calculate E[N] [tl,tzl]’ the expected number of packets between ¢; and
t,. During the interval [t;, t,], there are no packet losses. Given that the probability
of a packet loss is p, the expected number of consecutive packets successfully sent
from sender to receiver is

B[N = ( S _p)k_1p> -l 62
=1

Note that the out-of-order packets (in white in Fig. 5.5) are not considered as
received. Packets sent after the lost packets (in black in Fig. 5.5) will not be accepted
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Window size W; B Received packet
»N - 1 1
r+ 1 rounds = A time 1ntewa£ B Lost packet
r rounds || Out-of-order packets

time-out

round i
n

Time

j—2(TD)j j+r—1 j+r(TO)

Figure 5.5 TCP’s window size with a TD event and a TO event. In round j — 2, losses
occur resulting in triple-duplicate ACKs. On the other hand, in round j + r — 1, losses
occur; however, in the following round j + r losses occur such that the TCP sender only
receives two-duplicate ACKs. As a result, TCP experiences time-out. This figure is taken
from [1], inspired from [8].

by the standard TCP receiver. Thus, Eq. (5.2) does not take into account the packets
sentinroundj—1orj+r.

First, we determine the anticipated duration between two TD events as E[A].
Ilustrated in Fig. 5.5, following packet losses in round j, an extra round is needed
for the loss feedback from the receiver to reach the sender. Consequently, there
exist r + 1 rounds within the timeframe [#,,t,], and A = RTT(r + 1). Hence,

E[A] = RTT(E[r] + 1). (5.3)

To derive E[r], note that Wj,,_;, = W; +r —1and

1 1 dj—2
%:5%_1=5(%_2+F>. (54)

Jj—2

Equation (5.4) follows TCP’s congestion control. TCP interprets the losses in
round j — 2 as congestion, and as a result, halves its window. Assuming that, in
the long run, E[W,,,_;] = E[W,_,] and that a;_, is uniformly distributed between
[0, W_,1,

1

1=2 (E[r] - —) and E[W]] = Elr] - 3. (5.5)
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During these r rounds, we expect to successfully transmit % packets as noted in
Eq. (5.2). This results in:

r-1
L p Z j+k T (Z j+k> j+r— (5.6)

r—1r-2
=(r—-DW,+ D=2 )2( ) 4 Qjyry- (5.7)
Taking the expectation of Eq. (5.7) and using Eq. (5.5),
1- 3
Tp = S(El - 17 + Ela,, 1. (58)
Note that a;,,_, is assumed to be uniformly distributed across [0, W},,_,]. Thus,

Elaj,,11=E[ j+,_1]/2 = E[r] - : by Eq. (5.5). Solving Eq. (5.8) for E[r], we find:

2 1 21-p
Elrl =2 +4/-—=+5—=. 5.9
=3 TR (5.9)
The steady state E[W] is the average window size over two consecutive TD events.
This provides an expression of steady-state average window size for TCP (using

Eq. (5.5)):

E[W] = ;] +§[vvj”‘1] = %E[r] ~1 (5.10)
The average throughput can be expressed as
ENygl 1-p 1
@~ TEA]  p RITE+1D) (511)
For small p, Tt”cp ~ R;T » T o(\—[) for large p, Tt”cp ﬁ— If we only con-

sider TD events, the long- term steady-state throughputis equal to thatin Eq. (5.11).

This analysis assumes unbounded growth of the window size, which may not
hold true in practical cases. To accommodate the maximum window size W,
we introduce the following approximation:

. W,
T;Cp = min (ﬁ, ﬂcp) . (512)

For small p, this result coincides with the results in [8].

The above analysis does not consider time-out events. If the losses are high
between two consecutive rounds, TO events can occur in TCP, as illustrated in
Fig. 5.5. A TO event occurs if two consecutive rounds have losses with two or
fewer out-of-order packets transmitted in the latter round. Thus, P(TO|W), the
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probability of a TO event given a window size of W, is given by

1 if W<3;
PTOIW) = > (“.’)pW—i(l —p)if W>3. (5.13)

1

Please note that when the window size is small (W < 3), losses lead to TO events.
For instance, consider the scenario where W = 2 with packets p; and p, within
its window. If p, is lost, the TCP sender may transmit another packet p; in the
subsequent round, as the acknowledgment for p, allows it to send a new packet.
However, this action would result in a single duplicate acknowledgment with no
additional packets in the pipeline, prompting the TCP sender to wait for acknowl-
edgments until it times out.

In Eq. (5.13), we approximate W with the expected window size E[W] obtained
from Eq. (5.10). The TO event length is contingent upon the duration of the loss
events. Then, the expected duration of TO period (in RTTs) is given as

E[duration of TO period]

=(1-p) lTOp +3T,p* + 7T,p* + 15T,p* + 31T,p°
+ (63 + i-64)T0p6“]
i=0

6
~(1-p) lTOp +3T,p% + 7T,p° + 15T,p* + 31T,p° + 63T01p—p]

p’
64T . 5.14
e —p)z] G194
Now, from the results in Egs. (5.12)—(5.14), we can find an expression for the
average throughput of TCP as
Woax 1-—
Tiep = Min max | P 1 _ _ )
P RTT = p RTT(E[r] + P(TO|E[W])E[duration of TO period])
(5.15)

5.6.4 Throughput Analysis for TCP/NC

Now, let’s look at the expected throughput for TCP/NC following the same
methodology. We already discussed the intuition that the erasures that lead to TD
and/or TO events in normal TCP may not lead to a similar impact in TCP/NC
in Section 5.6.2 since each linearly independent packet provides a new degree
of freedom to the receiver. This is shown in Fig. 5.6. Packets sent after the lost
packets are also acknowledged by the receiver allowing extension of the window.
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Figure 5.6 TCP/NC’s window size with erasures that would lead to a triple-duplicate
ACKs event when using standard TCP. Note that unlike TCP, the window size is
non-decreasing. This figure is inspired by joint work with Minli Kim [1] and by [8].

This also means that the TCP/NC will not experience window closing due to
random losses as often as TCP.

TCP/NC window evolution

From Fig. 5.6, it’s evident that TCP/NC can sustain its window size even in the
presence of losses. This is attributed partly to TCP/NC’s capability to accept pack-
ets that TCP would deem out of order. Consequently, TCP/NC’s window progres-
sion deviates from that of TCP and can be defined by a straightforward recursive
relationship as

Ela; 4]
E[W,_]

The recursive relationship encapsulates the notion that any packet linearly inde-
pendent of previously received packets is deemed innovative and consequently
acknowledged. Therefore, any arrival at the receiver is acknowledged with high
probability. Thus, we can expect that E[q;_, ] packets will be acknowledged, lead-
ing to an increment in the window size by ;[‘?V__llll It’s noteworthy that E[a; ;] =
(1 — p)-R-E[W,_,], as the encoder on average transmits R linear combinations for
every original packet sent by the TCP sender.

Considering the maximum window size W, ,

formulated for TCP/NC’s expected window size:

E[W;

1= EIW,_,]+ = E[W,_,] + min {1,R( - p)). (5.16)

the following expression can be

E[W;] = min (W, . E[W,] + imin {1,R(1 — p)}), (5.17)

ax °
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Figure 5.7 Expected window size for TCP/NC where W, = 90, E[W,] = 30. We usually

assume E[W,] = 1; here we use E[W,] = 30 to exemplify the effect of E[W,]. Source: This
figure is by joint work with Minli Kim [1].

where i is the round number. E[W,] is the initial window size, and we set
E[W,] = 1. Fig. 5.7 shows an example of the evolution of the TCP/NC window
using Eq. (5.17).

Following the window evolution, now we can look for an expression for the
TCP/NC throughput. The throughput of round i, 7, is directly proportional to the
window size E[W}], i.e.

EW,] .

T, = SRIT min {1, R(1 — p)} packets per second, (5.18)
where R is the redundancy factor of TCP/NC, and SRTT is the round-trip time
estimate. The RTT and its estimate SRTT play an important role in TCP/NC. We
note that 7; « (1 — p)-R- E[W;]. At any given round i, TCP/NC sender transmits
R-E[W;] coded packets, and we expect pR-E[W;] packets to be lost. Thus, the
TCP/NC receiver only receives (1 — p) - R- E[W;] degrees of freedom.

e Redundancy Factor (R): The redundancy factor R > 1 represents the ratio
between the average rate at which linear combinations are transmitted to the
receiver and the rate at which TCP’s window progresses. For instance, if the
TCP sender has 10 packets in its window, then the encoder transmits 10R linear
combinations. If R is sufficiently large, the receiver will receive at least 10 linear
combinations to decode the original 10 packets, unlike TCP, which would send
just 10 packets. This redundancy is crucial (a) to compensate for losses within
the network, and (b) to align TCP’s sending rate with the rate at which data is
received at the receiver. References [5, 9] introduce the redundancy factor in
the context of TCP/NC, demonstrating that R > ﬁ is necessary.
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o Effective Round-Trip Time (SRTT): This is the estimated round-trip time that
TCP maintains by observing the behavior of packets transmitted. It is calcu-
lated by averaging the time taken for a packet to be acknowledged after it is sent
and often referred to as “smoothed” RTT. In Eq. (5.18), we utilize SRTT instead
of RTT because SRTT represents the “effective” round-trip time experienced
by TCP/NC. In lossy networks, TCP/NC’s SRTT often exceeds RTT. This phe-
nomenon is illustrated in Fig. 5.1. Initially, the first coded packet (p; + p, +p3)
isreceived and acknowledged (seen(p, )), allowing the sender to accurately esti-
mate the RTT, resulting in SRTT = RTT. However, if the second packet (p,+
2p, + p3) is lost, the third packet (p; + 2p,+ 2p;) is employed to acknowledge
the second degree of freedom (seen(p,)). In our model, for the sake of simplicity,
we assume that the transmission time of a packet is significantly shorter than the
RTT, resulting in SRTT ~ RTT despite losses. However, in practical scenarios,
depending on the packet size, the transmission time might not be negligible.

5.6.5 TCP/NC Average Throughput

From Eq. (5.18), the average throughput over n rounds for TCP/NC can be found as

= —Z—mln{l R(1-p)}

SRTT
21 ,min (W, EIW;]1+imin {1,R(1 —p)})
- n-SRTT
min JE[W ]+
= Zioy Wona - EIW1] + D sinceR > L
n-SRTT 1-p
= SRTT -f(n), (5.19)

AWy = 7 Wina — EIW, ) + 2= for n>r*

max

o {nE[W1]+@ for n<r
n)=

r* =W, —E[W,].

Note that as n — oo, the average throughput 7, SR

An essential aspect of TCP is its congestion control mechanism. The analysis
presented may raise concerns that network coding could potentially impede TCP’s
ability to respond to congestion. However, it’s crucial to emphasize that the above
analysis operates under the assumption of only random losses occurring with
probability p, without considering correlated losses. Additionally, it’s important to
recognize that the erasure correction capability of network coding is constrained
by the redundancy factor R. We will see further discussion on how to choose R for
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practical applications in the next chapter where we discuss the implementation
strategies for the NC-enabled protocols.

Exercise 5.3

Extend the analysis in exercise 5.2 to find the average throughput via Monte
Carlo simulations. Compare with theoretical results. Consider a maximum win-
dow size of 100.

Exercise 5.4

Optional project: Follow the process we explained in this chapter to propose
a new protocol using NC by yourself and perform the analysis. You can try to
adopt any protocol that is of interest.

5.7 Summary

Chapter 5 focuses on the design of NC protocols. By detailing the integration of NC
with the Transmission Control Protocol (TCP), we aim to illustrate how to inte-
grate NC into any other delivery protocol. The benefits of “seen” packets and how
they enable better management of the congestion window are made evident in this
chapter. Particularly, the innovative packets in each coded packet ensure that any
received packet helps to keep the congestion window growing and avoid the so-
called “triple-duplicate” condition. This integration leads to a higher throughput,
as you can see from the analysis. We focus on goodput, taking the redundancy fac-
tor into account. This analysis can also be extended to other conditions that you
may face in practical situations following the same approach. We expect that you
have learned:

(A) How to conceptualize a network coding protocol.
(B) To perform an analysis of different parameters of a network coding protocol.
(C) Consider the overheads and analyze the complexity of the protocol.

Additional Reading Materials

Further details on the throughput analysis, its trade-offs, and congestion control of
network coding with TCP can be found in [1, 10, 11]. The network-coding-inspired
TCP works are primarily presented in [5, 12, 13].
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Implementation of Network Coding Protocols

6.1 A Real-World Implementation of TCP/NC

In this section, we discuss some of the practical issues that arise in designing an
implementation of the TCP/NC protocol compatible with real TCP/IP stacks.
These issues were not considered in the idealized setting discussed up to this point.
We present a real-world implementation of TCP/NC and thereby show that it is
possible to overcome these issues and implement a TCP-aware network-coding
layer that has the property of a clean interface with TCP. Our real-world imple-
mentation demonstrates the compatibility of our protocol with TCP-Reno. The rest
of this section pertains to TCP-Reno.

6.1.1 Sender-Side Module

The description of the protocol in Section 5.2 assumes a fixed packet length, which
allows all coding and decoding operations to be performed symbol-wise on the
whole packet. That is, an entire packet serves as the basic unit of data (i.e. as
a single unknown), with the implicit understanding that the exact same operation
is being performed on every symbol within the packet. The main advantage of this
view is that the decoding matrix operations (i.e. Gauss-Jordan elimination) can
be performed at the granularity of packets instead of individual symbols. Also,
the acknowledgments (ACK)s are then able to be represented in terms of packet
numbers. Finally, the coding vectors then have one coefficient for every packet,
not every symbol. Note that the same protocol and analysis of Section 5.2 holds
even if we fix the basic unit of data as a symbol instead of a packet. The problem
is that the complexity will be very high as the size of the coding matrix will be
related to the number of symbols in the coding buffer, which is much more than
the number of packets (typically, a symbol is one byte long).

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
© 2025 The Institute of Electrical and Electronics Engineers, Inc. Published 2025 by John Wiley & Sons, Inc.
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In practice, TCP is a byte stream-oriented protocol where ACKs are in terms of
byte sequence numbers. If all packets are of fixed length, we can still apply the
packet-level approach, since we have a clear and consistent map between packet
sequence numbers and byte sequence numbers. In reality, however, TCP might
generate segments of different sizes. The choice of how many bytes to group into
a segment is usually made based on the maximum transmission unit (MTU) of
the network, which could vary with time. A more common occurrence is that
applications may use the PUSH flag option asking TCP to packetize the currently
outstanding bytes into a segment, even if it does not form a segment of the max-
imum allowed size. In short, it is important to ensure that our protocol works
correctly in spite of variable packet sizes.

A closely related problem is that of repacketization. Repacketization, as
described in Chapter 21 of [1], refers to the situation where a set of bytes that
were assigned to two different segments earlier by TCP may later be reassigned to
the same segment during retransmission. As a result, the grouping of bytes into
packets under TCP may not be fixed over time.

Both variable packet lengths and repacketization need to be addressed when
implementing the coding protocol. To solve the first problem, if we have packets of
different lengths, we could elongate the shorter packets by appending sufficiently
many dummy zero symbols until all packets have the same length. This will work
correctly as long as the receiver is somehow informed how many zeros were
appended to each packet. While transmitting these extra dummy symbols will
decrease the throughput, generally, this loss will not be significant, as packet
lengths are usually consistent.

However, if we have repacketization, then we have another problem, namely
it is no longer possible to view a packet as a single unknown. This is because
we would not have a one-to-one mapping between packets sequence numbers
and byte sequence numbers; the same bytes may now occur in more than one
packet. Repacketization appears to destroy the convenience of performing coding
and decoding at the packet level.

To counter these problems, we propose the following solution. The coding oper-
ation described in Section 5.2 involves the sender storing the packets generated by
the TCP source in a coding buffer. We pre-process any incoming TCP segment
before adding it to the coding buffer as follows:

1) First, any part of the incoming segment that is already in the buffer is removed
from the segment.

2) Next, a separate TCP packet is created out of each remaining contiguous part
of the segment.

3) The source and destination port information is removed. It will be added later
in the network coding header.
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4) The packets are appended with sufficiently many dummy zero bytes, to make
them as long as the longest packet currently in the buffer.

Every resulting packet is then added to the buffer. This processing ensures that
the packets in the buffer will correspond to disjoint and contiguous sets of bytes
from the byte stream, thereby restoring the one-to-one correspondence between
the packet numbers and the byte sequence numbers. The reason the port informa-
tion is excluded from the coding is because port information is necessary for the
receiver to identify which TCP connection a coded packet corresponds to. Hence,
the port information should not be involved in the coding. We refer to the remain-
ing part of the header as the TCP subheader.

Upon decoding the packet, the receiver can find out how many bytes are real
and how many are dummy using the Start; and End; header fields in the network
coding header (described below). With these fixes in place, we are ready to use the
packet-level algorithm of Section 5.2. All operations are performed on the packets
in the coding buffer. Figure 6.1 shows a typical state of the buffer after this pre-
processing. The gaps at the end of the packets correspond to the appended zeros.
It is important to note that the TCP control packets such as SYN packet and reset
packet are allowed to bypass the coding buffer and are directly delivered to the
receiver without any coding.

A coded packet is created by forming a random linear combination of a subset
of the packets in the coding buffer. The coding operations are done over a field
of size 28 in our implementation. In this case, a field symbol corresponds to one
byte. The header of a coded packet should contain information that the receiver
can use to identify what is the linear combination corresponding to the packet.
We now discuss the header structure in more detail.

P, TCP SubHeader Data j

P, TCP SubHeader Data j

Coding

buffer Py TCP SubHeader Data ]

P, TCP SubHeader Data j

Py TCP SubHeader [ Data j
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Figure 6.1 The coding buffer. This figure is inspired by joint work with Jay Kumar
Sundararajan [2].
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We assume that the network coding header has the structure shown in Fig. 6.2.
The typical sizes (in bytes) of the various fields are written above them. The mean-
ing of the various fields is described next:

o Source and Destination Port: The port information is needed for the receiver
to identify the coded packet’s session. It must not be included in the coding oper-
ation. It is taken out of the TCP header and included in the network coding
header.

o Base: The TCP byte sequence number of the first byte that has not been ACKed.
The field is used by intermediate nodes or the decoder to decide which packets
can be safely dropped from their buffers without affecting reliability.

e n: The number of packets involved in the linear combination.

o Start;: The starting byte of the ith packet involved in the linear combination.

o End;: The last byte of the ith packet involved in the linear combination.

o a;: The coefficient used for the ith packet involved in the linear combination.

The Start; (except Start, ) and End, are expressed relative to the previous packet’s
End and Start, respectively, to save header space. As shown in Fig. 6.2, this header
format will add 5n + 7 bytes of overhead for the network coding header in addition
to the TCP header, where n is the number of packets involved in a linear combi-
nation. (Note that the port information is not counted in this overhead, since it
has been removed from the TCP header.) We believe it is possible to reduce this
overhead by further optimizing the header structure.

In theory, the sender transmits a random linear combination of all packets in
the coding buffer. However, as noted above, the size of the header scales with the
number of packets involved in the linear combination. Therefore, mixing all pack-
ets currently in the buffer will may lead to a large coding header.

To solve this problem, we propose mixing only a constant-sized subset of the
packets chosen from within the coding buffer. We call this subset the coding win-
dow. The coding window evolves as follows. The algorithm uses a fixed parameter
for the maximum coding window size W. The coding window contains the packet
that arrived most recently from TCP (which could be a retransmission), and the
(W — 1) packets before it in sequence number, if possible. However, if some of the
(W — 1) preceding packets have already been dropped, then the window is allowed
to extend beyond the most recently arrived packet until it includes W packets.

Note that this limit on the coding window implies that the code is now
restricted in its power to correct erasures and to combat reordering-related issues.
The choice of W will thus play an important role in the performance of the
scheme. The correct value for W will depend on the length of burst errors that the
channel is expected to produce. Other factors to be considered while choosing W
are discussed in Section 6.1.3.
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In terms of buffer management, a packet is removed from the coding buffer if
a TCP ACK has arrived requesting a byte beyond the last byte of that packet. If a
new TCP segment arrives when the coding buffer is full, then the segment with
the newest set of bytes must be dropped. This may not always be the newly arrived
segment, for instance, in the case of a TCP retransmission of a previously dropped
segment.

6.1.2 Receiver-Side Module

The decoder module’s operations are outlined below. The main data structure
involved is the decoding matrix, which stores the coefficient vectors corresponding
to the linear combinations currently in the decoding buffer.

To manage acknowledgments, the receiver-side module stores the incoming
linear combination in the decoding buffer. Then it unwraps the coding header
and appends the new coefficient vector to the decoding matrix. Gauss-Jordan
elimination is performed and the packet is dropped if it is not innovative (i.e. if
it is not linearly independent of previously received linear combinations). After
Gauss—Jordan elimination, the oldest unseen packet is identified. The decoder
acknowledges the last seen packet by requesting the byte sequence number
of the first byte of the first unseen packet, using a regular TCP ACK. Note
that this could happen before the packet is decoded and delivered to the receiver
TCP. The port and IP address information for sending this ACK may be obtained
from the SYN packet at the beginning of the connection. Any ACKs generated
by the receiver TCP are not sent to the sender. They are instead used to update
the receive window field that is used in the TCP ACKs generated by the decoder
(see subsection below). They are also used to keep track of which bytes have been
delivered, for buffer management.

The Gauss-Jordan elimination operations are performed not only on the decod-
ing coefficient matrix, but correspondingly also on the coded packets themselves.
When a new packet is decoded, any dummy zero symbols that were added by the
encoder are pruned using the coding header information. A new TCP packet is
created with the newly decoded data and the appropriate TCP header fields, and
this is then delivered to the receiver TCP.

For buffer management, the decoding buffer needs to store packets that have not
yet been decoded and delivered to the TCP receiver. Delivery can be confirmed
using the receiver TCP’s ACKs. In addition, the buffer also needs to store those
packets that have been delivered but have not yet been dropped by the encoder
from the coding buffer. This is because such packets may still be involved in incom-
ing linear combinations. The Base field in the coding header addresses this issue.
Base is the oldest byte in the coding buffer. Therefore, the decoder can drop a
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Figure 6.3 Receiver-side window management. This figure is inspired by joint work with
Jay Kumar Sundararajan [2].

packet if its last byte is smaller than Base, and in addition, has been delivered to
and ACKed by the receiver TCP. Whenever a new linear combination arrives, the
value of Base is updated from the header, and any packets that can be dropped are
dropped.

The buffer management can be understood using Fig. 6.3. It shows the receiver-
side windows in a typical situation. In this case, Base is less than the last delivered
byte. Hence, some delivered packets have not yet been dropped. There could also
be a case where Base is beyond the last delivered byte, possibly because nothing
has been decoded in a while.

The TCP receive window header field is used by the receiver to inform the sender
how many bytes it can accept. Since the receiver TCP’s ACKs are suppressed, the
decoder must copy this information in the ACKs that it sends to the sender. How-
ever, to ensure correctness, we may have to modify the value of the TCP receive
window based on the decoding buffer size. The last acceptable byte should thus
be the minimum of the receiver TCP’s last acceptable byte and the last byte that
the decoding buffer can accommodate. Note that while calculating the space left
in the decoding buffer, we can include the space occupied by data that has already
been delivered to the receiver because such data will get dropped when Base is
updated. If the window scaling option is used by TCP, this needs to be noted from
the SYN packet, so that the modified value of the receive window can be correctly
reported. Ideally, we would like to choose a large enough decoding buffer size so
that the decoding buffer would not be the bottleneck, and this modification would
never be needed.
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Exercise 6.1 Finite Field Analysis for Encoding Vector Overhead

In this exercise, analyze the overhead incurred by encoding vectors in erasure
coding schemes across different finite fields.

1) Finite Field Selection:

o Explore and select various finite fields available for encoding in era-
sure coding schemes.

2) Encoding Vector Overhead Calculation:

o Calculate the overhead introduced by encoding vectors in each finite
field, considering factors such as field size and encoding matrix
dimensions.

3) Comparative Analysis:

e Compare the overhead of encoding vectors across different finite

fields, highlighting any differences or patterns observed.

Optional:

o Consider ways of reducing the encoding vector overhead.

6.1.3 Discussion of Implementation Parameters

The choice of redundancy factor is based on the effective loss probability on the
links. For a loss rate of p,, with an infinite window W and using TCP-Vegas, the
theoretically optimal value of R is 1/(1 — p,). The basic idea is that of the coded
packets that are sent into the network, only a fraction (1 — p,) of them are deliv-
ered on average. Hence, the value of R must be chosen so that in spite of these
losses, the receiver is able to collect linear equations at the same rate as the rate
at which the unknown packets are mixed in them by the encoder. As discussed
below, in practice, the value of R may depend on the coding window size W. As W
decreases, the erasure correction capability of the code goes down. Hence, we may
need a larger R to compensate and ensure that the losses are still masked from TCP.
Another factor that affects the choice of R is the use of TCP-Reno. The TCP-Reno
mechanism causes the transmission rate to fluctuate around the link capacity, and
this leads to some additional losses over and above the link losses. Therefore, the
optimal choice of R may be higher than 1/(1 — p,).

There are several considerations to keep in mind while choosing W, the coding
window size. The main idea behind coding is to mask the losses on the channel
from TCP. In other words, we wish to correct losses without relying on the ACKs.
Consider a case where W is just 1. Then, this is a simple repetition code. Every
packet is repeated R times on average. Now, such a repetition would be useful
only for recovering one packet, if it was lost. Instead, if W was say 3, then every
linear combination would be useful to recover any of the three packets involved.
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Ideally, the linear combinations generated should be able to correct the loss of any
of the packets that have not yet been ACKed. For this, we need W to be large. This
may be difficult, since a large W would lead to a large coding header.

The penalty of keeping W small, on the other hand, is that it reduces the error
correction capability of the code. For a loss probability of 10%, the theoretical value
of R is around 1.1. However, this assumes that all linear combinations are useful
to correct any packet’s loss. The restriction on W means that a coded packet can be
used only for recovering those W packets that have been mixed to form that coded
packet. In particular, if there is a contiguous burst of losses that result in a situa-
tion where the receiver has received no linear combination involving a particular
original packet, then that packet will show up as a loss to TCP. This could happen
even if the value of R is chosen according to the theoretical value. To compensate,
we may have to choose a larger R.

The connection between W, R, and the losses that are visible to TCP can be
visualized as follows. Imagine a process in which whenever the receiver receives
an innovative linear combination, one imaginary token is generated, and when-
ever the sender slides the coding window forward by one packet, one token is used
up. If the sender slides the coding window forward when there are no tokens left,
then this leads to a packet loss that will be visible to TCP. The reason is, when this
happens, the decoder will not be able to see the very next unseen packet in order.
Instead, it will skip one packet in the sequence. This will make the decoder gener-
ate duplicate ACKs requesting that lost (i.e. unseen) packet, thereby causing the
sender to notice the loss.

In this process, W corresponds to the initial number of tokens available at the
sender. Thus, when the difference between the number of redundant packets (lin-
ear equations) received and the number of original packets (unknowns) involved
in the coding up to that point is less than W, the losses will be masked from TCP.
However, if this difference exceeds W, the losses will no longer be masked.

By adding enough redundancy, the coding operation essentially converts the
lossiness of the channel into an extension of the round-trip time (RTT). This is
why our initial discussion in Section 5.2 proposed the use of the idea with TCP-
Vegas, since TCP-Vegas controls the congestion window in a smoother manner
using RTT, compared to the more abrupt loss-based variations of TCP-Reno. How-
ever, the coding mechanism is also compatible with TCP-Reno. The choice of W
plays an important role in ensuring this compatibility. The choice of W controls
the power of the underlying code and hence determines when losses are visible to
TCP. As explained above, losses will be masked from TCP as long as the number of
received equations is no more than W short of the number of unknowns involved
in them. For compatibility with Reno, we need to make sure that whenever the
sending rate exceeds the link capacity, the resulting queue drops are visible to TCP
as losses. A very large value of W is likely to mask even these congestion losses,
thereby temporarily giving TCP a large estimate of capacity. This will eventually
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lead to a timeout and will affect throughput. The value of W should therefore be
large enough to mask the link losses and small enough to allow TCP to see the
queue drops due to congestion.

It is important to implement the encoding and decoding operations efficiently,
since any time spent in these operations will affect the RTT perceived by TCP.
The main computational overhead on the encoder side is the formation of the ran-
dom linear combinations of the buffered packets. The management of the buffer
also requires some computation, but this is small compared to the random linear
coding, since the coding has to be done on every byte of the packets. Typically,
packets have a length L of around 1500 bytes. For every linear combination that is
created, the coding operation involves LW multiplications and L(W — 1) additions
over F,s, where W is the coding window size. Note that this has to be done R times
on average for every packet generated by TCP. Since the coded packets are newly
created, allocating memory for them could also take time.

On the decoder side, the main operation is the Gauss—-Jordan elimination. Note
that, to identify whether an incoming linear combination is innovative or not, we
need to perform Gauss-Jordan elimination only on the decoding matrix, and not
on the coded packet. If it is innovative, then we perform the row transformation
operations of Gauss-Jordan elimination on the coded packet as well. This requires
O(LW) multiplications and additions to zero out the pivot columns in the newly
added row. The complexity of the next step of zeroing out the newly formed pivot
column in the existing rows of the decoding matrix varies depending on the cur-
rent size and structure of the matrix. Upon decoding a new packet, it needs to be
packaged as a TCP packet and delivered to the receiver. Since this requires allocat-
ing space for a new packet, this could also be expensive in terms of time.

Aswe shall see, the benefits brought by the erasure correction begin to outweigh
the overhead of the computation and coding header for loss rates of about 3%. This
could be improved further by more efficient implementation of the encoding and
decoding operations.

Interface with TCP

An important point to note is that the introduction of the new network coding
layer does not require any change in the basic features of TCP. This is consis-
tent with our objective stated in the last chapter. As described above, the network
coding layer accepts TCP packets from the sender TCP and in return delivers reg-
ular TCP ACKs back to the sender TCP. On the receiver side, the decoder delivers
regular TCP packets to the receiver TCP and accepts regular TCP ACKs. Therefore,
neither the TCP sender nor the TCP receiver sees any difference looking down-
ward in the protocol stack. The main change introduced by the protocol is that
the TCP packets from the sender are transformed by the encoder by the network



6.1 A Real-World Implementation of TCP/NC

coding process. This transformation is removed by the decoder, making it invisible
to the TCP receiver. On the return path, the TCP receiver’s ACKs are suppressed,
and instead the decoder generates regular TCP ACKs that are delivered to the
sender.

While the basic features of the TCP protocol see no change, other special features
of TCP that make use of the ACKs in ways other than to report the next required
byte sequence number, will need to be handled carefully. For instance, implement-
ing the timestamp option in the presence of network coding across packets may
require some thought. With TCP/NC, the receiver may send an ACK for a packet
even before it is decoded. Thus, the receiver may not have access to the timestamp
of the packet when it sends the ACK. Similarly, the TCP checksum field has to be
dealt with carefully. Since a TCP packet is ACKed even before it is decoded, its
checksum cannot be tested before ACKing. One solution is to implement a sepa-
rate checksum at the network coding layer to detect errors. In the same way, the
various other TCP options that are available have to be implemented with care to
ensure that they are not affected by the premature ACKs.

We have seen that multi-hop networks benefit greatly from recoding. We have
seen that coded packets can be created as each coded packet being a combination
of multiple packets mixed together with randomly generated coding coefficients,
and the receiving node can decode the packets once it has enough innovative coded
packets. Recoders can create their own coded packets from the innovative
packets they have received. This allows the source to stop transmitting once the
next node has received enough innovative packets, without waiting for the sink to
receive all of them. The intermediate node can regenerate additional coded com-
binations to compensate for losses in the forward channels. This process reduces
the total number of transmissions and helps achieve the capacity of the network.
The losses in a multi-hop network are not cumulative anymore, and each node has
to compensate only for the losses in its outgoing links. Thus in a multi-hop net-
work, network coding further improves the performance by reducing the need for
retransmissions and improving end-to-end goodput and in-order delivery delay.

In case of a block RLNC approach, recoding is a very direct process. If we con-
sider a generation of m packets, where each packet has n symbols, then each packet
p; in this generation can be considered as {p;,,p;, - - - p;,,} and the generation will
look like a m X n matrix P:

Di1 - DPin (6.1)
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In normal RLNC approach, this native generation will be multiplied by a matrix
of randomly generated coefficients @ which is an m X m matrix to create the
encoded matrix P’ as shown in Eq. (6.2), and the augmented generation will be
this new matrix concatenated with the coefficient matrix as [« [P'].

Ay -er Ay pl,l pl,n

/

Pr=lay .. o, |X[Piy - Pin (6.2)
am,l . am,m pm,l pm,n'

This augmented generation will be transmitted over the communication
channel as codewords (augmented packets). When an intermediate node receives
enough linearly independent codewords to reproduce the generation, it can be
recoded by multiplying the received generation with its locally generated coding
coefficients. Let’s consider R is the matrix received by the intermediate node. In
a lossless environment, R = [« |P’]. If § is the m X m matrix of locally generated
coefficients in the receiving node, then the re-coding happens as # X R and this
will act as the new coded generation. It is not required to concatenate § to the
resulting matrix since the coefficient part in the f x R already accounts for the
operations with g. This shows that the communication overhead with recoding
does not scale with the number of hops. At the sink node, the message will be
finally decoded if there is at least m number of independent equations received,
by Gauss-Jordan elimination.

However, the recoding in a Sliding Window Network Coding (SWNC) approach
is not as direct as it is in block RLNC. If we just use sliding window encoding
scheme only at the end nodes, such a scheme can have no significant improve-
ment in performance other than ensuring the availability of innovative packets
at the receiver. Further, such systems will require the source node to encode the
packets at a rate that can compensate for the cumulative losses in the channel.
However, an on-the-fly sliding window recoder can allow the intermediate
node to recode over different window sizes and thus adapt to the different loss
rates in the links. In this section, we look at the design of a practical sliding
window recoder that can work efficiently over the links with varying loss rates
and allow each intermediate node to code at a different rate required for their
outgoing links. More details on a practical sliding window recoder are presented
in [3].

Figure 6.4 shows the different network scenarios for transmitting information
from a source to a receiver that we consider. The first case, scenario (a), depicts
an SWNC-enabled network, but only the end nodes are capable of encoding/de-
coding and the second case, scenario (b), represents the case of SWNC with a
source, a recoder node, and a receiver. In this case, the recoder node uses linear
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Figure 6.4 Sliding window network coding - with and without recoder.

network coding to combine packets from the source and creates a new packet that
is sent to the receiver. The recoder node has its own packet buffer, which is used to
temporarily store packets received from the source node. It has the ability to recode
with a new code rate, to compensate for a different loss rate in its forward chan-
nel. Even though we will focus on the single-path scenario with only one recoder,
the recoding mechanism can be directly extended to multi-path and/or multi-hop
scenarios as well.

The SWNC operates with a fixed code rate, which means that after a certain
number of new packets are sent, a set number of Forward Erasure Correction
(FEC) packets will be transmitted as well. The recoder allows each node to set its
code rate to account for errors on its outgoing link. In exceptional cases of extreme
error bursts where a priori repair packets are insufficient, feedback-based FEC
(FB-FEC) can be utilized. This may reduce the code rate slightly but ensures all
packets are transmitted reliably.
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The sliding window at the sender and receiver ends is very similar to the base
description in Section 5.4. However, at the intermediate node, it is important
to consider that the packets sent out of it have innovative packets capable of
overcoming the extra losses at its outgoing channel. The recoder should be
“carefully” mixing the packets, and the original window sizes are maintained on
the forward packets.

6.1.4 Recoding Process

The packets received from incoming links are stored in a buffer along with their
respective window information. At the slot for sending a packet in the forward
channel, the recoder selects the window size from available packets and combines
them into a single packet. The recoder starts by selecting the first packet in the
window, adding it to the recoding set, and using its opening window slot as the
opening window slot of the outgoing packet. The recoder continues to add packets
until the desired window size is reached. The closing window of the last included
packet becomes the closing window value of the recoded packet. It is important
to note that the window size at the recoder may not match the difference between
the end values of the window associated with the recoded packet, as the window
is maintained based on the windows of the incoming packets.

The next concern at the recoder after managing the window properly is to handle
the coefficients. The outgoing packets should have coefficients that will allow the
decoder to decode the packet. This is accomplished by adding the coefficients to
the packet payload. The recoder performs the coding operation on both the packet
payload and the incoming coefficients. Once the decoder has enough packets, it
separates the received coefficients, calculates their inverse matrix, and decodes the
message. This results in an increase in the payload size that consists of the actual
payload length and the number of added coefficients, so there is a small reduction
in the maximum payload size that can be used at the source node. However, it is
important to note that the number of coefficients does not increase as the packet
travels through the network and is bounded by the maximum window size at the
encoder. The recoding algorithm is presented in Algorithm 6.1 and an example
scenario with two hop communication is presented in Fig. 6.5.

6.1.5 Feedback Mechanism

Network-coding-based approaches do not rely on the arrival order or sequence
number of packets. Instead, any coded packet can replace a lost packet within its
coding window. The source node uses feedback from the destination to move the
window forward, taking into account the number of innovative packets received
at the decoder. This feedback is designed such that it includes both fully decoded
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Algorithm 6.1 Recoder’s process.

: Inputs: Incoming packet and coding headers
: Outputs: Outgoing packet and coding headers
: Identify min and max window values and coded payload
: if the incoming packet is innovative then
Add the incoming packet to buffer
else
Discard the packet
end if
. if slot to send a new packet then
Add the next packet in buffer to the window
: end if
: Generate coefficients for the current window and create a recoded packet
: Add the min window of first packet and the max window of last packet in the recod-
ing window as the min and max of the outgoing packet’s window
14: Send the outgoing packet with window limits

— e e
W N = o

packets and partially decoded packets in the coding window that still need
additional packets for complete decoding.

The window at each node is advanced based on the feedback received. The feed-
back value is compared to the window closing value of the packets, and any packet
that does not contain an innovative packet (i.e. a packet with a value higher than
the feedback value) is removed from the coding window. If there is a large burst
of errors, the window will continue to grow until it reaches its maximum capacity.
Different decision-making criteria can be used if the window reaches its capacity.
For example, if every packet is critical, the window can be kept at that length and
more repair packets can be sent. However, in many practical scenarios, the fresh-
ness of the packet is a crucial factor, such as in live video streaming where some
lost packets may not be worth retransmitting. In such cases, the oldest packets may
be dropped from the window to keep it sliding [4].

6.1.6 Implementation Strategies

The first step is to define the coding header and payload structures. As they are
common in packet networks, headers often include additional information about
the message such as source and destination IPs and flags. In network coding imple-
mentations, the header also includes information necessary for decoding the mes-
sage. This section elaborates on the network-coding-related header values and
flags that are essential for recoding.

In a sliding window mechanism, the size and opening point of the window are
crucial factors and are therefore included in the coding header. The size of the win-
dow is represented by 1 byte, while the opening point of the window is represented

169



Source Channel 1 Recorder Channel 2 | Receiver

Slot FB Innovative Packets in transit Received packet deing Packet%‘ in
No. packet window transit

1 Pl (1,H=P

2 P2 (1,2)ZP (I,DZP=RI1 (I,HZR (1,HzZP

3 P3 (1,3)EP (1,2)SP=R2 (12)ER (12)=P Pl

4 P4 (1,4)ZP (1,3)ZP=R3 (1,3)ZR (1,3)ZP P2

5 (1,4)ZP FEC (1,4)ZP = R4 (1,3)ZR FEC (1.3)ZP Lost packet

6 1 P5 (2,5ZP Already have 4 packets (1L4HZR (1.4)zpP P3

7 2 P6 (3,6)ZP (2,5)XP =RS5 (2,5)ZR (1.5ZP P4

8 3 P7 4, )HZP (3.6)ZP =R6 (3,6)ZR (1,6)zP P5

9 4 P8 (5,8)ZP Lost packet (3,6)ZR FEC (1,6)ZP P6

10 4 (5.8)ZP FEC (5.8)ZP =R7 (5, )ZR 2,8)ZP P6

11 6 P9 (6,9)ZP (5,8)ZP=R8 (5,8)ZR (2.8)ZP P6+1

12 6 P10 (7,10)=P (6,9ZP =R9 (6,9ZR 3.9zZP P8

13 P11 (7,11)EP (7.10)ZP = R10 (7.9)£R FEC (3.9)P P9

14 7 P12 (8,12)zP (7,1DZP =RI11 (7,10)2R (5,10)ZP | Lost packet
15 8 (9,12)LP FEC (8,12)LP =R12 (7,11)ER (5.11)ZP P10

16 9 P13 (10,13)ZP Already have 12 packets (9,12)XR (6,12)ZP P11

17 10 P14 (11,14)P (10,13)TP=R13  [(10,12)SR FEC| (7,12)=P P12

18 11 P15 (12,15)ZP (11,14)2P =R14 (11,13)ZR (7,13)ZP P12

19 12 P16 (13,16)LP (12,15)£P =R15 (12,14)£R (8,14)2P | Lost packet
20 12 (13,16)ZP FEC (13,16)P =R16 (13,15)ZR (10,15)ZP P12+1
21 13 P17 (14,17)LP Lost packet (13,15)£R FEC| (10,15)ZP P12+2
22 14 P18 (15,18)ZP (14,17)2P =R17 (14,16)ZR (11,16)ZP P15

23 15 P19 (16,19)P (15,18)<P = R18 (15,17)ER (12,17)ZP P16
24 16 P20 (17,20)ZP (16,19)2P =R19 (16,18)ZR (13,18)ZP | Lost packet
25 16 (17,20)P = R20 (17,18)ZR (14,18)XP P16+1
26 17 (17,19ZR (14,19)ZP P18

27 18 (17.20)£R (14,20)P P19

28 19 P20

Figure 6.5 An example case of a 2-hop network with SWNC. The packets lost in transmission are highlighted with boxes in c
columns.
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by 2 bytes. The number of coefficients is limited by the window size, which is also
included in the coding header (1 byte). To distinguish between repair packets and
packets with innovative data compared to the previous packet, a single bit, 0 or 1, is
added. In multi-hop systems, two flags are used to distinguish repair packets: the
“source FEC flag,” which is set to 1 by the source node when generating a repair
packet, and the “last FEC flag,” which is changed by each node and set to 1 when
a node generates a repair packet. Both flags are set to 1 in the source node but
may be different in other nodes. Thus the additional coding header for recoding is
5 bytes, with the last 6 bits kept null.

The essence of network coding is the possibility of creating new packets from a
combination of original packets using random coefficients. These coefficients are
necessary for decoding at the receiver; so they are either attached to the packet pay-
load or header. The size of the coefficients is determined by the number of packets
included in the coding window. In end-to-end coding schemes, where coding is
performed only at the source and decoding occurs at the sink, the coefficients can
be shared by sharing the seed value used to generate them, along with the window
size, instead of sharing the coefficients themselves.

However, when recoding is performed, the coefficients must reflect the corre-
sponding operations. Simply sharing the seed and recreating the original coeffi-
cients is not ideal for a network that wants to use network coding optimally by
recoding at intermediate nodes. To ensure that recoding operations are reflected
in the coding coefficients, we propose a simple change to the packet payload. The
source node performs the encoding and attaches the coding coefficients to the pay-
load, resulting in a payload size slightly larger than the original packet size. This
simplifies the recoding process for nodes, as they can simply recode the packet
payload using locally generated coefficients. The sink node can then disassemble
the original payload and coefficients and decode correctly using the received coef-
ficients. It’s worth mentioning that the size of the payload does not increase as it
travels through the network. The payload length is determined only by the max-
imum coding window and recoder nodes simply perform the recoding without
adding their own coefficients to the payload.

The feedback packet is also defined slightly differently from a simple TCP-style
packet, with a minor modification. Instead of sending the sequence number of the
last correctly received packet, our approach requires the receiver to send two val-
ues: the number of correctly decoded packets and the number of partially decoded
packets. Partially decoded packets refer to packets with innovative information
that have not yet been fully decoded because there are not enough packets avail-
able compared to the window size of the arrived packet. These are the “seen”
packets and can be completely decoded as soon as a repair packet arrives that
completes the window for decoding. This is a critical aspect of network coding
that reduces the delay in in-order delivery.
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Exercise 6.2 Investigating Communication Rate in Relaying Systems

In this exercise, you will explore the rate of communication in a relay system
consisting of a source, a relay, and a sink. Using the PyErasure library we can
investigate the benefit of recoding. The communication channels between the
source and the relay, as well as between the relay and the sink, are subject
to erasure probabilities e; and e,, respectively. Two types of relays should be
implemented: a pure relay that forwards received packets, and a coded relay
that recodes incoming packets.

1) Implement the relay system with two types of relays:

o Pure Relay: Forwards packets it receives.

o Coded Relay: Recodes incoming packets.

2) Simulate the communication process step by step:

o At each step, allow the source and relay to generate a packet.

o Note thatthe pure relay can only generate a packet if it has something
in the queue, while the coded relay can generate via recoding as long
as it has received more than one packet.

3) Count the number of steps needed to send 64 packets from the source
to the sink.

4) Investigate the impact of varying erasure probabilities (e; and e;) on
the communication rate.

5) Analyze and compare the performance of the pure relay and the coded
relay in terms of communication efficiency and reliability.

6) Document the implementation details, simulation results, and conclu-
sions drawn from the experiment.

6.2 Adaptive Sliding Window

In this section, we look at an advanced sliding window approach, called the Adap-
tive and Causal RLNC (AC-RLNC) scheme. We know that the feedbacks are
used to manage the window size, and it also provides the idea of how many pack-
ets are received at the sink. However, we made an assumption that the capacity
of the channel and the error rate remained constant in the previous analysis. This
may not be the case every time and there could be variations of losses in the chan-
nel. Fixing the code rate based on a prior estimation of the channel throughout
the communication time is not the ideal solution in those cases. Although the net-
work coding solutions we saw before can be reactive according to the feedback
acknowledgments (i.e. causal as given for example in [5]), none of those solutions
track the varying channel condition and the rate (i.e. not adaptive). In this section,
we discuss the adaptive and causal version of RLNC (AC-RLNC) for a single link
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communication channel with delayed feedback. The proposed model can track
the erasure pattern of the channel, and adaptively adjust its retransmission rates
a priori and posteriori based on the channel quality (the erasure burst pattern)
and the feedback acknowledgments. That is, while according to the actual rate of
the channel, first, a priori algorithm sends an adaptive amount of retransmissions
periodically. At each transmission by posteriori algorithm, the sender adaptively
and causally decides if to send a retransmission or a coded packet that contains
new data information.

The simulation results for the implementation of AC-RLNC presented in [6]
demonstrate the robustness of the algorithm. They also show that in real wire-
less scenarios, in addition to the improvement in throughput, the gap between the
mean in order delay and the maximum in order delay is very small unlike the one
in Selective Repeat ARQ (SR-ARQ) where the growth rate of the gap is higher. Con-
sistent with these, they validated the performance of data delivery of the algorithm
via experimental simulations under the traces of Intel in [6].

We consider an adaptive, causal, real-time, slotted communication model with
feedback (i.e. AC-RLNC) for low-latency constraints. Figure 6.6 shows the system
model. We consider the case where erasures may occur over the forward channel.
In each time slot ¢ the sender transmits a coded packet c, over the forward channel
to the receiver. To simplify the technical aspects and focus on the key methods,
we assume that the feedback channel is noiseless. The receiver acknowledges the
sender for each coded packet transmitted over the feedback channel. Denoted by
t, is the maximum propagation delay over any channel, and by ¢; = || /r is the
transmission delay of the packet, where |c,| is the size of each coded packet in bits
and r denotes the rate of the channel in bits/second. Since the sender transmits
one coded packet per time slot, ¢, is also the duration of a time slot. We assume the
size of the acknowledgments is negligible compared to the packet size. Hence, the
RTT is

RTT = t; + 2t,,. (6.3)

For each tth coded packet it transmits, the sender receives a reliable ACK or
negative ACK (NAK), which indicates that the packet was not received, after RTT.
The goal of AC-RLNC scheme is to minimize the in-order delivery delay, D, and
maximize the throughput, 7.

6.2.1 Adaptive Coding Algorithm

Here we detail the AC-RLNC given in Algorithm 6.2. AC-RLNC differs from SR-
ARQ in terms of the structure of the feedback and the retransmission criterion,
which is mainly affected by the feedback, the window size, and the forward chan-
nel conditions. Namely, the sender tracks the channel rate and the DoF rate at
the receiver via the feedback acknowledgments and selects whether to add a new
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Effective window (size = w)

I Hoyi1 1 :
Gf ® ®

Transmitter RTT ——| Receiver
.1_

ACK\NACK - (t + RTT)

Figure 6.6 System model and encoding process of the coded RLNC combination. The
adaptive causal encoding process and the effective window size w are detailed in
Section 6.2.1. In this example, for simplicity of notation w,,. = 1. This figure is inspired
by joint work with Alejandro Cohen [6].

information packet to the next coded RLNC packet it sends. Figure 6.6 shows the
system model and the adaptive causal encoding process of the AC-RLNC protocol
with an effective window size w. The symbol definitions and an example realiza-
tion of AC-RLNC are provided in Table 6.1 and Fig. 6.7, respectively. A detailed
explanation of the algorithm and its performance analysis can be found in the
paper [6]. Here we quickly go through the example realization to get the gist of
it. This provides a detailed step-by-step description of the AC-RLNC algorithm
realization in Fig. 6.7.

1) In Fig. 6.7, we show a coding matrix using AC-RLNC with feedback. In
each time slot ¢, the sender transmits a coded packet c, to the receiver.



6.2 Adaptive Sliding Window

Algorithm 6.2 Adaptive causal RLNC for packet scheduling.

1:
2:

11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:

38:
39:

0NN R W

while DoF(c,) > 0 do
t=t+1
Update d = ':—: according to the known encoded packets
if no feedback then
if EW then
Transmit the sameRLNC m times: a; = a; + m
else
Add new p, packet to the RLNC and transmit
end if
else if feedback NACK then
e=e+1
Update m, according to the known encoded packets
if r —d > th then

if not EW then
Add new p, packet to the RLNC and transmit
else
Transmit the same RLNC m times: a; = a; + m
end if
else
Transmit the same RLNCa,; = a; + 1
if EW then
Transmit the same RLNC m times: a; = a; + m
end if
end if
else
if EW then
Transmit the same RLNC m times: a; = a; + m
end if

if r — d < th then
Transmit the same RLNC a; = a; + 1
else
Add new p, packet to the RLNC and transmit
end if
end if
Eliminate the seen packets from the RLNC
if DoF(c,) > o then
transmit the same RLNC until DoF(c,) = 0
end if
end while

The receiver sends feedback (without any losses or delay) on each coded
packet transmitted. For the tth coded packet transmitted, the sender receives
a reliable acknowledgment (e.g. ACK(t) or NACK(t)) after an RTT. For this
particular example, RTT is 4 time slots.
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Table 6.1 AC-RLNC algorithm: symbol definition.

Parameter Definition
t Time slot index
M Number of information packets

p;» i €[1,M] Information packets

c, RLNC to transmit at time slot ¢

u; €F, Random coefficients

e Total number of erasures in [1, {]

D ean> Dinax The mean and maximum in order
delivery delay of packet

D, Erasure probability

m, Number of DoFs needed by the
receiver to decode c,

a, DoF added to c,

d Rate of DoF (m,/a,)

r Rate of the channel

th Throughput-delay tradeoff parameter

r—d>th Retransmission criterion

RTT=k+1 Round-trip time

Wi Index of the first information packet
inc,

EW End window of k new packets

m Number of FEC to add per window

0 Maximum number of information

packets allowed to overlap

we {l,...,0} Effective window size
Eow End overlap window of maximum
new packets

2) In this example, at ¢ = 1, the sender transmits information packet p, to the
receiver. The effective window size is k = 3 (as RTT = k + 1). Since no feed-
back has been received from the receiver, and it is not the end of the effective
window (EW), the sender includes packet p, into the effective window and
generates a coded packet c; that includes a linear combination of the infor-
mation packets included in the effective window (e.g. p;), and transmits ¢,
to the receiver. The sender may check to determine whether coded packet c,
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5 ACK (1) (1-0/1)-0/1 >0
6 ACK (2) (1-0/2)-0/1 >0
7 NACK (3) (1-1/3)-1/2>0
8 NACK (4) (1-2/4)-1/3>0
9 [XPXDX] P3 P4 Ps ACK (5) (1-2/5)-1/3>0
10 [XPXDX] FEC (2) (1-2/6)-1/4

11 [ ] ACK (6) (1-2/7)-0/1 >0
12 XX ACK (7) (1-3/8)-0/1>0
13 o NACK (8) (1-4/9)-0/1>0
14 [ ] NACK (9) (1-5/10)-1/2 <0
15 [ ) FEC (3) (1-5/11)-1/3
16 DXRPPA] NACK (10) (1-6/12)-1/3 >0
17 DXPRPEEX] P P9 ACK (11) (1-6/13)-1/3 >0
18 [ ) o0 NACK (12) (1-6/14)-2/4 >0
19 000 ACK (13) (1-6/15)-0/1 > 0
20 (XX NACK (16) (1-7/16)-1/2< 0
21 XX FEC (4) (1-8/17)-1/3
22 XX P10 P12 | NACK (17) (1-8/18)-2/4 >0
23 000 ACK (18) (1-8/19)-2/4>0
24 b (1-8/20)-@ > 0
25 P13 (1-9/21)-@ > 0
26 (1-10/22)-0/1 > 0
27 ACK (23) (1-10/23)-0/1 > 0
28 P14 Pis

Figure 6.7 The rows and columns of the coding matrix denote the time slot t and the information packet / indices, respectively. At a
time slot, a coded packet, which is a random linear combination of packets p;, is transmitted. The lost packets are shown with crossed |
The last column shows how the decision to send posterior repair packets is made. This figure is inspired by joint work with Alejandro
Cohen [6].
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3)

4)

5)

6)

7)

satisfies DoF(c,) > 2k, and concludes that c¢; does not exceed the allowable
DoF.

At t = 2, the sender wants to transmit information packet p, to the receiver.
Since no feedback has been received from the receiver, and the effective win-
dow does not end with k information packets, the sender includes p, into the
effective window and generates and transmits a coded packet c, that is a lin-
ear combination of the packets in the effective window (i.e. p; and p,). The
sender can then update the rate of DoF. It also checks whether DoF(c,) > 2k.
At t = 3, the sender wants to transmit information packet p;. Since no feed-
back has been received from the receiver, and the effective window does not
end with k new information packets, the sender includes packet p, into the
effective window and generates and sends a coded packet c; that is a lin-
ear combination of the information packets included in the effective window
(i.e. p;, P, and p;). The sender then updates the rate of DoF and checks if
DoF(c;) > 2k.

At t =4, the sender wants to transmit information packet p,. However,
notwithstanding that no feedback has been received from the receiver, the
sender checks and determines that the effective window ends with k new
information packets (i.e. p;, p,, and p;). As a result, the sender generates
and transmits a FEC packet to the receiver. For example, the FEC packet at
t =4 can be a new linear combination of p,, p,, and p;. It is also possible
that the sender may transmit the same FEC multiple times. We let the
number of FECs be m, which can be specified based on the average erasure
probability, or provided over the feedback channel. In other words, m is a
tunable parameter. In Fig. 6.7, m = 1, which results in low throughput when
the channel rate is high, and low in order delay when the rate is low. Hence,
m can be adaptively adjusted exploiting the value of the average erasure rate
in the channel to achieve a desired delay-throughput tradeoff.

Att = 4, transmission of FEC packet is noted by the designation “fec” in row 4.
The sender can then update the DoF added to c, and the rate of DoF. Note that
the transmission of this FEC is initiated by the sender (e.g. the transmission
of the FEC packet was not a result of feedback from the receiver). Further-
more, p, is not included in the effective window. The sender may check and
determine that c, does not exceed the allowable DoF (DoF(c,) > 2k).

At t = 5, the sender determines that it needs to transmit p,. It also sees the
acknowledgment of the receipt of ¢; (denoted by ACK(1) in the Feedback
column at row ¢ = 5). Hence, the sender can remove a DoF (e.g. p;) from
the effective window. The effective window slides to the right (equivalent to
sliding window). In this case, the sender determines that the effective win-
dow does not end with k new information packets and checks if the rate r
is higher than the DoF rate d, i.e. the threshold condition for retransmission
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9)
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(e.g. transmission of a FEC) is th = 0. Hence, the sender can decide that the
channel rate r is sufficiently higher than the DoF rate d (e.g. denoted by (1 —
0/1) — 0/1 > 0 in the right-most column at row ¢ = 5). Note thatr =1 —e/t,
where e is the number of erasure packets and ¢ is the number of transmitted
packets for which the sender has received acknowledgments. Having deter-
mined that r — d > 0, the sender includes p, into the effective window and
generates a coded packet c; that includes a linear combination of the infor-
mation packets in the effective window (i.e. p,, p;, and p,), and transmits c,
to the receiver. The sender then updates the rate of DoF. It may also check that
¢, does not exceed the allowable DoF (DoF(c,) > 2k).

At t = 6, the sender wants to transmit p.. It also sees the acknowledgment of
the receipt of ¢, (denoted by ACK(2) in the Feedback column at row ¢ = 6).
Hence, the sender can remove a DoF (e.g. p,) from the effective window. In
this case, the sender determines that the effective window does not end with
k new information packets (but the effective window ends with new informa-
tion packet p,). The sender checks if r — d > 0. Having determined that (1 —
0/2) —0/1 > 0 (in the right-most column at row ¢ = 6), the sender includes
Ds into the effective window and generates and transmits a coded packet ¢,
that includes a linear combination of the information packets included in the
effective window (e.g. p;, p4, and p;). The sender then updates the rate of DoF.
It also checks that ¢, does not exceed the allowable DoF (DoF(c) > 2k).

At t =7, the sender wants to transmit p,. The sender also sees a negative
acknowledgment indicating the non-receipt of c; (denoted by NACK(3) in the
Feedback column at row ¢ = 7). The non-receipt of c, is denoted by the x’ed
out dot in row 3. Upon the reception of NACK, the sender increments a count
of the number of erasures (denoted as e). For example, since this is the first
erasure, the count of e is incremented to the value of one. The sender then
updates the missing DoF to decode c, according to the number of NACKs
received. In this instance, the sender updates the missing DoF to decode c,
to a value of one (1) since this is the first NACK. The sender then checks if
the retransmission condition is satisfied. Since (1 —1/3) — 1/1 < 0, it gener-
ates and transmits an FEC packet c, to the receiver. In this instance, the FEC
packet ¢, is a new linear combination of p;, p,, and p,. Note that the thresh-
old condition (1 — 1/3) — 1/2 < O noted in the right-most column at row t = 7
indicates the state of the threshold condition subsequent to transmission of c,.
The transmission of this FEC is a result of feedback by the receiver (which is
noted as “FB-FEC” in row t = 7). The sender then updates the DoF added
to ¢,. The sender determines that the effective window does not end with k
new information packets (e.g. effective window ends with new information
packets p, and ps) and then updates the rate of DoF. It also checks that c,
does not exceed the allowable DoF (DoF(c,) > 2k).
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10)

11)

12)

13)

At t = 8, the sender determines that it still needs to send p; to the receiver.
The sender also sees a negative acknowledgment indicating the non-receipt
of ¢, (denoted by NACK(4) in the Feedback column at row ¢ = 8). Upon the
receipt of NACK, the sender increments a count of e. In this instance, since
this is the second erasure, the count of e is incremented by one to a value of two
(i.e.e =1+ 1). The sender then updates the missing DoF to decode c,. After it
checks that the retransmission threshold is not satisfied, the sender generates
and transmits an FEC packet ¢4 to the receiver. The FEC packet cg is a new
linear combination of p;, p,, and p,. The transmission of this FEC is a result of
feedback by the receiver (which is noted as “fb-fec” in row ¢ = 8). The sender
then updates the DoF added to ¢y and determines that the effective window
does not end with k new information packets (effective window ends with
new information packets p, and ps). The sender then updates the rate of DoF.
It may also check that ¢, does not exceed the allowable DoF (DoF(cg) > 2k).
Att =9, the sender determines that it still needs to send p, to the receiver. The
sender also sees an acknowledgment indicating the receipt of ¢; (denoted by
ACK(5) in the Feedback column at row ¢t = 9). Since sender sees an acknowl-
edgment, and determines that the effective window does not end with k new
information packets (effective window ends with new information packets
Ds» P4, and p.), the sender checks if » — d > 0. Having determined that (1 —
2/5) —1/3 > 0 (as shown in the right-most column at row ¢ = 9), the sender
includes packet p, into the effective window, and generates and transmits a
coded packet c, that includes a linear combination of the information pack-
ets included in the effective window (i.e. p5, p,, ps, and p¢). The sender then
updates the rate of DoF. It may also check that ¢, does not exceed the allowable
DoF (DoF(cy) > 2k).

At t = 10, the sender determines that it needs to send p; to the receiver. The
sender also sees an acknowledgment indicating the receipt of ¢, (denoted by
ACK(6)). Since the sender sees an acknowledgment, it determines that the
effective window ends with information packets p,, p,, ps, and p,. As a result,
the sender generates and transmits a FEC packet c,,. The sender then updates
the added DoF (i.e. ad = 3 + 1). Now, since (1 —2/6) — 1/4 > 0, the sender
includes packet p, into the effective window. Then it generates a coded packet
¢y, to transmit at time slot 11 that includes a linear combination of the infor-
mation packets in the effective window (i.e. p;, p,, Ps, Ps, and p,). It may also
check that c;; does not exceed the allowable DoF (DoF(c,,) > 2k).

At t =11, the sender transmits c,,. However, according to the acknowledg-
ment indicating the receipt of ¢, (denoted by ACK(7)), the sender removes
DoF (e.g. information packets p,, p,, and ps) from the effective window.
The sender then updates the rate of DoF.
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14) At t =12, the sender sees an acknowledgment indicating the receipt of c,
(denoted by ACK(7) in the Feedback column at row t = 12). Since the sender
sees an acknowledgment and determines that the effective window does not
end with k new information packets (effective window ends with new infor-
mation packet p,), the sender checks if r — d > 0. Having determined that
(1-3/8)—0/1 > 0 (as shown in the right-most column at row t = 12), the
sender includes packet pg into the effective window. Then the sender gen-
erates and transmits a coded packet c,,. This coded packet includes a linear
combination of the information packets available in the effective window (i.e.
De»> P7» and pyg). It may also check that c¢;, does not exceed the allowable DoF
(DoF(c,,) > 2k).

15) The rest of the example follows using similar steps. The sender continues
sending information or coded packets during time slots ¢ € [13, 28]. Hence,
the sender can adaptively adjust its transmission rate according to the process
described above.

This adaptive algorithm also provides more flexibility to customize network cod-
ing solutions depending on the application requirements. We explore more of such
cases with the QUIC protocol, which we briefly discussed in the beginning of the
last chapter on protocol designs, Chapter 5.

6.3 Network Coding and QUIC

Originally introduced in 2012 by Jim Roskind at Google [7], QUIC aims to be
almost equivalent to a TCP connection but with much reduced latency and uses
UDP for this purpose. With specifications finalized in 2021, it is already supported
by more than 30 M domains on the Internet and gaining a lot of attention. Two
notable changes in QUIC rely on the understanding of typical Hyper Text Trans-
fer Protocol (HTTP) traffic. (a) Many HTTP connections will demand transport
layer security, so QUIC makes the exchange of setup keys and supported protocols
part of the initial handshake process. Receiver response packet includes the data
needed for future packets to use encryption. This eliminates the need to set up
the TCP connection and then negotiate the security protocol via additional pack-
ets. (b) HTTP opens multiple parallel streams. Each QUIC stream is separately
flow controlled, and lost data is retransmitted not based on TCP. Data is free to be
processed while any individual multiplexed stream is repaired.
Some other tricks that make QUIC interesting are

o the packets are individually encrypted unlike in TCP;
o different connection ID sensibility to allow, e.g. mobile handover; etc.
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while issues included (as ever) legacy interaction, systems dimensioned for TCP,
systems that block UDP, etc.

Focusing on the reliability mechanism, QUIC provides a reliable bytestream
abstraction using streams. Application data transiting through QUIC streams is
carried inside STREAM frames. Upon detection of a loss, the application data car-
ried by the lost STREAM frames is retransmitted in new STREAM frames sent in
new QUIC packets. There are ongoing discussions within the Internet Engineering
Task Force (IETF) [8] and the research community [9-11] to add forward erasure
correction (FEC) capabilities to QUIC. It is especially useful for applications that
cannot afford to wait for a retransmission, either due to strong delay requirements
or connections suffering from long delays. Google experimented with a naive XOR-
based FEC solution in early versions of QUIC that does not enable sending several
repair symbols to protect a window of packets, preventing the solution from recov-
ering loss bursts. QUIC-FEC [9] proposes several redundancy frameworks and
codes (such as XOR, Reed-Solomon, and random linear codes (RLC)) for the QUIC
protocol. QUIC-FEC showed that FEC with QUIC can be beneficial for small file
transfers but is harmful for longer bulk transfers compared to SR-ARQ mecha-
nisms. One of the main limitations of QUIC-FEC [9] is that the code rate is fixed
during the connection, leading to the sending of unnecessary coded packets. Plug-
inized QUIC (PQUIC) [10] proposed a FEC plugin equivalent to the RLC part of
QUIC-FEC.

Similarly, network coding solutions such as Coded TCP (CTCP) [12] and
TCP/NC [13] adjust the level of redundancy according to the measured loss
rate. While these approaches can show significant benefits compared to classical
retransmission mechanisms, they still increase the overhead compared to the
more efficient selective-repeat mechanisms in bulk download use cases. We
advocate that sending redundancy packets in transport protocols should be done
in adequacy with the application needs in order to provide satisfactory
results. The AC-RLNC algorithm with pluginized QUIC can adapt to both the
channel conditions as well as the application requirements, as in [14]. We leverage
the idea of protocol plugins [10] and implement the reliability mechanism as a
framework exposing two anchor points to applications. Applications can redefine
these anchors according to their delay sensitivity and traffic pattern.

Here we move further from a one-size-fits-all solution to an application-tailored
reliability mechanism. We explore three different use cases and show that adapting
the reliability mechanism to the use case can drastically improve the quality of
the transmission. The first use case is the bulk download scenario, discussed in
Section 6.3.2. The second use case discussed in Section 6.3.3 is a scenario where the
peer’s receive window is small, resulting in the sender being regularly blocked by
the flow control during loss events. The third use case discussed in Section 6.3.4 is
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a scenario where the application sends messages that must arrive before a specific
deadline. Let us explore how this works!

6.3.1 Flexible Erasure Correction (FLEC)

In this section, we present the flexible erasure correction (FIEC) framework.
FIEC starts from the previous theoretical work, AC-RLNC [6], and builds upon the
PQUIC [10]. AC-RLNC provides a decision mechanism to schedule repair symbols
depending on the network conditions and the feedback received from the receiver.
In this approach, repair symbols are sent in reaction to two thresholds: the first is
triggered as a function of the number of missing degrees of freedom by the receiver,
and the second threshold sends repair symbols once every RTT. The original goal
of the proposed algorithm [6] is to trade bandwidth for minimizing the in-order
delivery delay of data packets.

We start from this idea of tracking the sent, seen, and received degrees of free-
dom as a first step to propose a redundancy scheduler for the transport layer. How-
ever, while this first idea provides a general behavior, this may be insufficient for
real applications with tight constraints that cannot be expressed with AC-RLNC’s
parameters. For example, a video-conferencing application may prefer to maxi-
mize bandwidth over low-delay links and therefore rely on retransmissions only,
while FEC is needed over high-delay links as such retransmissions cannot meet the
application’s delay constraints. Instead of proposing configurable constant thresh-
olds to tune the algorithm, we make it dynamic by proposing two redefinable
functions: ds() (for “delay-sensitivity”) and FECPattern(). These two functions can
be completely redefined to instantiate a reliability mechanism closely correspond-
ing to the use case. This allows having completely different FEC behaviors for use
cases with distinct needs such as HTTP versus video-conferencing. The ds() thresh-
old represents the sensitivity of the application to the in-order delivery delay of the
data sent. In AC-RLNC, the FEC scheduler sends redundancy once per RTT. In
FIEC, the FECPattern() dynamic function allows triggering the sending of FEC at
specific moments of the transfer depending on the use case. Sending FEC for every
RTT may deteriorate the application performance, especially when the delay is low
enough to rely on retransmissions only. Having a dynamic FECPattern() function
avoids this problem. For instance, in a bulk download scenario, it can trigger FEC
at the end of the download only and rely on retransmissions otherwise. For video
transfer, it can trigger FEC after each video frame is sent. Figure 6.8 illustrates
the idea of FIEC. The regular QUIC reliability mechanism is based on SR-ARQ.
In FIEC, the SR-ARQ mechanism is a particular case among many other possi-
bilities. Algorithm 6.3 shows our generic framework. We implement FIEC using
PQUIC [10] and define FECPattern() and ds() as protocol operations. However, the
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Transport protocol (QUIC)

Protocol plugin

Bulk download Delay-constrained messaging

Figure 6.8 Design of the solution: a general framework with two pluggable anchors to
redefine the reliability mechanism given the use case. This is inspired from [14].

Algorithm 6.3 Generic redundancy scheduler algorithm. The ds() and
FECPattern() thresholds are redefined by the underlying application. The
algorithm is called at each new available slot in the congestion window of the
protocol. land 7 represent the estimated uniform loss rate and the estimated
receive rate, respectively.

Require: 1
Require: feedback, the most recent feedback received from the peer
Require: W, the current coding window
L Pel1-1
: ad « computeAd(W)
: md « computeMd(W)
. if feedback = @ then
if FECPattern() then
return NewRepairSymbol
else
return NewData
end if
10: else
11: updateLossEstimations(feedback)
12: if FECPattern() then

0 RN R RN

13: return NewRepairSymbol
14 elseif F - ™ < ds() then

15: return NewRepairSymbol
16: else

17: return NewData

18: end if

19: end if
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same principles can be applied without PQUIC with the application redefining the
operations natively thanks to the user-space nature of QUIC.

The computeMd function computes the number of missing degrees (md) of free-
dom (i.e. missing source symbols) in the current coding window. The computeAd
function computes the number of added degrees (ad) of freedom (i.e. repair sym-
bols) that protect at least one packet in the current coding window. Compared
to AC-RLNC, we only consider in-flight repair symbols in ad to support retrans-
missions when repair symbols are lost. The higher the value returned by ds(),
the more likely it is to send repair symbols prior to the detection of a lost source
symbol, and the more robust is the delay between the sending of the source sym-
bols and their arrival at the receiver. The extra cost is the bandwidth utilization.
Sending repair symbols a priori occupies slots in the congestion window and is
likely to increase the delay between the generation of data in the application and
its actual transmission. Setting ds() to -1 triggers the transmission of repair sym-
bols only in reaction to a newly lost source symbol, thus implementing a behavior
similar to regular QUIC retransmissions. In this work, retransmissions are done
using repair symbols to illustrate that the approach is generic. However, regular
uncoded retransmissions can be used for better performance without loss of gen-
erality. FECPattern() allows regulating the transmission of a priori repair symbols
regardless of the channel state, in contrast with AC-RLNC [6] where this threshold
is triggered once per RTT.

Table 6.2 describes how ds() and FECPattern() can be redefined to represent reli-
ability mechanisms that fit the studied use cases. The first row of the table shows
how to implement the classical Selective-Repeat ARQ mechanism used by default
in QUIC. The second one implements the behavior of AC-RLNC [6]. FECPattern()
is triggered once every RTT according to the EW parameter of AC-RLNC. The third
one is tailored for the bulk use case: ds() is set to send Repair Symbols only when
there are missing symbols at the receiver and FECPattern() sends Repair Symbols
when there is no more data to send. The two other rows are explained in detail in
sections 6.3.3 and 6.3.4 respectively. In this table, c is a non-negative user-defined
constant. The higher c is, the more sensitive we are to a variance in the loss rate.

Table 6.2 Definition of ds() and FECPattern() for the considered use cases.

Use case ds() FECPattern()
Bulk transfer (SR-ARQ) -1 false

AC-RLNC [6] -l true every RTT
Bulk transfer -1 allStreamSent()
Buffer-limited bulk el Algorithm 6.4

Messaging -l Algorithm 6.6
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6.3.2 Bulk File Transfers

Bulk file transfer is the simplest use case we consider. It consists of the download
of a single file under the assumption that the receive buffer is large compared to
the BDP of the connection. This is the classical use case for many transport pro-
tocols. Current open-source QUIC implementations use default receive window
sizes that support such a use case. The receive window starts at 2 MB for locally ini-
tiated streams in picoquic [15]. The Chromium browser’s implementation [16]
starts with an initial receive window of 6 MB per stream and 16 MB for the whole
connection. The metric that we minimize here is the total time to download the
whole file. This includes REST API messages that often need to be completely
transferred in order to be processed correctly by the application. A packet loss dur-
ing the last round-trip can have a high relative impact on the download completion
time. Protecting these tail packets can drastically improve the total transfer time
at a cost significantly smaller than the cost of simply duplicating all these packets.
On the other hand, protecting other packets than the tail ones with FEC can be
harmful for the download completion time. The packet losses in the middle of the
download can be recovered without FEC before any quiescence period provided
that the receiver uses sufficiently large receive buffers. The expected behavior is
therefore similar to SR-ARQ with tail loss protection. The Repair Symbols are
always sent within what is allowed by the congestion window, meaning that FIEC
does not induce any additional link pressure.
For a file transfer, we set the delay-sensitivity threshold to be equal to 1.

F—md/ad < 1> sendRepairPacket(). (6.4)
Substituting 1 by (1 — 7) in Eq. (6.4), we can rewrite it as
md/ad > 1 — sendRepairPacket(),

so that we send Repair Symbols only when a packet is detected as lost and it has not
been protected yet. The transmission of a Repair Symbol triggered by this thresh-
old increases ad by 1 until ad becomes equal to md. Using the threshold defined
in Eq. (6.4) ensures a reliable delivery of the data but does not improve the down-
load completion time in the case of tail losses. md only increases after a packet is
marked as lost by the QUIC loss detection mechanism. The FECPattern() operation
controls the a priori transmission of Repair Symbols. In contrast with the previous
solution [6], we redefine FECPattern() and set it to true only when all the appli-
cation data has been sent instead of setting it to true once per RTT. This implies
that only the last flight of packets will be protected. All the previous flights will be
recovered through retransmissions. Indeed, given the fact that the receive window
islarge enough compared to the congestion window, there will be no silence period
implied by any packet loss except for the last flight of packets. The total download
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completion time will thus not be impacted by any loss before the last flight of pack-
ets. Without using FEC, the loss of any packet in the last flight will cause a silence
period between the sending of that lost packet and its retransmission. We track the
loss conditions throughout the download and trigger the FECPattern() threshold
according to the observed loss pattern. This loss-rate-adaptive approach is espe-
cially beneficial when enough packets are exchanged to accurately estimate the
loss pattern. This occurs when the file is long or when loss information is shared
among connections with the same peer. When a sufficient number of repair sym-
bols are sent to protect the expected number of lost source symbols, the algorithm
keeps slots in its congestion window to transmit new data.

6.3.3 Buffer-limited File Transfers

In numerous network configurations, the available memory on the end devices is
alimiting factor. It is common to see delays longer than 500 ms in satellite commu-
nications, while their bandwidth is in the order of several dozens of megabits per
second [17, 18]. Furthermore, with the arrival of 5G, some devices will have access
to bandwidth up to 10 Gbps [19, 20]. While the edge latency of 5G infrastructures
is intended to be in the order of a few milliseconds [21], the network toward the
other host during an end-to-end transport connection may be significantly higher,
partially due to the large buffers on the routers and the buffer-filling nature of cur-
rently deployed congestion control mechanisms. Packet losses occurring on those
high BDP network configurations imply a significant memory pressure on reliable
transport protocols running on the end devices. To ensure an in-order delivery, the
transport protocol running on these devices needs to keep the data received out-
of-order during at least one round-trip-time, requiring receive buffer sizes to grow
to dozens of megabytes for each connection. Receive buffers that cannot bear the
BDP of the network they are attached to are unable to fully utilize its capacity,
even without losses. This typically occurs when the receive window (rwin) is rel-
atively small compared to the sender’s congestion window (cwin). Measurements
show that TCP receivers frequently suffer from such limitations [22]. The problem
gets even worse in case of packet losses as they prevent the receiver from deliv-
ering the data received out-of-order to the application. The data will remain in
memory, reducing the amount of new data that can be sent until the lost data is
correctly retransmitted and delivered to the application. Sacrificing a few bytes
of the receiver memory in order to handle repair symbols and protect the receive
window from being blocked upon packet losses can drastically improve the trans-
fer time, even in a file transfer use case. In such cases, FEC can be sent periodically
along with non-coded packets during the download and not just at the end of the
transfer.
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For this use case, ds() returns 1to ensure that ad stays larger than md, according
to the estimated loss rate. FECPattern() behaves as shown in Algorithm 6.4.
We spread the Repair Symbols along the sent Source Symbols in order to
periodically allow the receiver to unblock its receive window by recovering the
lost Source Symbols and delivering the stream data in-order to the application.
More precisely, the FECPattern() operation sends one Repair Symbol every
% Source Symbols. The algorithm needs three loss statistics. The first is the

estimated uniform loss rate I. The two others are the ép and G, parameters of
the Gilbert loss model. The Gilbert model [23] is a two-state Markov model
representing the channel, allowing representing network configurations where
losses occur in bursts. These loss patterns cannot be easily recovered by a simple
XOR error correcting code as shown in the original QUIC article [22] but can be

Algorithm 6.4 FECPattern for buffer-limited use case.

Require: last, the ID of the last symbol present in the coding window when
FECPattern() was triggered the last time
Require: nTriggered, the number of times FECPattern() has already been triggered
since no new symbol was added to the window.
Require: maxTrigger, the maximum number of times we can trigger this threshold
for the same window
Require: nRSInFlight, the number of Repair Symbols currently in flight
Require: W, the current coding window.
Require: FCBlocked(), telling us if we are currently blocked by flow control.
Require: , ép, G,
1: if nRSInFlight > 2 * [|W| = I] then
2 return false > Wait for feedback before sending new RS
3: end if
4: nUnprotected < W .last — last
50 n < min(=, |W|)
GP
6
7
8
9

: protect — nUnprotected = 0 vV nUnprotected > n v FCBlocked()
. if protect A nUnprotected # 0 then > Start Repair Symbols sequence
nTriggered « 1
last < W .last
10: maxTrigger « [max(l * nUnprotected, G;)]
11: else if protect then '
12: if FCBlocked() v nTriggered < maxTrigger then

13: nTriggered < nTriggered + 1 > Continue sending symbols
14: else

15: protect « false > Enough symbols have been sent
16: end if

17: end if

18: return protect
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recovered by the random linear codes used by FIEC. In the GOOD state of the
Gilbert model, packets are received while the packets are dropped in the BAD
state. ép is the transition probability from the GOOD to the BAD state while G‘r is
the transition probability from the BAD to the GOOD state. In order to estimate
the loss statistics f, Gp, and Gr, we implement a loss monitor that estimates the
loss rate and Gilbert model parameters over a QUIC connection.

When the sender is blocked by the QUIC stream flow control, FECPattern()
sends more Repair Symbols to recover from the remaining potentially lost Source
Symbols. While spreading the Repair Symbols along the coding window helps
to recover the lost Source Symbols more rapidly compared to a block approach
where all the repair symbols are sent at the end of the window, this also poten-
tially consumes more bandwidth. Indeed, the Repair Symbols do not protect the
entire window. This means that with an equal number of losses, some specific
loss patterns will lead to Repair Symbols protecting a portion of the window
with no loss and portions of the window requiring more Repair Symbols to be
recovered.

6.3.4 Delay-constrained Messaging

Finally, we consider applications with real-time constraints such as video con-
ferencing. Those applications send messages (e.g. video frames) that need to be
successfully delivered within a short amount of time. The metric to optimize is
the number of messages delivered on-time at the destination.

FEC can significantly improve the quality of such transfers by recovering from
packet losses without retransmissions, at the expense of using more bandwidth.
Researchers have already applied FEC to video applications [24, 25]. Some [24]
take a redundancy rate as input and allocates the Repair Symbols given the impor-
tance of the video frame. Others [25] propose a congestion control scheme that
reduces the impact of isolated losses on the sending rate. They then use this con-
gestion control to gather knowledge from the transport layer to the application in
order to adapt the transmission to the current congestion. Here the approach is its
inverse: the application transfers its knowledge directly into the transport protocol
to automatically adjust its stream scheduler and redundancy rate given the
application’s requirements. The goal is to protect whole messages instead of
naively interleaving Repair and Source Symbols. Using application knowledge,
FIEC protects as many frames as possible at once.

We consider an application sending variable-sized messages, each having its
own delivery deadline. To convey these deadlines, we extend the transport API to
an application-specific APL. Furthermore, we replace the QUIC stream scheduler
with an application-tailored stream scheduler to leverage application information.
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This can be done easily since applications are bundled with their QUIC implemen-
tation and are able to easily extend it.

We propose the following API enabling an application to send deadline-cons-
trained messages.

send fec protected msg(msg, deadline)

The application submits its deadline-constrained messages. The QUIC protocol
already supports the stream abstraction as an elastic message service. However,
the stream priority mechanism proposed by QUIC, while being dynamic, is not
sufficient to support message deadlines. The protocol operation attached to this
function inserts the bytes submitted by the application in a new QUIC stream,
closes the stream, and attaches the application-defined delivery deadline to it.
The message must be delivered at the receiver within this amount of time to be
considered useful. If the network conditions prevent an on-time delivery of the
message, the message may be cancelled, possibly before being sent and the under-
lying stream be reset.

next message arrival (arrival time)

This API call allows the application to indicate when it plans to submit the next
message. While this API function is not useful for all kinds of unreliable messaging
applications, applications having a constant message sending rate such as video-
conferencing might benefit from providing such information.

The knowledge provided by the application to the transport layer is not only
useful for the coded reliability mechanism. The information provided by the
application-defined API calls is also valuable for the QUIC stream scheduler.
Without this information, the QUIC scheduler schedules high-priority streams
first and has two different ways to handle the scheduling of streams with the
exact same priority: (a) round-robin or (b) First In — First Out (FIFO). We let
the application define its own scheduler to schedule its streams more accurately.
Algorithm 6.5 describes our QUIC stream scheduler for deadline-constrained
messaging applications.

The closestDeadlineStream() function searches among all the available streams
attached to a deadline to find the stream having the closest expiration deadline
while still having chances to arrive on-time given the current one-way delay.
The scheduler chooses the non-flow-control blocked stream that is the closest
to expire while still having a chance to be delivered on-time to the destina-
tion. Our implementation estimates the one-way delay as g. Other methods
exist [26, 27]. Recent versions of picoquic include a mechanism for estimating
the one-way delay [28] when the hosts clocks are synchronized. In the absence
of clock synchronization, the estimated one-way delay can only be interpreted
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Algorithm 6.5 Application-tailored scheduler for delay-constrained messaging.

Require: S, the set of available QUIC streams
Require: OWD, the estimated one-way delay of the connection
Require: now, the timestamp representing the current time
Require: FCBlocked(stream), telling if the specified stream is flow control-blocked.
Require: closestDeadlineStream(S, deadline), returning the non-expired stream with
the closest delivery deadline to the specified deadline
. scheduledStream «— @
. currentDeadline — now + OWD > Initialization
: while scheduledStream = @ do
candidate < closestDeadlineStream(S, currentDeadline)
if candidate = @ thenbreak
end if
if =FCBlocked(candidate) then
scheduledStream < candidate
else
S « S\ {candidate}
currentDeadline « candidate.deadline
12: end if
13: end while
14: if scheduledStream = @ then
15: return defaultStreamScheduling(S) > Fallback
16: end if

R B AN O A A e
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relatively, which helps to estimate the one-way delay variation but not for decision
thresholds such as the one used in Algorithm 6.5.

Let us examine FECPattern() and ds() for delay-constrained messaging. We
now describe how our application redefines FIEC. Our application is sensitive
to the delivery delay of entire messages more than the in-order delivery delay of
individual packets. We thus set the ds() threshold to —las it is useful to retransmit
non-recovered lost packets that can still arrive on-time. FECPattern() is described
in Algorithm 6.6. The algorithm triggers the sending of Repair Symbols to protect
as many messages as possible according to the messages deadline and the next
expected message timestamp if provided by the application. The rationale is
the following. If the unprotected messages can wait for new messages to arrive
before being protected, FECPattern() does not send Repair Symbols and waits for
the arrival of new messages. Otherwise, Repair Symbols are sent to protect the
entire window until it is considered fully protected. This idea of waiting for new
messages before protecting comes from the fact that the messages can be small
and sending Repair Symbols for each sent message can lead to a high overhead.
By doing so, FECPattern() adapts the code rate according to the application
needs.
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Algorithm 6.6 FECPattern() for delay-constrained messaging.

Require: S, the set of available QUIC streams

Require: OWD, the estimated one-way delay of the connection

Require: now, the timestamp representing the current time

Require: closestDL(S, deadline), returning the message deadline that will expire the
sooner from the specified deadline

Require: last, the last protected message.

Require: nTriggered, the number of times FECPattern has already been triggered
since no symbol was added to the window.

Require: maxTrigger, the maximum number of times we can trigger this threshold
for the same window

Require: nextMsg (is +oo if the message API is not plugged), the maximum amount
of time to wait before a new message arrives.

Require: cwin, bif, the congestion window and bytes in flight.

Require: 6 space to save in cwin for directly upcoming messages.

Require: |, Gp, G,

: nextDL « closestDL(S, max(now + OWD, last.deadline))

: protect « (nextDL = @ V now + OWD + nextMsg + € > nextDL)

: nUnprotected «— W last — last

. if protect A nUnprotected # 0 then > Start Repair Symbols sequence

nTriggered « 1

last < W last

maxTrigger « [max(i « nUnprotected, G%)]

. else if protect then
if nTriggered < maxTrigger then

nTriggered < nTriggered + 1 > Continue sending
else

protect « false > Enough symbols have been sent
end if
: end if ‘

cwin

: return appLimited() A protect A B >0

e el
nh WN = O

Exercise 6.3 Comparing Repair Generation Schemes

In this exercise, we will compare two repair generation schemes in a video
streaming scenario where video frames are produced with varying numbers of
symbols. The first scheme maintains a fixed-size block and generates repair
only when a block is full, while the second scheme can generate repair at any
point in time (e.g. after each video frame).

1) Implement Fixed-Size Block Scheme:
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e Implement a simulation to calculate the amount of latency accumu-
lated by the fixed-size block scheme, where repair is generated only
when a block is full.

o Consider the delay induced by waiting for a block to be filled before
generating repair.

2) Implement On-the-Fly Repair Generation Scheme:

e Implement a simulation to compare the latency of the on-the-fly
repair generation scheme, where repair is generated after each video
frame.

e Explore how this scheme reduces latency compared to the fixed-size
block scheme.

3) Simulation with PyErasure:

e Use PyErasure to implement the simulation with an imaginary video
source producing a video frame every 33 ms.

e Simulate video frames containing 18, 8, 4, and 2 symbols in a loop.

e Set the PyErasure block size to 32 and analyze the performance of
each repair generation scheme.

e Experiment with different amounts of repair and packet loss.

4) Performance Evaluation:

o Evaluate the performance of each repair generation scheme in terms
of latency accumulation.

e Compare the effectiveness of the fixed-size block scheme and the
on-the-fly repair generation scheme in reducing latency.

6.4 Summary

Explicitly practical use cases of network coding protocols are explained in
Chapter 6. Consisting of more algorithms and examples, this enables you to
implement different coding techniques in your own setting and tailor them for
different applications. The algorithms and implementations in this chapter also
deal with realistic networks beyond the point-to-point setting in Chapter 2. The
exercises in this chapter lead to a more system-level analysis of the algorithms,
following the discussion of complexity and overheads associated with the real-
world implementations in this chapter. With the discussion of more advanced
protocols and different optimizations and tailoring based on applications, you
should now be able to:

(A) Implement network coding in practical settings.
(B) Analyze your implementations based on different parameters and overheads
to decide which one suits the application scenario.
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(C) Adopt any of the existing algorithms, or build on top of them your own net-
work coding implementations.

Additional Reading Materials

A detailed discussion on the use of acknowledgment in network coding and imple-
mentations of TCP/NC can be found in [2, 13, 29, 30]. The sliding window network
coding over a single hop is initially discussed in [4] and the recoder for SWNC is
discussed in [3]. AC-RLNC over a single path [6] and multi-path [31] provides fur-
ther insights to designing novel network coding protocols. Michel et al. [14] is an
extensive study on the adaptability of network coding with QUIC.
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Network as a Matrix

7.1 Mathematical Model

A communication network is a collection of directed links connecting transmit-
ters, switches, and receivers. Our first goal is to provide a succinct formulation
of the network communication problem of interest here. A network may be rep-
resented by a directed graph G = (V, E) with a vertex set V' and an edge set E C
V x V. Edges (links) are denoted by round brackets (v;,v,) € E and assumed to be
directed. The head and tail of an edge e = (v,V') are denoted by v = head(e) and
V' = tail(e).

We define I';(v) as the set of edges that end at a vertex v € V, the incoming edges,
and I'5(v) as the set of edges originating at v. Formally, we have I';(v) = {e € E :
head(e) = v}, T',(v) = {e € E : tail(e) = v}. The in-degree 6,(v) of v is defined as
6;(v) = |I';(v)| while the out-degree 6,(v) is defined as 6,(v) = [[', (V).

A network is called cyclic if it contains directed cycles, i.e. there exists a
sequence of edges (v, v;), (V1,V,), ..., (V,, V) in G. A network is called acyclic if it
does not contain directed cycles. To each link e € E we associate a non-negative
number C(e), called the capacity of e.

Let X(v) = {X(v,1), X(v,2),...,X(v, u(v))} be a collection of u(v) discrete data
processes (which are often modeled as stochastic processes) that are observable at
node v. We want to allow communication between selected nodes in the network,
i.e. we want to replicate, by means of the network, a subset of the processes in X(v)
at some different node v'.

We define a connection c as a triple (v, V', X(v,V)) € V X V X P> where Py,
denotes the power set of X(v). Given a connection ¢ = (v,V', X(v,V")), we call v a
source and V' a sink of ¢ and write v = source(c) and V' = sink(c). For notational
convenience, we will always assume that source(c) # sink(c).

Anodevcan send information through alink e = (v, u) originating atvat arate of
at most C(e) bits per time unit. The process transmitted through link e is denoted by
Y (e). In addition to the processes in X'(v), node v can observe processes Y (¢') for all

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
© 2025 The Institute of Electrical and Electronics Engineers, Inc. Published 2025 by John Wiley & Sons, Inc.
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¢’ in I';(v). In general the process Y(e) transmitted through link e = (v, u) € [';(v)
will be a function of both X(v) and Y(¢') if ¢’ is in [';(v).

If v is the sink of any connection ¢, the collection of v(v) processes
Zw) ={ZWv,1), Z(v,2),...,Z(v,v(v))} denotes the output at v =sink(c). A
connection ¢ = (v,V, X(v,V")) is established successfully if a (possibly delayed)
copy of X(v,V") is a subset of Z(V').

Let a network G be given together with a set C of desired connections. One of
the fundamental questions of network information theory is under which con-
ditions a given communication scenario is admissible given data is mutable. We
make some simplifying assumptions:

1) The capacity of any link in G is a constant, e.g. one bit per time unit. This
is an assumption that can be satisfied to an arbitrary degree of accuracy. If the
capacity exceeds one bit per time unit, we model this as parallel edges with unit
capacity. Fractional capacities can be well approximated by choosing the time
unit large enough.

2) Each link in the communication network has the same delay. We will
allow for the case of zero delay in which case we call the network delay-free.
We will always assume that delay-free networks are acyclic in order to avoid
stability problems.

3) When considered as random processes, the X(v,1),1 € {1,2,...,pu(v)} are
independent and have a constant and integral rate of, e.g. one bit per
unit time. The unit time is chosen to equal the time unit in the definition of
link capacity. This implies that the rate R(c) of any connection ¢ = (v, V', X(v, V"))
is an integer equal to |X'(v,V')|. This assumption can be satisfied with arbitrary
accuracy by letting the time basis be large enough.

4) When considered as random processes, the X(v,1) are independent for
different v. This assumption reflects the nature of a communication network.
In particular, information that is injected into the network at different locations
is assumed independent.

In addition to the above constraints, we assume that communication in the net-
work is performed by transmission of vectors (symbols) of bits. The length of the
vectors is equal in all transmissions, and we assume that all links are synchronized
with respect to the symbol timing.

7.2 Routing

We begin by recalling the famous max-flow min-cut theorem for routing, which
datesback to 1962. Let G = (V, E) be a communication network as described above.
A cut between a node v and V' is a partition of the vertex set of G into two classes
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S and St = V — S of vertices such that S contains v and S¢ contains v'. The value
V(S) of the cut is defined as

V(S) = 2 Cle).

{e : head(e)es, tail(e)es® }

Theorem 7.1 (Max-flow, min-cut): Let a network with a single source and
a single sink be given, i.e. the only desired connection is ¢ = (v,v/, X(v,V’)). The
network problem is solvable if and only if the rate of the connection R(c) is less
than or equal to the minimum value of all cuts between v and v'.

Some examples are:

1) Line network.
2) Butterfly.

The Ford-Fulkerson labeling algorithm (1962) [1] gives a more efficient way
than brute-force search to find a routing solution for P2P connections provided a
network is solvable. No coding occurs, so that processes, or flows, remain uncom-
bined and require therefore no decoding. While it provides an elegant solution for
P2P connections, the technique is not powerful enough to handle more involved
communication scenarios.

In the remainder of this chapter, we develop some theory and notation necessary
for more complex setups.

7.3 Algebraic Network Coding

Recall that any binary vector of length m can be interpreted as an element in
F,«, the finite field with 2™ elements. The processes X(v,1), Y(e), and Z(v,1)
can hence be modeled as discrete processes X(v,l) = {X,(v,D),X,(v,]),...},
Y(e) = {Yy(e), Y (e), ...}, and Zw,)) = {Z,(v,]), Z,(v,]), ...}, that consist of a
sequence of symbols from F,m.

7.3.1 Formulation

A G = (V,E) delay-free (and hence by assumption acyclic) communication net-
work is said to be a F,»-linear communication network if for all links, the process
Y(e) on alink e = (v, u) € E satisfies

u)
Yle)= D, XD+ D B Y(E)
=1 ¢’ thead(e’)=tail(e)

where the a,; and f,, , are elements of F,n.
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This definition is concerned with the formation of processes that are transmitted
on the links of the network. It is possible to consider time-varying coefficients a,
and f, ,, and we call the network time-invariant or time varying depending on
this choice. The output Z(v, ) at any node v is formed from the random processes
Y(e) for e € T';(v). It will be sufficient for our purposes to restrict ourselves to the
case where the Z(v, ) are also linear combinations of the Y(e), i.e.

Zwjy= ) e, Y(E).
¢’ thead(e’)=v
where the coefficients £, ; are elements of I, Indeed, we will prove that it suffices
to consider the formation of the Z(v, j) by linear functions of Y(e) for e € I';(v). We
can freely choose m and the field F,» containing the constants «,, f ,, and &, ;.

For a given network G and a given set of connections C, we formally define a net-
work coding problem as a pair (G, C). The problem is to give algebraic conditions
under which a set of desired connections is feasible. This is equivalent to finding
elements a, , f, ., and €, ; in a suitably chosen field F,» such that all desired con-
nections can be accommodated by the network. Such a set of numbers a,, f,
and g,/ j will be called a solution to the network coding problem (G, C). If a solu-
tion exists the network coding problem will be called solvable. The solution is
time-invariant (time-varying) if the «,, , ., and ¢, ; are independent (dependent)
of the time.

For example, the Ford—-Fulkerson labeling algorithm finds a routing (rather than
coding) solution and so is restricted such that all parameters «,; and g, , in are
either zero or one.

In order to analyze the network framework, we will develop some algebraic con-
cepts that enable formal manipulation and better understanding of the operation
of the system, following the discussions in [2].

We first consider a P2P setup, as mentioned before, max-flow min-cut makes
clear that coding is not needed in this case. We also start by considering a delay-
free network.

Node v is the only source in the network and let:

e X =XW1),X©v,2),...,X(, u(v))) denote the vector of input processes observed
atv;

o V' be the only sink node in the network;

e Z=(Z(V,1),Z(V',2),...,Z(V,v(v))) be the vector of output processes.

The most important consequence of considering an F,. linear delay-free net-
work is that we can give a transfer matrix describing the relationship between
an input vector X and an output vector Z. Let M be the system transfer matrix of
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a network with input X and output Z, i.e.
XM = Z, (7.1)

where M is a matrix whose coefficients are elements in the field F,n.

We begin with a simple example of a P2P connection in the communication
network given in Fig. 7.1. We have the following set of equations governing the
parameters a,, f, ., and ¢, ; and the random processes in the network

Y(e) = a, 1 X0, 1) + &, ,X(©v,2) +a, ;X(©v,3)
Y(e) = a, 1 X, 1) + @, ,X(v,2) + @, X(v,3)
Y(ey) = a, 1 X0, 1) + @, ,X(v,2) + a, 3X(v,3)
Y(e) = fo o Y(e) + P, 0 Y(E)
Y(es) =, ¢, Y(e) + P, .. Y(e)
Y(eg) = B g, Y(€) + B, 0, Y(e))
Y(e;) = By o, Y(es) + B, Y(e))
zZ',1) = €e1Y(es) +&, 1Y(eg) + ¢, 1Y(ey)
Z(,2) =€, ,Y(es) + ¢, ,Y(es) + €, ,Y(e)
zZ(',3) = €o.3Y(e5) + &, 3Y(es) + £, 3Y(er).

It is straightforward to compute the transfer matrix describing the relationship
between X and Z. In particular, let matrices A and B be defined as

Aeq Xe,1 %o 1 €1 €e,2 €e 3
A=ty , a5 a,| and B=|e, ; & ; &3]
ael,S ae2,3 ae3,3 657,1 £e7,2 £e7,3

V3
X Z(v’,1)
X(v,2) Z(v,2)
X(v,3) o/ Vi e Z(v'3)

Va

(b)

Figure 7.1 (a) A P2P connection in a simple network; (b) the same network with nodes
representing the processes to be transmitted in the network. This figure is inspired by
joint work with Ralf Kétter.
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We can interpret the matrix A as the coding at the source, or precoding, of the
data, which can take any form. The matrix B at the receiver is the decoding matrix,
so it too can have any form.

The system matrix M is constrained by the graph and has been found to equal

ﬂel .es ﬂel ey ﬂe4,e(, ﬁel ey ﬂc4,e7

M=A ﬂez’es ﬂ€2,€4ﬂ84,€6 ﬁez,e4ﬂe4,e7 BT.
0 ﬁe ﬂe

If we examine the matrix M, we see that the elements correspond to different
routes through the small illustrative network depicted in Fig. 7.1.
The determinant of matrix M equals

det (M) = det (14)(ﬁelqgsﬁezie4 - ﬂgzy% ﬁel'ES )(ﬂe“,g6 ﬁe3,g7 - ﬁg4,e7ﬂ33,eé) det (B)'

We can choose parameters in an extension field F,» so that the determinant of M is
nonzero over F,». Hence we can choose A as the identity matrix and B so that the
overall matrix M is also an identity matrix, which is what decoding by the matrix B
achieves. For example, the solution found by the Ford-Fulkerson algorithm would
beequivalentto f, , = f, . =B, o, = Pes., = 1, whileall other parameters of type
B. . are chosen to equal zero.

Clearly, a P2P communication between v and V' is possible at a rate of three
bits per unit time. We note that, if we grow m, there exists an infinite number of
solutions to the posed networking problem, namely, all assignments to parameters
B, . which render a nonzero determinant of the transfer matrix M.

We see that the crucial property of the network is that the equation (8, . S, ., —
Pe, e, Pe,e)Be, o Pe,e; = Peye,Pe,,) admitted a choice of variables so that the poly-
nomial did not evaluate to zero. Consider the set of polynomials over an infinite
field F in variables X;,X,, ..., X,. For any nonzero polynomial in that set there
exists an infinite set of n-tuples (x;,x,, ...,x,) such that f(x;,x,,...,x,) # 0, by
induction over the number of variables and the fact that F,» can be arbitrarily
large.

The following theorem makes the connection between the network transfer
matrix M (an algebraic quantity), and the min-cut max-flow Theorem (a graph-
theoretic tool):

3566 3,66

1:€5

Theorem 7.2 Leta linear network be given. The following statements are equiv-
alent:

1) A point-to-point connection ¢ = (v,v', X(v, V")) is possible.
2) The min-cut max-flow bound (Theorem 7.1) is satisfied for a rate R(c).
3) The determinant of the R(c) X R(c) transfer matrix M is nonzero over

(oo @y Borgs oo s Egrjo -]
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Figure 7.2 The directed labeled line e B es
graph ® corresponding to the network
depicted in Fig. 7.1. This figure is

inspired by joint work with Ralf Kotter.

ese

Proof: We see (1) and (2) are equivalent by the min-cut max-flow theorem.

We show the equivalence of (1) and (3): The Ford-Fulkerson algorithm
implies that a solution to the linear network coding problem exists. Choosing
this solution for the parameters of the linear network coding problem yields a
solution such that M is the identity matrix, and hence the determinant of M over
[ @psevvs Borgs - s Eg s -] dOes not vanish identically.

Conversely, if the determinant of M is nonzero over[..., @y, ..., By ¢s -+ s €grjs -1
we can invert matrix M by choosing parameters €, ; accordingly. From the obser-
vation that polynomials will admit nonzero solutions in a large enough finite field,
we know that we can choose the parameters as to make this determinant nonzero.
Hence (3) implies (1) and the equivalences are shown.

We conclude that studying the feasibility of connections in a linear network sce-
nario is equivalent to studying the properties of solutions to polynomial equations
over a field.

7.3.2 The Network as a Matrix

We know that the action of the linear network is a linear transformation of the
input data, leading to the output, Eq. (7.1). A core question is: is there an easy way
to determine the matrix M in terms of properties of the input, output, and graph?

We present a representation of network action using transfer matrices. In a lin-
ear communication network, any node v; transmits, on an outgoing edge, a linear
combination of the symbols observed on the incoming edges. This relationship
between edges in a linear communication network is the incidence structure in
which we are most interested.

We say that any edge e = (u,v) feeds into edge ¢ = (v,u’) if head(e) is equal
to tail(e’). We define the “directed labeled line graph” of ¢ = (V,E) as &(V, &)
with vertex set V = E and edge set £ = {(e, ¢’) € E? : head(e) = tail(¢’)}. Any edge
e = (e,€’) € £ is labeled with the corresponding label f, .. Figure 7.2 shows the
directed labeled line graph of the network in Fig. 7.1.
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We define the adjacency matrix F of the graph ® with elements F;; given as
Fo- ﬁei’ej head(e;) = tail(ej)
N 0 otherwise.

In order to consider the case that a network contains multiple sources and sinks,
we consider

X=X Xy X,)
=X, 1D, X(,2), ..., X, u), X(W,, 1), ... ,X(v|V|, ,u(lel)))

as the vector of input processes on all vertices in V. If a vertex v in a network is not
a source node, we set u(v) to zero and so X = (x;,X,, ... ,x#) is a vector of length
u = Y,u(v). Let the entries of a y X |E| matrix A be defined as

A = {aej,l x; = X(tail(e;), ) for some [
Y 0 otherwise.
Similarly, let
Z=(Z2,.2,--.2)
= (Z(v1, 1), Z(0,2), ..., Z(01, V(01)), Z(3, 1), o, ZO)yrps VO)))s

be the vector of output processes. If v; is not a sink node of any connection we let
v(v)) be equal to zero and so Z is a vector of length v = Y,,v(v;). Let the entries of a
v X |E| matrix B be defined as

_ )& % =Z(head(e),]) forsome [
Y 0 otherwise.

By way of example, consider the network with two source nodes and two sink
nodes shown in Fig. 7.3 along with its corresponding labeled line graph.

ev’u’
X' 1)
e,
X, 1)
X(12) , ) Cu'u

() (b)

Figure 7.3 (a) A network with two source and two sink nodes. (b) The corresponding
labeled line graph; labels in (b) are omitted for clarity. The edge e,, does not feed into
any other edge and no edge feeds into e,,, which renders an isolated vertex in the
labeled line graph. This figure is inspired by joint work with Ralf Kotter.
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We assume that the network is supposed to accommodate two connections ¢; =
W, {X(v,1),X(v,2)}) and ¢, = (V',u, {X(',1)}). We fix an ordering of edges as
€2 €y rs €y €y s €0 s @ur s @ s €. From the ordering of vertices (v,v/,v"”,
u,u’) the corresponding orderings of the edges in ¢ are determined, i.e.
€, <08y <€ <08y 11 <08y 1 <€y u=<0Cw =<0y, and e, ,<ie, »<ie, <reu
<1y =<1y <€y , <€ ,- For this ordering, the adjacency matrix F of the
labeled line graph ® is found to equal

’
u'’.u

0 By rer 00f o O 0 0

0 0 00 0 fuen Popeny O

0 0 00 0 0o 0 0
po|0 0 00 0 B Bee,, O

0 0 00 0 0 0 Puyren.

0 0 00 0 0 0 0

0 0 00 0 0 0 fupre,.

0 0 00 0 0 0 0

Also, matrices A and B are found to equal:

L, 0 0 00
aewr,Z aewu,Z “ew,z 0 0 00},
0 0 0 ayg oy, 00

ae‘,_‘,/ 1 aewu 1 aew,

and
00 € 1 0 0 €l 0 €l
B=|]00 0 O €yl 0 Een il 0
00 0 O0¢g,,, O &,,, O

From the matrices F, A, and B, we can find the transfer matrix of the overall
network. The main concept here is to verify that the path between nodes in the
network is accounted for in the series I + F + F? + F3 + - - -, each multiplication
by the matrix F corresponding to a single step through the network. Not going
anywhere corresponds to multiplying by the identity matrix I, or F°. Any two-step
progression through the networks is F? and so on.

Eventually, we exceed the number of hops we can take on the network. We say
that the matrix F is nilpotent, which means that eventually there will be a finite
N, such that F} is the all zero matrix which we denote by 0. Note that automati-
cally F¥N = 0for all N > N,,

Recall that if x € (-1, 1), then its geometric series satisfies

I+x+xX+xX +--=(1-x7"
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If F is a matrix in the reals then something similar holds so long as the absolute
values of all its eigenvalues are less than 1. At this stage, it will be no surprise that
a similar result also holds in a finite field:

I+F+F+F+...=Q1-F".
As an example, consider [F,, the prime field with seven elements, and the matrix
062 004
F=|00 3| wehavethatF>=F-F=|0 0 0],
000 000
and FL for L > 2 is the all zero matrix. As a result, we have that
166
M=I+F+F*+F+...=I+F=[01 3]|.
001
Now
115
I-F=|01 4],
001
and using Gauss-Jordan in a finite field we identify its inverse as
166
d-Ft=|01 3|,
001

so we see that, indeed, M = (I — F)L.

Exercise 7.1

Verify for two different values of m that F given by Fig. 7.3 is nilpotent over
F,~. Verify that for the depth d of the network (maximum length route that
can be taken staring at the source) F¢ = 0 Create your own acyclic network
and incidence graph, then repeat.

Theorem 7.3 Let a network be given with matrices A, B, and F. The transfer
matrix of the network is

M=AI-F) BT,
where I is the |E| X |E| identity matrix.

Proof: Matrices A and B do not substantially contribute to the overall transfer
matrix as they only perform a linear mixing of the input and output processes. In
order to find the “impulse response” of the link between an input random process
X (v,i)and an output Z(V', j) we have to add all gains along all paths that the random
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process X(v, i) can take in order to contribute to Z(v',j). Since F is nilpotent, we
can write I — F)™! = I + F + F? + F? + - - -). To verify this fact, suppose that the
smallest n for which F¥ = 0 is N,. We then have that

I-F)'=I+F+F+F+..)=I+F+F+F+...+ N

The theorem follows.

7.3.3 Multicast

In its simplest form, the multicast problem consists of the distribution of the infor-
mation generated at a single source node v to a set of sink nodes u,, u,, ... , u,, such
that all sink nodes get all source bits. In other words, the set of desired connections
is given by {(v, u;, X(v)), (v, u,, X(®)), ..., (v, Uy, X())}. Clearly, each connection
(v, u;, X(v)) must satisfy the cut-set bound between v and u;.

Theorem 7.4 Let a delay-free network G and a set of desired connections C =
{W,uy, X)), v, uy, X®)), ..., (v, uy, X(v))} be given. The network problem (G, C)
is solvable if and only if the min-cut max-flow bound is satisfied for all connections
inC.

Proof: We have a single source in the network and, hence, the system matrix
M is a matrix with dimension |X(v)| X K|X(v)|. Moreover, by assumption and
Theorem 7.2, each |X(v)| X |X(v)| submatrix corresponding to one connection
has nonzero determinant over [¢]. We consider the product of the N determinants
of the |[X(v)| X |X()| submatrices. This product is a nonzero polynomial in £.
We can find an assignment for & such that all K determinants are nonzero and
hence that all K submatrices are invertible. By choosing matrix B accordingly, we
can guarantee that M is the K-fold repetition of the |X(v)| X |X(v)| unit matrix,
proving the theorem.

The most important ingredient of the above theorem is the fact that all sink
nodes get the same information. This implies that all interference between
the connections can be resolved constructively. In other words, provided that the
sink nodes know the part of the system matrix that describes their connection,
the very notion of interference is moot. Another interesting aspect of this setup
is that the sink nodes do not have to be aware of the topology of the net-
work. Knowledge about the overall effects of all coding occurring in the network
is sufficient to resolve their connection.

The construction of special codes for the multicast network coding problem is
rather easy. We are given a polynomial in ¢ (the product of the N determinants)
and we must find a nonroot of that polynomial. From what we have seen of finite
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fields in Chapter 2, we know that it will suffice for us to select coding coefficients
randomly from a large enough field, say by growing m in our extension field.

We may visualize the problem of solving a single source multicast over an arbi-
trary network as in Fig. 7.4. The matrix (I — F)~! is abstracted to being the central
matrix. The A matrix, precoding, has zero entries except in the square part at
the start, which would generate any precoding. The decoding matrix B is block
diagonal. This shape reflects the fact that the different receivers cannot cooper-
ate in their decoding. Each block in the block diagonal B matrix corresponds to
the decoding matrix at the corresponding sink, shown in a color-coded fashion.
The total response matrix consists of the concatenation of three square submatri-
ces, which we show as color-coded (you can also differentiate between them by
looking at the sink nodes in the figure and the different shades in the matrix if
you are using a grayscale version of the book). Let us denote each of them by M,.
Each square submatrix M, is the overall response, which includes the precoding,
the network represented by F, and the decoding, for the corresponding sink i. We
see that the ith square submatrix will, because of the matrix multiplication, see
the decoding effect of only the ith block in the block diagonal B matrix. Our color
coding reflects that phenomenon.

When we were considering a single P2P connection in Section 7.3.2, we found, in
effect, a solution over F,. The graph-theoretic, apparently noncoding solution, can
be interpreted as a solution over [, where a flow from an edge is either forwarded
or not along an incident edge, with the extra constraint that only one flow can be

C={u, XW), v, u, XW)), ..., W, u, Xv))} Figure 74 A represen-
tation of the multicast
211 problem for a general
212 network with three sinks.
Each submatrix color
corresponds to a sink
node.

Multicast network

X1
X

X3

Misal X(v)lx K| X(v)lmatrix
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forwarded onto an edge. The decision of whether to forward or not is a Boolean
one - either the flow from one edge is sent on an adjacent edge, or it is not. Recall
from Section 2.4 on Prime Fields that we can express all Boolean expressions as [,
expressions, with AND being multiplication and XOR being addition.

With multiple sinks, it is still the case that each sink, i, needs to observe an invert-
ible matrix, M;. The issue is that Ford-Fulkerson only applies to the case where
we have a single source and a single sink. Revisiting Theorem 7.2, it states that the
min-cut max-flow condition from the source to any one of the sinks, say sink i, is a
necessary and sufficient condition to establish the connection. It also states that it
means that we are able to select coefficients in the network that lead to an invert-
ible matrix M;. Equivalently, for sink i, we must be able to find coefficients that are
nonroots of the determinant of the matrix M; the polynomial in the coefficients.

We need to make sure that the coefficients in the network coding problem are
simultaneously nonroots of multiple matrices. Another way of stating this
fact is that we now need the coefficients to be nonroots of the polynomial given
by the product Hfil det (Mi). Fortunately, we know that in order to find such
coefficients, it suffices to grow the field, for example by taking an extension field
with large enough m and selecting coefficients randomly, in order to obtain coef-
ficients that, with high probability, will satisfy the required nonzero product of
determinants.

Exercise 7.2

Consider a directed acyclic network with a single source node with three
independent uniformly distributed Bernoulli inputs. Find conditions and an
algorithm to provide one sink node some linear function of the three inputs
(with uniformly selected coefficients), another sink node a linear function of
the first two inputs (with all uniformly selected coefficients), and the other
sink node with all of the inputs.

7.3.4 Multiple Sources and Multiple Sinks**

Returning to our own good use of network coding, let us expand our multicast
example with the case of multiple sources and multiple sinks in a network cod-
ing problem where all sources want to communicate all their information
to all sinks. In other words, the set of desired connections between N sources
and K sinks is given as C = {(vi,uj,X(Vi)) :i=0,1,...N,j=1,2,...K}. One char-
acterization of this setup is again that it is interference-free since all sinks are
supposed to receive all the information. We say that the min-cut max-flow bound
is satisfied between a set of sink nodes {u,,u,, ..., ux} and a set of source nodes
{v1.v,,..., vy} ifany cut separatingaset U of nodes, U C {u,, u,, ..., U } fromaset
W of source nodes, W C {v,V,, ..., vy} hasvalueatleast ) _,,, |IH(X(v))|. We note
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that this condition can be efficiently checked by computing the determinant of
the corresponding submatrix of the transfer matrix. Indeed, the submatrix corre-
sponding to a set of source nodes and sink nodes is nonsingular if and only if the
corresponding min-cut max-flow bound is satisfied between the sets of vertices.

Theorem 7.5 Let a linear, acyclic, delay-free network G be given with a set
of desired connections C = {(vi,uj,X(vi)) :i=0,1,...N,j=1,2,...K}. The
network problem (G, C) is solvable if and only if the min-cut max-flow bound is
satisfied for any cut between all source nodes {v; : i =0,1,... N} and any sink
node u;.

Proof: We consider the transfer matrices between the N source nodes and any of
the K sink nodes individually. Each matrix, considered as a matrix over F,[£], is
nonsingular by assumption. Hence we can find an assignment of numbers to the
variables & such that the matrix evaluated at these points is nonsingular over .

This holdg for each relevant 2511 u(,;) by Zfil u(v;) matrix. The sink nodes can
obtain the desired information by applying matrix B to the corresponding matrices.

We note that Theorem 7.5 is considerably more general than Theorem 7.4 which
it contains as a special case for N = 1. Nevertheless, the situations are relatively
similar in spirit and Theorem 7.5 can be reduced to Theorem 7.4 by introducing
a super node having access to the entire information and which feeds the corre-
sponding information to the nodes v,.

C={wu, XW), ©,u,, XW)),..., V,u, XVv))} Figure 7.5 A represen-
tation of the multi-source
multicast problem for a
general network with
three sinks. Each
submatrix color
corresponds to a sink
node.

211

Multicast network

Misal X(v)lx K|X(v)lmatrix
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It is useful to visualize this multi-source multicast in Fig. 7.5 with color cod-
ing (again, follow the sink nodes in the figure and the different shades in the
matrix if you are using a grayscale version of the book. The additional source has
dashed lines to the sink nodes.) akin to Fig. 7.4. As for the single source multi-
cast, the matrix (I — F)~! is the central matrix. The main difference lies in the
A matrix, which now has zero entries except in the blocks corresponding to the
source nodes, which would generate any precoding. The sources do not cooperate
in their encoding; hence, the blocks corresponding to their encodings do not over-
lap in the matrix A. The decoding matrix B is block diagonal, reflecting, again, the
fact that the different receivers do not cooperate in decoding. As before, each block
in the block diagonal B matrix corresponds to the decoding matrix at the corre-
sponding sink, shown in a color-coded fashion. The total response matrix consists
of the concatenation of three square submatrices, the color-coded M;. Each square
submatrix M; is the overall response, which includes the precoding, the network
represented by F, and the decoding, for the corresponding sink i. We see that the
ith square submatrix will, because of the matrix multiplication, see the decoding
effect of only the ith block in the block diagonal B matrix.

A surprising fact in solving a given set of connections in the setup of Theorem
7.5 is that there is no encoding necessary at the source nodes. This is also clear
from the observation that this case is “interference-free,” which is crucial (the gen-
eral linear network coding problem discussed below will expand on this notion of
interference). However, allowing for proper encoding at the source node is crucial
for the general networking problem.

Exercise 7.3

Consider a simple acyclic network with two correlated sources that are cre-
ated from linear combinations of independent uniformly distributed Bernoulli
sources. Describe conditions, along with a coding and decoding algorithm,
that allow multicasting to a set of sinks in this setting.

Exercise 7.4

Construct an example, for nonmulticast settings, where nonscalar linear net-
work codes may perform better than scalar ones.

The General Network Coding Problem

The situation is much changed if we consider the general network coding problem,
i.e. we are given a network G and an arbitrary set of connections C. To accommo-
date the desired connections, we have to ensure that (a) the min-cut max-flow
bound is satisfied for every single connection and (b) there is no disturbing inter-
ference from other connections.
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(a) (b)

Figure 7.6 (a) A network with two sources and two sink nodes. (b) The corresponding
labeled line graph. This figure is inspired by joint work with Ralf Kotter.

The following example outlines the basic requirements for the general case: Let
the network G be given as depicted in Fig. 7.6.a. The corresponding labelled line
graph is given in Fig. 7.6.b. We assume that we want to accommodate two con-
nections in the network, i.e. C = {(v;,uy, {X(v;,1), X(v1,2)}), (v,, U,, {X(1,,1),
X(v,,2)})}. Vectors x and g are given as x = (X(v;, 1), X(v;,2), X(v,, 1), X(v,,2))
and z = (Z(u;, 1), Z(uy, 2), Z(u,, 1), Z(u,, 2)). It is straightforward to check that the
system matrix M such that z = xM holds, is given as

0 &) 616489 €164610

nénés 0 0 10 2200
&& &3¢y

5(1)4 5(1)5 5(1)6 50 50 00 & & J;(2)3 5(2)4 50 50

17 218 0 52 525459 5254510 25 526

00 0a 0 0 & &y

00 & &

We can write M as a block matrix

where M, ; denotes the transfer matrix between (X(v;, 1), X(v;,2)) and (Z(u,, 1),
Z(uy,2)), M;, denotes the transfer matrix between (X(v;,1),X(v},2)) and
(Z(u,,1), Z(u,, 2)), etc.

It is easy to see that the network problem (G, C) is solvable if and only if the
determinants of M, ; and M, , are unequal to zero, while the matrices M, , and
M, are all zero matrices. Note that the determinant of M, ; and M, , is nonzero
over a large enough F,~ if and only if the min-cut max-flow bound is satisfied.
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Indeed, we have

det (M, ;) = (§11615 = £12614)61 (621604 — £22623)

and

det (Mz,z) = £84(E17820 — 518519)(5956 - 55510)(525528 = $26627)-

It is interesting to note that the min-cut max-flow condition is satisfied for each
connection individually but also for the cut between both sources and both sinks.
This condition is guaranteed by edge e,. If edge e is removed the determinant
of the transfer matrix would vanish identically, which indicates a violation
of the min-cut max-flow condition applied to cuts separating v, and v, from
u, and u,.

It now becomes clear why the multicast and related problems were easy and why
the general network coding problem is difficult. Indeed, it is so difficult that even
for linear network coding its complexity remains unknown at the time of writ-
ing of this book. The multicast problem was that of avoiding roots of an equation,
or finding nonsolutions. Finding nonsolutions is easy — just pick randomly and
see whether a nonsolution arises. Imagine that a teacher assigned to students the
homework that consists of finding x that does not satisfy a set of equations. Stu-
dents are unlikely to take the trouble to solve the equations, then select a number
that is different from the solution(s) they found. Instead, they would pick a number
at random and just check that indeed it was not a solution, as there are few solu-
tions and an infinite, or at least very large set in the finite field case, of possible
nonsolutions. That is exactly what RLNC does.

However, in the general network coding case, we need to find solutions to
equations, not only nonsolutions. Like most homeworks, guessing and checking
is unlikely to yield a good answer. In order to satisty M, ; = 0 we have to choose
&, = 0 which implies that det (M, ,) equals zero.

Hence, we cannot satisfy the requirements that det(M,,) #0 and M,, =0
simultaneously and, hence, the network problem (G, C) is not solvable. It is worth-
while pointing out that this non solvability of the network coding problem is per-
tinent for any coding strategy and is not a shortcoming of linear network coding.

As before, let x denote the vector of input processes and let z denote a vector of
output processes. We consider the transfer matrix in a block form as M = {M;;}
such that M; is the submatrix of M that describes the transfer matrix between the
input processes at v; and the output processes at v;. The following theorem states
a succinct condition under which a network problem (G, C) is solvable.

Theorem 7.6 Let an acyclic, delay-free linear network problem (G, C) be given
and let M = {M;;} be the corresponding transfer matrix relating the set of input
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nodes to the set of output nodes. The network problem is solvable if and only if
there exists an assignment of numbers to & such that

1) M;;=0 for all pairs (v;, ;) of vertices such that (v;, v, X(v;, 1)) & C.

2) If C contains the connections (vi1 Y, X(vil,v)), (viz, V) X(viz,vj)), ...,(vi/ v,
; T T T | ; ;
X(viﬂ,vj)) the submatrix [MilJ,Min,... ,Mw.] is a nonsingular v(v;) X v(v))
matrix.

Proof: Assume the conditions of the theorem are met and assume the network
operates with the corresponding assignment of numbers to &. Condition (1)
ensures that there is no disturbing interference at the sink nodes. Also, any sink
node v; can invert the transfer matrix Ml.ij, Ml.f‘i, e MZ:J and hence recover the
sent information.

Conversely, assume that either of the conditions is not satisfied. If condition (1)
is not satisfied, then the collection of random processes observed on the incom-
ing edges of v; is a superposition of desired information and interference. More-
over, the sink node v; has no possibility of distinguishing interference from desired
information, and, hence, the desired processes cannot be reliably reproduced at v;.
Condition (2) is equivalent to a min-cut max-flow condition, which clearly has to
be satisfied if the network problem is solvable.

Theorem 7.6 gives a succinct condition for the satisfiability of a network prob-
lem. However, checking the two conditions is a tedious task as we have to find
a solution, i.e. an assignment to number ¢ that exhibits the desired properties.
The theory of Grobner bases provides a structured approach to this problem, but
it is highly technical, and we leave it to interested readers to explore further.

7.4 Erasures

The view of the network as a matrix can at this point be merged and reconciled
with the approach we have seen in earlier chapters where we have considered
network coding as a matrix. The core of network coding is to consider the effect of
the network, be it losses or coding at intermediate nodes, as expressible as a matrix
seen by each receiver. Recovering the information, say packets, at each receiver is
done by inverting that matrix.

Previously the transfer matrix of the network was

M=A(I-F)'BT,

where I is the |E| X |E| identity matrix.



7.5 An Aside on Misapplication

If we limit to only n uses of the network, instead of (I — F))~! we should consider
U+F+F+F+...+F7,

Let us consider a network that has erasures, or losses. We can express erasures
on a link in a network through the absence of that link during the time when
the loss occurs. Specifically, if the original transfer matrix of the full network is F,
let us consider the transfer matrix F;, of the network with the set of edges D C €
removed. If we consider n consecutive uses of the network, then at each i from 1 to
n, we have a FDL_ that represents the state of the network, with any missing edges,
at the ith use of the network.

The response of the network now becomes

n 1
M=A|I+ F, | B".
(211 )

The same theorems we mentioned before hold. The feasibility of a system
depends on the invertibility of M. If we have that the erasures themselves have a
distribution, then M will be a random variable.

If the system is a multicast system, then the random selection of coefficients
will suffice with high probability for a large enough field size for M. Again, from
what we have seen of finite fields in Chapter 2, we know that it will suffice for us
to select coefficients randomly from a large enough field, say by growing m in our
extension field.

Suppose that we have independent losses as each of the n uses of the network,
then we can consider the expected throughput to be the expected degree of M,

which is the expected degree of (I +X0 H;;l Fy )

7.5 An Aside on Misapplication

In general, a binary field may not suffice in terms of the number of choices to pick
the coefficients. Routing, which is a subcase of binary, is even more restrictive
and, while it is enough in the case of a single source and sink, it will not suffice for
multicast in general. Note that sometimes people worry that coding may reduce
performance. This is not possible. Coding is a relaxation, and a relaxation can-
not induce a loss in performance. In certain cases, like Ford-Fulkerson, the
relaxation is not needed. It can never be detrimental. That does not mean that
coding should not be applied intelligently.

As an aside, examples of poor network coding are not uncommon in the liter-
ature. Unfortunately, approaches to coding often start from the fact that network
coding alleviates congestion and misapplies the fact. For example, several of them
attempt to create congestion in order to lead to coding opportunities. Imagine, for
instance, burdening artificially a node D in order to allow combinations of many
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packets. This is akin to causing injury to illustrate the benefits of a new remedy.
Network coding can help alleviate congestion, but that is no reason for causing it
in the first place.

Another example is transmitting more packets from a node, sometimes trying to
mimic wireless channels through many extraneous transmissions intended to pro-
vide overhearing. Again, network coding makes use of overhearing on a broadcast
channel, but that does not mean that we should seek to create broadcast channels
when they are not there naturally.

A third example of poor understanding leading to unfortunate coding choice
is to negate the gains of (NC) in incast distributed storage by first selecting the
preferred nodes from which to download and then coding over those nodes only.
In fact, the gain that network coding provides, as discussed earlier, is that we avoid
the coupon collector problem by ensuring that the requisite degrees of freedom
are, with high probability, available at any minimum number of nodes. Obviating
the need to seek specific pieces of content is the core of the benefit that NC brings
to such systems. Applying coding after selecting the peers or storage nodes fails to
make use of that benefit.

In all cases, the reader should be aware that coding cannot be highly beneficial
and can never be detrimental, although bad engineering can make it such.

7.6 Summary

Chapter 7 focused on the mathematical modeling of network coding, providing
additional insights that can guide design. Following the concepts from an algebraic
model of network coding, we consider how a network can be modeled as a matrix
and then use it to analyze the benefits of network coding. This assists in extending
the discussion to more complex networks with multiple sources and destinations.
It also discusses additional core concepts such as the min-cut max-flow theorem
and explains network coding from a matrix-oriented approach. Further, it aims
to discuss different application settings such as multicast and a general network
coding problem. Focusing more on the mathematical background and concepts,
this chapter enables you to:

(A) Understand the mathematical basis of network coding in detail.

(B) Extend your analysis to more generic and complex problems.

(C) Perform theoretical analysis on the gains of network coding and provide
explanations and proofs.
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Additional Reading Materials

Most of the discussion in this chapter is inspired by the initial works on algebraic
network coding with Ralf Kotter and others [2, 3].

References

1 L. Ford and D. Fulkerson, Flows in Networks. Princeton, NJ, USA: Princeton
University Press, vol. 276, p. 22, 1962.

2 R. Koetter and M. Médard, “An algebraic approach to network coding,”
IEEE/ACM Transactions on Networking, vol. 11, no. 5, pp. 782-795, 2003.

3 D. S. Lun, M. Médard, R. Koetter, and M. Effros, “On coding for reliable com-
munication over packet networks,” Physical Communication, vol. 1, no. 1,
pp. 3-20, 2008.



8

Security and Network Coding

There are many aspects to securing communications and, in the same way that
network coding (NC) changes communications, it provides new approaches to
security. In this chapter, we shall overview two main areas of security where net-
work coding has a considerable impact. The first is in terms of cryptography,
literally the hiding (crypto) of information (graphy). The second is in verification,
the ability to determine that information is correct, or that a user is legitimate.

In order to consider security, we need to introduce some notions from probabil-
ity and information theory with a little more formalism than we have so far.

Random variable (r.v.): X.

Sample value of a random variable: x.

Set of possible sample values x of the r.v. X, its sample space, is: X.
Probability mass function (PMF) of a discrete r.v. X: p(x).

Joint PMF of a pair of discrete r.v.s X and Y: py (X, y).

Conditional PMF of Y given X: PyixIx) = py y(x, V)/Px(X).

A simple, central feature that will be relied upon is the finite field fact.

Theorem 8.1 Let M be a random variable taking values in a finite field F,.
Regardless of how M is distributed, if K is selected independently of M and
uniformly at random in [Fq, then M + K is distributed uniformly at random in [Fq,
ie.

PM+K=x)=1/q forall xeF,.

Proof:
PM+K=x)= ZP(sz—k,Kz k)
ke[Fq
= ZP(K =Kk)PM =x—k)
ke[Fq

Network Coding for Engineers, First Edition. Muriel Médard, Vipindev Adat Vasudevan,
Morten Videbaek Pedersen and Ken R. Duffy.
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= 12P(M=x—k)
kel
1 1
=Y PM=m)=-=.
P ;

We will also use the fact that if K; and K, are independent random variables
taking discrete values in any field, then if

(v)=(5)

and A is invertible with inverse A™1, then Y, and Y, are independent and for
(£)-+6)
k, b%)

then
P((Y.Yy) = 01.)y) =P (K. Ky) = A7 0.y D7)
=P (K, Ky) = (ky, ky))
= P(K, = k,)P(K, = k,).

8.1 Information Theoretic Security — Quick Primer

Entropy is a measure of the average uncertainty of a random variable. For a dis-
crete random variable it is defined to be
H(X) = - ) px(0log, (px(x))-
xeX
It can be readily established that entropy is always non-negative.
The joint entropy of two discrete r.v.s X and Y with joint PMF py (x,y) is

HX,Y)== Y pxy(xylog, (pxy(x.y).
xeXyey
The conditional entropy is the expected value of entropies calculated accord-

ing to conditional distributions

H(Y1X) = ) px(0H(Y|X = x)

XeX
= ZPX(X) (—ZPY|X(V|X)10g2 (PY|X(V|X))>
xeX yey

== ) Pxy(eylog, (pyxX),

xeXyey
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This is the average of the entropy of Y given X over all possible values of X.
Comparing conditional entropy with joint entropy, we observe that:

HX.Y)== Y pxyy)log,(pxy(x.y)
xeXyey

== Z DPx.y (6 log, (pyx 01%)px (X))

xeXyey

== ) Pxy eGPy = D Pxy (6 y)log,(px(x)

xeX yey xeXyey
= H(Y|X) + HX).
Iterating this leads to the Chain Rule for Entropy:
n
H(X,. ... X)) = D HX X, .. X, ).

i=1

Exercise 8.1

Is HY|X) = HX|Y)?

To deduce essential properties of entropy, we first introduce some properties of
concave functions. A function f : R — R is concave ifforall0 <a <1

flax+ (1 = a)y) 2 af () + (1 — a)f ).
If f is twice differentiable, this is equivalent to its second derivative being non-
positive.
The function f is strictly concave if
flax+ (1 —-a)y)>af(x)+ (A —a)f(y) forall ae (0,1),x #y.

Iff is twice differentiable, this is equivalent to its second derivative being negative
everywhere.
If f is concave and X is a r.v., then

JExX)) > Ex[fXO].
if f is strictly concave and Ex[f(X)] = f(Ex(X)), then we deduce that X = E(X).
We establish that entropy is concave, in an appropriate sense. Consider the
function f(x) = —xlog,(x). We have that
1
flxo= —xlogz(e)J—C — log, (x) = —log,(x) — log,(e)
and

e = —logz(e))lc <0 forall x> 0.

Recalling the definition of entropy of a random variable, H(X) = Y, _.f(px(x)), we
deduce that the entropy of X is concave in the value of py(x) for every x.
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Consider two random variables X; and X, with common sample space X. Then
the random variable X defined over the same & such that

px(x) = /1le x+a- A)pxz(x) for some 1€ (0,1)

satisfies
HX) > AHX;) + (1 — HHX,). (8.1)
Consider any random variable X11 on X. For simplicity, consider X = {1, ..., |X|}

(we just want to use the elements of X as indices). Now consider le a random
variable such that px: x) = pxll(shift(x)) where shift denotes the cyclic shift on
(1,...,1&]). By definition, H(X]) = H(X)).

For what follows, we consider some properties of entropy and, in particular, the
maximum entropy possible for any r.v. Consider X} defined over the same sam-
ple space X such that

Dx2 (%) = Apx1 () + (1 = A)px1 (x)

then by Eq. (8.1) H (Xlz) > H (Xll). With the obvious extension of notation, we can
show recursively that

H(X™) > HX™) forall n>m> 1.
However, note that
. 1
%Lrgpr(x) =X forall xe X
and hence the uniform distribution maximizes entropy and H(X) < log,(|X|).
Relative entropy, also known as Kullback Leibler divergence, is a measure

of the “distance” (it is not a true distance metric as it is not symmetric) between
two PMFs py(x) and py(»):

D(pxlIpy) = Y px®log, <pX (x)> :

xeX p Y(x)
We are effectively considering the log, to be a r.v. of which we take the mean (note
that we use the standard mathematical convention of defining 0log,(0/p) = 0 and
plog,(p/0) = ).
We can now consider mutual information: let X, Y be r.v.s with joint PMF
Dx.y(*,y) and marginal PMFs py(x) and py(y), then

xeXyey e 2 pX(x)pY(y)

D (pxy )| IPx(Opy ) -

Mutual information is comparing the true joint PMF of X and Y to the PMF that
would hold if the two r.v.s were independent. Intuitively, mutual information is a
measure of how dependent the r.v.s are.

IX;Y)
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A useful expression for mutual information:

I(X;Y) = HX) + H(Y) - HX,Y)

= H(Y) - H(Y|X)
= H(X) - HX|Y)
=I(Y; X).

Note that while Kullback Leibler is not symmetric, mutual information is.

Exercise 8.2

What is I(X; X)?

Exercise 8.3

Show that I(X;Y) > 0 for any X and Y. From exercise 8.2, what is the maxi-
mum value of I(X;Y)?

We are now ready to consider perfect secrecy, or the one-time pad, sometimes
named the Shannon one-time pad.

The canonical setup for hiding information, also known as cryptography, is as
follows. Alice (A), the legitimate sender, sends to Bob (B), the legitimate receiver.
The eavesdropper, Eve (E), seeks to find out what Alice says to Bob. In order to
hide the information, Alice uses cryptography, allowing Bob to decrypt because he
has access to some secret information, often termed the key, to which Eve does not
have access.

o Suppose that both Alice and Bob know a secret random variable, termed the key,
K that is uniformly distributed in a finite field [,.

o Eve does not know anything about K other than that it exists.

o Alice and Bob share a message M, which is a random variable independent of K,
generally termed the plaintext, in the following way: Alice computes X = M + K
in [Fq; both Bob and Eve observe X; Bob knows the realization of K and is always
able to compute X — K = M by operations in [.

e There is no information that Eve obtains from X about M without knowledge
of K.

Exercise 8.4

Show that I(X; M) = 0 so Eve obtains no information about M from observing
X.
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8.2 Data Hiding
8.2.1 Hiding Equations

Let us expand on the theme of the one-time pad with a coding example.

Alice first partitions her message into symbols in the way that we have described.
As a result, her message becomes a block of symbols in her choice of finite field,
say [;. To transmit a single message symbol M € F,, securely to Bob, Alice first
generates two symbols K;, K, € F; uniformly at random, and independently from
her message and each other, which serve as two one-time pads. Alice then gen-
erates three encoded symbols X;,X,, X, € F;; using her message M and the two
random symbols K; and K,, given by

X, =M +K, +K,

X, = M + 2K, + 4K, (8.2)

X, =M + 3K, + 9K,.
Each encoded symbol X; is transmitted to Bob who receives the three encoded
symbols and is able to decode the message symbol M by means of a simple linear
transform that inverts Eq. (8.2):

M) (3 8 1\(X,
K |=[3 4 4|[x,]. (8.3)
K,) \6106)lx,

If Eve can observe at most two encoded symbols from the set {X;,X,,X;} then,
regardless of which two encoded symbols Eve detects, she cannot determine M.
For instance, if Eve receives X, and X,, then the mutual information between
her observations and the message symbol M can be computed from the entropy
as:
IM; X, X,) = HX,, X,) - HX, X, M)
=HX,,X,) - HK, +K,,2K; +4K,)

= H(X,.X,) — 2log(|Fy; |) (8.4)
< H(X,) + H(X,) — 21og(11)
=0.

This result follows directly from the definition of mutual information and the fact
that, conditioned on the messages, the only uncertainty about X; and X, is in the
random variables K; + K, and 2K, + 4K,, which are independent and uniform.
Thus, because there is zero mutual information between Eve’s observation and
Alice’s message, Eve learns nothing about M.

Alice can replace the random symbols with additional messages, M, and M;, if
those messages are uniformly distributed and mutually independent, and
then perform the same encoding as in (8.2), with the random symbols replaced by
the additional messages. Alice can thus obtain an optimum secure communication
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efficiency of 1, regardless of the number of channels. That is, Alice replaces the
random symbols, K, and K,, with message symbols M, and M;, and then transmits
the three encoded symbols X;,X,, X, as in Eq. (8.2) with M, K, K, replaced by
M,,M,, M,,

X, =M, +M,+M,
X, =M, +2M, +4M, (8.5)
X; =M, + 3M, + 9M,,.

As the {M;} are uniformly and independently, identically distributed over F;;,
then the {X;} are also uniformly and independently, identically distributed over
[F,; As before, Bob can decode all three message symbols through Gaussian elimi-
nation.

This scheme guarantees zero mutual information with any subset of message
symbols, yet may potentially allow Eve to obtain information about linear combi-
nations of the message symbols. In order to implement this approach, Alice must
ensure that the message symbols M;, M,, M, are uniformly distributed. The rea-
son for this, intuitively, is that the message symbols themselves are performing
the role of the random symbols K; and K,. We note that there are known tech-
niques described in the literature which can be used to enforce this uniformity
condition, so this requirement is not a significant impediment. Thus, although
I(M,, M,, M5; X;,X,) may not be zero, it is nevertheless possible for Alice to guar-
antee that the mutual information between any individual message and any two
transmitted symbols is zero. That is, for any distinct i, j, Z € {1, 2, 3}, it follows that

IM;; X,.X,) = HX,, X,) — HX,, X, |M))
= H(X,.X,) - H(M; + M,,2M; + 4M,,)
= H(X,,X;) - 2log(|Fy,; |)
< H(X,) + H(X,) — 2log(11)
=0.

We emphasize that the information that Eve can obtain in this situation involves
only linear combinations of Alice’s messages is largely trivial, and cannot in
general be used to decode or decipher any meaning.

Suppose for example that we have a distributed storage system where three
different storage systems each store one different equation. Then if Eve has access
to only one or two of the storage systems, she is unable to reconstruct the message
M. If Bob is able to have access to all three, then he can reconstruct the message.
This allows trusted storage over untrusted systems.

In some cases, it may not be able to prevent physical access to Eve to some of the
equations. In that case, we may decide to use conventional encryption on one of
the equations. In conventional encryption, an encryption function can be inverted
(decrypted) by anyone holding a key. Unlike the key in the one-time pad, that key
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is generally reused for some period of time rather than being entirely different for
each message. It is also much smaller in terms of bits than the message that is
being hidden, unlike the one-time pad where the number of bits in the key and
the message are the same. The key is exchanged between Alice and Bob, using
one of the plethora of techniques for key exchange.

Thus, consider that in our example Eve sends

X, =M, +M,+M,,
X, = M, + 2M, + 4M,,
Encrypt (X;) = Encrypt (M, + 3M, + 9Ms;) .

Only Bob can decrypt the third equation, that is to say invert the encryption
of Xj, because he has access to the relevant key, whereas Eve does not. Thus,
to obtain enough information to solve the equations that will provide messages
M,,M,, M, it is necessary for Eve to be able to break the encryption used in the
third equation. That encryption can be as sophisticated and expensive as we wish.
Classical encryption schemes, such as the commonly used Advanced Encryption
Standard (AES), have some delay in encrypting and decrypting. AES performs
bit-wise scrambling over 128 bits. The encryption delay and the decryption delay
of AES are essentially the same and are often of the order of other delays in the
network system, so not necessarily dominant. In cases where the encryption/de-
cryption delay becomes significant relative to other processes, for example when
there are very high rates, then one can use parallelization.

Recently, as computing has become increasingly more powerful, traditional
encryption methods that rely on the difficulty for Eve of solving certain problems
are considered to be less secure. One of the key drivers of that re-examination
is the advent of quantum computing. Even if one may not be worried about
Eve’s access to a quantum computer in the near term, data needs to be often
stored securely in a way that is meant to last for some number of years. Post-
quantum secure schemes, such as McEliece, work differently. They are not based
only on computational complexity arguments but rather also on code-centric,
information-theoretic arguments. For those schemes, typically the key grows
with the data. While the key is not the same number of bits as the data as in the
one-time pad, it does grow, as a roughly constant fraction of the data.

Such post-quantum schemes are not currently widely known because they are
known to be onerous in two main ways. The first is that they require the transmis-
sion of a faction of bits that is not negligible, of the order of 30%. The second is that
the complexity of the encryption is not excessive, but the complexity and attendant
delay of decryption is extremely high, meaning that it severely limits achievable
rates because of the delay associated with decrypting post-quantum cryptosystems.

If Alice encrypts one or more equations with a post-quantum secure cryptosys-
tem, then Bob can first decrypt those equations, then perform matrix inversion to
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decode the messages. Because, as we have seen, the decoding has low complexity,
it means that we can achieve low complexity decryption while being as secure
as the encryption scheme used to encrypt one or more equations. Thus, we
can reduce the overall complexity of decryption by requiring post-quantum
encryption/decryption of only a few equations, but making use of coding to use
that encryption to protect all of the encoded data. This type of scheme is called a
Hybrid Universal Network Coding Cryptosystem (HUNCC) [1].

8.2.2 Hiding Coefficients

Another approach to cryptography can come from hiding the code itself. We have
seen that in packets, the coding coefficients are a small overhead. However, the
number of choices of coding packets is itself of the size of the key for a system
such as AES. As mentioned before, AES will have, say 128 bits scrambling, so that
the key size is itself around 128 bits (it is a little less because certain choices of
scrambling, such as leaving the plaintext unchanged, are not practically viable).

The coefficients for coding together, say p packets over a prime field F, will be
plog,(q). For a moderate number p and g, the number of bits needed to describe
the coefficients is of the size of the key for a classical cryptographic system such
as AES. For example, if AES needs 128 bits, then with g = 28 one can describe the
coding coefficients for up to p = 16 packets and vice versa.

Consider again our example with three equations, so p = 3.

Xy = a1 My + g, M, + o 3M;
X5 = a1 My + .M, + oy 3 M
Xy = a3 M, + a3 ,M, + a3 ;M;

Recall that each of the {M;} can be a vector over Fy.s0 that the coding coefficients
are amortized over its length. Assume that Bob knows the coefficients {«; it but
Eve does not. If the elements of each M, are uniformly, independently, identically
distributed over F, then the elements of each X;s are also uniformly, indepen-
dently, identically distributed over F, as long as the {a;;}s are chosen in a way
where the coding matrix is invertible. Thus, it is not possible for Eve to glean infor-
mation about, let alone reconstruct, the original messages, the { M, }, by observing
the {X;}.

The coding coefficients thus become the secret key! That key may be
shared separately between Alice and Bob, or the coefficients can be transmitted
from Alice to Bob, for instance in the header of a coded packet, but hidden by
another cryptographic scheme. As before, the security of the coding scheme is
then effectively and efficiently outsourced to another cryptographic scheme that
meets the requirements of the application at hand.
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8.3 Pollution Attacks

Network coding provides some inherent security as we saw in the previous
section 8.2. However, it also introduces new vulnerabilities in the system,
especially if an adversarial user intrudes on the network. When network coding
provides better security than legacy routing schemes to passive attacks, the
effect of active attacks like Byzantine modification can be very dangerous with
NC-based networks. The NC schemes allow the intermediate nodes to recode and
mix the packets on the fly which makes it important to identify if any activity by a
node is legitimate or not. In traditional routing networks, any modification to the
packets on the fly can be considered inherently as a malicious activity, whereas
for NC the modification of packets on the fly makes the essence of the scheme.
Thus active attacks that directly disrupt the network operation or packets being
transmitted become dangerous in NC environments [2].

Byzantine modification or pollution attacks are the most popular and danger-
ous attack among the different network coding security challenges. Also, it is one
of the most studied security challenges specific to NC environment. In pollution
attacks, the malicious insider nodes will perform incorrect coding operations and
send invalid packets over the downstream links. This will lead to the decoding
of incorrect packets at the sink and negate whatever throughput efficiency being
achieved by NC. However, the intermediate nodes cannot be prevented from cod-
ing the packets it received, thus preventing pollution attacks is difficult. Pollution
attacks are epidemic if unchecked at the earliest possible node. Once a polluted
packet is introduced in the network, it could spread over all the paths it travels
and multiplies the degradation of the throughput efficiency. Fig. 8.1 shows the
conditions of Random Linear Network Coding (RLNC) without a malicious node
in the network, and Fig. 8.2 shows an RLNC network including a malicious node.

8.3.1 Detection of Pollution After Decoding

When coding data, one must take care that the equations not be corrupted. Chang-
ing a single equation can affect the decoding of all of the messages involved in that
equation, with a potential domino effect.

Exercise 8.5

For (8.5), choose a set of M;s and compute the corresponding X;s. Change one
of the X;s. Compute the M;s corresponding to the new set of X;s. Note that all
of the M;s are affected.

Thus, it is important to detect what is generally known as a pollution attack,
where an equation has been changed. In this section, we shall consider two differ-
ent ways of thwarting such attacks.
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M1 AM1,M2)
M2 '—

AM2,M3)
M3 =

fiM3)

Figure 8.1 Benign RLNC scenario.

M1

M2

M3

Figure 8.2 Malicious scenario showing the spread of a polluted packet.

One of the most immediate countermeasures to a pollution attack is to detect
that it has occurred. In Exercise 8.5, the M;s recovered from the modification of
a single X, are consistent with the equations seen. There is no immediate way to
detect that one of the X;s was incorrect.

One approach is to add an extra check, or hash. For example, if we know that
only one of the equations can be polluted, then adding one more equation will
show that there is a problem. This approach will not flag which equation was pol-
luted, but it will show that pollution indeed did take place.

One can readily see how to extend that technique beyond error detection.
Suppose that still only one variable was polluted. If instead of adding one more
equation, we add two equations, then we can check for a set of p + 1 consistent
equations, where we use a set of p equations to decode, one equation to check that
the X corresponding to that equation is the one obtained from the M;s of the set
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of p equations. This is a simple form of error correction, where we detect an error,
turn it into an erasure, and use erasure correction by ignoring the polluted X.

We can also use non-linear checks. Suppose that we have vectors M, =
(my[11, ... my[n]).

We now send a non-linear check, for example le z;’zl m,[j]?, for instance by
appending it or prepending it to at least one of the X;. Unless an attacker is able to
modify all of the Xs, they cannot reliably modify any subset of X;s to make them
consistent with high probability with the hash. This is the case even if the attacker
is able to modify the hash itself.

Exercise 8.6

Provide a hash for a given set of non-zero M;s (8.5) extended to the vector case
when n = 8 with the non-linear hash 37 | 3 m[j]?. Verify that the check
will work if one or two Xs are polluted. Consider another non-linear function
and check that you observe a similar behavior.

The choice of the non-linear function turns out not to be very important. The
main phenomenon we are using is that linear and non-linear functions act differ-
ently over finite fields. The overhead here is small, with only one element of F,
per p X n, which is less than one equation per p. The problem is that it is not clear
where the pollution took place. In general, it would be necessary to ignore all of
the equations that shared variables with a polluted one. This approach will ensure
that decodings are correct, but it could potentially allow an attacker to affect many
packets by polluting only a small number of them.

8.3.2 Detection of Pollution Without Decoding**

Being able to determine on a single packet whether the equation is correct may
seem at first hopeless. Checking that an equation is indeed the equation it pre-
tends to be when we have not decoded and figured out the messages from which
the equation was constructed may appear to violate the understanding of network
coding that we have developed.

We shall use what we know of finite fields and some techniques of standard
cryptography. First, let us explicitly represent every packet with the coefficients
prepended. Thus, the p original packets or messages M, = (mi[l], mi[n]) in
Fy will have a prepended vector of length p which is all Os except for a 1 in the
i position. The new packet or message, let us call M/, is in F;"”. The Xs are
obtained as

p

!/ _ ’

X = ZaiJA—/Ij'
Jj=1
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Thus, each X] has prepended to it the coefficients that were used to create it.

For our scheme, we shall need a prime r such that g divides r — 1. We are not
claiming that this is easy, but it is something that schemes such as the celebrated
Diffie-Hellman scheme in cryptography routinely provide. We shall also need g
which is a generator of the group G of order g in F,, which means that all g elements
of G are given by powers of g. Again, we are not considering the difficulty of finding
such a g, or why it is possible, but making use of the fact that some conventional
cryptosystems already make it possible to find such a g.

Alice will compute a vector u that is perpendicular to all of the M in [Fq" P, where
perpendicular means that the inner product of u and M, which is < M}, u >:=

2;;1 m: [jlulj], computed over F, for every i between 1 and p, is 0.

Exercise 8.7

Check that < X7, u > is 0.

We shall generate a private key by Alice, who selects uniformly at random p +
n elements (a[1],...,a[p + n]) :=a from [Fq\{O}. Note that the number of bits
required to describe that key is (p + n)log(qg), which is generally quite large, so
this is rather secure key. Alice then uses a public key cryptography scheme, such
as RSA, to publish a public key, which is seen by Eve and Bob. That public key is
h = (g, ..., g, The difficulty of finding a by observing h is the discrete-log
problem. The q is not known to Eve, so the g is not either.

Alice computes (u[l].a[l]‘l, ...ulp+nlalp+ n]‘l) = s, signs it with an exist-
ing standard signature scheme and publishes it. This will be the means for Bob to
check that received packets X! are correct.

Bob will verify that a packet X is correct by the following checking operation
inF,

ptn
0=T1] h[j]SU]-X/iU]

J=1

p+n .
=11 ga[j]sm~Xi[”

j=1

p+n
— H ga[j],s[j]X’i[j]
j=1 (8.6)
p+n
= HgaUJMUJ-aUJ’I-X'iUJ
Jj=1
p+n
= ng[ﬂ—x’z[ﬂ
Jj=1
= g<&(ﬂ>,
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Through (8.6) we see that Bob is able to verify on a per-packet basis that the
packet is indeed a correct encoding of the original messages even though he does
not know yet the result of decoding. We have used here the fact that we are able to
do a form of linear homomorphic encryption for the finite fields in which we are
operating. In particular, the cryptographic scheme allows verification not only of
the original M;s but also of linear operations in [, over those original Ms.

8.4 Summary

This chapter focuses on security aspects related to NC implementations. We pro-
vide a background on the concepts of information theory and security and then
build on top of those to explain how NC can be used to enable secure commu-
nication. By combining NC with concepts from cryptography, you can achieve
energy-efficient approaches while meeting practical security requirements. The
approaches of partial encryption after encoding or hiding coefficients can prove
to be beneficial in many practical cases. We consider potential adversarial caveats
to the security of the network coding, such as pollution attacks, but also discuss
some of the potential solutions for such security challenges. Having completed this
chapter, you should have learned about:

(A) Basic concepts of information theory and security and how it pans out in the
network coding regime.

(B) Network coding-inspired cryptosystems.

(C) Pollution attacks and potential solutions to detect pollution.

Additional Reading Materials

Discussions on hiding equations are originally based on [3], and implications on
security are discussed in further detail in [4-8]. A survey on pollution attacks is
present in [9] and [10-12], which discuss some integrity schemes for the detection
of pollution attacks.
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Concluding Remarks

We hope that this book serves as a handy reference for readers even after they
have completed their class or course of self-study. We should note that, while
the goal of the book was of course to instruct from an academic perspective, it
also aims to guide and aid in implementation. In this respect, even techniques
that have become extremely well known and are covered in this book often have
underlying intellectual property associated to them, and it behooves the careful
practitioner to be aware of this background, contacting the relevant assignees for
any implementation. Such an approach is generally recommended, and it is of
particular importance in this field. We provide a representative but not necessarily
exhaustive list in the appendix.

Network coding continues to evolve as a technology per se, and also as a tool
incorporated into different projects. In general, as issues of network variability,
reliability, latency, and security rise in importance, so does the impetus for using
the techniques that this book teaches. We hope that you enjoy, as much as we have
over the years, exploring these capabilities and that network coding becomes a
trusted element in your engineering toolbox. We look forward to seeing your work
in the domain, your take on the field, the innovative ways in which you incor-
porate the approaches and to welcome you to the community of network coding
practitioners.
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