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PREFACE

The Metaverse. Depending on how you look at it, it's either
the future of the Internet, the next generation of video
games, or perhaps “a deeply uncomfortable, worse version
of Zoom.”! In numerous respects, the confusion,
exaggerated promises, and hype echo the envisioning of the
Internet itself during earlier eras. After all, William Gibson,
who coined the term “cyberspace” in his sci-fi short story
“Burning Chrome,” famously described it, in part, as a “a
consensual hallucination experienced daily by billions of
legitimate operators in every nation.”? From this vantage
point, the Metaverse may be considered the ultimate
realization of Gibson’s original idea of cyberspace itself.
According to Wired, in many cases, you can interchange
“Metaverse” and “cyberspace”—it's not primarily about
introducing new fundamental technology but, instead, about
innovating new methods to engage with existing technology
through virtual and augmented reality. However, these
technologies can also facilitate the emergence of new
markets and economies, driven by the creation, purchase,
and trade of digital assets, such as non-fungible tokens
(NFTs). In their ideal manifestation, users could seamlessly
carry these assets across platforms, exploring boundless
virtual realms with a persistent avatar (potentially featuring
personalized creations like your own customized X-Wing
from Disney). Although many opportunities already exist for
users to, for example, buy virtual goods and play games
(like Fortnite); that's only one application of the underlying



tech. In short, “[s]aying that Fortnite is ‘the metaverse’
would be a bit like saying Google is ‘the internet.’”3

A wide array of firms are pouring investments into
Metaverse tech, sparking a digital gold rush, given the
significant advantage for early adopters. Forbes estimates
this opportunity to exceed $1 trillion in potential revenue.*
These companies include not only Meta (formerly
Facebook), but also Nvidia, Unity, Roblox, and even Snap, to
name a few. Nike is already developing ways to equip
avatars with digital, personalized sneakers. Prices for virtual
parcels of land doubled to more than $12,000 in late 2021.°
There's even now a “United Metaverse Nation,” which
professes its identity as “The United Metaverse Nation is the
first decentralized autonomous organization (DAO) that acts
as a virtual country.”® Yet, since early 2023, there has also
been a cooling off of enthusiasm about the Metaverse,
mirroring a general wave of pessimism about Web 3.0
products and services including cryptocurrency, NFTs, and
the blockchain itself. In other words, the stakes are high,
and confusion abounds, particularly in the public, making it
—we feel—a perfect addition to the What Everyone Needs to
Know series.

This book is structured as follows. In Chapter 1, Welcome
to the Metaverse, we discuss the definitions and concepts
that comprise the Metaverse ecosystem, tracking how the
term originated, and how it’s distinct from VR to, in general,
separate hype from reality. Chapter 2, Metaverse
Economics, focuses on the underlying economic issues that
both users and firms are navigating in these persistent,
digital environments. Chapter 3, Speech and Expression in
the Metaverse, tackles thorny issues around speech,
content moderation, and expression in the Metaverse,



including how various nations are approaching the
regulation of this global space. In Chapter 4, Securing the
Metaverse, we analyze lessons from past cybersecurity
failures and how they may be mitigated in the Metaverse,
along with offering practical tips for how to stay safe online
in these virtual communities. Chapter 5, ldentity in the
Metaverse, delves into the protection of personal
information and how diversity, equity, and inclusion apply in
the Metaverse, among other topics. Chapter 6, Privacy in
the Metaverse, focuses on the meaning of privacy in the
Metaverse and its parallels with, and divergence from,
privacy in existing digital spaces. Chapter 7, Governing the
Metaverse, summarizes how laws apply in the Metaverse,
along with examining lessons from Internet governance and
how companies are creating codes of content that are
already regulating these spaces. Chapter 8, Al in the
Metaverse, discusses how Artificial Intelligence (Al) and
Machine Learning (ML) tools and techniques are being used
and misused in the Metaverse. Chapter 9, Our Meta Future?
concludes the book by examining technology and regulatory
trends to see how the Metaverse may look over the medium
and long run, and whether it may be reminiscent of the
Matrix, Ready Player One, or perhaps something far better—
or worse.
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1
WELCOME TO THE
METAVERSE

| don’t see someone strapping a frigging screen to their face all day and
not wanting to ever leave.
~Elon Musk'

What is the “Metaverse,” and are we
already living in it?

In January 2024, the Chinese Ministry of Industry and
Information Technology announced the formation of a 60-
member working group drawn from industry, academia, and
government to define the rules of the so-called “Yuanverse,”
or a Chinese version of the Metaverse.” In so doing, Chinese
regulators appeared to be playing a long game, knowing
that they could be defining the terms for how over a billion
people interact in persistent digital environments for
potentially decades to come. But is such attention justified—
after all, what is the Metaverse? As was mentioned in the
preface, and depending on your perspective, it may be the
future of the Internet leading to Web 3.0 (decentralization),
Web 4.0 (immersion), or just “a deeply uncomfortable,



worse version of Zoom.”? In many ways, the confusion,
overpromising, and hype are reminiscent of how the
Internet itself was envisioned in earlier epochs. After all,
William Gibson, who coined the term “cyberspace” in his
1980s sci-fi short story “Burning Chrome,” famously
described it in part as a “a consensual hallucination
experienced daily by billions of legitimate operators in every
nation.”* From this vantage point, the Metaverse may be
the ultimate realization of Gibson’s original idea of
cyberspace itself.

But what is it? As Wired has argued, in most instances you
can use “Metaverse” and “cyberspace” interchangeably—
it's not necessarily about a new fundamental technology,
but rather new ways of interacting with existing tech
through virtual and augmented reality. Decades after
Gibson’s Neuromancer, there appears to be something of a
consensus on the definition of cyberspace as “the complex
environment resulting from the interaction of people,
software and services on the Internet by means of
technology devices and networks connected to it, which
does not exist in any physical form.”> The term “metaverse”
was introduced by another sci-fi author, Neal Stephenson, in
his 1992 novel Snow Crash.® An exact definition was not
included, but Stephenson likened the idea to “a persistent
virtual world that reached, interacted with, and affected
nearly every part of human existence.”” Among the greatest
punishments in such a world was banishment from the
global network, the closest analogue to “death” that the
Metaverse could offer.® The dystopian, all-encompassing
Metaverse in Snow Crash made life for the millions regularly
plugging into the network that much worse than the “real”
world that featured an apocalyptic pandemic.



So, is the Metaverse just another term for cyberspace? Or
perhaps it is best characterized as a specific version or
advancement of the concept, namely an immersive
cyberspace. Expanding on this notion, one might think the
Metaverse to be “virtual-physical blended space in which
multiple users can concurrently interact with a unified
computer-generated environment and other users, [a vision]
which can be regarded as the next significant milestone of
the current cyberspace.”® Since Snow Crash, there have
been a variety of other popular culture creations that may
fit such a notion of the Metaverse, particularly The Matrix
and Ready Player One, discussed further in Chapter 9.

Given this context, we offer the following definition for a
metaverse, allowing for the possibility of more than one
such environment. A metaverse is a persistent, immersive,
and widely utilized, virtual world. Our definition has several
components, so we complete it by unpacking each element,
starting with the notion of a virtual world. On its own, a
virtual world is a computer-based, simulated environment
through which users can interact with one another. This
alone is not enough to be a metaverse—that is, a virtual
world encountered by five friends at home using computers,
mice, and keyboards does not suffice. To understand why,
consider the label of “widely utilized.” A metaverse must
have many users engaging it in some way, which could
include social interactions, commerce, and education. Note
that we stop short of using the descriptor ubiquitous,
meaning we believe a virtual world can be a metaverse
even if not all possible participants partake.

We now turn to “immersive,” by which we mean deep
absorption—in this case, deep absorption in a virtual world.
It is here where virtual reality (VR) and augmented reality
(AR) can play an important part in a metaverse as seen with



Apple’s approach to what they term “spatial computing”
with its Vision Pro headset; however, immersion need not
only come from such technologies. Finally, consider the last
element, “persistent.” For a virtual world to be a metaverse,
it must have a reliable continuation of existence, as
opposed to fleetingly emerging and disappearing, perhaps
with the flip of a switch. From here on, we’ll generally
reference “the Metaverse,” with the understanding that the
continuing coexistence of multiple metaverses is a
possibility, even a probability.

With the Metaverse still in its infancy, it should be noted
that cyberspace already touches on different aspects of the
“real” world, such as through the growing prevalence of
Internet of Things (loT) products and services, from smart
watches and cars to interconnected air traffic control
systems.'? Cyber attacks on these services can have—and
unfortunately already have had—real-world consequences.
The Metaverse, though, can take this blending of the online
and real worlds to a new level, multiplying opportunities,
and, potentially, vulnerabilities to be exploited for
commercial or geopolitical gain.

A diverse range of firms are investing in Metaverse tech,
causing a digital gold rush since there is such a substantial
first-mover advantage to be won. Forbes has estimated this
to be north of a $1 trillion revenue opportunity.** The firms
include not only Meta (formerly Facebook), but also Nvidia,
Unity, Roblox, and even Snap, to name a few. Companies
like Nike are already developing ways to equip avatars with
digital, personalized sneakers. Prices for virtual parcels of
land doubled to more than $12,000 in late 2021.12 There’s
even now a “United Metaverse Nation,” which professes its
identity as follows: “The United Metaverse Nation is the first
decentralized autonomous organization (DAO) that acts as a



virtual country.”3 In other words, the stakes are high, but
the path forward is highly uncertain.

The situation is only getting more complicated with the
crypto crash of 2022 and the concurrent decreases in NFT
prices and slowdown in Metaverse initiatives more
broadly.'* The acceleration away from Metaverse
investment continued through 2023 with the announcement
by Disney to cut $5 billion in costs through 7,000 layoffs,
including the elimination of its Metaverse unit.!> But,
despite these bumps in the digital road, are we already
living in the Metaverse? If not, will we not be until everyone
on the planet is wearing the equivalent of Google Glass?
That seems like an unrealistic metric, given that no one
disputes the arrival of the Digital Age, even though more
than three-billion people are still not online as of this
writing.'® By some estimates, more than 400 million people
are using versions of the Metaverse as of 2023,'” though
there are few reliable statistics in this regard. The growing
use of AR and VR to access a range of Metaverse
applications and platforms seems to be a growing trend,
despite the “Metaverse winter” beginning in 2022.1% After
all, Apple’'s CEO, Tim Cook, is going “all in” on its 2024
Vision Pro, with some early adopters like the movie director
James Cameron describing his experience with the product
as “religious.”'® The reelection of Donad Trump also caused
a surge of interest in cryptocurrency and Web 3.0
businesses with the expectation that the industry would be
embraced by the new Administration. Yet it is an open
question whether the concept itself will become an
important driver of commerce and innovation beyond the
associated Metaverse hardware and software, which in time
could take on a life of its own, shaping social, economic, and



political trends. The power of prediction in this regard often
fails even proven thought leaders such as Paul Krugman,
who famously—even if half facetiously—stated in 1998, “By
2005 or so, it will become clear that the Internet’s impact on
the economy has been no greater than the fax
machine’s.”??

What are Metaverse enthusiasts saying?

There has been no shortage of hype and enthusiasm about
the promise of the Metaverse. Without doubt, the most
prominent display of optimism was Mark Zuckerberg’'s
decision to change the name of his (at the time) $300+
billion company from Facebook to Meta. Such a bet makes
sense after hearing him express his optimistic view of the
Metaverse as follows:

We hope to basically get to around a billion people in the metaverse doing
hundreds of dollars of commerce, each buying digital goods, digital content,
different things to express themselves, so whether that’'s clothing for their
avatar or different digital goods for their virtual home or things to decorate
their virtual conference room, utilities to be able to be more productive in

virtual and augmented reality and across the metaverse overall.?!

Mr. Zuckerberg is by no means alone in the optimism he has
expressed and demonstrated. In responding to skepticism
about the future of the Metaverse, Richard Entrup, Head of
Emerging Solutions at KPMG, commented,

Having personally witnessed the transition from a no Internet world to a
globally connected Internet world, | find it funny to hear the same negative
comments being made about the metaverse. | recently gave a talk on the
subject. Many older IT executives expressed concern that our children are
already on social media and gaming too much and that the metaverse will
only exacerbate this issue. I'm not interested in exploring why it won’'t work
or why we shouldn’t do it. Web3 is a boat | don't want to miss and one |



believe large companies shouldn’t miss either. | believe we can achieve
revenue growth, competitive advantage, and improved customer experience

through the adoption of the metaverse.??

Still others, such as David Clark from MIT's Computer
Science and Artificial Intelligence Laboratory, acknowledge
the uncertainty about what is to come with the Metaverse:
“Where will the standards come from? How open will the
system be? Who controls it?” However, Clark holds no
doubts about the emergence of the Metaverse over the next
decade and a half: “My uncertainty about the metaverse is
not whether we will have ‘something’ by 2040, but what
character it will have.”??

We conclude this amalgam of Metaverse enthusiasm with
the expressed expectations of Tim Sweeney, CEO of Epic
Games. His vision is among the most expansive—“The
Metaverse is going to be far more pervasive and powerful
than anything else”—but also comes with a warning: “If one
central company gains control of the Metaverse, it will
become more powerful than any government and be a god

on Earth.”24

What are Metaverse pessimists saying?

Although the signs were there, beginning in 2022 there was
a growing chorus of voices lamenting either the end of the
Metaverse, or at least questioning if the hype would ever
match reality. For example, Meta laid off more than 11,000
employees that year, and comparisons with massive
multiplayer games are useful only to a point. As one
example, “Decentraland self-reports no more than 10,000
active users at its daily peak, and that's compared to the
nearly 60 million daily active users playing Roblox.”?> In



short, despite the optimistic take of entrepreneurs and
venture capitalists who have a vested interest in the
outcome of the technology, many Metaverse platforms
remain immature novelties, and niche ones at that.2°

At its core, the bigger question about the utility of the
Metaverse still looms—will people prefer to interact in
persistent, widely utilized, digital environments instead of
the real world? Do users crave such a level of immersion, or
will it just exacerbate the social and mental health costs
that have already become all too apparent in the social
media context? Many are unconvinced, such as Strauss
Zelnick, CEO and managing partner of the private equity
firm ZMC, who said, “I'm skeptical that we're going to wake
up in the morning and intentionally sit at home, strap on our
headsets, and conduct all of our daily activities that way. We
had to do that during the pandemic, and we don’t really like
it so much.”?’ Further, even if the optimists are correct,
would the triumph of the Metaverse wind up being a net
positive for society? The US National Institutes of Health, for
example, has already warned that the Metaverse “can harm
children’s mental health, such as exacerbating depression,
anxiety, addiction, self-harm, suicidality, or anorexia.”?% In
addition, there are risks of cyberbullying and sexual
exploitation, along with gambling and security issues, that
could be particularly hurtful to teenagers.?® Aside from
health concerns, there are also the real risks that failures
and gaps in Al governance could be especially problematic
in the Metaverse, with Murat Durmus, CEO and founder at
AISOMA AG, saying, “The Metaverse is the ideal playground
in which the Al can let off steam. The more humans lose
themselves in it, the more the Al will take control. That
much is certain.”3°



Separating hype from reality—did the
Metaverse bubble already pop?

As previously mentioned, starting in 2023, there was a
growing consensus that the Metaverse bubble had indeed
popped, with many commentators writing its epitaphs. For
example, one obituary marked its demise less than three
years after its reported birth due to “a lack of coherent
vision,” which reached a crescendo in the rush to generative
Al A prime example of this trend is when Meta itself
walked away from its “Metaverse first” mission. So, what
happened? What can we learn from other tech bubbles?
Have the reports of the death of the Metaverse been
exaggerated? And what future is there for a persistent,
immersive, and widely utilized, virtual world?

In the heady days of October 2021, when Zuckerberg
announced that the Metaverse would be the future of the
Facebook ecosystem, renamed his company “Meta,” and
promised an immersive version of the Internet in which it
would “feel like you’'re right in the room” with other users,
the future of the Metaverse seemed bright.3? But, despite
glowing press at the time, including a 5,000-word feature in
Verge, it didn’t take long for the hype to fade and the
problems to mount, among them buggy tech and a vexing
identity crisis.

First, consider the technology. Accessing the Metaverse
still requires a VR or AR headset, which, let’'s face it, “is
costly, clunky, hard to use and makes you look like a visitor
from outer space.”>? Despite selling some 20 million Quest
headsets by Spring 2023, there simply were not enough
active users to maintain demand for services leading to
plummeting virtual real estate prices.?>* Plus, the available



experiences, such as Meta’s “Horizon Worlds” platform,
were so buggy that even its employees stopped using it.>>
But, as discussed below, as new platforms are rolled out and
processing power improves, this hurdle will likely be
overcome. Consider, for example, the late-2023 rollout of
photorealistic avatars>® and the 2024 introduction of Apple’s
Vision Pro spatial computing headset.

Second, there is the business case. Despite the calls for
the Metaverse to become the “successor to the mobile
Internet,” precious little attention was given to developing
“a clear use case, a target audience, and the willingness of
customers to adopt the [Metaverse] product.”?’ After all,
virtual worlds are not particularly new. There was a variety
of 1990s-era massively multiplayer online role-playing
games, such as EverQuest.3® What seemed new in this case
was the interface, but that did not slow the initial virtual
land rush mentioned above with major companies from
Walmart to Disney and Microsoft investing in the technology.
Gartner predicted that, by 2026, 25% of Internet users
would spend at least an hour per day in the Metaverse, and
McKinsey forecast that the new platform would generate up
to “$5 trillion in value.”??

By 2023, the veneer was coming off the original
Metaverse bubble with some services such as Decentraland
claiming a mere 38 daily users in its $1.3 billion, crypto-
based ecosystem.*? But the real death knells in this first
Metaverse phase were a slowing economy and the rush to
generative Al platforms as “the next big thing” in tech. As a
case in point, Zuckerberg declared in March 2023 that
Meta’'s “single largest investment is advancing Al and
building it into every one of our products.”*!



So, was the Metaverse craze just the effort of a single CEO
to drive up his company’s share price with a half-baked
vision and clunky tech? As we discuss later in this book, the
lessons from Meta’s failures are important to examine and
put into the context of other tech bubbles that have come
before or are on the horizon (a topic explored further in
Chapter 9). But the idea of persistent, immersive, and
widely utilized virtual worlds is not going away. Indeed,
there is growing excitement about Apple’'s new Vision Pro
headset, featuring spatial computing and a “reality dial,”
and the buy-now-pay-later options that will go along with it,
in helping to define a still-nascent market.*? It's possible
that Apple may help usher in the next stage of the
Metaverse that Meta itself has not quite yet been able to
realize—if it can solve the technical and business case
questions that have bedeviled other firms.*?



2
METAVERSE ECONOMICS

Buy land, they’re not making it anymore.
~Mark Twain

There is no shortage of predictions about the economic
impact of the Metaverse, both optimistic' and pessimistic,
as was mentioned in Chapter 1.2 Any such forecast largely
rests on assumptions about the underlying economic
mechanisms of the Metaverse. In this chapter, we tackle
questions surrounding the economic framework behind the
creation of the Metaverse, the economics of consumption
and value creation within the Metaverse, the factors behind
the number of metaverses and who controls them, and the
potential substitution between real-world consumption and
digital consumption in the Metaverse. Our aim is not to
make a grand prediction about the change to gross
domestic product (GDP) spurred by the Metaverse, but
rather to highlight the relevant economic theory and apply it
to key early facts about it.

Does economics even apply to the
Metaverse? Does scarcity mean anything
there?



Economics is the science of making decisions in the
presence of scarce resources.? Scarcity means that human
wants for resources (goods, services, and natural resources)
exceed what is available.” Fleshing out the idea of scarcity a
bit further, at its core, it means that, if every good, service,
and resource were free, the amount people would want
(amount demanded) would exceed the amount that was
provided (amount supplied). Virtually any “good” you can
imagine fits this bill. As a simple example, consider cars. If
cars were free, how many would people want to have, and
how many would people produce? As the former certainly
exceeds the latter, we have a scarcity of cars.

Price typically plays a central role in resolving this
discrepancy between demand and supply. When consumers
and producers are allowed to freely trade, price incentivizes
production (higher prices make it more attractive to be a
producer) and rations the amount produced (only those
willing to pay the price receive the product/service). The
“invisible hand” pushes the price up from zero to a price
point where the amount of a product that people demand at
that price is equal to the amount producers supply, known
as equilibrium.

The idea of scarcity is closely tied to costs. If a product or
service that consumers value requires some cost to provide,
there will be little incentive to produce it for free, resulting
in scarcity. Even if you think some things will be produced
for free due, say, to altruism, in the physical world the costs
eventually become prohibitive. For example, you may
choose to grow vegetables in your backyard garden and
give them away for free, but the amount you can give away
is limited by the number of vegetables that it is physically
possible to produce in your garden. For these reasons, it
typically will take a positive price to resolve scarcity, that is,



to reduce the amount demanded (from the amount
demanded were the goods free) to a level that producers
are willing and able to make.

The digitization of many facets of the marketplace has
added an interesting wrinkle to the notion of scarcity. For
example, consider the popular game Candy Crush, played
every day by millions of people (including the likes of
Treasury Secretary Janet Yellen) for fun, to relieve stress,
and/or to avoid their kids. Each round of the game requires
use of a “life.” If a player runs out of lives and wants
another, what is the cost of the developer to give that
player one more life, that is, one more chance to crush
some candy on, say, their smartphone? It's fair to say that it
is vanishingly small—effectively zero. Hence, contrary to
what we generally would find in the physical world, we have
a situation where it is plausible that a producer would be
willing and able to produce something (an additional Candy
Crush life) for free.

So, is there no scarcity when it comes to digital goods and
services? Some still have physical constraints. For example,
digital services that require a person’s time face constraints;
a telemedicine doctor can only conduct so many half-hour
consultations in a day. Some digital products have costs
associated with the use of intellectual property. When you
listen to a copyrighted song on a subscription music service,
the service provider generally must pay fees to various
parties—including the song writer and performer—for the
right to play you the song.

Nonetheless, under some very specific circumstances,
there could be a lack of scarcity for some digital goods and
services. Consider a digital world with multiple firms
producing (roughly) the same digital product where each
new copy is effectively costless. Of course, such digital



products (like Candy Crush lives) don’'t appear from
nowhere; developers must incur costs to design and
construct the game, not to mention hosting it in power-
hungry data centers. In some cases, those costs are entirely
sunk, meaning if the developers decide to quit operating the
game entirely, they get none of the costs incurred to build
the game back. With that backdrop, suppose we have a
scenario where multiple firms offer the same online game,
where all their development costs are sunk and the cost of
selling another copy is effectively zero. In such a situation, it
is possible that the developers would be willing and able to
supply any number of copies of the game for free, meaning
whatever number of copies consumers would demand at a
zero price would be satisfied—that is, no scarcity!

However, the rosy conditions we just described that can
lead to no scarcity are rarely met. Often, firms invest in
research and development that is difficult or impossible
(due to intellectual property protections, like patents and
copyright) to replicate by other firms. With Ilimited
competition, it is in firms’ interest to produce less than the
amount that would satisfy everyone at a zero price. The
reason for this constrained production is clear—with fewer
units available than what people would want at a zero price,
the price would go up to ration the available units, and the
firm consequently makes money.

Non-fungible tokens (NFTs) are a recent development that
prevents replication. In short, NFIs are a means of making a
digital product unique (via a unique identifier) and
authenticating asset ownership. “NFTs are valuable precisely
because they create artificial scarcity around things that are
for the most part identical to works digitization has made
available to the masses for free.”> A caveat to NFT-
generated scarcity is that consumers may not care about



unique identifiers and simply treat all digital products that
are identical but for their unique identifier as being fully
interchangeable; in such cases, NFTs per se would not lead
to scarcity of digital products.®

Even if a firm faces stiff competition for its digital product
or service, if it is also able to recover some of its
investment, it may choose to leave the market altogether
rather than stick around and produce for free. For example,
app developers may purchase significant amounts of
hardware (computer equipment and infrastructure) to run
and maintain their product(s); the costs of these
investments generally are at least partially recoverable
through resale. When such costs are recoverable, firms will
choose to exit and recover their investments until the
competition among the remaining firms has decreased to
the point where they can raise prices enough to cover those
costs. Scarcity again!

The Metaverse has both physical and digital components.
Several physical building blocks have emerged over time,
most notably virtual reality (VR) and augmented reality (AR)
headsets as discussed in Chapter 1.” VR headsets allow
users to fully immerse themselves in a digital world,
whereas AR headsets overlay digital landscapes on top of
what you see in the real world. These technological
advancements are expected to operate as the “portals” to
the Metaverse, in the same way a computer or smartphone
is a “portal” to the Internet. Essentially everything within
the Metaverse is digital, including the virtual worlds that
comprise it (their dimensions and features) and the products
and services exchanged and consumed within it. Within the
digital universe created by the Metaverse, consumers can
purchase gaming subscriptions or upgrades, apps, digital
property, and more.



For the physical components of the Metaverse, the well-
known idea of scarcity in the physical world applies. The
construction of these physical components requires, at the
very least, physical materials which entail some cost to
acquire. In contrast, just like pre-Metaverse digital products
and services, goods and services within the Metaverse may
defy scarcity under certain conditions. However, again there
is reason to believe such conditions won't be met in
practice, as firms are investing, and will invest, in digital
products and services within the Metaverse that are difficult
or impossible to replicate. NFTs are just one example.
Another familiar example from the physical world is an
exclusive club membership. Here, firms make investments
(e.qg., influencer endorsements, exclusive offerings to
members, etc.) that build the “brand” of their club and are
difficult for other firms to mimic. In addition, they commit to
exclusivity by capping the number of members; this, in and
of itself, can create value in the memberships. In such a
case, even with all member activities happening digitally,
the difficult-to-replicate investments and the inherent value
of exclusivity create conditions where firms will have an
incentive to make their digital offerings scarce even if the
cost of adding another member is virtually zero.

What is Metaverse supply and demand? Of
the Metaverse? Within the Metaverse?

At a basic level, the supply and demand of the Metaverse
has two elements. There is supply and demand of the
Metaverse—effectively Metaverse infrastructure. And there
is supply and demand within the Metaverse—the goods and



services that are transacted by entities inside the Metaverse
virtual worlds.

Metaverse infrastructure has both physical and digital
components. Taken together, these are comprised of the
hardware needed to access the Metaverse (e.g., VR/AR
headsets), the software used to generate the virtual worlds,
the data storage and network infrastructures, and
blockchain and cryptocurrency technology, among others.®
The suppliers of the Metaverse can fall along several levels
of the overall supply chain, and some major tech giants
(such as Meta and Apple) have already made investments in
multiple levels of this supply chain.”

There are three main physical components associated
with the supply of the Metaverse: consumer devices,
compute, and network capacity.'? To elaborate:

e Consumer devices include VR/AR headsets, phones,
sensors, etc. As of this writing, this component is
experiencing “rapid technological progress due to
learning effects and related supply-side economies of
scale.”!!

e Compute consists of the server infrastructure required
to enable the “enormous amount of information
processing required to simulate virtual environment.” It
usually involves both a fixed cost (costs firms incur no
matter how much they produce) as well as variable
costs (costs that vary with the level of output), that
scale with the amount of activity.*?

 Network capacity refers to the real-time data
transmission capacity. Like compute, this component
also requires a fixed cost and variable costs that scale
with the Metaverse activity.



Digital supply of Metaverse infrastructure largely consists of
virtual world-building software and blockchain technologies.
Gaming companies like Epic, Roblox, and Unity were early
developers of Metaverse-related technology, as many of
their platforms allow users to participate in simultaneous,
persistent gaming experiences.'? For example, Roblox users
have the opportunity to generate their own “worlds” and
build their own Metaverse experiences, generating
opportunities for individual wealth creation and innovation
within the platform itself.'* Meta and Apple are also
attempting to build Metaverse software in addition to their
Metaverse hardware development.

An important element of Metaverse infrastructure supply
will be the complementarity between Metaverse hardware
and software. This notion is as old as computing itself:
computing hardware are just idle materials without software
that works on it, and software cannot be utilized without
supporting hardware. After all, what good is a personal
computer with no operating system (e.g., Windows, OS X)
and software applications like MS Word or Adobe Acrobat;
and what good are those operating systems and software
applications without a computer to run on? Suppliers of
computing products have taken different approaches to
hardware/software complementarities, with Apple choosing
to directly cater to them by producing both in house; and
other firms, like Dell and Microsoft, choosing to focus just on
hardware or software, respectively. How firms view the
hardware/software complementarity for the Metaverse will
almost certainly influence their supply chain decisions and
ultimately the landscape of Metaverse suppliers (more on
this later in the chapter).

Supply within the Metaverse is digital and consists of the
products and services exchanged and consumed within the



persistent, digital environment. For starters, this would
include e-commerce. That is, products people currently buy
online (e.qg., shoes, books, etc.) can, and almost certainly
will, be offered through the Metaverse. However, e-
commerce vendors can offer new services in the Metaverse
that will enhance the shopping experience; perhaps most
notable are services that use the immersive Metaverse
technologies to substitute for physical information
gathering. For example, consumers will be able to virtually
tour homes, assess the fit of new furniture in their house,
and try on clothes (among other things) when considering
these new product purchases.

Additional possibilities for products and services within the
Metaverse are endless, but there are a few categories
(beyond information gathering) that immediately stand out.
The most obvious is gaming, as this is already in progress.
With software infrastructure in place, firms will be able to
offer immersive games that can be played within virtual
worlds. Another category is virtual human services,
including virtual consultations and virtual meetings. These
services will facilitate human interaction by eliminating the
need for the participants to travel to the same location.
They can also provide helpful virtual surroundings and
complementary services (e.g., a tranquil virtual setting for a
therapy session or 3-D representation of health data).'> We
conclude by highlighting a category that we call Metaverse-
specific experiences. These include products and services
offered within, and made possible by, the Metaverse.
Examples include virtual travel and virtual social
environments (e.q., a virtual picnic on “the moon”), standup
comedy acts, and concerts.

Demand in the Metaverse is generated by the value that
individuals, businesses, and investors place on Metaverse



technology.'® While it can be a major challenge to fully
measure how much consumers value the Metaverse itself, a
major factor in any consumer valuation will be network
effects, both direct and indirect. Direct network effects exist
when an individual’s value of a product changes depending
on the number of other individuals that own that product. A
simple example where direct network effects operate is the
Internet itself. The value you can get from the Internet
generally is greater when more people are using the
Internet; as just one example, it means more people you
can easily communicate with using email. Indirect network
effects exist for a product or service when increased
ownership leads to more complementary products and
services, leading to a higher consumer valuation. A simple
example of indirect network effects involves gaming
consoles. As more consumers choose to buy a particular
gaming console (e.g., PS5), game developers have an
incentive to produce more games (complementary
products) for that console; and with more available games
for it, consumers will find that console more valuable.’
Metaverse infrastructure will have both direct and indirect
network effects like those we’ve seen for the Internet and
gaming consoles. These exist both for Metaverse hardware
and software. Consider first direct network effects. As more
people own, for example, Metaverse VR headsets and have
subscriptions to Metaverse software, you will have more
opportunities to engage with others in the Metaverse if you
own a headset and subscribe to the software. Hence, just
like email (and even the telephone before it), you will likely
get more value from purchasing Metaverse infrastructure
products and services when others are doing the same.
Regarding indirect network effects, greater ownership of
Metaverse VR headsets and higher numbers of Metaverse



subscriptions will create greater incentives for developers to
create complementary, Metaverse-facing products and
services like those we described above. With more products
and services available within the Metaverse, you again will
likely get more value from Metaverse infrastructure
purchases.

Metaverse precursors in the form of virtual-world gaming
platforms have shown promise in terms of consumer
demand. In the first quarter of 2021, consumers spent
nearly 10 billion hours on the gaming platform Roblox, and
more than 42 million users logged in each day.'® Metaverse-
like gaming experiences, such as Roblox and Fortnite, have
generated millions of dollars from within-platform purchases
and are early adopters of virtual social experiences, like
concerts or art installations.'® For example, in some of the
first virtual events of their kind, Gucci launched a two-week
art installation on Roblox that attracted 20 million visitors,
and a Travis Scott concert held within the Fortnite platform
drew more than 12 million concurrent views.2°

Despite this heightened demand for virtual-world
experiences on popular platforms, especially during the
COVID-19 pandemic, only 1% of consumers surveyed
indicated that they preferred to attend concerts, trade
shows, or learning events in the virtual world as opposed to
the physical world. However, almost 60% of consumers
indicated that they prefer the experience of at least one
activity in a virtual world more than the physical world, with
most consumers ranking “connecting with others” at the top
of the list of activities they are excited about experiencing in
a virtually immersive world.??

Hence, there appears to be a baseline level of Metaverse
demand. For this demand to really take off to where the



Metaverse has massive participation (akin to the larger
Internet), it will depend on the interplay between
infrastructure  enhancements (e.g., improved VR/AR
headsets) and the activation of both types of network
effects—all of which will lead to higher valuation of
Metaverse technologies.

Will there be one or many Metaverses?

At its height in late 2022, there were reported to be more
than 160 firms that were creating different versions of the
Metaverse.””> By 2023, although there has been a
proliferation of “Metaverse-style” platforms, a dozen had
risen to some prominence, including Altspace VR, BlueJeans,
Cryptovoxels, Gather, Metahero, Meta Horizon Worlds,
Nvidia Omniverse, Roblox, Rooom, Sandbox, Second Life,
and Somnium Space.?® These platforms run the gamut in
terms of their scope and functionality, which ranges from
Rooom’s virtual showrooms to Cryptovoxel's virtual world
gaming powered by the Ethereum blockchain.?* It is a
common practice for users to enjoy different Metaverses for
different needs, including work and play.

Recall from Chapter 1 that our definition of a Metaverse is
a persistent, immersive, and widely utilized, virtual world.
This definition does not preclude the possibility that there
will be multiple metaverses, as opposed to a single,
“Metaverse.” Whether we ultimately have multiple
metaverses or just one will depend on several factors; here
we highlight two categories—technology and demand-
related. These categories, and the specific factors we
consider within them, are not without precedent. Similar
factors have been and continue to be at play for a variety of



other technologies, as we will make clear throughout this
answer.

We begin with technological factors, starting with the
interoperability of different virtual worlds. Put simply, the
extent to which there are multiple metaverses vs. a single
Metaverse will depend on the technological feasibility and
cost effectiveness of separate, but interoperable, virtual
worlds. Greater ease of interoperability should push us
toward a single Metaverse; however, as we’ll discuss further
in the next section, the converse need not hold. That is, the
emergence of a single Metaverse need not imply easy
interoperability.

There are three main areas of technological challenges to
interoperability: technology inconsistencies, data
synchronization challenges, and security concerns.
Technology inconsistencies stem from the diversity of
technologies, programming languages, and data formats
utilized by different organizations and systems. For
example, interoperability for electronic health records
(EHRs) is pivotal for optimizing healthcare quality and
efficiency. When hospitals and clinics use different
healthcare interface standards, it creates challenges for
physicians to gain comprehensive insight into patients’
medical histories from external organizations.?> Other
analogous scenarios include the compatibility issues
between applications running on Windows versus Linux.
With multiple firms working on Metaverse operating systems
as of this writing, similar challenges appear likely for the
Metaverse.?°

Data synchronization challenges pertain to the
complexities of harmonizing data across multiple systems.
Given the massive amounts of data involved with any
Metaverse engagement, data synchronization is crucial



because it ensures “accurate, secure, compliant data, [and]
congruence between each source of data and its different
endpoints.”?’ Lastly, security concerns arise when sharing
data between systems  without proper security
management. Risks can arise in many ways; for instance,
when multiple  systems are interconnected for
interoperability, it expands the potential attack entry points,
increasing vulnerability to exploitation. Additionally, the
broader access granted to authorized users and systems
introduces authentication risks.

Economies of scale can also point toward a single
Metaverse. These exist when the per unit cost of production
declines as a firm produces more. A classic scenario where
this happens is when production has high fixed costs (recall
these are costs firms incur no matter how much they
produce) and low marginal costs (the cost of producing an
additional unit). The Metaverse is likely to exhibit economies
of scale, with large fixed costs of development for both the
hardware and software and then relatively low costs of
producing an extra headset, and particularly for adding
another unit of software for consumer access and use. At
the extreme, this means it will be more cost efficient to
have a single Metaverse as opposed to several or many.

Another key technological factor is the costs associated
with Metaverse hardware and software, which ultimately
impact the incidence of multihoming. In the Metaverse
context, multihoming occurs when consumers engage with
more than one metaverse. An analogy is multihoming in
gaming consoles, where a consumer multihomes if (s)he
owns and plays with a PS5 and an X Box. If multihoming is
easier for consumers, this would increase the likelihood of
multiple metaverses.



A fundamental demand-related factor that determines
whether consumers multihome is the price they must pay to
do so. Going back to the gaming example, if a PS5 and X
Box both sold for $10,000, we'd expect substantially less
multihoming than if they sell for $300. As a general matter,
the cost of production will impact the market price—higher
costs tend to result in higher prices. Hence, if Metaverse
technology proves very costly to produce, market prices
likely will be higher, making multihoming more difficult.
Thus far, device pricing has varied considerably, with Meta
Quest VR headsets priced in the $250 to $600 range in early
2024, while Apple’s Vision Pro was released with a $3,500
price tag.

Whether consumers will multihome depends not just on
the price, but also on their preferences. Multihoming can
come with other costs to consumers, including the time and
effort to learn two different operating systems and physical
devices, the storage costs of keeping two sets of equipment,
and the time costs that come from switching from engaging
in one metaverse to another. Hence, even if Metaverse
prices are relatively low, this is not a guarantee that
consumers will readily choose to multihome across multiple
metaverses.

Another demand-related factor that will likely influence
whether there are one or many metaverses is network
effects. Recall that Metaverse technology will almost
certainly exhibit both direct and indirect network effects,
meaning that one’s value of it increases as others buy and
use it. Particularly if multihoming is costly (in price and/or
other ways) and there is limited, or no, interoperability,
strong network effects will tend to push the market to one,
or perhaps just a few, metaverses. The reason is simple: if
you are choosing between two metaverses, say A and B,



even if you like A better because of, say, its graphics and
interface, if B has far more users than A, you are likely to
find B more appealing overall, since you'll have a
substantially greater ability to interact with others.

This isn’t to say that the existence of network effects
necessitates there being just a single Metaverse. It could be
that network effects diminish with volume. For example, you
may find a metaverse with 10 million users to be similarly
attractive to one with 100 million users, all else being equal.
In such a case, both the smaller and larger metaverses
could simultaneously exist. This scenario is familiar, as we
see something similar when it comes to social media
(Facebook, X, Instagram, TikTok, etc.) and even operating
systems (Windows, OS X, Linux, etc.).

The final demand-related factor we highlight as
influencing the number of metaverses is taste
heterogeneity. If consumer tastes for Metaverse technology
—in terms of, for example, design and interactive features—
vary greatly, this could lead to multiple metaverses, where
each is built to accommodate different tastes. The likelihood
of such an outcome is greater if interoperability is difficult,
making it less likely that a single Metaverse emerges that is
comprised of distinct, interoperable virtual worlds that each
cater to different consumer tastes. On the flip side, if tastes
for Metaverse technology are more homogenous (i.e., we all
can roughly agree on what we like and don’t like about
Metaverse design, features, etc.), this would push toward a
single Metaverse that accommodates those shared tastes.

Are we headed toward one Metaverse
overlord, a few, or control by the masses?



A future of a combined omnipresent Metaverse on the order
of the OASIS from Ready Player One is unlikely anytime
soon, as discussed further in Chapter 9. Meta certainly has
the drive to create such an all-encompassing digital
environment and has invested more than $36 billion in its
Reality Labs unit since 2019.2® However, the challenges of
driving this technological, social, and economic shift are
significant, and even if it were successful, it could give rise
to the same antitrust concerns that we are seeing in a
variety of Big Tech contexts. A key component is cross
functionality, including a shared operating system that has
proven to be integral in the realization of global internet
platforms and shared conceptions of cyberspace.?® Yet this
goal has been elusive to date. One 2022 study, for example,
did not find that any of the self-proclaimed Metaverse
leaders met all the «criteria of a truly persistent,
interoperable, multimodal, and shared virtual space.3°

In many ways, the number of metaverses and the number
of “overlords,” that is, entities that have authority over the
operation and activity within them, will have a symbiotic
relationship, where each impacts the other. However, as is
often the case in economics,! we expect much of this two-
way relationship to be such that the determinants of the
number of metaverses (discussed in the previous question)
are key drivers of the number of overlords.

To begin, suppose technological/cost and demand factors
are such that the market tends toward a single Metaverse
emerging. Such factors include those discussed in the
previous section: economies of scale, costs of
interoperability and multihoming, multihoming preferences,
network effects, and Metaverse tastes. Some of these
factors can be described as a barrier to entry, defined as



any factor that can prevent newcomers from entering a
market or industry, and thus limit competition.3? High fixed
costs, high costs of interoperability and/or multihoming,
consumer aversion toward multihoming, and strong network
effects all qualify as barriers to entry. Broadly speaking, high
barriers to entry can push a market toward having few
competitors. Other examples include high start-up costs,
established regulation, and consumer brand loyalty.

In the early stages of Metaverse development and
competition, the lack of substantial regulations and
established competitors (and thus limited brand loyalty and
network effects) suggest lower entry barriers, which
plausibly has attracted individuals, start-ups, and other
creatives to enter in various ways.>> On the other hand,
executives have cited the uncertainty about the return on
investment and implementation of technology to be a key
barrier to entry in the Metaverse space.>* Regardless, there
have been several early Metaverse platforms with early
users spread across them, including Decentraland, Fortnite,
Minecraft, Roblox, and The Sandbox.>>

While the technology itself continues to develop alongside
the list of major players in the industry, many businesses
are scrambling to be early suppliers in a potentially highly
lucrative market.>® Being a first mover in the industry for
the Metaverse can be highly consequential; barriers to entry
can materialize as early movers establish brand recognition,
a robust, loyal user base, and a large enough customer base
to generate significant network effects.

If a single Metaverse does emerge, it could, in principle,
be controlled and run by the government in a way not
dissimilar to China’s ambitions mentioned in Chapter 1.
However, at least in the United States, such an outcome is



highly unlikely. A more realistic possibility is a single
Metaverse with heavy government regulation. If a market
has (typically cost and/or demand) features such that it tilts
toward monopoly, it can be the case that a single firm
operates in that market but with significant government
regulation over prices, services, etc. A possible scenario
would be that a single firm operates the Metaverse, subject
to regulation, but “in exchange for these restrictions,” is
also granted exclusivity—that is, it would be protected from
entry by competing firms.

A final single-Metaverse scenario would be one with a
single “overlord”—one firm that operates and controls it—
and minimal government regulation. Such a scenario would
raise classic monopoly concerns, such as high prices or
reduced quality and innovation. Whether such concerns
materialize will depend on two types of threats to the
incumbent Metaverse firm. One is the threat of regulation: if
it becomes clear that prices are exorbitant and/or quality
and innovation are suffering due to a lack of competition, it
is likely the government will impose regulations (meaning a
shift to a heavily regulated monopoly) or attempt to break it
up into multiple firms through antitrust law enforcement.
The other is the threat of entry by competitors: for example,
if fixed costs are high enough to create significant
economies of scale, but not extremely high, other firms may
find it attractive enough to enter if the incumbent
monopolist is making very high profits (e.g., via high prices).
If this threat exists, the incumbent monopolist will have an
incentive to keep prices low enough (and/or keep quality
high enough) to prevent such entry, known as “limit
pricing.”

The emergence of several metaverses is also possible,
which could take several forms of governance. For starters,



several metaverses with one “overlord” firm is unlikely,
even if consumers have highly heterogeneous tastes
(creating an incentive to build multiple virtual worlds to
accommodate those tastes). This is because a single firm
would have great incentive to minimize interoperability
costs, preserving the ability of its customers to navigate
across virtual worlds and, thus, resulting in a single
Metaverse with multiple, interoperable virtual worlds.

A scenario with several metaverses (at least two), each
with a separate firm controlling it, would be consistent with
early Metaverse development and preceding technologies
(e.g., smartphone operating systems). There are several
reasons why technology, demand, and regulation may be
such that the Metaverse market would have multiple
players. These include reduced entry barriers through
technological advancements, stringent government antitrust
regulation, and evolving consumer demand. We expand on
each:

e Lower entry barriers through technological
advancements. With continuous technological
advancements, VR/AR technology is becoming more
accessible to a broader consumer base. This expansion
in accessibility holds the promise of a larger market,
which would encourage a growing number of suppliers
to enter the industry. In fact, in recent years, the
industry is already believed to have an entry barrier
lower than ever.?’ Similar to the hardware industry, the
software industry, like digital technologies, likely will
also experience lower fixed costs of production and
hence a lower entry barrier over time.>® Reasons behind
it include more accessible knowledge for the industry
and lower production requirements.



e Stringent  government  antitrust regulation. As
mentioned in the previous section, several large tech
firms (Meta, Apple, Google, etc.) have begun the
process of entering the Metaverse market. These firms
already have attracted antitrust scrutiny in other
markets, and any sign of early dominance of the
Metaverse will likely do the same. Any antitrust
interventions will counteract market concentration (i.e.,
control by a few firms or just one firm).>°

e Evolving consumer demand. In recent years, the
population has become increasingly diverse, with
millennials and Gen Z accounting for a significant
portion of the demographic landscape, two of the most
diverse generational cohorts in US history. This
diversifying consumer base will create diverse needs,
presenting opportunities for suppliers to offer tailored
products and services in the Metaverse market.”? As
mentioned earlier, greater heterogeneity in tastes
would push the market toward multiple metaverses,
particularly if interoperability is costly.

We conclude this answer by considering the possibility of a
Metaverse, or metaverses, run by “the masses,” that is, in a
highly/fully decentralized manner. Such a possibility fits
within the broader set of pushes toward decentralization,
such as what we observe in cryptocurrency (decentralized
currency) and even the conceptualized Web 3.0 (a
decentralized Internet), both relying on what is known as
blockchain technology. It remains to be seen how successful
either of these existing endeavors will be, but particularly if
Web 3.0 comes to be, the possibility of a decentralized
Metaverse increases dramatically. The pace at which these
other decentralized technologies are proceeding makes a



decentralized Metaverse seem unlikely, but certainly
possible in the longer term.

How will the Metaverse and physical world
coexist?

There are three basic ways that the Metaverse and physical
worlds will coexist with respect to the products and services
people buy and consume in each—as complements,
substitutes, or (largely) independent. Let us start with
complements.

By definition, two products (or services) are complements
if a decrease in the price of one increases the demand for
the other.*! Put another way, two products are complements
if consumption of one increases the appeal/value of the
other. A classic example is beer and pretzels; for many
people, a beer is more enjoyable when consumed with
pretzels and vice versa.

During the early stages of the Metaverse, firms began
identifying and building out products and services in the
Metaverse that are complements to existing physical world
counterparts. For example, McDonald’s has indicated that
they are in the process of developing “virtual restaurants,”
and plan to sell virtual goods (such as branded clothing
items for Metaverse avatars) within the Metaverse.*? These
virtual restaurants would offer users the opportunity to
place a McDonald’s order in the Metaverse which would
then be prepared by a brick-and-mortar restaurant and
delivered to their location in the physical world.*®> Hence,
McDonald’s early Metaverse business strategy involves
complementary products and services, as they are



dependent on the real-world McDonald’s business
operations.

As another example, the popular gaming platform, Roblox,
has generated sponsorships and advertising opportunities
with brands like Nike and Gucci.** Nike sponsored the
creation of “Nikeland” within the Roblox platform, which
leaders at the company have said could be a way to test
new products and enhance brand recognition.*>

Through these and other complements in the Metaverse,
consumers also get greater value from their physical world
counterparts. Perhaps one of the clearest examples of the
benefits of complementary Metaverse products and services
has already started to manifest in education products.*® For
example, students may find an in-person course on Greek
history valuable, and, separately, they may find an
immersive Metaverse experience in ancient Greece
valuable. However, they may find the combination to be
even more valuable than the sum of the two parts; the
course is more valuable with the immersive experience, and
the immersive experience is more valuable in conjunction
with the course.

Two products (or services) are substitutes if an increase in
the price of one increases the demand for the other.*’
Conceptually, two products are substitutes if consumers
tend to buy one or the other for a given purpose. For
example, we might think of coffee and tea as substitutes,
where consumers are seeking a warm drink and will choose
only one or the other; they buy coffee instead of tea and
vice versa.

Substitution between the Metaverse and the physical
world is a natural extension to online/offline substitution
(i.e., substitution between products in the physical world



and online) that was first identified in the early days of the
Internet.*® For example, computer manufacturers, such as
Dell and Gateway, began offering customizable computers
online, which competed with in-store computers produced
by HP and others.*®

As Metaverse technology develops, a new set of
consumption choices becomes available to the average
consumer. Consumers now have the option between certain
physical world experiences, as well as the option to
experience some of those activities in a virtual world. For
example, an individual might be deciding between going to
see a movie or going on a hike. Before immersive Metaverse
technology emerged, the only option was to experience
these things in the physical world. However, now with the
advent of this new technology (particularly in the VR space),
this individual could also choose whether (s)he would prefer
to watch that movie in VR in the Metaverse, or whether
(s)he might prefer to take a hike in the Swiss Alps using a
VR headset.

Thinking more broadly, all of us have our own preferences
over various products and services (including experiences)
that we can consume in the real world or the virtual world;
these preferences guide the purchases we make.”° Much
like your choice of what to eat for lunch, fundamental
economic principles tell us that you will choose whether to
consume in the real world or the Metaverse based upon
what option(s) you prefer most, considering everything
including prices. Introducing substitutes can make people
better off, not just from competition lowering prices but also
enhancement in choice.

In the earliest onset of Metaverse technology, we can
observe the popularity of certain Metaverse products and
see the emergence of real-world substitutes over time. For



example, some of the most popular early innovations from
Metaverse technology are gaming platforms, and individuals
have shown a particular propensity to shift gaming
entertainment consumption to the Metaverse.”! Another
example of an emerging substitute is movie watching. The
immersive capabilities of VR and AR headsets have the
potential to revolutionize the movie industry. In contrast to
watching a move in the cinema or on a TV screen, VR/AR
technologies enable users to “feel as though they are truly
present in a virtual environment, [which] creates a sense of
presence and immersion that can stimulate the senses and
trick the brain into believing that what they are
experiencing is real.”? There is also potential for consumers
to switch to the Metaverse for product demonstrations
(demos). Before the advancement of Internet technology, a
consumer needed to go to the store to view or try the
product before purchasing, no matter if it was a new jacket,
new furniture, or an apartment. The Internet has already
revolutionized the market, but the Metaverse could take it
further. VR/AR technologies will create more realistic 3D
models, and thus a more interactive experience.”3 Imagine
being able to tour an apartment from thousands of miles
away, yet as if you were in the room.

We conclude by noting ways that the Metaverse likely will
expand consumption, with new products that aren’t clear
complements or substitutes for existing physical world
products (hence being largely independent). That is not to
say that no substitution will occur. If consumers start
spending more time and money in and on the Metaverse, it
must come from somewhere—time spent doing other things
and money spent (or possibly saved) on other products.
However, for some products, this shifting of time and money
to consume them in the Metaverse doesn’'t come at the



expense of any obvious substitute(s). In addition, to the
extent that Metaverse products compete well with physical
world products, such competition can drive prices down,
leaving consumers with more purchasing power to buy
additional products in the Metaverse, but not at the expense
of any physical world substitute(s).

Much of the novelty in Metaverse products will come from
the immersion—often visual—into digital spaces. For
example, running around as a virtual gorilla in the popular
game “Gorilla Tag” involves an immersive visual experience
both in terms of how you see yourself and how you see your
movements translate into what you see. Such a product
does not have a clear real-world substitute. Another related
example concerns 3D maps. In particular, software
developers have gained access to Google Earth’s 3D maps,
which marks another step closer to an Earth VR app for
standalone VR headsets.”* Such a development will bring
consumers more immersive experiences, allowing them to
see “a Sim City view of the real world,”>> which again has
no clear, real-world substitute. This will open the market for
both navigation services and video gaming.

As one more potentially highly consequential example,
consider surgery tools. VR and AR technologies can be used
both before and during surgery. In fact, Stanford Medicine
already has been using a new software system to create a
3D model of brains that physicians can see and manipulate.
As the head of the Stanford Neurosurgical Simulation Lab
put it, “It's a window into the brain.”>® Much more than just
a new way to stimulate the senses, these technologies have
the potential to save lives in ways for which there aren’t any
clear, real-world substitutes.



3
SPEECH AND
EXPRESSION IN THE
METAVERSE

Free speech isn’t just about speaking. It is also about listening.
~Tim Cook, Apple CEO'

The Metaverse could grow into a vibrant platform for
creative expression. As some technologists describe, the
Metaverse will allow users to craft immersive experiences,
collaborate in virtual workspaces, and host virtual events.
However, the same freedom that allows for boundless
creativity also opens the door to potential misuse. Imagine
stumbling into a virtual comedy club where performers
blindside an unsuspecting audience—including children—
with explicit content.

Picture a political rally gone wrong in virtual reality - what
starts as passionate debate descends into a mob of avatars
attacking each other. Unlike Twitter fights, these
confrontations might feel viscerally real. When does heated
political theater cross the line into harassment? Should
virtual crowds have the same right to assembly as physical
ones?



We can’t eliminate all risks from virtual interactions, just
as we can’'t make physical spaces completely safe. But we
can think carefully about designing virtual spaces that
encourage healthy discourse while protecting users from
genuine harm. In this chapter, we’ll learn, perhaps
unsurprisingly, tha existing laws aren’t well suited to
address such problems. The law is rooted in physical reality,
where the lines between speech and action, between real
and pretend, between public spaces and private ones, are
clear. The Metaverse blurs all these boundaries.

What opportunities and challenges does
the Metaverse present regarding speech
and personal expression?

The Metaverse transforms how we express ourselves by
offering three key innovations: immersive environments that
can make digital interactions feel physically real,
customizable avatars through which we can control how
others perceive us, and virtual spaces that influence where
and how we gather. Each of these elements reshapes the
boundaries of human expression. Let’'s begin by exploring
the concept of immersion.

Immersion in virtual reality is the sensation of being
physically present in a virtual world. The sensation is more
than merely seeing an environment in 3D—it’s a more
holistic experience that leads one to feel on a more visceral
level that they are somewhere else. You are fully aware on
an intellectual level that what you’re experiencing is an
illusion, and yet the technical details seem to fade away
when you move within a virtual space where everything you



see matches your movements perfectly.”? Sound deepens
the deception. Recent advancements in spatial audio allow
users to perceive sound direction and distance with startling
realism.®> Imagine playing a round of virtual mini golf with
your friends, and being able to participate in a group
discussion where you can turn your head to focus on
different speakers—just as you would in the real world.

Perhaps the most intriguing aspect of immersion is the
phenomenon of “embodiment" - a sort of deep mind-body
connection that some users of virtual reality have reported
experiencing.” Embodiment occurs when your virtual body
feels like "you" - virtual limbs move with the same
instinctive grace as physical ones, and actions flow as
naturally as they do in the physical world. This can make VR
experiences more engaging for users and, as a result, more
successful for Metaverse companies.

The power of immersion is a double-edged sword,
however. The same factors that make it more compelling
than traditional social media or gaming experiences can
amplify negative encounters.” When harassment occurs in
VR environments - as recently reported in several troubling
incidents within Meta’s Horizon Venues 00 the impact might
be even more profound than similar behavior on social
media or gaming platforms.® The visceral nature of VR
means that verbal abuse and hostile behavior can inflict
genuine psuchological harm, particularly to female users,
who have sometimes resorted to concealing their identities
to avoid harassment.” This heightened emotional impact of
harassment has unsurprisngly deterred user engagement in
early Metaverse spaces. For the Metaverse to thrive, it must
feel safe.8,”



Meta’s reponse reveals what a tough problem this is. Their
new “personal boundaries” feature allows users to create an
invisible force-field that renders other avatars mute and at
arm’s length. While this measure offers some welcome
protection, it places the burden of safety onto potential
victims. Rather than addressing why some users choose to
harass others in virtual spaces, this approach asks the
targets of harassment to maintain vigilance.

The challenges of immersion extend beyond managing
direct harassment. The immersive and embodied nature of
the Metaverse also introduces a risk of psychological
manipulation.’? Recent studies suggest that the immersive
nature of the Metaverse, combined with the possible ability
to track wusers’ emotions and behaviors, could lead
Metaverse users or other designers of Metaverse
environments to influence the way users think.'* This could
include, for instance, making users more susceptible to
persuasive ads, political propaganda, or disinformation
Imagine an Al system that learns which emotional buttons
to push, adjusting how it persuades users moment by
moment.'? To prevent these forms of harm, content
moderation is essential and will be discussed later in the
chapter.

Yet, for all its potential risks, immersion also offers unique
and powerful benefits that go beyond simply making the
Metaverse more fun. Research has shown that virtual reality
experiences can significantly enhance empathy toward
vulnerable groups—something that the non-immersive
world of social media has been noticeably lacking.!® By
allowing users to virtually “walk in someone else’s shoes,”
VR experiences about refugees, for example, have
demonstrated a remarkable ability to increase



understanding and compassion. This  empathetic
connection, facilitated by the immersive nature of VR, holds
immense potential for bridging divides and fostering a more
understanding society.

VR is also transforming the treatment of Post-Traumatic
Stress Disorder (PTSD). By creating controlled, immersive
environments  customized to individual  traumatic
experiences, therapists can help patients confront and
process their trauma in ways that were previously
impossible. The visceral nature of VR - presented earlier as
a source of liability - can actually optimize some kinds of
mental health treatments.'* The technology has also proved
effective in dreating dementia. Elderly patients can step into
versions of their past lives - perhaps the street they grew up
on, or the dance hall where they met their spouse. These
kinds of journeys, which are called “reminiscence therapy,”
have been used as a kind of virtual time travel with
beneficial outcomes.*”

Immersion could also make education in the Metaverse
more compelling and effective than in offline
environments.'® In a series of aspirational ads, Meta has
suggested history classes where students can walk through
accurate recreations of ancient cities and science lessons
where complex molecular structures can be manipulated by
hand.!” The potential for more engaging, effective, and
memorable learning experiences seems immense.

As online spaces become more immersive, avatars—
virtual representations of users, explored in Chapter 5—are
growing as mediums for identity exploration and self-
expression. Unlike static profile images, avatars are
dynamic, detailed, expressive stand-ins that influence both
how users are perceived and how they perceive themselves.



As with immersion, this aspect of the Metaverse carries risks
and potential benefits.'®

When people create avatars, they often reveal parts of
themselves they keep hidden in physical life. Studies
indicate that the process designing an avatar can be a
creative way for some people to share their experiences -
like making a kind of mask that reflects parts of who they
are.'® More fascinating still is how these digital selves loop
back to influence their creators. People who inhabit
confident avatars begin standing taller in real life.As one
author has explained, “[as] an extended self, the avatar-
persona becomes interwoven with how we think of
ourselves—it is both object (mine) and me.”2% Avatars, thus,
may become more than just digital representations; they
could be extensions of the self that mold how individuals
see themselves and act.

Nonhuman avatars could enhance speech and expression
even more. Imagine being able to represent yourself as a
geometric form, or a being made of pure light. In the
Metaverse, one could even change how their voice sounds
to others. Physical markers like race, age, and gender might
fade into the background. Some experts believe that
nonhuman avatars can enable users to focus on intellectual
contributions rather than physical appearances. In a way,
this could make the Metaverse more inclusivity.?!

MIT researcher D. Fox Harrell uncovers the quiet
prejudices hidden in avatar design. For instaince, the
developers of a video game or online space may
disasvantage avatars or characters of certain races or
genders. Harrell's solution to these problems is an
experimental platform he calls “Chimera.” Characters within
this system navigate social situations that shift based on



who - or what - they appear to be, Some players discover
what it means to lose privileges they took for granted.
Others find their virtual experiences eerily echoing real-
world challenges they face daily. Through these digital
experiments, Harrell shows how thoughtful design could
help virtual worlds become testing grounds for social
change rather than just recreating society’s blind spots.

Avatars offer a chance for free expression but also harbor
risks, especially with the anonymity they provide in the
Metaverse. This anonymity, while fostering open dialogue,
can unfortunately pave the way for harmful behavior. Unlike
social media that encourages authenticity, the Metaverse
allows users to adopt constantly changing identities. This
flexibility, combined with the Metaverse’s live and
interactive environment, might lead to lowered inhibitions
and the abusive behaviors highlighted previously. The
potential for users to create false identities by altering their
appearance and voice is a potential concern. This could lead
to a surge in verbal abuse or simulated physical attacks. It’s
important to be aware of these risks and take necessary
precautions to prevent such behavior.

The anonymity of Metaverse avatars poses risks that
traditional social media never faced. While Facebook and
LinkedIin push users toward real names and authentic
profiles, the concept of the Metaverse thrives on fluidity -
it's a realm where someone might appear as a dragon-
slayer one moment and a corporate executive the next. This
freedom to shape-shift opens creative possibilities, but also
could embolden bad actors. A user’s voice modulator and
carefully crafted avatar might express their truest self, or
serve as armor for launching verbal assaults. Some users
might slip into their digital skins and find their usual social
constraints melting away, especially in the heat of live



interactions. The distance between typing an angry
comment and screaming at someone could become
surprisingly thin. These aren’t just hypothetical dangers -
early Metaverse platforms already struggle with users who
exploit anonymous identities to harass and intimidate
others.

Fortunately, it might be possible to balance avatars’
benefits with their risks. Implementing a pseudonymous
system where users have consistent but not fully
identifiable personas—like those in online games—shows
great potential. This setup encourages users to develop
characters they grow attached to, investing time and,
possibly, money in their creation. Such investment promotes
responsibility, as actions have real consequences like losing
access to the platform. Studies indicate that pseudonymous
users tend to act more honestly and cautiously, reducing
harmful behaviors.?? By adopting pseudonymity, Metaverse
designers can foster a safer, more accountable online
community, ensuring free expression while curtailing
abuses.

Now let’'s turn to the impact that virtual envronments
might have on speech and expression. Metaverse
environments, which can range from from fantastical
landscapes to realistic simulations, have the potential to
open unprecedented avenues for expression and speech.
Yet, this limitless potential also comes with its own set of
challenges. Privacy, content moderation, and the
psychological impact of these immersive spaces are crucial
considerations.

Digital architecture has the potential to shape human
behavior in ways no website or app ever could.?® Metaverse
spaces can respond to our movements with subtle precision
- footsteps can echo, shadows can shift, and objects can



have weight and presence. Our brains, finding these cues
familiar, may comfortably settle into these artificial worlds.
The accumulation of small and subtle environmental details
can have a profound impact when added together. When
digital objects start casting shadows across your kitchen
table, something shifts in how you think about online space.
You stop being a visitor and start being an inhabitant.

Virtual environments are proving uniquely effective for
people who face challenges with traditional face-to-face
communication. For example, in a recent study involving
children with Autism Spectrum Disorder (ASD), a
collaborative virtual environment (CVE) was used to
promote natural communication and cooperation between
users through interactive games.?* Similarly, virtual
environments have been used for education and support
sessions for individuals with type 2 diabetes, where different
types of support were exchanged, including informational
and emotional support.”> Other studies have shown the
benefits of thoughtfully designed virtual environments in
facilitating interactions among people with chronic illnesses
and children on the autistic spectrum.?® Metaverse
platforms seem particularly good at fostering intimate,
reciprocal communication.?’

Metaverse environments might become canvases for
expression, as illustrated by artist Sebastian Errazuriz’s
protest against augmented reality (AR) commercialization.?®
After Snapchat announced a partnership with sculptor Jeff
Koons to use AR for placing his artworks in famous
landmarks, Errazuriz “graffiti-bombed” the project in
protest. By overlaying graffiti on an AR version of Koons’s
“Balloon Dog” in Central Park, Errazuriz protested what he
called “an augmented reality corporate invasion.” This act



sparked a widespread public debate on virtual rights and
property. It also underscores the evolving challenges of
virtual ownership and expression, highlighting the need for
legal frameworks to adapt to digital realities. Errazuriz’s
protest serves as a pioneering example of virtual expression
and protest that Metaverse environments could enable.

The Metaverse holds boundless potential for creativity,
communication, and self-exploration. Yet, navigating its
opportunities requires addressing inherent risks with
foresight and care. Metaverse platform operators will need
to utilize strategies that consider user safety, perhaps by
establishing personal boundaries and encouraging
pseudonymous interactions, as well as the fostering of a
culture of accountability. Moderation practices may also
need to be developed. By embracing these challenges with
care, Metaverse platform designers can unlock the
Metaverse’'s promise for groundbreaking, inclusive
communication and collaboration. The true success of the
Metaverse will hinge on immersion that supports positive
human connections.

Could the Metaverse face the same
content moderation struggles that have
plagued social media platforms?

The Metaverse, with its immersive virtual worlds and real-
time interactions, presents unprecedented challenges for
content moderation.?? Unlike traditional social media, where
monitoring text, photo, and video uploads suffices, the
Metaverse demands oversight of complex, live, multimodal
interactions—from lifelike avatar conversations to simulated



physical touch. This amplifies existing moderation issues
and introduces new ones: How do you moderate a virtual
protest that turns hostile? How about a user who conveys
hate symbols through their avatar? These challenges are
compounded by the Metaverse’'s global nature, where
cultural norms can vary. Moderation has never been as
complex or as crucial.3?

Content moderation will likely become a difficult balancing
act. If moderation is too lenient, Metaverse platforms risk
making harassment commonplace, pushing users away; if
moderation is too strict, the platforms will likely be criticized
for violating wusers’ privacy and ability to express
themselves. Finding the right equilibrium between user
safety and freedom of expression is crucial for the long-term
viability and appeal of Metaverse platforms.

The global nature of the Metaverse introduces significant
challenges in developing universally accepted moderation
policies. Because users from diverse -cultures will be
interacting in shared virtual spaces, creating a one-size-fits-
all set of rules becomes increasingly complex. Moderators
will need to navigate the nuances of cross-cultural
communication, often facilitated by real-time translation
technologies, adding another layer of complexity to their
task.>!

For example, a gesture considered friendly in one culture
might be offensive in another. Humor and sarcasm, already
difficult to moderate in text-based communication, become
even more challenging when expressed through avatars in a
3D space. Moderators will need to be culturally
knowledgeable. This could mean that Metaverse providers
will need to employ a culturally diverse, global team of
moderators to effectively manage these cross-cultural
interactions.3?



As discussed earlier in this chapter, Metaverse
technologies, such as lifelike avatars, haptic feedback, and
spatial audio, create deeply immersive experiences.>3
However, these technologies also increase both the
volume and types of content requiring moderation. The
ability to simulate physical touch, for instance, introduces
entirely new categories of potential misuse that moderators
must be prepared to address.

Consider the implications of haptic technology that allows
users to “feel” virtual objects or even other avatars. How
does one moderate unwanted or inappropriate “touch” in a
virtual space? What about the use of spatial audio to
whisper harassing comments that only the target can hear?
These scenarios present uniqgue challenges that go beyond
traditional content moderation.

Moderation could be further complicated by the fact that
not all interactions in the Metaverse will be necessarily
saved or recorded. If so, this transient aspect of virtual
interactions would be a key difference from traditional social
media. In traditional online settings, moderators can
retrospectively review and address content; but in the
Metaverse, many exchanges might effectively vanish before
they can be evaluated.®* This suggests that real-time
moderation won’t just be preferable, but will in fact be the
only viable option for effective oversight.

This transience raises important questions: How can
platforms ensure user safety in real time without infringing
on privacy? What technologies or strategies can be
employed to detect and address harmful behavior as it
occurs, rather than after the fact? (Spatial audio in virtual
environments could restrict moderators from hearing all
nearby conversations, and the vastness of virtual worlds
limits their visual oversight3°). Some experts have posited



that these challenges may border on the impossible, given
the volume and complexity of these interactions.

Al-driven content moderation is a possible solution.3°
However, while adept at real-time interception of harmful
content, Al often struggles with contextual understanding.>’
Consequently, humans might need to remain in the
moderation loop.

This points to yet another question: who should have the
power to moderate content in these virtual worlds? For the
past two decades, a handful of companies in Silicon Valley
have played this role across social media, drawing all the
blueprints for what can be said and shared online. This
centralized approach gave us consistency, but at a price -
local communities often found their needs overlooked by
distant decision-makers. There’'s another way to do this,
though. Moderation could be managed in a decentralized
fashion by users themselves.?® This approach - embodied
today by "the Fediverse" - raises complex challenges of its
own, though: When every community can set its own rules,
how do we prevent our digital world from fracturing into
isolated enclaves? How do we balance local autonomy with
the need for some universal standards? The answer might
not lie in choosing between centralization and
decentralization, but in understanding how to blend them
effectively - much as physical cities function through a
complex interplay of local councils and central authorities,
perhaps the Metaverse needs a similar balance to preserve
both community autonomy and collective safety.

Yet another challenge will be balancing universal content
policies with diverse cultural norms and legal frameworks
globally. This will be critical to maintaining inclusive spaces
that enable cultural exchange. A risk in this area will be
avoiding a “lowest common denominator effect” in



moderation policies, which could either limit expression or
lead to fragmented standards.

When people meet in the Metaverse, they leave
geography behind but bring their legal systems with them.
Picture a virtual gallery opening where visitors arrive from
Tokyo, Sao Paulo, and Berlin - each under different laws
about privacy, speech, and digital rights. These overlapping
jurisdictions raise questions about how global virtual spaces
can respect and follow local laws. Answers might come from
unexpected places: cross-border telemedicine platforms
have already pioneered ways to navigate different national
regulations while maintaining consistent care standards.
Their success suggests that the Metaverse could embrace
both local governance and shared international principles,
rather than forcing a choice between them.>?

Ultimately, handling content moderation in the Metaverse
will probably require collaboration between the people and
institutions in power. Platform creators will need to refine
their moderation methods to balance freedom of expression
with harm reduction. The newness of these challenges also
necessitates government involvement to provide legal
guidance and guide moderation standards. Ideally,
advocacy groups, tech experts, legal scholars, and users
themselves will also have the ability to shape Metaverse
policies by offering insights. When these kinds of groups
work together - as we’ve seen in successful online gaming
communities - they create spaces that protect free
expression while keeping users safe from harassment and
harm. The Metaverse's success may depend less on
breakthrough technology than on this kind of thoughtful
collaboration.



Is the legal system ready for speech and
expression in the Metaverse?

The Metaverse integrates digital, augmented, and physical
worlds to create immersive, interconnected virtual
environments for activities from fantasy gaming to remote
work. As these spaces evolve, lawmakers will likely struggle
to address speech and expression, especially regarding
copyright, trademarks, privacy rules, and access for people
with disabilities. For example, will virtual world developers
have the right to censor residents’ speech or avatar
expression? While the goals of current laws will remain
relevant, their specifics will need rethinking and adapting to
prevent harm and protect rights in these new realities. Let’s
explore potential legal impacts and modernizations that will
be needed.

Copyright and trademark

In the Metaverse, the fusion of creativity, expression, and
technology blurs the lines of conventional copyright law.
Imagine a scenario where a user recreates a scene from a
copyrighted movie in a virtual world. This act prompts vital
questions about permitted forms of expression and how
copyright laws apply in digital spaces.

“Fixedness” is a key principle of copyright law, requiring
that a protected work be captured in a stable, tangible form
allowing it to be perceived, reproduced, or shared.*® While
traditional mediums for fixed works include paper, canvas,
film, and audio recordings, digital creations in virtual realms
often remain fluid and changing. For instance, an interactive
virtual sculpture could alter itself indefinitely, never existing



in one fixed state. Can such mutable, interactive digital
works still meet fixedness criteria for copyright protection?
This sort of question may necessitate rethinking what forms
of digital expression should qualify as “fixed” works.

Trademark concerns also enter uncharted territory in the
Metaverse.*! Trademarks traditionally protect brand identity
in the context of “use in commerce.”*? This term implies
that a mark must be used in commercial sales or advertising
goods or services to qualify for trademark protection. The
focus is on using the mark in the marketplace to identify the
source of a product or service, thereby preventing consumer
confusion. The Metaverse, however, blurs the lines between
commercial and noncommercial use. Is a virtual avatar’s use
of a trademarked logo, without any transaction or traditional
commercial activity, considered “use in commerce”? This
ambiguity challenges the application of trademark law,
necessitating a nuanced understanding of commerce in
digital and non-physical spaces.

Consequently, celebrities like Rihanna, Snoop Dogg, and
Miley Cyrus are now filing trademarks to protect their
brands in the emerging digital world of the Metaverse.*3
This trend signals that they view these interactive,
immersive virtual spaces as a major future market to sell
products, market services, and engage with fans. By
establishing trademark rights early on, these stars can
license their brands for virtual goods, claim royalties from
Metaverse concerts and events, or create exclusive social
spaces—essentially staking their claim in a new digital
frontier.

First Amendment law



The First Amendment shapes how Americans understand
their right to speak freely, but it was written for a world of
town squares and street corners - not virtual realms.*> While
it stops the government from silencing citizens or favoring
certain religions,** it says little about what user speech
Facebook, Twitter, or Metaverse platforms must publish. This
creates a paradox: when you step into a virtual world, it
feels like entering a public space. You might meet friends,
debate politics, or join a protest rally - just as you would in a
physical town square. But these digital spaces, despite their
public atmosphere, are more like privately owned shopping
malls than public parks. As a result, they are not subject to
the same rules regarding freedom of speech. It is
understandable that some social media users have been
confused by this. After all, what's the difference between
gathering in a town square and gathering in virtual reality?
Legally, the difference is everything - even if these private
platforms have become our new public squares.*®

As these platforms become more powerful, could they
become mini governments bound by laws like the First
Amendment’s protection of free speech? We are still
determining how this might happen or how it would change
what content is allowed on the platforms. Additionally, how
do we balance the rights of Metaverse companies to control
their spaces with the rights of users to speak freely? This
might mean finding new ways for users to have a say in the
rules and how content is handled. Finally, as the Metaverse
blurs the line between virtual and real life, we might have to
change how we think of public and private spaces. This has
significant consequences for managing what people can say
and do in these virtual worlds.



Criminal law and tort law

Criminal law aims to deter harmful behaviors threatening
society through penalties targeting offenders. However, this
body of law was developed to address problems in the real
world rather than in virtual spaces. As a result, the legal
framework might need to adequately recognize new forms
of harm possible in the Metaverse. For instance,
personalized avatars could enable anonymous users to
harass others by using extremely abusive speech. Targets
might experience nightmares, panic attacks, or withdraw
socially after the incidents. However, some legal experts
debate whether emotional distress merits criminalization
when resulting from “just words” in a digital realm.*’
Determining quilt could also be complicated if offenders
come from jurisdictions where verbal attacks do not
constitute crimes. How should conflicting cultural
perspectives be addressed regarding conduct expectations
and punishments in shared virtual environments that are
accessible globally?

Cyberbullying and stalking raise similar challenges. Does
criminal law apply if users repeatedly threaten and stalk
avatar representations of real individuals?*® Supporters
emphasize that harassment targeting embodied digital
personas carries similar emotional impact and post-
traumatic symptoms as equivalent physical offenses.*? Yet
opponents counter that anonymity makes threats in virtual
settings appear less credible. Like criminal law, tort law
frameworks dealing with private harms and disputes, like
negligence or defamation, grapple with the Metaverse’s
advent. For instance, expert consensus indicates prolonged
immersion in virtual realities could produce physical injuries
such as eye strain or repetitive motion symptoms. Should



liability apply if device makers fail to warn users sufficiently
or design with reasonable safety precautions suited to
extended use? Additionally, in interactions between avatars
within virtual worlds, expectations around reasonable
conduct are undefined—what constitutes negligence? If a
user left a virtual trap negligently activated, resulting in
emotional distress for an unsuspecting victim, what
standards determine the appropriate duty of care or injury
compensation, given the acts produced no direct bodily
harm? Courts have yet to address such questions,
necessitating evolution in principles as technology reshapes
human experiences of place, embodiment, and harm
outside the constraints of physical reality.

Consumer protection law

Imagine browsing a virtual dealership showing an
augmented view of a car model. Sleek curves glisten as
embedded videos tout blazing acceleration and agile
handling. You purchase the digitally layered vehicle
confident in the promised performance capacities. But upon
receiving the physical version, you find a lackluster sedan
straining up hills and leaning sharply around turns. Does
manipulated marketing in the Metaverse qualify as false
advertising when coins get collected? Consumer protection
laws shield shoppers from deceptive practices by
businesses seeking profit through fraud. If products exist
purely digitally, do they fall outside of definitions and
protections for tangible goods that Metaverse users might
expect?

Child protection



Laws safeguarding children from inappropriate content and
conduct face complex questions as virtual interaction
advances. Metaverse platforms allow users to inhabit
immersive, persistent digital spaces through avatars. Here,
the potential for minors to encounter mature themes raises
concerns.

Traditionally, child protection regulations concentrated on
television and print media with centralized distribution
amenable to oversight.°° By contrast, the Metaverse’s
decentralized, user-generated ecosystem poses novel
challenges. The anonymity afforded by avatar identities and
vast interconnected virtual terrain impedes monitoring what
minors access. The global user base strains consistent
enforcement across jurisdictions when content deemed
inappropriate in some countries remains permissible in
others.

Another quandary regards the immersive medium’s
psychological influence. Research confirms interactive
media’s amplified emotional impact relative to passive
viewing, signaling heightened harm risks for minors from
disturbing immersive online content.>! Yet current legal
paradigms overlook this. Determining accountability also
grows complicated as users generate a lot of content.

Defamation law

When someone spreads lies about you at work or in your
community, defamation law offers clear protections. But
what happens when those lies come from a cartoon avatar
in a virtual world? The Metaverse muddles our traditional
understanding of reputation and harm. An anonymous user
hiding behind a digital mask might spread damaging rumors



about your virtual gallery opening or business venture,
affecting both your virtual and real-world reputation. Yet
proving who they are - or measuring the real damage
they’'ve caused - becomes far more complex than in the
physical world.

In the physical world, defamation cases follow clear
geographic rules - if someone libels you in Cincinnati, Ohio
law applies. But where exactly does a defamatory statement
"happen" in the Metaverse? If a user in Tokyo damages the
reputation of a virtual shop owner from Sao Paulo inside a
virtual mall hosted on servers in Ireland, which country’s
laws apply? The borderless nature of virtual worlds
scrambles our traditional legal maps.

The future of reputation in virtual worlds won’t be shaped
by technology alone, but by how we adapt our legal
protections to these new spaces. Just as early internet law
evolved to handle email scams and cyberbullying, our
defamation laws must now catch up to a world where
reputation spans both physical and virtual realms.

The Metaverse isn’t just another social network - it's a
fundamental shift in how we gather, speak, and interact
online. Social media services have long strugged to
moderate content, where interactions are largely photos,
videos, and text. Now imagine moderating a virtual protest
where thousands of avatars gather in real-time, each
capable of broadcasting speech, images, and gestures
simultaneously. Our current legal system wasn’t built for a
world where someone’s virtual self might be as valuable as
their physical assets, or where "location" of speech becomes
meaningless. The Metaverse’s architects face a critical
choice: either adapt old speech rules to new spaces, or build
fresh frameworks that appreciate both the power and peril
of immersive communication. This choice will determine



whether the Metaverse becomes a vibrant public square or
a chaotic free-for-all.



4
SECURING THE
METAVERSE

Cybersecurity failures have become an all-too-common
occurrence in twenty-first century life, impacting firms,
governments, and ultimately people worldwide who become
victims of identity theft and ransomware. In 2021, for
example, multinational firms averaged $13 million annually
in cybersecurity costs, which was nearly double the
spending from 2020.! Smaller firms are also being hit, with
the average cost of a data breach nearing $5 million by
2023.% Indeed, this is mirrored by cybersecurity spending at
ventures with fewer than 10 employees, increasing almost
ten-fold annually between 2020 and 2021 to over $12,300
dollars.? Globally, McKinsey estimates that organizations are
spending more than $150 billion annually on cybersecurity,
but that by 2035 total losses may exceed $10 trillion.*

But as we think about securing the Metaverse and any
persistent, immersive, virtual world, we should consider that
this is just one aspect of a larger set of problems introduced
here but discussed further in Chapters 5 and 6 (identity and
privacy, respectively). This is especially the case given that
hacking may be thought of, more broadly, according to the
cybersecurity guru Bruce Schneier, as “an activity allowed



by the system that subverts the goal or intent of the
system.”” In other words, there are more ways to hack a
system than by using an exploit such as a cyber attack to
take advantage of a vulnerability and cause a data breach.
As we will see in this chapter, in some ways, that is the
most straightforward security challenge that the Metaverse
faces.

We begin by exploring lessons from notable cybersecurity
failures in the history of the Internet before moving on to
consider to what extent the Metaverse makes these security
challenges worse, and what consumers—and businesses—
can do about it.

What lessons should we learn from
cybersecurity failures on the Internet as
we look to the Metaverse?

Hacking is far older than the Internet. In fact, the term
“hack” does not even originate in the computer context, but
rather may be traced to MIT's fabled Tech Model Railroad
Club circa 1961 when members hacked their high-tech train
sets to modify their functions.® As Walter Isaacson noted in
The Innovators, the members “embraced the term hacker
with pride. It connoted both technical virtuosity and
playfulness.”’ Under this framing, there have been a variety
of notable hackers throughout history, such as the
Comptroller General of the Vichy French Army, René
Carmille, who in 1940, was an early “punch card computer
expert” and took it upon himself to reprogram the punch
card machines to slow down the processing. He thus
delayed the Nazis’ plans and saved countless lives in the



process.® Others are the early “phreaks,” such as by Joe
Engressia who, starting in 1957, used whistles at a
particular pitch to fool AT&T's systems to get free, long-
distance calling.”

Although the first Internet worm, called Creeper, had been
developed in the 1970s,'!° the modern connotation of
“hacking” in the cybersecurity context became firmly
established by the 1980s, with blockbusters like Wargames
helping to instill the idea in the popular imagination.!!
Despite this, even by the late 1980s, confusion abounded.
Consider the acts of Robert Tappan Morris (son of the
famous cryptographer Robert Morris, Sr.) who, as a 20-
something graduate student at Cornell in 1988, wanted to
know how big the Internet was—that is, how many devices
were connected to it.'? He launched a program to aid his
study and, in the process, unintentionally created one of the
most damaging worms to that point.!? By the time it was
stopped, some three days after its launch, tens of thousands
of systems had been infected, and hundreds of thousands of
dollars in aggregated costs had been amassed, leading to it
being called the “first significant cyber attack” in history.'*
Still, reporters were rather new at covering such an episode,
and a few asked whether people could catch the computer
infection as though it were the flu.'>

At its most basic level, the Internet is composed of a
series of cables, computers, and routers.'® Innocent or
malicious hardware flaws, along with design decisions, in
this physical infrastructure can give rise to myriad
vulnerabilities. These take many forms, including spyware,
viruses, worms, Trojan horses, and distributed denial of
service (DDoS) attacks.!’ There is no panacea for dealing
with these challenges. At best, these cyber risks can be



managed by deploying a range of frameworks and
standards, from specific controls such as multi-factor
authentication (the annoying text messages and emails that
are used to confirm your identity) to concepts such as zero
trust security.®

Trust in the context of computer networks refers to
systems that allow people or other computers access with
little or no verification of who they are and whether they are
authorized to have access. Zero trust, then, is a security
model that takes for granted that threats are omnipresent
inside and outside networks; in other words, why bother
locking the door if the burglar is already inside the house?*®
Zero trust instead relies on continuous verification via
information from multiple sources. In doing so, this
approach assumes the inevitability of a data breach. Instead
of focusing exclusively on preventing breaches, zero trust
security ensures instead that damage is limited and that the
system is resilient and can quickly recover. Using the public
health analogy, a zero trust approach to cybersecurity
assumes that an infection is only a cough—or, in this case, a
click—away and focuses on building an immune system
capable of dealing with whatever novel virus may come
along. If zero trust security were widespread, the
ransomware epidemic would be far less threatening.

But there are at least four main challenges to achieving
zero trust security. First, legacy systems and infrastructure
are often impossible to upgrade to zero trust. Achieving zero
trust security requires a layered defense, which involves
building multiple layers of security, not unlike a stack of
Swiss cheese. But this is challenging in systems that were
not built with this goal in mind because it requires
independent verification at every layer.?? Second, even if it
is possible to upgrade, it's going to be expensive. Simply



put, it's not easy, it's time-consuming, and it's potentially
very disruptive to redesign and redeploy systems—
especially if they are custom-made. In persistent, immersive
realities, such as the Metaverse, such system downtime
would be especially noticeable.

Third, peer-to-peer technologies, like computers running
Windows 10 on a local network, run counter to zero trust
because they rely mostly on passwords—not real-time,
multi-factor authentication. Passwords can be cracked by
computers rapidly checking many possible passwords—so-
called, brute-force attacks. This makes it all the more
important in the Metaverse context to require strong
passwords and enable multi-factor by default.?! Fourth,
migrating an organization’s information systems from in-
house computers to cloud services can boost zero trust, but
only if it's done right. This calls for creating new applications
in the cloud rather than simply moving existing applications,
including those related to the Metaverse, into the cloud.

These issues underscore the fact that creating a zero trust
environment, either in the Metaverse or a more traditional
network, is no easy feat. Facebook’s challenges in this area
underscore this point. It is well known that the firm was hit
with one of the biggest fines in the history of the US Federal
Trade Commission (FTC). The FTC cited lax cybersecurity
efforts and involvement in the Cambridge Analytica scandal
in which the private information of more than 50 million
Facebook users was harvested to influence the behavior of
US voters.?? Since that decision, Facebook (now Meta) may
have taken corrective measures; nonetheless, the scandal
broadly highlights challenges in determining which
company(ies) to trust with fashioning an immersive reality
experience for millions and which will treat user



cybersecurity and privacy as its corporate social
responsibility.?>

Focusing on the Metaverse in particular, a range of
cybersecurity vulnerabilities are glaring. These include
challenges of phishing, supply chain attacks, and fake
identities (a topic that is discussed further below).?* In
particular, cybersecurity measures are needed in the
Metaverse to help safeguard non-fungible tokens (NFTs),
which are built on blockchain technology. The tamper-proof
power of blockchains—so long as no single entity controls
more than 50% of the computing power on the network—is
powerful given the extent to which cryptographic principles,
which are designed for information security, are also
“paradoxically . . . a tool for open dealing.”?> Further, the
smart contracts that enable NFTs can be vulnerable to
hacks, leading to some $70 million in reported losses.?®
Plus, there’s the larger issue that the platforms are the
ultimate owners of NFTs and other virtual assets on their
platforms through an examination of their terms of
service.’’

As discussed further in Chapter 8, the rise of generative Al
will also make cybersecurity in the Metaverse that much
more problematic given that it is an environment ripe for
abuse, including with regard to disinformation and deep
fakes. More robust visualization techniques could help
address some of these cybersecurity concerns,?® as would
hardware engineered with security in mind from the
outset.”?  Similarly,  encryption and  multi-factor
authentication is just as important in the Metaverse as on
the Internet.>® Dedicated security frameworks and
initiatives tailored to the unique threats posed by the
Metaverse would also be instrumental in making meaningful



progress toward addressing these threats, which could be
modeled on Center for Internet Security (CIS) controls, the
National Institute for Standards and Technology (NIST)
cybersecurity and privacy efforts, or the International
Standards Organization (I1SO). Industry could also
collaborate, as is already happening in the Al context, to
instill cybersecurity norms in the same vein as the Siemens
Charter of Trust and the Cybersecurity Tech Accord. But
these will not solve the cybersecurity woes facing the
Metaverse, which will only continue to evolve as we live
more of our personal and professional lives online.

If we live more of our lives online in
persistent virtual communities, aren’t we
just making ourselves more likely to be
targeted by cyber criminals?

If you’'ve never done it before, it's worth trying an
experiment—download the data that a major platform like
Google, or Facebook, has amassed on you over the years.
It's (relatively) easy to do so.>! One of the authors did so in
2023 and found some surprising results. For example,
unless you opt out, Google tracks the apps you use, your
location history, and your search and YouTube viewing
history.3? Facebook tracks your likes, networks, location, and
potentially much more, and here’s the kicker—even if you
don’t have a Facebook account, you may still have a
“shadow” profile if your friends use the service.?? Such
tactics are par for the course in the United States, which
does not have omnibus privacy protections, like Europe and
much of the rest of the developed world, though an



increasing number of states are starting to change that with
more comprehensive state-level laws.3*

Privacy is addressed further in Chapter 6 but, suffice it to
say, such patchwork protections likely are driven, at least in
part, by user acquiescence on the topic. For example,
according to Pew data from 2018, even as 88% of US
respondents aged 18-29 and 78% of those aged 30-49 use
social media, only 9% of these users said that they were
“very confident” that the firms would adequately safeguard
their data.?>> What is more, 62% of Americans believed that
it was not possible to go about their daily lives without
having their data collected, while more than 80% felt that
they had little to no control over how their data was used
and shared.3°

Such user discontent is, in many ways, unsurprising. By
one estimate from the Privacy Rights Clearinghouse in 2022,
there were more than 540 data brokerages operating in the
United States alone that are in the business of repackaging
private data on millions of Americans and reselling it to the
highest bidder.?” The US FTC estimates that each such
broker has on average more than 3,000 “data segments” for
the average US consumer that can range from shopping
habits and purchase history to phone numbers and home
and email addresses.>® We contribute to this digital footprint
oftentimes without even realizing it. But every click, Yelp or
Airbnb review, posted comment on your local newspaper’s
site, and like on a social media site makes your footprint
that much bigger and more valuable to advertisers.3°

Individually, each data profile may not be that lucrative.
The Financial Times has, since 2013, offered a calculator
permitting anyone “to check the worth” of their private
information to shed some light into the opaque data



brokerage industry.*? Although its methodology may not be
ironclad, it does shine a light on how owning a home,
getting married, and having kids raises your value given
your associated spending habits. Nevertheless, individually
it’s quite low; in the case of one author, just forty cents. Yet
although the overall value of this industry is difficult to
calculate (but is likely massive) it has been reported that an
average email address is worth $89 to a brand over time. In
2012, for example, the data brokerage industry posted
some $150 billion in revenue*'—a market total that more
than tripled to some $450 billion by 2022.#2 Collectively, our
data is worth trillions, since it is powering the growth of
some of the largest firms in the world, including Alphabet
and Meta. These firms, simply put, may not exist in their
current forms but for America’s relatively lax approach to
personal privacy protections.

The impacts of the COVID-19 pandemic continue to be felt
in so many ways, including with regard to our data
footprints, with the average amount of data per individual
jumping 150% since the start of lockdowns in 2020.%3 As we
spend more of our lives online, it's increasingly the case
that “all identity is digital identity,” as Eva Velasquez,
president and CEO of the nonprofit Identity Theft Resource
Center, has said.** It is worth noting that, while the
Metaverse may make this problem that much worse by
providing ever more opportunities for data harvesting in a
truly immersive online context, much of the data
aggregated on the average user is the result of public
records: “voter registration rolls, property and court
records.”*> This will not only be a boon to advertisers, but
could also raise the risk—and cost—of data breaches and
resulting identity theft.*® By 2021, the FTC already had



recorded 1.4 million cases of identity theft, which was
double the 2019 number.*’ There’'s also the concern that
the Metaverse could lead to an even greater harvesting of
biometric information that can, in turn, also be repackaged
and sold to companies like Clearview Al, which has scraped
social media sites for images that they have amassed and
turned over to law enforcement and government agencies
to aid in solving crimes.*® So far, there is only a scattering
of state-level laws like lllinois’s Biometric Information
Privacy Act, which requires opt-in consent for recording
someone’s facial image.*® What is more, the proliferation of
Al agents and virtual assets in the Metaverse could make
users more vulnerable to scams and disinformation.>°

It will take a concerted effort, on the part of Metaverse
platform owners and regulators, to improve cybersecurity in
the Metaverse as users spend more time in such an
immersive digital environment. Cyber hygiene training is
vital to help protect potential victims of phishing scams and
avoid the Metaverse becoming a playground for
cybercriminals.”! Mandating multi-factor authentication and
helping users opt out of data collection so as to limit their
digital footprints as much as possible is also critical.”? This
will be challenging in the Metaverse context given the
extent to which the business model is based on
advertising.”> A scene from the Ready Player One movie by
Ernest Cline is telling in this regard, in which a cutthroat
executive tries to make the Metaverse into a marketing
machine by filling the users’ visual field with as many ads as
possible, up to the point at which seizures are induced. Such
worst-case scenarios beg the question of what more
Metaverse users can do to help protect themselves and
their identities in such an immersive environment.



Can the Metaverse ever be secured?

The rapid development of the Metaverse has presented
exciting opportunities for individuals to explore immersive
digital realms and for companies to exploit these prospects.
In the virtual world, social, economic, and cultural activities
are possible in ways comparable to real life, and the number
of Metaverse users has dramatically increased.”* However,
it is important to safeguard your online presence, personal
information, and protect yourself against online harm as
Metaverse crimes such as fraud, theft, harassment, cyber-
bullying, and other forms of online abuse increase,
something we explore further in Chapter 4. After all, more
studies are confirming that harassment in the Metaverse
“can have profound psychological impact[s] similar to real-
life attacks.””> This section surveys some essential
measures for protecting vyourself online and in the
Metaverse and offers practical guidance for maintaining
privacy, securing data, and staying safe.

How do we implement strong security
practices?

Using the Metaverse can expose a user to several attacks,
such as fraudulent messaging, social engineering (including
copycat/imposter websites and social media accounts),
fraudulent emails, fake tech support, and bot-controlled
messaging.”® These fraudulent schemes have been effective
in luring victims to click on malicious links or attachments,
leading them to divulge personal and sensitive
information.”’” In 2022, the server of a metaverse



environment with blockchain-supported transactions was
found to be compromised. Members were messaged about
an exclusive getaway, leading to thousands of digital assets
being drained from the wallets of members who had
interacted with the hackers.”® Other common forms of
attack include malicious airdrops and giveaways where
scammers take advantage of project owners offering their
tokens or NFTs to investors. Scammers trick owners into
clicking malicious links which would ultimately lead to loss
of the victim’s digital assets. In one case, hackers used a
malicious airdrop phishing scam to steal over $1 million
worth of digital assets.”® In another instance, scammers
stole half a million dollars through a phishing campaign that
involved obtaining a user’s seed phrase through social
engineering or copying legitimate websites to gain control
of the victim’'s wallet and digital assets.®® In another
instance, scammers used an ice phishing method by
creating fake websites associated with a metaverse
environment and paid to have their copycat website appear
at the top of search results, thereby tricking unsuspecting
people into connecting their wallets and ultimately giving
hackers access to their metaverse accounts.®!

Implementing strong mechanisms, such as two-factor or
multi-factor authentication, will help prevent these cyber
attacks and scams.®? According to the Cybersecurity and
Infrastructure  Security Agency (CISA), multi-factor
authentication (MFA) is a layered approach to securing
physical and logical access where a system requires a user
to present a combination of two or more different
authenticators to verify a user’s identity for login. MFA
increases security because even if the authenticator is
compromised, unauthorized users will not be able to satisfy



the second authentication request and will not be able to
access the targeted physical space or computer system.®3
Implementing MFA makes it more difficult for threat actors
to gain unauthorized access to a company’s information
systems and facilities, such as remote access technology,
email, and payment systems, even if passwords or personal
identification numbers (PINs) are compromised by phishing
attacks or other means.®® MFA requires both an account
password and a temporary code that is only available on
another device, such as your phone. As a result, hackers
and cybercriminals will not be able to steal your account or
gain access to it unless they have your personal
information, such as your password or phone. Picture a
stack of Swiss cheese—every security method has holes,
but the more layers there are, the harder it is for hackers to
find a way all the way through.

Another security measure to observe while online and in
the Metaverse is the use of strong and unique passwords. A
password manager can help by storing your passwords
securely and generating strong passwords. The problem
with such services is that all your eggs are in one basket, so
when the manager is breached, problems can compound as
occurred when LastPass was compromised in 2022.%°

Staying safe online and in the Metaverse requires
updating security tools and programs. To help fix any
vulnerabilities that hackers could exploit, individuals should
ensure that their data is regularly backed up, the
computer’s software, antivirus, firewalls, and other security
tools are also up to date with the latest security patches.®®
Additionally, using secure and trusted networks and
enforcing security by building continuous awareness into
these networks are smart practices. Platforms will need to



implement visibility and analysis throughout the fabric of
the Metaverse to detect anomalies and uncover nefarious
activities.®’” Access controls are equally essential, whether
risk-based access controls, role-based, discretionary, or
other access control types, depending on the organization
and its users’ needs. These controls should be effective to
ensure that users can determine who they are interacting or
communicating with and whether they want to allow or deny
someone access to applications.®® Another essential tip to
consider is to look at the app permissions and check which
permissions are being requested. Any application that
requires access to data that is not essential to its operation
is a significant red flag.%”

How can we adopt responsible data and
privacy protection practices in the
Metaverse?

Cybersecurity is critical to the success of the Metaverse,
especially given the high propensity for cyber attacks in
these environments. The Metaverse represents a huge
potential threat to data and privacy, as every movement of
our virtual selves can be recorded, analyzed, and potentially
monetized in ways we do not yet fully understand.’”® The
use of augmented reality and virtual reality devices
increases the impact of a data breach, as these devices
collect copious amounts of personal information and user
data, thereby increasing the likelihood of being hacked and
cyber attacks.”! When users wear devices like VR headsets,
organizations can collect data such as their head, eye
movements, or voice, “meaning, within a few seconds, we



can identify it is you exactly wearing the device. This is a
very serious potential privacy problem for the virtual world”
according to Philip Rosedale, founder of Second Life, an
online world that allows people to hang out, eat, and shop
virtually.”?

As users explore the Metaverse, the possibility of a major
data breach like the 2018 Facebook and Cambridge
Analytica scandal looms large.”® Individuals should
understand, review, and comply with privacy policies of
websites and online services. They should equally be
mindful of personal information that is shared online and in
the Metaverse. Online presence should be monitored
regularly, and unauthorized use of personal information
should be checked frequently.

On the other hand, companies should focus on developing
secure software and implementing adequate data protection
measures in the Metaverse. Secure coding, rigorous
software testing, and appropriate account security should
be a priority for companies in the Metaverse.’* Maintaining
digital literacy and understanding the rules of netiquette
can help keep one safe while adapting to the Metaverse.’>
Platforms should also create and enforce data accountability
and data protection responsibilities in the Metaverse.’®
Rosedale suggests, while using LinkedIn as an example, that
users can adopt a “web of trust” to exchange information
with others to make it easier to establish trust. He adds that
identifying people you trust and sharing information with
other trusted people helps gauge whether they have mutual
friends in common with new people.’’

How do encryption and VPNs work?



Another way that users can ensure protection online and in
the Metaverse is through encryption, which is a way of
scrambling data so only authorized parties can understand
it.”® Data encryption is necessary to prevent data breaches
and maintain data integrity.”® Since vast amounts of
personal information are managed online and in the
Metaverse, it is necessary to use a system that encrypts
data and does not collect information.8? Platforms may use
encryption to secure the transmission of data, such as
passwords and transactions.®! Additionally, users can set up
a virtual private network (VPN) to secure their internet
connection. A VPN encrypts internet traffic and changes
your |IP address, preventing tracking of your identity or
activity. Third parties and malicious actors cannot track your
location in the real world, and VPNs improve privacy and
guarantee anonymity when interacting online and in the
Metaverse.®’

How do you maintain adequate protection
against cybercrimes in the Metaverse?

Gartner, a research firm, predicts that hundreds of millions
of people will spend at least an hour in the Metaverse per
day by 2026.8% This potentially large customer base will
equally attract cyber criminals, making it essential to
understand the types of crimes that can be perpetrated and
how to protect against them. In addition to the crimes like
data breach and fraud outlined above, cyber-bullying,
harassment, and hate speech are issues against which users
may have to protect themselves in the Metaverse.
Researchers have shown that VR devices are vulnerable to



inference attacks that can reveal private information. A
victim’s AR device can be tracked in real time,
compromising location privacy, and an attacker can cause
physical harm through attacks that induce cybersickness
and user disorientation.®*

There are many instances of sexually inappropriate
behavior in the Metaverse. In 2021, South Korea’s Ministry
of Gender Equality reported a sexually explicit act in the
Metaverse world.?> A BBC researcher posing as a 13-year-
old girl in a centralized Metaverse app witnessed “grooming,
sexual content, racial slurs, and rape threats,”® while a
2018 study found that 49% of women who regularly used VR
reported at least one instance of sexual harassment.8’
Some tech companies offer tools to prevent and report such
abuse. For example, Meta provides a safety measure called
Safe Zone. This is a protective bubble that users can
activate if they feel threatened. When Safe Zone is in place,
no one can touch, talk, or interact with the user until the
user signals that they would like the Safe Zone lifted.®®
Individuals (including parents) need to stay updated on
these tools to remain safe in the Metaverse and report
violations. They should familiarize themselves with the
terms of service and community guidelines of the Metaverse
and follow the platform rules and policies. On the other
hand, platforms should integrate intuitive and accessible
corporate safety measures, such as automatic personal
distance restrictions (like Safe Zone), universal alert
gestures, tutorials explaining the rules, and active
moderation.8?  Platforms should also create rating
mechanisms for age-appropriate access and use them to
mitigate these risks within the Metaverse and online.?° For
example, replicas of the 2019 Christchurch Mosque shooting



aimed at very young children have been found multiple
times on the Roblox platform, although the company has
gone to great lengths to curb such content.?! A survey
conducted by WPP firm Wunderman Thompson found that
72% of Metaverse-savvy parents are concerned about their
children’s privacy in the Metaverse and 66% are concerned
about their children’s safety. Therefore, parents and users
may wish to take advantage of products created by virtual
companies for young people to protect their security and
privacy.”?

Are there any unique cyber threats in the
Metaverse?

Nick Biasini, head of Outreach at Cisco Talos, warned that
some cyber threats are peculiar to the Metaverse and the
technologies that power it, particularly blockchain,
cryptocurrencies, and NFTs. He notes that “one of the
challenges . . . coming up is going to be related to defending
your intellectual property and branding.”?? Intellectual
property (IP) is a term that encompasses a wide range of
creations, ranging from trademarks and copyrights to
patents and trade secrets. In the context of the Metaverse,
protectable intellectual property assets range from
copyrightable literary works to all trademarks, including
brands, slogans, and design patent protection for different
configurations.’® As this new frontier evolves, protecting IP
is critical to maximizing the potential return on investment.
IP infringement can occur in the Metaverse at every step.
For instance, selling copyrighted NFT artwork in the
Metaverse may involve counterfeit and authentic artworks.



As in the real world, trademark infringement can occur when
buying and selling virtual goods. The chances of leaking
trade secrets, which are crucial in the Metaverse, are very
high given the wide range of potential attacks as Siemens
experienced following a data breach.?> Regarding IP in the
Metaverse, it is essential to maintain the same precautions
as in real life (IRL). The best way to protect one’s innovation
in the Metaverse is to register your patents, trademarks,
and copyrights with the relevant authorities. This protects
your work and rights from infringement.’® Businesses and
individuals should conduct an intellectual property analysis
of the Metaverse to identify patented domains and prevent
intellectual property infringement. One should also consider
creating terms of service agreement that governs using
your IP in the Metaverse.?’ Tracking and documenting your
portfolio is also important to ensure that all assets are
adequately tracked.”®

Additionally, the Metaverse can pose physical and
emotional risks, including anxiety, nausea, and eye strain.
To protect and safeguard against these risks, it is vital to
take regular breaks, avoid using the headset in dimly lit
conditions, ensure there is a clear space, and remain aware
of your immediate surroundings to prevent accidents.””

In sum, what can | do to protect myself
online and in the Metaverse?

Various visions of the Metaverse, such as those portrayed in
Tron, The Matrix, Free Guy, and Avatar, include attempts by
protagonists to protect themselves from the abuses of the
system. This, as Schneier has stated, may be thought of as



“[a] complex process, constrained by a set of rules or
norms, intended to produce one or more desired
outcomes.”!%% The Metaverse is often portrayed in
dystopian terms, as distracting humanity and allowing
human bodies to be turned into batteries, a la The Matrix, or
controlling a local population to enable resource extraction
as in Avatar. But there are also depictions of users
protecting themselves from the system by ultimately taking
control of it, as Neo accomplishes at the end of the first
Matrix movie. A more recent wrinkle is a generative Al
character helping to reshape a Metaverse into a more
desirable, ethical landscape, as in Free Guy. Many of these
stories and films, though, contain elements of real danger in
the real-world Metaverses that have been created to date,
including tracking, that necessitate a look at what regular
users who may not be the “chosen one” can do in response.

There are luckily quite a few techniques that may be used
to limit your digital footprint and generally be a less
tempting target in the Metaverse. The problem is that many
of these take some added effort on the part of users; they’'re
not automatic opt out settings, and thus it's easy to forget
their importance. These steps include the following:

1. Deactivate and delete old shopping and social media
accounts: the more sites that have access to your
shopping habits and social network information, the
bigger your footprint is and the more likely that you'll
be targeted by criminals.

2. Delete old email accounts: Maybe you have email
accounts that you haven’t checked in some time and
are probably—let’s face it—full of spam. One of those
accounts may be a Yahoo! email address that you
opened more than a decade ago. Since it's been so



long, you might think that it’s no big deal to let it sit.
But the problem is, the data resting on those accounts
could be a valuable tool for hackers to learn more about
you such as by looking through old email attachments,
and gain access to other systems by using the old email
address as a means of authentication (especially if you
happened to reuse a password). Yahoo!, for example,
suffered a massive data breach in which more than
three billion email addresses were compromised.?! So,
don’t just change your password, delete the old account
(after migrating any information that you'd like to
keep).

. Check your privacy settings and disable location
tracking: You should disable location tracking to prevent
a service from tracking you across websites or the
Metaverse. Sometimes, that's easier said than done.
Facebook and Google have faced scrutiny from the FTC
over the vyears for various reasons, including for
allegedly violating their own privacy promises.'%?

. Think before you post: There are no takebacks on the
Internet. Every click, and post, and message can be
cataloged, so be careful out there and remember, the
Internet is written in ink!

. Opt out of mailing lists: to decrease the number of third
parties with your information, unsubscribe from mailing
lists and try not to sign up for too many such services
unless you're genuinely interested in the product or
offering.

. Use a VPN: A virtual private network (VPN) encrypts the
data that you send and receive via the Internet.!3 It's
like creating a secure tunnel of communication in a city



10.

of windows. There are lots of great options, some free
and some with a cost.'%*

. Consider using an anonymous search engine: Major

browsers, like Google’'s Chrome, track your activity and
resell it to marketers. As has been mentioned, even
opting out is no guarantee. So, there are alternative
search engines, such as DuckDuckGo, that say they
value privacy, though even this service has faced
allegations that it allows Microsoft to insert trackers.*%>

. Update your software: Don’t keep clicking “remind me

later.” ldeally, you should enable automatic updates so
that they are installed while you sleep. These patches
help make it harder for your system—and digital
footprint—to be compromised.

. When in doubt, don’t: Be conscious of what you click

on, especially in unsolicited emails and on the Web.
When in doubt, double check, especially before
initiating a wire transfer. The most common attacks use
a method called “phishing,” or a variant that specifically
targets one potential victim, called “spearphishing.”
These typically take the form of email messages that
appear to be sent by coworkers or supervisors asking
for sensitive information.

Use strong passwords and multi-factor authentication:
Passwords should be long, and complex. Keep them
secret and change them often. Consider starting with a
favorite sentence, and then just take the first letter of
each word. Add numbers, punctuation, or symbols for
complexity. Use a password manager if you have
trouble remembering them all, or a biometric option,
and be sure that any sensitive information is encrypted.
And, whenever you're prompted, enable multi-factor
authentication.'%®



None of these are panaceas; they all have their problems
but, again, the more layers of Swiss cheese that we layer
up, the harder it is for hackers to find a way through them
all. Also, don’t forget to check your credit report regularly
for fraudulent activity (you might even consider freezing
your credit until you need it).°’

More generally, on the Metaverse, consider the three
“Bes.” First, be aware of who you friend, as they could be a
vector to gather information for a future phishing attack.
Second, be vigilant and organized, including by having data
backups in case your system is compromised in a
ransomware attack (ideally, this should include a copy of
the data on site, and in the cloud). Third, be proactive. Don’t
wait for a worst-case identity theft or ransomware scenario
to unfold. The Australian government was able to
dramatically decrease successful penetrations by taking
three basic steps: restricting which programs can run on
government computers, keeping software updated regularly,
and minimizing the number of people who have
administrative control over networks and key machines.
Remember, this stuff isn’t rocket science, it’'s just computer
science, and you don’t have to be Neo to protect yourself in
the Metaverse. Ultimately, though, to protect your identity
and privacy more completely in the Metaverse, privacy and
cybersecurity laws may need to be updated at the state,
federal, and international levels, topics that are addressed
in the next two chapters.



5
IDENTITY IN THE
METAVERSE

I do think that a significant portion of the population of developed
countries, and eventually all countries, will have AR experiences every
day, almost like eating three meals a day. It will become that much a
part of you.

-Tim Cook, Apple CEO"

Who are you in the Metaverse? Do you want a photorealistic
version of yourself to act as your avatar? Or someone, or for
that matter something, entirely different? What rights do
you have to this persona, and should it operate across
platforms? This chapter explores these issues—and more.

What does it mean “to be” in the
Metaverse?

The Metaverse is not a physical location like Disneyland.
Virtual reality headsets do not physically transport us into
another location like the transporter from Star Trek.
Nonetheless, we talk about “locations” in the Metaverse all
the time. We talk about digital places where individuals can
shop and experience virtual events.? In these locations we



play, work, and chitchat. We do so by inhabiting our avatars,
the 3D representations of ourselves through which we
interact with the Metaverse.? Does this virtual presence
translate into truly “being” in the Metaverse?

To begin answering this question, let us first compare
avatars with something that may look quite similar: a video
game character. Specifically, let us look at video games that
most closely resemble the Metaverse: games in which
players control a primary human(oid) character who serves
as the game’s protagonist. In such games, players are
frequently asked to choose from a small number of
predesigned character models which are clearly not meant
to represent the player’s identity. When playing Super Mario
Odyssey, for example, we are not asked to personally
identify with Mario when controlling his character model.*
When playing Halo Infinite, we do not have to see ourselves
in the Master Chief.> Even in a role-playing game like Final
Fantasy XIV—where individuals are invited to spend hours
“[tlweaking [their] character’'s height, eye color, hairstyles
and color, beard options for male characters, bust sizes for
female characters, scars, tattoos, and much more”°—
players have a clear boundary between themselves and the
characters they control. When gaming, we are asked to, and
frequently want to, leave our true selves behind, and to
adopt the body, identity, abilities, and goals of these
fictional characters. However, they do not represent us.

In the Metaverse, however, avatars are indeed meant to
represent us. They are meant to be a virtual version of
ourselves. Unlike video game characters, avatars are not
preexisting entities with their own looks, personalities, and
behaviors. This distinction is evident in the way Metaverse
companies discuss the very purpose of avatars. Meta’s



vision of the Metaverse, for example, is replete with
identity-centric avatars. In a 2022 press release, Meta
emphasized the relationship it envisioned between users
and their avatars:

Your avatar is a digital expression of your personality (or personalities). It
can convey how much of an extrovert or introvert you are, your sense of
humor and even your fashion sense. It lets you be your authentic self, and
that in turn can help you connect more meaningfully with your friends,
family, coworkers, or anyone else you meet on the road to the metaverse.
We want to enable everyone to present the best version of themselves,
which is why we’'ve made it possible to customize your avatar with a wide
variety of free outfits and accessories. Feel like giving yourself blue hair
today, trying out new makeup or sporting a suit for a professional look? No
problem—you can customize your avatar anytime you want to suit your
mood. In fact, with more than a quintillion combinations of free avatar
options already available, your choices will almost certainly be uniquely

yours.’

Even companies that want to avoid the term “avatar”
nonetheless recreate the concept due to its status as a core
infrastructural part of the Metaverse. When discussing its VR
headset, the Apple Vision Pro, Apple avoided terms like
avatar or Metaverse. Instead, Apple’s communications
focused on the more familiar-sounding productivity and
entertainment features of this new “revolutionary spatial
computer.”® Despite this marketing tactic, the company
spent a significant amount of resources in developing the
technology for what Apple calls a “persona.”® According to
the company, a persona is a “a digital representation” of a
user “which reflects face and hand movements in real
time.”'? Through the use of an “advanced encoder-decoder
neural network,” the headset recreates “your face with a
hyperrealistic” digital rendering.!! In other words, your
persona is your avatar.



For all intents and purposes, Meta and Apple seem to
want this 3D rendered version of yourself to be you. To the
extent this is true, these companies are not necessarily
wrong. Your avatar is the one and only way through which
you can express yourself in the Metaverse. It is the one and
only way through which your ideas, thoughts, actions, and
various other characteristics are present in the Metaverse.
What is identity but a collection of ideas, thoughts, actions,
and various other characteristics? In many ways, then, your
avatar truly is you in the Metaverse. Your boss, your mother,
your best friend, for example, will be looking at this 3D
rendering as if it were you because, to them, it is you.

The relationship between physical self and digital self is a
large part of what makes the Metaverse different from an
immersive but fictional video game. Without this
relationship, the Metaverse is little more than yet another
imaginative digital space.

Companies, who stand to profit from the success of the
Metaverse, then, are understandably doing everything in
their technological power to enable avatars to truly carry
our personal identities. Cynically speaking, it is only by
achieving this goal, that companies will be able to translate
the human yearning for “authentic self” expression into the
sale of “digital outfits from Balenciaga, Prada, and Thom
Browne.”'? Optimistically speaking, it is only by achieving
this goal that we as individuals can experience the full
benefits of the Metaverse.

As the examples above indicate, companies such as Apple
and Meta are designing avatars to be a version of ourselves.
By accomplishing this, they can dissolve the distinction
between our physical and digital selves. Importantly, an
avatar is not designed to be an intermediate interface
mechanism through which we interact with the Metaverse;



rather an avatar is meant to be a true version of ourselves.
But what does this distinction even mean in practice?

Imagine that you are using a mouse to browse an
ecommerce website. You control the mouse such that it
scrolls through and moves around the website. Ultimately,
you use the mouse to click “buy.” Did the mouse—or the
computer cursor—make the purchase? No. You made the
purchase using a physical-to-virtual interface. An avatar is
not meant to be like a mouse. Rather it is meant to be you,
your hand, and your body.

Is this level of techno-psychological integration even
possible? Would our minds truly accept that reality?
Research on this topic has identified various aspects to
consider when addressing such questions: (i) immersion, (ii)
interaction, and (iii) embodiment.!®> While experts disagree
on the nuances of each of these factors, the following short
discussion provides an overview of the relevant research.

What is “immersion” in the Metaverse?

The word “immersion” is frequently used to describe any
captivating activity. For example, you might say that you’'re
immersed in a novel or in a jigsaw puzzle. In the context of
the Metaverse, however, its meaning is more specific.'* For
the Metaverse, immersion refers to perceptual presence, “a
psychological state characterized by perceiving oneself to
be enveloped by, included in, and interacting with an
environment that provides a continuous stream of stimuli
and experiences.”’> Immersion is achieved when users
“feel, act or react as if actually present” in the Metaverse.'®



To succeed in establishing immersion, three technical
conditions must be fulfilled: “sensory motor loop, statistical
plausibility and behavior-response correlations.”!’” In
layman’s terms, immersion requires an integration with your
senses such that your responses to virtual stimuli achieve
the desired result. For example, in an immersive scenario,
when you sense a ball coming toward you, you desire to
raise your arm to catch it, so your avatar does indeed raise
its arm to catch the ball, and the ball is caught. Generally, to
achieve statistical plausibility, true immersion also requires
that the virtual world respect real-world physics (or a similar
set of rules) such that we can come to anticipate causes and
effects. Without these factors, it will be much harder to be
immersed in the Metaverse.

What about “interactivity”?

Simply being immersed in a virtual environment is not
enough to achieve the goal of being in the Metaverse.
Imagine watching a nature documentary but in virtual
reality. It is possible to be immersed in the visuals, sounds,
and storytelling as a passive observer without truly being in
the documentary. Such experiences do not transport you
into the Metaverse; rather, they bring externally defined and
controlled media to your senses. Once an environment is
interactive, individual users gain a sense of agency that
separates a true Metaverse from other virtual
experiences.'® Interactivity allows individuals, through their
avatars, to go toward new experiences and senses. Through
interactivity, digital media is no longer being served to a
passive user; instead, the user becomes part of the ever-
changing Metaverse.



What does “embodiment” in the
Metaverse mean?

As noted above, an avatar is not designed to function like a
computer mouse. The theoretical relationship between user
and avatar is more complex and is defined through the
concept of embodiment. Through embodiment, your avatar
becomes “invisible” to you. To clarify what invisibility means
in this context, let us look at the physical world. When
taking a walk, do you notice and think about your legs
moving? Your arms swinging? Your feet touching the ground
at each step? Not usually. While walking, your body and its
individual movements become invisible to your mind. When
done successfully, walking just works. In the Metaverse,
your avatar should become equally invisible to you. It
should just work.'? Counterintuitively, such invisibility also
turns your avatar into a highly salient means of self-
actualization: “Digital bodies tell the world something about
your self. They are a public signal of who you are. They also
shape and help make real how users internally experience
their selves.”?? Embodiment is the last step in making your
avatar a true digital version of your physical self.

With immersion, interactivity, and embodiment, we can
truly be in the Metaverse. Our digital presence, through
avatars in the Metaverse, may be just as real and
meaningful as our physical presence in the physical world.

Can | bring all aspects of my personal
identity into the Metaverse?



In the Metaverse, personal identity is manifested primarily
through avatars, users’ digital representations. Avatars can
be designed to closely mirror a user's physical-world
appearance and characteristics, or they can be constructed
as a complete departure from one’s physical identity. Meta’s
promotional materials, for example, note that the Metaverse
allows you to “share any version of you . . . with almost
unlimited ways to customize your avatar.”?! This flexibility
allows users to experiment with and express aspects of their
identities in ways that may be unusual, impossible,
impractical, or even dangerous in the physical world.

Research has shown, for example, that “people with more
attractive [avatars] report that their behavior online is more
extroverted, loud and risk-taking” than their behavior in the
physical world.?? Such ability to experiment with various
identities, appearances, and abilities is incredibly freeing
but, as this section later explores, this flexibility may also be
the cause of several types of social conflict in the
Metaverse.

Before discussing the possible pitfalls, however, let us
acknowledge that, unlike video games, the Metaverse is
purposefully designed so that users can bring with them
their true and complex individual identities. In this way, the
Metaverse offers a space for individuals to explore and
express aspects of their identities, like race, gender, and
sexual orientation, which may be central aspects of their
core selves. By facilitating this self-exploration, avatars can
become “strongly interwoven into users’ self-perception and
virtual self-identity in the [M]etaverse.”?3 In other words,
avatars can truly be a means of virtual embodiment.

Without the constraints of the physical world, the
Metaverse also enables the exploration of individual
identities that would engender prejudice or even “criminal



sanctions” in the physical world.?* Imagine, for example,
members of the LGBTQ+ community that live in jurisdictions
in  which their very existence is criminalized. These
individuals may be physically and legally prohibited from
expressing themselves and living their true lives. In the
Metaverse, however, they may be able to choose gender-
affirming avatars, enter into relationships, and create a
social support network. Such freedom of expression is a way
through which the Metaverse can enable a deeper
understanding and acceptance of oneself and of others.

This freedom of identity inherent to the Metaverse also
allows individuals to adopt personas that completely bypass
culturally defined categories. A Meta community forum post,
for example, noted that “[t]he best part of VR is escaping
my boring human existence.”?> This individual went on to
complain about situations in which realistic human avatars
were the only options: “Why do | still have to look like a
human? | can never even make the human avatar look like
ME anyways, and it drives me crazy. Robots, Monsters,
Animal-People, all would be great to have as avatar
options.”?2°

Nonhuman avatars aside, bringing personal
characteristics into the Metaverse could promote a more
inclusive virtual world by enabling the presence and
representation of a wide array of individual identities. Such
a digital environment could foster empathy and
understanding among users from different backgrounds,
who would potentially never interact in the physical world.

Unfortunately, the digital implementation of personal
identities could also lead to the recreation of biases,
stereotypes, and other forms of discrimination in the
Metaverse. One possible area of concern is the way in which
identities are digitally represented and perceived in virtual



spaces. For example, if racial features are implemented
through a pre-built options menu in an avatar-creation
screen, many problems may emerge. This is exactly what
happened in the 3D simulation game The Sims 4. Critics
argued that “the game hal[d] a blind spot about race” and
was “creatively paralyzed,” unable to “conceiv[e] of [race]
as anything other than a superficial customization.”?’ Some
players noted that “[c]Justom mods [were] necessary . . . to
create good-looking Black Sims” not least because
“more/better skin tones” were originally missing from the
game.?®

It is also important to note the relationship between
anonymity and personal identity in the Metaverse. On the
one hand, anonymity allows individuals to create avatars to
avoid any identity-based prejudice or persecution they
might experience in the physical world. This ability weighs
against any requirement to link one’s Metaverse avatar to a
physical and legal identity. On the other hand, the ability to
adopt an avatar of any race, gender, or any other individual
characteristic opens the door for possible abuse. Are the
following situations acceptable? Could they lead to social
conflict in the Metaverse?

A woman uses a male-presenting avatar.

A man uses a female-presenting avatar.

An Afro-Latino individual chooses an Asian-presenting avatar.

An Anglo-American individual chooses an African-American-presenting avatar.

Although similar questions may be less consequential in
the context of video games, empirical research has begun to
uncover interesting patterns in user behavior. One study
found that “29% of men prefer playing female characters”
and “9% of women prefer playing male characters” in video
games.?? What does this mean for the Metaverse? It is



possible that the gender and race of avatars may offer little
information about the characteristics of the humans behind
the curtain. Other research, however, notes that despite
choosing female characters in video games, this 29% of
men “may not necessarily seek to mask their offline gender
[in game] when they use a female” game character,3°
possibly noting that this statistic does not translate directly
to Metaverse avatars.

As the number and diversity of Metaverse users grow, it is
crucial to ensure that all individuals are free and able to
embody their personal identities. This task will take two
forms, each with its own set of dangers. First, the Metaverse
must facilitate the virtual representation of physical-world
identities, which will enhance diversity and inclusivity. The
implementation of these characteristics, however, must also
avoid perpetuating stereotypes and inequalities. Second,
the Metaverse must also offer opportunities to rethink and
potentially transcend traditional notions of identity, shifting
the focus of personhood from predetermined categories to
more fluid and self-defined identities. This freedom,
however, must not come at the cost of respecting the
existence, autonomy, and dignity of cultures, ethnicities,
genders, sexual orientations, and the many other
dimensions of identity that are core to our human
experience.

Does anonymity exist in the Metaverse?
Should it?

As it currently exists, the Metaverse offers a certain level of
anonymity. Users can create avatars that do not necessarily



reflect their physical-world identities. Users can also connect
to the Metaverse via VPNs or through other means of
masking their physical locations. This anonymity can be
partial or complete, allowing individuals to interact in a
space that is as detached from their physical identity as
they would like. Some users may opt for avatars that are
true to their physical appearance using their legal names;
others may choose fantastical or entirely different personas,
as discussed earlier in this chapter. In this section, we will
discuss the question of whether anonymity should exist in
the Metaverse and dissect various ethical, legal, and social
dimensions of this question.

Before diving into the Metaverse, however, let us first look
at the effects of anonymity in the context of the Internet as
a whole. Research has shown that anonymity is beneficial in
several ways. First is the fact that anonymity enables
“privacy,” a foundational pillar of “psychological well-
being.”3! The technical ability to hide one’s identity online
does not mean that one has to be completely anonymous at
all times, rather “it merely involves one’s ability to exert
boundary control upon others’ access to one’s self.”3? In
other words, anonymity protects personal autonomy on the
Internet by granting individuals a choice over how much of
their identity to reveal.

A similar, though distinct, benefit is that anonymity can
“create a more equal playing field for communicators.”?3
This means that “individuals who traditionally possess less
power in society (e.g., women, minority group members,
individuals with disabilities) should have increased power in
an [anonymous] Internet environment” because “individuals
are unable to project stereotypes on others and thus, [lack]
expectations for behavior based on these stereotypes.”3*



Anonymity is also helpful in preserving freedom of
expression online. This freedom is useful for more than just
voicing unpopular opinions. Rather, the freedom to
communicate anonymously is helpful if not necessary in:

(a) facilitating the flow of communication on public issues without killing the
messenger (e.g., tiplines, whistleblowing, unsigned political communication,
etc.); (b) obtaining sensitive information (such as in research); (c) focusing
attention on message content rather than status of source; (d) encouraging
reporting, sharing, etc. for stigmatized situations; (e) protecting one from
subsequent contact (e.g., anonymous donors); (f) avoiding persecution and
retaliation for one’s beliefs; (g) encouraging risk-taking, innovation, and

experimentation; and (h) enhancing play/recreational interaction.>>

With these social and political benefits in mind, it is
unsurprising that the right to communicate anonymously
has been routinely protected under the First Amendment.3°
The Supreme Court of the United States, in a 1960s case
about anonymous political pamphlets, noted that:
Anonymous pamphlets, leaflets, brochures, and even books have played an
important role in the progress of mankind. Persecuted groups and sects from
time to time throughout history have been able to criticize oppressive
practices and laws either anonymously or not at all . . . Before the
Revolutionary War colonial patriots frequently had to conceal their
authorship or distribution of literature that easily could have brought down

on them prosecutions by English-controlled courts . . . Even the Federalist
Papers, written in favor of the adoption of our Constitution, were published

under fictitious names.3’

Given these policy considerations (and constitutional
protections),3® it would be hard to imagine a Metaverse in
which anonymity were banned completely. Nonetheless,
online anonymity poses significant dangers to safety and
accountability, and counterintuitively, may even undermine
the free and open communication it seeks to enable.

Online anonymity can lead to irresponsible behavior, as
individuals who believe they are untraceable may engage in



harassment, cyberbullying, and other harmful activities.
Anonymity may also empower individuals to engage in
activities that are not only harmful but actually illegal, such
as libel, slander, and defamation.?? In such cases, First
Amendment protections would be unavailable as a defense,
but if technical anonymity truly hides the identity of the
perpetrators, the law may be powerless.*’ Ensuring
accountability in such a context may be extremely
challenging, raising difficult questions about how to balance
the freedom of anonymity with the need for security and
civility.

Online anonymity may also harm the free marketplace of
ideas. Without knowing speakers’ identities, “[a]udiences
have a harder time evaluating credibility, and there is more
room for deception and frivolousness.”*! Online anonymity
may also undermine “trust, because we know relatively little
about [the] personal character” of the individuals with which
we interact.*?

A Metaverse without accountability and trust does not
sound like an attractive destination, thus it is hard to
imagine a successful Metaverse in which there is complete
anonymity. We thus find ourselves in a situation where the
Metaverse must both enable and limit anonymity. In such a
case, Metaverse platforms (and the regulators that govern
them) will need to decide how to thread this needle. The
existence of anonymity in the Metaverse allows for a degree
of freedom and exploration that is liberating and
empowering. Without this freedom, it is unlikely that the
Metaverse will grow into the immersive and free world it
aims to be. However, Metaverse platforms must also
provide robust mechanisms to ensure that this freedom
does not lead to harm or lawlessness. The future of



anonymity in the Metaverse should be a subject of ongoing
dialogue among technologists, legal experts, ethicists, and
the broader user community.

Will the Metaverse foster and fairly treat
diverse participants?

Recognizing and respecting the diverse array of human
differences and ensuring fairness are principles that have
traditionally been most relevant to physical spaces. The role
of these principles in the digital realm, especially in the
Metaverse, is both significant and complex. This is
especially the case because the physical boundaries and
borders that kept individuals apart in the physical world are
irrelevant in the Metaverse, enabling a new level of
interaction between people of different cultures, identities,
and experiences. It is important to note that the brief
discussion presented here does not even attempt to
adequately scratch the surface of any sufficiently
comprehensive analysis of these issues in general, in the
digital realm, or even specifically in the Metaverse.
Nonetheless, as a crucial element of a successful
Metaverse, these principles will be relevant to almost all
other topics discussed in this book. Thus, the following
paragraphs are an attempt to highlight a few of the many
ways in which such considerations are especially relevant to
the Metaverse.

Diversity, as a general term, can be defined as “the
condition of having or being composed of differing
elements.”*? Under this definition, diversity is an inherent
aspect of human existence. Our species—with its eight



billion individuals who live in different places, do different
things, and think different thoughts—is a prime example of
diversity. This reality, however, has not been just a neutral
historical fact. Rather, this global state of diversity has been
culturally, economically, and even medicinally beneficial
throughout human history. When discussing the ancient Silk
Road, for example, historian James A. Millward summarized
that “humanity has thrived most when connected across its
far-flung habitats by exchanges of goods, ideas, arts, and
people themselves.”** Given the potential benefits of
exchanges across diverse groups, it is no wonder that
companies, communities, and other institutions have
invested in efforts to foster diversity. Any such benefits
likely extend to the Metaverse, giving cause to ensure the
digital environment is a diverse one. To that end, the
Metaverse might have a leg up over physical institutions. As
a digital public sphere, accessible from anywhere in the
world, by anyone, at any time, the Metaverse is primed to
host the true array of human diversity, whether based on
race, ethnicity, background, ability, gender, sexual
orientation, neurodiversity, philosophy, and beyond. To truly
unlock the benefits of wide-ranging diversity, however, the
Metaverse must have built-in tenets of fairness and
accessibility.

In terms of access, the Metaverse is built for and available
to individuals who: (i) can afford the technology necessary
for virtual reality, (ii) have high levels of digital literacy, (iii)
live in areas with high-speed broadband internet, and (iv)
speak English or one of the small number of languages in
which Metaverse content is made available. A small fraction
of individuals in the world fit these requirements. For the
rest of the world’s population, the Metaverse and all its
benefits remains inaccessible. By fostering fair treatment



and accessibility, this “digital divide” will likely start to close
and thus increase technological participation.*> Also by
fostering fairness and accessibility, the goal of building the
Metaverse into a vibrant and diverse digital environment
will be more attainable.

Fairness and accessibility also pertain to how welcomed,
respected, and valued individuals feel in any particular
environment or situation. A fair and accessible environment
is one in which diverse voices are heard, considered, and
respected in decision-making processes. In the context of
the Metaverse, the benefits of such an environment exist
both within the digital realm and among the tech companies
involved in the development of the Metaverse. As a product
of human design, the Metaverse is subject to all the biases
and perspectives of its creators. Therefore, developers
would likely do well to proactively create inclusive
environments in which everyone feels encouraged to voice
their ideas and concerns. Otherwise, the Metaverse runs the
risk of digitally reconstructing or even exacerbating
unaddressed injustices that exist in the physical world, thus
falling short of its full potential.

Unfortunately, promotion of the principles of fairness,
accessibility, and the fostering of diverse participation in the
Metaverse will not be straightforward. The anonymity and
flexibility of identity that the digital world offers adds a layer
of complexity that comparable efforts in the physical world
have not had to deal with. Unlike in the physical world,
Metaverse users can choose to digitally adopt (or not) each
personal characteristic of their physical identities. This
power of selective anonymity is neither inherently good nor
inherently bad.*® User A might opt for an avatar that
represents their physical race, ethnicity, and gender. User B
might opt for an avatar that does not align with their



physical race, ethnicity, or gender. User C might opt for a
nonhuman avatar all together. This freedom may be a
crucial element of the Metaverse but will also present
complex challenges.

As the Metaverse grows and evolves, it will provide us
with an opportunity to redefine norms and create wider-
ranging digital experiences with enhanced participation.
Taking full advantage of this opportunity, however, will
require a continuous conscious effort from developers,
regulators, and users alike.



6
PRIVACY IN THE
METAVERSE

Privacy and safety need to be built into the metaverse from day one.
~Meta CEO Mark Zuckerberg'

Largely through digitization, consumer behavior (disclosure
of personally identifiable information, shopping and
purchase activity, information consumption, etc.) leaves a
significant data trail, often at the disposal of various firms
with which consumers engage. The now-old adage of “If
you're not paying for the product, then you are the
product,” often comes to mind; here “you” means “data
about you.” The idea that such data have value is not new.
As a very simple example, a basic listing—even on a
computer printout (gasp!)—of names and addresses of
households in the top 10% income bracket would be
valuable to firms such as Rolex and Mercedes dating back
many decades. The difference between then and now is that
data now are collected, stored, and easily transmitted at
volumes orders of magnitude higher than before.?

Immense increases in computing power and storage along
with capabilities of communications technologies have
flipped the cost effectiveness of data uses; many of the
ways data are being utilized and traded today would not



have been cost effective—or perhaps even possible—even
just 10 years ago (and almost certainly not cost effective 20
or 30 years ago). Consequently, any potential risks of such
data utilization and trading would not be a concern to their
subject(s) in prior decades. Further, with relatively rare
exceptions in the United States (e.g., personal health and
financial information), until recently, firms have had virtual
free reign on what they do with the data. In essence, firms
have, by default, been given the property rights over the
data—the data were theirs to do with as they please.

With the emergence of the Metaverse, the exchange of
data and, consequently, concerns about privacy are set to
explode. In this chapter, we discuss online data privacy as a
general matter, data exchange and privacy in the
Metaverse, the pros and cons of—and limitations on—
privacy in the Metaverse, and Metaverse-relevant private
and public data privacy protections.

What do we mean by “online privacy” in
the Metaverse?

Understanding the type of data that typically gets
exchanged online is crucial toward defining privacy in the
twenty-first century, particularly in the Metaverse. Online
activity generally involves the transfer of all kinds of
personal data. Consider a few examples. To purchase a good
and have it delivered to their home, customers will have to
provide their home address. To purchase a flight, customers
must provide their date of birth in addition to their name,
email address and credit card information. Even to create an
email address, customers generally must provide, among



other things, their name, date of birth, and phone number.
Full interaction with the online world effectively demands
giving various product and service providers at least partial
access to your personal information.

Data are also shared in the real/physical (offline) world,
but often to a lesser extent. Walking into a bank branch and
opening an account generally requires the teller to collect
some of the applicant’s personal details. Even if seeking
employment offline, the employer generally will request a
significant amount of the potential employee’s personal
information.

While data exchange is typical for both online and offline
interactions, the digital nature of online collection, storage,
and transfer of data sets it apart. To see this, consider the
process of opening a bank account online and offline.
Online, customers are already connecting to the bank over
the Internet, and all information entered is immediately
digital, allowing it to be immediately stored, processed, and
transferred as the bank wishes. In addition, the bank easily
can collect additional information not directly provided by
customers, such as the time of day they began opening the
account, the banking products they viewed while on the
website, etc. Offline, the process of data collection is more
cumbersome, involving the completion of paper forms or
the oral communication of information to a teller in person
or over the telephone. Collection of additional data not
directly provided by customers offline is more difficult or
even impossible.

The expansive amount of data that can and does get
exchanged online can be sorted into some broad categories.
The first and most basic category is personally identifiable
information (PIl). In short, Pll is any information that permits
the identity of an individual to whom the information applies



to be reasonably inferred by either direct or indirect means.?
For example, PIl can identify an individual directly if it
includes name and address; Pll can identify an individual
indirectly if it includes a combination of sex, race, date of
birth, and geographic indicator (e.g., Northeast United
States). These data are usually used for the fulfillment of a
transaction, such as a product purchase, or to process an
application. Additionally, they are also used by advertisers
to “classify users into different demographics based on
relevant parameters” and, thus, understand who interacts
with their ads.*

Beyond PIl, usage data such as “interactions with a
business’ website, text messages, emails, paid ads, and
other online activities,” are also recorded to build accurate
consumer profiles. These data are also used to predict the
type of content that best resonates with a consumer.”

Another type of data commonly collected online is
behavioral data. These data include “purchase histories,
repeated actions, time spent, movement and navigation on
[a] platforms, and other types of qualitative data.”® This
type of data offers platforms and sellers information on
consumers’ tastes and helps marketing teams offer
customers better fitted products.

In Table 6.1, we present a more comprehensive list of the
types of data commonly collected online. While these are
the most common types of data getting exchanged online,
as we explain in detail below, the scope of the data that will
be gathered and exchanged in the Metaverse will most likely
expand this list.

Table 6.1 Types of Data Exchanged Online



Data Category Examples

Personal Information Name, address, phone nhumber, email address

Financial Data Credit card information, bank account details, tax
records

Health Data Medical records, prescription history, fithess and
activity data

Location Data GPS coordinates, location history

Communication Data Chat history, emails, voice calls, video calls

Search and Browsing Data Search history, websites visited

Social Media Data User profiles, posts and comments, likes and shares

E-commerce Data Product reviews, shopping cart contents, purchase
history

Government and Legal Court records, criminal history, legal contracts

Data

Educational Data Student records, academic transcripts, online
course progress

Environmental Data Temperature, air quality

Media and Entertainment Music and movie playlist, streaming history, video

Data game activity

Research and Scientific Scientific data sets, research papers, experiment

Data results

Business Data Financial reports, inventory information, supply-
chain data

In the broadest sense of the word, “privacy is the right to
be let alone, or freedom from interference or intrusion,”
while “information privacy is the right to have some control
over how your personal information is collected and used.”’
Put another way, information privacy is “the interest an
individual has in controlling, or at least significantly
influencing, the handling of data about themselves.”® With
the development of the Metaverse, the term information
privacy has become particularly prominent, and alternative
definitions have emerged. Nonetheless, while “there are
many definitions for information privacy, . . . there is little



variance in the elements of the definitions, which typically
include some form of controls over the potential secondary
uses of one’s personal information.”®

One way to achieve information privacy would be to
completely withhold personal information. However, given
the number of interactions and transactions an individual
typically undertakes in a day, such an approach is virtually
impossible. Standard transactions such as the opening of a
bank account or issuing of a driver’s license involve the
exchange of personal information, whether online or offline.
Recall, though, that information privacy is breached only
when data is not used for the purposes for which it was
handed over to a third party in the first instance. Therefore,
full information privacy would be achieved if this criterion
were met, even if substantial amounts of data are
exchanged. For example, if customer data provided to a
bank to open a bank account were used exclusively by the
bank to service that account in ways intended by the
customer, the customer has retained full information privacy
in this instance.

While information privacy is technically possible for
virtually any online or offline interaction, there are several
ways that individuals can and often do lose information
privacy. First, the entity, say a firm, collecting the data may
use the data itself in ways for which it did not receive
consent. For example, it may use the data to recommend its
own products. In addition, the firm may share the data with
third parties in exchange for financial or other forms of
payment; for some firms, the selling of their customers’
data constitutes their main source of revenue.

The selling of data to third parties raises additional
privacy issues beyond ones that may arise when examining
a single customer/firm interaction. Specifically, third parties



may obtain different data sets pertaining to the same
individual from different sources, where each data set on its
own would not be considered PIl; however, the combination
of the different data sets may be such that “data scientists
and other savvy investigators can combine de-identified
data in a way that makes cross-references and re-
identification possible.”!? Put another way, it may be that
the combination of data sets that, by themselves, are not
Pll, results in a new data set that is PIl. Hence, on each
occasion of data exchange, individuals may (correctly)
believe they are not providing Pll, but with the sale of the
separate data sets to third parties, the combination
effectively becomes PIl in the hands of firms with whom the
individuals never even engaged.

Figure 6.1 is an illustrative depiction of the data flow from
an individual’s online book purchase. The solid line signifies
data flows to which users willingly consent, while the dotted
line indicates data flows to which users may not necessarily
consent. For instance, when an individual searches online
and buys books, their search data is collected by the search
engine they use. In addition, financial data is transferred to
the merchant to complete the transaction. Similarly, the
bookstore must provide the courier company with the
customer’'s address, name, and phone number for
successful package delivery. Meanwhile, some data may be
shared with third parties without the user’s explicit consent,
as represented by dotted lines. When an individual conducts
online book searches, their search history and viewing
behavior can be shared with advertising agencies, enabling
them to deliver personalized ads to the user. The online
bookstore can also use the data to recommend additional
products to their customer.
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Figure 6.1 Data Flow from an Individual Book Purchase

Individuals can also lose information privacy via data
breaches, where third parties gain unauthorized access to
confidential information. While individuals may have some
sense—or even be explicitly informed—about how their data
are being used when deliberately shared with third parties,
typically there are no actual or implied restrictions on how
the data are used once they’ve been breached.

There are several measures you can take to protect your
information privacy, as was introduced in Chapter 4. As an
initial step, you can make information privacy one of the
criteria you use in choosing the firms with whom you
interact. You can do this by consulting the rankings and
commentary provided by various organizations concerning
companies’ privacy protections and policies. In addition, you
can take measures that constrain the amount of data firms
are able to collect from you, as well as the vulnerability of
your data to unauthorized access. For example, you can



utilize virtual private networks (VPNs), which encrypt
customers’ Internet connections and hide their IP addresses,
thus enhancing their online privacy. You can also take
various measures to protect against unauthorized access,
such as utilizing the following:

1. Proper password management tools, which help
generate, store, and autofill strong, unique passwords
for all online accounts.

2. Antivirus software, which helps protect customers’
devices from malware.

3. Regular backup of personal data on cloud-based
platforms, which helps customers store their data
securely.

4. Data backup services, which use end-to-end encrypted
messaging apps for private communication.

5. Secure messaging apps, which prevent unauthorized
access to your conversations.

6. Multi-factor authentication (MFA), which adds an extra
layer of security to customers’ online accounts.

Firms also take measures to protect their customers’
information privacy, largely focusing on prevention of
unauthorized access. Firms attempt to protect data from
unauthorized access in various ways, including the
following:

1. Data loss prevention (DLP) tools, which can help
monitor and prevent the unauthorized transfer or
sharing of sensitive data.

2. Endpoint security solutions, which provide
comprehensive endpoint security, protecting devices
from malware, ransomware, and other threats.



3. Security information and event management (SIEM)
systems, which help organizations collect, analyze, and
respond to security events.

4. Encryption software, which offers data encryption for
companies’ devices and files.

5. Security awareness and training platforms, which, along
with corporate internal training, provide cybersecurity
training for employees.

6. Secure email gateway (SEG) solutions, which provide

advanced email protection.

. Data backup and recovery services.

. Remote desktop solutions.

. Secure communication and collaboration apps.

. Cloud identify and access management (IAM) solutions.
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Firms also can protect users’ privacy by voluntarily
refraining from collecting information from their customers.
There are several reasons why firms may be incentivized to
collect less customer data. First, it may enhance the value
of their product or service to their customers who value
privacy and hence increase their willingness-to-pay. Second,
collecting fewer data can reduce risk exposure from a data
breach. And third, it can reduce the risk of reputational costs
from customer perception of deception (if they didn't know
certain data were being collected) or overreach (“the firm
knows too much about me”).

Lastly, firms that control platforms (e.g., the Apple App
Store) can set rules for their platform meant to safeguard
individuals’ data privacy. Apple recently took this approach
for its launch of iOS 14.5 in May 2021, during which it
introduced the App Tracking Transparency (ATT) initiativel!,
which mandates that “any developer sharing user data with
a third party must obtain explicit permission to do so.”'?



Users are presented with options to either consent or
decline the sharing of their personal data.

Is privacy in the Metaverse any different
than other online platforms or digital
spaces?

The advent of cyberspace has catalyzed an explosion in
data collection. For example, Instagram or an online clothes
store can know how long you stare at an ad for a t-shirt on
their site. This can be valuable information for the company
looking to sell you its product or service. In the physical
world, it is generally impractical—or at least typically less
practical—for a retailer to monitor and record how long you
are processing the information in front of you (e.g., the shop
assistant could creepily monitor and use a timer or video
surveillance). Moreover, a customer generally does not
provide any sort of personal details upon entering a physical
world location.

User data will almost certainly remain a sought-after item
in the Metaverse, and data collection in the Metaverse will
be able to go even further than the pre-Metaverse online
world. As Mastercard’s chief privacy officer recently put it in
a blog post: “The Metaverse will be data collection on
steroids.”*® In fact, Metaverse data collection will be able to
nest (replicate and surpass) the data from pre-Metaverse
online activity. Put another way, data in the Metaverse
compared to the pre-Metaverse online world is “all that and
then some.” The expansion of data in the Metaverse
generally stems from its immersiveness—the link it
generates between the digital and physical worlds. Hence



the Metaverse, which to a certain extent is a combination
between the current online world and the physical world,
will be able to broaden the scope of the data being collected
and fill in some of the data gaps in the current offline and
online worlds.

Consider some examples. In the Metaverse, you could be
observed in different social environments, and therefore
data could be collected on your behavior in various social
circumstances, gaming activities, work environments, etc.,
including physical gestures. Moreover, like current online
data, Metaverse data may consist of the amount of time you
look at a piece of clothing before purchasing it. However,
unlike current online data, it would be collected by
observing your actual eye activity, in contrast to just
observing how long a webpage is visible on your monitor.
Even more, “the Metaverse could record how much blood is
flowing to particular regions in users’ brains,” and eye-
tracking data, such as “gaze direction and pupil reactivity,
[which] may implicitly contain information about a user’s
biometric identity, gender, age, personality traits, drug
consumption habits, fears, interests,” and others. In other
words, the Metaverse could create a user profile “that
details subconscious states, mental conditions, or health
issues.”'* As a result, the Metaverse, because it is
seemingly recreating the real world, will be able to gather
many of the data points that the real world was unable, or
found impractical, to collect.

Table 6.2 highlights additional categories and examples of
data that can be collected in the Metaverse. As it notes,
Metaverse data contain and expand upon data types
collected in the pre-Metaverse online world, listed in Table
6.1. Through the Metaverse, all these existing data sets
could be layered with behavioral data, spatial data, and



biometric data to truly create a 360-degree individual
profile. Note that, while some of this type of data collection,
particularly biometric, is already happening via facial
recognition and fingerprint technology included in many
mobile devices, these features are currently on an opt-in
basis. In contrast, many AR and VR technologies require the
tracking of bodily movements—such as eye position—as
part of their general use.

Table 6.2 Types of Data That Can Be Collected in the Metaverse

All Data Listed in Table 6.1, Plus. ..

Data Examples

Category

Behavioral Biological clock, physical movements when interacting with
Data other people or digital entities

Spatial Data 3D environment data, geospatial data

Biometric Facial recognition, voice, heart rate, blood pressure

Data

Just as you can take measures to protect your information
privacy in the pre-Metaverse online world (see the previous
question), you will be able to take at least some of these
protective measures in the Metaverse as well. For example,
given Metaverse dependence on the Internet, you will be
able to utilize VPNs to encrypt your connections. You will
also be able to take various measures to protect against
unauthorized access of your Metaverse account(s), just as
you can for current online accounts (e.g., email).

There will also be Metaverse-specific protections that you
can use to protect your information privacy, some already in
existence. For example, researchers have already
“developed a new tool called MetaGuard, . . . which uses a
technique called differential privacy to add noise to certain
tracking measurements, making them less accurate and



unable to identify users without impacting the user
experience.” This tool “operates similarly to ‘incognito
mode’ in browsers and can be toggled on and off by users
depending on the level of trust they have in the
environment they are in.” %>

In principle, you will wield some control of your
information privacy via your choices of firms you engage
with for Metaverse activity; if you wish, you can steer your
business to Metaverse firms that provide Qgreater
protections. However, the extent to which such choices will
exist—and hence you will be able to base your choice on
your understanding of firms’ varying privacy protections—
will depend on Metaverse economics and, among other
things, the corresponding number of competing firms (see
Chapter 2).

As an avatar in the Metaverse, you may have additional
avenues toward protecting your information privacy, as
described by the European Data Protection Supervisor:

Depending on a particular case, certain Metaverse platforms could allow

individuals to create avatars with entirely fictional characters that do not

resemble the physical appearance or include any related information with
the real person; or to create any other elements and objects relating to

them having features different from the corresponding objects in reality,
insofar as this might be considered fair and without negative implications for

others.'®

As a result, “this could be used to enhance anonymity
towards the other users/vendors within the entire
interacting process in the platform.”!’

Like cyberspace, firms will be able to use various tools to
prevent unauthorized access (see previous question for
examples); they may also find it in their interest to willingly
forgo collecting some data to accommodate consumer
preferences, reduce data breach risk, and/or reduce



reputation risk. The incentives to show restraint may be
heightened in the Metaverse, at least in its early
development, to avoid any negative publicity on privacy and
reduce the risk of falling behind in a competition for network
size.

It is important to keep in mind that “the Metaverse is a
concept under development and the design and
configuration of the technology is still not specified.”'8
Therefore, “eventual privacy features could be implemented
in the Metaverse to obtain an enhanced level of privacy.”*®
Privacy in the Metaverse will be the result of a symbiotic
relationship between dynamic firm capabilities and dynamic
individual privacy preferences and corresponding behaviors.
As consumers become more aware of the many ways their
data can be collected and utilized, they may develop an
increasing aversion to such practices. Ideas that
conceptualize data use could also influence preferences to
the extent that they strike a nerve with the public. For
example, author Shoshana Zuboff describes an “economic
system built on the secret extraction and manipulation of
human data,” labeled “surveillance capitalism.”?? If this
framing takes root on a broad scale, individuals may
become more demanding of privacy protections online,
including in the Metaverse.

Is privacy desirable in the Metaverse?

In general, the collection and utilization of customers’ data
can result in a range of tangible benefits for those
customers. The most commonly cited—and scrutinized—
benefit comes from targeted advertising. When firms have



information about you, they can try to ensure the offers and
services marketed to you are relevant and personalized.

Targeted ads can yield several different types of benefits
to consumers. First, they can help you to find better
matches for your interests. For example, if you are in the
market for a new car, and have no interest in buying new
furniture, you are plausibly better off receiving a targeted
stream of car ads rather than a random mix of car and
furniture ads. If firms have information that reveals your car-
vs.-furniture preference (e.g., from your web browsing
behavior), they can deploy the ostensibly more beneficial ad
stream. Targeted ads can also help you discover new
products that you prefer and otherwise would not have
discovered. For example, if advertisers can ascertain that
you are into home fitness, they can send you targeted ads
that may alert you to new fithness equipment that suits your
tastes and that you hadn’t known about. Hence, this
facilitated discovery could lead to you being better off by
buying the targeted equipment rather than an alternative
you didn’t like quite as much. Note that, along with ads
targeted to your interests, you will also see better prices;
that is, a targeted ad may alert you to a product you want to
buy that is being sold at a lower price, thus saving you
money and making you better off.

More broadly, targeted ads can help reduce the costs
associated with finding the products and services
consumers most prefer, known as search costs.?! These
costs can include the time and effort to find and assess
products on the market by reviewing websites or visiting
physical stores. If an ad is well targeted (i.e., concerns a
good match for the recipient), you may avoid some or all
the search costs you would have incurred to identify that
good match. Well-targeted ads can also reduce the disutility



from irrelevant ads; in the extreme, receiving randomly
generated ads often will seem like a waste of your time, as
many ads will concern products you don’t care about. In
contrast, you may find time spent viewing well-targeted ads
to be useful if it leads to the purchase of well-matched
products and services.

Firms can also use data to provide helpful
recommendations, customization, and simple conveniences.
If through data collection and analysis, a firm understands
your preferences—say for movies—it can make
recommendations for future viewing that cater to your
tastes. For example, Netflix and YouTube collect data on the
movies and shows you watch, as well as your reactions to
them (e.qg., star ratings for Netflix or thumbs up for
YouTube). Based on such information, and like targeted ads,
they can reduce your search costs for other movies, shows,
and videos you would enjoy by making accurate
recommendations. Similarly, through data, firms can
customize products and services in ways that accommodate
your preferences. For example, by sharing pictures of your
feet, firms can customize their shoe offerings to your
specific foot dimensions and contours.?? As for convenience,
the simple collection of financials and login data can be
used to save time by automatically filling in fields required
for reqgular online activities, such as making a purchase
(credit card information) or logging in to various accounts
(username and password).

Data can also be used for public services and research
that can benefit consumers and society at large. By just
knowing your location, local authorities can send you
specific messages to help you avoid incoming, dangerous
weather. Firms can also use data—particularly through
controlled experiments—to conduct research and gain



deeper insights about their customers and possibly broader
groups of individuals, which can lead to better product
design at least by that firm and possibly industry-wide.

Data collection and utilization in the Metaverse generally
can provide these same benefits but often to a greater
degree, as well as additional benefits. Behavioral, spatial,
and biometric data, with examples in Table 6.2, can allow for
even better targeted advertising. For example, firms can
utilize data on your spatial surroundings and (cramped)
movements within them to send an ad for a space-efficient
loveseat sofa to replace your dated, full-sized couch. These
types of additional data can also help firms more deeply
understand your characteristics and, as a result, effectively
predict your preferences in various domains, such as the
type of vehicle you are interested in or the kind of food you
like to eat. Detailed data on your biometrics may also be
utilized to predict your health status, providing opportunities
for firms in the Metaverse to make useful healthcare
recommendations and/or deliver tailored healthcare
advertisements. Related is biometrically inferred data (BID).
These data sets come from information inferred from
behavioral, physical, psychological, and other nonverbal
communication methods. Together with Al-based predictive
modeling techniques described in Chapter 8, BID presents a
new realm of possibilities for targeting audiences.

The new types of data collected in the Metaverse also
allow for more customized products and services that can
benefit consumers. For example, data collection and
utilization via VR and AR technology can be used by
psychologists and psychiatrists to “personalize
environments for individual patients in aversion therapy.”
Patients can be immersed into a controlled environment
within which the doctors can monitor them closely.



Moreover, Metaverse data, combined with AR/VR
technologies, can even enable remote medical treatment.
Patients and physicians can interact virtually in real time
and perform some basic physical examinations with VR/AR,
like “distant body observation, touch, auscultation, and vital
sign collection.”?? Metaverse data and technology will be
able to assist doctors in complex surgical procedures,
enhancing “precision and accuracy.”?* Relatedly, data from
the Metaverse have the potential to facilitate early
diagnosis and treatments for various diseases. Convenience
and financial security also can be enhanced in the
Metaverse; for example, payments, particularly in high
amounts, could become more secure than ever if biometric
data are linked to bank accounts, and payments are
processed by scanning fingerprints or eye retinas or through
vocal recognition.

Given all of these (and likely other) potential benefits,
whether privacy is desirable in the Metaverse effectively
comes down to personal preferences and how you weigh
these benefits against your preference for privacy. A
preference for privacy can be driven by various factors,
including the risk that some data usage poses to the data
subject(s). Risks include identity theft, doxing, and
revelation of sensitive information, among other issues.
Some people also may experience disutility due to the
collection/utilization of their data, per se (discomfort,
creepiness).

Simply put, if you find little value in the benefits of data
collection and utilization in the Metaverse and have strong
privacy preferences for the aforementioned reasons (and/or
others), you will find high levels of privacy desirable in the
Metaverse—and vice versa. While simple in concept, this
can be a difficult exercise in practice, as both the personal



benefits and costs can be difficult to quantify, although
recent research is attempting this at a broader scale.??
Preferences can also change over time. For example,
research in the early 2000s showed people having a
relatively high preference for location privacy (i.e., ensuring
companies don’'t know where you are located at a given
point in time). However, more recent research has shown a
much lower preference for location privacy.”® A plausible
reason is that the benefits of sharing location information
have gone up in the past 20 years (e.g., real-time maps
showing nearby amenities, current traffic reports, ride
sharing, etc).

Thus far, we have only considered the desirability of
privacy at the individual level. However, since data sharing
often has what economists call externalities—as applied
here, you sharing your data can impact others and vice
versa—there can arise what's known as a “prisoner’s
dilemma.” As applied to data sharing and privacy, some
people may find it individually undesirable to share their
data, but everyone would be better off if everyone shared.
For instance, consider health records: Suppose your doctor
finds an abnormality and is trying to diagnose your
condition. Table 6.3 provides a simplified summary of how
the prisoner’s dilemma may play out. In the table, we see
that if everyone else is sharing their data, your doctor can
properly diagnose your condition regardless of whether you
share yours. On the flip side, if no one is sharing their data,
your doctor cannot make a proper diagnosis, again
regardless of whether you share yours.?’ So, if you place
value on your data privacy, you rationally would not share;
this is because you get the same diagnosis outcome as you
would get if you didn’t share (regardless of what everyone
else is doing), with the added benefit of retaining your



privacy.; If everyone makes that same calculation, you end
up with no data sharing and no diagnosis. However, if
everyone committed to sharing, the diagnosis can be made;
and if people generally value the ability to make the correct
diagnosis more than they value privacy for these data,
everyone is better off.

Table 6.3 A Data-Sharing Prisoner’s Dilemma

Others Share Their Others Don’t Share Their

Data Data
You Share Your Data Proper Diagnosis Improper Diagnosis
You Don’t Share Your Proper Diagnosis + Improper Diagnosis +
Data Privacy Privacy

The existence of externalities doesn’t just complicate the
answer to whether privacy is desirable in the Metaverse,
they also lead to our next question . . .

Is privacy even possible in the Metaverse?

The existence of externalities from data sharing may place
significant limitations on the level of privacy that is possible,
no matter how careful you are with your own data. To see
this, it is helpful to flesh out the notion of data externalities
a bit further, starting with a more formal definition. Data
externalities refer to “the phenomenon that data of some
consumers reveal information about others.”?® As a simple
example, suppose you regularly attended a virtual space in
the Metaverse, and all the other attendees voluntarily
revealed that they have children. Then, even if you've never
disclosed this information, firms that know the parenting
status of all the other attendees may reasonably deduce



that you have children as well (perhaps it’'s a virtual location
for PTO meetings).

When such externalities exist, even if you have strong
privacy preferences and consequently severely limit your
data sharing, it may have little impact if others don’t share
your privacy preferences and data-sharing practices. This
issue has already been highlighted in recent research for
online data.?? The key insight is that, given others are
sharing their data, and hence your ability to protect your
privacy is limited, you have reason to be more willing to
share your data as well—this is because the privacy cost
from sharing your data is lower (firms will know about you
from other peoples’ data) but you still get the same benefits
from sharing.

It is important to note that the externalities from data
sharing can be both positive and negative. In the medical
diagnosis example captured in Table 6.3, the externalities
are positive—sharing of data by others can benefit you by
helping you get a better diagnosis of your medical
condition. There are various other ways that firms’ access to
other people’s data can benefit you. Recommendations are
a good example of this. As we noted earlier in this chapter,
good recommendations can benefit you by reducing your
search costs and helping you find better matches. These
recommendations are based not just on information firms
gather on you but also on data contributed by other
consumers. A quintessential instance is the “Frequently
bought together” section of Amazon.>° Figure 6.2 shows a
recommended bundle of purchases for consumers
purchasing a vacuum.



Frequently bought together

Total price: $108.94
Add all 3 to Cart

This item: BISSELL CleanView 0Q-Cedar EasyWring Microfiber O-Cedar Pet Pro Broom & Step-
Compact Upright Vacuum, Fits In Spin Mop, Bucket Floor Cleaning On Dustpan PowerCorner, Red
Dorm Rooms & Apartments,... System, Red, Gray 51398

$59% vprime $3497 sprime
Figure 6.2 Vacuum Products Frequently Bought Together on
Amazon

As another example, online maps rely on user-generated
data to provide real-time traffic information. Google Maps
collects data from its users to “identify areas in which many
users are driving but not moving,”>! represented as yellow
or red in the map. Similarly, users can self-report hazards,
car accidents, or speed checks along the routes. If enough
reports are made, they will be shown on the map to all
users, which will help people avoid traffic dangers or
unnecessary slowdowns.>?

Data externalities can also be negative, in that they can
make you worse off. The simplest examples involve various
personal attributes you may not want publicly known for
various reasons. These include our prior example involving
your parental status, as well as other attributes such as
race, religion, political affiliation, and sexuality.>3

In the realm of the Metaverse, a platform that enables
rapid and wide-ranging data collection, both positive and
negative data externalities will almost certainly increase.
For example, online shopping websites can customize and
deliver frequently bought together products in AR/VR with
3D previews, enhancing the realism of the shopping
experience. On the flip side, biometric and



spatial/movement data provide additional dimensions via
which firms can accurately predict your attributes (using
others’ data) despite your choosing not to reveal them.

What will be the role of regulation in
protecting privacy in the Metaverse?

Recall that firms and individuals can and likely will take
actions to protect their privacy in the Metaverse. However,
there are also many data privacy regulations that are meant
to protect consumers in the current online world and likely
will impact the Metaverse to come. Over 130 countries
already have implemented some form of legislation “to
secure the protection of data and privacy.”>* Perhaps
unsurprisingly, there is ample international variation in the
range and depth of such legislation, consistent with recent
research that shows varying privacy preferences across
countries.>> Nonetheless, data storage laws and regulations
usually require data holders to keep data “securely and
protected against unauthorized or unlawful processing, loss,
theft, destruction, or damage.”3°

The most widely hailed and critiqued of these is the EU’s
General Data Protection Regulation (GDPR), which came into
force in 2018. In short, GDPR requires companies to ask for
some permissions to share data and gives individuals rights
to access, delete, or control the use of that data.?’ In other
words, it puts consumers in the driver's seat to determine
what happens with their data. Violating the laws can result
in substantial fines. For instance, recently Amazon was fined
€756 million, and Instagram was penalized $403 million for
violating GDPR.38



In contrast to the EU, “the United States doesn’t have a
singular law that covers the privacy of all types of data.
Instead, it has a mix of laws that go by acronyms like HIPAA,
FCRA, FERPA, GLBA, ECPA COPPA and VPPA.”3? This alphabet
soup may be understood as follows:

HIPPA—Health Insurance Portability and Accountability
Act of 1996—required the creation of national standards
to protect sensitive patient health information from
being disclosed without the patient’'s consent or
knowledge.

FCRA—Fair Credit Reporting Act—federal legislation
enacted to promote the accuracy, fairness, and privacy
of consumer information contained in the data gathered
by consumer reporting agencies.

FERPA—Family Educational Rights and Privacy Act—
governs access to educational information and records
by public entities such as potential employers, publicly
funded educational institutions, and foreign
governments.

GLBA—Gramm Leach Billey Act—requires companies
that offer consumers financial products or services like
loans, financial or investment advice, or insurance, to
explain their information-sharing practices to their
customers and to safeguard sensitive data.
ECPA—Electronic Communications Privacy Act of 1986—
protects wire, oral, and electronic communications while
those communications are being made, are in transit,
and when they are stored on computers.
COPPA—Children’s Online Privacy Protection Act—aims
to protect the privacy of children under the age of 13 by
requesting parental consent for the collection or use of
any personal information of the users.



 VPPA—Video Privacy Protection Act—makes it unlawful

for a “video tape service provider” to knowingly
disclose, to any person, “personally identifiable
information” concerning any “consumer” of such
provider without their consent and with a few
exceptions.

Despite these existing laws in the United States, “(t)he data
collected by the vast majority of products people use every
day isn’t regulated. Since there are no federal privacy laws
regulating many companies, they’re pretty much free to do
what they want with the data, unless a state has its own
data privacy law. . .”*% As of this writing, thirteen now have
comprehensive data privacy laws on the books that apply
across the board, including to personal devices. States as
diverse as California, Indiana, Utah, and New Hampshire
have all acted laws in recent years, with fourteen more
states currently considering such bills. This activity suggests
that, in the future, the United States may slowly shift from
the bottom up to a similar type of data privacy protection at
a national level.

As we've noted, the scope of the data that could be
collected in the Metaverse extends well beyond what is
currently collected online. However, it is yet unclear “how
the Metaverse plans to use sensitive data outside of the
immersive experience” and therefore, there is still a lot of
uncertainty around which data privacy regulations would be
applicable to the Metaverse.*! It is also unclear whether
current regulations have “what it takes” to protect these
additional, and potentially sensitive, data points. GDPR is
known for being one of the most stringent and toughest
regulations aimed at protecting an individual’'s data.
“Because Facebook [now Meta] decided to focus its



Metaverse development in Europe, [it is suspected that] the
GDPR will have a central role in regulating the Metaverse.”*?
However, some argue that not even “GDPR s
currently . . . equipped to protect Metaverse users from data
misuse as the Metaverse will spur thorny issues as it gains
user traction.”*® A recent measurement showed that “in
2020 each Internet user created 1.7 megabytes of data
every second he or she was online.” The Metaverse is
expected “to increase data usage of each Internet user by
twenty times in the next ten years.”** Moreover, most likely,
“multi-sensory experiences in the Metaverse will expand the
scope of data privacy beyond the normal data points to
include emotional, biometric, and physiological data,
meaning users will be monitored at an almost forensic level.
This will make enforcement of data privacy regulation far
more challenging.”*>

Despite such challenges, some important privacy issues
likely will become more pressing as the Metaverse becomes
more prominent. The first concerns property rights. Data
externalities don’t just come from the fact that others’ data-
sharing decisions affect you; they also come from the fact
that firms’ decisions about how to handle and utilize your
data impact your data privacy. Consequently, firms may
make decisions whose benefits don’t fully outweigh their
privacy costs (since the firms don’t experience privacy
costs). A classic solution to externality problems like this
one is to allocate property rights, and such a solution for
data privacy has been offered in the form of consumer data
ownership.*® Such an approach could be effective if it leads
to firms fully accounting for consumers’ privacy preferences,
(e.g., by needing to compensate consumers when firm



usage and/or sharing comes at the expense of consumer
privacy).

However, granting consumers ownership of their data
doesn’t come without challenges. For example, the effective
information the data carry often is a combination of
contributions from the customer and the firm, which raises
fairness questions in terms of whether the consumer or firm
is granted ownership. Another challenge of data property
ownership rights is that it lacks “a shared global
understanding.”%’ Moreover, nations struggle to balance
data ownership rights “with government interests in the
security of its citizens, national sovereignty and the need to
use new types of data for legitimate state purposes
including law enforcement.”*® In addition, “owning personal
data might incentivize poor and more vulnerable people to
sell their personal data, exacerbating existing inequities.”*?

Another pressing issue concerning data privacy involves
international data sharing. Besides the sharing of data
between individuals and an entity or between two different
entities within the same territory, data can also be
transferred across borders. As cross-border transfers are
becoming more common, “the security of personal data
transferred across national borders has been one of the
drivers for international consensus on the fundamental
principles for the protection of personal data.”>? “Prevalent
factors cited when determining whether, and to what
extent, to enact data localization laws include privacy
concerns, international trust, and protectionism.”>!
Nonetheless, there is still “uncertainty regarding data
protection standards in foreign countries, [and thus,] many
countries limit extraterritorial transfer of personal data.”>?



Such limitations are known as data localization laws and
regulations.

The emergence of data localization regulations “will likely
generate complex conflicts between the requirements of the
regulations from differing jurisdictions,””3 and it will be a
challenge, as well as likely costly, for companies to keep
track of the different regulations and ensure compliance.
Controlling international data sharing likely will be a
particular challenge for companies participating in the
Metaverse, as data sharing will be facilitated while the
contributions of data from various locations may be difficult
to fully account for.

Looking ahead, the attitude of different cultures toward
data privacy is important, primarily because we are still
unclear whether the Metaverse will be set up in such a way
that borders will continue to exist. If borders will no longer
be a concept, and one set of laws and regulations will cover
the entire Metaverse, it could be a challenge to balance out
the different attitudes toward privacy while trying to
maximize overall welfare. Given how interoperable the
Metaverse may be and how much easier the data-sharing
process likely will become, standardizing data privacy rules
at a global level based on the type of data being collected
could prove to be the optimal, if not necessary, approach.



7
GOVERNING THE
METAVERSE

This metaverse is going to be far more pervasive and powerful than
anything else. If one central company gains control of this, they will
become more powerful than any government and be a god on Earth.

~Tim Sweeney, Epic Games'

If anyone asked Mark Zuckerberg whether he aspired to be
a “god of the Metaverse” in the way that Jon Postel was
known as the “God” of the Internet,? we could not find a
record, though he did state in 2021 that he wanted
Metaverse users to be able to “build [their own] heaven.”?
Most likely, and especially after the Spring of 2023, Al would
feature prominently in his response. Still, there is no getting
around the fact that Zuckerberg renamed Facebook “Meta”
in 2021 with a clear vision that Metaverse tech would
feature prominently in the company’s future and, more
broadly, in the next iteration of cyberspace itself.* There can
be tremendous economic benefits, after all, to being a first
mover. Witness the dividends that the leading chipmaker
Nvidia has been able to command given its dominant
position in Al computing powered by Nvidia’s industry-
leading GPUs and associated software platforms.”> Other
leading tech firms, such as Apple, have become so



dominant for so long thanks to their ownership of
platforms,® which could soon include spatial computing.’
These corporate giants have the potential to dramatically
shape Metaverse governance, but so too do governments,
which begs fundamental questions that were introduced in
the preceding chapters, such as: What laws already govern
the Metaverse? And how is, or should, it be governed
differently from the Internet? What lessons can we apply
from past experiences of regulating technology to ensure
against tragedies of the Metaverse commons? This chapter
addresses these topics and more.

What laws govern the Metaverse?

As explored in Chapters 3-6, myriad domestic and
international laws, not to mention industry norms and codes
of conduct, shape Metaverse governance. These include, in
no particular order: intellectual property and copyright laws,
contracts, torts, defamation, cryptocurrency regulation, tax,
state-level privacy laws, sector-specific cybersecurity
regulations, and Europe’'s General Data Protection
Regulation (GDPR), to name a few.® These laws will shape
some of the most likely Metaverse use cases, including in
the areas of commerce, entertainment, and education.? For
example, intellectual property cases involving the
Metaverse have already been litigated. One such case
involves the record label Roc-A-Fella suing Damon Dash, one
of its co-founders, “seeking to enjoin him auctioning a NFT
of the cover of the Jay-Z album Reasonable Doubt.”*° Such
virtual assets will be regulated by a range of securities,
property, banking, transmission, commodities, and tax



laws.1! As Metaverse games increase in popularity, there is
also the likelihood that gambling and lottery laws will come
into play; already some jurisdictions have probed the “loot
boxes,” which are “virtual unopened treasure chests,” won
by players.!?

In general, any law or norm shaping Internet governance
will also apply to the Metaverse given the extent to which
these persistent, immersive, virtual communities (including
Apple’s spatial computing technology) rely on the Internet
backbone.!3 The relative importance of these areas of law
will doubtless wax and wane as Metaverse fads come and
go, such as the digital asset and NFT craze of 2022, which
drove interest in copyright laws.'* But certain issues—such
as privacy, identity, and cybersecurity—will persist and will
only become more pressing as the Metaverse evolves,
including whether predictions that spatial computing will
inevitably lead to a “Metaverse 2.0” come to pass since the
tech allows for a “more immersive, interactive, and intuitive
digital environment.” !>

One, perhaps unexpected, application of Metaverse
technology that could drive further government regulation is
national security. A 2023 RAND report, for example,
highlights the relevance of the Metaverse to advance the
Department of Homeland Security’s mission, such as with
regard to fostering information sharing and improving
training and preparedness, even as the technology also
threatens to worsen concerns over misinformation, abuse,
and cybersecurity.'®

n

How does Internet governance apply to
the Metaverse?



We take a lot for granted, including on the Internet. Many of
us have never stopped to think about how the pulses of light
on fiberoptic cables that carry your keystrokes and clicks
around the world are regulated, and by whom. It may come
as some surprise, for example, that a nonprofit corporation
based in southern California manages the global domain
name system, which matches cumbersome Internet Protocol
addresses with easier-to-understand website names.
Surveying all the decisions that got us to the current state
of what passes for Internet governance is beyond the scope
of this section, but a brief overview is warranted to provide
some context.'’

As the Cold War was ending in the early 1990s, there was
a digital euphoria brewing about the potential of the
Internet to become a borderless and self-governing space
devoid of the authority of territorial states.'® Famously,
former US President Bill Clinton quipped that censoring the
Internet was as tough as nailing “Jello to the wall.”!° Yet
governments around the world, including perhaps most
famously China, have successfully done just that. In China’s
case, early attempts at censoring the Internet were
supercharged by the events of the 2011 Arab Spring (which
underscored the potential of social networks to fuel unrest)
by clamping down on anonymity, virality, and impunity.?°
Similarly, Russia’s growing isolation in the aftermath of its
2022 invasion of Ukraine, and deepening ties with China,
has seen its approach to Internet sovereignty evolve in a
similar fashion. This has resulted in a growing “digital
divide,” not between those with and without broadband
Internet access, but between those for whom the Internet is
either “open” or “closed.” The rise of cyber sovereignty,
exemplified in efforts by India in 2018 and the United States



in 2024 to ban TikTok and other Chinese-owned
applications, showcase the extent to which cyberspace is no
longer a global, open, secure, and interoperable network of
networks (if it ever was).?!

But what is “Internet governance?” One influential
definition dates back to the 2005 World Summit on the
Information Society, which defined the term as “the
development and application by governments, the private
sector, and civil society, in their respective roles, of shared
principles, norms, rules, decision-making procedures, and
programs that shape the evolution and use of the
internet.”?? Although a helpful starting point, the term
remains confusing given the extent to which technical
standards setting is conflated with the emergent behaviors
of Internet users. There is also no foreordained requirement
that Internet governance must be multi-stakeholder in
nature (i.e., involving representatives from governments,
the private sector, and civil society). Indeed, it is the stated
preference of a growing number of nations for multilateral
(state-on-state) Internet governance. What is clear, though,
is that an integral component of Internet governance is the
development of norms for Internet operators and,
increasingly, content providers along with technical
standards underpinning internetworked systems.

In broad brushstrokes, the story of Internet governance
may be broken down into three phases. Phase One
encompassed influential network engineers and the ad hoc
organizations that they developed, such as the Internet
Engineering Task Force (IETF), extending from roughly 1969
to the birth of the Internet Corporation for Assigned Names
and Numbers (ICANN) in 1998. Phase Two coincided with the
commercial success of the Internet and the first global
“digital divide” represented by the economic divergence of



information and communication technology resources
between developed and developing nations, which is the
focus of this chapter. It also marked the emergence of so-
called Web 2.0, which was first suggested in 1999 to
describe the emergence of collaborative tools and online
communities that generate content as opposed to the
passive viewing of material online (i.e., Web 1.0). Finally,
Phase Three has been defined to date by the extent to
which nations have begun to assert a greater role in Internet
governance, at least in their own countries, underscoring
the potential for a “new ‘digital divide'” to emerge not
between the “haves and have-nots,” but between “the open
and the closed.”?? Yet, at the same time there are growing
calls to focus on the emergence of a decentralized Web 3.0
(a term coined in 2006) built on distributed architectures
that enable users to “control their own data, identity, and
destiny.”?* Needless to say, such a techno-utopian vision is
at odds with the increasing degree of cyber sovereignty
being practiced by many nations, as was mentioned above.

There is a school of thought that Web 3.0 technologies,
including those underpinning the Metaverse, could make
existing stakeholders, such as ICANN, obsolete.?> But such
an outcome is unlikely, to say the least. True, ICANN’s remit
does not extend to blockchain-enabled Web 3.0
technologies, but given that domain names, user-friendly
digital wallets, and digital identities remain integral to
navigating the Metaverse, it's more likely that Web 2.0 and
3.0 decentralized governance structures will continue to
coexist. This makes questions of governance that much
more complex, including the role that companies are playing
in shaping the Metaverse.



How are companies already governing the
Metaverse?

When you purchase a digital asset, who owns it? You might
think the answer is simple—the user who forked over the
money, or cryptocurrency. But not so fast. Even though you
may have purchased an NFT on a Metaverse platform that
now resides in your digital wallet, which boasts a private
key, when you dig into the terms of service, you will find
that “all visual and functional aspects of digital assets” are
“controlled by the private metaverse platforms and are
subject to their unilateral control.”?% It should come as no
surprise that often very few users bother to read the fine
print, though. One study, for example, found that only 1.7%
of users identified a “child assignment clause” that gave
their first-born children to a fictional online service
provider.?’

This example makes clear that, as with cyberspace itself,
companies are taking a central approach in determining the
look, feel, and content of the Metaverse. This includes
defining the terms of service around acceptable behavior,
privacy, platform security, and dispute resolution.”® But
such choices involve difficult trade-offs, such as between
interoperability, privacy, and security that are only
beginning to be discussed and standards developed.

A variety of hot topics in corporate governance of the
Metaverse are emerging. These include intellectual property
rights management which has also become a hot topic, with
companies actively monitoring Metaverse platforms for IP
infringement, along with ensuring that virtual assets traded
on the Metaverse meet the applicable securities, banking,
and commodities laws.?? Companies are also experimenting



with “future proofing” their contracts by including clauses
ensuring that third-party and existing relationships and
assets could be deployed in spatial computing and
Metaverse platforms3® along with registering their
trademarks in the Metaverse.>! Finally, firms are exercising
governance through product design choices, such as
creating interoperable hardware and software based on
uniform standards such as the World Wide Web (WWW)
Consortium’s XR Accessibility User Requirements (see Table

7.1).32

Table 7.1 Corporate Efforts to Regulate the Metaverse

Type

Description

Example/Parallels with
Cybersecurity

Platform Rules Companies establish guidelines

& Policies

Self-Regulation

Collaboration
& Partnerships

Technological
Solutions

Public Input &
Feedback

for user behavior, content
moderation, and data privacy
on their platforms.

Companies adopt measures to
ensure ethical conduct within
the Metaverse, combatting
issues like hate speech and
misinformation.

Companies collaborate with
governments, nonprofit
organizations, and academic
institutions to develop shared
governance frameworks.

Companies invest in tech
solutions to improve
governance, such as tools for
detecting and removing
inappropriate content or
addressing privacy concerns.

Companies engage with users
and the public to gather
opinions and concerns about
Metaverse governance.

Meta Code of Conduct for
Virtual Experiences

Siemens Charter of Trust;
Cybersecurity Tech Accord

Christchurch Call to Eliminate
Terrorist and Violent Extremist
Content Online; Paris Call for
Trust and Security in
Cyberspace

Al Labeling; 2022 EU Code for
Disinformation

NIST Cybersecurity Framework;
NIST Privacy Framework




There is also some experimentation with applying
governance models from related contexts to the Metaverse,
such as Meta’'s Oversight Board that has taken a leading
role in moderation (though not always without some
controversy).3? Some efforts have been made by regulators
to oversee such initiatives (such as China as mentioned in
Chapter 1) along with the European Union’s Digital Services
Act and Code for Disinformation, which could in time be
extended to the Metaverse and are expanded upon in the
next section. Indeed, the EU is actively investigating the
form that Metaverse regulations should take, including with
regard to the security of the underlying digital infrastructure
and how that plays into existing regimes such as GDPR, as
they project the global Metaverse market to reach $5 trillion
by 2030.°>* Among other ideas is the potential to encourage
the development of industry coalitions and codes of conduct
similar to the applicable regime under GDPR.>3

Yet Metaverse platforms also permit the potential for
decentralized governance structures through so-called
decentralized autonomous organizations (DAOs), which
issue NFTs that give owners economic and voting rights on
various issues.?® Already, DAOs are being used to set the
rules for the buying and selling of digital assets including
cosmetics and real estate as NFTs, though in theory the
same mechanism could be used for questions of content
moderation and other vexing governance challenges. These
efforts are to an extent being guided by the efforts of civil
society groups, such as the World Economic Forum, which
are creating guidelines for firms to follow.>’

Consider an experiment run by Metaverse and Stanford
University, the results of which were announced in July
2023. In it, Meta undertook a deliberative, democratic



process involving “over 6,000 people who were chosen to be
demographically representative across 32 countries and 19
languages.”>® Participants spent hours in small-group
conversations learning from non-Meta experts about the
issues in play such as anti-bullying and moderation policies.
The results looked promising, with some 82% of users
suggesting that the company use this format for navigating
some of the most challenging questions of Metaverse
governance.>® Meta was so encouraged, that it reportedly
plans to roll out a similar process to guide its use and rollout
of generative Al products and services.*?

All this begs the question, though, as to whether
companies, including Meta, should be able to govern
themselves and their Metaverse platforms and properties. If
Boeing is allowed to certify that a crash-prone aircraft is
safe, and Facebook is permitted to violate users’ privacy
expectations, should companies and industries ever be
allowed to police themselves?*! The debate is heating up,
particularly in the US tech sector, with growing calls to
regulate the Metaverse and Al.

Are we asking for a tragedy of the
Metaverse if we don’t get this right? What
lessons can we learn from other digital
and real-world contexts?

It turns out to be possible, at least sometimes, for
companies and industries to govern themselves, while still
protecting the public interest. Groundbreaking work by
Nobel Prize-winning political economist Elinor Ostrom and
her husband, Vincent, found a solution to a classic economic



quandary, in  which people—and businesses—self-
interestedly enrich themselves as quickly as possible with
certain resources, including personal data, thinking little
about the secondary costs they might be inflicting on
others.*?

To understand the idea behind their solution, first some
context is in order. In a classic economic problem, called
“the tragedy of the commons,” a parcel of grassland is
made available for a community to graze its livestock.
Everyone tries to get the most benefit from it—and as a
result, the land is overgrazed. What started as a resource
for everyone becomes of little use to anyone, hence Garrett
Hardin’s famous insight that “freedom in the commons
brings ruin to all.”*3

For many years, economists thought there were only two
possible solutions to the scenario. One was for the
government to step in and limit how many people could
graze their animals. The other was to split the land up
among private owners who had exclusive use of it and could
sustainably manage it for their individual benefit. The
Ostroms, however, found a third way. In some cases, they
revealed, self-organization can work well, especially when
the various people and groups involved can communicate
effectively. They developed design principles to help
understand the dynamics involved, along with furthering the
concept of “polycentric governance.”

For those new to the topic, the field of polycentric
(multicentered) governance is a multilevel, multipurpose,
multifunctional, and multi-sectoral model,** which has been
championed by scholars, including Elinor and Vincent
Ostrom. According to Professor Michael McGinnis, “[t]he
basic idea [of polycentric governance] is that any group . . .
facing some collective problem should be able to address



that problem in whatever way they best see fit,” which
could include using existing governance structures or
crafting new systems.*> This robust model challenges
orthodoxy by demonstrating both the benefits of self-
organization, understood here as networking regulations “at
multiple levels,” and the extent to which national and
private control can coexist with communal management.*®
It also posits that, due to the existence of free riders in a
multipolar world, “a single governmental unit” is often
incapable of managing global collective action problems.
Their work can help determine if and when companies can
effectively regulate themselves—or whether it’'s best for the
government to step in, as many are doing already in the
Metaverse context, as discussed in the next section.

All these factors can help predict whether individuals or
groups will successfully self-regulate, whether the challenge
they’re facing is climate change, cybersecurity, or anything
else. Trust is key, as Lin Ostrom said, and an excellent way
to build trust is to let smaller groups make their own
decisions. Polycentric governance’s embrace of self-
regulation involves relying on human ingenuity and
collaboration skills to solve difficult problems—while
focusing on practical measures to address specific
challenges.

Polycentric regulation is a departure from the idea of
“keep it simple, stupid”—rather, it is a call for engagement
by numerous groups to grapple with the complexities of the
real world. Yet self-regulation does have its limits—as has
been clear in the revelations about how the Federal Aviation
Administration allowed Boeing to certify the safety of its
own software. Meta has also been heavily criticized for
failing to block an anonymous horde of users across the
globe from manipulating people’s political views. In the face



of public skepticism, firms like Meta and Apple have a
stronger imperative to show that they can be trusted.
Ostrom’s ideas suggest they could begin to do this by
engaging with peers and industry groups to set rules and
ensure they are enforced, such as through the EU Code for
Disinformation process.

So far, though, the track record is not encouraging.
Failures of collective action are still all too common both
online and offline. Examples range from unregulated areas
featuring relatively undefined property rights, enforcement
problems, and overuse issues, as with spam and Distributed
Denial of Service (DDoS) attacks in cyberspace,*’ to “space
junk” that is threatening the sustainability of low-Earth orbit.
Indeed, one 2018 incident highlighted this danger with the
International Space Station reportedly being damaged by a
piece of orbital debris requiring the astronauts to use “duct
tape to cover the hole . . . .”*8 Unfortunately, though, there
are some problems that even duct tape cannot fix, given the
larger problem of space junk threatening satellites and
potentially hindering “space commerce, space tourism, [and
even] the scientific exploration of space . .. .”%°

Effective self-governance may seem impossible in the
Metaverse because of the scale and variety of groups and
industries involved, but polycentric governance does
provide a useful lens through which to view these problems.
Ostrom has asserted that this approach may be the most
flexible and adaptable way to manage rapidly changing
industries. It may also help avoid conflicting government
regulations that risk stifling innovation in the name of
protecting consumers without helping either cause. Yet
Google has argued that while self-regulation is vital, it “is
not enough.”>Y Big questions remain, from regulating terms



of service to tax policy. For example, should you pay sales
and/or income tax on your digital assets? And to which
jurisdiction? As such, governments can play an invaluable
coordinating function and regulatory check on any excesses
of Metaverse pioneers, which we explore next.

What role should governments have in
regulating the Metaverse?

Governments around the world have no shortage of pressing
concerns on which urgent action is needed. As of this
writing, wildfires were raging out of control in Canada,
burning an area larger than the state of Virginia. The United
States saw an increase of 43% in the number of people
killed by firearm violence between 2010 and 2020, though
there was a thankful downturn in 2024.°! Social media
continues to be a negative and damaging influence on too
many youth. Healthcare costs remain too high and access
too limited. The scourge of drug addiction is scarring too
many communities and families. Childhood poverty remains
alarmingly prevalent. Inflation is persistently high. The list
goes on.’? So why should governments spend their limited
legislative bandwidth regulating something as amorphous
as the Metaverse?

Many countries are understandably answering the call
with silence, but there are pockets of activity driven by key
factors including the potential of Metaverse technology to
help drive economic growth and technological leadership.”3
Admittedly, such promises can come off as illusory at best,
and at worst an excuse for overly lax regulation. But the
prospects for Metaverse applications (and their abuse) in



contexts such as housing construction and real estate walk-
throughs demand regulatory attention, in addition to
training healthcare professionals in virtual or augmented
environments that would include their patient’s biometric
information that could be updated in real time.
Governments also likely will have some role to play in
ensuring that—similar to broadband Internet access—as
Metaverse technologies such as spatial computing (or, as
Google refers to it, “ambient computing”) mature,”* they
are widely accessible as part of a broader push towards
twenty-first century digital literacy and digital citizenship.
Exploring the potentials and perils of this technology in
educational settings will be important to this end, including
by offering training programs for AR/VR content creators,
future designers, engineers, and architects. Lastly,
governments are already experimenting with using the
Metaverse to open digital embassies and promote cross-
cultural dialogue, as discussed in the introduction of this
chapter. Such cooperation would hold the potential to
promote the betterment of international relations. Imagine a
school child from Indiana walking alongside a student of the
same age from Tuvalu and developing firsthand empathy for
each other’s climates and cultures as well as the challenges
they face.

In other words, governments have the potential to play
many important roles in fostering the rollout of equitable,
inclusive, useful, and innovative Metaverse platforms that
safeqguard free speech and privacy rights along with
promoting cybersecurity. Of particular concern in the US
context have been issues of content moderation, data
privacy, market power and competition, and addressing the
digital divide, given that more than 14 million Americans
still did not have access to broadband Internet as of 2019.°°



The Congressional Caucus on Virtual, Augmented, and
Mixed Reality (MR) Technologies (known, perhaps,
somewhat ironically as the “Reality Caucus”) has been
focusing on these issues for years; indeed, among the first
proposed bills that would have regulated VR for medical
procedures dates to 1992.°° Augmented, mixed (so-called
XR, which could include Apple’s spatial computing efforts),
and virtual reality applications, though, are just some of the
underlying technologies shaping the Metaverse, which also
relies on 5G/6G deployment, and blockchain/NFTs.”’ Indeed,
as the Congressional Research Service notes, there are
differences of opinion, discussed throughout this book,
about whether the Metaverse represents a fundamental
change in the architecture and operation of the Internet
itself or merely an evolution with targeted appeal—the
notion of so-called “proto-metaverses” such as massively
multiplayer online (MMO) games and virtual concerts.”® The
bursting of the Metaverse hype bubble in early 2023 will
likely decrease perceived pressure on regulators as their
focus shifts to Al, but the underlying issues related to
governing immersive, persistent, interoperable networks
across platforms are not going away. Of particular interest is
the phenomenon known as the “embodied Internet” made
possible by users’ positive experience of being present in an
online environment rather than being a passive observer,
underscoring issues of identity and, relatedly, mental health
as explored in Chapter 5.

The immersive, expansive, persistent, and potentially
global nature of the Metaverse means that content
moderation is especially challenging (consider the Section
230 debates about platform liability for third-party content
in this context), particularly in the areas of user identity
protection and managing misinformation. The immersive



nature of the Metaverse makes some issues like bullying
and harassment that much more concerning,”® while also
ballooning the amount of data provided by users in these
environments (including, potentially, neural information)
that is already subject to, at best, fragmentary
safeguards.®® Yet in contrast to Europe (discussed next), it is
unlikely we’ll see a comprehensive piece of US legislation to
manage the myriad regulatory issues facing Metaverse
providers and users, as is the case for an omnibus federal
law defining privacy rights or cybersecurity requirements.
Instead, targeted reforms dealing with specific issues are
much more likely. For example, the proposed Immersive
Technology for the American Workforce Act would create a
five-year grant program administered by the Department of
Labor to support community colleges along with career and
technical centers “in developing education and training
programs for workforce development utilizing immersive
technology.”®! Other areas that could lead to bipartisan
movement include the need for upgraded infrastructure to
improve the capacity of existing broadband networks for
widespread use of spatial computing and other immersive
technologies, especially given prevalent problems of latency
in DSL and cable networks.®? International, multi-
stakeholder engagement is also key to developing “open
standards and globally accepted protocols,” as was so
instrumental in the update of TCP/Internet Protocol.®3

It should come as little surprise, given its leading role in
data governance, that among the most proactive
jurisdictions around the world in regulating the Metaverse is
the European Union. In particular, the EU has created the
2030 Digital Compass that “sets out to improve the digital
skills of the European citizens and emphasize the



development of more skilled digital professionals; transform
the EU’s digital infrastructure landscape; and enhance
European cybersecurity by improving data infrastructure to
enable data to remain within the EU and not be stored in
third countries.”®* As a result, rules for data localization look
set to only be further entrenched in the future, calling into
question whether a true, global Metaverse (similar to
considering cyberspace as a “global networked commons”)
is possible or desirable. Indeed, this may be considered a
component of Europe’s drive for “digital sovereignty” by
2030. This is a goal mirrored by the efforts of other nations
around Internet and cyber sovereignty, which may be read
as a challenge to the US-led vision of cyberspace—and,
relatedly, the Metaverse—as a global system that is “open,
free, global, interoperable, reliable, and secure.”®>

Government involvement can help build bridges, break
down silos, and solidify trust across Metaverse stakeholders,
as happened with cybersecurity efforts from the National
Institute for Standards and Technology. Polycentric
governance can be a flexible means to this end, adapting to
new technologies more appropriately—and often more
quickly—than sole governmental regulation. It also can be
more efficient and cost-effective, though it’s not a cure for
all regulatory ills. And it’'s important to note that regulation
can spur innovation as well as protect consumers, especially
when the rules are simple and outcome focused.

Consider the North American Electric Reliability Council
(NERC). That organization was originally created as a group
of companies that came together voluntarily to guard
against Dblackouts. NERC standards, however, were
eventually made legally enforceable in the aftermath of the
Northeast blackout of 2003. They are an example of an
organic code of conduct that was voluntarily adopted and



subsequently reinforced by government. To the extent that
such a sequential approach is optimal, it would ideally not
require such a crisis to spur this regulatory process forward
in the Metaverse context.

Ultimately, what’s likely needed—and what Professor
Ostrom and her colleagues and successors have called for—
is more experimentation and less theorizing, especially as
new technologies (such as Al and brain-computer interfaces)
promise an even more immersive Metaverse experience
than AR/MR/VR, which is explored further in Chapter 8.°°
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Al IN THE METAVERSE

The Metaverse can be summed up as the Internet in three dimensions.
~Deloitte Chief Disruptor Ed Greig"

The significance of artificial intelligence (Al) on nearly every
aspect of modern technology cannot be understated. Tech
analysts and economists have even argued that Al and big
data are the foundations of humanity’s fourth industrial
revolution.”? Recent advancements in generative Al have
further cemented the role of artificial intelligence as a
civilization-scale, transformational technology. Many
creative roles previously considered safe from automation
are now in danger of being usurped by significantly faster
and cheaper Al programs. Authors, artists, musicians, and
videographers—as well as the companies that employ them
—are all feeling the economic pressures presented by
innovations in Al. The impacts of Al on the Metaverse are
similarly expansive, as explored in this chapter.

How are Al and the Metaverse related?

Because of the pressing economic and cultural impact that
Al has recently had, some tech pundits have proclaimed:
“The Metaverse is Dead, Long Live Generative Al!"3



Investors, too, have changed their priorities. Between 2022
and 2023, first-quarter venture capital funding for
Metaverse companies fell from $2 billion to $587 million. At
the same time, first-quarter venture capital funding for
generative Al companies grew from $613 million to $2.3
billion.*

Despite these proclamations, the idea that the Metaverse
has been left in the dust as yesterday’s tech fad misses the
critical link between the Metaverse and Al. As with all other
Metaverse technologies, Al is a foundational pillar of any
vast, interactive, and ever-growing implementation of the
Metaverse. By integrating Al and the Metaverse, the utility
of both technologies in the realms of art, education,
communication, entertainment, medicine, and commerce is
exponentially increased. Generative Al has a tremendous
ability to deliver virtual worlds at scale by creating realistic
and diverse virtual characters, environments, objects, text,
and even audio.”

Al accelerates—and makes financially viable—one of the
most challenging aspects of building the Metaverse: making
dynamic and adaptable content.® Al does so “by providing
some of the most tedious, butnecessary, building blocks of
virtual worlds.”’ At the same time, the combination of Al
and the Metaverse risks creating the “next generation of
privacy-violating, competition-thwarting, and truth-killing
platforms,” as Tom Wheeler wrote for The Brookings
Institution.®

Beyond the synergy between these technologies (and the
possible dangers derived from it), there is also a conceptual
link between Al and the Metaverse. As Al permeates the
fabric of society, we find ourselves struggling to define what
exactly is artificial about artificial intelligence. As the



Metaverse continues to grow, we face a very similar
question: What does the virtual in virtual reality really
mean? Is there a truth when engaging with Al? Is there
reality when engaging with the Metaverse? Answering these
questions becomes even harder when Al and the Metaverse
converge. Although this chapter will leave these larger
philosophical questions unanswered, the relationship
between Al and the Metaverse is a deep one, and this
chapter begins to dissect how the two technologies will
interact.

Who and what is real in the Metaverse?

Before diving into the complex questions of what reality
means when Al meets the Metaverse, it behooves us to first
discuss what reality means in the Metaverse by itself.
Unfortunately, despite being the “R” in the names VR, AR,
MR, XR, etc., the concept of “reality” is somewhat difficult to
define.

In popular parlance, the Metaverse is frequently discussed
in contrast to reality, much like the Internet is discussed in
contrast to “real life.” The abbreviation “IRL,” which stands
for “in real life,” was even popularized to distinguish online
interactions from reality. But framing the discussion about
the internet as mutually exclusive from real life mistakenly
suggests that the internet is unreal, false, or fake. This
conceptualization suggests that the environments we
inhabit online are fictional, and that the personas we exhibit
online are fanciful if not fraudulent.

Social media, however, has already shown us that this
perspective on reality is flawed. As the role of social media
in everyday life continues to expand, our online activities



and digital presence have become an integral part of our
reality.” Consequently, the Internet has become a
“psychological space; an extension of our individual and
collective minds.”'’ Even when our digital presence is
fragmented across various platforms, websites, and devices,
“it seems clear that our various online personas are all
digital breadcrumbs of the same persona; different
symptoms of our same core self.”1!

The Metaverse, like social media platforms, is not a
fictional digital environment in which our true selves are left
behind. Rather, the Metaverse is a true extension of our
parallel realm in which real interactions, emotions, and
experiences unfold. In the Metaverse, real people work,
socialize, and even create. Real economic transactions take
place. Real crimes occur. Real relationships are formed.
Ultimately, the Metaverse is not a departure from reality but
an extension of it. Beyond these social and economic
realities, advancements in technology, too, help dissolve the
idea that reality refers solely to physical space. For example,
by tracking “[e]lye movements, heart rate, facial
expressions, and even perspiration,” XR technologies make
our presence and identity in the Metaverse that much more
indistinguishable from and entangled with our physical
reality.!?

As discussed in Chapter 5, the Metaverse is not like a
video game in which players dive into a bounded and
explicitly fictional world. The Metaverse is not about
discarding one’s identity and adopting a new character’s
personality, looks, and behaviors. Rather, the Metaverse,
much like social media, encourages users to embody their
profiles or avatars, immerse themselves fully into each
virtual environment, and interact seamlessly with their



surroundings. The environments, personas, and actions
taken online are as real and as consequential as anything
else we do “IRL.” Given these factors, the Metaverse cannot
be categorically labeled unreal or fictitious.

Nonetheless, not everything on the Internet and the
Metaverse is real. Certain things are uncontrovertibly “fake.”
Fraudulent activity, for example, whether online or in real
life, is a clear example of fake content (almost by
definition). In the context of social media, fraudulent
behavior takes on various forms. The term “catfishing,” for
example, refers to a particular kind of fraudulent activity in
which an individual (called the “catfish”) creates a fake
online profile on social media platforms, frequently
employing stolen pictures, backgrounds, and personalities.
If successful, the catfish deceives victims into unwittingly
revealing secrets, sharing resources, and buying into further
falsities. This “deceptive practice” of catfishing is used “for
anything ranging from pranking . .. friends to carrying out
serious crimes, like sexual assault and identity theft.”!3 Just
because our interactions online are real and consequential,
does not mean that everything and everyone online is
truthful and that everything is as it seems. Such falsities
unfortunately abound.

Phishing is another example of clearly fraudulent online
activity, as discussed in Chapter 4. As the Federal Trade
Commission summarizes, “[plhishing emails and text
messages often tell a story to trick you into clicking on a link
or opening an attachment. You might get an unexpected
email or text message that looks like it’'s from a company
you know or trust, like a bank or a credit card or utility
company. Or maybe it's from an online payment website or
app.”'* Victims of phishing are tricked into entering login
credentials, disclosing payment information, and even



installing malware through these fraudulent messages.
Much like catfishing, phishing is also a deceptive practice,
perpetuating falsities in our online environments.

What do these two examples have in common? What
makes them representative of unreal behavior? It is not that
these activities take place online. Rather, these examples
involve purposeful deceit. It just so happens that such
deceit is enabled or facilitated by the online environments
that have become such foundational aspects of our
everyday lives.

Much like social media, which has enabled these novel
methods of fraudulent behavior, the Metaverse too will
facilitate new ways of enacting deceit. By relying on
representative avatars, 3D rendered environments, and
digitally mediated communication, the Metaverse may
exacerbate our vulnerabilities to these types of falsities. Our
deeper perceptual immersion in the Metaverse may, for
example, lower our defenses against suspicious-looking
emails or unexpected friend requests.

Delineating reality in the Metaverse becomes even more
difficult as Metaverse creators, users, and abusers come to
wield the power of Al. Deep fakes, chatbots, and other
artificial intelligence applications make it far easier to
deceive innocent users both on the wider social internet and
especially in the Metaverse. Such technologies, for example,
may make it virtually impossible to distinguish between
human-avatars and those controlled by Al These Al-
controlled bots may have legitimate uses in the Metaverse,
as discussed later in this chapter, but they may be far too
easy to abuse. Metaverse bots that can “emulate physical
and emotional characteristics like facial expressions and
body language”!® may, for example, trigger far stronger
subconscious predispositions of trust.



In social media, deepfakes, or *“fictional Al-generated
photos and videos, have already begun to flood the internet,
sparking controversy and confusion among everyday users
and mainstream media.”'® In the Metaverse, deepfakes will
only become more realistic as generative Al facilitates the
creation of picture-perfect avatars with human-like speech
and motions.'” Powered by artificial intelligence’s ability to
collect and analyze users’ physiology, the Metaverse might
even allow catfishers to create virtual identities that
perfectly “emulate [the] physical and emotional
characteristics” of real individuals.'® Additionally, artificial
intelligence in the Metaverse can monitor users’ interactive
behaviors, generating valuable and sensitive data for
phishing attacks.'®

Determining what is real in an Al-driven Metaverse may
be more difficult than in any other digital environment we
have faced so far.

Does Al undermine reality in the
Metaverse?

As previously discussed, the Metaverse is part of reality. As
such, it hosts real friends, real art, real commerce, and
unfortunately, real deceit. Does the prevalence of Al in the
Metaverse tilt the scale from reality to fiction? In other
words, does Al undermine the reality of the Metaverse? To
answer this question, let us first determine the various
legitimate uses of Al in generating the Metaverse.
Specifically, let us look at how avatars and environments
will all be shaped by the rise of Al in the Metaverse.



How does Al shape avatars?

To exist in and interact with the Metaverse, individuals rely
on an avatar, a 3D rendered depiction of one’s body. It is
through this avatar that we emote, communicate, and
behave in the Metaverse. It is also through this avatar that
others perceive us. In the physical world, our facial
expression, body language, and even level of perspiration
may also signal to others our level of stress, engagement, or
empathy. Unfortunately, in the early implementations of the
Metaverse, avatars were far too simplistic to be effective
means of conveying the full dynamic range of one’s true self
in the Metaverse.

Take the first two generations of Mark Zuckerberg’'s very
own Metaverse avatar shown in Figure 8.1.2°

Figure 8.1 Evolution of Zuckerberg’s Avatar

On the left is Meta’s first generation so-called “dead-eyed
avatar.”?! These images of avatars received a significant
amount of backlash due to their lack of realism, facial
expressions, and even legs. Op-eds were written about the
“hideously ugly aesthetic” of this version of the Metaverse,



which was perceived to be “completely devoid of texture
and, more importantly, personality.”??

On the right is Meta’s second generation “upgraded”
avatar, which featured a significantly more detailed
depiction of Mark Zuckerberg. Despite these improvements,
the new generation was also mocked. Columns were written
noting the avatar’s similarity to “the pale, vacuous look of a
Victorian ghost, taking a selfie in front of basic renderings of
the Eiffel Tower and the Basilica de la Sagrada Familia.”?>

These derisive comments made against both generations
of avatars are reproduced here for more than humor.
Beneath these aesthetic judgments is a real critique about
what Metaverse avatars must be able to convey to
successfully achieve their purpose. Both generations of
avatars lacked the realism necessary for true immersion in
the Metaverse. Face-to-face virtual meetings, which is one
of the primary use cases for the Metaverse, felt stunted with
these avatars. By being unable to match the expressive
level of our physical human communication, these avatars
gave virtual connections a muted or even fictional tinge.

Built into these comments is the idea that “photorealistic
avatars in virtual or augmented reality” are not only the
gold standard for communications in the Metaverse, but
they are also almost required.?* With recent advancements
in Al, it seems that achieving such realistic avatars is well
within reach.

With the use of state-of-the-art Al, Meta has upgraded its
avatars yet again. The latest virtual iteration of Mark
Zuckerberg is shown in Figure 8.2.2°



Figure 8.2 Zuckerberg’s New Avatar

To build these new avatars, Meta originally relied on a
system of 171 high-resolution cameras which fed data into
four high-end GPUs which then rendered a virtual avatar
after six hours of processing.2® Clearly, this method—though
successful—was far from scalable. Since then, through the
development of novel Al methods, specifically new neural
network machine learning (ML) algorithms, Meta has been
able to generate avatars with nothing more than an
iPhone.?’

Similarly, Apple has built two systems of generative Al for
avatar-generation. The first system of so-called digital
“personas” is scheduled to be launched with the Apple
Vision Pro. By using the device to capture one’s face while
raising eyebrows, smiling, and Dblinking, Apple’s Al
algorithms can stitch together a realistic 3D rendering of the
user’s real-time facial expressions.”® The second system,
which is designed for full-body analysis, can turn a short
video or between 50 and 100 frames into a fully animated
3D avatar.?® Because so little video is required, the Al
generates aspects of the avatar “to fill in the gaps of what
was captured and included in the model.”3°



As this series of iteratively more realistic avatars
demonstrates, “one of the challenges we face in virtual and
distributed collaboration is the absence of nonverbal cues
and emotional nuances that form an integral part of face-to-
face interactions. Generative Al has the potential to bridge
this gap by imbuing virtual avatars with realistic emotions
and body language, creating a more immersive and
emotionally resonant experience.”3!

Thus, despite their existing successes, Meta, Apple, and
countless other companies continue to invest in Al
innovations to build photorealistic Metaverse avatars as fast
as possible, from as little data as possible. If the Metaverse
becomes home to millions or billions of users, many if not
most of them will not have access to a “4-D
photogrammetry booth (a huge frame with about a hundred
digital cameras) to capture all possible facial details.”>?
Even if they do, individuals will likely not want to sit for a
30-minute motion capture session for perfect precision in
their avatar. Thankfully, it seems that Al is up to the task.

Note, however, that the use of Al for avatar-generation is
not without controversy. The 3D biometric data required for
Al-facilitated avatar generation is highly sensitive personal
information that can be used to identify someone. As of this
writing, such data is protected by what some may describe
as a confusing patchwork of ineffective state-by-state
regulations in the United States.33 Discussions about privacy
in the Metaverse found in Chapter 6 will play a significant
role in defining the scope of Al-generated photorealistic
avatars.

How does Al render environments and assets?



To appreciate how Al will drastically change the way in
which Metaverse assets are created, it is first necessary to
understand how such things (3D models, textures, icons,
sound effects, etc.) were traditionally built for the video
game industry.

Existing expansive virtual-world games—those that most
closely mirror the Metaverse—can be incredibly expensive
to build. Development costs between $80 and $300 million
are now commonplace. A Bain & Co. analysis predicts that
these costs may be heading toward $1 billion per game by
2027.%% What exactly is this exorbitant amount of money
being spent on? Main Leaf, a game development company,
answered this question by noting that asset creation is
“lolften the bulk of a game’s price tag.”>> This development
is also the step that takes the longest, the step in which
game developers have “hundreds, if not thousands, of
workers” working for “around 4 years.”3° Even once 2D art
has already been created, “converting 2D sketches into 3D
assets takes thousands of hours across a standard-sized
video game.”?’ To this day, asset creation remains a
“manual and time-consuming” process and, unfortunately,
“there is a limited supply of talented 3D artists.”>®

It is no wonder that game developers are extremely
interested in using Al to decrease this workload (and its
related costs). Creating concept art, 3D objects, and even
entire landscapes are now subject to Al automation. So,
many companies, all claiming to save time and money for
game developers, are exploring use cases for Al in game
generation that an entire development workflow can be built
on generative Al technologies. Take the Seattle-based
startup Rec Room as an example. As a research project, the
team “visualized ideas via Midjourney and DALL-E, and



turned the resulting images into 3D assets with CSM and
Shap-E. Finally, ... alien skies were built out with Skybox,
an Al tool from Blockade Labs.”3?

Because the Metaverse also relies on 3D-rendered
environments and assets, much of this innovation can be
equally revolutionary for the Metaverse, if not more so.
Beyond generating assets, Al tools can be trained to create
(or recreate) photorealistic content for the Metaverse. As
the Boston Consulting Group noted, “We are getting closer
to scenarios where GenAl could be trained on existing
photos, maps, and building specs and could create an
immersive world that has the real and physical properties of
the actual environment.”*? Jensen Huang, the CEO of Nvidia,
agrees. “We can now do generative Al for images. We can
do it for videos. At the rate that it's moving, you’ll do it for
entire villages; 3D villages and landscapes and cities and so
on. You'll be able to assemble an example of an image and
generate an entire 3D world. That's going to enable the
metaverse like you can’t believe.”*!

Al technologies will also democratize content generation
for the Metaverse. No longer will specialists with years of
training be necessary to create such digital content. Instead,
regular users will be able to rely on prompt-based
generative Al technologies to build their own environments,
assets, animations, and even avatars in the Metaverse.

Is Al-generated content real?

Al technologies are revolutionary in enabling a bigger, more
immersive, and more interactive Metaverse. Is this bigger,
more immersive, and more interactive Metaverse any less
real because it was generated by Al? Regardless of the



process, this Al-generated Metaverse gives real people,
engaging in real activities more, not less, room to express
themselves and live out their lives.

How will Al bots populate the Metaverse?

The Metaverse is a place built by humans for humans.
Nonetheless, Al bots will likely have a large presence in the
Metaverse. In social media platforms, which were also built
by humans for humans, Al bots have already taken a
stronghold.*? The presence of Al on social media, however,
is not inherently problematic. As will be discussed below, Al
bots have their legitimate and useful purposes.
Nonetheless, Al bots can also have disastrous
consequences, many of which will be exacerbated in an
immersive Metaverse. But to discuss how Al bots will affect
the Metaverse, let us first understand how these discussions
have played out in the world of social media. Specifically, let
us look at automated social media accounts.*®> These
accounts can be used for both legitimate and fraudulent
purposes. Al bots in the Metaverse will present similar
opportunities and challenges. Such challenges may be
multiplied when Al bots become indistinguishable from
human avatars.

A basic method of automating social media accounts was
to create simple algorithmic bots that either reposted
content generated by humans or relied on simple rules to
adjust, paraphrase, or question such content. The rules and
algorithms involved are also considered a version of Al
despite lacking the more common forms of Al seen today,
such as machine learning. This style of automated account
still exists. In fact, the creation and maintenance of these



bots is sometimes sold as a legitimate service. One
company, for example, advertises that its bots can
automatically send direct messages, tweet, retweet, and the
like.** Unfortunately, these exact same technologies can be
used to generate spambots, fake followers, and
amplification bots, which “take advantage of Twitter [X] to
spread fake news and false information.”*> The scalability of
these simple bots presents a problem. If, for example,
thousands of bots are “talking on a particular topic, or using
a particular hashtag, it makes that thing look more popular
than it actually is.”#® Thus, these simple automated bots
can be effective tools for fraud and disinformation.

Newer automated accounts relying on generative Al
technology, such as ChatGPT, can handle a wide variety of
tasks that the earlier generation simply could not.
Consequently, companies have promoted generative Al as
“your next best ally for leveling up your [social media] game
without breaking a sweat. This powerful tool can handle
automated conversations on your behalf, freeing up your
time for more important tasks.”*’ The promoted legitimate
use cases of generative Al include the following: providing
customer service responses, denerating sales leads,
engaging in autonomous market research, and original
content generation.*® Unfortunately, as before, these exact
same tools can be used to cause harm to individuals and
communities alike. Without generative Al, disinformation
campaigns were frequently easy to target and take down
due to the repetitive nature of the posts. With generative Al,
“the creation and spread of compelling fake news stories,
social media posts, and other types of disinformation have
become more accessible and cost-effective than ever



before” and, unfortunately, more difficult to identify and
prevent.*?

Because of the harms posed by automated social media
accounts, the US Cybersecurity and Infrastructure Security
Agency (CISA) has subcategorized malicious automated
bots into five groups in an attempt to inform the public
about these dangers:®® like-farming bots inflate
engagement numbers, fabricating false popularity and
traction; hashtag-highjacking bots spam users who are
discussing certain topics or using certain hashtags; repost
storm bots flood social media networks with malicious
content; watering hole attack bots target top trending topics
to attract unsuspecting audiences; and sleeper bots remain
largely inactive and, therefore, undetected until they are
used as one of the other categories of bot accounts.”?

Combined, these malicious bots can be used for any
number of nefarious purposes, such as:

 Interfering with democratic elections
Manipulating financial markets
Drowning out free speech

Broadcasting spam and phishing attacks
Fraudulently amplifying popularity

Nonetheless, it is important to remember that automated
bot accounts are not categorically malicious. As the CISA
acknowledged, bots can be used for “various useful”
tasks.”? As such, an outright ban on automated accounts
would be detrimental to business innovation, customer
service, and even the free exchange of ideas.

Imagine, now, Al-driven bots in the Metaverse. These are
autonomously controlled avatars who wield the power of
artificial intelligence to “engage and interact with people in



the virtual world.”>3 Such bots could also provide legitimate
services in the Metaverse, such as customer service,
automated information retrieval, data security, etc. For the
purposes of immersion and consumer confidence, these
bots would be made to act as naturally as possible. In other
words, even for legitimate purposes, Al bots would be made
to act as human as possible.

Nonetheless, these bots are obviously not human. They
engage in “interactions with other intelligent entities, based
on [their] understanding of both the goals of [their] creators
and the capability or functionality of the simulation and the
data enabling [them].”>* This means that depending on the
“goals” set for them, the very same Al bots could be trained
to cause havoc in the Metaverse. Al bots may sow
disinformation, cause public disturbances, and engage in
fraudulent activities in the Metaverse.

Malicious bots in the Metaverse can take on another
equally devastating form: deepfake avatars. These
photorealistic avatars with perfect imitations of voices and
movements may be used for the creation and spread of
harmful content, such as “the manipulation of pornographic
material (for example, revenge porn) and for political
purposes (for example, to fake political statements or
actions).”>> The inability to distinguish between human
avatars and Al bots in the Metaverse would facilitate these
fraudulent activities and make the Metaverse a less safe,
less trustworthy environment.

If—prior to generative Al—regulators thought they would
be able to identify and disable problematic Metaverse bots
because of their repetitive or robotic movement and speech,
recent developments in Al have made this goal significantly
more challenging. Yet, banning Al bots in the Metaverse is
also problematic, if not impossible. Al bots will surely inhabit



the Metaverse; the question to be answered is: what, if
anything, can regulators and companies do to ensure
sufficiently stringent guardrails, so that their presence does
not undermine the entire purpose of the Metaverse?

What rights should Al bots have in the
Metaverse?

Does Al have any legal rights? Does Al have legal
personhood? These types of questions have been rich
fodder for science fiction and pop science for generations.>°
Given the importance and widespread use of Al, it is not
surprising that these questions have outgrown their origins.
Legislators, courts, and legal researchers have all turned
their attention toward defining the rights and duties of Al.
Much of this discussion has taken place in the context of
intellectual property. Who owns the inventions, texts, and
art generated by Al? Is it the Al itself? The user of the Al?
The creator of the AI? Or no one at all? Although these
questions are of critical importance and have been raised in
various jurisdictions across the world,”’ they are not unique
to, or affected by, the Metaverse. Therefore, this chapter will
not focus on the question of Al intellectual property rights.
Rather, this discussion will highlight the question of free
speech rights for Al bots precisely because the Metaverse
raises a unique set of challenges and opportunities in
defining such rights.

Unlike physical spaces, in which laws and regulations can
now easily distinguish between human individuals and
nonhuman entities, the Metaverse removes the distinction
of embodiment between humans and Al. In this digital



realm, both humans and Al interact with their environment
through avatars, rendering humanity’s physical presence
irrelevant. As discussed above, it is even possible that
generative Al may ultimately make algorithmically
controlled Metaverse bots that are indistinguishable from
human-controlled avatars. This technological shift raises
critical questions about the role and rights of Al in the
Metaverse, particularly concerning free speech. On the one
hand, if humans and Al are indistinguishable, it may be
impossible to reserve speech rights solely for humans. On
the other hand, if Al-speech serves useful policy goals, it
may be worthwhile to protect Al speech as Al speech per se.
As will be discussed, however, once Al is granted speech
rights, there could be unintended consequences in terms of
what speech pervades the Metaverse.

Note that the discussion here does not refer to
consciousness in artificial intelligence or the singularity. This
analysis focuses on existing Al technologies as they may be
implemented in the Metaverse. Note also that the
discussion here bypasses the ongoing debate about whether
free speech rights apply to privately owned social media
platforms.>® Currently, First Amendment-based free speech
protections in the United States categorically do not apply
to these “private public squares.” Rather, the discussion
here targets the policies and rationales behind granting any
sort of speech protections to Al-generated content in the
Metaverse. These protections can take the form of legal
mandates, private policies, or anything in between.

There are various compelling reasons to consider
extending free speech rights to Al in the Metaverse, but
here is just one example. Granting speech rights to Al bots
in the Metaverse may be useful in protecting censored,
underrepresented, and minoritized speech. Individuals in



the Metaverse are not immune from government or social
sanctions. This is especially the case as avatars continue to
grow more interlinked with our physical and legal identities.
Therefore, the very same political, social, ethnic, and racial
dynamics that exist in the physical world will extend to the
digital one. Individuals may be pressured against sharing
their legitimate perspectives. This chilling effect against
speech may not only hinder individual autonomy, but it may
also undermine the “marketplace of ideas” and even have
negative  implications for “democracy and self-
governance.”>? Take the chatbots currently being developed
in China as an example. Although these bots are required to
comply with the country’s content-based censorship laws,
they nonetheless run the risk of running afoul of these
regulations. What might these trained chatbots say “if
prompted to discuss democracy, China’s Constitution, Xi
Jinping from the perspective of dissidents and [human]
rights lawyers like Liu Xiaobo and Gao Zhisheng or Xi’'s
intra-CCP rivals like Bo Xilai?”®® Now imagine if a chatbot
were programmed to purposefully make such political
information available. Al bots could be a tool for political
expression.

By employing Al bots in the Metaverse to relay
information and opinions, including political speech,
communities may have a chance to bypass current power
dynamics that keep individuals from speaking their minds.
In the same vein, first-time and underfunded political
candidates could also rely on Al tools in the Metaverse to
“lower financial barriers to entry” into the political
process.®! The impact of such outsourced speech may be
higher in the Metaverse than almost anywhere else. If
human-avatars and Al bots become indistinguishable, the
Metaverse will be an environment in which the speech of all



entities is granted an equal footing and receives equal
attention.

It is because of this even playing field that extending free
speech rights to Al in the Metaverse also poses serious
dangers. Speech-bots may be used to exacerbate and
automate harassment, multiply and spread misinformation,
and undermine the ability of the Metaverse to create a
useful and pleasant digital environment. In the context of
political speech, Al can already be used to wreak havoc:

Al-fueled programs, like ChatGPT, can fabricate letters to elected officials,
public comments, and other written endorsements of specific bills or
positions that are often difficult to distinguish from those written by actual
constituents. These fabrications—and the speed and volume at which they
can be created—may be used to generate the appearance of public
consensus on a given issue and pressure legislators to act on a desired

agenda.®?

Now imagine all this taking place in the Metaverse with
immersive and intimate, interpersonal, allegedly “live”
communication replacing the letters, phone calls, and
written comments created by current Al technologies. It
may become impossible to gauge where a constituency
truly stands on any political question. Voters may be misled
about the existence of a community consensus.
Photorealistic 3D deepfakes of political candidates may sow
further disinformation and distrust into an already fraught
electoral process. As previously noted, attempting to
regulate Al speech may become impossible if identifying Al
speech becomes impossible. But until then, there may be
cause for significant constraints on Al speech rights in the
Metaverse.

Ultimately, as we venture deeper into the Metaverse, the
question of Al rights, particularly concerning free speech,
poses a significant and complex challenge. While there are



persuasive arguments for extending such rights to Al,
particularly in fostering a rich and diverse discourse, the
potential risks cannot be overlooked. This requires a careful
and nuanced approach that balances the need for open and
free communication with the imperative to defend against
the spread of misinformation and democratic harm.



9
OUR META FUTURE?

It’s not safe out here. It's wondrous, with treasures to satiate desires
both subtle and gross. But it’s not for the timid.
~Q, Star Trek!

This book has explored the economic, privacy, security,
political, and governance dimensions of the Metaverse. But,
in many ways, the Metaverse is just one aspect of a hyper-
connected digital future in which augmented humans will
interact with blended real and virtual worlds in both work
and play. How will this future look and feel? And what can
we do to make it a good one in which we not only avoid the
dystopian scenarios spun by science fiction authors but set
the stage for new possibilities for human progress. This
chapter explores lessons gleaned throughout the book to
develop such a lens to help us look ahead, projecting
technological and reqgulatory trends forward to visualize
whether we’re hurtling toward the Matrix or the holodeck,
with stops along the way to consider how we can work
together to craft a common—and humane—future both
online and offline.

Inspirations and warnings from sci-fi: Are
we hurtling toward Ready Player One, The



Matrix, or something better/worse?

Pop culture’s visions of the Metaverse range from dystopian
nightmares (The Matrix) to escapist utopias (Ready Player
One) to, well, holodeck poker in Starfleet uniforms. So,
which of these futures are we hurtling toward? The key, as
always, lies in our choices.

Science fiction has an impressive history of accurately
forecasting future technologies. Dick Tracy’'s wristwatch
communicator? Check. Starfleet’s flip communicators? Ditto.
1960s visions of online shopping and education? Nailed it.
Chatbots, like ChatGPT, eerily echo 2001: A Space
Odyssey’s HAL's chilling sentience (minus the homicidal
tendencies, hopefully).

Why are science fiction writers so good at predicting
gadgetry? The answer is less magical than it seems. Sci-fi,
you see, isn’t just a telescope that helps us see the future;
it’s a beacon illuminating the path ahead. Planting the seeds
of neat gizmos in impressionable young minds shapes the
engineers and innovators who bring those possibilities to
life. Witness Qualcomm, whose founders confess their debt
to Starfleet’s tricorder dreams. Or Igor Sikorsky, the inventor
of the helicopter who credited Jules Verne’s book, Clipper of
the Clouds, as his inspiration.

Given this track record, science fiction likely offers realistic
glimpses of the machines we’ll be using in the future. Virtual
environments that look and sound just like reality are likely
in our future, and they will be delivered via attractive and
unobtrusive wearable devices.

On the other hand, science fiction’s ability to predict the
societal ramifications of technology is a mixed bag. Take
Jules Verne, who conjured the idea of submarines with a



sense of wonder, yet it was devoid of foresight into their
military ramifications. Similarly, while the advent of the
Internet was foretold, the proliferation of social media and
its attendant difficulties—ranging from misinformation to the
erosion of public discourse—was in nobody’s crystal ball.
Star Trek gifted wus with the vision of personal
communicators, a prelude to our smartphones, yet it failed
to see the gig economy and how it would reshape labor
markets.

Why does science fiction frequently stumble when
forecasting our relationship with technology? The answer is
partly in the sheer complexity and unpredictability of the
variables at play. While tech operates within the relatively
defined boundaries of physics and engineering—where the
art of the possible is constrained only by the laws of nature,
capital, and the current state of technical prowess—the task
of predicting how these innovations will weave into the
fabric of society is infinitely more iffy.

Additionally, the science fiction audience may Ilimit its
influence on societal adoption. Books like Snow Crash have
undeniably served as muses for the architects of the
Metaverse. However, perhaps those at the helm of society’s
nontechnical spheres—policymakers, legislators, and
business leaders—might not be as immersed in these
stories. The technocrats laboring to construct the Metaverse
might be well-versed in its science-fiction lore, but those
responsible for guiding its assimilation into society could be
navigating with less foresight.

Where does this leave the future of the Metaverse? Which
sci-fi future lies ahead? The answer lies in twin truths: If we
ignore dystopian predictions, they will be more likely to
come true. Conversely, if we ignore optimistic predictions,
they’ll be less likely to arise. For the Metaverse to manifest



more light than darkness, the insights of science fiction
must reach those in positions of power far beyond the world
of technology. In other words, the future of the Metaverse
will be determined by how many of us are paying attention
to it.

How can we educate and protect our kids
as they grow up in an increasingly Meta
world?

In 2023, a bipartisan group of 33 attorneys general from
across the United States sued Meta for its alleged efforts to
hook kids and teens on its products.” This ongoing case
alleges Meta designed algorithms, notifications, and infinite
scroll features that were specifically geared toward hooking
kids on their product in violation of the Children’s Online
Privacy Protection Act (COPPA).? Whatever the legal veracity
of these allegations, they serve to illustrate the possibility of
using new, even more immersive, technologies like the
Metaverse to hook kids on an array of digital products and
services.

Broadly speaking, Metaverse platforms should be
following the same basic ethical principles when it comes to
advertising to kids as any other company, including being
transparent, clearly labeling ads as such, not collecting
children’s personal identifiable information (Pll) without
parental consent (and likely not even then), and making
privacy policies easily understandable. According to the
Advertising Guidelines from the Children’s Advertising
Review Unit (CARU), “Children have Ilimited knowledge,
experience, sophistication, and maturity. Advertisers should



recognize that younger children have a limited capacity to
evaluate the credibility of information, may not understand
the persuasive intent of advertising, and may not even
understand that they are viewing or hearing advertising.”*
Some Metaverse platforms—including Meta itself—are
already offering kids accounts that a parent or guardian can
create for children aged 10-12; in 2023, Meta lowered this
age group further. The consequences of such accessibility
for children are yet to be determined, as it remains unclear
how prolonged exposure to VR could affect a preteen’s
development.”

In general, parents may want to exercise caution and have
frequent conversations with their children if they do allow
them to use the Metaverse, even with kids’ settings
enabled. It is possible to further limit access to specific
applications and disable further downloads without explicit
parental permission. Having a clear playing space free of
obstructions is also important to avoid injury. Plus, just as
people (including kids) can suffer from motion sickness, the
same thing can happen in the Metaverse—as can eye strain
—so0 play time should be limited.® Further, just as some
parents find it important to monitor their children’s social
media use in general, they may find equal importance in
exercising caution with any interactions that their children
may have in Metaverse environments, particularly with
unknown users. Parents, for example, could prevent their
kids from being searchable or contacted by strangers.
Unfortunately, instances of cyberbullying, hate speech, and
harassment have taken place in Metaverse environments
with avatars exhibiting lewd behavior, seemingly, without
consequence.’ Other incidents involving sexual harassment
have also been reported,® whereas there have also been



examples of virtual avatars reporting rape in Metaverse
settings.? Parents can block users and report abusive
behavior to platforms like Meta or the FBI, though there is
not yet the equivalent of a 911 for the Metaverse.*’

Regardless of the final form the ecosystem takes, the
Metaverse likely will be an important platform for a range of
activity, and in the years ahead, it's likely that the first such
experiences of users will be both early and formative. That
is why, in an ideal scenario, the Metaverse would become
something that social media promised but never attained—a
platform for connection, growth, and even a resource for
digital citizenship. If current trends continue, it's unlikely
that the US federal government will be writing the rules and
regulations of the Metaverse, meaning that most likely they
will be coming from a combination of proactive US states
and the European Union. Communciation and coordionation
will be vital in such a fragmented regulatory landscape. But
what can users, who may not wish to let that process unfold,
do? Will it be possible to “unplug” from the Metaverse?

What comes after the Metaverse?

Crystal balls are famously opaque. When the Pew Research
Center asked an array of experts to predict the online
environment of 2035, there was a range of predictions
including the following: the seamless integration of digital
and physical environments, the rise of public-spirited coders
to promote digital literacy and citizenship, and the evolution
of a digital sharing economy.'! The Internet pioneer and
Ostrom Workshop visiting scholar Doc Searls, for example,
has a detailed vision based on ideas of self-sovereign
identity, the Intention Byway, and so-called “palgorithms,”



which would permit users greater choice and transparency
in the algorithms they use.'?

It seems clear that cyberspace is here to stay—and, with
it, different ways of experiencing both the virtual and
augmented realities that it fuels. But will contact lens-
equipped spatial computing, or neural-link chips enabling
users to experience the world around them in new ways,
exacerbate existing divides and problems or help us
experience the world in new and exciting ways? Imagine
walking down the street and being able to toggle the
amount of information being shared about every individual,
shop, plant, and animal you pass by. You could, in an
instant, view the same street ten, fifty, or a hundred years
ago, complete with changing the “costumes” of pedestrians
around you. Similarly, imagine politicians being presented
with information and statistics about the groups and
audiences with which they interact, or business leaders and
academics being able to pull an array of statistics, trend
analyses, and witty one-liners up with a blink or gesture.
Such a hyper-connected environment is, of course, ripe for
abuse, further blurring reality and fiction, as it is with the
possibility of civil and human rights protections.

Current trends fueling the rise, fall, and future of the
Metaverse may abate or take on an entirely different form.
Efforts to reign in, or at least label, Al-generated bots,
deepfakes, and disinformation online could be Ilargely
successful. New tools to build consensus, protect users, and
provide for extensive privacy protections, including
biometric information, perhaps enshrined in a Digital Bill of
Rights could be made widely available (and enabled by
default).'® Defining, to say nothing of operationalizing, such
a cyber peace in an Internet of Things is no simple feat and
is likely the work of generations. But, as the anthropologist



Margaret Mead may have famously said, “Never doubt that
a small group of thoughtful committed individuals can
change the world; indeed, it's the only thing that ever has.”

Conclusion

The Metaverse is a realm of infinite possibilities that, in
many ways, is also a reflection of the best and worst of
human nature. It is in many ways the ultimate
manifestation, and potential realization, of William Gibson’s
original vision for cyberspace, one with the power to shape
the economic, political, social, and legal trends of the
twenty-first century. Or, it could be a fad, yet another
repackaging of concepts and snake oil that have suffused
the community since before the heady dot-com boom of the
1990s. Yet as seen during the COVID-19 pandemic, there is
no substitute for face-to-face human interaction, regardless
of how hyper-real an avatar might become. This was a
theme of Ready Player One, in which the OASIS was shut
down on certain days to promote a more balanced lifestyle.
So far, though, average screen time per day shows no signs
of abating on its own, increasing more than 50 minutes in
the decade from 2013 to 2023 to more than seven hours
per day.'*

The future of the Metaverse need not be a dystopian
matrix but neither is it likely to be a version of the holodeck
with comprehensive safety features that can be easily
turned on and off at a user’s command. Navigating the
myriad shades of gray between these extremes will no
doubt be treacherous—platform owners, regulators, civil
society groups, and users may get the balance wrong more
than we get it right. But, just as no nation is an island in



cyberspace, no persistent, immersive, virtual community is
truly isolated; the ripples of regulatory actions, protests, and
related technological tools from Al to quantum computing
will shape our increasingly mixed reality for decades to
come. Proactive engagement is key, including by using the
tools presented by the Metaverse itself to organize across
sectors and borders. The green shoots of such community
activism have already begun to take root, but to be self-
sustaining requires engaging users in cultivating and
enforcing rules of behavior. As the Nobel Laureate Elinor
(Lin) Ostrom taught us, effective communication is vital in
this regard, along with efficient conflict resolution,
opportunities for norm building, and enforcement of
collective rules.’> As Ostrom said, “Trust is the most
important resource,”'® and that's equally true in the
Metaverse as it is in the real world.
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