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Risk management has been and continues to be a frequent topic in man-
agement and economics references. The various stages of risk manage-
ment come under increasing scrutiny, including threats identification 
and assessment, and risk mitigation and control. Numerous publications 
are available on the design of complex enterprise risk management sys-
tems. However, very little research and consideration have been given to 
the effectiveness of implemented management solutions. Effectiveness in 
this context is understood as the achievement of the main objectives of 
risk management, which primarily include minimizing threats and losses 
to enable the survival and growth of the company.

There is therefore no comprehensive answer to the question of what 
factors contribute to the fact that risk is more or less effectively reduced? 
Meanwhile, competence in this area would certainly be useful in the pro-
cess of improving management tools and systems both in theory and 
practice. All the more so as the factors that influence the results of risk 
management are diverse and consist of the following determinants: 
behavioral (related to the individual characteristics of decision-makers), 
endogenous (related to the inside of the company), and exogenous 
(related to the environment).

Bearing in mind the above circumstances, this monograph seeks 
answers to the following research problem: What factors affect the effective-
ness of risk management and how can they be prioritised? For this problem 
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to be solved, the monograph was divided into two parts. The first includes 
four theoretical chapters in which previous literature and research on risk 
management in the enterprise are reviewed and the effectiveness of this 
process is assessed. The second, also consisting of four chapters, contains 
the methodology and results of research on the assessment of the effec-
tiveness of risk management in practice. The research was carried out on 
a representative sample of 722 Polish large and medium-sized enterprises.

The main purpose of the research, in direct reference to the research 
problem, was to identify the determinants of the effectiveness of risk 
management and to assess the strength of their impact on the degree of 
achievement of risk management objectives. The sub-goals were formu-
lated as follows:

• Selecting and characterising individual groups of determinants of risk 
management in the enterprise

• Determining possible cause and effect relationships between groups of 
determinants and the effectiveness of risk management.

• Translating the model assumptions into a set of questions addressed to 
enterprises.

• Statistical determination of the sample size to ensure that it is 
representative.

• Obtaining basic statistical information on risk management in the sur-
veyed enterprises.

• Examination of the strengths and the direction of multidimensional 
dependencies in the developed research model.

• Confrontation of the research results with previous theoretical and 
practical observations.

• Development of recommendations for the improvement of risk man-
agement in practice.

The above mentioned intentions are consistently and systematically 
implemented in eight chapters of this monograph.

The distinguishing feature of this publication is the reference of its 
content exclusively to the aspect of effectiveness of enterprise risk man-
agement. Focusing on this problem guarantees the uniqueness of the 
content and in-depth analysis of a narrow rarely described aspect of risk 
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management. Furthermore, this issue is important both from a theoreti-
cal and practical point of view. The advantage of the book is also the use 
of the results of research conducted on a large group of enterprises and 
the development of the author’s universal model for assessing the effec-
tiveness of enterprise risk managers.

Given the above, the distinguishing features of this book include:

• to fill the research gap in the assessment and determinants of enter-
prise risk management effectiveness;

• to develop a theoretical and practical overview of considerations and 
research on risk management effectiveness from an international 
perspective;

• to adopt a multifaceted approach to the assessment of risk manage-
ment effectiveness taking into account behavioral, endogenous, and 
exogenous factors;

• to present the results of research carried out on a representative group 
of 722 companies on the determinants of risk management 
effectiveness;

• to formulate universal conclusions and recommendations for improving 
tools and systems of enterprise risk management, particularly important 
in the context of the economic crises that companies are currently facing 
whose effects will have to be mitigated in the upcoming years.

This monograph is addressed primarily to academics and practitioners 
involved in risk management. It can also be successfully used as a text-
book in all subjects dealing with issues related to enterprise management, 
including risk management. The methodology and conclusions presented 
herein can also be an inspiration in the process of writing diploma theses 
or industry analysis. The book complements and deepens the knowledge 
and research results in a very important business area, which is its key 
scientific and didactic value.

Zabrze, Poland Izabela Jonek-Kowalska
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This monograph focuses on issues related to the effectiveness of risk man-
agement and the factors that determine this effectiveness in business 
practice. In the course of the conducted considerations and research, an 
answer was sought to the following research problem: What factors affect 
the effectiveness of risk management and how can they be prioritised? Research 
in this area has not been conducted on a larger scale before and its con-
duct has made it possible to fill the existing theoretical and practical gap 
in this area.

On the basis of literature studies and the analysis of the research results 
conducted so far in the area of risk management in the enterprise, four 
groups of factors potentially affecting the effectiveness of the use of meth-
ods and tools to mitigate threats and losses have been distinguished. 
These factors are:

• behavioural—related to the decision maker's perception of risk and its 
attitudes towards risk;

• methodical—related to the type and scope of the instruments used to 
manage the risk;

• resource—relating to the human, organisational and financial poten-
tial involved in the risk management process in the enterprise;

• environmental—related to the dangers in the immediate and distant 
environment of the enterprise.

Summary
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In light of the research results obtained on a representative group of 722 
Polish medium and large-sized enterprises it can be concluded that the 
most important group of factors influencing risk management effective-
ness is the group of methodological factors. Resource factors also have a 
direct impact on the scale and scope of risk mitigation. In turn, behav-
ioural factors influence decisions regarding the choice of risk manage-
ment methods and tools. Therefore, they have an indirect impact on the 
effectiveness of risk management. In the course of the research, no statis-
tically significant influence of environmental factors on risk management 
was found, which is most likely related to the inability of enterprises to 
influence the conditions of the immediate and distant environment.

The obtained research results allow us to better understand the atti-
tudes of enterprises towards risk and also their decisions regarding the 
mitigation of threats and losses. They also make it possible to recognise 
the essence of risk management effectiveness and the factors that influ-
ence it. In turn, this can be used in theory and practice to design mea-
sures to improve risk management in enterprises.

Among the limitations of the conducted research, a research sample 
should be mentioned which included Polish large and medium-sized 
enterprises and thus was characterised by the national economic specific-
ity. However, it is worth adding that the sample was selected in a random 
and representative manner which entitles us to generalise the research 
results on the population of large and medium-sized enterprises in 
Poland. Moreover, the risk management process itself including risk and 
loss mitigation instruments is universal and is used by all entities operat-
ing on a free market basis, therefore the obtained results and recommen-
dations can be used in a wider scope than just Polish.

The opinion of the author of this monograph is that further directions 
of research on the effectiveness of risk management should include:

• comparative analyses carried out in other economic conditions;
• assessing the impact of the Covid-19 pandemic on corporate risk man-

agement and its effectiveness;
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• confronting the results of qualitative research (conducted in this study) 
with the results of quantitative research taking into account the finan-
cial results of the surveyed enterprises;

• assessing the effectiveness of risk management in enterprises carried 
out on the basis of the ratio of expenditure incurred on mitigation of 
threats and losses to benefits obtained in connection with the actions 
taken in this regard.
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1
Determinants of Risk Management 

Effectiveness: Previous Research 
and Conclusions

1.1  Fundamentals of Risk Management 
in an Enterprise

A characteristic feature of any human activity, including business, is the 
inability to predict the future and, consequently, the effects of decisions 
taken at the moment. In practice, this means a potential occurrence of 
previously unexpected decision consequences of a very diverse nature. 
This is related to the occurrence of uncertainty and associated risk.

The uncertainty results from the already mentioned inability to predict 
the future and from the complexity of the internal and external condi-
tions of the functioning of any enterprise (De Vincentiis et al., 2019). 
Interestingly, in modern globalized and internationalized economies 
(Sengupta & Fanchon, 2009; Hoogvelt et al., 1987), the scale of uncer-
tainty is increasing. Its range is also expanding by the increasing frequency 
and diversity of phenomena occurring incidentally in the past and treated 
as extraordinary events, such as natural disasters (fires, floods, tsunamis, 
earthquakes, etc.) and massive outbreaks of previously unknown diseases, 
as exemplified by the Covid-19 virus pandemic (Mishra, 2020; Karwot 
& Ober, 2019).

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-95376-8_1&domain=pdf
https://doi.org/10.1007/978-3-030-95376-8_1#DOI
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Risk is the part of uncertainty from which it is distinguished by the 
ability to make predictions based on past data and information. In the 
case of risk, based on past observations and experiences, the company 
gains the opportunity to identify sources of potential risk. The company 
also has the ability to estimate the consequences of that risk (Krupa, 
2002; Jajuga, 2018). This makes risk measurable (quantitatively or quali-
tatively), which fundamentally distinguishes it from unmeasurable and 
indeterminate uncertainty. Nevertheless, it is important to emphasize 
that the ability to estimate or measure risk is not the same as the ability 
to predict the future, but only means the chance to reduce the area of 
potential outcomes and consequences of decisions made.

In management, the precursors of research on uncertainty and risk 
were F.H. Knight and A.H. Willet, who defined both concepts and began 
research that gave rise to a new scientific paradigm now known as risk 
management (Michalski, 2008). Within this paradigm, quite a bit of 
space has been devoted to the discussion of the consequences of risk. This 
is because it can be assumed that the unforeseen consequences of risk 
occurrence are not only threats and their associated losses, but also oppor-
tunities and their associated gains. An advocate of such a perception of 
risk was P. Drucker (2006, 2016), who believed that an entrepreneur, 
when taking a risk, does not focus on avoiding threats, but primarily on 
seeking opportunities. This argumentation is also supported by the Old 
Italian root of the word risk associated with “courage” and “daring.” 
Adherents of positive interpretation of risk form offensive trend in  
management (Sierpińska & Jachna, 2004), while their adversaries, prefer-
ring negative definition of risk are associated within defensive trend 
(Karmańska, 2008). An overview of the risk definitions in both trends is 
included in Table 1.1.

This monograph assumes, mainly due to the prevalence and practical-
ity of the defensive trend, that risk is derived from uncertainty and associ-
ated with the possibility of negative deviation of the actual results of 
decisions from those originally planned. In this view, risk means the pres-
ence of unpredictable threats to the final outcome of a decision, as illus-
trated schematically in Fig. 1.1.

There are many different classifications of risk in the literature and in 
business practice. Given the nature and plan of the considerations carried 

 I. Jonek-Kowalska
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out in this chapter, a decision was made to present those that will be used 
later in the monograph to build a model for assessing the effectiveness of 
risk management in the enterprise. Thus, the first of them refers to the 
type of activity carried out by the company and is reflected in the organi-
zational structure of the company and in its documentation, including 
financial reporting.

Table 1.1 Review of positive and negative risk definitions

Authors Definition

Positive
H. Braun Risk is the possibility of both a negative and a positive 

deviation from the assumed target (Jędralska, 1992).
T. T. Kaczmarek The possibility of failure, and in particular the possibility of 

the occurrence of events beyond the control of the acting 
subject, which they cannot accurately predict and cannot 
fully prevent, and which—by reducing utility results and / or 
by increasing expenditures—take the action either 
completely or partially away from the characteristics of 
effectiveness, benefit or economy.

C.A. Williams 
Jr., P.C. Young

Risk arises wherever activity creates potential gains or losses 
that cannot be predicted (Williams et al., 2002).

Negative

B. Brühwiler Danger of negative deviation from the target (Brühwiler, 
1980).

E.J. Vaughen, 
T. Vaughen

A state of reality in which an undesirable event may occur, 
which is an unfavourable deviation (deviation from the 
expected result) (Vaughen & Vaughen, 1999).

J. Monkiewicz An event that results in certain losses (Monkiewicz, 2000).
M. Sierpińska Danger of failure to achieve the established goal while 

making a specific decision (Sierpińska & Jachna, 2004).

Source: Own work based on literature referenced in the Table 1.1

Decision-making Decision 
implementation

Panned decision outcome

Positive deviation (profit) 

Negative deviation (loss) 

RISK

Fig. 1.1 Risk in the decision process. (Source: Own work)

1 Determinants of Risk Management Effectiveness: Previous… 
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In this context, the following risks can be distinguished:

• Operational, accompanying current activities undertaken in the enter-
prise of short-term scope (usually up to 1 year) (Zawiła-Niedźwiecki, 
2009; Moosa, 2007); it concerns the issue “how resources are used in 
the organisational cycle to achieve the objective” (Zawiła-Niedźwiecki, 
2014); according to Zawiła-Niedźwiecki (2014, p.  47) “operational 
risk is the risk of material and reputational loss and legal liability 
resulting from inadequate or failed processes and their essential 
resources (personnel, material, IT and financial), and the disruption 
emerging as a result of the impact of internal and external threats”;

• Strategic, connected with investment and development activities with 
a long-term time horizon (more than a year); it concerns development 
plans, including the definition of development directions in the 
strategy (Urbanowska-Sojkin, 2013);

• Financial, related to the acquisition and use of own and debt capital 
and the account of economic profitability of operational and strategic 
activities; it accompanies both operational and strategic decisions 
involving financial resources (Michalak, 2016).

Considering the volatility of today’s socioeconomic environment, an 
important classification of risk is also a division that includes risk (Islam 
& Tedford, 2012):

• Internal, accompanying resources and processes in the company;
• External, generated by the company’s closer (market, industry) and 

further (general economic and international) environment.

The aforementioned risks are not separate but intertwined sets, which 
may lead to their mutual association and strengthen their impact on the 
company’s performance. At the same time, the multitude and diversity 
of possible interconnections additionally complicate the estimation of 
probabilities and consequences of occurrence of specific risks.

Given the previous considerations, risk—regardless of its perception 
and type—means the possibility of threats to the implementation of the 
company’s plans, which is why in the literature and practice there are 
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efforts to counteract risks referred to as risk management (Tekathen & 
Dechow, 2013; Czajkowska, 2017; Kalinowski, 2007).

The main objectives of risk management can be viewed from two per-
spectives. The first relates to the prevention of threats that are the source 
of risk. The second includes actions oriented towards minimizing damage 
(losses) associated with the occurrence of given hazards (Łuczak, 2003). 
These objectives differ by the moment of intervention, as illustrated in 
Fig. 1.2.

In the case of prevention, risk management activities can be under-
taken at the stage of identifying and assessing potential risks. In the case 
of prevention, risk management activities can be undertaken during the 
identification and assessment of potential hazards, while the planning 
and implementation of damage minimization activities are aimed at 
reducing the consequences of a risk occurring if it cannot be prevented. 
An example that illustrates both goals is the installation of fire extinguish-
ers in a building (prevention) and cutting off fire-occupied areas from 
other premises/buildings (damage minimization) in the event of a fire. 
Of course, in the process of risk management, both goals should be 
achieved together, as this makes it possible to increase the effectiveness of 
protection against hazards.

Risk management is therefore a structured process aimed at preventing 
potential hazards and minimizing damage (loss) in the event of their 
occurrence (Soin & Collier, 2013; Kaczmarek, 2006). This process con-
sists of four essential steps (Brustbauer, 2016):

 1. Threats (risk) identification;
 2. Risk assessment;

PROCESS OF RISK REALIZATION

Potential hazard

Occurrence of hazard

GOALS OF RISK MANAGEMENT

Preventing hazard occurrence

Minimalizing damage (losses)

Fig. 1.2 Goals of enterprise risk management. (Source: Own work based on 
(Łuczak, 2003))

1 Determinants of Risk Management Effectiveness: Previous… 
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 3. Risk mitigation;
 4. Risk monitoring and control.

Threats identification involves the development of a so-called checklist 
containing all potential threats to the business. They should be character-
ized and systematized according to the accepted risk classification.

The list of risk sources should take into account the maximum number 
of threats, as it is the starting point for further stages of management 
(Czajkowska, 2017). Therefore, omission of significant risks will mean 
lack of action to mitigate them, which may have disastrous consequences 
for the company. For these reasons, it is advisable to conduct threats iden-
tification with the involvement of employees and external experts, which 
will allow taking into account different cognitive perspectives.

Risk assessment, which is the next stage of risk management, allows 
the following questions to be answered:

• What is the probability that a given source of risk (hazard) will occur?
• What damage (loss) can be caused by the occurrence of a given source 

of risk (hazard)?

This in turn allows each hazard to be assessed along two dimensions: 
probability—loss, and provides a starting point for classifying individual 
hazards according to the conceptual thinking illustrated in Fig. 1.3.

The classification shown in Fig. 1.3 identifies the sources of risk that 
pose the greatest threat to the business, i.e., those events that have the 
highest probability of occurrence and the highest level of loss if the risk is 
realized. It is on these that managers’ attention should be focused in risk 
mitigation.

There are many risk assessment methods (Williams et al., 2002). Some 
of them are based on numerical data and take the form of quantitative 
methods using techniques typical of mathematics, statistics and econo-
metrics. Some are qualitative and based on expert categorization of risk 
grading its intensity on a scale of small, medium and large (Bartusik & 
Cabała, 1997; Nahotko, 2001). None of the methods provides certainty 
as to the accuracy of the assessment, however, this is not a premise for 
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abandoning any form of risk validation, as even “flawed” methods pro-
vide better protection than their absence.

Risk mitigation—which is the next stage of risk management—con-
sists of the selection and implementation of methods and tools that 
allow—in accordance with the objectives of risk management—to pre-
vent the occurrence of a given threat or minimize the consequences of its 
occurrence. These methods and tools are adapted to the type of risk 
source identified and assessed. There are many of them in practice and 
theory. They are characterized by varying degrees of complexity and spec-
ificity. Among the most common ways of risk reduction, we can point to 
business insurance and regulations and procedures relating to occupa-
tional health and safety, which are found in virtually every business entity.

Notably, the implementation of risk mitigation methods and tools 
requires additional resource and financial expenditures. It is also time-
consuming. The above circumstances often lead to ignoring risks or 
downplaying their effects (Chorafas, 2004).

Probability of occurrence

Sc
al

e o
f p

ot
en

tia
l d

am
ag

e (
lo

ss
) High probability and scale of 

losses

High probability and small 
scale of losses

Low probability and high 
scale of losses

Low probability and scale of 
losses

Fig. 1.3 Classification of sources of risk, taking into account the probability of 
occurrence and scale of potential damage (loss). (Source: Own work based on 
(Staniec & Klimczak, 2008; Mauermann & Oktem, 2002))

1 Determinants of Risk Management Effectiveness: Previous… 
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Meanwhile, the implementation of many risks can seriously affect the 
financial stability of the company, and in extreme cases lead to its bank-
ruptcy. The fact that risk is dangerous and it is worth protecting against 
it is best demonstrated by examples of large companies, where risk miti-
gation takes a very developed form and includes a number of detailed 
procedures forming holistic risk management systems (Gregoriou, 2007; 
Gorrod, 2004).

The final stage of risk management is its monitoring and control, 
which in practice boils down to ongoing observation of the effects of 
threats identification, assessment and mitigation (Chandra & Calderon, 
2009). Based on the results obtained, adjustments, additions and modi-
fications are made to the adopted risk management approaches. This is an 
important stage of risk management, although often overlooked in prac-
tice. It is worth noting that one-time implementation of risk manage-
ment methods and tools does not guarantee their continuous relevance 
and effectiveness. Risks change over time, both in terms of frequency, 
type and intensity of occurrence. The extent of a company’s exposure to 
risk, and thus the scale of possible damage and losses, changes with it. 
Hence monitoring and control should be a permanent, recurring compo-
nent of risk management in any enterprise.

1.2  Efficiency and Effectiveness of Enterprise 
Risk Management

Agility, efficiency and effectiveness are key parameters for assessing the 
results of operational and strategic decisions. They can, therefore, also be 
applied to risk management, which is why in the following subsection 
these concepts are defined and adapted for the research presented in this 
monograph.

In general terms, agility is the ability of a company to undertake eco-
nomic activities, which in practice means being equipped with the neces-
sary tangible and intangible resources and having the ability to use them 
in production and service processes. It is a necessary condition for the 
survival and development of any organization (Zieleniewski, 1969; 
Krzakiewicz, 2006).
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Effectiveness is associated with the ability to set rational goals and to 
“do the right things”, i.e., to take actions aimed at achieving the specified 
operational and strategic intentions (Gilbert et al., 2011; Griffin, 2013). 
In this definitional context, evaluation and measurement of effectiveness 
take place by determining to what extent the company has achieved its 
planned objectives. The higher the degree of goal achievement, the higher 
the effectiveness.

Efficiency, on the other hand, allows evaluating the ratio of effects to 
the expenses incurred to achieve the company’s goals (Skrzypek, 2012). 
The combination of effectiveness and efficiency evaluation is very impor-
tant, because high efficiency does not always mean high effectiveness. 
This is because a situation may occur in which objectives are achieved 
efficiently and effectively, but at very high expenditures, inadequate to 
the achieved results. Then the company is exposed to losses, the accumu-
lation of which may, in extreme cases, lead to its bankruptcy.

Measurable evaluation of efficiency in practice is carried out by means 
of specific indicators, adapted to the circumstances of measurement and 
reflecting the defining relation of effects to inputs (Ng, 2009). The most 
popular measures of efficiency are profitability ratios used to assess eco-
nomic efficiency, and efficiency and productivity ratios used to assess the 
results of human labor and technical infrastructure, respectively (Sengupta 
& Sahoo, 2006; Wu, 2008).

Given that the objective of risk management is to prevent risks and 
minimize damage and loss, both the effectiveness and efficiency of the 
process should be assessed in this context. Therefore, the effectiveness of 
risk management is the degree to which the company is protected against 
internal and external risks as a result of the activities undertaken as part 
of the process (threats identification, assessment, mitigation and moni-
toring and control).

The assessment of risk management effectiveness can be undertaken in 
relation to individual risks, or it can relate to the functioning of the com-
pany as a whole, which can be particularly useful if the company uses a 
holistic risk management system (Jonek-Kowalska, 2019). This assess-
ment should be a permanent part of risk management monitoring and 
control (Trzeciak & Jonek-Kowalska, 2021), as its results allow answering 
the question of, Have the enterprise’s risk management methods and 
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techniques protected it from risks, and to what extent? If the answer to this 
question with respect to individual strategic and operational activities is 
not satisfactory, it is a signal to implement corrective actions and improve 
the enterprise’s risk management procedures, so that the mere fact of 
implementing these procedures does not constitute sufficient and sole 
evidence of the existence of protection against threats.

Assessing the effectiveness of risk management is also important in the 
context of the potential for overregulation of the process. In many com-
panies, particularly large ones, there are highly elaborate and bureaucratic 
risk management procedures that constitute an additional, not necessar-
ily desirable, obligation for employees, often carried out mechanically 
and without thinking. Notably, managers often recognize the existence of 
risk post factum, that is, after it has materialized. Assessing effectiveness 
can keep them alert and ready. Just how important such attitudes are is 
evidenced by the lack of preparedness for the Covid-19 pandemic crisis 
resulting largely from a passive or even dismissive attitude to risk.

An important, albeit much more difficult, issue in enterprise risk man-
agement is the assessment of effectiveness. This effectiveness, according 
to the earlier definition, is expressed by the ratio of the effects of risk miti-
gation expressed as the degree of minimization (avoidance) of losses to 
the expenses incurred for risk management, which, in general form, is 
expressed by the following formula:

 
RM

results of risk mitigation limiting losses

expendituref �
� �    

ee on risk mitigation  
(1.1)

where:

RMef—means the static, short-term risk management effectiveness.

It defines effectiveness in absolute (percentage) terms, which creates a 
basis for comparison between individual processes and companies. It is 
also easy to interpret and allows setting desirable limits of profitability of 
risk management. If the value of the indicator exceeds 1.0 (100%) then 
the process is profitable because the result is higher than the effort 
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undertaken to achieve it. If the value of the indicator is less than 1.0 
(100%) then risk management does not bring the desired results because 
the company spends more on mitigation than the reduction of potential 
losses achieved through this expenditure. The interpretation of Formula 
1.1 is also clear, according to which the effectiveness of risk management 
in a company increases as the value of the indicator increases.

Taking into account the fact that risk management is a continuous 
process and therefore long-term, the assessment of its effectiveness can be 
approached similarly to the assessment of the profitability of investment 
projects and its measurement can be performed using the Net Present 
Value (NPV)) formula transformed to the following form:

 

NRM
R O

d
ef

t

n
RMt RMt

t
�

�

�� ��
�

0 1
 

(1.2)

where:

NRMef—means the dynamic, long-term risk management effectiveness;
RRMt—results of risk management in subsequent periods (t);
ORMt—expenditures on risk management in subsequent periods (t);
t—subsequent periods (t);
d—the discount rate reflecting the change in the time value of money.

Formula 1.2 makes it possible not only to measure performance over the 
long term, but also to set standards in risk management performance. If 
it is negative, NRMef risk management will be unprofitable because the 
expenses incurred in the process will exceed the benefits in terms of avoid-
ing potential losses. The risk management profitability conditions can 
therefore be written as the following relationships:

 
NRM risk management is unprofitableef � �0    

 
(1.3)

 
NRM risk management is profitableef � �0    

 
(1.4)

1 Determinants of Risk Management Effectiveness: Previous… 



12

As with assessing effectiveness, evaluating the effectiveness of risk man-
agement can apply to individual actions, such as hedging against cur-
rency risk through the use of derivatives, or it can relate to the entire 
enterprise, but in this case, it will require identifying and adding up all 
the inputs and outputs of risk management. A catalog of examples of 
inputs to enterprise risk management is shown in Table 1.2.

Estimating inputs for risk mitigation—like estimating inputs in a tra-
ditional investment project—requires a certain degree of care and accu-
racy, but can be carried out without major methodological problems 
(Howell, 2020) in contrast to assessing the results of risk management. 
This assessment is hampered by the mere potential reduction in damages 
and risks achieved by risk mitigation and the fact that it deals with future 
periods and events whose existence the company cannot foresee. As a 
result, the assessment of risk management results is an estimate and is a 
subject to significant computational error. This error can be minimized 
by developing variant scenarios for calculating the results of risk 
mitigation (optimistic, pessimistic, realistic) similarly to the already men-
tioned traditional investment projects.

Table 1.2 Examples of expenditures associated with enterprise risk management 
from a resource perspective

Resources 
involved in risk 
management Financial dimension of the effort involved in risk management

Human Remuneration of employees involved in risk management;
Expenditure on external risk management consultancy and 

reports;
Material Costs of securing (prevention) the company’s assets against 

risks associated with: fire protection, compliance with health 
and safety regulations, prevention of extraordinary events 
(flood, inundation, hurricane, earthquake, etc.);

Financial Costs of property and personal insurance (premiums, 
insurance fees and commissions) related to physical and 
human resources;

Costs of protecting against financial risk (currency risk, credit 
risk, loss of liquidity risk, bankruptcy risk) related to the 
resources and financial situation of the company, e.g., costs 
of using derivative instruments, financial insurance (credit 
risk, loss of profit risk, etc.).

Source: Own work
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It is worth noting, however, that regardless of the adopted methodol-
ogy for assessing the effectiveness and efficiency of risk management in 
the process of monitoring and controlling risks, it is necessary to ask 
whether the adopted methods and tools to protect the company against 
threats bring the desired results and what expenses the company incurs in 
connection with this protection.

The remainder of this monograph focuses on identifying the determi-
nants of risk management effectiveness by adopting the definitional 
assumptions presented in this subsection and seeking answers to the 
question of what makes risk mitigation meet the expectations placed in it.

1.3  Systematization of Determinants 
of Effectiveness and Efficiency 
of Enterprise Risk Management

As already mentioned, there is a great deal of literature on the stages and 
methods of risk management and as indicated by Fraser et al. (2021) this 
is still a topic of current interest for managers. It also raises questions 
about methods for assessing the effectiveness of risk management sys-
tems. Practitioners indicate that they make such an assessment using 
most often the methodology of internal audit. Based on its results, they 
also decide on possible improvements and additions to the existing solu-
tions (Fraser et al., 2021).

The scientific and research assessment of the effectiveness of risk man-
agement in an enterprise is very strongly influenced by the dynamics of 
changes in the socio-economic environment, on which the scope and 
intensity of risk depends. Thus, due to the increasing level of climatic and 
pandemic risks (Jaziri & Miralam, 2021; Baz & Ruel, 2021), the subject 
of disasters and the use of risk management in emergency situations has 
received considerable attention in the literature in recent years (Chen 
et al., 2021; Fernandez, 2021; Räsänen, 2021). Consequently, there is a 
growing body of research focused on linking risk management with shap-
ing the resilience of different organizations to threats and crises. This is to 
go beyond the existing patterns of risk management and complement 
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them with a broader context related to the need to adapt to the increas-
ingly turbulent and complex socio-economic environment (Soufi 
et al., 2021).

A new challenge associated with the increasing digitization of econo-
mies and societies is also the maintenance of cyber security and the pre-
vention of IT threats. This issue is receiving a great deal of attention in 
economic theory and practice (Lee, 2021; Żywiołek, 2018). It is particu-
larly relevant in the financial sector, where customer capitals are exposed 
to cyber-attacks (Varga et al., 2021).

It is also worth noting that the abundance of publications on risk man-
agement appearing in recent years—a direct result of the increased vola-
tility of the environment—clearly highlights the importance of these 
issues and the impact of risk management in increasing the effectiveness 
of protection against growing internal and external threats.

As signaled, risk management is a formalized process that operates 
according to clarified rules. Research shows that such an arrangement 
and the integration of risk management into the organizational structure 
of an enterprise promotes improved security and increases the effective-
ness of risk management (Tagod et  al., 2021). It is also important to 
integrate the different stages of risk management and the knowledge used 
in the threats identyfication and assessment process (Okudan et  al., 
2021). Indeed, research suggests that a systems approach to risk manage-
ment increases its effectiveness (Miao et al., 2021). Furthermore, it con-
tributes to a more accurate calculation of the inputs and benefits of risk 
management (Langdalen et al., 2020).

In the methodological context of risk management, comparisons of 
the effectiveness of threats identification and evaluation methods are also 
conducted. These studies conclude that holistic risk evaluation tools that 
cover the entire enterprise’s operations produce better results than single 
methods tailored to assess specific risks (Fu et  al., 2020; Sharan & 
Narayanan, 2020). They can also improve the degree of financial health 
measured as the distance to default (González et al., 2020).

Researchers also highlight the role of human resources in risk manage-
ment, as managers make decisions about the rules and ways to mitigate 
risks, and employees implement them. Their impact on effectiveness is 
therefore direct and significant. As Jia and Bradbury (2020) highlight, 
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the competence and independence of risk management teams and the 
quality of human resources play a significant role in effectively protecting 
financial performance from risk exposure. An important stimulant of risk 
effectiveness is also the awareness and inclusion of employees in the risk 
management system, so that procedures and resources are fully integrated 
(Kirin et al., 2021).

It is also worth noting that, from an entity perspective, risk manage-
ment is most often used—studied and described—in large and medium- 
sized enterprises. The SME sector is very neglected in this respect and, 
consequently, is also poorly protected against risks (Marcelino-Sadaba & 
Perez-Ezcurdia, 2010; Alquier & Tignol, 2006). On an industry basis, 
those sectors where the intensity of hazards is very intense and/or atypical 
are most often analyzed. These include, but are not limited to, mining (Fa 
& Li, 2021; Tubis et al., 2020), construction, chemicals, and the afore-
mentioned information technology (Filippetto et al., 2021) and financial 
(Nazaire et al., 2020) industries.

As the previous discussion shows, the effectiveness of risk management 
depends on the following determinants:

• The intensity and frequency of endo- and exogenous risks, the more 
numerous and more frequent they are, the more difficult they are to 
mitigate, which may negatively affect the ultimate effectiveness of risk 
management;

• The choice and principles of using methods and tools for risk manage-
ment in the enterprise, the more relevant and better adapted to the 
needs of the enterprise, the greater the chance for effective protection 
against threats and their consequences;

• The characteristics, attitudes and behaviors of managers and employ-
ees (human resources) in the process of implementation and applica-
tion of risk management principles, which can be a stimulant or 
destimulant of effectiveness depending on their individual arrange-
ment described in more detail later in this publication.

The aforementioned groups of determinants apply to: Risk genesis (inter-
nal and external threats), risk management methodology and resource 
factor. In such a system they will be characterized in the following 
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chapters, and then will be used to develop a model for assessing the effec-
tiveness of risk management in the enterprise. It should also be added 
that the effectiveness of risk management will be evaluated primarily in 
the context of the triad: risk—security—continuity (Zawiła-Niedźwiecki, 
2003, 2010, 2014). This is because risk management is designed to pro-
tect the enterprise from threats in order to ensure its interruption in the 
short term and development in the long term. In practice, this means 
that operational risk management should protect the company’s current 
financial performance, while strategic risk management should focus on 
enhancing value for all stakeholders.
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2
Behavioral Determinants of Risk 

Management Effectiveness

2.1  Risk Perception: Opportunity or Threat?

It follows from the considerations presented in the first chapter that risk 
accompanies every decision, which means that its scale and intensity 
depends on the choices made by the decision-maker (manager). These, in 
turn, are strongly determined by a rather individual set of behavioral 
traits that each person is equipped with.

Previous research (Jędralska, 1992; Jonek-Kowalska & Wawiernia, 
2016) shows that the way of responding to risk and risk mitigation is 
influenced by three main behavioral factors, which are:

• Risk perception,
• Propensity to take risks,
• Attitudes towards risk.

These factors will be described in detail in the following subsections and 
then incorporated into the adopted research model.

The first is perception (perceptions) defined as a cognitive process 
involving an individual’s subjective reflection of objects, phenomena, and 

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-95376-8_2&domain=pdf
https://doi.org/10.1007/978-3-030-95376-8_2#DOI
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processes. It is a registration of elements of the external world including: 
their sensory reception, understanding, identification and verbal deter-
mination, and preparation for response to a stimulus (Jeziorska, 2013). 
Thus, the characteristic feature of perception is its close connection with 
the person of the decision maker and, consequently, significant 
individualization.

Risk perception is related to the described currents of defining this 
concept: offensive and defensive. In the former, risk is identified with an 
opportunity or threat, while in the latter it has only negative connota-
tions and means a threat to the company’s operations (Jajuga & Jajuga, 
2006). The above dichotomy translates into the perception of risk by 
managers. For some, it is an attractive challenge and an opportunity to 
undertake entrepreneurial and innovative activities, while for others it 
represents only a danger causing damage and losses (Douglas, 2009; 
Ober, 2020).

Individual perception of risk is influenced by two factors. The first is 
the decision maker’s general, life-long attitude resulting from his or her 
personality traits, referred to as affectivity (Isen & Baron, 1991). 
Affectivity to be positive or negative. If a manager is characterized by 
positive affectivity, then he/she usually perceives risk as an opportunity to 
be taken in order to realize the challenge and achieve the desired benefits 
and rewards. If the manager is characterized by negative affectivity, then 
the manager perceives risk as a threat that must be prevented in order to 
minimize damage and loss (Isen & Geva, 1988). Of course, the above 
characteristics represent the extremes of risk perception. In between, 
there are also more balanced visions of the effects of risk projecting into 
the final reactions and choices of the decision maker depending also on 
the circumstances of their making.

In addition to affectivity, risk perception is also influenced by what is 
known as experience history, which shapes the decision maker’s past asso-
ciations with the consequences of risk implementation. Thus, if a man-
ager has realized gains more often in connection with risk-taking, he will 
view risk as an opportunity. If, on the other hand, risk is more often 
associated with losses, he will perceive it as a threat. At the same time, it 
is also worth noting that as time passes and experience history increases, 
managers show a greater tendency to equate risk with damage and threat, 
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suggesting that the perception of risk is also affected by the age of the 
decision maker (Sołtysiak, 2014; Douglas, 2009). Nonetheless, it is 
worth adding that some studies indicate that recent memories matter 
most in the history of experiences, and decision makers are less likely to 
consider the totality of past experiences (Campara et al., 2021).

In addition to age, gender also influences risk perception. Research 
suggests that women, who are inherently more cautious, are more likely 
to associate risk with danger, damage, and loss (Sołtysiak, 2014; 
Ameljańczyk, 2017). When evaluating potential risks, they tend to assess 
them as more likely and more likely to result in losses than men. They 
also tend to overestimate risk (Brown et al., 2021).

It should be noted, however, that gender diversity in corporate board-
rooms, and hence diversity in risk perception, may have a positive effect 
on risk protection (Brown et al., 2021; Cho et al., 2021; Mohsni et al., 
2021; Qayyum et al., 2021; Zhu et al., 2021), which is most likely due 
to the balance of risk perception between the two genders favoring risk 
objectification. Studies also suggest that women are more willing to take 
risks the higher the accompanying benefits are (Abou-El-Sood, 2021), 
which means that they do not avoid risky decisions, but consider them 
worth taking in situations with more certainty and higher rewards.

In addition to the aforementioned factors, cognitive distortions signi-
fying exaggerated and/or irrational thinking patterns also influence risk 
perception. Among those most relevant to risk management are (Macko 
& Tyszka, 2005):

• a manager’s assessment of his or her own probability of failure as lower 
than that of others in the same situation;

• manager’s assessment of certain events as less probable or less likely to 
cause losses, in a situation in which he/she has a direct influence on 
their course.

The above circumstances are referred to as unrealistic optimism 
(Wyrozębski et al., 2012), which has a very negative effect on the conse-
quences of risk realization because it causes underestimation of risks, 
which consequently increases the probability and extent of damage 
and loss.

2 Behavioral Determinants of Risk Management Effectiveness 
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2.2  Propensity to Take Risks

Behavioral determinant of risk management effectiveness is also risk 
appetite, which means the level of willingness to engage in activities with 
uncertain, hardly predictable outcome (Tyszka & Domurat, 2004). It 
varies widely and, in simple terms, can be expressed by the following 3 
statements:

• I like risk and am willing to take it.
• I am indifferent to risk and risk-taking activities.
• I do not like risk and I am reluctant to take it.

According to the above, decision makers with high risk propensity per-
ceive risk but fear it to a lesser extent than those who dislike risk. In cor-
porate operations, the risk propensity of managers is very important. 
Excessive risk appetite can be associated with bravado and overexposure 
of the enterprise to risk. In turn, aversion to risky activities may paralyze 
economic activity and hinder the company’s growth. Then risk aver-
sion—presented as prudence and caution—becomes an excuse for the 
incompetence and indecision of the decision maker.

Nevertheless, it should be clearly emphasized that in undertaking 
entrepreneurial and innovative activities, an above-average propensity to 
take risks is desirable and very valuable, since most people are character-
ized by risk aversion (Wieczorek, 2013). Meanwhile, running one’s own 
business and performing management functions involves many risky 
decisions, which requires at least acceptance of risk. Previous research 
clearly shows that higher risk propensity is associated with higher entre-
preneurship and innovation, without which progress and development of 
economies and societies would not be possible (Cui et al., 2016; Wang 
et al., 2016).

Risk propensity is influenced by individual patterns of coping with 
risky situations and the aforementioned history of experience. Risk pro-
pensity may change over time as the mentioned patterns and individual 
experience history change (Arena et al., 2010). It should also be added 
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that it is also declarative and does not always coincide with actual atti-
tudes towards risk realized in the decision-making process.

The gender of the decision-maker is also a determinant of risk appetite. 
Women are more likely than men to fear risk and less willing to take it, 
which undoubtedly stems from their threat perception of risk, character-
ized in the previous section. Men, more likely to perceive risk as an 
opportunity, are more likely to engage in decisions and actions with 
uncertain outcomes (Bajcar, 2012, 2017; Hysa & Rakowska, 2014).

Risk appetite is also influenced by the age of the decision maker, which 
is partly related to experience history. Younger managers unburdened by 
many failures and mistakes are more willing to accept risks accompany-
ing individual decisions than their older colleagues equipped with a 
greater baggage of professional practice (Arena et al., 2010).

In addition to the above factors, individual personality variables also 
influence risk appetite, as shown in Table 2.1.

Apart from individual determinants such as age, gender and personal-
ity, environmental and situational factors also have an impact on the pro-
pensity to take risks. The former are related to cultural and national 
determinants. Previous research shows that the propensity to risk depends 
on the country of origin and the overall spiritual and material achieve-
ments of a given society (Czauderna, 2016; Majewska-Bielecka, 2012; 
Pilch & Rosmus, 2004; Tyszka & Domurat, 2004). Indeed, the culture 
of a society at the national level influences the system of values, attitudes, 
and the way emotions are expressed (Astakhova et  al., 2017). A clear 
example of such influence is the impact of upbringing on risk-taking 
propensity and entrepreneurship in paternalistic and materialistic societ-
ies. As Shahriar (2018) shows, the dominant gender role in a given cul-
ture or society determines the frequency of men or women starting their 
own businesses. Due to the permanence and integrity of the indicated 
environmental factors with the decision maker/manager, they are diffi-
cult to shape and change in the short term.

Situational factors, on the other hand, are temporary in nature, depen-
dent on the circumstances surrounding a given decision, making them 
changeable and context-dependent. Among them, the most commonly 
mentioned (Pilch & Rosmus, 2004) are:

2 Behavioral Determinants of Risk Management Effectiveness 
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• The amount of possible loss or reward.
• The likelihood of a particular outcome.
• Level of knowledge about the risk.
• The ability to control the situation.
• Emotions associated with the situation.

The influence of situational factors on the propensity to take risks in 
extreme cases can be significant and change the decision maker/manager’s 
previous attitude towards risks (Pera, 2013). Examples of this can be herd 

Table 2.1 Individual, personality determinants of risk propensity

Group of 
determinants Description of determinants

Motivational These are factors related to:
   •  individual aspirations and motivations set by the ceiling 

of personal and professional goals;
   •  Behavioral patterns in case of failure in achieving 

personal and professional goals.
Individuals with high aspirations, who are highly 

motivated and success-oriented and who cope well with 
failure show a higher propensity to take risks than 
individuals with lower aspirations, weaker motivation 
and who do not cope with failure.

Emotional These are factors related to the emotions evoked by risk, 
which may be:

   • excitement
   • or fear.

Individuals who feel excitement in situations fraught 
with uncertainty are more likely to take risks than 
individuals who feel anxiety/fear in such situations.

Research also suggests that as a decision maker’s self-
control increases, their willingness to take risks 
decreases (Sekścińska et al., 2021).

Cognitive These are factors pertaining to one’s individual conception of 
how the world is perceived and described. They include 
elements such as the conceptual categories used, reflexivity 
and impulsivity, and the perception of one’s own agency.

Individuals with higher impulsivity and lower reflexivity who 
feel high self-efficacy are more likely to take risks than 
individuals who are less impulsive, reflexive, and subject to 
the causal power of other people/entities.

Source: Own study based on: (Wiśniewska-Szatek, 2005; Pilch & Rosmus, 2004)
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behavior, change of decisions under the influence of coercion or strong 
emotions of different background accompanying the event. However, it 
is important to add that situational factors have only a transient effect on 
the propensity to take risks. Once the event-related circumstances cease, 
the previously formed long-term risk propensity remains largely 
unchanged (Cantarella et al., 2015).

2.3  Attitudes towards Risk

The last of the behavioral variables influencing the effectiveness of enter-
prise risk management are attitudes towards risk, which are at the same 
time the product of risk perception and risk appetite (Tavor, 2019; 
Jaramillo & Vargas, 2019; Nax & Newton, 2019).

Risk perception and risk propensity reflect certain integral characteris-
tics of the decision maker and are generally associated with him over a 
long period of time (Zhang & Li, 2021). They determine how a person 
makes decisions and thus influence the type and extent of risk he or she 
will ultimately take. These relationships are schematically illustrated in 
Fig. 2.1.

Perceiving risk in a positive way (also as an opportunity) is most often 
associated with a preference for risky situations and more frequent risk- 
taking, which means an active attitude towards opportunities and threats, 
characteristic of entrepreneurs and innovators. Perceiving risk only as a 
threat is typical of decision makers who are averse to risky decisions and 
events, which in practice results in risk avoidance. Ignorance of risk, on 
the other hand, most often associated with it indifference to opportuni-
ties and threats, is associated with unawareness of the existence of risk 
and/or ignorance about it.

In enterprise risk management the most desirable attitude towards risk 
is risk taking (active attitude), which in practice consists of understand-
ing the essence of risk, accepting its existence and acting in order to miti-
gate threats, and using opportunities connected with taking specific 
decisions. This is fostered by a positive perception of risk, confidence, and 
a more energetic and dynamic attitude toward the world (Brooks & 
Williams, 2021).

2 Behavioral Determinants of Risk Management Effectiveness 
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Risk avoidance can inhibit entrepreneurial initiatives and actions, 
which is a barrier to business growth. It does not always mean a lack of 
knowledge about risk and risk management, but only a paralyzing fear of 
making decisions and the associated consequences, which is caused by 
the determinants related to risk perception and propensity described in 
the previous chapters (e.g., personality traits, gender, age, experience his-
tory, nationality, etc.).

The indifferent attitude towards risk associated with ignoring threats 
and passive attitude towards opportunities seems to be the least desirable 
in risk management, due to the lack of knowledge about risk that it 
causes, ignorance and, consequently, not taking any action to prevent the 
occurrence of a threat regardless of its intensity and scale.

It is also worth mentioning that in the current market conditions of 
rapid flow and access to information, attitudes towards risk can be spread 

RISK PERCEPTION PROPENSITY TO TAKE RISKS

Opportunity or threat 

Threat 

Preference

Indifference

Reluctance

ATTITUDE TOWARD RISK

TAKING RISK

IGNORING RISK

AVOIDING RISK

Fig. 2.1 Relationships between risk perception and propensity and attitudes 
toward risk. (Source: Own work based on the literature referenced in this chapter)
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quickly and be a source of contagion for many participants in economic 
life. For these reasons—as emphasized by Qian et al. (2021), awareness 
and knowledge of the behavioral aspects affecting the effectiveness of risk 
management is extremely important.

From the considerations presented in this chapter, it is clear that risk 
management, and thus its effectiveness, is strongly influenced by behav-
ioral factors directly related to the person of the decision maker. This is 
undoubtedly due to the behavioral theory of decision-making, although 
as risk is associated with threats the amplitude and scope of the decision 
maker’s behavior may be more significant and pronounced in this case 
than in other management decisions.

Summarizing the previous research and considerations, it is important 
to state that a positive perception of risk encourages economic challenges 
and therefore fosters entrepreneurship, innovation and business growth 
(Gieure et al., 2020; Gurd & Helliar, 2017; Caggese, 2012). However, it 
needs to be underpinned by risk management knowledge and experience, 
so that excessive optimism or even bravado does not expose the enterprise 
to unpredictable risks and thus damage and loss. Therefore, it is also 
important to have an active attitude to risk, manifested not only in the 
preference of risky situations, but above all in the skillful prevention of 
threats, thereby maximizing the effectiveness of risk management in the 
enterprise.
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3
Endogenous Determinants of Risk 

Management Effectiveness

3.1  Risk Management Process 
and Methodology

As highlighted in Chap. 1, risk management is a complex and multi-step 
process. Its scope is decided by enterprise managers in the context of two 
key issues, i.e.:

 1. The selection and choice of risk management methods and the sys-
tematization of the enterprise risk management process;

 2. Type and scale of human and financial resources involved in the 
defined risk management process.

Both issues are qualified as internal determinants of the effectiveness of 
enterprise risk management and characterized in this chapter.

As it is known, risk management is a structured process, which means 
that it follows sequential steps and is equipped with a set of specific meth-
ods and tools. However, these methods and tools differ depending on the 
stage of risk management. Thus, the sample tools shown in Fig. 3.1 can 
be used in threats identification to identify sources of risk.
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When searching for sources of risk inside and around the company, it 
is very helpful to use inventive methods, including, above all, brainstorm-
ing and the involvement of as many experts as possible who identify 
sources of risk in different areas of the company’s activities. This allows 
determining the broadest possible catalog of potential threats, which is 
crucial for further stages of risk management, and consequently for the 
effectiveness of the process. This is because inventive methods allow 
(Proctor, 2002; Nęcka, 1994; Antoszkiewicz, 1990; Martyniak, 1990; 
Osborn 1963):

• Discovering new sources of risk.
• Finding creative solutions to problems.
• Identifying multifaceted connections between facts and events.
• Formulating hypotheses.
• Predicting the course of events and estimating the consequences of 

such events.

The above mentioned features of these methods make them very useful in 
identifying risks, which by their nature are difficult to predict and require 
a broad and multidimensional research perspective.

While searching for sources of risk, it is also helpful to analyze events 
in historical terms conducted on the basis of company documentation, 
including financial statements (Skrzypek, 2010; Grajewski, 2007). It 

Goal: search for sources of risk

Invention

Document analysis

Financial statements

Goal: prioritization of risk sources

Portfolio methods

Chronological chart

THREATS (RISK) IDENTIFICATION

Fig. 3.1 Examples of threats identification methods in a company. (Source: Own 
work based on the literature referenced in this chapter)
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allows not only to estimate the frequency of occurrence of specific threats, 
but also a preliminary assessment of damages and losses associated with 
their occurrence, which can be used in risk assessment.

The above methods allow creating and completing the risk checklist, 
but do not allow to systematize it. They are also static in nature. Therefore, 
in order to dynamize and organize the sources of risk, it is useful to use 
the chronological chart method, which refers to process-based business 
management (Williams et  al., 2002). In this method, all processes are 
mapped (van den Brink et al., 2020; Trucco et al., 2015), their stages are 
distinguished, and then sources of potential risks and losses are assigned 
to them.

Systematization and prioritization of sources of risk in an enterprise 
are also enabled by portfolio methods (Hassel & Cedergren, 2021; Teller 
& Kock, 2021). A measurable result of these methods are risk matrices. 
In these matrices, individual sources of risk are assigned descriptive scores 
that allow prioritizing the sources of risk and determining their impact 
on the business. This is an important element of risk valuation and its 
preliminary assessment.

Regardless of the type of adopted threats (risk) identification method-
ology, managers should remember that the search for sources of threats 
and losses cannot be a one-time activity, due to the volatility, abundance 
and unpredictability of risk sources, as evidenced by the example of the 
global crisis caused by the coronavirus pandemic and the increasing num-
ber of natural disasters caused by the climate crisis. Threats identification, 
therefore, must be a cyclically repeated and carefully prepared step to 
ensure that the company continues to monitor potential risks.

The threats identification output, which is a checklist of hazards (Albris 
et al., 2020; Rosecrance et al., 2017), is the starting point for estimating 
the probability and extent of damage and loss caused by the occurrence 
of the identified hazards. This estimation is the basis for the risk assess-
ment using the following methods:

• Qualitative,
• Quantitative,
• Mixed.

3 Endogenous Determinants of Risk Management Effectiveness 



38

Quantitative methods include probabilistic, statistical and econometric 
methods (Sienkiewicz, 2010). The former are based on probability calcu-
lus. Using them, the probability of occurrence of particular sources of 
risk in the future is estimated (Wang et al., 2021; Li et al., 2019). A com-
pany, having information about risks and losses, is additionally able to 
determine the scale of the consequences of risk realization. However, the 
use of probability calculus requires knowledge of the past or expected 
frequency of events and information about the effects of these events. In 
the first case, the information used is burdened by the not always true 
assumption of repeatability of the past, while in the second case it is bur-
dened by the impossibility of precise prediction of the future. Risk esti-
mation will therefore always be accompanied by forecast error 
(Jonek-Kowalska, 2017).

In statistical methods, risk estimation takes place primarily in the con-
text of the variability of a phenomenon (Witkowski, 2009). The higher 
the variability over time, the higher the risk. Common measures of vari-
ability are used for measurement. These methods, as well as probabilistic 
ones, are accompanied by forecast error resulting from basing measure-
ments on historical or predicted data.

Econometric methods use specific econometric functions to estimate 
risk. Among the most commonly used are functions allowing for sensitiv-
ity analysis, discriminant analysis, as well as multiple regression functions 
(Saltelli et al., 2000, 2008; Saisana et al., 2005). Sensitivity analysis deter-
mines the strength of the response of an output variable to changes in the 
magnitude of an input variable. This response identifies the intensity of 
risk in the business. The more rapid the response, the higher the risk. 
Discriminant analysis, on the other hand, classifies companies according 
to the level of risk associated with their activities. The functions used in 
its performance usually include the most relevant indicators of the assess-
ment of the financial condition of the company. Discriminant analysis is 
used primarily in assessing the risk of bankruptcy (Hołda, 2001). On the 
basis of its results, analyzed entities are divided into those threatened with 
bankruptcy and those not threatened with bankruptcy. An extension of 
discriminant analysis are multiple regression functions, which allow to 
estimate bankruptcy risk in a more precise way by indicating the degree 
of bankruptcy risk (Jonek-Kowalska, 2017).
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In qualitative methods, risk is not quantified. The risk assessment takes 
the form of a description. The identified risk factors are assigned intui-
tively estimated levels, for example “low risk, average risk, high risk”. 
Descriptive risk assessment methods can also be called expert methods, as 
they are based on the opinions of specialists and/or the company’s man-
agement. Their main disadvantage is the subjectivity of the assessment, 
while the advantage is the simplicity and speed of application. They are 
considered less precise than quantitative methods. However, it should be 
remembered that quantitative methods based on false assumptions and/
or using incorrect data may provide incorrect assessments of the level of 
risk, and thus prove less accurate than qualitative methods. Therefore, 
one should not place undue confidence in the results of quantitative 
methods if there is uncertainty about the quality of the assumptions and 
data used in them. Dogmatic preference for quantitative methods can 
become the cause of many management errors, leading in extreme cases 
to the collapse of the company (Nocera, 2009; Kolman et  al., 1998). 
Therefore, as a preventive measure, quantitative results of risk estimation 
should be confronted with the results obtained using qualitative meth-
ods, taking into account the experience of experts, and then determine 
the reasons for the discrepancies.

Taking into account the disadvantages of individual quantitative and 
qualitative methods, the company can use mixed variants, combining 
selected methods of quantitative and qualitative risk assessment. Examples 
of quantitative and qualitative risk assessment tools with their brief char-
acteristics are presented in Table 3.1.

Currently, there is an increase in mathematization (Lin et al., 2021) of 
individual methods and individualized approach to the assessment of 
individual sources of risk. This makes it possible to increase the precision 
of the estimates made, but at the same time limits the applicability of the 
proposed solutions. These methods require a lot of input data—not 
always in the possession of the company—increasing the time and cost of 
calculations. Moreover, their internal construction is very often under-
standable only for a very narrow group of experts, so in practice it requires 
specialized IT infrastructure. This limits the group of companies that can 
implement the proposed methods. Excessive mathematization of risk 
assessment is also associated with the mentioned excessive confidence in 
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Table 3.1 Classification of qualitative and quantitative risk assessment tools in 
a company

Qualitative methods Quantitative methods

Scenario methods which involve 
drawing up three variants of 
scenarios showing the probable 
course of events and risks in 
pessimistic, optimistic and realistic 
terms.

Probabilistic measures using probability 
calculus to estimate the frequency of 
events.

Rating methods that make it 
possible to divide companies into 
various risk classes—from the 
lowest to the highest, depending 
on the rules of evaluation and the 
evaluating entity (ratings usually 
refer to the risk of corporate 
insolvency).

Volatility measures using descriptive 
statistics according to the principle of 
the higher the volatility, the higher the 
risk.

Risk mapping based on risk 
checklists made as part of threats 
identyfication to develop a risk 
map that synthetically and clearly 
illustrates individual sources of risk 
and their level in the company.

Discriminant analysis used in solving 
classification problems of sets of 
varying characteristics.

Risk matrix, which is a form of risk 
map that takes into account the 
probability of risk occurrence and 
the consequences of its occurrence 
and allows to create risk 
categories.

Capital Asset Pricing Model (CAPM): 
using β coefficient, which determines 
the level of market risk associated with 
investing in the assets of a specific 
company.

SWOT/PESTEL analysis
SWOT as a list of weaknesses, 

strengths, threats and 
opportunities expanded with 
parametric assessment can provide 
a starting point for ranking 
individual sources of risk.

PESTEL makes it possible to classify 
the sources of risk identified in 
individual segments and then 
assess them using either qualitative 
or quantitative methods.

The Value At Risk (VaR) method is used 
in short-term analyses on the financial 
market, based on the evaluation of the 
volatility of the company’s assets (the 
higher the value, the higher the risk 
for the company).

(continued)
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the final results, which without prior rational and critical verification 
become the only basis for management decisions.

Once the risk is identified and assessed, the company must decide on 
the actions it intends to take in the area of risk. These actions include 
physical and/or financial risk control. Within tangible risk control, a dis-
tinction is made between

• risk avoidance and
• risk prevention.

Table 3.1 (continued)

Qualitative methods Quantitative methods

SPACE (Strategic Position and Action 
Evaluation) method is a 
development of SWOT analysis 
used to identify those sources of 
risk that hinder company’s 
development.

Monte-Carlo method which is an 
improved version of VaR and makes it 
possible to analyze a very large 
number of changes in the value of 
assets, taking into account their 
correlation.

Scoring methods based on indicators 
integral to risk assessment (e.g., 
liquidity, profitability, etc.), which 
are assigned a score (the sum of 
points awarded for all indicators 
taken into account in the 
assessment indicates a predefined 
risk class).

Capital At Risk (CaR) is an extension of 
VaR that makes it possible to 
determine the value of capital 
necessary to secure an enterprise in the 
event of maximum loss.

HAZOP method (Hazards and 
Operability Study) used to assess 
the technical risk in investment 
projects of an enterprise and 
oriented towards the protection of 
material and human resources 
against the risks associated with 
the physical implementation of the 
investment.

Risk-Adjusted Return On Capital 
(RAROC) is a development of CaR and 
allows to determine the risk-adjusted 
rate of return on capital (then the 
expected return on the investment is 
reduced by the hedging capital and 
increased by the return on the 
investment of this capital, so adjusted 
return is related to the capital at risk).

Risk MetricsTM advanced mathematical 
and IT risk assessment instrumentation 
based on VaR assumptions.

Source: Own elaboration on the literature referenced in this chapter
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Risk avoidance occurs when a company refuses to accept even temporary 
risks. Then no risk is accepted and the previously accepted risk is rejected 
(Michalski, 2000). This is not a recommended attitude, nevertheless, it 
can often be found in practice, especially in small and medium-sized 
enterprises that use risk management methods and tools to a limited 
extent. It is also worth noting that risk avoidance significantly reduces the 
cost of risk management as the company does not take any action, thus 
incurring no expenses. Risk avoidance has a negative impact on the effec-
tiveness of risk management as it implies a passive attitude to risks and a 
lack of preventive action to mitigate risks.

The opposite of risk avoidance in the area of physical control is preven-
tion of the risk referred to as risk prevention (Kowalewski, 1994). In this 
case, the company takes proactive measures to prevent damage and/or 
reduce its frequency and final size (Di Ludovico & Di Lodovico, 2020). 
Managers then focus on actions that prevent the realization of a given risk 
or hinder the occurrence of a concrete hazard. A typical example of pre-
ventive action is the application of fire safety regulations and measures or 
occupational health and safety regulations.

In addition to material risk control, a company may use financial con-
trol, which includes

• risk retention and
• risk transfer.

Financial risk control supports tangible methods of risk mitigation by min-
imizing the consequences of risk occurrence (Bodie and Merton, 2003; 
Łuczak, 2003). It also creates opportunities to reduce risks taken intention-
ally, the so-called speculative risks. In case of risk transfer, the consequences 
of risk occurrence or its financial consequences are transferred to another 
entity. It can be, and most often is, an insurance company, but this role can 
also be played by a supplier, customer or cooperator of the company. Risk 
transfer can also take the form of hedging or diversification, that is, spread-
ing the effects of a risk over a larger number of entities.

Risk transfer contributes to more effective risk management by reduc-
ing damage and loss to business. However, like prevention, it involves 
additional costs and procedures. Classic examples of the cost of risk 
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transfer are insurance premiums, fees related to cooperation agreements 
or derivative transactions.

Risk retention may be associated with a conscious decision, or it may 
be the result of lack of knowledge about the risk and the consequences of 
its occurrence (Łukasik, 2004). In the first case, we deal with active risk 
retention. Then the managers consciously decide not to prevent or use 
the transfer and take over the risk partially or completely. Such a decision 
is often based on financial motives, such as lack of funds to pay premiums 
or purchase physical security. There may also be non-financial motives in 
the form of lack of transfer or prevention tools. Whatever the reason, a 
company should make sure that it has the means to cover all or at least 
part of the potential losses that may occur if the risk is realized, so as to 
prevent disruption to operations or, in extreme cases, bankruptcy.

In practice, passive risk retention resulting from indifference to risks 
and ignoring risks is also possible. It is very dangerous for the continuity 
of the company’s operation, may cause serious financial losses and even 
lead to bankruptcy. It is also worth mentioning that neither active nor 
passive risk retention is conducive to effective risk management, as it 
involves more or less conscious abandonment of actions aimed at miti-
gating risks.

It is also worth mentioning that in medium and large enterprises risk 
management methods and tools take the form of advanced procedures 
often supported by computer software. They create what is known as 
Enterprise Risk Management (ERM) systems. These systems collect multi-
dimensional risk data, which very often are processed through complex 
computational techniques using IT tools (Jonek-Kowalska, 2019; 
Dudlák, 2018; Frangou et al., 2018; Conrad & Kostka, 2017; Collier, 
2009). Based on the obtained data, a risk management methodology is 
designed covering all resources and processes of the enterprise. The detail 
with the holistic nature of ERM systems is intended to increase the effec-
tiveness of enterprise risk management. However, the implementation of 
such systems is capital-intensive and requires expert knowledge, which is 
why they are more common in large business entities.

The final stage of risk management is control, which in practice boils 
down to evaluation of effectiveness and efficiency. Control should be 
conducted in a systematic manner to lead to the company’s constant 
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improvement of its identification, assessment and action on risks. 
Examples of tools used in the course of risk management control are 
(Chandra & Calderon, 2009):

• Risk reaction audits.
• Periodic risk reviews.
• Summary of technical measurements.
• Description s of risk reactions.
• Statements of damages and losses.

The relevant references emphasize that proper planning, preparation and 
implementation of the risk management process contributes to the suc-
cess of the company’s intentions and improved business results (Vujović 
et  al., 2020). Nevertheless, an instrumental approach to risk manage-
ment is not a sufficient guarantee of effective protection against risks. 
Indeed, many studies show that without the involvement of human 
resources in risk management, the plans and successes of the enterprise 
are seriously compromised (Agarwal & Rathod, 2006; Atkinson, 1999; 
Turner, 1993). The role and importance of managers and employees in 
the described context is detailed in the next section.

3.2  Resources Involved in Risk Management

For risk management to be effective and efficient, i.e. to contribute to 
reducing the sources of risk and/or offsetting the effects of risk realization 
with optimal resource commitment, knowledge and experience on risk 
management methods and systems are essential, which allow the plan-
ning of risk reduction activities and their proper implementation.

The scope of risk management methods implemented in an enterprise 
depends on, among other things: the size of the enterprise, the type of 
business it conducts, and the human and financial resources at its dis-
posal (Haas & Yorio, 2019; Arnold et al., 2015).

Human resources in the risk management process have a very impor-
tant function, as they are carriers of risk knowledge linked to the behav-
ioral determinants described earlier and resulting from previous experience 
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and education in risk management. A study by Okudan et  al. (2021) 
shows that extensive knowledge and familiarity with good risk manage-
ment practices contributes to the improvement and effectiveness of enter-
prise risk management, and the involvement of human resources in 
threats identyfication and assessment can result in a reduction in the 
enterprise’s risk exposure (Dikmen et al., 2008). For these reasons, the 
accumulation of risk knowledge both in the minds of employees and the 
collective memory of the organization is one of the key factors affecting 
the effectiveness of enterprise risk management (Lu et al., 2013; Kivrak 
et al., 2008).

Research and deliberations also emphasize the importance of proper 
communication in risk management, which is an important reinforce-
ment of the methodical and instrumental aspect of risk management. 
Achieving effective protection against risks is therefore only possible 
when appropriate risk management techniques are accompanied by effec-
tive interpersonal communication (Bakker et al., 2012).

The involvement of human resources in risk management can vary in 
scope, so this monograph assumes that the lowest level of risk manage-
ment refers to the situation in which a company does not employ risk 
management specialists, entrusting some of the responsibilities related to 
this process (e.g., occupational health and safety) to employees or units 
that also perform other activities (e.g., human resources). A higher degree 
of risk protection is achieved by employing professional risk management 
experts and by having a dedicated risk management function within the 
enterprise.

The highest level of advancement in this area is the development and 
implementation of the already mentioned holistic risk management sys-
tems, or in other words, Enterprise Risk Management (ERM), covering 
monitoring and protection of the entire enterprise. These systems can be 
created within the company with the involvement of its employees’ 
knowledge and experience, or they can be created by consulting compa-
nies that design and implement them on a daily basis (Sienou et  al., 
2020). It should also be added that in advanced risk management systems 
all employees of the company are aware of the existence of such a system, 
participate in its creation and improvement, continuously identify and 
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monitor risks, report on potential threats and contribute to increasing the 
level of protection.

Despite the relatively small number of publications devoted to the 
effectiveness and efficiency of individual risk management methods and 
systems, it is assumed that as the sophistication of risk management 
increases, so does the level of protection against adverse consequences 
associated with the realization of risk. This is also confirmed by previous 
research (de Araújo Lima et al., 2020). Thus, risk management methods 
and systems are an important element in the management of a modern 
enterprise to adapt more efficiently and effectively to changes in the envi-
ronment (Malik et al., 2020; Singh & Hong, 2020).

The results of previous studies indicate that small and medium-sized 
enterprises mainly use their own knowledge and intuition in risk mitiga-
tion, do not use advanced methods, nor do they use integrated risk man-
agement systems or project-based risk management methodologies. This 
is mainly due to the time- and cost-consuming nature of designing and 
implementing these systems, as well as the belief that they can handle all 
risks on their own. Importantly, however, international studies also show 
that this approach is insufficient and relying only on the internal knowl-
edge of managers of small and medium-sized enterprises does not enable 
effective risk management, even when organizational structures and risk 
exposures appear to be small (Hock-Doepgen et  al., 2020; Cantonnet 
et al., 2019).

As already mentioned, holistic risk management systems or ERM, are 
generally used in large companies. Their implementation and operation 
involves a series of internal procedures related to threats identyfication, 
assessment, reporting and monitoring (Nguyen & Vo, 2019). In theory, 
such an approach is comprehensive and so should be the enterprise pro-
tection guaranteed by its existence. Nevertheless, in practice, risk man-
agement with ERM often becomes just another documentation routine 
and an additional element to improve the media image.

Meanwhile, in risk management, both ignorance of risk and a routine 
approach to its identification and assessment can contribute to very seri-
ous consequences, including bankruptcy.
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Indeed, in today’s globalized economies, events occur that are difficult 
to predict, such as the collapse triggered by the 2008 US mortgage crisis 
or the 2019 coronavirus pandemic. Awareness of the unpredictability of 
risk and its consequences cannot be a rationale for not planning for an 
emergency, as the consequences in this regard can be very serious for both 
companies and entire economies. For these reasons, both the risk man-
agement methodology and the commitment of human resources to its 
implementation are important determinants of the effectiveness and effi-
ciency of risk management. These determinants will be included in the 
research model described in the empirical part of the paper.
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4
Exogenous Determinants of Risk 

Management Effectiveness

4.1  The Proximal Environment as a Source 
of Risk in Enterprise Operations

The enterprise is not an entity that solely operates on the basis of its own 
resources and internal processes. It functions in a specific economic envi-
ronment which significantly affects its operational and strategic situation. 
The environment as a source of opportunities and threats also has a direct 
impact on the achievement of the enterprise’s goals. In current market 
conditions, this impact is particularly intense due to the progressive 
internationalisation of economies and internationalisation of the activi-
ties of enterprises (El Namaki, 2014). The indicated circumstances con-
tribute to the rapid diffusion and accumulation of risk (Bakkar & Nyola, 
2021; Sun et al., 2020; Figueira-de-Lemos et al., 2011).

The environment of the enterprise (Ansoff et al., 2019; Ansoff, 2007; 
Williamson et al., 2004) consists of two elements and their internal seg-
ments schematically presented in Fig. 4.1.

Sources of risk related to the environment of the enterprise can be 
characterised within the segments presented in Fig. 4.1, in the context of 
two basic elements related to the proximal and distal environment. It is 
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from this perspective that they will be described later in this chapter and 
will be incorporated into the developed research model.

Its recipients and suppliers are in the proximal environment of the 
enterprise. The former are a source of income. The size and the selling 
price depend on their preferences and decisions. The latter are the source 
of costs for the enterprise related to the necessity to purchase raw materi-
als, materials or services. The continuity of production and/or provision 
of services also depends on their willingness to cooperate. Therefore, the 
enterprise’s contacts with suppliers and recipients shape the effectiveness 
of the value chain. Any disruptions and unplanned deviations in the area 
of these contacts are a source of risk for the achievement of the enter-
prise’s goals, including, in particular, its financial result (Nudurupati 
et al., 2021; Gaganis et al., 2018; Prajogo, 2016).

An important element of the proximal environment is also the enter-
prise’s competition, i.e. entities providing the same products and services 
or their substitutes (Rusten & Bryson, 2010; Sengupta, 2004; Cvitkovic, 
1993). Actions taken by competitors limit the sales market and affect the 
level of prices in a given sector. The larger and stronger the competition, 
the more serious threats it generates towards the enterprise’s operations.

technological

ENTERPRISE

labour market financial market

suppliers recipients

economic

political

social
environmental

legal

competition

Fig. 4.1 Segments of the proximal (competitive) and distal (economic) environ-
ment of the enterprise. (Source: Own work)
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The analysis of the proximal environment, and thus the analysis of 
possible threats and losses, can be carried out using Porter’s five forces 
model (Yunna & Yisheng, 2014; Porter, 1992; Romanowska, 2015; 
Morrison & Roth, 1993), which includes:

 1. the power of supplier influence and the possibility of them exerting 
pressure on enterprises in the sector;

 2. the power of buyer influence and the possibility of them exerting pres-
sure on enterprises in the sector;

 3. intensification of competition within the sector;
 4. the threat of the emergence of new competitors;
 5. the threat of the emergence of substitutes.

Therefore, apart from entities traditionally and currently operating in the 
proximal environment, the risk assessment should also take into account 
the possibility of the emergence of new competition and substitutes for 
products/services that meet the expectations of buyers either to a similar 
extent or better.

It is worth noting that in Fig. 4.1, in the segment related to the proxi-
mal environment, the labour market and the financial market are also 
taken into account, which are a source of human capital and financial 
capital for the enterprise. Both of these capitals are necessary for the 
proper functioning of the enterprise both in the short and long term. 
Thus, the functioning of these markets significantly determines the enter-
prise’s development opportunities.

Table 4.1 presents the potential threats related to individual segments 
of the proximal environment, which do not exhaust the catalogue of 
potential risks, but refer to its most popular components.

Apart from the risk sources listed in Table 4.1, it is worth mentioning 
in the context of the proximal environment the risk of loss of financial 
liquidity, which appears at the interface between the interior of the enter-
prise and the proximal environment (Población García, 2017; van der 
Merwe, 2015; Banks, 2014). This is the most serious risk associated with 
business activity. It is also the most common cause of corporate bank-
ruptcy (du Jardin, Ph., 2021; Nishihara & Shibata, 2020). The risk of 
financial liquidity is associated with the possibility of losing the ability to 
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settle current liabilities, i.e. payments for supplies and/or work. In such 
cases, the enterprise loses the ability to maintain the continuity of pro-
duction, and thus generate revenues and profits, and, as a consequence, is 
forced to stop its operations.

Loss of financial liquidity may be the result of wrong management 
decisions leading to the reduction of own internal sources of financing in 

Table 4.1 Potential sources of risk related to individual segments of the proximal 
environment

Environment 
segment Potential sources of risk

Suppliers Delays in supplies.
Shortage of supplies.
Too high price of supplies generating unplanned costs.
Inadequate quality of supplies.
Disruptions in the flow of information in the supply 

chain.
No supplier loyalty.

Recipients Lack of matching offer to needs.
Overproduction/shortage in production/service.
Bad quality.
Too high price.
Variation of tastes/preferences.
Seasonality of products/services.

Competition Limitation of the sales market.
Takeover of the sales market.
Dumping.
Unethical activities.
High/growing requirements to enter the sector.

Labour market Lack of desired qualifications among employees.
No staff.
Excessive wage/employment expectations.
Unfavourable legal regulations.

Financial market High cost of raising capital.
Formal difficulties in accessing sources of financing.
High requirements in the creditworthiness assessment 

process.
Interest rate changes.
Changes in currency exchange rates.
Poorly developed banking system and / or financial 

market.
Variation/lack of desired legal regulations.

Source: Own work
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the form of financial result. It may also result from a change in the indus-
try situation, loss of the sales market and / or lack of access to short term 
sources of financing. Due to the multiplicity and diversity of causes and 
the intertwining of various threats, the genesis of the risk of loss of finan-
cial liquidity may be both endogenous and exogenous.

When analysing the proximal environment as a source of risk, it is 
worth pointing out that the enterprise has limited possibilities of influ-
encing the functioning of this environment. Although it is an active par-
ticipant, it has to adapt to the rules prevailing in the industry, co-created 
by other entities. It should also be added that the larger a given industry 
is, the smaller the possibilities are of shaping the environment by the 
enterprise. This is a serious obstacle in the process of threats identyfica-
tion and assessment, which is also complicated by the selection of meth-
ods and tools to mitigate individual risks. In turn, this may adversely 
affect the effectiveness of risk management in the enterprise.

4.2  The Distal Environment as a Source 
of Risk in Enterprise Operations

Contrary to the proximal environment, the distal environment is com-
mon to all enterprises and covers the general, socio-economic conditions 
of running a business in a given country (Geisler, 2022; Beynon-Davies, 
2021; Rong & Shi, 2015). Most often, segmentation of this environment 
is carried out in accordance with the PESTEL analysis, which allows to 
distinguish the environment:

• Political,
• Economic,
• Social,
• Technological,
• Environmental,
• Legal.
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The political environment primarily relates to the mechanism of state 
interference in the economy, i.e. the proportion between laissez-faire and 
government intervention. It also concerns the adopted economic system 
regulating the sphere of production and redistribution of goods and ser-
vices in a given economy. Conditions related to the political environment 
also include the principles of operation of the public sector and the pos-
sibilities and scope of providing citizens with public goods (national 
defence, public administration, sanitary protection) and social goods 
(education, health care, culture) (Stabryła, 2000).

Conditions generated by the economic environment relate to the fol-
lowing issues:

• the business cycle and the level of gross domestic product (GDP),
• unemployment and inflation, and the relationship between these 

phenomena,
• the state’s monetary policy,
• the fiscal policy of the state,
• principles of operation of central and commercial banking, and the 

financial market,
• principles of operation of the social and economic insurance sector.

Accordingly, it is an environment that affects the level of financial results 
of enterprises in the short term, and in the long term, on their market 
value, and thus development opportunities (Kuklińska et al., 2017; Bąk, 
2011). It is worth pointing out that the economic environment also 
shapes the purchasing power of potential customers of enterprises, thus 
influencing the demand for goods and services.

The functioning of the social environment is largely determined by 
demographic conditions, including, in particular, the age structure of 
society, the level of education, birth rate, fertility, and mortality. The 
shape of this segment of the distal environment is also influenced by less 
measurable factors, such as: historical or cultural conditions, attitude 
regarding work, social mobility, religion or family model. Virtual com-
munities associated within social media also play an increasingly impor-
tant role in the activities of enterprises (Kim, 2021; Hysa et al., 2021; 
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Zdonek & Król, 2021; Zhang et  al., 2009; Parhankangas & 
Landström, 2006).

In modern economies, the technological environment plays an increas-
ingly important role, which is associated with the progressive digitisation 
of society and industrial automation (Uygun & Aydin, 2021; Żywiołek 
et al., 2021; van Dijck, 2020; Dufva & Dufva, 2019; Molenda, 2016). 
The pace of technological progress is systematically growing, which drives 
the demand for innovation which is a key factor in socio-economic devel-
opment. Therefore, among the technological conditions characteristic for 
the environment of further enterprises, it is worth mentioning:

• access to the latest knowledge and technology, including the speed of 
transfer and diffusion of knowledge and technology,

• the level of innovation of a given economy,
• the level of public and private financial support for entrepreneurship 

and innovation,
• the scope and intensity of cooperation between business and science,
• the level of development of start-ups.

Due to the growing climate and raw material problems, the importance 
of the surrounding environment of enterprises is also growing (Niu & 
Xiao, 2021; Khojastehpour & Shams, 2020; Xu & Li, 2012). Enterprises 
must take into account the constraints related to environmental protec-
tion, and they must also take actions for an active pro-ecological policy 
(Janik et al., 2020; Ryszko, 2016). Among factors shaping the function-
ing of the environmental segment, there are, inter alia:

• the scope and restrictiveness of environmental regulations,
• the adopted raw material policy, including the use of renewable raw 

materials,
• the knowledge and scale of using the principles of the circular economy,
• the attitude of enterprises to the idea of sustainable development and 

implementation of the principles of corporate social responsibility 
(Zdonek et al., 2021),

• the level of eco-innovation development,
• the level of environmental awareness of society and enterprises,
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• the level of environmental education.

Due to the growing importance of pro-ecological activities, the costs of 
carrying them out increase just as with the total costs of enterprises, 
which significantly affects their financial results (Liu et  al., 2020). 
Therefore, environmental factors are an important determinant of the 
effectiveness of enterprises and, consequently, the effectiveness of risk 
management.

The segmentation of the distal environment is closed by the legal envi-
ronment, which formalises the principles of the functioning of the previ-
ously described segments (Li et  al., 2021; Yao et  al., 2021; Jiao et  al., 
2015). The legal provisions relating to the activities of enterprises are of a 
very diverse nature. Among them, it is worth mentioning those 
concerning:

• the freedom and rules of running a business,
• competition and consumer protection,
• employment and occupational health and safety,
• tax policy,
• the financing of operating and investment activities,
• environmental protection.

They have a direct impact on the income and costs of enterprises, and 
thus their efficiency. Their scope and restrictiveness also determine the 
boundaries of the enterprise’s operations and the rules of responsibility of 
its suppliers, recipients, employees and customers. In this way, law and 
order are shaped, which are also the basis for mutual claims and the pro-
tection of business freedoms. The latter issue is also directly related to the 
principles of the functioning of the judiciary, including: the manner and 
timely resolution of legal disputes, legal ethics and the scale of corruption 
in the legal system.

Table 4.2 a summary of this section—presents the potential sources of 
risk related to individual segments of the distal environment.

To sum up the considerations related to the distal environment, it 
should be pointed out that due to the already mentioned internationali-
sation of enterprises and the globalisation of modern economies, it is 
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Table 4.2 Potential sources of risk related to individual segments of the distal 
environment

Environment 
segment Potential sources of risk

Political Low marketisation degree of the economy, making it 
difficult to conduct business.

High level of state intervention.
High level of public transfers financed from high tax 

burdens.
Closing the economy or a low degree of its 

internationalisation.
Frequent changes of political factions at the government 

level.
Economic Economic recession.

Low level of economic development.
High unemployment and/or inflation.
Unfavourable tax system.
High level of interest rates and/or restrictive 

creditworthiness requirements.
Lack or low level of development of the financial market 

limiting access to capital by enterprises.
High social security costs for the employer.
High costs and/or limited business insurance offer.
Low income level of society which adversely affects the 

demand for goods and services.
Social Population decline.

Ageing of the population, low fertility, high mortality.
Reluctance to change, excessive attachment to tradition.
Non-consumer life model.

Technological Low innovativeness of the economy.
Poor level of technological knowledge and/or passing on of 

knowledge and technology.
Lack of financial support for innovation by the state and/or 

private sector.
Low level of individual and social entrepreneurship.
Low quality of education.

(continued)
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currently recommended to conduct an analysis of the distal environment 
of enterprises not only in the domestic context but also the international 
context. Additionally, due to the fact that the activities of enterprises are 
also influenced by local conditions, a separate level of analysis for these 
factors is proposed. In this way, the postulates of the modified PESTEL 
analysis are implemented, in the form of: LoNGPESTEL (Local, 
National, Global, Political, Economic, Social, Technological, 
Environmental, Legal). Its implementation enables risk tracking in the 
local, national and international context, which increases the area of 
threats identyfication and assessment, at the same time contributing to 
an increase in the effectiveness of risk management.
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5
Assessment Model of the Effectiveness 

of Enterprise Risk Management: 
A Research Methodology

5.1  Intentions, Stages and Research Model

The considerations presented in Chaps. 1, 2, 3, and 4 are the starting 
point for developing a research concept and defining a research model. 
Detailed actions taken in this area are described in this chapter, and then 
supplemented with the results and conclusions presented in the next two 
chapters.

The main purpose of the research was to identify the determinants of 
the effectiveness of risk management and to assess the strength of their 
impact on the degree of achievement of the objectives of risk manage-
ment (in accordance with the definition of the effectiveness of this pro-
cess formulated in the first chapter). In this way, the answer to the key 
research problem was sought: What factors affect the effectiveness of 
risk management and how can they be hierarchised?

To answer the research problem posed, a research plan was developed 
to achieve the main research goal, as shown in Table 5.1, taking into 
account: research stages, milestones and specific research methods 
and tools.
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Table 5.1 Research plan in the field of determinants of the effectiveness of risk 
management in the enterprise

Stage Milestone Research methods

Identification of 
potential determinants 
of the effectiveness of 
risk management

Selecting and characterising 
individual groups of 
determinants of risk 
management in the 
enterprise

Literature studies and 
analysis of research 
results to date

Development of a 
research model

Determining possible cause 
and effect relationships 
between groups of 
determinants and the 
effectiveness of risk 
management.

Modelling of economic 
processes and 
phenomena.

Designing a research 
tool

Translating the model 
assumptions into a set of 
questions addressed to 
enterprises.

Questionnaire.

Selection of a research 
sample

Statistical determination of 
the sample size to ensure 
that it is representative.

The formula for the 
size of a sample 
representative for a 
finite population and 
the stratified 
selection method.

Initial analysis of 
research results

Obtaining basic statistical 
information on risk 
management in the 
surveyed enterprises.

Descriptive statistics 
tools and methods 
(Statistica package).

In-depth analysis of 
research results

Examination of the 
strengths and the 
direction of 
multidimensional 
dependencies in the 
developed research 
model.

Modelling of structural 
equations.

Formulating results and 
practical 
recommendations

Confrontation of the 
research results with the 
current theoretical and 
practical observations.

Development of 
recommendations for the 
improvement of risk 
management in practice.

Comparative analysis as 
well as deduction and 
reduction.

Source: Own work
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As already mentioned, the introductory, theoretical chapters of this 
monograph were literature studies in the field of risk management and 
the effectiveness of this process. On their basis, four groups of determi-
nants of the effectiveness of risk management in the enterprise were 
selected, which include:

 1. behavioural factors, such as: risk perception, propensity and attitudes, 
integrally related to human resources, primarily including managers 
and persons responsible for risk in the enterprise;

 2. methodological factors related to the selection of risk management 
methods and techniques, their scope and the diligence with which 
they are used;

 3. resource factors relating to resources used in the risk management pro-
cess, in particular human and financial resources;

 4. factors related to the internal and external environment (proximal and 
distal environment), which are a source of multifaceted and complex 
threats for the enterprise.

The above groups mentioned were included in the structure of the 
research model presented in Fig. 5.2.

This model assumes that all selected groups of factors affect the effec-
tiveness of risk management in the enterprise. Additionally, it was 
assumed that the relations will be verified between:

• behavioural factors and methodological factors in the search for the 
relationship between the management’s perception of risk and the 
scope of risk mitigation instruments selected by them;

• behavioural and resource factors in order to identify the impact of 
psychosocial variables on the involvement of human and financial 
resources in the risk management process in the enterprise;

• factors related to the proximal and more distal environment and meth-
odological factors aimed at determining whether the scope of threats 
affects the scope of protection against the risk;

• factors related to the proximal and distal environment and resource 
factors, which will allow to determine whether the scope of threats 
affects the involvement of resources in the risk management process in 
the enterprise.

5 Assessment Model of the Effectiveness of Enterprise Risk… 
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The research model presented in Fig. 5.1, developed on the basis of litera-
ture assumptions, has been detailed and operationalised in the form of a 
questionnaire. Its verification was carried out with the use of descriptive 
statistics and structural equation modelling tools. The calculations were 
made using the Statistica package. The results of these stages are presented 
later in this monograph.

5.2  Operationalisation of the Research 
Model in the Form of a Questionnaire

The questionnaire operationalising the research model consisted of four 
parts relating to the individual factors determining the effectiveness of 
risk management and the dimensions of assessing the effectiveness of risk 
management in the enterprise as a dependent variable. The respondents 
referred to all statements formulated in the questionnaire using the five 
point Likert scale.

Thus, Table 5.2 presents a set of questions regarding behavioural 
factors.

behavioural factors methodical factors

resource factors

environmental factors

risk management 
effectiveness

Fig. 5.1 General structure of the adopted research model. (Source: Own work)
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The behavioural factors were identified using the parameters described 
in the second chapter. The first statement made it possible to determine 
how much risk is associated with threats, which in turn made it possible 
to determine the way risk was perceived. The second statement allowed 
to assess the tendency to take risks (Wodarski, 2021). Next, three subse-
quent statements identified attitudes towards risk in terms of: general and 
in relation to internal and external threats, respectively (Kowalska- 
Styczeń, 2016, 2020; Jonek-Kowalska & Wawiernia, 2016).

The second group of determinants related to the methodology of risk 
management in the enterprise and covered the questions contained in 
Table 5.3.

The statements in Table 5.3 allowed to determine the scope of risk 
management determined by the subsequent stages of this process, includ-
ing: threats identyfication, assessment, mitigation and control (Hofman 
et al., 2017; Nawrocki & Jonek-Kowalska, 2016a, b; Bijańska & 
Wodarski, 2014). They also made it possible to identify the most fre-
quently used methods of risk management, taking into account their 
division into the previously described material control (avoidance / pre-
vention) and financial control (risk transfer / risk retention). Additionally, 
within the described group, the statements referring to detailed, typical 

Table 5.2 Descriptive variables for behavioural factors (BH)

Series Descriptive variable
Assignment to a group of 
determinants

BH1 In an enterprise, risk is primarily 
associated with threats.

Risk perception

BH2 Managers do not like and do not want 
to take risks.

Tendency to take risks

BH3 The enterprise tries to avoid risky 
ventures.

Attitudes towards risk

BH4 Managers are primarily concerned with 
internal threats.

Attitudes towards risk

BH5 Managers are primarily concerned with 
external threats.

Attitudes towards risk

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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methods of financial risk control, such as: insurance, economic coopera-
tion or futures contracts, were made more precise.

The model also takes into account the resource conditions character-
ised in theoretical terms in the third chapter. In research terms, they are 
presented in Table 5.4.

Statements regarding resource factors allowed to determine whether in 
the risk management process the enterprise only uses its own resources or 
uses external assistance. They also made it possible to assess the 

Table 5.3 Descriptive variables for risk management (RM)

Series Descriptive variable
Assignment to a group 
of determinants

RM1 The enterprise identifies and describes the 
sources of risk.

Risk management steps: 
identification

RM2 In the enterprise, losses related to the 
occurrence of risk and the possibility of 
their occurrence are estimated.

Risk management steps: 
assessment

RM3 The enterprise does not ignore potential 
sources of risk.

Risk management: 
material 
control—avoidance

RM4 The enterprise uses various forms of 
prevention to prevent the occurrence of 
risk.

Risk management: 
material 
control—prevention

RM5 The enterprise uses business insurance 
whenever possible.

Risk management: 
financial control—risk 
transfer

RM6 Apart from business insurance, the enterprise 
also uses other paid forms of protection 
against risk, e.g. futures contracts.

Risk management: 
financial control—risk 
transfer

RM7 As part of hedging against risk, the 
enterprise establishes various forms of 
cooperation with other enterprises and / or 
institutions.

Risk management: 
financial control—risk 
transfer

RM8 The enterprise accepts the necessity to 
finance the risk transfer (e.g. insurance) and 
does not avoid it.

Risk management: 
financial control—risk 
retention

RM9 The enterprise carries out risk control. Risk management steps: 
risk control

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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advancement of the risk management process. The least advanced 
approach to risk management is the sole use of own specialists without 
separating the department performing tasks in the area of risk mitigation. 
An internal department dealing with risk reduction activities is a higher 
level. And the highest level of advancement is represented by holistic risk 
management systems (Jonek-Kowalska & Nawrocki, 2019), the so-called 
Enterprise Risk Management (ERM).

As part of resource questions, the scale of employee involvement in risk 
management was also assessed, because—as pointed out in Chap. 3—
employee participation is an important determinant of the effectiveness 
of risk management in an enterprise. Employees are a valuable source of 
information on risk sources, and participation in management allows 
them to identify with the company and increase their involvement in 
work and risk mitigation activities.

Indirectly, questions about the involvement of human and organisa-
tional resources also allow to determine the enterprise’s financial 

Table 5.4 Descriptive variables for resources involved in risk management (RES)

Series Descriptive variable
Assignment to a group of 
determinants

RES1 The enterprise employs experts 
in the field of risk 
management.

Own human resources: internal 
experts.

RES2 There is a department dealing 
with risk management in the 
enterprise.

Own organisational resources: a 
department in the organisational 
structure.

RES3 The enterprise involves all 
employees in the risk 
management process.

Own human resources: employee 
participation in risk management.

RES4 The enterprise uses its own 
internal risk management 
systems.

Own organisational resources: 
internal risk management system.

RES5 The enterprise uses an advanced 
risk management system 
developed by an external 
entity.

External organisational and human 
resources: an advanced risk 
management system developed by 
external experts.

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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expenditure on risk management. As the advancement of the risk man-
agement process increases, the expenses and costs of creating and main-
taining such systems increase.

The last group of determinants concerned the risk exposure that related 
to the internal, proximal and distal environment. Statements allowing to 
determine their individual strength are presented in Table 5.5.

The questions concerning the environment of the enterprise focus on 
the factors constituting the source of the most serious economic threats. 
The following were recognised as such: loss of financial liquidity and lack 
of funds for business operations. Both of the above mentioned threats 
directly affect the interior of the enterprise, however, as already men-
tioned, they are also related to the proximal and distal environment, 

Table 5.5 Descriptive variables for the risk exposure that related to the internal, 
proximal and distal environment (ENV)

Series Descriptive variable
Assignment to a group of 
determinants

ENV1 The most serious threats arise inside the 
enterprise.

The interior of the 
enterprise.

ENV2 The most serious internal source of risk is 
human resources.

The interior of the 
enterprise.

ENV3 The most serious internal source of risk is 
the lack of financial liquidity.

The interior of the 
enterprise.

ENV4 The most serious internal source of risk is 
the lack of funds.

The interior and distal 
environment of 
enterprises.

ENV5 The relationships with suppliers are the 
most intense source of risk in an 
enterprise.

Proximal environment: 
suppliers.

ENV6 Relations with recipients are the most 
intense source of risk in an enterprise.

Proximal environment: 
recipients.

ENV7 The greatest source of risk is the 
enterprise’s competition.

Proximal environment: 
competition.

ENV8 The enterprise is very sensitive to economic 
fluctuations.

Distal environment.

EN9 Changes in the international environment 
have a strong impact on the enterprise’s 
operations.

Distal environment.

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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primarily including customers (being the source of financial profits) and 
the financial market (being the source of equity and / or foreign capital). 
Many internal threats also arise as a result of human negligence and 
errors, and therefore they were included in the detailed research questions.

In the case of the proximal environment, the statements made in the 
questionnaire concerned the most important forces of Porter, that is: 
recipients, suppliers and competitors. Analysis of the distal environment 
focuses on changes in the economic situation—which have always been 
significant and have a strong impact on enterprises (Jonek-Kowalska, 
2019)—and on the international segment, which in the twenty-first cen-
tury became one of the key business determinants thanks to globalisation 
and internationalisation (Nawrocki & Jonek-Kowalska, 2016; Jonek- 
Kowalska, 2017).

The questionnaire also included statements about the dependent vari-
able, i.e. the effectiveness of risk management in the enterprise. Their 
content is presented in Table 5.6.

The efficiency statements are divided into three perspectives. The first 
one arises from the definition of risk management effectiveness formu-
lated in the first chapter. According to this definition, risk management 
is effective if it protects the enterprise against threats and losses. In the 
short term, this should support the process of the enterprise’s survival on 
the market, and in the long term it should enable a fairly undisturbed 
development (Jonek-Kowalska, 2015).

Table 5.6 Descriptive variables for assessing the effectiveness of risk management

Series Descriptive variable Perspective

EF1 Risk management in the 
enterprise minimises risks and 
losses.

Definitive, directly related to the 
definition of risk management 
effectiveness.

EF2 Risk management in the 
enterprise enables survival in 
the market.

Short term, current, focused on 
operational goals.

EF3 Risk management supports the 
development of the enterprise.

Long term, focused on strategic 
goals.

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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5.3  Selection and Characteristics 
of the Research Sample

Research on the effectiveness of risk management was carried out on a 
representative research sample of Polish enterprises. The sample only 
included medium and large-sized enterprises due to the lack of advanced 
methods and risk management systems in small-sized enterprises. In the 
sampling process, a 95% confidence level and a 5% maximum error were 
assumed at the fraction size of 0.5. With the above assumptions, the sam-
ple size included 722 enterprises, taking into account the stratified selec-
tion for two criteria:

 1. organisations divided into medium and large-sized enterprises,
 2. organisations divided by economy sector: production, trade, services 

and construction.

Characteristics of the sample composition taking into account the above 
criteria are presented in Figs. 5.2 and 5.3.

The period of enterprise operation on the market was also included in 
the questionnaire data. The division of the respondents considering this 
criterion is shown in Fig. 5.4.

medium, 375, 
51.94%large, 347, 

48.06%

Fig. 5.2 The structure of the research sample in terms of the size of the enter-
prise expressed in the number of employees (50–249: medium-sized enterprise; 
250 and more: large-sized enterprise—consistent with the structure of the Polish 
economy). (Source: Own work)
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trade, 124, 
17.17%

production, 
350, 48.48%

services, 206, 
28.53%

construction, 
42, 5.82%

Fig. 5.3 Structure of the research sample considering sectoral affiliation (produc-
tion; trade; services; construction—consistent with the structure of the Polish 
economy). (Source: Own work)

up to 3 years, 
5, 0.69%

from 3 to 10 
years, 20, 

2.77%

over 10 years, 
697, 96.54%

Fig. 5.4 The structure of the research sample considering the period of running 
a business. (Source: Own work)
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According to the data presented in Fig. 5.4, the vast majority of 
surveyed enterprises are entities with extensive market experience, oper-
ating for over 10 years. The selection of enterprises in this aspect is not 
representative and is intentional. Knowing the risks requires a long his-
tory of experiences that have been felt by mature companies that have 
dealt with threats for a long time.

The results of the research carried out in the research sample defined in 
this way are presented in the next two chapters of this monograph. 
Conclusions arising from them became the basis for formulating recom-
mendations and suggestions included in the last part of the book.
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6
Determinants of Risk Management 
Effectiveness: Preliminary Analysis 

of Research Results from Polish 
Enterprises

6.1  Behavioural and Methodical 
Determinants of the Effectiveness 
of Risk Management

Personality traits of managers and their individual set of experiences 
affect the decision making process in the enterprise, and therefore:

• risk perception,
• tendency to take risks,
• and attitudes towards risk may determine the effectiveness of risk 

management.

For these reasons, the above mentioned variables were taken into account 
in the course of the survey. Table 6.1 presents the obtained results relating 
to the behavioural factors characterising Polish managers in medium and 
large-sized enterprises. Table  6.2 presents descriptive statistics for the 
characterised determinant group.

The first question in the survey related to the perception of risk. Thus, 
in light of the results presented in Table 6.1, it can be concluded that 
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Polish managers do not only perceive risk as a threat. Most of the respon-
dents believe that such a negative view applies only partially, to a small 
extent or not at all, to the entity they manage. The value of the upper 
quartile, amounting to 4.00, shows that 75% of the surveyed Polish 
entrepreneurs have a positive or neutral view of risk. It should also be 
added that the respondents are quite unanimous in their opinions, which 
is confirmed by the lowest value of the coefficient of variation in the 
group of analysed factors.

Such a distribution of responses indicates that the risk in Polish enter-
prises is also perceived as a chance for success and additional benefits. The 
identified approach—in line with the considerations presented in the 
theoretical part—is characterised by people who are entrepreneurial, 
active, willing to act and not afraid of new challenges. It fosters innova-
tion and development. However, it is worth adding that a significant or 
complete failure to perceive risk in the context of threats may be associ-
ated with ignoring its existence and downplaying its effects, and this in 
turn will not be conducive to the effectiveness of risk management.

The second question in the group of behavioural factors was to identify 
the tendency to take risks. The answers provided show that Polish 

Table 6.1 Responses for behavioural factors (BH)

Series Descriptive variable 1 2 3 4 5

BH1 In an enterprise, risk is 
primarily associated with 
threats.

65 158 299 154 46
9.00% 21.88% 41.41% 21.33% 6.37%

BH2 Managers do not like and 
do not want to take risks.

146 227 239 90 20
20.22% 31.44% 33.10% 12.47% 2.77%

BH3 The enterprise tries to 
avoid risky ventures.

89 187 192 173 81
12.33% 25.90% 26.59% 23.96% 11.22%

BH4 Managers are primarily 
concerned with internal 
threats.

150 277 212 67 16
20.78% 38.37% 29.36% 9.28% 2.22%

BH5 Managers are primarily 
concerned with external 
threats.

67 133 239 216 67
9.28% 18.42% 33.10% 29.92% 9.28%

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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managers like taking risk and are not afraid of it, which corresponds to 
and most likely results from a positive perception of this phenomenon. 
The value of the mode, amounting to 3.00, and the right-skewed distri-
bution of answers indicate that the vast majority of respondents declare 
their willingness and readiness to take risks. In practice, this means effi-
cient decision making without fear and anxiety related to the potential 
threats that accompany them. However, it is worth adding that the iden-
tification of tendencies to take risk is accompanied by the greatest vari-
ability of responses, which proves the diversity of the attitudes 
characterised. This differentiation may result from a different history of 
experiences, it may also be related to the personality traits of decision 
makers. However, it is not related to the period of operation on the mar-
ket, because the group of surveyed enterprises mainly includes entities 
that have been running a business for over 10  years (over 96% of 
respondents).

In the next question on behavioural factors, respondent attitudes 
towards risk were assessed, which include:

• taking risk (active attitude),
• ignoring risk (indifferent attitude),
• avoiding risk (passive attitude).

The high values of the mode and the upper quartile let us state that 
despite the positive perception of risk and high tendencies to take risk, 
Polish enterprises do not want to engage in risky ventures that could be a 
source of above average benefits for them. In such a situation, most of 
them show a conservative attitude and prefer to avoid risk.

Such a distribution of responses suggests a certain subjectivity and dec-
laration of the perception of risk and the tendencies to take risk. It can 
also testify to the prudence and attentiveness of managers who do not 
want to expose the enterprise’s operations to excessive risk and expose it 
to the possibility of suffering significant damage and losses (Jonek- 
Kowalska, 2020a).

The last two questions in the part of the questionnaire relating to 
behavioural factors concerned the level of fear of internal and external 
threats and constituted a general introduction to the questions about the 
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enterprise’s environment. The responses obtained in this regard show that 
external threats raise much greater concern among the surveyed enter-
prises. This is confirmed by the value of the mode, which:

• for internal threats is 2.00 and means that the fear of internal threats 
concerns the surveyed enterprises to a small extent,

• and for external threats it is 3.00 and it means that the fear of external 
threats concerns the respondents to a greater extent.

The above conclusion is also reflected in the opposite skews of the 
response distribution, right-skewed for internal threats and left-skewed 
for external threats, and a higher value of the upper quartile for external 
risk sources (4.00). It should also be pointed out that the respondents are 
more unanimous in the assessment of the significance of external threats 
than internal threats, as proven by the lower values of the coefficient of 
variation for the former. Therefore, among the surveyed enterprises there 
are also those where internal sources of risk may pose a serious threat to 
the functioning of the enterprise (over 11% of respondents for which the 
internal risk was assessed at 4.00 and 5.00).

The assessment of behavioural factors shows that a positive perception 
of risk prevails in the surveyed enterprises. Managers tend to like risks 
and are not afraid to take them. Nevertheless, in the case of risky situa-
tions, they prefer to be conservative, fearing serious damage and loss. At 
the same time, they feel more anxious in the case of external threats, 
being much less afraid of internal sources of risk.

The second group of risk management effectiveness determinants 
identified on the basis of literature studies were methodological factors 
relating to the risk management process and tools in the enterprise. These 
research results are presented in Tables 6.3 and 6.4.

The first and second questions included in the survey related to the 
two initial stages of risk management, which determined the further 
course of this process and its effectiveness. These stages include identifica-
tion of risk sources and assessment of the effects of potential threats in the 
form of estimating damage and losses. Their main task is to make deci-
sion makers aware of the intensity and scale of possible threats. Lack of or 
errors in carrying out these stages result in the inappropriate selection of 
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Table 6.3 Responses for methodological factors (RM)

Series Descriptive variable 1 2 3 4 5

RM1 The enterprise identifies 
and describes the sources 
of risk.

75 98 207 187 155
10.39% 13.57% 28.67% 25.90% 21.47%

RM2 In the enterprise, losses 
related to the occurrence 
of risk and the possibility 
of their occurrence are 
estimated.

56 145 215 185 121
7.76% 20.08% 29.78% 25.62% 16.76%

RM3 The enterprise does not 
ignore potential sources 
of risk.

18 70 161 263 210
2.49% 9.70% 22.30% 36.43% 29.09%

RM4 The enterprise uses various 
forms of prevention to 
prevent the occurrence of 
risk.

29 88 190 259 156
4.02% 12.19% 26.32% 35.87% 21.61%

RM5 The enterprise uses 
business insurance 
whenever possible.

64 68 158 234 198
8.86% 9.42% 21.88% 32.41% 27.42%

RM6 Apart from business 
insurance, the enterprise 
also uses other paid 
forms of protection 
against risk, e.g. futures 
contracts.

157 110 167 183 105
21.75% 15.24% 23.13% 25.35% 14.54%

RM7 As part of hedging against 
risk, the enterprise 
establishes various forms 
of cooperation with 
other enterprises and / or 
institutions.

91 142 214 188 87
12.60% 19.67% 29.64% 26.04% 12.05%

RM8 The enterprise accepts the 
necessity to finance the 
risk transfer (e.g. 
insurance) and does not 
avoid it.

89 114 213 185 121
12.33% 15.79% 29.50% 25.62% 16.76%

RM9 The enterprise carries out 
risk control.

63 96 210 201 152
8.73% 13.30% 29.09% 27.84% 21.05%

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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risk mitigation tools and / or insufficient protection against threats, 
which in turn may reduce the effectiveness of risk management and 
expose the enterprise to excessive threats.

The obtained responses show that the vast majority of surveyed enter-
prises identify and describe the sources of risk. Nevertheless, around 24% 
of respondents say that this stage of risk management does not apply to 
their enterprise or at least only to a limited extent. This means that a 
quarter of Polish medium and large-sized enterprises do not know what 
risks they may face and what losses they may cause in the course of their 
operations.

Over 27% of the surveyed enterprises do not carry out a risk assess-
ment or carry one out to a small extent. In this context, there are also 
significantly fewer answers of the respondents confirming that the risk 
assessment fully applies to their enterprise. This means that the identifica-
tion stage is not continued and deepened, and some enterprises that iden-
tified the risk no longer assess it. This is confirmed by the lower value of 
the arithmetic mean and the lower quartile compared to the values of 
these parameters for threats identification.

However, it should be pointed out that a significant part of the sur-
veyed medium and large-sized enterprises (about ¾) both identifies and 
assesses the risk, which is confirmed by the close number of individual 
responses to the first two survey questions and a similar left-skewed value 
for the distribution of these responses. Lower number of enterprises 
assessing the risk is reflected in a lower value of kurtosis indicating a 
greater flattening of the distribution.

Statements from 3 to 7 in the part concerning methodological factors 
referred to the methods of risk mitigation, among which material and 
financial control were distinguished in the theoretical part. The material 
control includes: risk avoidance and prevention, and financial control: 
risk transfer and risk retention. Thus, in the case of the statement relating 
to risk avoidance (citing: The enterprise does not ignore potential sources of 
risk) only 12% of the surveyed enterprises replied that they did not apply 
at all or applied to a small extent to their methods of mitigating risks. 
Therefore, the vast majority of respondents initially declared an active 
attitude focused on limiting the risks and their possible effects, which is 
confirmed by the high value of the arithmetic mean, the high value of the 
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lower quartile (3.00) and the maximum value of the upper quartile 
(5.00). It should also be added that the surveyed enterprises are quite 
consistent in terms of a serious approach to the identified risks, because 
the distribution of assessments for this statement is characterised by the 
lowest coefficient of variation in the group of methodological factors.

Included in a further part of the questionnaire are in-depth statements 
aimed at identifying the forms of risk mitigation used as part of the mate-
rial and financial control. Figure 6.1 synthetically presents the forms that 
the surveyed enterprises indicated most often (sum of responses regard-
ing the following statements: (4) Applies to my enterprise to a significant 
extent and (5) Fully applies to my enterprise for RM4–RM7 factors).

The data presented in Fig. 6.1 shows that the surveyed enterprises most 
often use economic insurance as a financial method of risk mitigation. 
Prevention as a typical form of material risk control is slightly less popu-
lar. A significant proportion of the respondents also use other forms of 
risk transfer for a fee (e.g. derivatives) and establish economic coopera-
tion with other market entities in order to mitigate risks.

The obtained results prove that Polish enterprises know and use vari-
ous risk management methods and tools. Nevertheless, these are the most 
common and widely available methods. Although their use entails 

415

432

288

275

0 100 200 300 400 500

prevention

business insurance

other paid forms of protection

cooperation

Fig. 6.1 Methods of risk mitigation most often used in the surveyed enterprises. 
(Source: Own work)
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additional costs, most enterprises behave rationally and prefer a fee in 
return for avoiding serious damage and risks. Therefore, it can be con-
cluded that risk transfer is considered a convenient, effective and efficient 
way to reduce economic risk (Jonek-Kowalska, 2020b).

In the group of surveyed enterprises, and therefore also in the wider 
economic reality, there are actually about 16–17% of enterprises (sum of 
responses regarding the following statements: (1) Does not apply to my 
enterprise and (2) Applies to my enterprise to a small extent in the case of 
RM4 and RM5 factors), which practically do not use any risk manage-
ment methods, as neither economic insurance nor prevention apply to 
them. This group increases to around 32%–35% in the case of the sum 
of indications relating to other forms of risk transfer (RM6 factor) and 
economic cooperation as a method of risk mitigation (RM7 factor).

This may be because threats are ignored and, as a result, risk is avoided. 
Such an attitude to risk may also result from the difficult financial situa-
tion and the lack of funds to pay for the risk transfer and preventive 
measures, which in turn refers to the conscious risk retention described in 
the theoretical part as one of the possible but not recommended forms of 
risk mitigation. Regardless of the reason for the lack of hedging against 
risk, it should be pointed out that a passive attitude towards threats 
exposes the enterprise to serious consequences of risk implementation in 
the form of damages and losses that may threaten the continuity of the 
enterprise’s operations and even lead to bankruptcy.

The assessment analysis of the statement relating to the acceptance of 
the fee for risk transfer (RM8 factor) allows the presumption that the 
main reason for the lack of hedging against risk in the above described 
minority group of enterprises is the lack or insufficient level of financial 
resources. Around 28% of respondents state that they avoid fees for risk 
transfer (sum of responses regarding the following statements: (1) Does 
not apply to my enterprise and (2) Applies to my enterprise to a small 
extent in the case of the RM8 factor), which partially coincides with the 
number of indications regarding the lack of business insurance and risk 
prevention. However, the vast majority of Polish medium and large-sized 
enterprises agree to finance the risk transfer, which confirms the previous 
conclusions resulting from the identification and assessment of the scale 
of the use of risk management tools.
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Most of the surveyed enterprises also carry out a risk management 
audit, which is the last step in this process. Only about 22% of enter-
prises declare that the control activities do not apply to them or apply to 
them to a small extent. This lets us conclude that in the vast majority of 
Polish enterprises, the risk management process takes into account all 
stages necessary for its continuity and effectiveness, that is: threats iden-
tification, assessment, mitigation and control.

The assessment analysis of methodological factors shows that the 
majority of Polish medium and large-sized enterprises know and apply 
risk management procedures. This process is carried out in accordance 
with theoretical recommendations and includes four necessary steps. As 
part of risk mitigation, enterprises primarily use economic insurance and 
anti-risk prevention, which is quite a typical and convenient solution. 
Some of them extend protection to other risk transfer instruments and 
economic cooperation, which bodes well for increasing the effectiveness 
of risk management. The group of about 15%–20% of enterprises that 
do not take measures to reduce risk, do not identify it, do not evaluate it 
and do not make efforts to mitigate it should be assessed negatively. This 
makes them vulnerable to above average risks and losses.

In the further part of the monograph, the analysis of methodological 
factors will be deepened by the resource approach, which also allows to 
learn about the qualitative determinants of the risk management process 
in Polish small and medium-sized enterprises.

6.2  Resource and Environmental 
Determinants of the Effectiveness 
of Risk Management

As already mentioned, another group of determinants of the effectiveness 
of risk management in an enterprise includes resource factors, including 
human and organisational resources, and indirectly—in the context of 
the advancement of the risk management systems used—also financial 
resources. The assessment results of individual statements concerning 
resource factors are presented in Tables 6.5 and 6.6.
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The resource factors were assessed as the worst among the determi-
nants analysed so far, as proved by very low values of the arithmetic mean 
and the mode. This means that the surveyed enterprises are aiming 
towards minimising the costs associated with risk management and, 
admittedly, engage in this process, but mainly with the use of human, 
organisational and financial resources gathered so far. In the context of 
this initial reflection, the detailed responses of the respondents are anal-
ysed below.

Thus, only about 19% of the surveyed medium and large-sized enter-
prises employ experts in the field of risk management (sum of responses 
to the following statements: (4) Applies to my enterprise to a significant 
extent and (5) Fully applies to my enterprise for the RES1 factor), which 
means that companies mainly use their own managerial resources, not 
necessarily specialised in the field of risk management in enterprises. The 
minimum value of the median of 1.00 confirms this conclusion because 

Table 6.5 Responses for resource factors (RES)

Series Descriptive variable 1 2 3 4 5

RES1 The enterprise employs 
experts in the field of risk 
management.

370 118 98 80 56
51.25% 16.34% 13.57% 11.08% 7.76%

RES2 There is a department 
dealing with risk 
management in the 
enterprise.

396 107 93 56 70
54.85% 14.82% 12.88% 7.76% 9.70%

RES3 The enterprise involves all 
employees in the risk 
management process.

146 172 193 132 79
20.22% 23.82% 26.73% 18.28% 10.94%

RES4 The enterprise uses its own 
internal risk management 
systems.

116 132 177 175 122
16.07% 18.28% 24.52% 24.24% 16.90%

RES5 The enterprise uses an 
advanced risk 
management system 
developed by an external 
entity.

468 82 83 63 26
64.82% 11.36% 11.50% 8.73% 3.60%

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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it means that half of Polish medium and large-sized enterprises do not 
employ any staff specialising in risk management. This may have a nega-
tive impact on the effectiveness of risk mitigation.

Almost 55% of the surveyed companies do not have a specialised 
organisational department that would holistically deal with risk manage-
ment in the enterprise, and only 9.70% confirm that such a department 
is included in their organisational structure. Therefore, the risk manage-
ment process is not formalised and systematic. This confirms the research 
carried out so far in the Polish economic reality, which shows that risk 
management departments are only created in very large-sized enterprises, 
mainly in listed enterprises.

The state of employee participation in risk management in the enter-
prise is slightly better. Only less than 25% of the surveyed enterprises 
claim that they do not involve employees in risk mitigation at all or their 
participation in this process is small. In turn, more than half of the sur-
veyed medium and large-sized enterprises believe that employee partici-
pation applies to their enterprise at least partially. These results mean that 
most of the surveyed enterprises see the usefulness of employees in miti-
gating risk and know the benefits of both broader threats identification 
and assessment and more cautious employee behaviour. Theoretical con-
siderations and research conducted so far show that the participation of 
employees in risk management may contribute to the improvement of 
the effectiveness of this process, and thus to reducing damage and losses.

The last two questions in the resource part of the survey related to the 
enterprise risk management system (RES4 and RES5 factors) and made 
it possible to identify the degree of advancement of the approach to risk 
mitigation and to identify the creators of the risk management systems 
used in the surveyed enterprises. The responses show that if an enterprise 
uses a systemic approach to risk mitigation, it is designed and imple-
mented on its own without the participation of external entities. On the 
one hand, this allows to reduce the expenditure and costs, and on the 
other hand, it allows for a good adjustment of the developed methods 
and tools to the specificity and needs of the enterprise. However, it may 
be at risk of design or methodological errors, all the more so, as the results 
described above show, most of the surveyed enterprises do not employ 
experts in the field of risk management and do not have organisational 
departments dealing with risk mitigation in their organisation.
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Only about 13% of the surveyed enterprises have advanced risk man-
agement systems. The assessment of this statement by the respondents is 
characterised by the lowest arithmetic mean, the mode and the value of 
the upper quartile, which means that such solutions are very rarely used 
in Polish enterprises. This is partly due to the fact that these are solutions 
dedicated to large enterprises, and partly because they require profes-
sional staff and appropriate organisational resources (Cheba & Saniuk, 
2016). The surveyed enterprises cannot cope with the fulfilment of the 
latter two requirements, so likewise they are not interested in implement-
ing advanced risk management systems known as Enterprise Risk 
Management (ERM).

In light of the responses to the methodological and resource factors, it 
can be stated that the surveyed enterprises mostly know and apply the 
basic principles of risk management. However, they do not use special-
ised solutions and tools. They mainly use their own managers and their 
own organisational resources to mitigate risks. They do not use external 
experts, nor do they order complex risk management systems. The main 
advantage of this approach to risk management is savings in financial 
resources, while the main disadvantage may be excessive self-confidence, 
resulting in errors in the risk management process.

The last group of determinants of the effectiveness of risk management 
are factors related to the sources of risk located in the internal and exter-
nal environment. The assessment results of the statements concerning 
these factors are presented in Tables 6.7 and 6.8.

The first four questions in the section on the last group of risk manage-
ment effectiveness determinants related to the internal determinants of 
economic risk. The first was of a general nature, making it possible to 
assess the perception of internal threats. Thus, only about 15% of the 
surveyed enterprises believe that the risk arising inside the enterprise 
poses a serious threat to its functioning. Most of the surveyed entities 
assume that such risk only affects them partially or not at all. This allows 
to confirm the conclusions included in the review part of this mono-
graph, according to which the current key source of risk in enterprises is 
the external environment characterised by high variability, dynamism 
and amplitude of the observed changes. The real expression of these fea-
tures is the progressive digitisation (Gajdzik & Wolniak, 2021; Saniuk & 
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Saniuk, 2018; Zawiła-Niedźwiecki & Byczkowski, 2009) and the glo-
balisation of economies and internationalisation of enterprises (Saniuk & 
Saniuk, 2017), but also the growing climate crisis and the Covid-19 pan-
demic. All these phenomena are characterised by unpredictability and the 
growing range of damages and threats related to their occurrence. In 

Table 6.7 Responses for environmental factors (ENV)

Series Descriptive variable 1 2 3 4 5

ENV1 The most serious threats 
arise inside the 
enterprise.

134 227 251 85 25
18.56% 31.44% 34.76% 11.77% 3.46%

ENV2 The most serious internal 
source of risk is human 
resources.

56 138 238 198 92
7.76% 19.11% 32.96% 27.42% 12.74%

ENV3 The most serious internal 
source of risk is the lack 
of financial liquidity.

261 174 124 102 61
36.15% 24.10% 17.17% 14.13% 8.45%

ENV4 The most serious internal 
source of risk is the lack 
of funds.

281 156 127 89 69
38.92% 21.61% 17.59% 12.33% 9.56%

ENV5 The relationships with 
suppliers are the most 
intense source of risk in 
an enterprise.

135 225 234 101 27
18.70% 31.16% 32.41% 13.99% 3.74%

ENV6 Relations with recipients 
are the most intense 
source of risk in an 
enterprise.

82 178 205 185 72

ENV7 The greatest source of risk 
is the enterprise’s 
competition.

11.36% 24.65% 28.39% 25.62% 9.97%
117 153 210 172 70

ENV8 The enterprise is very 
sensitive to economic 
fluctuations.

16.20% 21.19% 29.09% 23.82% 9.70%
109 189 234 138 52
15.10% 26.18% 32.41% 19.11% 7.20%

ENV9 Changes in the 
international 
environment have a 
strong impact on the 
enterprise’s operations.

200 185 176 121 40
27.70% 25.62% 24.38% 16.76% 5.54%

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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addition, their impact on the activities of enterprises increases interpen-
etration and accumulation of risk sources.

More detailed questions concerning internal threats allowed to create 
their general hierarchy. The results of this ranking are presented in 
Fig. 6.2.

The data presented in Fig. 6.2 shows that the surveyed enterprises pri-
marily associate internal threats with human resources. This means that 
mistakes, errors and negligence of employees are the most intense source 
of threats for enterprises, despite the control that owners and managers 
have over those they employ. However, this control cannot be exercised 
without end. Moreover, human nature is unpredictable. It is also worth 
adding that any accidents or irregularities in the workplace are borne by 
the employer, i.e. the surveyed enterprises. The effects associated with 
their occurrence may entail additional financial and even criminal bur-
dens, hence the fear of such threats by enterprises is quite significant. 
Endangering human health and life is also an additional mental burden, 
which does not occur to such a great extent when material resources are 
exposed to risk.

290

163

158

0 50 100 150 200 250 300 350

human resources

the lack of financial liquidity

the lack of funds

Fig. 6.2 Assessment of the intensity of internal threats (percentage of indica-
tions: (4) Applies to my enterprise to a significant extent. (5) Fully applies to my 
enterprise). (Source: Own work)
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The surveyed enterprises are much less afraid of the lack of financial 
resources and the loss of financial liquidity, despite the fact that the latter 
is the most common cause of enterprise bankruptcy. This may be due to 
the lack of a sense of the current threat in such situations or the confi-
dence of the management as to whether they are able to cope with these 
circumstances. A very low fear of the indicated sources of risk may also be 
the result of the long market experience of the surveyed enterprises and 
good economic conditions in the period in which the study was con-
ducted. Nevertheless, it is worth adding that while enterprises agree on 
the issue of perceiving human resources as a source of risk (as proved by 
the relatively low value of the coefficient of variation and the range 
between the upper and lower quartile), in the case of a lack of liquidity or 
financial resources, the differentiation of opinions is significantly higher 
(this is confirmed by the high coefficient of variation and the greater 
range between the upper and lower quartile). Thus, financial risks are 
perceived by managers in quite different ways, which may be influenced 
by, among other things, a different history of experiences, and thus the 
perception of risk too.

The next three survey questions referred to the sources of risk related 
to the proximal environment. Accordingly, they concerned relations 
with: suppliers, recipients and competition of the surveyed enterprises. 
The assessment of the intensity of these threats is presented synthetically 
in Fig. 6.3.

Thus, for the surveyed enterprises, the most intense source of risk is 
relationships with recipients. Over 35% of respondents believe that this 
threat largely or fully affects their enterprise. This means that Polish 
enterprises most often and most strongly fear losing the sales market, and 
thus the possibility of generating income and financial profits. For a 
slightly smaller group (approx. 33%), an important source of risk is also 
competition, which may take over existing and future customers. The 
responses also show that the surveyed enterprises are much less afraid of 
disruptions in relations with suppliers. Only about 17% of managers 
assign this factor an assessment of 4 and 5. This means that the surveyed 
enterprises can quite freely choose and decide on the sources of supply, 
and thus effectively mitigate the risk related to the continuity and suffi-
ciency of production/service provision. It is also worth adding that in 
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their assessments of the proximal environment as a source of risk, 
responders are quite consistent, as proved by the average values of the 
coefficients of variation and low values of the skewness of the distribution 
of responses.

The last two statements included in the section identifying the inten-
sity of risk sources related to the environment of the surveyed enterprises 
concerned the distal environment. In the national context, this environ-
ment represented the question of economic volatility. The global context 
was reflected in the question of changes in the international environ-
ment. The distribution of the highest assessments (4 and 5) of the respon-
dents for both questions is shown in Fig. 6.4.

According to the data presented in Fig. 6.4, fluctuations in the eco-
nomic situation are considered by the respondents as a greater threat to 
the conducted activity than changes on the international market. 
Nevertheless, this is not a big difference, which means that about a quar-
ter of managers of Polish medium and large-sized enterprises are afraid of 
changes in the distal environment, which may have a significant impact 
on their financial results and value. It should also be added that the 

128

257

242

0 50 100 150 200 250 300

relationships with suppliers

relations with recipients

competition

Fig. 6.3 Assessment of the intensity of threats related to the proximal environ-
ment: recipients, suppliers and competition (percentage of indications: (4) Applies 
to my enterprise to a significant extent. (5) Fully applies to my enterprise). (Source: 
Own work)
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average values of the coefficient of variation and skewness of the distribu-
tion prove the like-mindedness of the respondents with regard to the 
perception and assessment of the intensity of risk sources in the distal 
environment of the enterprise.

In this context, it is worth explaining that the Polish enterprises are 
poorly internationalised, and therefore direct exposure to risk may apply 
to them to a limited extent from the outset. Nevertheless, they see threats 
of the systematic internationalisation of national economies, which may 
then also affect them, even if it is only an indirect impact.

As part of the summary of the environmental determinants of the 
effectiveness of risk management, Fig. 6.5 presents the value of the aver-
age assessments given by the surveyed enterprises for individual threats 
related to the interior, proximal and distal environment.

According to the data presented in Fig. 6.5, despite declarations of a 
relatively low fear of internal threats, the surveyed enterprises consider 
human resources to be the most intense source of risk. The proximal 
environment, including in particular relations with customers and com-
petition, also generates a great risk for them. In turn, Polish small and 

190

161

145 150 155 160 165 170 175 180 185 190 195

economic fluctuations

changes in the international
environment

Fig. 6.4 Assessment of the intensity of threats related to the distal environment: 
economic situation and changes in the international environment (percentage of 
indications: (4) Applies to my enterprise to a significant extent. (5) Fully applies to 
my enterprise). (Source: Own work)
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medium-sized enterprises assess the lowest risk related to the lack of 
liquidity, lack of financial resources and changes in the international 
environment. Such results show that the closer a given source of potential 
threats is to the enterprise, the greater it causes concern and uncertainty. 
As the distance increases, i.e. moving from the interior and the proximal 
environment to the international and distal environment, the assessment 
of threats systematically decreases. Managers therefore believe that inter-
nal and competitive conditions have the greatest impact on their perfor-
mance, and therefore also the level of risk.

Apart from the determinants of the effectiveness of risk management, 
the questionnaire also included questions relating to the scope of effec-
tiveness itself in three perspectives (Zawiła-Niedźwiecki, 2010, 2012):

 1. referring to the implementation of the basic objectives of risk manage-
ment, i.e. risk and loss prevention;

 2. relating to the enterprise’s short term goal of survival on the market;
 3. referring to the long term goal of the enterprise’s operation, which is 

to build value for all stakeholders associated with the enterprise’s 
development.

3.18

2.35

2.32

2.53
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2.90

2.77
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0.00 0.50 1.00 1.50 2.00 2.50 3.00 3.50

human resources

the lack of financial liquidity

the lack of funds

relationships with suppliers

relations with recipients

competition

economic fluctuations

changes in the international environment

Fig. 6.5 Average assessments given by the surveyed enterprises for individual 
threats related to the interior, proximal and distal environment. (Source: 
Own work)
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The list of assessments of the surveyed enterprises is presented in Tables 
6.9 and 6.10. Additionally—to better illustrate the results of the effec-
tiveness assessment—the sum of the number of the highest assessments 
(4 and 5) is shown in Fig. 6.6.

In light of the obtained results, it can be stated that almost half of the 
surveyed enterprises positively assess the effectiveness of risk management 
in all three perspectives. This means a rational and positive attitude to the 
methods and tools for mitigating risks and is a very good proof of the 
competences of the management of the surveyed enterprises.

The relatively high values of the lower quartile, amounting to 3.00, for 
statements concerning the minimisation of damage and threats and 
development support also prove a positive assessment of the effectiveness 
of risk management. This means that only 25% of the surveyed enter-
prises have a bad or very bad assessment of the effects of using risk man-
agement methods and tools in the enterprise.

Interestingly, the effectiveness of risk management is best assessed in 
the long term as a factor supporting enterprise development. Companies 
are less likely to see risk management as just a means of survival. The dif-
ference is not significant, but it shows that risk management is associated 
with very positive effects for business.

Table 6.9 Responses to effectiveness of risk management (EF)

Series Descriptive variable 1 2 3 4 5

EF1 Risk management in the 
enterprise minimises risks 
and losses.

63 96 203 227 133
8.73% 13.30% 28.12% 31.44% 18.42%

EF2 Risk management in the 
enterprise enables 
survival in the market.

85 115 182 218 122
11.77% 15.93% 25.21% 30.19% 16.90%

EF3 Risk management supports 
the development of the 
enterprise.

69 103 186 232 132
9.56% 14.27% 25.76% 32.13% 18.28%

Assessment scale: (1) Does not apply to my enterprise. (2) Applies to my enterprise 
to a small extent. (3) Partially applies to my enterprise. (4) Applies to my 
enterprise to a significant extent. (5) Fully applies to my enterprise

Source: Own work
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It is also worth adding that those enterprises very positively assessing 
the effectiveness of risk management are quite consistent in their opin-
ions, which is reflected in the average and similar values of the coefficient 
of variation.
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7
Practical Dimension of Risk 

Management Effectiveness: Results 
of Research in Polish Enterprises

7.1  Methodological Assumptions

In the course of research on the relationships between particular groups 
of determinants and the effectiveness of risk management in the enter-
prise, structural equation modeling was used (Hershberger, 2003; Cliff, 
1983). This method allows for the analysis of complex relationships 
between many variables and therefore it can be used in the research model 
proposed in the paper.

In practice, it is very often used in the field of economics, social sci-
ences and humanities, because it allows to systematise the results of 
multi-faceted questionnaire research containing behavioural observations 
and subjective opinions of respondents (Staniec, 2012). This is done 
thanks to the possibility of parameterising unobservable and non- 
quantifiable factors in the form of certain latent variables, then aggre-
gated to specific groups of endogenous variables ultimately affecting the 
examined exogenous variable.

An additional advantage of modeling structural equations is the pos-
sibility of taking into account indirect relationships between individual 
groups of variables, which is not possible with classical multiple 
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regression, most often used in the process of identifying the dependencies 
and effects of independent variables on the dependent variable.

Structural equation modeling takes place in three stages including 
(Zasuwa, 2011; Baumgartner & Homburg, 1996):

 1. theoretical definition of the model,
 2. model identification,
 3. estimating model parameters,
 4. determining the goodness of fit of the model,
 5. modification of the model.

The first of these stages is considered to be the most important. Its task is 
to determine the basic relationships between the analysed variables. These 
relationships are identified and described on the basis of the existing eco-
nomic, social and humanistic regularities reflected and confirmed in pre-
vious scientific research (MacKenzie & Lutz, 1989). Therefore, the 
development of the model requires thorough literature studies, experi-
ence and knowledge of the phenomena studied. Without it, a valid struc-
tural equation model cannot be developed. The next steps are only 
computational processes aimed at determining the strength and direction 
of the researched relations and their credibility.

And so, it is possible to parameterise it at the level of model identifica-
tion. The necessary condition in this case is the fulfilment of the t rule, 
according to which the number of estimated parameters should be less 
than or equal to the number of unique values in the covariance matrix. In 
turn, the number of unique values can be calculated using the for-
mula 7.1:

 
u p p� � �� �1 2/

 
(7.1)

where:p—number of observed variables.
Fulfilment of the above mentioned relationship is a guarantee of the 

model’s traceability. In practice, helping to possibly meet it are the fol-
lowing guidelines (Schumacker & Lomax, 2004):
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• In the model, one factor load should be set as 1 for each unobservable 
variable or the variance of latent variables at the unity level should be 
specified.

• Models with feedback relationships between variables, that is the non- 
recursive models, should be avoided.

• Only the most important variables should be entered into the model 
and the same approach should be used for defining the relationship 
between the selected variables.

After finding the possibility of identifying the model, you can start esti-
mating the parameters of the model, i.e. determining the strength and 
direction of the relationships linking the individual variables selected and 
characterised in the first stage. From a statistical point of view, estimating 
the model consists in finding such values of individual model parameters 
that will enable the most faithful replication of the observed real covari-
ance matrix (Kacprzak, 2018; Konarski, 2009).

Four methods that can be used in the process of model estimation are 
described below (Zasuwa, 2011):

 1. ML—maximum likelihood: requires meeting the assumption of multi-
dimensional normality of an observable variable; applicable with fewer 
attempts; resistant to change of the measuring scale; it cannot be used 
when the observed covariance matrix is not positively determined;

 2. GLS—generalised least squares: requires meeting the assumption of 
multivariate normality of an observable variable; applicable with fewer 
attempts; can be used when the observed covariance matrix is not 
positively determined;

 3. USL—unweighted least squares: may not require meeting the assump-
tion of multivariate normality of an observable variable (however, 
then it is not possible to estimate the model measurement errors); 
applicable with fewer attempts; can be used when the observed covari-
ance matrix is not positively determined;

 4. WLS—weighted least squares = ADF—asymptotically distribution free: 
does not require meeting the assumption of multidimensional nor-
mality of an observable variable; can be used with very numerous tri-
als, at least 200–500 observations;
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Model testing, which is the penultimate stage of creating structural equa-
tions, means the assessment of the fit of real data to the model form, i.e. 
checking to what extent the obtained model allows to replicate the input 
covariance matrix. Typically, the following indicators are used in the test-
ing process (Kline, 2005):

• GFI—goodness-of-fit index: allows to determine what part of the vari-
ance in the observed matrix is explained by the identified model of 
structural equations; the satisfactory value of this indicator is 
0.95 and more;

• AGFI—adjusted goodness-of-fit index: this is the degrees of freedom 
adjusted version of the GFI indicator;

• RMSEA—root mean square error of approximation: this is the value of 
the root mean square error of approximation; 0.05 or less is considered 
a satisfactory value.

The estimation of the model parameters may turn out to be unsatisfac-
tory due to the failure to achieve the satisfactory values of the indicators 
indicated above. Then an attempt should be made to modify the model 
aimed at improving the fit. Most often, statistically insignificant relation-
ships are removed from the model. You can also change the relationships 
between selected groups of variables and / or introduce new, justified 
relationships between the variables. However, it is worth emphasising 
that the search for a perfect fit model should not be an end in itself. It 
may turn out that the studied entities or phenomena do not reflect the 
required economic or social regularities, and the search for an ideal model 
leads to a distortion of recommendations or theoretical rules (Richter 
et al., 2016).

In the case of assessing the effectiveness of risk management in an 
enterprise, as presented in this monograph, the original model of struc-
tural equations was determined on the basis of the literature studies 
shown in the initial theoretical chapters. Its character is presented in the 
methodological chapter summarising literature studies and constituting 
an introduction to the research part. The next chapter presents the results 
of structural modeling obtained using the Statistica software in the 
SEPATH module.
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7.2  Assessment of the Determinants of Risk 
Management Effectiveness

Latent variables used in the process of structural modeling meet the 
requirements of normal distribution, with a few exceptions, because the 
kurtosis and skewness coefficient do not exceed the value of 1 (see Chap. 
6). And in the case of a little observed exceedance, their value is insignifi-
cant (kurtosis much lower than 7—limit value of moderate deviations 
from the normal distribution) (Curran et al., 1996). The identified regu-
larities made it possible to use the estimation model defined in the 
Statistica package as GLS → ML for structural modeling.

In the first stage of the research, the parameters of the initial model, 
developed on the basis of the aforementioned literature studies, were esti-
mated. Its assumptions are presented in Chap. 5 of this monograph in 
detail. The estimation results for individual model paths are presented in 
Table 7.1 and Fig. 7.1.

Table 7.1 Parameters of the structural model in the base version compliant with 
the theoretical assumptions

Path Coefficient T-Statistics Probability

Correlation paths of endogenous variables
behavioural factors (BEH) → resources involved 

in risk management (RES)
−0.274 −6.382 0.000

behavioural factors (BEH) → methodology of 
risk management (RM)

0.382 9.673 0.000

environmental factors (ENV) → resources 
involved in risk management (RES)

0.045 1.115 0.265

environmental factors (ENV) → methodology of 
risk management (RM)

−0.182 −4.821 0.000

Paths of influence of endogenous variables on 
an exogenous variable

behavioural factors (BEH) → effectiveness of risk 
management (EF)

0.070 0.966 0.334

methodology of risk management (RM) → 
effectiveness of risk management (EF)

1.072 13.439 0.000

resources involved in risk management (RES) → 
effectiveness of risk management (EF)

0.456 7.177 0.000

environmental factors (ENV) → effectiveness of 
risk management (EF)

0.024 0.440 0.660

Goodness of fit assessment χ2(426) = 3292.71 p = 0.000
GFI = 0.748
AGFI = 0.707
RMSEA = 0.102

Source: Own work
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In the estimated model, four out of eight path coefficients are statisti-
cally significant, which allows to confirm the following relationships 
between the determinants of risk management effectiveness:

• the impact of behavioural factors on the resources involved in risk 
management,

• the impact of behavioural factors on the methodology of risk manage-
ment in the enterprise,

• the impact of environmental factors on the methodology of risk man-
agement in the enterprise,

and the impact of the following determinants on risk management effec-
tiveness (exogenous model variable):

• risk management methodology,
• resources involved in risk management.

Nevertheless, it is worth noting that the goodness of fit indicators 
obtained for the analysed model are not satisfactory. The GFI index 

*p <0.001

behavioural factors methodical factors

resource factors

environmental factors

risk management 
effectiveness -0.182

-0.274*
0.070

0.456*

1.072*

0.024

0.045

0.382*

Fig. 7.1 Structural parameters in model 1 (base version). (Source: Own work, 
*p < 0.001)
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means that only 74.8% of the real variances is explained by the obtained 
model of structural equations. An even lower value of the fit is indicated 
by the AGFI adjusted to the number of degrees of freedom. RMSEA also 
exceeds the acceptable value. Therefore, as part of the research, the 
obtained model was modified many times by removing statistically insig-
nificant relations and testing various combinations of relations between 
exogenous and endogenous variables, assuming their rationality, which is 
confirmed in previous research and literature on the subject. As a result, 
a model was obtained with a better, though not fully satisfactory, good-
ness fit. The results of the estimation of this model are shown in Fig. 7.2 
and Table 7.2.

In such a parameterised model, all path coefficients are statistically 
significant, and the goodness of fit is described by higher GFI and AGFI 
values and a lower RMSEA value than in the original theoretical model. 
The resulting modified model shows the relationship between:

• behavioural factors and risk management methodology,
• and the resources involved in risk management and the risk manage-

ment methodology.

*p <0.001

behavioural factors methodical factors

resource factors

risk management 
effectiveness

0.491*

0.196*

0.301*

0.790*

Fig. 7.2 Structural parameters in model 2 (corrected—after removing statistically 
insignificant paths). (Source: Own work, *p < 0.001)
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In addition, it allows to conclude that risk management effectiveness is 
primarily influenced by:

• risk management methodology,
• and resources involved in risk management.

Therefore, both models show the significance of the impact of method-
ological and resource factors on risk management effectiveness. The 
impact of methodological factors is greater than that of resource factors. 
Therefore, it can be concluded that the more enterprises use advanced 
methods of risk management and the greater the scope of protection 
applied, the more effective risk management is. This means that the 
correct selection of risk management instruments and a wide range 
of protection guaranteed by them, as well as the competences and 
knowledge of human resources, are factors that allow enterprises to limit 
threats and losses in the short term and favour the development of enter-
prises in the long term.

Table 7.2 Parameters of the structural model in the corrected version with a bet-
ter model fit

Path Coefficient T-Statistics Probability

Correlation paths of endogenous variables
behavioural factors (BEH) → methodology 

of risk management (RM)
0.196 5.861 0.000

resources involved in risk management 
(RES) → methodology of risk 
management (RM)

0.790 37.981 0.000

Paths of influence of endogenous variables on an exogenous variable
methodology of risk management (RM) → 

effectiveness of risk management (EF)
0.491 8.280 0.000

resources involved in risk management 
(RES) → effectiveness of risk 
management (EF)

0.301 5.037 0.000

Goodness of fit assessment χ2 (430) = 2936.40 p = 0.000
GFI = 0.756
AGFI = 0.719
RMSEA = 0.098

Source: Own work
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Looking at the detailed description of the latent variables in the risk 
management methodology category, it can be concluded that the effec-
tiveness of risk management is positively influenced by the completeness 
of the management process, including: identification, assessment, selec-
tion of risk management methods and risk control. When analysing the 
resource context, it can be concluded that the involvement of experts can 
also have a positive impact on the effectiveness of risk management. As 
does the use of more advanced risk management systems and the separa-
tion of a department in the organisational structure dealing with this 
process. Employee participation is also an important resource factor. Its 
increase may simulate an improvement in the effectiveness of risk 
management.

Both the original structural model and the modified model do not 
confirm the direct influence of behavioural and environmental factors on 
the effectiveness of risk management. In the case of environmental deter-
minants, their indirect impact on the effectiveness of risk management in 
the enterprise was not found either. This means that these factors are 
treated by the surveyed managers as variables that they are not able to 
shape. They can only predict them at the stage of threats identyfication 
and assessment as part of the key steps in the risk and loss prevention 
process. Theoretically, such perception of environmental factors is ratio-
nal due to the previously described lack of the enterprise’s ability to influ-
ence the immediate and distant surroundings.

Nevertheless, the results obtained in this respect may also indicate that 
the surveyed Polish enterprises do not adapt the scope and methodology 
of risk management to changes observed in the environment, treating 
them as certain procedures permanently included in management and 
not requiring modification under the influence of external factors. Such 
observations may also result from the economic conditions in which the 
survey was conducted. This was the period before the Covid-19 pan-
demic, characterised by stable and sustained gross domestic product 
growth, low unemployment and inflation in Poland. Therefore, managers 
operated in fairly safe conditions, without a sense of increased threat, 
which in a way lulls the vigilance and sensitivity to changes and 
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turbulence of the external environment. Unfortunately, it is also not a 
good prognosis in the context of protection against the consequences of 
such a crisis as brought about by the coronavirus pandemic, because it 
may suggest disregarding threats, partially confirmed in the analysis of 
behavioural factors too.

With regard to behavioural factors, in both models, no direct, statisti-
cally significant impact on the effectiveness of risk management in the 
enterprise was found. Nevertheless, both models confirm the indirect 
influence of these determinants on the prevention of threats and losses in 
the enterprise. Behavioural factors influence the methodology of risk 
management, which means that the perception of risk and attitudes 
towards risk determine decisions regarding the selection of tools limiting 
the scale of threats and losses in the enterprise. This means that the nega-
tive perception of risk and the often accompanying risk aversion induce 
enterprises to increase the level of protection against threats and losses. 
This attitude seems to be justified and rational. It also makes the enter-
prise safer, because the managers are aware of the existence of risk sources, 
and they are afraid of their occurrence and react preventively. Nevertheless, 
it is worth adding that in extreme cases, emphasised in the theoretical 
part, the excessive fear of risk and safeguarding in taking up challenges 
may become a factor inhibiting the development of entrepreneurship and 
innovation. In the current Polish economic conditions (Poland is on one 
of the last places in terms of the level of innovation in Europe), the dis-
semination of such attitudes would constitute an additional obstacle in 
the process of domestic economic development.

Summing up the results obtained in the course of structural modeling, 
the following statements should be considered the most important 
conclusions:

• The effectiveness of risk management in the surveyed Polish large and 
medium-sized enterprises is primarily determined by methodological 
factors related to the selection and scope of risk management methods.

• Additionally, it is influenced by the scope of human, organisational 
and financial resources involved in the risk management process in the 
enterprise.
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• Neither behavioural factors related to the decision maker nor environmen-
tal factors related to the functioning of enterprises in the immediate 
and distant environment have a direct impact on the effectiveness of 
risk management.

• However, behavioural factors affect the methodology of risk manage-
ment in the enterprise, which means that as the fear of threats and 
losses grows, the level and scope of protection against the occurrence 
of risk increases.

• Environmental factors cannot be shaped by enterprises and most likely 
for this reason they were not included in the models for assessing the 
effectiveness of risk management in the enterprise.
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8
How to Improve Risk Management 

Effectiveness?: Conclusions 
and Recommendations

8.1  Conclusions from Research on Risk 
Management Effectiveness

This chapter focuses on the main conclusions of the considerations and 
research carried out. Their formulation will become the starting point for 
the second subchapter containing recommendations for improving risk 
management effectiveness in the enterprise.

And so, theoretical considerations show that risk management is a sys-
tematic process that includes four basic stages: identification, assessment, 
selection and use of methods and tools securing the enterprise against 
risk, and risk control (Brustbauer, 2016). These stages must occur sequen-
tially, and errors and shortcomings in their implementation carry over 
from stage to stage and result in a reduction in the effectiveness of risk 
management. In this monograph, this effectiveness is understood as the 
degree of protection of the enterprise against internal and external threats, 
obtained as a result of actions taken as part of risk management. Its assess-
ment and monitoring are important because the financial results and effi-
ciency of the entire enterprise directly depend on it. In extreme cases, the 

http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-030-95376-8_8&domain=pdf
https://doi.org/10.1007/978-3-030-95376-8_8#DOI


120

lack of effective protection against risk may lead to the bankruptcy of the 
enterprise or even the entire industry.

Separation of the determinants of the effectiveness of risk management 
in the enterprise was carried out on the basis of literature studies in the 
field of risk management. In this way, four groups of factors (conditions) 
were created that can potentially affect the degree to which the enterprise 
is secured against risk. These factors are:

 1. behavioural—related to the perception and attitudes of managers 
towards risk;

 2. methodological, relating to the completeness of the risk management 
process and instruments used in the course of risk mitigation;

 3. resource—taking into account the type and scope of human, organ-
isational and financial resources involved in the risk management pro-
cess in the enterprise;

 4. environmental—related to the intensity and frequency of occurrence 
of risk sources in the immediate and distant environment of the 
enterprise

Research on the impact of the aforementioned conditions on the effec-
tiveness of risk management in an enterprise was carried out on a repre-
sentative group of 722 Polish large and medium-sized enterprises. The 
obtained results were analysed in two stages. The first one included a 
general analysis of the respondents’ replies to the survey questions and 
their assessment using descriptive statistics. The most important conclu-
sions in this regard, with reference to the aforementioned groups of 
determinants, are presented in Table 8.1.

The results obtained in relation to behavioural factors confirm the pre-
vious conclusions regarding managers and entrepreneurs, according to 
which they are people with an above average tendency to take risks, will-
ing to take up challenges and being a driving force of entrepreneurship 
and innovation (Cui et al., 2016; Wang et al., 2016). Nevertheless, in the 
case of Polish large and medium-sized enterprises, these are not decision 
makers willing to take significant risks, even if they do come with above 
average, potential benefits. This may be due to the relatively short period 
of functioning of the Polish economy in free market conditions and the 
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Table 8.1 Conclusions from the general analysis of risk management determi-
nants in Polish large and medium-sized enterprises

Group of 
determinants Conclusions

Behavioural Most polish managers not only perceive risk in the category of 
a threat but also an opportunity.

Polish managers like risk and are not afraid to take it, which 
corresponds and most likely results from a positive 
perception of this phenomenon.

Despite a positive perception of risk and a high propensity to 
risk, polish enterprises do not want to engage in risky 
ventures.

External threats are of much greater concern among the 
surveyed enterprises than internal threads, treated as 
manageable and controllable.

Methodical The vast majority of the studied enterprises declare an active 
attitude towards risk aimed at limiting the risks and their 
possible consequences.

The vast majority of the surveyed enterprises identify and 
describe the sources of risk, however, a quarter of polish 
medium and large-sized enterprises do not know what 
threats they may encounter and what losses they may cause 
in the course of their operations.

Among the methods of risk management, the surveyed 
enterprises most often use economic insurance as a financial 
method of risk mitigation. Prevention as a typical form of 
material risk control is slightly less popular. A significant part 
of the respondents also use other forms of risk transfer for a 
fee (e.g. derivatives) and establish economic cooperation 
with other market entities in order to mitigate threats.

The main reason for the lack of security against risk in the 
minority group of enterprises described above is the lack or 
insufficient level of financial resources.

Most of the surveyed enterprises also carry out a risk 
management audit, which is the last step in this process.

The group of about 15–20% of enterprises that do not take 
measures to reduce, identify or assess risk and do not 
undertake efforts to mitigate it should be assessed 
negatively.

(continued)

8 How to Improve Risk Management Effectivenes… 



122

traditional structure of industry, dominated by traditional industries with 
a low or average level of innovation. The indicated circumstances do not 
encourage and do not directly motivate to take risky and pro-innovative 
activities.

The responses of Polish large and medium-sized enterprises also con-
firm that the greatest source of risk in their operations is the contempo-
rary, exceptionally turbulent economic surroundings, which they fear 

Table 8.1 (continued)

Group of 
determinants Conclusions

Resource Resource factors are assessed the worst among the analysed 
determinants.

Only about 1/5 of the surveyed medium and large-sized 
enterprises employ experts in the field of risk management.

More than half of the surveyed companies do not have a 
specialised organizational department that would 
holistically deal with risk management in the enterprise.

About ¾ of the surveyed enterprises try to involve their 
employees in the risk management process.

If the surveyed enterprises apply a systemic approach to risk 
mitigation, it is designed and implemented on their own 
without the participation of external entities.

Only about 13% of the surveyed enterprises have advanced 
risk management systems.

Environmental Only about 15% of the surveyed enterprises believe that the 
risk arising inside the enterprise poses a serious threat to its 
functioning.

The surveyed enterprises primarily associate internal threats 
with human resources.

The surveyed enterprises are much less afraid of the lack of 
financial resources and the loss of financial liquidity, despite 
the fact that the latter is the most common cause of 
enterprise bankruptcy.

For the surveyed enterprises, the most intense source of 
external risk are relationships with customers.

For about 1/3 of the respondents, a significant source of risk is 
also competition, which may take over existing and future 
customers.

Fluctuations in the economic situation are considered by the 
respondents as a greater threat to the conducted activity 
than changes on the international market.

Source: Own work
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much more than internal problems and irregularities (Sengupta & 
Fanchon, 2009; Hoogvelt et al., 1987). It is worth adding that the identi-
fied concerns were even valid in the situation of a fairly stable economic 
situation in Poland before the Covid-19 pandemic, when the aforemen-
tioned survey was carried out. Therefore, it can be assumed that the pan-
demic has significantly increased the fear of enterprises of external threats. 
It is also natural that it multiplied the possible amplitude and frequency 
of changes in the economic conditions in which modern enterprises 
operate (Mishra, 2020).

When assessing the conditions relating to the risk management meth-
odology in Polish large and medium-sized enterprises it can be concluded 
on the basis of submitted declarations that approximately 80% of the 
surveyed entities know the essence, purpose and course of the risk man-
agement process. These enterprises identify and assess threats. They 
choose methods and techniques for risk mitigation. Finally, they monitor 
and control the effects of risk management. Nevertheless, they use very 
traditional instruments in the form of business insurance and prevention 
in risk management. Such an approach may not be sufficient, especially 
in the context of the current economic downturn and the possibility of 
its deepening and rapid spread on an international scale.

The fact that Polish large and medium-sized enterprises are insuffi-
ciently prepared for external threats is also confirmed by the low 
involvement of human, organisational and financial resources in the 
risk management process. This suggests relying only on one’s own 
knowledge and experience in risk mitigation, which is always subject to 
subjectivism and may lead to excessive self-confidence, thus underesti-
mating both the threats themselves and the need to take actions to limit 
the effects of their occurrence. Meanwhile, even in the conditions of 
limited financial resources, employees’ competences in the field of pre-
vention and risk management in the enterprise should be constantly 
improved. This can be an important part of maintaining or improving 
risk management effectiveness (Agarwal & Rathod, 2006; Atkinson, 
1999; Turner, 1993).

The latter is additionally important because, as shown by the analysis 
of environmental circumstances, Polish large and medium-sized enter-
prises specifically perceive the greatest threat in human resources, the 
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errors and omissions of which may constitute a serious source of threats 
and losses. This confirms the results of research and analyses carried out 
so far in the area of the impact of employees’ actions on the level of risk 
within the enterprise (Bevilacqua & Ciarapica, 2017; Skogdalen & 
Vinnem, 2011; Vaurio, 2009). The observations regarding the threat 
from the immediate environment, in particular from competitors and 
recipients, are also confirmed (Nudurupati et al., 2021; Gaganis et al., 
2018; Prajogo, 2016; Rusten & Bryson, 2010; Sengupta, 2004; Cvitkovic, 
1993). The surveyed enterprises perceive the greatest market threats in 
these two segments.

With regard to the distant environment, the most important source of 
risk for Polish managers are fluctuations in the economic situation result-
ing from the turbulence and volatility of modern economies described in 
theoretical chapters (Karagiannidis & Wilford, 2015). However, it is 
worth noting that during the research period the respondents did not 
perceive a significant threat from international crises which was most 
likely due to the domestic nature of their activities. In the current envi-
ronment, in which the Chinese pandemic crisis has created a risk on an 
unprecedented scale and scope, this assessment could change (Rose, 
2021; Gupta et al., 2021).

As part of the survey, Polish large and medium-sized enterprises also 
assessed the potential benefits of implementing risk management proce-
dures. Their responses allowed us to define the practical dimensions of 
risk management effectiveness. And so, the vast majority of them quite 
firmly state that risk management contributes to the protection of the 
enterprise against threats and losses, i.e. it mitigates threats in the short- 
term operational perspective. A group of similar size also believes that risk 
management enables the enterprise to develop, i.e. it favours the achieve-
ment of long-term strategic goals. Importantly, Polish surveyed enter-
prises do not treat risk management as a way to survive (a much smaller 
number of responses), therefore they have a rational view of the effects of 
using risk management methods and tools.
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8.2  Recommendations for Improving Risk 
Management Effectiveness

Obtained results of the questionnaire surveys allowed for the formulation 
of two groups of recommendations. The first one directly relates to the 
surveyed enterprises and is presented in Table  8.2. The second one is 
universal and it concerns the improvement of risk management effective-
ness in the enterprise and is presented later in this section.

Based on the conducted observations and formulated research conclu-
sions, it can be concluded that Polish large and medium-sized enterprises 
know the general principles of risk management. They also see a positive 
impact of risk management on the mitigation of threats and losses result-
ing from previous research (Klain & Reilley, 2021; Chen et al., 2019) and 
the creation of favourable (safe) development conditions in the long 
term. Nevertheless, the range of measures and methods used to manage 
risk should be considered modest and primarily based on one’s own 
potential. Taking into account the fact that the effectiveness of risk man-
agement is most strongly influenced by the resource and methodological 
elements, in situations of serious market threats it may turn out that the 
protection applied by the surveyed enterprises is insufficient. For these 
reasons, most of the recommendations listed in Table  8.2 refer to the 
improvement of risk management methods and the extension of the 
scope of their use as well as to increasing the involvement of resources in 
the risk management process in the enterprise. Actions in these areas 
should positively affect the effectiveness of risk management analysed in 
the work.

It is also worth adding that the importance of risk management in the 
enterprise and the assessment of the effectiveness of actions taken in this 
area have certainly gained their importance due to the global, deep eco-
nomic crisis caused by the Covid-19 pandemic (Huang & Liu, 2021). 
The scale and intensity of threats related to its occurrence and the effects 
that persist to this day have been a serious lesson in dealing with situa-
tions of above average economic risk for enterprises around the world. 
Many companies have not survived, many have found themselves in 
decline, and the long-term consequences of the pandemic will have a 
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Table 8.2 Recommendations arising from the general analysis of risk manage-
ment determinants in Polish large and medium-sized enterprises

Group of 
determinants Recommendations

Behavioural Taking up new challenges conducive to the development of 
innovation and entrepreneurship, with properly prepared 
procedures for mitigating the excessive risk that may come 
with them.

Being wary of excessive unjustified optimism that leads to 
disregard for threats.

Methodical The use of risk management methods and tools even to a 
minimal extent in place of the lack of procedures in this 
area.

More frequent use of prevention as a method of risk 
mitigation.

Searching for other, new methods and tools to reduce 
threats and losses, apart from business insurance.

Resource Including, at least ad hoc and periodic, external experts 
enabling an objective assessment of risk sources and 
control of procedures adopted as part of risk management 
in the enterprise.

Involving employees in the risk management process to 
increase the effectiveness of activities in this area.

Directing employees to training in the field of prevention.
Training employees in the field of risk management, 

especially in the absence of an organisational department 
responsible for this process and not using the help of 
external entities.

Attempting to organise the risk management process using 
internal resources in conditions of limited financial 
resources.

Environmental Making employees aware of the sources of risk they 
generate, focusing on prevention.

Conducting an analysis of competitiveness and looking for 
ways to strengthen it in order to mitigate risks related to 
recipients and competition.

Monitoring and not underestimating the threats related to 
financial liquidity, the lack of which may lead to the 
bankruptcy of the enterprise.

Preparation of a remedial plan in the event of a deep crisis 
and economic downturn.

Monitoring and not disregarding the international 
environment in the event of rapid infestation and 
significant risk dispersion.

Source: Own work
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negative impact on the activities of enterprises, industries and entire 
economies for a long time to come (Amankwah-Amoah et  al., 2021; 
Dube et al., 2021; Khlystova et al., 2021; Wieczorek-Kosmala, 2021).

Effective risk management in the enterprise could most definitely con-
tribute to the early identification of an impending threat and at least 
partially reduce the damage and losses associated with the impending 
crisis. Nevertheless, it is worth adding that without the support of the 
state, it would not be possible for many enterprises and industries to sur-
vive the pandemic (e.g. tourism, aviation or the food industry), because 
they have completely lost the ability to generate revenues, and thus a 
positive financial result (Groenewegen et  al., 2021; Kobayashi et  al., 
2021; Łopatka & Fedorowicz, 2021). However, additional own protec-
tion within the early warning system or the risk management itself would 
certainly increase the effectiveness of crisis protection. Risk management 
is also an important element of enterprise security in the current post- 
pandemic situation in which there will still be business fluctuations, loss 
of customers or sales markets, i.e. those external threats that enterprises 
fear most. Hence, care for the proper identification, assessment, mitiga-
tion and control of risk should now be an important element of manage-
ment in every enterprise.

General recommendations on risk management in an enterprise 
mainly refer to the observed model relationships defining the relation-
ships between the identified groups of determinants and risk manage-
ment effectiveness. They include the following insights:

 1. Improving risk management effectiveness may be achieved by improv-
ing the methods and tools of risk management in the enterprise.

 2. In this regard, it is recommended to use in-depth threats identyfica-
tion and assessment, and then to select a diversified mitigation instru-
mentation adjusted to individual risk sources.

 3. Improving the effectiveness of risk management may also be achieved 
by increasing the involvement of resources in the risk manage-
ment process.

 4. Recommended in this regard is: the use of experts and external enti-
ties, and the participation of employees in risk management.
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 5. Risk management effectiveness can also be indirectly influenced by 
shaping the appropriate, desired attitudes of managers (eliminating 
fears of risk combined with confirming and extending knowledge 
about risk management methods).

 6. Environmental circumstances related to the immediate and distant 
surroundings must be systematically monitored, paying particular 
attention to the most serious threats primarily posed by: recipients, 
competition and changes in the economic situation.

 7. Enterprises should also use early warning systems to anticipate reme-
dial action and develop crisis management plans that can be imple-
mented in situations of sudden market failure such as the 
Covid-19 pandemic.
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