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Preface

In the rapidly evolving realm of the Internet of Things (IoT), where intercon-
nected devices weave a tapestry of data and insights, the need for transparency
and understanding has never been more critical. As the complexity of IoT appli-
cations continues to grow, so does the demand for clarity in how these intelligent
systems operate and make decisions. Explainable IoT Applications: A Demystifica-

tion embarks on a journey to unravel the intricacies of IoT and shed light on the often
opaque processes governing smart devices. This book serves as a guide for both
seasoned professionals and curious minds delving into the world of explainable AI,
machine learning, deep learning, blockchain, and cloud within the IoT landscape.

The pages unfold a narrative that transcends the technical jargon, providing a
comprehensive exploration of the fundamental principles, challenges, and break-
throughs in achieving explainability in IoT applications. From demystifying the inner
workings of IoT architectures to dissecting the security considerations that underpin
these systems, each chapter strives to empower readers with knowledge and insights
that transcend the conventional boundaries of IoT comprehension. The book delves
into research studies that illustrate the transformative potential of clarity in the IoT
ecosystem exploring how explainable IoT reshapes industries, transforms health-
care diagnostics, and informs decision-making in smart cities, smart homes, smart
waste management as well as security aspects. This book is not just a compilation of
theories and algorithms; it is a testament to the collaborative efforts of researchers,
engineers, and visionaries who strive to make IoT understandable, interpretable, and,
most importantly, trustworthy. As we explore the future trends, emerging technolo-
gies, and security considerations, we invite readers to contemplate the responsible
and transparent deployment of IoT applications.

v



vi Preface

We hope this demystification of explainable IoT applications sparks curiosity,
encourages dialogue, and inspires the next wave of innovations that prioritize clarity
and understanding in the interconnected world of IoT.

Amaravati, India
Bhubanesawar, India
London, UK
Bhubanesawar, India

Sachi Nandan Mohanty
Suneeta Satpathy
Xiaochun Cheng

Subhendu Kumar Pani
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IoT Pro-Interventions: Transforming

Industries and Enhancing Quality of Life

Anasuya Swain, Suneeta Satpathy, Bijay Kumar Paikaray,

and Jitendra Pramanik

Abstract Internet of Technology is a smart approach of communication to access
the required data in anytime and at any place. The pro intervention characteristics of
IOT help to collect and process data automatically and provide the responses for early
decision making for the increment of effectiveness, production growth and conserva-
tion of the resources. The buzz word IOT has its popularity all over the globe due to
its Big Horizon of spread sheet and smart applications for the smooth and easy going
living. With an emphasis on proactive interventions and their wide range of appli-
cations, “Internet of Things: Pro-Interventions and its Applications” delves into the
ever-changing world of the Internet of Things (IoT). The study explores the benefits of
IoT in a future where linked devices rule, highlighting how it can transform a number
of businesses and enhance people’s quality of life in general. “Pro-Interventions” are
proactive steps made possible by IoT that include real-time monitoring, predictive
analysis, and preventive actions. This abstract looks at how IoT, with its network
of smart devices and sensors, enables interventions to proactively solve problems in
industries like industrial processes, healthcare, agriculture, health monitoring, and
smart cities that optimize resource utilization predictive maintenance, demonstrating
its potential to enhance the enhance the efficiency and sustainability. Furthermore,
the chapter also discusses challenges and ethical considerations associated with
widespread IoT implementation, highlighting the need for responsible and secure
deployment. In total the chapter contributes to a comprehensive understanding of the
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positive impact of IoT, paving the way for informed decision-making and responsible
integration of these technologies into our interconnected world.

Keywords IOT · Smart healthcare · Smart city · Smart home · Smart agriculture ·

Security issues

1 Introduction

IOT is the collection of number of technology based and network connected devices
for connecting and exchanging data. It is an application mechanism which is a collec-
tion of services and software for the analysis of the data with the machine learning
artificial intelligence program and provides the information for the decisions [1].
The application of this Tool helps to facilitate remote service, automation system
remote monitoring, automation system remote health monitoring and energy noti-
fication system, smart transportation system, digital control system, smart farming
[2, 3]. Nkone Kevin Ashion of Procter and Gamble first introduced the idea of IOT,
which he later shared at the MIT Auto-ID Centre in 1999. After this he called it as
“IOT”. Now—a—days IOT refers to the period of time when almost usable items
rather than people have their connectivity with the internet for the assessment of
smart technology approach with its multiple application and usage of architecture
levels.

Levels of Architecture of IOT

IOT has become a smarter technology with a variety of Levels of Architecture like
as Level-1, level-2, Level-3, level-4, level-5, level-6. In level-1 architecture of IOT
(Fig. 1), the application host is a single node or device that handles sensing, actuation,
data storing, and analysis [3–5]. There are little data requirements and low processing
demands for the analysis.

In level-2 architecture of IOT (Fig. 2) a level-2 Internet of Things is a system which
has a single node. This single node handles local analysis in addition to sensing and
or actuation. This architecture is a cloud–based one with a huge data and all the data
are saved in the cloud.

In level 3 architecture of IOT (Fig. 3), an IOT system at level 3 only includes
one node. Applications are cloud-based, with data analysis and storage taking place
there as well [6–8]. IOT systems of Level-3 are applied for the solutions which
are developed after the interpretation of large amount data ad its computation
processing. Advanced data gathering, administration, monitoring applications, and
cloud computing for data analysis are all at this level. This location houses extensive
amounts of information, sometimes referred to as big data. Cloud storage is utilized
for quickly gathering large amounts of data that have been found. Cloud-based data
analysis can be initiated by using mobile or web applications.

The level-4 IOT systems carry out local analysis. This IOT system makes its
application and the saves the data with the help of cloud system. The nodes here have
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Fig. 1 Level-1 architecture
of IOT

to observe both the local and cloud data and permit the users to receive, subscribe
the various data those are collected in the IOT devices. This level of architecture has
its several nodes with large amount of data saving with the facility of computational
analysis for the solutions towards the problem. Level 4 utilizes multiple sensors that
are unable to communicate with each other. Each sensor transmits its data to the
cloud individually. The amount of data storage needed requires the utilization of
cloud storage. The relevant control action is chosen by accessing data in the cloud
and utilizing web or mobile applications (Fig. 4).

The architecture of the IoT can be organized using the five-layer model, which
includes the levels: device, communication, data processing, application, and busi-
ness. IoT layered architecture streamlines the allocation of parts and functions in
an IoT system through its five-layer paradigm, ensuring effective management and
scalability.

Figure 5 shows IOT Level-5 architecture which has its feature of coordination and
multiple end nodes do the actuation and sensing activity. Coordinator node collects
the data and gathers in the end nodes and saves in the cloud. This system has its
both application of cloud and data analysis [9–11]. Level-5 is important due to its
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Fig. 2 Level-2 architecture
of IOT

effective solutions which is available due to its wireless sensor network and huge
amount of data for its computation and analysis

The Level-6 includes both the management and security layers. While it offers
administrative and security functions, it is not considered a distinct layer because it
interacts with all other layers. However, it is a significant issue that requires attention
on a global scale. In level-6 architecture of IOT (Fig. 6), Cloud-based application
allows for the visualisation of the results. This system is a centralised controller
which is aware about the full status of the entire end node and has its command over
all the end nodes [12–14].

2 Applications of IOT

IOT leads to the convenient and connected life style by reducing labour and elimi-
nating the chances of human errors with smart devices and efficiency [15–17]. The
most usable IOT applications are as follows.
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Fig. 3 Level-3 architecture
of IOT

2.1 Smart Homes

The practical application of IOT makes the smart home facility by providing the
convenience and home security [18–20]. The various devices with the IOT for the
smart home are the smart door lock, smart bulb, and smart thermostat.

2.2 Smart Door Lock

Smart Lock enables the users to entry into the system without the key and to open
the door by the remote or by the usage of smart phones or any other device which is
connected with the internet. Smart locks develop the usage of IOT-enabled sensors.
Smart locks facilitates the owners the virtual keys and unlock their door from
anywhere without a key. The connectivity with Internet of things (IOT) and the
devices develops the smart assistants and smart home management systems [21–23].
Smart locks provide extra functionality when a door is unlocked, some tasks can
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Fig. 4 Level-4 architecture of IOT

be automated, such as turning on your lights and adjusting your temperature, or the
security system can be triggered to record and send video if the door is unlocked
outside of the normal business hours [24–26].

2.3 Smart Bulbs

An internet-connected LED light bulb that can be modified, scheduled, and remotely
controlled is known as a smart bulb. Home automation needs Internet of Things
(IOT) application with the products in the expanding area at home; smart lights are
among the most quickly successful ones. Smart bulbs are Wi-Fi-enabled light bulbs
that can be independently controlled by a mobile app or smart assistant. The majority
can adjust the colour or brightness. Light switches can manage groups of lights and
function as an adapter for conventional light bulbs. Accessibilities of a smart bulb can
be the ability to change light temperature, colour, and brightness; Remote Control
Option; Choice for Group Control; May be included into Smart Home Routines [27–
29]. Voice commands may be used to control it, you can make schedules, and it saves
energy.
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Fig. 5 Level-5 architecture of IOT

Fig. 6 Level-6 architecture of IOT
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2.4 Smart Thermostat

IOT thermostats are a component of home automation systems that are in charge
of managing a home’s heating or cooling systems. They enable the user to set a
schedule for controlling their home’s temperature throughout the day, such as setting
a different temperature at night. Smart thermostat is automatically adjusted with the
temperature settings for heating and cooling and its best performed activity [30–33].
According to the fields study data analysis thermostat saves a lots of energy and
has the designation of ENERGY STAR. In that they offer a schedule capability that
enables users to set the temperatures according to their preference in different periods
of the day. Smart thermostats are comparable to programmable thermostats [34–37].
To further limit the risk of human error while utilising programmable thermostats,
smart thermostats use additional technologies. Smart thermostats employ sensors
to determine the house occupancy and halt heating and cooling until the occupant
comes back. This device is connected Wi-fi and helps the user to access it for 24 ×

7 h and also saves the consumers’ energy and money.

2.5 Smart Home Appliances

Smart home appliances are famous for their characteristics of saving of time, energy
and money and a helping the user to make a successful planning, scheduling, moni-
toring and controlling the various activities. The technology of the IOT home automa-
tion system helps to control the household appliances by using its multiple control
system paradigms [38, 39]. Addition of IOT in the appliances of the home makes
it be self-controlled Windows, refrigerators, fans, lights, fire alarms, kitchen timers,
and other electrical and electronic equipment. IOT devices are administered and used
to configure by the usage of software programme which are now assessable in the
form of the smartphone app and web integration [40–43].

3 Healthcare and IOT

IOT based healthcare enables real time observer of health and access the data
resulting improved patience health, experience and enhanced health care operation
[44–46]. Various IOT devices have their array benefits with certain challenges for
the healthcare providers and to their patients.
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3.1 Health Rate and Blood Pressure Monitor

IOT based health monitoring system helps to record the health status of the patients
very quickly with its sensors. Sensor is very less expensive and smaller in size
measures the human body’s temperature, heart rate and oxygen saturation level and
its result is displayed in the webpages. Application of this IOT technology helps to
develop the Heart Rate Monitoring system with the objective of sensing the patient’s
heartbeat in order to track both the regular check-ups and the risk of a heart attack.
The pressure sensor (MEMS pressure sensor) utilised primarily in the oscillate metric
method to detects the pressure in the cuff utilising air as a pressure transmission
medium. The use of wireless body area networks and the internet of things in smart
health care are demonstrating improved performance. Although patients must stay
in hospitals as part of traditional wellness programmes, WBAN admits that these
patients can continue with their regular daily routines. It reduces foundation costs as
well as pharmaceutical work costs. The WBANs policies used in cloud computing
have more advantages, such as increased effectiveness, greater performances, utili-
ties, and greater dependability, but they are still in the early stages of development
and may face numerous obstacles and practical difficulties [2, 3].

4 Transportation

IOT devices and platforms can manage vehicles and drivers speed location; fuel
level, mileage, maintenance and driving behaviour. Smart routing scheduling and
despatching of the vehicles and drivers are also possible based on traffic, weather
and demand patterns.

4.1 Traffic Management

Transportation industry is activated today due to the IOT application in it and sage of
the various intelligent gadgets like embedded sensors, actuators, smart objects. This
smart technology helps to collect, gather and provide this information at the time
of the need of the users in the specified way. Transformation of the transportation
industry is held due to the addition of IOT enabled technology and its smart solu-
tions. Today the traffic issues like the more number of vehicle rising, road rising and
population rising are making the transportation system a very complex one, which
is going to be solved with the help of the incorporate of IOT into transportation
with more extensive and secure transportation benefits. An advanced traffic manage-
ment system (TMS) is a context-aware technology that uses predictive analytics and
real-time data from linked road infrastructure to efficiently manage traffic on major
thoroughfares. IOT applications not only is a helping ad towards the traffic but also
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helps to patrolling police to make the effective management of the traffic and reduc-
tion of the likelihood of accidents with the facilities of parking, autonomous traffic
light systems, smart accident assistance. This technology also helps to reduce the
traffic jams by providing timey notifications to drivers and notifications of safety
messages towards the traffic management centres.

4.2 IOT Makes Easy Parking

IOT based parking systems is a IOT based devices with sensors and microcontroller
which conveys information about vacant and occupied parking spaces. The customer
can get the up-to-the-minute information by using the mobile app on the availability of
every parking spot and can get the best one after giving their choices. This technology
develops the smart parking by its economical and effective approach for the tracking
availability of parking spots in real time. Searching the free parking space is possible
by the usage of IOT application with the cameras and sensors also helps to point
drivers in the direction of the best location with the usage of digital signage like LED
displays. The Internet of Things gadget is made up of an ESP8266 microcontroller
and an HC-SR04 distance sensor. The microcontroller is linked to the AWS IOT
service via the MQTT protocol, and the sensor regularly measures the distance and
delivers this data to it. This smart system is also making the parking less complicated
and time consuming.

4.3 Vehicle Location Monitoring

The ideal parking spot can be found quickly by using a smart car monitoring
system, which also increases the control and safety of parking security guards by
handling all the data and lowers management expenses by automating more tasks
and reducing human labour. Vehicle detection system alerts drivers when overweight
vehicles approach overhead impediments like bridges, tunnels, and other structures.
By producing a continuous record of vehicle operation, monitors make it possible
to identify drivers and operators who disobey the law. Vehicle monitoring data can
also be used to locate cars with disabled or tampered speed limiters.

4.4 Automotive Cars

Automotive IOT refers to the sophisticated network based gadgets such as sensors
cameras and GPS trackers which is also linked with the cloud and provide the real
time data and helps the manufacturing and transportation processes of cars. This IOT
based device helps to prevent accidents and make right time judgement to control the
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vehicles operation. IOT application is now adding the variety of proximity sensors and
improves driving safety and comfort in order to decrease human error and improve
driving safety and comfort.

5 Smart Manufacturing

IOT enabled technology helps to connect various machines, devices and sensors
to a central network and provides full visibility of assets, processes, resources and
products manufacturing.

5.1 Industrial Communication

Managers need the smart collection and analysis of the data for smart manufacturing
to make better decisions and maximise the production. IOT connectivity is a solution
making technology which is installed at the factory level and transmit data from
sensors and machines to the cloud. More and more organisations will aim to embrace
these solutions to assist digitise their production processes, expedite data collecting,
and enhance overall efficiency as continuing investment in IOT devices has driven
innovation and expanded accessibility.

5.2 Production Flow Monitoring

The Internet of Things has made it possible to create a smart factory enables machine
communication. Machines that communicate with one another are the bridge that
connects 20th-century manufacturing to the intelligent manufacturing of the twenty-
first century.

5.3 Improve Field Service Scheduling

IOT can help you save a lot of time and money with the use of a computerised
management system. This tool aids in corrective repair of assets in addition to keeping
your field service workers up to date on all client information and providing alerts
to let them know about the next customer to support [47].
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5.4 Engine Management

IOT solutions continuously identify the potential problems and check the condition
of the vehicle. The sensors collect real-time information on things like fuel usage,
engine temperature, fluid levels, and runtime. After that, the data is analysed to spot
potential failure scenarios and warn the driver [48].

6 Smart Cities and IOT

IOT works as a leverage to improve the quality of life and enhance sustainability
by connecting sensors lights meters to gather the data and interpret it for the further
improvement and action against the deviation. IOT application in smart cities and its
various formats are as follows.

6.1 Water Distribution

IOT is a network of physical items and gadgets with electronic sensors and its connec-
tion enables them to communicate and carry out tasks effectively and smoothly. An
IOT smart water metre keeps tabs on the quantity, quality and pressure of water
used in a building or company. One can monitor the water flow through the entire
plant through the distribution routes by using an IOT smart water sensor, assisting
in leak detection to cut down on water waste. A water distribution system is made
up of several components, including tanks, pumps, valves, and pipes. The set-up of
the pipelines makes it easier to transport water from the source to each individual
dwelling. The most crucial factor for a lifetime of anticipated loading circumstances
is how to design and run an effective water distribution system. This system must
also be capable of supporting a typical circumstance such as pipe breaks, mechanical
failure of pipes, valves, and control systems, power outages, and erroneous estima-
tion of demand. In the modern world, Internet of Things (IOT) technology has had its
significant impact on everything being wirelessly connected and makes the process
simpler by using the sensors made specifically for things to connect anything.

7 Energy Engagement and IOT

IOT and its application in energy engagement help the business analysis, energy
quality control, boost efficiencies and environmental impact [44, 49].
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7.1 Electric Grid Automation

IOT smart grid is connected with the various devices and hardware that responds to
the human needs and makes an effective two-way communication. IOT based smart
grid infrastructure demands less money and has its more durability than the electrical
infrastructure. IOT and the sensor gather more information from grid assets to grid
operators with better visibility into infrastructure performance [50]. Transmission
and distribution system can be controlled with the help of changing grid conditions
based on shifting generation mixes and environmental factors [51].

7.2 Wireless Grid Communication Engagement

A new technology called the smart grid is helping to transform industries and social
networks all around the world. By implementing smart grid infrastructure, different
regional and state grid systems in the energy industry have started the transition from
being power consumers to producing, sharing, and storing energy.

However, cyber security and resilience are just two of the numerous difficulties in
utilising energy grids in smart grids due to the sometimes remote and harsh settings.
A smart grid’s communication infrastructure is made up of diverse gadgets like
controllers, sensors, and actuators that communicate in real time to track the health
of the grid’s infrastructure.

8 IOT in Agriculture

Monitoring and direction towards agriculture management is easy due to the IOT
involvement in agriculture. IOT is now available in the form of Robots, drones, remote
sensors, computer imagery, ever-evolving machine learning and analytical tools. IOT
in agriculture is used to monitor the crops, survey the map fields, and give farmers
information they may use to make time- and money-saving and firm management
decisions. Precision agriculture, crop monitoring, livestock monitoring, irrigation
management, smart pest control, fertiliser management, and weather forecasting are
a few typical examples of today’s IOT-based agriculture.

8.1 Smart Farming and Crop Monitoring

Smart farming is possible due to the help of its IOT approach and association. The
smart solutions derived from IOT is helping to make the automation of the irrigation
system and effective monitoring of the agricultural process with the addition of
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sensory aids in the agricultural field for the checking of the different conditions of the
light, humidity, temperature, soil moisture and crop health. Farmers can keep an eye
on the state of their fields from anywhere. IOT platform “Ubidots” enables farmers
to manage all of their connected equipment (weather station, irrigation system, soil
moisture sensor, etc.) from a single dashboard and can also check the status of all
their equipment and gadgets in real-time with this IOT platform. Information about
weather, moisture, temperature, and soil fertility is collected by using IOT technology.
Crop online monitoring offers the in the information regarding weed, water level,
insect, and animal intrusion detection, crop growth and agriculture detection. IOT-
enabled sensors placed everywhere over farms allow for continuous monitoring of
crops and environmental parameters for changes in temperature, moisture content, pH
level, humidity etc. [46, 52, 53]. The “micro-controller unit (MCU)” board analyses
any anomaly found by the sensors, and the farmer is notified right away.

8.2 Climate Monitoring and Forecasting

The ability to manage climate variability and how it manifests in the everyday weather
depends on fast and accurate climatic information as well as current knowledge of
the frequency and intensity of extreme events, potential effects, and their persistence.
For instance, monitoring and reporting efforts pertaining to droughts offer a baseline
of data as well as a barometer of change in climatic conditions that may signal the
onset of drought. Strategy for the drought avoidance and preventive measures can
be done with the help of the drought indicator usage. IOT based Climate monitoring
process helps the strategist to make efficient planning and the operations of different
events like climate fluctuations in the frequency intensity and location of extreme.
The three main categories of climate forecasting either and climate events are as
follows: Forecasts made within one to seven days of an event are referred to as short-
range forecasts. Typically, medium-range forecasts are released one to four weeks
in advance. Long-range predictions are made anywhere from one month to a year in
advance.

9 Network for IoT in Agriculture

The current state of IOT research and key technologies engaged with monitoring
agricultural machinery operations. Platform for IOT in Agriculture is held through
analytics of big data and analytics of cloud models [54, 55].
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9.1 Analytics of Big Data

The main task of big data analytics is to collect data from many sources, make it usable
for analysts. Crop diseases and crop growth models are built using farm data to ensure
that there is little to no loss in agriculture. Additionally, it determines productivity
and the best cost analysis Platform for a big data analytics-based IOT agricultural
network and there are six main parts that make up this network-Farming knowl-
edge, large data analysis skills, monitoring and sensing expertise, storage services,
physical installation and communication protocol. Recently, India’s economy has
been mostly dependent on agriculture. The producers choose a variety of appro-
priate fruits, vegetables, and crops. The disease prediction method is accomplished
by this system’s emphasis on IOT with a machine learning mechanism. Image cloud
was employed to find the damaged leaf. Well but they are not in a different kind of
job, but, but they are using photos captured in the field and observes the ground at
regular intervals. In order to reduce the waste of agricultural products, a challenge
has been set up in this chapter to use machine learning to display the afflicted leaf.
The chapter can be extended in order to develop a computerised integrated system
that will allow for more accurate tracking of the rice both during manufacturing and
after operations. Environmental factors have a significant impact on the health risks
associated with natural products.

Plant pathogens are often considerably more exposed to the elements than animal
pathogens, which may offer their pathogens a stable range of internal heat levels. In
general, environmental changes will affect natural product infections, but there are
several relationships between the host, the pathogen, and potential vectors.

The impacts of environmental change can occasionally be hidden by land
managers’ efforts. Some biological agents, such as plant diseases, have an effect
on plants either directly or indirectly [15]. Pathogens are the name for the biolog-
ical agents. Nematodes, bacteria, fungi, and viruses are a few examples of common
pathogens. In addition to these pathogens, non-pathogenic diseases can also develop
when environmental factors like pH, humidity, and climate change.

9.2 Analytics of Cloud Model

The infrastructure of cloud computing is made in numerous parts, including virtual-
ization, networking, storage, and hardware, all of which are combined into a single
architecture to support all kinds of crucial processes [21, 56]. A proper security
system is necessary to prevent unauthorised access to any sensitive data.

Contemporary household appliances, tools, toys, and electronics can communi-
cate with servers, clouds, and services using Ethernet or wifi. Many of these “devices”
depend entirely on microprocessors for their functionality. Due to their incapacity
to manage the intricacies of Internet connectivity, these devices are unsuitable for
front-line IoT applications. Efficient and secure connections require a sophisticated
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Fig. 7 Architecture of security system

device capable of managing tasks such as authentication, encryption, timestamps,
caching, proxies, firewalls, connection loss, and other related functions. Products
need to be reliable and able to function autonomously in the field (Fig. 7).

10 Functions of IOT Devices

Today developed global network infrastructure and its self-configuring capabilities
built on open and interoperable communication protocols and into the information
network. This network system has the identities, physical characteristics, and virtual
personalities, and frequently exchange data related to users and their surroundings.
IOT devices with distinct identities and the ability to conduct remote sensing, actu-
ation, and monitoring functions are typically referred to as “Things” in the IOT
context [57–61]. Few of those functions can be like performing some local chores
and other IOT infrastructure functions depending on temporal and spatial constraints;
exchanging data with other connected devices and applications (directly or indi-
rectly);collecting data from other devices and process the data locally; sending the
data to centralised servers or cloud-based application back-ends for processing; or
without delving into the intricate details of the implementation, logical design of an
IOT system refers to an abstract representation of the entities and processes. An IOT
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system is made up of various functional building elements that give it the ability to
be identified, sensed, actuated, communicated and managed.

10.1 Wearable Smart Watches

People typically own wearable devices that can be worn on their wrists, such as
smart watches, fitness bands, and other kinds of wearable technology. The two most
popular wearable, smart watches (60%) and fitness trackers (27%) are by far the most
widely owned. The most well-liked manufacturers of wearable are what people pick
for their smart watches and fitness trackers.

10.2 Fitness and Activity Monitor

Primarily fitness activity tracker is of three types, i.e. Tracker for basic fitness, Heart
rate monitoring tracker for Heart rate, monitoring trackers of Heart rate with GPS. A
fitness tracker is a sensor based device that is used to track the orientation, movement,
and rotation. This tracker collects data and converts it into steps, calories, sleep quality
and general activity you perform through the day.

11 Conclusion

In summary, the Internet of Things (IoT) is a revolutionary force that has changed how
we live, work, and interact with the outside world. It offers a plethora of advantages
and interventions. Across a range of industries, the pro-interventions and uses of IoT
have greatly improved productivity, connectedness, and ease. One of the most signif-
icant benefits is in the field of healthcare, where IoT has made it possible to monitor
patients remotely, enhance diagnosis, and streamline the delivery of treatment. IoT
has improved supply chain management, decreased downtime through predictive
maintenance, and optimized manufacturing processes in a variety of industries. The
Internet of Things (IoT) has enabled the smart home ecosystem to achieve previ-
ously unheard-of levels of automation and control, improving comfort and energy
efficiency. Furthermore, precision farming—which allows farmers to make data-
driven decisions for higher crop output and resource utilization—has been made
possible by the integration of IoT in agriculture. IoT applications have improved
traffic control, public services, and general urban planning in smart cities, which has
aided in sustainable development. Even though we are amazed by the benefits of
IoT, we also need to recognize and deal with its drawbacks, like security and privacy
issues. For IoT to remain successful, finding a balance between innovations and
protecting sensitive data will be essential. So, Internet of Things has unquestionably
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become a part of our everyday lives by presenting a rich tapestry of possibilities and
developments. The proper development and implementation of IoT technologies will
be essential to realizing its full potential and guaranteeing a safe and morally upright
digital future as we traverse this interconnected terrain.
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1 Introduction

The lack of protection for Internet of Things (IoT) systems from malicious actors

is a pressing global concern. Data availability, confidentiality, and integrity can all

be jeopardized by software errors, which significantly affect IoTS security [1, 2].

Whereas in the past only certain data or software components were tested to ward

against such invasions, it is now essential to conduct both static and dynamic analyses

of the entire information system [3]. A great deal of information, articles, and software

with multiple applications make up IoTS. Every one of these components could be

harmful in its own way: PHP files, which contain code for web servers, can have

backdoors; exe files, which contain code for programs, can have program bookmarks;

and JPG files, which contain Stego attachments, can set up a covert channel for the

leak of private and malicious information [4]. The information security (IS) condition

of a system can be better understood through an in-depth analysis of its objects, which

is an integral part of IoTS analysis [5, 6]. Improper time management prevents the

production of expert security analyses due to factors such as an excess of IoTS

files, large amounts of data included within them, high levels of data heterogeneity,

document container architectures, etc.

The bulk of human effort goes into creating and fixing rigid rules in classical

automation, so they don’t provide the intended results. Machine learning (ML) is an

interesting and potentially useful strategy since it entails shifting resources from

human cognition, which is plainly resource-intensive, to AI, which is software-

implementable and so less resource-intensive. Distinct applications that can be

executed repeatedly under the same conditions are more suited for DA. Covering

the code thoroughly during the investigative process will require making use of all

possible program execution scenarios. Hence, reports of errors, execution logs, or

program results can be produced for further examination, either automatically or by

hand. It may take a long time to cover even a tiny percentage of their code using this

method, and the system components work in a dynamic environment that is diffi-

cult to simulate virtually. Therefore, this approach will be a significant difficulty for

large IoTS. Which is why the authors think static analysis is the best bet for making

analysis applicable to modern IoTS.

We use the data presented above to provide a working hypothesis for the current

investigation: One area where machine learning might improve information security

for IoTS systems is in SA. To verify it, this research is being conducted. In their

article, the authors express their belief that future research should concentrate on

the DA task, and they propose limiting consideration to just the SA task. Although

machine learning applications are still in their infancy in the realm of information

security, they have already proven their worth in a number of areas, including but not

limited to: finding vulnerabilities in source and machine code [7–9], detecting attacks

in networks [10], forecasting balances on large distributed system components [11,

12], detecting anomalies in real-time data [13], and many more. Since a direct search

for vulnerabilities is just one of the subtasks of IoTS analysis, it is crucial to evaluate

applying machine learning (ML) to the entire cycle of system examination, not just
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for executable files. This is because this subtask is typically represented in scientific

publications, but there are many others.

2 Research Literature Works

IoT security is especially important as it directly impacts the actual world, including

how systems work and how people live their lives. For instance, mistakes made

when operating smart home security systems may cost owners money; mistakes

made while operating the transportation system [14, 15] can result in collisions and

gridlock; and mistakes made when using medical IoT devices can cause patients

to pass away quantitative analysis. Due to the distinct functional aims of IoTS, the

unique challenge of executing SA is evident. Devices therefore run different OSs,

distributions, and CPU architectures. In specifically, every one of these choices is

chosen according to the devices’ tasks. Certain Internet of Things (IoTS) have specific

requirements, such as high operating speed, battery life, ultra-precise complicated

computations, etc. Because of this, a more comprehensive and standardised set of

SA tools and a technique is required for the whole range of IoTS variety.

The existence of a whole interconnected Internet of Things system implies several

of limitations on security measures. Consequently, dynamic analysis in particular

will be quite limited since it is rather challenging to simulate the environment of a

device that is always interacting with the outside world. However, security issues

can occasionally arise specifically when several IoTS devices are interacting rather

than just one. Machine Intelligence. The abundance of IoT vendors and the range of

available solutions used forbid the implementation of hand-crafted SA regulations or

those that call for the professional manual labour of specialists. If not, SA will require

a lot of resources. A vast variety of cyber-physical interfaces (sensors, impact sources,

etc.) make the manual process of creating a test case quite difficult. This means that

some of a person’s creative talents must be partially replaced by technology. This is

what makes using ML justified. Reviewing the presumptions that already exist for

such an application should be the first step in confirming if a new set of procedures

may be applied to the tasks at hand. To validate the hypothesis, we create a continuous

research challenge consisting of two subtasks:

1. To demonstrate that the changes made for information security at every level of

IoTS SA can be supported by machine learning (ML)-based solutions.

2. To provide a summary of machine learning (ML)-based solutions that are suitable

for every phase of IoTS security assurance.
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3 Research Discussion on Existing Works

3.1 Machine Learning for SA of IoTs

Numerous well-organized and comparative reviews of scholarly articles cover the

topic of machine learning’s applications to information systems and the Internet of

Things (IoT) in particular. But, compared to, instances, network security, just a small

fraction of these concerns are unique to IoTS security. Here is a brief overview of

some reviews that caught my eye. According to Xue et al. [8], a number of methods

for binary code analysis have been thoroughly examined. Taxonomy is used to list the

four components of the corresponding framework: feature embedding, applications,

analytical approaches, and feature extraction. Machine learning approaches to code

analysis are getting a lot of attention lately. As a result, over a hundred publications

have used machine learning (ML) to classify code clones, text tokens, cryptographic

methods, viruses, and related topics.

Clustering is elucidated from multiple angles, including data preparation for other

classifiers, authorship recognition, clone detection, base-level program resemblance

to a virus, and identification of auxiliary features in the code, such as virus traits and

entrance points in functions. Malware classification, function entrance site identifica-

tion, and function recognition are some of the works that address the use of machine

learning (ML) to binary code analysis. The following tasks are the primary emphasis

of the work [7]: Recommender Systems: tools that aid programmers (such as code

auto completion) in their work; Inferring Formatting, variable naming, and other

code style standards must be followed. Problems with Code: Finding Inconsisten-

cies That Might Point to Security Flaws; The procedures involved in writing “smart”

program code, as well as documentation, traceability, and information retrieval, are

known as programme synthesis.

In these publications, the topic of analyzing code for errors and anomalies using

machine learning (ML) is covered. This means that the evaluation only covers a subset

of possible security threats. In the first group, we have vulnerability prediction tools

that go beyond SA and use a variety of source metrics, binary code, and code commits

to make their predictions. The second group’s goal is to detect code anomalies that

might be the consequence of security flaws. This is achieved by looking for deviations

in API requests from relevant patterns and missing standard checks. In order to find

code vulnerabilities directly, the third group use pretrained patterns. Clustering and

classification are employed in the works to achieve this objective. The fourth category

describes approaches that were not addressed in the first three.

Visualization as a tool for securing software interactions in complex information

systems is the main area of concentration. To enhance the intellectualization of

interaction study, it is recommended to employ clustering, dimensionality reduction,

anomaly detection [16], classification, and regression. It is clear that most attempts,

despite the great amount of work, are inefficient because they only apply to the source

code. The study concludes that there has been insufficient progress in the area of

using ML to find code vulnerabilities. Although these evaluations are comprehensive
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(within the range of 100–200 articles reviewed), all of the works that were considered

are solely related to software security testing in its direct form.

Since most human effort goes into designing and debugging these rules, classical

automation’s strict rules don’t produce the expected outputs. Therefore, a fascinating

and potentially effective strategy is machine learning (ML), which entails shifting the

resource-intensive human intellectual work to the software-implementable artificial

intelligence. It is more acceptable to use DA when dealing with separate programs that

may be run again given the same conditions. During the inquiry, it will be essential

to use all possible scenarios in which the program runs in order to thoroughly cover

the code. As a result, it is possible to acquire program results, execution logs, or error

reports for further examination, either automatically or by hand. The problem with

this approach is that it may take a long time to cover even a tiny fraction of the code

for large IoTs systems, and the system components work in a dynamic environment

that is difficult to simulate realistically. The authors conclude that this is why static

analysis is the most promising method for developing modern IoTS-relevant analyses.

Based on the facts provided, we propose a hypothesis for this study: Machine

learning has the potential to enhance information security in state-of-the-art IoTS

systems. This study aims to provide confirmation of that. The paper recommends

limiting consideration to the SA task alone, and the authors feel that future studies

should concentrate on the DA task. Machine learning applications are still in their

infancy in the realm of information security, but they have already proven their worth

in a number of areas, including but not limited to: finding vulnerabilities in source

and machine code [7, 9], detecting attacks in networks [10], forecasting balances on

large distributed system components [11, 12], detecting anomalies in real-time data

[13], and many more. Though it is most often depicted in scientific publications, a

direct search for vulnerabilities is just one of many subtasks of IoTS analysis. As a

result, it is crucial to think about applying machine learning (ML) to the whole cycle

of system examination, not just for executable files.

3.2 Machine Learning for IoT Security

We also examine the most recent publications on the subject of applying machine

learning to improve IoT security [15, 17–21]. The challenge of recognising IoT

devices is the focus of the effort. An overview of machine learning-based identifi-

cation techniques is given in the article. There are four main types of identification

processes: pattern recognition, deep learning, unsupervised learning, and anomalous

device detection. As a result, this work has some relevance to the present topic. Never-

theless, SA Stage 1 is the only one that can be linked to the suggested fixes. The IoT

device security trends are evaluated. Out of the 20 surveys that are analysed, only 25%

take machine learning into account. Nonetheless, the primary taxonometries deal

with classifying assaults rather than countering them. The identification of dynamic

assaults rather than static flaws in device implementation is the primary setting in
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which machine learning (ML) is used to enhance security (i.e., in programme code,

algorithms, architecture, etc.).

The study highlights how important it is to look for harmful IoT software and

how underdeveloped current solutions are. A special focus is placed on the Unux

like programmes that are run in the ELF format. According to data, Windows accounts

for 22% of IoT file formats (PE) and Linux for 70% (ELF); less than 20% of IoT

users frequently use other operating systems.

The taxonomy divides characteristics into two categories: logs and resource util-

isation for DA, and metrics, graphs, and trees, sequences, and dependencies for

SA. Although this survey’s results are somewhat related to the ongoing study, they

are mostly attributable to Stage 3 (with some Stages 1 and 2 taken into account

as well), not the entire SA process. Only machine learning issues like classifica-

tion—and its particular instance, detection—are emphasised at the same time. Both

ML-based IoT security models and IoT threats are described in. An IoT model with

layers is suggested. Based on this approach, a Q work flow for threat detection is

explained. All countermeasures, however, fall under the category of dynamic analysis

as they all entail examining device network behaviour at different network levels.

However, IoTS has not been directly analysed as a software system. Just three ML

techniques are mentioned: regression, clustering, and classification. Some techniques

are featured individually, such as reinforcement learning and rule-based systems.

The use of Federated Learning (FT) for the Internet of Things is taken into account.

Utilising this method will eliminate the requirement to transmit training data. The

FL-IoT system is introduced, outlining the exchange procedures between FT-server,

local training, and both. It is suggested that FT may be used to identify malicious

software in a static manner. The primary uses of machine learning are in anomaly

detection, regression, and classification. The primary means of thwarting Internet

of Things attacks is through dynamic device analysis. Simultaneously, the survey is

focused on the use of FT in IoT rather than systematising SA. Keep in mind that

using FT can improve safety and efficiency when doing the SA (at all stages and

tasks of ML).The focus of the work is on IoT security in 5G networks, which include

enormous numbers of devices and fast data transmission speeds. An analysis is

conducted on the current physical layer authentication techniques. ML technologies,

including autoregressive random process, Kalman filtering prediction, AdaBoost

classifier, kernel machine, reinforcement learning (especially Q-learning and Dyna-

Q), and reinforcement learning, are studied. Schemes are seen from the standpoint

of implementing ML.

Initially, as the solutions under consideration process the external consequences of

malicious devices while they are operating, they primarily fall under the category of

dynamic analysis. Our assessment, however, concentrates on SA. Only at a specific

moment in time and without the actual deployment of IoTS is such a study possible.

Second, although providing countermeasures partially based on ML, the studied

methods primarily aim to introduce taxonometry for systematising devices. Our

evaluation presents the use of fundamental ML tasks to systematise all SA steps.

We study the challenge of finding strategies to fight risks during SA, rather than the

difficulty of recognising threats themselves.
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Thirdly, the options under consideration mostly involved systematisation based

on current dangers and remedies. This may result in the potential loss of some of

the components (for instance, if solutions of this kind have not yet been suggested).

To begin, we synthesise all of the answers as a 4 × 5 matrix, or most. Next, we

demonstrate that each of these decisions is legitimate. Our method is therefore more

methodologically sound.

Fourth, none of the assessments took into account all of the primary tasks—

classification, anomaly detection, regression, clustering, and generalization—that

are accomplished using machine learning. IoT security typically just addresses the

answers to the first two issues. Classifiers are essentially the sole tool used for SA

of binary codes. As a result, new uses of more uncommon ML solutions for the

Internet of Things may be “missed.” Fifth, the solutions under consideration are

mostly focused on analysing specific IoT devices or how they interact. We provide

the review as an IoTS-wide study. To that end, the notion of an intelligent framework

is put forth.

4 SA Model

In order to develop subject-specific models, we take a closer look at the SA domain

from the perspective of machine learning application there. We do this by drawing

on both established theoretical prerequisites and real-world knowledge from the

published investigations. First, the SA as a whole can be separated into several time

periods or stages (with a specific goal) due to its heterogeneity and frequent nonlin-

earity. Second, ML has to be used in the solutions. As a result, it is feasible to identify

the jobs that machine learning is suitable for. Consequently, the stages of SA and

the ML solutions relevant to them may be systematised in a single model. Classical

and generalised time segments were utilised for the stages, with the exception of

balancing. The Model aims to do the following. Firstly, the fact that it was formed

explicitly validates that different solutions may be used to ML problems at every

step of SA. Simultaneously, this evidence will be constructed based only on one

foundation (form and content, as explained below). The module therefore functions

as a theoretical demonstration of the hypothesis. Second, techniques for addressing

issues for stages may be practically implemented using the theoretical model.

4.1 Different Stages of Static Analysis

SA is typically broken down into many phases since it is a complicated process that

involves a wide range of activities that must be completed and the use of qualitatively

distinct data. To make things easier, we assign each activity to a stage of SA using

the formalisation below. Any data is represented by its look, or Form (F), and the

information it contains, or Content (C). A line-by-line record of execution errors, for
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instance, might have the following entries: Content—errors and Form—text strings.

Subsequently, a tuple <F | C> may be used to represent specific data that is both

altered in the SA process and saved in the IoTS. From this vantage point, we view

every step as a change of the incoming data’s shape and content. After summarising

the techniques and resources for SA software that have been discussed, we may

integrate them according to the data transformation technique. There are four stages

of IoTS analysis that can be distinguished with enough abstraction without going

against accuracy.

4.1.1 Collecting the Data

The goal of this first step is to separate the subsystem (also known as the “vertical

component”) or level (also known as the “horizontal component”) from the Internet

of Things so that it may be processed further. This stage is required since there

are several factors to consider while analysing the Internet of Things, just like any

other complicated and diverse item. At this point, a specific aspect needs to be

selected. Information about the Internet of Things itself serves as the stage’s input.

Only a portion of the IoTS data chosen for processing is sent to the stage’s output.

While important, this phase might not directly connect to IoTS duties. The following

are typical stage actions: choosing the scope and direction of the study; organising

executable code; typing and tagging files; and unpacking data containers (archives).

4.1.2 Preparation of Data

In order to make the data about a portion of the IoTS acceptable for the processing

procedures, this stage is meant to transform the data. Without this stage, all processing

techniques would have to modify to fit the IoTS data’s format, which is inherently

unproductive. The IoTS data point chosen in Stage 1 serves as the stage’s input. A

portion of the IoTS data is transformed into an appropriate format by the stage’s

output. This stage, of course, has to transform the IoTS data into a format that works

for all of the processing methods if there are several ones. Instead than solving

particular IS issues, this phase transforms the data into a format that most accurately

captures the characteristics connected to those problems.

4.1.3 Processing the Data

It is the most important and difficult step from both a theoretical and practical perspec-

tive. The current state of data processing is based on IS (intrusion security, vulnera-

bilities, malware, stego, bugs, backdoors, etc.). In this stage, the results are defined

by the sum of all of its methods. The data is prepared for processing when it enters

the stage, which is made possible by Stage 2. Each method typically makes use of

a number of complex algorithms, the output of which are often entirely novel and
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high-quality data sets. Consequently, the data we receive at the end of the stage may

have a completely different Form and Content.

Here, information security tasks are handled directly: finding vulnerabilities,

clones of viruses, evaluating code security metrics, fixing vulnerabilities, antici-

pating threats, etc. Now is a good time to construct and maintain an infiltration

model, find and predict vulnerabilities, search for clones, convert code to a human-

readable format, determine authorship, etc. So, for example, the sum of all function

calls can reveal that this function is harmful at the stage. The exact match between

the database virus and the function instructions is not critical.

4.1.4 Formation of Results

The last step, known as “result formation,” provides all of the IoTS analysis’s findings.

At this point, the data collected during Stage 3 processing have been transformed

into a single form (or, less frequently, a set), making them suitable for additional

analysis by software and humans. The outputs of every data processing technique

are at the stage’s input. Depending on the goal of the analytic application, the stage’s

output may be seen as problem-oriented.

4.1.5 Transformation of Form and Content

The stage modifies IS task outcomes to fit the desired perspective specified in the

particular SA aim. Systematisation of IoTS object properties and features; cate-

gorization of viruses and vulnerabilities; presentation of the discovered virus and

vulnerability list; presentation of security metrics and data; choice of IS recommen-

dations, etc. are typical stage activities. For instance, the result of this step might be

the list itself, as infection statistics can, when it comes to the obtained list of harmful

routines. Table 1 presents their Form and Content transformations for an easier to

understand presentation of the steps of the IoTS.

In the process of allocating each of the following activities to the SA stages, the

formalization that is presented in Table 1 will be applied in an implicit manner.

5 Systematization of SA Stages and ML Solutions

We offer the model that systematises the current study based on the task, which

takes the form of the following table: tasks completed using machine learning are

represented by rows, and phases of IoTS analysis are represented by columns. The

research articles relevant to IoTS analysis are then taken into consideration. Based

on its qualities, we allocate each job to one or more phases and one or more machine

learning tasks. Therefore, theoretically, we should be able to fill every cell in the

table using the whole collection of such research. The notation work groups in the
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cells are introduced as Sx_Ty, where x denotes the analysis stage number (x = 1…4)

and y denotes the ML task number (y = 1…5).A scientific publication, for instance,

would fall under group S3_T1 if it describes how to look for code vulnerabilities

(Stage 3) using categorization (Task 1).

The following factors led to the consideration of many papers. First, more credible

evidence for the hypothesis will be evaluated if several studies have been conducted

on the application of each ML problem’s solution at every step of the SA. Second, in

order to complete each MO assignment, it is important to ascertain the existence and

extent of research for each stage of the SA. This will make it possible to determine

which regions are relatively undisturbed by the others and give them more attention.

Thirdly, the success of each impacted region may be predicted based on the statis-

tical distribution of work characteristics throughout time (e.g., the stage of SA, the

job of MO, bringing to the experiment).

5.1 Collecting the Data

The authors of this work presented and evaluated the use of ML classifiers for the

purpose of typing basic information systems files, including IoTS files. You can

classify these pieces as S1_T1 works. In a similar vein, the authors used an SVM

to tag files according to their location in the file system; this could be useful for

forensic investigations. You can classify this piece as S1_T1. System crashes, data

interception by secret services, storing information in “impersonal” files to prevent

leaks, and other similar events can leave data files without a description. A previous

effort addressed this issue. Part of the process involves comparing files by classifying

their attributes into sets. Text document clustering using the time-honored TF-IDF

method is demonstrated.

This method may be used for the first round of document collecting. Since they

will all share characteristics, they will all be studied using comparable techniques.

Similarly, clustering techniques are covered in the study [88] in order to get infor-

mation ready for forensic processing by professionals in the relevant field. The S1_

T4 group is the owner of the work. A classification-based approach for finding and

locating machine-printed text and signatures in photos is presented. For this, multiple

instance learning, or MIL, is employed. Although the technique is unrelated to IS, it

may be applied to commercial and forensic document indexing. The piece is a part

of the S1_T1 group is employed for clustering in MIL. As a result, S1_T4 can be

applied to the job. The SVM classifier is used in a traditional manner to detect pack-

aged executable files (PE format). This allows you to specify which items should be

treated once they are unpacked. The S1_T1 group is the owner of the work. A tech-

nique for determining which documents include packaged executables is explained.

On the other hand, this is accomplished via an anomaly detection technique. The

work is therefore a part of the S1_T2 group.

The research shows how important it is to find abnormalities in file integration

systems. The self-learning concepts form the foundation of the suggested remedy.
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The S1_T2 group is the owner of the work. The lifespan of files is predicted using

absolute path symbols in the applied problem of file optimisation. The lifespan of a

file refers to the period between its creation and its most recent reading. Prediction

is done using regression techniques based on the Random Forest and CNN Models.

Files may be sorted by lifespan using this approach, and only those files that fall

under a specified range can be processed. This can be applied to forensics in order to

locate files pertaining to the timeline of cybercrime. The work is therefore a part of

the S1_T3 group. Stego attachment detection is a traditional problem that has been

addressed. A universal solution based on multiple linear regression is suggested for

this reason. Furthermore, the nested message’s length is acquired. The information

that is disclosed can be used to further process the photos that are found in this manner.

As a result of the partial localization of the stego field, the work is associated with

both the S1_T3 group and, to a lesser degree, the S2_T3 group.

The use of Principal Component Analysis (PCA) to reduce dimensionality in the

traditional SVM-based document classification approach is explained. The S1_T1

group is the owner of the work. It is explored how to identify handwritten writings in

graphical graphics. This is accomplished using a convolutional and recurrent neural

network. Sensitive information, such as passwords or personal information, may be

contained in the inscriptions; so, IS may benefit from their discovery and verification.

The work falls into the S1_T1 and S2_T1 categories because, in addition to the

presence of a handwritten inscription, it has been translated into a particular text. The

goal of the effort is to improve forensics operations. It is suggested that documents and

mobile apps be processed using machine learning for categorization and clustering

purposes. For this, the authors suggest using kNN and SVM. The work is therefore

a part of groups S1_T1 and S1_T4.

5.2 Preparation of Data

The evaluated study [8] states that the works and are categorised as S2_T1.The deter-

mination of variable types, a secondary decompilation challenge, has been solved.

It is suggested to employ the Random Free and SVM classifiers for this purpose,

as they performed better than the others. The piece is a part of the S2_T1 group.

A machine learning (ML)-based categorization technique is presented that enables

very accurate identification of Function Entry Points, or the first byte of each func-

tion. In order to disassemble function instructions for additional examination, this

is required. The S2_T1 group is the owner of the work. The progress of architec-

ture reconstruction techniques is covered in the review. It includes a description of

and citations for studies that recreate programme architecture using clustering. The

acquired architecture may be analysed to find high-level vulnerabilities later on. The

S2_T4 group is the owner of the work.

The software refactoring problem is resolved by the effort. The HASP clustering

technique is suggested as a way to organise software classes into packages. The

focus of work is on a novel method for regaining binary malware code that is active
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on embedded devices—such as Smart cards—that Sykipot is considering. This is

accomplished by gathering information about the device’s power usage via the side

channels. The dimensionality of the feature space is reduced using PCA and LDA

(Linear Discriminant Analysis) techniques, and then kNN (K-Nearest Neighbours)

classification is utilised. It is demonstrated that this method is not just theoretical but

also applicable in real life. This work and the one described are comparable. Equal

credit for the effort is due to the S2_T5 and S3_T5 groups.

An executable binary instruction sequence is transformed into a grayscale picture.

After that, dimensionality reduction via LDA is used to both compress the picture and

produce a training sample that is more ideal. As a result, the work is associated with

the groups S2_T5 and S4_T5, which are next to Stage 3.A suggested approach for

predicting row and column separators in tabular data is based on a logistic-regression

classifier. When preparing data in files for processing using the Stage 3 techniques,

this chore may be frequent. The work is therefore a part of the S2_T3 group. A deep

neural network-based approach to log text analysis is provided. The most important

information on unsuccessful application launch attempts will be contained in the

anomalies found in the text. This may be used to isolate sizable data files containing

the most dubious information in the interest of SA, such as the breakdown of vital

IS services. In Stage 4, the method’s application will contribute to the formation of

more significant outcomes. The work is therefore a part of groups S2_T2 and S4_

T2.Comparable to the article, which details the tests conducted to find abnormalities

in OpenStack system logs. An SVM with several cores is utilised for this. The S4_

T2 group is the owner of the work. The work that has been previously detailed is a

part of group S2_T3, and group S2_T1 work.

5.3 Information Processing

The following works can be categorised as S3_T1 in accordance with the reviewed

review [8] as they use categorization to identify vulnerabilities. We also discuss a

method that uses regression analysis to forecast security holes in upcoming Test Cases

based on current ones for a single programme set. The work falls within the S3_T3

category. Review [7] states that the efforts are part of group S3_T2 and identify code

abnormalities. Review [9] indicates that the works are categorised as S3_T1, S3_T2,

S3_T3, and S3_T4.

The goal of the endeavour is to use machine learning to detect harmful code in soft-

ware. The introduction of taxonometry highlights several process phases, including

the display of the code-containing file, the detection of indicators, and the straightfor-

ward classification of the harmful code. In the last stage, machine learning classifiers

including kNN, DT, Boosted Algorithms, SVM, ANN, Bayesian Networks, Naive

Bayes, and OneR are employed. All rights to the work are reserved for the S3_T1

group.

Using n-grams of binary code, a method for text classification is applied. The

next step is to determine whether the sample is malicious or not by applying one of
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several classification algorithms. The task should be labeled as S3_T1.How to iden-

tify harmful Android applications is detailed in the developed program HOSTBAD.

The challenge of finding irregularities using ML is resolved by utilizing the features

of received/sent SMS, received/sent calls, device activity status, and active applica-

tions/processes. An algorithm based on DCA that was similar to was published in

(Dendritic Cell Algorithm). The S3_T2 group includes both components.

The usage of many binary data feature detection techniques based on n-grams for

malware detection and classification is covered. These techniques include CFsSubset,

Principal Components, InfoGain Attribute, Correlation AttributeEval, GainRatio

Attribute, and Symmetrical UncertAttribute. SVM and PCA are applied to get the

best results. Equal credit for the work is due to groups S3_T1 and S3_T5.explains

the following technique for detecting malware in programmes that need user autho-

rization. First, PCA is used to reduce the Android application’s permission dimen-

sionality. Second, malware is detected using the SVM classifier. Credit for the work

is shared evenly between groups S3_T1 and S3_T5.It is explored if machine learning

may be used to thwart assaults without requiring the direct use of files. Perceptron

is used to find abnormalities in the command lines of common Windows operating

system programmes in order to achieve this goal. The S3_T2 group is the owner of

the work. A method for identifying malicious content in PDF files is explained. For

this, artificial neural networks and PCA are employed. The piece is a part of the S3_

T1 group. It is suggested that malevolent Android applications be viewed, and the

resulting photos should be categorised. For this, SVM, KNN, and Random Forest are

employed. The S3_T1 group is the owner of the work. Security research is focused

on Internet of Things devices that use command line interpreters that are common

to Linux shells. Malicious software is thought to be capable of both system hacking

and further infection through the use of shell commands. The software programme

ShellCore, which uses static code analysis to identify malware by analysing shell

instructions, is the suggested remedy. Because the answer is dependent on catego-

rization, the work may be divided into groups S3_T1 and S3_T5.The S3_T5 category

includes the works that have been previously described.

5.4 Result Formation

It is suggested to use the o-glasses approach, which visualises document files—

which aren’t always executable—in order to look for shellcode. For × 86 binary

code, a high F-measure of around 99.95% is stated. For this, a unique type of one-

dimensional convolutional neural network (1d-CNN) is employed. The technique

handles malware visualisation even though it applies the entire code analysis cycle.

As a result, S4_T1 should be the classification for this job. This study addresses

two malware detection related problems: (1) accurately identifying groups of mutant

malware and (2) detecting malware signatures from logs (e.g., the xml made while

executing an exe file in a sandbox) for further classifier training. Ensembles of clas-

sifiers are presented as a solution to the first difficulty. The suggestion is to use
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clustering to address the second issue. An approach is used to reduce the dimen-

sionality of t-SNE (t-distributed Stochastic Neighbour Embedding) space in order to

visualise the acquired findings in 2D space. Thus, the work is referred to the groups

S4_1, S4_4, and S4_5, respectively, by the two methods to issue resolution and the

method for visualising the malware.

The paper tackles the problem of how visualisation techniques and anomaly

detection techniques (like outliers) might operate together effectively. The author’s

algorithm, called “hdoutliers,” which differs from specific techniques (explained in

several publications, etc.), is suggested for this purpose. The work is therefore a

part of the S4_T2 group. It is suggested to use a method that combines numerical

data with natural language text in the system log to find abnormalities. This may

be used for the data gathered using the Stage 3 procedures in the last stage of SA.

Consequently, the work is a part of the S4_T2 group. A machine learning approach

for automatically categorising vulnerabilities based on their linguistic descriptions

is presented. This work falls within the S4_T1 category as it may be used to apply an

approach like this to the vulnerabilities found during the SA result formatting step,

making them easier to convey to the expert.

Based on the vulnerabilities found in NVDs, an attempt is made to forecast 0-day

vulnerabilities in goods. For this, regression models that are linear and quadratic

are employed. Evidently, the technique may be used to forecast the emergence of

new IP vulnerabilities in light of those discovered (during Stage 3). A deep neural

network and logical regression may be used to estimate an image’s attractiveness

based on its quality. Many experiments were carried out. As a result, techniques for

visualising SA findings can be modified for additional processing. The S4_T3 group

is the owner of the work. A system that is comparable to this one, but categorises

dangers to a smart city’s transport infrastructure, is explained in. To do this, threats

are divided into clusters, each of which is mapped to a certain class, using machine

learning without the need for a teacher. The work is therefore a part of the S4_T4

group.

6 Conclusion

A theoretical and practical demonstration of the hypothesis regarding the use of ML

in SA was presented in the study. When discussing the first formal proof, each SA

Stage’s execution as well as the completion of the stage’s ML tasks were taken into

account. From a theoretical perspective, the existence of this model and the accuracy

of its description support the idea. This scientific conclusion is significant because it

validates the formal proof equipment used by particular judgements to solve certain

issues. Intelligent SA algorithms may be practically implemented using the model

as a foundation. In relation to the second proof, an assessment of previous research

relevant to the IoTS SA phases from the standpoint of the tasks resolved by ML was

conducted in order to achieve this. The establishment of a single, consistent basis of

intelligent solutions—that is, employing ML—in the best interests of SA is where the
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scientific relevance of this discovery resides. Developers of IoTS analysis systems

may thus, if needed, make an educated decision on which solution to use for this SA

Stage. They are able to evaluate the level of technical implementation and elabora-

tion of the selected course of action. In order to provide IS for complicated IoTS,

the resultant models that connect SA and ML enable the theoretical and practical

formulation of methodological solutions.

Naturally, this necessitates the development of a suitable framework to guarantee

that all phases are carried out with the entire range of machine learning techniques

for Big Data and heterogeneous data. The intellectualization that the ML techniques

enable will be a key component of the framework. Such systems are highly sought

after in the IoTS IS domain, as several studies highlight.

Although evaluations of ML applications for IoT security exist (e.g., from the

perspective of combating threats), there are some notable distinctions between the

review and taxonomy suggested in this article. First off, the focus of the study is

mostly on IoTS analysis; attack detection and neutralisation are not covered. Second,

the analysis is precisely static (not dynamic), allowing for the early detection of

system faults. Thirdly, a thorough examination of the SA phases and ML tasks enables

us to make assumptions about both current and potential analytic techniques. There

are currently no such reviews in any published scientific works.
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Abstract In the current world data is more important to analyze the surroundings.

All the new inventions or future predictions are made using IoT. These data to make

our life easy. These days the maximum of data collection is done through IoT, because

it is easy and the data can be stored in an organized way. Many countries are working

on how to protect this data. The major issue in the world is data security or protection

and the topic of research that is going on IoT devices is that these devices should

be made that intelligent, so that they can detect useful information and store it on a

cloud and storage of inadequate information can be avoided. So, how can we make

our IoT devices intelligent. Here machine learning comes into the picture. Machine

learning (ML) helps that device to analyze things from the given instructions and

store the information on the cloud. ML helps developers to classify the data and

clustering/finding pattern in it. With this help, IoT devices can scan the product and

analysis of the product using past data or in-build functions. Using Machine learning

IoT devices will not only increase the performance of the devices but it will also help

in the security of the devices and the data. Whenever a product is related to social

welfare or any security-based system, the security of that particular device is given

priority because the data that the device is transmitting or receiving may be important

or highly confidential. So, if the device is secured, then the leakage of data can be

avoided. Apart from this machine learning can be used to detect malicious attacks,

analyzing mobile endpoints, a combination of Ml & AI to learn human behavior

and to automate wearisome security tasks, and many more. There are many other

applications of machine learning in IoT like advancing smart city projects, smart

transportations, managing Big Data, thread detection, any kind of accident tracker,

and many more smart devices that will help to optimize the remote areas of a country.
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1 Introduction

In this chapter, it will be discussing the application of machine learning in the Internet

of Things based projects. We all know that our world population is very huge and

it is increasing day by day by which the data that is produced per day is very large

and it is becoming quite challenging in managing and securing these data. On the

other side, the task is not only to protect data, but the data should also be segregated

in a particular format, i.e. splitting the information in a different section which will

make data analysis easy [1]. All these sounds very good, but the implementation

was not possible by it devices only. Here, used Machine Learning algorithms here to

detect and analyze the information that IoT device is transmitting so that the useful

information is stored successfully. But still, there are lots of challenges that IoT

devices are still facing which are solved by Device management, Data integrations,

and many more [2]. Here one more thing that needs to be specified is that Machine

learning is not only helping it to analyze data (or handling back-end), but it has also

sent the filtered information to devices back for decision making [3, 4]. For example,

a lot of research is going on “Self-Driving Cars” [5–7]. This mechanism is completely

based upon sensors and rapid decision making. These decisions are made possible

with the help of ML algorithms which helps the sensors to verify the objects that are

coming in front of the car and process it to define the path that cars should follow.

In further sections we will discuss in detail, how we can apply a machine learning

algorithm to solve a problem in IoT.

In short, we can tell that involvement of the Machine learning algorithm is now

reducing human interaction with devices with is making our life easier and more

comfortable, not only these sensors are integrating their performance by adopting

computational methodologies they are also becoming more efficient and consistent

in data or object description.

2 Introduction to Internet of Things (IoT)

IoT refers to the Internet of things that can be referred as “Connecting things to

the internet that can enable them to collect and exchange data between each other.

An IoT ecosystem consists of many embedded systems such as processors, sensors,

and other hardware components used to collect and store information in them. This

information or data are used for the analysis of the product or can also be used to

check the performance. All IoT based devices are independent of human interaction

with them. The connectivity and communication between any IoT devices depend

upon the instruction deployed in them [8–12]. These days all the companies are taking
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the help of its devices to make them work smarter and easier [13, 14]. Importance of

Internet of Things in organizations/Industries is,

• Monitoring their total business processes
• Develop their customer experience
• Improve employee productivity
• Analyzing and integrating various models.

Importance of Internet of Things (in general) is,

• Access data from everywhere at any time on any device.
• Developers the communication between connected devices, whether it can be 2

or many devices connected to each other.
• Easy transformation of “Data packets” over the connected devices.
• Automation of daily tasks to improve human intervention.

2.1 Internet of Everything (IoE)

The data can do many things. Before doing the action, it is needed proper network

connections. Current days Internet of Everything (IoE). Simply, it can be defined

as an “Intelligent connection between people, process, data, and things. We have

observed in definition that IoE is based on Data, Process, Things, and People, let us

discuss them in some detail (these four are generally called as Pillars of IoE).

• Data: Devices gather information based upon the task or area they are made for,

by which this data is used by data Analysists to analysis the data and use them

accordingly.
• Process: Every data that we store in these devices are not required for every

person present in their connection. So, delivering the appropriate information to

appropriate the person is the most important thing carried out in this part.
• Things: All the physical devices that are connected to the internet and with each

other for creating decisions are called Internet of things.
• People: With all these interconnected devices people connect or use these

technologies to complete their work.

What is the difference between Internet of Things (IoT) and Internet of Everything

(IoE)?

The major difference between these two technologies is that IoE is based on

pillars where as IoT focusses on physical objects only, it is the interconnectivity of

physical objects that transfers and receives data whereas IoE is combining many

other technologies for wider usage.

Although these two are different, two similarities should know, they are

• These two systems are decentralized i.e. there is no single control point, they

connect different devices with the help of nodes, so that they need not to depend
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on each other to perform the task. With the help of this technology, we can avoid

delays in transformation of instructions.
• As we know that these two systems are distributed by which they possess a highly

vulnerable to penetration and cyberattacks. This can also be said as “The higher

the devices are connected to a network, the higher the susceptibility to breaches”.

Advantages of Internet of Everything at workplace are,

• Connecting roads with hospitals.
• Connecting people and food in the supply chain.
• Connecting all home appliances for comfortable living.

2.2 Architecture of IoT

The architecture of the Internet of things is divided into 4 layers i.e.

Layer-1: Sensors and Controllers

As we all know that IoT based devices are completely dependent on hardware compo-

nents because these things are first responsible for transferring the data from their

memory all the connected databases or data centers. Now, you may have a ques-

tion that from where and how we are collecting this information? To answer this

question, we have to first know about sensors. A sensor is a module or embedded

device that detects the changes happening in the environment and send that changes

to data centers. These sensors are arranged or grouped according to their purpose

and data types and the main reason for using sensors in a maximum of the appli-

ances is that they consume very less power and can connect to other modules in low

connectivity also. Another important part of this layer is actuators. An actuator is

a module that is responsible for the movement of a model or system. Many types

of actuators are most commonly used are Electrical actuators (i.e. Converts elec-

tric energy to mechanical torque), Mechanical linear actuator (i.e. Converts rotatory

motion to linear motion), and Hydraulic actuator (i.e. Converts a physical compres-

sion to a mechanical motion). It is also that connected systems or modules should

not be capable of interacting with each other in their gateway, but they should also

be capable of recognizing and talk to each other to improve the whole development.

Layer-2: Gateways and Data Acquisition

The functionality of this layer is also similar to layer-1 because we get data from

sensors and actuators. But it is essential to describe this IoT layer because we process

the data, filter it, and transfer to edge infrastructure and cloud-based platforms. Here

the data that we get from sensors converted to other formats so that it makes the

work easier to filter, control, and reject the unnecessary data, by which the volume of

information can be minimized and which will positively affect network transmission
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cost and response time. Another aspect is security because data transfer is bidirec-

tional, so to prevent data leakage IoT systems are deployed with proper encryptions

and security tools. This will also reduce malicious attacks on IoT devices.

Layer-3: Edge Analytics

When we have a large IoT project or a large architecture then there is a chance

of a loophole. And in the face of limited accessibility of data and data transfer

these edge modules can provide a faster response to any changes in the system or

their environment. These edge computing is becoming more popular in the industry

because of its high performance in data transmission. If we consider a real-time

project these edge infrastructures are located close to a data source so that it will be

easy to react to any change in the environment and produce the output in the form of

instant actionable intelligence. By this, the data which require the power of the cloud

can be processed and forwarded. In this process, we also minimize network exposure

to enhance security and reduce bandwidth consumptions for better performance.

Layer-4: Data Center or Cloud Platform

Do you agree that everything that can sense the situation and react to it have a central

body or a component that acts as a brain for that? If we consider sensors as the

neurons and gateways as a backbone of an IoT system, the cloud acts like a brain for

the complete system because on contrary to edge technologies, cloud computing or

data centers are designed to store, perform filtering process and to have the ability for

deep analysis of massive data with the help of data analytics engines and Machine

learning algorithms. When all these advantages were accepted by industries the cloud

computing started to contribute to higher production rates in the Internet of Things

projects. This cloud computing has made the analysis work easier and the problem

of monitoring data is resolved.

3 Application of Machine Learning (ML)

Machine learning (ML) was presented in the last bit of the 1950s as a procedure for

artificial intelligence (AI). After some period, it is stimulated more to algorithms

that are computationally appropriate and amazing. In the most recent era, machine

learning systems has been utilized thoroughly for a wide degree of tries, including

depictions, lose the faith, and thickness evaluation in a collection of utilization

areas, for example Bioinformatics, talk confirmation, spam affirmation, computer

vision, intimidation zone and propelling associations [15–22]. The counts and tech-

niques start from Recent Machine Learning Applications in the Internet of Things

(IoT) different fields including bits of information, number shuffling, neuroscience,

and programming designing and utilized even visitor, or most areas identified with

machines these days [13].

The accompanying two outdated definitions catch the substance of machine

learning:
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(1) The improvement of computer models for learning estimates that offer responses

to the issue of data acquirement and overhaul upgrade the performance of

advanced systems.

(2) The gathering of computational procedures for enlightening machine execution

by distinguishing and depicting textures then models in preparing data.

3.1 Algorithms

Algorithms or science accepts the most important capacity in machine learning, for

this is the gadget to deal with the data [11]. Here, some fundamental concepts of

machine learning are talked about just as the oftentimes useful machine learning

algorithms for smart data analysis [12].

4 Classifications

4.1 K-Nearest Neighbors

It is broadly dispensable, in actuality, situations since it is a non-parametric algorithm,

which implies it doesn’t make any presumption on principal data. K-Nearest Neigh-

bors is quite possibly the most fundamental yet basic classification algorithms in

Machine Learning. It has a place with the coordinated learning domain and discovers

extraordinary application in model affirmation, data mining, and interference area.

One obstruction of KNN is that it requires a limit to the entire arranging set, which

makes KNN unscalable to immense illuminating collections.

4.2 Support Vector Machines (SVM)

SVMs are popular for their ability to handle high-dimensional data and their effec-

tiveness in finding optimal decision boundaries, especially in cases where the classes

are not linearly separable. Additionally, SVMs can be extended to handle non-linear

decision boundaries through techniques such as kernel methods, which map the

input features into a higher-dimensional space where the classes become separable

by a hyperplane. Overall, SVMs are widely used in various machine learning tasks,

including classification, regression, and outlier detection. SVMs are among the best

immediately available overseeing learning models that are set up to do sufficiently

overseeing high-dimensional enlightening assortments and are capable to the extent

memory use, inferable from crafted by help vectors for desire. One immense detri-

ment of this model is that it doesn’t clearly give probability measures as mentioned

in Fig. 1.
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Fig. 1 Linear support vector

machine

Fig. 2 Node localization in

WSNs in 3D space using

supervised neural networks

4.3 Neural Network

A neural network is an interrelated gathering of clear dealing with segments, units or

centers, whose value is roughly established on the animal neuron. Neural networks are

regularly used for statistical analysis and data illustrating, in which their occupation

is viewed as a choice as opposed to standard nonlinear regression or cluster analysis

techniques. Accordingly, they are ordinarily used in issues that may be outlined with

respect to classification, or forecasting. Figure 2 describes about how neural networks

are used in 3D visualization of data or node localization.

4.4 Bayesian Statistics

Bayesian Statistics are a strategy that assigns “levels of conviction,” or Bayesian

probabilities, to ordinary statistical modeling. In this interpretation of estimations,

the probability is resolved as the reasonable craving for an event happening subject

to as of now known triggers. Or on the other hand, thusly, that probability is a novel

cycle that can change as new information is aggregated, instead of a fixed worth

subject to repeat or affinity.
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4.5 Decision Tree (DT)

Decision tree algorithms are significant, entrenched machine learning procedures

that have been utilized for a wide scope of utilizations, particularly for classification

problems. Decision tree gives a nonparametric strategy to parceling datasets. Alter-

native data mining procedures incorporate regression or ANOVA models that speak

to associations between factors as cross-product between them. Decision tree algo-

rithms incorporate negligible necessities for data preparation and robust performance

enormous data sets.

4.6 Principle Component Analysis (PCA)

Overall, PCA is a versatile tool that finds applications in various domains, including

data preprocessing, feature extraction, visualization, and pattern recognition. Its

ability to uncover hidden patterns in data and simplify complex datasets makes it an

essential technique in the toolbox of any data scientist or machine learning practi-

tioner. It is generally called a general factor analysis where regression determines

a line of best fit [20]. As appeared in Fig. 3, the primary parts utilize the included

reordering that ordinate the first highlight the whole data.

Fig. 3 A simple 2D

visualization of the principal

component analysis

algorithm



Application of Machine Learning in the Internet of Things 53

4.7 K-Means Algorithms

K-means clustering is widely used in various fields such as machine learning, data

mining, image analysis, and pattern recognition for tasks such as segmentation,

compression, and data reduction. It’s a simple and efficient algorithm, but its perfor-

mance can depend on the choice of initial centroids and the inherent structure of the

data. This results in a separating of the data space into Voronoi cells. It is renowned

for cluster analysis in data mining [21]. These alternative clustering algorithms can

be particularly useful when dealing with non-Gaussian data distributions or when the

presence of outliers is a concern. However, it’s important to note that each algorithm

has its own advantages and limitations, and the choice of algorithm should be made

based on the specific characteristics of the dataset and the objectives of the analysis.

4.8 Reinforcement Learning

Reinforcement learning is a region of Machine Learning. It is connected to making a

fitting move to intensify grant in a particular condition. Figure 4 describes a sample

working tree of Reinforcement Learning. It is used from various programming and

machines to find the best lead or way it should take on a specific condition. Rein-

forcement learning taking in fluctuates from the controlled learning in a way that

in managed learning the arrangement data has the fitting reaction key with it so the

model is set up with the privilege react to itself while in help learning, there is no

answer aside from the stronghold administrator picks what to never really out the

given endeavor. Without a training data set, it will without a doubt pick up from its

experience.

Fig. 4 Reinforcement

learning



54 S. Bhattacharya et al.

5 ML Application to IoT

ML is the rule procedure among these computational applications to it. Likewise,

there are stacks of utilization both in investigation and industry.

5.1 Cost Savings in Industrial Applications

Prescient capacities are extraordinarily useful in a mechanical setting. By attracting

data from various sensors or on machines, machine learning estimations can “appre-

hend” what’s ordinary for the machine and thereafter distinguish when something

bizarre begins to happen. Predicting when a machine needs upkeep is unbeliev-

ably significant, changing over into countless dollars in saving expenses. Companies

are presently utilizing machine learning to foresee with over 90% exactness when

machines will require support, which means gigantic cost cuttings.

5.2 Embellishment Experiences to Individuals

We’re when in doubt all acquainted with machine learning applications in our stan-

dard ordinary existences. Both Amazon and Netflix use machine figuring out some

approach to take in our propensities and give a superior trouble than the client. That

could mean proposing things that you may like or giving important suggestion to

films and TV shows. So also, in IoT machine learning can be commonly enormous

in outlining our condition to our own propensities [19]. Overall, the Nest Thermostat

demonstrates how machine learning can be integrated into everyday devices to create

smart, energy-efficient homes while enhancing user comfort and convenience.

5.3 Smart Transportation

These days, everything from toothbrush to beds are getting smarter and smarter

using IoT and Machine learning models. With this the introduction to IoT in field of

transportation makes them to “feel” and “think” which leads in the development of

Intelligent Transportation Systems (ITS) [3]. The most significant topic of research

is to work on transport navigation and route optimization. Smart transportation will

counter many day-to-day problems like route optimization, parking, lights, accident

detection, road anomalies, infrastructure [5]. Let’s discuss these in brief subsections.
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5.4 Route Optimization

The purpose of Route Optimization is to find the best route to his destination in order

to minimize the traffic jams by which time and fuel consumption can he saved which

will make it economically friendly for the client [1]. The main ideology that we want

to present is to explore the capabilities of mobile Crowed-sensing for ITS by using

a swarm intelligent algorithm development of Route Optimization.

5.5 Parking

There are many companies working in Smart parking systems and are still under

trials. This is developed to track availability of parking lots and sort parking slots as

per customer requirements. Not only this some parking mechanism are developed to

send notification bills to the user based on “How much time they have parked their

vehicle?”. These IoT devices are connected to a centralized server which manages

the functionality of these device data [17]. These parking systems use ultrasonic

sensors to check parking space and WIFI module to share data with users and the

servers as well.

5.6 Accident Detection

Accident cases are increasing day by day in the world as well as the death cases

which made this section as the major part of research in Smart transportation which

will help many countries to control the traffic speed. Basically, this system will have

rebuilt accident-prone areas and will notify the driver about this which will prevent

accidents. Now the question comes is there are many accidents prone areas still to be

updated or in the future if we want to add a new area then? How will it work? There

are certain steps that are followed in accident detection as mentioned in Fig. 5, if

not, the answer is this system will not only contain the inbuilt data, it will also gather

information from the sensors present on roads which will continuously integrate the

build-in data [9]. Here we can use DRAM method which is used in object detection

from image data.

6 Future Scope

Machine learning is research locale that has pulled in a huge load of astonishing

characters and it can unveil further [23, 24]. Regardless, the three most critical future

sub-issues are picked to be discussed.
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Fig. 5 Steps involved in accident detection

6.1 Explaining Human Learning

A referred to previously, AI hypotheses have been perceiving fitting to comprehend

features of learning with people and creatures. Support learning calculations gauge

the dopaminergic neurons incited exercises in creatures during remuneration-based

learning with astonishing precision. ML algorithms for enlightening sporadic delin-

eations of normally showing up pictures anticipate visual highlights distinguished

in creatures’ underlying visual cortex. All things considered, the significant drivers

inhuman or creature learning like incitement, repulsiveness, critics, hunger, intuitive

activities, and learning by experimentation throughout various time scales, are not

yet considered in ML algorithms. This a potential instance to find a more summed

up idea of discovering that entails both creatures and machines.

6.2 Programming Languages Containing Machine Learning

Primitives

Indeed, the integration of machine learning (ML) algorithms with traditional

programming languages is commonplace in modern applications. Often, ML algo-

rithms are used as components within larger software systems, where they perform

tasks such as data analysis, pattern recognition, or predictive modeling [18]. By

defining a set of data sources and desired outputs, developers can explore the avail-

able machine learning methods in these languages and select the most appropriate

ones for their specific problem domain and objectives. This approach enables them to

quickly prototype and iterate on machine learning solutions without having to imple-

ment algorithms from scratch, ultimately accelerating the development process and
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improving the effectiveness of their programs already using this thought in a more

unassuming degree [10]. Regardless, a charming new request is raised to develop a

model to define relevant learning experience for each subroutine named as “to be

dominated”, timing, and security in the example of any unforeseen modifications to

the program’s function.

6.3 Perception

A summed-up idea of computer perception discernment that can connect ML algo-

rithms that are used in various types of computer perception, insight today, including

yet not restricted to exceptionally progressed vision, discourse acknowledgment, etc.

is another potential research zone [15, 16, 25–30]. One idea provoking problem the

coordination of different senses (e.g., sight, hear, contact) to set up a framework that

utilizes self-regulated figuring out how to gauge one tactile knowledge using the

others. Researches informative brain research have noted more powerful learning in

humans when various input modalities are provided and concentrates on co-preparing

techniques indicate similar results.

7 Summary

This study highlights the facts on application of Machine Learning algorithms on the

Internet of Things projects. Machine learning gives a simple IoT project or system to

think and analysis the situation and react to it based on the output required. We have

also discussed about few ML algorithm majorly used to integrate. This integration

has helped developers in developing systems like smart transportation, smart home,

smart city, even smart classes for students, google analytics and many daily usage

tools which are helping the users in their day to day life.
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A Framework for Sustainable Smart

Healthcare Systems in Smart Cities

Chandrakant Mallick, Parimal Kumar Giri, and Bijay Kumar Paikaray

Abstract In the last few years, there has been a rise in worldwide interest in smart

cities as a solution to urban difficulties, notably in healthcare, which uses technology

to improve accessibility and efficiency of healthcare systems. The chapter discusses

the role of smart cities on healthcare, highlighting their potential for improved global

services through real-time monitoring, personalized treatment through predictive

analytics, IoT devices, sensors and smart mobile apps. As an outcome of this study,

it suggests a technological framework for smart city platform to transform health-

care practices to build specialized, adaptive healthcare systems in light of Sustainable

Development Goals. The key elements of this framework emphasize on privacy and

security measures, environmental health monitoring, collaboration initiatives, scala-

bility, and sustainability strategies. Smart healthcare solutions can enhance accessi-

bility, reduce costs, optimize resource allocation, and streamline patient care, leading

to faster medical response times and reduced hospital workload.

Keywords Smart city · IoT · Smart health · Artificial Intelligence · Information

and communication technology · Mobile health

1 Introduction

A smart city is an urban infrastructure that makes use of ICT and IoT devices to

collect and analyze data, improving quality of life, sustainability, and urban services

[1]. Smart cities nowadays use technology like the IoT [2], Big data analytics [3],

cloud computing [4], AI and Machine Learning [5], smart grids [6], urban mobility
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solutions, and civic engagement platforms [7] to improve urban life. These systems

offer real-time monitoring, data analysis, energy efficiency, traffic control, and public

interaction, thereby improving smart city services and quality of life of people. The

main components of smart city infrastructure are shown in Fig. 1 and include the

following [8].

Internet of Things (IoT)—based wearable and ubiquitous devices enable remote

patient monitoring, providing real-time health status information to healthcare

providers, enhancing healthcare services delivery, and improving response to

patients through seamless connectivity and data exchange [9].

Smart wearable devices monitor the health conditions including blood pressure

level, heart bit rate, and oxygen saturation levels etc. This facilitates medical

professionals to make prompt, well-informed decisions that guarantee patients

receive the best care possible [10].

Artificial intelligence (AI)—based advanced healthcare systems using data anal-

ysis provides crucial insights for timely disease diagnosis and treatment, enabling

healthcare professionals to make immediate decisions and improve treatment

outcomes [11].

Fig. 1 Smart city infrastructure [9]
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Telemedicine offers patients remote consultations with healthcare providers,

reducing travel costs and infection risks, and enhancing convenience and

accessibility in healthcare [12].

Electronic Health Records (EHRs) enhance healthcare by enabling healthcare

providing organizations to retrieve patient data anytime and anywhere, promoting

high-end healthcare services, informed decision-making and optimal patient

outcomes [13].

Mobile health applications enable people to take control of their chronic

conditions, track their health, and communicate with healthcare professionals,

promoting personalized care and improved health outcomes through closer

healthcare connections [14].

Biometric sensors monitor patients’ movements, alerting healthcare providers of

unusual activity, improving patient safety and facilitating quick actions to health

emergencies for improved patient care [15].

Smart cities utilize ICTs in various applications such as city management, real

estate, utilities, healthcare, education, public safety, economy, governance, mobility,

environment, social systems, services, resources, infrastructure, and the natural envi-

ronment [16, 17]. This study explores the impact of integrating the Sustainable Devel-

opment Goals (SDGs) on the development of smart healthcare systems in smart and

sustainable cities. It is evidenced that in recent years, smart cities are transforming

the citizens’ quality of life with technology, focusing on “smart health” to improve

healthcare delivery, promote well-being, and meet the SDGs [18, 19]. The rest part

of this text throws light at the nexus of smart cities, smart health, and sustainability,

with an emphasis on how smart health projects help to achieve the SDGs and finally

suggest a technological framework for the smart healthcare systems in smart cities

in the developing countries.

2 Smart Healthcare Systems

Smart health refers to a comprehensive approach to healthcare that uses digital infras-

tructure, linked devices, and data-driven insights [20]. The key components of smart

health are:

2.1 Telemedicine and Remote Monitoring

Telehealth services allow for remote consultations, diagnostics, and monitoring.

Wearable gadgets capture health data in real time that facilitates healthcare

practitioners to monitor the patients’ health conditions and respond early. IoT

is transforming healthcare with better patient care enabling remote monitoring,
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telemedicine, and collecting patient data for better support and check-up recom-

mendations [21].

2.2 Health Information Systems

Healthcare providers can more easily communicate data by integrating electronic

health records (EHRs) with health information exchanges. Interoperability improves

care coordination and avoids duplication of services [22].

2.3 Predictive Analytics

Machine learning algorithms use health data to anticipate disease outbreaks, iden-

tify high-risk groups, and optimize resource allocation. Predictive models assist in

averting epidemics and enhance public health planning [23].

2.4 IoT-Enabled Healthcare Infrastructure

Smart cities use IoT devices to monitor air, water, and sanitation. These environ-

mental elements have a huge influence on health outcomes, and real-time data helps

policymakers make informed decisions [24].

2.5 Cloud Computing and Healthcare

Healthcare organizations utilize cloud computing for real-time data collection,

storage, and sharing, enabling effective decision-making and patient treatment. Cloud

infrastructure offers high storage volume and throughput, which is crucial for a large

population of patients [25].

2.6 Bigdata and Healthcare

Big data is generated and analyzed by public and private sectors, including healthcare,

to improve services, including scientific research, internet of things gadgets, patient

medical records, and hospital records [26].



A Framework for Sustainable Smart Healthcare Systems in Smart Cities 65

3 Achieving Sustainable Development Goals

Smart health and smart cities can contribute to the SDGs by utilizing technology

and data-driven techniques to address social, economic, and environmental issues,

fostering innovation, efficiency, and sustainability in urban development and health-

care delivery [27]. The smart city initiatives can address some of the SDGs in the

following directions.

3.1 Access to Healthcare

Smart health directly contributes to SDG 3 (Well-being and good health) by

increasing access to excellent healthcare, lowering death rates, and enhancing overall

well-being. Telemedicine crosses geographical distances, particularly in underpriv-

ileged regions, while data-driven preventative interventions combat disease [28].

Telemedicine, remote health monitoring, and mobile health apps can all help

to enhance access to healthcare service platforms, especially in underprivileged

communities. This contributes to attaining SDG 3 by establishing universal health

coverage and lowering maternal and child mortality rates [29].

3.2 Preventive Healthcare

Smart health systems, which use data analytics and IoT devices, can enable early

illness identification and promote preventative healthcare actions. This is consistent

with SDG 3, since it reduces illness burdens and promotes healthy lifestyle choices

[30].

3.3 Technology and Innovation

Smart cities invest in robust healthcare infrastructure, including telecommunications

networks, data centers, and medical facilities. Mobile health apps and wearable tech-

nology enable people to engage in and manage their own health. Smart cities can

achieve SDG 9: Industry, Innovation, and Infrastructure in Healthcare by investing

in advanced technologies, building resilient infrastructure, and fostering a culture

of innovation [31]. This can improve access to quality care, enhance efficiency, and

contribute to progress towards SDG3 [32].
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3.4 Digital Inclusion

Ensuring fair access to internet connectivity and digital technology is critical for

smart health and smart city initiatives to benefit all segments of society, promoting

improved information and educational resource accessibility in order to support

SDGs 4 (quality education) and 10 (reduced disparities) [33].

3.5 Enhanced Mobility and Accessibility

Smart transportation solutions, such as intelligent traffic management and public

transit optimization, have the potential to cut congestion, pollution, and travel times

while also supporting sustainable urban mobility (SDG 11: Sustainable Cities and

Communities) and decreasing disparities (SDG 10: Reduce inequality within and

among countries) [34, 35]

3.6 Efficient Resource Management

Smart cities use technology like IoT sensors and data analytics to optimize resource

distribution, including electricity, water, and transportation. This helps SDG 11 by

encouraging sustainable urban development and making better use of resources.

Smart health supports SDG 11 by promoting healthier urban settings. Monitoring

air quality, creating green areas, and providing active transportation alternatives all

enhance physical and mental health. Sustainable healthcare facilities decrease both

energy usage and waste [36].

3.7 Resilience and Disaster Management

In line with SDG 11, smart cities can improve their ability to withstand calamities and

natural disasters by implementing early warning systems, real-time monitoring, and

adaptable infrastructure and SDG 13 by promoting climate resilience and disaster

risk reduction [37].

3.8 Environmental Sustainability

In order to help accomplish SDGs 14 (Life below Water), 15 (Life on Land), and 13

(Climate Action), smart cities may monitor and regulate environmental issues like
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waste management, energy consumption, and air and water quality. They can also

reduce pollution and conserve natural resources [38].

3.9 Community Engagement and Empowerment

Smart city efforts frequently include public involvement platforms and digital gover-

nance technologies, which support transparent, accountable, and inclusive decision-

making procedures (SDG 16: Encourage inclusive, peaceful societies for sustainable

development, guarantee everyone’s access to justice) [39].

3.10 Public–Private Partnerships (PPPs)

Smart health projects are driven by collaboration between non-government organi-

zations, the private sector, and governments. Public–private partnerships promote

innovation, information sharing, and resource mobilization. In the context of smart

city healthcare initiatives, SDG 17 (Partnerships for the Goals) calls for collabo-

ration between public and private sectors, as well as academic institutions. This

cooperation includes telemedicine, multi-sector planning, and evidence-based poli-

cymaking. Successful healthcare innovation requires cooperation between the public

and commercial sectors, non-governmental organizations, and other stakeholders.

To combine resources, expertise, and technology for development and execution,

public–private partnerships are employed [40].

4 Smart Healthcare Initiatives

Smart health initiatives, utilizing technologies like artificial intelligence, the IoT, and

telemedicine, are crucial for the advancement of smart cities. They enable proac-

tive, personalized healthcare, streamline processes, minimize costs, and improve

quality of life. These initiatives drive innovation and sustainability, promoting a

healthier, more equitable future where healthcare is accessible to all [41]. Here are

some instances of smart health program that use technology to improve healthcare

delivery and well-being.

4.1 Telemedicine and Remote Consultations

During the pandemic, healthcare experts have welcomed remote consultations,

allowing them to diagnose problems, analyze radiological imaging, including CT
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and X-rays in great detail, and even conduct collaborative consultations with

doctors in other regions. This transformational strategy also reduces the need for

needless hospital visits, democratizing healthcare, especially for marginalized and

impoverished groups [42].

4.2 Emergency Response Optimization

Real-time connection is vital in emergency response during the “golden hour”—the

key period when effective medical intervention can save lives. In times of emergency,

smart technology provides for speedier communication, coordination, and resource

allocation [43]. Innovative healthcare systems are required in light of climate change

in order to provide safe, high-quality care in unfavorable environments, especially

in isolated or neglected locations. Digital health technologies that increase patient

information portability, decrease inefficiencies, and improve access can help adapt

to climate change. Digital health tools were quickly adopted during the COVID-

19 epidemic, but it is still unclear how resilient and effective they are in natural

catastrophes [44].

4.3 Wearable Devices and Health Monitoring

Wearable devices provide real-time health data, enabling patients and healthcare

practitioners to assess conditions, monitor vital signs, and identify abnormalities

early. These technologies allow people to take control of their health and implement

preventive interventions [45].

4.4 Predictive Analytics for Disease Prevention

Machine learning algorithms use health data to anticipate disease outbreaks, identify

high-risk groups, and optimize resource allocation. Smart analytics improves health

outcomes by averting epidemics and enhancing public health planning [23].

4.5 Health Information Systems and Interoperability

Healthcare providers can communicate data more easily when they integrate elec-

tronic health records (EHRs) with health information exchanges. Interoperability

increases care coordination, eliminates service duplication, and leads to better patient

outcomes [46].



A Framework for Sustainable Smart Healthcare Systems in Smart Cities 69

4.6 Environmental Monitoring for Health

Smart cities use IoT devices to monitor air, water, and sanitation. Environmental vari-

ables have a considerable influence on health outcomes, and real-time data guides

policy choices and interventions [47]. These initiatives promote excellent health,

fairness, and sustainable communities, which are all in line with the SDGs. As tech-

nology progresses, smart health will play an increasingly vital role in shaping how

healthcare is delivered in the future.

5 Opportunities and Challenges of Smart Healthcare

Smart cities offer a promising future for healthcare with advanced technologies.

These technologies can tailor treatments to individual patients’ needs, promoting

seamless coordination among providers. We need to discuss the potential opportu-

nities and associated challenges.

5.1 Opportunities

Advanced healthcare systems in smart cities, backed by digital infrastructure and

advanced technology, present significant opportunities for innovation and transfor-

mation in healthcare delivery. Some of the potential opportunities of smart health

platforms can be mentioned as follows:

Technology and Innovation: Smart cities act as centers of research innovation and

the adoption of new technologies, offering chances to leverage cutting-edge tools

like wearable devices, telemedicine, remote monitoring, and predictive analytics

to enhance patient outcomes and healthcare delivery [48, 49].

Preventive Healthcare: Smart health initiatives enable proactive and preven-

tive healthcare by utilizing real-time data analytics and predictive modeling to

recognize health hazards, spot early illness symptoms, and implement targeted

interventions, lowering healthcare costs while improving population health. [50]

Personalized Medicine: Individual individuals can receive personalized medical

treatments and interventions based on their unique features, preferences, and

health requirements by integrating health data from wearable devices, electronic

health records, and genetic testing [51].

Community Engagement and Empowerment: Smart health initiatives help

communities engage and empower themselves in controlling their health and

well-being. Individuals can use digital health platforms, Smartphone applications,

and community health programs to obtain health information, track their health

indicators, and engage in collaborative decision-making processes [52].
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Integrated Care and Coordination: Smart health technology enables seam-

less coordination and collaboration among healthcare practitioners, resulting in

integrated care delivery across multiple care settings and specializations. This

improves care coordination, eliminates medical mistakes, and ensures continuity

of care for patients in smart cities [53].

Opportunities exist for utilizing new technologies (AI, Blockchain, and 5G) and

encouraging multidisciplinary cooperation. Deep learning can be effectively inte-

grated into smart healthcare systems in smart cities to improve various aspects of

healthcare delivery [54]. By incorporating smart health into the fabric of smart cities,

we can build healthier, more resilient communities that can live indefinitely.

5.2 Research Challenges

While smart cities provide several prospects for innovation and improvement in

healthcare delivery, addressing issues such as data security, interoperability, regula-

tory compliance, and ethical concerns is critical to realizing their full potential. A

few of such challenges are:

Privacy and Security: Protecting health data from cyber threats and maintaining

patient privacy are significant considerations. It is a matter of great concern in

providing strong security protections and privacy-preserving strategies to protect

sensitive health data in networked smart healthcare systems [55].

Equity Inclusion: Equitably accessing smart health technologies is crucial, espe-

cially for disadvantaged populations. Addressing disparities in technology, digital

literacy, and healthcare resources is essential for advancing smart cities. Priori-

tizing inclusivity in smart health initiatives can bridge healthcare access gaps,

empowering marginalized communities to utilize transformative technologies

[56]. Understanding and correcting discrepancies in access to smart health tech-

nology and digital health literacy among diverse demographic groups is crit-

ical for ensuring equitable healthcare delivery. Fostering equal opportunity and

accessibility can create a healthcare system that serves all individuals.

Ethics: Balancing technology and ethics is crucial in healthcare systems,

especially in AI-based diagnoses. Transparency and objectivity are essential

for accountability and preventing biases. Upholding ethical principles can

improve healthcare outcomes while safeguarding patient trust and autonomy

[57]. Addressing moral quandaries, avoiding fake information and legal problems

around the implementation of emerging technologies such as Machine Learning

and Deep Learning, IoT, and big data analytics in smart healthcare systems is also

a major concern [58].

Health Outcomes and Effectiveness: There is a strong need for assessing how

smart health efforts affect health outcomes, patient happiness, and healthcare

quality, as well as finding best practices and successful treatments [59].
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Cost effectiveness and Sustainability: The process that evaluates the cost-

effectiveness and sustainability of smart health technologies and interventions for

healthcare system decision-making and resource allocation is a matter of great

concern in the current scenarios [59, 60].

User acceptance and Adoptions: There is a need of the study explores the

influencing factors of user acceptance and soft adoption of smart healthcare

technologies, aiming to design user-friendly and effective healthcare solutions

[61].

Community Empowerment and Engagement: Exploring strategies for promoting

community engagement and empowerment in smart healthcare initiatives,

including participatory design approaches and community-based interventions

is another challenge during the crisis [62].

Regulatory and Policy Considerations: Analyzing regulatory frameworks, policy

implications, and governance models for smart healthcare systems to ensure

compliance with rules and ethical principles [63].

Long-term Health Impacts: Researching the long-term health consequences of

smart health interventions, such as their influence on health behaviours, illness

prevention, and health inequities is also utmost important [64].

6 Design Goals of Smart Healthcare Platforms

Several essential goals must be addressed while creating a sustainable smart health-

care system to ensure its efficacy and durability. To begin, prioritizing security and

privacy measures is critical for protecting sensitive health information and main-

taining patient confidentiality. Furthermore, encouraging interoperability among

various healthcare systems and devices facilitates smooth data interchange and

complete patient care. Equity and inclusion should be essential aspects, with health-

care services and technology available to all people, regardless of socioeconomic

position or geographic location. Efficiency and effectiveness are crucial, with the goal

of optimizing resource utilization and improving health outcomes. User-centered

design concepts should lead the creation of intuitive and user-friendly interfaces,

hence increasing adoption and usability. Community participation promotes team-

work and enables individuals to manage their health. Furthermore, sustainability

considerations guarantee that the system is both environmentally benign and econom-

ically feasible in the long run. To maintain patient trust and autonomy, ethical factors

such as openness and fairness must be included into AI-based diagnosis. Finally, regu-

latory compliance guarantees that all applicable rules and regulations are followed,

therefore ensuring patient rights and safety. By combining these design objectives,

a sustainable smart healthcare system may efficiently solve the complex difficulties

of modern healthcare delivery while also promoting health equity and increasing

patient outcomes.
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7 Proposed Framework

In the framework of smart health in smart cities with sustainable development objec-

tives, a strong technology foundation is required to smoothly incorporate health

programs integrated into the fabric of smart cities. The proposed framework for a

sustainable smart healthcare system focuses on security, privacy, data integrity and

interoperability, telemedicine, community engagement and collaboration, predictive

analytics and AI, scalability and sustainability, and environmental monitoring etc.

This suggested technological framework is presented in Fig. 2 and its key components

are illustrated as follows.

Fig. 2 Proposed framework

for smart healthcare system
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7.1 Data Integration and Interoperability

The Health Information Exchange (HIE): HIE is a standardized framework for

sharing electronic health information (EHRs) across healthcare providers. Ensure

compatibility across systems to allow for easy data sharing.

IoT Connectivity: Use dynamic sensors and smart wearable devices to gather

real-time patient health information. Integrate this data with existing municipal

infrastructure (e.g., air quality sensors, traffic control systems) to gain full insights.

7.2 Telemedicine and Virtual Health Services

Telehealth Platforms: Create secure telehealth solutions for remote consultations,

diagnostics, and follow-ups. Utilize video conferencing, chatbots, and AI-powered

triage tools.

Augmented Reality (AR) and Virtual Reality (VR): Discover AR/VR applications

for medical training, patient education, and mental health therapies.

7.3 Predictive Analytics and AI

Health Data Analytics: Use machine learning algorithms to predict disease

outbreaks, identify high-risk groups, and optimize resource allocation.

Early Warning Systems: Create models that detect health crises (e.g., epidemics,

heat waves) using environmental and health data.

7.4 Community Engagement and Citizen Participation

Mobile applications and portals: Develop user-friendly apps for health monitoring,

appointment scheduling, and wellness programs. Encourage citizens to participate

in health surveys and feedback channels.

Community Health Dashboards: Make real-time health indicators (such as air

quality and illness prevalence) available to inhabitants.
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7.5 Privacy and Security Measures

Blockchain for health data: Investigate block chain technology to protect health

information, improve privacy, and enable consent-based data exchange.

Cybersecurity Protocols: Implement strong security measures to safeguard sensitive

health information.

7.6 Environmental Health Monitoring

Air and Water Quality Sensors: Use IoT devices to monitor environmental elements

that impact health. Integrate this data with health-care systems to make more informed

decisions.

Green Space and Active Transportation: Encourage walking, cycling, and access to

parks for physical health.

7.7 Collaboration and Partnership

Public–Private Collaboration: Foster collaboration among the government, health-

care providers, technology businesses, and research institutes.

Research and innovation hubs: Establish centers for health-technology research,

testing, and innovation.

7.8 Scalability and Sustainability

Scalable Architecture: Create a flexible framework to meet population growth and

changing health demands.

Resource optimization: Optimize energy use, infrastructure upkeep, and resource

allocation to maintain long-term viability.
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8 Conclusion and Future Directions

Smart city healthcare technology has the potential to completely transform health-

care systems by improving quality of healthcare, efficiency, accessibility, advancing

towards Sustainable Development Goals, and enabling real-time monitoring, person-

alized treatment, and optimized resource allocation, promoting well-being and global

health outcomes. The suggested framework for intelligent healthcare systems in

smart cities, aligned with the SDGs, uses advanced technologies like AI, IoT

sensors, and mobile applications to enhance accessibility, efficiency, and innova-

tion. This approach aims to build healthier communities, prioritize universal health

coverage, and achieve global health equity. It aims to address modern healthcare chal-

lenges, promote equity, and enhance patient outcomes by ensuring security, privacy,

interoperability, equity, inclusivity, efficiency, effectiveness, usability, community

engagement, sustainability, and ethical compliance.

Future research in smart healthcare systems in smart cities will focus on ethical

considerations, more efficient data security and privacy, equitable access, interop-

erability, community engagement, user collaboration, environmental data integra-

tion, and sustainable models. This will advance smart health, promote technological

innovation, and improve healthcare outcomes.

References

1. Sánchez-Corcuera, R., Nuñez-Marcos, A., Sesma-Solance, J., Bilbao-Jayo, A., Mulero, R.,

Zulaika, U., Almeida, A.: Smart cities survey: technologies, application domains and challenges

for the cities of the future. Int. J. Distrib. Sens. Netw. 15(6), 1550147719853984 (2019)

2. Alavi, A.H., Jiao, P., Buttlar, W.G., Lajnef, N.: Internet of Things-enabled smart cities: state-

of-the-art and future trends. Measurement, 129, 589–606 (2018)

3. Satpathy, S., Mallick, C., Pradhan, S.K: Big data computing application in digital forensics

investigation and cyber security. Int. J. Comp. Sci. Mobile Appl., 129–136 (2018)

4. Massobrio, R., Nesmachnow, S., Tchernykh, A., Avetisyan, A., Radchenko, G.: Towards a

cloud computing paradigm for big data analysis in smart cities. Program. Comput. Softw. 44,

181–189 (2018)

5. Mallick, C., Mishra, S., Giri, P.K., Paikaray, B.K.: Machine learning approaches to sentiment

analysis in online social networks. Int. J. Work Innov. 3(4), 317–337 (2023)

6. Rangarajan, S.S., Raman, R., Singh, A., Shiva, C.K., Kumar, R., Sadhu, P.K., Senjyu, T.: DC

microgrids: a propitious smart grid paradigm for smart cities. Smart Cities 6(4), 1690–1718

(2023)

7. Richter, M.A., Hagenmaier, M., Bandte, O., Parida, V., Wincent, J.: Smart cities, urban mobility

and autonomous vehicles: how different cities needs different sustainable investment strategies.

Technol. Forecast. Soc. Chang. 184, 121857 (2022)

8. Mohammadzadeh, Z., Saeidnia, H.R., Lotfata, A., Hassanzadeh, M., Ghiasi, N.: Smart city

healthcare delivery innovations: a systematic review of essential technologies and indicators

for developing nations. BMC Health Serv. Res. 23(1), 1180 (2023)

9. Kamel Boulos, M.N., Al-Shorbaji, N.M.: On the Internet of Things, smart cities and the WHO

Healthy Cities. Int. J. Health Geogr. 13(1), 1–6 (2014)

10. George, A.H., Shahul, A., George, A.S.: Wearable sensors: a new way to track health and

wellness. Partners Univ. Int. Innov. J. 1(4), 15–34 (2023)



76 C. Mallick et al.

11. Sanjeev, S., Ponnekanti, G.S., Reddy, G.P.: Advanced healthcare system using artificial

intelligence. In: 2021 11th International Conference on Cloud Computing, Data Science &

Engineering (Confluence), pp. 76–81. IEEE (2021, January)

12. Tan, A.J., Rusli, K.D., McKenna, L., Tan, L.L., Liaw, S.Y.: Telemedicine experiences and

perspectives of healthcare providers in long-term care: a scoping review. J. Telemed. Telecare

30(2), 230–249 (2024)

13. Anshari, M.: Redefining electronic health records (EHR) and electronic medical records (EMR)

to promote patient empowerment. IJID (Int. J. Inform. Dev.) 8(1), 35–39 (2019)

14. Baig, M., GholamHosseini, H., Connolly, M.J.: Mobile healthcare applications: system design

review, critical issues and challenges. Australas. Phys. Eng. Sci. Med. 38, 23–38 (2015)

15. Angelov, G.V., Nikolakov, D.P., Ruskova, I.N., Gieva, E.E., Spasova, M.L. :Healthcare sensing

and monitoring. In: Enhanced Living Environments: Algorithms, Architectures, Platforms, and

Systems, pp. 226–262. Springer International Publishing, Cham (2019)

16. Ahad, M.A., Paiva, S., Tripathi, G., Feroz, N.: Enabling technologies and sustainable smart

cities. Sustain. Cities Soc. 61, 102301 (2020)

17. Silva, B.N., Khan, M., Han, K.: Towards sustainable smart cities: a review of trends, archi-

tectures, components, and open challenges in smart cities. Sustain. Cities Soc. 38, 697–713

(2018)

18. Visvizi, A., & del Hoyo, R. P. (Eds.). : Smart cities and the UN SDGs. Elsevier.

19. Grossi, G., Trunova, O.: Are UN SDGs useful for capturing multiple values of smart city?

Cities 114, 103193 (2021)

20. Al-Azzam, M.K., Alazzam, M.B.: Smart city and smart-health framework, challenges and

opportunities. Int. J. Adv. Comp. Sci. Appl. 10(2) (2019)

21. Gera, S., Mridul, M., Sharma, S.: IoT based automated health care monitoring system for smart

city. In: 2021 5th International Conference on Computing Methodologies and Communication

(ICCMC), pp. 364–368. IEEE (2021, April)

22. Holmgren, A.J., Esdar, M., Hüsers, J., Coutinho-Almeida, J.: Health information exchange:

understanding the policy landscape and future of data interoperability. Yearb. Med. Inform.

32(01), 184–194 (2023)

23. Ibrahim, M.S., Saber, S.: Machine learning and predictive analytics: advancing disease

prevention in healthcare. J. Contemp. Healthc. Anal. 7(1), 53–71 (2023)

24. Javaid, M., Khan, I.H.: Internet of Things (IoT) enabled healthcare helps to take the challenges

of COVID-19 Pandemic. J. Oral Biol. Craniofacial Res. 11(2), 209–214 (2021)

25. Rajabion, L., Shaltooki, A.A., Taghikhah, M., Ghasemi, A., Badfar, A.: Healthcare big data

processing mechanisms: the role of cloud computing. Int. J. Inf. Manage. 49, 271–289 (2019)

26. Dash, S., Shakyawar, S.K., Sharma, M., Kaushik, S.: Big data in healthcare: management,

analysis and future prospects. J. Big Data 6(1), 1–25 (2019)

27. Kolesnichenko, O., Mazelis, L., Sotnik, A., Yakovleva, D., Amelkin, S., Grigorevsky, I.,

Kolesnichenko, Y.: Sociological modeling of smart city with the implementation of UN

sustainable development goals. Sustain. Sci. 16(2), 581–599 (2021)

28. Papa, A., Mital, M., Pisano, P., Del Giudice, M.: E-health and wellbeing monitoring using smart

healthcare devices: an empirical investigation. Technol. Forecast. Soc. Chang. 153, 119226

(2020)

29. El-Rashidy, N., El-Sappagh, S., Islam, S.R., El-Bakry, H.M., Abdelrazek, S.: Mobile health in

remote patient monitoring for chronic diseases: principles, trends, and challenges. Diagnostics

11(4), 607 (2021)

30. Takian, A., Raoofi, A., Haghighi, H.: COVID-19 pandemic: the fears and hopes for SDG 3, with

focus on prevention and control of noncommunicable diseases (SDG 3.4) and universal health

coverage (SDG 3.8). In: COVID-19 and the Sustainable Development Goals, pp. 211–234.

Elsevier (2022)

31. Tavanti, M.: Technology innovations for the SDGs. In: Developing Sustainability in Orga-

nizations: A Values-Based Approach, pp. 389–404. Springer International Publishing, Cham

(2023)



A Framework for Sustainable Smart Healthcare Systems in Smart Cities 77

32. Howden-Chapman, P., Siri, J., Chisholm, E., Chapman, R., Doll, C.N., Capon, A.: SDG 3:

ensure healthy lives and promote wellbeing for all at all ages. In: A Guide to SDG Interactions:

From Science to Implementation, pp. 81–126. International Council for Science, Paris, France

(2017)

33. Islam, Q.T., Ahmed, J.U., Sayed, A.: Digitization and integration of sustainable develop-

ment goals (SDGs) in emerging economies. In: Fostering Sustainable Businesses in Emerging

Economies: The Impact of Technology, pp. 23–38 (2023)

34. Domínguez, J.C., Chao, C.O., Lucatello, S.: Back to the future: smart technologies and the

sustainable development goals. In: The Routledge Handbook of Smart Technologies, pp. 537–

554. Routledge (2022)

35. Pandey, U.C., Kumar, C., Ayanore, M., Shalaby, H.R.: SDG10–Reduce inequality within and

among countries. Emerald Publishing Limited (2020)

36. Fattahi, M., Keyvanshokooh, E., Kannan, D., Govindan, K.: Resource planning strategies for

healthcare systems during a pandemic. Eur. J. Oper. Res. 304(1), 192–206 (2023)

37. Mosadeghrad, A.M., Isfahani, P., Eslambolchi, L., Zahmatkesh, M., Afshari, M.: Strategies to

strengthen a climate-resilient health system: a scoping review. Glob. Health 19(1), 62 (2023)

38. Egbende, L., Helldén, D., Mbunga, B., Schedwin, M., Kazenza, B., Viberg, N., Alfvén, T., et al.:

Interactions between health and the sustainable development goals: the case of the Democratic

Republic of Congo. Sustainability 15(2), 1259 (2023)

39. Erku, D., Khatri, R., Endalamaw, A., Wolka, E., Nigatu, F., Zewdie, A., Assefa, Y.: Community

engagement initiatives in primary health care to achieve universal health coverage: A realist

synthesis of scoping review. PLoS ONE 18(5), e0285222 (2023)

40. Dionisio, M., de Souza Junior, S.J., Paula, F., Pellanda, P. C.: The role of digital social

innovations to address SDGs: a systematic review. Environ. Dev. Sustain., 1–26 (2023)

41. Jiwani, N., Gupta, K., Whig, P.: Machine learning approaches for analysis in smart healthcare

informatics. In: Machine Learning and Artificial Intelligence in Healthcare Systems, pp. 129–

154. CRC Press (2023)

42. Mroz, G., Papoutsi, C., Greenhalgh, T.: From ‘A rapid and necessary revolution’to

‘Telemedicine killed the PE teacher’: changing representations of remote GP consultations

in UK media during the COVID-19 pandemic. In: Communicating COVID-19: Media, Trust,

and Public Engagement, pp. 125–144. Springer International Publishing, Cham (2024)

43. Usoro, A., Mehmood, A., Rapaport, S., Ezeigwe, A.K., Adeyeye, A., Akinlade, O., Razzak,

J.: A scoping review of the essential components of emergency medical response systems for

mass casualty incidents. Disast. Med. Public Health Preparedness, 1–12 (2023)

44. Lokmic-Tomkins, Z., Bhandari, D., Bain, C., Borda, A., Kariotis, T.C., Reser, D.: Lessons

learned from natural disasters around digital health technologies and delivering quality

healthcare. Int. J. Environ. Res. Public Health 20(5), 4542 (2023)

45. Iovanel, G., Ayers, D., Zheng, H.: The role of wearable technology in measuring and supporting

patient outcomes following total joint replacement: review of the literature. JMIR Perioperative

Med. 6(1), e39396 (2023)

46. Deepa, V.V., Thamotharan, B., Mahto, D., Rajendiran, P., Sriram, A.L., Chandramohan,

K.: Smart embedded health monitoring system and secure electronic health record (EHR)

transactions using blockchain technology. Soft. Comput. 27(17), 12741–12756 (2023)

47. Ramírez-Moreno, M.A., Keshtkar, S., Padilla-Reyes, D.A., Ramos-López, E., García-Martínez,

M., Hernández-Luna, M.C., Lozoya-Santos, J.D.J.: Sensors for sustainable smart cities: a

review. Appl. Sci. 11(17), 8198 (2021)

48. Umair, M., Cheema, M.A., Cheema, O., Li, H., Lu, H.: Impact of COVID-19 on IoT adoption

in healthcare, smart homes, smart buildings, smart cities, transportation, and industrial IoT.

Sensors 21(11), 3838 (2021)

49. Dwivedi, R., Mehrotra, D., Chandra, S.: Potential of Internet of Medical Things (IoMT) appli-

cations in building a smart healthcare system: a systematic review. J. Oral Biol. Craniofacial

Res. 12(2), 302–318 (2022)

50. Razzak, M.I., Imran, M., Xu, G.: Big data analytics for preventive medicine. Neural Comput.

Appl. 32, 4417–4451 (2020)



78 C. Mallick et al.

51. Goetz, L.H., Schork, N.J.: Personalized medicine: motivation, challenges, and progress. Fertil.

Steril. 109(6), 952–963 (2018)

52. Belliger, A., Krieger, D.J.: The digital transformation of healthcare. In: Knowledge Manage-

ment in Digital Change: New Findings and Practical Cases, pp. 311–326 (2018)

53. Javed, A.R., Sarwar, M.U., Beg, M.O., Asim, M., Baker, T., Tawfik, H.: A collaborative

healthcare framework for shared healthcare plan with ambient intelligence. HCIS 10, 1–21

(2020)

54. Mallick, C., Mishra, S., Senapati, M.R.: A cooperative deep learning model for fake news

detection in online social networks. J. Ambient Intell. Human. Comput. 14(4), 4451–4460

(2023)

55. Sahi, M.A., Abbas, H., Saleem, K., Yang, X., Derhab, A., Orgun, M.A., & Yaseen, A. (2017).

Privacy preservation in e-healthcare environments: state of the art and future directions. IEEE

Access, 6, 464–478 (2023)

56. Badr, N.G.: Learning healthcare ecosystems for equity in health service provisioning and

delivery: smart cities and the quintuple aim. In: The Proceedings of the International Conference

on Smart City Applications, pp. 237–251. Springer International Publishing, Cham (2022,

October)

57. G Kontra, P., Quaglio, G., Garmendia, A.T., Lekadir, K.: Challenges of machine learning and AI

(what is next?), responsible and ethical AI. In: Clinical Applications of Artificial Intelligence

in Real-World Data, pp. 263–285. Springer International Publishing, Cham (2023)

58. Mallick, C., Mishra, S., Giri, P.K., Paikaray, B.K.: A meta heuristic optimization based deep

learning model for fake news detection in online social networks. https://doi.org/10.1504/IJE

SDF.2024.10057139 (In press)

59. Blonigen, D., Hyde, J., McInnes, D.K., Yoon, J., Byrne, T., Ngo, T., Smelson, D.: Integrating

data analytics, peer support, and whole health coaching to improve the health outcomes of

homeless veterans: study protocol for an effectiveness-implementation trial. Contemp. Clin.

Trials 125, 107065 (2023)

60. Bhadula, S., Sharma, S.: Personalized self adaptive Internet-of-Things enabled sustainable

healthcare architecture for digital transformation. In: 2023 Advanced Computing and Commu-

nication Technologies for High Performance Applications (ACCTHPA), pp. 1–6. IEEE (2023,

January)

61. Negash, Y.T., Sarmiento, L.S.C.: Smart product-service systems in the healthcare industry:

Intelligent connected products and stakeholder communication drive digital health service

adoption. Heliyon 9(2) (2023)

62. Sahoo, K.C., Sahay, M.R., Dubey, S., Nayak, S., Negi, S., Mahapatra, P., Pati, S.: Community

engagement and involvement in managing the COVID-19 pandemic among urban poor in low-

and middle-income countries: a systematic scoping review and stakeholders mapping. Glob.

Health Action 16(1), 2133723 (2023)

63. Lauri, C., Shimpo, F., Sokołowski, M.M.: Artificial intelligence and robotics on the frontlines

of the pandemic response: the regulatory models for technology adoption and the development

of resilient organisations in smart cities. J. Ambient Intell. Human. Comput., 1–12 (2023)

64. Norman, A.A., Marzuki, A.H., Faith, F., Hamid, S., Ghani, N.A., Ravana, S.D., Arshad, N.I.:

Technology dependency and impact during COVID-19: a systematic literature review and open

challenges. IEEE Access (2023)

https://doi.org/10.1504/IJESDF.2024.10057139


Cloud Computing Applications in Digital

Health: Challenges Related to Privacy

and Security

Tripti Rathee, Minakshi Tomer, and Ishneet Kaur Chadha

Abstract Examining the complex interplay between cloud computing applications

and digital health, the main goal is to mitigate privacy and safety-related issues.

Delving into the three service models in cloud computing, the analysis includes their

correlation with and impact on digital health services, while also scrutinizing poten-

tial threats faced by cloud-enabled digital health systems and proposing methods

to ensure robust security and confidentiality. In addition, a thorough examination

of how cloud computing applications are incorporated into the digital health envi-

ronment is done. Real-world implementations are examined to shed light on the

transformative potential of these applications, emphasizing both their benefits and

potential pitfalls. The discussed applications, such as telemedicine and teleconsul-

tation, medical imaging, hospital management, clinical information systems, use

of smart devices for medical services, and the IoMT (Internet of Medical Things),

exemplify the tangible impact of this integration.

Keywords Cloud computing · Data security in healthcare · Privacy in healthcare ·

Digital health · Cloud computing applications

1 Introduction

The infusion of digital advancements in healthcare has led to major breakthroughs,

with healthcare organizations increasingly migrating their data to cloud computing

for more versatility and optimized data access. Despite these advantages, there are

difficulties both during and after the switch to cloud-based systems. Robust safety

measures are required because cloud computing data is susceptible to vulnerabilities,

which is a serious concern.
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Protecting against data breaches and providing data privacy has become essential

in the world of digital health. Cloud computing and cloudlet adoption have become

essential for healthcare organizations; they’re no longer optional. These advances in

technology have become crucial for the healthcare industry in order to accomplish

flexibility and seamless data access [1].

User error during technology implementation as well as a lack of awareness

regarding data capture and storage are two of the most significant barriers to health-

care data security. Physicians prioritize taking care of patients over other concerns,

commonly disregarding digital data collection. Potential security risks are further

aggravated by the difference in knowledge between patients and healthcare providers

[2]. Patients might not handle data with the same caution as healthcare providers,

which could leave them vulnerable to cybercrime threats.

The adoption of cloud computing and cloudlet technologies presents healthcare

organizations with plenty of challenges, which are looked into in this chapter. It

analyzes the effects of user error and discrepancies in data security awareness, high-

lighting the immediate need for holistic approaches to deal with these problems in

the rapidly changing field of digital health.

2 Navigating Threats and Ensuring Security

and Confidentiality of Digital Health

Digital health data encompasses personal health data which can be generated in digital

format by medical gadgets. This includes personal data like a person’s weight, height,

and blood group identification alongside findings from investigations like the fasting

plasma glucose test (FGT). Digital representations of these records are maintained

on laptops, PCs, and databases employed by health information systems [3].

As patient medical records are converted to electronic health records (EHRs),

medical professionals produce staggering quantities of digital health data. Because

they are electronic, EHRs possess perks over conventional written records [4]. This is

because software may save and manipulate data effortlessly. Many hospitals, educa-

tional institutions, and diagnostic labs store these inestimable datasets, many of

which are classified as protected health information (PHI), across a variety of health

information systems (HIS).

Individually identifiable health information that is obtained from people and is

governed by national or international regulations regarding data breach disclosure is

known as protected health information (PHI). PHI includes data about an individual’s

history, present, and possibly future mental or physical well-being, the administration

of healthcare, and any corresponding monetary transactions. When combined with

medical records, common identifiers like name, date of birth, place of residence, and

mobile phone number turn into PHI. Laboratory findings, health care records, and

hospital invoices that include a patient’s identifying information are a few instances

of PHI.



Cloud Computing Applications in Digital Health: Challenges Related … 81

One of the most significant components of Healthcare Information System (HIS)

security is guaranteeing the integrity and confidentiality of patient records. Keeping

medical data protected from fraud, malware, and hackers is crucial to keeping HIS

secure. Several reasons why Hackers attack HIS are listed in Fig. 1. When sensitive or

personally identifiable data is gathered and kept on the system, privacy issues become

more prominent. Protecting privacy when sharing such data amongst medical profes-

sionals is a major challenge. A variety of information confidentiality techniques, such

as data masking, authentication, and encryption, are employed to restrict access to

authorized personnel in order to mitigate these concerns.

A major concern is the growing possibility that hackers will use PHI as their

target. Hackers put patients’ privacy at risk by trying to profit from their personal

information. Healthcare providers’ shift from maintaining paper-based records to

digital records has made their concerns worse.

Although building a national health data warehouse (NHDW) that incorporates

a variety of HIS data is essential for improving research and health care, there are

significant risks to privacy and data security. Sensitive patient data is contained within

a single organization before being integrated into the NHDW, as required by law. To

guarantee the protection of patient privacy within the NHDW, particular safeguards

must be put in place along with the establishment of a national warehouse.

Fig. 1 Reasons of data breach in healthcare industry [3]
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3 Defining Cloud Computing

Cloud computing is defined as an on-demand access model that encompasses a variety

of deployment and service models for providing hardware and software services

over the Internet. Cloud computing encompasses the real-time management and

provisioning of programs, software, resources, and information over the Internet [5].

Numerous advantages of cloud computing include easier deployment, reduced

expenses, scalability, and better use of hardware resources. Cloud computing is there-

fore used by all of the big businesses, including Microsoft, Google, and Amazon.

Additionally, more and more users are transferring information to cloud-based plat-

forms like Dropbox, Google Cloud Storage, iCloud, Slack, and IBM Cloud on a

daily basis. Different security risks arise because the cloud often poses challenges in

implementing a variety of enterprise-level security measures [6]. Even though cloud

security has gained significant attention over the past decade, there are still unan-

swered questions. It is critical for researchers, programmers, service providers, and

consumers to comprehend cloud security risks in order to implement current security

measures or create new ones, as well as to take the necessary safety precautions.

4 Service Models and Design of Cloud

A thorough analysis of the architecture and service models of the cloud is necessary

to comprehend confidentiality in it. In order to understand the security challenges,

We shall dive deep into the three service models and how they are related to digital

health.

4.1 Service Models

As illustrated in Fig. 2, there are three service models in cloud which are:

(a) Platform as a Service (PaaS)

(b) Software as a Service (SaaS)

(c) Infrastructure as a Service (IaaS).

Examples of cloud providers with cloud services can be seen in Table 1.

Software as a Service (SaaS). SaaS refers to a cloud computing service model

wherein clients can utilize applications offered by the service provider without the

need for local installation on their devices. This approach leads to cost savings

by eliminating the requirement for individual software licenses. Typically accessed

through web browsers or other client interfaces, SaaS is advantageous for end users as

it grants access to cloud-developed applications, freeing users from the complexities

of managing the foundational infrastructure. The provider bears the responsibility
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Fig. 2 Service models of cloud computing

Table 1 Cloud service providers offering various cloud services [7]

SaaS PaaS IaaS

Zoho Microsoft Azure Dropbox

Salesforce.com Google App Engine Cisco Cloud

Adobe creative cloud Heroku Mozy

Amazon Web Services (AWS)

of infrastructure management, with only a limited number of customers having the

ability to customize configurations. While SaaS works well for lightweight apps

like media players or Microsoft Word, slower network speeds can cause processing

delays for more resource-intensive apps. Pricing models for SaaS applications vary,

with some providers adopting flat-rate charges regardless of usage, while others base

charges on actual usage metrics [8].

Platform as a Service (PaaS). Platform as a Service (PaaS) is a category within

cloud computing that provides developers with a platform to program, deploy, and

maintain applications, eliminating the need for them to handle the intricacies of

managing the underlying infrastructure. Under the PaaS model, developers do not

need to install or maintain development tools locally in order to create and deploy

applications. Instead, they can access a development environment via the internet.

The cloud service provider is in charge of protecting the underlying infrastructure and

application services [7]. Customers can run existing applications or create and test

new ones by renting virtualized servers and related services from PaaS. Customers

have control over the deployed apps and their configurations, however, they lack
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authority over the operating systems, servers, networks, or storage within the cloud

environment.

Metrics such as data transfer per gigabyte, hourly usage, I/O requests per million,

storage utilization per gigabyte, and data storage requests per thousand are frequently

employed to determine the expenses associated with PaaS offerings. Some benefits of

using PaaS models include more flexibility in the development process, streamlined

version deployment, provided security including data security, recovery, and backup,

reduced costs by eliminating the need for expert personnel to manage infrastructure,

adaptability to changing circumstances, and the ability to work on a one-to-many

basis [8].

Infrastructure as a Service (IaaS). The remarkably flexible model for cloud

computing, known as Infrastructure as a Service (IaaS), offers virtualized physical

computational assets via the Internet. When it comes to infrastructure management

and control, IaaS offers clients the greatest degree of autonomy over PaaS and SaaS,

which provide more managed service layers. Under the IaaS model, a cloud service

provider accommodates the infrastructure elements commonly found in an on-site

data center, including storage, servers, communication devices, and the hypervisor

or virtualization layer. Customers are usually billed on a per-use basis, much like

they would be for electricity or water at home.

Some of the key advantages of IaaS include the capacity to swiftly scale up

and down in response to an enterprise’s requirements, greater flexibility and control

over computing resources, and avoiding the the cost and intricacy associated with

the purchase and administration of physical servers and additional infrastructure

within a data center. Each customer’s data remains isolated from other customers

even when they’re stored on the same physical server. However, with this model,

clients are responsible for managing aspects such as applications, data, runtime, and

middleware. IaaS clients are also responsible for handling security aspects related

to their applications and data content, unlike PaaS where the cloud provider also

manages some security features, or SaaS where almost everything is managed by the

provider.

4.2 How the Three Cloud Service Models Can Correlate

with and Benefit Digital Health

The three cloud service models are useful for many aspects of digital health, including

processing and storing massive datasets for clinical and research purposes as well as

offering scalable platforms for patient management systems. Ensuring compliance,

enhancing scalability, lowering overhead, and improving patient-provider collabora-

tion are all achieved while upholding strict security and privacy protocols. Detailed

explanations of these applications are shown in Fig. 3.
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Fig. 3 Use of the various cloud service models in digital health

5 Methods to Ensure Security in the Cloud

The incorporation of cloud computing has transformed healthcare information

management, preservation, and accessibility. As discussed in the previous section, the

cloud presents benefits in terms of scalability, flexibility, and collaboration. However,

it also brings with it special security challenges, especially when handling sensi-

tive medical data. Ensuring patient data confidentiality, integrity, and availability is

critical to preserving credibility in healthcare systems. Because of this, the cloud

infrastructure must have strong security put into action.

5.1 Role Based Access Control (RBAC)

Personnel working for the healthcare provider, including server management tech-

nicians and patients themselves, have access to patient health records. This covers

doctors, medical personnel, and employees of cloud service providers. It is essential

to implement a role-based access system in order to protect patient data privacy. This

is so because various roles—such as medical professionals and technical staff—need

varying degrees of access to patient data. The solution to this problem is to give each

authorized person a special ID code or number. Users are grouped according to this
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Fig. 4 Different roles that can take part in cloud based digital health [9]

ID, and each group is granted particular access rights to specific segments of the

patient data [9]. Such a system is explained in Fig. 4. For example, platform mainte-

nance staff would only have access to facts that are required for the system to function

properly, but healthcare providers and patients would have complete access to the

entire health record. This role-based structure operates seamlessly.

5.2 Authentication System

The verification of an individual’s identity is commonly referred to as user authenti-

cation. The user authentication requirements established by the cloud provider must

be fulfilled by cloud users. Depending on the integrity and dependability of the

mechanism, the provider may offer a variety of authentication methods, each with a

different level of security. Additionally, maintaining data integrity and confidentiality

depends on authentication mechanisms working properly. The increasing prevalence
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of hybrid cloud environments has made it even more important to make sure that

user authentication is interoperable [10].

Password Authentication. Although password authentication is simple and easy to

use, maintaining security requires regular updates and a certain level of complexity.

This authentication method is well-known for its vulnerabilities because it can be

challenging to verify the legitimacy of a user even when they have the correct user-

name and password. Many users tend to use the same passwords for several cloud

services, which puts their account information at serious risk of security breaches.

Password authentication is still the most common method, accounting for over 90%

of transactions, despite these disadvantages. Password authentication appears in

different challenge-response protocols used in cloud deployments today.

Trusted Platform Module-based Authentication. A secure cryptoprocessor is used

by the Trusted Platform Module (TPM), a hardware-based security component, to

store cryptographic keys and safeguard data. A related variation established by the

Trusted Computing Group (TCG), a consortium of AMD, Intel, Hewlett Packard,

Microsoft and IBM, is the Mobile Trusted Module (MTM). Due to the increasing use

of smartphones, the MTM—which was first created for telecoms terminal authen-

tication—is now being evaluated as a cloud computing authentication technique,

especially when combined with Subscriber Identity Module (SIM) integration [10].

Cloud subscribers’ devices can use special hardcoded keys for encryption, decryp-

tion, and software authentication. Moreover, TPM chips are used in a number

of security-related technologies, including biometric authentication, firewalls, and

antivirus programs. But TPM technology has flaws of its own, like vulnerabilities to

cold boot attacks that let attackers get around disk encryption and use social engi-

neering to find the master password. One major obstacle in a cloud environment is

the “Bring Your Own Device” (BYOD) philosophy, which makes it more difficult to

integrate TPM devices into business networks.

Public Key Infrastructure-based Authentication. When it comes to building the

necessary degree of trust and providing the best possible approach to protect the secu-

rity, integrity, and credibility of data and communication, using Trusted Third Party

(TTP) services in the cloud is essential. A method for implementing strong authen-

tication and authorization that is both legally acceptable and technically sound is the

Public Key Infrastructure (PKI) in conjunction with TTP. Public-key cryptography,

which PKI uses for authentication, enables users to confirm another party’s identity

based only on certificates and does not require shared secret data. Single Sign-On is

an illustration of TTP authentication in the cloud (SSO). With SSO, a user can rely

on assertions and easily access other sites without going through the authentication

process once they have received authentication from one site. But depending on a

reliable outside party to serve as an authentication server or certification authority

presents problems because it can cause a system’s fault tolerance and security to

deteriorate [10].

Multifactor Authentication. By combining several authentication techniques,

multi-factor authentication confirms the identity that a user has claimed. Increasing
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the number of authentication factors strengthens the validity of the user’s identity. ID,

password, biometrics, and certificates are the foundation of traditional single-factor

authentication. Second-factor authentication now uses SMS, email, phone OTPs,

PUSH Notifications, and mobile OATH Tokens thanks to the development of mobile

networks. These second-factor approaches are expensive, unfavorable, and logisti-

cally challenging, especially when it comes to administration, distribution, support,

and management in a cloud environment, even though they work well in closed

communities like enterprise clouds [10].

Implicit Authentication. Mobile devices are especially well-suited to the use of

user behavior observations for authentication since they can collect a wide variety

of client information, such as location, movement, communication, and application

usage. To cater a suitable solution for client and personal profile data in the mobile

cloud environment, several profiling techniques have been explored. Nevertheless,

there is currently no formal model for this method, and it is still difficult to get

around technical limitations caused by constrained device resources. Comprehensive

research on intelligent mobile authentication services is still lacking [10].

Context-Aware Cloud Authentication. While it is currently impractical to achieve

a comprehensive profile of every user and device, a context-aware cloud can

be an essential component of a dynamic and adaptive authentication system.

Improved authentication services, adaptable access control, and a responsive secu-

rity subsystem that adapts to the environment’s conditions are important elements of

this strategy. Consistently collecting structured data from users, the context-aware

cloud builds a model of the legitimate user with the ability of accessing systems and

resources by actively classifying and inferring.

Adaptive authentication is made possible by the context-aware cloud’s dynamic

nature, which enables it to change in real-time in response to a user’s risk factor.

This kind of risk-based authentication presents a dynamic system that considers the

user profile and matches it with the related risk profile for a specific transaction.

It is closely related to implicit authentication. While lower-risk profiles might be

content with a static username and password, elevated risk profiles necessitate more

extensive authentication procedures. By adjusting authentication levels according to

risk, security can be improved over traditional secret-knowledge techniques, enabling

smooth authentication without causing users any inconvenience. To preserve trust

in their identity, users actively engage in ongoing re-authentication with the cloud

service [10].

5.3 Encryption Methods in EHR (Electronic Health Record)

Systems

Strong security measures must be put in place before moving healthcare data to

a cloud system, with data encryption being the main focus. Standard encryption



Cloud Computing Applications in Digital Health: Challenges Related … 89

techniques are not, however, flawlessly supported by every Electronic Health Record

(EHR) system. The fact that different users play different roles makes this problem

worse and could result in access overlaps based on job specializations. As a result,

various access points to the EHR are required.

Symmetric-Key Encryption (SKE) is one well-known encryption method that is

renowned for both its complexity and efficiency. SKE mandates that a single key be

used for both encryption and decryption by all healthcare providers. This creates a

risk because all EHR data could be compromised at once if there is an encryption

breach. An additional encryption technique called Public-Key Encryption (PKE)

is costly and requires a public-key infrastructure (PKI) to use for storing electronic

health records (EHRs). Ciphertext Policy Attribute-Based Encryption (CP-ABE) has

been suggested as a superior choice as a substitute for healthcare institutions.

CP-ABE uses user roles to provide secure data access and management,

addressing the drawbacks of conventional encryption techniques. Because of its

reasonable performance and low storage requirements, CP-ABE can be used in

cloud-based EHR systems as a viable alternative to traditional encryption techniques.

5.4 Digital Signatures

Digital signatures affirm authenticity, integrity, and non-repudiation, which makes

them a valuable instrument in the field of digital health. This serves as a layer

of protection and is especially useful in the Health Cloud environment to prevent

possible instances of fraudulent data transactions. Using digital signatures makes

sure that digital records are authentic, which is important while dealing with cloud

computing in the digital health space. The digital signature confirms that a message

or file really came from the intended sender, giving the recipient peace of mind when

it travels over insecure channels. This security tool can be implemented efficiently

using a variety of cryptographic algorithms.

6 Applications of Cloud Computing in Digital Health

This section explores the multifaceted applications of cloud computing in the realm

of digital health, revolutionizing the landscape of healthcare services. Delving into

key domains such as telemedicine and teleconsultation, medical imaging, hospital

management, clinical information systems, and the integration of smart devices

through the Internet of Medical Things (IoMT), we will explore the unprece-

dented impact of cloud technology on healthcare delivery. By examining the syner-

gies between cloud computing and various facets of digital health, we shall gain

insights into how these innovations are reshaping patient care, improving opera-

tional efficiency, and fostering a new era of accessible and personalized healthcare

services.
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6.1 Telemedicine and Teleconsultation

Technology is rapidly and successfully integrating itself into medical treatments as it

reaches its pinnacle, giving rise to “telemedicine”—a technological innovation in the

medical field. The days of tedious tasks that are prone to mistakes are over, as exact

and faultless procedures take their place, made possible by fast internet connections.

These cutting-edge methods provide secure authentication and real-time access to

data. The idea is based on live video streaming that is seamless and cloud computing.

Authorized medical personnel can access information in a convenient format on

the internet. A lot of medical professionals are already using modern telehealth

applications, which are having a revolutionary effect on telemedicine thanks to cloud

computing [11].

Telemedicine, the remote delivery of healthcare services, is supported by this

cloud-based model. Cloud computing makes it simpler to store, process, and

share medical data easily, which improves the effectiveness and accessibility of

telemedicine services. A conceptual solution for a fully cloud-integrated teleconsul-

tation service is shown in Fig. 5. In this case, the doctor at the urban health center

can use their smart card to authenticate themselves inside the cloud-based system.

They will then be granted safe access to the database that holds details about the

patient who is receiving treatment. This model—as well as one similar to it that was

made specifically for rural health centers—was developed as part of research that

was published in the International Journal of Clinical & Medical Informatics [12].

6.2 Medical Imaging

The process of viewing the human body using varying technologies in an effort

to detect, track, or treat medical conditions is known as medical imaging. Imaging

modalities vary depending on the technology employed and the image’s informa-

tion about the body part being studied. X-ray, CT, MRI, Mammography, ultrasound

imaging, and Positron Emission Tomography are examples of imaging modalities.

The Picture Achieve and Communication System (PACS) was founded with

the intention of storing, processing, retrieving, and visualizing medical images in

response to a shift in emphasis toward patient-oriented care [13]. PACS is made up

of four components: workstations for visualizing images, imaging devices, storage

archives, and a network that connects all of the PACS components. The Digital

Imaging and Communication in Medicine (DICOM) standard is used for the distri-

bution and transfer of medical imaging data. DICOM allows medical imaging data

to be shared between devices within the same institution, but not between institu-

tions. Healthcare organizations have greatly profited from the transition of medical

images to digital systems in terms of reduced expenses, increased productivity, and

encouraged practitioner collaboration.
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Fig. 5 Cloud-based infrastructure enabling comprehensive deployment of teleconsultation services

at a municipal health facility [12]

Radiologists can use cloud computing to log into their local workstation and access

reconstruction software that runs on the cloud. Only commands and ordering are

made at the workstation level by radiologists processing images; cloud servers handle

the computational part of the process, and users’ devices preview the processed

images. Additionally, the cloud makes it possible to access information from any

location as long as there is a strong enough internet connection, which minimizes

the need for setting up and maintaining software and hardware and helps to reduce

IT costs. According to estimates, cloud computing could reduce IT costs by 20% a

year [14].
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6.3 Hospital Management and Clinical Information Systems

Hospital Management and Clinical Information Systems have witnessed a paradigm

shift with the implementation of cloud computing technologies. The integration of

cloud computing brings forth numerous advantages, transforming the way healthcare

institutions manage data, streamline operations, and deliver patient care.

One notable trend in contemporary research involves implementing Health Infor-

mation Systems (HIS) on public cloud computing platforms. This choice is motivated

by the scalability, elasticity, and cost-effectiveness offered by the cloud. However,

concerns arise when medical services share resources with unknown neighbors on

the public cloud, potentially jeopardizing the security of sensitive healthcare data.

To address this, private clouds with specialized mechanisms, such as virtual private

networks, are recommended for safeguarding sensitive medical information.

Cloud computing facilitates the upload of medical data from cyber medical devices

to private clouds (Fig. 6), creating a secure environment where doctors and patients

can access services with desirable medical Quality of Service (QoS). The challenge

lies in achieving efficient dynamic resource allocation within private clouds, as these

resources are limited and managed by independent corporations. Neural network-

based resource provisioning controllers have been proposed to optimize resource

utilization while meeting specific QoS requirements [15].

The dynamic and unpredictable nature of workload in Hospital Information

Systems (HIS) poses a challenge, especially with the sudden appearance and disap-

pearance of flash crowd workloads. Traditional auto-scaling strategies based on

thresholds struggle to adapt, necessitating dynamic workload-aware auto-resource

scaling strategies. Leveraging control theory and feedback mechanisms, cloud-

based HIS can proactively adjust resources based on predictive control algorithms,

mitigating the impact of unpredictable workloads.

Furthermore, the diversity of data in HIS, comprising text, images, and other

formats, requires a fine-grained approach to resource allocation. Cloud computing

allows for both horizontal scaling, adjusting the number of virtual machines, and

vertical scaling, modifying the configuration of original VMs. This flexibility enables

healthcare institutions to tailor resource allocations to the specific demands of

medical services, preventing resource inefficiencies.

6.4 Use of Smart Devices for Healthcare

The swift evolution of cloud computing and the Internet of Things (IoT) indicates that

cloud-based s-health systems will soon be necessary for delivering the finest medical

care [16]. Due to the constrained storage and processing capabilities of IoT devices, it

is essential to routinely transmit diverse information to cloud data centers for analysis

and processing. For IoT-based applications, the ideal union of cloud computing and
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Fig. 6 Private cloud computing structure for HIS [15]

IoT offers a multitude of advantages [17]. In a standard configuration of a cloud-

based s-health system, smart devices gather health records, known as s-health records

(SHRs), and subsequently transmit them to a cloud server for prolonged storage and

smooth collaboration with healthcare professionals. Such a system serves several

advantages as shown in Fig. 7. But because patients can no longer access SHRs

directly, this arrangement raises concerns about user privacy and data security [18].

Three main security considerations come into play: protecting patient privacy,

authenticating data owners, and safeguarding the security of outsourced SHRs.

Patients have a right to expect that licensed healthcare providers will have access to

accurate SHRs. Healthcare professionals should also confirm that a SHR is authenti-

cally issued by an authorized organization and not a fraudulent representation before

using it for research or treatment. Patients also anticipate that information about their

identities and medical conditions will not be disclosed to uninvited parties and that

their personal medical records will be stored in a confidential manner. Neverthe-

less, complete trust in the cloud service provider is not guaranteed, and the cloud is

not obligated to disclose occurrences of data loss. As an example, in 2011, specific

data outsourced by users was permanently deleted from Amazon’s extensive Elastic
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Fig. 7 Cloud architecture for smart healthcare systems [19]

Compute Cloud (EC2), highlighting the crucial need to regularly validate the integrity

of outsourced s-health records (SHRs) [16].

On a different note, patients or potentially malicious entities may attempt to

falsify SHRs for various motives, including medical insurance fraud. Therefore, the

establishment of a security-conscious solution that simultaneously addresses these

privacy concerns becomes a vital requirement for the advancement of s-health. The

most prevalent tools for ensuring integrity and authenticity verification are digital

signatures and Remote Data Integrity Checking (RDIC) protocols.

6.5 Internet of Medical Things

The Internet of Things (IoT) has quickly advanced, linking a vast number of users

and devices. Remote health monitoring systems at home are required to reduce the

total healthcare expenses and optimize healthcare processes and work-flows [20]. A

significant application of the Internet of Things (IoT) is its widespread integration in

at-home healthcare; this is sometimes called the Internet of Medical Things (IoMT).

Chronic health problems (e.g., heart or lung diseases) are on the rise due to the chal-

lenges of modern life combined with the difficulty of getting timely medical examina-

tions and advice. Furthermore, limitations like the dearth of spectrum resources and

the volume of medical data impede the continued development of IoMT, especially

in light of the requirement for real-time performance. In the context of IoMT, there’s

growing interest in in-home health monitoring to keep diseases from progressing and

to relieve the burden on the healthcare infrastructure [21].
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Through integration with conventional medical equipment, IoMT extends the

sensing and processing capabilities of IoT. More applications of IoMT are shown

in Fig. 8. IoMT makes it possible to use several body sensors on different patients,

which makes remote in-home monitoring possible. Patients can move around freely

in ubiquitous health monitoring networks, and IoMT can meet a range of healthcare

needs thanks to the adaptability of heterogeneous sensors. Despite IoMT’s potential to

offer a wide range of health monitoring services, medical centers are facing pressure

from an increasing number of patients, which is impeding its progress. Local devices,

such as laptops and cell phones, cannot keep up with the demands of time-sensitive

medical information analysis. The emergence of Mobile Edge Computing is one

paradigm that shows promise in addressing this problem (MEC). Through the transfer

of the medical analysis task to a nearby edge server, MEC reduces the load on local

devices and boosts the capabilities of IoMT by providing abundant computational

resources.

Fig. 8 IOT, enabling technologies and devices in healthcare [22, 23]
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Cloud computing can provide a strong platform for the processing, analysis, and

storage of the enormous amounts of health-related data produced by various sensors

in the context of IoMT. IoMT systems can overcome local device limitations by

utilizing the computing power of the cloud, guaranteeing accurate and timely medical

information analysis. The cloud offers the scalability required to meet the demanding

requirements of time-sensitive tasks while managing the growing number of patients.
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An IoT-Based Blockchain-Enabled

Secure Storage for Healthcare Systems

Mohd. Harish, Ishita Sharma, Meet Singh, Anushka Gupta, Mustafa Asad,

and Rohit Saxena

Abstract The Internet of Things (IoT) is transforming technology by connecting

wireless devices, RFID tags, and sensors into a seamless network. Its potential is

most evident in healthcare, where it allows for real-time monitoring of patients,

tracking of equipment, and extensive collection of health data. This technology has

the potential to revolutionize patient care and operational efficiency. However, it is

crucial to ensure that sensitive healthcare data is safeguarded. The purpose of this

paper is to investigate the integration of blockchain technology into the IoT land-

scape. In particular, we focus on the use of Ethereum-based blockchain to enhance

data security in IoT applications, which is critical in the healthcare industry. This

paper proposes a comprehensive approach to utilizing the potential of IoT in health-

care while addressing the unique needs of healthcare data. It prioritizes data secu-

rity through blockchain, smart contracts, decentralized storage, and encryption. The

paper advocates for storing healthcare data in IPFS, which is a decentralized storage

solution. Encryption adds an extra layer of security by ensuring that data remains

unreadable without the correct keys. This research aims to contribute to the broader

discourse on leveraging IoT for transformative healthcare innovation.

Keywords IoT · Blockchain · IPFS · Encryption

1 Introduction

The “Internet of Things” (IoT) has rapidly transformed our world, creating a network

of interconnected objects capable of sharing data and information via the Internet.

These IoT devices, often high-tech gadgets equipped with sensors, applications, and

electronics, possess the ability to sense their surroundings and respond intelligently,

albeit with limited power. The impact of IoT, driven by its automation, optimization,
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and analytical capabilities, has left a profound mark on numerous sectors. Smart

devices, equipped with sensors and connectivity, have simplified data collection,

management, and processing across industries, including wearables, smartphones,

smart automobiles, and more. These devices form interconnected networks that facil-

itate seamless information exchange, benefiting sectors like inventory management,

smart farming, retail, smart cities, smart healthcare, and security systems [1]. Notably,

the healthcare sector has undergone revolutionary changes due to IoT’s rapid growth

[2]. As IoT-connected gadgets are used, the challenge of finding adequate storage

space for the volume of generated data emerges. Many businesses and academic

organizations opt to store this data in cloud environments. However, the security

of cloud-stored data heavily relies on the strategies employed by cloud service

providers [3]. Users, lacking control over cloud data storage, face potential threats

from hackers and malicious users. Whether data is stored in the cloud or another

environment, maintaining robust security is imperative to safeguard user-sensitive

information from compromise. Additionally, the substantial data volumes gener-

ated by IoT applications can lead to unacceptable transmission delays, potentially

impacting the quality of service for real-time applications. To bridge the digital gap

and connect IoT devices to the digital world, communication networks are indispens-

able. Whether data is transmitted via a cloud or alternative means, ensuring a high

level of security is paramount to protect user data from potential adversaries. This

dual challenge of data storage and secure transmission is central to the IoT landscape

(Fig. 1).

IoT sensors and devices play a vital role in the healthcare sector, helping monitor

and record patients’ vital signs and health data (Fig. 2). Ensuring the privacy of

this data is crucial before designing any healthcare infrastructure [4]. For instance,

patients can use smart, connected devices to track their health data. However, these

devices often need to transmit data to remote servers like the cloud because local

storage isn’t sufficient [5]. IoT sensors and gadgets are used to collect this health

data [6]. Again, it’s essential to prioritize data privacy in healthcare infrastructure

planning [7]. Imagine a patient using smart IoT devices to monitor their vital signs.

To store this data, they must upload it to the cloud or another remote storage solu-

tion since on-site storage isn’t practical. However, during data transit, there’s a risk

of exposure to a malicious environment where it might be misused for financial

gain, compromising patient data security. This situation could lead to patients losing

control over their medical records [8]. To address these concerns, experts strongly

recommend encrypting healthcare data before transmission [9]. This approach offers

a novel solution to enhance data security in the IoT healthcare domain, incorporating

blockchain technology [10]. Blockchain technology continues to evolve and finds

various applications in today’s world. It has proven effective in the field of cyberse-

curity [11]. Blockchain’s infrastructure is particularly well-suited to address security

concerns in IoT devices, networks, and data transmission and storage. Additionally,

the complete flow of data in our system is showcased in Fig. 3.
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Fig. 1 Illustrating data exchange in the IoT environment

1.1 Contributions

The following major contributions are highlighted in this paper:

• Ethereum-based blockchain integration has strengthened healthcare IoT data

security through smart contracts and decentralized IPFS storage, ensuring robust

protection for sensitive information.
• The paper stresses IoT security, employing encryption and access control, notably

on Raspberry Pi, to ensure data confidentiality and prevent unauthorized access.
• The study contrasts Firebase and IPFS, finding Firebase faster for larger files

but highlighting IPFS as the superior choice for data integrity in healthcare IoT

decision-making.
• Ethereum’s blockchain ensures secure, transparent collaboration among health-

care stakeholders, maintaining data integrity and privacy in the process.
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Fig. 2 Data storage of patient’s health data with and without blockchain

1.2 Structure of the Work

This study is divided into five sections for clarity. In the introductory section (Sect. 1),

we present an overview of IoT and blockchain technology, and their applications in

healthcare, and address data security challenges while proposing blockchain solu-

tions. The subsequent section (Sect. 2 delves into the authors’ previous work related to

medical healthcare systems, IoT, and blockchain, along with background information

and problem formulation. Section 3 outlines our proposed methodology and research

objectives. Moving on to Sect. 4, we discuss the various techniques employed in the

study, the proposed methodology, results, and the workflow of the IoT-blockchain-

based medical healthcare system. Finally, in Sect. 5, we provide conclusions drawn

from the study’s findings and outline potential avenues for future research.

2 Related Work

The following section provides a brief overview of the reviewed literature.

Wu et al. [12] discovered that medical information often travels through inse-

cure channels, putting patients at risk of unauthorized access and tampering. To
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Fig. 3 Complete flow on information in the blockchain

address this problem, they proposed a strategy that combines blockchain technology

and general-purpose edge computing. This approach ensures secure and reliable

data transfer between medical devices (known as D2D or device-to-device commu-

nication). They also used advanced encryption techniques to protect medical data

during transfer and storage. In the end, they added blockchain for an extra layer

of security. Their simulations proved that this method is both effective and safe,

promising greater data security in healthcare. Recognizing the importance of secure

device connectivity, Ali et al. [13] proposed an approach by introducing Binary

Spring Search (BSS) and combining it with blockchain to enhance IoT network

security. BSS is rooted in deep neural networks and group theory. The researchers

also developed mechanisms for key revocation and policy changes. This resulted

in the creation of a secure patient healthcare data operating system. This system

uses blockchain and trust chains to address the efficiency and security challenges

faced by digital health information exchange. The goal of Almaiah et al. [14] was to

identify effective preventive measures against security risks in healthcare resources

using a combination of heuristics, signatures, and voice recognition techniques. They

built a system where the central node combines the functions of three identification

systems with blockchain to detect malicious sensor nodes. They also used the central

node to identify malicious nodes in Wireless Sensor Networks (WSNs) based on

criteria like sensor node hash value, node signature, and voting. Through simula-

tions, they achieved a remarkable 94.9% identification rate for malicious messages.
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In their research, Panda et al. [15] developed a decentralized IoT architecture using

blockchain technology. Their approach involved the use of hash chains for encryption

key management to ensure user privacy and secure communication. This method not

only enhanced privacy but also improved the security framework for IoT communica-

tion. Their study demonstrated that this approach outperformed traditional techniques

significantly. Velmurugadass et al. [16] designed a blockchain architecture to collect

evidence and maintain data provenance in the cloud. This involved user registration,

authentication, data encryption, storage, and activity monitoring. They employed

Elliptic Curve Integrated Encryption Scheme (ECIES) technology to encrypt data

packets from IoT devices before transmitting them to the cloud server. The system’s

public safety significantly improved through distributed scheduling. Their innova-

tive approach yielded excellent results with minimal processing costs, and it could

help trace data changes, which is crucial for accountability. In their study, Chen-

thara et al. [17] explored how to protect patients’ personal information in healthcare.

They used blockchain technology and within the blockchain, they created something

called Healthy Chain, which acted as a guardian for electronic health records (EHRs).

This framework ensured that patient data remained confidential, available, scalable,

and trustworthy. They used a system called Hyperledger Fabric, which is like a

very secure foundation, to store these health records. Additionally, they added extra

security layers by using SHA-256 hashing to protect the data. The results of their

work showed that this model greatly improved security, privacy, scalability, and how

different systems could work together when it came to sharing health information.

Mohanta et al. [18] talked about the Internet of Things (IoT). They emphasized the

importance of using IoT devices while making sure data was protected and secure.

The authors found that blockchain can prove to be secure. They even suggested that

you could use blockchain to build secure IoT applications. Blockchain’s decentral-

ized nature, which means it’s spread out and not controlled by one person, adds

an extra layer of security. Their research showed that blockchain could be a solu-

tion for privacy and security problems related to IoT. Werder et al. [19] explored

how blockchain and artificial intelligence (AI) could help with medical research and

patient health management. They wanted to make it easier for patients to manage their

health information and even get rewards for doing so. They introduced a new concept,

for organizing and understanding medical data. They imagined a system where the

health information is stored on a blockchain. This blockchain uses consensus algo-

rithms, which are like rules everyone agrees on, to support new ways of discov-

ering medicine, developing markers for diseases, and preventing health issues. When

health information is scattered, blockchain and deep learning technology can help

create a secure and open system. The main focus of Li et al. [20] was on keeping

medical information secure, exchanging it reliably, controlling who has access to

it, and protecting people’s privacy. They developed something called EHR Chain,

a system for electronic health records (EHRs) based on blockchain. This system

uses special techniques to make sure medical data is reliable and can be traced back

to its source, like a digital detective. They also connected blockchain to something

called IPFS, which is like super-secure cloud storage. The primary goal of Zaabar

et al. [21] study was to use blockchain technology to make electronic health records
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(EHRs) secure and private. They wanted to move away from centralized storage and

use distributed databases. These distributed EHRs were stored using IPFS, which

is incredibly durable and scalable. They also used Hyperledger Composer to save

summaries of data and control who can access it. The purpose of all this was to

improve the stability of healthcare management systems and make the data safe.

3 Problem Formulation

In the past decade, the IoT has brought about significant changes. IoT involves

various smart devices connected to the internet. These smart devices can collect and

share data across different applications. However, creating successful IoT applica-

tions comes with challenges such as network traffic, limited capacity, mobile device

compatibility, security, and privacy concerns. To make IoT work effectively in the

real world, we need to address these issues, including worries about data security,

privacy, and governance. One solution to tackle the privacy and security problems of

IoT devices is blockchain technology [22]. Blockchain can offer features like smart

contracts, digital signatures, and data mining to enhance security [23]. Platforms

like Hyperledger Fabric or Ethereum can be used to build IoT applications that are

secure and resistant to forgery. Before developing and deploying an IoT applica-

tion, it’s crucial to address security and privacy concerns. Threats to user security

and privacy are among the challenges that can arise during IoT implementation. To

address these issues, this study combines IoT and blockchain to enable smart devices

to operate independently without relying on a central authority. It also ensures that

data files are encrypted using advanced encryption technology before storing them

in IPFS. With this blockchain-based approach, only authorized parties can access

patient files, offering a solution to the current security and privacy problems in IoT

applications.

4 Preliminaries

This work focuses on enhancing security for health information systems using

blockchain technology. It also aims to address cybersecurity issues and privacy

concerns, especially when connecting IoT devices [24]. One aspect involves

combining blockchain and IoT to make these systems more secure and private [25].

To create secure data modules, we use IPFS, which generates cryptographic output

based on hash values.
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4.1 Techniques

Blockchain: Blockchain technology enables individuals and organizations to engage

in data transmission and financial transactions directly, bypassing the need for a

trusted intermediary. Specific types of nodes are tasked with verifying and validating

these transactions [26]. Think of a blockchain as an all-encompassing, verified finan-

cial ledger containing authenticated copies of every transaction. This distributed

ledger operates on a vast network of computers, or nodes, numbering in the millions.

Nodes autonomously join this network, each assuming the role of a network admin-

istrator. The inherent design of a blockchain, decentralized and lacking a central

repository of information, renders it virtually impervious to hacking attempts. The

architecture of a blockchain accommodates a continually expanding list of ordered

documents referred to as blocks, with each block carrying a timestamp and a link

to its predecessor. Figure 4, provides an overview of the fundamental framework of

blockchain technology.

Blockchain information is securely stored in a distributed ledger maintained by

computers known as nodes. This technology serves as a robust method for safe-

guarding sensitive data within the system, allowing for the secure exchange of such

information between parties. This versatile tool enables the consolidation of rele-

vant files in a single, secure location. Leveraging blockchain expedites the search

for trial participants meeting specific criteria. In essence, blockchain operates as

a peer-to-peer (P2P) network of nodes, ensuring secure storage and recording of

transaction histories without reliance on any central authority. Figure 5, offers a

step-by-step illustration of how blockchain technology operates. The network’s data

Fig. 4 General framework of blockchain
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storage and transmission capabilities foster dependable collaboration by continu-

ously documenting past and current events. This tool has the ability to connect

multiple systems, offering valuable insights into a patient’s treatment journey. The

immutability and security of blockchain technology are widely recognized. Notably,

information isn’t stored in a singular repository but is instead distributed and dupli-

cated across a network of computers. As new blocks are added, every computer in

the world automatically updates the blockchain [27].

IPFS: IPFS, a decentralized file-sharing network, uniquely identifies files based on

their content by utilizing cryptographic hashes, which are conveniently stored on a

blockchain. However, direct file sharing among users through IPFS is not possible

[28]. Instead, it employs a distributed hash table to gather information about file

locations and node connections. IPFS stands as a peer-to-peer, decentralized file-

sharing system, and its notable innovation lies in replacing traditional geolocation

with content-based addressing. In simpler terms, it relies on hash functions rather than

Fig. 5 Flowchart of encryption and decryption
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file addresses [29]. Each file uploaded to IPFS is assigned a unique hash, making

it easily retrievable if known. IoT data is generated in a secure environment and

then preserved within IPFS to ensure that only authorized parties can access it.

To safeguard sensitive medical information, the study employed the Elliptic Curve

cryptographic method, prioritizing privacy, data integrity, and effective management

[30, 31].

Ethereum: Ethereum, a blockchain platform, stands as an open-source, decentralized

system distributed across numerous computers. Conceived in 2014 by Vitalik Buterin,

Ethereum drew inspiration from the Bitcoin cryptocurrency [32–34]. Ethereum

employs the elliptic curve digital signature algorithm, much like Bitcoin, with this

algorithm rooted in the discrete logarithm problem, yielding a pair of cryptographic

keys. To secure its network, Ethereum relies on an elliptic curve known as Secp256k1.

5 Proposed Methodology

In this section, we will discuss an approach to address data security concerns within

the healthcare IoT environment using blockchain technology. The process begins

with the sender transmitting the patient data file. Subsequently, a pair of Public

Key Cryptography (PKC) public and private keys are generated. Using the public

key of the intended receiver, the file is encrypted. Following this, Elliptic Curve

Cryptography (ECC) public and private keys are generated. The PKC-encrypted file

is then encrypted once more, this time using the ECC public key of the recipient. The

resulting protected data file is stored on IPFS, and a fixed-value hash, in conjunction

with the transformed key, is recorded on the blockchain. When the receiver requests

the patient data file via IPFS through the blockchain, the hash value is checked, and

upon a match, IPFS sends the protected data file. The receiver then decrypts the

protected data file. First, the file is decrypted using the ECC private key specific to

the receiver. Once this is accomplished, the ECC-decrypted file undergoes another

decryption using the PKC private key corresponding to the receiver. Ultimately, the

original file is obtained, and the key is transformed back to its original state, ultimately

extracting the original patient data file for transmission. For a visual representation of

this process, consult Fig. 4, which outlines the workflow of our proposed approach.

The steps for showing the process of data transmission from the sender end to the

receiver end have been described below:

Step 1: Sender sends the data (Dp) containing patient information.

Step 2: Patient’s data file (Dp) is encrypted using a symmetric key (K sym) creating

a protected data file (Dp’).

Step 3: Receiver’s public key (Pub KR) is used to convert the symmetric key (K sym)

into an encrypted form (K ′

sym).

Step 4: The protected data file (Dp’) is sent to IPFS file storage.

Step 5: A fixed-value hash (HD) is generated by IPFS as an acknowledgement.



An IoT-Based Blockchain-Enabled Secure Storage for Healthcare Systems 109

Step 6: The hash value returned from IPFS is stored on the blockchain along with

K′.

Step 7: Receiver submits the request for the patient’s data file (Dp) to IPFS through

blockchain.

Step 8: The data file D
′

p is sent to the receiver by matching the hash (HD) as a

response by IPFS.

Step 9: Receiver’s private key (Pri KR) is used to decrypt the protected (Dp) data

file. The encrypted key (K ′

sym) is again decrypted to its original form (K sym).

Step 10: The symmetric key (K sym) is used to extract the original data (Dp) from

the protected data file (D′

p).

6 Results and Discussion

The proposed methodology underwent initial validation on the Ganache platform,

followed by simulating the behaviour of the primary network. A standalone instance

of Ganache was employed to simulate a blockchain network. The front end, respon-

sible for record addition and viewing, was developed using ReactJS, while the back

end was implemented in JavaScript. Additionally, patients’ cryptographic keys were

securely stored at MongoDB. To recreate a blockchain network, we utilized the

Ethereum platform in conjunction with Solidity for testing purposes, and Web3-JS

was employed to interact with the blockchain. INFURA was harnessed to offer reli-

able, secure, and scalable access to the IPFS gateway and to comprehensively test

the IPFS network during the testing phase. The proposed solution was constructed

using Firebase and IPFS platforms, enabling us to assess the speed of uploading

and downloading data files. Five images (jpg format) were used of sizes—50 KB,

100 KB, 150 KB, 300 KB and 800 KB, both on a decentralized database hosted on

IPFS and on Firebase, with subsequent recording of upload and download times.

This entails a comparative analysis of the proposed approach’s confidentiality, data

integrity, and access control aspects in contrast to established blockchain techniques.

The results depicted in Fig. 6 showcase the upload and download speeds of data

files in the recommended approach utilizing the Firebase platform. In this scenario,

5 different JPG files employed from the Firebase database, and the timestamps for

upload and download were recorded.

The outcomes presented in Fig. 7 illustrate the speed at which data files can be

uploaded and downloaded using the IPFS platform.

Figure 8 underscores the contrast in download times for the .jpg data file

between the Firebase and IPFS systems. Our analysis reveals that the IPFS platform

outperforms the centralized Firebase platform in terms of download speed.

Our system ensures data security for IoT-based healthcare data by processing all

transactions (linked to IPFS) on an Ethereum-based blockchain network. Figure 9

presents the difference in download times for the .jpg data file between Firebase and

IPFS. As anticipated, the files with larger sizes require more time for uploading and

downloading on both IPFS and Firebase.
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Fig. 6 Upload–download

times on the firebase

platform

Fig. 7 Upload–download

times on the IPFS platform

7 Conclusion and Future Scope

This study explored how blockchain could help address challenges in the medical

field related to IoT. It did so by focusing on encryption and access control. We utilized

Ethereum’s structure to enhance data security and enable seamless collaboration

among different stakeholders. To collect and secure data, we employed a Raspberry

Pi IoT device, which generated and encrypted the information before storing it in

IPFS for decentralized storage. We thoroughly analyzed upload and download speeds

for both Firebase and IPFS, highlighting the differences between them. Our findings

suggested that while Firebase could perform better in terms of speed for larger files,

IPFS significantly outshone Firebase when it came to data integrity. Future research
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Fig. 8 Comparison of

uploading for .jpg file on

Firebase and IPFS platform

Fig. 9 Difference of

download times of .jpg files

on Firebase and IPFS

platforms

can explore large-scale simulations and different blockchain platforms for managing

agreements among system participants.
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Abstract Modern IoHT combines health-related items like sensors and remotely

monitored healthcare equipment for patient data evaluation and management. The

integration of 5G and blockchain enhances this system’s capabilities. Blockchain

ensures secure data storage and exchange, benefiting various healthcare aspects such

as monitoring equipment, clinical trial data, mobile health apps, electronic health

records, and insurance data. The proposed framework utilizes medical devices to

collect patient data, which is kept on an online database along with pertinent health

information. 5G and blockchain technology facilitate secure, high-speed data trans-

mission. An Artificial Neural Network (NN) is employed to predict diseases and their

severity. Various classifiers are compared, with the NN classifier achieving a 98.98%

accuracy rate. This trained NN provides more accurate and intelligent predictions

compared to traditional classifiers.

Keywords Artificial neural network · Blockchain technology · 5th generation

1 Introduction

Telemedicine employs real-time video and store-and-forward modes for remote

medical consultations. The former offers immediate video assessments but relies

on good internet and equipment. Store-and-forward involves data storage and

forwarding, useful in regions connectivity challenges, typically with a 24–48 h

response time. Challenges arise from time and distance, with CDSS and 5G inte-

gration mitigating these issues. CDSS reduces response times by providing treat-

ment recommendations based on symptoms. 5G enables faster data transmission

and remote vital sign monitoring through smart devices, improving access to care.
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Fig. 1 Block diagram

Blockchain enhances security and data integrity while facilitating data sharing.

By addressing these factors and integrating IoT, blockchain, and 5G technologies,

telemedicine enhances healthcare delivery, reducing treatment time from days to

minutes, and improving the healthcare system’s quality and efficiency [1–3].

Block diagram

See Fig. 1.

System requirements

Hardware:

• MAX30100
• ESP8266 NodeMCU
• Touch sensor
• LM35 sensor
• LCD 16 × 2 Display
• Buzzer
• Wifi module
• LEDs
• Jumper wires
• PCB

Software:

• Arduino IDE
• Embedded C
• Blynk Cloud
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Working process

The brains behind the system are NodeMCU. Via the I2C interface, the MAX30100

and the touch screen are linked to the nodeMCU. The serial bus interface connection

protocol is called I2C (Inter-Integrated Circuit). Given that it only requires two wires

for communication, it is also known as a TWI (two-wire interface). SDA (serial data)

and SCL (serial clock) are the two connections. I2C is an acknowledgment-based

communication protocol, meaning that after sending data, the transmitter waits for

the receiver to acknowledge the transmission to be able to determine if the data

was successfully received by the receiver. I2C functions in two modes: 1. Master

mode 2. In a parallel connection, SDA and SCL wires are used for data exchange

and devices on the master and slave aligned clocks. LCD panels and MAX30100

have connections this way, while the temperature sensor is single-channel, connected

to a digital pin separately. Blynk is a free IoT platform available on Google Play,

requiring an active Wi-Fi connection and a NodeMCU. NodeMCU code should

include “BlynkSimpleEsp8266.h” and an authentication code for app access. The

Blynk App displays data uploaded to the Blynk App Server under a registered login

ID.

Block-Chain Technology

Blockchain is widely applied in healthcare for secure record transfers, medicine

supply chain management, and genetic research. It offers transparency, security, and

privacy through decentralized storage and authentication. Blockchain enables quick

and safe information sharing among patients, doctors, and providers, overcoming

privacy and regulatory challenges [4, 5]. This integration enhances patient care and

data integrity. In online healthcare monitoring, sensors continuously observe patients,

ensuring security. Data collection, disease investigation, and diagnosis are facilitated

through sensing and monitoring devices, with communication and security ensured

by 5G and blockchain [6, 7].

NodeMCU Firmware:

Based on the ESP8266 Api 0.9.5, NodeMCU is is a freely available Network of

Things framework that uses the Python programming language. It contains free

applications such as spiffs and lua-cjson. Originating from the ESP8266 release

in December 2013, NodeMCU development began in October 2014, with the first

firmware file committed by Hong. It expanded to open-hardware with Huang R’s

contribution of the gerber file for devkit 1.0. Tuan PM then ported the MQTT client

library to ESP8266, enabling MQTT IoT support with Lua. A significant update in

January 2015 incorporated u8glib, allowing NodeMCU to drive various displays like

LCD, OLED, and VGA screens.

NodeMCU ESP8266:

NodeMCU originated after the introduction of ESP8266 in December 2013, a popular

Wi-Fi SoC for IoT applications. Development of NodeMCU began in October 2014,

with Hong’s first commit to the GitHub repository. Developer Huang R contributed
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the gerber file for the ESP8266 devkit v0.9 in December. Tuan PM ported the MQTT

client library, enabling MQTT support with Lua. In January 2015, Devsaurus added

u8glib support for various displays. In the summer of 2015, the original creators

abandoned NodeMCU, but independent contributors took over, offering over 40

modules for customized firmware (See Fig. 2).

IO index ESP8266 pin IO index ESP8266 pin

0 [*] General purpose input output 1 7 General purpose input output 13

1 General purpose input output 5 8 General purpose input output 15

2 General purpose input output 4 9 General purpose input output 3

3 General purpose input output 0 10 General purpose input output 1

4 General purpose input output 2 11 General purpose input output 9

5 General purpose input output 14 12 General purpose input output 10

6 General purpose input output 12

The “ESP8266 Core for the Arduino IDE” emerged to support ESP8266-based

modules, including NodeMCU. Notable projects include “The Button” by Peter R

Jennings, “Node USB,” and “ijWatch,” an open Wi-Fi smart watch. NodeMCU pins

provide access to GPIO (General Purpose Input/output) for development purposes.

Fig. 2 Pins of NodeMCU
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LM35 Temperature Sensor:

See Fig. 3.

Features of LM35 logic module Regulators:

LM35 is a cost-effective, small temperature sensor with a voltage output proportional

to temperature from − 55 to 150 °C.

Pin

number

Pin

name

Description

1 Emitter

follower

Typical voltage of the input for 1 Vcc uses is + 5 V

2 Input

output

For every 1 °C rise, there ought to be a 10 mV increase. Can vary between

– 1 V (– 55 °C) and 6 V (150 °C)

3 Ground Three Base linked to the circuit’s ground

It’s accurate to ± 0.5 °C, has low power consumption (less than 60 µA), and

comes in various package types. You can easily interface it with microcontrollers or

platforms like Arduino by connecting the ground while offering a precisely controlled

+ 5 V signal for the input terminal bit. Within the range from 35 to – 2 V, the output

voltage goes up by 0.01 V for each one degree Celsius rise in warmth.

Pulse oximeter:

Oximeter is crucial for monitoring SpO2 during the pandemic. They use LEDs and

a photodiode to measure SpO2 levels, which should ideally be above 95%. The

MAX30100 sensor, commonly used in oximeter, provides pulse oximeter and heart

Fig. 3 LM-35 temperature

sensor
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rate data through I2C but can be affected by factors like motion, temperature, and

pressure (Fig. 4).

Pin Configuration of MAX30100 Pulse Oximeter Heart Rate Sensor Module:-

S. No. Pins Definition of pins

1 RD MAX30100 R_DRV

2 VIN Input voltage (1.8–5.5 V)

3 INT MAX30100INT

4 SDAIIC-SDA

5 IRD MAX30100 IR_DRV

6 SCL IIC-SCL

7 GND Base

The MAX30100 is an analog front-end, photo sensor, LED, and pulse oximeter

and heart rate sensor module combined into one. It has ambient light cancellation

and resistance to motion artifacts and it communicates through I2C. Operating at

3.3 V, it’s suitable for battery-efficient wearable devices.

Fig. 4 Pulse oximeter
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LCD display:

The 16 × 2 LCD screen is commonly used in various electronic devices due to its

cost-effectiveness and programmability. It uses a 5 × 7 pixel grid for each character;

consequently it can show sixteen separate characters on every single one of its two

lines. Command and Data are the two registers on the LCD (Fig. 5).

Instructions are stored in the Command record. For tasks like initialization, screen

clearing, and cursor control, while the Data register holds the ASCII values of

characters to display.

Pin No. Function Name

1 Surface (0 V) Surface

2 5 V (4.7–5.3 V) is the power source energy Vcc

3 Enhancing the brightness with an adjustment circuit VEE

4 When low, chooses the operation register; while high, selects the

information value

Register

Select

5 Down to retrieve data from the record; Higher for adding to it Read/write

6 Transmits information to data pins upon exposure to a high-to-low

pulse

Enable

7 Connectors for 8-bit information DB0

8 DB1

9 DB2

10 DB3

(continued)

Fig. 5 LCD Display 16 × 2
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(continued)

Pin No. Function Name

11 DB4

12 DB5

13 DB6

14 DB7

15 Dimmer VCC (5 V) Led+

16 Dimmer Ground (0 V) Led−

Protocol for Touch Sensor:

Three pins make up the control interface: GND is used to connect to the surface,

VCC is used to give power, and SIG is used for generating digital signals. Electricity

Indicator: Shiny green LED with power on the right Touch area: You may touch the

trigger hand, much like a hand icon inside the region. Whole placement: four M2

screws the module may be easily installed and set with its 2.2 mm placement hole

diameter to accomplish inter-module coupling.

2 Literature Survey

The global population strain on urban healthcare, exemplified by the COVID-19

pandemic, emphasizes the need for better patient monitoring. IoT health monitoring

systems, including pulse oximeter, play a vital role in ensuring patient safety during

surgeries and ventilation. These systems continuously monitor oxygen levels and are

applied to high vascular density areas [1, 6, 8]. IoT in healthcare enhances patient

care, reduces errors, and enables remote monitoring through microcontrollers and

gateways like Arduino and Raspberry Pi. Wireless protocols, like the HC-06 Blue-

tooth module, connect sensors for improved data-driven decision-making in densely

populated areas [3, 9].

Proposed system:

The proposed e-Health system employs blockchain technology for enhanced patient

health monitoring and data security. Blockchain addresses challenges in health-

care data security, privacy, sharing, and storage, ensuring transparency. It integrates

healthcare information among various service providers, promoting interoperability

and data integrity [4, 5]. The model continuously observes patients through a compact

sensor network, ensuring security. It collects health data and facilitates diagnosis and

medication communication. The system utilizes 5G for fast data transmission and

blockchain for security and data integrity, enhancing healthcare delivery and patient

outcomes [6, 7].
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Fig. 6 Proposed block diagram

Proposed methodology:

The system’s objective is to record sensor data and display it in a user-friendly

way. Users can access information through an app and web dashboard to check if

readings are within normal limits. It also notifies users and contacts about medication

requirements. The model is smart, predicting and identifying diseases and aiding in

treatment. It collects ambient and body sensor data, sends it to a cloud server for

analysis, uses a Neural Network for prediction, and integrates a CDSS system for

treatment information. Blockchain technology ensures security, while 5G technology

makes the system faster and more efficient. Voltage surges from sources like lightning

and electrostatic discharge can damage electronic equipment. We use the PC817 opto-

isolator to prevent surges and interface it with an ARM Processor and relay PCB.

When the relay receives 5 V, the opto-isolator connects; otherwise, it disconnects.

This 2-channel relay board allows controlling 240 V appliances from 5 V ARM

Processors (Fig. 6).

3 Results and Discussion

Hardware deployment:

This board is known to contain the incorrect value for the 1.5 kΩ pull up resistor on

D + (R10), despite the USB specification requiring this. Either a 1.5 kΩ resistor or

a suitable resistor value (such as 1.8 kΩ) to be installed between PA12 and 3.3 V

in place of the resistance that comes with it, since it is either a 10 kΩ or a 4.7 kΩ

resistor. It’s also true that certain PCs can tolerate erroneous values, so you can test

to see whether it works in your situation before changing the resistance.
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Running software:

It is necessary to flash a bootloader using Bluetooth to Sequential or ST-Link (SWD).

Reference to Bootloader Flashing. It should be noted that before downloading a

sketch, you might need to put the board in “perpetual firmware” mode after flashing

the bootloader for the first time. To do this, put a capacitor across pin PC14 and

3.3 V and reset the board. After illuminated a blank sketch, extracting the resistor,

and restarting the board, posting new sketches ought to function as intended. In the

event that the IDE resets your board successfully but dfu-util reports that no DFU

devices are at the moment, you might need to make changes to the tools-folder’s

maple-upload script. Locate the line that calls upload-reset and adjust its value to a

higher value.

Application Blynk:

Blynk was created with the World Wide Web of Things in heart. Furthermore to many

additional remarkable attributes, it can store and analyze data, present sensor data,

and wirelessly operate devices. The structure of the platform consists of 3 primary

components: Blynk Library services, Blynk application, and Blynk Host.

Features:

• Compatible with all supported hardware and devices; same API and UI
• Establishing a cloud connection through Bluetooth, wireless LAN, BLE, Ethernet,

USB (Serial), and GSM
• A group of user-friendly widgets Using virtual pins, it’s simple to integrate and

add new functionality. You can monitor history data via the Super Chart widget.

You can communicate between devices using the Bridge widget.

4 Result Analysis

See Fig. 7.

Fig. 7 Experimental kit
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Scenario-1 

Scenario-2 
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Scenario-3 

Scenario-4 

Parameters Scenario-1 Scenario-2 Scenario-3 Scenario-4

SPO2 93 95 94 94

BPM 74 70 77 73

Temperature 30 29 29 29

Touch sensor 0 0 0 0

Utilization:

1. It lessens the burden for medical experts as well as the workforce in clinics [8, 10].

2. Players can utilize it to keep an eye on their physical well-being.
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3. Remote human health analysis.

4. All health details of patient will be stored in cloud computing system [6, 7].

5. Patients are monitored from distinct places by knowing the patient health records.

6. It is also utilized to assess the well-being of an individual struggling from any

ailment that impacts oxygen levels in their blood, like: Cardiovascular attack,

Cardiovascular attack, A plastic anemia; Persistent restrictive, breathing disorder

(COPD), Retinal cancer, Inflammatory reactions [8, 9].

Benefits:

1. Provides peace of mind through easy health monitoring [1, 4].

2. Lessens the amount of labor and activity needed in institutions.

3. Enables monitoring of multiple patients in healthcare facilities.

4. Creates a comprehensive database of patient health parameter changes overtime,

aiding doctors in treatment decisions [2, 6].

5. Minimizes hospital stays with remote patient monitoring.

6. Reduces the need for frequent hospital visits for routine checkups.

7. Ensures data reliability through cloud storage, minimizing the risk of data loss

compared to paper records or single-device digital storage [5, 6].

Negative aspects:

1. Readings that are inaccurate could occur from inadequate fingertip position [9].

5 Conclusion

Blockchain technology ensures transparency and security for healthcare data,

forwarding it to cloud storage for treatment and future records. 5G technology

enhances system efficiency. This IoT-based health monitoring prototype measures

and stores data on parameters such as respiration, blood oxygen level, and circula-

tion with accuracy rate above 95%. Medical staff can access real-time data remotely.

The system aids in epidemics and crises, including COVID-19 treatment, potentially

saving lives. Future enhancements could incorporate more parameters, advanced

sensors, processors, and machine learning. The system collects data from various

sensors and employs a multi-layer architecture for connectivity, management, and

user features.
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Securing the Future of IoT-Based Smart

Healthcare: Challenges, Innovations,

and Best Practice

Iswar Kumar Patra and Saanvi Panigrahi

Abstract In this exploration of the IoT-based smart healthcare system, this chapter

explores how smart healthcare and the Internet of Things (IoT) are coming together

to reshape patient care. It talks about the good things, like how IoT helps monitor

patients and improve healthcare. But there are challenges too, like data breaches

that can expose private health info. The chapter also highlights the need for strong

security to protect patient data from cyber threats. It covers different topics, from

current issues to future trends, making it a journey into the world where technology

meets healthcare. The chapter’s main message is clear: while IoT can make healthcare

better, we must also keep patient info safe in this tech-driven era.

Keywords Healthcare · IOT · Data breaches · Technology · Cyber threats

1 Introduction

With the Immense advancement of the technology in the field of Internet of Things

(IOT) and the rapidly evolving landscape of healthcare, the integration of both these

fields results a revolutionary force that reshape the traditional paradigms of patient

care. The Internet of Things (IoT) involves connecting smart physical devices. These

devices come equipped with embedded software, sensors, and network connectivity,

facilitating the secure collection and exchange of data among them. Various Fields

like Smart cities, traffic congestion, emergency services, health care sector etc. prob-

lems are being provided with appropriate solution by the IOT. The application of

technology in IoT offers numerous advantages to the healthcare system, covering

the integration of IoT in healthcare, ranging from remote monitoring systems and

smart sensors to the integration of medical devices. It improves the quality of life,

reduces the cost of medical treatment, improves the quality of treatment of cure,

gives accurate diagnostic details of the patient and many more advantages both to
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the health care providers and to the patient. The IOT has a large potential in order

to serve in the health care. Not only it provides efficient, real time correct analysis

of the patient but also provides effective ease of cost interactions between individual

patients, clinics, and healthcare through seamless and secure connectivity which is

much more beneficial in the serious cases of the patient. The device keeps the patient

safe and healthy as well as improves the health care providers towards the patient.

Smart Health care devices collect numerous data from a set of real-world cases with

great accuracy, less time consuming and increases the size of the diagnosis data.

Therefore, Different types of medical devices, sensors, diagnosis devices can be

viewed as an integral and core part of IoT.

Further in this chapter we are going to discuss about few topics related to IOT

based healthcare innovation, benefits, applications, security threats, vulnerabilities,

privacy and security challenges as well about its future trends.

1.1 Importance of Healthcare Innovation

In the ever evolving landscape of the healthcare system, the rising of the chronic

diseases leads to get attention in the innovation in the health care system [1]. As

the demands on healthcare system grows, the old and traditional method facing

challenges of inefficient, resources allocation, including operational efficiency and

the quality of patient care, so the need of the innovation in the technology is much

more important and allows the healthcare providers as well as the patient to obtain

information at a speed they have never seen before.

Innovation in IOT plays in crucial role in Overcoming operational inefficiencies

in which manual process and outdated communication methods and introducing

automation in order to enhance efficiency of the workflow, in optimizing allocation

of resources in order to provide real time insights into utilization of the resource and

enabling informed decision making and efficient resource management. Enhancing

the care of the patient and elevating the quality of patient care through personalized

treatment plans and addressing the burden of chronic diseases by offering solutions

for remote patient monitoring and proactive diseases management. In the Innovation

of Healthcare, the integration of IoT based smart healthcare system providing pivotal

force and promising transformative changes across the various aspects of healthcare

delivery.

1.2 IoT Health Care Benefits

The use of IOT within healthcare transform the entire healthcare industry from

improving patients’ health and increasing efficiency of healthcare workers and facil-

ities. IOT within healthcare able to extract more data which leads to better health

care to patients. Even the health institutes also estimated that the integration of IOT
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(EHR systems) in hospitals improves profitability. Obviously while utilizing IOT,

healthcare providers must take care of privacy and security rules. Typically, the IT

departments of medical institutions and hospitals employ secure methods for data

storage; however, certain challenges still need addressing. The Internet of Things is

consistently and steadily expanding within the healthcare industry [2]. Implementing

IoT in healthcare presents numerous benefits outlined below:

1. Cost Reduction:

Healthcare providers can monitor patients in real time using IoT-connected devices.

This leads to a decrease in unnecessary hospital visits, saving time, reducing hospital

stays, and minimizing unnecessary re-admissions.

2. Enhanced Patient Experience:

Patients remain consistently connected to IoT devices, contributing to more accurate

diagnoses as doctors have access to crucial and necessary data.

3. Improved Medication Management:

IoT solutions streamline drug management, reducing the time medical staff spends

searching for medications.

4. Positive Outcomes:

By integrating healthcare solutions with technologies such as cloud computing, big

data, and IoT, caretakers can track real-time data. This capability aids in making

informed decisions, ultimately leading to more effective and efficient healthcare for

patients.

5. Efficient Treatment Practices:

Accessing and collecting real-time data provided by IoT networked devices allows

healthcare providers to offer personalized and efficient treatments.

6. Enhanced Patient Care Experience:

Proactive treatments, accurate diagnoses, timely interventions by doctors, and

superior treatments contribute to an improved overall patient experience.

In the fast-paced contemporary world, individuals often lack the time for consec-

utive visits to clinics and medical facilities. Healthcare mobile apps offer a multi-

tude of conveniences and play a crucial role in society. Presently, medical practices

can seamlessly operate on a unified platform, effectively managing various aspects

of business without the need for multiple software implementations. It is now an

opportune moment to embrace change and incorporate technology. The healthcare

sector presents numerous opportunities and benefits. Gratitude is owed to evolving

technology, which empowers us with impactful IoT applications for managing and

enhancing health experiences.

So, in the sections of this chapter dive into the specific aspects of IOT in healthcare

including its applications in the healthcare facilities, patient monitoring and diag-

nosis, remote patient monitoring system, cyber security challenges and the future

directions of this rapidly evolving field.
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The following literature survey will provide depth and breadth of existing research

in the field of IoT and its applications in healthcare field.

2 Application in Remote Patient Monitoring

Due to the emergence of highly infectious diseases such as COVID-19, the shift in

demographics towards an aging population, and the increase in health complications,

several remote patient monitoring systems (RPMS) are gaining popularity. Tech-

nological advancements have significantly expanded the usage of RPMS. In these

systems, specific focus is placed on patients with conditions like chronic diseases,

infectious diseases, mobility challenges, and other disabilities. The primary objective

is to enhance the comfort of patients in their daily lives. Patient monitoring systems

typically involve wired sensors connected to computers within medical facilities.

However, a drawback of this system is that it limits patient mobility. The devices

utilized are often large and costly, allowing monitoring for only a limited number of

patients. RPMS was introduced as healthcare facilities sought to provide home-based

healthcare. The healthcare sector’s notable improvement has prompted researchers

and companies to employ remote patient monitoring systems to enhance quality,

leading to a rapid growth in the industry.

Examples of remote patient monitoring technology:

1. Heart rate monitoring devices.

2. Blood pressure monitoring devices.

3. Remote fertility treatment and monitoring systems.

4. Programs for logging caloric intake.

5. Glucose meters designed for patients.

Benefits of Remote Patient Monitoring:

1. Enhances patient engagement—RPM devices empower patients to play a crucial

role in understanding their health conditions.

2. Improves the quality of care—RPM provides patients and healthcare providers

with access to relevant patient data, thereby enhancing the overall quality of care.

3. Enhances access to healthcare—RPM enables patients to manage basic health-

care, allowing professionals to serve more patients.

4. Provides a higher level of education and support—RPM offers daily information

to patients about their personal conditions, fostering education and support.

5. Ensures patient assurance—Constant monitoring through RPM devices gives

patients peace of mind.
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2.1 Applications of Remote Patient Monitoring

Vital Monitoring:

Vital monitoring constitutes a routine check-up that assesses fundamental physiolog-

ical parameters such as body temperature, heart rate, blood pressure, and breathing

rate. In remote patient monitoring systems (RPMS), this monitoring occurs outside

the hospital setting, significantly enhancing efficiency within hospital premises.

Consequently, there is a reduction in hospital visits, with more patients being moni-

tored from the comfort of their homes. Depending on the patient’s needs, moni-

toring can take place in real-time or on a daily basis. For instance, vital monitoring

through RPMS can promptly identify a patient’s deteriorating condition. Conse-

quently, researchers have implemented vital monitoring RPMS to detect worsening

conditions or irregularities in a patient’s body. Vital monitoring RPMS is instru-

mental in identifying disease development, leading to the creation of RMPS tailored

for disease diagnostics.

Disease Diagnostic Monitoring:

Disease diagnostic RPMS involves the examination of physiological indicators and

other parameters to analyze specific diseases. Researchers have designed diagnostic

systems to identify one or multiple diseases, including the capability to track condi-

tions such as bipolar disease. Applications in disease diagnosis are crucial as they

provide patients with insights into their current health status, helping them understand

whether they are in good health. Additionally, these applications often incorporate a

chat functionality that facilitates communication between doctors and patients.

Types of Sensors in RPMS:

According to the authors, sensors in remote patient monitoring systems (RPMS)

can be categorized as either contact-based or contactless. Contact-based sensors are

wearables that can be applied to the surface of the human body. For example, a

wearable sensor can be attached to clothing, an elastic band, or directly onto the

skin, connecting to systems or devices that offer smart functionalities. These sensors

can be placed at various locations on the human body. On the other hand, contactless

sensors encircle the human body but are not directly attached to it. They commonly

gather patient RFID or optical data, as they are generally less precise than wearable

devices. In contrast, implantable sensors can be positioned inside the heart, brain,

stomach, etc., for continuous monitoring of patients’ conditions.
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3 IOT and Chromic Disease Management

The Internet of Things (IoT) gives us many solutions to make healthcare better and

cheaper [3]. It helps improve the quality of healthcare and is important for keeping

healthcare services going. It is massive experience of bringing and connecting process

core and data-driven decision making. It plays an incredible role in managing chronic

diseases management highlight the need or restricting daily activities or both which

include heart disease, cancer and diabetes are the primary cause of death and disability

in the us.

Industry plays a very vital role in chronic diseases management concurrently

reporting and monitoring-It enables to gather information on patient health in real

time in such a way that is warble including a fitness tracker. It helps in tracking chronic

diseases infected patients health status in order to make preventative measures. A

easier way to maintain reports—Tracking on critical conditions—It helps in sending

alerts on critical conditions though increasing lifespan of patient by detecting it a right

time from normal to trigger alert in healthcare provider if there is critical condition

Remote Medical assistance—It helps in management to automate the delivery of

medication and provide remainders to patient to take their medications on time by

improving adhere and reducing the rise of complications.

In healthcare, IoT allows devices with sensors to measure a specific aspect of

a patient’s body, keeping an eye on chronic diseases [4]. It helps improve health-

care quality at a lower cost by offering effective treatment and introducing new

capabilities.

Process of getting started with chronic diseases management are

1. Identifying the patient—Making a list of patients can help in easy access of

the entire process. Healthcare providers can identify it based on their medical

history, current status and risk factors

2. IOT devices selection—After identification, selection of appropriate devices or

network for monitoring and collecting data like glucose monitors, blood pressure

monitors, smart scale such as fitness traders

3. Data collection and Analysis—Medical devices are designed to gather data. It

is the process of gathering, measuring and analysing accurate data.

4. Care plan development—After collection, the health care provides a care

plan to the patients.it includes lifestyle changes improvements and follow up

appointment

5. Remote Monitoring—It allows healthcare providers to intervene early in case of

any critical conditions and male appropriate prevention moves before any serious

complication occurs. It also generates alerts if there is a need for urgent medical

attention

6. Patient education and Engagement—For better outcomes and effective

improvement they need to be complete aware of the entire process. It facili-

tates by providing real time reminders to patients about medication, lifestyle

changes and follow up appointments.
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7. Continuous Improvement—It is an effective healthcare plan and modification

for a patient’s health improvement

Concluding, the chronic diseases addressed in this book don’t encompass all

potential illnesses; instead, they spotlight the most widely discussed ones. Addition-

ally, the identification of innovative technologies is grounded solely in the selected

literature, acknowledging the potential presence of other technologies in different

studies.

4 Security Threat Landscape in IoT Healthcare

The increasing volume of IOT based health care systems has led to an immense

rise in complexity and challenges of security of medical devices. These devices

require specialized security frameworks and technologies to address them effectivity

as well as efficiently. Healthcare organizations must implement these framework and

technologies to protect patient data and maintain integrity.

4.1 Data Breaches and Privacy Concerns

In the world of smart healthcare gadgets, like those using the Internet of Things (IoT),

technology helps make things better for patients and doctors. But sometimes, there

are problems, especially with keeping our private health information safe. Imagine

if someone who shouldn’t know about your health got hold of your information—

that’s what we call a data breach. These breaches can happen when the smart devices

we use to keep track of our health aren’t protected well enough. Although there has

been concerns regarding around security on health care devices, there has yet to be

many cases where the data has been manipulated. Medical devices in hospital are

vulnerable and can be exploited by the hackers in order to gain access of the hospital

data due to the weak configuration of the devices.

Two security tools made fake devices with pretend information, kind of like traps

[4]. When the researchers looked into it, they found that the information collected by

these traps and the attackers were able to get access to these fake medical devices. The

attackers successfully took advantage of the same weakness that had been used before

by the Conficker infections. In these situations, the attackers didn’t realize what they

had hacked, and the infected machine became a part of their controlled network

without them knowing. Therefore, there has been a rise in drawbacks in healthcare

sectors because of IOT. The IOT brings many privacy and security challenges, but as

the devices act automatically it has greater risk. Doctors in this scenario can program

the medical devices in order to monitor a heart condition of the patient so that the

doctor can send right level of electric shock which correct the heartbeat of the patient
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but if that medical devices will be exploited by the hackers, then the malicious hackers

can use the device to deliver a high rate of shock to the patient.

4.2 Unauthorized Access and Authentication Issues

Healthcare organizations are the prime targets for cybercriminals due to the presence

of sensitive information of patient and the potential for financial gain. Let envision

your health data as a well-protected space. You and your trusted healthcare providers

possess a special key, known as authentication, granting access to this exclusive

information. This key ensures that only authorized individuals, like you and your

doctors, can enter and comprehend the details of your health, maintaining a secure

and private environment.

Now, consider the concept of “Unauthorized Access” as someone attempting

to infiltrate this health space without the proper key—essentially, an unauthorized

entry. In the pages ahead, we’ll explore the significance of safeguarding your health

information from such attempts. Our journey will also delve into the strategies to

fortify your special key, ensuring that only those with rightful access can manage

and attend to your health information.

Device Vulnerabilities and Exploits:

Devices and networks needed to be secure, and important health information had to

be protected from unauthorized access [5]. Challenges were also faced with authen-

tication, ensuring only the right people could use the system, and making different

devices work well together, called interoperability. This subtopic was like looking

closely at possible weak points that bad people might use to get into our digital

healthcare world. The significant cyber security attacks in healthcare systems faced

commonly are:

DDoS Attacks (Distributed Denial of Service)

DDoS attacks, known as Distributed Denial of Service, have the potential to over-

power the system, leading to disruptions in critical healthcare application services.

This may affect timely access to patient data and interrupt communication channels

between devices and healthcare providers.

Phishing Attacks

Phishing attempts may deceive users into sharing sensitive information. This decep-

tive practice could result in unauthorized entry to patient records, jeopardizing

confidentiality and potentially influencing treatment plans.

Device Tampering

Exploiting weaknesses in device security could grant unauthorized individuals the

ability to manipulate medical devices. This poses significant risks, as manipulation
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might lead to inaccurate health readings or the unauthorized access of real-time health

data for patients.

Data Interception

Weaknesses in data transmission could expose health data to interception. Unautho-

rized entry to patient information during transmission may compromise privacy and

confidentiality, potentially leading to the inappropriate use of sensitive health details.

Malware Infections

If malicious software enters the system, it could mess up the accuracy of health data

and allow unauthorized access to patient records. This could seriously impact how

patients are cared for.

Man-in-the-Middle Attacks

During a man-in-the-middle attack, hackers sneak into communication between

devices and healthcare providers. This breach could let them access sensitive health

info, threatening patient confidentiality.

Insufficient Authentication Measures

If authentication processes are weak, unauthorized individuals might get into medical

devices or patient records. It’s super important to make authentication stronger to

prevent unauthorized access and keep patient data safe.

Zero-Day Exploits

Zero-day exploits target unknown weaknesses in the system. Hackers can use these

undiscovered issues to potentially get unauthorized access to the IoT healthcare

network.

Eavesdropping

Eavesdropping is when unauthorized individuals listen in on communication between

devices. This invasion of privacy might expose sensitive patient info, making us worry

about keeping data confidential.

Physical Security Risks

If IoT devices aren’t properly secured, there’s a risk of unauthorized physical access.

This could mean messing with medical equipment or stealing devices that hold

sensitive health data.

Weak Encryption Practices

If encryption isn’t strong enough, health data sent over networks might be intercepted.

Strengthening encryption methods is crucial to making sure patient information stays

private during data transmission.

Fixing these weak points was super important to keep our health information

safe. Alongside these challenges, healthcare systems often dealt with big cyber-

attacks. These attacks tried to find and use the problems in our devices and networks,
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especially where we checked if users were allowed in. As healthcare kept advancing,

strong security rules were needed to protect our health services from these cyber

threats. Some significant risks that health care systems can face when there will be

system downtime and service disruption, hardware software failure, vulnerabilities

in systems, third party interferences and many more making cybercriminals easy to

attack.

4.3 Privacy Challenges in IoT

Due to the immense rise in health care systems and technologies data privacy is very

important to protect the collections of sensitive data and finance details of patient

[6]. Another privacy challenge in IoT-based health care systems is lack of control

over data sharing and low management over cybersecurity frameworks.

To solve these risks, health care organizations must implement robust data privacy

controls, including encryptions, access controls, and consent management. They

must also make sure that systems which are made with privacy in mind and must be

aware about how the patients’ data are used and shared. Therefore, Regular employee

training on data privacy and security is also important. They must be able to identify

risks and prevent them. They should be trained on how to respond to risks.

4.4 Challenges and Future Directions

The rapid growth of technological advancements means that security and privacy

technologies continuously evolve to keep up with new threats and vulnerabilities.

Health care organizations must stay up to date with latest technologies to make

sure that patient data must be protected. In order to scope up with these challenges

researchers must focus on developing standardized security and privacy on systems

[7]. Furthermore, efforts are needed to train and educate the employees, workers

and trainers for future. Finally, advancement in AI ML and block chain technology

can be used in future to improve the privacy and security of IOT-based health care

systems.

4.5 Providing Improved Patient Care

IOT in health care is also known as IoMT (internet of Medical Things). The Internet

of Medical Hardware infrastructures that connects health and technology together.

IoT uses cloud storage to get connected with it and to keep the data from the patient

to analyses later or for future analysis [8]. An example of telehealth is “The Body-

Gaudian Monitoring System” is a system that helps the physicians enhance the care to
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patients instead of denying the overly burden consumers. Requirements of the secu-

rity was provided by the system in different ways, at first it identifies the information

of the patient and data, during transmission it encrypts the data on the devices [8].

Health care organizations must implement strong and firm cybersecurity measures

in order to protect patient data, maintain data integrity and prevent financial losses.

Regular cyber security audits, staff training and taking up best practices to reduce

risks in health care systems.

Cybersecurity Measures in IoT Healthcare:

Securing health data is achieved through encryption, a method of encoding informa-

tion to ensure only authorized individuals can decipher it. This cryptographic practice

acts as a protective shield for our data as it traverses through interconnected devices

[9]. Consider IoT healthcare as a network fortress, where network security plays

a pivotal role in fortifying its boundaries. Employing segmentation, the network is

compartmentalized, restricting unauthorized access to different sections [10]. In this

way, even if one segment is compromised, the integrity of the entire system remains

intact. Authentication and access controls act as digital gatekeepers, regulating entry

into the healthcare network. Just as a castle gate requires the right credentials for

access, only authorized users, such as authenticated personnel, can navigate specific

areas within the IoT healthcare network. Maintenance of the digital infrastructure

is upheld through security patching and updates, akin to reinforcing the fortress

walls. These measures are essential for addressing vulnerabilities and ensuring the

robustness of the digital defenses in safeguarding healthcare information.

Future of IoT Healthcare Security:

The IOT has a great job in revolutionizing the health care industry by providing

immense care to patients, increasing operational efficiency, and overall health care

outcomes. These devices also bring many security challenges as the privacy and

integrity of health care data must be well protected to ensure patients privacy. As day

by day the IOT in healthcare industries are growing in a rapid manner due to which

healthcare security is a critical consideration.

Current State of IoT in Healthcare:

IOT devices in health care ranges from wearable connected devices to uncon-

nected healthcare devices (devices that are connected through wi-fi, satellite, cellular,

Bluetooth, Ethernet etc). These devices collect data, transmit and stores the sensi-

tive details of patient’s data, making them prime target for cybercriminals [11]. The

cybersecurity landscapes in health care is very complex, along with challenges:

Diversity of devices: Hospitals often have thousands of IOT devices from

different manufacturers in which each devices has its own security protocols and

vulnerabilities

Data privacy concerns: Patient sensitive data and information’s are highly valu-

able making it a prime target for hackers. Therefore, getting unauthorized access

to such devices can lead to identity theft, financial fraud and many more.
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5 Future Trends in IoT Healthcare Security

Enhanced Device Authentication

Future IOT healthcare security organisation going to focus on providing authentica-

tion to devices by integrating many devices like multi factor authentication, biometric

recognition and block chain technology to ensure only authorized person can access

and control devices [12].

Data Encryption and Blockchain

In healthcare data encryption protection is very important to secure the data trans-

mitted between devices and storage systems. Integration of blockchain technology

can ensure the integrity and confidentiality of patient data is well protected.

AI-Powered Security

AI and ML are going to play an important role in protecting IOT devices in healthcare

industry. These technologies can detect abnormal behaviours in systems and can

identify threats/risks.

Regulatory Compliance Automation

Different Automation tools will be developed to continuously monitor the healthcare

systems and regulations [13, 14]. This process can reduce the heavy burden on health

care workers and minimize the risks.

Secure Development Practices

Manufactures need to prioritize security in IOT healthcare systems while making the

devices they need to secure coding practices, regular security updates etc. in order

to minimize vulnerabilities.

6 Challenges and Considerations

There are several challenges that needed to be addressed like many hospitals have

limited resources for cyber security, some faces financial problems and some hospi-

tals needed experienced staff trainers. As day by day the advancement in IOT tech-

nologies are improving immensely. At the same time the cybersecurity risks and

threats also increase. Therefore, by prioritizing authentication, AI driven security,

secure development practices, proper trainers in medical industries, best quality of

tools (like with very less vulnerabilities) and many can evolve landscape of IOT

healthcare security, while ensuring patient safety and privacy and integrity of health

care data must be well protected to ensure patients privacy. As day by day the IOT in

healthcare industries are growing in a rapid manner due to which healthcare security

is a critical consideration.
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7 Conclusion

In conclusion, this Chapter explores the transformation of healthcare through smart

devices like IoT. It highlights the positive impacts, such as remote patient moni-

toring, while also addressing the challenges, particularly the need to safeguard our

health data. Moving forward, the emphasis is on enhancing security measures. From

securing devices to employing smart technologies, the objective is to maintain the

privacy of our health information. As we move towards the future, it is evident

that technology will continue to redefine healthcare, and ensuring the safety of our

information remains a top priority.
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Abstract Future ground transportation is predicted to be enhanced, transformed,

and revolutionized by autonomous vehicles (AV). It’s predicted that one-day intelli-

gent automobiles will displace conventional ones, capable of autonomous decision-

making and driving activities. Self-driving cars are outfitted with sensors to see and

understand their immediate surroundings as well as the environment in the distance

using more advanced communication technologies, such as 5G, to accomplish this

goal. Local perception will still be a useful tool for short-range vehicle control in

the interim, just like it is for humans. The car can reach its goal while maintaining a

set of standards (security, energy conservation, reduction of congestion, leisure), but

with the help of expanded perception, which enables anticipating of distant events.

Despite significant advancements in sensor technologies over the past few years in

the context of their usefulness to audiovisual systems and efficacy, it is not advised to

rely solely on one sensor to perform any of the self-sufficient tasks related to driving

because sensors continue to malfunction because of vibration, conditions outside,

production flaws, or other variables. Several models of architecture have been put out

as guides. To tackle this complexity, autonomous systems must be created, created,

operated, and deployed. We provide a brief review of sensors and the fusion of sensors

in self-driving cars in this study. We concentrated on the lens, radar detectors, and

laser sensor integration from the main autonomous car sensors. The state-of-the-art

in this field will be discussed, including occupancy grid mapping for navigating and

location in changing circumstances, using both pictures and three-dimensional point

cloud data, 3D object identification techniques are used, along with moving object

tracking and tracking systems. It has been demonstrated that adding more sensors to

a sensor fusion system improves both the performance and durability of the outcome.
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Additionally, using camera data for localization and mapping, which are typically

handled by sonar and laser data, enhances the perception of the world as a whole.

One of the fastest-growing fields in the self-driving car arena is sensor fusion because

it is essential to autonomous systems as a whole.

Keywords Self-driving automobiles · Self-driving cars · Fusion of sensors · Laser

radar detectors · Cameras

1 Introduction

Autonomous vehicles, commonly referred to as self-driving cars, are acknowledged

as an emerging field in development and research, with daily contributions from

several important research organizations, automotive manufacturers, and academic

institutions. The purpose of this work is to summarise current developments in sensor

fusion and autonomous car sensors. Given that sensors are essential to self-driving

cars, the integration of sensor data, accurate interpretation of that data and vehicle

control constitute the core of autonomous driving.

According to Fig. 1, the autopilot system may be classified into four major types.

Several various sensors put on the vehicle are used to sense the environment. These

are pieces of gear that collect environmental data. The sensation block processes the

sensor data by converting it through its components into meaningful information.

The output from the perception block is used by the planning subsystem for both

short- and long-range path planning as well as behavior planning. The control module

issues orders to the vehicle and makes sure it travels along the course laid out by the

planning subsystem.

In the latter half of the twentieth century, the initial effective efforts at building

autonomous cars were made. In 1984, researchers at Mercedes-Benz, University of

Munich [1] and the Carnegie Mellon University [2, 3], created the first completely

autonomous automobiles. Since then, a large number of businesses and research

institutions have created autonomous vehicle prototypes and are actively developing

the complete autonomy of cars.

In the Grand Challenge competitions held by the Defense Advanced Research

Projects Agency of the United States (DARPA) in 2004 and 2005 [4, 5] and the

Urban Challenge competition held in 2007 [6], significant advancements in the area

of self-driving cars were made. Six of the 11 self-driving automobiles in the 2007

DARPA Urban Competition finals managed to effectively navigate an urban setting

to cross the line of victory, which is seen as a significant accomplishment in robotics.

Scene perception, localization, visualization, controlling the car, path optimiza-

tion, and higher-level planning choices are the current barriers to the development of

autonomous cars Two innovative trends in autonomous driving are comprehensive

learning [7–9] and learning through reinforcement [10, 11].

Levels of Automation (0 to 5):
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Fig. 1 The self-driving car system’s block diagram

Level 0: Not using automation.

Level 5: Complete mechanization.

Fifth Level Automation Responsibilities: Under any circumstances, the vehicle can

autonomously manage all driving operations thanks to the fifth level technology.

The automated system bears full responsibility and accountability in the event of

malfunctions, failures, or accidents.

Important Points Format: Automated System Design Complexity:

A completely automated system, such as a self-driving car, is difficult to design.
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Automation Levels:

Levels start at 0 (no automation) and go up to 5 (complete automation).

Level Five Automation:

Under all circumstances, a vehicle is capable of performing all driving tasks

independently.

Accountability and Liability:

Should there be malfunctions, mistakes, or mishaps in a fifth-level system, the

automated system bears complete accountability and culpability.

Introduction of Camera Systems for Traffic Surveillance:

For the first time, AV fusion technologies are being combined with traffic surveillance

camera systems, as this article demonstrates.

Improvements for Self-Driving Cars’ Autonomous Driving:

In order to improve autonomous driving in self-driving cars, the study provides

approaches that emphasise exact localization, 4D detection, and the improvement of

AI networking accuracy.

Formulating Mathematically for Precise Localization.

The precise localization process that affects the geographic location of motor

vehicles via a multi-anchor node positioning system is given a mathematical

expression.

Deep Learning-based Autonomous Vehicle Proposal

In order to enhance artificial intelligence driving (EAID), the study suggests deep

learning-based autonomous vehicle (AV) driving systems. It also introduces cutting-

edge technologies such as the Full-Scale Cooperative Driving System (FSCDS).

Contributions of Technology

This article presents breakthroughs in deep learning-based AV systems for EAID,

accurate localization, autonomous driving, traffic monitoring, and other cutting-edge

technologies that go beyond traditional methods. These are all shown in the following

table.

Automation level Driver engagement Assistance operating mode

0 (Manual control) Full responsibility on the

driver for all driving tasks

No automated features in place

1 (Driver support) Driver maintains control with

potential assistance features

Not applicable

2 (A portion of automation) Integration of automated

functions (e.g., steering,

acceleration) requiring

consistent driver attention

Not relevant

(continued)
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(continued)

Automation level Driver engagement Assistance operating mode

3 (Automata with conditions) Driver not obligated for

continuous monitoring but

must be ready to take over

Not relevant

4 (Elevated automation) Vehicle capable of handling all

driving tasks in specific

conditions; optional

driver-assist systems available

Not relevant

5 (Total automation) Car capable of autonomous

driving in any scenario;

optional driver-assist systems

available

Not relevant

2 Hybrid Vehicles’ Sensors

There are several viewpoints from which a complex system might be seen when

it is represented using an architectural model, such as a collection of tangible

elements, development phases, Logic operations, often known as function segments,

are described in [12]. In the current research, autopilot architectures are examined

from two perspectives:

(1) A technical perspective that focuses on software and hardware parts and their

execution, and

(2) A practical strategy that contains an overview of the analysis phases that a self-

driving automobile has to go through as the natural fundamental components

of the complete system.

(i) A Technical Perspective

The two primary technological levels of a self-driving vehicle design are hardware

and software, and every single layer contains components that reflect various system

components. Numerous of those elements can be seen as distinct categories, although

others operate as the backbone of their layer, setting the rules and giving structure for

how each component interacts with the others. In Fig. 2, this description is shown.

These days, autonomous cars are huge, complicated systems with numerous

sensors for internal and exterior monitoring, and they produce enormous volumes of

data every day. Networking and computation units in cars are not anymore limited

to a few Electronic Control Units (ECUs) connected via narrow band connections

to handle all of that data, as they formerly were. The information collected by the

sensors is gathered and analysed using more powerful tools like Graphical Processing

Units (GPUs), heterogeneous computing systems with numerous cores, and Field

Programmable Gate Arrays (FPGAs). External information is also accessible through

the internet, other cars, or infrastructure along with data produced by the vehicle.
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Fig. 2 The system’s technical layout

This is known as vehicle-to-anything (V2X) communication. The physical part also

includes the actual automobile, which serves as the movable system, as well as the

actuating elements, which can vary in kind according to the application and the

environment in which the system will be used.

Each subsystem’s internal networking interfaces, such as high bandwidth connec-

tions like USB connection or Gigabit Ethernet that are used for transporting sensor

data or low bandwidth interfaces like CAN and LIN networks, enable information

exchange across the subsystems.

(ii) Practical View

From a different angle, autonomous cars are made up of conceptual or operational

components that are established based on the information flow and processing steps

carried out from data collecting through vehicle control, including internal system

monitoring. This allows for the identification of four primary functional blocks that

are shared by the majority of suggested designs and solutions in academic and
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Fig. 3 A self-driving system’s functional architecture

industrial literature: Vehicle vision, scheduling, making decisions, and motion, and

computer monitoring. Figure 3 shows a representation of these blocks.

Gathering data from cameras along with additional reports, such as the sensor

setup of the vehicle and map databases, is the main goal of the perception stage and

create a model of the surrounding environment and an illustration of the vehicle’s

condition. Proprioceptive and tactile sets of sensors are separated on the basis of

how well they accomplish these two functions. Proprioceptive sensors, such as Iner-

tial Navigation Systems (INS), inertial measuring units (IMUs), Global Navigation

Satellite Systems (GNSS), and Encoders, are those that sense the state of the vehicle.

These are employed to obtain information on the platform’s position, movement, and

odometry.

Tactile sensors keep an eye on the area around the vehicles to gather informa-

tion on the terrain, surroundings, and extraterrestrial objects. This group includes

surveillance footage, lasers (light detection and ranging), radar, and ultrasonic

detectors.

Following the gathering of all incoming sensor data, the perception stage performs

two key tasks: localization and mapping and object recognition.

(a) Digital Camera

Cameras were one of the first kinds of detectors used in automated cars, and they are

still the most popular choice among automakers, even though vision in self-driving

cars is performed with several sensors and sensor systems. Numerous different

cameras are fitted on novel vehicles. An autonomous car can see its surroundings

directly thanks to cameras. They are less costly and more widely available than sonar

or lidar, which is and they are especially good at recognizing and deciphering mate-

rial. The camera’s flaw is the amount of processing power needed to handle the data.

Using thirty to sixty frames per second, the most current HD cameras can produce
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thousands of megapixels in in each picture to produce detailed imagery. As a result,

real-time processing of many gigabytes of data is required.

(b) Radar systems

Radio Monitoring and Ranging is known as radar. Radar sensors are integrated into

vehicles for a number of purposes, such as dynamic control of speed, unseen area

monitoring, crash alerts, and conflict mitigation. Despite being an established tech-

nology, radar is constantly being developed, particularly for applications related to

autonomous driving [13, 14]. Radar employs the phenomenon known as Doppler

to measure motion directly, while other sensors calculate the difference between

two observations to calculate velocity. to directly measure motion. Since it offers

velocity information as a distinct parameter and expedites the integration of the

fusion algorithms, the Doppler Effect is essential to sensor fusion.

Although it has a limited resolution and operates at a microwave frequency of

77 GHz, long-range radar can assess speed and locate objects up to 200 m away. In

the 24 GHz and 76 GHz bands, short- and medium-range radar is an established and

reasonably priced technology. This sensor can measure distance and velocity, but

its precision is limited by broad beams and lengthy wavelengths, which can lead to

complicated return signals.

Although cameras and lidar are more effective than radar in some circumstances,

such as severe weather, sonar has lower angular precision and produces fewer images

than lidar. In contrast to cameras, which must handle video feeds that are data-

intensive, the radar must process data output at slower rates than lidar and cameras.

By creating sonar images of the surroundings, radar may be utilized for localiza-

tion. It can look below other vehicles and identify structures and items that would be

otherwise hidden. Sonar is hardly impacted by mist or rain of all the car’s sensors,

and it can see a wide area—roughly 150 degrees—and a distance of about 200 m.

Radars have limited precision when compared to cameras and radars, particularly in

the direction of the sky.

(iii) Light Detection and Ranging (LiDAR)

LiDAR is referred to as “lidar.“ Lidar measures the separation between an instrument

and a nearby object using an infrared laser beam. Most current lidars use sunlight

in an emission range, however, some employ wavelengths that are longer, which are

more effective in mist and rain.

The laser beam is scanned over the field of vision by a revolving swivel in the

most prevalent lidars. Lasers that shine are pulsed, and things reflect the pulses.

A point cloud representing these objects is returned by these reflections. Because

of the highly concentrated laser beam, the greater number of vertical scan layers,

and a large number of lidar points per layer, lidar has a substantially better spatial

resolution than radar. Since these kinds of lidars can’t measure an object’s velocity

directly, they must instead compare the positions of objects among multiple scans.

Weather and grime on the sensor have a greater impact on lidars.

Lidars, on the other hand, can scan laser beams thanks to MEMS (Micro-Electro-

Mechanical System) vibrating micro mirrors. The laser beam can be moved using
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a method akin to split matrix sonar rather than mechanically. The phase connec-

tion between the waveguides may be changed to vary the laser beam’s direction by

splitting one beam of light into numerous waveguides.

Velocity may be measured directly using coherent lidars. Having a high resolution

is useful for item identification. Lidars are capable of mapping a static scene as well

as seeing and identifying moving objects like people, animals, and automobiles. Cost

is the current barrier; however, technology is heading in the right way to reduce both

the price and the dimensions of the sensor. References [15–19] represent creative

development and research in the field of automotive lidar applications.

A novel solution in this field combines detection from radar and lidar ranges with

a camera-based predictor after providing it important areas from a lidar cloud of

points. The integration section, which is utilised to compile a list of moving objects,

is where the tracking module gets its data from. By combining item classification

from numerous sensor detections, the world as it appears is improved. Figure 4

depicts a block diagram of the various sensor awareness modules [20].

In sensor fusion from the device, radars, and laser data, low-level fusion is often

applied to pre-processed radar and lidar data rather than running the data through an

algorithm for obtaining attributes or object information. Then, an advanced fusing

block that takes camera inputs into account includes this merged information. In

this situation, high-level fusion produces detection, while low-level fusion addresses

localization and mapping. One trend in the vision in autonomous cars may be the

combination of minimal fusing as a stimulus to excellent fusion.

By employing visual category and shape information while selecting an object

detection technique, the accuracy of information connection and activity classifica-

tion may be improved. A system for tracking can transition between a point model and

a 3D boxed representation depending on how close the item is to the vehicle [21].

This implies that footage from cameras is also required for location and tracking

functions. Tracking technologies are going to be able to monitor more precisely in

the future as a result of the analysis of pertinent information about urban traffic

surroundings.

Fig. 4 A system for multiple sensing processing [20]
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3 Perceptual Data Fusion

Data fusion, also known as multi-sensor combining data, sensor fusion, or sensor

fusion, has been defined in many ways by various writers across the discipline [22–

26], however, the following questions might help clarify what it is.

• How does data fusion work?

Homogenous or heterogeneous data can be combined, merged, or integrated.

• What purpose does data fusion serve?

How to implement data fusion? Improve the quality of the data, infer underlying

information, and get a more accurate depiction of something or the environment.

Fusion of data is a complex activity that depends on the type of sensors being

used, the environment, and the intended use.

Because information often travels from sensors to programmes, following

filtering, enhancement of data, and detail extraction steps, multi-sensor data inte-

gration is a diverse area. As a result, expertise in a variety of domains is necessary,

including artificial intelligence, machine learning, probability, and signal processing.

[27].

By calibrating and integrating the sensors in the system, the initial stage in the

fusion of multiple sensors is to gather and connect the information in both time and

space. This phase is crucial since the effectiveness of the fusion stages depends on

the consistency and alignment of the data from many sources with a single reference

frame. The utilization of a multi-sensor integration system incorporating cameras,

radar, and lidar in expansive off-road vehicles brings attention to challenges related

to temporal synchronization. Some of the hurdles associated with aggregating these

sensors are elaborated in reference [28]. Reference [29] also discusses a system

with several sensors for self-driving cars, highlighting the difficulties in combining

diverse sensor data and the advantages of following a model of software design

based on clear elements and connections. You may find other instances of recent

advancements in the synchronization and calibration of sensors (lidar, radar, and/or

cameras) in [30–32].

As previously noted, there are two different ways to localize an object: using

ranging sensors or inside sensors.

In the first scenario, methods that utilize Kalman Filtration are typically used

to combine GNSS and IMU data [33, 34]. This is a tried-and-true technique, and

occasionally the processing is already completed in the detector, as is the situation

with some INSs that combine an IMU and a GNSS solution into a single unit.

There have also been improvements in visual- and lidar-odometry that use both

senses to enhance performance over a unimodal approach. In [35], an approach is

put forth in which ocular odometry is performed initially, subsequently, the fusion

of lidar data is pursued to enhance the estimation, allowing its versatile application

in both indoor and outdoor settings. Another method may be found in [36], which

couples two reliable algorithms, LOAM for lidar odometry and VISO2 for visual
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odometry. The authors of [37] propose an alternative method in which they create

virtual lidar data using a multi-camera system made up of four panoramic lenses and

integrate it into the odometer procedure.

Various SLAM methods are found in the literature, employing different combina-

tions of range sensors. Solutions range from using single cameras, groups of cameras,

stereo cameras, depth cameras, to 2D and 3D lidars. As an illustration, Yang et al. [38]

suggests a multi-camera SLAM system that generates a panoramic image by inte-

grating input from 5 cameras. The system’s performance with a single lens method

and with 3, 4, or 5 cameras set up is shown. A review of multimodal localization

strategies for mobile robots is provided in Ref. [39], which compares Visual Odom-

etry, Place Recognition, and Visual SLAM, in light of the need to respond to changing

environments and landscapes, including those that are unstructured, dirt roads, and

outside. In [40], a separate review that was solely concerned with SLAM technology

is offered.

For the sake of object identification and tracking, all of these range sensors have

also been included. The use of Deep Learning and Neural network approaches is the

foundation of the majority of current research in this field.

In Ref. [41], a lidar-camera interaction device using repeated neural systems is

proposed. They evaluate both the combined approach and the specific efficiency

of every sensor [42]. Additionally includes a Deep-Learning-based framework for

combining radar and pictures for identifying objects applications.

In a recent investigation [43], a Camera-Radar synthesis approach is introduced

for object recognition. To integrate 2D and 3D data, enhance your network system by

incorporating Region Proposal Networks (RPN) as an additional layer. On the other

hand, Ref. [44] describes a method for doing 3D tracking of objects based on the

Kalman filter by combining INS, camera, and Lidar data [45]. The user offers a more

thorough examination of multi-sensor fusion in autonomous driving, focusing on the

combination of various data from GNSS, radar, camera, Lidar, IMU, ultrasonic’s,

and V2X communications.

4 Application of This Project

The detection and identification of autonomous vehicles using sensor synthesis have

various applications across different domains. Here are some key applications:

1. Traffic Management:

Improved detection and identification of autonomous vehicles contribute to effi-

cient traffic management. This includes better traffic flow, reduced congestion, and

optimized signal control at intersections.

2. Collision Avoidance:
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Sensor synthesis aids in detecting surrounding vehicles, pedestrians, and obstacles,

enabling advanced collision avoidance systems. This is critical for enhancing safety

in both urban and highway driving environments.

3. Automated Parking:

Autonomous vehicle detection and identification play a crucial role in automated

parking systems. Sensors can help in accurately identifying available parking spaces

and guiding vehicles for safe parking.

4. Fleet Management:

• For businesses employing autonomous vehicles in their fleets, sensor synthesis

supports effective fleet management. It allows real-time tracking, monitoring,

and coordination of autonomous vehicles for logistics, delivery services, and

transportation.

5. Urban Planning and Infrastructure Design:

• Data collected through sensor synthesis can be utilized in urban planning to

understand traffic patterns, optimize road infrastructure, and design autonomous

vehicle-friendly city layouts.

6. Security and Surveillance:

• Advanced sensor synthesis assists in identifying autonomous vehicles for

security and surveillance purposes. This is valuable in applications such as

border control, monitoring restricted areas, and ensuring compliance with traffic

regulations.

7. Smart Infrastructure Integration:

• Integration with smart city infrastructure, such as intelligent traffic lights

and dynamic road signage, relies on accurate detection and identification of

autonomous vehicles. This facilitates seamless interaction between vehicles

and the surrounding infrastructure.

8. Emergency Response Coordination:

• Quick and precise identification of autonomous vehicles is essential for emer-

gency response services. It enables efficient coordination during emergencies,

accidents, or medical situations involving autonomous vehicles.

9. Public Transportation Enhancement:

• In public transportation systems, the detection and identification of autonomous

vehicles contribute to the integration of autonomous shuttles or buses. This

enhances the overall efficiency and reliability of public transportation services.

10. Research and Development:

• Sensor synthesis applications also extend to research and development in the

field of autonomous vehicles. It facilitates the testing and validation of new

technologies, algorithms, and sensor configurations for improved autonomy

and safety.
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5 Conclusion

Two important aspects in the development of autonomous vehicles were the decrease

in fatal collisions and the human factor as a contributing factor. The goal was to create

an autonomous vehicle that could drive itself more reliably than a person. Vehicle

performance must improve in addition to mimicking human conduct in order to

accomplish this difficult goal. This process depends on the sensors’ and the sensor

fusion systems’ dependability. For the cars to be completely autonomous, they must

also contain sensors like radar and lidar that can identify obstacles and map their

surroundings in addition to cameras that can mimic human vision.

The largest advancement in sensor technology is anticipated to come from lidar

with MEMS micro mirror; it may generate a quick-density cloud of points at a fast

speed while decreasing the size and cost of the sensor. Reaching this is essential

since the primary obstacles to the widespread use of lidar in self-driving cars are the

sensor’s size and cost.

The determination of the capability of path planning, driving corridors, calcula-

tion of location with dignity to the regarding structure, landmark-based translation,

obstacle avoidance, and the present challenges of integrating sensors in autonomous

cars include the addition of historical knowledge regarding urban traffic conditions.

The features of vision, localization, and mapping tasks for autonomous cars were

examined and critiqued in this study, with a focus on those that use deep learning

algorithms for data-driven knowledge discovery as opposed to physics-based models.

Summarizing possible study fields to advance the field of autonomous cars is the

main goal of this section. In particular, deep learning techniques may be used to

improve sensor fusion network performance and improve environmental perception,

localization, and mapping.

6 Severe Weather Situations

One ongoing issue with self-driving cars is that they perform worse in bad weather—

rain, snow, dust storms, or fog, for example—and are less maneuverable. Visibility

distance can be impacted by several situations, which can also degrade range percep-

tion and eyesight. In such cases, the performance of the current sensors is severely

impaired, potentially producing inaccurate results. Deep learning algorithms might

be used to evaluate the risk of failure early on by leveraging learnt experiences

and historical data. By doing this, the driver could be able to stop or turn off

the autonomous system. Two possible strategies are proposed: investing in sensor

hardware technologies, such as short-wave gated cameras and short-wave infrared

LiDAR, and improving fusion algorithms using deep learning with current sensors.



156 B. Ravi Chandra et al.

7 Map-Matching of Landmarks

For autonomous car systems to achieve sub-decimeter accuracy, localization and

mapping must be improved. A recently developed method compares the apparent

position of recurring and unique landmarks (such as traffic signs and light poles)

with an offline map. Previous work has employed traditional fusion techniques with

inefficient detection methods; however, deep learning algorithms might replace them

and speed up learning and dependability. Similar to how well-suited deep learning

techniques are for object detection and recognition, their capacity for generaliza-

tion can improve landmark matching as well. The identification of landmarks can

be greatly enhanced by the development of 3D computer vision and shape-based

techniques.

8 Problems to Be Solved: Repeatability, Reliability,

and Cybersecurity

Although deep learning techniques have significantly enhanced several autonomous

car perception and localization modules, they are dependent on substantial datasets

produced over long periods of time. The dependability and applicability of the results

are strongly impacted by the caliber and comprehensiveness of these datasets. The

robustness and dependability of current methods can be improved by combining

deep learning techniques with traditional model-based methods. Maintaining high

efficiency is necessary to overcome problems in the certification and homologation

of deep learning systems based on perception and localization. Data-driven tech-

niques’ susceptibility to interferences and disruptions in sensor data raises concerns

that cybersecurity, repeatability, and reliability issues must be addressed. Tests have

shown weaknesses, but they have also proven how resilient deep learning systems

are to computational errors. It is essential to strike a balance between these factors

for the safe and continuous development of autonomous car technologies.
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An IoT Based Real Time Traffic

Monitoring System

Rama Devi Burri, Satish Reddy Nalamalapu, Musham Prashanthi,

and Bussa Sathwik

Abstract The project focuses on developing a density-based dynamic traffic signal

system to address traffic congestion issues. This paper compares the conventional

fixed-time signal system with the utilization of infrared (IR) sensors for detecting

traffic density at intersections. The Arduino Controller processes sensor data to

dynamically adjust green and red-light durations based on real-time traffic conditions.

This intelligent traffic control system aims to optimize signal timings by allocating

longer green times to lanes with higher traffic density. The proposed framework lever-

ages technology to enhance traffic flow efficiency and mitigate congestion, providing

a more adaptive and responsive solution for urban traffic management.

Keywords Internet of Things (IoT) · Traffic monitoring · Network traffic

analysis · Sensor data · Real-time monitoring

1 Introduction

Today’s lifestyle, traffic congestion is a huge problem in day-to-day activities.

Miscommunication will lead to a waste of time and both individual and group output

in the workplace. Traffic congestion is caused by several factors, including an exces-

sive number of trucks, poor road conditions, and an illogically placed signalling

system. It contributes to the growth in pollution in a roundabout way since continu-

ally running engines waste a lot of natural resources like fuel and diesel. Therefore,

novel approaches including the introduction of a sensor-based automated approach,

in this area of traffic signalling are required to eliminate or greatly decrease the

aforementioned problems.

The main goal is to reduce the potential for gridlock and long wait times at traffic

lights, especially during times of low internet activity. It was planned for use around

the locations of traffic signals to alleviate congestion at such junctions. The number
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of trucks using each route is tracked, and the lights are timed accordingly. If there

are more cars on the road, the light will be set for a longer wait. The fundamental

objective of this effort is to bypass the other signal if it will not be used for online

traffic. The system will move on to the next candidate if the signal is not present.

This leads to the implementation of an intelligent traffic management system based

on the Arduino Uno ATMega 328 that can automatically adjust its timing based on

the density of web traffic. In this setup, traffic is detected using electronic infrared

(IR) sensors, which also serve to identify vehicles by their unique emission patterns.

Sensors set along the roadside to monitor and change the timing of traffic lights

depending on the amount of internet traffic. The data from all of the infrared sensors

is sent into an Arduino Uno. The system relies on light-emitting diodes (LEDs) to

make its traffic signals, with two LEDs utilised for each lane.

2 Related Work

The Emergency Management Research Institute (EMRI) highlights an alarming

increase in average ambulance response times, reaching 40 min due to heightened

traffic density in both urban and suburban areas [1]. This delay in emergency services

has severe consequences, with about 30% of road accident-related deaths attributed

to late ambulance arrivals, as reported by the Times of India in 2016. The escalating

frequency of accidents underscores the urgency of timely emergency response [2]. To

address traffic congestion issues, previous approaches such as a system using ultra-

sonic and sound sensors aimed to detect traffic densities and adjust signals in urban

cities. Although this system prioritized ambulance lanes [3]. It faced drawbacks,

particularly in crowded ambulance routes, leading to potential delays. Additionally,

the use of sound sensors proved ineffective in distinguishing emergency service

sirens from other sources of sound [4]. Another proposed system relied on GSM

and GPS for emergency service coordination and traffic signal control. However, the

queuing transfer technique in GSM resulted in longer message transfer durations [5].

Various methodologies, including inductive sensors and visual cameras, have been

explored for traffic congestion detection, but these approaches present challenges

such as error estimation [6]. Existing works typically focus on single junctions and

handle one emergency vehicle at a time, emphasizing the need for synchronized

monitoring and road clearance systems across multiple junctions to address crit-

ical scenarios concurrently [7]. These short comings in previous methods prompt the

development of a new approach to enhance emergency vehicle response and mitigate

traffic congestion effectively. IoT will be the cornerstone of these Smart Cities. The

regular daily chores like electricity consumption, pollution and health monitoring

will be conducted by the smart devices. Designing one general framework for smart

city will not be feasible due to the different types of sensors, total number of sensors,

mode of connectivity and its security levels [8]. A comprehensive blueprint of devel-

oping a smart city using IoT, which is actually motivated and strongly demanded

for improvement of the traffic control system [9]. Signifies the traffic light is being
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used improperly. In the future, appropriate sensing units may be used to improve

it. Sensors are strategically in order to accurately determine the traffic volume [10].

Emphasizing the role of IoT in enhancing emergency response efficiency in order

to ambulance system which deals to the system in order to signaling way [11].

The sensor is designed not only to count vehicles but also to classify them intelli-

gently. Such a system could have implications for enhancing the efficiency of traffic

surveillance by providing real-time data on vehicle flow and types [12].

3 Proposed System

This paper is set to revolutionize the current traffic signalling model by introducing

a dynamic system driven by traffic density. In order to address the prevalent issue

of traffic congestion in cities across the globe, the project aims to transition from

traditional fixed-time traffic signals to an automated system with smart decision-

making abilities [13]. Standard fixed-time systems may struggle when dealing with

disparities in traffic flow across different lanes.

To solve this problem, we developed an intelligent driving management system

that adjusts the timing of traffic lights according to the actual vehicle speed at the

intersection. The Arduino controller acts as a decision center that analyzes data

collected by purpose-designed sensors [8, 14, 15]. Arduino controller ensures best

traffic management by carefully controlling the traffic speed. It has been suggested

that our model can produce better results with higher accuracy than existing models

in the field of buildings.

All the data collected by these devices goes here in Fig. 1. It’s like a huge brain that

analyzes the information, predicting where traffic might get heavy and suggesting

smart solutions. The central control system, often referred to as the brain, communi-

cates with the traffic lights situated on the roads. These traffic lights, distinguished by

the smart capabilities, possess ability to adjust their timings in response to directives

from the central control system. In contrast to traditional lights, these smart lights

have the capability to adjust their schedules dynamically. For instance, if the system

detects increased traffic on a specific road, it may allocate a longer green time to

facilitate a smoother flow of vehicles.

Integration of automatic traffic control or traffic police can help manage the

internet at many important intersections. But the traditional traffic management

system is based on the idea of determining a certain time for both sides of the

intersection, there is no way to adjust this time to match the traffic change. During

rush hours, traffic lights need to be adjusted to accommodate many vehicles waiting

on the same road, including VIP vehicles, ambulances and other emergency vehicles.

It is recommended to use the traffic light as a thickness measurement, which involves

analyzing the traffic volume at the intersection to make changes to the light.

The prototype, constructed utilizing IR sensor modules and Arduino technology,

features custom programming for operational efficiency. The IR sensing devices

play a crucial role in quantifying traffic density on specific routes, and the method
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Fig. 1 Architecture diagram

is distinguished by its affordability and user-friendly design. It is possible that IR

sensors can’t function properly under regular lighting conditions.

This signifies the traffic light is being used improperly. In the future, appropriate

sensing units may be used to improve it. IR sensors are strategically placed on each

route in order to accurately determine the traffic volume; these sensors are constantly

monitoring the road in question. The arduino serves as a hub to connect all of these

sensors. The controller monitors and controls the whole web traffic system based on

the data collected by these sensors.

The availability of trucks is used to determine how traffic is managed as shown in

the Fig. 2. The concept supports the premise of adjusting the duration of traffic lights

in response to the volume of vehicles passing through a certain section of route. In

order to determine how many vehicles pass through a given location, four sensors

are strategically positioned on each side of a four-lane road.

3.1 Arduino Uno

Arduino is an open source software and hardware company, project and community

that designs and develops Arduino control boards and Arduino control packages

to create digital devices and interactive devices that can be stored and managed
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Fig. 2 Arduino circuit representation

electronically. The Arduino board and software are licensed under the GNU Lesser

Public License (LGPL) and the GNU Public License (GPL).

Numerous kinds of microprocessors and controllers may be found on Arduino

circuit boards. The boards have arrays of digital and analogue I/O pins for connecting

to other circuitry, such as additional development boards, breadboards, or shields.

The boards include serial interaction ports, such as USB on certain designs, that are

also used to transfer software from personal computers as shown in Fig. 3.

Fig. 3 Arduino Uno
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Creating an Arduino controller necessitates the use of a C-like, C++-like language.

The Arduino Project offers in addition to traditional compiler toolchains a well

integrated programming environment—IDE built on the Processing Language.

The Arduino project started as a class for students at the Institute support the

Design Communication in Ivrea, Italy in 2003. It was meant to make it possible for

anyone from beginners to professionals to build low cost and simple devices that use

sensors and actuators to communicate with the environment around them. Simple

robots, activity monitors and thermostats are some devices made for hobbyists.

3.2 IR Sensors

Infrared (IR) sensor devices have replaced the traditional traffic control system,

allowing us to implement a density-based traffic signalling scheme. Both the IR

transmitter and the IR receiver (photodiode) are included within the IR sensing

device. These infrared transmitters and receivers will be stationed on opposite sides

of the road, separated by a predetermined distance [16–18]. Infrared sensors placed

in this area will detect the car and relay that information to an Arduino controller as

it passes past.

The Arduino Controller will keep tally of the vehicles present, adjusting the LEDs’

on time in response to traffic congestion. For lanes or roads with a larger thickness,

the LEDs will shine for longer than usual, and vice versa. The traffic signals start

off operating with a delay of 1000 ns, therefore the total delay is 1 ns longer than

what is acceptable. This full embedded system is installed at that junction. LEDs and

IR sensors are connected to an Arduino controller. There must be a total of four IR

sensors and eight LEDs. That’s why they’re connected to any two of the Arduino’s

ports.

The product which needs a cautious use is the electro luminescent IR LED. IR

LED’s are developed from nanostructures with energy gap from 0.25 to 0.4 eV.

Transmitter creates IR rays in planar wave. Although infrared rays radiate in all

directions, it travel in a straight line in forward motion. IR rays are the one which

produces the wavelets when it strikes with anything coming in its way. This feature

is made use of in this case.

Infrared photo receiver is a two terminal P–N junction device as shown in Fig. 4

and operates under the reverse bias. It has a low transparent window, which allows

light to impinge on the PN junction. A photodiode is a kind of photo detector that can

convert light into current or voltage by its operation in one mode or another. Most

photodiodes, however, will look like light emitting diodes [19–21]. There will be

two leads, or wires, connected from the bottom. At its shorter end it is the cathode,

and at its longer end it is the anode.

A photodiode is composed of PN junction or PIN construction. When a photon

of specified energy interacts with a diode, electron is excited and becomes a mobile

electron and a positive electron hole is created. When the carriers are swept out of the

junction by the field of the depletion region, the absorption occurs in the junction’s
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Fig. 4 IR transmitter

depletion region itself or approximately within one diffusion length away from it.

So holes travel toward anode, but electrons toward the cathode, and a photocurrent

is produced.

A built-in transmitter and receiver are equipped on the infrared sensor module.

As shown in Fig. 5, density-based traffic signal control is the main function: this

algorithm adjusts traffic signal timings to suit vehicle density and flow. Infrared

detecting units are located at each junction, some predetermined distances from the

signal box. The duration of time a traffic light will be on depends on how many

cars are in transit at any particular time. For instance, infrared (IR) sensors count

how many trucks are driving through. The Arduino Controller determines which

thoroughfare gets priority at a traffic light and for what duration by referring to IR

counts.

3.3 Working of Infrared Communication

A number of different types of software utilizing infrared technology are already

available. Due to the embedding of transmitter and receiver elements in circuits,

this one can’t be used for other purposes but infrared-based ones. Our approach is

universal as the infrared LED within our infrared interaction circuit architecture can

be replaced by any other application type. This simplifies the development process

of software using infrared technology. The circuit is split into two separate parts.

1. The Sender Part
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Fig. 5 IR receiver

2. The Receiver Part

First, the transmitter uses an integrated circuit 555 timer operating in as table

mode. The wiring diagram looks like this. The output of the as table setting is routed

into an infrared LED using a resistor, which limits the current flowing through the

LED. The IR radiation emitted by the infrared LED in the transmitter is focussed

into a tight beam using plastic lenses (optics).

The silicon phototransistor at the point of infrared radiation photo generating

the current. It is sensitive to a transmitted fast-pulsating signal only and needs an

exceptional effort to convert the available sunlight into infrared. An infrared detector,

and an electronic screen, the main components, are what make up the receiver circuit.

Once the signals are off then IR led turns on after a predefined time according to the

value of RC pair.

Placing the lens in the path of the light beams emitted by the infrared emitter will

improve the effective range of light between the emitter and the receiver. Following

the IR sender to receiver circuit connections and providing the needed 6 V power

is all one needs for the circuit to function. The adaptability of this circuit makes it

perfect for use in the most diverse set of applications. For example, buzzers are used

as feedback devices; they would ring when the signals are interrupted. Simply a dual

set of circuit boards (e.g., the bread board or printed circuit board) would be required

in which both the transmitter and the receiver are housed. The IR receiver must be

placed at the back of the IR lead to eliminate any interference caused by infrared

leakage. The IR lead gives an output when casted on a nearby moving object.
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Fig. 6 Photodiode

Diode cameras

A photodiode, which is a semiconductor image detector, is a device that converts

light into photocurrent. This is achieved by patterning the light-sensing area such

that it can be reached by light, manufacturers may use a window or optical fiber

connections. It can be used on the inside without the window, as it will detect X or

UV led light from a cleaner, an example is depicted in Fig. 6. It is nothing more

than a bipolar transistor close to the base–collector junction in a transparent housing.

Indicating that a phototransistor is also a photodiode because of the fact that photons

are a base–collector junction create electrons, which penetrate the base, just like in

a photodiode.

4 Result

The utilization of an IR sensor enhances the system’s ability to perceive and respond

to its environment in real-time. This dynamic approach ensures that the traffic control

system is not only reactive but also proactive, adapting swiftly to changing conditions

on the road.

A standout feature of this innovative system is its emphasis on prioritizing emer-

gency vehicles. In emergency situations, time is of the essence, and seconds can make

a crucial difference. The integration of IR sensors enables the system to detect the

approach of emergency vehicles, triggering an immediate response to clear the traffic

path and facilitate their swift passage. This priority-based mechanism significantly

enhances the efficiency of emergency services, contributing to improved public safety

and potentially saving lives.

The three-tiered priority system further highlights the sophistication of this traffic

control solution. The highest priority assigned to emergency vehicles is comple-

mented by a density-based priority level. IR sensors strategically placed on both

sides of the road continuously monitor traffic density. This data is then processed

by the Arduino controller, allowing the system to dynamically adjust signal timings.

By responding to real-time traffic conditions, the system optimizes traffic flow and

minimizes congestion, resulting in a more fluid and efficient transportation network.

The third priority level employs a timer-based system for regular traffic. While

this may seem traditional, it acts as a reliable baseline, ensuring that the system

maintains a semblance of order during normal traffic conditions. The timer-based
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mechanism provides a structured approach to traffic control, contributing to overall

road safety and efficiency.

In comparison to existing traffic control systems, the accuracy achieved by this

advanced technology is noteworthy. The continuous data collection from IR sensors

and the intelligent decision-making capabilities of the Arduino create a system that

is not only more accurate but also adaptable to the complexities of urban traffic.

The system’s ability to prioritize emergency vehicles, dynamically respond to traffic

density, and maintain a baseline efficiency through timers collectively represents

a leap forward in traffic management, showcasing the potential for future urban

transportation systems to be smarter, safer, and more responsive to the needs of the

community.

The implementation of the code is embedded into the Arduino Uno through a

type B-cable which is inserted in the USB port as represented in the above Fig. 7.

The working of the code is done in Arduino Uno, which will allow the manipulation

of the traffic based on input of the lane. The working can be explained in a Four

road junction here the traffic signal is adjusted according to the timer based, if any

emergency vehicle is struck in traffic then according to the input the traffic signal

will turn into green, if the input is “1” then the lane 1 will be green and all other lane

signal will be in Red.

Fig. 7 Establishment of connection
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If the input the traffic signal will turn into green, if the input is “2” then the lane

2 will be green and all other lane signal will be in Red.

If the input the traffic signal will turn into green, if the input is “3” then the lane

3 will be green and all other lane signal will be in Red.

If the input the traffic signal will turn into green, if the input is “4” then the lane

4 will be green and all other lane signal will be in Red.

The input of lane number is passed through the application where it goes to the

IoT sensor then the sensor will be transfer to the Arduino Uno here the complete task

will be done.

5 Conclusion

The traffic control recommended for emergency vehicles in this study is based on

traffic situation monitoring using infrared sensors. Here the parties, ambulance and

control room can see the traffic situation displayed in the generated application. With

the help of this program, emergency vehicles can reach their destination as quickly

as possible and without traffic jams. IR sensors on both sides of the road can be used

to restrict traffic based on density. The design and development of the traffic light

system ensured proper integration of hardware and software. The entire workflow of
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the road system is synchronized with this interface. This system can be configured

to operate automatically.

Future Scope

This study is created using density and timer based approaches for emergency vehi-

cles. The system can be integrated with artificial intelligence (AI) to improve its

efficiency by automatically identifying emergency vehicles and traffic density. Arti-

ficial intelligence and machine learning combined will improve the system’s capacity

to identify intricate data patterns and adjust dynamically to shifting traffic situations.

Furthermore, energy-efficient traffic management, taking into account the effects

of transportation on the environment, and promoting sustainable behaviors will be

prioritized in the future.
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Internet of Things Enabled Technological

Devices Empowering Expertise

in Improve Smart City Operations

Parimal Kumar Giri and Chandrakant Mallick

Abstract Innovative urban communities are constructed upon intricate socio-
specialized frameworks that integrate human actors and technical apparatus. The
widespread adoption of the Internet of Things (IoT) has facilitated the global expan-
sion and technological advancement of smart city projects and associated efforts. This
chapter looks at relevant experiences, urban activities, IoT-enabled amenities, and
consequences to assess the current state of Internet of Things (IoT)-enabled Smart
Cities. During this period, many smart city initiatives have been launched, primarily
as proof-of-concept endeavours, but also progressively expanding into permanent,
production-level implementations that enhance urban operations and enhance the
well-being of individuals. The IoT and its breakthroughs in technology have greatly
influenced the creation of smart cities, making them a vital source of inspiration in
this chapter. The most important industrialized skills have been discussed, along with
how they enhance living in the Smart City.

Keywords Smart city · ICT solutions · Industrialised skills · Internet of things ·
Machine learning · Socio-specialized · Computerized gadgets · Internet of
everything

1 Introduction

In the current smart city landscape, the advancement and widespread adoption of
internet of everything (IoE) and internet of things (IoT) technologies play a important
role in advancing the notion of smart cities to a large-scale data size. In fact, 3.0
billion nodes will be connected by 2022, as demonstrated in [1] based on study
literature. According to a 2019 Statista Exploration report, it is estimated that by 2025,
there will be 75 billion interconnected IoT devices. This might result in an annual
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financial effect of 11 trillion USD [2]. These numbers so indicate that IoT would be
among the most challenging advancements, presenting new opportunities, possible
repercussions, and Challenges in developing exceptional services and apps. IoT is
becoming more and more important in the creation of smart urban communities, as
it addresses a primary concern for enhanced strategic progress and the establishment
of a sustainable trajectory of events [3].

Smart metropolitan areas should be able to progress by adding new features and
capabilities while requiring less human interaction overall. This is what creating
and managing Internet of Things systems are all about. Focusing on the social diffi-
culties that have been resolved and the cultural advantages that have resulted from
acceptance of these advances is equally essential [4]. A number of the most chal-
lenging technological problems for contemporary IoT-enabled smart urban commu-
nities are addressed by main requirements; these encompass the provision of assis-
tance to several diverse information providers, the management of a broad spectrum
of conventions and information architectures, the facilitation of component sharing,
and the assurance of adaptability and interoperability [5]. IoT is necessary for smart
cities.

Enhancing Resource Administration

They maximize resources like water, electricity, and communication by utilizing
technologies such as Machine Learning and IoTs. This may result in lower expenses,
less waste, and more productivity.

A Higher Standard of Living

In numerous ways, they raise the standard of living for the populace. In order to
improve public safety, education, and healthcare, for instance, they can leverage
data and technology. Citizens may find it simpler to engage in civic life and obtain
information thanks to them.

A Higher Level of Sustainability

Smart cities are made to be less wasteful, encourage the adoption of renewable energy
sources and the reduction of overall energy consumption.. Cities can become more
robust and the effects of climate change can be lessened.

Financial Progress

They stimulate economic expansion by attracting new customers and creating job
opportunities. Moreover, they have the potential to enhance the efficiency of existing
businesses, so positively impacting the local economy.

Urbanization is an endless process. It is anticipated that the global population
would undergo relocation into cities at a rate of 3 million per week by 2040,
accounting for a staggering 65% of all people. By 2050, population growth is
predicted to bring this number to 6.3 billion. By 2030, the worldwide smart city
market is expected to reach $6,061 billion in sales. In 2023, the smart utility segment
held a 33% market share and encompassed various areas, including infrastructure
management, water treatment, and electricity distribution [6].
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It is crucial to avoid conducting additional responses, warehousing, and research
when processing information in order to reduce employable costs and improve the
sustainability of the urban environment. The following section presents a current and
thorough overview of research literature on smart city regions, arrangements, and
systems. It also includes information on significant advancements and the utilization
and implementation of the IoTs that are integrated into smart city components.

2 Stages of IoT

The engineering of IoT encompasses a range of architectural structures that might
vary depending on the conditions. However, generally, the design of IoT involves
four main stages:

Networked Devices

The aforementioned devices are comprised of transducers, actuators, and sensors.
These are the authentic devices that collect data and transmit it for processing. They
can convert real amounts into electrical indicators that may be conveyed across an
organization, making them suitable for receiving continuous information.

Data Aggregation

This stage is crucial because it involves turning the raw data collected by sensors
into actionable insights that can be used to guide decisions. Furthermore, it inte-
grates Information Procurement Frameworks and Web Interfaces. The transformation
occurs from the basic indicators provided by sensors to more sophisticated signals.

Concluding Evaluation

In order to make information more efficient and execution-ready, this phase includes
edge IT research and information management. It also involves managing and
precisely locating all the devices.

Analysis of Cloud Computing

The most recent data is obtained and thoroughly analysed in data centres. They
communicate and purify the data to free it from errors and omissions of any kind.
Information is now ready to be returned and used to carry out tasks. Figure 1
represents the basic block diagram of IoT which comprises four phases.

The sensors, devices, actuators, and other components that collect data from the
real climate, process it, and then transmit it throughout the company make up the
Sensing Layer, the first stage of the Internet of Things. The Network Layer of the
Internet of Things comprises information acquisition frameworks and organization
entryways, constituting the second phase of this technological framework. The basic
information obtained from sensors is transformed into advanced information by DAS.
It also finds viruses and provides board information.
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Fig. 1 IoT based smart city reference architecture

The third and primary stage of the Internet of Things is the Data Processing Layer.
In this context, data is pre-processed and segregated as necessary. Subsequently, it is
transported from server farms. Edge IT is employed in this context. The Application
Layer, which is the fourth phase of the Internet of Things (IoT), consists of Cloud/
Server farms where data is managed and exploited by various applications such as
agriculture, security, and healthcare.

3 Utilization of Smart City Technology

It’s likely that you live in a city if you’re like the great majority of people reading
this post. Indeed, cities and metropolitan areas currently accommodate more than
half of the world’s population, and this percentage is projected to increase to 70% in
the near future due to a growing number of individuals relocating to cities in pursuit
of job opportunities [7]. However, this also means that in order for cities to be envi-
ronmentally friendly, energy-efficient, and to provide a high standard of living, they
must have improved infrastructure and planning. Nevertheless, this suggests that in
order for cities to be environmentally friendly, energy-efficient, and to provide a high
standard of living, they must have improved infrastructure and planning. Hence, let
us examine the potential of civic planning and advanced technology in generating
more intelligent and economically efficient cities [8]. The utilization of the Internet
of Things (IoTs) presents numerous opportunities for enhancing municipal efficiency
across various domains, such as smart buildings, traffic management, waste manage-
ment, pollution control, disaster preparedness, and other areas [9]. Consequently, let
us examine how the combination of civic planning and advanced technology might
generate more intelligent and economically efficient communities.
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Intelligent Governance

Smart governance oversees the integration of integrating ICT into responsible citizens
administration. It shows how to promote more intelligent cooperation amongst social
entertainers and partners, such as Public entities, municipal authorities, privately
owned enterprises, and inhabitants, to accelerate regulatory and managerial systems
and further develop dynamic interaction. E-government and citizen engagement
in the process of making decisions are the most important components of smart
governance [10]. The tools utilized to accomplish these include the following:

Utilizing ICT

It follows that digital tools like computers, the internet, and telecommunications are
used for data collection, processing, sharing, and retrieval. Enhanced data transfer via
satellite systems, cable, radio, and phone networks, among others. Transportation,
finance, healthcare, energy, and security administrations use Geographic Information
Systems (GIS) for texting, video conferencing, and mobility [11].

Online Consultation

People participation is the main attribute of wise governance. There must be effective
communication between the public and the government. They must be granted the
freedom to voice their thoughts and opinions regarding policies, plans, and other
matters of government concern. Leaders, counsellors, city managers, or the local
head should receive their input directly.

E-Data

Online accessibility to public data and information on government funding, invest-
ments, and expenditures is required. All information must be provided freely and
publicly, with the exception of critical data pertaining to the security and safety of
the public. Government transparency will increase as a result, and public participation
in its operations will rise [12].

4 Models for Intelligent Governance

The following are the government models used for the software system as:

The G2C Model: Government to Citizen

This is a software system that makes connections easier between open organizations
and citizens [13]. Examples include online interfaces for policy management, as well
as portable apps and virtual entertainment channels that are used for communication
and cooperation between residents and neighbouring states. Typically, these features
are anticipated to provide the range of services offered by public entities, advice
citizens about their personal information related to public administrations, and so
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on, thereby improving a significant amount of correspondence and communication
between the public and legislative experts.

The G2B (Government to Business) Model

This paradigm respects information sharing amidst open groups and organiza-
tions. This strategy involves the use of e-obtainment arrangements, or computer-
ized devices, to disseminate contests, tenders, projects, offices for the acquisition or
disposal of commodities, and more general administrations from and for privately
held enterprises to neighbourhood states. Advances in IoT are typically made in
government-to-government (G2B) exercises, collaborating with neighbouring states
and organizations to strengthen ties and provide inhabitants with private and public
help [14].

The G2G Model: Government to Government

The approach focuses on the direct relationships between departments, agencies,
and government organizations. The goal is to combine all governance channels to
produce a more comprehensive and user-friendly solution. This will lead to more
accountability, transparency, and efficient administration. Paperless, digital services
will become the norm as a result of ICT use. Corrupt practices in government agen-
cies will consequently decline, as will unnecessary clutter. The establishment of effi-
cient two-way interaction between officials and residents, particularly at the urban
and metropolitan levels, is necessary in order to enhance transparency as well as
effectiveness in government operations [15].

G2E Model: Government to Employee

The aim of this model is to provide companies with government agencies, and
employees internet tools and software for communication. It is best to keep each
employee’s bank account number, social security number, and other private data in
a different account. Online forms are available for a variety of worker-related tasks,
such as banking, clinical compensation, annuity plans, timely assets, and bank credits
[16].

5 Smart Existence and Physical Structures

The term “smart living space” refers to all aspects of developing more brilliant
city frameworks as well as managing and enhancing public administrations, such as
social activities that are the tourism industry, and learning are key components that
contribute to enhancing the overall quality of life for residents.

Intelligent Structures

IoT permits the quickly developing execution of numerous sorts of offices for brilliant
structures, for instance, water waste, video reconnaissance, human action checking,
security frameworks for monitoring confirmed entry to buildings, executive cooling,
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and occasion alarms, these include gas leaks and fires, as well as tools for determining
if buildings are structurally upright [17] and other things. The home and systems
space encompasses a range of IoTs improvements, which fluctuate based on their
use case or environment [18].

Smart Homes

One item that could greatly simplify our lives is a smart house foundation. The
limits of IoT for smart home applications end where our imagination does. A smart
house can include anything we want to computerize or require to simplify our lives,
including the framework for a smartphone. Currently, a smart residence typically
serves as the foundation for a smart city. The smart city represents advancement in
the concept of a smart house. At this point, state backing is also a critical component
of a smart city, and we firmly believe that if states adopt this action, smart cities will
fully integrate the Internet of Things.

Intelligent Indoor Thermostats

Temperature-detecting and temperature-controlling indoor regulators are a feature
of smart houses. This manages the flow.

Localized Intelligent Devices

Intelligent devices can track you and swiftly communicate with many devices to
function. Smart indoor regulators, for example, have the ability to track your location
from a smart car and turn on the air conditioning before you arrive.

Voice-Activated Technology

These devices are capable of translating human speech into text that computers
can understand. The basic task is then completed by machines. shrewd security
architectures IOT-based security frameworks make use of features like iris scanners,
facial recognition, and other security modes.

Recognizing Someone with a Face

One of the IoT’s most exciting uses is this. Facial recognition models use the features
of the face—such as the lips, noses, and jawlines—to predict an individual’s outcome.
The machine is also ready for advancement or sent for more preparation based on
the accuracy.

Movement Location

Following the implementation of these modifications, the model is subsequently
dispatched for further examination. Subsequently, these modifications in behaviour
are exported from the model for further examination.

The Utilization of Fingerprint Authorization

Fingerprints have emerged as the essential foundation of safety mechanisms in any
enterprise. They are readily controllable and devoid of difficulties. The profes-
sionals and personnel primarily record their fingers or iris marks on their faces,
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while the system records their attendance. This strategy provides both time and cost
efficiencies.

Intelligent Living Systems

The utilization of Internet of Things (IoT) devices is prevalent across diverse domains
and endeavours, facilitating the enhancement of personal fulfilment among educated
individuals [19]. In order to efficiently manage and enhance the user experience of its
collaborators, the travel industry is incorporating many technology breakthroughs,
including smartphone apps, GIS-enabled and location-based offerings, multimedia
infrastructure, virtual and augmented reality technologies, and entertainment via the
internet [20].

6 Transportation and Intelligent Mobility

Intelligent transportation and urban traffic management systems are transforming the
approach of urban communities towards adaptability and emergency response, while
also reducing congestion on city highways. The practice and examination of transi-
tioning from one location to another is an inherent aspect of human existence, both
in the present and throughout history. Moving is an inherent aspect of human exis-
tence, encompassing various modes such as chariots, horses, carriages, automobiles,
steam trains, and shuttles. Human civilization has achieved significant advancements
in the use of ponies and camels for transportation between different locations [21].
Intelligent public transportation has been introduced as an emerging field stage of
advancement with the emergence of automated public transportation and the rise
of the Internet of Things (IoT). If the concept appears unclear or evokes mental
imagery of autonomous vehicles with the ability to fly and high-speed tubes resem-
bling hamsters, take a seat and unwind. This article aims to elucidate the concept of
smart transportation, its operational mechanisms, and the numerous benefits it offers,
along with an examination of some current operational models.

In addition, we will explore the many types of intelligent transportation systems
currently being used. Vehicle demand management (TDM) plays a crucial role in the
worldwide advancement of smart city initiatives and smart portability [22]. The role
of innovation is expected to grow as ICTs continue to be integrated in urban areas
in intelligent ways. Due to the rise of the sharing economy, innovative transporta-
tion methods, and other application-based mobility services, people now have more
choices for transportation than ever before [23].

The issues confronting organizers and major organizations are upon enhancing
productivity and facilitating employees’ comprehension and implementation of these
novel choices in a manner that is both secure and environmentally friendly [24]. While
innovation is typically deemed indispensable for the advancement of smart mobility,
it is imperative to cultivate and execute intelligent initiatives and tactics to bolster its
implementation. Considering these aspects, it is necessary to explore a few emerging
concepts related to intelligent mobility and intelligent transportation. The benefits of
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smart innovation and its advantages for mobility within a smart city are many. Some
of them include the following.

More Secure

Intelligent machines (AI) and the internet of Things (also known as IoT) combination,
and 5G technology in intelligent transportation systems (ITSs), encompassing both
fixed-base and mobile infrastructure, has demonstrated the ability to mitigate the
“human variable” in accidents. PCs do not become occupied, fatigued, or in close
proximity to one’s residence [24].

Well Managed

The gathering and organization of data are of the utmost significance in the efficient
administration of infrastructure. Smart transportation offers comprehensive data on
every aspect of the public transportation system, allowing managers to efficiently
oversee operations, track repairs required, and pinpoint the underlying causes of
difficulties that need to be resolved.

More Effective

Enhanced administration leads to increased efficiency in utilization. Accurate and
reliable information can be important in identifying specific areas where production
can be enhanced to a higher degree. Perhaps implementing a minor modification in
train schedules could improve occupancy rates, or alternatively, transport routes could
more effectively cater to the local region in case of unforeseen stop designations.

Cost-Effective

In light of the utilization of existing resources, intelligent transportation possesses the
capacity to mitigate expenses by means of proactive maintenance, diminished energy
usage, and lower allocation of resources towards accidents. Reduced expenses can
be achieved by riders when economical public transportation demonstrates a level
of efficiency that is comparable to that of private vehicle ownership.

Provides Rapid Insights

In order to enhance their ability to effectively collaborate with additional groups and
emergency responders, city traffic enforcement communities (TMCs) can benefit
from timely visibility and notifications pertaining to traffic jams or major problems
that affect roadways in cities, public health, and responding to emergencies.

7 Intelligent Financial Plan

Smart Budget is a system that leverages modern information and communication
technology (ICT) to establish connections between aboriginal and global markets. It
offers e-commerce and e-business features that enhance the efficiency of delivery and
throughput [25]. This domain also covers the concept of a distributed budget, whereby
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individuals, who are otherwise private enterprises, provide services by employing
their personal assets and reliable marketplaces. Another alternative is the utilization
of peer-to-peer labour facilities, where individuals and shareholders provide their
services and engage in specific task assignments [26]. The application of computa-
tional intelligence (AI) and learning technologies has significantly improved both
forecasting algorithms and systems for recommendations specifically tailored for
online shopping as well as internet purchasing [27]. Wireless sensor technologies and
NFC have made the payment and transaction processes stress-free. Smartphones and
mobile phones are taking the place of cash and bank cards in everyday transactions
and information access [28].

8 Intelligent Industry and Manufacturing

The concept of smart industry and business 4.0 is a transitional phase character-
ized by progress in the Internet of Things, digital physical structures (CPS), M2M
technology for communication, and cloud-based production [29], which facilitate a
more inventive and less reliant learning atmosphere. Regarding the mechanization
of product supply chains, it is possible to effectively track their progression from the
manufacturing system to targeted distribution through the utilization of sensor tech-
nologies such as RFID and NFC. In addition to the assessment of the items’ quality
and use, ongoing data can be collected and analysed for distribution in the future
[30]. This includes the integration of advanced horticulture and cultivation tech-
niques, addressing the challenge of establishing a sustainable food supply. Insightful
horticultural frameworks often employ IoT devices to enhance the efficiency of water
systems [31]. Dublin Air Terminal has implemented smart industry 4.0 to replace
the luggage handling procedures at the 2nd Terminal [32].

9 Smart Power

Smart electrical networks aim to reduce energy consumption by efficiently adminis-
tering and incorporating diverse and eco-friendly sources of energy. ICT and Network
of Things, systems are employed in smart grids to enhance the management of energy
generation and delivery. Examples of these technologies include prediction models
based on aggregated consumption data and frequently provide self-restoration of the
power grid supply [33]. Smart grids that adapt to consumption and availability facil-
itate smoother power distribution. These days, it’s possible to predict future power
consumption, switch to unconventional energy sources automatically, and determine
the price and availability of power in this way.

Sensors such as light dependent resistors (LDRs), light beam brightness sensors,
and energy and solar radiation usage sensors are among the several Internet of Things
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(IoT) sensors utilized within the realm of smart energy [34]. Smart energy manage-
ment has advanced through the scheduling of the consumption of power in both home
and commercial environments by nations such as Nice, France, among others [35].
These devices are equipped with photometer sensors that accurately measure the
strength of the emitted beam from the lamps. Additionally, these sensors verify the
proper functioning of the bulbs [36]. Energy optimization platforms control house-
hold appliances and, when available, convert to solar and battery power. Smart grids
facilitate energy conservation use in Helsinki by 15% [37]. The municipality has
devised a solar-powered rooftop array with solar panels with a combined output of
more than 10 MW. This can supply energy to about 40,000 people when combined
with wind energy collection systems [38].

10 Intelligent Surroundings

The smart ecosystem encompasses the collection of ecological data, the surveillance
and examination of pollution levels, the tracking of water quality and resources, and
the surveillance of climatic and environmental occurrences for executives. Moreover,
due to its consideration of diverse weather influences, effective waste disposal is
widely recognized. The waste production processes is facilitated by intelligent waste
containers equipped with sensors, which are specifically designed to provide ongoing
monitoring of the available resources [39]. The strain for analysing the water’s use
rate is computed using a mixture of electrical and ultrasonic measurements [24].
The utilization of Wireless Sensor Networks (WSNs) in both quantity and quality of
water monitoring systems has facilitated the development of more sophisticated water
observation frameworks, enabling more sophisticated governance of the environment
and continuous engagement.

Technologically proficient climate applications and services typically depend on
external and artificial sensing devices to quantify real quantities that convey ecolog-
ical parameters and situations such as temperature, pressure, humidity, and various
pollutants. Advanced technologies such as satellites and LiDAR have proven to be
valuable tools in the fields of land use and greenhouse gas (GHG) emissions [24].
The utilization of cutting-edge IoT technologies is employed to evaluate enhanced
process efficiency and reduced greenhouse gas emissions [27]. The Green City Watch
is an artificial intelligence station located in Amsterdam that employs computer-based
intelligence algorithms and satellite imagery to continuously monitor urban green
infrastructure [18]. In Stockholm, the implementation of sunlight-based regulated
trash containers has been initiated. Busan, a smart city in South Korea, employs
intelligent water management systems throughout its urban water cycle.
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11 Concept of Smart Healthcare

During the ongoing Coronavirus pandemic, there has been widespread use of IoT
developments and omnipresent computing to provide the deployment of adaptable
healthcare solutions for remote monitoring, telemedicine, including and remote
nursing [29]. These firms collaborate to integrate diverse information sources in
order to protect patients’ biometric and physiological data with IoT medical care
submissions [2]. Brilliant clinics utilize IoT innovations to give aid for patients and
clinical personnel through the identification and verification of patients in emergency
clinics, as well as the management of clinical equipment that support dynamic cycles
in clinics [13]. Guidelines such as High Level Seven (HL7) and PACS-DICOM in
biological picture management [22] are clearly required by these application sectors
and their accompanying needs.

Singapore has provided support for the Health Hub stage, which comprises clinical
data about patients and residents as well as executive health records [3]. A continual
finding framework (RTLS) was employed by the Helsinki College Medical Clinic
to gather and disseminate anonymized area data regarding on-site advancements for
monitoring specific areas during the coronavirus pandemic [15]. Furthermore, cloud
administrations are provided to allow caretakers and medical professionals to interact
with patients who have coronaviruses from a distance.

12 Smart Cities Enabled Technology

There are other issues that arise, including transportation congestion and the loss
of energy and resources, and so on, are emerging worldwide as population growth
and metropolitan concentration pick up speed. To address these problems, countries
are turning to IoT-enabled smart cities. Nevertheless, it is evident that the progress
of urban development is still incomplete and presents some challenges that must be
addressed. Thus, the authors of this study have accumulated numerous experiences
on smart urban areas by enhancing smart city administrations and infrastructures
in accordance with global IoT standards [17]. Based on these experiences and the
analysis conducted in this research, certain challenges faced by successful urban
communities are deduced.

13 Utilisation of Silos

Most existing smart city programs were industrialized in silos and often combined
robustly essential data resources and applications, particularly sensor devices. Due
to necessity of each application being explicitly unified with every possible infor-
mation source and any technological change, such an upgrade to the fundamental
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sensing apparatus network infrastructure [38], requires a technological adaption, it
is challenging to exchange and reuse information as a result. It can be challenging
enough to deploy a true Internet of Things infrastructure for a given application, but
the establishment of a similar or equivalent configuration for every application that
comes along. Infrastructure sharing can foster collaborations, and in many cases, it
is the only way to enable infrastructure deployment. To do this, it is vital to separate
the applications from the information sources.

One possible approach to achieve this objective is the implementation of an
Internet of Things framework and the utilization of least in formativeness techniques
[39]. Applications are sometimes regarded as being “possessed” by urban subdivi-
sions or administrations, who seek to maintain authority and have made financial
investments in the infrastructure. Furthermore, distribution is made difficult by the
frequent strict allocation of financial plans. Therefore, it is imperative to have a
global perspective, set high-level objectives, such as citywide ones, and collabo-
rate across administrative units to accomplish these objectives—thereby repeatedly
stifling personal rivalries.

Overview of Adaptable IoT Frameworks

Every smart city now has a unique appearance in terms of the applications that are
available and the infrastructure that is in place, additionally, it is common for IoT
systems to be utilized. This phenomenon is a hindrance to the growth of the smart
city market and presents difficulties in reclaiming established elements from one city
to another. Moreover, the cost feasibility of creating personalized platforms for each
location is limited. Numerous merchants have initiated the provision of Internet of
Things (IoT) infrastructures tailored for smart cities, typically drawing inspiration
from the existing framework implemented in a pilot city, as previously outlined. The
establishment of consensus over the connections as well as data modelling designated
by OASC as the foundational interoperability approaches is of utmost importance.

Potential for Entrepreneurship

The digital revolution is creating new opportunities in addition to increasing the
range of urban amenities that are typically provided to residents, typically overseen
by local government officials in order to incorporate efficiency and sustainability
[40]. The adoption of the smart city concept is crucial in fostering the development
of novel business models through the facilitation of data and service exchange. Cities
are increasingly serving as the arena for the sharing economy. The rapidity of money
transfers and the widespread accessibility of specialized knowledge in urban areas
enable the efficient and location-specific exchange of goods and services among
citizens, businesses, and business-to-consumer (B2C) interactions.

By utilizing information as the new fundamental tool for conducting business in
the recently created digital marketplaces, creative business concepts such as [41]:

(1) Promotes collaborative relationships—as opposed to the typically hierarchical
structure and legally enforceable relationships.
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(2) Establish new value allocation and management within the local community
where profit is not the primary focus.

(3) Leverage a publicly accessible infrastructure that upholds privacy, resulting in
a stock of business capital that is typically vulnerable and conducive to entry,
replication, and imitation.

That being said, data distribution is no little matter, especially if it isn’t covered
by current agreements. As such, attention and taking this perspective into account
are essential while making agreements, especially when revisiting exercises. The
data should be adaptable, yet there is frequently a discrepancy between the data’s
apparent value and its actual value. An authentic value must be linked to adaptation;
this is similar to the case with online advertising, where a financial value is directly
linked to an expected level of usage.

Internet for Multiple Organizations

Urban areas do not exist in isolation; rather, they typically coexist with surrounding
cities and are integral components of areas, jurisdictions, districts, and nations.
Numerous applications necessitate operation within urban boundaries in order to
sustain their operations. It is not necessary for individuals to revise their applications
or request alternative ones when they relocate across city limits, as they may engage
in employment in a single town, live in a different one, and allocate their leisure time
in a third city. The app should possess the capability to assist users in locating a place
to park by considering traffic conditions, regardless of their current location. Given
the involvement of various stakeholders and the requirement for the federated system
to operate across businesses, it is imperative to establish clear duties and distribute
money. Therefore, technically, such configuration is feasible.

Strive for Transparency and Acknowledgement

The perspective of smart metropolitan networks has long been influenced by the
sales pitches of developers and system integrators. In this context, the presence or
absence of fundamental social distinctions worldwide holds significant importance
in establishing platforms for individuals to express their perspectives in the ongoing
debate surrounding IoT technology. In order for magnificent urban institutions to
have the ability to genuinely influence residents, and can be observed by all of
the collaborators and performers drawn in by the perplexing natural frameworks of
metropolitan networks [39]. Moreover, it is of great significance to challenge the
viewpoint about the decline in safety in order to establish a framework that can
be addressed by various municipal resources, as predicted in light of the present
circumstances and the data they generate.

Therefore, intelligent urban areas must provide skilled professionals who are
knowledgeable about the stimulating forces and benefits of participating, ultimately
ensuring the effectiveness of the entire system and the urban environment. It is crucial
to promote a security-by-plan approach that enhances the transparency of all IoT asset
management processes. These responses are in accordance with the requirements of
the providers and the requests of the purchasers.
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The Process of Reconciling Future Organizations

With the completion of new Smart metropolitan organizations, the number of devices
associated with and integrated into the organization. Various IoT services should
adhere to essential requirements, such as a substantial data transfer capacity and
minimal inactivity [21]. The conventional support providers’ distributed computing
tactics necessitate a central Internet of Things (IoT) stage to effectively manage the
diverse data generated by the devices. This has led to a rapid increase in the backhaul
data traffic, resulting in a decrease in administration speeds [32].

Exemplary Figuring Models

For instance, various associations such as 3GPP and ETSI, as well as IoT normaliza-
tion associations like M2M, acknowledge the importance of edge registration normal-
ization. This recognition aids different organizations in establishing guidelines and
enhancing similarity.

Guidelines Pertaining to Data in Diverse Nations

Due to the substantial amount of data collected and utilized by a smart city, there is
undoubtedly a significant risk of personal data breaches. For example, the utilization
of sensing equipment on IoT devices enables the collection of data within resi-
dential settings. It is also possible to remove sensors from a smart car to observe
the driver’s driving habits of data mining techniques using evidence that can elicit
explicit people’s IDs [42]. Europe implemented GDPR to regulate the protection and
utilization of personal data [43]. Given that this law is applicable to all frameworks
responsible for managing information, it is generally expected that information-
based intelligent urban environments would comply with it. These claims should be
replicated as system essentials and implanted into stage features [44]. This is why
the entry approval component of the present stages needs to be expanded to include
the ability to consciously obtain customer consent and organize such data inside a
technologically advanced urban framework. Figure 2 displays the feature model that
was produced for IoT-based smart city systems. A comprehensive elucidation of the
distinct characteristics and the interconnectedness is presented in [6].

14 Conclusions

This chapter highlights the current availability of technology empowered agents,
which now being distributed in metropolitan areas and integrated with certified public
administrations. As we’ve shown, intelligent urban communities are made possible
by significant advancements on the specialist side. Given the need for introduction
projects, budgets may need to be adjusted. These factors could potentially be offset
by future investment dollars, but not necessarily at the location where the initial
investments were made. As we’ve shown, intelligent urban communities are made
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Fig. 2 Feature model for IoT-based smart cities [6]

possible by significant advancements on the specialist side. Given the need for intro-
duction projects, budgets may need to be adjusted. If further pieces of information
are obtained, it may be necessary to make future actions. Nevertheless, as their oper-
ations become more efficient and their citizens’ levels of personal happiness rise,
wise urban regions will provide significant benefits in the long run. Therefore, it is
beneficial to address the obstacles, both at the technical and management levels, as
well as within the hierarchical structure.
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Abstract The “Smart Billing enabled Shopping Cart” is an Internet of Things inven-

tion that will transform the shopping experience. It uses the ESP32 CAM, QR codes,

and Arduino IDE. This project intends to improve and streamline the purchasing

experience in a future where efficiency and convenience are critical. Traditional

shopping carts no longer meet the modern consumer’s needs, which require labo-

rious human data entering. This paper aims to develop a shopping cart that minimises

errors, streamlines data entry, and speeds up checkout. Users may scan products with

a mobile app using the ESP32 Cam to affix QR codes to each item. It calculates the

total cost and produces an itemised receipt. The work shows notable increases in user

satisfaction and shopping efficiency. It is a viable option since it speeds up checkout,

lowers error rates, and improves the shopping experience. In conclusion, the ESP32

CAM and QR code-powered Smart Shopping Cart provides a creative way to make

shopping easier. It solves the drawbacks of conventional shopping carts, which even-

tually helps consumers. This whole work demonstrates how IoT technology can be

used to optimise daily tasks in shopping malls.
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1 Introduction

In the contemporary era, where time is considered the most precious commodity, the

efficiency of daily activities has become a paramount concern. Shopping, an integral

part of our lives, often entails an unwarranted expenditure of time, particularly during

the billing process. The ubiquitous sight of long queues at checkout counters is not

only time-consuming but also a source of frustration for shoppers, especially during

peak seasons or festivals. Recognising this challenge, our project aims to revolu-

tionise the traditional shopping experience by introducing a cutting-edge solution

that significantly reduces the time spent at billing counters. The core objective is to

empower customers to conduct their own billing seamlessly, thereby streamlining

the entire shopping process.

With the integration of ESP32 CAM technology and QR code functionality, our

intelligent shopping cart provides customers with a user-friendly and efficient way to

estimate and settle their bills. The innovative approach not only enhances the overall

shopping experience but also addresses the challenges retailers face during peak

periods, such as festivals, where the influx of customers can lead to extended billing

times. One of the key advantages of our smart shopping cart is its potential to reduce

the reliance on manpower at billing counters. This not only optimises operational

efficiency for shopping malls but also frees up valuable space that can be utilised

to enhance product displays and improve the overall aesthetic appeal of the retail

environment.

Beyond enhancing the billing process, our project extends its impact by incor-

porating a seamless payment mechanism. Customers can complete transactions by

scanning a payment QR code from popular UPI apps such as PhonePe, Google Pay,

and others. This integration not only adds a layer of convenience for shoppers but also

aligns with the contemporary trend of digital payment preferences. In contributing

to the ongoing evolution of the retail landscape, our SMARTER BILLING system

strives to make the shopping experience more efficient, customer-centric, and tech-

nologically advanced. This work provides a new era of innovation in the retail sector

through the amalgamation of self-service billing, digital payments, and a focus on

enriching the overall shopping environment.

2 Literature Survey

A state-of-the-art initiative called Smart Shopping Cart seeks to transform the shop-

ping experience. With cutting-edge technologies like RFID, IoT, and AI, this system

is intended to improve buyers’ overall enjoyment, convenience, and efficiency. This

literature review has examined several important sources that provide insight into

the ideas and technology behind the Smart Shopping Cart. The Smart Shopping Cart

concept is centred upon a set of revolutionary technologies. The Internet of Things

(IoT), artificial intelligence (AI), and radio-frequency identification (RFID) are some
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of the technologies that are used to develop a shopping cart that is more than just

what it used to be. While IoT links the cart to a network and allows real-time data

sharing, RFID tracks objects and their movements. Conversely, artificial intelligence

(AI) infuses automation and intelligence into purchasing.

The RFID-based Smart Shopping Cart idea is introduced by [1]. This system uses

RFID technology to monitor and identify things in the cart. With the cart, shoppers can

easily keep track of the things they have chosen, and the shopping process can be more

smoothly managed. This reference examines the benefits and distinctive features of

this system. The system [2] offered in “ShopNDrop Using Smart Trolley” adds

novel characteristics to the shopping trolley, contributing to the literature. The cited

work presents new algorithms and developments that enhance the Smart Shopping

Cart’s functionality. To grasp the state-of-the-art in this subject, use this reference

extensively. Karjol [3] provide details on an Internet of Things (IoT)-based Smart

Shopping Cart that uses the Internet of Things capabilities to make shopping easy.

IoT technology enables automation, individualised suggestions, and data sharing

by establishing a connection between the cart and the larger retail environment.

The reference provides insightful viewpoints on how the Internet of Things affects

purchasing. It also presents a Smart Shopping trolley system [4] that combines RFID

and IoT capabilities. This source describes how IoT provides connection and real-

time data processing, while RFID technology helps with item tracking. Combining

these technologies makes shopping more convenient for customers and increases

process efficiency [5].

An inventive method [6] for creating smart shopping carts is presented about

Intelligent shopping carts using Bolt ESP8266 based on IoT. This system shows

how IoT technology may enable linked shopping carts to provide extra features and

functionality by using the Bolt ESP8266 platform. ESP8266 integration creates new

opportunities for intelligent shopping carts [7, 8].

One crucial area of research [9] is integrating artificial intelligence with smart

shopping carts. A forward-thinking system that investigates the combined effect

between AI and IoT. This source demonstrates how artificial intelligence (AI) may

improve judgment, provide suggestions, and create a more thoughtful and tailored

buying experience. The system described in “The IoT-Based Smart Shopping Trolley

System” illustrates how smart trolley technology is developing with continuous

improvements. This reference shows how the integration of IoT is continuing to

alter shopping by providing insights into the latest advancements and trends [10].

Integrating machine learning and vision [1, 11] into these types of carts has also

been investigated. The above reference delves into how these technologies facilitate

item recognition, manage inventory, and enhance the shopping experience. Ryumin

[12] examines the relationship between robotics and smart shopping carts. Offers a

novel method for integrating technology into shopping by exploring the possibility

of human–robot interaction to improve the capabilities of shopping carts.

In [13] Mobile apps are another Smart Shopping Cart initiative aspect. The refer-

ence discusses how mobile apps provide ease and smooth cart integration to improve

the purchasing experience. RFID-based shopping cards are being developed [14–16].
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Some work has also been done for real-time product tracking and inventory manage-

ment using IoT [17, 18]. Also, an AI-powered shopping cart was developed for

customer Behavior analysis [19], product recommendation [20, 21], recommendation

behaviour analysis [22], and Fraud Detection [23, 24].

The literature review has illuminated several aspects of Smart Shopping Cart

technology, ranging from AI, machine vision, and human–robot interaction to RFID

and IoT integration. The development of the Smart Shopping Cart project is guided

and inspired by the full awareness of current research and advances in the area that

these references together give.

3 Proposed Methodology

The methodology employed in this research aims to comprehensively evaluate the

effectiveness and practicality of the “Smart Billing enabled Shopping Cart” in revo-

lutionising the shopping experience. Leveraging the Internet of Things (IoT) frame-

work, the research investigates the integration of key components such as the ESP32

CAM, QR codes, and Arduino IDE to develop a sophisticated and user-friendly

shopping cart system.

3.1 Research Design

This study adopts a multifaceted approach, encompassing quantitative and qualitative

methods to understand the Smart Shopping Cart’s functionality and user experience.

The research design allows for exploring various facets, including technical perfor-

mance, user satisfaction, and efficiency improvements. The study aims to generate

comprehensive findings that inform technical enhancements and user-centric design

improvements by combining quantitative data analysis with qualitative insights.

3.2 Data Collection

This study adopts a multifaceted approach, encompassing quantitative and qualitative

methods to understand the Smart Shopping Cart’s functionality and user experience.

The research design allows for exploring various facets, including technical perfor-

mance, user satisfaction, and efficiency improvements. The study aims to generate

comprehensive findings that inform technical enhancements and user-centric design

improvements by combining quantitative data analysis with qualitative insights.

1. Quantitative Data
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In our data collection process, we meticulously gathered quantitative insights

into the performance of the Smart Shopping Cart system. This involved a series of

well-defined steps to capture objective metrics and conduct a thorough analysis.

(1) Implementation in Real-World Scenarios

We initiated the data collection phase by deploying the Smart Shopping Cart

system in various real-world shopping environments. This encompassed supermar-

kets, retail stores, and convenience stores to ensure a diverse representation of user

interactions.

(2) Diverse Sampling

We strategically selected various shopping scenarios to achieve comprehen-

sive data coverage. Factors such as store layout, foot traffic patterns, and product

assortment were considered to capture a representative sample of user experiences.

(3) Sensors and Data Logging Mechanisms

a. Sensor Integration: The Smart Shopping Cart system was outfitted with

sensors capable of capturing key real-time performance metrics. These

sensors included barcode scanners, weight sensors, and motion detectors

to track item scanning speed, cart movement, and checkout duration.

b. Data Logging: We implemented robust data logging mechanisms within the

Smart Shopping Cart system to ensure accurate data capture. This allowed

for continuous recording of user interactions, enabling detailed analysis at

a later stage.

(4) Statistical Analysis and Comparison

a. Data Analysis: Following the data collection phase, collected quantitative data

underwent meticulous statistical analysis. This involved employing tools like

Python’s NumPy and Pandas libraries to compute summary statistics, frequency

distributions, and correlation analyses.

b. Benchmark Comparison: To contextualise our findings, we compared the

performance metrics obtained from our data collection efforts against estab-

lished benchmarks within the retail industry. This facilitated assessing the Smart

Shopping Cart system’s performance relative to industry standards and user

expectations.

2. Qualitative Data

In addition to quantitative measurements, we employed qualitative methodologies

to gather nuanced insights into user perceptions and experiences with the Smart

Shopping Cart system.

(1) User Feedback Mechanisms

a. Surveys: Participants were invited to complete structured surveys to assess

various aspects of their interaction with the Smart Shopping Cart system.

Survey questions covered overall satisfaction, ease of use, and perceived

usefulness of the system.
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b. Interviews: In-depth interviews were conducted with select users to delve

deeper into specific aspects of their experiences. These interviews provided

an opportunity to explore user preferences, pain points, and suggestions for

improvement in greater detail.

(2) Observational Studies

a. Direct Observation: Researchers conducted observational studies in real-

time shopping scenarios to observe and document user behaviours first-

hand. This involved observing how users interacted with the Smart Shopping

Cart system, including navigation patterns, decision-making processes, and

interactions with store personnel.

b. Focus Groups: Focus group discussions were organised to facilitate group

interactions and uncover collective insights into user perceptions and expe-

riences. These discussions allowed participants to share their perspectives,

exchange ideas, and contribute to a deeper understanding of user preferences

and expectations.

Our comprehensive data collection approach, integrating both quantitative

measurements and qualitative feedback, yielded a wealth of insights into the perfor-

mance and user perceptions of the Smart Shopping Cart system. By meticulously

executing each step of the data collection process and employing various method-

ologies, we gained valuable insights that inform the refinement and optimisation of

smart shopping technologies for enhanced user experiences.

3.3 Implementation

The Smart Shopping Cart system is meticulously implemented, integrating the ESP32

CAM for product scanning, QR codes for seamless identification, and Arduino IDE

for data processing. The system minimises errors, streamlines data entry processes,

and expedites user checkout. Iterative prototyping and user testing are conducted to

refine system functionality and user interface design iteratively. Continuous integra-

tion and testing practices ensure the stability and reliability of the Smart Shopping

Cart system across diverse shopping environments.

3.4 Data Analysis

Quantitative data analysis employs statistical methods to analyse performance

metrics and identify patterns in user interactions. Descriptive statistics, inferential

statistics, and multivariate analysis techniques may be utilised to quantify the impact

of the Smart Shopping Cart system on shopping efficiency and user satisfaction.

Qualitative data analysis utilises thematic coding techniques to extract meaningful
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insights from user feedback and observations. Integrating both approaches facilitates

a comprehensive evaluation of the Smart Shopping Cart’s efficacy and identifies

opportunities for refinement and optimisation.

3.5 Ethical Consideration

Ethical considerations are paramount throughout the research process to ensure the

well-being and rights of research participants. Informed consent is obtained from

all participants, and their privacy and confidentiality are safeguarded. Measures are

implemented to ensure transparency, fairness, and integrity in data collection, anal-

ysis, and reporting. Ethical guidelines provided by institutional review boards (IRBs)

or ethics committees are strictly adhered to, mitigating potential risks and ensuring

the ethical conduct of the research.

3.6 Limitations

Acknowledging potential limitations is crucial for maintaining the integrity and

validity of the research findings. Environmental constraints, participant biases, and

logistical challenges may impact the research process and outcomes. Clear documen-

tation of limitations enhances the credibility and reliability of the research findings,

providing context for interpreting results and informing future research directions.

Sensitivity analyses and robustness checks may be conducted to assess the robustness

of research findings and mitigate the influence of potential confounding factors.

3.7 Validations

Peer review and expert consultation are sought to validate the research findings

and ensure the robustness of the methodology. Feedback from stakeholders, domain

experts, and interdisciplinary scholars enriches the interpretation of results and

strengthens the validity of conclusions drawn from the study. Peer-reviewed publi-

cation and dissemination of research findings contribute to advancing knowledge

in the field of IoT-enabled systems and user-centric design. Replication studies and

follow-up research efforts further validate the generalizability and applicability of

research findings in diverse contexts.



198 D. Sahu et al.

4 Hardware Requirements

We present a visual depiction of the Smart Shopping Cart prototype in operation,

showcasing its functionality and practicality. It is an actual illustration of our goal

for a smooth and effective buying experience.

4.1 ESP32-CAM Module

Description: The ESP32-CAM module served as the core processing unit of the

Smart Shopping Cart system, providing wireless connectivity and image processing

capabilities.

Key Features:

1. Integrated ESP32 microcontroller with Wi-Fi and Bluetooth connectivity.

2. The OV2640 camera sensor is for capturing images and QR codes.

3. GPIO pins for interfacing with external devices and sensors.

Purpose: The ESP32-CAM module facilitated real-time image recognition and

processing, enabling the Smart Shopping Cart system to identify products and extract

relevant information from QR codes.

4.2 USB to TTL Converter

Description: The USB to TTL converter was an essential interface for establishing

communication between the ESP32-CAM module and external devices, such as

computers or microcontrollers.

Key Features:

1. Use a USB Type-A connector to connect to the host computer.

2. TTL-level serial interface for communication with the ESP32-CAM module.

3. LED indicators for power and data transmission status.

Purpose: The USB to TTL converter facilitated the programming and debugging

of the ESP32-CAM module, allowing for firmware updates and troubleshooting

during the development process.

4.3 USB Cable

Description: The USB cable provided the physical connection between the USB to

TTL converter and the host computer, enabling data transfer and power supply.
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Key Features:

1. Type-A to Type-B USB connectors.

2. High-quality shielding for data integrity and reliability.

3. Various lengths and configurations are available to suit different deployment

scenarios.

Purpose: The USB cable was the conduit for transmitting programming instruc-

tions, firmware updates, and debugging information between the ESP32-CAM

module and the host computer.

4.4 Adapter

Description: The adapter supplied the necessary power to the ESP32-CAM module,

ensuring reliable operation in standalone or embedded configurations.

Key Features:

1. Output voltage and current ratings compatible with the ESP32-CAM module’s

requirements.

2. Overcurrent and overvoltage protection mechanisms for safety and reliability.

3. Compact form factor suitable for integration into the Smart Shopping Cart

system.

Purpose: The adapter provided the required electrical power to the ESP32-CAM

module, allowing it to function autonomously without relying on external power

sources.

Table 1 outlines the detailed specifications of each hardware component to facili-

tate replication and deployment of the Smart Shopping Cart system. Considerations of

functionality, compatibility, and reliability guided the selection of hardware compo-

nents for the Smart Shopping Cart system. By leveraging high-quality components

such as the ESP32-CAM module, USB to TTL converter, USB cable, and adapter,

we ensured the robustness and effectiveness of the system in real-world deployment

scenarios.

Table 1 Components and its description

Component Description Specification Quantity

ESP32-CAM module ESP32-CAM module ESP32 microcontroller with

OV2640 camera sensor

1

USB to TTL converter Interface converter USB Type-A connector 1

TTL-level serial interface 1

USB cable Data transfer Type-A to Type-B connectors 1

Adapter Power supply Output voltage: 5 V 1
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5 Software Requirements

5.1 Arduino IDE

Version 2.2.1 of the Arduino Integrated Development Environment (IDE) is essential

to properly executing the Smart Shopping Cart project.

5.2 Python 3.0

The Smart Shopping Cart project harnesses the power of Python 3.0 as its primary

programming language, supplemented by an array of essential libraries. This section

delves into the pivotal role of Python 3.0 and these associated libraries, emphasising

their collective significance in the project’s successful execution.

The software components of the Smart Shopping Cart are based on Python 3.0.

Many advantages support its adoption, including as readability, adaptability, and a

robust library environment. Python is the primary programming language used in this

project for its graphical user interface (GUI), data processing, and user-friendly inter-

action with the Smart Shopping Cart. Python is a great option for GUI development

because of its readability and versatility.

The Smart Shopping Cart’s interactive face, or GUI, offers users an easy-to-

use platform for managing quantities, choosing products, and completing checkout

quickly. Python-compatible libraries like as Tkinter and PyQt make GUI creation

easier and guarantee that users can easily traverse and interact with the cart.

5.3 OpenCV

The Open Source Computer Vision Library, or OpenCV, is essential to Python’s

function in this project. By making it possible to recognise and interpret visual data

specifically, QR codes used to identify products, it expands Python’s capabilities. The

Smart Shopping Cart can scan, analyse, and decode QR codes in real time thanks to

OpenCV’s powerful capabilities, guaranteeing the project’s accuracy and efficiency.

To install OpenCV using Python command, run the following command in your

terminal or command prompt: “pip install opencv-python”.

5.4 Numpy

The project utilised Numpy, a numerical operations package, to enhance Python’s

capabilities. Its contribution is found in the areas of array management, data
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processing, and sophisticated mathematical computations. Because of its signifi-

cance in data processing, Numpy is an essential part of real-time product information,

quantity, and price management.

To install NumPy using the Python command, run the following command in your

terminal or command prompt: “pip install numpy”.

5.5 Urllib.Request

The Urllib.request library serves as the project’s gateway to external data sources,

ensuring secure data retrieval. Within the Smart Shopping Cart, Urllib.request plays a

pivotal role in acquiring data essential for secure payments via UPI scan. Its function

is paramount in enabling the project to access and process data securely, reinforcing

the reliability of the payment process.

To install urllib.request using Python command, no additional installation is

required as it is part of Python’s standard library.

5.6 Pygame

Python’s functionality is further enriched by the Pygame library, a versatile tool

for graphical user interface (GUI) development. Pygame facilitates the creation

of interactive and visually engaging interfaces. It is a cornerstone in crafting the

project’s user-friendly and visually appealing GUI, enriching the shopping experi-

ence and ensuring seamless customer interaction. To install Pygame using Python

command, run the following command in your terminal or command prompt: “pip

install pygame”. The effectiveness, precision, and user-friendliness of the Smart

Shopping Cart are supported by the synergy of Python 3.0 and its related libraries,

such as OpenCV, Numpy, Urllib. request, and Pygame. Every part of the project

contributes in a different but complementary way to safe payments, real-time data

processing, and a captivating user experience.

5.7 Tkinter for GUI

Tkinter, a standard GUI library for Python, is specifically leveraged in the devel-

opment of the graphical user interface (GUI) for the project. Although Tkinter is

typically included with Python installations, some systems might require additional

installation steps.

To ensure the Tkinter GUI library is installed, you can run the following command

in your terminal or command prompt: “sudo apt-get install python3-tk” (for Debian/
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Ubuntu based systems) or sudo yum install python3-tkinter (for Fedora/Red Hat-

based systems). These commands will install Tkinter and its dependencies if they

are not present.

5.8 Jupyter Notebook

Jupyter Notebook is essential to improving the effectiveness and usefulness of the

Smart Shopping Cart project, especially when combined with Conda 4.10.1 and

Tkinter for GUI. An in-depth discussion of Jupyter Notebook and related elements

is given in this part, highlighting the importance of these elements to the project’s

successful completion.

The Jupyter Notebook, Conda 4.10.1, and Tkinter combination for GUI develop-

ment enhance the functionality of the Smart Shopping Cart project. Conda simplifies

environment management, Jupyter Notebook facilitates data analysis and collabora-

tion, and Tkinter ensures the graphical user interface is responsive and easy to use.

Tkinter, a standard GUI library for Python, is specifically leveraged in the devel-

opment of the graphical user interface (GUI) for the project. Although Tkinter is

typically included with Python installations, some systems might require additional

installation steps.

6 Results

The work visually depicts the Smart Shopping Cart prototype in operation, show-

casing its functionality and practicality. It is an actual illustration of our goal for

a smooth and effective buying experience. Beyond its visual appeal, the prototype

shown in Fig. 1 is evidence of the meticulous planning, collaborative teamwork, and

technological prowess invested in the Smart Shopping Cart project. It encapsulates

the essence of our goal, not merely to ideate but to materialise a real-world solu-

tion that addresses the evolving needs of modern consumers. As depicted in Fig. 2,

we showcase demo products integrated with QR codes shown in Fig. 3, an essen-

tial Smart Shopping Cart system component. These demo products are designed to

exemplify the seamless interaction between physical products and digital technology

within the Smart Shopping Cart ecosystem. Figure 4, introduces the Graphical User

Interface (GUI) for the Billing System, a crucial part of the Smart Shopping Cart

project. Customers may easily evaluate their chosen goods, control quantity, and

begin checkout with this interface. Figure 5 illustrates the Payment System, a vital

point in the Smart Shopping Cart’s operation. This picture illustrates the safe and

user-friendly payment method that facilitates the execution of transactions.
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Fig. 1 Top and front view of functional model

Fig. 2 Functional model with sample products

7 Discussion

Integrating ESP32 CAM, QR codes, Python GUI, and UPI payment in the Smart

Shopping Cart project has significant implications for the retail industry. This discus-

sion section explores key aspects that underscore the transformative potential of our

innovative solution.

(1) Impact on Customer Shopping Behaviours
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Fig. 3 Sample products

Fig. 4 Product billing system GUI

Fig. 5 Payment system
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The infusion of technology into the shopping experience is poised to reshape

customer behaviours. The Smart Shopping Cart makes the product identification,

selection, and payment process more intuitive and efficient. Customers are likely

to embrace this streamlined approach, leading to a shift in preferences towards

technologically enhanced retail interactions.

(2) Operational Efficiency and Reduced Checkout Times

One of the primary benefits of the Smart Shopping Cart lies in its potential to

enhance operational efficiency for both customers and businesses. The system signifi-

cantly reduces checkout times by automating product scanning, quantity adjustments,

and payment. This efficiency improvement saves customers time and contributes to

a more streamlined and agile retail environment.

(3) Secure and User-Friendly Payment Methods

The integration of UPI payment in the Smart Shopping Cart addresses the crucial

aspect of secure and user-friendly transactions. With the ease of scanning a QR code

for payments, customers experience a seamless and secure payment process. adds

convenience and fosters trust, a vital component in modern retail transactions.

(4) Challenges and Considerations

While the Smart Shopping Cart presents numerous advantages, it is essential to

acknowledge potential challenges and considerations. User adoption, system scala-

bility, and data security require careful attention. Balancing technological advance-

ments with user-friendly interfaces will be key to overcoming these challenges and

ensuring the widespread success of such innovative retail solutions.

8 Conclusion

The Smart Shopping Cart project marks a dramatic leap forward in retail experi-

ences. Solving the persistent obstacle of checkout waits has shortened the shopping

process and empowered consumers with a smooth, data-driven retail experience.

Our idea utilises cutting-edge technology, anchored by the ESP32-CAM module,

Python decoding, a dynamic graphical user interface, and USB-B connectors, to

create an environment where convenience, efficiency, and user-friendliness merge.

The following essential accomplishments emphasise the project’s success:

(1) Revolutionising Checkout: We’ve redefined the shopping landscape by

rendering checkout queues obsolete. With the Smart Shopping Cart, customers

enjoy a checkout-free experience, reducing waiting times and enhancing overall

convenience.

(2) Data-Driven Shopping: Our advanced technologies enable real-time data

capture and processing. Product information, quantities, and pricing are at the

customer’s fingertips, promoting informed purchasing decisions.
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(3) User-Friendly Interaction: The intuitive graphical user interface (GUI) ensures

customers easily navigate shopping. Product selection, quantity adjustments,

and secure payments via UPI scan are all accomplished effortlessly.

(4) Secure and Transparent Payments: Implementing secure UPI scanning for

payments guarantees the safety and transparency of transactions. Real-time

verification of payments underscores our commitment to a secure shopping

environment.

(5) Endless Innovation: As we conclude this project, we stand at the threshold of

a retail future brimming with innovation. The possibilities are boundless, and

we are excited to explore new horizons in the retail industry.

This work with the Smart Shopping Cart project is not simply a climax but also a

launchpad for the future of retail. We have tackled one of the most significant concerns

in the business, paving the way for customer-centric, efficient, and data-driven shop-

ping experiences. As we look forward, we are enthused about the unlimited potential

for innovation in the retail industry. The Smart Shopping Cart is not simply a project;

it’s a vision for a better shopping future.

9 Future Scope

The Smart Shopping Cart project is a step forward, but its journey is far from

complete. The project’s success opens doors to several opportunities for future refine-

ment and investigation. Here are some places where the project may continue to

evolve:

(1) Enhanced Data Analytics: The project can delve deeper into data analytics to

provide insights into customer behaviour, preferences, and shopping patterns.

This information can guide personalised marketing and product recommenda-

tions.

(2) Mobile Applications: Developing mobile applications for the Smart Shopping

Cart can further enhance the customer experience. Mobile apps can provide

additional features like shopping lists, location-based promotions, and seamless

account management.

(3) Integration with Inventory Management: Expanding the project to encom-

pass real-time inventory management can benefit customers and retailers.

Customers can receive accurate stock information, while retailers can optimise

their supply chains.

(4) AI and Machine Learning: Integrating artificial intelligence and machine

learning may give sophisticated capabilities like face recognition for easy

entrance and personalised product suggestions based on prior purchases.

(5) Expansion to Various Retail Sectors: The project’s framework can be applied

across a spectrum of retail sectors, from supermarkets and convenience stores

to apparel shops and pharmacies, amplifying its impact.
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(6) Internationalisation: Adapting the project for worldwide markets by including

multi-language support, local currency management, and compatibility with

international payment methods may make it a global retail innovation.

The future of the Smart Shopping Cart is an unfolding narrative of innovation, opti-

misation, and expansion. We are excited to explore these possibilities, continuously

striving to make the retail experience efficient and extraordinary.
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Smart City: Challenges and Issues
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and Chinmaya Ranjan Patnaik

Abstract Smart City is one of the recent concepts which every city is craving for

now a days. Research is going on extensively at both national and international levels

in developing smarter and smartest cities for the upcoming era. This chapter is an

effort to bring about underlying concepts, needs, provocations, exigencies behind

the establishment of stylish cities. Complete flawless communication among cities

poses a challenge for constructing completely automated niche and a new way to

explore the unexplored domain. Contemporary findings reveal that for implementing

stylish niche, in 2021 around 35 billion devices were utilized globally. Working flaw-

lessly with such a humongous collection of devices posed as demanding issue, thus

drawing major attention of investigators from varied domains like academic-based

and industry-based towards the flawless construction of new-stylish niches called as

“smart cities”. A lot many concepts like smart grids, eHealth-cares, e Environmental-

monitoring systems, smart-homes, smart-water purifiers, Smart-Air-Quality systems

etc. are now put together to give a new concept of stylish city or rural niche. All this

includes the latest 5G networks with high-end tools and technologies with full and

flawless real time updates. The research work elaborated in this chapter includes

a crisp study of the underlying technical confrontations lying in the path of style-

oriented niches. We will also throw ample light on the implementation issues for the

various other sub-domains as mentioned above.
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1 Introduction

Today in India majority of cities are fighting to be upgraded as “smart cities” by

incorporating new and advanced features. This upgradation is not so easy as they

must compete a lot to achieve certain deliverables flawlessly. A lot many features

and activities are to be taken care of to achieve this position. But these niche longing

for “smarter niche” must deal with all the shortcomings lying in the various sections

and sub-sections of the cities. They need to recover from all the problems and must

overcome the challenges associated with the various flaws. It applies to all the govern-

mental, non-governmental and semi-governmental domains. All the aspects related

to these domains should be taken care of. The IT structure should be developed in

such a way that it adds to the overall infrastructural development of the whole niche.

All the latest advancements in terms of tools and technologies should be adopted.

All the services should be delivered flawlessly. The data being floated among the

various stakeholders, directly, indirectly should be managed and updated properly.

The main backbone behind the smart development of cities is proper exhibition of IT

services. All the hardware, software and other required components needed for the

technological advances should be implemented without fail. The latest concepts of

AI and ML should also be adopted as these are the basics of any new development.

The fundamental issue is real time updating of all the associated elements. For this

the internet-related services should also be imparted properly and flawlessly.

The plans for establishing “smart city” need to be developed quite judiciously.

It takes into consideration the inhabitants, state offices, non-state offices, all private

establishments and establishes a balance among all of them. A balance is a must

among all these elements so that data moves in real time among all the deliverables.

The IOT based devices must be functional properly with all real updates. The assurity

of converting a normal city to smart niche by the city officials is rare as it solely

depends upon the various constraints. First a draft is proposed which is approved by

all the applicants. Then it is submitted to the concerned authorities for authenticity

and approval. All the parts and sub-parts pertaining to the development cycle for a

city are to be taken care of.

The developmental process for all the domains and sub-domains should be

mentioned clearly in the draft. It should bear the data related to smart education,

smart urbanization, smart medical devices, smart medical facilities, smart IOT, smart

banking and various other domains to be smarter enough to upgrade any city to a

smarter level. Even though the elevation of a city from normal to smarter niche is

not certain, but if there are ample technological advances and fully efficient real time

updates, then it can be accomplished. Also, that time is not far away when all the

cities in India would raise their technological advancements and obtain the cadre of

“smart niche” (Fig. 1).



Smart City: Challenges and Issues 211
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Fig. 1 Special features of smart cities

2 Literature Survey

A lot of work is going on in India now a days to implement the concept of “smart

cities”. But the assurity of converting a normal city to smart niche by the city officials

is rare as it solely depends upon the various constraints. First a draft is proposed which

is approved by all the applicants. Then it is submitted to the concerned authorities for

authenticity and approval. All the parts and sub-parts pertaining to the development

cycle for a city are to be taken care of. The developmental process for all the domains

and sub-domains should be mentioned clearly in the draft. It should bear the data

related to smart education, smart urbanization, smart medical devices, smart medical

facilities, smart IOT, smart banking and various other domains to be smarter enough

to upgrade any city to a smarter level.

The authors in [1–4] present current challenges of IoT and Blockchain while an

analysis of the potential advantages of both has been evaluated. The literature survey

in [5–8] identifies the components of the smart city to realize the concept. The authors

discuss the IoT authentication issues in [9] providing a wide range of authentication

protocols proposed in the literature. They analyze requirements for new domains

and try to align elements within demand IOT tools and technologies. A systemic

review of Internet of Things (IoT)-based smart cities and blockchain (BC) has been

presented statically in [10]. The authors discuss the distributed nature of BC, which

has been adopted by many businesses, posing challenges in IoT-based smart cities.

A comprehensive survey has been presented in [11, 12] on cyber-physical systems

(CPSs) concerning applications, technologies, standards, and related security vulner-

abilities, threats, and attacks. It further leads to identifying the key issues and chal-

lenges within this domain. Various security aspects, services, and best practices

ensure resilient and secure CPS systems. Blockchain (BC) technology’s evolution

considering constituent technologies, consensus algorithms, and blockchain plat-

forms have been presented in [13–15]. The authors discuss the security issues for

smart cities and critically evaluate various smart applications enabled by blockchain-

enabled solutions. The review in [16] presents an overview of layered architectures

of IoT and associated attacks.

In their research work [17, 18], the authors have tried to find out the various basic

technological issues pertaining to the flawless IoT based systems which are based

on privacy, security, intelligent sensors/actuators design. The authors in [19, 20]

discuss the characteristics of blockchain technology, focusing on the integration of

distributed ledger technology in smart cities. This literature review is a continuation

of a comprehensive review article that discussed the newly proposed solutions based
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on centralized and distributed block chain-based solutions for authentication IoT-

enabled smart devices [21, 22]. In this chapter, however, a descriptive approach has

been adopted to explore decentralized architectures and discuss the security issues

in the authentication of these IoT-enabled smart devices.

3 Challenges and Issues Involved in Building Smart Cities

The various challenges which are being faced in the successful and fully authenticated

smart cities and their full adoption by all the people in the society without any

hesitation are discussed as below (Fig. 2).

3.1 Smart City IT Infrastructure Must Be Agile and Flexible

to Scale

The basic infrastructural requirement for the establishment of a “smart city” is

the scalability option for all the systems and sub-systems. It helps in growing and

enlarging the capabilities and thus the standards of any city which aims to be a “future

smart city”. All the sub-systems should be capable of dealing with ever increasing

data which should be updated in real time with fully efficient internet support. The

sub-systems should also be capable of ever-increasing data and the vice versa should

also be true i.e. the data should also be capable of getting acquainted with ever

increasing support.

Develop and then preserve open space 

Identification of the city 

Cost effective implementation 

Flawless services 

Implementing smart solutions  

Enhanced usage of resources 

Developing smart localities 

Improved transport facilities 

Public friendly governance 

Cost effective governance 

Improved communication services 

Improved e-commerce facilities 

Fig. 2 Smart cities implementational demands
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3.2 Political Differences Can Be a Roadblock to Smart City

Deployments

The politized boundaries of the cities can also be a hindrance in the infrastructural

development of the smart city initiative. As funding is the major requirement for the

establishment of technological advances. Many a time, there are challenges related

to the issue of timely funds. The funds need to be drawn from multiple resources

like private, semi-private and non-private organizations. Many a times, these can

be influenced by the government bodies and local political parties. It may result in

delayed availability of funds or their unavailability also. Many a time, the concerned

authorities have to intervene to make the funding process functional.

4 Smart City Architecture

The architecture of smart cities is divided into various layered methodologies in

which operations are performed between the layers. A good amount of Internet speed

and capacities required to exchange data among these layers. Dell data which passes

from one layer to another needs to be highly secured and earlier below a particular

layer passes the data to its upper layer. In this way the data is transmitted from

lower layer to the higher layer as is usually done in the layered architecture system

pertaining to other domains also. So, smart city architecture is majorly categorized as

a division into 3 layers. The functionalities, challenges, issues and the weaknesses of

these layered display architecture also need to be dealt with stringently to implement

the smart city concept flawlessly and in the most effective way.

4.1 Antagonist Smart-City Layered Architecture

As all of us crave for the flawless implementation of smart cities, but it will also incur

a lot of maintenance and replacement related functionalities. All this will obviously

involve a lot of cost, but these things are imperative to enhance the efficiency of

the system. The transfer of various data and information between the layers and

the devices is the prime requirement for any smart city implementation. In such a

scenario a lot of security and integrity with respect to the data transfer needs to be

maintained by the implementors. Only then the people will turn up and accept the

smart city implementation and can take the maximum benefit out of it. The system

should be developed in such a manner that the unauthorized people should be first

identified successfully and then restricted from accessing private data. As most of the

data is on the Internet, the intrusion through the unauthenticated persons has more

chances that is why security is a prime concern.
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4.2 Application Layer Proneness

As application layer is the place where the communication takes place between the

layered architecture and the users. So, it is the place which is most prone to attack by

outside attackers. One must take utmost care and not leave this layer unattended and

provide maximum security terms to this layer. A lot many sophisticated algorithms

need to be applied on this layer so that it is most secure and as it is most vulnerable

towards various types of attacks. The various types of attacks which can be they

are on this layer are injection-based, cross-citing based, scripting-based, parametric

tempering based, botnet based and buffer overflow-based attacks.

4.3 Transmission Layer Proneness

The transmission layer is responsible for the exchange of data between the layered

architecture and the users. As this layer is prone to attackers from the outside place,

it must be secured a lot. The attackers may target this layer to obstruct the network

resources and by inserting fake data. This can pose quite a serious problem such as

denial of services and various other type of attacks like Trojan horse attack, worm-

based attack and various other man-in-the-middle type of attacks. The user is also

many a times confused regarding which data is actual and which data is being faked.

One must take utmost care in implementing this layer also.

5 Latest Elevations in Tools and Techniques and Upcoming

Research

Here in this section, we will discuss the various advancements which have taken

in the smart city implementation in the past and how the various shortcomings can

be removed to have a fully secured and flawless smart city implementation for the

future. Since we all know that for the best smart city implementation, we need to have

the most secure system based on the Internet. Now since things are Internet based

with the IoT enabled devices, we need to incorporate the security features largely by

providing different logins and facilities to various people at various levels. It must

be seen precisely which person should be given which type of rights so that privacy

among people is not hindered. Here we will also discuss the various future works

which can be done to remove the current shortcomings existing in the system and

what can be the various ways to do so.
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5.1 Newly Introduced Block Chain Related Techniques

As we all know that the block chain architecture adds an extra layer to the already

layered smart city architecture. It must combine the IoT devices with the broken

chain enabled devices using this additional layer. As the number of layers starts

increasing one must take more care of the security issues related to it. The greater the

number of layers the more are the implementation issues, and the security features.

The implementors also need to see which type of rights are to be given to which

person so that security breach is not there. The various block-chain related devices

are joined as nodes in a decentralized system which needs heavy processing and a

lot of high-speed computation overhead. All this incurs a lot of cost and complexity

in the system. This is the current scenario which is being faced by the block chain

architecture. In the future it is speculated that if the concept of development and

deployment of smart cities is implemented successfully and people are not hesitant

in adopting it, then money would not be a problem as far as increasing the layer

is concerned. For the nodes, one can get some token sort of thing to enhance the

security. This token would act as a crypto token which will be delivered only to

those persons who have the various rights related to it and thus the keys. The various

methodologies for encryption and decryption can be used at this stage. It would help

in giving authentication only to those people who are authorized to access the data.

In this way, the security can be implemented fully and with 100% satisfaction. If

this can be implemented successfully, then more and more users will turn up for the

concept which will no doubt increase the amount of fee which is being generated

and thus more sophisticated and expensive security features can be used.

5.2 Latest Hashing Techniques

The latest hashing techniques based on secured hash algorithms can also be incorpo-

rated to implement the secured communication channel show that the data originality

can be maintained, and it can move in a secured way from one place to another. Nowa-

days a lot many hashing algorithms are being introduced with high securities. Many

organizations have started adopting the hashing techniques for various purposes but

if it is adopted in on a wide range for the implementation of smart cities then the data

integrity and security would also be maintained. The authentication process would

be improved by the usage of hashing techniques and the smart city infrastructure

would be improved by the introduction of a lot many public and private security keys

in the distributed network.
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5.3 IOT Enabled Upgradations

The various initiatives been taken to upgrade the firmware in actual time will help the

smart city network to implement a secured collaboration between the IoT enabled

devices with the blockchain. As data integrity and security are the key challenges

which are imperative for the implementation of any secured smart city architecture,

a lot many concerns to safeguard these aspects lie within the minds of the imple-

menters. Various lightweight cryptography-based algorithms would also help in this

way to maintain the resource-based methodology of these additional elements. As the

data which is uploaded needs to be secured from the various intruders, participants,

devices and from the cyber attackers.

5.4 Crypto Token Concept

We all know that the concept of crypto tokens is becoming very popular nowadays

for the implementation which uses blockchain based smart elements. These tokens

bear the rights of physically and digitally accessing the property based on its assets.

Though these tokens come in the categorization of money, they can also be used for

special purposes for keeping the tokenized assets. In the future they can be used for

smart city authentication end to end with the various devices which would relate to

these smart cities using the public key encryption system.

5.5 Anonymous Data Related Issues

If we talk about data integrity and data security by using a decentralized encryption

scheme, then data anonymity also comes into picture. Coding of data is done so that

it is not accessible by unauthorized persons. Anybody who wants to access the data

needs to have the decoding key. If the implementation is done based on un-centralized

proxy algorithms in which encryption can be applied again and again then it would

enhance the data anonymity problem. Another issue which can play a major role

in the successful implementation of this is trusting the data which is being sent by

various people from various sources. Efficiency and to restrict the accessing power

of the IoT enabled smart devices for the implementation of smart city architecture

can only be achieved fully through the implementation of various data security and

integrity related provisions so that the data can be accessed parallelly by more than

one device. One should always try avoiding the overloading of data, especially during

the peak hours for the smart city implementation.



Smart City: Challenges and Issues 217

6 Smart Cities Components from Indian Perspective

The word “smart city” has gained a lot of importance in India in the recent past when

a lot many government schemes are being floated by the Prime Minister. India is

aimed to develop 100 smart cities by 2023 according to the Prime Minister initiative.

All these cities are expected to exhibit various features and facilities with respect to

the smart niche. All these are supposed to work efficiently and fulfil all the motives

of the smart city effectively. Here we are going to discuss the various features which

are expected to be exhibited by “smart cities” in India and weather India is able to

fulfil them or not or to what extent. We will also discuss that if the features are not

fulfilled satisfactorily then what are the challenges which are still lying in the way

of flawless implementation. We will also discuss the various schemes of government

which are being proposed and/or developed for helping in the implementation of

these smart niches.

6.1 Required Elements

The various elements which are required for the implementation of smart niche are

those including the ample use of technology-based practices. These are adoption

of technological usage practices, government policies, socio economic policies and

various other elements related to their effective implementation. Effective usage of

the available land area is also a must for the implementation of smarter niche. Proper

utilization of available land resources, which includes non-wastage of the available

land, is also to be taken care of. In such a scenario the area related to housing, common

area for offices and schools, other areas in the city should also be taken care of so that

the land area is utilized effectively. One also must see that while implementing such a

concept the open areas, the areas where people can move and walk freely, do physical

exercises and can use their non-fuel-based vehicles should also be left judiciously.

This all will help in reducing the number of fuel-based vehicles and improve the usage

of those vehicles which do not require any fuel. This will help reduce the amount

of pollution. Another element for smart niche development is the establishment of

open spaces where a lot many trees can be grown which can boost the health of

the inhabitants. Reduced construction of skyscraper buildings and construction of

more parks, playgrounds and clubs where various health boosting activities are done

should also be accelerated. The availability of most of the Offices, schools, shopping

complexes in the residential vicinity of the people is also encouraged so that transport

facilities are used to their minimum. Development of various such smarter niche is

a part of Smart City Mission of India. India is in the way of accomplishing all the

elements pertaining to smarter niche and aims to accomplish 100% soon.
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6.2 Decidability of Smart Niche

In today’s competitive world, where every city wants to be upgraded as a smart city

by the inclusion of various latest tools and technologies, there are certain evaluative

criteria which categorize a city as “smart city”. The various criteria are competing and

challenging among themselves for all the cities and are specified as guidelines issued

by “the smart city mission of India”. It is also the responsibility of the government

to check whether adequate funding has been given for the development of smart city

if it is under the “smart city mission” of India. The various steps which are required

to categorize the city as smart city are as below.

Step 1: Firstly, the various proposals which are sent by the concerned people for the

extension of the city as “smart city” are checked and scanned for the inclusiveness

and validity of the data. Then a unique number, which identifies that proposal, is

assigned to that proposal. All this processing is done under the officials assigned

by the Urban Development ministry of India.

Step 2: Secondly, all the submitted proposals are evaluated for genuineness and

adequacy by the team of expert people who are assigned by the Government of

India. Some foreigners are also added to the team so that the evaluation process

is not biased.

Step 3: Thirdly, the decision whether the city will go for the smart city develop-

ment process or not is taken by the officials. If “not”, then the concerned people

are informed about this. If “yes”, then the various developmental schemes of the

government, various policies, guidelines, fundings etc. are provided to the various

sections and subsections of the city from time to time as specified by the govern-

ment to help the city to raise its level to a “smarter niche”. All the adequate funding

must be provided from time to time to the concerned departments and their sub

departments of the city so that the transition is there for a smarter niche.

6.3 Aims, Achievable, Policies and Schemes in India

The “smart city mission” in India was introduced in mid of year 2015 by the Prime

Minister of India as a part of 5-year development program. It aims to accomplish the

development mission in India by raising the standards of niches and bringing them to

smarter level. The standards would be raised such that cities are able to compete in the

urbanization and smarter cities movement. It’s intended to provide those enhanced

standards in terms of technologies and advancements. There are various schemes of

government which aid in the accomplishment of this task. All these schemes deal

with the advancements of various domains and sub-domains pertaining to various

parts of a city. These schemes individually enhance the standards of various domains

which improves the standard of the overall city, thus making it a “smart city”. Some

of those schemes are as below:

1. National Urban Sanitation Policy
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2. Affordable Housing Policy

3. AMRUT Policy

4. TOD policy

5. Pan City Initiatives

6. SPV and ULB Policies

7 Conclusion

This chapter can suggest various theoretical and empirical ways for the successful

development and implementation of smart cities. Various underlying problems are

discussed and ways to resolve them are also elaborated in this research work. The

work contains many suggestive tools and techniques, all supported empirically, to

authenticate the suggestive processes. One of the approaches suggests an architec-

ture which is not centralized and is developed for IOT based devices. The main work

revolves around providing security to these IOT devices which is the basic and fore-

most important requirement of any successful smart city implementation. Though in

prior studies, researchers have implemented security features but not completely, and

it is that attribute which needs to be implemented with 100% perfection. This work

is an effort for complete security implementation. Block chain and IOT based solu-

tions are suggested to combat the situation and provide fully smart city architecture,

an architecture which is fully satisfiable to all the stakeholders. The major problem

which exists with the blockchain based systems is storing the humongous information

which is being generated from the storage platforms which are not centralized. This

technique will help to store large volumes of data so that the data storage capacity is

not finished. Also, in this research paper it has been highlighted that the new tech-

niques which people are adopting extensively nowadays are based on cryptographic

methods which should be investigated and used to obtain enhanced security features

with respect to data and attached devices integrity. This methodology in future will

provide enhanced levels of security for real time-based applications because the IoT

enabled devices have resource constraints. The decentralized methodologies should

be explored in greater depth using various privately and publicly encrypted data and

its storage methodologies. The various security issues pertaining to the problem of

authentication for smart city architecture are discussed in this research work. Some

suggestive architectures are also being supported with empirical evidence and some

more theoretical architectures are being suggested through this research work.
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IoT Based Real-Time Ecological

Monitoring System Deploying

an Arduino Board and Cloud Computing
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and Amjan Shaik

Abstract Human participation in the gathering and processing of data has the poten-

tial to introduce inconsistencies or mistakes that can impair the quality of the data and

delay updates. The research calls for using innovative technology to track local mete-

orological conditions and make the data obtainable from every corner of the world.

This is made feasible by Internet of Things (IoT) technology, which can collect

and communicate weather data in real-time, presenting customers with precise and

up-to-date information. Ecological monitoring includes many but here we choose

to monitor Weather. Because the weather reporting system makes it simple for

everyone to access weather information online, a weather forecasting organization is

not needed. The system monitors and controls factors in the environment like temper-

ature, relative humidity, atmospheric pressure, intensity of light and CO levels using

sensors. It then sends the data to a web page where the sensor data is plotted as graph-

ical statistics. Data is constantly transmitted from the device to the microcontroller

to be sent across wifi connections to internet web servers. An Android smartphone

and cloud storage are sent the identified data. These outcomes are visible to users of

cloud-based applications. The established system’s updated data is available online

from anywhere in the world. If there are any issues, we will send the mobile device

unique notifications. The IoT app can be employed to change the dynamic triggers

and send an email alert.
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1 Introduction

Today’s pollution monitoring systems focus on a few environmental parameters.

We proposal an updated strategy to weather reporting that operate independently

of traditional weather forecasting agencies. The Internet of Things (IoT) and cloud

technologies have been integrated in this system to enable seamless data transmission

from tool devices to end users over the internet. It also use graphics to Visually

represent the parameter trend. This system enables it practicable to track weather

conditions in real time from anywhere in the world and generates live updates that

are accessible through an online server system [1, 2].

1.1 Introduction to Embedded Systems

A computing device that makes a specific, focused on duty is sometimes referred

to as an embedded system. The air conditioner, VCD player, DVD player, printer,

fax machine, cell phone, and other devices are examples of embedded systems.

The term “firm ware” also refers to the embedded software. Embedded systems can

only be programmed to perform one very specific task at a time. Particularly the

memory, embedded systems’ resources are extremely constrained. They typically

lack secondary storage options like CDROMs and floppy disks. Systems that are

embedded must meet certain deadlines. A certain task must be finished in a certain

amount of time. Power consumption is restricted for embedded systems [3, 4].

1.2 Introduction to IOT (Internet of Things)

The Internet of Things, or IoT, is a breakthrough in technology that allows data to

be collected and shared without human oversight via the connection of everyday

commodities equipped with electronics, software, and sensors to the internet [5].

The term “Things” in the context of the Internet of Things refers to anything and

everything that is easily accessible or connected online in daily life [6]. IoT is a state-

of-the-art automation and analytics system that combines cloud messaging, artificial

intelligence, networking, sensors, and electrical components to supply entire systems

for the good or service [1, 7]. The Internet of Things system has increased perfor-

mance, control, and transparency. We can associate everything around us because

we have a platform, known as the cloud, that houses all of the data [8].
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2 Literature Survey

2.1. H. Maenpaa, S. Varjonen, A. Hellas, S. Tarkoma and T. Mannisto [6], they

are delivering papers for three years now, utilizing action research to educate

Internet of Things device creation in a problem-based, real-world environ-

ment. They provide a comprehensive evaluation methodology, a sample course

outline for planning IoT prototyping learning experiences, as well as sugges-

tions for best practices for supporting customized learning in similar circum-

stances. The results demonstrate that generic evaluation criteria may bedevel-

oped, even in the face of the project outcomes of the students’ varied complexity

and adaptability.

2.2. G. Suciu et al. [7] Provided an example of how Internet of Things (IoT) devices

Waspmote, Pycom, and Raspberry Pi all require very little electricity. These

techniques improve efficiency, scalability, and structural optimization to get

beyond well-known IoT flaws such resource and energy scarcity, delayed data

processing, and restricted energy. In this study, waspmote devices and more

Libelium technologies are shown. Pysense, LoPy and LoPy4 microcontrollers,

Pytrack, SiPy, FiPy, GPy, WiPy, expansion boards, and five embedded sensors

for temperature, humidity, altitude, pressure, and light are just a few of the

many products that Pycom offers. The workings of the Adafruit cloud montage

are also explained in this document. Pycom devices use long-range (LoRa)

antennas that are specifically made for low-power wide-area networks.

2.3. Lee [9] researched for the purpose of estimating the disaster area and loca-

tionthey developed a multi-robot-multi-target path planning. The multi-robot-

multi-target algorithm and heap optimization are used to improve the A* algo-

rithm and decrease calculation time for multi-robot systems. Then, for precise

location estimation for multiple Path planning the Kalman filter is utilized.

2.4. S. V. V. Srinivas [10], A. K. Singh, A. Raj, A. Shukla, R. Patel and A. Malaywere

given the task of giving the concerned authorities a tool to help them gather

information through reconnaissance using the rover and help them formulate

a strategy for the rescue operation that is affordable, efficient, quick, as well as

secure forthe rescue workers.

2.5. S. Sarkar [11], A. Patil, A. Hartalkar and A. Wasekar, comprehended the crucial

necessity to provide a way to save lives and precious time during an earthquake

as soon as possible. An earthquake causes significant damage and loss, and the

buildup of debris makes searches and rescues challenging. In order to identify

those stuck in a specific area, this article proposes the employment of rescue

robot cars in such operations. Because they are small, these rescue robots have

a high speed of action.

2.6. A. Ravendran [12], P. Ponpai, P. Yodvanich, W. Faichokchai and C. -H. Hsure-

searched for rescue operations, a dependable and usable technical solution

that can be changed in unknown circumstances with high limitations is essen-

tial. This research project focuses on creating low-cost mobile robots that can

perform a variety of tasks and adapt to changing terrain and environmental
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circumstances. For various applications during rescue operations, a mobile

robot with a gripper and a driller is designed and built. With the supplied

power source, the devised system has a maximum lifting capacity of 2 kg and

can drill various materials.

3 Problem Statement

The rapid growth of the Internet of Things (IoT) has led to an exponential increase

in the volume of real-time data generated by various devices and sensors [1, 13].

To leverage this data effectively, existing IoT systems need to incorporate advanced

data streaming and analysis capabilities. This report explores the integration of graph-

based analysis in an IoT existing system to gain valuable insights from streaming

data [14]. We present the architecture, key components, and benefits of this approach,

along with a case study to demonstrate its effectiveness. The IoT has revolution-

ized the way devices interact, producing vast amounts of data that require real-time

processing and analysis. Traditional batch processing is not sufficient to handle the

continuous influx of data. Thus, integrating streaming analytics into an existing IoT

system becomes crucial to enable proactive decision-making and improve operational

efficiency [15].

4 Methodology

4.1 Proposed System

This report presents an innovative Internet of Things (IoT)-based proposed system

that leverages streaming data analytics with graphs to enable real-time insights and

decision-making [16, 17]. The proposed system aims to harness the potential of IoT

devices and advanced data analytics techniques to enhance various applications, such

as smart cities, industrial automation, healthcare [18], and more. This report outlines

the system architecture, data flow, and the role of graphs in analyzing streaming

data to gain valuable insights and optimize The Internet of Things (IoT) has revo-

lutionized how devices and objects interact and communicate with each other. The

increasing number of IoT devices generates massive amounts of streaming data that

hold valuable information. To extract meaningful insights from this data deluge, a

proposed system is designed to incorporate streaming data analytics with graphs,

enabling efficient data processing and visualization processes (Fig. 1).
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Fig. 1 Block diagram of weather monitoring

4.2 Working Process

Arduino Board (Arduino Mega ADK) is the central control unit for the project.

The code is written for it to read data from sensors and control the display, WiFi

module, and communicate with the Blynk app. Here about a DHT sensor, it’s a type

of sensor that measures temperature and humidity. BMP180 sensor is a pressure

and temperature sensor which is connected to the Arduino board using the I2C

adapter. LDR sensor is used to measure the intensity of light. MQ135 sensor is a gas

sensor used to detect air quality, specially the presence of harmful gases like carbon

monoxide. The code is then processed by the Arduino Mega ADK board, which then

outputs it to a 16*2 LCD display. The ESP8266 module provides Wi-Fi connectivity

to the Arduino Mega ADK. It acts as a bridge between Arduino and the internet,

allowing Arduino to communicate with the Blynk cloud server and the Blynk app [2,

8] over Wi-Fi, where we can see the collected ecological data in the form of graphs

and the data can be accessed remotely (Figs. 2, 3, 4, 5 and 6).

5 Results and Discussion

5.1 Software Installation

The necessary components are an Arduino-compatible microcontroller (anything

from the article should work) and a computer running Windows, Mac OS X, or

Linux [8, 15]. A USB A-to-B cable or an alternative suitable connection method for

your Arduino-compatible microcontroller and PC.
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Fig. 2 DHT11 sensor

Fig. 3 BMP180 sensor
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Fig. 4 MQ135 sensor

5.2 Blynk App

From the perspective of the Internet of Things developers, Blynk is a multifunctional

mobile application. By offering a user-friendly interface to control and monitor

connected devices using a range of widgets, it enables users to quickly construct

unique IoT projects. Blynk is a useful tool for prototyping and delivering IoT solu-

tions because to its compatibility with prominent hardware platforms and cloud

integration, and its active community assures access to assistance and resources to

build groundbreaking initiatives.

Make sure the internet and your Internet of Things (IoT) devices are linked to your

microcontroller (Raspberry Pi, Arduino, etc.). For aid in completing this stage, Blynk

offers libraries and code samples. Using the Blynk library or SDK for your selected

hardware platform, create code for device that connects with the Blynk server [17].

The Blynk app can now send data to and receive commands from your hardware

thanks to thecode. Utilising the Blynk app, you can now test your IoT project.

5.2.1 Quick Start: Arduino + Ethernet Shield

• From the Blynk app (Google Play, App Store), obtain the Auth Token.
• Bring this library into the Arduino Environment.
• To access Arduino_Ethernet in the Arduino IDE, go to File → Examples → Blynk

→ Boards_Ethernet.
• Adjust the Authorization Token of the sketch and submit it to Arduino.
• Utilizing the Ethernet shield, link your Arduino to the internet.
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Fig. 5 I2C adapter

5.3 Result Analysis

See Figs. 7, 8, and 9; Table 1.
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Fig. 6 LCD display

6 Applications

a. This data can be used for environmental research, urban planning, and pollution

control measures [3].
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Fig. 7 Experiment kit

b. The monitoring system can be integrated into smart city initiatives [13] to monitor

and manage various aspects of life.

c. Farmers can utilize the weather data and graphs to make informed decisions

about irrigation, crop planting, and harvesting [14].

d. The project can provide real-time weather updates and graphical representations

to assist pilots and air traffic controllers in making safe and efficient flight plans

[19].

e. Travelers can access weather information and graphs to plan their trips, pack

appropriate clothing, and make informed decisions about outdoor activities.

f. Construction companies can utilize weather data and graphs to schedule outdoor

work, manage resources, and ensure worker safety.

g. The system can aid in monitoring and protecting wildlife habitats by tracking

factors such as weather patterns.

h. The system can be used as an educational tool for students and researchers to

learn about environmental monitoring, data analysis, and IoT technologies.

7 Advantages

a. You can continuously monitor ecological parameters with this technology. You

can simply access and analyze the gathered data utilizing internet connectivity

from anywhere by integrating the system with cloud computing. This makes

it possible for researchers, decision-makers, and environmentalists to remotely

monitor and visualize data.
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Fig. 8 LCD results and

graphs
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Fig. 8 (continued)

b. Scalability is made simple by the Arduino board and cloud computing combi-

nation. Without making any hardware changes, you can add more sensors or

devices as needed to monitor various ecological parameters.

c. The increasing data load can be efficiently handled by the cloud-based infras-

tructure.

d. Collaboration and integration with various platforms and services are made

easier by cloud-based technologies. Data sharing, teamwork, and integrating the

monitoring system with existing environmental databases or apps are all options.

8 Conclusion

In conclusion, streaming with graphs using IoT is a groundbreaking approach

to data analysis and decision-making. By harnessing real-time data streams and

graph analytics, businesses can gain valuable insights, make data-driven decisions

promptly, and improve overall efficiency and performance [16, 17]. However, chal-

lenges related to data privacy, complexity, and connectivity must be addressed to fully

unlock the potential of streaming with graphs in IoT. With further developments, it
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Fig. 9 Email alerts
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Table 1 Real-time ecological monitoring system for different time slots

Parameters Live 1 h ago 1 week ago 3 months ago

Temperature (C) 32.20 31.50 32.45 32.12

Humidity (%) 54 53 54 54

Intensity of light (%) 98 98 98 98

CO gas (ppm) 230 157 159 158

Atmospheric pressure (MB) 1015 1011 1016 1010

is obvious that this technology will be crucial in determining how data analytics

develops in the future and how it affects decision-making procedures.
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Iot Based Monitoring of Waste

Management and Air Pollutants

Ravi Kumar Poluru, Madhuranjali Venigalla, R. Annie Richie,

and Charani Madari

Abstract In order to raise the nation’s cleaning standards, specific steps are now

being implemented. An increasing number of people are taking proactive steps to

keep their environment clean. Additionally, the government initiates a number of

initiatives to improve sanitation. In order to remind the businesses to promptly empty

the bin, we shall work to develop a mechanism. Using the Internet of Things (IoT)

to monitor garbage collection systems at a reasonable cost has been the main focus

of the majority of the literature’s current work. While an IoT-based technology can

monitor a waste collection system in real time, it cannot manage the overspill gasses

that spread. Waste that is not properly disposed of results in harmful gasses, and

radiation exposure has a negative impact on the environment, human health, and the

greenhouse system. Given the significance of air pollutants, waste management and

air pollution concentration monitoring and forecasting are highly necessary. Here,

we describe an The Internet of Things (IoT) smart bin that forecasts air pollution

in the vicinity of the bin and manages garbage disposal using an ESP 8266 model.

For the purpose of generating alarm messages about bin condition and estimating

the quantity of air pollutant carbon monoxide (CO) in the air at a given time, we

experimented with a conventional model such as the ESP8266 and an ultrasound

sensor. The generation and delivery of the alarm message to a sanitary worker was

delayed by 4s as a result of the system. Together with messages from the warning

mechanism, the system offered real-time garbage level monitoring. By using machine

learning, the suggested works provide better accuracy than current solutions that rely

on straightforward methods.
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1 Introduction

With growing population expansion and fast urbanization, solid waste management

has become both necessary and challenging. The common dustbins that each city’s

respective Municipal Corporation has put in various areas might receive a lot of atten-

tion when it comes to waste collection and management. As the first step in actively

gathering the garbage produced in society, it will ideally achieve the main goals of

preserving social order, lowering environmental degradation, and managing a clean

and hygienic environment, among other things. Through a smartphone application,

this system tracks the amount of trash that is gathered in the trash cans and noti-

fies users about it. The waste level is detected by the system using garbage sensors

that are positioned over the bins, and it then compares that level with the depth of

the bins. A buzzer, a Wi-Fi modem for data transmission, and an Arduino family

microcontroller are used by the system. An adaptor that runs at 12 V powers the

system. The level of trash collected in the bins is shown as of right now using the

smartphone application. On the other hand, a web page is designed to display the

status to the user who is keeping an eye on it. The software displays the amount of

garbage collected in a graphical format by highlighting the collected waste in colour.

The trash level status is displayed by the application. The dustbin rubbish collection

system activates a siren when the collected level surpasses a certain threshold.

Hence, by delivering a graphical depiction of the bins via a mobile application,

this system informs the user about the rubbish levels in the bins and maintains the

city clean. Junk might comprise materials that are not wanted that are left behind

from a variety of locations, including homes, businesses, public areas, colleges, and

cities. “Internet of Things” (IOT) refers to the foundation of this initiative, which is

associated with the “smart city.” A smart lifestyle therefore requires cleanliness, and

starting with the garbage can. With this project, the problem of disposing of trash

will be lessened or resolved entirely. Not too far from now, commonplace items will

be outfitted along with microcontrollers, digital communication transceivers, and

suitable protocol stacks to allow them to communicate with people and one another,

turning them into a crucial part of the Internet.

The Internet of Things, or IoT, is this. relatively new paradigm for communica-

tion. Our solution demonstrated better accuracy than conventional garbage collection

systems in an innovative study we conducted on smart waste management systems

using machine learning and an IoT-based methodology. Additionally, enough data

is provided by the suggested system to monitor environmental air quality testing.

The proposed method can allow accurate, real-time monitoring of waste levels in

addition to alerts from an alert mechanism to municipal trash management. In smart

cities with under-optimized garbage collection systems, it addresses the problems of

managing contaminated waste. It offers continuous monitoring of various levels of
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harmful gases in the surrounding air. By predicting the next concentration in the air,

air quality monitoring devices enable users to take prompt corrective action.

2 Related Work

Included in this document are An Internet of Things-based smart trashcan is

suggested; it was constructed on an Arduino Uno board platform and linked to an

ultrasonic sensor and GSM modem. The dustbin’s lid held the sensor. Ten centime-

ters was designated as the maximum level. When the dustbin fills to the brim, the

sensor detects it and triggers the GSM modem, alerting the relevant authority until

the trash is removed. Ultimately, it was determined that the design of these smart bins

addressed a number of concerns, including durability, affordability, and upkeep. In

the process of developing a smart city, it also helped to create a clean and clutter-free

atmosphere [1].

The rubbish management strategy is recommended by the researchers. A

microcontroller-based system that included infrared wireless systems and a central

system connected to a trashcan to display the amount of waste inside [2].

Using Wi-Fi, a mobile device was able to view the notifications. To cut costs, they

just used weight-based sensors. Additionally, they just needed a Wi-Fi module on

the sender side to send and receive data. The level of rubbish in the dustbin could

not be measured by the sensor; it could only weigh the waste that was there. The

author outlines a plan for allocating resources for the collection of waste in urban

residential and business districts [3].

Using a GSM module, the ultrasonic sensor in this system measures the amount

of trash in the trash can and transmits the data to the control room. Additionally, a

MATLAB-based graphical user interface (GUI) was created to verify the garbage-

related information for various locations. These two units were present in the system;

the master unit was in the control room and the slave unit was in the garbage. It will be

sent to the slave device once the sensor has determined the level of waste. Additional

information is sent to the master unit, which alerts the authorities to clean the trash

can. The Decision Support System that this paper proposes to be employed for waste

collection in the cities [4].

Inefficient garbage collection in the parts of the city that were previously off-

limits to this system. Cameras were positioned in the areas of the city that were

most problematic. The first step in the process was to identify the waste collection

companies. These companies should have trucks and the ability to assign drivers to

pick up trash from different parts of the city and transport it to the city dumps or

recycling organizations. Numerous inexpensive embedded devices were positioned

across the city to track the amount of waste in the bins, along with other features [5].

Two distinct portions were suggested in this paper. The reception section is the

other and the transmitter section is the first. To make it simpler to identify which bin

is full and ready to be emptied, each bin was assigned a unique ID. The transmitter

component has a microcontroller as well as sensors that are used to measure the
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amount of rubbish and employ radio frequency technology. In order to allow for the

quickest possible emptying of the bin, transmitter data is fed into the system, where

it is received by an RF receiver and forwarded to the relevant authorities [6].

In this study, a model for artificial systems-based cyber security systems with safe

transactions is proposed [7] (Table 1).

Table 1 Literature review

S. no Author name Title Characteristics

1 Monika KA, Rao N,

Prapulla SB, Shobha G

Smart dustbin-an efficient

garbage monitoring system

Smart dustbin built on

Arduino Uno connected to

GSM modem and ultrasonic

sensor

2 Navghane SS, Killedar

MS, Rohokale DV

IoT based smart garbage

and waste collection bin

Microcontroller-based system

with IR sensors, Wi-Fi for

notifications

3 Kasliwal Manasi H,

Suryawanshi Smithkumar

B

A novel approach to

garbage management using

IoT

Proposal for IoT-based

garbage management in smart

cities

4 Medvedev A, Fedchenkov

P, Zaslavsky A,

Anagnostopoulos T,

Khoruzhnikov S

Waste management as an

IoT-enabled service in

smart cities

System for waste

management using IoT

services

5 Schafer G U.S. Patent No. 5,326,939 Patent related to waste

management (not described

in detail in provided text)

6 Anitha A, Paul G, Kumari

S

A Cyber defence using

Artificial Intelligence

Cyber defense model using

artificial intelligence

7 Anitha A, Kalra S,

Shrivastav

A Cyber defense using

artificial home automation

system using IoT

Cyber defense model using

artificial intelligence for

home automation via IoT

8 Memon SK, Shaikh FK,

Mahoto NA, Memon AA

IoT based smart garbage

monitoring and collection

system using WeMos and

Ultrasonic sensors

System for smart garbage

monitoring and collection

using WeMos and ultrasonic

sensors

9 Siddique, MJ, Islam MA,

Nur FN, Moon NN,

Saifuzzaman M

BREATHE SAFE: a smart

garbage collection system

for Dhaka city

System for smart garbage

collection in Dhaka city

10 Gollakota AR, Gautam S,

Shu C-M

Inconsistencies of e-waste

management in developing

nations–facts and plausible

solutions

Study on e-waste

management issues in

developing nations

11 Ayilara M, Olanrewaju O,

Babalola O, Odeyemi O,

Odeyemi O

Waste management

through composting:

challenges and potentials

Study on waste management

through composting
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3 Proposed System

The proverb goes beyond this statement, which states that cleanliness comes second

only to godliness in human civilization, to emphasize the importance of maintaining

a clean environment for health. That being said, managing rubbish in streets requires

more than just reciting the proverb accurately. The aim is to decrease the duration

needed for waste disposal by utilizing the real-time garbage level data, thus optimize

the waste collection routes. (3) To reduce the need for human labor. (4) Let waste

collectors arrange when to take up garbage every day or every week. (5) To mechanize

the waste observation procedure.

Node MCU: In order to make it relatively simple to modify the Arduino IDE to

support alternate tool chains and enable the compilation of Arduino C/C++ to these

new processors, Arduino.cc had to modify the Arduino IDE as they started creating

new MCU boards based on non-AVR processors, such as the ARM/SAM MCU and

used in the Arduino Due. Introducing the Board Manager and SAM Core helped

them achieve this. The set of software elements needed by the Arduino IDE and

Board Manager to assemble an Arduino C/C++ source file down to the target MCU’s

machine language is called a “core”. There is an Arduino core for the ESP8266

WiFiSoC accessible at GitHub, which was made by some inventive ESP8266 fans.

802.11b/g/n protocol, integrated TCP/IP protocol stack, soft-AP, Wi-Fi Direct (P2P).

We can send the receiver side with the dustbin specifics thanks to the Wi-Fi Module.

Sound Sensing Device: This sensor tells you the exact amount of trash in the

trash can and measures distance. The transmitter sends out ultrasonic waves, and the

receiver picks up the waves that are reflected off of an object.

MQ135: A temperature, humidity, and sound sensor for monitoring noise pollu-

tion; a gas sensor for identifying hazardous substances. Every sensor is controlled

by a microcontroller that transmits data from the smart bin via a LoRa linked

communications module.

LCD Display: The underlying idea of liquid crystal displays (LCDs) is that

molecules tend to untwist when an electrical current is supplied to them. This changes

both the angle at which light enters the polarized glass molecule and the angle at

which the top polarizing filter is located. As a consequence, a small portion of the

LCD may see light through the polarized glass. In this instance, the air quality and

bin level readings are displayed via LCD.

Schematic Diagram

We suggested installing a round-the-clock surveillance system to keep an eye on

trash cans. Selective clearing is designed in this system with an intelligent and well-

organized system. To determine how much rubbish is in the dumpster, an ultrasonic

sensor is utilized. There is a signal from the dumpster if the containers are full.

The corresponding dumpster can then be cleared by staff. With an Arduino esp8266

board, all of these sensors are connected. It may be utilized to regulate any mechanical

setup according to the state of the current. Utilizing ultrasonic waves and an ultrasonic
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sensor, distances can be measured. The ultrasonic wave is sent by the sensor to the

target, and it is returned with a reflection.

Schematic illustration for an intelligent waste management system. When the

level of garbage is detected by US sensors, the message is sent to the database via

Arduino and the internet, whereupon the web administrator receives a notification

on the mobile app. The ultrasonic sensors in the bin will detect the current level of

rubbish when the system is turned on. By producing sound waves that are over the

range of human hearing, ultrasonic sensors are able to accomplish this. By receiving

and releasing ultrasonic sound, the sensor’s transducer doubles as a microphone.

Ultrasonic sensors rely on a single transducer to fire a pulse and pick up the echo.

The distance to a target is calculated by the sensor by timing the delivery and recep-

tion of an ultrasonic pulse. Operationally, the sensors are simple. When an object or

impediment is detected, the 40 kHz ultrasonic pulse it emits through the air bounces

back to the sensor. By squaring the travel time with the sound speed, one may approx-

imate the distance. You can tell if the trash is wet or dry by using the moisture sensor.

By utilizing additional factors such as electrical resistance, moisture content replace-

ment, dielectric constant, and otherwise neutron interaction, the sensor assesses the

volumetric water content of the material it is measuring. Following that, a serial

communication will be used to send these values to the ESP8266 WiFi module.

After obtaining those values, the WiFi module posts them online to the web server.

Following the website’s retrieval of the data from the web server, a graphical repre-

sentation of the trash cans and the moisture content of the waste are displayed. In

this application, an ultrasonic sensor is used to measure the amount of waste in a bin.

Oriented towards the bin within its lower surface, the ultrasonic sensor is mounted

atop the dustbin cap. Thus, the user will receive processed data that shows the amount

of waste that has accumulated within the dustbin, which is continuously measured

from the top lid position with the aid of a microcontroller. The dustbin has three levels:

“Filled,” “Half Filled,” and “Empty.” Three different levels of distance are available,

depending on the size of the garbage. “Half Filled” refers to a level between 11 and

20 cm, “Empty” to a level between 21 and 30 cm, and “Filled” to a level between 1

and 10 cm. The code embodies this reasoning, which is also empirically confirmed.

The level value is shown in the Android application next to the bin number when

trash fills the bin for each of the threshold levels, and an alert message is presented

on the webpage. The garbage collection vans will consume less time and fuel as a

result of this. This website allows authorities to keep an eye on the condition of trash

cans and whereabouts.

To determine the current location of each dust collector and to display the quickest

route to the appropriate dustbins, an Android mobile application has been built.

Having a common database with bogus statistics was one of the biggest problems

we ran into when creating this system. To target smart garbage collection and smart

air monitoring, we could not find any real-world dataset to use in our program.

Currently, there is just one air quality dataset available that shows the concentration

of several airborne contaminants. 9358 records pertaining to 13 gas concentrations

found in a contaminated environment are included in the dataset. In the contaminated

urban setting of an Italian metropolis, multivariant sensors were utilized to gather this
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Table 2 Database labeling

with smart bin status
Test case Distance level Weight level Bin status

Case 1 Low Low Unfilled

Case 2 Low Medium Unfilled

Case 3 Low High Half-filled

Case 4 Medium Low Unfilled

Case 5 Medium Medium Half-filled

Case 6 Medium High Filled

Case 7 High Low Half-filled

Case 8 High Medium Filled

Case 9 High Low Filled

dataset. A weight sensor, an odor sensor, an air monitoring module, and a distance

sensor are all part of the smart bin we built. We utilized a sensor to find harmful

gasses and air pollutants that could be harmful to people’s wellbeing. CO, ethanol,

and hydrogen atoms may all be found in the air using a mq135 sensors. As seen in

Figure, a sensor was positioned at the side of the junk. CO has a little lower density

than air at room temperature. There is a small difference in the concentration of

CO and air. In addition to the type of waste inside the bin, incomplete burning of

carbon-containing fuels such coal, oil, charcoal, wood, kerosene, natural gas, and

propane can further raise the concentration of CO in the environment (Table 2).

4 Overall Design of the Research Object

Fig: Flow Chart

The suggested work’s overall flow is depicted in Figure.

The following are the design philosophy and module design:

• A 12 V battery and solar panels are utilized as a power source (energy efficiency).
• The amount of rubbish is detected (working) by an ultrasonic sensor interfaced

with a microcontroller; the status of the bin is displayed on an LCD interface,

indicating whether it is filled with trash or contains hazardous gases.
• To control air quality, a mq135 sensor is utilized to track the presence of gases in

the surrounding area.
• Smart bins are using NodeMCU to connect to IP servers like mobile apps. An IP

server receives sensor data, evaluates it, and sends a notification to a sanitation

worker near the bins.
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5 Conclusion

Since the population has been growing so quickly over the past few decades, there

have been more garbage piles. There is a higher concentration of harmful gases

(CO) in the surroundings surrounding bins when a municipal corporation disposes of

garbage carelessly. The health of people is seriously impacted by prolonged exposure

to this gas. Establishing a system that forecasts air pollution and manages waste in

order to prevent negative events in the future is essential to raising people’s standard

of living. The benefits and drawbacks of the available solutions were determined by

a thorough review of the literature. The proposed work identified and addressed the

limitations of the tradition system. The most effective machine learning classifier

for classifying bin status as filled, half-filled, or un-filled was found after a thorough

examination of several models using real-time garbage datasets. By obtaining five

features as input, the machine learning algorithms were trained. Recall values in a

real-time testing setting for the KNN model and logistic regression are 83% and 79%,

respectively. The amount of air pollutants at a specific time slot was predicted using

an LSTM-based model for sensor time-series data that took into account the prior

entries. For predicting the future concentration of gases in the air, the modified LSTM

and simple LSTM models have accuracy values of 90% and 88%, respectively. Along

with notifications through an alert mechanism, the system offered real-time garbage

level monitoring. Four sensors sent data to the Firebase database: one for weight,

one for distance, one for odor, and one for air quality. Once the model was trained, a

GCP server took the different features and labeled a specific bin. A double check was

performed using posterior and prior probability to confirm the system’s ambiguity.

In contrast to current solutions based on straightforward methods, it was discovered

that the suggested work offered an improved accuracy by utilizing machine learning.

Deploying our system over a wider area and collecting data for an extended period

of time are some of the next steps. For now, the fixed size of the bin makes it easy for

the machine learning model to classify bin status. For bin status classification in the

future, deep learning techniques may be applied. As things stand, the system is able

to forecast a particular level of CO. A mathematical model that takes into account

the variation of a single element’s effect on various air pollutants found in the air can

be developed in the future, and a relationship between various air pollutants can be

investigated.

6 Result

The proposed garbage management system includes application of IoT and machine

learning with use of ultrasonic sensors integrated near the waste bins as well as

Arduino-based microcontroller that works to monitor real-time variation in amount

of wastes. The bin level is shown at a mobile app, and web site gives an image

view. While the garbage goes over a prescribed boundary, then the system sets off
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Fig. 1 Summary of the

SGCS system overall

buzzer. Its goal is to improve the city cleaner and create a less polluted environment.

The literature review describes several smart dustbin systems highlighting the cost,

maintenance and system effectiveness aspects. The use of NodeMCU, Ultrasonic

sensors, MQ135 Gas Sensors and a display as an LCD component in order to monitor

bin levels and air quality is Methodology. It is shown in that block diagram (Fig. 1)

which by emphasized constant …
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IOT Based Smart Dustbin Design

and Implementation for Monitoring

Under Uncertain Environments

Sayan Roy, Sandipan Jana, Anushka Sarkar, Jayanta Pratihar,

and Arindam Dey

Abstract With the excessive increase in urbanization and population, waste genera-

tion also increases. One of the significant challenges we face is the handling, disposal,

and management of solid waste. Since India is considered one of the most densely

populated countries in the world, improper waste management and disposal is a

significant issue in our country. That is why The Government of India launched

the Swachh Bharat Abhiyan to make India clean, hygienic and healthy. Drawing

inspiration from this noble mission, we have proposed the design of a smart dustbin

monitoring under uncertain environments. The Dustbin is integrated to perform auto-

matic opening actions on sensing a human motion in its proximity. Moreover, the

Dustbin is well equipped with ultrasonic and gas sensors to properly monitor the

garbage level and the amount of foul odour inside the dustbin. It sends the live Status

of the Dustbin to an IoT server, which allows multiple users to remain notified when-

ever the Dustbin is complete or the foul smell inside the Dustbin is in excess amount.

The entire system is integrated using the microcontroller NODEMCU. This would

help in the no-touch disposal of indoor waste, preventing the spread of diseases and

helping people maintain proper hygiene. At the same time, it also promises to provide

systematic waste management that would prevent the overflowing of dustbins and

the spread of foul smells that contain harmful, poisonous gases.
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1 Introduction

The increasing population all over the world has made waste management an ever-

growing problem worldwide. It has become a significant concern worldwide because

garbage and waste materials are often overlooked, disregarded, neglected, and poorly

dealt with. As a result, people are suffering from several infectious diseases, and

the world is becoming an unhealthy place to live in. Recently, the sudden upsurge

in the number of people affected by dengue and other contagious diseases is an

alarming example of the consequences caused by improper waste disposal. Mr.

Prakash Javadekar, former Union Minister for the Ministry of Environment, Forest

and Climate Change of India, said to the Lok Sabha on November 22, 2019 that the

amount of plastic waste generated in India is somewhat around 25,000 tonnes every

day, out of which, approximately 40% is not collected and left littered in the open

environment.

There are a lot of factors responsible for this global problem, the major one being

the unavailability of proper dustbins or waste disposal options everywhere within

the country. Thus, we can understand that modern techniques for better solid waste

collection, management and disposal are the immediate need of the hour and, hence,

as responsible citizens to contribute something to eradicate this national and global

problem, we have proposed the design and implementation of an Iot Based Smart

Mobile Dustbin in this paper. The Dustbin is integrated to open its lid automatically

on sensing human motion in its proximity. It remains open for a long time for waste

disposal and then closes its lid automatically. This means that people need not to

worry about touching the dirty dustbin lid while disposing waste materials, instead the

lid opens by itself as soon as the human proximity sensor senses a human approaching

towards it. Here, we have used a microwave radar sensor to sense human motion and

a servo motor to open and close the dustbin lid accordingly. This would ensure no

contact disposal of solids and thus help maintain proper health and hygiene.

Moreover, internally, the Dustbin is provided with two sensors: one for level

detection and another for detecting foul odour inside the Dustbin. The garbage level

detection and monitoring inside the smart dustbin are done using an ultrasonic sensor.

The sensor comes with two separate pins, namely, the Trigger pin and the Echo pin.

Ultrasonic sound waves sent by the Trigger pin gets reflected from the garbage present

inside the dustbin and received by the Echo pin which calculates the time taken by

the sound waves to return. The time is then used to calculate the distance between

the dustbin lid and the garbage, thus, letting the user or the concerned authorities

know about the present condition of the dustbin.

The Gas sensor is responsible for the lousy odour detection inside the Dustbin.

We have chosen the MQ series sensor which is widely used to check the air quality

of an environment. It has been observed that the common gaseous ingredients inside

dustbins are sulphur and nitrogen containing gases, and this sensor is calibrated to
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detect these gases specifically. This allows it to detect lousy odours in the dustbin

more efficiently and notify the user or the concerned authorities, when necessary.

We have used the microcontroller NODEMCU to control these sensors and make

the provisions for automation. NODEMCU has an in-built WiFi module, which sends

the data from the ultrasonic and gas detector to the BLYNK IoT server. The BLYNK

IoT server provides its dashboard for both computer and mobile devices, displaying

the current condition of the Dustbin to the users or authorities as applicable. If the

Dustbin gets filled to its maximum capacity or is filled with excessive foul smell, the

BLYNK app notifies the concerned authorities/user about the information via an in-

app notification and an email. This would help to remind when to empty or clean the

Dustbin, thus maintaining proper hygiene. As a result, there would be no overflowing

of waste materials, preventing the environment from getting contaminated.

2 Literature Survey

To tackle the issue of cleanliness, numerous countries have implemented diverse

technologies to manage solid waste management systems. In [1], a Smart Dustbin

is made that can be operated using a LAN server. The Arduino Uno microcontroller

reads the garbage level inside the Dustbin. In [2], three sensor types are used. Dustbin

levels monitoring is done using the ultrasonic sensor. The Mq series sensor detects

smoke or foul odour, and the temperature and humidity sensor RHT03 is used to

monitor the temperature of the surroundings. They have used NODEMCU to capture

readings from several sensors. Arduino Mega is used to read all the sensor data sent

by NODEMCU and send it to the IoT platform, GSM module SIM900A, to establish

communication between the master station and IoT platform and ThingsSpeak IoT

to provide statistical view and analysis of the data received from 3 types of sensors.

Similarly, in [3], they have also used an ultrasonic sensor to track the dustbin level.

A buzzer notifies the user when it’s completely full. Arduino Uno controls all the

components; communication with a server is established via an Arduino ethernet

shield and a Yes Wimax router. Data is stored in UBIDOT cloud services, and the

UBIDOTS Dashboard and Event Manager display the data and send alerts to autho-

rized individuals when the dustbin is full. In [4], the smart dustbin utilizes a Raspberry

Pi as the microcontroller and WiFi module to control and communicate with other

devices. An ultrasonic sensor is employed to keep a check on the garbage level

inside the dustbin, while three LEDs (red, orange, and green) indicate the status

of the dustbin. RFID tags are assigned as unique identification markers for specific

dustbins, and an RFID reader is used to gather data from these tags. A PHP server

is responsible for collecting the data sent by the Raspberry Pi and presenting it to

the relevant authorities. This system offers an efficient and automated approach to

managing dustbins and providing real-time information to the appropriate personnel.

These smart dustbins do not have any automatic opening and closing system.

The Arduino Uno microcontroller is the predominant choice among users,

garnering substantial adoption within the authorship community. Several authors
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have explored alternative options, such as the NODEMCU microcontroller. In [5],

they have used NodeMCU (ESP8266 Wi-Fi module) for connectivity, an ultrasonic

sensor for measuring the distance and level of the dustbin, and IFTTT Webhooks for

sending notifications and integrating with other web-based services. Jumper wires are

used to establish connections between the components. The project also mentions

a GSM modem in the literature survey, which alerts the relevant authority when

the garbage exceeds a threshold. Still, it is not explicitly included in the proposed

system. Intriguingly, specific authors have opted for a hybrid approach, incorporating

Arduino Uno and NODEMCU within their projects. In [6], the main components

used are Arduino, NODEMCU, Servo Motor, and Ultrasonic Sensors. The project

aims to create a prototype of a dustbin that opens its lid upon detecting human

hands and waste and sends notifications about the waste level inside the bin using

LED indicators. The software component utilized is the Blynk application, which

receives reports. This smart dustbin serves as a starting point for a Smart Waste

Management System, enabling officials to efficiently manage waste collection based

on real-time notifications rather than relying on individual reports. By incorporating

these components, the project enhances waste disposal practices and promotes a

cleaner and healthier environment.

Most smart dustbins come with an auto open/close feature or level detection

feature, but very few deal with the problem of foul odour detection. In [7], the smart

dustbin detects human motion using an IR sensor. If a human approaches the dustbin,

it will automatically open the lid of the dustbin. If they move away, it will automati-

cally close the lid with the help of a motor. It can also monitor the level of garbage

using an ultrasonic sensor and the presence of foul odour inside the dustbin with

the help of a gas sensor. If any of them reach the threshold, the GSM module will

notify the concerned personnel via messaging. Reference [8] employs an ultrasonic

sensor to monitor the garbage level and an mq-2 gas sensor to detect the presence

of foul smell inside the dustbin. If either of them exceeds the threshold limit, the

concerned authorities are notified in the form of a signal. They have implemented

another gas sensor which is used to monitor the air quality around the dustbin. Thus,

a hygienic environment is maintained. Transmitting signal and tracking location are

implemented using the GSM module and GPS modem. Reference [9] utilizes various

devices, including an Arduino Uno as the microcontroller, an I2C Module ADS1115

to extend the analogue signal pins, a servo motor for opening and closing the dustbin

lid, an LCD for output display, a GSM module for sending status messages, a buck

converter for voltage conversion, and several gas sensors such as MQ-136, MQ137

and MQ-2 for detecting harmful gasses. Additionally, two ultrasonic sensors were

employed, one for dustbin lid automation and the other for garbage level monitoring.

An IR sensor counted the successful trash drop, while an ESP8266 module facili-

tated WiFi communication with the BLYNK server. The BLYNK server and its user

interface were utilized to display the user’s dustbin’s status and provide necessary

notifications.

Some authors have used numerous components to make their projects, making the

architecture complex and costly. Reference [10] utilizes various components for its

implementation. The system is built around an Arduino microcontroller, which acts as
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a controller between the ultrasonic sensors, buzzer, LED, fan, and WiFi module. The

project aims to address the issue of overflowing dustbins by providing an intelligent

solution. When a person approaches the dustbin, the sensor detects their presence

and automatically opens the cover. The level of garbage inside the dustbin can be

monitored through an application called Blynk. Once the garbage reaches a certain

level, a notification is sent to the cleaning department as a reminder. When the dustbin

reaches its maximum capacity, the buzzer starts to beep, and an alert message is sent

to the cleaning department. In [11], various devices were utilized. These devices

include an Arduino Uno microcontroller as the central control unit, two ultrasonic

sensors employed for dustbin lid automation and monitoring the dustbin’s garbage

level and a servo motor responsible for opening and closing the lid. A water sensor

brick was also incorporated to distinguish between dry and wet waste, enabling

automatic waste segregation. To establish a wireless internet connection between the

Arduino Uno and the database, an ESP8266 module was utilized. The data trans-

mitted by the Arduino Uno was stored and sent to the respective authorities using

a MySQL database server. Reference [12] is an RFID-based Smart Dustbin. This

system utilises RFID tags, ultrasonic sensors, Arduino, Raspberry Pi, and cloud-

based monitoring to ensure effective waste management. It incorporates features

such as solar power utilization, authentication mechanisms, distance measurement,

lid control, motion detection, and integration with AWS IoT. It contains Django and

Python for server-side programming and Aadhar API for user authentication. Refer-

ence [13] incorporates IoT technology, including sensors, detectors, and actuators,

to create an intelligent system for waste management. The system utilizes dustbins

equipped with Ultrasonic Sensors to measure the garbage level inside the dustbin

and report the readings to the nearest corporation office through an Arduino board

connected to an Ethernet module. Additionally, IR Sensors detect objects near the

bins, triggering an alert buzzer to discourage improper disposal. Rain Sensors detect

rainfall and prevent water from entering the bins. The system also includes relays and

motors to automatically close the bin doors when they reach capacity. The hardware

components used in the plan include Arduino UNO, Ultrasonic Sensors, IR Sensors,

Rain Sensors, Ethernet modules, and alert buzzers. Software components such as

Arduino IDE, HTML, and embedded C language are utilized for programming and

data visualization.

3 Motivation

From the detailed literature survey, it can be concluded that we can automate dustbins

and monitor their present status easily using IoT, which makes the disposal of garbage

more accessible and convenient. Over the years, people have tried to utilize IoT

for dustbin automation. As a result, several advancements have been made in this

field to create a healthy environment. Some of these inventions include providing

an automatic opening or closing option in dustbins to sense human motion in its

proximity. This allows for no-contact waste disposal that prevents the spread of
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harmful diseases. Another such advancement is the detection and monitoring of the

dustbin level and, at the same time, keeping the user notified about it through some

messaging or other means. This helps to remind people to empty their dustbins

whenever they are complete, thus preventing the overflow of bins.

Despite the advancements, there is still a lot to be done to make dustbins more

convenient. One of the significant shortcomings we discovered from the above liter-

ature survey is that most of the models the respective authors proposed are based on

complex architectures of many devices that are difficult to integrate. Not only that,

such complex architectures also require a lot of financial resources, thus making those

models unaffordable for the common public. To summarize, most of them aimed at

creating a dustbin that would be maintained by the government and other similar

organizations, not something to be used by every other household. Hence, we found

an opportunity to work on this issue and create a model that can be of use for both

indoor and outdoor environments.

Another major loophole of the above-mentioned papers is that very few addressed

the issue of foul odour detection [2, 7–9]. However, still, none could provide a

prominent solution to the problem. The most common gases responsible for the foul

odour in garbage are nitrogen and sulphur-containing gases. Still, the sensors in the

cited papers do not specifically detect them. In [2, 8], the authors have used an MQ-2

gas sensor to identify foul odour, which is basically a gas leak detection or smoke

detection sensor detecting gases like Hydrogen, LPG, Methane, Carbon Monoxide,

Alcohol, Smoke or Propane and is preferably used to detect gas leakage in households

or in fire alarms. Detecting the presence of smoke or CNG inside the dustbin is not

a proposal nor a solution to the problem.

Anilkumar et al. [7] proposed the use of a MQ-3 gas sensor for foul odour detec-

tion, which is basically an alcohol detection sensor preferably used in a breathalyzer

for detecting alcohol concentration in a person’s breath. This cannot be considered a

perfect solution to the problem. Ahmed et al. [9] does address the situation in the best

possible way up till now as they have used an integrated system of three different gas

sensors, namely, MQ-2, MQ-136 and MQ-137 sensors. Although MQ-2 is not a good

option, the other two are designed to detect Hydrogen Sulphide (H2S) and Ammonia

(NH3). Although this solves the problem of foul odour detection to a greater extent,

this system is way too costly, with each of MQ-136 and MQ137 costing around 2500/

− each, making the model unaffordable for ordinary people.

These are some of the drawbacks that we discovered in the existing systems and

models where we found a scope of opportunity to work. With waste management and

disposal emerging as one of the significant challenges worldwide, we are motivated

to utilize this opportunity and address these shortcomings better.
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4 Methodology

We have undertaken the following methodologies to achieve our objective. The

NODEMCU microcontroller is used for controlling various components. It is compat-

ible with Arduino Integrated Development Environment, which programs the micro-

controller. RCWL-0516 microwave radar sensor is used for human motion detection.

It works on the principle of the Doppler effect by emitting microwave radiation. It

sends a digital input of 1 to the NODEMCU if it senses any human motion in its

proximity; otherwise, it sends 0.

SG90 Servo Motor opens or closes the dustbin lid based on the radar sensor’s

input. If the radar sensor sends 1, the servo moves to the mentioned angle, and the

dustbin is open if the radar sensor sends 0, then the servo does not move; thus, the

dustbin remains closed.

HC-SR04 Ultrasonic Sensor is used for level detection. This sensor has two pins:

a Trigger pin and an Echo pin. Ultrasonic sound waves emitted from the Trig pin are

reflected from a nearby obstacle and are received by the Echo pin, which calculates

the time the sound wave takes to return in microseconds. With the help of the time

taken, we calculate the distance using the formula (2d = V * t) and convert it into a

percentage.

MQ-135 Gas Sensor has been used to check the presence of foul odour inside

the dustbin. It can detect gases like Ammonia, Sulphide, NOx, Alcohol, Benzene,

Smoke, CO2, etc. It has been observed that the common gaseous ingredients inside

the dustbin that mostly contribute to the lousy smell inside it are sulphur and nitrogen

containing gases. This makes this particular Gas Sensor the perfect candidate for our

model. This sensor comes with two pins, a Digital Pin and an Analog Pin that helps it

to precisely detect the presence of the harmful, foul odour producing gases. Here, we

have used the Analog as it helps us understand the exact amount of those poisonous

gases present inside the dustbin.

The Blynk application generates an Email Notification as well as an In-App Noti-

fication to alert the user when the garbage level of the dustbin crosses the safety

threshold value or when the gas sensor value crosses the safety threshold value to

help remind the user that it is time to clean the dustbin. The current live status of the

dustbin can also be viewed in the Blynk application, where multiple users can view

the percentage of dustbin getting filled and the amount of foul odour present inside

it whenever they want from anywhere across the globe.
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5 Design and Development

5.1 Hardware Components

NODEMCU: The microcontroller used in this system is capable of controlling all

the other modules. It operates on an input voltage of 7–12 V which gives flexibility

in powering the system through various sources like batteries or external power

supplies, and it has an operating voltage of 3.3 V, which is crucial to ensure that

the components connected to it are compatible with this voltage. Additionally, it is

equipped with an in-built WiFi module ESP8266 which allows the NodeMCU to

connect to the internet, making it suitable for IoT (Internet of Things) applications.

The microcontroller also provides 11 Digital I/O pins, these pins are versatile and

can be used to interface with various sensors, actuators, or other modules (Fig. 1).

Advantages Over Alternative Components: NodeMCU offers distinct advan-

tages in the realm of microcontroller development boards. Its primary strengths lie

in its integrated Wi-Fi functionality, offering seamless connectivity for IoT appli-

cations without requiring additional modules. The NodeMCU’s compatibility with

the Arduino IDE simplifies programming. Its low cost and availability make it an

economical choice for various projects. The board’s ample memory and processing

power, based on the ESP8266 chip, enhance its capability to handle IoT tasks effi-

ciently. Additionally, NodeMCU’s onboard USB support streamlines interfacing with

computers for programming and power supply.

RCWL-0516 Microwave Radar Sensor: The RCWL-0516 Microwave Radar

Sensor is incorporated into this system. It is capable of detecting human motion in

its proximity. Operating with an input voltage range of 4–28 V and consuming a

maximum current of 3 mA, this sensor provides a versatile detection range of up to

7 m, which can be adjusted according to specific needs. Notably, it offers 360-degree

detection, enabling it to sense human motion from all sides. Additionally, it can

detect motion through various materials, including plastic, glass, and wood. When

Fig. 1 NODEMCU

microcontroller
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Fig. 2 RCWL-0516

microwave radar sensor

the sensor detects human motion, it sends a signal of 1 to the NODEMCU, while a

signal of 0 is sent when no motion is detected (Fig. 2).

Advantages Over Alternative Components: The selection of the RCWL-0516

Microwave Radar Sensor for detecting human motion offers distinct advantages

over alternative motion detection sensors. Unlike traditional infrared sensors, the

microwave radar sensor is not affected by ambient temperature changes, ensuring

consistent and reliable performance in diverse environmental conditions. Addition-

ally, compared to ultrasonic sensors, the microwave radar sensor provides a more

comprehensive detection range allowing for a wider and more flexible scope of

motion sensing. Its capability to penetrate various materials sets it apart from passive

infrared sensors that may be obstructed by obstacles.

SG90 Servo Motor: This servo motor performs the function of opening or closing

the dustbin lid. Operating within an input voltage range of 4.8–6 V, it is synchronized

with the radar sensor’s output. When the radar value is 1, the servo motor rotates

by the mentioned angle, thus, opening the dustbin lid. Conversely, when the radar

value is 0, the servo motor remains at 0 degrees, ensuring that the dustbin lid remains

closed. The SG90 Servo Motor is an integral component in facilitating the automatic

open and close mechanism of the dustbin lid (Fig. 3).

Advantages Over Alternative Components: The SG90 Servo Motor stands out

for its precise control, allowing specific angle rotations crucial for the delicate move-

ment of the dustbin lid. Unlike other motors, the SG90’s compact design and tailored

movement make it an ideal choice for the smart dustbin mechanism.

HC-SR04 Ultrasonic Sensor: The HC-SR04 Ultrasonic Sensor is crucial for

monitoring and quantifying the waste level within the dustbin. This sensor operates

on a 5 V input supply and draws a current of 15 mA. It offers a detection range of

0.2-4 m, with a measuring angle of 15 degrees and works with a frequency of 40 Hz.

Ultrasonic sound waves are emitted by the Trig Pin, while the reflected waves are

received by the Echo pin after encountering an obstacle, enabling time calculation.
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Fig. 3 SG90 servo motor

Fig. 4 HC-SR04 ultrasonic sensor

The distance is determined by the formula (2d = V * t), which is then converted into

a percentage to ascertain the garbage level (Fig. 4).

Advantages Over Alternative Components: The HC-SR04 Ultrasonic Sensor

emerges as the optimal choice for garbage level detection within the smart dustbin

system, due to several key advantages. Its primary strengths include accuracy in

distance measurement, offering reliable and precise readings in various applica-

tions. This sensor operates at a low cost while maintaining high performance.

Its simple interface facilitates straightforward integration with microcontrollers

like NodeMCU, Arduino, Raspberry Pi, and other popular platforms. Its non-

contact measurement method, wide detection range and rapid response time ensures

versatility across diverse environments and surfaces.
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Fig. 5 MQ-135 gas sensor

MQ-135 Gas Sensor: The MQ-135 Gas Sensor is vital in assessing the air quality

within the dustbin, contributing to effective waste management practices. This sensor

operates on a 5 V input supply with analog and digital outputs. This system uses the

analog output to obtain the precise concentration of gases in the dustbin, measured

in parts per million (ppm) (Fig. 5).

Advantages Over Alternative Components: The inclusion of the MQ135 Gas

Sensor in our smart dustbin project provides essential advantages over alternative gas

sensors for evaluating air quality within the waste container, its cost-effectiveness

positions it as an economical yet highly effective solution for our project. This

sensor’s key strength lies in its ability to detect a range of gases commonly found in

dustbins especially sulphur and nitrogen containing gases.

5.2 Software Components

Arduino IDE: For our smart dustbin project, we employed version 2.0.2 of the

Arduino IDE to develop and configure the NODEMCU microcontroller according

to our project specifications. The Arduino IDE served as a comprehensive devel-

opment environment, enabling us to seamlessly write, compile, and upload code to

the NodeMCU. We utilised the platform’s libraries to streamline the integration of

sensors and other components, simplifying the management of code (Fig. 6).

Advantages Over Alternative Components: Arduino IDE stands out for its

simplicity and user-friendly interface, ideal for beginners. It offers an intuitive plat-

form to write, compile, and upload code. Supported by a vast community, it provides

ample documentation, tutorials, and examples for troubleshooting and learning. It is

compatible across multiple operating systems, thus, ensuring accessibility.

Blynk App: This application functions as a dynamic display, providing users with

present and actual status of the dustbin. Furthermore, it enhances user engagement

by sending notifications through email. This feature ensures that the users receives
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Fig. 6 Arduino IDE version

2.0.2

Fig. 7 Blynk app

updates on time. The integration of the Blynk app not only provides a convenient

means for users to stay connected with the dustbin but also enhances the overall

user experience by offering a seamless and interactive way to interact with the smart

system (Fig. 7).

Advantages Over Alternative Components: Blynk App provides effortless

device connectivity, thus, providing a user-friendly platform for connecting IoT

devices to the cloud. It simplifies the process of building IoT applications through its

drag-and-drop interface, enabling quick and easy creation of interfaces for control-

ling and monitoring connected devices. It supports a wide range of hardware plat-

forms, ensure secure data transmission, and is compatible with both iOS and Android

platforms.

5.3 Circuit Diagram

See Fig. 8.

5.4 Block Diagram

See Fig. 9.
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Fig. 8 Circuit diagram

Fig. 9 Block diagram

5.5 Flowchart

See Figs. 10 and 11.
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Fig. 10 Hardware flowchart

Fig. 11 Software flowchart

6 Result and Discussion

After implementing the connection and coding as mentioned above, we ended up

with the following results:
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Result 1: The dustbin lid automatically opens whenever someone approaches it in

order to dispose garbage. It remains open for a mentioned period of time for garbage

disposal and then, closes its lid automatically.

Result 2: The Blynk app generates an email as well as an in-app notification to

alert the user when the dustbin is filled with garbage.

Result 3: The Blynk app sends an email as well as an in-app notification to notify

the user when the garbage inside the dustbin begins to produce foul odours due to

excess poisonous gases.

Result 4: The Current Status of the dustbin can be a viewed in the Blynk app or

in the Blynk Dashboard by multiple users simultaneously from anywhere across the

globe.

7 Conclusion and Future Scope

In conclusion and as a summary, it can be stated that our model is efficient, cost-

effective, and offers solutions to numerous issues. Given our unwavering emphasis

on preparing the model for various uncertain environments, this intelligent dustbin

finds its utility in various settings, including residential homes, educational institu-

tions, corporate offices, shopping complexes, dining establishments, roads, railway

stations and more. Integrating this product into our daily routines can significantly

diminish human exertion and expenses, optimize time management, and facilitate

the organized disposal and upkeep of waste materials, thus, addressing one of the

major global concerns. Ultimately, this endeavour would contribute to creating a

tidier, eco-friendlier, and healthier society as a whole.

Although we have successfully solved some significant problems related to waste

disposal in our project model, there is still scope for further improvement and modi-

fication. One potential future enhancement to improve waste disposal is the imple-

mentation of automatic segregation for biodegradable and non-biodegradable waste,

enabling effective sorting and separate disposal. This would enhance efficiency

and promote environment friendly waste management practices. Another area for

improvement is integrating the smart dustbin with popular smart home devices like

Alexa or Google Home, enabling users to control it through voice commands for

enhanced convenience. Additionally, developing a proprietary IoT server instead

of relying on third-party services like Blynk would improve cost-effectiveness and

provide greater control and customization options, reducing dependency on external

platforms. Overall, these measures would reduce labour and costs while fostering a

more systematic and efficient approach to waste management, leading to a healthier

and more sustainable environment.
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Smart Garbage Monitoring System

Using IOT for Commercial Purpose

B. Ravi Chandra, N. Rakesh, Boya Talari Nithin Kumar, Y. Praneeth,

and Amjan Shaik

Abstract Making an Internet of Things-based Dustbin is the goal of this project

guide. Using a cloud-based Blynk application, we will determine whether the trash

can is full or empty. Every 5s, this trash can changes its percentage status, and

when it reaches 70% or higher, it notifies you that it is almost full. This Internet

of Things trashcan project was built using a Node MCU and an ultrasonic sensor.

An exceedingly original method, the IoT Garbage Monitoring Technology proposal

will help to maintain cities clean. This device monitors the garbage cans and reports

data on the volume of rubbish that has been gathered in the cans via a Blynk cloud

page. Through this Blynk application, all information is also transmitted to waste

collection vans.

Keywords IOT (internet of things) · NodeMCUESP8266 · Smart bins ·

Ultrasonic sensors · Route optimization · Waste collection optimization

1 Introduction

Nowadays, the absence of environmental sanitation in reference to refuse manage-

ment is one of the difficulties influencing the majority of localities and municipali-

ties. This is a result of improper waste collection management. Due to this improper

handling, waste spreads across the neighborhood, which in turn leads to hazardous

conditions in the area [1–4]. Additionally, it detracts from the area’s beauty and

promotes a number of serious illnesses in the local population. A garbage moni-

toring system is created to stop improper trash management and improve societal

cleanliness. The design of the Smart Trash Can System utilizing the Arduino ultra-

sonic sensor and lire detector will be investigated in this research article. As the
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Fig. 1 Block diagram

population expands, so does the quantity of waste in and around metropolitan areas.

Here, we offer an IOT-based and sensor-based smart receptacle that runs automat-

ically to assist in resolving this problem [5–10]. Ordinary refuse cans need to be

opened by pressing a foot against a lever before being filled with debris.

1.1 Block Diagram

See Fig. 1.

1.2 System Requirements

Hardware:

• ESP8266 Node MCU
• Flame Sensor
• Ultrasonic Sensor
• Gas Sensor MQ6
• LCD Display
• Buzzer
• Wifi module
• Jumper wires
• PCB

Software:

• Arduino IDE
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• Embedded C
• Blynk Cloud

1.3 Working Process

The Node MCU, the controller of the system, is connected to two ultrasonic sensors

and the Blynk program. The task of seeing an object at the dustbin’s mouth falls to a

single ultrasonic sensor. The MCU ESP8266 receives the object’s distance calcula-

tion and transmission. The MCU informs the servo motor whether or not to rotate and

open the lid after determining the object’s distance. The amount of trash in the trash

can is measured by a different ultrasonic sensor. It transmits the reading to MCU,

which examines it and, if it rises beyond a certain value, alerts the user via the Blynk

Application that the trash can is full and that he should empty it as soon as possible.

As they can detect nearly all sorts of flickering flames, the three sensors—MQ6 for

methane, Ultrasonic sensor for garbage level measurement, and flame detectors—

are perfect for waste treatment facilities. This is crucial for the waste business since

flames can come from a variety of materials, such as paper, plastic, and even metals,

and they can intensify when the air is contaminated with garbage gas. An exceed-

ingly original method, the IoT Garbage Monitoring Technology proposal will help

to maintain cities clean. The MCU is constantly connected to the Blynk app during

this time, and the level of the dustbin is constantly shown on the app’s interface.

1.4 Node MCU Firmware

Based on the ESP8266 Api 0.9.5, Node MCU is a freely available Network of Things

framework that uses the Python programming language. It contains free applications

such as spiffs and decision. Originating from the ESP8266 release in December

2013, NodeMCU development began in October 2014, with the first firmware file

committed by Hong. It expanded to open-hardware with Huang R’s contribution

of the gerber file for devkit 1.0. Tuan PM then ported the MQTT client library to

ESP8266, enabling MQTT IoT support with Lua. A significant update in January

2015 incorporated u8glib, allowing Node MCU to drive various displays like LCD,

OLED, and VGA screens.

1.5 Node MCU ESP8266

A short while after Node micro-controller unit (MCU) was created, the Epress if

systems (ESP8266) was released. Beginning on December 30, 2013, Express if

Systems began manufacturing the ESP8266. The ESP8266 is an Internet of Things
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Fig. 2 Pins of node MCU

(IoT) application-specific integrated circuit (SoC) with a Tensilica Xtens LX106 core.

The project was extended to incorporate an open-hardware platform after researcher

Huang R contributed the Gerber file for the devkit v0.9 ESP8266 board two months

after it was created. Soon after, Tuan PM modified the Contiki MQTT client library

for the ESP8266 SoC platform in order to contribute to the Node MCU project. By

using Lua to connect to the MQTT broker, Node MCU was able to build the MQTT

Internet of Things protocol. Devsaurus published a key update for the Node MCU

project on January 30, 2015, including u8glib and enabling Node MCU to easily

control LCD, Screen, OLED, and even VGA displays (Fig. 2 and Table 1).

1.6 LCD Display

Liquid crystal displays, usually referred to as LCD (Liquid Crystal Display) panels,

are currently the displays for electronics that are used the most frequently. If you

look around, you should be able to see at least a few of them, perhaps on the landline
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Table 1 General I/O pins

Input/Output index ESPRESSIF systems

(ESP8266) pin

Input/output index ESPRESSIF systems

(ESP8266) pin

0 [*] General purpose I/O 16 7 General purpose I/O13

1 General purpose I/O5 8 General purpose I/O15

2 General purpose I/O4 9 General purpose I/O3

3 General purpose I/O0 10 General purpose I/O1

4 General purpose I/O2 11 General purpose I/O9

5 General purpose I/O 14 12 General purpose I/O10

6 GPIO12

Fig. 3 LCD display 16 × 2

or microwave’s caller ID display. Your LCD has a total of 16 pins. What each and

every pin is meant to do is listed below: Pins 1 and 16 are where power and ground

are situated. The LCD’s brightness can be changed via Pin 3. Pins 4–6: These are

used to operate the LCD. Pins 7 through 14 are the data lines. Use pins 15–16 to

power the LCD’s backlight (Fig. 3 and Table 2).

2 Literature Survey

Smart garbage monitoring systems using IoT technology are gaining traction for

efficient waste management. Ultrasonic sensors and IoT devices are used to monitor

waste levels in bins. Real-time data transmission via the Internet helps optimize

collection routes and schedules. These systems aim to reduce operational costs and

promote sustainability in smart cities. Research is ongoing to enhance accuracy

and scalability, improving waste collection processes. IoT-based solutions promise

cost-effective, eco-friendly waste management. Real-time data is crucial for waste

collection planning and decision-making. This technology reduces fuel consump-

tion, carbon emissions, and environmental impact. IoT is integral to creating smart,

efficient, and sustainable waste management systems.
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Table 2 Pins and functions

Pin no Function Name

1 Zero volts Ground

2 5 V voltage supply (range: 4.7–5.3 V) Vcc

3 Adjusting the contrast using a rheostat VEE

4 When the command register is low, and when the data register is

high

Register choosing

5 Low for register writing; high for register reading Read/write

6 When a high to low pulse is provided, it transfers data to the data

pins

Enable

7 Pins for 8-bit data Data bit 0

8 Data bit 1

9 Data bit 2

10 Data bit 3

11 Data bit 4

12 Data bit 5

13 Data bit 6

14 Data bit 7

15 VCC for backlights (5 V) Led+

16 (0 V) backlight ground Led−

2.1 Proposed System

• An Arduino program is used to send a warning signal to the relevant authorities

if the level of gas, flame, or dust exceeds the set point. One sensor employs an

ultrasonic signal to monitor the quantity of rubbish in the dust bin and gases with

flame.
• As a result, the environment is kept clean. Signal transmission and data tracking

are done using the ESP8266 NodeMCU Wifi module (Fig. 4).

3 Results and Discussion

3.1 Hardware Deployment

Hardware deployment of a smart garbage monitoring system using IoT involves

the placement of sensors in garbage bins, positioning microcontrollers nearby,

and configuring IoT communication modules for data transmission. Power supply

sources, such as batteries or solar panels, are essential. A network infrastructure,
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Fig. 4 Traditional versus smart dustbin

cloud server, and protective enclosures ensure data connectivity, storage, and hard-

ware protection. Implement data validation, error handling, and user-friendly inter-

faces. Thorough testing, calibration, and scalability considerations are necessary.

Deployment in target areas, regular maintenance, and data security measures are

vital for a successful implementation.

3.2 Running Software

The A bootloader must be flashed via ST-Link (SWD) or USB to Serial. Read about

flashing the bootloader. Note that before uploading a sketch, the board may need to

be put into “perpetual bootloader” mode once the bootloader has been flashed. To do

this, connect a resistor to pin PC14 and 3.3 V, then reset the board. After removing

the resistor and restarting the board, you should now be able to flash a blank sketch.

At that point, uploading new sketches ought to function as planned. You might need

to modify the maple-upload script in the tools-folder if you discover that the IDE

successfully resets your board but that dfu-util complains about no DFU-devices

being present. Increase the value assigned to the line where it calls upload-reset.
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3.3 Application Blynk

Blynk was created with the World Wide Web of Things in heart Furthermore to many

additional remarkable attributes, it can store and analyze data, present sensor data,

and wirelessly operate devices. The structure of the platform consists of 3 primary

components: Blynk Library services, Blynk application, and Blynk Host.

3.4 Features

Utilizes IoT-connected sensors (e.g., ultrasonic or infrared) to monitor garbage levels

in real time.

Relies on IoT communication modules (e.g., Wi-Fi, LoRa) to send data to a central

server.

Stores collected data in the cloud, enabling access from anywhere. Employs data

analytics to optimize waste collection schedules, routes, and resource allocation.

Sends notifications for bin status, facilitating efficient collection management. Offers

a web or mobile app for user interaction, enabling real-time monitoring and historical

data access May use low-power components or renewable energy sources to reduce

environmental impact. Enhances operational efficiency, reducing collection costs

and fuel consumption. Adapts easily to monitor additional bins or areas in a scalable

manner. Implements robust data security and privacy measures to protect sensitive

information and ensure compliance.
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3.5 Result Analysis

Scenario-1

Scenario-2
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4 Utilization

1. It is characterized by its efficiency in waste collection and resource allocation.

2. By providing real-time data on garbage bin levels, it allows waste management

authorities and service providers to optimize collection routes and schedules,

reducing fuel consumption and operational costs.

3. This not only enhances the overall environmental sustainability of waste manage-

ment but also contributes to the development of smarter and more sustainable

cities.

4. Residents benefit from a user-friendly interface, enabling them to track bin

status and receive timely alerts, which, in turn, minimizes the risk of over-

flowing bins and associated health and hygiene issues. Furthermore, this system

fosters community engagement by raising awareness about responsible waste

disposal practices and can be easily scaled to cover larger areas or additional

waste collection services, making it adaptable to various urban environments.

4.1 Benefits

1. Optimizes waste collection routes, reducing fuel consumption and operational

costs.

2. Minimizes carbon emissions by preventing unnecessary waste collection trips.

3. Enables efficient allocation of resources and personnel for waste management.

4. Provides real-time data for prompt maintenance and issue resolution.
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5. Supports informed decision-making for waste management authorities and

service providers.

6. Encourages public participation in responsible waste disposal practices while

reducing health and hygiene concerns.

4.2 Negative Aspects

Smart garbage monitoring systems often outweigh the negative aspects, especially

in terms of efficiency, cost savings, and environmental impact.

5 Conclusion

As real-time data systems in waste management become increasingly integral to

urban infrastructure, their potential to revolutionize city living becomes even more

pronounced. Beyond the immediate advantages of optimized collection routes and

reduced operational costs, these systems lay the groundwork for a paradigm shift in

how communities approach waste disposal. The efficient resource allocation facili-

tated by these technologies not only curtails fuel consumption and carbon emissions

but also contributes to the broader global effort to combat climate change. While

challenges such as initial implementation costs, data security, and maintenance are

acknowledged, they serve as stepping stones toward refining and strengthening the

long-term viability of these innovative solutions. One of the remarkable aspects

of these systems is their ability to empower residents in the sustainability journey.

By providing real-time insights into bin levels, individuals are not only informed

but are actively encouraged to partake in responsible waste disposal practices. The

prevention of overflowing bins, a direct outcome of this technological intervention,

translates not only to cleaner and more organized neighborhoods but also to tangible

improvements in public health. The future trajectory of waste management is unde-

niably intertwined with the continued development and widespread adoption of these

cutting-edge systems. Looking ahead, the transformative impact of these technolo-

gies extends beyond mere operational efficiencies. They herald a cultural shift toward

environmental consciousness and community engagement. As these systems evolve

and become more ingrained in the urban fabric, they act as catalysts for a broader

conversation on sustainability. The promise of cleaner, more efficient, and sustainable

urban environments is not just a technological aspiration; it represents a fundamental

shift in how cities conceptualize and manage their waste. The trajectory set by the

adoption of these systems holds the potential to redefine the urban landscape, creating

resilient and environmentally responsible communities for generations to come.
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IoT Based Smart Home Systems

Akshet Patel, Shrey Sharma, and Princy Randhawa

Abstract The Internet of things is no longer the “Technology of the Future.” We

are living in a world of connected devices where every little device from smart

watch to Wrist bands to Lamps are connected to the internet and sharing the data

to the cloud platforms which makes them accessible from any part of the world via

a Smartphone or a PC. This is the era of connected living; this is the era of the

Internet of Things. IoT is the technology in which anything that can be controlled

or monitored is connected to the cloud or Internet. Every individual device that is

connected to the internet is having a unique address within the network. These IoT

edge devices can communicate to other edge devices in the network and can be easily

monitored or controlled with the help of a smartphone or PC. The Internet of things

has numerous applications; however the most popular one is IoT based Smart Home

Systems.

Keywords IoT · Internet of things · Smart homes · Smart systems · Smarden ·

Automation

1 Introduction

Turning on the lights when the motion is detected is not considered as an application

of an IoT based smart home system. A Smart Home system consists of various parts

of the home to be smart enough to control and maintain themselves without human

presence. These various parts consist of Lighting, Heating, Cooling, Surveillance,

and security. A system that is connected to the Internet and can share the data related

to its state to the homeowner. Further the owner should be able to take actions or

must be able to control the appliances and the actions in a smart home remotely via
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a mobile application or dashboard, for instance predictive maintenance alert based

on the power consumption parameters of the device or scheduled actions of multiple

appliances or instant alert notifications when any unwanted motion is detected. All

these along with all the other various use cases define a smart Home or an Intelligent

home that is capable enough to alert its owner in case of emergencies and convenient

enough that it can be controlled from any part of the world, at the same time saves

energy, time, and money [1]. There was a time owning a Smart T.V. was luxury and

now it is a necessity, owning a Smartphone was luxury and now a necessity and soon

within a short span of time, owning a smart home will also become a necessity. This

is all because our life is now dependent on DATA. Data has become an overly critical

asset, and we all consume and compute massive amounts of data every day, our day

to day life is dependent on data coming from multiple sources and similarly we need

the data from our homes as well. We need this data to make life much more secure,

convenient, and comfortable [2].

1.1 DIY Smart Home Design

It is possible to design a complete smart home environment for your home by yourself.

However, there are a few things that anyone would need to understand before jumping

straight into development and coding. There is an extremely popular saying when it

comes to the technology of the Internet of things—“Just because you can do it, don’t

do it.”

As fascinating as it sounds, the technology of the Internet of things opens a

portal of security breaches if the proper security measures were not taken properly.

Connecting anything to the cloud provides hackers with another gateway to get into

your network and hack into your system. Even the door sensor that you are using to

get the notifications from your main door could act as an edge device through which

the hacker gains access to your home [3].

With proper security measures and proper architecture, one can design a complete

smart home system on his own. To design a complete Smart Home system based on

the technology of Internet of things, one must understand the architecture of IoT and

must know how the devices communicate within an IoT network and how the data

is transferred from one device to another or to the cloud and at the end, how we can

interact with the data and perform operations on it. To get a closer look of the overall

process, let us focus on the—Architecture of IoT [4].

1.2 Architecture of Internet of Things

For any technology, its architecture is the most important thing as it defines the

overall working and the components of the technology. Without understanding the

architecture, it is impossible to design products and solutions based on the technology.
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Similarly, to design any product or solution based on the technology of Internet of

things, one must understand its complete architecture [5].

One important thing to shift the focus before getting into the architecture—Internet

of Things is a technology which is a stack of multiple things and a combination of

both Hardware and Software with a combination of multiple technologies that helps

us design IoT hardware and IoT software. One must focus on both aspects to design

a complete solution.

Let us start with basic layers of architecture of IoT and we will dig deeper into

each layer to understand the functionality and the technology.

There are 3 Basic layers that makes up the complete Architecture of IoT

– The Perception Layer

– The Network Layer

– The Application Layer

The Perception Layer

The perception layer is the basic layer of IoT, it is the first end point or the data

collection layer, this layer consists of all the hardware that is connected in an IoT

network. This layer consists of all the IoT edge devices, the edge devices are the IoT

based hardware that are connected to the cloud or internet via some communication

protocol [6].

Further the perception layer is divided into two parts—Sensors, Actuators, Relays

and Micro-controllers.

Sensors, Actuators and Relays

These three are the basis constituents of any IoT based hardware, if we investigate

the applications of IoT, the IoT devices are either used to monitor a certain asset

or they are used to control the asset, and for both the applications—controlling and

monitoring, we will be needing sensors, actuator, or relays [7].

– Sensors

A Sensor is an electronic component that is used to convert the physical data

from the environment like temperature, humidity, motion, force, pressure, etc. in

electrical or digital signals so that these electrical signals can be further fed into a

microcontroller and one can perform on that data.

– Actuators

Actuators are those devices that are used to convert the electrical signals from

the micro-controllers to some mechanical movement for e.g., stepper motors, servo

motors, etc.

– Relays

Relays are used for the purpose of switching; it works on the signals from the

microcontroller and helps in switching an electrical circuit.
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Micro-controllers

Micro-controllers are the brain of any IoT based hardware that helps us to monitor

or control anything. The edge devices are incomplete without any micro-controller,

as it is the computational engine for any edge device and helps to process the data.

The microcontroller is a single chip device that has a microprocessor, RAM, ROM,

Clocks, Timers, GPIOs, etc. all together on the same circuit and can execute multiple

tasks at same time.

It is impossible to design an IoT Edge device without using any microcontroller as

the sensors, actuators and relays are connected to the microcontrollers and transfer

the data to it so the microcontroller can perform operations on it. Similarly, the

communication protocol device is also connected to the same microcontroller so that

the data transmission can happen in the IoT network.

So if we take a look at the perception layer it is the layer that has all the hardware

components in it, the sensors along with the micro-controller attached to any asset

to control or monitor it makes it a part of the perception layer, In our case of smart

homes the IoT edge devices could be anything like a temperature sensor, Motion

sensor, Door Sensor, Smart Switches, smart bulbs, etc. and further we’ll see how we

can convert any existing thing to smart thing to monitor and control it from anywhere

in the world with the help of a web-dashboard [8].

Network Layer

The network layer is the second layer in the IoT architecture, and it helps to collect

the data from the perception layer and transfer it to the cloud or to the Internet. The

edge devices need to get connected to the internet to make it accessible within the

IoT network or from anywhere in the world with the help of a smartphone mobile

app or a web dashboard.

Just like the perception layer has its multiple components like sensors and

microcontrollers, the network layer is also divided into four distinct parts—the

communication technology, gateways, IoT protocol and the cloud [9].

2 The Communication Technology

The edge devices must be connected to some external device that is responsible to

transfer the data collected from the IoT device and needs to be transmitted to some

other device or must be uploaded to the cloud [10].

Let us assume a situation where you need to connect a laptop/PC to the internet.

What are those diverse ways by which you will be able to do so?

• Wi-Fi
• GSM
• LAN/Ethernet
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These are the three commonly used technologies that connect any hardware to

the internet but, in case of IoT edge devices, the device is designed to perform

a specific task under some specific conditions and that’s where we need multiple

communication technologies like—Wi-Fi, Zigbee, Z-wave, LoRa, Sigfox, NRF, NB-

IOT, RF, BLE, etc. came into picture.

There could be multiple factors before choosing any specific communication

technology, here are a few things that one can keep in mind before selecting the

technology.

• Bandwidth: Refers to the spectrum of frequencies contained within a specific

range, crucial for transmitting signals. In the realm of computing, bandwidth

represents the maximum data transfer rate along a designated pathway.
• Latency: It denotes the delay or the duration it takes for data to traverse from the

sender to the receiver.
• Power: It is an integral to electronic devices for communication and signal trans-

mission. However, the focus shifts towards energy, which encompasses power

consumption over a defined period.
• Service Level: These are arrangements sought by industrial clients from their

wireless service providers, outlining terms regarding connectivity, installation,

and maintenance.
• Topology: These necessitates determining the configuration of devices, whether

requiring point-to-point connections, server-client setups, or other network

arrangements.
• Range: It signifies the furthest distance between a client and server within which

signals can efficiently travel.
• Value: It pertains to the worth of a functional device to end-users or the price they

are willing to pay for connectivity.
• Product life: Product Life spans in industrial settings typically exceed those of

consumer devices, influencing the longevity of both the products and the wireless

technology employed.
• Form factor: Form Factor considerations involve assessing device size, which

can impact the selection of communication technologies.
• Security: It involve assessing device size, which can impact the selection of

communication technologies. When selecting wireless technology, it is crucial to

prioritize security. Some networks provide higher levels of security than others.

3 Gateways

As we have discussed, there are multiple other technologies that we can use in IoT

networks while building an IoT edge device and not all of them provide direct access

to the internet, many of them are meant for machine-to-machine communication as

they act as the transceiver modules. Such communication technologies can be used

in multiple areas depending on the application and numerous factors as we discussed

above, however we eventually need their data on the cloud platform to control or
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monitor such devices and here the IoT gateways come into the picture. IoT Gateways

are the devices that provide internet connectivity to those transceiver modules that

can transfer and receive data from similar devices/modules. These IoT edge devices

relate to the gateway and then gateway uses Wi-Fi/GSM/Ethernet or all of them to

connect to the internet, this way the data from an IoT edge device based on Zigbee,

BLE, Z-wave, LoRa etc. can be uploaded to the cloud via using an IoT Gateway [11].

Smart Application Layer

Once the data is uploaded from the IoT edge devices to the cloud, we need to perform

operations on that data to create an application out of it. It is a service that provides

users to take control over their IoT Edge devices. Smart Applications could be a Web

Application or a mobile application or even a VUI application that helps the users to

control and monitor the IoT edge devices [12].

Connecting Anything to the Internet

The Internet provides us the capabilities to control and monitor anything remotely

via a mobile app or a web dashboard and by following the architecture of IoT we

can connect anything to the internet.

Starting with the perception layer the first thing to do is to focus on the hardware

part. We need to develop a smart home network and to start with that we need to

define the structure or the architecture of the Home Automation System that we will

be developing. Here are the results that we need.

– Smart Switches

– Smart Temperature and humidity Sensor

– Smart Motion Sensor

– Smart Door Sensor

To build these devices we also need to focus on the type of communication protocol

that we need to accomplish the project. For a smart home system there are multiple

communication protocols that we can use, like Wi-Fi, Zigbee, Z-wave, BLE, etc. but

we will go ahead with the Wi-Fi as it matches our overall requirements, and it is very

affordable.

The Microcontroller that we’ll be using for this project is ESP8266-12E and we

can also work with an open source MQTT broker—HIVE MQ which provides a

free MQTT broker service or we can use any IoT Platform like—SmarDen.tech,

Thingspeak, Ubidots, Adafruit, Etc. which provides the complete backend, cloud

infrastructure, MQTT protocol and the front end mobile app or web dashboard to

control our devices.
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4 Data Transmission

The next most important part of building an IoT network is to choose the data

transmission protocol, which can be HTTP, MQTT or CoAP. Mostly, MQTT is most

widely used when it comes to IoT devices. Let us look at the MQTT protocol in

detail and then we will use MQTT to transfer the data from our device to the local

servers and vice-versa [12].

4.1 MQTT Protocol

MQTT, which stands for MQ Telemetry Transport, serves as a lightweight messaging

protocol suited for scenarios with limited bandwidth. It employs a publish/subscribe

mechanism, particularly useful for machine-to-machine (M2M) communication.

Developed to address the constraints of bandwidth and CPU resources in

embedded environments, MQTT was designed with minimal overhead. It finds partic-

ular utility in wireless networks characterized by variable latency due to bandwidth

limitations or unreliable connections. Industries such as automotive, energy, and

telecommunications have adopted this protocol.

Originally conceived as a proprietary solution tailored for interfacing with

SCADA systems within the oil and gas industry, MQTT has evolved into the primary

open-source protocol facilitating connectivity among Internet of Things (IoT) and

Industrial Internet of Things (IIoT) devices [13].

a. MQTT Function

The communication model of MQTT, known as publish/subscribe (pub/sub), opti-

mizes available bandwidth in comparison to traditional client–server architectures.

In pub/sub, the publisher operates independently of the subscribers. Brokers serve as

intermediaries, connecting publishers with subscribers since direct communication

between them is not established.

MQTT clients facilitate the publishing and subscribing of messages. The same

MQTT client can handle both tasks. A device, acting as a client, transmits information

to a server, or broker. Conversely, subscribing involves customers connecting to a

broker and selecting the topics they wish to receive updates on.

In the event of a client losing connection with a broker, the broker retains messages

and delivers them once the client reconnects. Similarly, if the connection between the

publishing client and the broker is unexpectedly disrupted, the broker may dispatch

cached messages to subscribers, including publisher directives [14].

b. MQTT Broker

An MQTT broker functions as an intermediary, facilitating the transmission of

messages between clients and subscribers within the MQTT network. Conceptu-

ally akin to a post office, the broker serves as a centralized hub through which all

communications must traverse before reaching their intended recipients.
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When selecting an MQTT broker, organizations should carefully evaluate several

factors to ensure it aligns with their requirements. Scalability is crucial, as the broker

should be capable of handling increasing message loads as the network grows. Inte-

gration capabilities are also paramount, as the broker must seamlessly interface with

existing systems and technologies within the organization’s infrastructure.

An effective monitoring tools should be in place to track the performance

and health of the MQTT broker, enabling administrators to promptly address any

issues that may arise. Lastly, the broker should exhibit robust failure resistance

mechanisms to mitigate the impact of potential disruptions, ensuring uninterrupted

communication within the MQTT network.

In essence, the MQTT broker plays a vital role in facilitating efficient message

exchange within the MQTT network, and organizations should prioritize considera-

tions such as scalability, integration, monitoring, and failure resistance when selecting

a suitable broker for their needs [15].

c. MQTT-Message Types

An MQTT session encompasses several stages: connection, authentication,

communication, and termination. To initiate a session, a client establishes a connec-

tion with the broker via TCP/IP, utilizing either a standard or customized port desig-

nated by the broker’s administrators. It’s important to note that when establishing a

connection, the server may restart an existing session if the client provides recurring

identification.

For non-encrypted communication, the standard ports are 1883, while 8883 is used

for SSL/TLS (TLS) encrypted communication. During the SSL/TLS handshake, the

client verifies the server’s certificate, and optionally, the client may present its own

certificate to authenticate its identity to the broker. Despite not being part of the

MQTT protocol, brokers often support SSL/TLS client-side certificates.

During the conversation phase, clients can perform various actions such as

publishing, subscribing, unsubscribing, and pinging. Publishing involves dissemi-

nating the publisher’s content to a specific topic. MQTT allows for the transmission

of BLOBs up to 256 MB, accommodating application-specific content formats.

Subscription and unsubscription to topics are achieved using SUBSCRIBE/

SUBACK and UNSUBSCRIBE/UNSUBACK messages. Topics are organized in

a hierarchical structure using forward slashes (/), enabling the creation of a natural

topic tree. Wildcard characters, including the plus (+) and hash (#), allow clients to

subscribe and unsubscribe from topic branches dynamically. The dollar sign ($) is

reserved for server- or system-specific communications, precluding subjects from

wildcard root subscriptions.

Clients can ping the broker server using PINGREQ/PINGRESP messages to main-

tain a live connection, ensuring that TCP connections remain active and preventing

interruptions from gateways or routers.

To terminate an MQTT session, clients can send a DISCONNECT message to the

broker. A graceful shutdown enables clients to easily rejoin the session by providing

their client identification, seamlessly resuming where they left off. If a publisher

disconnects abruptly without sending a DISCONNECT message, the broker may
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furnish subscribers with a cached message from the publisher, offering guidance in

case of sudden publisher termination [16].

d. MQTT Packets

CONNECT, PUBLISH, and SUBSCRIBE are MQTT messages.

e. MQTT’s Advantages

MQTT’s lightweight characteristics and minimal overhead allow seamless data

transmission with little bandwidth and decrease CPU and RAM burden. MQTT’s

benefits versus competitors include.

Lightweight protocol provides effective data transmission and rapid implementa-

tion, low network utilization owing to decreased data packets, efficient data distribu-

tion, successful remote sensing and control, fast, efficient message delivery, utilizes

tiny quantities of electricity, and optimizes network capacity.

f. MQTT’s Drawbacks

• MQTT’s send cycles are slower than CAP’s (CoAP).

• CoAP employs a stable resource discovery approach against MQTT’s flexible

topic subscription.

• Unencrypted MQTT. It employs TLS/SSL for security encryption.

• It is hard to scale MQTT internationally.

• Security, interoperability, and authentication are MQTT problems. MQTT is

utilized in secure back-end networks for application-specific reasons because

it was not designed for security. MQTT’s topic structure may form a large tree,

and there is no obvious way to divide it into smaller federal domains. The chal-

lenge of building a globally scalable MQTT network increases as the topic tree

grows.

Another disadvantage of MQTT is its lack of compatibility. Because binary

message payloads lack encoding information, problems may arise, especially in open

systems where programmers from multiple manufacturers must work seamlessly

together.

MQTT has basic authentication. Any secure MQTT usage must include SSL/

TLS, which is not a lightweight protocol [17].

4.2 IoT Uses MQTT

MQTT clients are designed to be lightweight, enabling them to operate efficiently

on small-scale microcontrollers. The compact size of MQTT headers helps optimize

network bandwidth usage. MQTT.org emphasizes that MQTT has the capability to

interconnect millions of Internet of Things (IoT) devices, underscoring its scalability

and versatility.

In the realm of IoT and Industrial Internet of Things (IIoT), MQTT stands out

as one of the most prevalent protocols. Its widespread adoption facilitates seamless
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communication of data between utility providers, consumers, and various connected

devices. This capability plays a vital role in enhancing the interoperability and

efficiency of IoT and IIoT infrastructure.

4.3 MQTT Examples in IoT or IIoT Infrastructure

– Smart-metering-MQTT guarantees message delivery to offer real-time accurate

meter readings. This improves billing.

– Sensor data collection—MQTT is an excellent match for IoT sensor build outs

that require low-priority data delivery.

– Machine data. Ably, a pub/sub messaging platform, says a wind turbine needs

machine health data sent to local teams before it reaches a data center.

– Invoicing. MQTT reduces redundant or missed billing message packets.

MQTT allows resource-constrained IoT devices to communicate or publish topic-

specific information to a server that operates as a MQTT message broker. The broker

sends the information to customers who already enrolled.

Topics appear like file paths to humans. Clients may subscribe to a certain level

or use a wildcard to subscribe to many levels. The client might be an IoT sensor in

the field or a data center application.

Carriots, Evrythng, and ThingWorx support MQTT.

4.4 Creating a Smart Device with ESP-12 Micro-controller

NodeMCU is an open-source firmware based Wi-Fi microcontroller that is used to

develop IoT based prototypes. It is based on Espressif’s ESP12 SoC Chip and widely

used as a development board for rapid prototyping [18]. The ESP 12 chip and its pin

diagram is shown in Fig. 1.

GPIO (General Purpose Input Output) Pins

As depicted in the pin diagram provided, NodeMCU incorporates versatile general-

purpose input and output pins on its board. These pins can be configured to output

digital signals, allowing for control over various components such as LEDs or

power switches. Additionally, the GPIO pins support the generation of Pulse Width

Modulation (PWM) signals.

ADC (Analog to Digital Converter) Channel (A0)

The NodeMCU board incorporates a single ADC channel/pin, enabling analog

sensing functionality through the microcontroller’s built-in Analog to Digital

Converter (ADC) circuit. These analog pins are specifically designated for data

reading purposes. They are capable of detecting voltage levels within a range of
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Fig. 1 ESP 12 chip and its pin diagram [18]

0–5 V or 0–3.3 V, depending on the microcontroller’s specifications. Once voltage

levels are detected, the analog signals are converted into digital format using the inte-

grated ADC, and the resulting values, typically ranging from 0 to 255, are forwarded

to the microcontroller’s processing unit for further computation.
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SPI (Serial Peripheral Interface) Pins

The NodeMCU, powered by ESP8266, features Hardware SPI (HSPI) capability,

supported by four dedicated SPI communication pins. Additionally, it includes

SPI pins designed for Quad-SPI communication. Utilizing this SPI interface, users

can connect various SPI-enabled devices to the NodeMCU board for seamless

communication.

I2C (Inter-integrated Circuit) Pins

NodeMCU, based on ESP8266, provides support for I2C functionality on its GPIO

pins. However, not all GPIOs on the ESP-12E can be utilized for I2C due to internal

functions. Therefore, it’s advisable to conduct specific tests before assigning any

GPIO for I2C applications.

UART (Universal Asynchronous Receiver Transmitter) Pins.

The ESP8266 NodeMCU features two UART ports, namely UART0 and UART1.

As UART0 (RXD0 &amp; TXD0) is essential for uploading firmware/codes to the

board, it cannot be utilized concurrently for program execution.

PWM Pins

PWM (Pulse Width Modulation) harnesses the microcontroller’s integrated digital-

to-analog converter (DAC). Primarily utilized for data writing purposes, PWM

outputs values ranging from 0 to 1023, each representing distinct voltage levels.

The voltage range typically spans from 0 to 5 V or 0 to 3.3 V, contingent upon the

specifications of the microcontroller in use.

4.5 Using Arduino IDE to Program the NodeMCU

To configure your Arduino Integrated Development Environment (IDE) for

NodeMCU, follow these steps:

• Launch the Arduino IDE and go to File -&gt; Preferences. In the Preferences

dialog box, locate the “Additional Boards Manager URLs” field and enter the

following link:

http://arduino.esp8266.com/stable/package_esp8266com_index.json

• Close the Preferences window and navigate to Tools -&gt; Board -&gt; Boards

Manager.
• In the Boards Manager window, type “esp” in the search bar; the “esp8266” option

will appear below. Select the latest version of the board and click the “install”

button.
• Once the board installation is complete, go to Tools -&gt; Board, and choose

“NodeMCU 1.0 (ESP-12E Module) [19]”.
• Your Arduino IDE is now configured for NodeMCU development.

http://arduino.esp8266.com/stable/package_esp8266com_index.json
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• Next, proceed to build your IoT device based on NodeMCU. This device can

serve various purposes such as a smart switch, smart thermostat, or smart motion

detector, depending on your requirements.

Since NodeMCU utilizes Wi-Fi for communication, your device will be directly

connected to the internet. After establishing a successful Wi-Fi connection, the next

step is to connect the device to an MQTT broker. The MQTT broker serves as the

intermediary for all communication between the device and the frontend dashboard.

5 IoT Platforms

There are multiple IoT Platforms available for IoT prototyping that will help you

to connect to the IoT edge device and will provide you a front end to control and

monitor the devices. These IoT platforms help in rapid prototyping and developing

IoT based applications by providing the protocol support, backend server database

and a frontend to control and monitor those devices.

SmarDen.tech is one such IoT platform that helps in developing IoT based projects

and products. It provides the users with complete backend support and a front end in

the form of Web dashboard and mobile application along with the complete MQTT

protocol.

Once we have the NodeMCU based device ready with us, all we need to do is to

pair it with any such IoT platforms and then control it at our ease [20].

5.1 Smart Homes—Real Life Applications

The smart home market is increasing exponentially and is expected to reach USD

138.9 Billion by the end of 2026. The number of connected devices per user is also

growing day by day. Smart homes were considered as luxury before but now they

have become an integral part of our lifestyle, from controlling the temperature of

the air conditioner to monitoring the door status, smart home devices are providing

a secure, convenient, and comfortable lifestyle to their users.

One such example of a complete smart home network can be seen at Smarden

Automation Pvt. Ltd. Smarden is an Indian IoT company that works on the technology

of the Internet of things and one of their major domains is Wi-Fi based Retrofit Home

Automation Solutions.

Retrofit Home Automation Systems are now in great demand as they do not require

any special kind of wiring and the user does not need to replace any of their existing

appliances. The purpose of retrofit smart home automation is to convert the existing

things to smart things.

Figure 2 shows a retrofit smart home device by Smarden that converts the existing

switches to smart switches which can be controlled and monitored from anywhere in



290 A. Patel et al.

Fig. 2 SmarDen’s 5 node smart module to convert five normal switches to smart

the world with the Smarden mobile application. There are multiple modules available

for multiple switches in a switchboard ranging from one switch to six switches.

After installing those devices behind the existing switchboard, all the appliances

can be controlled via SmarDen’s Mobile application from anywhere in the world.

Figure 3 shows the smart module installation behind the existing switch boards.

Fig. 3 Smart module
installation
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Fig. 4 Smarden’s smart plug

Along with the smart modules, there are multiple such IoT based Smart Home

products that convert the existing things to smart things. Here is a list of a few of

these devices.

• Smart Plug: This smart in Fig. 4. Plug converts any AC/Geyser/microwave/

refrigerator to a smart appliance. Users only need to plug the socket of the appli-

ances into the smart plug and then the plug can be controlled via the Smarden

app.

Smart IR Blaster: The IR Blaster in Fig. 5 is an all-in-one remote system. It can

control all your IR based appliances like TV, AC, Set top box, Home theatre systems,

projectors, etc. at once via your phone. You will not have to keep ten different remotes

anymore, just use your universal remote with the Smarden mobile app.

With the availability of devices like these, converting any home to a smart home

becomes extremely easy. You can monitor the energy consumption, appliances, and

control everything with the click of a button.
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Fig. 5 Smarden’s IR blaster
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A Survey on Various Secure Access

Control and Authentication in a Block

Chain-Enable Cloud IoT
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Abstract The Internet of Things (IoT) is a hot topic these days, empowers

everyday devices with identification and communication capabilities, spanning

diverse domains like smart appliances, smart cities, wearables, and Electronic-health

data. This expansive connectivity is anticipated to link tens to hundreds of billions

of devices, each equipped with smart functionalities for autonomous data collec-

tion, analysis, and decision-making. Both academia and industry are determined to

make progress in improving usability, maintainability, and security by establishing

standards and best practices. Security is particularly important because it currently

poses a major obstacle to wider adoption of the Internet of Things. There are various

areas of research in the security field, including cryptography, network security,

and identity management. In this paper, we focus on the application layer of the

IoT environment, specifically in the areas of authentication, and authorization. This

survey conducts an extensive comparative examination of contemporary IoT autho-

rization and Authentication schemes, aiming to illuminate both their strengths and

weaknesses. It subsequently delineates crucial requirements, elucidates authoriza-

tion threats, and underscores weaknesses affecting IoT authorization. The survey

concludes by outlining persisting open challenges in authorization and offering

recommendations for prospective research.
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1 Introduction

The combination of block chain technology, Internet of Things and cloud Security

has opened the door a new era of interconnected systems, presenting exceptional

opportunities for innovation and efficiency. However, this merging also presents

numerous security challenges, particularly in establishing strong access control and

authentication mechanisms in block chain-enabled cloud-IoT environments. Given

the growing number of interrelated devices and the distributed nature of block chain

networks, ensuring secure access to resources and verifying the identities of users

and devices becomes crucial to safeguard against unapproved access, data breaches,

and further security risks. This survey aims to offer a wide-ranging overview of the

different techniques for secure access control and authentication that are tailored

for block chain-enabled cloud-IoT deployments. It sheds light on the contemporary

solutions, emerging trends, and key considerations in designing secure and resilient

systems in this complex and evolving landscape. By evaluating the strengths, limita-

tions, and real-world applications of various approaches, this survey aims to provide

valuable insights to researchers, practitioners, and stakeholders involved in securing

block chain-enabled cloud-Internet of Things ecosystems.

The cool thing about Block chain technology teaming up with Cloud-IoT is that

it brings some well-designed solutions to the counter when it comes to secure access

control and authentication. Some recent research trends have really highlighted how

important it is to use mechanisms powered by block chain to stop cyber-attacks

and make sure data integrity and privacy are maintained in the Cloud-IoT world

[1]. The integration of block chain technology with Cloud-IoT has led to significant

advancements in secure access control and authentication mechanisms. Block chain,

conversely, employs sophisticated cryptographic methods to establish an immutable

and secure record of every transaction. Its decentralized nature ensures that no

singular entity has control over it, enhancing its resistance to both failures and mali-

cious attacks [2]. The development of these devices raises concerns regarding privacy

and security, which for a method of controlling them [3]. Access control has been

identified as the most important mechanism for managing unauthorized users and

their actions [4, 5]. Many access control Techniques have been proposed to regulate

resource access, but the reliance on a integrated entity creates a vulnerability as it

becomes a single point of failure [6]. This centralized server can be compromised

by adversaries in the network, allowing them to manipulate access policies in their

favor. Furthermore, compromising the centralized entity exposes sensitive data, such

as personal information and surveillance data of IoT users, to malicious actors [7].

To address the restrictions of integrated architectures and cater to large-scale

scenarios, block chain technology is employed to make available decentralized access

control in the Internet of Thing network [8, 9]. While Multi authority-based access

control has been implemented in various mechanisms to enhance secure data sharing,

it also gives rise to significant privacy concerns [10–12]. Present Techniques integrate

the block chain by storing access policies in block chain nodes, which are then used
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to make access decisions [13]. These nodes act as delegates and handle the complete

resource necessities of Internet of Things entities [14].

Now, the attentions on the protected access control & authentication aspects of

block chain-enabled cloud-IoT systems. These systems combine the power of block

chain knowledge, cloud Security, and IoT devices to create a protected and decentral-

ized environment for data sharing, communication, and data. It’s clear that we need

some fresh approaches these models are built on a block chain-based authentication

framework that really puts the de centralization of IoT devices and consensus methods

front and center. This helps to keep data storage secure and lets us have better control

over the system using encrypted blocks and smart contracts [5]. The massive total

of devices connected in the IoT ecosystem. Traditional security measures primarily

focus on securing a limited number of end points, such as computers or servers.

In contrast, IoT security encompasses a wide-ranging of interconnected devices,

including smart appliances, wearable devices and industrial machinery. This expan-

sive network increases the potential attack surface, making it challenging to monitor

and protect all devices effectively. Additionally, IoT security requires a multi-layered

approach due to the variety of sensors and protocols involved compared to traditional

security measures that primarily rely on firewalls and antivirus software. As a result,

the complexity and scale of IoT security necessitate advanced threat detection and

response mechanisms to ensure the safety and secrecy of users’ information.

To create a trusted network for Internet of Things applications, organizations

including processing systems, service providers, and sensor nodes must authenticate

each other’s nodes. Not only should the authentication protocol be resilient to malev-

olent attacks, but it would also be suitably “lightweight” in order to be implemented

on underperforming edge devices. Security strategies such as multi-layered security,

signatures, and key agreement-based location privacy model are used to overcome

the security issues. In industrial applications enabled by the IoT, authentication is also

a critical security component. A standard authentication system called Open authen-

tication (OAuth) enables the user to safely access resources. When a user wants to

enter an Internet of Things network, the security manager uses the authentication

mechanism to verify the identity. Key Management for Block chain-Powered Cloud

and Internet of Things Access control techniques are necessary to guaranteeing data

safety and privacy in cloud-Internet of Things systems with block chain enabled.

Traditional access control mechanisms used in centralized systems are not suitable

for the decentralized and distributed nature of block chain-enabled Cloud-IoT. In

this context, the use of block chain technology for access control in cloud-Internet

of Things systems offers several advantages.

The incorporation of block chain technology with cloud and IoT systems has

gained significant attention in modern Technology. Researchers have recognized the

importance of secure access control and authentication mechanisms in this context.

However, existing work in this area has focused on specific applications such as smart

grids, public safety systems, and biometric imaging data processing. To address this

gap, this survey paper goals to make available a comprehensive overview of various

secure access control and authentication techniques in block chain—enabled cloud-

IoT systems and their potential benefits and challenges. This paper attentions on
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the popularization of cloud computing as well as sightsees various preferences and

practices in block chain-oriented security scenarios in IoT environments [8]. Here

we highlighted the benefits and practices to be monitored in block chain-oriented

security scenarios in IoT environments [15]. Proposed an efficient scheme using

public key cryptography for IoT and cloud-based security. The incorporation of block

chain technology with cloud and IoT systems has added important responsiveness

in recent years. This integration aims to provide decentralized security mechanisms

and address the security issues in IoT systems. Some key challenges in ensuring

secure access control and authentication in block chain-enabled cloud-IoT systems

include the mitigation of DDoS attacks, Sybil attacks, privacy protection, scalability,

and interoperability of different block chain platforms [1, 14].

The left-over Paper is systematized as keep an eye on: Section 1 gives the Intro-

duction, Sect. 2 highlights the various access control and authentication techniques in

Cloud-IoT, Sect. 3 Principal Distinctions between IoT security and traditional secu-

rity measures. Comparative investigation of current security techniques for cloud-

based IoT environment is described in Sect. 4. To end with, we accomplish the article

in Sect. 5 with future directions.

2 Various Access Control and Authentication Techniques

In this section gives overview on current techniques, which employ various strategies

to carry out secure access control and authentication techniques, are compiled, the

assumed categorization of the authentication and authorization methods is shown in

Fig. 1.

Role-Based Access Control (RBAC): A common access control paradigm that

regulates resources access based on the responsibilities of certain individuals inside

an organization is known as role-based access control. By allocating rights based on

roles rather than specific persons, RBAC streamlines access control [8]. It encourages

scalability, security, and consistency in access control procedures.

Attribute-Based Access Control (ABAC)

To determine access permissions, ABAC dynamically assesses the user’s, device’s,

or resource’s properties. User roles, device characteristics, location, access time, and

other contextual data are examples of attributes [2]. The access control approach

known as Attribute-Based Access Control (ABAC) allows or prohibits access to

properties based on characteristics related to persons, resources, and environmental

factors.

All things considered, ABAC provides an adaptable and dynamic method of access

control, enabling businesses to create access policies based on a variety of character-

istics and circumstances. It enables fine-grained control over access to resources and

supports dynamic adaptation to changing security requirements and environmental

conditions.
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Fig. 1 Various access control and authentication techniques

Decentralized Identity (DID)

Decentralized Identity (DID) is a concept and set of standards that enable individ-

uals, organizations, and devices to generate and switch their digital identities without

relying on central authorities [2]. DID standards enable the management of decen-

tralized identities on the block chain every user or devices are assigned a distinctive

identifier (DID) stored on the block chain. DID be presented by the World Wide

Web Consortium (W3C) and the Decentralized Identity Foundation (DIF), define

specifications for creating, resolving, and interacting with DIDs.

Smart Contracts

Smart contracts can encode access control rules and execute them autonomously,

Access permissions, such as granting or revoking access to resources, can be enforced

directly through smart contracts [7]. Smart Contracts are contracts the execute them-

selves based on the terms written directly into code. Smart contracts revolutionize

traditional contract execution by providing a vulnerable, transparent, and automated

way to conduct transactions and enforce agreements in a decentralized manner. They

are a fundamental aspect of block chain technology and are driving innovation in

various industries. IoT devices can interact with smart contracts to request access

permissions, ensuring transparent and auditable access control.
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Zero-Knowledge Proofs (ZKPs)

ZKPs allow one party to demonstrate the veracity of a claim without disclosing

any further details. In access control scenarios, ZKPs can be used to prove posses-

sion of certain attributes or credentials without disclosing sensitive data [5]. Zero-

Knowledge Proofs, or ZKPs, are cryptographic techniques that allow a prover to

convince a verifier that a claim is true without providing any further information.

ZKPs make it possible to verify a statement without disclosing any private informa-

tion that would raise questions. This property makes them valuable for applications

where privacy is paramount, such as identity verification and authentication.

ZKPs also pose challenges, including the computational complexity of gener-

ating and verifying proofs, the potential for implementation errors leading to security

vulnerabilities, the need for efficient and user-friendly protocols. A strong crypto-

graphic tool that incursions a stability in the middle of security and privacy, zero-

knowledge proofs enable privacy-preserving authentication, verification, and compu-

tation in a variety of applications. To improve privacy in access control procedures,

a user can verify their age without disclosing their birthdate.

Biometric Authentication

Biometric data, such as fingerprints or facial recognition patterns, can be securely

stored on the block chain. IoT devices can authenticate users based on their

biometric characteristics, providing a convenient and secure access control mech-

anism. Biometric authentication relies on unique biological traits or behavioral

patterns that are specific to each individual. These may consist of hand geometry,

voiceprints, iris patterns, fingerprints, facial traits, and even behavioral biometrics

like typing rhythm or stride.

Biometric traits are difficult to replicate or share, making them inherently more

secure than traditional passwords or tokens. Since biometric characteristics are

unique to each person and generally cannot be easily stolen or forged, they provide

a higher level of confidence in identity verification on Non-Transferable.

Biometric authentication is widely used across various industries and applica-

tions, including: Smartphones and tablets often use fingerprint or facial recognition

for unlocking and user authentication. Physical access control is used in Biometric

scanners for secure entry to buildings, rooms, and sensitive areas. Biometric authenti-

cation is employed for secure login to banking apps, ATM withdrawals, and payment

authorization in financial services. Biometrics is used for patient identification, access

to electronic medical records, and prescription verification in Healthcare.

Multimodal Biometrics: Some systems combine multiple biometric modalities

(e.g., fingerprint and facial recognition) to improve accuracy and security. Multi-

modal biometrics can provide a more robust authentication solution by mitigating

the limitations of individual biometric traits. Biometric authentication offers a conve-

nient, secure, and user-friendly method of verifying identity across a wide range of

applications, improving security and reducing the reliance on easily compromised

passwords or tokens. However, careful consideration must be given to privacy and

security implications when implementing biometric authentication systems. Privacy
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concerns should be addressed by ensuring that biometric data is encrypted and

accessed only when necessary.

Multi-signature Transactions

Multi-signature transactions (MST) require authorization from many parties’ earlier

execution. In access control scenarios, multi-signature schemes can be used to ensure

that critical operations, such as data sharing or device management, require consent

from multiple authorized entities. This enhances security by reducing the risk of

unauthorized actions by a single party.

Multi-signature transactions, or multi-sig transactions, are a cryptographic mecha-

nism requiring multiple authorized signatures to execute a transaction. This approach

enhances security and trust in digital transactions, as it prevents any single party

from unilaterally authorizing or executing a transaction. Multi-signature transac-

tions are widely used in block chain and cryptocurrency systems, particularly in

multi-signature wallets where funds are held by multiple parties, requiring a prede-

fined number of signatures to spend or transfer assets. They also find applications in

escrow services, corporate governance, and other scenarios where consensus among

multiple parties is required for transaction authorization. With the flexibility to set

the required number of signatures and the ability to implement them using smart

contracts or multi-signature scripts, multi-signature transactions offer a robust and

versatile solution for secure and collaborative decision-making in digital transactions.

OAuth and OpenID Connect

OAuth (Open Authorization) and OpenID Connect are widely adopted authentica-

tion and authorization protocols used to be responsible for protected access to web

and cloud-based resources [16]. Through the use of delegated authorization, OAuth

allows applications from outside the user to access resources on their behalf without

disclosing their login credentials. To acquire and utilize access tokens, communica-

tion takes place in the middle of the Source and client application, resource server and

authorization server. OpenID Connect builds upon OAuth, providing identity layer

authentication on top of the authorization framework. It presents a standardized way

of authenticating users across different applications and services by enabling clients

to confirm end users’ identities based on authentication carried out by an autho-

rization server. Together, OAuth and OpenID Connect play crucial roles in enabling

secure, scalable, and interoperable authentication and authorization mechanisms for

modern web and cloud-based environments.

The vigorous and multifaceted nature of the Cloud-IoT environment necessitates

a multifaceted approach to access control and authentication techniques. The integra-

tion of diverse techniques such as Role-based access control (RBAC), attribute-based

access control (ABAC), and multi-factor authentication (MFA) enhances the overall

security posture by providing a layered defense against unapproved access. Addi-

tionally, the use of biometric authentication, tokenization, and encryption further

strengthens the authentication process, ensuring the confidentiality and integrity of

sensitive data in the Cloud-IoT ecosystem. As the landscape continues to evolve,

adaptive access control mechanisms become imperative, allowing for real-time
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adjustments based on contextual information. Striking a balance between usability

and security is vital to foster the seamless process of Cloud-Internet of Things

systems while safeguarding against potential threats and unauthorized intrusions.

Regular updates, continuous monitoring, and a proactive security stance are essential

to mitigate emerging risks in this dynamic and interconnected environment.

By employing these secure access control and authentication techniques, block

chain-enabled cloud-IoT systems can successfully bring about access to resources,

guard sensitive data, and ensure compliance with security policies.

3 Principal Distinctions Between IoT Security

and Traditional Security Measures

There are some key contrast between the IoT and regular remote systems when it

comes to managing security and privacy issues. For instance, the sending of IoT

sensed data is pretty interesting compared to that of the typical internet. The IoT

devices use LLNs, which are really stressed by dynamism, memory, and power [7].

These angles are not considered for the standard Internet. LLNs encounter incredible

information misfortunes due to hub pantomime.

The incorporation of cloud computing and the IoT introduces a multitude of

security challenges stemming from the convergence of distributed IoT devices and

centralized cloud services. Some key challenges include data privacy and confi-

dentiality concerns as sensitive IoT data is transmitted and stored in the cloud,

requiring vigorous encryption and access control measures to guard against unap-

proved access. Additionally, the sheer scale and heterogeneity of IoT deployments

exacerbate security risks, with diverse devices running different operating systems

and firmware versions potentially introducing Legal responsibility and compat-

ibility issues. Network security is paramount, with threats such as distributed

denial-of-service (DDoS) attacks targeting IoT devices and cloud infrastructure.

Identity and access management (IAM) become complex in cloud-Internet of

Things environments, necessitating secure authentication and authorization mech-

anisms to make sure that only authorized users and devices can access resources.

Ensuring the integrity and availability of data and services, implementing secure

communication protocols, and addressing regulatory compliance requirements are

also critical aspects of cloud-IoT security. Addressing these challenges requires a

holistic approach that combines robust security architectures, regular security audits,

ongoing monitoring, and collaboration among stakeholders to safeguard cloud-IoT

deployments against evolving threats.

The security highlights of both the IoT and traditional network gadgets are likewise

unique [4, 10]. One of the principal distinctions between IoT security and traditional

security measures lies in the nature of the devices and systems being protected. Tradi-

tional security measures typically focus on protecting centralized systems, such as

servers or computer networks, from external threats. Though, with the growth of
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the IoT, security measures need to adapt to the unique challenges posed by inter-

connected devices. IoT security must address a vast network of diverse and often

resource-constrained devices, ranging from smart appliances to industrial machinery.

Furthermore, IoT security also needs to consider threats from both external attackers

and compromised devices with in the network itself. Therefore, the primary distinc-

tion between IoT security and traditional security measures is the scale, diversity, and

complexity of the devices and systems that need protection, necessitating new strate-

gies and approaches to make sure the security and integrity of the IoT ecosystem. IoT

security faces the challenge of protecting a diverse range of devices, as well as smart

appliances, wearable devices, medical equipment, and industrial machinery. Strong

security measures may be challenging to install on these devices because to their

potential limitations in terms of processor speed, memory, or battery life. Addition-

ally, the sheer number of IoT devices and the complexity of their interactions require a

scalable and adaptable security framework. Unlike traditional security measures that

primarily deal with external threats, IoT security must also address internal threats

posed by compromised devices within the network. As IoT devices transfer data with

each other, a compromised device can become a gateway for attackers to gain access

to the entire network, leading to potential data breaches or malicious activities.

To address these challenges, IoT security requires new strategies and approaches.

These may include encryption and authentication mechanisms tailored for resource-

constrained devices, secure protocols for communication, network segmentation

to contain potential threats, continuous monitoring and vulnerability management,

and strong access control measures. In the IoT observation layer, sensor hubs have

limited computational power, and low stockpiling limit which make the recurrence

jumping correspondence application and open key encryption to anchor the Internet

of Things appliances pretty much impossible. The Internet of Things makes use of

light weight cryptographic calculations, which include light weight encryption tech-

nology. There are security concerns associated with Internet of Things, including

man-in-the-middle attacks and fake attacks.

There are two attacks that can exploit the system and send counterfeit data to

the conveying hubs in the system [11]. Authenticity confirmation and information

privacy components are utilized to forestall unapproved hubs.

At the application layer, data sharing is the fundamental component, which makes

security issues in data protection, gets to control, and revelation of information [12].

The security necessities for the application layer incorporate authentication, key

session, and assurance of client protection crosswise over heterogeneous systems.

Numerous research works have investigated the application of block chain tech-

nology in access control systems [6]. Suggest role-based access control (RBAC)

methods that concentrate on data protection and knowledge management systems.

References [1, 17] extend this work to network resource sharing and distributed

attribute-based access control (ABAC) systems, respectively. These studies collec-

tively highlight the potential of Block chain in enhancing security, transparency, and

trust in access control mechanisms. Functions of the Access Control Model, ABAC

[17] Real identities are used as a set of attributes that express access control poli-

cies in a fine-grained manner in attribute-based access control, or ABAC. RBAC [6]
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“Roles” are the mechanism that Role-based Access Control, or RBAC, uses to assign

permissions. Prior to the assignment of permissions, users are allocated an associated

role. ACL Access control lists (ACLs) will automatically provide permission to users

of that particular resource.

The ordinary security mechanisms are not appropriate for communication among

machines. Although the security vulnerabilities in the two systems may be similar,

each system’s security vulnerabilities are addressed using different approaches and

techniques [13]. The attacker can successfully obtain the plaintext M by calculating

the random secret number if they are able to determine the key Km using publicly

available information [18].

The principal goal of this learning is to address the escalating vulnerabili-

ties connected with conventional authentication, access control, and revocation

mechanisms in cloud environments.

4 Comparative Investigation of Current Security

Techniques for Cloud-Based IoT Environment

The Following are some observations that have been made in light of the literature

review. This gives a comparative analysis of various security related mechanisms for

cloud IoT environment, along with objective, Methods used and limitations.

References Schemes Objective Algorithms/

methods used

Limitations

1 Access

Control

Dynamic secure

access control

using the block

chain (DSA Block)

Elliptic curve

cryptography

(ECC) and the

practical Byzantine

fault tolerance

(PBFT) algorithm

Outstanding to the

possibility of a

delegator node single

point of failure,

hierarchical access

control is required

2 Decentralized,

flexible, and

fine-grained

authorization for

IoT devices

Elliptic curve

cryptography (ECC)

Complexity is high

due to key size is large

3 Removes the single

point of failure

Smart contracts,

simulation using

OAI, utilization of

Ethereum network,

Need to address

issues related to

storage consumption

4 Trusted auditing of

access attempts can

be provided by a

distributed ABAC

system built on a

block chain

Raft and Kafka as

CFT ordering

services, and the

modular structure of

hyper ledger fabric

for component plug

ability

Inability of the system

to scale after 25

clients

(continued)
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(continued)

References Schemes Objective Algorithms/

methods used

Limitations

5 Combining zero

knowledge token

based access

control (BZBAC)

with block chain

technology

Token based access

control (BZBAC)

with zero

knowledge,

Ethereum, smart

contracts, off-chain

computing, and

block chain

Poor batch

optimization on the

requester side

6 Decentralized

Internet of T hings

network with smart

contracts as its core

element

Block chain

technology, ABAC,

smart contracts, and

the trust and

reputation system

(TRS)

De-anonymization in

the block chain

7 Smart contracts

and the stack for

things frame-work

RBAC, universally

unique identifiers

(UUIDs), and smart

contracts

Lack of automate the

monitoring of the

smart contracts

8 Attribute-based

access control in

IoT

Consortium block

chain, elliptic curve

cryptography (ECC)

High complexity as a

result of big key sizes

9 Revocation using

attribute based

encryption

Polynomial-time

series algorithm,

Diffehellman

cryptography

Data integrity is low

10 Authentication Secure and

effectively resist all

kinds of known

attacks

BAN-logic

verification,

informal security,

and automated

security verification

with ProVerif

Limited to unknown

attacks

11 A block

chain-based

decentralized

frame-work

Development of a

blockchain-based

decentralized

framework,

employing

registration,

certification, and

revocation

processes, and

evaluating the

performance

Lack of

comprehensive

solutions for securing

communication in

WSNs-enabled IoT

(continued)
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(continued)

References Schemes Objective Algorithms/

methods used

Limitations

12 ECC-based secure

mutual

authentication

protocol

HTTP cookies are

used in ECC-based

secured mutual

authentication

protocol to enable

secure

communication

between embedded

devices and cloud

servers

Inadequate evaluation

of performance

metrics

13 Internet of things

dynamic security

authentication

administration

Attribute-based

security

authentication that

combines block

chain technology

and access control,

built on the hyper

ledger fabric

architecture

Lack of scalability in

the proposed

IoT-chain system

14 Reciprocal

authentication

between

communication

entities, secure and

effective key

creation and

administration are

required

Distributed internet

of things

architecture based

on block chains that

uses hash chains for

safe key

management

Context of IoT, there

is a need for a reliable

and effective access

control system that

protects user and data

privacy without

depending on third

par- ties and avoiding

a centralized design

15 Authentication

protocols are prone

to single point

failure

Block chain based

multi-WSN

authentication

scheme for IoT

Need for further

exploration of the

practical

implementation and

scalability of block

chain-based

authentication in IoT

environments

16 Block Auth

technique gives a

added secure,

strong fault

tolerance and

reliable

decentralized novel

authentication with

high-level security

in IoT environment

Block chain-based

distributed

verification

modelling

Technique, smart

contract, and

implementation of a

block chain-based

authentication

platform for

evaluation

One-side failure

security risk or failure

caused by outside

attacks or inside

duplicitous
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5 Conclusion and Future Scope

In This Section gives exploration of various protected access control and authen-

tication mechanisms within a block chain-enabled cloud-IoT ecosystem reveals a

diverse landscape of solutions. The analysis underscores the importance of robust

security measures in guaranteeing the integrity and privacy of data in this intercon-

nected environment. While different access control and authentication approaches

demonstrate strengths in certain aspects, they also exhibit limits as well as vulnera-

bilities. Future investigation should focus on addressing these challenges to enhance

the overall security posture of block chain-enabled cloud-IoT systems. Additionally,

continuous advancements and innovations in secure access control and authentica-

tion protocols are crucial to staying ahead of evolving cybersecurity threats in this

dynamic and interconnected technological landscape.

In Future work we proposed an innovative AI-Hybrid Chain framework inte-

grating cutting-edge methodologies—picturized authentication, Deep Reinforce-

ment Learning (DRL) for access control, and a secure two-fold revocation system—to

fortify cloud computing security.
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Uncovering the Truth: A Machine

Learning Approach to Detect Fake

Product Reviews and Analyze Sentiment
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and Penna Sumanth

Abstract The proliferation of fake product reviews in the E-commerce industry

has emerged as a significant challenge, undermining consumer trust and integrity

in online platforms. This project addresses this pressing issue by developing an

advanced system for detecting and eliminating fake reviews using cutting-edge

methods for machine learning (ML) and natural language processing (NLP). The

system integrates models such as Random Forest, Naive Bayes, MLP, and a Voting

Classifier, trained on the “Amazon Yelp dataset” to ensure scalability and adapt-

ability for large-scale applications. By providing a real-time assessment of review

authenticity, the system empowers platform owners to take informed actions against

spurious content, thereby preserving the integrity of online shopping experiences.

The project highlights the importance of employing advanced NLP and ML tech-

niques in combating fake reviews and contributes significantly to enhancing user trust

in the online marketplace. The project aims to address the critical need for effective

fake review detection and elimination systems in the E-commerce industry. The esca-

lating prevalence of fake reviews on prominent platforms like Flipkart and Amazon

undermines consumer trust, highlighting the urgency for a robust solution. By lever-

aging the “Amazon Yelp dataset” for model training, the study emphasizes scalability

and adaptability for large-scale applications. Recognizing the escalating impact of

fake reviews on user trust, this research addresses the critical need for platforms to

combat spammers and keep alive the integrity of online shopping experiences. The

proposed model not only provides a real-time assessment of review authenticity but

also offers a foundation for website owners to take informed actions against spurious
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content. With potential applications for platforms of varying sizes, this sophisti-

cated model demonstrates its efficacy in detecting spam reviews, contributing to the

enhancement of user trust in the online marketplace.

Keywords Fake reviews · Machine learning (ML) models · Random forest ·

Naive bayes · MLP (multi-layer perceptron) · Voting classifier · Amazon yelp

dataset · E-commerce industry

1 Introduction

In the rapidly expanding digital realm, The prevalence of fraudulent reviews presents

a significant risk to the legitimacy of digital platforms, especially in the ever-changing

E-commerce sector. This article delves into the imperative need for robust fake review

detection and elimination, employing Machine Learning (ML) models. Through the

integration of Random Forest, Naive Bayes, MLP, and a Voting Classifier (MLP +

RF + NB), our proposed model strives to evaluate the authenticity of reviews within

a given dataset. The surge in fake reviews on prominent platforms such as Flip-

kart and Amazon not only undermines consumer trust but underscores the pressing

requirement for an effective solution. Leveraging the “Amazon Yelp dataset” for

model training, this study emphasizes scalability and adaptability for large-scale

applications. Acknowledging the escalating impact of fake reviews on user trust, our

research addresses the critical need for platforms to combat spammers and uphold

the integrity of online shopping experiences. The proposed model not only furnishes

a real-time assessment of review authenticity but also serves as a foundation for

website owners to take informed actions against spurious content. With its potential

applications across platforms of varying sizes, this sophisticated model showcases its

efficacy in detecting spam reviews, thereby contributing significantly to the augmen-

tation of user trust in the online marketplace. For prospective buyers in particular,

reading product reviews before to making a purchase becomes second nature. They

typically examine user reviews of the current product before deciding to purchase it.

When reviews are overwhelmingly positive, consumers are more likely to purchase

the product; when they are primarily negative, they are more likely to purchase other

goods. Positive customer reviews can bring in a lot of money for a company, but they

can also be used as a basis for choices about the services that are offered to clients and

the design of new products. Everyone is able to openly and anonymously voice their

beliefs without worrying about repercussions Social media and internet publishing

have made it easier than ever to post boldly and publicly. These ways of view have

advantages and disadvantages. When they are employed to persuade others or give

the right advice to the right person who may assist in solving the issue, they can

be quite beneficial. These opinions are regarded as valuable. Because of this, it is

easier for people with malicious intent To manipulate online conversations, some

individuals post anonymous comments praising their own products or criticizing

those of their competitors. These individuals are known as opinion spammers, and
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the actions they engage in are referred to as opinion spamming. In addition to under-

mining customer confidence, the rise in fraudulent reviews on well-known websites

like Flipkart and Amazon highlights the urgent need for a workable solution. Using

the “Amazon Yelp dataset” to train the model, this study highlights flexibility and

scalability for large-scale uses. Our research emphasizes the important need for plat-

forms to battle spammers and protect the integrity of online purchasing experiences,

acknowledging the growing influence of bogus reviews on customer confidence. In

addition to providing a real-time evaluation of review authenticity, the suggested

methodology lays the groundwork for website owners to take well-informed action

against fraudulent content. This advanced algorithm demonstrates its effectiveness

in identifying spam reviews, which can be used to platforms of different sizes. This

can lead to a notable increase in consumer confidence in the online marketplace.

2 Literature Survey

Mohawesh et al. [1] provides a comprehensive overview of the techniques and

methodologies employed in detecting fake reviews. With a focus on the increasing

prevalence of fake reviews in online platforms, the survey delves into various

approaches ranging from linguistic analysis to machine learning algorithms. It

outlines the challenges associated with fake review detection, including the evolving

nature of fraudulent activities and the need for robust detection mechanisms. The

paper discusses key features utilized in fake review identification, reviewer behavior

analysis, and domain-specific characteristics. Furthermore, it highlights the impor-

tance of dataset quality and the role of deep learning techniques in improving

detection accuracy.

Barbosa and Feng [2] proposed a robust sentiment detection method for Twitter,

addressing the challenges of biased and noisy data. Their work emphasizes the

importance of handling the unique characteristics of social media content to improve

sentiment classification accuracy.

In a related study, Davidov and Tsur [3] introduced improved sentiment anal-

ysis with smileys and hashtags on Twitter. They leveraged additional contextual

information to improve sentiment analysis accuracy, showcasing the significance

of incorporating metadata for better understanding sentiments expressed on social

media platforms.

Go et al. [4] explored distant supervision for sentiment classification on Twitter.

They used distant supervision to automatically label a large dataset, demonstrating

the feasibility of leveraging auxiliary information for training sentiment classifiers.

Moving beyond Twitter, Patel et al. [5] focused on fake review detection using

opinion mining. Their work highlights the importance of sentiment analysis in iden-

tifying fake reviews, contributing to the broader field of opinion-based deception

detection.

Ravi [6] conducted a comprehensive survey about sentiment analysis and opinion

mining, providing insights into various tasks, approaches, and applications. The
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survey serves as a foundational resource for understanding the evolution of sentiment

analysis techniques.

Khan et al. [7] delved into extracting viewpoint elements from unstructured

reviews, emphasizing the extraction of specific components contributing to overall

opinions. This work provides a nuanced perspective on opinion mining, considering

the multifaceted nature of user reviews.

Dyar Wahyuni and Djunaidy [8] proposed a adapted framework for iterative

computation technique for fake review detection from product reviews. Their

approach demonstrates the importance of refining existing methodologies to enhance

the accuracy of deception detection.

Saumya and Singh [9] focused on the identifying spam reviews using a sentiment

analysis approach. By employing sentiment analysis, they aimed to spot fraudulent

reviews, contributing to the broader efforts of maintaining the integrity of online

reviews.

Xie et al. [10] explored review spam detection through temporal pattern discovery.

Their work emphasized the temporal aspects of review patterns, revealing the

importance of considering the evolution of sentiments over time.

Mukherjee et al. [11] conducted a categorization and evaluation of authentic and

fraudulent reviews, contributing to the understanding of characteristics that distin-

guish genuine reviews from fake ones. Their work provides valuable insights into

the nuances of fake review detection.

Heydari et al. [12] addressed fake opinion detection using time series analysis.

By considering temporal patterns, they aimed to improve the accuracy of detecting

fake opinions over time, recognizing the dynamic nature of deceptive practices.

Ren and Ji [13] investigated the use of neural networks for detecting false opinion

spam. Their empirical research showcases the effectiveness of deep learning tech-

niques in identifying deceptive opinions, highlighting the evolving landscape of

sentiment analysis.

In addition to sentiment analysis and fake review detection, McCallum [14]

provided insights into graphical models, particularly Bayesian Network Represen-

tation, offering a broader perspective on probabilistic models that can be applied to

sentiment analysis tasks.

Joseph [15] conducted a an examination of data mining techniques for systems

with intelligent computing, emphasizing the role of advanced algorithms in the

broader context of intelligent systems. This work provides a comprehensive overview

of data mining techniques, setting the stage for their potential application in sentiment

analysis.

In conclusion, the literature surveyed highlights the diverse approaches and

methodologies employed in sentiment analysis and fake review detection. From

addressing the challenges of social media data to leveraging advanced techniques

such as neural networks, the field continues to evolve, providing valuable insights

for researchers and practitioners alike.
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3 Methodology

3.1 Modules

Import necessary libraries for data analysis and manipulation tasks.

Load the dataset into the working environment for analysis.

Conduct exploratory data analysis using TextBlob, Vader Sentiment, and visual-

ization.

Cleanse the text data by removing noise and irrelevant information.

Utilize Tfidf Vectorizer for transforming text data into numerical features.

Splitting data into train and test: Data from this module will be split into train and

test categories.

Model generation: Model building—Random Forest, Naive Bayes, MLP, Voting

Classifier (MLP + RF + NB)

User signup and login: Utilizing this module will result in login and registration.

User input: This module’s use will provide input for Prediction.

Prediction: final prediction shown.

See Fig. 1.

Fig. 1 System architecture
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System Architecture We propose an advanced system for combating deceptive

reviews in the E-commerce industry, integrating cutting-edge models for machine

learning (ML). Our solution employs a combination of Random Forest, Naive Bayes,

MLP, and a Voting Classifier, trained on the “Amazon Yelp dataset” for scalability.

This system ensures real-time assessment of review authenticity, empowering plat-

form owners to combat spurious content and preserve the integrity of online shop-

ping experiences. Versatile and effective across platforms of varying sizes, our model

contributes significantly to mitigating the threat of deceptive reviews, enhancing user

trust and confidence in the expanding digital marketplace.

Dataset Collection The “amazon academic review” dataset is employed, and it

includes numerous attributes such as user IDs, ratings, reviews, and helpful votes.

For feature engineering, the relevant parameters are obtained. Thousands of real

and fraudulent reviews are combined in this dataset to make it simple to evaluate

the model’s accuracy when it comes to implementation. There is data for 11,537

businesses in the Yelp dataset that was made available for the academic challenge.

According to www.yelp.com/dataset, this dataset includes 229,907 reviews, 43,873

users, and 8282 check-in sets for these businesses. The dataset presents a challenge

because it includes a wide range of reviews and parameters that can be used to train

any algorithm.

Pre-processing To start data analysis and manipulation tasks, essential libraries

like pandas for data manipulation, matplotlib and seaborn for visualization, TextBlob

and VaderSentiment for sentiment analysis, and scikit-learn for text preprocessing

will be imported. The dataset will be loaded using pandas read csv method, and

sentiment information will be extracted using TextBlob and VaderSentiment for

exploratory data analysis. Matplotlib and seaborn will aid in visualizing data distri-

bution and patterns. Text data will be cleansed by removing noise and irrelevant

information using regular expressions and TextBlob functions to ensure a cleaner

dataset. Text data will be transformed into numerical features using Tfidf Vector-

izer from scikit-learn for machine learning tasks. The process involves converting

text into a matrix of TF-IDF features, indicating the importance of each word in the

dataset. Overall, the data processing pipeline includes importing libraries, loading

the dataset, exploratory data analysis with TextBlob and Vader Sentiment, cleansing

text data, and transforming it into numerical features with Tfidf Vectorizer, preparing

the data for further analysis and modeling.

Training and Testing The training and testing process involves several key steps

to implement the described modules. First, the data needs to be split into training

and testing sets using a module such as scikit-learn’s train test split. This guarantees

that the model is tested on a different subset of data and trained on a different one in

order to precisely assess its performance. Next, the model generation phase involves

building different classifiers, including Random Forest, Naive Bayes, MLP (Multi-

Layer Perceptron), and a Voting Classifier. This can be achieved using libraries like

scikit-learn for model creation. For user signup and login, a module handling user

authentication and registration is necessary, employing techniques like user database

management and secure authentication protocols. The user input module is respon-

sible for collecting input features for prediction. This can be implemented through a

http://www.yelp.com/dataset
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user interface or an application form. Finally, the prediction module uses the trained

models to make predictions on the user input, and the results are displayed to the

user. Care should be taken to handle user interactions seamlessly and provide clear

and understandable predictions. In summary, the training and testing process encom-

passes data preparation, model generation, user authentication, input collection, and

prediction, ensuring a comprehensive and functional system for user interaction and

accurate predictions.

Algorithms Random Forest: A Random Forest is a widely employed ensemble

learning technique in machine learning that excels in both regression and classifica-

tion tasks. During training, it constructs a large number of decision trees, which are

then combined to produce the mean prediction (regression) or the most common class

label (classification). The randomness incorporated into feature selection and dataset

sampling helps to prevent overfitting and improves the generalization capacity of the

model. This robustness makes Random Forest particularly well-suited for complex

and high-dimensional datasets, where it often outperforms individual decision trees

in terms of accuracy.

Naive Bayes: The Naive Bayes probabilistic classification algorithm is built upon

the Bayes theorem, simplifying computations by assuming features are condition-

ally independent of the class label. Despite its simplicity, Naive Bayes demon-

strates impressive performance in text classification, spam filtering, and other tasks.

Its computational efficiency and low requirement for training data are advantages.

However, in certain real-world scenarios, the independence assumption may not hold

true, leading to potential inaccuracies.

MLP (Multilayer Perceptron): An artificial neural network called a multilayer

perceptron is made up of several layers of connected nodes, or neurons. MLPs

are trained using back propagation and can learn complex patterns and representa-

tions. They are versatile and applicable to various tasks, including image recognition,

speech processing, and more. However, training large MLPs can be computationally

intensive and may require substantial amounts of labeled data to prevent overfitting.

Voting Classifier: A Voting Classifier combines the predictions of multiple base

classifiers to enhance overall performance. Each model contributes its prediction, and

the final output is determined by majority voting. This ensemble approach leverages

the strengths of individual models, leading to improved accuracy, robustness, and

generalization. The diversity in model architectures ensures that the ensemble is

effective across different types of data and underlying patterns, making it a powerful

tool in machine learning ensemble methods (Figs. 2, 3, 4 and 5).
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Fig. 2 Random forest

Fig. 3 Naive bayes
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Fig. 4 Multilayer

perceptron

Fig. 5 Voting classifier

4 Experimental Results

4.1 Comparison Graphs → Accuracy, Precision, Recall, f1

Score

Accuracy: A test’s accuracy is defined as its ability to recognize debilitated and solid

examples precisely. To quantify a test’s exactness, we should register the negligible

part of genuine positive and genuine adverse outcomes in completely examined cases.

This might be communicated numerically as:

Accuracy = TP + TN TP + TN + FP + FN.

Accuracy =
TP + TN

TP + TN + FP + FN
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Precision: Precision quantifies the percentage of correctly classified samples or

occurrences among the positives. As a result, the accuracy may be calculated using

the following formula:

Precision = True positives/(True positives + False positives) = TP/(TP + FP)

Recall: Recall is a machine learning metric that surveys a model’s capacity to

recognize all pertinent examples of a particular class. It is the proportion of appro-

priately anticipated positive perceptions to add up to real up-sides, which gives data

about a model’s capacity to catch instances of a specific class.

Recall =
TP

TP + FN

F1-Score: The F1 score is a machine learning evaluation measurement that evalu-

ates the precision of a model. It consolidates a model’s precision and review scores.

The precision measurement computes how often a model anticipated accurately over

the full dataset.

F1 Score =
2

(

1
Precision

+
1

Recall

)

F1 Score =
2 × Precision × Recall

Precision + Recall

4.2 Performance Evaluation Graph

See Fig. 6.

Fig. 6 Comparison graphs
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4.3 Screens

See Figs. 7, 8, 9, 10, 11, 12, 13 and 14.

Fig. 7 Url link to web page

Fig. 8 Register user
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Fig. 9 User sign in page

Fig. 10 Entered data
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Fig. 11 Genuine

Fig. 12 Fake
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Fig. 13 Entered other data

Fig. 14 72.0% positive

5 Conclusion

In conclusion, the escalating prevalence of deceptive reviews in the E-commerce

industry necessitates a proactive and robust solution, and our proposed model, inte-

grating Machine Learning (ML) models, stands as a promising step forward. The

amalgamation of Random Forest, Naive Bayes, MLP, and a Voting Classifier demon-

strates a comprehensive approach to evaluating the authenticity of reviews within the
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dynamic digital landscape. By leveraging the “Amazon Yelp dataset” for training,

our study emphasizes scalability and adaptability, addressing the imperative need for

large-scale applications. The detrimental impact of fake reviews on consumer trust,

especially on renowned platforms like Flipkart and Amazon, underscores the urgency

for effective countermeasures. Our model not only provides a real-time assess-

ment of review authenticity but also empowers platform owners to take informed

actions against spurious content, contributing to the preservation of the integrity of

online shopping experiences. The project presents a robust and effective solution for

combating fake product reviews in the E-commerce industry. By leveraging advanced

NLP techniques and ML models such as Random Forest, Naive Bayes, MLP, and

a Voting Classifier, the system demonstrates a high level of accuracy in assessing

the authenticity of reviews. The integration of these models with the “Amazon Yelp

dataset” for training ensures scalability and adaptability for large-scale applications.

The system not only provides real-time assessment of review authenticity but also

empowers platform owners to take informed actions against spurious content, thereby

preserving the integrity of online shopping experiences. As the digital environment

keeps changing, adopting these advanced solutions is crucial for the survival and

expansion of the E-commerce sector. In conclusion, the project presents a robust and

effective solution for combating fake product reviews in the E-commerce industry. By

leveraging advanced NLP techniques and ML models such as Random Forest, Naive

Bayes, MLP, and a Voting Classifier, the system demonstrates a high level of accu-

racy in assessing the authenticity of reviews. The integration of these models with

the “Amazon Yelp dataset” for training ensures scalability and adaptability for large-

scale applications. The system not only provides real-time assessment of review

authenticity but also empowers platform owners to take informed actions against

spurious content, thereby preserving the integrity of online shopping experiences.

As the digital landscape continues to evolve, the implementation of such advanced

solutions becomes imperative for the sustenance and growth of the E-commerce

industry.

6 Future Scope

Furthermore, the versatility of our sophisticated model positions it as an effective

tool across platforms of varying sizes, showcasing its efficacy in detecting spam

reviews. In this way, our research makes a significant stride towards mitigating the

threat of deceptive reviews, ultimately bolstering user trust and confidence in the

online marketplace. As the digital realm continues to expand, the implementation

of such advanced solutions becomes imperative for the sustenance and growth of

the E-commerce industry. The future scope of the project includes several potential

avenues for enhancement and expansion. One direction could involve further refining

the NLP and ML models to improve their accuracy and efficiency in detecting fake

reviews. This could involve exploring more advanced techniques in NLP, such as

transformer models like BERT or GPT, which have shown promising results in
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natural language understanding tasks. Additionally, integrating user feedback and

interaction into the model could help in continuously improving its performance and

adaptability to evolving patterns of fake reviews. The system’s scalability is another

factor to take into account because it could need to handle larger datasets and a higher

volume of reviews over time. This could involve optimizing the existing architec-

ture for better performance and exploring distributed computing solutions to handle

the increased computational load. Furthermore, there is potential for collaboration

with E-commerce platforms and regulatory bodies to implement the model as a tool

for monitoring and removing fake reviews, thereby enhancing the credibility and

trustworthiness of online reviews for consumers.
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Real Time Fall Detection Monitoring

on Elderly Using IoT and Deep Learning

Wanraplang Nongbri, Nissi Paul, Pushpanjalee Konwar, Abhijit Bora,

and Mriganka Gogoi

Abstract Research has shown that there is an increase in number of elderly people

living alone. Taking this into consideration, a smart detection system for elderly

people has been proposed in the current research paper to detect fall of elderly

people so as to prevent any serious injuries to the elderly people who stay at home by

themselves. Fall has been identified as one of the leading causes of serious injuries and

even fatalities. This system can assist caretakers and family members in monitoring

elderly individuals, enabling them to take timely actions in any signs of a fall being

detected. An alert notification is sent to the caretaker to provide medical care as

early as possible to avoid any serious injuries. The work presented in the paper

involves an approach to process the images and videos isolating the background

and foreground and using optical flow and head speed movement for enhancing the

accuracy of detection. Four deep learning models-VGG16, ResNet50, InceptionV3

and EfficientNetB7 were used for implementing the detection of falls. Two types

of images/frames were considered, one with proper illumination and another with

low light from www.falldataset.com and a created dataset. 1050 images with proper
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illumination and low light were used for training out of them, 150 images with proper

light and 95 low light were used for testing. In both the categories of images, VGG16

accuracies reported 96% for images with proper illumination and 92.63% low light

images while EfficientNetB7 reported 97.33% and 93.68% respectively. In both the

categories VGG16 and EfficientNetB7 have outperformed better than the other two

in terms accuracies. Also successful alert notification was demonstrated via email

and phone number with hardware platform using Arduino Uno and GSM module for

sending alert messages to registered phone number and Raspberry Pi 3 for sending

to the registered email Id.

Keywords Deep learning · Optical flow · IoT · Raspberry Pi · Arduino

1 Introduction

Falls pose a significant public health risk, particularly for the elderly, prompting

the development of various technologies for fall detection. These include non-

wearable, wearable, and vision-based devices. Smart homes enhance the indepen-

dence, comfort, and safety of elderly individuals, especially those with dementia.

Despite device development, forgetfulness to wear them remains an issue, making

intelligent systems valuable. Installing a smart fall detection system enables easy

monitoring, notifying emergency contacts swiftly in case of a fall, preventing serious

injuries or life-threatening situations for the elderly [1, 2]. The primary focus of this

study is to highlight the importance of spatial information in categorizing activities.

The proposed approach utilizes a two-stream spatial CNN for identifying human

behavior in extensive video databases [3]. Another paper introduces an original OD

segmentation model based on attention gates, employing a deep convolutional neural

network [4]. The utilization of a two-stream inflated CNN with GRU layers for raw

frames and optical flow analysis is proposed [5]. Additionally, a simplified end-to-end

method for Finger-Knuckle recognition is presented using CNNs [6]. An innovative

method for evaluating the reliability of the software-as-a-service deployment of the

prototype for a coronavirus disease data analysis system is presented, employing

a distinctive cycle of evaluation models [7]. In the modern era, intelligent systems

drive advancements in self-driving cars, artificial pancreas, the Internet of Things,

M2M-enabled manufacturing robots, and wearable health monitors [8]. Various fall

detection methods have been proposed, ranging from wearable devices using IoT

[9], vision-based approaches with convolutional neural network(CNN) models like

VGG16 [10]. In [11], the system is based on computer vision which uses camera

and deep learning for elderly and sick people systems. In [12], detection of human

fall is assisted using IoT and mobile application. In [13], K Nearest Neighbors algo-

rithm is used to classify as fall or not fall. In [14], fall detection is carried out using

combination of CNN and recurrent neural network models. Systems utilizing depth

images and 3D images with SVM models are expressed in [15–17]. The article

reviews methodologies for pose estimation, tracking, human detection, and walking
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motion analysis [18]. Image registration methods are explored, emphasizing reduced

potential matches for increased speed [19, 20].

2 Method and Implementation

2.1 Proposed Method

This study employs an IoT device equipped with a camera to capture live feed data. A

deep learning model, specifically utilizing pre-trained CNN models such as VGG15,

InceptionV3, EfficientNetB7, and ResNet50, is integrated to detect falls among the

elderly. The dataset can either be prepared or sourced from existing ones. The camera

is strategically placed for comprehensive room coverage to identify falls. Additional

considerations include analyzing head movement and optical flow. The deep learning

model is then embedded in a Raspberry Pi to create the hardware system. To send noti-

fications, the same Raspberry Pi, along with Arduino and IoT devices featuring GSM

modules, is utilized. Upon detecting a fall, the system promptly sends notifications

to emergency contacts, aiming to prevent serious injuries or fatalities.

2.2 Implementation

The dataset used is an existing one which is collected from www.falldataset.com

[21] that contains over 10,000 images. The images are divided into five different

postures, they are: lying down, bending, crawling, sitting and standing. The images

are labelled before training or building the model into two class, that is, Fall and Not

Fall. In the fall class it will contain the lying down and crawling whereas in not fall it

will contain standing and bending. Each image feature are extracted according to the

pre-trained model type, which are VGG16, InceptionV3, EfficientNetB7, Resnet50

as portrayed in Figs. 1, 2, 3 and 4 respectively.

Fig. 1 VGG16 architecture

http://www.falldataset.com
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Fig. 2 InceptionV3 architecture

Fig. 3 EfficientNetB7 architecture

Fig. 4 ResNet50 model architecture

VGG16 comprises 16 layers, with 13 convolutional layers and 3 fully connected

layers, processing a 224 × 224 image input. It uses 3 × 3 kernels with a stride of one,

employing the Rectified Linear Unit Activation function (ReLu) exclusively in its

hidden layers, contributing significantly to performance. Pooling layers play a crucial

role in reducing dimensionality. VGG Net includes three fully connected layers, with

the first two having adjustable 4096 channels, and the third layer comprising 1000

channels for each class. In contrast, EfficientNetB7 has over 813 layers, covering

convolutional, pooling, and fully connected layers. The Stem Convolutional Layer

extracts low-level features, and EfficientNet-B7 utilizes repeated blocks, including
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Depth-wise Convolution, Swish activation, and a Squeeze-and-Excitation (SE) Block

for channel-wise recalibration. An output convolution adjusts the channel count.

Global average pooling follows, reducing spatial dimensions. The resulting features

pass through fully connected layers, with the final layer’s unit count determined by

the task’s class count. Typically, a soft-max activation function concludes, generating

class probabilities for multi-class classification. After several tests that has been tested

with different models the VGG16 and EfficientNetB7 are giving good results. Also

for the images on low light it is detecting accurately.

Figure 5 illustrates various human postures, including Crawling, Lying down or

sleeping, Bending, Standing, and Sitting. Additionally, the model has been trained

to enhance detection performance in low-light environments, as depicted in Fig. 6,

showcasing images of human standing postures in such conditions. In Fig. 7, flow

chart of the proposed fall detection system is highlighted. In our model, Background-

SubtractorMOG2 is specifically utilized for background subtraction, while head

speed motion is considered a criterion for distinguishing between fake and actual

falls.

To calculate motion or head speed, we employ the Optical Flow method, namely

Lucas-Kanade, which describes image motion by identifying differences in a video

over a short period. RGB images are converted to grayscale frames, and corners are

reshaped to 3D. The comparison between current and old frames yields values like

p1, status, and error, where the Lucas-Kanade equation is applied to determine the

flow of points, distinguishing good points in the current and previous frames. For all

points (k, l) e W, where W is a window or a neighborhood like a small patch in an

image.

The pseudo code for the suggested framework is,

(d) Bending

(a) Crawling        (b) Lying/Sleeping 

(e) Standing

(c) Lying/Sleeping 

(f) Sitting 

Fig. 5 Images of each different pose



330 W. Nongbri et al.

Fig. 6 Low light images of a person standing

# camera = initialize_camera()

# threshold_value = set_threshold_value()

# background = get_background_subtraction()

# while True:

#frame = capture_frame(camera)

#subtracted_frame = apply_background_subtraction(frame, background)

#binary_mask = apply_thresholding(subtracted_frame)

#contours = find_contours(binary_mask)

#frame_with_contours = draw_contours(frame, contours)

# If contours exist

if len(contours) > 0:

# optical_flow = calculate_optical_flow(frame, frame_with_contours)

# good_points = select_good_points(optical_flow)

#motion_movement = calculate_motion_movement(good_points)

#head_speed_movement = calculate_head_speed_movement(motion_movement)

# if head_speed_movement >= threshold_value:

# fall_detected = detect_fall(frame)

# if fall_detected:

# display_or_notify(frame)

# display_frame(frame_with_contours)

# If ‘q’ is pressed, exit the loop

if key_pressed(‘q’):
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Fig. 7 Flow chart of the

system

break

# release_camera(camera)

The model has been also trained to detect better in low light rooms. Some of the

images of human standing postures in low light are shown in Fig. 6.

In Fig 7, flow chart of the proposed fall detection system is highlighted. In our

model, BackgroundSubtractorMOG2 is used for background subtraction. Head speed

motion is another criterion considered for detection of fake and actual fall of a person.

For calculation of the motion or head speed in this process the Optical Flow methods
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namely, Lucas Kanade is used. Optical flow technique describes the image motion,

which is applied to a series of images to find any differences of a video in a small

time [22].

The RGB images/frames are converted to gray scale frames after that the corners

are reshaped to 3D. A comparison between the current and old frame to obtain three

values namely p1, status, and error. p1 are array points in the next frame, the status

is like a Boolean flag which uses the value 0 and 1, whenever there is flow of point

in the frame it will indicate as 1. So, we store those good points where status is 1 in

a variable ‘good_new’ for the points of the current frame whereas the ‘good_old’ is

for the old or previous frame. The mathematical equation for the Lucas Kanade can

be written in this form:

For all points (k, l) e W, where W is a window or a neighborhood like a small

patch in an image.

We have the constraint equation as

Ix(k, l) ∗ u + Iy(k, l) ∗ v + It(k, l) = 0 (1)

where (u, v) is the flow vector.

From the equation, the derivatives of the intensity in the x direction {Ix(k, l)}

times u, the derivatives of the intensity in the y direction {Iy(k, l)} times v, and

the derivatives of the intensity in time t {It(k, l)} are obtained. In matrix form the

equation can be stated as described in Eq. (2).

⎡

⎢

⎢

⎢

⎣

Ix(1, 1) Iy(1, 1)

Ix(k, l) Iy(k, l)
...

...
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⎤

⎥

⎥

⎥

⎦

×

[
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v

]

=

⎡
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⎣

−It(1, 1)
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−It(n, n)

⎤

⎥

⎥

⎥

⎦

(2)

The above equations can be further formulated as shown in Eqs. (3), (4) and (5),

where A is the matrix comprised of derivatives of the intensity in x and y directions

respectively, U is the flow vector and B is the matrix with derivatives of intensity in

time. AT is the transpose matrix of A.

A ∗ U = B (3)

AT ∗ A ∗ u = AT ∗ B (4)

In matrix form:

⎡
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⎢

⎣

∑
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(5)
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Equation (4) can be represented in as Eq. (6)

U =
(

AT ∗ A
)−1

∗ AT ∗ B (6)

For the optical flow to work the ATA needs to be invertible, that is determinant (ATA)

is not equal to zero. If the derivates are small from “W” or a patch it is regarded as

bad region, in other words a region where the gradients are small and the visual are

unclear it is considered as bad region. A good region is the one where there is rich

texture, have clear visual and the points computed are large and reliable.

Once the motion detection calculation is determined, the subsequent step involves

computing motion movement by isolating suitable points from p0 and p1. Here, p0

represents the ‘good_old’ points, while p1 denotes the ‘good_new’ points. Employing

the Euclidean Distance, the algorithm measures the disparity between the ‘good_

old’ and ‘good_new’ points. This computation enables the derivation of motion

movement. To ascertain the speed of the detected motion, the sum of the motion

movements is divided by the count of ‘good_new’ points, thereby yielding the head

speed movement.

3 Results

All the four models VGG16, ResnNet50, InceptionV3 and EfficientNetB7 were

trained using 1050 images including low light images. 150 images with proper light

and 95 low light images used for testing. Consideration of Head speed moment

enhances the accuracy of the models. Fake Pos represents the count of images where

a human presence was inaccurately identified as fallen despite not being so. Fake

Neg signifies the number of images wherein a fallen human presence was erro-

neously detected as not fallen. Real Pos is the number of images containing fallen

humans which were correctly identified. Lastly, Real Neg denotes the count of images

correctly recognized as not having a fallen human presence. Tables 1 and 2 describes

the accuracy details of the models for proper light and low light images respectively

without considering the head speed movement. Figure 8 gives a graphical comparison

of accuracies of various models before considering head movement criteria.

Table 4 describes the accuracy details of the models when tested with low light

images. After inclusion of Head Speed Moment as another criteria for determining

Table 1 Accuracy result for each model tested with 150 images with proper light

Model name Accuracy (%) Fake Pos Real Pos Fake Neg Real Neg

VGG16 79.33 19 74 12 45

ResNet50 70.66 24 69 20 37

InceptionV3 74.00 22 71 17 40

EfficientNetB7 82.66 17 76 9 48
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Table 2 Accuracy result for each model tested with 95 images with low light

Model name Accuracy (%) Fake Pos Real Pos Fake Neg Real Neg

VGG16 71.57 14 38 13 30

ResNet50 66.31 17 35 15 28

InceptionV3 68.42 16 36 14 29

EfficientNetB7 75.78 12 40 11 32

Fig. 8 Comparative analysis

of all the four models in

proper light (a) and low light

(b) before considering head

speed movement

of fallen human the accruacy of the models were enhanced. Tables 3 and 4 describes

the accuracies for this case. Figure 9 gives a graphical comparison of accuracies of

various models after considering head movement criteria. Out of all the models that

has been trained the EfficientNetB7 and VGG16 have higher accuracies in detecting

fallen person in both proper light and low light frames.

A GUI interface is design where an image, video or live feed can be uploaded.

Figure 10 shows the correctly detection of not fallen person from an uploaded image

using the four models. On the other hand Fig. 11 depicts the detection of a fallen

person correctly. And for the image lying down which classified as fallen, and when

the fall is detected it will send a message to the given email to notify. For sending

Table 3 Accuracy result for each model tested with 150 images with proper light and head speed

moment feature

Model name Accuracy (%) Fake Pos Real Pos Fake Neg Real Neg

VGG16 96 3 90 3 54

ResNet50 85.33 9 84 13 44

InceptionV3 90.66 5 88 9 48

EfficientNetB7 97.33 2 90 2 56
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Table 4 Accuracy result for each model tested with 95 images with low light and head speed

moment feature

Model name Accuracy (%) Fake Pos Real Pos Fake Neg Real Neg

VGG16 92.63 4 48 3 40

ResNet50 82.10 10 42 7 36

InceptionV3 87.3 7 45 5 38

EfficientNetB7 93.68 4 48 2 41

Fig. 9 Comparative analysis

of all the four models in

proper light (a) and low light

(b) after considering head

speed movement

the information to the right person hardware platforms are developed using both

Arduino uno and Raspberry Pi 3. Using Arduino message is successfully send to a

specified phone number integrated with a GSM module. While email is send to the

destined email ID using the SMTP protocol and “smtplib” library with the support of

Raspberry Pi. Figures 12 and 13 shows the Arduino with GSM module and Rasberry

Pi modules used for sending the information on detection of fallen human along with

fall detection messages.
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Fig. 10 GUI Testing the model

Fig. 11 a GUI Testing the model. b GUI model displaying the result of human fall detection
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(a) (b)

Fig. 12 a GSM Module device was used. b Using Arduino board device

(a) (b)

Fig. 13 a Raspberry Pi3 module. b Fall detection message obtained on the phone

4 Conclusion

This research paper proposes a system for human fall detection for elderly people or

a patient using computer vision or a camera base system. This system uses camera to

get a live feed and run through an algorithm that uses deep learning models namely

VGG16, ResNet50, InceptionV3 and EfficientNetB7 to detect human fall. Along

with the models, background subtraction, head speed motion features are added to

improve the detection accuracy. Experiment for detection was performed considering

proper light and low light frames. Out of the four deep learning models VGG16 and

EfficientNetB7 accuracies are better and found to be 96 and 97.33% for proper light

frames while 92.63 and 93.68% for low light frames. To share the information of fall
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detection hardware platform is created using Arduino Uno and GSM module as well

as Raspberry Pi 3. The work may be extended for more categories of images where

multiple real-world locations (indoors and outdoors) are available. This can also be

carried for further improvement for detecting fall in real time when there are more

than one people around.
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CNN’s Augmented with IoT for Traffic

Optimization and Signal Regulation

Kiran Sree Pokkuluri and N. SSSN Usha Devi

Abstract Real-time monitoring, analysis, and control of traffic systems is made effi-

cient by the integration of IoT and Convolutional Neural Networks (CNNs) for traffic

management, which completely transforms urban mobility. Large volumes of data

are gathered about traffic flow, vehicle kinds, and ambient conditions by cameras and

sensors. Wireless networks are used to transfer this data to cloud, where deep learning

models in particular, CNNs analyse it to find incidents, detect vehicles, and esti-

mate traffic density. The knowledge acquired helps to optimise traffic flow, provide

dynamic traffic signal regulation, and improve safety by promptly responding to inci-

dents. The real-time capabilities of this integrated approach significantly improve the

overall effectiveness of traffic management systems. The accuracy, precision, latency

and scalability of the proposed system was found promising.

Keywords Convolutional neural networks (CNNs) · Internet of Things (IoT) ·

Traffic management · Deep learning

1 Introduction

Travel times and pollution have increased as a result of the quick urbanization and

exponential rise in the number of vehicles on the road. More intelligent and adapt-

able solutions have been required because traditional traffic management systems

frequently are unable to dynamically adjust to real-time traffic situations. Road

safety, travel efficiency, and congestion reduction all depend on traffic optimization
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and signal regulation. These activities may lead to the reduction of fuel usage, emis-

sion thus leading to environmental sustainability [1, 2]. This indirectly improves the

overall quality of life as the smooth and speed traffic grantees the flow which directly

improves the urban mobility. A novel mechanism where IoT is integrated with CNN

can be used for signal regulation and traffic optimization. This new phenomenon adds

the benefits of strong data analysis and pattern recognition features of CNN and live

real time data collected by IoT to generate an effective traffic control system. All the

urban roads are furnished with traffic cameras [3], sensors of vehicle, environmental

monitors that collect data pertaining to number of vehicles, speed, traffic flow and

weather condition in real time. These sensors are capable of collecting the live data

which can be trusted and utilized to monitor and control traffic. This real time feature

of IoT enables the system to react swiftly to the events occurred, shifting the traffic

and other possible impacts on the traffic flow [4].

CNN are useful for processing image and video efficiently. The strong ability of

object detection, classification and segmentation are very successful by using CNNs.

These are used to identify the accident prone places, density of the traffic, unlawful

parking and categorize the cars based on the videos feed from the life cameras [5].

CNNs have potential capability to learn from large datasets and improves continue

sly hence if handles the urban traffic dynamically. Set of procedure are adopted

to augment IoT and CNN. IoT sensors and devices first gather unprocessed data

i.e. readings of sensors, footage, unprocessed raw data, which is stored in cloud to

analyze and respond [6].

By processing data locally, close to the source, edge computing is frequently

utilized to lower latency and bandwidth consumption. Before being fed into CNN

models, the data is pre-processed to improve quality and extract pertinent features.

The pre-processed data is then analyzed using CNN models, such as SSD (Single

Shot Multibox Detector), Faster R-CNN, and YOLO (You Only Look Once). In

real time, these models spot accidents, estimate traffic flow, and detect and classify

vehicles.

2 Literature Survey

Scholars outline diverse IoT frameworks for intelligent urban areas, underscoring

the significance of IoT in the instantaneous monitoring and regulation of traffic [7].

Many scientists emphasize the significance of effective systems for data collecting

and transmission in Internet of Things-enabled traffic management, with particular

attention to edge computing and 5G wireless communication technologies [8]. When

compared to conventional methods, the accuracy of vehicle detection and classifica-

tion using CNNs is significantly improved, as demonstrated by researchers. A few

scientists conducted a survey covering different CNN-based methods for traffic inci-

dent detection from video feeds, emphasizing how resilient they are under a range

of circumstances [9].
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Urban traffic systems are becoming more complicated, and controlling them

requires traffic optimization and signal regulation [10]. There are several ways to

enhance traffic flow and safety, including conventional techniques, adaptive control

systems, and contemporary technologies like deep learning and the Internet of

Things. Cities may create traffic management systems that are more adaptable, effec-

tive, and long-lasting by combining various technologies. Sustained investigation and

advancement are necessary to tackle current obstacles and optimize the capabilities

of these sophisticated approaches [11].

Few authors proposed how CNNs and IoT can be integrated for real-time traffic

monitoring, utilizing edge computing to guarantee prompt replies and lower latency.

A few academics have developed an integrated system that employs CNNs to evaluate

traffic data gathered from IoT sensors and dynamically modify traffic signal timings

to maximize flow [12]. A case study by a number of authors details the installation of

an IoT-CNN system at a busy crossroads, which significantly reduced traffic jams and

enhanced flow of traffic [13]. Researchers deployed an IoT and CNN-based traffic

management system throughout a city in a thorough investigation, showing improved

traffic regulation and shortened travel times. CNNs with IoT integration for traffic

optimization and signal management marks a major technological breakthrough in

smart city applications [14]. These technologies can significantly enhance urban

traffic management by utilizing real-time data and sophisticated analytics, providing

a route towards more effective, safe, and sustainable cities. To overcome present

obstacles and fully realize the promise of this promising technology, more study and

development are required [15, 16].

3 Architecture of CNN-IoT for Traffic Optimization

and Signal Regulation

In order to gather, process, analyse, and act upon traffic data in real-time, CNN

architectures enhanced with IoT for traffic optimisation and signal regulation often

contain multiple interconnected components. An outline of the architecture is shown

in Fig. 1.

Data Acquisition

Sensors installed at intersections and along roads collect data. This data could include

Vehicle count, Vehicle type (car, truck, etc.),Speed, Lane occupancy, Pedestrian

presence, Traffic light status (red, yellow, green).

Data Pre-processing

The raw data from the IoT sensors is cleaned and formatted for the CNN. This

involves removing outliers, scaling numerical data, encoding categorical data (e.g.,

converting traffic light status to numerical values).
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Fig. 1 Architecture of the proposed method

Centralized Processing

Data aggregation is the practice of gathering pre-processed information from several

edge devices for additional study. To detect cars, estimate traffic flow, and identify

incidents, Convolutional Neural Networks (CNNs) evaluate video feeds and sensor

data. To optimise signal timings and traffic flow, algorithms analyse CNN results as

well as other traffic data.

Decision Making and Control

Traffic signal control is the process of optimising traffic flow by modifying signal

timings in response to real-time traffic data and optimisation algorithms. Rapid iden-

tification of events, such as traffic jams or accidents, and prompt action, such as

diverting traffic or calling for emergency assistance, are known as incident detection

and response.

Model Training and Improvement

To confirm the efficacy of optimisation algorithms and signal control modifications,

feedback data is continuously gathered from Internet of Things devices and traffic

sensors. Training and refining deep learning models and optimisation algorithms

with gathered feedback data to achieve higher performance over time.

Visualization and User Interface

Dashboards for traffic: In-the-moment displays of traffic conditions, levels of conges-

tion, timings of traffic signals, and incident alerts. User Interface: Interfaces via which

operators of traffic management can monitor data, communicate with the system, and

manually overrule control choices when needed.
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4 Experimental Results and Discussion

Urban traffic difficulties can be greatly improved by integrating Convolutional Neural

Networks (CNNs) with Internet of Things (IoT) technology for traffic optimisation

and signal regulation. The results of recent research are presented in this section

together with their implications for urban traffic management.

Real-time traffic analysis and monitoring is one of the main uses for CNNs

enhanced with IoT. Research has indicated that CNNs can reliably identify inci-

dents, estimate traffic density, and detect vehicles from video feeds and sensor data

collected by Internet of Things devices as shown in Fig. 2.

Car Detection and Classification from traffic camera feeds, CNN-based models

have successfully identified and categorised cars with a high degree of accuracy.

This makes it possible to monitor traffic flow and vehicle movement patterns in real

time. Traffic Density Estimation: CNNs can determine the amount of traffic density

and congestion in various parts of the city by examining data from environmental

monitors and vehicle sensors. CNNs are useful for detecting traffic occurrences from

video feeds and sensor data, including accidents, breakdowns, and road closures.

This makes it possible to respond quickly and lessen traffic interruptions as shown

in Fig. 3.

Convolutional Neural Networks (CNNs) are highly precise in detecting automo-

biles because of their capacity to extract complex characteristics from photos. This

makes CNNs connected with IoT devices exceptionally accurate. However, because

CNNs require a lot of resources, implementing them on Internet of Things devices

could be difficult. When it comes to vehicle recognition and classification, Support

Vector Machines (SVMs) provide competitive accuracy and precision. SVMs deliver

accurate results by efficiently dividing classes in high-dimensional space. Despite

this, SVM accuracy may suffer when dealing with complex data distributions. Models

Fig. 2 Comparison of vehicle detection and classification with baseline methods
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Fig. 3 Comparison of incident detection with baseline methods

for vehicle recognition and classification that are more straightforward but yet func-

tional include decision trees (DTs). Especially in situations with interpretable deci-

sion rules, DTs provide respectable accuracy and precision. However, when handling

complex picture characteristics, they might not have the same discriminative ability

as CNNs and SVMs as shown in Fig. 2.

CNN + IoT, high accuracy and precision can be achieved by integrating Convolu-

tional Neural Networks (CNNs) with Internet of Things devices. CNNs are excellent

at identifying complex patterns in incident data because they use deep learning to

facilitate feature extraction and classification. However, because of computational

constraints, CNN deployment on resource-constrained IoT devices may be difficult

and affect real-time performance. CNN, individual CNNs are well known for their

precision and accuracy when it comes to incident detection. CNNs can achieve high

accuracy and precision because of their capacity to automatically learn complicated

features from data. They may not be as suitable for places with limited resources,

though, as they usually demand high processing power. Decision Trees, or DTs,

provide an alternative method of incident detection. DTs are lightweight and simple

to understand, even though they might not always equal the accuracy and precision

of deep learning techniques like CNNs. They can offer respectable precision and

accuracy, especially in situations where the decision criteria are comprehensible. In

contrast to CNNs, they could have trouble identifying intricate links in data. Support

vector machines, or SVMs, are efficient at detecting incidents and provide competi-

tive precision and accuracy. SVMs can yield accurate results by efficiently dividing

classes in high-dimensional space. Generally speaking, they require less computing

power than deep learning techniques like CNNs, which makes them appropriate for

applications with constrained computing resources as shown in Fig. 3.

For real-time traffic management systems to guarantee prompt responses to

shifting traffic circumstances, latency minimization is essential. This is how one

manages latency, Data preparation and preliminary analysis can be done locally



CNN’s Augmented with IoT for Traffic Optimization and Signal Regulation 347

by placing edge computing devices close to IoT sensors, which lowers the latency

between data gathering and processing. This makes it possible for incident detection

and traffic signal modifications to happen more quickly. Algorithms that have been

optimized for efficiency include CNN models and traffic optimization algorithms,

which cut down on processing time. Further reducing delay in traffic data analysis

include parallel processing techniques and streamlined data pipelines.

Particularly in big cities, scalability is crucial to managing the growing amount

of traffic data provided by IoT devices. Scalability is handled as follows, By

adding additional edge computing nodes or cloud resources as needed, the system’s

distributed architecture enables horizontal scaling. This guarantees that increasing

traffic volumes and data volumes won’t cause performance degradation for the

system. To increase scalability and parallelize processing, traffic data processing

activities are divided and dispersed over several computing nodes. As a result, the

system can handle big datasets in real time with efficiency. Depending on traffic

demand, computer resources are distributed using dynamic resource allocation algo-

rithms. This guarantees that system performance increases in line with the volume

of traffic.

5 Conclusion

Urban traffic management has advanced significantly with the use of Convolutional

Neural Networks (CNNs) and the Internet of Things (IoT) for traffic optimization and

signal regulation. CNNs can precisely recognize and categories vehicles, estimate

traffic density, and identify events by utilizing real-time data from IoT devices. This

approach enhances traffic flow, reduces congestion, and improves safety, while also

contributing to environmental sustainability. We have achieved an accuracy, precision

of 98.6, 98.3 for vehicle detection and classification and accuracy, precision of 99.1,

98.9 for incident detection.
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CVLSTMLW-CNN: A IoT-Enabled

Hybrid CNN Model for Heart Disease

Prediction

Shikha Singh, Archana Singh, Sanjay Singh, and Rachna Khurana

Abstract Cardiovascular diseases pose significant health concerns, particularly

especially in locations where medical facilities are limited. Smart wearable devices

have emerged as a viable solution to tackle this challenge. Internet of Things (IoT)

based devices serve as monitoring systems empowered by machine learning algo-

rithms. They collect cardiovascular data, including heart rate, blood pressure, and

electrocardiogram (ECG) signals. Subsequently, this data is transmitted to a central-

ized server for preprocessing and analysis. This paper employs a CVLSTMLW-CNN

hybrid model, which combines LSTM and LWCNN. The LSTM layer analyses elec-

trocardiogram (ECG) signals, representing the heart’s electrical activity over time,

and learns patterns from this sequential data. Meanwhile, the LWCNN layer extracts

spatial features from medical images. By enabling early detection and intervention,

the system has the potential to increase survival rates. The algorithm’s efficacy is

measured using metrics such as F1-score, recall, accuracy, and precision. It reliably

predicts the presence or absence of cardiovascular diseases with a 99.0% accuracy

across both Kaggle and UCI datasets.

Keywords Wearable sensors · Cardiovascular diseases · Machine learning ·

Depth-wise separable convolutional neural network · Cloud data · Evaluation

metrics
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1 Introduction

Cardiovascular diseases are the most common disease and the primary cause of

death, claiming approximately 17.9 million lives in 2019, which amounts to 32%

of all worldwide deaths, which represents 32% of all fatalities worldwide. Heart

attacks and strokes together accounted for 85% of these fatalities. Moreover, among

the 17 million premature deaths occurring in the same year, with individuals under

70 years old, CVDs were responsible for 38% of them [1]. To start treatment early,

it is essential to recognize cardiovascular disease [2].

Cardiovascular diseases include hypertension, arrhythmia, stroke, and myocar-

dial infarction. Only highly skilled medical experts have the necessary training and

experience to identify and treat these problems.

Healthcare institutions face the challenge of delivering high-quality treatment

at affordable costs, as incorrect diagnoses and wrong treatment may result in

unfavourable outcomes. IoT-based Cardiovascular disease Decision systems can help

patients in a timely manner and at a minimal cost [3]. Here, a database will be main-

tained where the patient’s health condition will be stored and accessed anywhere [4].

The broad adoption of the Internet of Things (IoT) presents solutions to problems

facing the healthcare industry. Integrating IoT technologies into healthcare practices

makes it possible to enhance patient care, improve efficiency, and optimize resource

allocation. IoT devices can collect real-time patient data, facilitating ongoing obser-

vation of vital signs, compliance with medication, and disease progression [5, 6].

Such information can be saved for further study or seen in real-time, allowing health-

care providers to detect early warning signs of cardiovascular diseases and intervene

promptly. An AI system would immediately prescribe the medication, incorporating

multiple hospitals and doctors. Overall, the integration of IoT in healthcare prac-

tices holds excellent potential for revolutionizing the prevention, diagnosis, and

management of cardiovascular diseases [7].

Machine learning algorithms have significantly advanced healthcare by stream-

lining disease diagnosis [8]. These algorithms are particularly beneficial for people

residing in rural or distant areas and senior citizens [9]. Using machine learning

techniques, healthcare providers can track and monitor physical health by recording

parameters such as heartbeats and blood pressure. Furthermore, it has been

demonstrated that deep learning and machine learning methods are efficient in

offering trusted disease diagnosis. These algorithms can predict disease accurately

and can provide timely intervention and treatment. Healthcare organizations are

utilizing machine learning techniques that have revolutionized diagnostic capabil-

ities, improved patient outcomes and enhancing healthcare delivery [10]. Disease

detection can be easily handled by techniques for deep learning like convolutional

neural networks [11, 12] CNN models can be trained using the original colossal

dataset, and due to multiple layers, they increase the accuracy of the predictions

and have the ability to reduce the number of parameters [13, 14]. This reduction in

parameters allows CNNs to efficiently handle larger datasets, enabling the model to
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tackle more complex tasks such as disease prediction [15]. The primary finding of

this paper is as follows:

In this paper, a hybrid model, CVLSTMLW-CNN, is developed for the prediction

of long- and short-term memory (LSTM) and light-weight CNN (LWCNN)-based

on heart disease. The LSTM component focuses on understanding patterns in the

data over time, whereas the LWCNN component captures spatial features from an

electrocardiogram (ECG) image. The construction and optimization of hybrid CNN

structures utilizing Depth-wise Separable Convolution (DSC) units are applied for

the identification of cardiovascular diseases using IoT sensors, with an enhanced

scope based on routine sensor data. Kaggle datasets are used for both training and

testing the model. Performance is measured by performance evaluation metrics such

as Accuracy, F1-score etc.

The basic structure of the paper is as follows: Sect. 1 provides a brief introduction

to the subject. Section 2 describes the many methods for detecting diseases. Section 3

shows the suggested CVLSTMLW-CNN approach for predicting heart disease.

Section 4 shows the experimental findings from the suggested model employing

various disease datasets. Section 5 concludes the paper.

2 Related Work

Numerous efforts have been dedicated to this trajectory with regard to the literature.

Author proposed a framework for heart disease diagnosis that encompasses an IoMT,

MSSO, and ANFIS to increase prediction accuracy among the frameworks tested, the

MSSO-ANFIS framework showed the highest accuracy in predicting cardiac disease

[4]. In this study author developed a Cloud-based IOT model; this m-healthcare model

predicts disease using IOT and Cloud data [3].

The concept of computational sciences data is utilized to define key terminologies

that enable the generation of User-centric health measurements, thereby facilitating

a better understanding and application of health-related data. The main goal of this

paper is to provide a method for health diagnostics. That gathers sensor data and

produces user diagnosis results (UDR) through computational means.

This paper compares various classifiers to detect the best classifier for specific

diseases. Data segmentation is employed for data analysis. Various classifica-

tion techniques are validated for predicting diseases depending on the F-measure,

sensitivity, specificity, and accuracy. In this study author created a Tri-logical

IoT-fog-cloud (TIFC) model for gathering and evaluating data about Acute

Encephalitis Syndrome (AES), which may be utilized in the healthcare system

to monitor encephalitis. This viral infection affects the human immune system.

The spatiotemporal-based Temporal-Recurrent Neural Network (T-RNN) predic-

tion model, in conjunction with the Self-Organized Mapping (SOM) technique, is

employed for early disease identification and geographical visualization of disease

spreads. A fuzzy C-Means classifier is employed here to examine patients’ health-

related data parameters, facilitating the classification of patients according to their
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health condition and the severity thereof. The suggested system is validated using

metrics like accuracy, f-measure, and reliability, and the result indicates its efficacy

in handling and mitigating infectious viruses such as encephalitis [16].

A secure healthcare application based on blockchain was presented in this study

to predict cardiovascular and diabetes diseases using fog computing. Patient health

data is collected from fog nodes and safely kept on the blockchain for disease predic-

tion. The patient health records are grouped using a particular rule-based clustering

method, and disease prediction is done using an adaptive neuro-fuzzy inference

system (FS-ANFIS) that uses feature selection. The proposed study accurately fore-

casts disease outcomes, achieving an accuracy rate exceeding 81%, surpassing other

neural network algorithms [17].

An intelligent healthcare approach that integrates electronic medical records

(EMR) with sensor data through a feature fusion technique to generate healthcare

data. They employed an information gain technique to streamline computational

processes and prioritize relevant features. Their deep learning system achieved an

impressive accuracy of 98.5% in predicting heart disease [18]. In this study, the

author developed a healthcare system specially designed for war soldiers, with the

ability to monitor patients in remote locations. The system enables accurate –time

tracking of soldiers’ location and health monitoring using GPS modules and wireless

body area sensor networks (WBASNs|) [19]. ZigBee modules are used to transport

the collected data among allies wirelessly. The data can also be transferred to the

cloud for further analysis and predictions using the K-Means Clustering technique.

3 Proposed Methodology

The primary goal of this work is to create a hybrid model for predicting cardio-

vascular disease called the Cardiovascular Long Short-Term Memory Light Weight

Convolutional Neural Network (CVLSTMLW-CNN), built on LSTM and LWCNN.

Combining LSTM and LWCNN architectures enables the utilization of spatial and

temporal information for heart disease detection. The LSTM component analyses

temporal data, while the LWCNN component extracts spatial features from medical

imaging data. Lightweight CNN can improve efficiency and handle computational

resources, which is suitable for deployment on wearable devices. Fusing these two

approaches can enhance the accuracy and effectiveness of heart disease detection

systems (Fig. 1).

The IoT sensor is placed on the wearable device to collect patient data. This data

is then saved to a cloud database for access at any time. The data is transferred from

the cloud to the healthcare application database, where the patient’s health report

is stored. The proposed heart disease detection model uses a CVLSTMLW-CNN

to predict the patient’s heart condition. For this, the model goes through training

and testing phases. UCI and Kaggle data repositories are provided to the model

for training and testing. This paper proposed a model combining Convolutional

LSTM (Long Short-Term Memory) and a lightweight CNN model for predicting
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Fig. 1 Architecture of the proposed model

heart disease using IoT devices, which can be a powerful approach. In this section,

the proposed model is interpreted.

3.1 Data Collection

The model requires physiological data from IoT devices, such as heart rate, blood

pressure, ECG level, and activity level. Hospitals collect patient health records,

including hypertension, diabetes, and blood pressure history. This study collected

data from the UCI and Kaggle data repositories.

3.2 Data Preprocessing

The preprocessing stage is performed to ensure data quality, reliability, and usability

for further analysis. This includes a meticulous process of finding the missing value,

identifying and handling the anomalies, and rectifying any incorrect and mislabeled

value in medical data, ensuring a comprehensive data cleaning process. Normal-

izing medical data involves standardizing numerical features, encoding categorical
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variables, and extracting relevant features. Data integration is performed to ensure

compatibility and consistency across various data formats.

3.3 Proposed Healthcare Model

Figure 2 depicts the proposed CVLSTMLW-CNN model, which employs LSTM and

LWCNN. In this paper, we use two datasets from Kaggle and UCI. Electrocardiogram

(ECG) signals are an electrical representation of the heart’s activity over time, and

the LSTM layer analyzes them. LSTM learns the patterns from these sequential data.

The LWCNN layer extracts spatial features from medical images.

The convolutional layer extracts abnormalities from the electrocardiogram (ECG)

image. Multiple depth-wise separable convolutional units are utilized to obtain

enough information from the input. The DSC unit receives the electrocardiogram

(ECG) signal from the LSTM unit and then performs depth-wise convolutions across

input channels, independently capturing each channel’s features. To improve stability

and performance, normalization of the previous layer is performed. After normaliza-

tion, ReLU activation is applied to adopt linear 1 * 1 Convolutional. Finally, the Max

Pooling and Sigmoid functions activate the fully connected layer for classification.

Figure 2 represents the DSC unit.

3.3.1 DSC Unit

We replace the standard convolutional layer with a depth-wise separable convo-

lutional unit. Depth-wise separable convolutional layer f (d): Rn×cin
→ Rn×cout

consisting of depth-wise and pointwise convolution:

The depth-wise convolution f (d): Rn×cin
→ Rn×cin with kernel xd is defined as

Fig. 2 The suggested model’s architectural design
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f (d)(x) =

n∑

i=1

xdi ∗ v1:n + bi (1)

The pointwise convolution f (p): Rn×cin
→ Rn×cout with kernel xp is defined as

f (p)(x) = xp ∗ v1:n (2)

4 Performance Evaluation Metrics

This section provides various performance evaluation metrics. The accurate classi-

fication rate for the positive class is a true positive (TP). False positives (FP) are

predictions of positive outcomes that are not true negatives (TN). An inaccurately

predicted negative is known as a false negative.

Receiver operating characteristic curve: This curve exhibits the effectiveness of

the proposed model across all classifying criteria. A graph compares the TPR and

FPR, i.e., the real positive rate and the false positive rate.

TPR =
TP

TP + FN
(3)

FPR =
FP

FP + TN
(4)

Area under the ROC Curve: It calculates all the categorization thresholds that may

be used. The AUC scale, a simple yet powerful tool, ranges from 0 to 1. The AUC

value for a 100% correct categorized version is 1.0, whereas it is 0.0 for a 100%

incorrect classification.

Accuracy: Accuracy measures the dataset that was adequately categorized.

Accuracy =
TP + TN

TP + TN + FP + FN
(5)

Specificity: This refers to the accuracy with which negative items are detected.

Specificity =
TN

TN + FN
(6)

Sensitivity: Positive entries accurately identified in sensitivity.

Sensitivity =
TP

TN + FN
(7)
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Recall: It determines how many true positives the model has recorded and labels

them as the same.

Recall =
TP

TP + FN
(8)

Precision verifies the model’s accuracy by separating the true positives must be

distinguished from false positives.

Precision =
TP

TP + FP
(9)

F1-Score: This is the recall and precision function essential while trying to strike

a balance between the two.

F1 - Score =
Recall ∗ Precision

Recall + Precision
(10)

4.1 Performance Analysis

The accuracy of the model is shown in Fig. 3. The accuracy defines the correctness of

the model. The proposed Hybrid model exposed a high accuracy rate of 99.0 on the

UCI and Kaggle datasets. In this paper, we compared the proposed model with CNN-

Bi-LSTM, LWAMCNet, and MSSO-ANFIS, and higher accuracy was observed with

the proposed model. The F1-Score is shown in Fig. 4. 98% was observed.

Fig. 3 Comparison of

accuracy score
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Fig. 4 Comparison of

F1-score

Table 1 Dataset

Dataset Reference Instances Attributes

Heart disease dataset (HDD) [20] 303 76

Cardiovascular disease dataset (CDD) [21] 1000 12

4.2 Dataset

To validate the algorithm’s results, datasets from HDD and CDD are utilized. The

dataset is presented in Table 1.

5 Conclusion

The CVLSTMLW-CNN model, implemented in Python, predicts cardiovascular

diseases in real-time. Kaggle validates the entire process. And UCI datasets. Compar-

ison with CNN-Bi-LSTM and LWAMCNet MSSO-ANFIS methods indicates supe-

rior performance, with accuracy and F1-score reaching 99.0% and 98.0%, respec-

tively. The approach effectively predicts cardiovascular disorders like heart disease

because it demonstrates the best accuracy and F1-score values. In spite of its optimal

performance, future efforts will focus on testing the model on different datasets based

on images and reducing the execution time. The aim is to extend its applicability to

predicting various other diseases using health datasets.
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Abstract The emergence of Smart Cities, facilitated by advancements in tech-
nology, heralds a new era of urban development characterized by interconnectedness,
efficiency, and sustainability. The integration of many cutting-edge technologies,
such as blockchain, Internet of Things (IoT), and artificial intelligence (AI), is essen-
tial to achieving the potential of Smart Cities. These technological advancements
allow Smart Cities to better manage their resources, provide better public services,
and raise the standard of living for its citizens. Nonetheless, the swift expansion of
interconnected systems presents intricate obstacles in the domains of cybersecurity
and privacy preservation. To solve these issues, practitioners and researchers are
actively investigating blockchain solutions, AI-driven security measures, and cryp-
tography techniques. Furthermore, AI is used in Smart Cities not just for security but
also for predictive analytics, self-governing systems, and intelligent infrastructure
supervision. Though these technologies hold great potential, worries about algo-
rithmic bias, data privacy, and the moral implications of using AI in cities still exist.
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1 Introduction

In the 21st-century, urban-landscapes are undergoing a radical-transformation
propelled by the integration of advanced technologies, giving rise to the concept of
Smart Cities. These intelligent urban environments leverage cutting-edge technolo-
gies, such as the Internet of Things (IoT), data analytics, and artificial intelligence,
to enhance the quality of life for residents and streamline city operations. While
the benefits of Smart Cities are immense from efficient resource management to
improved citizen services, this digital metamorphosis also introduces unprecedented
challenges, with security emerging as a paramount concern. As Smart Cities evolve
into interconnected hubs of innovation, the multitude of systems operating within
this complex ecosystem becomes vulnerable to diverse security threats. This chapter
aims to delve into the critical need for security measures across various systems
within Smart Cities, examining potential risks and presenting examples of security
solutions implemented in real-world scenarios. The interconnected nature of Smart
Cities involves an intricate web of systems, including but not limited to smart grids,
transportation networks, healthcare services, and public safety infrastructure. The
seamless functioning of these systems relies heavily on the continuous exchange of
data and real-time communication, making them susceptible to cyber threats and
unauthorized access. Recent instances of cyberttacks on city infrastructure under-
score the urgency of addressing security concerns to safeguard the foundation of
Smart Cities. This chapter will explore the multifaceted dimensions of security in
Smart Cities, emphasizing the necessity of implementing robust measures to protect
critical infrastructures. Drawing insights from exemplary cases around the globe, we
will analyze successful security strategies. These case studies will highlight inno-
vative solutions such as blockchain technology, advanced encryption protocols, and
AI driven threat detection systems that fortify the security fabric of Smart Cities. In
conclusion, as Smart Cities advance towards a more interconnected and intelligent
future, the imperative to fortify security across various systems cannot be overstated.
By examining real-world examples and emerging technologies, this book chapter
aims to contribute valuable insights to the discourse on securing the digital back-
bone of Smart Cities, ensuring that the promise of a smarter, safer urban future is
realized.

2 What is a Smart City?

A smart city is an urban environment that leverages technology and data-driven
solutions to enhance the efficiency, sustainability, and quality of life for its resi-
dents. These cities integrate advanced technologies such as the Internet of Things
(IoT), artificial intelligence, and data analytics to optimize various aspects of urban
living, including transportation, energy consumption, waste management, and public
services. By utilizing interconnected systems and real-time data, smart cities aim
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to streamline operations, reduce environmental impact, and improve overall urban
resilience. The goal is to create more intelligent, responsive, and user-friendly urban
spaces that address the challenges of rapid urbanization and contribute to a more
sustainable and connected future.

2.1 Smart City Systems

The idea behind a smart city is to use data and technology to improve the efficiency,
sustainability, and quality of life in metropolitan areas [1]. By attending to the require-
ments of its citizens, the main goals are to maximize resource use, reduce waste and
pollution, and improve the general livability of cities. Smart cities use technology
to enhance services for residents, with particular applications designed to meet the
unique needs and goals of each city:

• Intelligent Transportation Systems: These systems aim to optimize traffic flow,
reduce congestion, and improve public transportation.

• Smart Building Management Systems: Focused on reducing energy consump-
tion and enhancing citizen comfort within buildings.

• Smart Lighting Systems: These systems dynamically adjust lighting levels based
on the presence of people and vehicles.

• Smart Parking Systems: Designed to assist drivers in efficiently locating
available parking spaces.

• Smart Waste Management Systems: Geared towards optimizing waste collec-
tion and disposal.

• Smart Water Management Systems: These systems aim to enhance the quality
and distribution of water.

A smart city is an urban environment that leverages technology and data-driven
solutions to enhance the efficiency, sustainability, and quality of life for its resi-
dents. These cities integrate advanced technologies such as the Internet of Things
(IoT), artificial intelligence, and data analytics to optimize various aspects of urban
living, including transportation, energy consumption, waste management, and public
services. By utilizing interconnected systems and real-time data, smart cities aim
to streamline operations, reduce environmental impact, and improve overall urban
resilience. The goal is to create more intelligent, responsive, and user-friendly urban
spaces that address the challenges of rapid urbanization and contribute to a more
sustainable and connected The integration of Internet of Things (IoT) technology is
a crucial component of smart cities. The main goal is to use data and technology to
improve urban areas sustainability, efficiency, and quality of life. Smart cities can
create more livable, sustainable, and resilient communities by improving their ability
to respond to the demands of their citizens and by leveraging modern communica-
tion and IoT technologies to optimize resource utilization. Figure 1 depicts several
additional domains of smart cities.
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Fig. 1 Smart city domains
[15]

2.2 Internet of Things

The term “Internet of Things” (IoT) describes how gadgets are connected to each
other over the internet [1]. The Internet of Things (IoT) extends connectivity to real-
world physical things, allowing them to exchange data, in contrast to the conven-
tional usage of the internet to connect computers. It encompasses technologies
like embedded systems, mobile computing, ubiquitous computing, wireless sensor
networks, and machine-to-machine communication. Typically, the device, network,
session, application, business, administration, and security layers make up the layers
that make up an IoT architecture. Every layer contributes in a different way to the
operation and administration of the Internet of Things. Sensors and other physical
devices that gather data are part of the device layer. Data is then sent over the network
layer to provide connection and transit functions. While the application layer is in
charge of numerous IoT services like smart farming, smart cities, and smart homes,
the session layer handles service connections. While the management layer facilitates
device and network administration, the business layer specifies business logic and
workflows. The security layer is essential for ensuring data confidentiality, integrity,
and access control. It does this by putting security mechanisms in place at various
levels. One of the most important aspects of the Internet of Things is interoperability,
which is handled by middleware, layered system design, and standard protocols (such
MQTT, CoAP, and HTTP). Regardless of device or technological variations, middle-
ware ensures successful interoperability by facilitating data translation and commu-
nication between disparate systems. IoT system risks and vulnerabilities must be
continuously identified and addressed through monitoring, assessment, and security
procedures. Figure 2 summarizes the various processes involved in an IoT-based
smart city.
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Fig. 2 Model for IoT based smart city [1]
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3 Requirements and Challenges

The task of securing smart cities is complex and demands a complete cybersecurity
framework in order to protect interconnected systems. Because of the vast array of
technologies involved, it is imperative to proactively identify and mitigate vulnera-
bilities, underscoring the significance of standardized security protocols. A fine line
must be drawn between privacy concerns and the optimization of civic functions
through data analysis. Technology is always changing, making it harder to keep up
with new threats. This calls for ongoing security monitoring and adaptable protection
solutions. In order to fully realize the promise of Smart Cities and protect their digital
ecosystems from cyberattacks, it is imperative that these requirements and obstacles
are met.

3.1 Authentication and Confidentiality

Authentication stands as a fundamental requirement across various levels of a smart
system, ensuring the verification of identities and restricting access to authorized
customers within a heterogeneous environment [2]. In smart cities, IoT devices play a
crucial role by authenticating messages originating from control stations, other nodes,
and the network itself. The exponential growth in authentication data within smart
cities underscores the necessity for cutting-edge technology to facilitate accurate and
timely authentication processes. Confidentiality, aimed at preventing information
disclosure to unauthorized sources or passive attacks, is paramount. In the realm
of Internet of Things applications, there exists the concern that attackers may gain
access to equipment or eavesdrop on conversations. To counteract this, encryption-
based technologies are commonly employed to establish reliable communication and
storage systems. These technologies play a pivotal role in securing the confidentiality
of information transmission between nodes, ensuring the protection of sensitive data
in smart systems.

3.2 Accessible and Integral

In a broad sense, accessibility refers to the capability of tools and services to be
available as needed [2]. Within the context of our theme, intelligent programs or
systems should be capable of maintaining normal operations even in the face of
potential threats. Given the susceptibility of these devices to attacks, a smart system
must be adept at recognizing unusual circumstances and taking proactive measures
to prevent any potential system damage. Resilience, as defined by certain perspec-
tives, represents a system’s ability to endure attacks and withstand malfunctions and
failures related to major disasters. Robust resilience and continuous adaptability are
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indispensable for protective mechanisms to effectively counter increasingly sophis-
ticated threats. Equally critical is ensuring the integrity of IoT devices and the data
shared between them and the cloud. In a comprehensive smart application, data is
exchanged among numerous devices. If not adequately safeguarded during transmis-
sion, there is a risk of unauthorized alterations. Considering that most IoT devices
possess limited processing power, specific techniques such as firewalls and protocols
can regulate data traffic in IoT communications, although they may not guarantee
integrity at endpoints. This underscores the importance of implementing compre-
hensive measures to safeguard the integrity of data exchanged between IoT devices
and the cloud in smart systems.

3.3 Interoperability

Interoperability is a pivotal facet in securing Smart Cities, demanding a seamless inte-
gration of diverse technologies and systems. The requirements for interoperability
in this context are multifaceted, necessitating standardized communication proto-
cols, data formats, and cohesive frameworks. Achieving interoperability ensures that
different components within a Smart City ecosystem can effectively communicate
and share data, enabling real-time responses to security threats. However, the path to
interoperability is fraught with challenges. The diverse array of devices, platforms,
and technologies employed in Smart Cities often operate in silos, hindering effec-
tive communication and collaboration. Standardization becomes a formidable task
due to the presence of proprietary systems and varying technological maturity levels
across different sectors. Moreover, security protocols must be harmonized without
compromising the functionalities of individual systems, posing a delicate balancing
act. In the pursuit of interoperability, issues such as data privacy, scalability, and
regulatory compliance loom large. Ensuring that sensitive information is securely
exchanged while adhering to legal frameworks adds layers of complexity. More-
over, as Smart Cities expand and evolve, scalability becomes a pressing concern,
demanding interoperable solutions that can adapt to the dynamic nature of urban
environments.

3.4 Analysis of Security Systems

Analyzing security systems for Smart Cities poses a dual challenge, as outlined by
Fan et al. [3]. Firstly, the complexity of Smart Cities necessitates security systems
that are not only robust but also adaptable to urban dynamics. These systems must
enable real-time threat detection, employ encryption protocols, and support resilient
infrastructure to protect critical systems such as transportation, healthcare, and util-
ities. Moreover, ensuring interoperability among different security components is
crucial for a comprehensive defense strategy. Secondly, the sheer scale and diversity
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of interconnected technologies present challenges in analyzing security systems for
Smart Cities. Managing the vast data generated by IoT devices, integrating across
domains, and safeguarding privacy and system integrity are key concerns. Addition-
ally, the evolving nature of cyber threats requires security systems capable of swift
adaptation and proactive risk management.

4 Smart City Security Issues

Smart cities, with their integration of advanced technologies and interconnected
infrastructure, bring forth a host of security challenges that need careful considera-
tion. One major concern is the vulnerability of the vast network of IoT devices and
sensors that form the backbone of smart city systems. These devices, if not properly
secured, can become entry points for cyberattacks, potentially compromising critical
services such as transportation, energy, and healthcare. The reliance on data collec-
tion and analytics also raises privacy concerns, as citizens’ personal information
is constantly being gathered and analysed. Moreover, the interconnected nature of
smart city components creates a domino effect; a breach in one area can potentially
lead to the compromise of the entire system. Ensuring the security of smart cities
requires robust cybersecurity measures, regular updates to software and firmware,
and a proactive approach to identifying and addressing vulnerabilities. Balancing
innovation and convenience with the need for stringent security protocols is a crucial
aspect of developing resilient smart cities for the future.

4.1 IoT Infrastructure

By creating a network architecture that is in charge of collecting and processing data
from dispersed sensors and smart devices, the Internet of Things (IoT) significantly
influences the infrastructure of smart cities [4]. The network paradigm, in which
tangible things such as sensor-based devices gather information on critical network
interactions and exchange data via wired or wireless connections, is inextricably
linked to the vulnerability of Internet of Things applications. After being uploaded,
processed, and stored, the data could become vulnerable to denial-of-service and
man-in-the-middle attacks. As a result, unless safety precautions are taken during
the collection and transfer of data over IoT infrastructure, the security and privacy
of smart cities face serious threats. The threat posed by IoT botnets to IoT systems
is significant, as demonstrated by the Mirai botnet, which may infect a range of
devices, such as routers, IP cameras, webcams, printers, DVRs, and cameras [2]. This
botnet coordinates Distributed Denial of Service (DDoS) assaults against specific
servers and disseminates infections among various IoT devices. People, devices, and
sensors are becoming more and more interconnected, which raises privacy issues
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and highlights the need for strong data protection measures. Beyond privacy, infor-
mation security protects against possible systemic breakdown of urban systems by
embracing confidentiality, integrity, availability, and interoperable security. To eval-
uate and address risks in smart cities, effective risk management is necessary. This
involves tackling issues like standards and gaps in technological competence. imma-
turity of data transfers and fluxes between IoT devices and network components
The prevalence of online advertising, which has surpassed more conventional means
such as broadcast advertising in radio, television, and newspapers, poses a number of
privacy concerns for mobile advertising. Significant concerns are raised by instances
of privacy violations, such as businesses selling consumers’ personal information in
spite of their pledges to keep it private [5]. In particular, if compromised or disclosed
without consent, Personally Identifiable Information (PII), which is defined as “infor-
mation that can be used to distinguish or trace an individual’s identity,” becomes
susceptible to harm, embarrassment, inconvenience, or unfairness. In order to prevent
such abuses, it is necessary to solve these difficulties and ensure responsible treatment
of personal information in the context of mobile advertising.

4.2 Mobility Threats

In order to improve mobility, comfort, safety, and efficiency, intelligent transportation
systems (ITS) combine technologies like sensing, control, analysis, and communi-
cation within the travel infrastructure and transportation [6]. The travel experience is
being revolutionized by manufacturers’ ongoing advances to vehicle intelligence in
conjunction with better roads and infrastructure. Travel may be made more depend-
able and efficient by implementing new technology and continuing ITS research and
development. The development of Autonomous Vehicles (AVs), involving substan-
tial investments, seeks to mitigate traffic accidents and foster the evolution of a
cleaner, smarter society [2]. However, this rapid advancement presents significant
security risks, as hacking could compromise both safety and data privacy. Vulnera-
bilities in AV systems may enable hackers to execute remote attacks, manipulating
steering, engine functions, and braking mechanisms. Additionally, concerns arise
regarding the extensive collection of personal data by AV computer systems, posing
potential privacy risks. AI-enabled autonomy is a key component of both present and
future Intelligent Transportation Systems (ITS) [6]. AI and machine learning are key
components of many ITS applications, ranging from driver assistance technology to
analytics and planning at the municipal level. Recent studies, however, show how
vulnerable different machine learning techniques—supervised, unsupervised, rein-
forcement learning, or hybrid approaches—are to vulnerabilities at every stage of the
learning process, from testing and deployment to training. To ensure pedestrian and
passenger safety, for example, control systems in autonomous vehicles rely on AI
algorithms trained to detect things, such road signs. However, these algorithms are
susceptible to adversarial instances, which are deliberately constructed inputs meant
to trick the system into generating particular results. Adversarial examples are used in
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the field of classification to attempt to incorrectly classify inputs into groups that are
distinct from their proper classes. In addition to AI-enabled autonomy, other attack
vectors that affect ITS include vulnerabilities in tire-pressure monitoring systems,
which expose in-car wireless sensor networks. The CAN bus is vulnerable to attacks
because it lacks authentication, which allows hackers to access additional Electronic
Control Units (ECUs), such as those connected to power steering, airbag control,
engine control, and x-by-wire systems. Furthermore, complex systems like infotain-
ment systems with GPS navigation could be the focus of an attack, which could result
in the exfiltration of data from onboard sensors and systems and raise privacy issues.

4.3 Smart Power System

An essential component of a smart city’s overall security and privacy architecture is
its power infrastructure, which makes it possible for outside parties with access to the
grid to track usage patterns and forecast consumer behavior as shown in Fig. 3. The
different systems in smart cities that supply and control light and heat mainly depend
on wireless network technology, which could lead to security flaws in the grid. By
using bogus data injection techniques to cause breakdowns in the first transmission
lines, attackers can take advantage of the power system [7]. Circuit breakers trip as
a result of the operation center detecting an outage by injecting false data into the
measurement system of the target lines. After a while, this first failure spreads to
later links, and the redistribution process ends when there are no more failing nodes.

New technologies must be integrated at different power system levels in order
to modernize the outdated electrical grid [8]. These initiatives include advanced
metering infrastructure (AMI), local control and protection systems, distribution

Fig. 3 Conventional power grid [16]
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Fig. 4 Smart grid [16]

automation, and communication technologies at the distribution system level as visu-
alized through Fig. 4. Although these improvements present chances for dispersed
network protection and dynamic control, they also bring in fresh security holes that
may be used to take down the electrical system.

In a similar study, we investigate a particular kind of attack on the power system
called the load oscillation attack. The three stages of this attack are as follows: in
the reconnaissance stage, estimate the load frequency swing factor (LFSF); in the
design stage, optimize the load oscillation magnitudes and identify the target line;
and in the execution stage, find the resonant frequency in real-time to maximize the
attack’s impact. This emphasizes how sophisticated attacks present changing risks
and difficulties for smart city power systems.

4.4 Smart Healthcare

In order to minimize data disclosure and create a robust information security archi-
tecture, it is essential to secure the privacy and integrity of healthcare services and
concepts within smart cities [4]. Over the past ten years, there has been an increasing
integration of sensors in medicine and healthcare; recent study highlights the key
security and privacy challenges inherent in developing Internet of Things (IoT) archi-
tecture for healthcare applications. The study highlights the serious risks associated
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with gathering personal health information, such as blood pressure and heart rate,
and highlights the requirement for a system-wide integrated security solution. In
the context of smart city healthcare services, this all-encompassing strategy seeks to
safeguard private information and safeguard sensitive health information. Techno-
logical developments in artificial intelligence (AI) and the internet of things (IoT)
have opened up previously unheard-of opportunities to improve community health,
lower costs, and improve clinical and patient services [17]. However, modern health-
care management systems have many difficulties when it comes to the safe transfer
and preservation of data. Given that medical information systems frequently handle
enormous volumes of sensitive data and are connected to internal networks via the
Internet, security is crucial. Due to their connectedness, hospitals are more vulner-
able to malicious assaults and possible virus risks from outside devices. A prominent
hazard is ransomware, a type of malicious software that obstructs access to networks,
infrastructure, or device data and demands a fee to unlock. Ransomware attacks have
been connected to medical process disruptions that impact patient care. Hackers can
modify equipment to give false readings, give patients excessive dosages of medica-
tion, or perform other acts that endanger their health if they manage to take control.
Because they are vital pieces of infrastructure, health- care institutions exchange and
keep a lot of private data. They also rely a lot on IoT devices and electronic medical
records to provide patient care. Because of this combination, healthcare facilities are
more appealing targets for cybercriminals looking to demand large ransom payments.
Identity theft is a serious issue since it can result in the theft of personal data such
as bank and credit card information, insurance details, names, policy numbers, dates
of birth, billing information, diagnosis codes, and birth dates. Cybercriminals might
use this information to fabricate identification documents, market medical supplies,
and make false insurance claims. The possible repercussions highlight how crucial
it is for medical information systems to have strong security measures in place in
order to protect patient data and guarantee the accuracy of healthcare services.

4.5 Social Networks

Information extracted from online social networks, including platforms such as Face-
book, Instagram, and LinkedIn, provides valuable insights into social, economic,
and cultural dynamics [4]. Government entities, policymakers, authorities, and
commercial industries utilize this data to comprehend market trends and behavioral
patterns that shape individual interactions through open data sources. While offering
numerous benefits, the utilization of online social networks raises pertinent privacy
concerns. The study delineates critical vulnerabilities linked to the use of online
social networks, specifically outlining risks that jeopardize an individual’s identity,
anonymity, personal space, privacy, communication, and security. These vulnerabili-
ties predominantly emanate from potential actions by third parties, underscoring the
necessity for thoughtful consideration and protective measures to address privacy
issues associated with online social networks.
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5 Current Security Approaches

In the rapid evolution of Smart Cities, ensuring robust security approaches has
become paramount to mitigate emerging threats and vulnerabilities. The intricate
interconnectivity of diverse urban systems, from transportation and healthcare to
energy grids, demands a comprehensive and adaptive security framework. Traditional
security models are proving insufficient in the face of sophisticated cyber-attacks,
prompting the exploration of innovative approaches. This introduction delves into
the dynamic landscape of security in Smart Cities, exploring multifaceted strategies
such as blockchain technology, artificial intelligence, and decentralized networks.
The urgency to secure citizen data, critical infrastructure, and communication chan-
nels underscores the critical need for effective security paradigms. In the next subsec-
tions, we will discuss a few technologies that play an important role in the security
of smart cities.

5.1 Cryptography

Cryptographic techniques provide the foundation for security and privacy protec-
tion in smart applications by thwarting unauthorized access to data while it is being
stored, processed, and shared. In this section, we summarize some of the state-
of-the-art technologies and offer an overview of the cryptographic tools used in
smart systems today. For devices with limited resources, traditional algorithms and
encryption standards are problematic because of their computational complexity and
energy consumption [2]. As such, the usage of lightweight encryption has become
essential for the practical use of cryptographic technology. User data has long been
protected by cryptography during both transmission and storage (at-rest) [9]. Tradi-
tional methods like full disk encryption (FDE) and Transport Layer Security (TLS)
form the foundation for protecting the majority of internet traffic and data stored on
personal devices. Encrypting data from the point of creation to the point of destination
is known as complete cryptography, and it guarantees protection against unautho-
rized access at every stage of the process. This method changes the way that data is
secured by ensuring that, once encrypted, it is independent of any transport or storage
system, protecting its validity, confidentiality, and integrity. A novel method based
on the Blue Fish cipher in symmetric key cryptography is presented by the proposed
Message Authentication technique for Sensor Nodes (MASN) [10]. In a Wireless
Sensor Network (WSN), this solution handles scalable message authentication and
counteracts multiple node threats. Intermediary nodes authenticate every commu-
nication from source to base station, a crucial element of the WSN network that
includes the identification and rejection of faulty messages. Additionally, nodes guar-
antee message integrity when sending data to the base station. The results of the study
show that total source anonymity and unforgeability against specific message attacks
are achieved by the MASN system for sensor nodes. Concerns remain, though, about
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how the MASN technique affects sensor node computation overhead, energy usage,
and other aspects. Researchers show that the protocol is safe, resilient against many
types of attacks, such as replay, impersonation, and sensor node acquisition, through
testing and simulation. This shows that, in the context of wireless sensor networks,
the MASN strategy successfully strikes a balance between security, resilience, and
efficiency.

5.2 Blockchain

Blockchain technology has emerged as a promising solution for enhancing privacy
and security in Smart Cities, as evident in various research papers exploring its
applications in this domain [11]. Researchers recognize the decentralized and tamper-
resistant nature of blockchain as a means to address security concerns across different
systems within Smart Cities. Blockchain utilizes cryptography to administer a write-
only ledger, addressing issues of data integrity and authenticity associated with tradi-
tional techniques [9]. This ledger, shared by numerous users, consists of “blocks”
added to the previous block, forming a “chain” of verified transactions. These trans-
actions are validated by participants through proof-of-work calculations, with the
decentralized system preventing forgery or attempts to alter existing data. While
the most widely used blockchain implementation, Bitcoin, prioritizes public veri-
fiability, it lacks confidentiality, and de-anonymization methods can identify users
based on transactions. It’s crucial to note that privacy and confidentiality are not
the main objectives of most blockchain solutions, and assessing a technology’s
security qualities requires consideration of its real-world applications. Blockchain
technology, with its distributed, unchangeable ledger, provides strong data integrity
qualities. Blockchain is leveraged significantly in securing Internet of Things (IoT)
devices within Smart Cities. Research papers emphasize how blockchain establishes
a transparent and secure ledger for managing IoT device identities, transactions,
and data exchanges. By decentralizing control over IoT networks, blockchain mini-
mizes the risk of single points of failure and unauthorized access, thereby fortifying
overall security. Smart Contracts, a feature of blockchain technology, are exten-
sively studied for their potential in automating and securing various processes within
Smart Cities [12]. Studies demonstrate that in Software Defined Networking (SDN)
and smart contract-enabled municipal smart cities, innovative architectures based on
authentication and authorization for limited contexts are essential for collaborative
tasks.

5.3 Artificial Intelligence

Artificial Intelligence (AI) plays a pivotal role in securing Smart Cities, employing
predictive analytics for threat detection, facial recognition in surveillance, and
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autonomous systems for monitoring and response. AI-driven cybersecurity measures
identify and respond to potential cyber threats, while behavioral analysis tools
enhance security in crowded areas. Smart traffic management, optimized by AI,
contributes to accident prevention and efficient emergency response. Additionally,
AI aids in the development of autonomous security devices such as drones and robots.
Its role extends to optimizing emergency response, predicting incident spread, and
coordinating response units during crises. The use of AI reflects a paradigm shift
toward intelligent, proactive, and adaptive security strategies, ensuring the safety and
resilience of Smart Cities in the face of evolving challenges. Using either anomaly-
based or signature-based techniques, intrusion detection systems (IDS) are made to
automatically recognize occurrences suggestive of hostile adversary attacks [13].
While anomaly-based techniques concentrate on spotting departures from the ordi-
nary, signature-based techniques seek out and match attack signatures. Algorithms
for machine learning, such as ensemble learning algorithms like random forest and
gradient boosting, classical ML models like Na¨ıve Bayes, decision trees, and support
vector machines, and deep learning models like MLP, CNN, and RNN, identify
anomalies that indicate possible attacks or malfunctions. While there isn’t a unan-
imous agreement on the optimal classifier, these methods allow for quick action
and reduced risk. Adversaries possess the capability to target Machine Learning
(ML)-based intrusion detection systems to mislead the classifier [14]. In the realm
of cybersecurity, intrusion detection systems utilize machine learning algorithms to
identify patterns and anomalies indicating a security threat. However, attackers can
intentionally manipulate or provide misleading data to these systems, attempting to
deceive the machine learning classifier. This type of attack, known as adversarial
attacks on machine learning models, involves techniques such as injecting malicious
input or modifying features to evade detection by the intrusion detection system.

6 Future Work

The future of security in smart cities is poised for significant advancements, driven
by a nuanced understanding of the challenges and opportunities that arise in the
complex urban landscape. One critical aspect that requires attention is the need
for a holistic perspective on security. Beyond the traditional focus on technological
solutions, future research is likely to delve deeper into the human-centered factors
that influence the adoption and acceptance of smart city technologies. This includes
considerations of citizen perspectives, the” lived in” experience of smart cities, and
the factors that contribute to building trust among the population. As smart cities
continue to evolve, the role of legal and institutional dimensions in ensuring secu-
rity becomes increasingly pivotal. Research should explore how the legal system can
effectively address trust challenges within smart cities, providing a robust framework
for governance and accountability. This broader perspective encompasses not only the
technological aspects but also the regulatory and legal structures that underpin smart
city initiatives. Blockchain technology is expected to play a crucial role in enhancing
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security and privacy in smart cities. Ongoing and future research will likely focus on
the development of new government and industry regulations to facilitate the inte-
gration of blockchain, ensuring secure and transparent transactions. Pilot projects
will be essential to evaluate the cost implications of deploying blockchain-based
systems, and comprehensive cost-benefit analyses will guide informed decision-
making by governments. Interoperability and standardization are key challenges
that the future of smart city security must address. Heterogeneity, communication
protocol issues, and proprietary infrastructure currently hinder effective communica-
tion between smart cities. Future efforts will likely concentrate on establishing global
standards that foster interoperability, enabling seamless collaboration and commu-
nication across diverse smart city ecosystems. In the realm of network security, the
Internet of Things (IoT) will be a focal point of research. The complex network of
interconnected devices in smart cities demands innovative technologies to address
evolving security challenges. Understanding malware propagation characteristics,
modeling information spread patterns in wireless sensor networks, and developing
effective prevention strategies are areas ripe for exploration. Fog-based systems,
emerging as a vital component of smart cities, introduce new security challenges
due to their distributed nature. Future research will likely prioritize developing secu-
rity measures tailored to the unique vulnerabilities of Fog systems. Protecting smart
devices in Fog-based smart systems and preserving consumer privacy at the edge of
the network will be critical considerations.

User-centric approaches are anticipated to gain prominence in the future of smart
city security. Providing individuals with the ability to control their data, including
the right to delete or move data between service providers, will be a key focus. User-
friendly protection assistants that enhance both security and user comfort across
various smart applications are expected to be developed, aligning with individual
preferences and requirements. Data minimization strategies will become increasingly
important in smart cities to address privacy concerns. Ensuring that only necessary
data is collected, used, and stored will require technical guarantees and support
from governance and political structures. Striking a balance between data utility and
privacy preservation will be a central theme in the future of smart city security. The
necessity for lightweight security solutions is underscored by the resource constraints
of sensors and devices in smart cities. Future research will likely prioritize the devel-
opment of efficient, low-overhead security measures that align with the dynamic and
flexible nature of smart city environments.

Lastly, theoretical studies will form the foundation for comprehensive security
frameworks in smart cities. As smart applications continue to proliferate globally,
establishing a uniform concept of a smart city, including its definition and archi-
tecture, will be essential. Theoretical studies will bridge the gaps in understanding
and facilitate the incorporation and sharing of security mechanisms and network
protocols across the entire smart city landscape.
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7 Summary

The book chapter comprehensively explores the challenges and requirements asso-
ciated with securing smart cities. It emphasizes the need for a robust cybersecurity
framework, highlighting the complexity of the task due to diverse technologies. The
delicate balance between privacy concerns and optimizing civic functions through
data analysis is underscored. The text delves into key areas such as authentication,
confidentiality, accessibility, and integrity, elucidating their significance in smart
city security. Interoperability emerges as a pivotal facet, demanding standardized
protocols for effective communication. Security issues in specific domains like IoT
infrastructure, mobility, power systems, healthcare, and social networks are thor-
oughly examined, emphasizing the potential vulnerabilities and threats. The chal-
lenges posed by IoT infrastructure, mobility threats, smart power systems, health
care security, and social networks are discussed, offering insights into potential risks
and mitigations.

The book chapter also examines contemporary security strategies, emphasizing
the importance of blockchain, artificial intelligence, and cryptography in protecting
smart cities. A thorough examination is conducted of these technologies’ roles
in guaranteeing data integrity, confidentiality, and proactive threat detection. The
final section of the text anticipates future developments in the areas of user-centric
strategies, data minimization, blockchain integration, interoperability standards,
IoT network security, fog-based systems, user-centered security approaches, and
lightweight security solutions. It also highlights how crucial theoretical research is
to developing a unified understanding of smart cities and all-encompassing security
frameworks.
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1 Introduction

With ever increase in the usage of computer and other networks in cyberspace

and the emergence of Internet of Things (IoT) use cases, security is to be given

paramount importance. With IoT networks integrated with other networks, global

brain is being realized. However, there is ever increase in cyberattacks due to signif-

icant vulnerabilities in real life networks. The vulnerabilities are due to usage of

resource constrained devices and lack of global standards for security for IoT inte-

gration. With the emergence of Artificial Intelligence (AI) and its related techniques

along with big data, security in complex networks like IoT is made possible with

learning based approaches [1]. As discussed in [2–4] cyber security threats can be

detected using deep learning models that are designed based on neurons in human

brain. Industrial cyber physical systems, as discussed in [5–10] could be protected

from cyberattacks with deep learning based approaches. Various attacks including the

ones that are distributed in nature could be detected using deep learning approaches.

From the literature, it was observed that deep learning has potential to learn complex

patterns and features so as to improve the attack detection process.

Gani et al. [1] observed that IoT’s growth raises security concerns. Deep learning

and big data show promise in addressing vulnerabilities, requiring novel integrated

solutions. Al-Abassi et al. [6] proposed a deep learning-based ICS cyber-attack

detection model, outperforming conventional classifiers in accuracy and F1-score.

Rathore and Park [7] proposed DeepBlockIoTNet that integrates secure DL and

blockchain for IoT, addressing centralized control, security, and privacy challenges,

enhancing accuracy. The study done in [11–16] addressed escalating cybersecurity

threats by proposing a distributed deep learning system for attack detection in IoT/Fog

networks. The research study done in [17–20] found that the IoT’s growing influence

prompts the exploration of data extraction and knowledge utilization. Deep learning

stands out for its transformative potential in managing massive IoT datasets. From

the review of literature, it is found that there is need for improved CNN models for

leveraging detection of cyberattacks.
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2 Preliminaries

It focuses on the architecture of baseline CNN model. We extended this model and

used in the proposed deep learning framework. CNN is one of the popular deep

learning models being used in various application domains. Of late it is widely

used for intrusion detection research as well. With its architecture consisting of

convolution and pooling layers, it is possible to learn very complex patters from

high-dimensional space. Therefore, CNN is found to be suitable for training with

network traffic data. For instance, CICIDS2017 dataset used in this paper has 78

features and this kind of complexity can be handled by CNN model.

As presented in Fig. 1, architecture of a typical CNN model is provided with 8 ×

8 matrix input size. The model is made up of three components such as convolutional

layer, pooling layer and fully connected layer. The first layer extracts feature maps

from input while the second one optimizes them. Final classification is carried out

by the third layer. The feature map generation process in the convolutional layer is

expressed as in Eq. 1.

feature map{i} = input feature detector{i}; i ∈ K (1)

Once feature maps are generated, an activation function is used to break model

linearity. In the pooing layer, optimization of feature maps is carried out resulting

in reduction of dimensions. Once feature maps are pooled, there is flattening proce-

dure that converts data into 1D which is suitable for third layer. The third layer

has input neurons, hidden neurons (optional) and output neurons. Eventually output

Fig. 1 Architecture of a typical CNN
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neurons determine class labels. With the case study of this paper, output classes

are nothing but different kinds of cyberattacks. CNN is characterized by its shared

weights which makes the model efficient with fewer optimized parameters. It also

makes an optimizer to converge faster. It also has potential to get rid of overfitting.

The constraints associated with model weights can help in generalization of tasks.

Thus CNN is capable of detecting cyberattacks if it is used as IDA. Moreover, CNN

is efficient in learning complex patterns in the training data. In this paper, we intro-

duced pre-processing in our deep learning framework to balance data for multi-class

classification using CICIDS2017 dataset.

3 Materials and Methods

3.1 Problem Definition

Provided unlabelled network flows as input, proposing a deep learning framework

which can automatically detect and classify cyberattacks is the problem considered.

However, the proposed system is designed to be more efficient in attack detection

and classification when compared with existing models.

3.2 Proposed Framework

A deep learning based framework is proposed as shown in Fig. 2. The framework

has mechanisms to learn from training data and detect different kinds of cyberat-

tacks automatically. The framework has strong pre-processing methodology. The

given dataset [21] is subjected to pre-processing which includes dimensionality

reduction using Principle Component Analysis (PCA) and t-SNE, hyperparameter

tuning using XGBoost and feature selection. Dimensionality reduction process helps

in reducing number of features. Hyperparameter tuning is used to improve model

performance based on the given dataset. Feature selection is employed to choose

contributing features while discarding other features that are not significant in class

label prediction.

Once feature importance is estimated, a threshold is used for selecting features.

In our framework the threshold is set to 0.1 and it could be adjusted with empirical

study. We adjusted it to average feature importance *0.1. Then the dataset is split into

two parts known as training set (T1) and test set (T2) with 80% and 20% instances

respectively. An enhanced CNN model as shown in Fig. 3 (described in Sect. 3.3)

is configured and compiled. The resultant model is trained with training data. The

learned model is then persisted for future usage. Afterwards, the test data (unlabelled

data) is given the learned model. The advanced CNN model is thus used to detect

cyberattacks and classify them.
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Fig. 2 Proposed deep learning based framework for cyberattack detection and classification

3.3 Enhanced CNN Model

We enhanced baseline CNN model presented in Sect. 3 by configuring layers with

empirical study towards higher performance in cyberattack detection. The proposed

model is shown in Fig. 3. Python 3 is used for its implementation and PyTorch is

the framework used to configure layers in the enhanced CNN model. The proposed

model has number of layers implemented appropriately. Empirical study is made to

configure layers with the influence of the work in [21–23]. Based on the complexity

of the task in hand, it is important to have more layers in CNN. This is evident in

ResNet50 model. However, there is caveat that more layers do not guarantee better

performance always as discussed in [23]. Therefore, in this paper, we fixed the layers

with empirical study. The model takes batches of matrices as input where 9 × 9 is

the size of each matrix comprising 77 features along with 4 zero pads. The enhanced

model is made up of two convolutional layers, two max pooling layers and two fully

connected layers. Exhaustive grid search is carried out to fix kernel size, number of

layers, hyperparameters and number of neurons. Hyperparameters are chosen from

a subset of values and model is iteratively evaluated to fix best hyperparameters. The

first convolutional layer in the architecture (Fig. 3) kernel size is set to 3 × 3 while

padding and stride are set to 1. The input feature maps set is 16 and ReLU is the

activation function. Therefore, 16 feature maps of size 9 × 9 are generated by the

model for each matrix linked to the training batch. Each feature map is subjected to

ReLU. Afterwards, pooling of feature maps is done at the max pooling layer where

2 × 2 is the kernel size, padding is 1 and stride is 2. This will result in 5 × 5 sized 16

feature maps. Then second convolutional layer followed by second max pooling layer

are executed that have similar padding, stride and kernel size as that of preceding

layers.
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Fig. 3 Feature correlation analysis

4 Experimental Results

This section presents our experimental results using CICIDS2017 dataset is collected

from [21]. The proposed enhanced CNN model used in our algorithm is compared

against baseline CNN and Multilayer Perceptron (MLP) models. Enhanced CNN

model is configured as in Fig. 3 with number of epochs 100, batch size 64 and

early stop call back. Learning rate is set to 0.001 while loss function used is sparse

categorical loss entropy. The model converged at epoch 50 as we used the early

stopping criteria to eliminate overfitting possibilities.

As presented in Fig. 3, the features in the dataset are used to visualize a heatmap

reflecting feature correlation.

As presented in Fig. 4, the result of dimensionality reduction using t-SNE is

provided reflecting the fact that malicious and normal network flows are overlapped

and not clearly grouped into two clusters.

As presented in Fig. 5, feature importance of each feature is computed using

XGBoost model. Then the average feature importance is multiplied with 0.1 to arrive

at a feature importance threshold dynamically.
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Fig. 4 Dimensionality reduction using t-SNE

Fig. 5 Feature importance visualization
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Fig. 6 Confusion matrix of the enhanced CNN model

As presented in Fig. 6 confusion matrix is visualized to compare algorithm

predictions with ground truth towards arriving at the performance statistics.

As presented in Table 1, performance of the proposed algorithm ECNN-ADC

which is based on enhanced CNN model is compared against existing models such

as MLP and baseline CNN.

As presented in Fig. 7, performance of the proposed ECNN-ADC algorithm is

compared against state of the art models. The precision of MLP is 89%, baseline

CNN 89% and the proposed algorithm 94%. Highest precision is observed with the

proposed algorithm. In the same fashion, ECNN-ADC could have achieved highest

recall with 94% while MLP and baseline CNN could achieve 87% and 92% respec-

tively. As the F1-Score is the harmonic mean of precision and recall, this measure

showed similar trends as that of precision and recall. F1-Score of MLP is 88%,

baseline CNN 90% and the proposed algorithm achieved 94%. When it comes to

accuracy, the proposed algorithm could have achieved highest accuracy with 95%

while MLP and baseline CNN could show 89% and 91% accuracy respectively.

Table 1 Performance comparison among cyberattack detection models

Cyberattack detection model Performance (%)

Precision Recall F1-score Accuracy

MLP 89 87 88 89

Baseline CNN 89 92 90 91

ECNN-ADC (proposed) 94 94 94 95
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Fig. 7 Attack detection performance evaluation

5 Conclusion and Future Work

In this paper, we proposed a deep learning based framework known as Learning

based Cyberattack Detection Framework (LbCADF) which exploits an enhanced

Convolutional Neural Network (CNN) for automatic detection of cyberattacks in IoT

use cases. The framework is not only capable of detecting attack traffic flows from

benign ones but also classify them. The framework has strong pre-processing method-

ology. The given dataset is subjected to pre-processing which includes dimensionality

reduction using Principle Component Analysis (PCA) and t-SNE, hyperparameter

tuning using XGBoost and feature selection. Dimensionality reduction process helps

in reducing number of features. Hyperparameter tuning is used to improve model

performance based on the given dataset. Feature selection is employed to choose

contributing features while discarding other features that are not significant in class

label prediction. We proposed an algorithm known as Enhanced CNN for Attack

Detection and Classification (ECNN-ADC). Our algorithm exploits feature selectin

and hyperparameter tuning for leveraging quality of training. We configured early

stopping criterion to get rid of overfitting. The proposed framework is evaluated using

a benchmark dataset known as CICIDS2017. Our empirical study has revealed that

the ECNN-ADC outperforms many state of the art models such as MLP and baseline

CNN with highest accuracy 95% in cyberattack detection. In future, we intend to

improve our framework with feature engineering and model scaling towards detection

of unknown attacks as well.
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Digital Attack Identification

for the Internet of Things Using Machine

Learning

Saswati Chatterjee and Suneeta Satpathy

Abstract Millions of devices are connected by the Internet of Things (IoT), a quickly

expanding field that enables little user participation in device interaction. Neverthe-

less, because the internet is public, IoT is vulnerable to several kinds of cyberat-

tacks. To get around this, practical security measures like network detection algo-

rithms are essential. Traditional security solutions are insufficient given the storage

and computing power limits of IoT devices. Therefore, machine learning (ML)-

based intelligent network-based solutions are essential. Although ML techniques for

attack detection have been the subject of numerous studies in this paper, we evaluate

different machine learning (ML) techniques for IoT network threat detection to close

this gap. The authors of this study evaluate different machine learning (ML) tech-

niques for IoT network alerting to close this gap. They apply six alternative machine

learning algorithms and achieve high accuracy by using a recently generated dataset

named Bot-IoT for evaluation. They also extract additional characteristics from the

collected data that perform better than the features from earlier research. The study

adds to the body of knowledge by showcasing successful ML-based strategies for

IoT network security.
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1 Introduction

Globally, there is a growing concern about security and privacy when it comes to

computer networks because information technology is being used so widely in daily

life. There have been more attempts to compromise network and system integrity as

a result of the growth of web-based technologies.

The advanced technologies cover interconnected devices capable of autonomous

communication, eliminating the need for human intervention. This connectivity

extends to various objects equipped with sensors, spanning sectors such as healthcare,

agriculture, transportation, etc. IoT applications streamline tasks, conserve resources,

and revolutionize both work and lifestyle practices. IoT nodes, unlike traditional

networks, possess limited capacity and resources and lack manual controls. Better and

improved assault screening methods are therefore essential. One method that appears

to be promising for integrating intelligence into the Internet of Things is machine

learning or ML. Network traffic analysis, intrusion detection, and botnet detection are

just a few of the network security tasks for which machine-learning approaches have

proven effective Despite its myriad benefits, IoT also poses security challenges, as it

opens avenues for potential breaches [1]. Nonetheless, IoT offers vast opportunities

for knowledge exchange, innovation, and economic growth. Machine Learning (ML)

is an integral component of IoT solutions, enabling intelligent devices to adaptively

modify or automate their behavior based on acquired knowledge. ML algorithms

leverage data generated by devices or humans to infer valuable insights and are

commonly employed in regression and classification tasks [2]. Similarly, ML can

enhance security in IoT networks by providing advanced protection services.

Within cybersecurity, the use of machine learning for recognizing attacks is a

quickly developing field. Though ML techniques for attack detection have been the

subject of a lot of research in the literature, there hasn’t been much study on effective

detection strategies designed for IoT contexts. Two main approaches that machine

learning may for identifying malware jobs are signature-driven [3–7].

This method’s ability to detect unknown attacks is advantageous, but it may lead to

high false alarm rates as legitimate but unusual behaviors can be flagged as anomalies.

Hybrid techniques combine both anomalous and identification of signatures

methods to leverage their respective strengths. For example, a hybrid approach

presented in [8] enhances detection rates for known attacks while reducing false

positive rates for unknown attacks. Overall, while signature-based techniques excel

in detecting known attacks with minimal false alarms, anomaly-based methods offer

the advantage of detecting unknown attacks [9]. Hybrid techniques aim to leverage

the strengths of both approaches to enhance overall detection effectiveness. In this

work, we add to the body of knowledge by investigating how well machine learning

techniques identify Internet of Things network intrusions. Next, we apply seven

different machine learning techniques and obtain significant performance gains.

Through this investigation, we provide valuable insights into enhancing defense

mechanisms against IoT network attacks.
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2 Relevant Work

Many scholarly articles and a great deal of research have been done in the

field of algorithmic learning with an emphasis on machine intelligence and data

mining approaches for detecting intrusions, especially in conventional networks. We

reviewed several articles and gathered them into Table 1 to deliver a scenario of

current trends in attack analysis. Every study outlines the datasets utilized, the detec-

tion strategies applied, and the machine learning techniques used. Diversity in the

datasets and learning methods used was a key component of our selection criteria.

The examined research shows that machine learning methods are capable of effi-

ciently identifying intrusions in Internet of Things networks. Detection techniques

can be divided into two categories based on the literature addressing the application

of machine learning for Internet security: supervised and unsupervised techniques.

Unsupervised methods include studies such as [9–14], while supervised methods

encompass works like [9, 15–17]. In particular, unsupervised machine learning

methods have been applied to identification issues; auto-encoders are a prominent

example of an unsupervised technique that has been used in numerous publica-

tions. For example, Kitsune is an unsupervised network security system that uses

autoencoders to efficiently identify network attacks. Mirsky et al. advocated using

autoencoders to improve cyber threat detection. Similarly, one author suggested and

assessed a unique recognition technique [18, 19]. However, unsupervised machine

learning algorithms face challenges in network traffic analysis, where anomalies like

attacks are rare compared to normal flows, impacting detection success rates nega-

tively. On the contrary, supervised learning algorithms, trained on datasets labeled

with attack instances, offer better results. In a recent study, Moustafa et al. assessed

the Bot-IoT dataset using different models [20]. Our work, on the other hand, focuses

on assessing various models on the Bot-IoT dataset and extracting new features from

it. Furthermore, a further investigation used the Bot-IoT dataset [21]. All things

considered; this research demonstrates how machine learning approaches may be

used to improve threat detection in Internet of Things networks. Both supervised

and unsupervised learning techniques provide insightful information about how to

strengthen network security [22, 23].

Table 1 The list of features
Flow IAT Mean Flow Duration Flow Pkts/s

Flow IAT Max Fwd Pkt_Len_Mean TotLen Fwd Pkts

Fwd Pkt Len Mean Tot Bwd Pkts Fwd IAT Tot

Flow IAT Std Flow Bytes Tot Fwd Pkts

Flow IAT Min
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3 Proposed Approach

This section describes the dataset that was used and our recommended technique for

spotting dangers in IoT networks. To effectively identify abnormalities, our approach

applies machine learning algorithms after a series of initial processing stages. First,

CICFlowMeter is used to take out flow-based attributes from the raw dataset [24].

Next, we preprocess the data to make sure machine learning algorithms work with it.

The data must be transformed into a format that is appropriate for analysis at this stage.

After pre-processing we choose the qualities that the machine learning algorithms

will use throughout the feature selection phase. The application of machine learning

methods for attack detection brings our strategy to a close.

Figure 1 gives a visual representation of the processes involved in the detection

process and summarises our suggested approach.

Fig. 1 Proposed architecture
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For several important reasons, we chose to conduct our studies using the Bot-IoT

dataset. To begin with, the dataset is updated frequently to ensure that it remains

relevant to today’s IoT security issues. Secondly, it provides an extensive range

of attack types, including common botnet behaviors like information theft, denial

of service (DoS), and snooping. Thirdly, the dataset is extremely pertinent to our

investigation of IoT network security since it contains traffic produced by IoT devices.

Finally, the Bot-IoT dataset broadens the scope of research by enabling the creation

of additional characteristics from the raw data.

3.1 Implementation

This section focuses on our studies’ main goal, which is to assess how well machine

learning algorithms identify IoT network assaults. We start by outlining the dataset

that we used in our research. We then go over the machine learning algorithms that we

used in this research. Lastly, we outline the measures we took to put our experiments

into practice. To prepare readers for the in-depth analysis and results presentation that

follows, this part offers a thorough summary of the major elements of our evaluation

approach.

4 Dataset

When it comes to computer security activities that use predictive techniques, big

datasets are essential for properly analyzing and differentiating between regular and

anomalous traffic. Many experiments have been carried out to produce network

datasets over the years. Much research that uses algorithmic learning has evaluated

their methods using real or simulated network data, as. Although there are many

samples available, there hasn’t been much work done in creating realistic datasets

that include IoT-generated traffic and novel Botnet scenarios. Certain datasets don’t

include traffic created by IoT devices, or they don’t produce new features. Figure 2

is the graphical picturization of the dataset.

Additionally, certain datasets might have imbalanced class distributions or a lack

of variety in attack scenarios. For instance, a relatively big and clean N-BaIoT dataset

has problems with class imbalance, as evidenced by the substantially lower ratio of

typical information to targeted data.

We used the Bot-IoT dataset, which was created by Moustafa et al. to overcome

these issues in our studies. The Bot-IoT sample comprises modeled and real-world

IoT network traffic with different kinds of assaults categorized as data theft, denial of

service (DoS), and sniffing attacks [25, 26]. This dataset provides a more thorough

and realistic testbed for testing, making it an invaluable tool for assessing techniques

that use machine learning to locate connected device assaults.
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Fig. 2 Graphical representation of the entire dataset

5 Machine Learning Approach

The neural networks were chosen to cover a wide variety of techniques with unique

features. In a nutshell, the selected classifiers are: A non-parametric technique called

K-Nearest Neighbours (KNN) uses the largest class of each data point’s k nearest

neighbors to classify the data points. To maximize information acquisition, the ID3

(Iterative Dichotomiser 3) decision tree algorithm chooses the optimal characteristic

at each stage to divide the data into groups.

Random Forest: An approach to ensemble learning that minimizes overfitting

AdaBoost: An interactive learning method that builds a strong classifier by repeatedly

training weak classifiers on the incorrectly categorized data and giving them greater

weights. Quadratic Discriminant Analysis (QDA): A classification technique that

uses a quadratic decision boundary to simulate each class’s distribution. An artificial

neural network with numerous layers of nodes that can recognize intricate patterns

in data is called a multilayer perceptron (MLP). Naive Bayes (NB): A probabilistic

classifier that relies on the separateness properties and is based on the Bayes theorem.

These classifiers offer a thorough evaluation of machine learning methods for IoT

network attack detection; they were selected based on their popularity and efficacy

in a range of classification tasks [27–30].

K-Nearest Neighbors (KNN):

A straightforward reliable supervised learning algorithm is KNN. It searches

through the available data and links incoming information with similar existing points

in the dataset. KNN is quick while training but comparatively slow during estimating,

and it performs well with multiple dimensions.



Digital Attack Identification for the Internet of Things Using Machine … 397

Quadratic Discriminant Analysis (QDA):

For supervised classification tasks, QDA is appropriate. It’s a statistical method

for allocating measurable data to a single group out of many groups. When there is

little data available to characterize a category, QDA works best.

Random Forest (RF):

It puts together numerous distinct decision tree structures to create a “forest”.

When contrasted with alternative techniques, RF is lightweight, robust against noise

and outliers, and can handle big datasets with efficiency.

Adaptive Boosting (AdaBoost):

AdaBoost concentrates on classification problems and strives to make inadequate

classifiers stronger. When combined with different learning algorithms, it enhances

performance. AdaBoost is capable of efficiently handling errors in datasets.

Multilayer Perceptron (MLP):

One type of feedforward artificial neural network (ANN) is the MLP class. It

consists of invisible layers, the result, and the source.

Naive Bayes (NB):

NB is a popular supervised algorithm that is renowned for its ease of use. It is

used for tasks like traffic categorization in intrusion detection Although NB treats

features individually, it is more user-friendly but has less capacity to capture feature

interactions.

These algorithms were chosen for their popularity and effectiveness in addressing

various aspects of classification tasks, providing a diverse set of techniques for

detecting IoT network attacks.

5.1 Implementation Steps

Feature Extraction:

To fetch the flow-based attributes from actual internet traffic data in pcap format,

we used CICFlowMeter.Distributed by CIC, CICFlowMeter yield 84 network traffic

features. The objective of this procedure was to extract novel features from the dataset

to improve the classifiers’ prediction power.

Data Pre-processing:

The process of preparing a dataset for machine learning is known as data pre-

processing. To increase productivity, it contains processes to clean the dataset by

eliminating erroneous or unnecessary data that could compromise its accuracy.

Splitting Data:

Data are needed for training and testing throughout the machine-learning process.
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Eighty percent of the Bot-IoT dataset was used for training, and the balance of the

data was used for validation. This enables us to analyse the algorithm’s effectiveness

and determine how effectively it operates with unknown data.

Feature Selection:

Limiting the number of attributes and using only those required for the develop-

ment and evaluation of the algorithms is crucial to developing a lightweight security

solution appropriate for IoT systems. Since the Random Forest Regressor algorithm

has been demonstrated to be an efficient means of reducing dataset dimensionality,

we used it for feature selection.

5.2 Implementation of Machine Learning Algorithms

Using well-known machine-learning packages all experiments were carried out in

Python. Three stages comprised our organization of the dataset’s machine learning

algorithm assessment process:

1. Dealing with each assault in the information set independently using the

suggested algorithms.

2. Using a set of features that combines the finest attributes for every assault.

3. Using the seven top features found during the feature selection phase, apply the

algorithms to the complete dataset.

During these stages, we were able to thoroughly examine the machine learning

algorithms’ performance and determine how well they detected IoT network assaults.

These steps collectively form the foundation of our approach, ensuring that the dataset

is appropriately processed and partitioned for effective machine learning analysis of

IoT network attacks.

6 Result Analysis

Choosing the right performance metrics for the job at hand is crucial when assessing

how well predictive models perform. The following KPIs were employed by us for

our assessment:

Accuracy: The percentage of occurrences in the dataset that are properly classified

out of all instances.

Precision: The percentage of actual positive predictions among all the model’s posi-

tive predictions. It assesses how well the model avoids producing false positive

results.
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Recall: The percentage of accurate positive forecasts among all real positive examples

found in the collection. It assesses how well the model can account for every positive

example.

F-measure: A balanced indicator of a classifier’s efficiency, calculated as the

harmonic mean of precision and recall.

These performance metrics enable us to evaluate how well our machine-learning

algorithms identify and classify connected device threats. Table 2 describes the

various attacks. We divided the process of evaluating machine learning techniques

for the given data set into three stages:

Phase 1: Applied machine learning techniques to every assault in the information

set independently. Table 3 provides a summary of the findings. Except for Naive

Bayes (NB) and Quadratic Discriminant Analysis (QDA), all algorithms success-

fully detected the majority of kinds of attacks over ninety of the time. Because the

ID3 algorithm has a short processing time, it prioritizes speed and demonstrated an

outstanding success rate in six out of ten tests. Despite having the lowest overall

F-measure, Naive Bayes showed quicker processing speeds.

Phase 2: Utilized machine learning techniques throughout the complete dataset,

combining feature sets derived from the most effective characteristics for every

attack.

Table 2 The type of attack
Attack Names

DDOS HTTP

DDOS UDP

DDOS TCP

DOS HTTP

DOS UDP

DOS TCP

Data exfiltration

Keylogging

Service Scan

OS Scan

Table 3 Performance analysis

ML algorithm Accuracy Precision Recall F-measure

NB 0.79 0.85 0.79 0.77

QDA 0.87 0.89 0.87 0.86

RF 0.97 0.97 0.97 0.97

Adaboost 0.97 0.97 0.97 0.97

MLP 0.84 0.87 0.84 0.83

KNN 0.99 0.99 0.99 0.99
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The findings, which indicate that Adaboost is the method that performs the best,

While Naive Bayes demonstrated the lowest score but the fastest execution, KNN

demonstrated slower processing in comparison to other algorithms, despite having a

higher performance score.

Phase 3: Utilizing the seven top features found from feature selection, machine

learning methods were applied to the complete dataset. Although the algorithms’

F-measure performance remained unchanged, the execution times significantly

decreased as a result of the feature count reduction, from 13 attributes in Phase

2 to 7 attributes in Phase 3.

In the evaluation process, we structured our approach into three distinct phases:

Phase 1: We utilized distinct machine-learning algorithms for every assault present

in the dataset. The findings, which are compiled in Table 3, showed that the majority

of algorithms identified various kinds of assaults with over 90% accuracy rate. except

for Naive Bayes (NB) and Quadratic Discriminant Analysis (QDA). The ID3 algo-

rithm demonstrated the highest success rate across six out of ten tasks, emphasizing

its efficiency due to low processing time. However, Naive Bayes exhibited faster

processing times despite having the lowest overall F-measure.

Phase 2: Utilizing feature sets created from the most effective characteristics asso-

ciated with each attack, machine learning methods were applied to the whole dataset.

Notably, Naive Bayes demonstrated faster execution while having a lower score than

KNN, which showed slower processing when compared to other algorithms.

Phase 3: We used the seven best features from feature selection to apply machine

learning methods to the complete dataset. The execution times significantly lowered

as a result of the feature count being reduced from 13 attributes in Phase 2 to 6 char-

acteristics in Phase 3, even though there were no significant changes in performance

as assessed by the F-measure. Together, these stages offered a thorough grasp of

how predictive algorithms function in identifying Internet of Things network threats,

emphasizing the trade-off between processing speed and performance.

7 Conclusion

This article used the Bot-IoT dataset, which is regularly updated, has a wide variety of

attacks, and includes a range of network protocols, to detect IoT attacks on networks

using machine learning techniques. Using CICFlowMeter, movement-based charac-

teristics were obtained from raw traffic traces to create 84 network-related features

that defined the network flow. The Random Forest Regressor algorithm was utilized to

calculate importance values throughout implementation to identify the characteristics

that were utilized in machine learning techniques. To discover common key quali-

ties, two approaches were used: one included computing weights independently for

each sort of attack, while the other involved calculating weights for a group that

included all attacks. We employed seven popular machine learning algorithms, and

their performance was measured using F-measure scores:
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Subsequent research endeavors may aim to improve the accuracy of detection by

assessing the efficacy of unsupervised algorithms and integrating diverse learning

algorithms into a multi-layered model.
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IoT Applications and Cyber Threats:

Mitigation Strategies for a Secure Future

Pratik Kumar Swain, Lal Mohan Pattnaik, and Suneeta Satpathy

Abstract The rapid evolution in development and implementation of IoT (Internet

of Things) devices has transformed the way we interact with the digital world which

offers unparalleled challenges. This research provides a comprehensive study of IoT

technology, its various applications and exploring into the IoT cyber threat land-

scape, this paper serves as a roadmap for navigating the complex and dynamic IoT

cyber threat landscape. The study begins by explaining the fundamental principles

and architecture of IoT along with explanation of the complex web of interconnected

devices in IoT ecosystems. It then proceeds to explore the multilayered applications

of IoT across various domains like smart cities, agriculture, smart homes, indus-

trial automation, etc. Along with expansion of IoT ecosystems, cyber threats and

challenges are also increasing. An in-depth study of these potential cyber threats,

vulnerabilities and risks related with IoT devices and IoT ecosystems has been done

in the manuscript. Strategies for mitigating these cyber threats are discussed which

encompasses both technical and policy-oriented approaches and also highlights the

evolving regulatory landscape surrounding IoT security, emphasizing the need for

standardized frameworks and best practices to ensure a resilient and secure IoT

infrastructure. The study of emerging trends and technologies shaping the future of

IoT such as edge computing, artificial intelligence, machine learning and blockchain

along with their implementation for enhancing security and mitigation strategies.

The interdisciplinary domain of IoT requires collaboration between researchers,

manufacturers, stakeholders and policymakers.
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1 Introduction

Connectivity is the foundation of technological evolution in today’s generation, the

IoT (Internet of Things) has developed as a model-shifting force in which it helps in

connecting the bridge between the physical and digital world. The beginning of the

IoT ecosystem builds a monumental shift in our technological landscape, where it

consists of a variety of smart devices and from everyday smart machines to industrial

machinery are linked and generating vast streams of data. This interconnected IoT

ecosystem provides an unparalleled advancement in efficiency, productivity, user

experience, changing the way we work, interact and live with surroundings. From

resource optimization and utilization in smart cities to healthcare devices revolution-

izing patient’s health care, the impact of IoT echoes across many industries, reshaping

conventional methods and enhancing the decision-making capabilities [1]. But as we

admire the promise of a connected future, the inherent challenges that are embedded

in the IoT landscape cannot be overlooked or ignored, particularly those challenges

that are related to security. The vulnerabilities or loopholes of the interconnected

devices raise concerns about the confidentiality, integrity and availability (CIA triad)

of the data, unauthorized access and the threat of cyber-attacks. Understanding the

distinctions of IoT security is dominant in safeguarding the IoT ecosystems of this

interconnected world.

1.1 Internet of Thing (IoT)

IoT refers to a network of interconnected smart devices, objects and systems that are

embedded with sensors, hardware, software and other technologies that are embedded

in them which it collects, processes and exchanges data over the internet. These

IoT devices can range from everyday devices such as smartphones, smart wear-

ables and home appliances to industrial machinery, automobiles and infrastructure

components. The key components of IoT are:

Devices and Sensors. IoT devices are equipped with various sensors to collect

data from the surrounding environment. These sensors can measure parameters like

temperature, pressure, humidity, motion, etc.

Connectivity. IoT devices depend on connectivity technologies like Wi-Fi, Blue-

tooth, cellular networks, Zigbee and others to transmit data to the cloud or other

devices within the network or over the network.

Data Processing and Analytics. The data collected by IoT devices is processed

and analysed to extract meaningful information. This involves techniques like data

filtering, machine learning and predictive analytics.

Cloud Computing. It plays a vital role in the IoT ecosystem by providing scal-

able storage, computing power and services for data processing, analysis and
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management. It also facilitates remote monitoring, control and management of IoT

devices.

Edge Computing. Data processing and analysis are executed closer to the source

of data (i.e., at the edge of the network) rather than in centralized cloud servers in

edge computing. It reduces latency, conserves bandwidth and enhances the privacy

and security in IoT ecosystems and deployments.

Security and Privacy. Its objective is to protect the IoT ecosystem against data

breaches, unauthorized access and other cyber-attacks. Defensive measures include

encryption, authentication, secure firmware updates, access control and intrusion

detection systems.

1.2 IoT Architecture

The IoT architecture includes a network of interconnected devices, sensors, software

applications and actuators that work simultaneously in collecting, transmitting and

processing of the data. This architecture typically consists of several layers, each

layer serves as a distinct function in the IoT ecosystem [2]. The following key layers

of an IoT architecture are shown in Fig. 1.

Perception Layer. This layer comprises hardware embedded with sensors and actu-

ators to observe the physical environment. Sensors collect data from the surrounding

environment, while actuators enable devices to interact with the physical world.

Network Layer. This layer helps in creating and maintaining communication

between IoT ecosystems by enabling data transmission. It makes use of many

networking technologies like Bluetooth, Wi-Fi, etc.

Middleware Layer. This layer acts as a middle-man between perception layer and

application layer. Its objective is to preprocess data, protocol translation, device

management and ensure the continuous communication between diverse devices

and applications.

Application Layer. This layer consists of software applications that utilizes data

which are generated by the IoT ecosystem in order to provide value added services

and can perform some specific tasks ranging from data visualization to complex

analytics.

Edge Computing Layer. This layer assists IoT devices by giving computational

resources which allows data processing and analysis, reducing latency, conserving

bandwidth and enhancing real-time responsiveness.

Cloud Computing Layer. This layer provides scalability for processing, analysing

and storing large volumes of IoT data through the help of services like data storage,

analytics and application hosting.
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Fig. 1 IoT architecture

Security Layer. This layer implements security techniques which includes encryp-

tion, authentication, access control and intrusion detection to protect the CIA triad

of IoT devices, data and communication from cyber threats.

These layers work together as one in which it enables seamless integration

of physical devices with the digital ecosystem. Each layer plays a vital role in

collecting, processing and analysing data to deliver valuable insights and services

while addressing cybersecurity concerns through robust security measures and

protocols.

2 Literature Survey

The literature encompassing the relation between the cybersecurity and IoT appli-

cations offers valuable insights into the multilayered challenges faced by the inter-

connected devices in the IoT ecosystem. Many research scholars and practitioners
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have extensively explored various parameters of IoT technology like its bene-

fits in enhancing efficiency of the security mechanism and detection of security

vulnerabilities in IoT devices.

Thakkar and Lohiya [3] studied many IDS (Intrusion Detection System) tools for

IoT networks and their study highlighted the need for advanced defence mechanisms

to mitigate the IoT threats. Their research was about the different strategies for

deployment of IDS within the IoT ecosystem with the combination of Machine

Learning and Deep Learning algorithm in detecting cyber-attacks within the network.

They highlighted many security challenges in the IoT ecosystem and the scope of

the IoT cyber threats.

Da Costa et al. [4] highlighted the challenges faced by intrusion detection in the IoT

networks. They presented on recent developments in IDS and the integration of other

defence techniques for securing the IoT networks. Their literature survey mainly

discussed the development of security protocols by the community and industries

that balances energy consumption and protection of the IoT devices. They studied the

advanced defence techniques that are used in network security specifically in IDS

and aimed for enhancing the positive mitigation rates while minimizing the false

positive rates.

Ashraf et al. [5] worked on a comprehensive study of the application of Deep

Learning and Machine Learning algorithms in IDS particularly developed for safe-

keeping of the IoT ecosystem. They presented the overview of the architecture of

IoT, protocols, vulnerabilities and potential protocol based cyber threats. They also

reviewed a variety of researches that are related to the IDS techniques and attack

classification particularly for the IoT network. The authors discussed the emerging

challenges and showed that current IDS tools used in IoT networks are not perfect

and it requires further development.

Ahmad and Alsmadi [6] presented their in-depth study after analysing research

papers about emerging IoT security trends from the year 2019–2020. They mainly

focused on 3 domains: Information Security, Machine Learning (ML) and IoT in

which it led to 6 research questions and the aim of their study was on finding out miti-

gation strategies that are implemented to classify cyber-attacks like DDoS attacks,

unauthorized access, etc. on IoT ecosystems.

Hussain et al. [7] worked on the ML and DL application in the domain of IoT in

terms of security purposes. They highlighted the security challenges, attack method-

ology and need of security within the IoT ecosystem. They discussed various ML

and DL algorithms and their performance during securing IoT devices together with

the limitation of traditional Machine Learning algorithms. They also researched

about the existing security solution and pointed out research gaps. They suggested

enhancing the main components of Deep Reinforcement Learning and DL and it

must be examined and tested based on computational ability and effectiveness in

learning the pattern of the attacks.

Liang et al. [8] showed the pros and cons during the integration of Machine

Learning for IoT and CPS and also discussed the advantages of ML implementation to

enhance the security in IDS and CPS while underscoring the challenges and security

issues. They discussed the ML loopholes that existed across various phases like data
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collection, data pre-processing, validation, training, testing and implementation, and

also alerts on misusing Machine Learning in deploying cyber-attacks and invented

mitigation strategies to dissolve these issues.

Chaabouni et al. [9] reviewed various researches related to Network IDS for

IoT implementing multiple learning techniques. Their review consists of existing

datasets that are related to Network IDS and implementation of open-source tools

which are strictly evaluated. The author discussed the architecture of NIDS and

the methodology in the IoT ecosystem encompassing traditional Machine Learning

based mitigation techniques. They proposed a state-of-the-art learning technology

about the NIDS in the IoT ecosystem. This proposed model showed high detection

accuracy and less false positive rates.

Tahsien et al. [10] proposed ML base security mechanism for the protection of

IoT devices and introduced various IoT architecture layers and showed types of

security challenges faced by each of the layers together with different types of cyber

threats on the IoT threat landscape. Their review presented various ML approaches

and how these approaches can be implemented to mitigate these cyber-attacks on

IoT ecosystems. They showed an in-depth study of security related classification

solutions for the IoT systems particularly focused on ML algorithm integration in

the IoT system architecture layers and also highlighted the limitations and challenges

of ML based approaches for the IoT system.

Wu et al. [11] had done a comprehensive evaluation of the unique features and

polices of the IoT security protection and also researched about the AI methodologies

including ML and DL which can be implemented in IoT security. Their study has

presented a comprehensive overview of AI based solutions encompassing various

algorithms and technologies to mitigate four emerging security threats: Unauthorized

access, Intrusion Detection System, Malware and against DDoS attack. For the future

purpose, the authors can explore the impact of the emerging challenges faced during

implementation of AI in IoT security.

Bibi et al. [12] studied the major cyber-attacks that are targeting IoT devices at the

network and physical layers. They have discussed the evolution of the botnet of IoT

devices, architecture of an IoT botnet and compared it with traditional architecture

of botnets. They also presented Mirai Botnet Attack case study and also discussed

the tools and techniques that are used to detect botnet networks. Their work aimed to

enhance the defence mechanism and the security configuration of these IoT devices

by analysing the cyber-attacks that are targeting these devices.

Aamer [13] explained various types of security threats related to the IoT environ-

ment and its layers including network attacks, encryption attacks, firmware attacks

and physical attacks. They also presented about the applications of IoT in various

sectors like Smart Cities, Healthcare, Agriculture, Smart Homes, etc. The main

contribution of the author was to examine various security challenges on the IoT

architecture layers and design a model to gather and provide information to manu-

facturers and IoT researchers in which it helps in enhancing the security of the IoT

devices.

Gerodimos et al. [14] showed an IoT model along with the security threats faced by

other research scholars like privacy issues and data mining problems. They described
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the proposed IoT model and various types of security attacks that target each layer of

the IoT model that includes application layers, transportation layers and perception

layers. They have done comparisons of existing various models and the techniques

implemented were also presented.

Tsiknas et al. [15] presented the security threats and risks related to the IoT

ecosystem and introduced a ML based model to classify and predict IoT attacks. The

aim of this study was to provide the methodology of IoT security threats so that the

cyber security researchers can easily understand the relation between IoT network

and general network security. They introduced an IoT system and examined the data

collected by it over nine months, then evaluated the effectiveness of the classification

models based on ML and proposed a framework for integration in the IoT ecosystem.

Ahmad et al. [16] proposed two IoT architectures: 3-layered and 5-layered archi-

tecture in which 3-layer architecture includes perception, network and application

layer and the 5-layer architecture consists of perception, network, middleware, appli-

cation and business layer. They highlighted some of the features like connectivity,

intelligence, sensors, etc. and advantages of implementing the IoT ecosystem. They

listed out the vulnerabilities of the IoT devices and various threats that can harm in

every layer of the architectures.

Wheelus and Zhu [17] studied the IoT architecture, interpretations of its layers and

applications of IoT in various domains. They did a literature review on IoT security

and its challenges and also mentioned various mitigation methods to mitigate these

challenges and many technological challenges faced due to limited resources given

to the IoT system. They proposed a technological innovation that can address these

challenges and it enhances the performance of the IoT devices and also enhances the

security model of the IoT.

Borcherding et al. [18] discussed some security issues related to IoT like threat to

integrity of the data, encryption and decryption, privacy, frameworks and many other

challenges based on IoT. Their study highlighted the networks and inter connection

of IoT that have already been researched by researchers. The author proposed a

security model for the IoT network that has 6 main layers: coding layer, perception

layer, network layer, middleware layer, application layer and business layer and the

author also discussed various communication protocols, components and standards

that builds a robust architecture for the IoT ecosystem.

Le et al. [19] examined the recent security state in the domain of IoT and discussed

the security challenges related to the IoT ecosystem. They described the IoT appli-

cations in the domain of healthcare services and industries and also discussed the

security threats faced in various layers in IoT healthcare architectures. Malware

types are presented and its relation to IoT like viruses, spyware, keyloggers, worms,

Trojan horses and some of the real-life case studies of malware impacts and its attack

methodology like Mirai botnet attack, reaper and echo Bot.

The complex relation between IoT applications and cybersecurity highlights both

the huge potential for innovation and the crucial need for the development of robust

IoT security defensive measures through analysing the results and its insights from

existing research.
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3 IoT Application Landscape

The development of Internet of Things (IoT) technologies has resulted in evolving

changes across various industries, revolutionizing business operation and interaction

of the individuals with their surroundings [20, 21]. The multilayered applications of

IoT across various domains that leveraging interconnected devices to drive innovation

and efficiency are shown in Fig. 2.

3.1 Smart Cities

Implementation of IoT technologies enables the urban landscape in reshaping and in

development which provides municipalities unparalleled abilities to enhance infras-

tructure resilience, optimize resource allocation and improve quality of life for

residents [22, 23]. Smart city initiatives encompass a wide array of applications,

including:

Traffic Management. IoT sensors implanted in roads, traffic lights, traffic cameras

and vehicles enable real-time monitoring of traffic flow, allowing dynamic adjust-

ments to signal timings and routing to lessen traffic congestion.

Public Safety and Security. Integrated surveillance systems united with IoT

ecosystem and analytics platform which allows law enforcement agencies to proac-

tively identify and respond to security threats, enhancing situational awareness and

enhancing quick emergency response capabilities.

Energy Efficiency. IoT-enabled energy management system is implemented to

monitor the pattern of the energy consumption, helps in optimizing energy distri-

bution networks and helps in assisting in reducing waste and mitigate environmental

impact.

Fig. 2 Applications of IoT
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Waste Management. IoT-enabled waste collection vehicles helps in streamline

collection of wastes and also provides a real-time fill level monitoring, route plan-

ning optimization and minimizing operational costs while encouraging sustainability

goals.

3.2 Industrial IoT (IIoT)

In industries, IoT technologies are changing traditional manufacturing processes

into hybrid processes which are more productive and efficient. It enables industries

in predictive maintenance of machines to minimize downtime and optimize asset

utilization [24]. Key application of IIoT includes:

Predictive Maintenance. IoT sensors installed on industrial machines collect real-

time performance data and it enables predictive analytics algorithms to predict equip-

ment failures. It provides the schedule for the proactive maintenance of industrial

equipment in which it helps in reducing unplanned downtime and maintenance costs

optimization.

Asset Tracking and Management. IoT-enabled industrial asset tracking solutions

leverage GPS, RFID tags and wireless connectivity to monitor the condition, location

and status of these assets throughout the supply chain and streamlined logistics

operations.

Remote IoT Monitoring. IoT ecosystem enables remote managing and moni-

toring of all industrial IoT equipment. It assists operators in optimizing produc-

tion parameters, monitoring environmental conditions and responding swiftly to any

anomalies.

3.3 Healthcare

In the healthcare sector, application of IoT technologies is revolutionizing by

improving patient care, enhancing clinical workflows, enhancing operation effi-

ciencies and enabling remote patient health monitoring [25]. Key applications

include:

Remote Patient Monitoring: Smart wearable devices equipped with biosensors and

wireless connectivity enable continuous monitoring of the health parameters and vital

signs like heartbeat monitor, oxygen monitor, BP monitor, etc. in which it facilitates

early detection of any health issues and enables timely treatment.
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Telemedicine and Remote Consultation: IoT-enabled telemedicine platforms helps

in connecting patients with healthcare providers remotely, enabling virtual consul-

tations and treatment planning, thereby improving access to healthcare services and

reducing the load on traditional healthcare infrastructure.

Smart Medical Devices: IoT-enabled medical equipment like smart insulin pumps,

connected inhalers and digital pill dispensers in which it helps in improving medica-

tion adherence, dosage accuracy and treatment effectiveness. This equipment can also

automatically transmit data to healthcare providers for analysis and decision-making.

Medical Asset Tracking: IoT integration for medical asset management helps in

tracking location and utilization of critical medical equipment like infusion pumps

and defibrillators, etc. In which it improves inventory management, enhancing

equipment utilization and ensuring regulatory compliance.

3.4 Agriculture

In the agricultural sector, integration of IoT technologies is driving the emergence

of precision agriculture practices in which it enables farmers to optimize resource

allocation, monitor crop health, analyse soil quality, observe climate conditions and

enhance productive yield [26]. Key applications include:

Precise Irrigation. IoT sensors that are deployed in fields in which it measures

moisture levels of the soil, weather conditions, pest detections and water requirements

for the crops. It enables precision irrigation systems to deliver the correct amount of

water at the right time, minimizing water waste, maintaining sustainable development

goals and maximizing crop yields.

Crop Monitoring. IoT integrated drones and ground-based sensors capture data

on crop health, growth patterns and environmental conditions in which it provides

farmers with insights to optimize planting strategies, detect pests and diseases early

and apply quick response.

Livestock Management. IoT integration in livestock management helps in moni-

toring and tracking anime health, their behaviour and real-time locations. It assists

farmers in optimizing feeding schedules, detecting any sign of illness or distress in

livestock and improving overall livestock management practices.

The diverse applications of IoT across industries, smart cities, healthcare, agri-

culture and other domains provides opportunity in boosting innovation, efficiency

and sustainability. However, the expansion of interconnected devices and the IoT

ecosystem have introduced evolving cybersecurity risks, demanding robust mitiga-

tion strategies to safeguard sensitive data, protect critical infrastructure and ensure

the protection of the CIA triad of the IoT ecosystems.
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4 Cyber Threat Landscape in IoT

The growth of Internet of Things (IoT) devices has accompanied unparalleled connec-

tivity and convenience across diverse domains, ranging from smart homes and health-

care to industrial automation and critical infrastructure like PowerStation, Hospitals,

etc. However, this exponential growth in IoT integration has also given rise to a

complex and evolving cyber threat landscape, categorized by diverse attack vectors,

sophisticated malware and significant security vulnerabilities. Understanding this

multilayered nature of cyber threats in the IoT ecosystem is crucial for inventing

effective mitigation strategies to safeguard interconnected devices and IoT networks

[27, 28].

4.1 Attack Vectors

IoT ecosystems consist of a wide range of interconnected endpoints which includes

sensors, actuators, wearables and industrial machinery. Each presenting unique attack

surfaces for malicious actors to exploit. Common attack vectors in the IoT landscape

are shown in Fig. 3

Weak Authentication and Authorization. Many IoT devices are delivered with

default credentials, making them vulnerable to credential stuffing attacks, guessing

attacks and unauthorized access. Weak authentication mechanisms coupled with

careless configuration of authorization controls enables rivals to compromise devices

and gain unauthorized control over critical functions.

Fig. 3 IoT attack vectors
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Insecure Communication Protocols. IoT devices often rely on insecure communi-

cation protocols like Bluetooth and Wi-Fi, which may lack encryption or authenti-

cation mechanisms, leaving data transmissions vulnerable to interception, modifica-

tion, fabrication and tampering. Man-in-the-middle attacks and packet sniffing tech-

niques can be leveraged to eavesdrop on sensitive information exchanged between

IoT devices and backend systems.

Firmware and Software Vulnerabilities. Firmware and software updates to address

security vulnerabilities and enhance device functionality are released by the manu-

facturers. However, IoT devices deployed in real-world environments may remain

unpatched or outdated resulting in exposing them to exploitation by known vulnera-

bilities. Attackers can exploit these vulnerabilities to execute remote code execution

(RCE) attacks, buffer overflows and other exploits targeting vulnerable firmware and

software components which can disrupt the entire IoT ecosystem.

Physical Tampering and Device Compromise. Physical unauthorized access to

IoT devices can enable tampering, reverse engineering or hardware-level attacks in

which it aims in extracting sensitive data, modifying device configuration or injecting

malicious code. Compromised devices may be reused as botnet networks which are

used to launch DDoS attacks or to incorporate into larger-scale cyber-attacks targeting

critical infrastructure or government networks.

4.2 Emerging IoT Threats

The evolving landscape of the IoT ecosystem and their integration into many diverse

environments have given rise to evolving and emerging threats which exploit IoT

vulnerabilities. Some emerging IoT threats are shown in Fig. 4

Botnets and DDoS Attacks. Botnets are the networks of compromised devices

controlled by hackers in which it poses a threat on IoT networks. These botnets

Fig. 4 Emerging IoT threats
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leverage vulnerable IoT devices like routers, IP cameras and smart home appliances

to conduct large-scale Distributed Denial of Service (DDoS) attacks. By harnessing

the collective computing power of thousands of compromised devices and with the

help of botnet operators can overwhelm targeted networks and services, disrupting

operations and causing widespread outages [29].

Ransomware Targeting IoT. Ransomware is a malicious software that encrypts files

or locks users out of their devices until a ransom is paid in the form of cryptocurrency

which are untraceable. It has evolved and is targeting IoT devices with increasing

frequency where the attackers exploit vulnerabilities in IoT firmware configurations

to gain unauthorized access to devices, encrypting confidential data and disrupting

device functionality. This poses significant risks, particularly in critical sectors such

as healthcare and manufacturing where ransomware attacks on IoT devices can lead

to operational disruptions, data loss, data leaks and financial extortion [30].

Supply Chain Compromises. It poses a significant threat and often overlooked

in IoT security, it involves attackers infiltrating into manufacturing and distribu-

tion processes to implant malicious hardware or software within IoT devices. These

compromised devices may contain firmware vulnerabilities, hidden backdoors and

malicious codes that can be remotely exploited by malicious actors to gain unautho-

rized access, exfiltrate sensitive data and can have persistence connection later can

launch further attacks within targeted networks.

Insider threats and misconfiguration. It represents a persistent threat in IoT secu-

rity. Inadequate security practice such as failure to change default credentials, miscon-

figuring device settings or neglecting software updates can expose vulnerability of

IoT devices to exploitation by malicious actors. Additionally, insider threats present a

significant risk as disgruntled employees or insiders with privileged access may delib-

erately abuse their permissions to compromise IoT infrastructure or steal sensitive

data.

4.3 Vulnerabilities in Critical Infrastructure

The integration of the IoT ecosystem into critical infrastructure of a nation which

includes power stations, transportation, healthcare, etc. introduces unique security

challenges due to the potential impact of cyber-threats on public safety, economic

stability and national security. Vulnerabilities in Industrial Control Systems (ICS),

Supervisory Control and Data Acquisition (SCADA) systems and Operational Tech-

nology (OT) networks can expose critical infrastructure assets to operational disrup-

tion, physical damage and compromise of safety–critical functions in which it can

result in creating chaos.

SCADA and ICS Vulnerabilities. SCADA and ICS environments are increasingly

interconnected with IoT devices and IT networks expanding the attack surface and

enhancing the risk of cyber threats. Vulnerabilities in SCADA systems, insufficient
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access controls and lack of network segmentation create opportunities for rivals to

disrupt industrial processes, manipulate control systems and can cause physical harm

to infrastructure assets.

Healthcare IoT Risks. Due to the sensitive nature of medical data and healthcare

IoT devices face challenges during safe keeping of these devices. Vulnerabilities or

loopholes in networked medical devices like patient monitors, infusion pumps, etc.

can result in exploitation, unauthorized access, data breaches and compromise of

patient safety through tampering or manipulation of the IoT devices.

4.4 Privacy and Data Security Concerns

IoT devices collect vast quantities of personal and sensitive data that raises signif-

icant privacy and data security concerns particularly regarding transmission, data

storage and access control. Weak security measures like unencrypted data storage,

default credentials, etc. exposes IoT ecosystems to identity theft, data breaches and

unauthorized access.

Data Breaches and Privacy Violations. Unauthorized access to IoT data archives or

cloud storage services can result in exposing confidential information like personal

identifiers, behavioural patterns and health records to unauthorized parties or get

auctioned in dark webs. Privacy violations from IoT devices with built-in cameras,

microphones, or location tracking capabilities raise ethical and legal concerns

regarding user consent and transparency in data processing practices.

Regulatory Compliance and Legal Implications. Regulatory Compliance with

privacy regulations such as the General Data Protection Regulation (GDPR), Health

Insurance Portability and Accountability Act (HIPAA) and California Consumer

Privacy Act (CCPA) are crucial for organizations deploying IoT devices particularly

in regulated sectors like healthcare and finance. Non-compliance with data protec-

tion laws may result in heavy fines, reputational damage and legal sanctions for

organizations found responsible for data breaches or privacy violations.

4.5 Future Trends and Challenges

IoT technologies continues to develop, evolve and expand across various industries,

several key trends and challenges that are controlled in order to maintain the future

of the IoT cyber threat landscape:

5G Connectivity and Edge Computing. The deployment of 5G networks and

advancements in edge computing are likely to accelerate the integration of IoT

devices to enable low-latency, high-bandwidth communication for real-time applica-

tions. However, the increased complexity and surface area introduced by 5G and edge
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computing integration may intensify security risks, necessitating enhanced security

measures to protect against emerging threats.

Artificial Intelligence and Machine Learning. The implementation of AI and

ML into IoT devices for enhancing automation, anomaly detection and predictive

analytics. AI-powered IoT ecosystems also developed new attack vectors such as

machine learning attacks, model inversion techniques and data poisoning in which

malicious actors can exploit it to manipulate AI-enabled decision-making ability and

evade detection [31, 32].

Blockchain and Distributed Ledger Technology (DLT). It offers potential solu-

tions for enhancing IoT security by providing tamper-resistant data integrity, secure

peer-to-peer communication and decentralized identity management. By leveraging

blockchain-based mechanisms and smart contracts, IoT ecosystems are able to miti-

gate the risk of single points of failure, unauthorized access and data manipulation

essential in centralized architectures [33].

Regulatory and Standards Frameworks. It provides frameworks like NIST

(National Institute of Standards and Technology), IoT Cybersecurity Improvement

Act European Union Agency for Cybersecurity (ENISA) guidelines and IoT cyber-

security framework provide valuable guidance and documentation for organizations

seeking to enhance their regulatory landscape and implement best practices for

securing IoT ecosystem.

The IoT cyber threat landscape consists of emerging cyber threats and attack

vectors across critical infrastructure. Addressing these challenges requires a novel

approach encompassing frameworks and industry collaboration to mitigate cyber

threats and enhance the security of interconnected IoT ecosystems. By proactively

mitigating these cybersecurity threats in the IoT ecosystem, organizations can harness

the potential of IoT technologies while safeguarding against malicious exploitation

and ensuring a secure future for connected devices and networks.

5 Mitigation Strategies

Safeguarding IoT devices against cyber threats requires a proactive mitigation

techniques and defence strategies, following mitigation techniques highlights key

measures that organizations can adopt to enhance the security posture of their IoT

devices and safeguard against potential vulnerabilities.
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5.1 Strong Authentication Mechanisms

Unauthorized access to IoT devices and its networks can be mitigated with the imple-

mentation of robust authentication mechanisms by utilizing strong and unique pass-

words in which it will be difficult for the hackers to crack the passwords by using

guessing attacks or brute force attacks and minimizes the time taken to crack due

to the default credentials. Organizations should implement advanced authentication

methods like multi-factor authentication (MFA) which uses biometric authentication,

voice authentication, one time password (OTP), etc. to add an extra layer of security

before gaining access to IoT devices.

5.2 Encryption Protocols

To protect confidential information from interception, modification, fabrication and

man-in-the-middle attacks that are transmitted between IoT devices and backend

servers, various encryption protocols are employed. By utilizing advance crypto-

graphic algorithm and protocols like Transport Layer Security (TLS) and Datagram

Transport Layer Security (DTLS) ensures end-to-end encryption and safeguards the

data confidentiality and integrity during the transmission process. Also, encryption

techniques can be used in storage devices for IoT devices to prevent unauthorized

access in the event of device theft or compromise [34].

5.3 Patch Management and Regular Software Updates

By regularly updating software upgrades and security patches can be critical in

addressing known vulnerabilities and minimize or mitigates the exploitation of these

vulnerabilities by the malicious actors. Organizations should integrate comprehen-

sive patch management procedures to swiftly identify and install security patches

across their IoT ecosystem and by automating the patch management system it

can streamline the installing process in which it ensures timely upgrading without

disrupting any operational workflows.

5.4 Network Segmentation and Access Controls

By implementing network segmentation, it can isolate IoT devices from critical

systems and divide the network based on criticality of those IoT devices in which

it helps in quarantining potential security breaches and limit the impact of compro-

mised devices. Segmenting IoT networks into sub-networks combined with access
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controls can mitigate lateral movement by malicious actors. With the combination

of firewalls, intrusion prevention system (IPS) and network access control (NOC)

helps in regulating and monitoring the network traffic in which it enhances overall

network security.

5.5 Intrusion Detection/Prevention System (IDS/IPS)

and Threat Intelligence

Integrating IPS/IDS helps in detecting and mitigating malicious packets indicative

of IoT related threats based on the rules configured. By leveraging threat intelligence

gathered from SIEM (Security Information and Event Management), it enhances

threat detection abilities and provides real-time monitoring of network traffic, system

logs and quick response action against emerging threats within IoT ecosystems [35].

5.6 Employee Awareness Training

Providing proper cybersecurity training and awareness programs to the employees

can help in minimizing the human errors done by mistake in which it ultimately

assists in thwarting cyber threats effectively and also encourages employees to

follow the established security practice and policies like maintaining good pass-

word hygiene and works with IoT devices with caution in which it enhances overall

security infrastructure within the organization.

5.7 AI and ML-Driven Security Solutions

Integrating Artificial Intelligence (AI) and Machine Learning (ML) capabilities into

IoT security frameworks can significantly enhance threat detection and incident

response. By implementing AI and ML algorithms to analyse vast amounts of data

generated by IoT devices can reveal anomalous patterns, identify emerging threats

and adapt their defence mechanisms in real-time [36, 37]. The integration of AI and

ML-driven security solutions into IoT environments offers several key benefits:

Anomaly Detection. AI and ML algorithms has ability to learn patterns and

behaviours of IoT data and can detect potential security threats and any malicious

behaviours like unusual network traffic patterns, unauthorize login attempts and trig-

gered alerts by monitoring and analysing the huge number of data and logs generated

by IoT devices.
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Predictive Analytics. AI and ML models can predict emerging security threats and

vulnerabilities based on historical data and background information by analysing

past security events and logs. These models can predict threats and help in inventing

proactive security measures to mitigate this threat before they start affecting organ-

isations. It empowers organizations to implement a pre-emptive approach to IoT

security enabling them to stay one step ahead of evolving threats and exploitation of

vulnerabilities.

Behavioural Profiling. AI and ML helps in creating behavioural profiles for IoT

devices in which it allows organizations to establish patterns of device activity

and identify anomalies from normal behaviour thorough continuously monitoring

device behaviour and comparing it against established profiles, model can detect

unauthorized access, data exfiltration or malicious activity which are indicative of

compromised IoT devices.

Adaptive Response. AI and ML integrated security solutions enable quick response

mechanisms that dynamically adjust security controls based on evolving threat

landscapes and changing environmental conditions through automation techniques

in isolating compromised devices, blocking malicious traffic and updating access

control policies in real-time. It can mitigate security incidents and minimize their

impact on IoT ecosystems.

Threat Intelligence Integration. AI and ML algorithms integrate external threat

intelligence and security information to enhance threat detection and quick response

capabilities. It analyses a wide range of threat intelligence sources including known

malware signatures, suspicious IP addresses and emerging attack vectors, these algo-

rithms can compare security events and prioritize incident response actions based on

the severity level of the threats.

The implementation of these mitigation strategies is essential for an organization

in addressing the evolving emerging threats that can affect the whole IoT ecosystem.

With the combination of access controls, security frameworks and threat management

practices can enhance the fortification of the IoT ecosystem against cyber threats and

also ensures a secure foundation for the future IoT innovations and its applications.

6 Case Studies

Case studies are vital for understanding the real-world implications and challenges in

the domain of IoT security. Below, three distinct case studies based on true events that

had happened in the IoT ecosystem. Each case study dives into a specific incident,

analysing vulnerabilities exploitation, impact on affected systems and mitigation

efforts taken in that case studies.
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6.1 Mirai Botnet Attack

The Mirai botnet attack occurred in 2016, it is an important event in the domain of

IoT security, highlighting the vulnerabilities essential in connected devices. In this

attack default usernames and passwords are exploited to compromise a vast number

of IoT devices and harness them into a massive botnet network capable of launching

Distributed Denial of Service (DDoS) attacks. Mirai primarily targeted IP cameras,

routers and CCTV in which their computing power was used to overwhelm targeted

servers and networks with huge amounts of malicious traffic.

Mirai’s modus operandi was relatively simple but it was highly effective. It used

brute-force attacks to guess login credentials commonly used default usernames and

passwords that are hardcoded into many IoT devices. Once a device was compro-

mised, it would become part of the Mirai botnet and awaiting commands from its

command and control (C&C) server.

Impact. It disrupted numerous critical services including important websites and

online services by rendering them inaccessible to users. Notable targets included

a major Domain Name System (DNS) provider in which it experienced severe

downtime as a result of the DDoS attack. This incident highlighted the potential

for IoT devices to be commanded in mass and used as a devastative weapon in large-

scale cyber-attacks. The Mirai botnet attack had far-reaching consequences causing

widespread disruption to internet services and IT infrastructure. Some of the major

impacts include:

DDoS Attacks. Mirai Botnet was primarily used to launch Distributed Denial of

Service (DDoS) attacks by flooding targeted websites and online services with over-

whelming amounts of traffic. These attacks disrupt the targeted services and make

them inaccessible to legitimate users causing financial losses.

Internet Outages. The strength of Mirai botnet powered DDoS attacks resulted in

internet outages affecting millions of users worldwide. It affected high profiled

websites including Netflix, Twitter, GitHub, etc. experienced extended periods of

downtime as the result of the DDoS attacks done by the botnet.

Infrastructure Vulnerabilities. The ability of Mirai botnet is to compromise critical

infrastructure devices such as routers, network switches and other networking devices

in which it raised concerns about the security of internet infrastructure. The attack

reveals the need for enhanced defence measures to safeguard against similar threats

in the future.

Lessons Learned. The Mirai botnet attack highlighted the importance of securing the

IoT devices and its network against exploitation. It revealed the threats and risks that

exist due to weak credentials and focused on the need for advanced authentication

mechanisms in IoT ecosystems. The incident encouraged awareness regarding the

security consequences of IoT expansion and it encouraged efforts to enhance IoT

device security standards.
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Mitigation Strategies. To mitigate the similar types of cyber-attacks in the future,

organizations must prioritize security in IoT devices through implementing defensive

measures like using strong login credentials, access controls and regularly updating

device firmware to address known vulnerabilities and doing network segmentation to

isolate IoT devices from critical systems. The development of intrusion detection and

prevention systems helps to detect malicious behaviour that indicates botnet activity

can aid in pre-emptively identifying and mitigating these potential attacks. The Mirai

botnet attack highlighted the importance of proactive cybersecurity measures to miti-

gate the threats of similar incidents. Some key defence strategies for mitigating the

impact of Mirai botnet like attacks include:

Credential Management. Employees should adopt strong security policies and avoid

using easily guessable credentials. By regularly changing passwords on a time-to-

time basis and integrating MFA (Multi-Factor Authentication) can minimize the risk

of unauthorized access.

Device Hardening. IoT device manufacturers should prioritize security in the product

design and development by implementing robust security features like secure boot,

remote update and firmware validation abilities to minimize vulnerabilities and

mitigate cyber threats.

Network Segmentation. Dividing IoT devices networks into sub networks from main

network infrastructure through network segmentation can contain the spread of

malware and limit the impact of compromised devices of critical services.

Anomaly Detection. Implementing network monitoring tools and anomaly detection

models can help identify malicious patterns of traffic that indicates botnet activity

and it allows organizations to respond swiftly to potential threats.

This case study serves as a reminder for the risks, threats and vulnerabilities comes

with IoT devices and understanding the attack methodology and developing effective

mitigation strategies can protect the IoT ecosystem and ensures integrity of the inter

connected devices against similar cyber threats in future.

6.2 Stuxnet Worm Attack

The Stuxnet worm discovered in 2010, was targeting industrial infrastructure and

its IoT devices particularly the SCADA (Supervisory Control and Data Acquisition)

system used in critical infrastructure like nuclear facilities, etc. Stuxnet particu-

larly used to sabotage Iran’s nuclear enhancement program by compromising PLCs

(Programmable Logic Controllers) used in centrifuge operations in the nuclear

facility.

Impact. Stuxnet worm attack showed the potential of the sophisticated cyber

weapons that can inflict physical damage by exploiting the vulnerabilities in ICS

(Industrial Control Systems). It first compromised the PLCs and then it caused
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centrifuges to malfunction resulting in significant operational disruption of Iran’s

nuclear facility. The incident marked as critical cyber threats that closes the limits

between traditional cyber espionage and kinetic warfare. Some major impacts

include:

Physical Damage to Critical Infrastructure. Stuxnet particularly targeted ICS compo-

nents including PLCs and other IoT components that are used in centrifuges for

uranium enhancement. Stuxnet infiltrated this system and then manipulated their

operation causing disruption and caused physical damage. This demonstrated the

potential for cyber-attacks that can disrupt critical infrastructure and industrial

processes leading to significant operational and financial losses.

Disruption of Nuclear Program. Stuxnet’s primary target was Iran’s nuclear facili-

ties where it destroyed thousands of centrifuges. The attack significantly disrupted

Iran’s nuclear program, delaying its progress and causing extensive setbacks. This

highlighted the use of cyber-attacks as a tool for espionage and geopolitical agendas

with the implications for international relations and its security.

Awareness of ICS Vulnerabilities. After Stuxnet worm attack, it raises the awareness

of the vulnerabilities that exist in ICS components. It demonstrated the potential

for malicious actors to exploit security weaknesses in industrial control systems

emphasizing the need for enhanced cybersecurity defensive measures in critical

infrastructures.

Lessons Learned. The Stuxnet attack revealed the lack of isolated systems that can

safeguard the critical infrastructure from these types of cyber threats. It emphasized

the need for robust and advanced defence mechanisms that are capable of detecting

and mitigating these advanced malwares targeting ICS. Stuxnet served as a wake-

up call regarding the potential consequences of state-sponsored cyber operations

prompting increased caution among governments and organizations worldwide.

Mitigation Strategies. In order to enhance the defences against Stuxnet-like threats

in future, organizations should integrate a multi-layered defence approach encom-

passing network segmentation, intrusion detection and prevention systems and role-

based access controls. Regularly doing security assessments and vulnerability scans

on a weekly basis can help identify and fix potential vulnerabilities within indus-

trial control systems. Identifying and mitigating the threats and risks of Stuxnet-

like attacks requires a comprehensive and proactive approach to cybersecurity in

industrial environments. Key mitigation strategies include:

Patch Management. Timely patching of software vulnerabilities and loopholes are

essential for preventing malware exploitation like Stuxnet. Organizations must prior-

itize patch distribution for ICS components and regularly update firmware and

software to address known vulnerabilities.

Network Segmentation. Dividing ICS networks from external networks into isolated

sub networks and implementing strict access controls can limit the spread of malware
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within industrial IoT components. This reduces the attack surface and minimizes the

impact of cyber-attacks on critical infrastructure.

Intrusion Prevention Systems (IPS). Implementing IPS mechanism allows an organi-

zation to detect and block suspicious activity targeting ICS devices and its networks.

Most organisations prefer IPS over IDS because Intrusion detection can only detect

suspicious behaviour that are indicators of cyber-attacks while intrusion prevention

mechanisms can automatically respond to and mitigate threats in real-time.

Security Awareness Training. Training and educating the employees about the risks

of social engineering attacks, phishing attacks and malware infections are crucial for

enhancing cybersecurity infrastructure within an organization. Employees should

be trained to recognize and report suspicious activity while following best security

practices and obey established protocols for incident response.

Cybersecurity Standards and Best Practices. Following the cybersecurity standards

like the ISA/IEC 62443 series provide guidelines for implementing robust cyberse-

curity controls in industrial automation and control systems and best practices based

on industries can help organizations mitigate the risk of Stuxnet-like attacks.

Incident Response Planning. Developing and testing incident response plans allows

organizations to effectively respond to cyber-attacks targeting ICS components.

A well-defined incident response plan must include procedures for identifying,

containing, eradicating and recovering from security events or incidents and

minimizing disruption to critical operations.

6.3 Healthcare IoT Breaches

The use of IoT devices in healthcare sectors has increased the efficiency of healthcare

workflows but it has also introduced unparalleled security challenges and threats.

Healthcare IoT breaches ranging from unauthorized access into medical IoT devices

to data exfiltration from networks poses a significant risk to patient safety and privacy

of their healthcare data.

Impact. Healthcare IoT breaches can have comprehensive consequences, threatening

confidentiality of patient data, disrupting medical operations and compromising the

integrity of healthcare data. Cases of unauthorized access to medical devices, like

infusion pumps, etc. raises concerns about the manipulation of treatment parameters

and potentially endangering patient lives. The theft and leaks of sensitive healthcare

information can lead to identity theft, insurance fraud, trust and reputational damage

for healthcare providers.

Lessons Learned. The interconnected medical devices require robust defence mech-

anisms to protect against unauthorized access and data breaches. The merging of

healthcare and IT (Information Technology) dictates interdisciplinary collaboration
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between medical professionals, cybersecurity experts and device manufacturers in

order to develop and implement comprehensive security protocols.

Mitigation Strategies. Mitigating the risks and threats associated with healthcare

IoT devices requires a novel approach encompassing technical controls, security

policy frameworks and ongoing risk assessment. Implementing encryption proto-

cols to secure data transmission between IoT devices and backend servers can help

safeguard the confidential information from man-in-the-middle attacks. Healthcare

organizations must establish clear guidelines for the secure deployment and mainte-

nance of IoT devices including regular security updates and vulnerability manage-

ment. Training medical staff about cybersecurity best practices and incident response

procedures can enhance preparedness and flexibility during any events of emerging

threats.

These case studies of the Mirai botnet attack, Stuxnet worm targeting ICS and

healthcare IoT breaches highlights the diverse range of cyber threats confronting IoT

ecosystems across various domains. After analysing and studying these case studies

an organization can gather valuable insights about the evolving threat landscape and

implement effective mitigation strategies to strengthen their defences and secure the

security and integrity of connected systems.

7 Conclusion and Future Scope

The integration of Internet of Things (IoT) devices has increased the connectivity and

innovation across diverse domains and revolutionizing the industries ranging from

healthcare and manufacturing to transportation and smart cities. However, alongside

the numerous benefits offered by IoT technology, there exists a parallel landscape of

cybersecurity threats, risks and challenges. Through the analysis of case studies of

the Mirai botnet attack, Stuxnet worm targeting ICS and healthcare IoT breaches, the

vulnerabilities that were present in interconnected IoT ecosystems poses a signifi-

cant threat to CIA triad of the data. The intelligence gathered from these case studies

highlights the critical vulnerabilities of the organizations and implement various

advance mitigation strategies to prioritize IoT security and defence in order to miti-

gate the evolving cyber threats. Integrating proactive and multi-layered cybersecurity

approaches encompassing access controls, security policy frameworks and collab-

orative partnerships with stakeholders can enhance the defences of IoT ecosystems

and protect against vulnerability exploitation and breaches. Nurturing cybersecu-

rity awareness and education in employees is crucial in allowing individuals and

organizations to identify and respond effectively to emerging threats in the IoT

landscape.

Looking ahead into the future of IoT security presents both challenges and oppor-

tunities for innovation and advancement as IoT ecosystems continue to expand and

evolve fuelled by advancements in edge computing, AI and ML and 5G connectivity.

Future research in the domain of IoT security may explore novel approaches like the
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integration of blockchain technology to enhance data integrity and decentralized

authentication mechanisms. Additionally, the development of standardized security

protocols and certification frameworks personalized specifically for IoT devices can

enable trusts across heterogeneous IoT ecosystems. Furthermore, interdisciplinary

collaboration between cybersecurity experts, IoT manufacturers and end-users will

be the driving force to address the multilayered challenges in the IoT cyber threat

landscape. With the development of an ecosystem of innovation and best security

practices helps in securing the future for IoT ecosystems ensuring the continued

transformative potential of connected technologies while mitigating the IoT cyber

threats.
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Abstract The Internet of Things (IoT) technology is expanding quickly and makes

it possible to connect actual devices to the Internet. In our daily lives, we spend a lot of

time sitting in incorrect postures, which over time leads to a host of health issues such

back discomfort, stiffness, cervical pain, etc. Here’s a creative way to use IoT and

OpenCV to create a smart posture detection chair that will solve the posture problem.

In order to address these health concerns and aid us with our posture, this approach

seeks to design a smart chair. We used various sensor interfaces to gather and process

real-time data in order to identify posture. We were able to get a satisfactory result

that indicates if the position is good or terrible in the Boolean value. Here, 86%

accuracy was achieved in classifying the good and bad posture using the machine

learning model YOLOV5.
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1 Introduction

IoT and ML have recently been widely used in human poster recognition systems.

This system demonstrates effective use in computer–human interaction (HCI).

Generally speaking, a human posture is crucial to recognize. The way we hold our

bodies when we sit, stand, or lie down is known as our posture. It’s essential to

have proper posture for general wellness. It offers numerous advantages, including

lowered back discomfort and boosted confidence and energy.

It has been used in a variety of industries, including senior health care, HCI,

environmental awareness, and physical training. To recognize posture, one might use

a variety of techniques. The conventional approaches are sensor-based and computer

vision-based. Both strategies offer benefits and drawbacks based on the quantity,

size, and expense. But both have issues with robustness in challenging environments,

illumination and backdrop, and identification accuracy. Nonetheless, most current

research concentrates on action identification instead of posture recognition, with a

growing emphasis on routine actions. Furthermore, there are presently few datasets

and posture recognition-based algorithms available. To achieve more accurate posture

recognition, this research suggests a human posture recognition algorithm using

real-time datasets encompassing a variety of postures.

After reviewing roughly 20 articles, we abstracted the information as follows: [1–

3]. Here, the authors began utilizing pressor sensors to measure pressure to recognize

posture. Even though the number of pressure sensors used varied [4–6]. Pressure

sensors are used for posture recognition, although a distinct textile pressure sensor is

employed [2, 4, 7–10]. They employed machine learning methods to determine if the

posture was good or poor in each case we looked at. For classification, they employed

various machine learning techniques such as ANN, CNN, Logistic Regression, Naïve

Bayes, etc. Additionally, the outcome is more accurate [7]. We investigated a novel

type of sensor called a flex sensor, which is composed of plastic flake and conductive

particles in a polymer ink. Depending on the individual’s bending technique [11].

A combined sensor system was employed [12, 13]. We investigate piezoelectric and

piezoresistive sensors’ applications, the two piezo sensors [14]. There is a wearable

gadget with a notch sensor. Overall, these experiments provided us with information

on the cost and accuracy of each model. Thus, we attempted to enhance the posture

identification technique by employing a piezoelectric sensor to lower our costs and

boost model accuracy. We tested our model using real-world cases and achieved a

high accuracy of 98%.

1.1 Comparison Sheet

This table explains the different papers we have read. It includes the paper title, the

published year, the sensors used, and their quantity; the microcontroller used if the
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connection is wired or wireless; the ML model used; their result, including accuracy

percentage; and their estimated costs.

1.2 Research Gap

We have researched through many papers and acknowledged that most of the docu-

ments came to have some or other drawbacks, which first of all include the overall

cost of the device (chair), which was high for maximum cases, also not implementing

an ML Model [20, 21] was another drawback in many instances, many models were

using a heavily wired system, and some models did not use any microcontroller

[22, 23]. Also, some models lag because they do not have a notifying application or

system (Table 1).

1.3 Contribution

Therefore, we are attempting to overcome these shortcomings in this study. To lower

the cost of the real-world model, we looked over every component previously utilized

for the model, compared their costs and performance, and ultimately selected the most

affordable and effective product. We experimented with a variety of platforms for data

storage, including AWS, Influx DB, and Google Sheets, using app scripts. Ultimately,

we settled on MySQL and deployed a deep machine-learning model, YOLOv5, for

real-time object detection. We also offer a simply accessible, satisfactorily maintained

notification webpage for chair users. The overall arrangement of the work is as

follows: The technological features of the smart chair and a comparison of earlier

studies are highlighted in Section I. Section II discusses the suggested system, Section

III presents the findings and conclusions, and section.

2 Proposed Methodology

The flow chart for this study is divided into three sections shown in Fig. 1: Sensing,

Recognition, and Output. The flow chart for this study is shown in Fig. 1 and is

divided into three sections: Sensing, Recognition, and Output. First, In the Sensing

section, the user sits on a chair where Piezoelectric and ultrasonic Sensors are imple-

mented. We obtain all the user’s live data from these sensors, which goes to the

microcontroller. Then, in the Recognition section, our code analyses the posture

from a combination of both sensors. It matches the posture level, orientation and,

finally, posture composition. The object detection and classification model is imple-

mented in the recognition section to detect good and bad posture through the camera.

Then, all the sensors’ data and machine learning model output are combined, giving
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Fig. 1 Shows the block diagram of how the work will process

binary results, such as good or bad posture. Then, all the information is uploaded

to the MySQL database using a PHP API. And lastly, in the Output section, all the

outputs are shown on the website, including the individual data of sensor in tabular

form can also be observed which was previously stored in MySQL database.

2.1 Hardware Required

Table 2 explains the specification, quantity and price of the components we used in

our model.

Table 2 Cost sheet of the hardware used in the proposed system

S.No. Components Specifications Qty Price

1 ESP32 Dev Kit Built-in RF, power amplifier, voltage 3V3, and antenna

switches

Built-in Bluetooth and Wi-Fi

2 Piezoelectric sensor Impedance: ≤ 500 Ω 8 120/

−Voltage: ≤ 30 Vp-p

Operating temperature: − 20 °C ~+ 60 °C

Material: Quartz (mostly)

3 Ultrasonic sensor Power supply: 3.3 V – 5 V. Operating current: 8 mA.

Working frequency: 40 Hz. Ranging distance:

3 cm – 350 cm/3.5 m.

Resolution:1 cm\sTrigger Input Pulse width: 10uS TTL.

Dimension: 50 mm × 25 mm × 16 mm

1 80/−
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2.2 Software Required

Several software packages have been integrated to carry out the task. MySQL is an

Oracle relational database management system (RDBMS) built on structured query

language (SQL). An organized collection of data is called a database. It could be

anything, such as an intuitive shopping list, an image gallery, or a location to store a

large amount of data on a business network.

A local host or server verifying clients or sites precede file transfers to a remote

web server. On a local PC with the XAMPP server software installed, MYSQL, PHP,

Apache, and Perl projects can all be tested in a suitable environment.

The Arduino Software (IDE), also known as the Arduino Integrated Development

Environment, has various menus, a message box, a text console, a toolbar with buttons

for commonly performed tasks, and a text editor for writing code. It establishes a

connection with the Arduino hardware to upload and communicate with software. It

is an open-source platform that works with open-source hardware.

TensorFlow is an open-source software package that may be used for various

dataflow programming applications. It is a symbolic math library in neural networks

and other machine-learning applications. At Google, it’s utilized for both production

and research.

Anaconda is an open-source software collection that is used in many applications

for dataflow programming. Neural networks and other machine learning applica-

tions use this symbolic math library. Google makes use of it for both research and

production.

Brackets is a web development-focused source code editor. Adobe Inc. made it

and is currently being maintained by open-source developers under the MIT License

on GitHub. The software is open-source and free. PHP, HTML, CSS, and JavaScript

are used in its writing.

2.3 Block Diagram

2.4 Interfacing with Sensors

Interfacing with Piezoelectric Sensor. Piezo sensors are used in many devices and

sensors. They are used to convert a physical property, such as pressure or acceleration,

into an electrical signal. Piezo sensors are used to sense pressure, acceleration, or

strain changes by converting them into electrical charges.

In Fig. 2 the interfacing of piezoelectric sensor is shown. A esp32 devkit micro-

controller is used along with a breadboard, a led and jumper wires for connection

purpose. A required code is uploaded to microcontroller using Arduino IDE and

executed. The glowing LED indicates that the interfacing is successful.
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Fig. 2 Piezoelectric sensor

Figure 3 shows the output of the piezoelectric sensor. Each line shows the result

in a charge proportional to pressure.

Interfacing with Ultrasonic Sensor. Ultrasonic sensors emit sound waves at a

frequency that is too high for human hearing. They then wait for the sound to be

reflected before timing it to determine the distance. This is comparable to how radar

measures the time elapsed between a radio wave striking an item and returning.

There are four pins in all. (1) VCC: The VCC pin provides power to the sensor.

(2) Trig: The trigger pin is an input pin. (3) Echo: The echo pin is an output pin. (4)

GND: The system’s ground is connected to this pin.

In Fig. 4 the interfacing of ultrasonic sensor is shown. An esp32 devkit micro-

controller is used along with a breadboard and jumper wires for connection purpose.

A required code is uploaded to microcontroller using Arduino IDE and executed.

The glowing LED of the Microcontroller indicates that the interfacing is successful

(Fig. 5).

Fig. 3 Serial monitor of

piezoelectric sensor
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Fig. 4 Interfacing with ultrasonic sensor

Fig. 5 Serial monitor of

ultrasonic

Figure 9 shows the output of the ultrasonic sensor. In each line the output is shown

as distance in meters.

2.5 Final Circuit Diagram

Figure 6 shows the connection diagram of our model. In this model six piezoelectric

Sensor and one ultrasonic Sensor is used and to control these sensors we have used

a micro controller ESP32 (Fig. 7).
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Fig. 6 Final circuit diagram

Fig. 7 Designed model

3 Result and Discussion

3.1 Real Model

See Fig. 8.

Figure 12 shows the accurate model developed with the sensors equipped with

this chair.
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Fig. 8 Front and backside of

the model

3.2 Output

Case-1. No person is sitting on the chair (Figs. 9 and 10).

When no person is sitting on a chair, the piezoelectric sensor gives zero or garbage

value. Here the posture is showing as “Bad Posture” in Serial monitor and 0 in website.

Case-2. Person is sitting with a correct posture (Figs. 11 and 12).

Fig. 9 Output of the sensors

at the initial state
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Fig. 10 Output of visualize in website at the initial state

Fig. 11 Output showing the correct posture of a person

Fig. 12 Output of visualization of correct posture of a person in the web output

When a person is sitting on the chair with a correct posture, the piezoelectric sensor

gives value in between 0 to 500. Here the posture is showing as “Good Posture” in

Serial monitor and 1 in website.

Case-3. Person is sitting with a incorrect posture (Figs. 13 and 14).

When a person is sitting on the chair with an incorrect posture, the piezoelectric

sensor gives value in between 1000 to 4000. Here the posture is showing as “Bad

Posture” in Serial monitor and 0 in website.
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Fig. 13 Output showing the bad posture of a person

Fig. 14 Output of visualization of bad posture of a person in the web output

Here, the YOLOv5 model recognizes the posture, and the machine learning model

uses computer vision to identify good and bad posture. An object recognition tech-

nique that effectively finds objects in pictures and videos is the YOLOv5 model. It

can handle a range of sizes and aspect ratios and splits the image into grids, predicting

bounding boxes and class probabilities for each grid. YOLOv5 is built on a backbone

network and has a simplified architecture. It supports a wide range of applications and

is simple to use. We record live video, extract individual frames, assign coordinates

to each frame, and produce an excel label dataset. Next, in order to achieve better

results, we processed various data cleaning procedures, including light correction

and noise reduction. Following the entire procedure, we obtained the annotated data,

which we then used to train the posture recognition model.

Figure 15 [13] represents the good position of a person, through the camera model

classified as good posture, same as in Fig. 16 [6] represents the bad posture
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Fig. 15 Good posture classified by machine learning model

Fig. 16 Bad posture classified by machine learning model
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4 Conclusion

With the help of IoT and OpenCV, a model has been developed to classify an

individual’s posture. This work provides a learning platform where IoT hardware

devices, their features, efficiency, capacity etc. are covered. We surfed the Internet,

read research papers, and compared them to choose the best components for our

real-world model. Overall, the machine learning model was built successfully with

an accuracy of 86%, which showed us if our posture was good or bad in our website,

which we had already created. Furthermore, in the future, we are trying to implement

this model for commercializing purposes in IT sectors, where it will benefit office

workers who constantly sit in front of computers.
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Abstract With the continuous growth of the Internet of Things (IoT), LPWAN

becomes more meaningful in order to have sustainable and extremely distributed

connectivity while being energy efficient. In this review article, the security chal-

lenges that create serious risks in LPWAN deployments are examined, which

are important in different IoT applications like urban infrastructure and industrial

systems. By means of a critical summary of the recent research we disclose the

multifaced security difficulties of such networks, including data integrity breaches,

encryption weaknesses and unauthorized access. Review covers a lot, from the current

security solutions and protocols to the weaknesses and hence the need for the inno-

vative security frameworks that take into consideration the unique features of the

LPWANs. We propose a novel security framework which inherently enhances the

fault tolerance and accommodates the operational constraints that characterize the

low-power networks. The paper outlines the current security issues while projecting

possible future threats and provides a roadmap for the improvement of LPWAN

protocols that will ensure the strength of the next generation IoT networks.
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1 Introduction

In recent years, communication technology has undergone massive changes centered

on the internet of things (IoT) leading to numerous disruptions across several

domains. Along with that, the Internet of Things (IoT) plays a crucial role, as it

helps to build up an enhanced connectivity and automation across sectors such as

intelligent cities, healthcare, industrial systems, and more. The IoT statistics, which

showed the presence of more than 35 billion active devices before the end of 2021,

and expected more than 50 billion devices in 2025, demonstrate the tremendous role

of IoT and its fast growth [4, 6].

The IoT expansion leads to many security challenges, especially within the low-

power wide-area networks (LPWANs) that make up the foundation of most IoT infras-

tructures. LPWANs are prone to these threats due to the limitation of power, very low

processing capabilities, and lack of security mechanisms. These networks are chal-

lenged by complex network security issues because of the number of communication

channels needed, which are leading to serious power consumption, data throughput,

and coverage problems [7–9]. Data breach, ransomware, phishing attacks are some

of the security threats that are common in these environments, and they lead to the

compromise of integrity and functionality of IoT implementations [13, 14].

The security of IoT devices and networks is becoming a crucial issue because

they are integrated into essential infrastructure sectors. The weaknesses of the low-

power networks made them a key target of cyberattacks, putting both data privacy

and operational safety and effectiveness of the connected systems under the risk.

Such networks are plagued with several specific security challenges:

• Configuration Issues: Wireless devices often have configuration errors due

to improper setup and can be the source of unauthorized access and network

compromise [15].
• Denial of Service (DoS): LPWANs are vulnerable to DoS attacks in which

attackers inundate their network with excessive traffic and in doing so they prevent

legitimate users from accessing the network [15].
• Passive Capturing: The likelihood of passive data interception is high, as

attackers have very easy chances to obtain data transmitted through these

networks, thus exposing sensitive information. An important feature of wireless

IoT protocols that amplifies this risk is their inherent openness [15].
• Rogue Access Points: Devices may be spoofed to join unauthorized access points

and traffic can be eavesdropped or altered, which can result in very serious security

vulnerabilities [15].
• Stolen Wireless Devices: The theft or unauthorized use of these devices may

result in the loss of critical data and cybercriminals may use these as a gateway

into the network in case they are not properly secured [15].

This paper examines the existing theories, empirical findings, and cryptographic

techniques for network security of low-power IoT networks in a complete literature

review. By the use of a systematic analysis of all the existing research this review
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highlights the most critical gaps and proposes a consolidated view a security strategy

in LPWANs and as a result, contributes to the development of more secure, efficient,

and reliable IoT systems.

2 Literature Review

Speaking of which, the network design which has a lightweight solution to topo-

logical vulnerabilities in a low power and lossy environment is defined as LPLN.

Exploiting the flaws in the ranking algorithm, etc. is studied. According to the author,

there is a set of model oracle release dates that are in agreement researcher research.

This system which is proposed can tackle the risks efficiently to ensure that it is

updated timeously and that spoofing is not a threat to the network.

AES has transformed. Thus, this engenders an increase in its energy efficiency and

a boost in dynamic capabilities. Continually changing the AES S-Box and keys for

all devices interoperable with LoRaWAN was what they incorporated The research

discovered, that the LoRaWAN devices, that use modified AES operations, expend

only about 26.2% less energy compared to those with the jobs of LoRaWAN doing

the traditional way [21].

The nested nature of IoT devices in their connected environment makes the single

authentication task much more complex regardless of the number of nodes [22].

The researchers put on themselves new techniques of multi-key to the elliptic curve

encryption. The sessions’ key of nodes for encryption can be changed at the same

time. Only the destination node will be able to decrypt its message with the key that

was previously shared. The authors accordingly recommend this method where the

handling of up to 40 sessions is involved. There was the best performance strategy for

IoT applications to work well. Moreover, this study’s recommended methods worked

well in the study. Despite being deployed, it still did not succeed in achieving the

targets set as some time, the data still suffered from high processing activities.

Since low-power wireless area networks are in the energy-efficient zone, they can

be easily subjected to identity theft node simulation. These kinds of assaults might

be as hazardous as disturbing the network, compromising the most profound nodes,

which in the end, bring about the end-user’s data conversion impossibility as well.

Hence, a decent way on how to inspect and act in case of such kind of attacks are

required therefore. One of the most important tasks faced to damage the network was

to identify and perceive infected devices the attacker had used. Furthermore, billing

system engaged these devices to authenticate their identity through biometrics, such

as fingerprints and passwords.

In order to develop a corresponding fingerprint, the authors embellished the fact

of packet and of the nodes timing difference ability. For this purpose, the fingerprint

node was suggested in order to accomplish node authentication as well as security

in networks. Also the option that is available is the creation the fingerprints that

can be used for the authentication or identification of networks that belongs to our

neighbours. It was announced to attribute nodes based on the physical uncolorability
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feature in order to enhance the security (PUF). On behalf of the intrinsic lack of

reliability in the course of electrical chip manufacturing, PUFs are being allocated

some value. The 96 percent to be right on it off the bat has been an expected result

of the proposed model. A parallel level of quality shown in this performance which

did not display any kind of shortcomings [23–25]. Use our AI to write for you about

any topic! You can use Artificial Intelligence to write content on any given topic

easily with our software. Our writing tool is capable of creating high-quality, unique

content for you that is optimized for SEO. Whether you need blog posts, product

descriptions.

The authors suggest the possibility of low-power file synchronization over the

networks of a dedicated IoT-type. The research objective aims at achieving energy

efficiency through decreasing data transfers, increasing the life span of IoT devices

and showcasing the device synchronization potential for the most effective efficiency.

The increasing battery life is likely to be achieved only when the data transfer rates

of IoT devices are lower.

It is GTIDs, that the authors introduce’ for devices authentication. They do a good

job there. The authenticating device paradigm is examined by four major components.

A feature, print, divide by a similarity index, and finally, key in the are phases of

a process. This traffic-rate fingerprint (DR) was generated as the distributor of the

nodes distribution during an inter-arrival of packets. ANN, a neural network which

works on the principle of an Artificial Neural Network, was used for ANN to store

the patterns for the network device once fingerprints were solved. Node fingerprints

were elaborated around the way to spot imposter nodes and became [28].

They employed the advantages of direct sequence code division multiple access

(CDMA), together with low power consumption and wide coverage of thin and

light devices, and changed the medium access control (MAC) architecture. RA-

CDMA is thought to be a supersonic related protocol since its computations is done

at the physical layer with the same approach. With a network topology stripped

to the simplest star-like shape, the star structure. This scheme not only provides the

advantage of low power and miniature complexity compared with the previous MAC

protocols but also high data rates. Thus, the presented one is aimed at the use of IoT

sensors in a compact multilayer network structure and improvement of the minimal

power network design [29].

LoRa nodes were encouraged to join gatherings that were already in place thanks

to the approach. As the authors tried to overcome the problem of node joining by

the mono-key joining one, they created a new method of node joining at a dual-key

node formation procedure due to the problematic side-effects related to node joining.

Due to the fact that the very same key used in the first time of shared building, was

updated and designed to enhance security. The method suggested uses more energy

as each of the two keys in the lock have to be unlocked before the mechanism can

row. We obtain our security from the nature of this key: its generation is done for

every sessions individually. Nevertheless, the design will involve only LoRa-based

network of nodes which, supposedly, would be sufficient for the proper operation.

Peer-to-peer communication between LoRaWAN devices that will be based on

the key generation concept. The AES128 keys for LoRaWAN devices is generated
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using seven stages of processes separately including. And the key, again the study

says, was changed every three hours to ensure security.

Since it made full-blown verification, Messages Authentication Codes (MAC)

command was added. Instead of pre-share key, the key for the asymmetric key was

employed in that way. The session key and user authentication are set in four phases

of their algorithm (Step-by-step approach). These two are considered each time an

ID is generated for the new key. In regard to the research, long as it took to register a

node in eight weeks, the authentication method deployed was streamlined and could

be carried out via a simple and affordable mechanism [33].

Through a scheme, they were able to illustrate a key pairs generation mechanism

by HD wallet and server using BIP32. Having access to the given data, the server

performs the operation of creating and saving a couple of root keys for commu-

nication. Using this approach has increased the laundry device’s integrity because

[33].

For these reasons, the roots of LoRaWAN network keys will convert to the plan

of using alternative pupation form. Spot Rabbit stream cipher was used as the TRNG

and as a two-reeds key method in order to create and produce the last two-needed key

steps. Following this, root keys are necessary for data transmission and session keys

generation, respectively. The analysis shows that the described solution is much more

economical of resources than HBK (hash-based key) mechanism used in LoRaWAN

now (paragraph 3, 43).

Topologies of LoRa devices can be enhanced by introducing a new security key

management approach that involves both the device and the network exchange on

a regular basis. The contract relied ECC-DH agreement that is a cryptographic tool

used in the strengthening of a wave diffraction system for the tunnelling implications.

Here, hierarchical deterministic (HD) wallets were a method of choice.

Low power (IoT) sensor technology for waste management in Smart Cities. Thus,

in their opinion, the work brought into question an sustainable energy way to deal with

waste in smart cities. Furthermore, architectural design using low-power, low-cost

sensor elements was developed [37].

The LPWAN networks have been explored by the network security mechanisms

used in the Low Power Warning Area Network devices. To begin with, we switched

to an unknown key to transmit the power strength codes. Besides, because it is a one-

way communication that transmits data to the end-user, the node must be connected

[29]. The research, however, did not provide any data or explaining analysis of energy

consumption more thoroughly.

To pursue the exploration of a unique method, proxy-based encryption was

involved and the creation of a system relies on proxy nodes to encrypt and deliver

encrypted data was completed such a setting, the end node and the proxy node

have secure node communication and hence data privacy and safety because reli-

able and authentic encryption technique was needed for the data’s integrity and

trustworthiness, getting along with a reliable node was compulsory for this [38].

Pre-computational method was applied, where CBE or Cypher specification was

defined so as to communicate with the public. The data collection procedures lever-

aged pre-computations to save up the acquired information. The model was run
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by using the data from operations and speeding up EEL for calculating. This low

cost strategy although it came in handy saving on hardware costs, it needed a large

memory store [39].

It was proposed to monitor the remote network of appliances and many IoT

devices who use little electricity as the IBSMC system. Intelligence monitor behav-

iors constituted the safeguards of IBSMS system. Coding scheme Swapped Huffman

was suggested known as an encoder employed an algorithm of encryption based on

a secret key [40] for the protection of the data. Ciphers can be simple and shown as

an elegant solution to data encryption. Still, there is an opportunity for an attacker

to crack the system after he/she has enough data to decode the data pattern and as a

result decrypt the scheme and retrieve the plain text.

Researchers, as described in their method, have found that side-channel attacks

are employed. South Korea was the first country in the world to consider approving

a Lightweight Encryption Algorithm (LEA) for Internet of Things in 2013 (IoT).

Encryption reinforced the trust and awe in LEA as it took them ten hours to escape.

XOR and addition rotation are typically used in AES instead of S-box lookups for the

same reason, to avoid the ALE side-channel leakage. If the attack was carried out by

an unauthorized code, the original pattern would change to a bit pattern to prevent a

side-channel attack and save the updated data. The side-channel attack was defeated

and which seems to be a secure way of encrypting the Wi-Fi networks became soon

after. S-box must be removed if the algorithm has problems in the encryption part

[42].

It differs through the use of a suite of subscriber appliance to build a crypto

net device. The core energy-adoptive system applies a collection of public key

and symmetric cryptography modes depending on situations such as node energy

consumption. Implementing the node having power from the sun for instance, the

solar-powered node, for cryptography purpose like public-key encryption, is an

example of the consideration of power consumption which is less relevant issue

in this case.

2.1 Low Power Devices

The diodes in this setup consists of personal communication network (PAN) and

local communication network (LAN) devices. ZigBee and Bluetooth are referred

to direct short range technologies which connect personal equipment. Local area

network administrators can create a wireless communication system using Wi-Fi for

sharing. The low-power wireless area will be seen in more details in the following

sections section especially with Bluetooth and Zigbee wireless technologies and

Wi-Fi discussed.
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2.2 ZigBee

ZigBee joins neighboring devices to form a network. This is mostly used in low-

power applications. It has the added advantage to be used on network of minimal

size but use as little power as possible. Working within the area network that has

adopted the use of open standard, including the low power function and minimal

environmental impact, makes the IEEE 802.15.4 to follow the rules and protocols set

by IEEE 802.15.4. Such technology gives the possibility to work the frequency range

of 2.4 GHz all over the world. ZigBee is very different from Bluetooth, which only

covers an approximated distance of 10 to 100 m, and there is networks with a range

of up to 100 m. The channel access method “Career-Sense for Multiple Access with

Collision Avoidance” is employed in CSMA/CA protocol. In the same way QPSK and

BPSK modulation is used during modulation process. Since the data rate supported

by ZigBee is at a maximum 250 Kbps (Kilobyte per second), the data transfer speed

is quite slow and becomes a bottleneck. It uses those sixteen frequencies that work

through RF. There are 255 different items that may be linked to the ZigBee device, a

thing that brings its responsibility. Despite the fact that it has only small bandwidth

requirements, it usually overcome Bluetooth that is low bandwidth. Similarly it is

not unusual to buy ZigBee devices with a higher price. As a result, implementing

ZigBee technologies in the mass production is more likely to be neglected at the

early stage. There is a major area which is connecting ZigBee networks to satisfy the

requirement of monitoring and controlling to implement a wireless area network. It

is done in the areas of residential, commercial and agricultural worlds with a very

spin of the time. Hence, also, for the commercial and industrial land it may hold out

to the best choice [44–50].

2.3 Bluetooth

Short distances wireless technology standards like Bluetooth become common

and well-established in our life. The end-user targeted area networks with power

consumption constraints is what it is for. The IEEE 802.15.4 standard for access

security is used in it and it operates in the 802.15.4 PAN through the 802.15.4 MAC

protocol. The Bluetooth standard operates with a frequency of 2.4 GHz and maximum

data rate of 1 MHz, which is sufficient for small data packets exchange across a range

of a few meters. The maximum range of Bluetooth and ZigBee is a few feet. When

these tow devices are compared, they will be compared to a wide blast range. Univer-

sally less common topologies of the type that was mainly used in Bluetooth devices

is Star architecture. We are able to achieve a distance of 30 m with maximum speed of

3 Mbps (MegaBytes per second). The number of the devices allowed in one network

is 1000. FDMA/TDMA is a popular media access scheme available in the Bluetooth

systems. The modulation phase web utilizes 8DPSK (8 DPSK) and GFSK (GFSK).
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Most of the gadgets, like smartphones and other individual units, that are used for

communication must be rented nowadays [51–59].

2.4 Wi-Fi

The term Wi-Fi is a short form for wireless fidelity. 802.11ac uses IEEE 802.11b

and 802.11g standards for a better management, increased speeds, and better perfor-

mance. Wireless communications can provide connection of mobile devices and

laptops within the small world for instance corporate areas, school classrooms and

houses by using wireless communication technology. It works at 2.4 and 5 GHz and

transferring the data between the two is one of its key strengths. whereas the ZigBee

and Bluetooth networks length is limited to 10 m, the HomePAN technology takes

over in this field with respect to the range it reaches. Moreover, the rate of ZigBee

devices suffers on network performance in the same way it does when it comes to

reliability. For sure, despite the fact that wired devices are more energy-efficient than

those connected via PAN. There is a collision in network segments which Wi-Fi

detects using the Carrier Sense Multiple Access and Collision Detection methods. It

could be required to have much more bandwidth when setting the frequencies across

a wide range. In contrast to its rivals like PAN, it achieves a data rate of 7 Gbps which

is the highest. 23. Just in check the range and data rates of WAN devices compared

to Bluetooth and ZigBee, you find the differences that give WAN advantage over

PAN. An analyzes of three wireless communication protocols Bluetooth, ZigBee,

and Wi-Fi is carried on Table 1 through their technical features [60–64].

Table 1 Technical features & security issues of PAN and LAN

Technical features of ZigBee, Bluetooth, and Wi-Fi

Frequency Channel

access

Modulation Maximum

data rate

Maximum

range

Maximum

devices

support

Security issues

Bluetooth 2.4 GHz FDMA/

TDMA

GFSK,

8DPSK

3 Mbps 30 m 1000 MAC spoofing,

man in the

middle attack

ZigBee 2.4 GHz CSMA/

CA

BPSK/

QPSK

250 Kbps 10–100 m 255 Eavesdropping,

DOS, Node

compromise,

sink hole,

warm hole,

physical

attacks

Wi-Fi 2.4 GHz,

5 GHz

CSMA/

CA

Various 7 Gbps 100 m 255 Limited range,

data protection,

connectivity

issues
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As far as data speeds, power consumption and the area range are considered,

PAN and LAN wired technology also come into play to connect the various devices.

Nevertheless, these devices generally focus on some variables over others, what we

call constraints. Due to this bandwidth limitation, they still don’t manage to meet the

efficiency, capacity, and network range one can see in the existing networks. On the

other hand, this deficiency dictates you create these things with the goal of solving

this specific issue. Following low data rate, long-range supporting and low power

consumption, an important factor during the production is to fabricate devices with

low power commands [65–67].

With the examples of NB-IoT, LoRaWAN, DASH7, Weightless and Sigfox, low-

power wireless area networks (LPWANs) available are just some of the ones today.

2.5 NB-IoT

3GPP (Third Generation Partnership Project) is responsible for creating and stan-

dardizing LPWA (Low Power Wide Area) wire type of communication known as

NB-IoT. Discussion on the LTE (Long Term Evaluation) spectrum as used for data

transmission in the NB-IoT. In the end, our list of release standards for version 13

includes all the key areas that need to be addressed. The Next Generation the Mobile

was also labeled as the 5G technology the next year. LPWANs (Low Power Wide

Area Networks) are its recent and most prevailing superlative. Due to the fact that

among its features it can be regarded as very versatile, it may be used for a number of

new applications in the industrial aspects and smart parking. Polar communications

capabilities for cheaper batteries and equipment features would be our technology

priority. In addition, the NB-IoT has used the LTE protocols of authentication and

authorizing for its devices’ security. The perception layer performs as a shield to

block any destruction of data using unauthorized methods. This technology utilizes

the frequencies of G-Smart wave and low energy transmission (LET). If you are

required to send or receive messages over air EM air up to a distance of 5 km,

this communication technique ensures a great range in terms of transmission speed.

QPSK modulation of NB-IoT signals is utilized in the delivery of these signals. The

NET B platform maintains NB-IoT specs with 128-bit of AES encryption and a star

topology as its scaffolding. The size of a huYonaw datagram is 2048 bytes. In addi-

tion to the other compliance clauses, IoT’s NB-security is still the only approach that

does not fit any standard on the planet [68–76].

2.6 LoRa

One of the latest proven wireless technologies is LoRaWAN, or Long-Range Wire-

less Area Network, which is an output of the company Semtech Corporation and calls

for commercialization. More so, just like the hiring of engineers at Lora corporation,
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the organization has got a macro-layer protocol for wireless devices that use batteries

in operation. The LoRa comes in 1GHZ unlicensed frequency band and possesses

a mobile wide area network characteristic that make it the most intriguing. Also,

the modem supports all these frequencies (868 MHz) no matter where the border

frequency (433 MHz) is. Uplink and downlink are hence the method of the commu-

nications utilizing frequency shift keying (FSK) along with Chirp Spread Spectrum

(CSS) spread spectrum modulation. The highest data rate is 50 kbps per second and

a packet size of 2047 kB, which allow radio can span maximum 20 km in distance. In

each LoRaWAN correct node we have the AES 128-bit encryption. Internet protocols

are the backbone of a conventional backbone, gateways, and star and mesh topologies

being in development. At the same year, the LoRaWAN network was pushed out.

Nodes in the encrypted network communicate to the hub first. Afterwards, servers get

the information that nodes are allowing or refusing the request. Without encryption,

the emergency messages were both sent and received in a timely manner in order

to comply with the said network rules. If there is a message broadcast through the

server, there should be no worries since the applaud will make sure the message does

not get corrupt. LoRaWAN is the long distance communication alternative we have

been looking for. Write 3 paragraphs answering the following question: Describe the

significance of the arts and culture in shaping a nation’s identity [30, 77–80].

2.7 Sigfox

Most often the Sigfox is used as the broadcast mode (LPWAN) for the low-power

network (LPWAN). Its enables the LPWAN type connect which very important

to solve the problem of different network connection. In 2009, the French mobile

network company named Sigfox developed a communications system, called Sigfox,

especially for those devices that have few or no power. The frequencies provided are

UNB and the broadcast can be streamed in 200 kHz. The BTU RTK PPK in DGPS-

compatible form provides data transition from UL to DL speeds, up to 100 kbps,

and is compatible with the USB-OTG port as a simple application interface, and it

has a range of up to 50 km. The delivery time would become 24 bytes for a 12 byte

message up-linking and 8 for down linking. Currently, a communication average of

(2 s). On 868/902 MHz, modulation is performed in DBPSKJ and GFSK methods.

With the use of ultra-narrowband spectrum, the limited noise level existence and the

easement of such a signal demodulation are ensured. An important feature is that

in Sigfox, message signing as a default is not activated. As set forth by their needs

customers can choose an end-to-end encryption or a solution from Sigfox [81–84].
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2.8 Weightless

Bs. low power networks Weightless-P, Weightless-W, and Weightless-N make it

possible to deploy flangeless, which is a network. A non-profit group introduced this

method, which was already around since 2008. Neul, who initiated this technology

in the UK, has also signed agreements with Huawei to facilitate its rollout. Home

wrecking indeed is one of the newest which belongs to 802.11n family and involves

USNBband, one of the most cutting gambling technologies (1 GHz spectrum, 24

uplink channel access). With the doubling of rate and the increase of range from 5

to 9 km, the current combo of BPSK, QPSK and DBPSK can support a transmission

rate of 10 Mbps. Keeping the nodes encrypted and authenticated by AES 128-bit

method, we strive to offer an extra-security and protection status for participants

among other choices. employing a star topology, an avenue of safe data circulation

is accessible. The effect achieved by the use of AES 128 by the nodes is that the

nodes. If a physical attack results in the hijack of session key, the private key of the

node can also be exposed [85, 86].

2.9 Dash7

Likewise, open-source LPWAN radio protocol DASH7 is forcefully meant for sensor

work and this protocol operates in the 433/868/915MHz frequency range. The orig-

inal coupon was released back in 2003 (ISM). Authentication for the node is deter-

mined by 128-bit AES symmetric key encryption. It just assumes the network is safe

and offensives its confidence upon that. On last, key is preserved on the gate versus

independent node to save power. Last but not the least, defense vulnerabilities for the

low power wide Area Networks (LPWANs) supplying end devices with tiny power,

compute, and memory (for example, wearables) escalated significantly from future

tech advancement and the growth of IoT devices. LPWAN network DASH7 has a

tremendous power saving potential by providing the base stations nearly endless

battery life for the devices for many years. 128-bit one time, higher end to end data

encryption is applied throughout the data transaction. Transmitting 167 kbps, DASH7

will be taking huge share of bits and bytes by areas much larger than that. Forwarding

of the 3 succinct GFSK modulation channels is also be allowed. By Ethernet cable

or wireless network, a tree or star are the network’s configuration. DASH7 contains

sensor portals, hubs, and nodes. Two-way flow direction is considered storing it in

the server if end-to-end data is actively collected by the gateway. Just like a gateway

it has got its own sleep cycle to control power usage. DASH7 is recognized as energy-

efficient quality [87]. Table 2 shows the technical specifications for the Low Power

(LoF) Wireless Domestic Network (DoN).
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Table 2 Technical features of LPWAN

Technical features and security issues of low power wide area network

NB-IoT LoRa Sigfox Weightless DASH7

Frequency LET and
GSM, USA

433/868/915 MHz 868/902
MHz

1 GHz 433/868/915
MHz

Channel
access

Multiple 10 (EUR), 8 (DL) 360 24 (UL) 3

Modulation QPSK CSS/FSK DBPSK and
GFSK

BPSK,
QPSK,
DBPSK

GFSK

Maximum
data rate

UL
(158.5 kbps),
DL (106 kbps)

50 Kbps UL
(100 kbps),
DL (600
kbps)

10 Mbps 167 kbps

Maximum
range

0–5 km 5–20 km 10–50 km 5 km 0–5 km

Encryption AES 128 bit AES 128 bit AES AES 128
bit

AES 128 bit

Topology Star Star/Mesh Star Star Star/Tree

Packet size 2047 B 2047 B UL (12 B),
DL (8 B)

> 10 Kb 256 B

Security In
development

Developed Partially
Afforested

Developed N/A

Founded 2016 2015 2009 2012 2013

Security
issues

Insufficient
authorization/
authentication
Poor
application
and end-point
security
Lack of
physical
security

MTM Attacks,
Frame payload
attacks,Network
Flooding attacks,
Physical attacks. RF
Jamming Attack

Replay
attack, DOS
attack, POC
Attack

Key attack Authentication

2.10 Confidentiality

Data exchange and reception area should be restricted and encrypted in order to

prevent communication by unnecessary parties only the sender may use the network

node to access the data for this purpose. With so many compromising facts, data

security becomes crucial. No party should feel exposed or violated. Since data is

more than a crucial resource, it cannot be treated as an expendable asset and must

not be in jeopardy under any circumstances. Man-in-the-middle attacks commonly

use two common assaults: the make-or-break situation of the SCT, and worst of all

is the SDGT. In the first instance, appending scenery from different countries rise
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to attacker’s theft of a vital key before they start an attack. Let’s imagine someone

stealing the user’s private key could not get the data once entered which they could

change or postpone and send it to the receiver. When two nodes both consider access

to their data or password or code as secured connections or they are simply making

assumptions, but a third party accesses the data and the password or the code. This is

called a “man in the middle” attack. Many literary works dealing with them during

an efficiency design on the networks with a low power level being added to the list.

2.11 Integrity

Virtual private networks (VPN) share a common goal of keeping the network out of

the hands of diverse attackers. Integrity of the network is the greatest lost. Generating

precise information is indeed one of the key elements of data integrity. Means of data

manipulation may range from accidental to purposeful by exploiting this loophole.

For the elimination of deletions, versions of the code, and changes, the organization

of the network’s integrity is important. Since the jamming is the vector given to

wormhole or replay attacks in case of low-power networks, integrity is an important

thing to consider. Bearing in mind that the strike can be mounted without Geneva

jammers and announce sniffer should be ensured. The sniffer ascends to the data

packet then the deciding system operator decides whether or not to jam the packet.

Problems of low-power wide-area networks are demonstrated in Table 3.

Table 3 Attacks on LPWAN

Attacks on low power wide area network

NB-IoT LoRa Sigfox Weightless DASH7

Replay
attack

- Frame counter Sequence
number

Data frame
counter

N/A

Possible
attacks

Jamming Jamming Replay
attack

Jamming Jamming

Possible
attacks

Physical attacks
Port scanning
ARP spoofing
DNS spoofing
Malicious UE
attack

Network flooding
attacks
Packet forging

POC attack Key attack –
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3 Methodology

3.1 Defining the Research Question and Objectives

The methodology begins with a precise definition of the research question, which

is central to guiding the entire review process. For this survey, the primary question

is: “What are the prevailing security challenges and proposed solutions within Low

Power Wide Area Networks (LPWAN) for Internet of Things (IoT) applications?”

The objectives include identifying existing security threats, reviewing proposed secu-

rity measures, and assessing the efficacy of these solutions within the constraints of

LPWAN technologies.

3.2 Literature Search Strategy

A structured literature search strategy is employed to ensure comprehensive coverage

of the topic. This includes:

Databases and Sources: Selection of databases such as IEEE Xplore, ScienceDirect,

and Google Scholar for their strong repository of technology and security-related

academic articles.

Search Terms: Development of a list of keywords and phrases like “LPWAN secu-

rity”, “IoT network vulnerabilities”, “cryptographic methods in IoT”, and “security

protocols in LPWAN”. These keywords are combined using Boolean operators to

refine the search results.

Time Frame: The search is limited to documents published in the last ten years to

focus on the most current research and developments.

Inclusion and Exclusion Criteria: Inclusion criteria are set to select studies that

specifically address security aspects of LPWANs within IoT contexts, peer-reviewed

articles, and papers in English. Exclusion criteria exclude non-peer-reviewed articles,

articles not directly related to LPWAN technologies, and redundant publications.

3.3 Screening of Literature

The identified literature is first subjected to a title and abstract screening, assessing

relevance based on the predefined inclusion and exclusion criteria. This initial

screening is followed by a full-text review of selected articles to ensure they provide

substantial information relevant to the research questions.
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3.4 Data Extraction and Categorization

Relevant data from each article are extracted, including author details, publication

year, study focus, methodologies employed, main findings, and security solutions

discussed. This data is organized in a matrix format to facilitate easy comparison and

synthesis. Categories are formed based on common themes such as types of security

threats (e.g., physical, network, encryption), types of LPWAN technologies discussed

(e.g., LoRaWAN, Sigfox), and the nature of proposed solutions (e.g., cryptographic,

protocol-based).

3.5 Quality Assessment

To ensure the credibility of the literature review, a quality assessment of the selected

papers is conducted. This assessment focuses on methodological rigor, relevance to

the research question, and the impact factor of the publication sources. The assess-

ment helps in weighting the conclusions drawn from the various studies in the final

synthesis.

3.6 Thematic Synthesis

This step involves synthesizing the information extracted from the literature to iden-

tify common findings, contradictions, and gaps in existing research. The summary

is arranged according to main theses, which are only recognized as the process of

classification meets. This topic analysis aids in understanding the broader context of

security of LPWAN and its solutions within the domain of IoT.

3.7 Development of the Security Framework

The security framework for LPWANs in IoT is designed based on the analyzing

synthesized data. This framework integrates those strategies that had been effective

in their implementation and fills in the gaps of the existing research. It puts forward

integrated solutions customized to the particular requirements and limitations of the

LPWAN networks.
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3.8 Drafting the Review

The outcomes and analyses are composed into a consistent review paper. The paper is

designed to start with the problem area, followed by the methodology, the highlights

from the literature review, the security framework, and finally the implications for

future research and practice.

3.9 Conclusions and Future Work

The final part of the paper is the summary of the most important findings, the opportu-

nities for practice of the proposed framework and the suggestions for the development

of the research in the area of LPWAN security within IoT environments.

Figure 1 diagram represents the procedure of research methodology for the

research on security issues belonging to Low Power Wide Area Networks (LPWAN)

for Internet of Things (IoT) applications. It details the interactions between the

researcher and various components such as databases, review processes, and anal-

ysis, leading to the development of a security framework. The iterative refinement

process between the researcher and the review is also highlighted, emphasizing the

dynamic nature of conducting a comprehensive literature review.

Fig. 1 Research methodology diagram for security framework
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4 Discussion

The challenges of security in the low power networks are specific because they

have a different architecture. While scientists changed the world in diverse ways,

their common goal always remains the same—to move humanity forward. Mainly

Personal area networks (PANs), very close area networks (VLAN) are key subfields of

low-power networks designed for short-range communications (LAN). Bluetooth &

ZigBee are PAN (Personal Area Network) devices that communicate each other via

radio frequency. Next to this, Wi-Fi is an example of LAN (Local Area Network)

devices that require setting up in order to communicate with each other. Low-power

wireless radio frequency devices manifests a host of constraints. This is not just of

joining the social interaction. It entails as well the focus on protecting ones’ data. Low

Power Wireless Aera Networks must also be considered to achieve better commu-

nication and therefore scientists constantly struggled to do this. The combination of

various technologies ensures that services can be carried out across a high propor-

tion of their vocal spectra and usage. In matters of the IoT devices, it is scarcely

necessary to experience the problems of the battery. The issue of energy solution

has been proposed to tackle IoT devices’ consumption problems in terms of use

of solar power. The actors are explained along as well. Security on the Internet of

Things (IoT) is on the list of top problems. Security analysis has been addresses in

many studies and gives solution for it. The upkeep of high standard of confidentiality

and trustworthiness is undoubtedly the crucial element in building relationships with

financial institutions. References [22, 32, 39, 41, 90] raises the problem of cleanness

of IoT devices, however, other authors are also covering a similar topic. In [22, 25],

we bring up the problem of integrity; in [30, 32], we highlight the topic of integrity.

Every aspect of this trial to be analyzed in the bibliography study, and a precision

for fixation is also given.

5 Conclusion

The low-power wireless, area networks technology offers inexpensive possibilities

in areas where the need is wireless. The rapid pace of technology is accompanied by

an ever-increasing amount of research into the technology known as the Internet of

Things. Along with this trend, sometimes WLANs further trouble these IoT devices.

This research targets the collation of information for both the known and it will

also identify the potential security challenges that they will arise while using low-

wireless LANs as the local networking. Studies on various IoT technologies specif-

ically put emphasis on the real parts ensuring that wireless technology functions

as it should. Academicians are considering bettering standards for IoT devices and

security to prevent possible vulnerabilities and cybercrimes. Researchers that come

into women studies to take a look at things that are broken with women are pulled to



462 M. Z. Hussain et al.

the windows like moths to the flame. Well key distribution and authentication mech-

anism, encryption is already getting solved, but more research is needed to address

those for low-power networks.
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Abstract A wireless sensor network (WSN) is a distributed sensor network of wire-
less devices that can gather and communicate information through wireless links. The
gathered information will be sent to the base station or sink for further processing.
The Sensor in WSN communicates wirelessly, so device location can be changed
at any time and network settings should be flexible. WSN are spatially distributed
autonomous sensors to monitor physical environmental conditions such as tempera-
ture, sound, pressure etc. It started to connect with internet of things (IoT) through
internet which has also an ability to connect the sensor nodes. Now, huge amounts
of data which are collected by WSNs are being accessed by IoT. The objective of
this paper is to identify security challenges and various issues in wireless sensor
networks which are integrated with IoT. The wireless sensor network currently must
deal with the main issues that are security. For certain type of attacks like eaves-
dropping, jamming, and spoofing. Finally, to address security and privacy issues in
IoT domain of WSN a light has been shed on a few obstacles and potential future
research avenues by using Machine Learning algorithms.
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1 Introduction

In recent years wireless communications and micro electro Mechanical systems
(MEMS) advancements have made easier creation of wireless sensor networks
(WSNs), in which sensor nodes gather meaningful data from the surroundings.
Wireless sensor network is a device network for information communication from a
monitored field through wireless links [1]. Connecting the devices in a network with
an approach of using wireless link for transmitting data from sensors with proper
observation. It can also be said collection of sensing devices that are communicated
wirelessly. For example if in some condition people are not able to visit hospital
because of some issues. So here the concept of WSN comes. Using this technology
patient can interact with doctor and check him. In case of emergency, he/she may
receive the message from doctor [2].

Information can be transferred without requiring a physical link between two
or more sites wirelessly. Due to the lack of any physical infrastructure wireless
communication has various benefits which would frequently involve distance or
space compressing. Wireless communication is important for data transmission due
to flexibility and cost effectiveness. A wireless network can be configured more flex-
ible and adaptably than a conventional network [3]. As the wireless network is simple
to setup and does not require cables so it is comparatively less expensive. The main
purpose of WSNs is to gather sensor data and send it to a central processing unit for
analysis and decision making. However a wireless network is a more general word
which includes WSNs to cover a variety of wireless communication technologies.
Wireless network can be used for data transport, internet access and mobile commu-
nication. Wireless sensor network are designed for collecting and monitoring sensor
data which can support a variety of communication protocols and technologies.

Wireless sensor network in internet of things (IoT) interconnect various devices
to exchange data and communicate with one another, improving automation and
efficiency. For example in smart homes, sensors control lighting, heating and security
systems. IoT application areas as shown in Fig. 1 will therefore grow steadily and
dramatically for all facets of life if this goal is realized. Security is a major issue for
WSNs and IoT, especially if they are being used for mission critical functions. For
example, in tactical military applications where friendly forces could be casualties
due to a security breach in the network a combat zone. Different types of benefits of
IoT are discussed below:

• Efficient resource utilization—Utilization of our resources must be in a proper
way or it should not be wasted which is helped by IoT.

• Save time—saving the time is equal to saving the life
• Human efforts and errors—It is near about same as resource utilization.
• Security—It is the most important factor in our surrounding.
• User friendly/Easy to use.

In this unit the article presents an overview of wireless sensor network integrated
with IoT. Security in WSN and IoT are a major issue especially if they are collected
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Fig. 1 Various applications of WSN [3]

for mission critical task [4]. For example health cares section in case of patient privacy
if their confidential health data were exposed through the leakages from misbehaving
nodes or due to system failure. So in computer science solution to defend against
security attacks towards network comprises of three essential components that is
prevention, Detection and mitigation.

This article narrates a brief explanation of the literature survey in Sect. 2. Subse-
quently, an overview of the challenges encountered and attacks by WSN for network
security in the form of problem statement in sub point of Sect. 3 and explained some
research questions of all articles. Further Sect. 4 details the discussion of types of
solutions to defend attacks towards WSN followed by the concluding remarks in
Sect. 5.

2 Literature Survey

For conducting a very thorough, complete and methodical review of relevant and
on-point papers on a particular research issue, a systematic literature review method-
ology is a detailed procedure. The protocol of a systematic literature review plays
a crucial role in ensuring that the review process is open and duplicable. For doing
systematic literature review the major objective is to identify, evaluate and understand
various information’s which will guide the review process. From the final selection
of applicable research papers the examination of the information acquired will next
be used to research process.

In the first reference paper [5] of I. Butun there are two major steps to ensure secu-
rity i.e. intrusion prevention and intrusion detection. Network is secured as a first line
of defense by using intrusion prevention method such as authorization, authentica-
tion and access control. Butun et al. [6] have made a survey of the state-of-the-art in
intrusion detection system that is purposed for WSN are presented. Detailed infor-
mation about IDS and a brief survey of IDSs proposed for mobile Ad-Hoc networks
are presented in this paper and applicability of those systems to WSN are discussed.
V. Friedman has started to merge WSN with IoT [7] through the introduction of
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internet access capability in sensor nodes. Thereby IoT over the internet provide
large amount of data collected by WSN. Then Lin et al. [8] particularly shows the
relationship between cyber physical systems and IoT which play important roles in
realizing an intelligent cyber physical world. This also investigate the relationship
between IoT and fog computing and discuss issues in fog computing based IoT. M.
Kocakulak and I. Butun has discusses detailed overview of WSNs [9]. It also accesses
the technology as well as characteristics of WSNs and provides a review of WSN
application integrated with IoT.

In the paper of Fang et al. [10] shows a novel IIS that combines IoT, cloud
computing, Geo-informatics, geographical information system and global posi-
tioning system and e-science for environmental monitoring and management with
a case study on regional climate change and its ecological effects. Abomhara and
Køien [11] have discussed the IoT vision, existing security threats and open chal-
lenges in the domain of IoT. The current state of research on IoT security require-
ments is discussed and future research directions with respect to IoT security and
privacy are presented. Then Gope and Hwang [12] show the major security require-
ments in BSN-based modern health care system. In addition to that a secure IoT
based healthcare system using BSN called BSN-care is proposed which can effi-
ciently accomplish those requirements. Li et al. [13], introduced various definitions
of IoT and emerging techniques for the implementation of IoT. Here open issues
are discussed related to the IoT applications are explored followed by some major
challenges which need addressing by the research community and corresponding
potential solutions are investigated. Zhu et al. [14] consider a typical threat in the
latter category is known as the node replication attack. It also reproduces the node
in large quantity. A.-S. K. Pathan, H.-W. Lee and C. S. Hong has investigated the
security related issues and challenges in wireless sensor networks. Security threats
are identified [15]. The holistic view of security is discussed for ensuring layered
and robust security in wireless sensor networks [16]. Sharma and Ghose [17] focus
on physical assault and issues in remote sensor systems. The methodology of secu-
rity discovery against physical assaults are talked [4]. Kumar and Sanyal [18] has
made a survey on the paper which has given importance on the security arising
out of the information exchange technologies that is used in internet of Things. I.
Butun, N. Pereira, and M. Gidlund provide the first importance into the security
of LoRaWAN. Overview of the protocol and several threats to the new version of
protocol are presented [19]. Then I. Butun, N. Pereira, and M. Gidlund clarify and
review the security aspects of LoRaWAN for Comprehensive security risk analysis
is provided by ETSI guidelines and discusses several points to the security risk [20].
The research paper of M. Eldefrawy, I. Butun, N. Pereira, and M. Gidlund concludes
a formal study of LoRaWAN security is presented that is an increasingly popular
technology that defines the structure and operation of LPWAN networks [21]. Then
J. Haxhibeqiri, E. De Poorter, I. Moerman, and J. Hoebeke provides an overview of
the research work on LoRa and LoRaWAN that has been published in between 2015
to 2018 [22]. R. S. Sinha, Y. Wei, and S.-H. Hwang provides a comprehensive survey
on NB-IoT and LoRa which is an efficient solution to connecting devices [23].
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This paper of I. Butun provides privacy and trust for IoT that is presented as
a multidimensional relation which efforts in doing a new path for security in IoT,
especially for the FIDO applications [24]. I.-R. Chen, J. Guo, and F. Bao developed
a technique based on distributed collaborative filtering to select feedback using simi-
larity rating friendship, community of interest relationships and social contact as the
filter. The technique also supports service composition applications in SOA-based
IoT systems [25]. Relevant results are presented in the paper written by D. Ott, C.
Vishik, D. Grawrock, and A. Rajan from Intel’s university research program on trust
evidence, that include participants from the US and Europe [26]. A formal study
of LoRaWAN security is presented by S. Sicari, A. Rizzardi, L. A. Grieco, and A.
Coen-Porisini which is an increasingly popular technology that defines the structure
and operation of LPWAN networks based on the LoRa physical layer [27]. The prop-
erties of IoT trust management’s objective and a survey are provided by Z. Yan, P.
Zhang, and A. V. Vasilakos on the current literature advances towards trustworthy
IoT [28]. Now Shelby et al. [29] specifies simple protocol extension for CoAP that are
specified enabling CoAP clients to observe resources [30]. Banks and Gupta as well
as Yokotani and Sasaki purposes enhancements for better performance of MQTT.
Here the performance of HTTP is compared with that of MQTT which is a type of
name based protocol [31, 32]. Brand et al. as well as Zhang and Li has made an in-
depth study on a popular implementation of the routing protocol for low power and
loss network that provides insights and guidelines for the adoption of these standards
[33, 34]. The behavior of the low power protocol is analyzed by V. P. Nikshepa and
U. K. K. Shenoy that is called 6LowPan abbreviated as IPv6 over low power wireless
personal area network under many types of topological scenarios [35]. A. Fabre et al.
has done implementation and deployment of a system is focused in this research paper
using contiki, 6LoWPAN over an 868 MHz radio network, together with a CoAP as
a standard application layer protocol [36]. To combine the standardization effort for
allowing low power wireless devices to communicate D. Dujovne, T. Watteyne, X.
Vilajosana, and P. Thubert have used the internet protocol that become true fingers
of internet and greatly simplifying their integration into existing networks [37]. T.
Watteyne, P. Tuset-Peiro, X. Vilajosana, S. Pollin, and B. Krishnamachari discussed
the way the 6TiSCH stack can be incorporated into existing and new way to teach
the next generation of electrical engineering and computer science professionals for
designing and deploying the networks [38]. T. Chang, T. Watteyne, K. Pister, and Q.
Wang presented an adaptive synchronization technique in this article that allows a
node to learn and predict the way its clock is drifting relative to its neighbors and the
instants is coordinated at which the nodes re-synchronize [39].

The environment, problem statement is described by T. Watteyne, M. Palattella,
and L. Grieco in their paper and goals for using the time-slotted channel hopping
Medium Access [40]. The research focus on cyber manufacturing systems that evolve
as a significant terms and also introduces the development of IoT along with digital
factory and cyber-physical systems [41]. S. Firestorm, I. Butun, M. Eldefrawy, U.
Jennehag, and M. Gidlund presented the challenges, needs and requirements of indus-
trial applications in this research paper when it comes to securing IoT systems [42]. H.
Song, D. B. Rawat, S. Jeschke, and C. Brecher, in their paper [43] fully describes on
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foundation, principle and applications of cyber physical systems. K. Xu, X. Wang,
W. Wei, H. Song, and B. Mao purposed the core idea of SDN and the software
defined smart home platform are referred in this article along with the core tech-
nology of SDSH and the application value of fore core technology are discussed
[44]. A cross layer protocol for internet of medical things (IoMT) is presented in
this paper [45]. The cross layer communication of physical, data link, and routing
layers have considered in proposed methodology for multimedia applications. Y.
Sun, H. Song, A. J. Jara, and R. Bie describes the concept of smart and connected
communities that evolved from the idea of smart cities [46]. A security and privacy
preservation scheme is purposed [47] to solve the issues related to face identification
and resolution technology. An outline based on the fog computing face identification
and resolution framework is given and summarizes the security and privacy issue.
The research paper is focused on enhancing the secrecy of wireless communications
in CPS using physical layer security techniques [48]. A amplify and forward relay
network are studied where all devices are equipped with a single antenna. J. Zhu,
Y. Song, D. Jiang, and H. Song purposed through multiple channels the problem
of how to achieve the proper strategy to transmit packets of different buffers to
maximize the system throughputs [49]. The integration of fog computing with IoT
and its implications are surveyed in this paper [50]. This paper aims to find and
emphasize problems; especially security related which arise with the employment
of fog computing by IoT [51]. The basics of smart cities are provided in this paper
[52] and examine the possible future trends of this technology. Cyber security and
privacy challenges in TCPS, novel, transformative, multidisciplinary approaches are
addressed in this paper at the confluence of cyber security, privacy and TCPS are
needed [53]. KhaledTelli, OkbaKraa, Yassine Himeur, Mohamed Boumehraz, Shadi
Atalla, Wathiq Mansoor, Abdelmalik Ouamane encompasses an experimental setup
that includes the use of Pseudo-random binary sequence signals for excitations to
show the efficacy of NARX-NN in predicting and controlling quad rotor dynamics
[54]. A mobile application like BAdDrolds leveraging machine learning are intro-
duced for detecting malware on resource constrained devices [55]. The economic
affects the university research which is compared in the United States and japan-
countries. In this paper that is similar in economic and technological capabilities but
different in culture, tradition and institutional structure [56].

An introduction to the intersection of both the fields is provided in this paper
with special emphasis on the techniques used to protect the data [57]. Mohammad
Al-Rubaie and J Morris Chang gives an introduction of a wearable fingerprinting
technique focused on Bluetooth classic protocol are done in this paper that is a
common protocol used by the wearable’s and other IoT devices [58]. A mutual
information based algorithm is purposed in this paper [59] which analytically selects
the optimal feature for classification. This mutual information can handle linearly
and nonlinearly dependent features that are based on feature selection algorithm.
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3 Problem Statements

For conducting a very thorough, complete and methodical review of relevant and on-
point articles on a particular research issue or topic, a problem statement methodology
is a detailed procedure. The protocol of a problem statement plays a crucial role in
ensuring that the review process is open and duplicable. For doing problem statement
the major objective is to identify, evaluate and understand various strategies which
will guide the review process. From the final selection of applicable research papers
the examination of the information acquired will next be used to answer the following
objectives as a complete problem statement.

O1. Discover the challenges that are encountered in WSN for network security.
O2. Discover the solutions that defend against various attacks towards the WSNs
on all the layers of OSI model.
O3. Attacks and security measures to be surveyed in the WSNs of industrial
supervisory control and data acquisition (SCADA) systems.
O4. Challenges of the IoT to be discussed for security purpose.

For finding the solutions for the above objectives the following strategies are
executed:

3.1 Search Strategy

A thorough search procedure is started that allow for the completion of systematic
survey. A good search strategy must be developed for a systematic survey to be
successful, which requires selection of number of relevant databases from which to
draw relevant material. Between 2018 and 2023, for this investigation a two-step
search process was used, with step 1 employing the digital libraries of the ACM,
IEEE, springer, and science direct. The academic search engine Google scholar is
used to make sure no relevant literature was overlooked in step two of the search.
There are various classifications for attacks towards the WSNs in the literature.
Among these the attacker’s activity will consider as main categorization and open
systems interconnection (OSI) model is targeted as sub classifications. Figure 2
depicts how several steps were carried out during the survey.

3.2 Study Selection Process

In this research the primary objective of study selection was to filter out irrelevant
material that did not align with the specified research objectives. Sensor network
are highly distributed, lightweight nodes, deployed in large number to monitor the
environment or system sensor node consists of three things that are sensor subsystem,
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Fig. 2 SLR of attacks towards WSNs

processing system and communication system. In search step 1, a total of 4806 entries
were formed by combining the first 1504 entries from search step 2 with the 3302
entries collected in the initial search phase. Following the removal of 302 duplicate
items from the previous stage, articles were further eliminated on their title (3351),
abstracts (868), and full texts (393). Ultimately, after the fifth round of screening, a
total of 69 research publications were chosen for inclusion in the study.

4 Reference Checking

The references were evaluated after reviewing the entire text of the 34 papers to
make sure no relevant materials had been missed that were selected for the study.
Throughout the evaluation, 75 more publications were discovered and they were eval-
uated for conformity with the inclusion and exclusion criteria using their abstracts,
titles and full texts. As a result of this approach 50 articles were eliminated based on
abstracts, 12 articles were excluded based on full texts, and 11 articles were discarded
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based on titles. For reference checking and final selection leaving only two articles,
71 articles were removed after these filtering steps. Finally 54 papers were selected
after elimination of 71 articles from the filtering steps.

4.1 Data Extraction

Each article was meticulously read together the necessary data in order to address
the study’s objective. In a pre-designed form relevant information was then extracted
and recorded that includes various fields, methodology, such as article title, dataset
utilized, number of features, identification of attack and legitimate classes, prepro-
cessing strategy, experiment model performance optimization, strengths and weak-
ness, performance metrics, along with a summary of the article. The research question
and critical evaluation of the compiled article are investigated by utilization of these
fields.

4.2 Inclusion Criteria

• Papers that were relevant were included in the selection process.
• A machine learning technique for recognizing active and passive attacks towards

WSNs were outlined.
• The study’s objectives were addressed in research findings.
• On earlier research in the field, and investigations were build that closely

related but differed in some important ways are considered independent primary
investigation.

• Our primary goal of this SLR is to study briefly of attacks towards WSNs and IoT
that was released between 2018 and 2023.

4.3 Exclusion Criteria

• Insufficient information was gained from redundant research studies and articles.
• For writing papers other languages except the English language are used.
• Subjects, editorial pieces, critiques, discussions, brief communications, posters,

encyclopedia entries, ongoing research, keynote presentations, and invited
speeches unrelated to the study topic were studied.

Finally all the sub points of this section give a brief idea of threats and challenges
of WSN integrated with IoT. The filtering steps are done to eliminate the duplicate
entries.
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5 Discussions

In this sub-section various types of solutions to defend attacks towards WSN are
discussed. Based on the systematic literature review this section looks at work that
looks into the kind of attacks and security measures that are studied in wireless sensor
networks of industrial supervisory control and data acquisition systems are Malware
attacks, DoS attacks and IoT vulnerabilities [60, 61]. A search approach strategy is
used that entails eliminating plenty of unused papers in order to reduce the number
of publications that exactly meet our study objective. A quality evaluation criterion
is also employed to ensure that the selected papers provide results that have been
synthesized. Due to different variant and attack patterns detecting the kind of attacks
can be difficult, makes it as a challenge to differentiate them from normal traffic.
Various attacks and security measures towards WSNs are discussed and there are
some issues in applying stochastic process.

Security is needed in sensor networks because sensors deploy in critical networks
[62]. The sensor networks are needed to secure if not the enemy will attack the
sensor network and manipulate. Denial of service attacks are the major threat to the
systems connected to the internet, especially for e-commerce, financial services and
government services. Computer network majorly works on client server architecture
[63]. There are number of clients sending request to the same server. Server offers
various services like HTTP or FTP (file transfer protocol) with which clients can
interact to or share information [64, 65]. When server cannot respond to client request
DOS condition arises. Dos occur when there is a description in sending information
or communication.

A. Defense against passive attacks

Defend against passive attacks towards WSN is presented in this subsection.

• Defense against passive information gathering
• Defense against code attack
• Defense against active attacks

This section summarizes the solutions to defend against active attacks.

• Defense on physical layer
• Defense on data link layer
• Defense against network layer
• Defense on transport layer
• Defense against Application layer.

Figure 3a presents list of attacks for security major in detection method and Fig. 3b
presents majority percentage of the security in prevention and mitigation method
according to OSI representation. Accordingly; in the detection part as shown in
Fig. 3a, 87% of the solutions are provided for the network layer, and 7%, 4%, 2%
are for the physical, MAC and application layers, respectively. In this figure 87%
is considered as DDos attacks, 7% for the MITM (Man-in-the-middle) attack, 4%
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for malware attack and 2% for computer worm attack. It is apparent that majority
of the solutions are designed to work on network layer. In the prevention and miti-
gation partas shown in Fig. 3b, 47% of the solutions are provided for the network
layer, and 17%, 12%, 10%, are for the all, physical, transport and MAC applica-
tion layers, respectively. The methods that are used in detecting various attacks are
stochastic process, machine learning, game theory and optimization theory respec-
tively as shown in pie chart. Here, distribution of the solutions among OSI layers is
compared to detection methods, yet still there is an accumulation on network layer.

There are also some open issues and solutions on cyber security issues of WSN
presented in this work are solved by the vast amount of efforts in the research commu-
nity [66]. Normally people use internet to get connected with each other or to share
data with each other but there is a change in technology, through which all can connect
with each other physically which is known as internet of things. For example in case
of ordering food items one can track the delivery person. Some important points of
IoT are described below [65, 67]:

• Describes the network of physical objects- “things”.

Detection 

DDoS

MITM

Malware

Computer worm

Prevention and mitigation

Stochastic process

ML

Game theory

Optimization theory

(a)

(b)

Fig. 3 a List of attacks for security in detection method. b Majority percentage of the security in
prevention and mitigation method
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• Internet of things [68, 69] are the devices embedded with sensors, software and
other technologies for the purpose of connecting and exchanging data with other
devices and systems over the internet.

• IoT is a sensor of network of billions of smart devices that connect people, systems
and other applications to collect and share data.

• It may be ordinary household objects to sophisticated industrial tools.

The working of IoT is discussed below:
There are many examples of IoT, Smart watches are among the most popular

example of the Internet of things [70, 71]. Fit bits and Apple Watches connect to
other devices to share data which are the example of wearable IoT technology.

• Sensor in every device
• Every device emits data regarding working states of things
• IoT provides platform to all devices to dump their data
• IoT platform collect and analyses the data
• Valuable information is extracted
• And information is shared to other devices for decision making or information.

Benefits of IoT [72, 73]
Our lives have changed for IoT by making repetitious tasks more convenient,

enabling wearable technology for greater health and wellness, enhancing home
security systems and boosting connectivity.

• Real time information
• Help in monitoring the overall business process
• Help in improving the experience of the customer
• Save time and money
• Productivity of the employee will increase
• Business decisions can be made better by IoT
• Revenue generation can also be increased
• IoT encourages companies [74, 75] to rethink the ways they approach their

business, industries, markets and can also improve their strategies.

5.1 Challenges Encountered by WSN for Network Security

As discussed in spite of highly practical usefulness of wireless sensor network there
are some challenges. Different researches are categorized according to the methods
and challenges are discussed below:

Scalability—It means how a wireless sensor network will be scaled over a large
period of network. As the network is increased area the throughput decreases.

Quality of Service—If network of three nodes are there then the first node moves
to such distance so that the distance should be checked whether the first distance
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between n1 and n3 (n1-first node, n2-second node, n3-third node) is less than second
distance.

Energy Efficiency—It is constrained and don’t have energy backup. Regular source
of backup is not there.

Security—This is limited because if an attacker node comes in between three nodes
then it will be connected with these three nodes and starts to send malicious packets.

5.2 Solutions to Defend Against Various Attacks Towards

the WSNs on All of the Layers of OSI Model

The different types of solutions against active and passive security attack towards
WSNs networks on all of the layers of OSI model are discussed below:

Defense Against Passive Attacks—In this subsection, defense against passive
attacks towards IoT and WSN are discussed. Since the communication of WSN is
achieved through the air, not the wires. There is no warranty according to the nature of
wireless communications that the future planned packets arrive at the intended parties
only. Routine physical checking of sensor nodes has been required by detection of
the tampering attempts by eye or by special equipment like magnifier.

Defense Against Active Attacks—As discussed this section the solutions to defend
against active attacks are discussed below. Time division technique that would
provide dedicated time slots to each node for transmission of the packets In
order to detect black hole attacks in WSN in active trust the author have created
multi-detection routs in such areas which have remaining energy.

5.3 Attacks and Security Measures that Are Surveyed

in the WSNs of Industrial Supervisory Control and Data

Acquisition (SCADA) Systems

This segment describes various methods that are used in detecting various attacks.
Various types of malicious attacks against trust model are presented in this paper. In
constructing the network trust in Wireless sensor network play a key role. Based on
this study the methods are divided in to four groups:

• Stochastic process
• Machine learning
• Game theory
• Optimization theory.
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The attacks and security measures that are surveyed in WSNs of industrial super-
visory control and data acquisition systems are Malware attacks, DoS attacks and
IoT vulnerabilities. Tampering type of replication attack is detected. The replication
attack of nodes in an environment is not secured for the replication of malicious
nodes in to several clones.

5.4 Challenges of the IoT is Discussed for Security Purpose

This segment describes various challenges of the IoT that are used for security
purpose.

Scalability: Addressing, naming, managing and servicing millions of devices are a
unique challenge.

Communications: Various technologies are used by IoT devices, such as wired or
wireless communications, e.g., Bluetooth, ZigBee and LPWAN.

Energy Consumption: This is one of the main challenging constraints of the IoT.
Any kind of algorithm running on IoT devices needs to be designed with light-weight
processing requirement.

Data Privacy: Privacy of the user data in the IoT can be an issue for some specific
use cases.

Self-awareness: Smart objects of the IoT should self-organize themselves
autonomously in order to fulfill some pre-determined specific tasks in responding
real word environmental situations without too much human intervention.

Interoperability: In order for heterogeneous IoT devices to communicate, collabo-
rate and share data with each other, there should be a pre-determined and standardized
data exchange format.

From the discussions made throughout this paper along with its scalability the
heterogeneity of the devices in IoT ecosystem causes several implications. While
designing protocols for WSNs and IoT security is a key component. This paper
shows all known types of security attacks towards WSN in IoT.

6 Conclusions and Future Scope

In IoT landscape research and development continues to grow in a fast pace as
the application areas: cloud/fog based system, cyber physical systems, internet of
drones, smart home appliance, industrial IoT and smart factories, are just namely
a few prominent fields to mention [76]. Attacks by DDOs can hurt internet users
in a number of ways which continues to be a severe danger to many big and small
enterprises. To recognize DDOs attack various several machine learning methods
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are utilized [77–79]. The IoT is a large scale complex architectural design consist a
variety of heterogeneous devices; therefore scalability, transparency, and reliability
are most prominent issues to be solved. In the first place these issues need to consider
security-related initiative. By designing lightweight security protocols and cryptog-
raphy algorithm this can be achieved that are tailored according to specific needs of
the resource-constrained devices of the IoT. From the discussions made throughout
this paper, heterogeneity of the devices in IoT ecosystem can be deduced along with
its scalability causes several implications, in terms of security. Although some of
the new vulnerabilities can be discovered on time, related security patches cannot
be installed to the end devices in a timely manner due to the mentioned IoT network
implications above [80, 81]. Therefore IDS techniques become more important for
IoT systems, as some of them are even efficient against zero-day-attacks. If the
necessary IDS techniques require high processing power, gateway devices can be
employed for this purpose. Going throughout the paper it is concluded that security
is a key component when designing protocols for WSNs and IoT.

This paper has been studied with a hope that this will provide information about the
field of WSNs and IoT, by leading them to produce more robust and secure network
solutions along with the intrinsic relation between block chain and communication,
network and computing are reveled. In future it’s needed to think more about how
to find solutions to defend the attacks towards WSNs and in case of open issues
and solutions of cyber security, it requires further investigation, attention and deep
research from the researchers.
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