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Introduction

1. Context

We have been living with data and artificial intelligence (Al) for
decades. Al needs data as fuel. We know and use data. We know
about and have been subjected to Al predictions (e.g., bank loans,
insurance claims, credit card transactions, and hospital services).
However, two recent events changed the way most people viewed
data and artificial intelligence — COVID-19 and generative Al.

COVID-19 highlighted the importance, power, and limitations of
data. Data are important as the critical ingredient for understanding
the actual situation. How contagious is the coronavirus? How
deadly is COVID-19? What is the difference between COVID-19
and the seasonal flu? Expert opinion is one thing, but data provide
the foundation. Experts need data to form their opinion and justify
their recommendations. The public needs data to understand the
actual situation and accept/reject assumptions, information, and
actions to take.

The need for timely and accurate data is felt more acutely now
than before. The lack of data perpetuates powerlessness and hear-
say. Underestimated data build complacency; overestimated data
spread exaggerated fear. Decisions by governments, hospitals,
businesses, and citizens need timely, accurate, relevant data. The
quality of data could mean the difference between life and death,
prosperity and bankruptcy. However, the lack of data could be as
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destructive as wrong data. Thus, the power of data is felt in times
of great stress and uncertainty.

In response, in addition to governments and international bod-
ies, some universities, medical centers, and data repositories
started collecting and publishing data on COVID-19. But data col-
lected by one party might not be relevant to or sufficient for use by
another. Often, the purpose and objectives of different parties may
not be the same. The parties providing and using the data may not
even know each other. Sooner or later, one may realize that data
definitions are not the same, even if different parties use the same
variable name. This can happen for data in different systems and
even data that come from the same database. Furthermore, some
units of measurement are inconsistent. If a data provider cannot
provide all the data that one requires, perhaps we could combine
our data with data from a third party? But this is easier said than
done. Different datasets on the same entities cannot be merged
due to a lack of common matching criteria. We cannot see the full
picture with isolated pieces of datasets. Thus, we know that impor-
tant information exists but it is locked and fragmented. There must
be a way to see the full picture, but we do not know how, even if we
can download related datasets from multiple sources. While we are
empowered by data, we are also limited by data and the way they
are recorded. Gaining access to data is one thing, but extracting
insights from data is another.

The devil is in the details and in the implementation of data
systems. But the problems with data that we face today seem to be
the same as those faced by data leaders 100 years ago, albeit at a
greater volume and velocity now. Hence, this book aims to rephrase
the problems of our time and provide ideas and solutions that could
help forge better management of data at present.

In contrast, our ability to extract insights from data has grown
by leaps and bounds, especially with the arrival of the machine
learning and Al era. In modern societies, we are subjected to the
results of machine learning and Al models in our everyday life,
even if we do not realize it. A model determines whether someone
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gets a bank loan or not. A model determines the insurance premi-
ums someone has to pay after another model agrees that he/she
is of acceptable risk. A model determines how long a patient can
wait to see a doctor at the emergency room. Recently, a US judge
decided on a sentence based on the results of a model. We are
getting better at extracting insights from data by using machine
learning and Al models invented in the last few decades. Al and
machine learning have progressed by leaps and bounds, and now
there is a new star in the Al space — generative Al.

Generative Al, and ChatGPT in particular, is very popular
because it is proving the usefulness of Al and anyone can use it.
Auto-generated text, sounds, and pictures are useful in many ways
to many people, but the excitement is because anyone can use it
for free, thereby offering endless potential. We are no longer just
subjected to Al, but we could use Al ourselves to do work faster,
better, and cheaper. Data leaders who have not been following the
progress of machine learning and Al will have a lot to catch up on
in order to understand the usefulness, potential, limitations, and
dangers of non-generative Al and generative Al. Hence, this book
is an attempt to explain in simple terms and in a business context
the use and potential of non-generative and generative Al after
which the limitations and dangers can be inferred.

2. Purpose and Intended Audience

The purpose of this book is as follows:

o To rephrase the ever-present problems of data in modern terms
and context;

o To explain the management ideas and approaches that had
proven useful in managing the problems of data;

e To explain in simple terms and in a business context the use
and potential of non-generative and generative Al;

e To suggest how organizations could use non-generative and
generative Al correctly.
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For example, there are several similar data strategy books that
have been written by external consultants from a single-person
point of view (Bernard Marr, 2021). In contrast, our edited volume
has been written by many internal data leaders working in various
organizations, across different industries, with significant long-term
responsibilities to stakeholders.

There are also several good books that explain how machine
learning and Al models work. One such excellent book is by Gareth
James et al. (2021). This book has been written by Stanford profes-
sors as a simplified treatment of their original textbook Elements of
Statistical Learning and is meant for practitioners and executives.
Alas, in this simplified work, the mathematical level is still much too
high for most corporate executives, as it is too focused on tech-
niques and not enough on the big picture. Our edited volume will fill
this void by focusing on real business problems and opportunities
and the big picture. Our book will indeed be suitable for all corpo-
rate executives and does not require a background in math, statis-
tics, or programming.

With the rise in Al (both non-generative and generative), the
synergy between data and Al is more apparent than ever before.
Data contain non-obvious insights that can be effectively extracted
via Al. The search for insights drives better management of existing
data and acquisition of new data. This book helps explain the
two themes and, toward the end, the synergistic features of data
and Al.

The intended audience for our book includes the following:
all data leaders such as CEOs, CIOs, CDOs, heads of analytics,
data scientists, and directors; business analysts and strategists
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responsible for identifying opportunities by leveraging data and Al;
professionals defining use cases that deliver business value; risk
and compliance officers who ensure that data strategies and Al
initiatives comply with regulatory requirements and industry stand-
ards; those who may be concerned about the potential risks associ-
ated with data usage and Al use and need to develop strategies to
mitigate the risks; and managers who identify opportunities related
to the use of data and Al, who plan, execute, and implement data
and Al initiatives.

Ensuring a robust data strategy and effective utilization of Al
requires collaboration among professionals across various disci-
plines, and thus this book will benefit any professional who is inter-
ested in better governance, data strategies, and Al initiatives that
can help their business.

3. Two Themes, One Objective

This book follows the two different but mutually reinforcing themes
that are pervasive in industry leaders’ practice: (1) data strategy
and governance and (2) Al value creation. Data per se are just
a collection of facts, opinions, and assumptions with greater poten-
tial and value if insights can be extracted correctly for specific
purposes.

The keyword is “greater.” All organizations are capable of ana-
lyzing their data and extracting information and insights. But how
many organizations can reach the full potential of their data? What
should we be doing to extract greater value and realize greater
potential?

In terms of data strategy and governance, we focus on inten-
tionally managing and using data effectively to achieve specific
objectives. In terms of Al value creation, we focus on the use of
artificial intelligence to generate business or social value. The com-
mon objective is to improve data-driven decision-making.

The organization of the book can be visualized using the follow-
ing sunburst chart:
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With regard to data, we focus on (a) data strategy and (b) data
governance. Data strategy starts with the vision and goals for the
use of data in organizations and delineates both the offensive and
defensive use of data. Importantly, the support structure required to
sustain a data strategy is proposed. In data governance, we turn to
the operational aspects of data. How do we measure the quality of
data? What do we measure? How do we assess the impact of data
quality? How can we ensure both data privacy and effective use of
data? What is considered acceptable use vs unacceptable use in a
principled manner?

Al Value

Creation

Support
Struct Ure

With regard to Al value creation, we explain the use, potential,
and limitations of both non-generative Al (that has been in use for
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decades to support decision-making via machine learning) and
generative Al (that creates new content and tremendously enhances
productivity for some tasks). We have, however, skipped the math-
ematical and code details as they can be more effectively covered
in specialized textbooks.

In the chapters that follow, the authors bring their expertise and
decades of real-world experience to tell us what is important, what
to watch out for, and how to succeed.

References

James, G, et al. (2021). An Introduction to Statistical Learning: With Applications
in R, 2nd edn. Springer, USA

Marr, B. (2021). Data Strategy: How to Profit from a World of Big Data, Analytics
and Atrtificial Intelligence, 2nd edn. Koganpage.
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Chapter 1

Overview of the Chapters on Data
Strategy and Governance

C. H. Neumann Chew

Nanyang Business School, NTU Singapore,
91 Nanyang Avenue, Academic Building South (Gaia),
#06-18, Singapore 639956.
neumann.chew@ntu.edu.sg

Keywords: Data, Data Strategy, Al, Data Governance, ChatGPT.

Data are a core asset that need to be intentionally managed for
value in use and integrity. The COVID-19 pandemic highlighted the
importance, power, and limitations of data. In particular, everyone
realized and understood the following at a much deeper level:

o Data must be timely. The “battle” is lost if key decision-makers
do not have data in time to make decisions.

o Data must be accurate. Wrong or grossly under/overestimated
data lead to bad decisions. People can die and businesses can
fold due to inaccurate data.

e The right data to the right person. The data needs of different
persons vary. We need to ensure the right data at the right
granularity can be accessed by the right person.
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e Certain data must be shared. Without access to critical data
held by selected parties, efforts cannot be coordinated and
outcomes cannot be optimal. But how do we share data in an
effective and controlled manner?

e The value of data lies in the use of data. Data per se are just
raw information. We need to extract insights from data to reveal
the key information that affects outcomes. What processes and
support structures can be set up to facilitate a successful data—
insights—outcomes loop?

The above-mentioned points can be addressed under two subar-
eas of data — data strategy and data governance. The former
deals with the strategic aspects of data [the why], while the latter
deals with the operational aspects of data [the what and how].

1. What Is Data Strategy?

Data strategy is not well defined. A strategy does not become a
data strategy just because it involves data.

ChatGPT 3.5 says “Data strategy is the comprehensive plan
that organizations develop to manage, govern, and utilize their data
assets effectively to achieve their business objectives. It involves
making informed decisions about how to collect, store, process,
analyze, and leverage data across the organization.” This is too
general. We need to be more specific and intentional about data
strategy.

Over several decades, data strategy discussions evolved from
just the platform used to collect, process, and analyze data (think
databases, data warehouse, cloud computing, real-time process-
ing, etc.) to a more fundamental reflection of the “strategy.” Why
does a specific organization need specific data and how do we
facilitate and support the data strategy? The clarity of the “strategy”
element is critical as it cascades down to everything we need to do,
aspire to do, and should do about the data.
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2. People and Process Issues Cause Analytics
and Al to Fail

Over the years, we often hear reports on the increasing pace and
magnitude of investment in data and Al. But the sobering results
of a 2019 survey (Bean and Davenport, 2019) among C-suite
executives of large corporations across industries revealed the
following:

e 72% have yet to forge a data culture.

e 69% have not created a data-driven organization.

o 53% are not yet treating data as a business asset.

e 52% are not competing on data and analytics.

e Only 7.5% cited technology as the challenge.

e An overwhelming 93% cited people and process issues as the
obstacle.

Thus, we need to focus on the people and process issues. Not the
technology, code, or math. There are good ways to address these
issues and it starts with data strategy.

3. Data Governance Has a Negative Connotation

Data strategy is an exciting topic for many. But the mood changes
when we shift to data governance. Data strategy focuses on returns,
while data governance focuses on risk. Thus, some Chief Data and
Analytics Officers (CDAOs) avoid the term data governance when
discussing specific data issues.

But returns and risk in an uncertain world are two sides of the
same coin, i.e., risk cannot be avoided. But we can do better to link risk
to returns instead of treating risk and returns as two isolated terms.

ChatGPT 3.5 says “Data Governance is a comprehensive
framework and set of practices that ensure high data quality, data
management, data security, and compliance within an organization.
It involves defining and implementing policies, procedures, and
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standards to ensure that data is well-managed throughout its
lifecycle.” The keyword compliance seldom elicits excitement.

A good link between data governance and data strategy is via
data quality. It shows how purposeful data governance leads to bet-
ter data quality, resulting in better outcomes from the data strategy.
Thus, data governance is necessary and good for everyone in the
organization. This connection is made explicit in this book.

4. Scope

We begin this book by defining data strategy and showing exam-
ples of successful data strategies. Then, we discuss data quality,
linking it to data strategy and data governance before discussing
two aspects of data governance — data security and data privacy.
Finally, we discuss the growing importance of data sharing, spear-
headed by the EU government with key takeaways for non-EU data
leaders.

The following authors were deliberately selected to authorita-
tively discuss these aspects of data strategy and data governance
(Legner and Pentek, 2024; Rosich and Rust, 2024; Kumar, 2024;
Ray, 2024; Sowmya, 2024, Hartmann et al., 2024).

Data Strategy begins with an organization’s vision and goals
for its data. Legner and Pentek (2024) define data strategy and
explain the essential elements of a data strategy plan. This chap-
ter highlights that both the defensive and offensive aspects of
a data strategy plan should be addressed. Importantly, the
resources and organizational structure necessary to support the
data strategy must be planned for. In the end, nine recommenda-
tions are provided to “effectively develop and implement a data
strategy.”

The growing importance of data, their impact on business, and
the critical success factors for managing data are explained by
Rosich and Rist (2024). The offensive and defensive aspects,
together with the supporting structures across various successful
data-driven organizations, are further illuminated. The capabilities
that organizations should develop and the attributes they should
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nurture are explained with examples. This chapter provides real-
world examples of successful data strategy.

The above-mentioned two chapters show the potential returns
from data. In the next chapter, Kumar (2024) looks at the risk side
of data. After defining data quality issues as “an intolerable defect
in a dataset ... that ... reduces the reliability and trustworthiness of
that data,” we examine the potential causes and explain the best
practices to manage data quality issues. However, data quality
issues are not the only data issues of concern. In addition, with the
rise of loT, sensors, apps, online transactions, and Al, the accept-
able use of data should be carefully planned. The wrong use of
data, whether intentional or unintentional, creates additional risks
for the organization.

The risks from data and the consequent laws and regulations
are further explained by Ray (2024). Data are an asset to the com-
pany that owns/stores the data and for data attackers too. Contrary
to popular belief, data security is not difficult if one can answer 6
simple data access questions. “Organizations who successfully
implement data security practices ... solve for security, not simply
compliance.” This chapter ends with a list of simple questions to
evaluate the maturity of an organization’s data security.

Next, Sowmya (2024) focuses on data privacy. Data privacy is
associated with the concept of digital trust and, thus, is important
for modern businesses and online transactions. Data privacy can
be achieved even though different companies have to process the
same customer data, e.g., patient hospital bill information and
transactions across the hospital, bank, and insurer. Different com-
panies can participate, check, and process a transaction chain
without knowing the identity and other information non-essential to
the transaction. This technology was already in use way before
blockchain. Altogether, four different privacy-enhancing technolo-
gies are described at the right level of detail for non-privacy experts
to understand. Perhaps one or more such technologies could be
useful to your organization.

Lastly, the need to co-share and co-use data with other organi-
zations takes on a much bigger scale [than the interested parties’
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patient bill example] in the EU with laws pushing for the use of
“dataspaces.” Hartmann et al. (2024) tell us about the latest initia-
tives in the EU and the development of company-level dataspaces
that serve as “a trusted platform to exchange data.” The benefits
and issues are elucidated with specific examples. For non-EU data
leaders, key takeaways are provided.

Together, we hope data leaders (anywhere) will find these
chapters enlightening and useful for their organizations.

We have deliberately excluded math, software code examples,
and technology implementations in order to focus on people, ideas,
processes, and supporting structures. Thus, this book will not
explain the mathematical details of models, programming, and
technological details for which one can read other specialized
books.
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Chapter 2

Data Strategy — Transforming
into a Data-Driven Enterprise

Christine Legner** and Tobias PentekS

*Faculty of Business and Economics (HEC), University
of Lausanne, CH-1015 Lausanne, Switzerland
'CDQ AG, Lukasstr. 4, CH-9000 St. Gallen, Switzerland
Ichristine.legner@unil. ch
Stobias.pentek@cdq.com

Abstract

Many companies recognize the strategic importance of data
but realize that it takes time to transform their organization’s
approach to data. A data strategy — as a strong enterprise-wide
framework for all data-related activities — is needed to guide this
transformation. Still, it is often unclear what an effective data
strategy is made of. In this chapter, we provide a definition of data
strategy and outline its building blocks as well as how it links to
other corporate strategies. Drawing from an analysis of data
strategies of over 30 firms, we offer practical recommendations
and a checklist to effectively develop and implement a data
strategy.

Keywords: Data strategy, data monetization, data governance,
data culture, data-driven enterprise.
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Companies that have not yet built a data strategy and a strong data
management function need to catch up very fast or start planning for
their market exit — (DalleMule and Davenport, 2018).

1. Motivation: Why Do Companies
Need a Data Strategy?

Data’s strategic role in shaping innovative business models and
harnessing artificial intelligence is widely acknowledged.
Consequently, most companies have increased their investments
and launched data-focused initiatives to exploit analytics and foster
innovation through data. Yet, only a few companies manage data
with the same systematic and professional rigor as they do tradi-
tional corporate resources like financial, human, or physical assets.
Even thought leaders, who fully recognize the role of data as a
strategic asset, realize that transforming an organization’s approach
to data is a gradual and time-consuming process. A data strategy is
seen as a cornerstone in driving this transformation. Still, it is often
unclear what a data strategy should comprise and how it helps to
unearth value from the “treasure troves” of data that exist in busi-
nesses today.

In this chapter, our goal is to guide companies and their man-
agement teams in the effective development and implementation of
a data strategy. To achieve this, we address four key questions:

e What is a data strategy and what are its constituent elements?

e How does a data strategy integrate into the corporate strategy
landscape and align with business, digital, and IT strategies?

o What experiences and good practices are out there that aid the
development and implementation of data strategies?

o How can we justify developing a data strategy? And what argu-
ments can be used to find allies and sponsors for the develop-
ment of a data strategy within my company?
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Our insights come from our research in the Competence Center
Corporate Data Quality (CC CDQ), which brings together data
experts from 20 multinational companies and researchers for the
purpose of co-innovation and joint development of concepts, meth-
ods, and tools in the field of data management (Legner et al.,
2020). To elucidate the role and components of a data strategy, we
start by reviewing concepts from the extensive body of strategy
literature and applying them to the domain of data. Next, we pro-
vide a practical illustration of the development and implementation
of a data strategy through a real-world example. We conclude with
practical recommendations and a checklist that businesses can
use when implementing their data strategy.

2. What Is a Data Strategy?

The term data strategy has not been defined well in the past.
Although frequently referenced by practitioners, there is a scarcity
of scholarly publications on the subject, and a precise and widely
accepted definition is yet to be established. To offer a thorough
understanding of a data strategy and its components, we build
upon the extensive body of literature on corporate strategy and
examine how this broader strategic framework can be specifically
applied to the domain of data.

2.1. The Concept of Strategy and How It
Applies to Data

The word “strategy” is derived from the Greek word “strategos” or the
“art of army command.” In a business context, a strategy specifies the
medium- and long-term orientations with which a company achieves
its goals and secures economic success. Developing a strategy
involves establishing goals and defining in which direction the com-
pany should evolve. Crucially, a strategy must delineate the essential
resources required to attain the defined set of goals and specify the
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organizational structure necessary to support and execute these
goals effectively (“structure follows strategy”) (Chandler, 1962).

In practical situations, there is a common risk of labeling any
decision or fundamental direction as “strategy,” which can lead to
diluting its significance. Furthermore, many examples exist where
strategies are poorly defined, consisting of superficial and vague
statements, or goals are set without accompanying guidelines or
measures. In his seminal book Good Strategy/Bad Strategy,
Rumelt (2011) elucidates common misconceptions about corporate
strategy and identifies three core elements of a “good” strategy:

e adiagnosis of the current situation and business challenges,
e a guiding policy to address these challenges,
o a set of coherent actions to implement.

These general understandings and guidelines for corporate
strategies offer a valuable framework for a data strategy: Developing
a data strategy should start from the diagnosis of the current situa-
tion and business challenges to define a vision, objectives, and
guidelines to address these challenges. It also involves formulating
a coherent set of actions to achieve these goals.

2.2. Definition and Essential Elements of
a Data Strategy

In one of the few articles on the subject, DalleMule and Davenport
(2018) emphasize the importance of a data strategy as well as two
key themes that every company must address to succeed with
data: Defensive aspects address the goal of being able to exercise
control over data, ensuring aspects such as data security, data
protection, and data quality. On the other hand, offensive aspects
emphasize the various ways data can be used to generate busi-
ness value. Hence, an effective data strategy must answer two
central sets of questions:

(1) To address the offensive aspects, a data strategy needs to
clearly articulate how a company plans to utilize data to generate
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business value directly or indirectly. This is also referred to as
data monetization and should not be confused with merely sell-
ing data (Wixom et al., 2023). Instead, it underscores the
measurable and tangible business value created through data.
Typical forms of data monetization involve the derivation of
insights using analytical methods, utilizing data to automate
business processes and enhance operational performance,
and the introduction of innovative digital products and services
to generate new revenue streams.

(2) For the defensive aspects, a data strategy must explicitly
define how a company intends to handle the collection, stor-
age, processing, and management of data. This data founda-
tion is essential to support data monetization efforts and
generate business value. The data foundation encompasses
critical topics like data quality, data governance, data archi-
tecture, and specific applications that make data available
company-wide (e.g., a master data management hub or a data
catalog). It also establishes guidelines to ensure the compliant
and ethical use of data. The data foundation must be designed
depending on which form of data monetization is chosen and
which requirements result from this (e.g., regarding the scope,
updating, or analysis of the data).

Building on these considerations, we can now define a data strat-
egy as follows:

A data strategy is a comprehensive plan for how an organization
should utilize and manage data to deliver business value directly or
indirectly. It offers a vision and objectives and delineates guidelines
and a coherent set of actions for realizing these objectives, encom-
passing both data monetization (offensive aspects) and data founda-
tion (defensive aspects).

When developing the data strategy and answering these two
questions, it is important to consider the maturity of the company. For
instance, many companies encounter challenges in implementing
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loT scenarios because they cannot capture and process data feeds
from smart devices due to a lack of a suitable data foundation.
Moreover, Al use cases depend on the availability of high-quality
datasets for training underlying models. As such, a data strategy
must lay the groundwork for establishing fundamental data capa-
bilities to ensure that the required datasets are collected and pro-
cessed as a first step, so as to enable their subsequent utilization
in the development of digital products and services.

2.3. Data Strategy in the Context of Other
Corporate Strategies

It is important to note that the data strategy creates an enterprise-
wide framework for data that can incorporate sub-strategies such
as a data management strategy (emphasizing the data foundation
and specifically data governance) or an analytics or Al strategy
(emphasizing data monetization through analytical methods and
specifically Al).

A data strategy, however, does not operate independently
within a company. To achieve success, it must be seamlessly inte-
grated into the corporate strategy landscape and closely aligned
with other key strategies. This includes the company’s corporate
strategy, its digital strategy, IT strategy, as well as functional and
divisional strategies (Fig. 1).

o Data vs. corporate strategy: Given that the corporate strategy
defines the medium- and long-term orientations of the com-
pany, it also sets the framework for the data strategy. More
precisely, the data strategy plays a contributory role in achiev-
ing the strategic corporate goals and should be derived from
the overarching corporate strategy.

o Data vs. digital strategy. There is a subtle yet crucial distinction
between data and digital strategy, and it is essential to regard
them as complementary. A digital strategy can be embedded in
the corporate strategy or can be addressed separately. It typi-
cally encompasses both internal digitalization, involving the
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CORPORATE STRATEGY DIGITAL STRATEGY

Functional strategies

: B Alignment
(Sales/Marketing, Supply Chain, ...)

Competition

DATA STRATEGY
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Alignment
(Business areas, etc.) £

Data
monvetization
Good Practices
Data

IT strategy Alignment foundation

Fig. 1. Data strategy in the context of corporate strategies.

organization and its employees, and external digitalization,
focusing on strengthening digital channels and developing
digital business models. A digital strategy thereby imposes spe-
cific requirements on data that must be considered in the devel-
opment of the data strategy.

Data vs. functional and divisional strategies: Additionally, func-
tional and divisional strategies also place requirements on data,
while, conversely, the goals and guidelines of a data strategy
must be taken into account in functional and divisional strate-
gies. Mature companies define cornerstones in their company-
wide data strategy, which are then further detailed and
substantiated in functional data strategies. For example, an HR
data strategy focuses specifically on all employee data, while a
data strategy for purchasing looks specifically at the data rele-
vant to supplier relationships. Depending on the company,
there may also be divisional data strategies for individual busi-
ness areas.

Data vs. IT strategy: The successful implementation of a data
strategy hinges on its close interlinkage with the IT strategy.
The latter defines the foundational elements of applications
and IT infrastructure, which are crucial for supporting the
data-related activities in the company. Overlaps in content
and responsibilities, especially concerning areas like data
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architecture or the enterprise analytical platform, must be
clarified and clearly resolved in the respective strategies.

3. Data Strategy in Practice
3.1. Where do companies Stand?

Despite the increasing interest in data and analytics, data strate-
gies are not as commonplace as you may think. Bean (2021) finds
that “few companies — only 30.0% — have developed a well-
articulated data strategy.” A survey of the Competence Center
Corporate Data Quality (CC CDAQ) reveals that two-thirds of the
companies are developing a data strategy for the first time or have
developed their first data strategy in the last few years (Legner and
Pentek, 2021). Many of the most mature companies embarked on
their data strategy journeys a decade or more ago, framing them
initially within the context of master data or business intelligence
strategies. These strategies have evolved in iterations since then.
Mature companies also engage in regular strategy reviews to track
the progress of their data-related activities, as well as the KPIs
and the financial value created.

3.2. Example: PMI’s Dual Data Strategy

The journey of Philip Morris International Inc. (PMI) to becoming a
data-driven company serves as an exemplary illustration of a com-
prehensive data strategy, intricately linked to the broader business
strategy and covering both offensive and defensive aspects (Fadler
et al., 2020). This journey, implemented over a three-year horizon,
also throws light on the typical building blocks of a data strategy.
Data as a key enabler in PMI’'s business transformation. The
starting point in developing a data strategy at PMI was a radical
change in the company’s strategy from traditional tobacco sales via
wholesalers to a “smoke-free future.” Since 2016, PMI has fundamen-
tally transformed its business model with the goal of offering better
alternatives to the consumer in the form of smoke-free products —
such as the IQOS electronic tobacco heater. The move toward a
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Table 1. Vision, mission, and goals of Enterprise Analytics & Data.

Vision A data-driven PMI transition toward a smoke-free future: Every
Decision. Every Day. Driven by Data.

Mission Accelerate our customers’ decisions through data-driven insights:
Instill trust, knowledge, and full usage of our data.

Ambition  Generate 5 times more business value for PMI than EAD costs in
3 years.

B2C business model and the creation of a digital business function
required PMI to better understand and respond to consumers’
changing needs. Thus, data played a key role in PMI’s strategic
shift. As with many traditional companies, however, data proved to
be both a challenge and an opportunity: On the one hand, data
offered the opportunity to transform PMI’s business by better
understanding consumers, personalizing interactions with consum-
ers, improving internal processes, products, and services, and
strengthening fact-based decision-making. On the other hand, data
remained a challenge because of data silos, data duplication, mul-
tiple sources of truth, and a lack of corporate-wide perspective on
data. Top management recognized that data played a central role
in the transformation of the core business and decided to establish
a new organizational unit — Enterprise Analytics & Data (EAD) —
with the vision to enable a data-driven transition of PMI toward a
smoke-free future (Table 1). This marked the beginning of a three-
year transformation process guided by a data strategy.

3.2.1. Dual data strategy

To implement the vision of a data-driven enterprise, PMI decided
on a dual data strategy that addresses defense and offense simul-
taneously. This dual strategy was regarded by PMI as crucial for
turning data into business opportunities, while effectively address-
ing the existing data-related issues and breaking down data silos.
It involved two major pillars that complemented each other:

o Data foundation (defensive aspects of the data strategy), ensur-
ing trusted and consistent data across the enterprise by defining
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and controlling data ownership, data policies, data-related prin-
ciples, and data-related standards across all functions;

e Analytics delivery (offensive aspects of the data strategy),
facilitating experimentation with data, design and reuse of algo-
rithms to generate business value by providing actionable
insights, and delivery of robust data products enabling insights
consumption at scale.

Both pillars were communicated internally using the “carrot-
and-stick” metaphor: While Analytics Delivery yields tangible busi-
ness benefits from data (referred to as “the carrot”), the realization
of these benefits for business units is contingent on their simultane-
ous commitment to work on the Data Foundation (referred to as
“the stick”).

3.2.2. Building blocks and roadmap

Each of the two major pillars was further divided into a set of build-
ing blocks, outlining the major areas of activity, with a dedicated
team of specialized staff for each:

e Data Foundation was subdivided into Data Architecture, Data
Management, Data Quality, and Data Engineering.

e Analytics Delivery was segmented into Analytics Enablement,
Data Science, and Business Intelligence.

The teams were supported by the Program Management Office
(PMO) and a Data Protection team. Data Protection activities were
overseen by PMI’s information systems and legal teams, external
to the EAD organization.

The roadmap for the first three years of PMI’'s data transforma-
tion reflected these building blocks and concretized them with spe-
cific objectives. The roadmap underwent regular reviews during
quarterly workshops conducted by the EAD team. The objectives
were broken down into quarterly targets, which were measured and
communicated across the organization to foster transparency
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regarding the progress achieved. Based on the reported figures,
and by incorporating lessons learned, the roadmap was and is
continuously adjusted and fine-tuned.

3.2.3. The three-year transformation

In the first phase, which spanned approximately one and a half
years, the priorities were set on establishing the Data Foundation,
namely Data Management and Data Architecture, and on attaining
initial results from Data Science. During this period, the following
outcomes were realized across five building blocks:

In the domain of Data Management, company-wide governance
structures, processes, and standards were established. This initial
phase saw the definition of over 40 data owners and more than 200
business/data experts. It was accompanied by the introduction of a
master data management system (SAP MDG) and a data catalog as
a data governance platform (Collibra). In the area of Data Architecture,
conceptual data models were defined in the five central areas of
product data, device data, customer data, consumer data, and busi-
ness partner data. The conceptual model and the semantics were
mapped into a logical model, which is system-agnostic, to understand
the linkages between data from an enterprise-wide perspective.

To develop Data Science from scratch, employees with the cor-
responding skills were hired and a data lake infrastructure, known
as the PMI Data Ocean, was built. Subsequently, these employees
spearheaded the implementation of the initial data science use
cases. The Analytics Enablement team defined and developed the
tools and methods for capturing the analytics demand and imple-
mented use cases with the appropriate technology.

The Project Management Office (PMO) took over the coordina-
tion of activities involved in promoting and communicating data-
related activities across the company and set up training programs
for data literacy. With the European General Data Protection
Regulation (GDPR), Data Protection became an additional priority —
and building block — in PMI’'s roadmap. Here, EAD assumed the
responsibility of implementing and controlling the global privacy



18 C. Legner & T. Pentek

protection (GPP) framework developed by the legal and IS depart-
ments for the digital business function.

The second phase was focused on substantiating the remain-
ing building blocks, namely Data Quality and Data Engineering:
Data quality activities covered the definition of data quality rules,
audits, tools, interventions, and improvements. They were deliber-
ately placed in the second phase as data quality presupposes a
certain level of maturity of the data management and the data
architecture building blocks. Emphasis was also placed on Data
Engineering, encompassing the implementation and operation of
data pipelines to onboard data to the Data Ocean and facilitate the
delivery of data science as well as Bl products. Based on PMI’s
business priorities, the Data Ocean contained 200+ business-
critical datasets, 15+ complex data products, and 30+ data science
use cases supported by the DS Labs environment.

In Analytics Delivery, there was a sustained emphasis on Data
Science, with the expansion of the use cases, supported by Analytics
Enablement. This was now complemented by the incorporation of
Business Intelligence to provide operational reporting and ad hoc
analysis products to enhance decision-making through descriptive
analytics. The technology stack was redesigned to support the pur-
poses of massive Bl with SnowFlake, WhereScape, and PowerBl.

3.2.4. Achievements after three years

Within three years, PMI made significant progress toward becom-
ing a data-driven company. Initially comprising six members, the
EAD team experienced rapid growth, reaching 60 employees within
the first year, and surpassing 80 employees by the second year,
with expansion to 100 employees within the third year. This work-
force allocation is divided, with two-thirds dedicated to analytics
delivery and one-third to data foundation activities. EAD’s organiza-
tional assignment changed several times over the three years:
First, the the Chief Data Officer reported to the Chief Data
Officer (CFO), then to commercial business functions, and finally to
the IT department under the Chief Technology Officer (CTO) lead-
ership. Although the overall vision and roadmap were maintained,
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each organizational change introduced adjustments in priorities
and mandates. In financial terms, the objective outlined in PMI’s
data strategy was to generate five times more business value than
the costs incurred by EAD. At the end of the third year, data science
use cases with a potential of 500 million USD had been identified
and were being worked on.

4. Developing and Implementing a Successful
Data Strategy

As part of our research in the Competence Center Corporate
Data Quality (CC CDQ), we have monitored and analyzed the evo-
lution of data strategies in more than 30 firms spanning various
industries and sizes, including the illustrative example presented in
the previous section. Although there is no singular approach to
creating and implementing a data strategy, we observed key suc-
cess factors, which we have consolidated into the following set of
recommendations.

4.1. How to Develop a Data Strategy?

Recommendation 1: Commence the data strategy with a man-
date from the top management.

While data and analytics experts often identify issues and advocate
for an enterprise-wide data strategy, they are seldom in a position
to define one. The development of a data strategy necessitates a
clear mandate from the top management. In practical terms, this
implies that one or more executive board members act as the spon-
sor for the data strategy. Alternatively, a board with high-ranking
representatives from key business functions should take responsi-
bility for the data strategy as the designated owner.

Recommendation 2: Integrate top-down and bottom-up
approaches.

The development of the data strategy must integrate top-down
and bottom-up approaches. In the top-down approach, pertinent
strategies, such as corporate, digital, and IT strategies, are
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reviewed and fed into the data strategy. This involves translating
strategic goals and requirements into data-related goals and
requirements and subsequently formulating areas of action. In the
bottom-up approach, data challenges and use cases from the dif-
ferent business functions or divisions as well as from current stra-
tegic initiatives are analyzed. Promising data use cases where
data bring tangible business benefits or data-related issues that
could yield significant savings if addressed could be identified as
a result. Justification for funding the central team must stem from
successful data use cases and the resolution of critical data-
related issues.

Recommendation 3: Develop a data strategy in close collabo-
ration with business, data, and IT stakeholders.

Data-related responsibilities cannot be “delegated” to a single
department but necessitate collaboration among specialists and
managers with diverse skill sets and from business, data, and IT.
Even though the business functions will ultimately benefit from
data, it is crucial to recognize that not all managers and employees
are inherently data literate. Therefore, data and analytics teams
play a pivotal role in transforming business requirements into data
requirements and products. While IT holds responsibility for archi-
tecting, delivering, and maintaining the required infrastructure and
applications, business development and enterprise architecture
groups often serve as facilitators in developing the data strategy.

4.2. What are the Key Elements of a Data Strategy?

Recommendation 4: Formulate a compelling vision for the
future role of data in business.

A data strategy should inspire and motivate everyone in the organ-
ization with a compelling vision for the future role and management
of data, emphasizing its business value. Metaphors such as “data
as an asset” are often used but need to be made tangible and con-
textualized for the organization.
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Recommendation 5: Address both data monetization and data
foundation with a balanced approach.

Defining essential capabilities needed to realize the vision and
evolve into a more data-driven company lies at the core of a data
strategy. These capabilities must address both data foundation and
data monetization in a balanced manner, as demonstrated by the
“carrot-and-stick” metaphor in the PMI case study. We recommend
a practical approach to derive these capabilities by analyzing iden-
tified high-priority data use cases and understanding fundamental
issues with the way data are collected, maintained, and used.
Capability-building within a data strategy should comprise the fol-
lowing aspects:

o People, roles, and responsibilities: Defining the necessary data
and analytics roles, committees, their responsibilities, organiza-
tional anchoring, and interactions.

e Processes and methods: Establishing standards and guide-
lines for managing and using data consistently across the
organization.

o Data life cycle processes: Defining the main activities along the
life cycle (from creation to archiving) of each data object and
data product.

o Applications: Providing the necessary functionalities, including
data catalogs, master data management, or the different com-
ponents of the enterprise analytics platform.

e Data architecture and documentation: Defining the data model
at different levels as well as the storage and distribution of data.

e Performance management. Monitoring data quality, availability,
and the tangible results of all data-related activities.

Recommendation 6: Define a clear roadmap to guide the
transformation process.

A data strategy defines the areas of activity for developing and
expanding essential capabilities, while a roadmap guides the trans-
formation process by breaking down activities and objectives.
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Typically spanning a period of two to three years, it establishes
priorities and a rough timeline, considering available resources and
budgets. It is a commendable practice to iteratively review, adjust,
and refine the roadmap on a quarterly basis to integrate the ongo-
ing learnings and address the most pressing business needs.

Recommendation 7: Establish clear guidelines and principles
for data in the organization’s code of conduct.

A code of conduct serves as a tool for setting clear guidelines and
principles on how the organization deals with data. It has become
a crucial element in the context of growing ethical concerns and
stricter data and Al regulations. A data code of conduct establishes
cornerstones for the day-to-day handling of data, facilitating opera-
tional decisions, fostering a uniform understanding among employ-
ees across various locations and units, and serving as the basis for
a data-centric culture. Examples of these principles include “Data
is a shared asset” (in order to break down silos) or “We collect,
process and use data responsibly” (in order to emphasize that data
should be handled with decency). The principles can address both
employees within the company as well as suppliers and customers
outside the company. Companies increasingly make control and
ownership of sensitive customer data part of their data strategy.
Not only do they adhere to local laws and regulations but they also
interpret them more strictly and therefore (over)fulfill the expecta-
tions of their customers (data ethics).

4.3. How to Achieve and Demonstrate Progress?

Recommendation 8: Leverage the data strategy as a commu-
nication tool.

With their data strategy, organizations not only guide the data-
related activities company-wide but also instill an understanding of
the importance of data and recognizing their business value among
employees. Hence, the data strategy should be formulated and
presented in a way that is comprehensible for everyone in the
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company, recognizing its role not only as a plan but also as a com-
munication tool.

Recommendation 9: Regularly monitor the progress and suc-
cess of the data strategy and ensure that it is updated.

The implementation of the data strategy must be traceable, with
predefined KPIs and target values to measure progress and suc-
cess. Data strategies are regularly reviewed to assess both their
progress in terms of activities and milestones as well as their suc-
cess measured by business outcomes, such as the monetary value
realized by data use cases. Updating the data strategy is recom-
mended every one to three years to ensure it remains aligned with
evolving business needs and technological advancements.

5. Conclusion

A data strategy creates a strong and robust enterprise-wide
framework, supporting the transformation toward a more data-
driven company and unlocking the full business value of data and
analytics across the enterprise. If done well, a data strategy fos-
ters synergies between diverse data-related activities and use
cases in different parts of the organization, aligns these endeav-
ors with strategic priorities, and ensures investments in critical
groundwork that is often overlooked. A data strategy not only
guides the transformation through a clear roadmap with priorities
and resources but also serves as an advocate for data and their
ethical and compliant use, actively supporting the overall transfor-
mation process.

The recent technological advancements in the field of genera-
tive Al have underscored the importance of having a well-defined
and well-implemented data strategy. Companies seeking to craft or
revise their data strategy in response to the evolving technologies
should leverage the insights and recommendations outlined in this
chapter, which synthesize learnings from data strategies in more
than 30 firms spanning various industries and sizes.
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Abstract

This chapter explores how data has emerged as a pivotal change
agent, reshaping the contemporary business landscape. Far beyond
a mere resource for exploitation like oil, data now actively enables
and propels business transformation by expanding its capabilities to
extract insights at an unprecedented scale. Further accelerating this
data revolution, innovations like Al, loT sensors, and advanced
analytics amplify the business impact of data.

New C-suite roles, like the Chief Data Officer, help enterprises
navigate this complex data terrain by bridging strategic acumen
with technical data literacy. Meanwhile, organizational structures
must shift from rigid silos to fluid, collaborative data teams that
can respond quickly to data-driven disruption.

This chapter highlights how data can drive comprehensive
change in leadership methods, team interactions, and alignment
of business strategy with technology capabilities. In this context,
deciding between isolated and collaborative data teams is a
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fundamental factor that shapes a successful data-driven
transformation.

In conclusion, leveraging the tremendous potential of data
responsibly presents complex challenges around ethics and
governance, which must be navigated for sustainable success.

Keywords: Data-driven strategies, leadership analytics, tech
innovation, global team management, data literacy, women in
tech, tech impact, sustainable data.

1. Introduction

In the present landscape of constant change, data has matured
beyond a mere commodity into a vital force propelling ongoing
transformation across sectors. Unlike finite assets such as oil, data
actively feeds an exponential cycle of insight unlocking and capability-
building that accelerates change dramatically. In this context, tradi-
tional banking and fossil fuel giants that once sat at the top of
industry power now cede dominance to digitally native innovators
like Alphabet, Amazon, Apple, and Grab that essentially wield data
as a core strategic asset.

This shift personifies the depth to which data is reshaping enter-
prises in foundational ways that far transcend superficial change
management. Data is rapidly becoming intertwined into the very
heart of traditional business models, workflows, and value creation
pathways across industries. Meanwhile, a complementary stack
of technologies including Al, loT sensors, cloud engineering, and
advanced analytics further amplifies data’s business impact by
enabling massive collection and enhanced sensemaking capabilities.

Chief Data Officers are emerging as vital, new cross-disciplinary
executives able to converse fluently in both business strategy
and data science worlds. Their bilingual ability to bridge domains
enables insightful navigation of today’s turbulent data-centric
business terrain. As organizations struggle to harness the latent
potential within rapidly proliferating data resources, enterprise
architecture has also become increasingly important. More col-
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laborative, team-oriented data structures defeat siloed functions
to power innovation and adaptation.

Now recognized as a mission-critical business asset, data ena-
bles a wave of transformation spanning far beyond tech to reshape
sectors from healthcare to transportation. This also requires a shift
beyond reactive adaptation to proactive adoption of a data-centric
culture as well as decision automation. Additionally, organizational
tensions between isolated knowledge silos and collaborative
insight multiplicity need to be resolved effectively. The increasing
importance of diverse and adaptable data teams, avoiding rigid
hierarchies, is becoming the driver, steering companies’ journeys
toward data-driven market leadership — diversity in a data team is
not solely about demographics but also is about assembling a mix
of skill sets, backgrounds, perspectives, and experiences, thereby
fostering robust problem-solving, creativity, and innovation, while
adaptability within a data team involves a willingness to embrace
new technologies, methodologies, and approaches.

2. The Dynamics of Data

Data has evolved into the vital lifeblood energizing ongoing trans-
formations and evolution across sectors. In this changing land-
scape, fast-moving data wizards like Alphabet, Amazon, Apple, and
Grab dominate through intrinsically data-centric business models
fine-tuned for speed and adaptability. This groundbreaking shift
spotlights data’s ascension beyond a mere commodity or produc-
tion input. Instead, data increasingly operates as an active change
agent enabling and catalyzing continuous business model reinven-
tion and workflow transformation. Vastly increased data collection,
storage, and analysis capabilities enhance the awareness and
responsiveness of businesses. When paired with complementary
technologies like Al, 10T sensors, and cloud engineering, this ena-
bles sophisticated rapid adaptation.

Across industries, from manufacturing to healthcare, data
infiltrates operations, decision loops, and service delivery as it is
embedded into business operations and processes, accelerating
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an inevitable digital transformation. The result is an unprecedented
transformation of conventional businesses as their very founda-
tions are reshaped with redefined business models, innovative
strategies, and success metrics, all of which are powered by
advanced analytics.

General Electric (GE) is a compelling example of this commit-
ment to transformation. A traditional manufacturing conglomerate,
it embraced data-driven strategies to revamp its operations and
services. GE implemented data analytics extensively in its indus-
trial operations, using sensors and loT devices to gather real-time
data from its machinery. This shift allowed GE to predict mainte-
nance needs, optimize performance, and reduce downtime signifi-
cantly. Its aircraft engines, power turbines, and healthcare
equipment became “smart” by leveraging data analytics to enhance
efficiency and reliability.

In healthcare, GE Healthcare utilized data analytics to improve
patient outcomes. It implemented advanced imaging technologies
that collected and analyzed vast amounts of medical data, aiding in
accurate diagnoses and personalized treatment plans. Moreover, it
capitalized on data insights to offer predictive maintenance ser-
vices to its clients, transforming their business model from selling
products to providing solutions and services. This shift allowed GE
Healthcare to optimize its resources, improve customer satisfac-
tion, and drive revenue growth.

In this context, acting upon data’s exponentially growing
strategic potential requires sound data governance foundations
able to support enterprise-wide coordination. Hence, centralized
governance bodies, led by emerging Chief Data Officer roles, focus
on constructing versatile data platforms, policies, pipelines, and
relational databases to power business-critical decision-making
and adaptation. Once democratized across the organizational net-
work into diverse products and functions through APIs and other
interfaces, data truly takes the helm in steering enterprises deci-
sively toward their next horizon.
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3. Strategies for Maximizing Data Potential

Constructing high-performing data teams in today’s disruptive era
requires meticulously orchestrating across organizational architec-
ture, assembling the appropriate skill set, and realigning cultures.
The emerging Chief Data Officer plays the critical conductor role —
fusing business strategy literacy and technical data fluency to
unleash coordinated success.

Capital One appointed Rob Alexander as their Chief Information
Officer (ClO) and CDO. Alexander’s role exemplifies the fusion of
business strategy literacy and technical data fluency. He oversaw
the integration of data-driven decision-making into Capital One’s
DNA, leveraging insights to drive business strategy and innovation.

Under Alexander’s leadership, Capital One strategically assem-
bled diverse talent, including data scientists, engineers, and ana-
lysts, across the organization. This skill assembly ensured a holistic
approach to data utilization, from consumer banking to risk man-
agement.

The CDO role at Capital One involved realigning the company
culture to prioritize data-centricity. This involved not only techno-
logical shifts but also fostering a culture of data-driven decision-
making at all levels of the organization. Alexander championed
data literacy initiatives, ensuring that employees across depart-
ments understood the importance of data and could leverage it
effectively in their roles.

Through the alignment of organizational architecture, skill assembily,
and cultural realignment, Capital One successfully transformed into
a data-driven company. This transformation empowered Capital
One to offer personalized financial services, make data-backed
strategic decisions, mitigate risks effectively, and continuously
innovate in a rapidly changing financial landscape.

Structurally, rigid monolithic blocks are shifting toward
more adaptable formations. Centralized, collaborative teams con-
centrate expertise while enabling the sharing of insights more
broadly through the organization. Cloud, automation, and mature
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API layers enable secure data mobility and accessibility across
the broader organizational network.

Beyond purely technical ability, soft skills like situational aware-
ness, emotional intelligence, and creative ingenuity make data
insights resonate and spark action. As data complexity grows expo-
nentially, ethics and sound judgment will remain vital complements
to even the most advanced algorithmic approaches in harnessing
information responsibly.

Transitioning from fragmented data silos demands cultural
commitment alongside architectural realignment. Cultivating respon-
sible and effective data practices is a continuous journey demand-
ing critical self-appraisal, a willingness to recognize biases or blind
spots, and a focus on fairness with empathy.

The enterprise data function is increasingly becoming more
relevant. An ethical base, adaptable structures fostering collabora-
tion, and a blend of specialized skills and versatile abilities together
create a winning data team.

The data domain transcends narrow technical silos. Data eco-
systems thrive through open collaboration — forging novel connec-
tions across diverse disciplines to better mirror problem complexity.
Far beyond rote algorithmic literacy, modern data fluency demands
a mosaic of complementary strengths spanning both rational and
creative aptitudes.

It is much more than simply “finding a data analyst”; it is about
building a foundation that can grow as the corporation learns to
embrace a data-first approach.

To grow a more diverse and adaptable team, it is important to
consider the following:

e Recruitment strategies: Actively seek candidates from various
backgrounds, educational paths, and industries, valuing skills
and potential over traditional qualifications.

e Inclusive culture: Foster an environment where diverse opin-
ions are encouraged and where team members feel comforta-
ble expressing their ideas without fear of judgment.
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e Training and development: Offer continuous learning opportuni-
ties, cross-functional training, and support for skill enhance-
ment to ensure teams stay adaptable.

o Mentorship programs: Establish mentorship initiatives to facili-
tate knowledge sharing and skill development among team
members.

e Feedback and iteration: Encourage feedback loops that allow
for iterative improvements, ensuring the team remains flexible
and responsive.

As we dig deeper into cultivating expansive capabilities crucial
for maximizing data potential, it is imperative to underscore the
strategies that drive high-performing data teams. Organizations
today must navigate a disruptive era through architecture orches-
tration, skill assembly, and cultural realignment, all under the piv-
otal leadership of a Chief Data Officer.

While we explore these capabilities pivotal to effective data
practice, it is clear that alongside technological prowess, human-
centric strengths like emotional intelligence and creative ingenuity
stand tall as crucial facets in making data insights resonate and
incite actionable change.

Key expansive capabilities fueling effective data practices
include the following:

A. What organizations must implement:

Multi-lens sensemaking: This entails more than just narrow critical
thinking or problem-solving; multi-lens sensemaking requires braid-
ing together logical rigor with holistic systems intuition in order to
perceive challenging situations from multiple perspectives simulta-
neously. Seasoned leaders decompose complex scenarios into
layers spanning the tangible and intangible, seeking through empa-
thy and pattern recognition to synthesize broad understandings inclu-
sive of cultural contexts, power dynamics, incentives, and the ability
to act for various stakeholders. This guidance goes beyond detached
analysis to foster breakthroughs backed by moral conviction.



32 M. Rosich & C. Riist

Netflix is exemplary in its approach to multi-lens sensemaking.
Within the company, seasoned leaders decompose complex sce-
narios into layers spanning cultural contexts, power dynamics, and
incentives, seeking insights through empathy and pattern recogni-
tion. For instance, while strategizing content creation and recom-
mendation algorithms, for this media and entertainment giant,
Netflix analyzes data across demographics, viewing habits, and
cultural nuances. This holistic approach allows Netflix to create
diverse, relevant content that resonates across various audiences,
embracing cultural diversity while maximizing viewer engagement.

Virtual team fluidity: Geographically dispersed data contributors
collaborating primarily online impose additional challenges in com-
munication, relationship building, and workflow coordination across
data projects relative to tightly integrated in-person teams. Savvy
program managers counteract these inherent challenges for
remote work by promoting psychological safety, cultivating deeper
interpersonal connections, and establishing consistent responsive
rhythms virtually. Proficient digital tooling for smooth videoconfer-
encing, asynchronous or synchronous activity awareness, decen-
tralized version control, and modular documentation allows fluid
remote teams to work together on data initiatives. With trust and
aligned vision filling space across remote locations, virtual data
teams can achieve productivity benchmarks through adaptable
infrastructure that enables transparent coordination.

GitHub, a platform widely known for its collaborative approach
to software development, exemplifies virtual team fluidity. Its savvy
program managers have established a decentralized version control
system and proficient digital tooling that enables smooth asynchro-
nous or synchronous activity awareness. Despite geographically
dispersed contributors, GitHub fosters psychological safety, ensur-
ing teams collaborate transparently and efficiently. This approach
has led to seamless collaboration among developers worldwide,
enabling the platform’s growth and innovation.

Communication versatility: Beyond technical accuracy, sharing
data insights impactfully requires crafting compelling narratives that
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promote intuitive understanding, spark further curiosity, and cata-
lyze change across wide audiences. Data-fluent communicators
artfully adapt messaging and mediums to resonate with the per-
spectives of given listeners, making complex relationships tangible
through explanatory analogies, vivid data visualizations, and
emphasis on relevance for leadership priorities or community out-
comes. To convey multilayered findings, versatile data teams fluidly
toggle between modalities spanning quantitative graphs, qualitative
case studies, interactive media, and purposeful rhetorical framing
that bring core revelations into focus through personalized storytell-
ing styles.

The New York Times showcases communication versatility in
data storytelling. The media giant effectively crafts compelling nar-
ratives, leveraging data insights to resonate with diverse audi-
ences. Through quantitative graphs, interactive media, and
purposeful rhetorical framing, it bridges complex data relationships
into intuitive understanding. The Times adeptly utilizes data visu-
alization and explanatory analogies to make multifaceted findings
accessible and relevant to readers, sparking curiosity and societal
impact through personalized storytelling styles.

Computational thinking: While logical thinking represents a key
aptitude within data science fields, computational thinking applies
such analytical reasoning for operationalizing solutions to multifac-
eted problems. It complements pure data analysis by providing
frameworks for organizing insights and breaking down tangled
decisions into coherent, manageable components that translate
intent into executable action that is appropriately responsive to
dynamic situational realities. Computationally minded data teams
systematically map ambiguous challenges into agile data pipeline
architectures able to ingest, process, and activate essential signals
efficiently while filtering noise via statistical and Al techniques for
improved outcomes.

Google embodies computational thinking in its approach to
managing vast amounts of data. The company systematically maps
complex challenges into agile data architectures, utilizing Al tech-
niques to filter noise and improve outcomes. Google’s infrastructure,
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including systems like Google Search and Google Maps, demon-
strates the application of computational thinking in organizing and
processing data efficiently, providing users with relevant, personal-
ized information while managing massive datasets.

Focus amidst complexity: Data environments confront analysts
daily with seemingly infinite permutations of approaches and con-
siderations woven through multidimensional challenges with
tangled interlinkages. Effective data teams focus their efforts on the
most important issues within complex systems, instead of spread-
ing themselves too thin or getting distracted by less significant
details. Concentrating cognitive resources demands skillfully filter-
ing complexity down to patterns revealing priority needs and capa-
bilities based on the purpose at hand, combined with wisdom to
recognize the appropriate cadence between action and reflection in
dynamic contexts.

Amazon exemplifies focus amidst complexity by strategically
channeling its cognitive resources to address pivotal pressure
points. Amidst its diverse operations, Amazon concentrates on
identifying patterns within customer behavior and supply chain
operations. By concentrating on crucial areas for improvement,
such as delivery efficiency and customer experience enhance-
ments, Amazon navigates complexity to drive innovation and con-
tinuous improvement within its extensive ecosystem.

B. Attributes that organizations must nurture:

Social-emotional intelligence: At both the individual and collective
levels, social-emotional competencies form the foundation of
human trust, relationships, and collaboration. Self-awareness of
personal emotional patterns, triggers, and biases allows building
mental resilience while reading social cues mindfully. Developing
empathy involves earnestly striving to comprehend life experiences
fundamentally distinct from one’s own, such as the ongoing strug-
gles of those facing adversity and lack of privilege. Through authentic
vulnerability, compassion, and moral purpose, data leaders open
channels enabling candid idea exchange and psychological safety
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across teams tackling data-driven challenges in order to reach
shared truths.

Salesforce emphasizes social-emotional intelligence in its
approach to fostering team dynamics. The company prioritizes psy-
chological safety and open communication among employees.
Salesforce’s culture promotes authenticity and compassion, encou-
raging teams to collaborate candidly while addressing data-driven
challenges. Through initiatives like mindfulness workshops and
inclusive leadership training, Salesforce nurtures a work environ-
ment that values emotional intelligence and supports the mental
well-being of its employees.

Adaptive cognition balanced with moral compass: Operating
amidst constant volatility, complexity, and uncertainty with finite
cognitive resources requires fluidly toggling between focused
attention and creative diffusion across complex data problems with
many interdependencies. Thought leaders purposefully shift group
perspectives between detail-conscious deliberation and expansive
brainstorming modes to broaden consideration of alternative
actions. Clear guiding principles and ethical considerations answer
critical questions on how to validate information sources, weigh
uncertain risks versus benefits of potential data uses for different
parties, provide a voice to affected groups, and fairly judge appro-
priate dilemmas as they arise in practice.

Microsoft demonstrates adaptive cognition and a strong moral
compass in handling complex data problems. The company pur-
posefully navigates between focused attention and creative diffusion,
exploring diverse perspectives on data ethics and responsible Al.
Microsoft actively engages in ethical considerations, balancing
risks and benefits while providing a voice to affected communities.
Initiatives like the Al for Good program reflect its commitment to
using technology responsibly for societal benefit.

Cultural competence and humility: Real cultural skill involves
more than just basic diversity efforts or forcing people to fit in. It
means including different people, methods, and ways of thinking
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fairly, through honest teamwork across cultures. Striving for cultural
competence in approaches to complex data challenges grounded
in humanity involves not only building awareness of the lived reali-
ties shaping various cultural perspectives but also cultivating an
orientation toward lifelong learning based on humility regarding
one’s inevitable cultural blind spots as an outsider to most subcul-
tures. Modeling sincere curiosity to understand unfamiliar world-
views and data interpretations forges bonds of positive shared
purpose across diverse teams pursuing data-driven innovation.

Unilever exhibits cultural competence and humility by embr-
acing diverse perspectives in its data-driven strategies. The
company’s approach to consumer insights and product develop-
ment considers cultural nuances and diverse market needs.
Unilever’s commitment to understanding and respecting various
cultural perspectives and local preferences allows it to create prod-
ucts and campaigns that resonate with a global audience while
respecting local contexts.

Creative ingenuity: Beyond purely logical cognition, creative apti-
tudes enable the discovery of solutions to sticky data-centered
problems that may seem intractable based on pattern recognition
or brute analytical force alone. Creative thought leaders immersed
in the data context spark fresher possibilities by intuitively sensing
hidden connections, deliberately reframing orthodoxies, and recom-
bining disparate concepts to design novel data architectures and
analytics techniques optimized for the situation at hand. Unbound
from the constraints of popular existing methods designed for gen-
eral applicability rather than targeted needs, bespoke solutions
manifest that can powerfully magnify the impact of data resources
when applied judiciously.

Tesla embodies creative ingenuity in its innovative approach to
data-driven solutions in the automotive industry. Beyond logical
cognition, Tesla’s leaders integrate creative thought into designing
novel data architectures and analytics techniques for optimizing
vehicle performance and autonomous driving. Their innovative use
of data for features like over-the-air updates and self-driving tech-
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nology reflects a creative mindset, pushing the boundaries of what
is possible in the automotive sector.

Transdisciplinarity: No single field holds a monopoly on wisdom
for navigating intricate modern challenges tangled with data-driven
advances and ethical dilemmas. Assembling diverse expertise
across data science, social sciences, humanities, and creative arts
as well as affected communities enriches solution finding by expos-
ing blind spots and amalgamating complementary strengths.
Transdisciplinary collaboration empowers breakthrough innova-
tions at the intersections of disciplines ranging from combinatorics
to ethics. It further enables constructing more complete mental
maps incorporating technical and humanistic insights alike when
evaluating data initiatives and governance structures for collective
benefit.

MIT Media Lab epitomizes transdisciplinarity in its collaborative
approach to research. Bringing together experts from diverse fields
like data science, social sciences, creative arts, and technology,
the lab pioneers innovative solutions at the intersection of disci-
plines. Projects at the Media Lab, ranging from human—computer
interaction to ethical Al, harness the strengths of diverse expertise,
fostering breakthroughs by amalgamating technical and humanistic
insights for societal impact.

Together, this composite skill set empowers enterprises to
translate raw data into responsible and impactful business out-
comes efficiently.

As data volumes explode, enterprises recognize the limits of
manual analysis. However, advanced analytics now provide a scal-
able lens to analyze vast datasets. Descriptive stats give way to
predictive, then prescriptive algorithms. Eventually, machine learn-
ing can semi-autonomously surface valuable signals.

Yet keeping such augmentation ethically anchored remains
imperative, not inevitable. All tools reflect embedded priorities and
beliefs. To build an ethical data culture, companies need to look
beyond just technical abilities. They must examine the motivations,
attitudes, and definitions of success that shape their data systems.
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Mature data organizations progress across a spectrum — from
compliance-focused and siloed toward integrated and open —
ultimately infusing the ethos of accountability into everyday
behaviors company-wide. Continual transparency, fairness, and
truth-seeking become guiding stars orienting data efforts toward
positive external impacts aligned with internal values.

Through meticulous cultural nurturing and structure that bal-
ance empowered individuals with technical mastery and virtuous
intent, the data-powered enterprise reaches a crescendo. When
ethics and skill come together, it creates opportunities for everyone.

4. Case Studies and Practical Applications

Across sectors, data is actively enabling the development of
improved products, services, and processes as demonstrated in
the following examples.

Construction industry transformation: In the construction indus-
try, data analytics stands as a catalyst for significant advancements
in efficiency, safety, and precision. Its implementation offers com-
prehensive insights into operations, introducing augmented reality
guidance that remarkably reduces risks while elevating quality,
sustainability, and reliability across workflows. Through detailed
analytics, construction companies optimize resource allocation,
identify potential hazards, and streamline project management.
Augmented reality tools enhance on-site decision-making, aiding in
accurate planning, design visualization, and real-time monitoring,
ultimately revolutionizing traditional construction practices.

Empowering construction integrity: Screening Eagle Techno-
logies provides cutting-edge sensor and software solutions tailored
for construction stakeholders. Its innovative ecosystem supports
the visualization and, eventually, the assessment of the structural
integrity of buildings, bridges, dams, and tunnels, while mapping
underground utilities. This comprehensive insight empowers asset
owners to proactively ensure safety, durability, and environmental
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sustainability while minimizing remediation costs and optimizing
project life cycles.

Augmented reality in design and planning: Companies like
Trimble have developed AR solutions that overlay digital models
onto physical construction sites. Architects and engineers use AR
headsets to visualize how designs will integrate into existing struc-
tures or landscapes. This technology enables more accurate plan-
ning, reducing errors in construction and optimizing resource
utilization.

Technology sector evolution: Within the dynamic tech land-
scape, data remains the cornerstone driving exponential progress.
The influence of data extends into every facet of operations,
actively fueling product innovation, bolstering business growth,
and cementing market leadership. Leveraging consumer data ena-
bles personalized experiences, while strategic decision-making
relies on data-derived insights, shaping future product scopes.
Data-centric initiatives continuously refine tech offerings, ensuring
they align with evolving consumer demands and market trends,
propelling companies toward sustained relevance and competitive
advantage.

Personalization through data analytics: E-commerce giants like
Amazon leverage sophisticated data analytics to personalize cus-
tomer experiences. By analyzing past purchase behavior, browsing
history, and demographic data, Amazon tailors product recommen-
dations and marketing strategies for individual users. This data-
driven personalization enhances customer satisfaction and drives
sales.

Data-informed product development: Google harnesses user
data from various applications to refine its product offerings.
Analytics from Google Maps, Gmail, and Search inform feature
updates and new product launches. For instance, location data
from Maps aids in improving route recommendations, while user
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feedback shapes Gmail’s interface updates, ensuring user-centric
design decisions.

Financial services domain advancements: Data in the financial
services sector transcends growth facilitation to become the driver
for sophisticated risk quantification and mitigation. Advanced analyt-
ics transform raw data into actionable intelligence, enabling informed
decision-making while instilling trust through client-centricity. The
responsible use of data not only supports financial stability but also
rebuilds trust by prioritizing client needs, laying a robust foundation
for sustainable growth and long-term partnerships.

Risk assessment through machine learning: JP Morgan Chase
employs machine learning algorithms to assess credit risk. These
algorithms analyze vast amounts of data, including transaction his-
tory, spending patterns, and economic indicators. This approach
enhances risk assessment accuracy, allowing the bank to offer
more tailored financial products and lending decisions.

Customer-centric banking solutions: Bank of America uses data
analytics to understand customer behavior and preferences. By
analyzing transaction data and user interactions with digital plat-
forms, it develops personalized banking solutions. For example,
predictive analytics help anticipate customer needs, offering timely
advice or suggesting suitable financial products.

As data permeates strategy, the nature of competition also
evolves. Capability enhancement now interlinks with ethical consid-
erations around privacy, transparency, and bias mitigation built into
data practice through governance and culture. While complex chal-
lenges endure, proactive investment to align data systems with
societal benefits can unlock abundant positive potential.

5. Conclusion

In the dynamic landscape of business, data stands tall as the cata-
lyst driving monumental change across sectors. Data has evolved
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from a mere commodity to a strategic force reshaping industries,
fueling innovation, and redefining success metrics.

This evolution has heralded a pivotal shift in industry domi-
nance. Once-powerful entities in banking and fossil fuels are yield-
ing ground to digitally native innovators like Alphabet, Amazon,
Apple, and Grab. These companies leverage and wield data as a
core strategic asset to drive business models fine-tuned for speed
and adaptability.

Data’s metamorphosis from passive input to an active change
agent is evident. Data does not just inform decisions; it catalyzes
continuous reinvention and workflow transformation. The union of
data with advanced technologies like Al, loT sensors, and cloud
engineering amplifies the impact, enabling rapid adaptation across
various industries.

Consider GE, a traditional manufacturing conglomerate. By
embracing data-driven strategies, it revolutionized operations and
services. Predictive maintenance, driven by data analytics from loT
devices, optimized performance and reduced downtime signifi-
cantly. GE’s foray into healthcare involved advanced imaging tech-
nologies that improved patient outcomes through accurate
diagnoses and personalized treatment plans. This transformation
showcases how data integration can redefine business models and
create new avenues for value.

Chief Data Officers (CDOs) emerge as pivotal figures. Their
bilingual prowess in both business strategy and data science
enables insightful navigation in today’s data-centric terrain. As organ-
izations strive to harness the latent potential within data resources,
enterprise architecture becomes crucial. Collaborative data struc-
tures power innovation and adaptation, defeating siloed functions.

Constructing high-performing data teams in this disruptive era
requires meticulous orchestration across organizational architec-
ture, skill assembly, and cultural realignment — a marriage of busi-
ness strategy literacy with technical data fluency. Through holistic
talent assembly and culture prioritization, it is possible to transform
into a data-driven company, offering personalized services, making
data-backed decisions, and innovating continuously.
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Adaptable team structures replace rigid monoliths. Cloud, auto-
mation, and mature API layers ensure secure data mobility across
organizational networks. However, beyond technical prowess,
human strengths like emotional intelligence and creative ingenuity
are vital. They make data insights resonate, navigating complexity
effectively.

Maximizing data potential demands a composite skill set. Multi-
lens sensemaking, virtual team fluidity, communication versatility,
computational thinking, and focus amidst complexity form the bed-
rock. Alongside these skills, social-emotional intelligence, adaptive
cognition, cultural competence, creative ingenuity, and transdisci-
plinarity are essential attributes.

Ethical data use becomes a priority. As advanced analytics
offer scalable lenses into vast datasets, maintaining ethical anchors
is imperative. Companies must foster an ethical data culture, con-
tinually emphasizing transparency, fairness, and truth-seeking.

Data transforms industries. In construction, analytics drive effi-
ciency and safety, introducing augmented reality guidance and
optimizing resource allocation. The tech sector thrives on data-
driven insights, enabling personalized experiences and refining
offerings. Financial services leverage advanced analytics for risk
assessment and client-centricity.

The evolving nature of competition revolves around capability
enhancement and ethical considerations. Aligning data systems
with societal benefits unlocks data’s abundant positive potential
across industries. In this era of rapid change, responsible data use
propels not only business success but also societal advancement.
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Abstract

Data quality and data privacy-related issues and challenges
continue to be a key topic for senior executives in organizations
as they expose the organization to business risks that could
materialize. The issues often lurk behind the scenes until
discovered or exposed. With the maturity of data analytics and
the artificial intelligence (Al) field, data quality and acceptable use
of data from ethical, privacy, and legal perspectives are becoming
more critical for organizations. In this chapter, we will discuss
some of the best practices associated with data quality and
acceptable use of data that organizations have adopted.
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1. Introduction

Data are the lifeblood of any organization and form its competitive
and strategic asset. In the case of customer-focused organizations,
in particular, the increasing importance of acceptable use of data is
shining the spotlight on data quality and data governance, raising
new questions about the value of data initiatives and who, ulti-
mately, is responsible for their success. Identifying, classifying, and
documenting personal information, both internal and external, are
critical to managing the acceptable use of data. One example is the
GDPR requirement of data validation, which states that businesses
are obligated to correct inaccurate or incomplete personal data. Yet
many organizations overlook the importance of data validation.
Data quality measures the completeness, accuracy, and timeliness
of organization data. It is imperative because without comprehen-
sive data quality controls, organizations cannot locate and resolve
inaccuracies around personal data.

However, while data quality is critical, simply resolving data
quality issues will not guarantee acceptable use and achieve com-
pliance. Instead, organizations must eliminate all siloed data tasks
by integrating data quality efforts with data governance. Data qual-
ity and acceptable use of data are two essential aspects of monitor-
ing and evaluation that can sometimes pose challenges and
trade-offs. How can you ensure that your data collection, analysis,
and reporting are accurate, reliable, and useful, while also protect-
ing the rights and dignity of your data subjects, partners, and stake-
holders?

In this chapter, we will explore some of the best practices asso-
ciated with data quality and the acceptable use of data to effectively
manage data-related risks to organizations.

2. Data Quality — An Introduction

Imagine what it would be like if every decision was based upon qual-
ity, up-to-date information, where everyone trusts the data they use.
What would it be like if everyone who uses the data consistently
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understands the meaning of data, where decisions can be taken
faster than ever before? And imagine if the relevant information you
need is easily available in a timely manner and need not be hunted
down. You are imagining a world that has recognized the value of
information/data management. Data are the lifeblood of an organiza-
tion that drive competition, innovation, and disruption. Data are the
foundation for any business operation, analytics, or Al work. An
organization may have the best people, best processes, state-of-
the-art technology ecosystem, and the best analytical and Al solu-
tions. But if the underlying data that are used by people, processes,
technology, and solutions are poor in terms of quality, the outcome
produced by people, processes, technology, and solutions will be
poor (Kumar and Mani, 1994).

A data quality issue refers to the presence of an intolerable
defect in a dataset, such that it reduces the reliability and trustwor-
thiness of the data. Whether a defect is intolerable or not is usually
decided upon by the business and that is dependent upon its busi-
ness risk appetite. For example, data fill rates are a data quality
dimension, and the defect rate of that dimension is dependent on
the subject area. If a client manager’s role is to reach out to clients
constantly to understand the quality of service, the client data fill
rate should be close to 100% to be considered of high quality allow-
ing the client manager to reach the client through various channels.
Common root causes of data quality issues include human errors
during data entry like typos or missing values, technical errors like
system failures or bugs, process errors such as lack of validation
or standardization when capturing or processing data, data trans-
formation errors, data migration errors, data storage and accessi-
bility issues, data governance issues, inconsistent data formats,
and environmental errors such as changes in data sources or
regulations.

With so much attention and focus on Al in recent times, it is
important to understand that if the data used to train an Al model are
inaccurate, incomplete, inconsistent, or biased, predictions and deci-
sions based on these models will also be unreliable. High-quality
data result in Al systems that are able to make more accurate
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predictions, provide relevant recommendations, and effectively auto-
mate processes. To summarize, the quality of data-driven outcomes
of any kind is directly proportional to the quality of the data that are
used to produce the outcomes. There is no silver bullet that would
fix data quality. It requires a combination of people, processes, tech-
nology, and importantly the right culture in the organization to
address it.

3. Data Quality Best Practices

Many organizations approach data quality issues by applying a
project lens, i.e., fixing data quality issues by creating a project.
This is a short-term thinking mindset. Data quality management is
an ongoing process with no end date as organizations are required
to continuously measure, monitor, and manage data quality.
Obviously, how exactly this can be managed is a challenge con-
fronting senior executives. Until recent times, organizations in gen-
eral did not prioritize data quality and there was a general
assumption that implementing a technology solution will fix data
quality. However, the failures of many IT, digital analytics, and Al
projects due to poor-quality data has started to change the mindset
of organizations. Data quality is not a technology or process prob-
lem. It is a people problem as people are the ones who implement
technology and operational solutions. This calls for a “data quality
by design” culture at the organizational level. Since this has to do
with changing people’s mindsets, data quality by design is a cul-
tural transformation journey that requires people at all levels in the
organization to embrace the change.

3.1. Organization Priority

This is the most critical requirement to drive data quality best prac-
tices in an organization. Data quality is an organizational problem
and not an IT or operational problem. Every employee who uses
data should be responsible for its quality. If only half of the com-
pany is committed to ensuring data quality, then you can expect no
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better than 50% of the data to be of good quality. All stakeholders
must understand and take responsibility for data quality.

To get organizational buy-in, data quality must be supported
and promoted at every level of management, including the C-suite.
If executives and business leaders do not prioritize data and data
quality, data managers, business managers, operations managers,
and IT managers will not either.

3.2. Develop a Data Quality Management
Framework

It is important for an organization to have a well-defined data qual-
ity framework as part of its data strategy. The goal of the framework
is to aid strategic planning and help build a roadmap to drive initia-
tives for data quality. The framework assigns accountability for the
quality of an information asset that resides within the business,
supported by holistic, informative, and reliable data quality pro-
cesses, empowered owners, and measures and metrics linked to
performance management and KPIs. Figure 1 is an example of a
comprehensive data quality framework (Kumar, 2011).

The framework is comprehensive and has a number of ele-
ments supporting data quality best practices. The framework is
made up of four key components:

o Data quality benchmark: The first step is to define what data
quality means for your organization and what criteria you will
use to assess it. The next step is to assess your current data
quality maturity level, based on your data quality goals and
criteria. You can use a data quality maturity model, such as the
Gartner or the CMMI, to evaluate your data quality capabilities
and practices. A data quality maturity model can help you iden-
tify your strengths and weaknesses and provide you with a
roadmap for improvement. The roadmap can focus on quick
wins and build maturity incrementally leading up to value crea-
tion. The third step is to benchmark your data quality maturity
against your peers and industry standards to see how you
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Fig. 1. Data quality framework.

compare, identify areas where you can learn from others, and
set a target in terms of where you want to be. You can use
various sources of information and data to benchmark your
data quality maturity, such as industry reports, surveys, case
studies, and best practices. The fourth step is to analyze the
gaps and opportunities for improvement, based on your data
quality maturity assessment and benchmarking results. You
can use a SWOT analysis, a gap analysis, or a root cause
analysis to identify and prioritize the areas where you need to
improve your data quality and the factors that enable or hinder
your data quality improvement.
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o Data quality measures, monitoring and reporting: Once you
have done the benchmarking, identified areas for improvement,
and implemented measures to plug the gaps, it is important to
measure, monitor, and communicate your data quality maturity
progress and results to ensure that you are on track and that
you are delivering value to your organization and stakeholders.
You can use data quality metrics, dashboards, reports, and
feedback mechanisms to track and evaluate your data quality
improvement efforts and outcomes. You can also use data
quality stories, testimonials, and awards to showcase and cel-
ebrate your data quality achievements and best practices.

o Data quality governance: Data quality is an important pillar in
the data governance framework and plays a vital role in an
organization’s ability to meet established governance stand-
ards. While both exist as individual models, effective implemen-
tation of data quality and data governance structures has the
potential to produce a symbiotic system that ultimately upholds
an organization’s strategic goals and informs decision-making.
The principal difference between data governance and data
quality is that data governance provides oversight of and man-
agement for an organization’s information, whereas data quality
is focused on the integrity and value of the information itself.
These two forces possess their own intricacies, but organiza-
tions have an opportunity to capitalize on their multifaceted
nature to build complementary data quality and data govern-
ance structures that help meet their goals. Data quality moni-
toring is a component of data governance from the data
management perspective. Compliance is one of the areas in
which data governance and data quality intersect. Take the
healthcare or education sectors as examples: Both have regu-
lations that delineate rights to information and how the data can
be accessed and shared. In healthcare in the USA, HIPAA pro-
tects patient information; in education, the Family Educational
Rights and Privacy Act protects student information. A compre-
hensive data governance plan should reference governing
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regulations that detail requirements for managing an organiza-

tion’s unique data storage, privacy, and security requirements.

To complement these regulatory needs, data quality systems

should be designed to monitor information that an organization

is required to safeguard or report back to a regulatory entity.

This same information should be monitored for completeness,

timeliness, accuracy, and validity to ensure compliance with the

regulations. The data quality dimensions should support the
governance standard.

Drive data quality by design culture: Data quality by design

is a method used in any software application, business process

development, or analytical or Al solution development to
address data quality up front. It involves understanding the
quality of critical data elements and design features as well as
designing functions and processes that ensure high-quality
data are captured right from the conceptualization stage of the
project. This can be as simple as having no free format text
while capturing data or having data validation rules in online
forms, or something more complex such as validating mobile
numbers through SMS acknowledgment. Data quality should
not be an afterthought, and this avoids having to clean up data
as a one-off project. Data quality by design processes should
be implemented as part of the software development or ana-

Iytical and Al solution development life cycle. The following is a

global best-practice case study (Kumar, 2011) in which a com-

pany implemented the following strategies to drive the data
quality culture across the organization:

e Accountability from the top: An enterprise’s data strategy
to promote data-driven culture and value creation requires
support from the top, namely, the CEO and his/her team,
and this is critical. They should lead from the front and by
example to drive cultural change. A bottom-up approach is
not sustainable. The CEO and the board of an organization
took ownership of driving data culture in the organiza-
tion. This was well supported by other layers of the organi-
zation. The board and CEO were very clear that it was not
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about “Sponsorship,” but “Accountability and Ownership.” A

CEO can sponsor many initiatives, but not necessarily be

accountable for the outcomes. The CEO in question took

accountability as the “Data Champion” of the organization
by walking the talk.

The data strategy and execution team directly reported to
the CEO to drive the culture. The following were key guiding
foundational statements that they agreed upon to develop
and execute the data strategy:

O Get the right data to the right place at the right time in
the right format with the right quality in the right context
and with the right security.

O Democratize data by ensuring that the data assets flow
seamlessly, interoperate across the organization’s busi-
ness processes and technology systems, and reach the
hands of the users with minimum effort, and

© Business functions, business processes, supporting
organizational structures, and technologies will be
developed and managed around data strategy by put-
ting “data at the center” of the organization.

e Performance KPIs to drive data culture: Data culture-
related KPIs were implemented for all employees across
the organization as part of their balance scorecard that
measured their performance. This meant that a specific
percent of the CEO and senior leadership team’s annual
bonus was tied to these KPIs. The senior leadership led by
example and furthered the drive toward a data quality cul-
ture. Figure 2 shows the implementation of the performance
KPls. A few examples of KPIs include a data quality mea-
sure of critical data elements (e.g., customer data), a data
literacy penetration rate, data risk management, and the
accuracy of data-driven insights used for decision-making.

e Comprehensive data literacy program: All employees of
the organization (new joiners or existing) across all levels
irrespective of their designation, and with no exceptions,
had to undergo a comprehensive data literacy program to
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Corporate Balance Scorecard
KPIs to drive Data Culture (X%)

&

Senior Executive Balance Scorecard
KPIs to drive Data Culture (X%)

&

Department Head Balance Scorecard
KPIs to drive Data Culture (X%)

&

Employee Balance Scorecard
KPIs to drive Data Culture (X%)

Fig. 2. Implementation of KPIs to drive data culture.

help them understand the foundations of data management
and use across the data life cycle, and the value of data to
the business as part of an “Employee Training Program.”
This was mandated as an annual training program.
Minimum data standards framework: Comprehensive
and clear data principles, policies, standards, and proce-
dures with supporting practical data governance frame-
works were developed and executed as part of the data
strategy and implemented across the organization. Any ini-
tiatives including technology and business processes had
to comply with these “minimum standards.” The implemen-
tation was regularly audited for compliance.

Data-driven technology solutions: All technology and
operational solutions were built/transformed based on
the data strategy. A comprehensive enterprise architecture
approach was used to build technology solutions and sup-
porting processes so that changes in the future could be
well managed from an impact perspective. The enterprise
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architecture was regarded as the “Blueprint of the Organi-
zation.” This consisted of the business architecture, data
architecture, integration architecture, infrastructure archi-
tecture, solution architecture, and security architecture
components supporting the data strategy. Data architecture
was seen as the bridge/common denominator between
business and technology. Core foundational data compo-
nents were implemented based on which technology solu-
tions were developed. Today’s technology is tomorrow’s
legacy, processes change, and people move on. But this is
not the case with data assets. They continue to add value.
Therefore, ensuring that foundational data components are
implemented was critical. Some of the key components
implemented include master data management, data gov-
ernance, data security by design, and data quality by
design. Data quality by design was introduced at the con-
ceptual phase of any technology, operation, or business
issue.

e Comprehensive data quality program: The quality of
data-driven business outcomes or decision-making is
directly proportional to the quality of the data used, and data
quality is a business problem and not a technology prob-
lem. The organization implemented a “Data Quality by
Design” culture, with the following key initiatives:

O Data quality branded: Data quality was branded with
an icon called “DeeKew” (Fig. 3) which served as the

Fig. 3. DeeKew, organization’s data quality mascot.
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mascot of the organization. All data quality-related initia-
tives (internal or external) were organized under the
brand. This brand was a reflection of how serious the
organization was about data quality, and it was used to
remind all the employees about the importance of data
quality.

Measure data quality: Data quality was measured, vali-
dated, and monitored at the point of data entry by
employees (e.g., branches and call center employees)
and technology applications against a set of data quality
dimensions. Data quality dashboards with supporting
processes were created to regularly monitor the health
of data, and many initiatives to improve data quality
were implemented. Five data quality dimensions were
measured and monitored: completeness, validity, accu-
racy, timeliness, and frequency.

Data quality rewards for employees: Data captured or
entered by employees located at the branches or call
centers were measured and monitored against the data
quality dimensions and employees were rewarded
accordingly. The reward was generally given as cash.
This motivated the employees to focus on data quality.
Data quality award: All branches capturing and entering
data were measured for data quality and the best-
performing branch for the month and its members were
rewarded with a trophy and individual awards. The
worst- and best-performing branches were named in
the organization’s intranet portal.

Annual data quality award:. During the organization’s
annual day celebrations, the CEO recognized and pre-
sented a “Data Quality Branch of the Year” award to the
best-performing branch for the year from the data qual-
ity perspective.

Data quality discount program for customers: For custom-
ers providing quality data (e.g., valid email address,
mobile number, and address), discounts on the premiums
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they pay were introduced. Capturing accurate customer
data helped the organization serve the customers better.

O Data quality discount program for brokers: Brokers tend
to hold on to their customer details and do not generally
provide quality customer data. For brokers providing qual-
ity customer data, better commissions were provided.

O Communication on data quality: The CEO led from the
front by regularly sending newsletters and email com-
munications to all employees from his desk on the
importance and role of data strategy and data quality to
the organization.

O Data quality KPI: Data quality was implemented as a
key KPI in the organization’s risk profile that was a sub-
ject of discussion at the board level.

4. Acceptable Use of Data

We will discuss some best practices around acceptable use of
data, which is critical for any organization in managing data-related
risks. Gaps in managing the risks may result in reputational dam-
age, loss of customers, and penalties. Calculating data risks is the
first and most crucial activity in data risk management and helps
define the classification and controls that enable the management
of ongoing data risk. It is important to ensure that the risks associ-
ated with data across their life cycle are managed effectively and
efficiently.

Acceptable use of data refers to the ethical, privacy, and legal
principles governing how data should be collected, classified, pro-
cessed, shared, stored, and retained/destroyed. It encompasses a
range of guidelines and practices that help ensure that data are
handled responsibly and in a manner that respects individual pri-
vacy, complies with applicable laws and regulations, and maintains
trust and integrity in an organization. To an organization, having
access to customer data is a privilege given by customers, as cus-
tomers trust that the organization will ensure their data are pro-
tected from abuse and are used wisely in a transparent manner.
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In the evolving field of data science, analytics, and Al, the ethi-
cal use of data is a critical subject. The ethical use of data and
data-driven algorithms involve doing the right thing in the design,
functionality, and use of data in Al and analytics. It involves evaluat-
ing how data are used and what they are used for, who does and
should have access, and anticipating how data could be misused.
It means thinking through which data should and should not relate
to other data and how to securely store, move, and use data.
Ethical use considerations include privacy, bias, access, personally
identifiable information, encryption, legal requirements, and restric-
tions, and what might go wrong.

Al and analytical solutions are responsible for making predic-
tions, classifications, and decisions that will affect individuals and
societies. These solutions have the potential to be a great tool for
eliminating bias and discrimination, but they can also cause it. The
influence of these solutions on decision-making is growing at an
unprecedented rate. But what happens when these solutions make
a mistake? Or worse, what happens when the solutions operate
with inherent biases in the data or the programs written by individu-
als? The goal of Al and analytical solutions is to make decisions
that are as objective as possible and without any biases. However,
this is not always possible. Bias is a problem because machines
are not able to understand the nuances of human language and
behavior.

5. Acceptable Use of Data Best Practices

Having best practices in organizations to manage the use of data
is not only a legal requirement in many jurisdictions but also an
essential aspect of building trust, credibility, and positive reputation
with individuals and society by ensuring that data are used in a
responsible and ethical manner. The following are some of the key
best practices followed by organizations that have been successful
in implementing acceptable use of data policies.
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5.1. Be Clear With Your Position Regarding
Acceptable Use of Data

It is important to have a clear position in your organization when it
comes to acceptable use of data, i.e., finding the right balance
between acceptable use of data and data monetization or data-
driven innovation. The difference between doing right and doing
what various people (e.g., customers, community) think is right is
significant. An organization acts responsibly when it is concerned
both with handling data in a way that aligns with its values and with
being perceived by others as handling data in such a manner.
Balancing these two non-equivalent concerns should be a priority.

An organization should understand that information has value
that can be extracted and turned into new products and services,
and this is where ethics comes into play. The degree to which eth-
ics plays a role in this process is, of course, more complicated than
a simple identification of which information is “ancillary” and which
is not. The ethical impact is highly context dependent. But to ignore
the ethical impact is to court an imbalance between the benefits of
innovation and the detriments of risk. Failing to evaluate the ethical
impacts of the data collected from its customers and yet using the
data would lead to the risk of damaging relationships with custom-
ers, exposing the organization to the risks of unintended conse-
quences. Ethical evaluation should include both an understanding
of how the organization will utilize the customer data that describe
an enormously wide variety of historical actions, characteristics,
and behaviors (data-handling practices) and an understanding of
the core values that the organization holds.

A best-practice approach is to utilize the acceptable use of the
data framework (Kumar, 2015) as shown in Fig. 4 to identify risks
and make informed decisions before the organization delivers
any of its data products or data services for consumption by its
customers, partners, and third parties. The goal of this approach
is to develop a capacity to incorporate ethical inquiry into the
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DATA DRIVEN PRODUCTS &
DATA DRIVEN SERVICES
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Fig. 4. An approach to acceptable use of data.

organization’s normal course of doing business. An inquiry is a way
of talking about the organization’s values in the context of the
actions that the organization would take in relation to the opportu-
nities that data provide. Learning to recognize and actively engage
ethical decision points is one way to start building that capability.

The strategic value of taking a leadership role in driving the
alignment of ethical values and action has benefits both internally
and externally, which include the following:

e Faster consumer adoption by reducing fear of the unknown (by
answering customer questions such as, “How are you using my
data?”).

e Reduction of friction from legislation due to a more thorough
understanding of constraints and requirements.

e Increased pace of innovation and collaboration derived from a
sense of purpose generated by explicitly shared values.
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e Reduction in risk of unintended consequences from an overt
consideration of long-term, far-reaching implications of the use
of big-data technologies

e Social good generated from leading by example.

Topics and vocabulary that often arise during ethical decision
points include the following:

e Intention: The intentions of those who through direct or sur-
reptitious means have access to the data in question.

e Security: The security of the data in the hands of each entity in
the data chain.

o Likelihood: The probability that access to specific data would
result in either benefit or harm.

e Aggregation: The mixture of possibilities derived from correlat-
ing available data.

e Responsibility: The various degrees of obligation that arise at
each point in the data chain.

o Identity: The single or multiple facets of characteristic descrip-
tions that allow an individual to be uniquely individuated.

e Ownership: The status of who holds what usage rights at each
point in the data life cycle.

e Reputation: The judgment(s) that may be derived from avail-
able data.

o Benefit: The specific contribution or value the available data
are expected to make.

e Harm: The sort of harm that might come from access to spe-
cific data.

To ensure that data are used in the right way for any analytics
or Al initiatives, or as a matter of fact, for any initiatives using cus-
tomer data, applying the acceptable use of data framework helps
determine whether the use falls within the principles and risk
parameters set by the organization.
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6. Summary

By balancing data quality and acceptable use of data in an organ-
ization, the organization can not only meet its legal and ethical
obligations but also maximize the value and impact of its data.
Enhancing the credibility, reliability, and usefulness of the organi-
zation’s data can support evidence-based decision-making and
learning. Additionally, balancing data quality and acceptable use of
data can help an organization build trust, credibility, respect, and
collaboration with its partners, customers, stakeholders, and
shareholders, as well as reduce the risks of errors, gaps, biases,
breaches, or misuse. Furthermore, demonstrating accountability
and transparency in the organization’s work can contribute to the
advancement of data ethics in the sector in which the organization
operates.
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Abstract

Using, storing, and sharing private data are necessary parts of
doing business even while those data remain highly governed
by regulators while at the same time being highly targeted
by attackers. For years, organizations have tried to meet the
regulatory and security demands of private data with some
success as well as some failure. We explore the modern demands
on private information from proactive data security, post-breach
incident response, and industry regulatory requirements to the
more recent consumer privacy requirements, all while highlighting
public failure case studies and the questions business leaders
should have been asking themselves to close inherent security

gaps.
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1. Personal Data Privacy, Industry Data
Regulations, and Data Security —
Three Sides of the Same Coin

Data security is driven by three primary factors: personal data pri-
vacy, industry data regulations, and security. Effectively, these are
three sides of the same coin if coins had three sides. Using, stor-
ing, and sharing private data are necessary parts of doing business
for modern organizations, while data remains highly governed by
regulators yet highly targeted by attackers. For years, organiza-
tions have tried to meet the regulatory and security demands of
private data with some successes and equal amounts of failures. In
this chapter, we will explore security demands on private informa-
tion from the perspectives of proactive data security, post-breach
incident response, and industry regulatory requirements, as well as
the more recent consumer privacy requirements. We will conclude
with common questions business leaders should ask themselves to
measure their current data security level in order to close inherent
security gaps.

1.1. Modernization and Pathways
to Data Management

As of 2024, we are still accelerating our modernization to the cloud
or multi-cloud despite years of effort. Traditionally, we stored our
systems and ran our businesses on premises. Today, the use of
multiple cloud service providers is common for most organizations,
yet they retain some infrastructure on premise in a hybrid simultain-
eous use of cloud and on premise. We, of course, have applica-
tions that, traditionally, were on premises but now have been
modernized to include APIs, microservices, and cloud functions.
And now the same thing is true of data management: Now data
stores have been modernized into data lakes, data warehouses,
file servers, online file storage, and anywhere in between, offering
us on-premise, cloud, and fully managed options for storing data.
It is important to accept that there are necessary paths to
data management that must both be allowed and secured, since
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businesses run on data, and the sharing and use of that data must
be ensured. There are two fundamental paths to data manage-
ment: accessed from outside of the organization and accessed
from inside of the organization. Accessing data from inside the
organization is often required for human users such as database
administrators, data scientists, business users, and consultants, as
well as non-human users like automation, applications, and even
artificial intelligence.

External access to data is most commonly provided for web
applications, APIs, and microservices, many of which are ungov-
erned by internal IT (Information Technology) and security teams
due to the rapid business-driven modernizations. In the security
industry, we recognize two groups of applications and APIs: those
that we know about and those that we do not know about. Honest
professionals acknowledge that both groups exist in almost every
organization. We should therefore not be surprised that many
organizations have no accurate map or list of every application and
API that accesses their data; it is even less common that organiza-
tions have such a map included with the type of data each applica-
tion or API interacts with. Data security requires that practitioners
have at least some understanding of the conditions that exist for
data assets needing protection, as well as how those conditions
can impact protective data controls.

The overwhelming majority of transactions on organizational
databases originate from applications and APIs. Organizations
tend to trust these sources primarily because they are not human.
A common control to build trust within an organization is identity
access control, which should only be one aspect of securing data.
Yet, for applications and APls, it is often the only control, effectively
positioning them as trusted “users” of a data store, when in fact lit-
tle is known at the data layer about these “users” and the monitor-
ing of their behavior is often inadequate.

Additionally, there is an entirely separate, though related,
industry of web application security that recognizes the risk of
applications and APIs and the fact that they are usually highly tar-
geted and highly vulnerable.
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1.2. Stakeholders and Responsibility Ownership

Data protection is about safeguarding data, regardless of who is
accessing the data, whether it be applications, APIs, humans, or
anyone else who has access to that critical asset. As there are
multiple stakeholders within the organization, let us examine who
among them holds responsibility for data.

Security and IT professionals are routinely tasked with imple-
menting and managing the controls and tools associated with any
kind of security, including data security. However, they often lack
specific data security expertise or experience, leading them to apply
more generic traditional access as well as end-point and perimeter
controls in lieu of data security-focused solutions or processes.

As organizations have modernized, cloud architects have come
into the picture, tasked with answering the following questions:
What has been done to secure data as it is transformed and moved
to the cloud? How do the controls and settings differ from on-
premise data stores? How does data sovereignty apply, especially
when data could reside physically outside of geo-political bounda-
ries and outside of the purview of local regulations?

Executives and compliance officers who are tasked with ensuring
various reporting and regulatory requirements are often curious
about the best practices used in other organizations to secure data.
They would want to know how their internal data security program
and risk measurements compare to those of peer organizations
and what their maturity plans are for risk and cost reduction.

Lastly, there is the general data user who like almost everyone,
creates, edits, and deletes data as a part of their day to day job
contributing to the explosion of organizational data in files and
databases, often with little thought to how risky that data might be
to the organization.

This brings us to the question of responsibility. Who is actually
responsible for data security? Is it the Chief Information Officer
(ClO), the Chief Information Security Officer (CISO), Data Privacy
Officer (DPO), or the business unit? Or is it everyone? Is it the
legal, risk, or compliance group that is responsible, or is it no one?
Whose job is it to protect the data?
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In an organization, it is critical to understand where this respon-
sibility lands. It appears that the group with this responsibility has
changed over time. If we rewind to the year 2000, responsibility
belonged to the database administrator who was the designated
manager of databases and naturally became the primary imple-
menter of data security. These administrators knew where the data
was, had control of the data store asset itself, and therefore were
really the only people who had any knowledge of what should or
should not be happening in their datasets.

An ever-escalating volume of attacks, exposures, and ulti-
mately breaches throughout the 2000s and the early 2010s empha-
sized the fact that what we were doing was not working: A
responsibility shift was imminent. We began to place the account-
ability for data security squarely on the team already responsible
for the rest of corporate security, namely, the Chief Information
Security Officer’s team. There were some impediments to this,
mostly in the forms of limited budget, small staff, and a skills gap
that exists even today. Shifting the responsibility to the CISO’s
team enabled the identification of a technical owner with at least
some traditional security expertise, if not specific to data security.
The loss of data and volume of breaches nevertheless continued
over the years.

While industry-specific data regulations were nothing new in
the mid-2010s, it was the unification and simplification of European
personal data privacy regulations and the potentially massive fines
that the General Data Protection Regulation (GDPR) imposed in
2016 that finally mandated responsibility to an entirely new role
focused on personally identifiable data — the Data Privacy Officer
(DPO).

The result is that we have two responsible functions: the
DPO, who is often involved in the legal or risk-related domains,
and the CISO, who is responsible for security technology and
its implementation. Now, rather than a single owner of data secu-
rity, we have a divergence, where it can be difficult to determine
who actually holds the responsibility for data security. Is it the DPO
team with their requirements for reporting, processes, and protec-
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tion? Is it the CISO’s team and the people who implement technol-
ogy who also have requirements for reporting and protection? The
reality is that the answer changes from organization to organization
as each organization bases its decision on its industry, regulations,
operational regions, and organizational structure.

The final decision of which team is responsible is less important
than the actual act of assigning responsibility to an owner and hold-
ing them accountable.

1.3. Factors Influencing Data Security Today

There is no question that data is the most critical asset many
organizations have, particularly the most critical asset that when
lost can never be returned. Once it's out, it's out. Threats on data
are not only growing in frequency but also increasing in complexity.
It has become more challenging to model indicative bad behaviors,
yet these threats are easier than ever to execute. Modern threat
actors utilize the service of hacking for hire, which has been ena-
bled by the development of automated tools including those pow-
ered by artificial intelligence.

We know the impacts of a breach or exposure can include
regulatory fines, brand damage, identity theft, loss of customers,
and the often overlooked outcome of tighter regulations. As a result
of the ever-growing volumes of breaches, complex threats, and
organizational failures in data protection, industry and governments
have stepped in to fill the gap with mandated global cybersecurity
regulations. We already have more than 150 global cybersecurity
regulations with more on the way.

Regulated or not, among the first questions asked after a data
breach or exposure is the following: Why? Data loss happens for a
reason and there are a series of regular failure points.

The following are some of the common reasons why data loss
takes place:

¢ Organizations move data to unusual or unexpected places.
o Data stores are not monitored, leaving security blind.
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e There is no owner for data security.

e We focus less on our legacy systems and more on modern
systems.

o We are ignorant of security in our modern systems because we
do not have the skills to understand the security around them.

o We lack general data security expertise throughout the CISO or
DPO functions.

e We focus only on compliance and do not implement effective
data security practices.

Yet another major challenge comes from the realization that data
stores of all types have drastically changed over the years.
Traditionally, as we mentioned earlier, a data store was just a rela-
tional database. Now, the data estate or landscape includes big
data systems in the varying forms of data lakes, data warehouses,
and data marts. The exponential increase in the volume of files in
on-premise file servers, as well as those in the cloud, poses unique
challenges. Storing and using data residing in these locations com-
pound the challenge of monitoring all access and building adequate
security into data activity.

1.4. Motivating Data Security Behavior

Given everything we have read so far, it may seem obvious that the
motivating factor for developing a data security program is prevent-
ing data breaches and exposures, but that is not often the case. Let
us look closer at what drives organizations to develop data security
programs.

Unfortunately, we do not simply say, “We implement data secu-
rity, because it's obviously what we should do,” even though it is
what we should do. Evidence from major breaches shows that the
motivation for organizations to implement data security programs is
not what most of us would think. What drives organizations to pro-
vide security or monitoring for their data is primarily regulatory
compliance, not the recognition that you need to protect data as a
course of best practice.
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When we ask organizations whether they should protect data,
their response is unanimously, yes.

When we ask organizations to stack rank data security among
their other cybersecurity priorities, data security is always a top-
three priority, higher yet in highly regulated industries like financial
services and healthcare. When we ask organizations if meeting
regulatory compliance requirements is equal to or better than
having data security controls based on industry-recognized frame-
works, they again provide a unanimous answer, but the answer is
now no.

When we interviewed security and risk teams looking for data
security solutions and asked what capabilities they are looking to
gain from security technologies, they cited one regulation or
another that they needed to meet. Surprisingly the need for an
effective program to protect data rarely comes up as a response.
This scenario leads us to the following requirements:

o Discover all data stores and determine the location of regulated
data based on the regulations driving them.

e Monitor “only” database administrator (privileged user) access
to the regulated data, usually only for production systems.

o Detect, alert, and sometimes prevent threats on the regulated
data. Not all organizations are interested in the prevention of
unwanted data activity, many only want to report on it.

e Store access logs for 1-7 years.

The gains that organizations seek are not all bad; they simply
restrict a data security program to small silos of data and data
stores due to a strict focus on specific types of regulated data.
Creating a data security program prioritized by regulatory compli-
ance, and thereby applying controls only on regulated data, leaves
all other data and data stores without security or monitoring.
Consider whether security teams apply this same targeted or silo
practice to any other pillars of security within their responsibility.

Are there network firewalls only on networks with regulated
data or systems and nowhere else?
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Is anti-virus or anti-malware applied only to systems with regu-
lated data on them and nowhere else?

Do we apply single sign-on and multi-factor authorization only
to regulated systems and nowhere else?

Across the board, the answer should be no. Best-practice
cybersecurity is routinely applied to all other security pillars, for all
networks, end points, and authorizations, except the pillar of the
data security. Regarding data security, while regulatory compliance
has provided general directions for organizations to protect specific
data, it has simultaneously created a false sense of security as
organizations prioritize passing regulatory audits over mapping
data security to industry-standard security frameworks like the
National Institute of Standards and Technology (NIST) or the SANS
Institute.

1.5. Dispelling the Misnomer “Data Security is Hard”

When we think fundamentally about data security and compliance,
there are only a few simple questions that must be answered
to show that organizations have a best-practice data security
program:

e Who accessed the data?

What data did they access?

When did they access the data?

From where did they access the data?
How did they access the data?
Should they access the data at all?

Organizations that can answer these questions rapidly, reliably,
completely, and accurately have laid the groundwork for an effec-
tive data security program.

Now that we understand the types of questions organizations
should be able to answer about their data, let us understand how
we should use the collected data activity beyond compliance
reporting.
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The answers to the questions who, what, when, where, how,
and should are critical for understanding threat detection behavior.
At its core, data security is the ability to identify unusual behavior
in data activity and to confidently apply security controls. Yet, it
is critical to collect data activity information with ample volume,
variety, and veracity in order to analyze it, oftentimes through
machine learning or Al (Artificial Intelligence). In a traditional cyber-
security sense, it is the ability to take vast volumes of data activity
information and distill from that actionable incidents.

Traditionally, data security incidents provide very little context,
leaving the workload of incident response and research to security
teams who, as we previously noted, often lack database and file
activity security skill sets. Therefore, effective data security pro-
grams and supporting technologies must automate the translation
of Structured Query Language (SQL) into detailed, contextual inci-
dents for Security Operations Center (SOC) personnel to rapidly
prioritize and respond without the need for excessive cross-func-
tional collaboration.

1.6. How Mature Data Security Programs Define
their Capabilities

Throughout this chapter, we learned about key factors related to
data security, including responsibility and ownership, the paths to
data management, and drivers influencing and motivating organi-
zational action. Organizations that successfully implement data
security practices for security, and not simply compliance, have
several common requirements.

There are six primary requirements for protecting data estates
at a high level:

e Support for on-premise and multi-cloud data assets.

o Data activity collection and analysis at scale to support all data
in any organization.

¢ Compliance and incident response reporting.
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e Threat detection from any source including humans, applica-
tions, and APls.

¢ Reduction of the need for specialized cybersecurity skills.

o Integration with existing ecosystem cybersecurity technologies.

If we map the above-mentioned high-level requirements to spe-
cific security industry technologies, then we find the following prod-
uct types:

Database Activity Monitoring,

o File Activity Monitoring,

o Web Application and API Security,
o |dentity Access Management,

e Anomaly Detection and Prevention,
o Data Discovery and Classification,

Data Encryption, Tokenization, and Masking,
e Cloud-Native Data Security.

As we mentioned previously, these technologies must include
coverage for all locations of organizational data, whether on prem-
ises or in multi-cloud, as well as every type of data, structured,
semi-structured (Big Data), and unstructured. Traditionally, and to
a lesser degree still today, these technologies have been offered as
individual vendor solutions. The data security industry, however,
matures like everything else and has more recently seen a transi-
tion toward unified multi-product, single-vendor data security plat-
forms, inclusive of many or all layers of the above-mentioned
product stack, in lieu of distinct multi-vendor point solutions.

The intent behind both data security and regulatory compliance
is simple: to protect data. They diverge primarily around their scope
and breadth, but they still expect the same outcomes for the data
they target. Let us review the previously discussed acknowledg-
ments made by security professionals that data is important, its
protection is a priority, and compliance is not the same as data
security. In this, we would do well to remember that when tasked
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with the responsibility of protecting data, we will be measured by
both our strategies to reduce the risk of a breach and our strategies
to reduce the risk of non-compliance. When we consider the alter-
native strategy of choosing compliance over security, we then
accept levels of risk that rapidly become unacceptable and expen-
sive during post-breach activities.

1.7. Regulatory and Security Evaluation Questions

Lastly, we will review two sets of questions: those that organiza-
tions can expect auditors to ask during an audit and those that
organizations should ask themselves to get an idea about the cur-
rent data security efficacy.

While regulations have much in common, their requirements
often need some interpretation, which leads to varying organiza-
tional experiences with auditors. The regulatory requirement
questions in the following are a sample of those commonly posed
to financial services, insurance, and healthcare, which are also
the industries most regulated and most highly targeted by bad
actors.

1.7.1. Questions organizations should commonly
expect from regulatory auditors

Provide a record of all user login failures.

Provide a record of material changes made to regulated data.

Provide a report of all new users added.

Provide a map and proof of all data stores having regulated

data.

e Provide proof that regulated data does not exist in non-produc-
tion systems and if it does exist, show that it has been redacted,
masked, or tokenized.

e Provide proof that regulated data does not exist in non-produc-
tion systems and if it does exist, show that it has been redacted,
masked, or tokenized.

¢ Demonstrate monitoring of all accesses to regulated data.

o Demonstrate detection of unusual behavior.



Personal Data Privacy, Industry Data Regulations, and Data Security 73

e Report each user’s access role and the last time the user
account was used.

e Report on the hygiene of orphan and unused data users.

e Show disabled access for orphan and unused users over one
year.

e Demonstrate long-term data access log retention from 1 to
7 years.

As we established previously, regulation, unfortunately, drives
most data security programs today, but there are core capabilities
organizations must have in order to meet the regulatory demands
and also rise to the higher purpose of effectively securing data.
Organizations that can quickly and accurately answer these ques-
tions about their own environment are leading the industry in data
security maturity.

1.7.2. Questions organizations should ask themselves
to evaluate their own data security maturity

e Can we report on every user accessing all data on all data
stores?

o Users include humans, applications, APIs, and others.

e Are there means to rapidly identify what data a user accessed
and how many records were accessed?

o For any given data store can we answer any question
regarding activity and access for incident response or
regulation?

o Are there acceptable plans and understanding of risk in
place if we cannot answer this?

e Can we determine unusual data activity quickly enough to pre-
vent loss of data?

o Including analysis of humans and application access.

o Can we identify users who have authorized access to data, but
who have in fact not used that access and should potentially
have their access removed until it is needed?

o This includes dormant users defined as unused access past
a period of time.
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e Have we defined a responsible person, team, or function for
data security and have they taken ownership of the program
and the outcomes?

e Can we map every location of regulated as well as other impor-
tant unregulated data throughout the organization?

o Can we prove that this data does not reside in unexpected
locations?

1.8. Concluding Thoughts

In this chapter, we have detailed how data security today is driven
by three primary factors: personal data privacy, industry data
regulations, and security. And while we know these factors require
specific technology and expertise for best-practice security, organ-
izations have routinely opted for lesser controls commonly solving
for regulatory compliance rather than their stated goal of data
security and protection. Before we can be assured that our data
security program is complete, it is imperative to revisit our organi-
zational data security goals and note how well our implemented
people, processes, and controls work together toward those objec-
tives. We have seen that it is too easy to fall into complacency
where holistic data security is reduced to targeted regulated data
security because of a passed regulatory audit. This provides a
false assurance that the targeted regulated data program is effec-
tive, when in fact it may not be for the larger organizational foot-
print. Successful organizations recognize the need to protect data
for the sake of security in addition to the need for targeted controls
on regulated data. Unfortunately, the primary catalyst for maturing
organizational data security is the personal experience of a data
breach where security teams are immediately tasked with re-eval-
uating their programs and strategies. The hope is that those of us
tasked with the responsibility of data security and regulatory com-
pliance will remain vigilant in our efforts to achieve the primary goal
of protecting data because it is the right thing to do, not just
because someone told us to, as they would for compliance.
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Abstract

In today’s data-driven world, organizations must treat personal
data with the utmost respect. Ensuring privacy is critical for
organizations when it comes to building digital trust with customers.
There is a major misconception that it is difficult to protect data
privacy while gaining insights from organizational data. Privacy-
Enhancing Technologies (PETs) help to correct this misconception.
Personal data can be protected while still being used for specific
purposes by organizations using Privacy-Enhancing Technologies
(PETs). By enabling businesses to incorporate privacy into their
services, products, and business processes right from the
beginning, PETs enable a data privacy-first design. PETs have
been emphasized as one of the key technological enablers in
SGTech’s study on the state of digital trust. In this chapter, we
look at why privacy-first design is important, how PETs offer a
novel method for safeguarding data privacy, the privacy vs utility
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trade-off, and finally who is responsible for data privacy in our
organizations.

Keywords: Privacy, privacy-enhancing technologies, homomorphic
encryption, secure multi-party computation, differential privacy,
federated learning.

The last two decades have seen an explosion of data generation,
thanks to the proliferation of social media, easier access to the
internet, and very affordable and scalable storage and computing
resources. 90% of the data accumulated globally were generated
in the last 2 years, and this is poised to double every two years!
Growth in social media, communication technologies, digital image
creation applications, and loT is contributing to this explosion.
Needless to say, data leaders and practitioners also find them-
selves in an exciting and equally challenging time.

It is inevitable that a significant percentage of the data gener-
ated is personally identifiable. We log on to Facebook, upload a
photo, and tag a friend. We register our WhatsApp contact on the
cloud with our phone numbers or visit an e-commerce site and
enter our address for delivery. Every touchpoint on the internet is
capturing one or another facet of our identity. As data practitioners,
it is important to ensure that the processes, policies, and technolo-
gies that we develop and deploy inspire digital trust by protecting
individual privacy preferences. In this chapter, we will discuss how
organizations can strike a balance between protecting data privacy
and gaining insights from data.

1. Data Privacy and Digital Trust

The SGTech Digital Trust Landscape study defines digital trust as
“the confidence digital participants have to interact safely, securely,
and in a transparent, accountable, and frictionless manner.” When
one interacts with a website, the right to decline sharing non-essen-
tial personal information and the confidence that the provided infor-
mation will not be used for any unintended purposes encourage
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one to keep visiting the site. This ensures trust building with the
enterprise.

Digital Trust

Data
governance

Access
DEIE] policies
retention Data

Privacy

Consumer

Cyber advocacy

security

Building this trust is what enables businesses to grow. Contrary
to what we usually hear, ensuring data privacy is good for business.
Government bodies need to ensure adherence to policies, protect-
ing citizens’ rights, enabling businesses to be accountable, and
facilitating universal access to data for policymaking. The following
consumer research study from 2022 illustrates that consumers
value data privacy from businesses, and brands need to align with
consumer perspectives on privacy to drive trust and business value.

18% 18% 38%

1 2 3 4 5 6 7 8 9 10

Not valued Highly
atall Valued

Source: MAGNA, Ketch, UM — US Consumer Research Study 2022.
Respondents were asked, “How much do you value data privacy?” [1-10 scale].
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Beyond losing user confidence, the costs and risks of neglect-
ing data privacy are very high. Every year, the number of data
breaches is growing significantly, despite efforts. Such data
breaches erode the trust that customers have in a business and
drive away existing and future customers. The average cost of a
data breach was $4.35 million (US) in 2022, reaching $5M in 2023.
Engineering teams on the ground pay interest on privacy debt and
take on much more effort to patch gaps in existing live production
systems with personally identifiable information. This, conse-
quently, leaves patched-up systems that are prone to a breach at
any time, like a live electric wire left bare on the ground.

2. Why Has Protecting Data Privacy
Been Difficult?

Regulations such as HIPAA, GDPR, and PDPA have enforced the
need for organizations to adhere to the requirements to preserve
individual privacy. With every new regulation, organizations enter a
catch-up game, revisiting their data privacy implementation proce-
dures and processes. As a result, every data breach results in a
patch and ends with a secret hope that it does not happen anytime
in the near future.

In 1995, Ann Cavoukian developed an approach to systems
engineering called “privacy by design.” Privacy by design calls for
privacy to be taken into account throughout the entire engineering
process. Some of the foundational principles stated in the approach
include the following:

o Respect for an individual’s privacy should be the top priority, to
be addressed proactively rather than reactively.

e Privacy should be embedded into all aspects of the product
creation life cycle to reduce business risk and impact of data
breaches.

e Privacy is not a zero-sum game: One can create a win-win situ-
ation yet address user privacy preferences at the core.
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These are very sensible principles, but why do we see limited
implementation of these on the ground? Most of the enterprises
| have spoken with feel that there is no way to gain insights from
the data if they focused on preserving data privacy. Data privacy
becomes a game of “passing the parcel” in many places; IT ends
up implementing it even though it is not close to the data generated
by the various business domains. There is a lack of awareness of
the ecosystem that could enable one to preserve data privacy and
yet utilize the data for further analytics. The following points broadly
summarize the reasons why privacy by design has been so difficult
at many enterprises:

1. Lack of awareness of privacy-enhancing technologies

2. Lack of understanding of the privacy vs utility trade-off.

3. Lack of sufficient accountability to drive privacy by design or
privacy-first design.

In the forthcoming sections, we aim to address these challenges
one by one. Latch on to your seatbelts!

2.1. A Tour of Privacy-Enhancing
Technologies (PETs)

Privacy by design originated from Privacy-Enhancing Technologies
(PETSs) in a joint 1995 report by Ann Cavoukian and John Borking.
PETs are techniques that aim to preserve data privacy by enabling
computations on data without revealing any sensitive information
about the underlying entities. PETs have become mainstream now
given the major emphasis coming from the United Nations, the US
Whitehouse, the European and Singapore media, and reports and
guidelines released by regulatory bodies and regulatory sandboxes
around the use of PETs.

How is it possible to not reveal any sensitive information while
we perform computations? Let us see how PETs achieve this. We
are going to explore 4 common use cases in order to understand
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how PETs can enable the preservation of data privacy and yet pro-
vide the necessary insights.

3. Understanding Customer Behavior without
Compromising on Privacy

Every organization that sells goods to consumers has pondered
the following questions: “What can | offer that consumers want?”
“Which demographic should | target?” “How can | cross-sell my
products to the customers who may be interested in buying?”
Customer behavior analysis is at the heart of top-line growth for
enterprises.

Yet, it has been a challenge to look at customer data and infer
insights as enterprises struggle to balance privacy and utility.
What if we can encrypt the customer’s personal information and
yet be able to infer the behavioral patterns? That would be fantas-
tic, wouldn’t it? Our first PET star candidate: homomorphic
encryption.

Homomorphic encryption refers to a class of encryption meth-
ods that allow computations to be performed directly on encrypted
data. The result would be decryptable only by a specific party
that has access to the secret key, typically the owner of the input
data. The term “homo morphic” translates to similar shape,
indicating that the shape of the encrypted data mimics that of the
raw data.

Let's say Company X has a set of customer-consented data
elements and wants to use a third-party service provider to perform
customer research. The data owner from company X generates a
homomorphic public—private key pair, encrypts the customer-con-
sented data elements with the private key, and sends across the
encrypted data and the public key to the third-party vendor.

The third-party service provider uses the homomorphic data
processing algorithm enabling it to perform computations on
the encrypted customer data and share the encrypted insights with
the data owner. The data owner then decrypts the insights with the
private key. Still hovering at a very high level of how homomorphic
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encryption works, it gives us the assurance that this technique can
help firms have the same processing possibilities that they have on
raw data, with an encrypted set. Imagine the use cases possible if
this technique is made widely available!

The technique is already in use in several fields including
health analytics and customer behavior analysis. There has been a
lot of open-source effort in this space. Some prominent libraries
include IBM HelLib, Palisade, OpenFHE, TFHE, HEAAN, and
Microsoft SEAL. There have been several white papers on HME
and the security of HME in particular. The HME standard can be
found here’ in detail for further reading.

4. Linking Anonymized Medical Records across
Agencies to Promote Healthy Lifestyle

A few years ago, my team was working on an effort to link the
medical records of citizens to enable smart nudges that would
encourage healthy lifestyles. The challenge was ensuring the iden-
tity of the citizens was preserved as we were dealing with sensitive
medical and personal information. We started to explore ways to
overcome this challenge and came across this powerful PET that

1 https://homomorphicencryption.org/wp-content/uploads/2018/11/HomomorphicEncryption
Standardv1.1.pdf.
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is at the core of secure data sharing called Secure Multi-Party
Computation.

Secure multi-party computation is a subfield of cryptography
with the goal of creating methods for parties to jointly compute a
function over their inputs while keeping those inputs confidential.
In a utopia, we can trust everyone. In reality, we do not have the
luxury of having a Trusted Third Party who can take care of per-
forming processing on private data, but practically it makes sense
to represent this TTP algorithmically instead.

What does SMPC do differently? SMPC deals with the problem
of jointly computing an agreed-upon function (data processing)
among a set of possibly semi-trusting parties (parties who follow
the protocol but are interested in others’ data ) while preventing any
participant from learning anything about the inputs provided by
other parties, and while guaranteeing (to the extent possible) that
the correct output is achieved.

Let me walk you through an example:

A customer submits a hospitalization claim to an insurance com-
pany. The insurance company requests the hospital to help in the
calculation of the payable items less deductibles and co-insurance.
Since the customer is using a bank-issued credit card, the reim-
bursed amount needs to be transferred to the credit card. This
transaction needs to be performed by the hospital, insurance com-
pany, and the bank without revealing the sensitive details of the
customer to one another. All the parties implement an SMPC

- Bank
s 8l | (8§
] 4]: ]
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i i
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; Data
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protocol, using a set of instructions and intercommunications that
implement a distributed computer program.

As part of this program, their respective data records are
divided into two or more shares and these shares are homomorph-
ically encrypted (yes, the method explained earlier). The encrypted
versions of the shares are distributed to the hospital, bank, and the
insurance company. The homomorphic properties of addition and
multiplication allow for those parties to compute on the shares they
received to attain shared results, which when combined produce
the correct output of the data processing.

At any point during this processing, no one can decrypt their
share as it is a split driven by the protocol and only the owner of the
dataset who holds the private key can decrypt it back.

The ability to participate in a transaction securely makes SMPC
protocols extremely significant for common user base identification
between companies, secure data analysis and sharing, crypto wal-
lets, e-auctions, e-voting, and several others. There are multiple
products and solutions based on SMPC that make it easier for one
to onboard and start using this protocol, without significant effort.

5. Sharing Insights Broadly without Revealing
Sensitive Data

In the 2020 census, the US Census Bureau decided that it had to
adhere to the longstanding requirement to ensure that the data
from individuals and individual households remain confidential. It
planned to use an approach called “differential privacy” to achieve
this.

The idea behind differential privacy is that for analytical use
cases, we rely not on the individual data points but rather on the
aggregates.

Differential Privacy is the effect of making an arbitrary single
substitution in the database small enough that the query result can-
not be used to infer much about any single individual and therefore
provides privacy. How did the US Census Bureau utilize differential
privacy at a high level?
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One approach is by adding calibrated noise to the census
numbers without losing the statistical integrity. Differential privacy
helps to achieve the trade-off that enables us to add noise to the
individual data points while maintaining the broader aggregate
accuracy. Let’'s say you are holding a painting in your hand. At
every pixel, you zoom in and add a few small dots. When zoomed
in, these dots are clearly visible. But, when we zoom out, the paint-
ing still seems unaltered. That is what differential privacy does to
datasets. By carefully calibrating noise to the individual data points,
the US Census Bureau was able to broadly make the statistics
available for wider use, without worry about individual re-identifica-
tion risk.

Differential privacy has been widely used by many companies
such as Apple and Uber for a long while now. It holds a lot of poten-
tial in enabling wider release of datasets without compromising on
privacy. That means secure sharing of public data with citizens,
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secure analysis of customer behavior, privacy-enhancing recom-
mender systems, and more.

5.1. How can Data be Crowdsourced without
Sharing? Can we Crowdsource without
Sharing Data?

Let us visit one last PET that has proved to be the golden key to
building privacy-preserving Al. Every day, there is a new threat
emerging in the industry, especially in the financial sector. Every
financial institution is in the process of building a fraud detection
model to evaluate every transaction, to protect the reputation of the
institution, and to adhere to the regulatory guidelines. But detecting
fraud is not a single-enterprise game. It is important to work
together to build a robust model to tackle this with all the patterns
the banking and financial industry has seen. How can we achieve
this when one institution cannot share sensitive records with
another?

Federated learning helps achieve these goals. As the name
suggests, federated learning allows many parties to train a model
together without aggregating the data in a centralized location.
Instead of sending data, the parties train locally and send small
vectorized updates to an aggregator.

Encrypted
fraud
detection
model
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A generic baseline fraud detection model is stored at the central
server. The copies of this model are shared with participating bank-
ing institutions, who then train the models based on the local trans-
action data that they handle. Over time, the models in the respective
banks become contextualized for the nature of the institution — the
segments they target, the customer demographics, and others.

In the next stage, the updates (model parameters) from the
locally trained models from the banking institutions are shared with
the main model located at the central server using secure aggrega-
tion techniques. This model combines and averages different
inputs to generate new learnings. Since the data are collected from
diverse sources, there is greater scope for the model to become
generalizable.

Once the central model has been retrained on new parameters
at the aggregator, it is shared with the banks for the next iteration.
With every cycle, the models gather a varied amount of information
and improve further without creating privacy breaches. The only
way we can build intelligence is to crowdsource our capabilities
together, and federated learning helps institutions build stronger
algorithms together.

Health and FinTech are domains that could greatly benefit from
federated learning. Any domain that demands building a privacy-
preserving machine learning model across multiple parties needs a
federated learning approach.

6. Summary of PETs

Privacy-Enhancing Technologies are a must-have in our toolbox to
enable data privacy. It helps us to implement the privacy vs utility
trade-off needed for any analytical use case in today’s world. In
the following, we present a quick revision of what we read in this
chapter.

Homomorphic encryption — great for confidential computing
where the user can encrypt and decrypt the data before and after
processing the data.
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Secure multi-party computation — data sharing should one day
be all encrypted and/or anonymized.

Differential privacy — Best fit for sensitive data minimization in
basic use cases.

Federated learning — One of the best privacy-preserving machine
learning technologies available.

Next, we will discuss privacy vs utility trade-offs. Do not unlatch
your seat belts yet, the privacy ride continues!

7. Privacy vs. Utility Trade-Off

More often than not, data practitioners think that privacy and utility
are exclusive in nature. Anonymized data fields mean they are no
longer relevant. In the previous section, that is the exact argument
that we are negating by means of privacy-enhancing technologies.
With the usage of anonymization techniques such as redaction,
hashing, or privacy-enhancing technologies, it is important to
understand the privacy vs utility trade-off.

In the illustration above, we see two personas on either side of
the acceptable trade-off.
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1. Legal and compliance team — Entrusted with the need to
define data protection policies, monitor internal compliance, and
mitigate any risks for the firm around personal data usage. This
team is always geared to enforce the highest data privacy mech-
anisms, enabling the firm to adhere to the regulatory guidelines.

2. Data scientists — On the other side of the spectrum are our
data analysts and scientists who have been tasked to explore
and analyze the data and derive insights from the same to aid
in company growth. Although they want to ensure data privacy,
they always want to get their hands on as much customer-
consented data as possible to aid in their analytics.

7.1. What is an Acceptable Trade-Off?

An “acceptable” trade-off has to consider all sides: the legal and risk
appetite of the company, the use case one is tasked with solving,
and most importantly the users that feature in the data. Whatever
the mandates of the company, the trade-off is primarily decided by
what types of consents have been provided by the users for data
utilization and the granularity levels of data use approved by users.
As a data practitioner, it is important that we enable privacy by
design by enforcing the collection of granular consents in the appli-
cation flow and ensuring these consents are directed toward the
privacy vs utility trade-off in the analytics life cycle.

One could argue that enforcing consent management might not
be the responsibility of a data practitioner, who is usually involved only
when the data flow from operational to analytical planes. Who should
be responsible for privacy by design then? An important question to
address. In the next and last section of this chapter, we will discuss
the most important part of enforcing data privacy — “accountability.”

8. Driving Accountability for Data Privacy
in Your Organization

The life of a data strategist can be summed up as “40% driving
accountability, 30% enforcing process, 30% automation through
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technology.” Driving accountability for the various stewardship
initiatives is the most arduous and time-consuming task in data
governance. Who is responsible for experimenting on PETs, under-
standing their use cases, weighing the privacy vs utility trade-off,
and ultimately owning the responsibility for creating privacy-first
design?

Federated computational governance enables one to think
about the responsibility not as one person’s task, but rather as dis-
tributed among the various business domains and the central coun-
cil at the enterprise level.

A domain here is defined by the boundary within which teams
and systems revolve around an agreed-upon business objective.
From the illustration above, you can see domains that are fre-
quently seen when we are tracking health metrics. Medical infor-
mation, sleep data, and food purchases are exemplary domains in
health promotion. The data owners of these respective domains
understand the nature of the data, the users, the sensitivity of the
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domain, and consequently the privacy needs. These domain data
owners are the rightful personnel to weigh the privacy vs utility
trade-off and do the needful to transform their domains into trusted
boundaries.

We should centrally empower these domain owners by provid-
ing a centralized self-serve data platform that enables the easy
implementation of data privacy. This includes data classification
tools, metadata capture and classification, anonymization tool kits,
and privacy-enhancing technology tool kits.

Enterprise-level compliance and enforcement of legal needs
might still need to be controlled centrally, keeping all the domain
data owners in the loop, and implemented on a centralized plat-
form. This ensures that the domains can focus only on implement-
ing their specific privacy needs without worrying about those cutting
across multiple domains.

In a nutshell, privacy is everyone’s responsibility! Whether you
are a data owner, data scientist, software engineer, or legal practi-
tioner, everyone is dealing with user data and needs to bring to life
privacy-first design principles in their context.

In summary:

e Create products with privacy built-in right from the beginning of
the software development life cycle.

e Increase awareness of PETs in your organization to implement
a privacy-first design.

e Empower your teams to implement the privacy vs utility trade-
off in their respective domains.

Privacy is not an option but a prerequisite for anyone dealing
with the usage and exchange of data. As data professionals, the
upcoming years will prove to be a testing time for data privacy
given the exponential breakthrough of Gen Al. But, with the right
foundational principles in hand, we will be able to handle data pri-
vacy well, ensuring digital trust at the core of what we do.
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Abstract

This chapter provides an overview of the current developments in
the European Union (EU) that require more sustainable, digital,
and environmental, social, and corporate governance (ESG)
conformance of business activities as well as the opportunities
that come with it. With an increasingly digitized economy and
sustainability reporting obligations in place, data sharing will gain in
importance and become a central enabler toward a green and
data-driven EU single market. Therefore, this chapter aims to cover
the legislative initiatives pushing for the use of dataspaces. It also
provides an overview of the current dataspace landscape and the
stakeholders who actively shape the usability, understanding, and
technical frameworks to bring dataspaces to life. Additionally, it
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explores the risks and opportunities associated with the commercial
use of dataspaces for ESG reporting in different industries and
showcases examples of both functioning dataspaces that came to
life and those that remained an idea. Ultimately, this chapter carves
out ESG-related options and considerations for value creation for
Chief Data Officers (CDOs) working in European companies or
within companies operating in the EU single market.

Keywords: Data sharing, regulation, sustainability data, digital
economy, EU data, ESG, reporting, business innovation, CDO/
Chief Data Officer.

1. Introduction

Europe’s business environment is increasingly driven by sustaina-
bility desires and the need to become data-driven. With the start of
Ursula von der Leyen’s presidency of the European Commission in
2020, the EU took on an ambitious course toward climate neutrality
by 2050 with the “European Green Deal” (European Commission,
2019a) while also declaring “Europe’s Digital Decade” (European
Commission, 2019b). This was in response to the growing demand
for sustainable business practices and the ever-increasing amount
of industrial data and digitalization demands necessitated by
changes in demographics within the European economy.

The developments are also in line with market trends and
changing consumer preferences in the EU. Businesses are expand-
ing their activity in online markets, slowly surpassing traditional
analogue models and adapting to changing consumer preferences.
In the EU, the turnover of online businesses has grown by over
70% since 2017, reaching an estimated €712.5 billion this year
(Beyrouthy, 2023). In addition, the values and priorities of young
Europeans differ in comparison to other generations. Rather than
business growth, European 16-26-year-olds prioritize raising
awareness about sustainability and fighting climate change
(YouGov, 2022). The majority hence calls for government interven-
tion in climate protection through taxation and regulatory measures,
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putting pressure on political decision-makers to include these
aspects in future legislation.

In this light, strategic data usage and the role of a Chief Data
Officer (CDQO) are gaining more importance. CDOs hold the only
company position that interfaces with the data-related responsibili-
ties arising from legislative requirements and business innovation
ambitions. The changes envisioned by European lawmakers will
disrupt the way companies run their day-to-day business and
necessitate major changes. CDOs are in a position to help with
both getting the right data to meet the regulatory and reporting
requirements and driving business innovation with data so as to
stay competitive. With increasing technical requirements and the
approaching ESG reporting obligations, CDOs hold a central and
interfacing role to make a difference in the way companies deal
with the new and mandatory collection of data. This chapter dis-
cusses how the different streams in the European economy can be
consolidated and used as an opportunity to leverage technical
infrastructures such as dataspaces and ESG reporting.

2. Dataspaces as a Solution
for European Ambitions

Legislative measures and initiatives were developed in response
to the shift in societal and political priorities in the EU to provide
technical frameworks and prepare the economy for upcoming
challenges (Curry et al., 2022, p. 2). Furthermore, technological
developments and the ever-increasing amount of data generated
have influenced those legislative measures. The following section
will discuss these measures in terms of legislation, governance,
and public disclosure.

2.1. Legislative Landscape

Appropriate legislation has been put in place by the EU lawmakers
to meet the two long-term goals of the European economy: the
green transition and digitalization. The latter aims to make better
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use of data and drive digital transformation with concrete goals:
The European Commission plans to have 75% of businesses uti-
lize cloud, artificial intelligence (Al), and big data technologies,
while also ensuring that 90% of small and medium-sized enter-
prises (SMEs) achieve a minimum level of digital intensity by 2030
(European Commission, 2022c, p. 3).

As an answer to the growing relevance of data, EU bodies
released the European Data Strategy (European Commission,
2020) that aims to make data more accessible in the EU. It also
aims to provide high-quality data to start-ups, SMEs, the public
sector, and enterprises in general to facilitate innovation and busi-
ness growth. The expected increase in data usage in the European
Union will be regulated by several acts under the EU Data Strategy,
with the EU Data Act and the EU Data Governance Act being the
most recent ones. These acts aim to make data sharing in the
European Union more transparent and safe while providing clear
and fair rules for the access and use of data.

Additionally, the EU is working on making sustainability an inte-
gral part of its financial policy in order to support the European
Green Deal. To do so, a stringent EU taxonomy was implemented,
with requirements for supply chain contracts and benchmarks on
meeting environmental, social, and corporate governance (ESG)
as well as corporate social responsibility (CSR) criteria for all busi-
ness activities in the EU. The two terms are often used inter-
changeably to describe sustainability ambitions. They overlap in
terms of demonstrating companies’ commitment to sustainable
business practices (Lutkevich, 2023). But despite having overlaps,
they differ in their scope, which the EU has recently concretized
and tightened.

One way to describe the main difference is as follows: While
CSR can be seen as the overall idea on sustainable business prac-
tice at the company level, ESG takes a detail-oriented quantitative
perspective. ESG is crucial for future businesses within the EU as
the sustainability progress of firms will be verified through reporting
from 2025 onward through the Corporate Sustainability Reporting
Directive (CSRD) that came into effect in January 2023. The new
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ESG reporting standards presented in the CSRD will apply to some
50,000 firms and will have a far-reaching impact. For example,
based on ESG data, public funding bodies will make decisions on
granting loans to companies for large-scale investments and busi-
ness activities within the EU.

In addition, an EU supply chain law will soon come into force,
which will implement certain due diligence obligations for compa-
nies in order to prevent their business activities from having nega-
tive impacts on human rights and the environment along their
chains of activity within and outside Europe (Federal Ministry of
Labour and Social Affairs, 2023).

With these developments in mind, the need for more data
exchange becomes evident. Dataspaces generate the opportunity
to ensure safe, efficient, and reliable data sharing in a trusted and
regulated technical framework and environment. The overview in
Fig. 1 shows the differences between the approaches and the rel-
evant legal initiatives associated with them.

Scope and Legislation for Sustainability Reporting in the EU

@ Reporting level

Sustainability

Corporate Social Responsibiity

responsible and sustainable

Sustainability ambitions via both

@ Approach Precise quantification required
quantitative and qualitative measures

Qualitative approach used
‘Concrete reporting KPls

Less precise lo measure

Regulated externally - imposed by Self-regulaled by companies intemally
lawmakers and relates to business Does not relate to business valuation
valuation

Both self- and extemally regulated |

Requires measurable goals and

Is implemented through soft measures
audits

as corporate culture and values

Tends to related to business
valuation e.g. sustainability reports

@ Legislation EU Taxonomy Intially voluntary standard implementation Climate and zec-poRuticn Smestion
Sustainability-related disclosure in the such as 1SO 26000, since 2014 Clean energy and biodiversity preservation
financial sector (SFOR) hon-Financial Reporting Directive (NRFD) S o vkl il et Moty
ning agriculture

500n 10 be adopled: Corporate Since 1. January 2023 Corporate Social The EU Green Deal
Sustainability Due Digence Direciive Reporting Directive (CSRD). new ESR Bth Environment Acton Programme unti
{CSDDD) reporting standards and replaces the NFRD 2023

Fig. 1. Overview of the scope and relevant legislation for sustainability reporting
in the European Union.

Source: Lutkevich (2023) and BaFin (2023).
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Takeaways for CDOs outside the EU

e There is a competitive advantage in understanding EU business
partners’ needs and legally mandatory terms.

e |t is important to know relevant legislation to prepare the home
organization for the EU market.

e Preparatory work might be needed in dealing different jurisdictions
in case the home country or other regions follow up with data pro-
tection and sustainability measures.

2.2. Data Architecture

Before delving into data sharing and the critical role of dataspaces
in ESG reporting, we must understand the necessary IT infrastruc-
tures that are needed to prepare companies to participate in data-
spaces. The first aspect is data storage at the company level. The
way companies deal with their data indicates their data and techni-
cal maturity and provides an assessment of their level of readiness
to participate in large-scale data-sharing initiatives.

As of today, companies use several ways of storing corporate
data in a combination of local or on-premise storage and cloud stor-
age, tailored to their specific needs and oftentimes prompted by
historical developments. Cloud storage offers a suitable solution for
data sharing: One reason is the accessibility and scalability of data-
sets as large amounts of data can be accessed from anywhere with
an internet connection, fostering data sharing. Furthermore, mod-
ern cloud storage comes with a reliable data management layer
that supports companies’ data governance requirements and is a
prerequisite for data sharing.

In recent years, the development and deployment of cloud-
based applications have risen immensely, driven by attractive on-
demand features and advantages for the industry and research
community. Among cloud-based applications, cloud storage is the
most successful one, as it manages to match the massive data-
sharing demand effectively. Data only have to be uploaded to the
cloud, and access rights have to be granted to the data sharer.
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Cloud storage of corporate data in organizations worldwide 2015-2022
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Source(s): Ponemon Tnstitute; Thales Group; IDC; 451 Research; ID 1062879

Fig. 2. Share of corporate data stored in the cloud in organizations worldwide
from 2015 to 2022.

Source: Statista (2022).

Once these are done, data sharers can obtain the data from the
cloud instead of the data owner (Kumar et al., 2018, p. 1). Due to
the ease of use, cloud storage solutions have rapidly increased
within the last decade as shown in Fig. 2 (Ponemon Institute &
Thales Group, 2023).

These factors are important mainly because dataspace usage is
based on two pillars: (1) technical infrastructure and (2) trust. The
usage of cloud solutions can be seen as an indicator of both the
level of data maturity of companies and their readiness and trust to
confide their data in new digital technologies. The European non-
profit Gaia-X Association states that the software required to imple-
ment dataspaces runs on the cloud/edge cloud infrastructure
(Gaia-x, 2020). Dataspaces are founded on the principles of trust
and relationships. Within such a dataspace, data governance is a
core concept to facilitate these concepts through well-established
rules and guidelines. Data governance streamlines the process to
realize a community’s vision: creating value by enabling seamless
data discovery, access, interoperability, and reuse regardless of data
location while ensuring trust and security (Curry et al., 2022, p. 86).



98 M. Hartmann et al.

The next step is the exchange of data between different data
providers and users in a safe and compliant way while maintaining
data sovereignty. Access to a broader database will be necessary
to respond to the new upcoming reporting requirements for compa-
nies in the European Union.

2.3. Technical and Public Landscape

In the previous section, the basic company-level requirements for
dataspaces to come to life were discussed. Dataspace is not stor-
age but a trusted platform to exchange data. Hence, dataspace
refers to a type of data relationship between trusted partners and
provides high-level standards and guidelines for data storage and
sharing within one or many data ecosystems (Gaia-x, 2020).

A dataspace is the sum of all its participants, consisting of data
providers, users, and intermediaries. A critical and trust-enhancing
advantage of the dataspace concept is that data are not stored
centrally, but kept at their original source. Thus, they are only trans-
ferred through semantic interoperability with predefined necessary
access rights and are kept exclusively by the participants. This
conventionally requires the setting up of universally applicable
technical architecture on an international level.

The German government funded a research project conducted
by the Fraunhofer Institute for Software and System Technology on
industrial dataspaces between April 2015 and April 2018 to explore
technical requirements for intelligent data-sharing infrastructure
models (FISS, 2018). The project resulted in the development of a
reference architecture model. The International Data Spaces
Association (IDSA), a founding member of the Gaia-X Association,
has dedicated itself to co-creating the future of a global, digital
economy by providing frameworks to manage data from different
domains and regions within a global data ecosystem. It provides the
reference architecture model to potential participants and helps them
implement it. So far, this has been the only internationally certified
and agreed-upon official framework for dataspaces. However, varia-
tions of the model are possible and functional, once approved and
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Fig. 3. Setup of the nine planned common European dataspaces.

Source: European Commission (2022b).

certified by the IDSA. The overall aim is to enable and stimulate the
development of data value chains, retaining sovereignty and trust-
worthiness under European premises and values (Gaia-x, 2020).

Additionally, the European Commission has invested in the
development of dataspaces that are of strategic importance for the
growth of the European data economy.

Figure 3 visualizes the content of a staff working document
from 2022 that presented nine common European dataspaces:
Health, Industrial, Agriculture, Finance, Mobility, Green Deal,
Energy, Public Administration, and Skills. However, the mere act
might give the necessary direction but accompanying clarification
on the objectives and essences of those dataspaces is required.
These dataspaces might share common layers and concepts but
will differ in sector-specific aspects.

3. Existing Obstacles for Dataspaces

As discussed, dataspaces provide the necessary infrastructure to
enable the desired digital business activities and new data-based
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Fig. 4. Overview of different risk categories associated with using dataspaces.
Source: Curry et al. (2022).

business models. In the data-driven landscape, the possibilities for
and obstacles to sharing data emerge, necessitating a discussion
for a more interconnected data environment.

Barriers to data sharing can be divided into various subcatego-
ries, such as “technical, organisational, legal compliance and
regional/national challenges” (Curry et al., 2022, p. 351). Figure 4
provides an overview of these obstacles:

In this section, the challenges specified in Fig. 4 in bold are
discussed in greater detail.

One of the main challenges is decentralization or more
specifically the issues resulting from the interoperability of data
formats (Lasmaries, 2023). Each contributor might have different
data structures, standards, and storage, leading to difficulties in
exchanging and integrating information seamlessly. As a result of
this heterogeneity, it is time-consuming and difficult to interpret
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data consistently across other dataspaces. “What is needed
though is a comprehensive architecture of standards which
includes different types of data such as master data, reference
data, manufacturing and supply chain eventdata etc.” (Kembuegler,
2020). An individual ecosystem member cannot develop this
architecture stack but requires consensus within a community of
practice.

According to the European Commission’s “Study on data shar-
ing between companies in Europe,” privacy concerns are the prin-
cipal barrier to business-to-business (B2B) data sharing (European
Commission & everis Benelux, 2018). Hence, establishing clear
security policies is essential to ensure compliance with personal
data protection, user privacy regulations, and sensitive industry-
specific data. In Europe, the EU’s data strategy aims to enable data
sharing and develop clear data access rules. Hence, two key policy
measures, the Data Governance Act and the Data Act, are being
advanced in the legislative process to encourage B2B data sharing
while ensuring data sovereignty and security in international data-
spaces (Swabey, 2021).

Lastly, private and public sector collaboration needs to be
improved, as they have different priorities and interests regarding
data sharing. Moreover, data-sharing collaboration between the
private and public sectors is lacking due to data undervaluation,
limited public sector expertise, insufficient incentives for private
sector data sharing, professional shortages, legal disparities, trust,
security, ethics, and data interoperability, leading to prolonged and
uncertain processes (European Commission, 2022c). The EU can
foster such collaboration by establishing a common framework and
putting in place the technical infrastructure to share data and ethi-
cal guidelines while raising awareness about the potential of data
sharing.

Despite the barriers involved in data exchange within data-
spaces, it is essential to note that the opportunities outweigh the
concerns. In the upcoming section, we will showcase successful
examples of dataspaces in use.
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Takeaways for CDOs outside the EU

e Understand the opportunities of dataspaces as platforms for col-
laboration.

e Dataspaces provide a suitable concept that enables data sharing
within a robust framework built on trust.

e Joining a first-mover circle of business parties working with data-
spaces grows your network, helping you get in touch with other
CDOs.

e Prepare your company for new ways of market interaction.

e Helping EU business partners fulfill their reporting obligations will
make you stand out from your competitors.

e Getinsights into operation modes and learn best practices in data
work.

4. Use Cases

The developments leading to these use cases have been described
in the previous sections. The heavy regulations and technical
frameworks may appear complex at first glance but have been
adopted over the few past decades by companies and institutions
operating in the European business environment. Hence, imple-
menting these requirements also leads to opportunities for compa-
nies in these markets.

“Although private sector organisations are pursuing data
sharing, successful real-world examples are sparse due to a mul-
titude of barriers” (Fassnacht et al.,, 2019). As outlined in the
previous chapter, several challenges remain in bringing data-
spaces to life. Nevertheless, some specific dataspaces have
already been successfully established in the EU, adding signifi-
cant value to European businesses. We want to shed light on
positive examples of functioning data -haring models and show
their implications for non-EU third parties working with EU-based
companies.
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4.1. Mobility

A rather prominent positive example is the Mobility Dataspace that
serves as an open data ecosystem to facilitate the storage and
exchange of mobility and traffic data.

Within the Mobility Dataspace (see Fig. 5), various stakehold-
ers in the transportation sector act as both data requesters and
data providers, retaining full autonomy and control of the utilization
of their data by third parties. Through this approach, a high level of
data sovereignty as well as trust is fostered, leading to genuine
economic value and business incentives. Sensitive and protected
data can therefore be used and shared safely under the conditions
set by the data providers, ensuring data quality and transparency
about the origin for data users (Otto et al., 2022, p. 350).

“Whilst mobility brings many benefits for its users, it is not with-
out costs for our society” (EUMonitor, 2020). The convenience of
private and public transportation undoubtedly improved day-to-day
life and business opportunities in society. However, the mobility
sector faces a set of challenges regarding its negative environmen-
tal and social impacts that need to be addressed.

While increasing attention is placed on greenhouse gas emis-
sions caused by modes of transportation, the core issue in the
mobility sector runs much deeper. To truly take an effective step
toward sustainability and the protection of human rights in the
mobility sector, it is essential to consider the entire supply chain of
the mobility industry in terms of meeting ESG and due diligence
requirements.

To enhance the efficiency and safety of mobility and transporta-
tion while also fostering better monitoring and protection of human
rights and the environment, collecting and sharing large amounts
of mobility data, such as real-time data on the traffic and traffic
infrastructure, are very important (Otto et al., 2022, p. 344). Hence,
a common mobility dataspace is needed that pools data from pub-
lic and private services and sources, enabling the exchange and
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The Mobility
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Fig. 5. Overview of the common mobility dataspace.

Source: European Commission (2023) and Federal Ministry for Economic Cooperation and
Development (BMZ) Division Sustainable Transformation of Global Supply Chains (2023).

usage of sensitive and protected data and building the infrastruc-
ture for more efficient and sustainable mobility.

4.2. Healthcare

EU ESG reporting responsibilities also apply to the healthcare sec-
tor. This includes saving resources, avoiding waste, and reducing
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energy-related CO2 emissions (PwC US, n.d.). Moreover, manda-
tory ESG reporting regulations now require hospitals to disclose
sustainability data (Envoria, 2023), highlighting the importance of
efficient data collection and data usage. Thus, healthcare leaders
can use proven tactics and smarter technologies to identify speci-
fications, measure data, and hold their businesses accountable to
ESG principles.

However, upon a closer look at the healthcare sector, dispari-
ties characterize its digitalization and data management. These
will impact the speed with which data can be shared within this
field. An example of the disparity in digital technology usage
between departments and participating parties is as follows:
Departments such as radiology use advanced Al tools for image
analysis, whereas resident physicians sometimes still use outdated
methods like faxing. Moreover, “Patients use their smartwatch to
record ECGs, while their doctor records blood pressure in a paper
file” (Otto et al., 2022, p. 291). However, as mentioned in Section
2.2, digital workflows require harmonized processes and data
structures, leading to obstacles in data sharing within organizations
in this specific domain.

This shows that in the healthcare domain, providers lack an
exemplary data infrastructure, and therefore struggle to share
patients’ vital data effectively. One reason is the heterogeneity in
both the nature of healthcare providers (e.g., hospitals, laborato-
ries, or pharmaceutical producers) and their data usage, as well as
the lack of regulations regarding data sharing. The collection of
high-quality and sizable datasets to advance precision medicine is
therefore a challenging task. Finally, medical data are the most
sensitive type of data and are subject to strict privacy policies.
Sensitivity restrictions imply, for example, that only authorized per-
sonnel such as doctors and medical experts are allowed to access
this kind of information, not necessarily data engineers and devel-
opers who could further develop the datasets.

The scattered landscape in the healthcare field represents a big
challenge that cannot be overcome through the implementation of
a single type of data infrastructure. Organizations need common
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incentives and regulations from the ecosystem to foster a sustain-
able data-sharing foundation (Otto et al., 2022, p. 292).

Nevertheless, regardless of obstacles, there are also success-
ful data-sharing projects in this highly important and promising
field, one of which is the online Clinical Study Data Request
(CSDR) platform with ideaPoint being the technical third-party pro-
vider (ideaPoint, 2023). The provider handles all the before-men-
tioned obstacles and still realizes data sharing on its platform. It
provides registered researchers and other companies with access
to patient-level clinical trial data from 14 leading pharmaceutical
organizations (Lindner et al., 2021). More than 3,500 clinical trials
can be accessed through this platform, enabling users to improve
their working efficiency (ideaPoint, 2023).

On the one hand, the interoperability issue of data formats is
solved due to standardized data formats within this platform (see
Fig. 6). On the other hand, data and information are carefully
selected, ensuring high-quality standards of datasets, while data
use agreements and strict policies foster data security and privacy
preservation. In summary, CSDR is a successful trailblazer data-
sharing platform that can be seen as a positive impetus for other
European companies to invest in data-friendly constructs.

5. Value Creation Opportunities for CDOs

In the last section of this chapter, we will state the implications and
opportunities for CDOs amid many complex developments. We
have shown that European regulation has a major impact on stake-
holders and countries outside of Europe. However, this does not
need to be seen in a necessarily negative light.

CDOs have the advantage of holding a unique role that inter-
faces with different departments and fields that are essential for
smooth business functioning. Hence, CDOs need to stay ahead of
different topics and keep an eye on data-related developments in
the field in which their company operates. New regulations
and requirements may affect the way business operates with data,
both in their domiciled location and abroad. Contrary to traditional
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Fig. 6. Overview of the health dataspace.

departments such as the legal or IT, the CDO does not have a
merely one-sided or predefined approach but is in a horizontal
position with an overarching and holistic view. As such, CDOs can
assess the implications of new developments in the respective
business fields.

Therefore, Chief Data Officers hold a central position to guide
the company through various requirements and influences shaping
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the business environment in which their companies operate. They
can do so by adopting coherent and fitting data governance and
management practices to brace companies for new challenges in
the digital business environment. We see opportunities for CDOs in
terms of the following:

e Interfacing with business functions and connecting people
As a hybrid role in business, CDOs function as an intermediary
both internally and externally. This can be within the firm, assist-
ing in the data aspects of different business functions and iden-
tifying strategic linkages and overlaps between them. Outside
the firm, CDOs can build on and extend their network with rel-
evant stakeholders for appropriate ESG work, enabling inter-
connectedness and the flow of information. In this way, they can
prepare the organization to conduct business with third parties
in other countries with different underlying restrictions and regu-
lations.

e Technical expertise and fitting corporate data management
practices

An opportunity for CDOs also lies in their day-to-day business:
Understanding new challenges and requirements helps the CDO
adapt the corporate data management strategy and guide the
firm’s data setup in times of change. CDOs can also align with their
counterparts such as Chief Information Officers (ClOs) and Chief
Technology Officers (CTOs) to introduce promising and quality-
enhancing technologies that will help the company stay competitive
and ahead of new trends and obligations, for example, by introduc-
ing or developing a tailored ESG reporting software.

e An esteemed partner for assistance in strategic decisions-
making

CDOs provide valuable guidance on transnational and international

data-related developments both from the technical, and business

aspects and they can also provide assistance with their holistic

point of view when it comes to long-term strategic decisions-mak-

ing for the company.
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e Development of new business models and data products/
services

In the major area that is corporate data, one of the key responsi-
bilities of a CDO is utilizing existing data within and sharing it
through dataspaces, creating an ongoing chance to increase the
value of company assets. In this way, on the one hand, CDOs can
help improve efficiency in operations by identifying development
opportunities and acquiring external data in a structured, strategic,
and pragmatic manner to reduce risk and further the business. On
the other hand, new data products and services can be created
using existing datasets in a compliant way.

e Support digital upskilling and data culture
Bringing data and information closer to the employees helps to
showcase immediate and long-term value through data and digital
products. This helps overcome possible reservations toward the
active use of data and technology that will prevent a company from
tapping into its full potential and efficiency with data and meeting
data-related requirements such as ESG reporting and ESG con-
formity of business plans.

Figure 7 provides an overview of the opportunities arising from
extended data collection for ESG purposes for CDOs.

Enabling Changes and Innovation
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and external stakeholders

Technical expertise and a fitting
corporate data management
Understanding new challenges and 0 2
requirements and develop adoption
strategies for the company's corporate
Esteemed partner for assistance in data management and technologies.
strategic decision-making
Providing valuable guidance on
data-related issues and their effect on

strategic business decisions

Generate new products and services
©DOs can help improve efiiciency in
operation on the one side - identifying
improvement opponunities

Digital upskilling and data culture
I 0 5 Bringing data and information closer ta
the employees helps to showcase

immediate and long-term value through
data and digital products

Fig. 7. Opportunities that Come with ESG for Chief Data Officers.
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Takeaways for CDOs outside the EU

e Use the CDO position as an interface between strategic and tech-
nical topics.

e Become an advisor on strategic decision-making with a global view
on the environment the company operates in and is affected by.

e Leveraging the knowledge on different topics will help demon-
strate the importance of your role and push your tasks to C-level
visibility.

e Learn from other companies and markets by gaining insights into
best practices in data work.

e Create transparency with data with regard to the processes of a
company, thereby enhancing trust and getting a better overview,
which also benefits self-improvement.

6. Summary

In conclusion, this chapter has emphasized the growing signifi-
cance of not only technical but also sustainability and ESG consid-
erations within the European business environment, majorly driven
by initiatives such as the EU “Green Deal.” Measuring sustain-
ability efforts can only be done with proper ESG reporting. As in
many fields of today and in the future, data lie at the heart of such
ambitions — with measurement, collection, sharing, and analysis.
The EU has recognized this development, charted in the European
Data Strategy to harness high-quality data for innovation and pro-
gress. Central to this journey are the Corporate Sustainability
Reporting Directive (CSRD) standards, implemented to strengthen
data-driven ESG reporting.

After the introduction, we discussed the role of data architecture,
which represents the foundation of data sharing. Within this narrative,
cloud storage solutions gain importance in different domains and the
use of dataspaces can be seen as a maturity indicator. Dataspaces
are fostering efficient data sharing across and within organizations
and are build on the premise of accessibility and scalability of use.
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However, along with data sharing, challenges arise — from
format interoperability to data privacy to the lack of collaboration
between the public and private sectors. Despite these obstacles,
use cases of successful data sharing have emerged, which are
politically desired by the European Union. The European Union has
communicated the foundation of nine industry and sector-specific
common European dataspaces. These dataspaces will ensure
high-quality and safe data sharing within the EU. So far, in practice,
a few smaller dataspaces have been established and used for
ESG-related data sharing, illustrating how dataspaces can be har-
nessed effectively. Examples of functioning dataspace were illus-
trated in the mobility and health sectors, leading to diverse
environment analysis and data-sharing implementations.

In the final section, we highlighted the opportunities arising
from these technical and sustainability-driven developments for
CDOs in organizations. CDOs provide the compass for strategic
decisions, guide new business models, and cultivate the data cul-
ture for organizations. CDOs have a fundamental role in imple-
menting strong data management, enabling the organization to
measure and use data more effectively, especially in essential
missions required by law such as ESG reporting. A successful
CDO can and must leverage existing and upcoming regulations to
lead their enterprise into a truly data-driven organization. These
regulatory changes must be interpreted and communicated by the
CDO with value-enriching emphasis leading to a comprehensive
data vision.

In essence, the journey we have undertaken in this chapter
illustrates the evolving business landscape in Europe and advo-
cates for CDOs to embrace the opportunities data management
provides for businesses. This chapter emphasizes the importance
of data in ESG, the transformative potential of dataspaces, and
the essential role of the CDO. As a parting thought, we would rec-
ommend that CDOs leverage existing challenges and require-
ments that stem from regulatory pressure to facilitate internal
discussions, build the data infrastructure, and envision bigger and
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more innovative concepts that will add value to their company
sustainably.
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We are currently witnessing a global Atrtificial intelligence (Al) revo-
lution termed the “Al Spring” wherein organizations are scrambling
to adopt and experiment with Al to transform their processes and
services and realize business value. According to reports, in the
last 5 years, there has been a doubling of Al adoption among
organizations worldwide. The early adopters who have tasted suc-
cess continue their experimentation and have since accelerated
the pace, forging ahead with their Al-driven strategies. More and
more organizations have reported the use of tools such as Robotic
Process Automation (RPA), computer vision, natural language pro-
cessing, virtual agents and interfaces, recommender systems,
facial recognition, robotics, and generative Al.

Al has been touted as the most disruptive emergent technology
of the coming decade, that wields the power to enable the creation
of enormous value for all types of businesses.
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1. How Exactly Does Al Enable Value Creation?

Undoubtedly, the answer lies in Al's ability to adopt intelligent
behavior, automate processes, and perform complex problem-
solving. The enhanced data processing capabilities of Al and the
ability to change its behavior based on user input make this suite
of technologies valuable for organizations looking to improve oper-
ational efficiencies and develop a powerful competitive edge. Al
also accelerates innovation by helping firms to derive insights from
large datasets and predicting unexpected events. Artificial intelli-
gence (Al) allows easy access and exchange of information and
knowledge between business partners, further strengthening stra-
tegic links. Firms are now empowered to create additional value by
adopting a proactive approach, managing uncertainties and unex-
pected events, as well as identifying and exploiting new opportuni-
ties, thereby improving efficiencies and increasing revenue.

The most common use cases reported have been in service
operations, new products and services, customer segmentation
and acquisition, lead generation, and customer service. Now, this
leaves room for many more interesting use cases supported by
emerging Al technologies to evolve and transform businesses in
the near future. Needless to say, businesses have reported higher
perceived value in investing in Al and they are justified in their opti-
mism. However, despite all this good news, according to a 2022
McKinsey report,1 the proportion of organizations adopting Al has
plateaued at 50-60% during the 5 years leading up to 2022. This
points to the hidden challenges in Al adoption that can potentially
hinder its effective exploitation within an enterprise.

2. Challenges Ahead

Various categories of generic Al risks have come to light over years
of experimentation and research: Some of these are related to the
design of Al systems, including cybersecurity, personal privacy,
explainability, equity and fairness, and physical safety, whereas

" https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-in-
2022-and-a-half-decade-in-review.
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others include aspects that have an impact at an organizational or
even national level, such as workforce/labor displacement, regula-
tory compliance, organizational reputation, national security, and
political stability. The fact that there has not been a proportionate
increase in the number of firms recognizing these known Al risks
as relevant and pledging adequate investments in mitigating them
raises concerns.

As such, this would be an appropriate time to assess the value
that Al can deliver to firms, while at the same time developing a
deeper understanding of the generic issues that would hinder the
optimal and realistic exploitation of Al capabilities.

3. Chapters on Al Value Creation

It is in this context that we present this section on Al value genera-
tion that includes a collection of five chapters addressing the follow-
ing themes: (1) A survey of Al and its impact on the digital
ecosystem to provide an overview of the capabilities and issues
surrounding this suite of technologies. (2) How do we use Gen Al
to create value? (3) What are some of the best practices firms can
adopt to ensure value creation? (4) What are the practical lessons
in Al implementation for value creation? (5) What are some of the
legal/copyright implications of Gen Al adoption?

Selected authors have contributed the following chapters that
showcase how Al can realize value in various business contexts
and highlight the challenges that arise in the course of Al imple-
mentation:

Chapter 10: N. Chew (2024) The Rise of Artificial Intelligence;

Chapter 11: S. Tonk (2024) Generative Al for Advanced Value
Creation;

Chapter 12: M. Taylor (2024) Tipping the Scales with Al: Harnessing
Data and Al to Enhance Business Value;

Chapter 13: C. Asavathiratham (2024) Using Al to Power a Digital
Bank with a Human Touch;

Chapter 14: H.Y.-F. Lim (2024) Generative Al Output for Business
Organizations: Legal Perspectives from Copyright
Law.
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An introduction to Al capabilities and the suite of applications that
fall under the gamut of Al is provided by Neumann Chew. The objec-
tive is to ensure a fundamental understanding of Al and the impact
of this suite of technologies on day-to-day lives and business eco-
systems. This provides a context for an appreciation and under-
standing of the subsequent chapters in this section.

In recent years, generative Al (Gen Al), a type of Al technology
that is capable of generating high-quality text, images, audio, and
synthetic data from existing content, has raised the expectations of
users and businesses alike. Sachin Tonk’s chapter presents an
overview of the current state of generative Al and its potential
impact on the digital ecosystem. It also covers recent advance-
ments in Gen Al, illustrating how this spurs creativity and facilitates
problem-solving in innovative ways besides channeling the use of
Al into uncharted territories. Novel applications of Gen Al ranging
from application in art generation to drug discovery to election cam-
paigning have been reported, raking up ethical and legal concerns
from various quarters. While these rapid developments continue to
raise questions, there is no denying the endless possibilities they
open up as Gen Al redefines service paradigms and extends a
promise to improve human lives. Sachin’s chapter provides a
glimpse into these aspects or the “what” of Gen Al, thereby under-
lining the need for firms to understand and exploit this suite of
technologies to engage with data in innovative ways.

As we traverse a frenzied phase of development of any emerg-
ing technology, pressing questions about how to go about its imple-
mentation arise. The next three chapters in this section, therefore,
will investigate the “how” of Al implementation for value creation.
Michael Taylor’s chapter discusses issues surrounding the imple-
mentation of Al-based solutions. How can organizations implement
Al ensuring some level of success and addressing known risks?
What tools and techniques are available to help operationalize data
and Al programs? What are the resource requirements? What are
the ways in which Al can fail and how can these failures be
avoided?
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Bearing these questions in mind, Michael Taylor’s chapter
shares some best practices distilled from successful Al projects
that can guide organizations through the process of executing Al
projects. We hope that this chapter will guide data leaders toward
strategizing with Al and data, democratizing their use by empower-
ing users at all levels, besides strengthening the data-to-insight-to-
action loop by ensuring that Al is harnessed for identifying
actionable items to yield stronger business results.

Chalee Asavathiratham, the Chief Digital Banking Officer at
Siam Commercial Bank, shares the story of the bank’s journey
toward transforming itself from a traditional establishment into a
digital entity by blending Al capabilities with a “human touch.” This
is an interesting case of how a service-based organization har-
nessed the power of Al and the “undigitizable” aspects of banking
services typically offered by human agents to provide a unique
customer service experience. In this chapter, Chalee takes us
through the bank’s transition to a hybrid Al-human service model,
which has helped to differentiate it from the other banks in the
region. The lessons distilled from this case are sure to inspire and
guide other similar organizations toward implementing Al-based
business strategies successfully.

With the looming number of copyright litigations filed interna-
tionally over the acquisition and use of content for training Al sys-
tems, there has been an increased awareness of this somewhat
murky area in recent times. Digital content creators such as writers,
artists, and musicians have been threatened by the risk of unau-
thorized access and use of their copyrighted content by Al systems.
Numerous events have come to light in recent years that have
focused on the issue surrounding the working of Gen Al. On
December 27, 2023, The New York Times filed a law suit against
Open Al and Microsoft over their use of millions of its articles with-
out permission for training their Al systems.

Against this backdrop, Prof. Yee Fen Lim’s chapter presents a
critical analysis of the legal landscape of generative Al and its impli-
cations for businesses. Several important questions have been



120 T. Ravindran

addressed in this chapter including: How can Al generated raw
outputs be protected under copyright law? How can these raw out-
puts be redesigned so that they can be turned into protected crea-
tive assets for firms? Copyright legislation that would allow
protection for computer-generated works without a human creator
has been cited, as also interesting litigations involving such works.
The aim is to ensure that Al is harnessed within the boundaries
defined by the legal framework so that strategic business leaders
are able to minimize exposure to legal risks and liabilities arising
out of the use of generative Al.

In summary, the chapters in this section have been carefully put
together to provide the reader with a high-level understanding of
the important pieces of the Al jigsaw that we trust would offer guid-
ance for organizations looking to implement Al within their respec-
tive work environments.
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Abstract

We review the rise of Atrtificial Intelligence (Al), explaining the
unique characteristics of different variants of Al, where they were
successfully applied, their strengths and weaknesses, and where
they spectacularly failed. The role of human judgment and
oversight is critical and still necessary in the current stage of Al
until the day Al can govern itself and correct mistakes on its own.

Keywords: Machine learning, supervised learning, unsupervised
learning, neural networks, random forests, classification and
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1. The Test of Intelligence in Machines

World War |l was a war of human intellect, willpower, and comput-
ing power. The massive towers of computing machines were critical
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for the decryption of enemies’ messages. The tireless computa-
tions, guided by human masters, proved their value. Shortly after
the end of the war, researchers continued working to enhance
computing machines and many started exploring the idea of intel-
ligence in machines. The key question is it possible to construct
intelligent machines?

Several ideas to define intelligence in machines were pro-
posed, and eventually, Alan Turing’s idea prevailed in 1950.
Intelligence in machines can be objectively tested and the Turing
Test shows how the test can be done (Fig. 1).

A computer (entity A) and a human (entity B) are behind closed
doors and receive typed questions from another human (entity C).
C reviews the typed responses from both A and B. After several
rounds of “conversation,” C must declare which of the two entities
is a human (and the other a computer). If A manages to make C
think that it is a human responding, then A is deemed to be intelli-
gent. Since A is in reality a machine, it can be considered Artificial
Intelligence (Al).

)

|

>
I bw

Fig. 1. The Turing test.

Source: https://en.wikipedia.org/wiki/Turing_test.
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Alan Turing’s idea of intelligence in machines prevailed mainly
because it is testable. However, there are several limitations.
Firstly, the test is based on the ability to trick another human. This
is not a necessary condition as honest entities can be intelligent
too. Secondly, the test is based on human conversations. This is
also not a necessary condition as entities can demonstrate intelli-
gence without conversations. Thirdly, the test is based on human
likeness. To pass the test, entity A’'s replies must seem like those of
a human. If the replies are too outstanding, super-human-like, or
too intelligent to be human, then A would fail the test and be
deemed not intelligent — an oxymoron to the term intelligent.

A second group of researchers started to pursue a different
pathway to achieving intelligence that did not require trickery,
human conversation, or human likeness. This is now known as
machine learning.

2. The Machine Learning Branch of Al

Machine learning seeks to automatically learn from data and
improve on specific tasks without being explicitly programmed. The
focus is on improving performance on specific tasks (e.g., winning
elections, predicting diseases, forecasting stock prices, or purchas-
ing a recommended product) automatically with data. This criterion
is very practical and useful and has found ubiquitous applications
in all modern societies. Successful machine learning applications
(Chew, 2021) include the following:

Movie Recommendation Systems,

o Heart Attack Prognosis,

e Cancer Diagnosis based on Digital Images,
¢ Predictive Asset Maintenance,

e Optimized Scheduling,

e Fraud Detection,

Bank Loan Approvals,
e Emergency Room Triage and Waiting Times.
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In a movie recommendation system, the machine learning algo-
rithm learns the likes and dislikes of each customer profile and
computes the probability of customers liking a new movie. The
customers who were predicted to love a new movie are then sent
the recommendation. This is the basis for Netflix’s rise from a start-
up to a multimillion-dollar company.

Heart attack prognosis is difficult without timely blood test
results. The patient profile together with non-invasive indicators
(blood pressure, heart rate, temperature, etc.) forms the dataset
fed into a machine learning algorithm to predict the prognosis. The
accuracy is good enough to be used in the hospital emergency
departments.”

Cancer diagnosis can be made from MRI scans and other digi-
tal images. However, some hospitals have insufficient radiologists
to interpret the images. Machine learning algorithms have been
applied to predict cancer from digital images with high accuracy.2

Essential equipment is known to fail occasionally (trains, lifts,
production lines, oil drilling, etc.). By collecting sensor data, machine
learning algorithms can be trained to learn the patterns of equip-
ment vibration before imminent failure so as to predict the failure
and more importantly pinpoint the exact location of the failure so
that just-in-time servicing can be activated to prevent equipment
malfunction.

Resources (humans, equipment, rooms, etc.) can be sched-
uled or priced more optimally if one can predict demand accurately.
Machine learning algorithms have proven to be superior to time
series forecasting models if relevant demand parameter data can
be provided.

Fraud detection machine learning algorithms have been used
to risk-score applications offline (loan applications, insurance appli-
cations, etc.) and in real time (credit card transactions, interbank
fund transfer, etc.). The accuracy depends on the false-positive vs
false-negative trade-off desired by the company. The imbalanced

'See Breiman et al. (1983).
2See Street et al. (1993).
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data problem needs to be addressed as part of data preparation
before feeding the data into the machine learning algorithm. This is
a prevalent problem in rare-event prediction and is highly resistant
to attempts to improve the accuracy. Instead of optimizing models,
it is faster and often more effective to prepare a more balanced
trainset instead.

Typically, banks receive a lot of bank loan applications (retail
and corporate). Machine learning algorithms are commonly used to
risk-score and reject/approve each application. Data are provided
in the application form and the credit score is maintained by an
independent organization.

At an emergency department, nurses record patient symptoms
and readings. For non-obvious cases, patients will be risk-scored
by an algorithm that learns from historical patient data to determine
how long the patient can wait to see a doctor.

The success of machine learning is determined by three key
factors: (1) predictive need, (2) imperfect knowledge, and (3) avail-
ability of data. The predictive task needs to originate from an
essential business need. Netflix needs to know which customers in
their database are likely to love a new movie just released; a hos-
pital needs to know what is the disease or prognosis so as to give
the right treatment; companies need to know which part of the
essential equipment will fail imminently so as to take action to
prevent failure; financial institutions need to know which loan
applications to approve/reject based on future ability to pay. In
contrast, a project not driven by business needs is likely to be
dropped when higher priorities arise in the future.

Netflix depended on its machine learning model to earn millions
in revenue. The ability to predict well, even if imperfectly, has tre-
mendous value. Netflix realized this early and adopted data-driven
analytics with model predictions as a key corporate strategy.

These predictive models and machine learning applications are
used in so many aspects of society that they define the modern
way of doing business and living. Almost 80% of Al applications are
in supervised learning.



126 C.H.N. Chew

3. Supervised Learning

Supervised machine learning is the clearest form of machine learn-
ing as the objective is prediction. Simply compare the prediction to
actual data to get the prediction error. Thus, errors can be com-
puted without ambiguity and improvements can be objectively
measured. The historical actual values of the targeted variables
serve as the “supervisor” in the data, telling the algorithm what is
right/wrong and how much it is right/wrong.

We start by collecting a set of data that contains predictors
(X variables) that could potentially predict the target outcome vari-
able (Y variable). As an example, if someone is planning to buy an
apartment in the market, the Y variable is the price of the apart-
ment, X is the size of the apartment, X, is the location, X3 is the
story of the apartment, X, is the distance to the nearest train sta-
tion, etc. The dataset could be compiled from recent one-year
apartment sale transactions. Then, we select a model that can
learn to predict the Y variable using the X variables. Price is an
example of a continuous Y variable.

In bank loan applications, X; is the size of the loan, X, is the
income of the applicant, Xj3 is the total debt of the applicant, X, is
the credit score, etc. The Y variable is the categorical outcome
variable — approval or rejection of the loan.

In credit card fraudulent transaction detection, X, is the amount
of the transaction, X; is the location of the purchase, Xj is the time
of the purchase, etc. The Y variable is the categorical outcome
variable — approving or blocking the transaction.

The most technical part is the choice and use of the selected
model. There are numerous models. The most basic model is linear
regression. Other models include ridge regression, lasso regres-
sion, multivariate adaptive regression splines, neural network, clas-
sification and regression tree (CART), random forest, and XGBoost.?
The model is the mechanism whereby the Al learns to predict the

3For more detailed descriptions and explanations of the advanced models, please refer to
Chew (Vol 1. 2021 and Vol. 2 forthcoming in 2025 est.).
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Y variable using the X variables in the dataset. This process is also
known as model training. The dataset given to the model to train it
to predict the Y variable is known as the trainset. This training pro-
cess ends when the model parameters are customized and opti-
mized to the trainset, and the trainset error has been computed.
Different models have different types and quantities of model
parameters to optimize.

After selecting and training the model on the given dataset, we
should test the model by computing the error on a testset. The
testset could be a hold-out dataset from historical data or, if one
can wait, a newly collected dataset in the near future. The error
metrics of both the trainset and testset depend on the nature of the
Y variable (continuous or categorical) and the desired properties of
the prediction. The testset’s error can then be used to identify the
best model with the lowest error.

The supervised learning process can be viewed as follows:

Y P C
) erformance
Trainset / »_variable > = | Model |} Metrics

A

Testset /

The model learns to predict the Y variable using the X variables
in the trainset and then computes the chosen performance metrics.
If the testset's performance is good enough, the model can be
deployed in the business application.

4. Unsupervised Learning

In contrast to supervised learning, unsupervised learning is used if
there is an absence of historical data about the target Y variable to
guide the model training process. Hence, this approach is not
meant to predict a specific target variable. We use unsupervised
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learning as a model-driven method to understand the data in a
specific way. One can consider the dataset as comprising X varia-
bles only (no target Y variable).

Examples of unsupervised learning include clustering, principal
component analysis, and association rules.

Clustering seeks to split the data into K groups, where mem-
bers in the same group are alike. The value of K can be chosen
based on business requirements/insights. Alternatively, statistical
guidelines such as the elbow method may be used to determine a
good value for K.

Principal component analysis is a way to reduce most of the
information in the data to just a few variables. Those few variables
(known as principal components) are linear combinations of all the
X variables and are constructed based on variable importance
ranking and correlation. Hence, one “reduces” the dimension of the
problem. However, with modern machine learning models such as
CART, random forest, or XGBoost that provide variable importance
scoring, the attractiveness of the PCA method is reduced.

One popular unsupervised learning method is association rules,
which serves to identify recommended rules based on combinations
of events. Historically, it was created for cross-selling products in
supermarkets, but has since been expanded to process non-retail
transactions in domains such as medical diagnosis, workplace
safety, and insurance claims analysis (see Lucas Lau and Arun
Tripathi, 2001) by expanding the definition of “item.” Association rules
will generate a list of rules from the dataset by linking high-frequency
events to one another and thus provide a statistical justification for a
‘recommendation.” Hence, association rules is an unsupervised
learning algorithm that can be used in recommendation systems on
platforms such as Netflix, Amazon, Taobao, and Lazada.

Thus, unsupervised learning methods are more generic in their
applications than supervised learning. Given that many business
applications are very specific (e.g., approving loans, diagnosing
disease, predicting default, estimating the length of stay, and fore-
casting prices), supervised learning applications are far more
prevalent. The most attractive reason is that performance metrics
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are objective and well defined due to the presence of the Y variable
in the dataset. In contrast, there is no Y variable in unsupervised
learning.

5. Black-Box versus Glass-Box Machines

Given the central role played by model(s), a lot of emphasis is
placed on the choice and optimization of the chosen model. There
are models that are black boxes by nature and models that are
glass boxes. In black-box models, it is hard to isolate the effect of
each X variable on the Y variable. In glass-box models, it is easy
to isolate effects and explain them to the audience. Neural net-
works* and deep learning are black-box models. In contrast, CART
(Classification and Regression Tree)® is a glass-box model.

The importance of transparency will become evident if model
predictions lead to a big loss for the company or deaths due to
wrong treatment. A glass-box model is easily explainable, and the
reasons for using this model in any unfortunate instance can be
checked and found justified; however, the predictions from a black-
box model are hard to explain in terms of X variables and difficult
to comprehend.

On 30 November 2022, OpenAl launched ChatGPT — the sin-
gle most important Al event in recent years. Suddenly, anyone
could be a user of Al instead of only being subjected to Al predic-
tions — your loan application is subjected to Al prediction of your
credit risk, your waiting time at the emergency department is sub-
jected to Al prediction of your injury or disease urgency, your insur-
ance premium is subjected to Al prediction of a specific risk, etc.
Since the invention of ChatGPT, the world's perception of Al
changed remarkably, and new business models have been cre-
ated. We can all use Al to be more efficient and productive in
selected tasks, for free. ChatGPT requires two components: a large
neural network (from machine learning) and a large amount of text

4Explained in Chew (2021), Chapter 9 and Rumelhart et al. (1986).
5Explained in Chew (2021), Chapter 8 and Breiman et al. (1983).
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(from various text sources). The text processing capabilities of
ChatGPT use concepts from text mining.

6. Text Mining

Many applications are based on structured data (numbers and
categories) as applications (loan approvals, emergency room ftri-
age, insurance premiums, asset maintenance, ICU (Intensive Care
Unit) monitoring, etc.) collect structured data from forms and/or
Sensors.

However, there are also applications for which insights can be
extracted from text. Examples where text analysis can be applied
include doctor’s notes on a patient, feedback on new products,
social media postings, news articles, and reports. The complication
is that information is locked within words and words require inter-
pretation and are often ambiguous without the context. It is far less
straightforward for an algorithm to analyze text compared to num-
bers and categories.

If the quantity of text is small (for example, short comments in
a survey form), then string processing might be sufficient. For big
chunks of text (for example, speech, news articles, and reports), it
will be more productive to use a text mining package to automate
the analysis of words from sentences. One popular application of
text mining is sentiment analysis, which seeks to identify the under-
lying sentiments in speeches, reports, news, etc. For detailed
examples, refer to Chew (2021), Chapter 10.

7. ChatGPT and Generative Al

ChatGPT allows anyone to use Al easily. We are no longer just pas-
sively subjected to Al predictions (bank loans, patient treatment,
customer marketing, etc.) but can actively use Al in our own area
of work. One can use ChatGPT to write an article, draft emails, ask
questions, get feedback, chat, etc. The ability to generate text auto-
matically from just a few prompts is a useful generic capability. The
source of data in ChatGPT comes from big collections of text
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(eBooks, selected websites) and then a neural network model to
learn the sentences and context.

The data comprise the text. Hence, it is harder to analyze and
interpret text than numbers as words are subjective and have dif-
ferent meanings, but are generally easier to collect (Wikipedia,
forums, documents, etc.) and easier to use (emails, letters, docu-
ments, etc.).

A standard text mining process will break down the sequences
of words into tokens. A massive neural network model with billions
of parameters to be computed is then used to learn the connections
between words and infer context. That is how ChatGPT is capable
of constructing sentences by predicting the next word and generat-
ing different versions of textual outputs with the same input prompt.

The ability to learn from data in neural networks comes from
calculating errors at each run of the model, assigning blame to
each parameter, and most crucially, revising each parameter in the
correct direction (either increasing or decreasing the parameter’s
value) to guarantee that each revision reduces overall error. This
guarantee is crucial as it implies that, with sufficient computing
power to complete sufficient runs of the model, the overall error is
low enough to predict the next word with sufficient accuracy. The
guarantee is achieved via backpropagation. This breakthrough is
accomplished via an equation using the first derivative of the error
function due to the parameters. The first derivative tells how the
error will change via a small change in each parameter value (i.e.,
the tangent line interpretation of the first derivative) and hence
allows the model to know how to change each of the parameters
correctly, without human intervention. The choice of the error func-
tion (reasonable functions provided by default) and data allows the
neural network model to learn to revise each parameter value auto-
matically without human judgment.

A simple6 neural network example provided in Chew (2021),
Chapter 9, shows how to construct a single-layer neural network

650 that anyone can run a neural network on a laptop in seconds, without server or cloud
computing resources.
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(with 13 parameters) that predicts perfectly on a small set of data
after 106 runs in less than one second. The neural network auto-
matically learns from the error in each run and auto-revises each
parameter value in each run.

ChatGPT is a new wave of Al that generates context. However,
the underlying techniques are not new. Text mining and neural net-
works were established decades ago. What is new and useful is
that they allow Al to be used by anyone, easily, to generate content
that helps people in their everyday work.

In addition to text generation, one can also generate images,
music, etc., by simply using images, music, videos, etc., as the
source data instead of text. Sachin Tonk’s chapter in this edited
book volume provides more details on the use cases for generative
Al.

8. Data as the Source of Strength in Al

The strength of Al comes from the underlying data. Regardless of
structured (numbers and categories) or unstructured data (text,
images, videos), one can collect more data and start making more
data-driven decisions. In order to illustrate the use of data in super-
vised machine learning, we will briefly walk through the usefulness
and value-add of a model that estimates apartment prices.

Example: Predicting housing prices based on house
attributes.

Purchasing a home is the most important and substantial financial
commitment for most citizens in developed nations. What are the
variables that affect housing prices? The following is a proposed
short list”:

e Location of the house,
e Sijze of the house,
e Story (or level) of the house,

"This is a short list, not an exhaustive list, and there are other factors not included.
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e Train station within a few minutes’ walk,
e Presence of amenities near the house,
e Condition of the house.

Most people understand the following:

o A centrally located house is more expensive, all else constant.

e The bigger the house, the more costly the housing price, all
else constant.

o The higher the house, the more costly the housing price, all
else constant.

e If a train station is within a short walking distance, the housing
price is higher, all else constant.

o |f there are amenities (supermarket, clinics, parks, etc.) within
a short walking distance, the housing price is higher, all else
constant.

o A well-maintained house is more expensive, all else constant.

But how do all the variables combine together to affect the
housing price? What precisely is the premium value of a higher-
floor housing unit compared to a lower floor? By training a model
(linear regression, neural network, random forest, etc.) on historical
housing sale transactions, the model can estimate and thus predict
the price of a housing unit that considers all the variables in the
dataset and quantitatively provide a numerical value for each attrib-
ute of the house. This is the usefulness and value-add of a model.
Using a model on a dataset provides additional insights beyond just
the raw data values and can answer “What-If” scenarios.

9. Data as the Source of Weakness in Al

Data can also be a source of weakness. The most common source
of weakness is missing data or null data (also known as nonexist-
ent data).

What is the estimated price of a flat that has an unblocked view
of the South China Sea? If such cases are not in the dataset, they
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cannot be estimated directly by Al or machine learning. The data
are missing but they exist, just not in your dataset.

In contrast, what is the estimated price of a flat that is
100 stories high? Such a flat (and hence data) does not exist
as of 2024. Thus, it cannot be estimated directly by Al or machine
learning.

This affects the way data professionals prepare the data. If data
are missing (but exist), there are many ways to impute the missing
data. For example, impute using the mean, median, or mode; esti-
mate using linear regression, logistic regression, or random forest.
If there are lots of missing data and these data cannot be collected
in a reasonable time frame or within a reasonable cost, a popular
solution is to use the classification and regression tree (CART)
model to automatically handle all missing data values via the sur-
rogate feature. This is the only model that can handle missing data
automatically and in a principled manner without imputing the miss-
ing data values.®

The second common weakness is bias in the data. In a bank
loan customer dataset, if all the loan applicants of race X are
rejected by the credit department, and this dataset is used to train
the machine learning model, the model will predict that all race
X applicants are considered high risk and thus reject their loan
applications. Even if there are good-risk race X applicants, the
model will not approve the loan as such cases are not in the
dataset. The human bank manager will need to be aware of
biasness in the data and will have to manually review the loan
application from race X when such a case surfaces.

Data are often only a tiny subset of reality. Relying on insuffi-
cient or biased data can lead to huge losses and even death.

10. Death from Al Wrong Predictions

In all applications (e.g., medical diagnosis and prognosis), ho mod-
els are perfect. Even advanced Al models can be wrong sometimes.

8For details of surrogates in the CART model, refer to Chew (2021), Chapter 8.
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But they can be useful and provide support to the medical experts.
That's how the CART machine learning model (explained and dis-
sected in Chew, 2001, Chapter 8) was invented, and it saved the
lives of countless heart attack patients in the 1970s and 1980s. The
CART model’'s accuracy is better than some ER doctors without
blood test results but not perfect. This means some patients will be
wrongly classified by CART. Fortunately, the model is just one com-
ponent in the process and doctors are available on-site to monitor
and correct mistakes.

However, tragedies from Al model predictions did occur. Several
companies are in a race to develop the first self-driving car (without
a human driver) ready for any road condition. In some cars-on-the-
road trials, deaths occurred in part because the Al model was
unable to distinguish the color of a vehicle from the color of the sky
and environment.

Just as there are no perfect human experts, there is no perfect
Al. Instead of blind trust in Al predictions, it is more useful to treat
Al as another “expert” opinion and not a substitute for judgment
and human decision-making.
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Abstract

Generative artificial intelligence (Al), a developing subfield
within the domain of machine learning, has become a catalyst
for profound transformation across many industries. Generative Al
employs various machine learning techniques, including deep
learning and probabilistic modeling, to represent and manipulate
data distributions. This allows it to generate novel data points that fall
within the learned distribution, effectively creating something new
from what it has seen. This dynamic subset of Al is characterized by
the exceptional capacity to synthesize novel data patterns from
existing data, prompting a wave of innovation with wide-reaching
implications. In this chapter, we will examine the state-of-the-art
developments and multifaceted applications of generative Al,
highlighting its key role in promoting value creation worth trillions of
dollars in the digital landscape and its impact in the ongoing digital
era. Generative Al also poses a unique set of challenges. This
chapter will also analyze the hurdles faced by practitioners pertaining
to data quality, model bias, and the imperatives for responsible Al
deployment. Additionally, it will delve into the complex ethical
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concerns that surround generative Al and address questions about
intellectual property, privacy concerns, and the potential for misuse.
The evolution of generative Al has propelled creativity and problem-
solving into uncharted territories for businesses and researchers.
This chapter emphasizes generative Al’'s potential to drive invention,
foster creativity, and intrinsically reshape the way we engage with
data in the 21st century.

Keywords: Generative Al, deep learning, machine learning,
neural networks, model bias, responsible Al, intellectual property,
privacy concerns.

1. Introduction

First introduced as a subset of machine learning, Generative
Artificial Intelligence (generative Al) has grown in recent years,
reshaping value creation across diverse industries. According to
the latest McKinsey report (McKinsey & Company, 2023) titled “The
economic potential of generative Al,” generative Al is predicted to
add $2.6 trillion to $4.4 trillion annually. Approximately 75% of the
potential value offered by generative Al applications can be attrib-
uted to four key domains: customer operations, marketing and
sales, software engineering, and research and development.
Generative Al is fundamentally restructuring the operational
underpinnings of various industries worldwide, with a particular
focus on banking, life sciences, and the tech sector. The field holds
the promise of reshaping the nature of work by enhancing the skills
of individual workers through the automation of specific tasks that
make up 60—70% of the employee’s time. Generative Al has already
significantly boosted labor productivity across various sectors such
as content creation and marketing, design and manufacturing,
healthcare and research, and administrative and customer service.
Generative Al represents a shift, creating new data from existing
information. Recent progress, fueled by advancements in neural
networks and deep learning, transcends sectors like healthcare,
finance, and manufacturing. This transformative impact enhances
operational efficiency and yields innovative solutions. The essence
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of generative Al lies in its unique ability to infuse data with vitality,
going beyond analysis to create and design. It contributes to
diverse outcomes, from synthetic medical imagery and optimized
financial models to creative content generation and improved
manufacturing precision.

2. Understanding Generative Al

Generative Al leads artificial intelligence, focusing on creating novel
data from existing information. This ability relies on implementing
algorithms and models, with each contributing to the generative pro-
cess. Important aspects of generative Al include neural networks,
deep learning, and a variety of generative models, all of which form
the foundational pillars of this innovative field (Yann LeCun, 2015).

Neural networks, central to generative Al, function as key com-
ponents in pattern recognition, data generation, and information
enhancement (Schmidhuber, 2015). Their adaptability makes them
indispensable tools in the creation of value through generative Al,
allowing for the unveiling of hidden data structures and the devel-
opment of previously overlooked information. This catalyzes trans-
formative advancements in sectors like healthcare, finance, and
creative industries (Yann LeCun, 2015).

Within the realm of generative models, several foundational
concepts have paved the way for the expansive developments
within generative Al:

1. Generative Adversarial Networks (GANSs), initially presented by
Goodfellow and colleagues in 2014 (Goodfellow, 2014), have ush-
ered in a significant transformation in the realm of generative Al.
GANs work on a unique adversarial principle, wherein a generator
and a discriminator immerse in an ongoing contest. The genera-
tor’'s objective is to produce increasingly realistic data, while the
discriminator’s role is to distinguish between real and generated
data. This adversarial interplay impacts the creation of data that
are often practically indiscernible from accurate data, granting
GAN:Ss significant utility in an assortment of applications, particularly
in fields such as image synthesis and data augmentation. GANs
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are located within the broader framework of machine learning,
drawing inspiration from the work of lan Goodfellow and his col-
leagues, and employing loss functions reminiscent of noise con-
trastive estimation (Grnarova et al., 2019). The practical application
of GANs gained significant momentum in 2017, initially focusing on
enhancing the quality of images, particularly in the context of gen-
erating lifelike human faces.

The roots of adversarial networks can be traced back to Olli

Niemitalo’s blog post in 2010, a concept closely related to
Conditional GANSs. In the context of a relentless examination of
the conversion of 2D images to 3D, the method begins with the
acquisition of pertinent datasets and the establishment of
benchmarks using key features, as discussed by Wu, Zhang,
Xue, Freeman, and Tenenbaum in 2016 (Jiajun Wu, 2016). This
includes the stages of live data collection, threshold calculation,
and suitability scoring. Subsequent phases encompass image
merging and preprocessing, which involves segmentation and
cleansing, followed by GAN training. The intended outcomes of
this process revolve around pattern analysis and the precision
of image generation.
Variational Autoencoders (VAEs), pioneered by Kingma and
Welling in 2013 (Kingma, 2013), offer a probabilistic path to
generative modeling. Unlike cleanly discriminative methods
and traditional generative models, VAEs concentrate on
encoding data into a lower-dimensional latent space, allowing
manipulation before decoding them back into the original data
distribution. This method improves the discourse on generative
and discriminative models by showcasing a process that amal-
gamates the strengths of both paradigms. VAEs find functional
utility in diverse domains, including data compression, denoising,
and the generation of novel data points. They can clean up
messy images, generate missing parts of songs, or even invent
fresh designs based on existing styles. In short, VAEs unlock
the door to creative data manipulation and generation across
various fields, from medicine to music to manufacturing.

Similarly, as highlighted by Banerjee (2007), generative
models, while usually efficient, tend to create more powerful
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assumptions about the data, possibly showing improved bias
when the model’s assumptions do not align with the data distri-
bution.

3. Recurrent Neural Networks (RNNs), presented by Hochreiter
and Schmidhuber in 1997 (Hochreiter, 1997), stand as a power-
ful category of neural networks, ideally served for processing
sequential data, including domains such as time series analysis
and natural language processing. These networks maintain a
memory component that stimulates them to capture temporal
dependencies and generate sequences of data, making them
indispensable in applications like language modeling and
speech synthesis.

RNNs mark a considerable improvement in the domain of
neural networks, offering an express benefit through their inter-
nal memory. Notably, RNNs exhibit promise when handling
sequential data, encompassing areas such as speech, text,
financial data, audio, video, weather, and various other domains.
This internal memory capability gives RNNs a deeper under-
standing of sequences and their contextual importance, setting
them apart from alternative algorithms.

These foundational generative models have laid the bedrock
for the vast abilities of generative Al, where the domains of
learning and creativity converge to pioneer new borders in data
generation and information enhancement. The combination of
GANs and VAEs allows for the creation of realistic and diverse
data samples. The inclusion of RNNs enables generative
Al to understand and generate sequential data, enhancing
its capabilities in tasks like text generation or video synthesis.
The integration of GANs and VAEs facilitates the exploration of
a meaningful latent space, providing control over the generated
output.

3. Latest Developments in Generative Al

Generative Al models like GPT and DALL-E have benefited from
advancements in earlier generative Al models. GANs and VAEs
enhance realism and diversity. RNN principles influence GPT for
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sequential data. Transfer learning and pre-training in GPT capture con-
text. DALL-E combines GANs and transformers for multimodal learn-
ing. Latent space exploration, improved training, and iterative refinement
techniques contribute to enhanced capabilities in both models.

GPT-3 (Brown, 2020), designed by OpenAl, marks a climactic
point in the development of generative Al. This language model has
displayed exceptional versatility, excelling in a wide range of tasks.
GPT-3’s proficiencies encircle text generation, language translation,
content summarization, and even natural language understanding.
It has rapidly taken a central role in industries where language
processing is essential, including applications in chatbots, content
creation, and automated customer support.

DALL-E (Radford, 2021), another groundbreaking product by
OpenAl, tackles the domain of image generation, virtually breaking
down the conventional barriers between textual definitions and
visual content. DALL-E can deliver images based on textual inputs,
rendering it a powerful tool for creative professionals and design-
ers. This model has sparked the creativity of artists and innovators
by converting written descriptions into visually stunning artworks.

CLIP (Ramesh, 2021), a cooperative project conducted by
OpenAl and Microsoft Research, redefines the connection between
images and text. By granting Al systems the capability to under-
stand both images and text at the same time, CLIP presents untried
applications in image classification, content retrieval, and contextual
understanding. This groundbreaking model contains the potential
to revolutionize the way we confront visual and textual data,
virtually bridging the longstanding distance between these two dis-
tinct forms of information.

These state-of-the-art models, symbolizing merely a fraction of
the wider landscape of generative Al innovations, have left an
unforgettable mark throughout a multitude of industries. From
healthcare to entertainment, they have shown new paradigms for
data generation and content creation, unlocking priceless insights
and encouraging originality on an unparalleled scale. The deploy-
ment of these models is reshaping how we approach various tasks,
steering innovation and automation that once seemed beyond
reach.
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The utility of these generative models expands further than their
original design, functioning as triggers for creative inventiveness and
further improvement in artificial intelligence. Their potential is not
restricted by the initial purposes of their creators but instead devel-
ops as researchers and practitioners recognize unexplored applica-
tions and harness their abilities to tackle a myriad of challenges.

4. Applications of Innovative Generative Al

Generative Al, with its transformative abilities, is revolutionizing
diverse industries by delivering innovative answers that not only
increase efficiency but also open up new boundaries for progress.
It has been demonstrated to be a versatile and vital tool throughout
a spectrum of domains.

4.1. Healthcare

Generative Al is taking a climactic role in healthcare, compelling
breakthroughs in diagnostic image generation, drug discovery, and the
evolution of personalized medicine plans. For example, it excels in
synthesizing artificial medical images, such as X-rays, MRIs, and CT
scans, which can supplement limited datasets and remarkably improve
the precision of disease detection (Shin, 2016). Furthermore, in the
area of drug discovery, generative Al expedites the designation
of potential drug candidates by developing molecular structures
with desired properties (Gomez-Bombarelli, 2018). This is particularly
essential in the context of emerging diseases and the critical
demand for accelerated drug development.

4.2. Finance

Generative Al is directing a significant change in the financial
sector. It plays a key part in algorithmic trading, risk assessment,
and fraud detection. In algorithmic trading, generative Al examines
historical market data and develops more effective trading
strategies. Furthermore, it improves risk assessment by leveraging
its predictive abilities to predict credit default events via the
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breakdown of financial data (Gernmanno, 2019). Besides,
generative Al proves invaluable in the evolution of fraud detection
systems, as it can generate synthetic data that mimic various fraud
scenarios for better-preparing anomaly detection algorithms.

4.3. Entertainment

The entertainment industry has harnessed the visionary potential
of generative Al, ushering a revolution in content creation, virtual
actors, and video game design. Al models like DALL-E are instru-
mental in developing diverse creative content, spanning art, music,
and literature, thereby expanding the horizons of artistic expres-
sion. Virtual actors, trained in speech, gestures, and facial expres-
sions, are increasingly incorporated into various media formats
(Ginosar, 2019). Likewise, the design of video games is becoming
increasingly automated, with generative Al crafting game environ-
ments, characters, and quests (Summerville et al., 2016).

4.4. Manufacturing

Generative Al is empowering manufacturers to improve product
design, production processes, and predictive maintenance. It assists
in product design by developing 3D models and prototypes,
promoting innovative product development (Rossit et al., 2019).
For optimization, generative Al constructs designs that are not only
efficient but also tailored to precise requirements (Li et al., 2021).
Unlike traditional simulation, GAIl is not limited to predefined
scenarios and manually crafted models. It offers advantages in
handling complex systems, incomplete data, and personalized
maintenance. Predictive maintenance systems depend on
generative models to simulate equipment behavior and forecast
maintenance needs, guaranteeing seamless operations.
Generative Al facilitates and improves manufacturing processes,
allowing businesses to design superior products and handle their equip-
ment with precision. The integration of generative Al into these indus-
tries is encouraging a profound change, redefining the potential and
efficiency in healthcare, finance, entertainment, and manufacturing. This
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technology is catalyzing new paradigms, resulting in more useful diag-
nostic tools, ingenious financial strategies, creative expression, and
state-of-the-art manufacturing methods.

5. Techniques for Innovative Generative Al

The extraordinary success of generative Al in compelling value
creation is embedded in a diverse set of techniques, each devel-
oped to improve the abilities of Al systems.

Transfer Learning (Malte and Ratadiya, 2019): Paramount to
generative Al's adaptability is the process of transfer learning. This
technique allows models to leverage preexisting details from one
domain and apply them properly in another, lessening the reliance
on comprehensive labeled datasets. Models originally trained in
one domain can be fine-tuned for particular tasks or adjusted to
wholly new domains, making generative Al deployment more
accessible and cost-effective.

For instance, transfer learning in fashion design has trans-
formed the industry. It takes pre-trained models, and masters of
style, and fine-tunes them to specific brands, trends, or even indi-
vidual preferences. So, you get personalized recommendations,
on-demand trend-inspired designs, and realistic virtual try-on
experiences. This Al magic translates to reduced costs, happier
customers, and smarter inventory management for fashion houses
of all sizes. Also, pre-trained large language models are becoming
increasingly ubiquitous across different industries.

Reinforcement Learning (Sutton and Barto, 1998): Reinforcement
learning, inspired by behavioral psychology, trains Al systems with the
capability to understand and acclimate through a cycle of trial and
error. This approach is especially useful in generative Al, particularly in
content creation. Al models can test and refine their outcomes based
on feedback from humans, metrics, or internal evaluations, allowing
them to generate diverse, context-aware, and adaptive content.

Unsupervised Learning: Unsupervised learning is a foundat-
ional technique that plays a key role in generative Al. It allows Al
systems to uncover hidden patterns and systems in data without
depending on labeled examples. This versatility makes unsupervised
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learning specifically valuable in applications where the expected
output is not predefined, such as creative content generation. In
generative Al, unsupervised learning operates like an artist exploring
a blank canvas. It delves into unlabeled data, seeking hidden patterns
and structures without being told what to look for. This freedom
makes it perfect for creative content generation, where the goal is not
to replicate something specific but to unleash novel possibilities.

Data Augmentation (Shorten and Khoshgoftaar, 2019): Data
augmentation is instrumental in boosting the diversity and robust-
ness of data utilized by generative Al. This technique presents
controlled variations and perturbations to the existing dataset,
ensuring that Al models can generate suitable and noteworthy con-
tent while managing a myriad of scenarios and data inputs. Data
augmentation is instrumental when there are limited and imbal-
anced datasets available. AWS SageMaker, Google Al Platform,
and Azure Machine Learning offer data augmentation pre-processing
options along with specialized libraries such as imgaug (images),
nlpaug (text), and torchaudio (audio).

Domain Adaptation: Motivated by transfer learning, domain
adaptation empowers generative Al to adjust its learning to varying
environments and contexts. This is notably advantageous when
deploying Al systems in various real-world scenarios, ensuring
that they stay effective and relevant in diverse contexts.

Real-world case studies underscore the palpable impact of
these techniques in different domains. For example, in healthcare,
transfer learning has revolutionized medical image analysis.
Pre-trained models, originally designed for natural language
processing tasks, have been adjusted for image analysis tasks,
decreasing the necessity for expansive labeled datasets (Esteva
et al., 2019). This innovation has enormously improved the efficiency
and accuracy of disease detection in healthcare applications.

6. Challenges and Ethical Considerations

Generative Al, while holding tremendous promise, also presents a
range of challenges and ethical concerns that merit exhaustive
analysis and proactive surveillance:
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Bias in Al-generated content (Obermeyer et al., 2019): A major
challenge lies in the existence of bias in Al-generated content.
The learning process of Al models, guided by extensive
datasets, can inadvertently perpetuate the biases ingrained in
their training data. This can lead to the generation of biased
outcomes that strengthen stereotypes and discrimination.
Managing and mitigating bias in generative Al is a multifaceted
challenge, necessitating not only thorough curation of training
data but also the growth of models that are continuously moni-
tored and audited to eliminate these intrinsic biases.

Data privacy (Martinez et al., 2023): Generative Al models,
particularly those trained on sensitive and personal data, pre-
sent significant considerations concerning data privacy. The
very act of developing content can inadvertently lead to the
exposure of private information. To mitigate these privacy risks,
the evolution and implementation of advanced privacy-preserv-
ing techniques, alongside robust security measures, are criti-
cal. Protecting personal details and privacy in generative Al
applications requires active responsibility.

Security against adversarial attacks (Akhtar and Mian, 2018):
The susceptibility of generative Al systems to malicious attacks
is another urgent concern. Adversaries can exploit Al-generated
content, employing it to mislead or harm individuals and organ-
izations. To guarantee the dependability and security of genera-
tive Al applications, it is vital to design robust security measures.
These efforts must contain not only the technological fortifica-
tion of Al models but also the organization of protocols for the
early detection and alleviation of adversarial threats.

Ethical considerations: Ethical considerations for the deploy-
ment of generative Al span across multiple domains. As gen-
erative Al systems evolve to become increasingly pervasive,
questions covering their influence on society, culture, and
human values appear as prominent concerns. The accountable
and safe deployment of generative Al necessitates the expan-
sion of thorough ethical policies and regulatory frameworks.
These policies should not only encourage the ethical use of
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Al-generated content but also handle the more expansive
importance of human values and societal well-being.

In handling these multifaceted challenges and ethical concerns,
the development, deployment, and continued monitoring of genera-
tive Al stand as complicated yet crucial endeavors. The capacities
of this technology must be harnessed in a way that promotes soci-
etal well-being while reducing possible risks and ensuring the reli-
able use of Al-generated content.

7. Future Trends in Generative Al

Generative Al is on the cusp of significant breakthroughs, with
emerging applications and evolving challenges shaping its future.
As it continues to develop, generative Al is expected to integrate
seamlessly with other advanced technologies, driving innovation
and unlocking new opportunities for value creation.

Integration with blockchain (Swan, 2015): A fascinating opport-
unity on the horizon is the combination of generative Al and
blockchain technology. Blockchain, known for its qualities of
security and transparency, presents a vigorous platform for tasks
like Al-generated content verification, intellectual property
protection, and content ownership tracking. This intersection vows
to open innovative avenues for safe and transparent content
creation and distribution.

Leveraging quantum computing (Preskill, 2018): Quantum computing,
with its exceptional computational power, can reshape generative
Al. Quantum algorithms can seriously expedite complex generative
tasks, allowing swifter and additional sophisticated content generation.
The synergy between generative Al and quantum computing is
poised to deliver breakthroughs in areas such as scientific research,
cryptography, and creative content generation.

Multimodal content generation: One of the imminent breakthroughs
in the realm of generative Al is the evolution of even more advan-
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ced models capable of comprehending and generating content
across diverse modalities, including text, images, and audio. This
evolution will empower generative Al systems to create content that
seamlessly blends various forms of media, resulting in more genu-
ine and coherent content generation. The importance of this
advancement extends across a wide array of sectors, encircling
domains like entertainment, marketing, and education.

Democratization of generative Al: Generative Al is anticipated
to become more accessible to a broader range of users, such
as content creators, businesses, and individuals. As user-friendly
tools and outlets are developed, generative Al may be democra-
tized, facilitating people to harness their creativity with the assis-
tance of Al. This democratization can encourage an increase in
content and creative expressions, further developing industries
and communities.

Ethical and regulatory focus: The challenges revolving around data
security are expected to multiply in the future. To address these
issues, stricter policies and ethical regulations must be established
to guarantee responsible Al use. Regulatory bodies and industry
stakeholders would have to play an active role in managing and
enforcing these policies. These restrictions are vital for upholding
fairness, responsibility, and clarity in Al-generated content.

The future of generative Al is characterized by invention, syn-
ergy with other cutting-edge technologies, and a dedication to
reliable and ethical Al deployment. It holds the capacity to revolu-
tionize content creation, enhance accessibility, and ensure that
generative Al persists to help humanity while managing its growing
challenges.

8. Conclusion

Generative Al stands as a formidable driving force behind advanced
value creation across a spectrum of industries in the contemporary
world. The latest developments and innovative applications of
generative Al vividly illustrate its transformative potential. Yet, as
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this field continues to evolve and mature, it becomes increasingly
apparent that its multifaceted landscape demands in-depth consid-
eration of ethical dimensions and the anticipation of future trends to
harness its full potential.

The influence of generative Al is indisputable. It has guided
technology in a new era of creativity, efficiency, and innovation.
Models like GPT-3, DALL-E, and CLIP have proven the remarkable
variety of capabilities that generative Al brings to the table. From
healthcare to finance, entertainment to manufacturing, generative
Al is reshaping the way we approach problems, enabling novel
solutions, and enhancing our ability to create value.

The ethical concerns surrounding generative Al are as essential
as its potential. As we delve into the creative domains of Al-generated
content, there are still issues of bias, privacy concerns, and adver-
sarial threats. Bias in Al-generated content is not only an issue of
algorithms; it is a review of the biases present in the training data
and society at large. Privacy, an indispensable human right,
becomes increasingly elaborate as generative Al’s abilities develop,
pitching questions about data ownership and consent.

Nevertheless, even within these challenges lie possibilities. The
expectation of emerging trends, such as the integration of genera-
tive Al with blockchain and quantum computing, is a testament to
the technology’s ability to adjust and flourish. Blockchain’s transpar-
ent and secure ledger system can bring about a new era of confi-
dence in Al-generated content, guaranteeing proper attribution,
privilege, and protection of intellectual property. The computational
power of quantum computing, merged with generative Al, may
open new dimensions in creativity, research, and cryptography.

The expansion of multimodal content generation vows more
immersive and cohesive content. In the future, generative Al systems
may be adept at seamlessly combining text, images, and audio,
thereby redefining the opportunities in entertainment, marketing, and
education.

Furthermore, the democratization of generative Al will allow a
wider variety of users to partake in creative content generation.
This accessibility will not only encourage innovation but also
democratize the tools of ideation, facilitating a more inclusive and
eclectic creative landscape.
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As generative Al progresses, it is incumbent upon the technical
community, regulatory bodies, and society as a whole to manage
the ethical dimensions. More rigorous approaches and ethical
frameworks will be fundamental to make sure that generative Al
serves society responsibly and equitably.

In conclusion, generative Al has proved to be a transformative
force, driving state-of-the-art value creation. Its potential knows no
bounds, and its favorable influence on industries and society is
already profound. The journey onward requires a congruous
approach, recognizing both the opportunities and the obligations.
Generative Al has the capacity to transform the way we develop,
communicate, and innovate. It is up to us to direct its development
along a path that helps all of humanity.
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Abstract

As more organizations seek to leverage the power of artificial
intelligence (Al) to create new efficiencies and a sustainable
competitive advantage, dataleaders are increasingly spearheading
transformational programs. But what is needed to launch an Al
project? Can Al outcomes be trusted? What are the main ways in
which Al can fail? How can those failures be avoided? What new
tools and techniques can help business leaders turbocharge and
operationalize their data and Al programs? We will share some
best practices, learned from successful machine learning projects
at industry-leading clients, that can help data leaders think about
Al and data, democratize these capabilities, strengthen the data-
to-insight-to-action loop, and realize stronger results.

Keywords: Artificial intelligence, digital transformation, predictive
maintenance, condition monitoring, data quality, value creation.
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1. Introduction

In the dynamic tapestry of today’s global marketplace, businesses
are facing both challenges and opportunities of monumental pro-
portions. This dual-faced phenomenon is a direct consequence of
the ever-expanding realm of digital information and the emergent
capabilities of artificial intelligence (Al). As streams of data flow like
rivers into vast oceans of information, Al stands at the helm, guid-
ing businesses through uncharted territories, unveiling treasures of
insights.

Gone are the days when businesses solely relied on tangible
assets like brick-and-mortar infrastructure, machinery, or inventory
to steer their growth. The modern business landscape, rich with
digital footprints, demands a new kind of prowess — the ability to
extract meaning from a deluge of data. This shift has not just cre-
ated new paradigms for existing industries but has also given birth
to entirely new sectors and innovative frontiers.

With every digital interaction, from a simple online purchase to
complex supply chain logistics, data are generated. These data,
vast and varied, have the latent power to provide granular insights,
forecast trends, and inform strategies. However, the sheer volume
can be overwhelming. This is where Al takes center stage. Al, with
its analytical might, possesses the capability to sift through the
data, identifying patterns and making connections that the human
mind might overlook.

So, what does this transformative synergy between data and Al
signify for businesses? It represents a game-changing advantage
for those ready to embrace it. By effectively leveraging Al, busi-
nesses can transcend traditional barriers, innovate at breakneck
speeds, and most importantly offer unprecedented value to their
stakeholders.

But the journey to harnessing this synergy is neither straightfor-
ward nor without its unique set of challenges. How have pioneering
enterprises navigated these waters to turn potential into prosperity?
What pitfalls have they encountered, and what triumphs have they
celebrated? This chapter embarks on a deep dive into these
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questions, aiming to illuminate the pathways of Al-driven value
creation. By its conclusion, you will not only have a holistic under-
standing of the transformative impact of Al on businesses but also
actionable insights to chart your own course in this brave new
world.

2. The Rise of Data as the New Oil

The phrase “Data is the new oil” has echoed throughout the corri-
dors of modern industry for years now. While at first glance the
comparison might seem abstract — one being a tangible resource,
the other a digital entity — the parallels drawn are profound. Just
as oil powered the industrial revolutions of the past, acting as the
lifeblood of innovations and economies, data are now driving the
digital revolution, shaping the contours of businesses and societies
at large.

In the conclusion of our introduction, we hinted at the trans-
formative synergy between data and Al. But before we delve
deeper into how Al is the alchemical force that transforms this
“digital oil” into gold, it is crucial to understand the ascent of data
itself.

e From obscurity to ubiquity: Not too long ago, data were an
afterthought for many businesses, often considered a byprod-
uct of operations rather than a central asset. However, the shift
from analog to digital, spurred by the internet and subsequent
technological advancements, changed everything. Suddenly,
every transaction, interaction, and even inaction began produc-
ing data.

o The data deluge: Today, we are inundated with data. Every
click, swipe, like, share, and tweet contributes to an ever-grow-
ing digital repository. From sensors in smart cities measuring
traffic patterns to wearable devices monitoring our heart rates,
data generation is ceaseless. This proliferation is not just quan-
titative but also qualitative, with data types diversifying into
structured, unstructured, and semi-structured formats.
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o The economic impact of data: Much like oil, the value rarely
comes from raw data but from data in their refined form. When
processed and analyzed, data fuel business strategies, inform
decisions, and spawn entirely new business models. Companies
that recognized this early on, like Amazon, Google, and
Facebook, are now titans of the tech industry, having built
empires by adeptly mining, refining, and monetizing their data
reservoirs.

e Interdependence with Al: With great volume comes great
complexity. The human capability to analyze data has its limits,
especially when confronted with the vast seas of data available
today. This is where Al enters the narrative. Al, with its ability to
parse, learn from, and act upon data at scales beyond human
comprehension, has become the indispensable refinery for this
new oil. This interdependence between data as a resource and
Al as a tool to extract value underscores the central theme of
our exploration.

By establishing data as the lifeblood of the digital age, busi-
nesses are positioned at a pivotal moment in history. The subse-
quent sections will shed light on the mechanisms, strategies, and
technologies that allow businesses to harness this resource,
turning potential into tangible value.

3. Fundamentals of Al in Business

In the contemporary digital landscape where data reign supreme,
artificial intelligence (Al) stands as their most loyal and potent vas-
sal. Building on our understanding of data’s unparalleled signifi-
cance, it becomes pivotal to delve into the machinery that can
translate this data deluge into actionable business insights.
Artificial Intelligence, at its core, simulates human intelligence
processes in machines. It embodies the capability of machines to
learn, reason, and self-correct. An essential facet of Al is machine
learning (ML), where systems are not explicitly programmed but
taught to refine their algorithms based on data. This capacity for
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iterative learning from data makes ML an invaluable asset for busi-
nesses seeking to derive meaning from vast datasets.

Taking the complexity a notch higher is deep learning. Here,
inspired by the human brain structure, neural networks process
data in layered architectures, enabling breakthroughs in fields like
image and speech recognition.

Revisiting our earlier analogy, if data are likened to the new oil,
then Al emerges as the advanced refining mechanism. Raw ail,
without refining, remains less valuable. In the same vein, without
Al, the extensive data repositories businesses amass would stay
indecipherable and underutilized. This symbiotic relationship
between data and Al is the linchpin redefining competitive advan-
tage, urging businesses to deepen their understanding and integra-
tion of Al.

As we advance in our exploration, it becomes unmistakably
clear that the melding of data and Al represents not merely a trend
but a seismic shift in business paradigms. The onus now lies on
businesses to harness this convergence, translating potential into
unparalleled value.

4. Strategies for Effective Data Harnessing

In the dance of digital transformation, while data provide the rhythm
and Al the moves, it is the strategic choreography that ensures a
harmonious performance. Recognizing the value of data and the
capability of Al is only the beginning; businesses must also craft
effective strategies to tap into this potential seamlessly.

The journey of data from their generation to utilization in
Al-driven decision-making is intricate. Every byte of data captured
holds the promise of insights, but only if harnessed correctly. The
following are the essential elements to consider:

o Holistic data ecosystems: Crafting a comprehensive data
ecosystem is foundational. This entails creating environments
where data from diverse sources are integrated, cleansed, and
readied for analysis. Such ecosystems, when maintained,
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ensure a steady and reliable flow of quality data to fuel Al
algorithms.

e Prioritizing data privacy: In an age where data breaches and
privacy concerns make headlines, businesses must prioritize
data protection. Beyond legal compliance, this demonstrates a
commitment to stakeholders and builds trust — a currency as
valuable as the data itself.

¢ Investing in talent and training: Harnessing data is not solely
about technology. Human expertise, particularly those skilled in
data science and Al, is vital. Additionally, training the broader
workforce to be data-literate fosters a culture where data-driven
decision-making becomes second nature.

e Agile and scalable architectures: The volume and variety of
data available are constantly expanding. Businesses must
adopt agile architectures that not only handle current data loads
but can also scale effortlessly with future demands.

e Actionable insights over data hoarding: While the allure of
collecting vast amounts of data is strong, the focus should
always be on quality over quantity. Data that do not provide
actionable insights can become a liability, consuming storage
and processing resources.

In the railway industry, for example (based on my experience
with many of our mobility clients), the strategic integration of data
and Al serves as a prime example of effective digital transforma-
tion. A comprehensive data ecosystem is established, integrating
diverse data sources such as train operations, passenger informa-
tion, weather updates, and maintenance records. These integrated
data are meticulously cleansed and prepared for analysis, ensuring
their reliability and accuracy. Prioritizing data privacy is also crucial,
the railway system employs robust security measures to protect
sensitive passenger and operational data, thus maintaining compli-
ance with regulations and ensuring passenger trust.

Key to harnessing the data effectively is the company’s invest-
ment in both technology and people. Specialized talent in data
science and Al is brought on board to manage and interpret
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the complex data ecosystem. Simultaneously, existing employees
undergo training to enhance their data literacy, enabling them to
make informed decisions based on Al insights. The data infrastruc-
ture itself is designed to be agile and scalable, capable of accom-
modating future data expansion as the network grows or adopts
new sensor technologies.

Rather than merely collecting data, the railway system focuses
on extracting actionable insights. Al algorithms are employed to
analyze operational data for predictive maintenance, optimize
travel schedules using passenger data, and enhance safety meas-
ures by evaluating real-time weather conditions. These actionable
insights result in tangible improvements like reduced downtimes,
enhanced passenger experience, and increased safety. Through
this holistic approach to data management and Al integration, the
railway industry exemplifies the transformation of a traditional
transport network into a data-driven, Al-enhanced enterprise,
showcasing the power and potential of digital innovation in a com-
plex industry.

5. Mastering the Convergence

As enterprises embark on integrating Al and human expertise, a
deeper understanding of this convergence becomes essential.
Pioneering organizations have illustrated how this synergy can be
effectively achieved. These companies have strategically invested
in Al technologies, ensuring they are finely tuned to their opera-
tional needs. They have also placed significant emphasis on
upskilling their workforce, recognizing the crucial role of human
collaboration with Al in maximizing data potential. This holistic
approach extends beyond technological investment to fostering a
collaborative, innovative culture and adopting ethical and compliant
Al practices. By embracing an iterative implementation strategy
and focusing on customer-centric Al applications, these enterprises
have successfully navigated the complexities of Al and human syn-
ergy. Their journey underscores the importance of not just collect-
ing data but also leveraging it through strategic Al integration,
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turning potential challenges into pathways for innovation and busi-
ness success.

Connecting these strategies with our earlier discussions, it is
evident that data’s potential is akin to a locked treasure chest. Al
represents the key, but without the right strategies — the map to
this treasure — businesses may find themselves lost in the vast-
ness of the digital sea. Embracing effective data-harnessing tech-
niques ensures that companies can navigate these waters with
precision, turning potential pitfalls into prosperous ventures.

6. Optimizing the Data-to-Insight-to-Action Cycle
in Modern Businesses

In the evolving landscape of digital business, optimizing the data-
to-insight-to-action cycle is pivotal for any company looking to lev-
erage Al effectively. This cycle is a continuous process where data
are not only collected and analyzed but also actively used to drive
strategic decisions and actions.

1. Data collection and integration:

e The cycle begins with robust data collection. Businesses
must gather diverse datasets, ranging from customer inter-
actions to operational metrics to market trends.

o Effective integration of the data is crucial. Disparate data
sources should be consolidated into a cohesive system,
ensuring data compatibility and consistency.

2. Insight generation:

e The heart of the cycle lies in transforming integrated data
into meaningful insights. This involves deploying advanced
analytics and Al models tailored to the specific needs of the
business.

e Generating actionable insights requires the Al to not only
be accurate but also contextually relevant, providing clarity
on customer behavior, market dynamics, or operational
efficiencies.
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3. Actionable intelligence:

e The crux of the cycle is converting insights into concrete
actions. For instance, market analysis insights might inform
product development, while customer behavior insights
could shape marketing strategies.

e Establishing a feedback loop is essential. The results of
these actions should be monitored and reentered into the
cycle, informing future data collection and analysis.

4. Strengthening the loop:

e To enhance this cycle, businesses should invest in real-time
data processing, enabling quicker transitions from data to
insights to actions.

e Equipping staff with the necessary skills and tools to
interpret Al-generated insights and implement decisions is
critical.

e Deep integration of Al into business processes ensures that
the cycle is not peripheral but central to the operational
workflow.

e Scalability and adaptability of the system are key, allowing
businesses to handle growing data volumes and evolving
market conditions.

For any business in today’s digital age, mastering the data-to-
insight-to-action cycle is a cornerstone of success. It is about creat-
ing a dynamic, self-improving system where data continuously fuel
smarter decisions and more effective actions. This optimized cycle
not only enhances operational efficiency but also drives innovation,
offering businesses a competitive edge in a rapidly changing mar-
ketplace.

The data-to-insight-to-action cycle is crucial in leveraging Al for
business value creation, as it transforms vast data into actionable
insights, driving informed decision-making and strategic outcomes.
This cycle enables companies to respond with agility to market and
operational shifts, fostering continuous improvement through Al’s
evolving learning process. It enhances operational efficiency, risk
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management, and customer satisfaction, directly contributing to
value creation. By harnessing this cycle, businesses can effectively
utilize their data assets, innovate, and unlock new growth opportu-
nities, making it a fundamental process in achieving a sustained
competitive advantage in today’s digital marketplace.

7. Creating Business Value through Al

Business value, in this context, is not just about financial gain. It is
a more holistic term, encompassing customer satisfaction, opera-
tional efficiency, market differentiation, and innovation potential.
So, how exactly does Al fit into this jigsaw of value creation?

o Direct impact on revenue streams: Al-driven tools and solu-
tions, like personalized marketing algorithms, have a direct
bearing on sales and revenue. They ensure that businesses
target the right customers with the right products at the right
time, driving sales upward.

o Operational efficiency: Automated Al systems streamline pro-
cesses, minimize human error, and accelerate tasks, resulting
in significant cost savings. From supply chain optimizations to
human resource management, Al is redefining how businesses
operate from the ground up.

e Enhancing customer experiences: Al-driven chatbots, rec-
ommendation systems, and support tools elevate the customer
experience. By offering tailored experiences and instant solu-
tions, businesses not only retain loyal customers but also turn
them into brand ambassadors.

¢ Innovation and new ventures: Al unlocks avenues previously
unthought-of. It catalyzes product innovations, new service
models, and even entire business verticals. Think of how auton-
omous vehicles are reshaping transport or how Al-driven health
diagnostics are revolutionizing healthcare.

e Risk management: With predictive analytics and advanced
data processing, Al provides businesses with foresight, helping
them navigate potential risks. This is invaluable in sectors like
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finance, where predicting market movements can make or
break fortunes.

e Sustainability and social impact: Beyond immediate busi-
ness metrics, Al aids in long-term sustainability goals. Whether
it is optimizing energy consumption in manufacturing or track-
ing carbon footprints, Al has a role in ensuring businesses
thrive without compromising the planet’s future.

In tying this back to our narrative, we have understood the rise
of data as the new oil, discerned the fundamentals of Al, and plot-
ted strategies for effective data harnessing. Now, with a grasp of
how Al creates holistic business value, it is evident that we stand
on the precipice of a transformative era. For businesses, the mes-
sage is clear: Adapt, adopt, and advance with Al, or risk being left
behind in a world that waits for no one.

8. Case Studies: Successful Implementations

The power of Al and data analytics becomes most evident when
viewed through the prism of real-world applications. Let us illustrate
this with two compelling case studies from the railway sector that
showcase how predictive maintenance and asset condition moni-
toring have revolutionized operational efficiency and safety.

8.1. Railway Predictive Maintenance:
From Reactive to Proactive

Background: Traditionally, railway maintenance is conducted on
fixed schedules or in response to evident malfunctions, often lead-
ing to operational disruptions and resource-intensive repairs.

Implementation: Leveraging vast amounts of data from sensors
installed on tracks, rolling stock (Trains), and infrastructures,
Siemens Mobility employed Al-driven predictive models. These
models are designed to detect anomalies, predict potential points
of failure, and offer insights into parts requiring attention ahead
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of time. Al models enable the creation of maintenance schedules
that are precisely tailored to the individual needs of each train. This
customization considers various factors such as the operational
history and the current condition of the train as well as typical route
demands and environmental factors. For example, a train operat-
ing in harsh weather conditions might require more frequent checks
on certain components. This bespoke approach ensures mainte-
nance is conducted exactly when needed, enhancing efficiency
and prolonging the lifespan of train components. Al systems in
predictive maintenance are designed to evolve and improve over
time. As the system processes more data, it becomes more adept
at identifying patterns and predicting potential issues. This self-
improving nature of Al ensures that maintenance strategies
become increasingly effective and efficient, reducing errors and
enhancing overall system performance. It also helps in identifying
long-term trends and wear patterns, contributing to better design
and engineering of future rolling stock.

Outcome: The shift from a reactive to a proactive maintenance
stance resulted in the following:

o Cost efficiency: The shift toward proactive maintenance led to
a marked reduction in unplanned maintenance activities. By
anticipating and addressing maintenance needs before they
escalate into major issues, the maintenance costs were
reduced by up to 15%. This represents a substantial cost sav-
ing, reflecting the efficiency gains from predictive maintenance
strategies.

e Operational uptime: The proactive approach in addressing
potential disruptions before they escalate has resulted in
up to a 40% reduction in costs caused by delays. This enhance-
ment in operational uptime not only improves efficiency but
also contributes to better service reliability and customer
satisfaction.

o Enhance availability and reliability: The optimization of
operations through Al-driven insights and predictive models
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achieved up to 100% system availability. Additionally, there has
been an improvement in system reliability by up to 10%. These
figures indicate a remarkable enhancement in the consistency
and dependability of railway services, crucial for both passen-
ger and freight operations.

e Increase capacity digitally: The integration of asset data,
insights, predictive models, and recommendations enabled bet-
ter network utilization and capacity management. By efficiently
managing and utilizing the available resources, the railway
network has achieved up to 100% occupancy. This digital
increase in capacity signifies not just an optimal use of physical
assets but also a smarter way of managing and scheduling
railway operations to meet growing demands.

8.2. Asset Condition Monitoring: Ensuring
Optimal Performance

Background: The vast expanse of railway networks comprises
numerous assets, each crucial for seamless operations. Monitoring
the condition of these assets manually or through isolated systems
is both time-consuming and error-prone.

Implementation: We have adopted an integrated Al-powered asset
condition monitoring system. Utilizing data from cameras, vibration
sensors, temperature monitors, and many more, our Al-enabled
applications offered real-time insights into the condition of assets,
from tracks and rolling stock to signals and overhead equipment.

Outcome: This holistic monitoring approach led to the following:

¢ Real-time insights: The integration of Al enabled the immedi-
ate detection of asset wear and tear, facilitating prompt inter-
vention. This capability has effectively reduced the frequency of
incidents related to asset failure by 50%. Such a reduction not
only minimizes disruptions but also contributes to the overall
safety and reliability of railway operations.
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o Life cycle extension: Assets, when monitored and maintained
optimally, saw extended operational life, deferring significant
replacement costs. The implementation of Al-driven mainte-
nance effectively extended the lifespan of critical train compo-
nents by 20%, resulting in considerable financial savings. This
strategic approach to maintenance, leveraging the predictive
capabilities of Al, not only enhances the operational longevity of
essential components but also significantly reduces long-term
replacement costs

o Strategic decision-making: The combination of long-term
asset performance data with Al-driven analytics empowers
strategic decision-making regarding asset upgrades, replace-
ments, and resource allocation. This informed approach ensures
that investments and resources are optimized, aligning with the
long-term operational goals and efficiency mandates of the rail-
way system.

The figures presented, although safeguarded for confidentiality,
are grounded in realistic cost structures and potential savings
derived from these actual case studies. These findings highlight the
profound impact of Al and data harnessing within the railway sector.
They not only shed light on the tangible advantages in terms of cost
efficiency and safety but also underscore the scalability of Al's
potential across various industries. For businesses and sectors
looking to pivot toward a future-ready stance, such implementa-
tions provide both inspiration and a roadmap. The condition-based,
predictive maintenance approach through deep understanding and
advanced analytics of data from multiple sources enables extended
maintenance intervals, eliminates unnecessary work like premature
part replacement, and significantly reduces maintenance costs.

9. Challenges and Considerations

As with any transformative technology, the integration of Al
into business operations is not without its hurdles. While the previ-
ous sections have painted a promising picture of the Al-driven
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landscape, it is essential to address the challenges and considera-

tions that companies must navigate to harness Al’'s potential fully.
A leading railway company aimed to integrate Al into its main-

tenance operations. The objective was to enhance efficiency,

safety, and predictability in train operations by using Al for predic-

tive maintenance, fault detection, and operational optimization.
What challenges did they face?

1. Data quality and integration:

e Challenge: The company struggled with inconsistent and
siloed data from various sources, including train sensors,
operational logs, and maintenance records.

e Solution: A centralized data management system was
established to standardize and integrate data across differ-
ent sources, ensuring uniformity and accuracy.

2. Ethical and privacy concerns:

e Challenge: Implementing Al raised concerns about data
privacy, especially regarding employee and passenger
information.

e Solution: The company implemented strict data privacy
protocols and anonymized sensitive data before Al processing.

3. Skills gap in workforce:

o Challenge: There was a significant skills gap among the
workforce regarding Al and data literacy.

e Solution: The company invested in extensive training
programs and workshops to upskill employees in Al, data
handling, and analytics.

4. Infrastructure investment:

o Challenge: Upgrading the existing IT infrastructure to
support Al was a substantial financial undertaking.

e Solution: The company opted for a phased investment
strategy, gradually building the required infrastructure while
demonstrating the ROI from initial deployments.

5. Al model transparency and explainability:

o Challenge: Operational staff was skeptical about Al

decisions due to the “black box” nature of some Al models.
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e Solution: The company focused on using Al models that
were transparent and provided explainable outputs to gain
staff trust.

6. Regulatory and compliance challenges:

e Challenge: Adhering to the stringent regulations in the
railway industry while implementing Al was complex.

e Solution: A compliance team was established to ensure
that all Al integrations were in line with industry regulations
and standards.

7. Scalability and integration issues:

e Challenge: Integrating Al into existing legacy systems and
scaling solutions across the network were challenging.

e Solution: The company collaborated with technology partners
for custom Al solutions that were compatible with existing
systems and scalable.

8. Balancing Al and human decision-making:

e Challenge: There was a concern about overreliance on Al
for critical decisions.

e Solution: Al was implemented as a decision support tool
rather than a decision-maker, ensuring that human exper-
tise remained central to operational decisions.

Lessons Learned:

1. Robust data management is crucial: Effective Al implementation
requires high-quality, integrated data.

2. Prioritize ethics and privacy: Maintaining ethical standards
and data privacy is essential to sustain trust and compliance.

3. Invest in employee training: Bridging the Al skills gap through
training is critical for successful implementation.

4. Strategic infrastructure development: Incremental invest-
ment in infrastructure mitigates financial risk and allows for
adaptive growth.

5. Focus on transparent Al: Transparent and explainable Al
models foster trust and acceptance among staff.

6. Regulatory compliance is essential: Compliance with indu-
stry regulations is non-negotiable and must be a priority.
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7. Collaborate for effective integration: Partnering with tech
providers can facilitate smoother integration and scalability.

8. Human-centric Al approach: Al should augment human
decision-making, not replace it, especially in critical sectors like
railways.

This case study from the railway sector illustrates that while
integrating Al into complex operations is challenging, it is achieva-
ble with careful planning, ethical considerations, workforce engage-
ment, and strategic investment. The key takeaway is that Al, when
implemented thoughtfully and ethically, can significantly enhance
operational efficiency and safety in the railway industry.

Addressing these challenges necessitates proactive measures
from businesses. Implementing rigorous data governance frame-
works can oversee the entire data life cycle, from collection and
storage to usage. Tools that validate data can automatically spot
and rectify errors. Data augmentation techniques can be used to
address data gaps. It is also crucial to audit datasets regularly for
biases and rectify them, ensuring Al outputs remain fair. And
finally, continuous training and updating of Al models can keep
them in sync with the evolving nature of data. The path to Al-driven
value creation, while laden with promise, is also fraught with chal-
lenges. For businesses, it is not just about celebrating the wins but
also about navigating these challenges with foresight and strate-
gic planning. By acknowledging and addressing these considera-
tions head-on, businesses can pave the way for a future where Al
augments human potential, driving unprecedented growth and
innovation.

10. Future of Al in Business Value Creation

Charting the trajectory of Al in business, it is evident that we are
merely at the cusp of realizing its transformative potential. The
future beckons with promises of even more profound integrations,
innovations, and intersections between Al and business opera-
tions. Here’s a glimpse into what the horizon might hold:
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Beyond automation to augmentation: While the current
phase of Al heavily leans toward automation of tasks, the future
will see a shift toward augmentation. This means Al will not just
replace human tasks but will enhance and elevate human
capabilities, leading to collaborations where machines and
humans work synergistically. A prime example of this evolution
can be observed in the railway industry’s approach to predictive
maintenance.

Currently, Al in predictive maintenance primarily automates
tasks. It processes data from various sensors on trains and
tracks, identifying patterns indicative of wear or potential failure
and generating routine maintenance alerts. This automation
has led to a more proactive maintenance approach, minimizing
unexpected equipment failures and enhancing operational reli-
ability.

In the future, the role of Al in predictive maintenance is
expected to transform, moving toward augmentation. Advanced
Al systems will not only perform deeper and broader data
analysis, including acoustic, vibration, and high-resolution vis-
ual inputs, but will also prescribe specific maintenance actions,
optimize repair timings, and dynamically adjust maintenance
schedules in real time (we are already doing this for some of
our mobility customers). This augmented approach will lead to
enhanced safety, operational efficiency, and cost savings.
Moreover, human roles will evolve from routine task execution
to strategic management of Al-enhanced maintenance sys-
tems. Engineers and technicians will focus on interpreting Al’s
insights, implementing strategic decisions, and ensuring quality
and safety standards. This paradigm shift will result in a more
skilled and strategically focused workforce, enhancing the over-
all efficiency and effectiveness of the railway industry.

This example illustrates how the future of Al lies not just in
replacing human tasks but in augmenting human abilities, lead-
ing to a new era of human—machine collaboration that is more
efficient, effective, and synergistic.
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Hyper-personalization: With advancements in Al, businesses
will be able to offer hyper-personalized experiences to consum-
ers. From tailor-made products to customized user experi-
ences, Al will redefine the benchmarks of personalization.
Ethical Al and responsible governance: As the world grap-
ples with the moral implications of Al decisions, the future will
likely see the rise of ethical Al frameworks. These would ensure
that Al systems are not just efficient but also fair, transparent,
and accountable.

Quantum computing and Al: Quantum computing, with its
immense computational power, will push the boundaries of
what Al can achieve. Complex problems that are currently
beyond Al’'s reach might become solvable, unlocking new ave-
nues for business value.

Al in decision-making hierarchies: The role of Al will
transcend operational levels to influence strategic decision-
making. Boardrooms of the future might rely on Al-driven
insights to chart out business trajectories, mergers, acquisi-
tions, and more.

Democratization of Al: Tools and platforms will make Al
accessible to a broader audience, not just data scientists. This
means businesses, irrespective of their size, can leverage
Al-driven insights without substantial investments in special-
ized talent.

Evolution of Al-powered ecosystems: Instead of isolated Al
implementations, the future will see interconnected Al ecosys-
tems. These systems will communicate, share insights, and
learn from each other, leading to a more holistic and integrated
business environment.

Continuous learning and adaptability: Future Al systems will
be characterized by their ability to learn continuously and adapt
in real time. This ensures that businesses remain agile, adjust-
ing to market dynamics instantaneously.

Decentralized Al: As we move toward a more decentralized
web, Al models could become more transparent, customizable,
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and privacy-oriented, bringing the power back to individual
users and businesses.

¢ Neuro-symbolic computing: A blend of neural networks and
symbolic Al, this approach seeks to combine the best of both
worlds — the learning capabilities of neural nets and the rea-
soning capabilities of symbolic Al, potentially transforming
decision-making processes in businesses.

As we cast our gaze forward, the realm of Al is poised for pro-
found expansions, setting the stage for unprecedented business
value creation. The boundaries of what we understand as Al’s
capabilities are constantly being redrawn.

The following is a glance at the imminent future, focusing on
areas like generative Al and Web 4.0:

o Generative Al: Generative Al, an offshoot of machine learning,
revolves around models that can generate new, previously
unseen content. This extends from creating images and music
to generating textual content and design solutions.

Business Implications:

o Product design: Generative Al can craft innovative designs
for products, offering a myriad of options optimized against
set parameters, thereby potentially shortening the design
phase in industries like automotive, fashion, or electronics.

o Content creation: Industries such as entertainment, adver-
tising, and media could witness a paradigm shift, with Al
churning out scripts, music, or even entire movie sequences.

o Customization: From personalized shopping experiences
to tailored user interfaces, businesses can leverage gener-
ative Al to offer highly individualized experiences, thereby
enhancing customer satisfaction and engagement.

o Railway infrastructure optimization: Generative Al can
play a significant role in optimizing railway infrastructure
design and maintenance. It can generate efficient track
layouts, signaling systems, and station designs, helping
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railways enhance safety, reduce operational costs, and
improve passenger experiences.

o Web 4.0: Often termed the “Symbiotic Web,” Web 4.0 repre-
sents an era where humans and machines coexist in a seam-
lessly integrated manner. It is not just about machines serving
information when queried but proactively understanding and
predicting user needs.

Business Implications:

o Business intelligence: With Al-driven analytics on the rise,
Web 4.0 will usher in a phase where businesses can draw
real-time insights, making on-the-fly adjustments to strate-
gies, whether it is in supply chain management or customer
outreach.

o Enhanced customer experience: The era of Web 4.0 will
see businesses offering not just reactive but also predictive
customer support. Imagine a scenario where customer
issues are addressed even before customers are fully
aware of them.

o Integrated workflows: Businesses will experience height-
ened collaboration and integration across departments,
with Al seamlessly connecting dots, identifying gaps, and
suggesting optimizations in real time.

In this envisioned future, Al emerges not as a mere tool but as
an integral fabric of business operations. The symbiotic relationship
between Al and business will deepen, setting the stage for an era
where value creation is not just about profitability but also about
enhancing human potential, fostering innovation, and ushering in a
paradigm of responsible and equitable growth.

As these technological wonders become a part of our daily
business lexicon, the imperative lies in continuous learning, adap-
tation, and integration, ensuring that businesses are not just con-
sumers of this technology but pioneers leading the charge. The
horizon of business value creation is expanding, and it is a future
filled with immense promise.
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11. Conclusion

The intersection of Al and business is an exhilarating frontier, rich
with opportunities and challenges alike. Throughout this chapter,
we have journeyed from understanding the fundamental drivers,
such as the ascendancy of data, to delving deep into how Al is
transforming the landscape of business value creation. Through
real-world case studies, we have seen tangible manifestations of
this potential, and looking ahead, the horizon promises even more
profound integrations and innovations.

Yet, it is crucial to approach this frontier with a balanced
perspective. The promise of Al is undeniable, but its successful
implementation demands meticulous strategy, ethical considera-
tions, and continuous adaptability. It is not just about harnessing
computational power but aligning it with human insights, values,
and aspirations.

The future of Al in business is not just a narrative of machines
and algorithms; it is a story of enhanced human potential. It is
about leveraging technology to address age-old business chal-
lenges, to unlock novel opportunities, and to forge a path of sus-
tainable, inclusive growth. In this milieu, businesses do not just
thrive; they evolve, adapt, and redefine the paradigms of success.

As we stand at this pivotal juncture, the imperative is clear.
Embrace Al, not as a mere tool, but as a partner in this journey. Let it
augment our capabilities, elevate our aspirations, and guide us
toward a future where business value is both tangible and transform-
ative. The scales are tipped, and the onus is on us to harness this
momentum, charting a course into a promising, Al-augmented future.

Successful Al and data initiatives rely on a strategic approach
that aligns with the organization’s overarching goals. It is crucial to
define specific business problems that Al aims to solve, ensuring a
clear connection between Al projects and strategic objectives.
Additionally, maintaining data quality and governance is para-
mount. Clean and well-managed data form the foundation for effec-
tive Al projects, emphasizing the importance of robust data quality
assurance processes.
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Finally, strengthening the data-to-insight-to-action loop is
pivotal, as it bridges the gap between Al insights and actionable
business decisions, ultimately creating value from Al investments.
This process serves as the bridge that connects Al-generated
insights to actionable business decisions, enabling organizations to
translate data-driven findings into tangible value.

In essence, this loop ensures that Al insights do not remain
isolated observations but are transformed into strategic actions that
drive business outcomes. It involves developing clear and efficient
processes for taking the insights generated by Al models and
implementing them in decision-making and operational activities.
By closing this loop effectively, organizations can unlock the true
transformative power of Al, driving efficiency, innovation, and com-
petitive advantage in their respective industries.
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Chapter 12

Using Al to Power a Digital
Bank with a Human Touch

Chalee Asavathiratham*

Siam Commercial Bank, Bangkok, Thailand
chalee.asavathiratham@scb.co.th

Abstract

This chapter discusses Siam Commercial Bank’s journey toward
transforming itself from a large traditional bank into a digital bank
that blends Al capabilities with a human touch. As a bank, we had
faith in both the power of Al and the “undigitizable” qualities that
human banking agents can bring to our customers — trust,
empathy, and professionalism, among others. By using our
capabilities in data analytics and Al to deliver a hybrid Al-human
service model, we believe we can differentiate ourselves and best
serve our customers’ needs. While our transformation is far from
over, it is worth reflecting on the key lessons that we have
gathered thus far. Our hope is that business leaders can apply
these lessons to guide their future digitization projects. We first
describe our background and motivation, then move on to the
key steps along the value chain — customer acquisition, data

*With gratitude to Dr. Arnon Tonmukayakul, Anak Tangtatswas, and Dr. Natawat Saigosoom
for their great contribution to this chapter.
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monetization, and digital services. Finally, we conclude with some
of the key learnings from our journey.

Keywords: Digital transformation, digital banking, digital revenue,
digital underwriting, omnichannel banking, data and analytics in
banking, digital services, hybrid human—digital banking.

1. Background and Motivation

Siam Commercial Bank (SCB), founded over a century ago, is the
first bank and one of the largest in Thailand. As a leading bank, we
have gone through multiple transformations throughout our history,
the latest being a data-led transformation that began in 2017 when
we invested substantially in our data infrastructure and analytics
capabilities.

These investments coincided with the market-wide shift toward
the digital channel as the preferred mode among customers. While
the number of digital users in the Thai market has been steadily
increasing, the pace significantly picked up during the COVID-19
pandemic. As of mid-2023, over 90% of banking customers have
adopted digital channels and transaction volumes continue to grow
at a rate of over 20% annually. Against this backdrop, our relative
head start in data infrastructure along with the rapid adoption of the
digital channels gives us the perfect opportunity to drive significant
value from Al.

1.1. Evolution of the Data Team
1.1.1. Episode 1 — Data as the rearview mirror

A data team was constituted that was regarded as a part of the
Information Technology team. To begin with, SCB utilized data to
provide a quantitative reflection of “what has happened.” For this,
we incorporated data into the creation of various reports and dash-
boards, as well as various business intelligence tools.
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From Data to Digital Banking: Three Episodes of SCB Al Evolution
Episode 1 Episode 2 Episode 3

Data as the rearview mirror Data inthe frontline Digital as thebank-wide enabler

= @ 5

Foundational work, e.g., Proving viability of datafirst Bank-wide adoption
data lake, compute business model
infrastructure, BU-driven
work

Fig. 1. Evolution of the SCB’s data and Al capabilities.

While such use cases are useful in informing the various busi-
ness units and the management in tracking how the bank is doing,
they do not fully harness the power of prediction embedded in the
data. During that phase, much of the discussion about data cen-
tered on data lakes, data engineering, or computer infrastructure.
The creation of a data lake was a massive undertaking for a univer-
sal bank that has grown organically over the years. The data lake
was incrementally built and was a consolidation of clean, curated
customer and operational data from approximately 700 applica-
tions. A few hundred engineers worked on this transformation pro-
ject that ported the data into a single storage infrastructure in the
cloud.

1.1.2. Episode 2 — Data on the front line

As the bank built its data science capabilities, data were used more
to make predictions and derive more business value. The data
team separated from the IT team and began to realign itself with
the goal of data monetization. The most common use cases at the
time included lead generation or providing the sales team with a list
of high-potential customers to call, the use of propensity models or
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Al models to predict the likelihood of a customer purchasing a cer-
tain product based on a large number of attributes, developing
underwriting models or using Al to help decide whether to approve
a loan, and finding out when and how to remind a customer that
their payment is due, to name a few.

While the data capabilities greatly improved the productivity of
our operations, we soon realized that our operating model could
improve further. Being a part of the IT team meant that the data
team was only operating in a passive mode by responding to
requests from the business units that interfaced with the custom-
ers. Being one step removed from the customers prevents the data
team from understanding the real pain points that customers face
and testing innovative solutions directly.

With this insight, the data team graduated into the digital bank-
ing team, and turned from a supporting function into an independ-
ent business unit with its own business goal. We began launching
a niche line of digital loans for both consumers and small busi-
nesses. At that point in time, data had been moved from a back-
end activity to the “front line” of the business. The short feedback
loop between the digital banking team and the customers allowed
the team to test and iterate new product ideas more rapidly, instead
of having to rely on an external go-between.

1.1.3. Episode 3 — Data as the enabler of a digital
bank with a human touch

New products and services emerged as we immersed Al into the
design process. For instance, we eliminated the income verification
process for many of our business customers by using the Al-based
proxy income. This reduced the time for a loan application from
days to just minutes for hundreds of customers. As the use case for
data monetization in the bank grew, we began to ask bigger ques-
tions. Instead of just using data to deliver value through digital
products, can we also use it more broadly to improve our customer
experience? Can we provide our customers with a seamless
omnichannel experience using data? Thus began our quest to
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blend the digital and offline experience. Instead of treating digital
products as distinct from traditional products, we embedded Al into
all our products and services. Instead of treating our channel as
either digital or offline, we combined the two together and built an
omnichannel delivery strategy using proxy income as described
earlier. We are now determined to use our data as the driving force
toward our goal of becoming a digital bank with a human touch.

1.2. Why a Human Touch?

Our decision to combine a human touch with our digital capabilities
stems from a few reasons. First, our bank wants to differentiate
itself from new purely digital entrants in the banking space by offer-
ing a superior experience to our customers via our human staff.
Second, the bank wants to focus on customers in the middle seg-
ments and above. In particular, we want to become the best-known
bank for digital wealth, an area that requires significant trust from
our clients. We believe that servicing customers in this segment via
strictly digital channels may fail to deliver service attributes that
only a human touch can provide, namely, trust, empathy, and pro-
fessionalism. Third, we believe that our advancements in data
analytics and Al need not be limited to digital channels. A proper
hybrid mode of Al and human interactions can boost the quality and
productivity of our customer interactions. For example, we can use
Al to guide which conversation topics a relationship manager
should have with his or her customer.

1.3. The Need for Future-Proofing

The need to mix digital and offline channels coincides with the
arrival of virtual banks in Thailand. As of the time of writing this
chapter, the Bank of Thailand has announced that it will grant up to
three new virtual bank licenses and anticipates the grantees to start
their operations in 2025. The prospect of competing with virtual
banks that are potentially much more technologically advanced
gives us a new sense of urgency. Not only do we have to lower our
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cost but we also must differentiate ourselves from the purely digital
ones.

1.4. How We Approach Digital Banking with a
Human Touch

To realize the concept of digital banking with a human touch, we
developed a three-pronged approach focusing on the following
three areas by asking pointed questions relevant to each of the
functions:

(i) Acquisition: Can we use Al to minimize our customer acquisi-
tion cost? Can we seamlessly blend Al capabilities with our
human-based acquisition?

(i) Monetization: Once the customers are onboard, how can we
use our data to generate the most value for our customers,
thereby allowing us to monetize from those relations?

(iii) Service: Can we use data and analytics to lower the cost to
serve and increase customer satisfaction?

These areas will be discussed in detail in the following sections.

2. Digital Acquisition: Journey toward Al-Driven
“Customer-Centric” Engagement

At SCB, we strive to make the best use of data to deliver the best
customer experience to our customers while also driving value to
the bank. Prior to the digital transformation, customer acquisition
was largely product based. Sales targets were driven mainly by
trying to maximize the frequency of reaching our customers, by
sending as many marketing messages across digital and offline
channels as each Business Unit is allowed. Even though we con-
sistently delivered solid financial results, our marketing messages
received low single-digit click-through rates on digital channels.
Consequently, customers were often overwhelmed with uncoordi-
nated marketing messages. They perceived digital marketing chan-
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nels to be more about what the bank wants to focus on rather than
about what the customers truly needed. This challenge also caused
a “channel fatigue” effect, leading customers to ignore or block the
digital channels altogether over time.

With our aspiration of becoming a “digital bank with a human
touch,” we set our goal to increase our digital revenue from 5% to
25% within 3 years. However, we realized that without the exten-
sive use of data and digital to transform the way we work, we would
not be able to truly become the “digital bank with a human touch”
that we aspired to be, even if we achieved our financial goals. This
prompted us to come up with a new customer-centric engagement
model powered by data and Al to not only drive financial results but
also transform the way we work and engage with our customers.

2.1. The Beginning of “Digital Acquisition”:
Al-Power Digital Engagement

At the start of the journey, we focused on using data and Al to drive
better engagement in digital channels. We focused our initial efforts
on the SCB Connect platform, a chat-based communication chan-
nel on the LINE chat application with over 10 million customers.
SCB Connect is our main marketing channel through which we
have sent over 50 million marketing messages on a monthly basis
and have the high agility to deploy data models and perform A/B
testing with a quick feedback loop.

To come up with data models to engage the customers at the
right time and moment, we arranged multiple brainstorming ses-
sions with product and customer experience teams to jointly iden-
tify opportunities. Our data analysts then developed various models
and tested the results with our customers with an active feedback
loop. We would orchestrate a large number of comparison tests
(A/B testing) of new features that we wanted to introduce. Once a
new feature was confirmed to be superior to the old ones, we used
that feature as the new baseline and built upon it. There were
different types of models that were deployed to drive our digital
acquisition.
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One example of our Al models is a personalized product rec-
ommendation engine. From the historic application rate of 0.35%,
our data analytics team developed a propensity model to match
the loan offerings to the right customers, driving the application
rate to 2.2%. To improve the engagement even further, we ana-
lyzed the best time to engage with our clients, analyzing their
application usage across different days and times to personalize
when to best reach out to each customer. The results were an
even further uplift with a 4.3% application rate. Taking a step fur-
ther, in addition to knowing the propensity to apply and the best
time to engage, the team then explored the right artwork and mes-
sages to engage with each customer. We found that with the right
personalization, we could even drive the application rate to 4.8%,
a 14x enhancement compared to the traditional way of working. All
of these were made possible through a collaboration between data
analytics, businesses, customer experience, and platform teams
working closely together through active discussion and feedback
loops.

Trying to put our customers at the center, we also identified
opportunities to best engage them with “a human touch” by sending
them insights they cared about at the right time and moment. One
example is our Just4U platform, a personal finance hub for our
customers. We adopted Al to assist customers in auto-tracking
their inflow and outflow transactions, doing auto-categorization of
transactions and delivering personalized insights such as tax plan-
ning advice to help propel our customers toward better financial
well-being. Within 8 months, we launched over 120 insights
and achieved over 2.4x more engaged users. Our personalized
“Happy Birthday” messages bundled with product promotions also
received 15x more engagement compared with traditional market-
ing messages.

Our results have shown that with data and Al, we can provide
a tremendous uplift to our businesses while also increasing our
customer engagement and satisfaction. However, to truly become
a digital bank with a human touch, we started to explore ways to
deploy our models beyond our digital channel and empower our
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human touchpoints with Al-based insights, leading to our new jour-
ney toward “customer-centric operating model.”

2.2. Powering Human with Al — The Next Chapter

We envision the future of banking to be Al-driven, yet with a human
touch. What this means is to have an Al brain at the center of all
customer interactions, digital and non-digital. Our workforce should
have the full context of our customer needs, potential value, and
journeys. We should understand each customer’s wants, how much
value they can bring to the bank, what they have engaged with, and
what interactions they have been through across our touchpoints.
These contexts should then be dynamically translated into the next
steps and best actions to engage with the customers at the right
time and moment. We want to deliver a hyper-personalized experi-
ence to our customers wherever they choose to engage with us,
either through digital channels or through our digital-empowered
human touchpoints.

To turn this grand vision into reality, we embarked on a dual-
track approach, piloting quick executable components to build
momentum while building an integrated roadmap toward the future
of banking. Realizing the full value of data and Al requires not just
models and algorithms but also human insights and new ways of
working. For example, in order to put Al at the center of customer
interactions, we would need to realign sales incentives and break
the traditional boundaries around how we perceive segments,
products, and channels.

We have embarked on a multi-year journey by segmenting our
customers into over 1,000 microsegments based on financial and
behavioral data. Our proprietary data models also predicted the
potential value of each of our 18 million customers based on
advanced underwriting and propensity models. Our journey toward
a “customer-centric operating model” is based on the prioritization
of these microsegments which will guide us on which components
across people, processes, and platforms to enable first. Active
cross-functional collaboration to blend human insights into our Al
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models and our agile test-and-learn approach will help us adapt
and refine both our Al models and our way of working toward our
aspired future state.

We may have realized a lot of value from data and Al to date,
but we are even more excited now about the potential we are yet
to tap into from the upcoming journeys toward becoming a “digital
bank with a human touch.”

3. Data Monetization

With customer behavior having shifted toward online transactions,
digital behavior, i.e., digital footprint, is easier to track and hence
generates a vast amount of data. The data are, however, meaning-
less without ways of generating real financial returns. In other
words, data are only as useful as the analytics and applications,
which also means the correlation of data and causation analysis is
key to producing return on data investment.

3.1. The Virtuous Cycle of Customers, Data,
and Moments

Although banking is a heavily regulated industry, banks may have
advantages in terms of compliance, security, and number of cus-
tomers. Yet, they may lack enterprise agility and flexibility when
compared to Fintech firms. This becomes a challenge, especially
when trying to meet the demand of customers who are less recep-
tive to mass offerings. Tailored experiences and personalized offer-
ings are inevitably becoming standard across industry verticals.
To ensure that a bank can cater to the needs of its customers,
it is imperative that the bank remain highly proactive in providing
personalized products and services that are tailored to the specific
requirements of each customer. This can be achieved by leverag-
ing customer data to gain a deeper understanding of customer
preferences and needs, and delivering these products and services
through the right channels at the right time with the right message.
By doing so, the bank can establish a strong relationship with its
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Fig. 2. The virtuous cycle of customers, data, and moments.

customers, which will ultimately lead to greater customer satisfac-
tion and loyalty.

To become a personalized, Al-first bank, it is essential to
overhaul the suboptimal operating model. The key to delivering
data monetization benefits lies in driving personalization at scale
and maintaining rapid innovation cycles. Figure 2 shows the cycle
of three components that enable valuable data for monetization.

Customers: Platforms and products are instrumental in driving
customer engagement, which can take various forms such as prod-
uct onboarding, service transactions, complaints, and browsing
behavior. The design of products and user experience on the plat-
form plays a crucial role in determining the quality of data gener-
ated.

Data: Internal data sources, which encompass transactional data
and digital behavior, and external data sources, which are derived
from partnerships and services provided to external parties, are
both valuable sources of data. Effective management and prioriti-
zation of these data sources are essential for cost and quality man-
agement, and identifying data elements should be in real time.
Further details on this topic will be provided in the next section.
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Moments: Data are utilized to generate signals, which are essentially
a combination of data correlation and causation with business
understanding. This is developed through machine learning. These
signals are then used in conjunction with other preferences and
parameters to define the moment to trigger actions. These actions
could be either selling, nurturing, servicing, or retaining.

A prime example of how these three components work together is the
personalized investment product recommendation feature on mobile
banking applications. By providing “customers” with easy-to-use
financial transactions (such as payment, top-up, and transfer) and a
spending summary for their daily life, along with a comprehensive
investment portfolio performance, the app platform generates engage-
ment and hence clickstream “data” that signify interest in specific
investment products (such as mutual funds, bonds, and special sav-
ings). The data also show behavior at different points of time, such as
app log-on patterns, and key triggers for certain actions over time,
such as the moment of interest in investment products right after fund
inflow. These data points are then used to identify “moments” to
engage customers with sell triggers of investment products.

Using these data points, the app has observed an almost 14
times uplift in sale conversion rate compared to mass marketing
methods. An uplift of 6 times can be attributed to targeted product
offering through feature engineering of engagement data. Another
uplift of 6 times is due to using the right moment to sell from signals
such as fund flow trigger and app usage behavior. Finally, person-
alized artwork and messages to capture attention based on the
customer’s situation generate another uplift of 1.5 times.

3.2. Path to Data Monetization

To optimize data utilization for both revenue generation and cost
savings, we employ the approach illustrated in Fig. 3. This approach
involves the following steps:

1. High-value data acquisition: To generate high-value data for
business, it is essential to establish a data valuation methodology
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Fig. 3. Data monetization.

framework that can help identify the data areas that are most
valuable. This can be achieved by back-testing predictive
power with business use cases for different machine learning
feature sets, which enables us to estimate their financial value
and rank them accordingly. By doing so, organizations can
develop a strategy to prioritize resources for the acquisition and
management of these datasets.

In certain scenarios, this approach can also aid in rationaliz-
ing investments in products and services that generate valuable
data. For instance, product features that attract engagement
traffic from users may not directly generate revenue, but they
can produce high-value datasets that reveal customer inter-
ests, intentions, lifestyles, and locations. These datasets can
be leveraged for monetization purposes at a later stage. The
crux of the matter is to establish a link between financial value
and these engagement data.

2. Al and ML capabilities: To leverage the data available to us,
we employ a variety of Al and ML capabilities to predict and
generate accurate signals that can trigger the sale, service,
nurture, or retain action. These real-time signals are generated
to identify the most effective course of action.

It is possible that the suggested actions may need to be car-
ried out by humans. Unlike traditional methods of defining work
processes, machine learning-generated actions may be ques-
tioned for their accuracy and legitimacy. Therefore, it is
imperative that we apply Al governance and explainable Al
principles. This is to ensure that the machine suggestions are
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transparent, trustworthy, and fair and maintain customer pri-
vacy. It also allows stakeholders such as customers, salesper-
sons, service agents, and regulators to understand how
decisions are made and the rationale behind them. In turn, this
will help us build trust with our stakeholders and foster a culture
of transparency and accountability.

3. Data monetization KPIs: To ensure that the business is
aligned with its strategic goal of becoming a data-driven organ-
ization, we apply measurable KPIs of data monetization from
the top of the organization. These KPIs include Al-driven reve-
nue and Al-driven cost savings, which are essential for optimiz-
ing data utilization and driving business growth. By leveraging
these KPls, we can establish a clear roadmap for achieving our
organizational objectives and ensure that our actions are
always aligned with our long-term vision.

4. The Power of Digital Services at SCB

In today’s rapidly evolving banking landscape, the role of digital
services has emerged as a pivotal factor in shaping the success of
financial institutions. SCB stands at the forefront of this digital revo-
lution, leveraging innovative technologies to enhance customer
experience, drive value, optimize operations, and secure a com-
manding position in this highly competitive industry.

4.1. Enhanced Customer Experience

At the heart of SCB’s digital service strategy lies an unwavering
commitment to providing an exceptional customer experience. The
integration of user-friendly interfaces, personalized financial ser-
vices, and real-time support creates an environment where custom-
ers can seamlessly navigate their banking needs with unprecedented
ease and convenience. Through the application of cutting-edge
technologies such as artificial intelligence and machine learning,
SCB empowers customers with tailored insights and services.
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This is exemplified through two key channels: SCB Easy, the
bank’s mobile banking platform, and SCB Connect, a line messag-
ing app designed to provide instant financial alerts and services.

The level of individualized attention afforded to each customer
not only fosters trust but also establishes a new benchmark for
customer-centricity within the banking industry. It is worth noting
that the Net Promoter Score (NPS) serves as one of the primary
metrics employed by the bank to gauge customer experience,
reflecting the institution’s dedication to measuring and improving
satisfaction levels.

4.2. Increasing Customer Value

At SCB, digital services transcend the mere enhancement of cus-
tomer experience; they drive quantifiable increases in customer
value. Swift issue resolution and personalized interactions on digi-
tal platforms cultivate higher levels of satisfaction, resulting in a
positive impact on the overall customer experience. As customer
satisfaction rises, so does the likelihood of customers evolving into
loyal advocates, becoming enthusiastic proponents of the bank’s
services, and in turn acting as organic catalysts for business
growth.

The associated relationship between customer experience and
value is illustrated in Figs. 4 and 5. These visual representations
underscore the correlation between customer experience, as
measured by the Net Promoter Score (NPS),1 and the Assets
Under Management (AUM) in monetary units at SCB. Significantly,
promoters, who are ardent supporters of the bank, exhibit a
markedly higher rate of AUM growth compared to passive and
detractor customers, which holds true for both the retail and wealth
segments.

"Respondents rate from 0 (not likely) to 10 (extremely likely), categorizing them into
Promoters (9-10), Passives (7-8), and Detractors (0—6) to calculate NPS. Promoters are
loyal and enthusiastic, Passives are satisfied but not enthusiastic, while Detractors are
unhappy and unlikely to repurchase (Qualtrics, 2023).
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Fig. 4. A comparison between Net Promoter Score and Assets Under
Management of SCB’s retail customers over a two-year period. The Y-axis repre-
sents the monetary unit, while the X-axis represents the Net Promoter segments.
The percentage change illustrates the movement of AUM between the two con-
secutive years.
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Fig. 5. A comparison between Net Promoter Score and Assets Under
Management of SCB'’s wealth customers over a two-year period. The Y-axis rep-
resents the monetary unit, while the X-axis represents the Net Promoter seg-
ments. The percentage change illustrates the movement of AUM between the two
consecutive years.

4.3. Optimizing Cost to Serve

In an industry where, striking a balance between profitability and
delivering value to customers is crucial, prioritizing cost efficiency
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is of paramount importance. SCB’s strategic investments in digital
service channels have proven instrumental in yielding substantial
benefits in this area. The implementation of Robotic Process
Automation (RPA) for automating routine transactions, offering self-
service options, and integrating chatbot technology has resulted in
a significant reduction in operational costs previously tied to tradi-
tional physical touchpoints.

This streamlined digital service infrastructure not only lowered
costs but also enabled the redirection of resources toward cus-
tomer-centric operating model interactions. As a result, this has
enhanced operational efficiency and increased cost-effectiveness.
Notably, in 2023, SCB introduced “Alert Now” to proactively com-
municate money transfer errors on SCB Easy to affected custom-
ers and “Download Now” to digitize auto and home loan documents
available on digital channels. SCB is set to leverage ChatGPT to
reduce fallback rates when chatbots are unable to understand user
inputs, thereby improving the chatbot experience for customer ser-
vice. These strategic initiatives culminated in an almost 6% reduc-
tion in cost to serve compared to the previous year.

In today’s competitive banking landscape, the adoption of digi-
tal services has become a key differentiator and a fundamental
driver of success. By prioritizing customer experience, managing
customer values, optimizing cost efficiency, and embracing digital
channels, SCB has not only elevated its standing in digital services
but also established a formidable competitive edge. This strategic
approach resonates with today’s digitally empowered consumers,
solidifying SCB’s position as a leader in the industry.

5. Lessons Learnt

There are many challenges that we face along our Al journey, and
we are constantly working through new ones every day. Some of
them are more specific to our historical structure and may not be
applicable to an organization with a different structure or legacy
structure.
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5.1. Al and Humans are Good at Different
Things — Blend their Capabilities

Despite all the advances in analytics and Al, a bank can only oper-
ate if the customers trust it. High-value, complex transactions will
still require a human touch. Customers might be comfortable mak-
ing small transactions online, but for a more complex transaction
that requires “trust” such as a 20-year insurance policy or a 30-year
home mortgage, they want to know that there is someone they can
trust behind such a transaction. From our experiences, we have
learned that we should use Al to serve our customers in lower-
value, higher-frequency types of interactions so that our salesper-
sons and our relationship managers can focus their time on
understanding our customers, answering queries from customers,
and building trust with them. We should not aim to replace those
human interactions completely but rather supercharge their pro-
ductivity through Al-driven useful tools.

5.2. Friction is Exponentially Expensive

One of the big lessons we learned from building digital banking
applications is that every extra step on our applications represents
an attrition in customer acquisition; every extra field to fill leads to
a drop-off. The cumulative effect of a long loan application, for
example, is a drop-off that increases exponentially as the applica-
tion form lengthens. We, therefore, employ Al and analytics to pre-
qualify our customers so that their applications can be as frictionless
as possible.

5.3. Attract High-Value Traffic

“Build it and they will come” used to be the mantra of many compa-
nies at the start of digital transformation. Hoping to recreate the
network effect of early platform-based companies such as
Facebook, LinkedIn, and Uber that have experienced a positive
feedback loop — a large customer base drawing in even more
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customers — companies are willing to invest in customer acquisi-
tion and grow aggressively despite the lack of clarity on the paths
toward revenue. In banking, we have learned that customer traffic
can have vastly different values. While the cost for serving the most
profitable group of customers is comparable to that of serving the
least profitable ones, their revenue potential can differ by several
orders of magnitude. Whenever possible, one should, therefore,
focus on acquiring high-value customers with a clear path to mon-
etization rather than acquiring a customer base indiscriminately.

5.4. Data are Not the New Oil — Correlation Is

It is commonly said that data is the new oil, which implies that one
should acquire as much data as possible. However, we feel that
such a viewpoint misses the fact that what we really want from data
is the power to predict the future. In turn, prediction capabilities
come from the amount of correlation that one can extract from the
data. In that sense, data is the new crude oil. Every company
should focus on acquiring more correlation, not just acquiring more
data per se.

5.5. Our Journey Continues...

As Jeff Bezos would put it, “It is still Day 1” of our journey toward
creating a digital bank with a human touch. At the time of writing
this in December 2023, the bank is enjoying a record year in all key
measures — highest profit, lowest cost-to-income ratio, and high-
est customer satisfaction — but this is hardly the time for us to
remain complacent. The true test is yet to come. New digital banks
are entering the Thai banking industry and new disruptive tech-
nologies such as generative Al are constantly emerging to surprise
us with their capabilities. Through these new waves of changes, we
will learn, adapt, and strive. A century ago, SCB was founded as
the first bank in Thailand. A century from now, we will hopefully be
remembered as the first bank to have found the optimal balance in
blending new technologies with the right amount of human touch.
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Abstract

The aim of this chapter is to critically analyze the legal landscape
of the use of generative Al under copyright law in major juris-
dictions, enabling readers to harness the benefits of generative Al
while minimizing exposure to undue legal liability and risks. In
many jurisdictions, the raw output of generative Al systems may
not be protected under copyright law as an intangible asset.
However, if some effort is made to alter the output that demon-
strates that some skill or judgment has been applied, then the
organization or business will be able to claim copyright over the
amended output and incorporate the use and value of the copy-
right in their organization or business.

Keywords: Artificial intelligence, generative Al, copyright law,
business valuation, Al-generated output.
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1. Introduction

Artificial Intelligence (Al) systems might be good servants, but they
are dangerous masters. The aim of this chapter is to critically ana-
lyze the legal landscape of the use of generative Al under copyright
law, enabling readers to harness the benefits of generative Al while
minimizing exposure to undue legal liability and risks. Generative
Al systems have reached a level of sophistication where they
can produce seemingly useful output in the form of text, images,
audios, and audiovisuals.

The quality of the output of such Al systems has reached a
stage where it can be commercially helpful to businesses, including
increasing productivity. While text and chat-based generative Al
systems such as ChatGPT and Bard have consistently been in
mainstream news, text-to-image generative Al systems such as
Midjourney, DALL-E, and Stable Diffusion have also been highly
utilized to produce not just literary but also dramatic and artistic
works. There has also been an explosion in generative Al systems
for music and musical works such as Loudly, Audiocraft, Boomy,
MuseNet, Soundful, and Soundraw. All these tools can be tapped
into by organizations for their commercial needs. But are they
legally sound to use?

2. Copyright as a Key Intangible Asset

Generative Al can generate value through the creation of intangible
assets such as copyright for organizations. Copyright in turn helps
organizations protect other intangible assets, such as website
presence and content, trademarks, branding, product designs, and
marketing and promotional materials. The licensing of copyright-
protected materials can also create new revenue streams for
organizations. With so much digital information being created and
distributed by organizations in the current digital era, copyright pro-
tection is essential.

Generative Al systems enable organizations to be more pro-
ductive through time, resource, and cost savings in the creation of
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key business and organizational processes and infrastructures
and to leapfrog the competition in many aspects of business
operations.

2.1. Copyright Law and the Output of Generative Al

The short answer as to whether generative Al can create or
co-create intellectual property is both yes and no. Much depends
on the particular and material facts of the situation of the value
creation.

The subject matter of copyright is quite varied and includes the
foIIowing1:

(1) literary works;

(2) dramatic works;

(3) artistic works, including drawings, paintings, photographs,
etchings, sculptures, buildings and models of buildings, and
works of artistic craftsmanship;

(4) musical works, including any accompanying words;

(5) cinematograph films and other audiovisual works;

(6) sound recordings;

(7) television and sound broadcasts;

(8) qualifying performances; and

(9) published editions of literary, dramatic, musical, or artistic

works.

All of these carry value in their own right and some can be
derivatives of others. For example, a novel is a protected literary
work upon which a cinematograph film can be made, which in turn
is protected by a separate copyright, but both the novel and the film
are of economic value. A company may use a song as part of its
branding. The song may be protected by several copyrights: the
copyright in the lyrics, which is a literary work; the copyright in the

'See, for example, Copyright Act 1968 (Australia) Sections 32, 89-92 and Copyright Act
2021 (Singapore) Sections 9, 21, 24, 28, 34.



200 H.Y-F. Lim

music score, which is a musical work; and finally, the song as it is
played and sung, which is a sound recording. All of these are of
value to a business.

The essential prerequisite before any work can be a subject
matter of copyright protection is that it needs to be expressed
because copyright only protects the expression of ideas, not the
ideas themselves. Ideas alone cannot be protected. Copyright
owners have the exclusive right to control specific uses and com-
mercial exploitation of their works for a limited period of time; the
amount of time depends on the type of copyrighted works. This
also means that copyright owners have the right to prevent others
from doing the things only the copyright owner has the right to do,
such as reproducing, publishing, performing, communicating to the
public, or adapting the work.

This chapter will focus largely on the major types of works cov-
ered by copyright that is relevant for most businesses, namely, liter-
ary, dramatic, artistic, and musical works. These types of works are
the most commonly found copyrighted materials in the arsenal of
essential intangible assets of business organizations. For example,
most businesses would have company logos and photographs that
are protected by copyright. If any marketing is undertaken, the mar-
keting materials could be literary and artistic works. Larger firms
may develop audio-visual advertisements and these would trigger
literary, artistic, dramatic and musical works, and films, which are
constructed out of the literary, artistic and musical works. Internal
to the organizational processes, many documents and items may
be protected as literary or artistic works.

2.2. Copyright Law — No Human Input

An organization may utilize generative Al but the output generated
may not necessarily always be protected by copyright. Nevertheless,
even if the output may not be protected by copyright, it can still be
utilized to the benefit of the organization. The following sections will
explore the circumstances under which generative Al can be put to
create value.
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Works generated solely by a machine or an Al system may not
be protected by copyright because the copyright legislation in many
countries specifies that there needs to be human involvement in
order for copyright protection to subsist.

This is the case in Australia, where section 31 of the Copyright
Act specifies that only a “person” can be the author of a literary,
dramatic, musical, or artistic work. While sections 89 to 92 and 96
to 100AH covering other types of copyrighted materials do not
always have direct reference to “person,” these provisions do imply
that the maker and owner of the copyright need to be a legal per-
son, such as a company, that is recognized by law. These provi-
sions use the terminology of “maker” coupled with references to
“person” and “persons,” which renders it very difficult to apply to Al
systems. Generative Al tools are not legal persons recognized by
law, hence in Australia, they cannot be the owners or creators of
copyrighted materials.

The situation is similar in Singapore. Many provisions imply that
creators of literary, dramatic, musical, or artistic works need to be
human to qualify for protection. For example, the copyright protec-
tion duration is pegged to the death of a person,2 suggesting that
the copyright creator needs to be a human. Much of Singapore’s
copyright legislation, like Australia’s, also refers to “maker” pep-
pered with references to “person” for the other types of copyrighted
materials.

In the United States, the legal position is also similar, with the
precursor to the modern law, the 1909 Copyright Act, explicitly
expressing that only a “person” could be the copyright owner.?
Further, the US position is confirmed by at least one court case and
two decisions of the United States Copyright Office. In the case of
Thaler v Perimutter* in the US District Court, the plaintiff Thaler
sought to claim copyright over a work that was autonomously

2 Copyright Act 2021 (Singapore) Sections 114—115.

3Copyright Act 1909 (US) Act of March 4, 1909, Chapter 320, Sections 9, 10, 35 Stat. 1075,
1077.

4 Thaler v Perimutter. (2023). 1:22-cv-01564-BAH (ECF #24), D.D.C. August 18, 2023.
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created by a computer algorithm. Thaler filed his lawsuit against
the United States Copyright Office and Shira Perimutter, in her offi-
cial capacity as the Register of Copyrights and the Director of the
United States Copyright Office (“Defendants”), as the Defendants
had rejected Thaler’s copyright application on the grounds that the
work lacked human authorship, a prerequisite for a valid copyright
to subsist. In the August 2023 decision, the District Court agreed
with the Defendants.

In a separate decision, the US Copyright Office had registered
a copyright, only to rescind it later when it discovered that the work
was the result of generative Al. In September 2022, Kris Kashtanova
received copyright registration for a graphic novel created with
images generated by Midjourney, a generative Al program. In
October 2022, the Copyright Office initiated cancellation proceed-
ings, where it noted that Kashtanova had not disclosed the use of
Al, a fact pertinent to the question of originality. On February 21,
2023, the Copyright Office determined that the images were not
copyrightable as Kashtanova was not the author because they
were generated by a generative Al system.®

In a more recent September 2023 decision, the US Copyright
Office again rejected copyright protection for art created using gen-
erative Al. Jason M. Allen had won the Colorado State Fair’s art
competition in 2022 for an image he created using Midjourney.
When he tried to apply for copyright protection, he claimed that he
had input numerous revisions and text prompts, at least 624 times,
into Midjourney and then altered the image with Adobe Photoshop.
The US Copyright Office asked Allen to disclaim the parts of the
image that Midjourney generated in order to receive copyright pro-
tection. However, Allen declined and hence his application for
copyright was rejected by the U.S. Copyright Office.®

5U.S. Copyright Office Correspondence. (2023). Re: Zarya of the Dawn (Registration #
VAu001480196). February 21, 2023. Available at https://www.copyright.gov/docs/zarya-of-
the-dawn.pdf.

8Brittain, B. (2023). US Copyright Office denies protection for another Al-created image.
Reuters. 6 September 2023. Available at: https://www.reuters.com/legal/litigation/us-copy-
right-office-denies-protection-another-ai-created-image-2023-09-06/.
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The only key jurisdiction with copyright legislation that allows
copyright protection of computer-generated works that do not have
a human creator is the UK by its Copyright Designs and Patents
Act 1988 (“CDPA”). Section 178 of the CDPA defines “computer-
generated” to mean a work that “is generated by computer in cir-
cumstances such that there is no human author of the work.” In
such a circumstance, the protection is for 50 years from the end of
the calendar year in which the work was made,7 and under section
9(3), the author shall be taken to be the person who made the nec-
essary arrangements to create the work. It could be argued that a
user of a generative Al program could be regarded as the “person
who made the necessary arrangements to create the work” through
the use of the prompt to the Al system but it should be noted that
this provision was first introduced in the 1980s and its meaning in
the age of generative Al systems is not entirely clear.

In any case, s178 is not support for the proposition that under
UK law that output generated by generative Al will automatically be
protected by copyright law. There is a fundamental requirement,
present in all jurisdictions, that needs to be present for copyright to
subsist, that is, it must satisfy the threshold requirement of original-
ity, which will be discussed in the following sections.

Despite the foregoing, copyright may be granted in cases
where the creator can prove there was substantial human input in
addition to what was produced by generative Al. This will also be
discussed further in the following sections.

2.3. Copyright law — Originality and Some
Human Input

This section will explore the concept of originality under the copy-
right law of a few key jurisdictions and apply the existing law and
legal concepts to the technology of generative Al.

7Copyright Designs and Patents Act 1988 (UK) s12(7).
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2.3.1. Australia and Singapore

The requirement of originality for copyright to subsist is present
in most Western countries, due to one of the oldest treaties on
copyright protection, the Berne Convention of 1886, which enshrined
the originality element.

In Australia, the requirement of originality has never been a
high threshold. All that is required is that it must have, firstly, origi-
nated from the author, and not copied from another work, and sec-
ondly, it has the requisite intellectual skill and effort put in to achieve
the work.® The first requirement of originating from the author may
be problematic given that the first step is the use of generative Al
systems, thus clearly, it is not originating from the author.

In Singapore, the long-held test for originality was similar to that
in Australia until the 2017 decision of Global Yellow Pages Ltd v
Promedia Directories Pte Ltd® which stated the following:

For copyright to subsist in any literary work, there must be an autho-
rial creation that is causally connected with the engagement of the
human intellect ... A compiler must exercise sufficient creativity in
selecting or arranging the material within the compilation; and if the
compiler does so, the resulting copyright will only protect the origi-
nal expression in the form of the selection or arrangement of the
material.

Thus, in Singapore, the requirement for a literary work to be an
“authorial creation that is causally connected with the engagement
of the human intellect” appears to put the bar somewhat higher for
the threshold for originality. Like Australia, it would appear that the
creation must emanate from a person, and not from an Al system,
and further, must show engagement of the human intellect. Thus,
similar to the position in Australia, it would be difficult for output
from an Al system to obtain copyright protection, even if there is
subsequent human input.

81ceTV Pty Limited v Nine Network Australia Pty Limited [2009] HCA 14.
% Global Yellow Pages Ltd v Promedia Directories Pte Ltd [2017] SGCA 28.
0 pid., at [24].
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2.3.2. European Union and United Kingdom

In the European Union (“EU”), the issue of the meaning of “original”
needs to be examined in the context where a tool or device, such
as a generative Al system, is used. In this regard, it is instructive to
examine the concept of originality in light of the use of a tool such
as a camera for photographic works.

The European Union Council Directive 93/98/EE of 1993
expressed that the meaning of the term “original” in the Berne
Convention 1886 in relation to photographic work is satisfied “if it is
the author’s own intellectual creation reflecting his personality, no
other criteria such as merit or purpose being taken into account.”™
Indeed, many jurisdictions have taken this approach of not evaluat-
ing any merit criteria of originality since the Berne Convention of
1886.

The Court of Justice of the European Union (CJEU) did how-
ever hold in the case of Painer v Standard Verlags GmbH'? that
originality is satisfied since the photographer “was able to express
his creative abilities in the production of the work by making free
and creative choices.”'® The CJEU went on to say that in portrait
photography, the photographer can make free and creative choices
in many ways and at various points in its production, such as
choosing the background, the subject’s pose, the lighting, the fram-
ing, the angle of view, and the atmosphere created. All of these
choices contribute to the photographer giving the final work his
“personal touch.”"®

The CJEU concluded that in relation to a portrait photograph,
the freedom available to the author to exercise his creative abilities
will not necessarily be minor nor nonexistent.'® As a result, the
originality element is met and copyright protection is available.

" European Union Council Directive 93/98/EE of 1993, Recital 17 in the preamble.
'2 painer v Standard Verlags GmbH (C-145/10) [2011] E.C.D.R. 13. 12 April 2011.
'3 Ibid., at para 89.

4 Ibid., at para 90-92.

'S Ibid., at para 92.

'8 Ibid., at para 93.
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Applying the CJEU position to generative Al systems, what
distinguishes a camera from a generative Al system is that a cam-
era allows photographers to have plenty of room to vary its use,
such as changing the lighting and the pose. A generative Al system,
however, is a system that gives users limited choices, other than to
express a prompt, such as “give me a picture of a fat man sitting
on a wall next to a river.” While the prompt can be more sophisti-
cated than this and contain a lot more description, it still cannot
measure up to the breadth of the free and creative choices availa-
ble to a person using a camera.

Further, the requirement that it must be “the author’s own intel-
lectual creation reflecting his personality” before originality is satis-
fied may be difficult to achieve. Other than the prompt, what the
generative Al system produces can hardly be “the author’s own
intellectual creation” as generative Al systems are more autono-
mous than they are mere tools like a camera with which one can
express one’s own intellectual creativity.

It remains to be seen if in future cases whether the CJEU will
hold that if, after a work is created by a generative Al system, a
person then stamps “his own personal touch” on the artwork by
changing it, adding to it and so on, that might be sufficient
expression of their free and creative choices to attract copyright
protection.

In the UK, the originality test was previously similar to Australia’s
test, that of being able to show sufficient skill, labor, and judgment
in the creation of the work. That was the case until CJEU case law
brought in the separate test expounded above. However, post-
Brexit, there is uncertainty over which test applies in the UK. From
October 2021 to January 2022, the UK Intellectual Property Office
held a public consultation on artificial intelligence and intellectual
property. The UK government’s decision after the public consulta-
tion to not make any changes to the legislation further fuels this
uncertainty.

If UK courts revert to the sufficient skill, labor, and judgment
test, while the output generated by generative Al systems by itself
may not satisfy the skill, labor, and judgment test, if a person were
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to exercise his own skills, labor, and judgment on the output, such
as changing it in a manner exhibiting the requisite skill, labor, and
judgment, then there is a strong argument that copyright protection
should be afforded.

It would have to be a case-by-case decision with much depend-
ing on the level of skill, labor, and judgment exercised. For exam-
ple, if all that was done to the output was to change the color of the
background, that would probably not meet the requirements of skill
or judgment. However, if much more intricate and finessed changes
were done that clearly demonstrated the exercise of great skill,
then it would likely be open to a court to find originality and, hence,
attract copyright protection.

2.3.3. United States

Despite the various decisions by the US Copyright Office to deny
the registration of copyright for works generated solely by Al sys-
tems, significantly, in March 2023, the US Copyright Office issued
a Guidance on works containing material generated by Al. The
Guidance essentially restated the same position on output that is
generated solely by Al systems but clarified that works created with
the assistance of Al may be copyrightable if the work involves suf-
ficient human authorship. The Guidance also specifically high-
lighted that “applicants have a duty to disclose the inclusion of
Al-generated content in a work submitted for registration and to
provide a brief explanation of the human author’s contributions to
the work.”"”

The Guidance gave some examples of when Al-generated
material will have met the sufficient human authorship requirement
to support a copyright claim. These include selecting or arranging
Al-generated material in a sufficiently creative way that “the result-
ing work as a whole constitutes an original work of authorship,”18

7 Copyright Registration Guidance: Works Containing Material Generated by Artificial
Intelligence, 88 Fed. Reg. 16,190 (Mar. 16, 2023) (to be codified at 37 C.F.R. § 202).
"®Ibid., at 16,192.
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modifying the output to such a degree that the modifications meet
the standard for copyright protec:tion.19 However, the Guidance
made clear that in these cases, copyright will only protect the
human-authored aspects of the work, which are “independent of”
and do “not affect” the copyright status of the Al-generated material
itself. It is not entirely clear what is meant by this because, for the
output of generative Al systems, most of the time, it may not be so
easy to separate out the human-authored aspects of the work so
that it is “independent of” the Al-generated material. For example,
if the output of a generative Al system shows a little boy standing
and a person modifies this to a little boy walking, can this be said
to be “independent of’ the Al-generated material itself? The
Guidance appears to set a threshold requirement that is not terribly
clear, nor achievable.

In another part of the Guidance, a more hopeful picture is pre-
sented where it states that one of the key considerations is whether
the final work is a “mechanical reproduction” or the author’s own
original mental conception to which the author gave visible form.2°
If it is the latter, copyright will subsist. This gives hope that if outputs
of generative Al systems have been sufficiently modified demon-
strating the user’s creative originality, then the Copyright Office will
treat the generative Al system as more of a tool, like a camera, than
an autonomous system.

3. Copyright Infringement by Al-Generated Output

One caveat that users of generative Al systems must be aware of
when deploying its use is the possibility or propensity for the
Al-generated output to infringe copyright. Generative Al systems
are trained on massive amounts of data, including from data lakes,
oftentimes without obtaining the appropriate licenses. A case in
point is Stability Al, the creators of Stable Diffusion. Getty, an image
licensing service, has commenced legal action against Stability Al

"% Ibid., at 16,193.
20 pid., at 16,192.
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in both the UK and the US, alleging that it unlawfully copied and
processed millions of images protected by copyright and the asso-
ciated metadata owned or represented by Getty Images without a
license.?! At the time of writing in December 2023, The New York
Times has commenced legal action against the owners of ChatGPT,
OpenAl, and Microsoft for copyright infringement in using content
belonging to The New York Times in the training of ChatGPT.

Depending on how the generative Al algorithm is programmed,
it is possible that the system might produce output that is substan-
tially similar to a copyrighted work and, hence, would constitute
copyright infringement. There are two strategies that can be under-
taken to minimize this from happening.

The first is to prompt the system to produce output based on
works that are no longer protected by copyright, for example, “com-
pose a ten-bar, thirty-second tune that sounds like Bach” or “create
a picture with water lilies in the style of Monet for my flower busi-
ness.” This, however, is not foolproof as there may be modern-day
artists who may have created such a water lilies picture that was
used as training data for the Al system. Hence, the second strategy
should, as a matter of best practice, always be employed, and this
is simply to make alterations to the output so that there is human
input that can render the final product to be not substantially similar
to what the Al system churned out.

4. Conclusion

Generative Al systems can be used to assist organizations in their
day-to-day operations, saving time and costs. In jurisdictions such
as the UK and the US, there are substantive reasons to argue that
the outputs of generative Al systems, when they have been modi-
fied by humans to a degree that demonstrates some skill or judg-
ment, can attract copyright protection, thereby also increasing the
intellectual assets of organizations. In jurisdictions such as Australia

21 Getty Images Press Site — Newsroom — Getty Images. (2023). Getty Images Statement.
Available at: https://newsroom.gettyimages.com/en/getty-images/getty-images-statement.
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and Singapore, where copyright protection might not subsist for
generative Al systems’ outputs, generative Al systems can still be
utilized to add value in the production of business and organiza-
tional assets, as well as to increase the productivity of processes
and workflows through their time and cost savings.



Chapter 14

Concluding Thoughts

We started this book with a chapter on data strategy, as it should
be the guiding vision and goal for all data-driven initiatives. In the
opening chapter under the data strategy and governance theme,
Legner and Pentek define data strategy and provide a checklist
and recommendations on how to develop and implement a data
strategy. The essential elements are elucidated. Importantly, a data
strategy is not just a vision or mission statement that involves
data. Such a statement would be insufficient and thus ineffective.
A good data strategy needs to be both effective (in achieving
desired outcomes) and robust. To be sustainable as a long-term
plan, it must “foster synergies between diverse data-related activi-
ties” and align priorities and incentives among employees. Everyone
has to see the same goal(s) and row in the same direction.

Next, Rosich and Rust illustrate how data drive the changes in
leadership methods and show that data are becoming an active
tool, instead of a passive or reactionary tool, even in traditional
businesses. Data “evolved from a mere commodity to a strategic
force....” In order to shepherd and harness data as an active, stra-
tegic force, Rosich and Rist (2024) recommend (a) what organiza-
tions must implement and (b) the attributes that organizations must
nurture.

Data quality cannot be assumed. It has to be monitored and
evaluated. The best strategy will be wasted if the organization has

211
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poor-quality data to start with. It is important to realize that poor
data quality is (often) not an IT problem; it is an organizational prob-
lem that needs to be managed at the whole-of -organization level.
Ram Kumar explains a data quality framework that supports data
quality best practices. Data governance can provide the oversight
and management of data at an organizational level that institutes
data quality and acceptable use of data.

The acceptable use of data can be viewed from the perspective
of data governance and data privacy. Government regulations are
often a response to data access and data privacy issues. Terry Ray
discusses the modern demands on data security and consumer
privacy. Often, the overemphasis on compliance, audits, and steep
fines leads to siloed overprotection (that hinders even authorized
users) and creates a false sense of security on (all) data. Instead,
“an effective program to protect data” should be instituted, for
which compliance with regulations for selected data would be a
natural consequence. One should be aiming for security, not just
compliance. Terry Ray proposes six basic questions and concludes
that “organizations that can answer these questions rapidly, relia-
bly, completely, and accurately have laid the groundwork for a very
effective data security program.”

With the increasing importance of data privacy, Sowmya
explains data privacy problems and available solutions. A common
concern is that privacy-enhanced data reduce the value and
insights from those data. Sowmya explains the ways in which
essential information from data can be shared even among different
organizations (e.g., hospital, credit card company, and insurer)
without revealing sensitive information. Ways to share data, com-
putations, insights, and even Al models are explored. In Al models,
federated learning can be used to share updated model coefficients
from different companies without sharing the underlying data. The
abstract Al model contains the insights but not the data, and all
participating companies can use the Al model in their business (on
localized company data) with far more superior performance than
an Al model trained on only one company’s data.
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Learning from best practices on data adopted by other regions,
Hartmann, Baumann, and Lederer open our eyes to the latest data-
sharing initiatives spearheaded by the EU to link data-sharing
necessities to ESG and sustainability. Dataspaces are introduced.
The risks and opportunities associated with the commercial use of
dataspaces are explained. Privacy concerns are cited as the prin-
cipal barrier to data sharing among businesses.

Thereafter, we shift our attention to Al as a modern tool to
extract insights from data and greatly increase the potential of data
strategy.

The theme of Al value creation opens with a chapter on the rise
of Al. Neumann Chew C.H. explains the variants of Al, where Al is
successfully applied, and where it has spectacularly failed.
Thereafter, Sachin Tonk explains the rise of generative Al. To help
users understand the potential of GenAl, specific GenAl applica-
tions found in healthcare, finance, entertainment, and manufactur-
ing are described. Sachin highlights the importance of answering
two questions before embarking on GenAl projects. Do you need
to generate content? What is the business value of the generated
content?

Michael Taylor likens data to crude oil and Al to a refinery to
explain the synergy between data and Al. He highlights the impor-
tance of optimizing the data-to-insight-to-action cycle for compa-
nies looking to leverage Al effectively and suggests four focus
areas: (1) effective integration of data, (2) generating actionable
tailored insights, (3) establishing a feedback loop to improve data
and analysis, and (4) strengthening the loop to enable a quicker
and more effective data-to-insight-to-action cycle. Mastering such
a feedback loop is the key to long-term success.

A much more detailed Al value creation case study is provided
of a digital bank. Chalee Asavathiratham presents a hybrid Al-
human service model of an established bank. While Al is embed-
ded in products and services, the human factor is intentionally
designed into the service/product delivery and is irreplaceable
by Al. “Al and humans are good at different things — blend their
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capabilities.” One can redesign one’s work processes by using Al
to augment and support humans.

Finally, we conclude this book by examining the legal liability
and risk arising from GenAl. Al-generated content is not the same
as human-generated content. In particular, Prof. Lim notes that
“copyright only protects the expression of ideas, not the ideas
themselves,” but GenAl is not an author. The amount and signifi-
cance of human authorship are key factors in the consideration of
copyright. While some companies try to claim copyright over
GenAl-assisted content, at the same time, the GenAl output might
infringe on copyright belonging to others. Several legal cases are
presented to demonstrate that the opportunities of and risks to
copyright are real. The recommended way to reduce the legal risk
is for people to revise the GenAl output so that it is substantially
different. But if too much human effort or time is required to revise
GenAl output, then it might be faster and cheaper to not use GenAl
in the first place. Thus, each business would need to assess the
need, value, and risk of GenAl in specific applications and find the
sweet spot that balances the speed of GenAl with the originality of
humans.

The connection of ideas in this book can be summarized in the
following flowchart:
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Data strategy provides the all-encompassing vision, goals, and
support structure for all data-driven initiatives. The objective is to
direct, support, and incentivize an organization’s data efforts
toward certain desirable business outcomes. For efforts and out-
comes to be sustainable, data governance is necessary to manage
the use and quality of data at the whole-of-organization level. The
quality of data has a direct impact on outcomes. In these modern
times, Al can be used as a strategic tool to greatly expand the
potential outcomes of an ambitious data strategy. Potential out-
comes may or may not be realized in spite of sophisticated data
technologies and Al. The actual outcomes depend on humans
orchestrating the processes, especially the clarity and commitment
of the top management. Humans, not technology, are the critical
factor in the success or failure of outcomes.

We hope you have enjoyed reading this book and have learned
something new and useful. As we navigate a new era defined by
rapid technological advancements, the integration of data strategy,
governance, Al, and analytics becomes critically important for
organizations. We hope the frameworks and best practices outlined
in this book will prove useful to help your organization harness the
transformative power of data and Al to make better decisions,
improve your productivity, grow, and succeed.
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