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Preface 
Data Analytics, Computational Statistics, and Operations Research for Engineers: 
Methodologies and Applications focuses on devising effcient methodologies 
to obtain quantitative solutions for problems that are devised quantitatively. This 
subject brings together computational capability and statistical advanced thought 
processes together to solve some of the issues effciently. Some of the interesting 
areas of the subject are optimization techniques in the process of statistical inferenc-
ing, algorithms of expectation maximization, and Monte Carlo simulation to name 
a few. Advances in simulation and graphical analysis also add to the pace of the 
mathematical analytics feld. Computational statistics play a crucial role in fnan-
cial applications, particularly risk management and derivative pricing, and biological 
applications include bioinformatics and computational biology and computer net-
work security applications that touch the lives of people. With high-impacting areas 
such as these, it becomes essential to dig deeper into the subject and explore the key 
areas and their progress in the recent past. 

The book includes the present trends and future directions of various computa-
tional statistical methods and applications in various domains. This book is divided 
into three sections. In the frst part, the book discusses various statistical methods 
for computing, including arithmetic, numerical methods, software, simulation tech-
niques, optimization algorithms, statistical graphics, and so on. Besides, this part 
also includes the role of modern computer and linear algebra in computing and vari-
ous transformation functions in restructuring the problem statements. In the second 
part, this book discusses various computation-intensive tactical, knowledge infer-
ence techniques, Bayesian analysis tools, survival analysis models, and impact of 
data mining on the computing. The last part of the book focuses on the applications 
of computational statics in various felds, such as fnance and economics, human 
biology, clinical research, and network security. 

Chapter 1 explores that over the past 20 years, how hyperspectral imaging has 
been actively researched as an emerging, promising approach for assessing the qual-
ity and preservation of horticultural and agricultural products. This technology grew 
out of remote sensing and combines machine vision and point spectroscopy to deliver 
superior image segmentation for defect and contamination identifcation. We have 
integrated spatial and spectral information into hyperspectral imaging algorithms in 
this chapter. It can provide useful information on both outward physical and inter-
nal chemical features of agricultural and food goods in a quick and nondestructive 
manner. This chapter summarized the most important aspects of the applicability of 
hyperspectral imaging in precision agriculture. This research examines hyperspec-
tral imaging’s present and historical applications in agriculture, including the follow-
ing categorization: chromatic, climatic, and convergence. The goal of this analysis is 
to identify prospective work on signifcant issues and promote implemented end-user 
solutions in order to meet the existing global sustainability goals. 

Chapter 2 discusses about the emergence of the COVID-19 virus as one of the 
most widely perceived diseases. Based on three accessible datasets, the research 
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achieved several deep learning convolutional networks with prior training strate-
gies for categorizing COVID-19 chest X-ray pictures into three classes: COVID-19 
positive and negative. Our dataset contained 980 X-ray pictures from COVID-19 
patients, and we tried and tested several approaches to get the best results possible. 
When we had an unbalanced dataset, we presented certain pretraining strategies in 
our research that could assist the network to learn better (fewer cases of COVID-19 
along with more cases of other classes). We also suggested a modifed Convolutional 
Neural Network in which activation is achieved by applying a flter to an input. The 
location and strength of a recognized feature in an input, such as an image concat-
enation of neural networks and VGGNet networks, are shown by a map of activation 
termed as a feature map, which is created by repeatedly applying the same flter to 
input. By combining several features collected by two robust networks, this network 
was able to attain the highest accuracy. We tested our network on 1,960 photos to see 
what level of accuracy it could achieve in real-world situations. The suggested net-
work’s average detection accuracy for COVID-19 cases was 96.60%, and its average 
performance and accuracy for provided classes was 61.6%. The suggested work com-
pleted a comparative research with factors such as accuracy, time complexity, and 
high performance, resulting in signifcant cost savings. The existing solution is better 
in terms of computational cost and functioning with a little amount of training data. 

Chapter 3 emphasizes that with the spread of democracy around the world, elec-
tion frauds such as vote buying, booth rigging, and booth polling have become 
increasingly common. Three decades ago, the neo-concept of an electronic voting 
system was born. In contrast to the manual voting system with paper ballots, it uses 
voting computers connected to a public network to conduct the election process. 
Regardless, it has been largely ineffective in preventing an electoral fraud. As a 
result, with the constantly increasing need for a secure and transparent E-voting 
system, it has become imperative to make some radical improvements to the current 
E-voting system, making it more accessible to the general public while also offering 
consistent voting results. This chapter discusses blockchain technology as a critical 
service provider in modern society as well as the development and deployment of 
a distributed ledger technology-based application to improve the current electronic 
voting method. The chapter will focus on blockchain technology’s decentralized 
design and its function in spreading digital information synchronously throughout a 
network to ensure the integrity of polled and un-polled votes across all EVMs in the 
network. At the end, the importance of a blockchain-based E-voting system in over-
coming the limits of the current E-voting system in order to conduct a cost-effective, 
transparent, and secure nationwide election will be examined. 

In Chapter 4, it is discussed that in 2020 the global health industry faced the most 
serious public health danger in a decade. While the COVID-19 epidemic reminds 
us of situations like SARS and Ebola, the breadth and scope of this pandemic have 
taken us into a new territory, posing critical issues about how we should respond to 
similar disasters. The rapid spread of the virus has left users, businesses, and gov-
ernments reeling. With their complete attention and resources, researchers focused 
on modeling the likely propagation of the virus and numerous processes that may 
impact the suppression of the spread of the virus in their hunt for remedies. So, how 
have we attempted to control COVID-19? In the health sector, there was a rising 
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reliance on technology to give prompt solutions. Artifcial Intelligence, or AI, has 
already provided solutions to a number of everyday diffculties we have encountered. 
Intelligent solutions have also come to our rescue to make our lives much easier by 
assisting in learning more effectively by enrolling in personalized AI-enabled teach-
ing assistants to assist us in being intelligent in our homes or at work. AI has now 
provided solutions for the coronavirus epidemic as well. Smart solutions, in conjunc-
tion with continuous research, help explain how the virus evolves and how it can 
be dealt with more swiftly and cheaply. AI companies all over the world have been 
battling to develop new solutions to combat the new coronavirus and limit the dam-
age it causes. In other words, the direct expansion of cases and their health records 
has been a key source of information and awareness. Various data storage technolo-
gies are used to store a large number of data from these scenarios right away. These 
data are utilized to undertake virus research and development as well as pandemic 
preparedness and response, as well as action against the virus and its consequences. 
Big data is a cutting-edge technology that can digitally store a large number of these 
patients’ records. It aids in the computational examination of patterns, trends, rela-
tionships, and differences. It may also aid in the discovery of new information on 
the disease’s spread and control. By providing extensive data-capturing capacity, big 
data may be effectively leveraged to limit the risk of this virus spreading. This chap-
ter highlights a few key techniques for AI to be effective as well as a few COVID-19 
big data applications. 

Chapter 5 discusses that blockchain and AI have matured to the point where they 
are now driving advancements in almost every industry. AI refers to computers that 
are programmed to carry out clever tasks that have been developed by humans. 
Blockchain is a decentralized network of computers, which collects and saves data 
to demonstrate an orderly sequence of events on a simple and permanent record sys-
tem. AI and blockchain are becoming an absolutely wonderful combo that is rapidly 
improving. It is undeniable that AI and blockchain concepts are gaining traction at a 
rapid pace. Both ideas have a high level of mechanical complexity as well as multi-
dimensional commercial suggestions. In any event, a common misconception about 
the blockchain concept is that “a blockchain is decentralised, and so nobody controls 
it.” In any case, a group of center designers is still recognized with the essential 
development of a blockchain system. Take, for example, smart agreement, which is 
nothing more than a collection of codes (or capabilities) and information (or states) 
changed and sent on a blockchain (say, Ethereum) by a group of human software 
developers. As a result, it is less likely to be free of escape clauses and faws, which 
is surprising. They are realized regardless of the industry in which they are real-
ized. With blockchain and AI, everything from grocery store network coordination 
and medical data interchange to media sovereignty and monetary security is being 
reimagined. Because both deal with information and value, a blockchain–AI col-
laboration is unavoidable. Blockchain allows for the secure storage and sharing of 
information and other valuable assets. AI can investigate and create knowledge from 
data in order to generate esteem. 

In Chapter 6, it is discussed that in commerce, research, business, and society, big 
data analytics has made revolutionary discoveries. Companies in the social network-
ing domain include Facebook, Twitter, and LinkedIn. Scientifc and technological 
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advancements in the feld of data analytics have aided in the economically extraction 
of value from enormous volumes of a variety of data to empower people in their 
professional and personal life. The rise of big data has had a signifcant impact on 
man’s work, thought, and decision-making over the years. The ability to extract data 
through data analytics is the X-factor for getting the most out of this. Machine learn-
ing (ML) is at its pinnacle because of its ability to provide meaningful data insights, 
predictions, and decisions, with recent studies highlighting some promising learn-
ing methods such as deep learning, representation learning, distributed and transfer 
learning, parallel learning, kernel-based learning, and active learning as promising 
learning methods. Big data analytics aids in the discovery of diverse market trends, 
correlations, hidden patterns, and client preferences, all of which aid frms in making 
more informed decisions. With the help of a variety of decision-making algorithms, 
ML aids in the acceleration of this process. Big data and ML together can identify 
incoming data and translate it into insights for a variety of business needs. This 
book focuses on how the interconnectedness of big data and ML might help solve 
a variety of problems that are now being faced. Furthermore, a research foundation 
that encourages the development of new innovative techniques in the feld of ML 
with big data. 

In Chapter 7, Internet of Things (IoT) has been praised by both large organizations 
and private clients throughout the years. However, a widespread adoption of this new 
technology raises a slew of security concerns. Simply put, anything connected to the 
Internet poses a potential security risk to the network as a whole. According to a poll 
of more than 100 IoT industry professionals conducted at the Internet of Things World 
conference in San Francisco, the top two areas of technology adoption concerns are 
security and implementation. According to the 2020 Unit 42 IoT Threat Survey, 98% 
of IoT computer traffc is unencrypted, leaving the vast majority of personal network 
data and confdentiality vulnerable to cyber attacks. In addition, programmers revere 
57% of IoT devices since they admire medium severity attacks. Given the prefer-
ences and exponentially growing popularity of IoT, it is worth rethinking how we 
handle the security of IoT devices and networks. One option to improve security and 
dependability in an IoT environment is to employ blockchain technology. Associated 
devices receive greater security and are less susceptible to malware and other attacks 
by decentralizing blockchain IoT networks and removing single failure points. Other 
advantages of a decentralized IoT architecture include more independent operations 
and lower network and foundation maintenance expenses. This chapter provides an 
overview of blockchain principles, with a focus on how blockchain technology can 
be used to protect IoT. 

In Chapter 8, it is discussed that the importance of digital security in today’s 
society cannot be overstated. Detecting the type of attack and recognizing trends in 
staged methods are the frst steps toward establishing security. Phishing is a word 
used to describe these types of attacks. To be more accurate with the defnition 
of phishing, it may be described as a social engineering attack involving complex 
attack vectors that can be utilized to obtain sensitive information from a victim. In 
phishing, the attacker poses as a trustworthy entity and employs a variety of strate-
gies to gain the victim’s trust before persuading the victim to provide the informa-
tion needed to commit the fraud. This type of assault can be carried out by sending 
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malicious emails carrying malware that, once installed on the victim’s system, can 
leak information. Such assaults can then propagate to other victims via the hijacked 
systems. Email phishing, spear phishing, whaling, smishing and vishing, and angler 
phishing are the several types of phishing. The chapter focuses on spear phishing as 
being the most dangerous of them. Spear phishing is a type of email or social media 
scam that targets a single person or organization. Spear phishing is an email or social 
media scam that targets a specifc person or organization, usually one with a lot of 
power. In spear phishing, the attacker acquires as much information about the target 
as possible in order to personalize the assault for that specifc victim. These attacks, 
on the other hand, frequently follow a similar pattern. As a result, spotting that pat-
tern in every email or social media post might alert you to any potential threats. 
Using ML algorithms, this chapter focuses on discovering these trends and catego-
rizing posts as prospective spear-phishing attempts. The categorization algorithms 
divide data into a set of decision classes based on its structure or unstructured nature. 
Support vector machine (SVM), decision tree, logistic regression, multinomial Naive 
Bayes, and K-nearest neighbors (KNNs) are examples of classifcation methods. 
Ensemble approaches are also utilized to improve the accuracy of the data classifca-
tion. Ensemble approaches integrate many ML techniques to balance variance and 
bias or improve predictions in ML. These ensemble methods are further separated 
into sequential and parallel ensemble methods, such as AdaBoost, Stacking, and 
Random Forest. Both approaches were employed in this work to compare the accu-
racies of traditional ML algorithms and ensemble methodologies. Furthermore, the 
ensemble approaches outperform classic ML techniques in predicting Spear phish-
ing in an email, according to our research. 

Chapter 9 explores RFID as a new technology that can be used to track, iden-
tify, and track physical objects. In today’s competitive business world, technology 
plays a critical role in improving business unit operational effciency. The purpose of 
this study is to learn about effective RFID methods for increasing operational per-
formance of selected medical stores in Odisha, India. Data was obtained from key 
offcials of retail units, i.e., store manager, operations manager, procurement man-
ager, etc. from medical stores affliated with 15 private medical registered under the 
Government of Odisha using various statistical tools such as correlation and regres-
sion. The study fnds that RFID is the most effcient technique and has a substantial 
impact on the operational performance of the Medical Store within the hospital as 
well as contributing to the body of knowledge and assisting hospital management 
practitioners in the healthcare industry. 



http://taylorandfrancis.com


xxiii 

 
 
 

 
 
 
 

Acknowledgments 
We express our great pleasure, sincere thanks, and gratitude to the people who signif-
cantly helped, contributed, and supported to completion of this book. We are sincerely 
thankful to Dr. G.P. Biswas, Emeritus Fellow, Department of Computer Science and 
Engineering, Indian Institute of Technology (Indian School of Mines) Dhanbad, 
Jharkhand, India, for his encouragement, support, and guidance, advice, and sugges-
tions to complete this book. Our sincere thanks are due to Dr. Siddhartha Bhattacharyya, 
Professor, Department of Computer Science and Engineering, CHRIST (Deemed to be 
University), Bengaluru, Karnataka, India, and Dr. Arup Kumar Pal, Associate Professor, 
Department of Computer Science and Engineering, Indian Institute of Technology 
(Indian School of Mines) Dhanbad, Jharkhand, India, for their continuous support, 
advice, and cordial guidance from the beginning to the completion of this book. 

We would also like to express our honest appreciation to our colleagues at the 
Indian Institute of Information Technology Kalyani, and CHRIST (Deemed to be 
University), Bengaluru, Karnataka, India, for their guidance and support. 

We also thank all the authors who have contributed some chapters to this book. 
This book would not have been possible without their contribution. 

We are also very thankful to the reviewers for reviewing the book chapters. This 
book would not have been possible without their continuous support and commit-
ment toward completing the chapters’ review on time. 

To complete this book, all the publishing team members at Taylor & Francis/CRC 
Press extended their kind cooperation, timely response, expert comments, guidance, 
and we are very thankful to them. 

At the end, we sincerely express our special and heartfelt respect, gratitude, 
and gratefulness to our family members and parents for their endless supports and 
blessings. 

Debabrata Samanta, PhD, MIEEE 
Department of Computer Science 
CHRIST (Deemed to be University) 
Bengaluru, Karnataka 560029 
Email: debabrata.samanta369@gmail. 
com 

Naveen Chilamkurti, PhD, SMIEEE 
Professor and Head of Cybersecurity 
Discipline 
Computer Science and IT 
La Trobe University, Melbourne, 
Australia 

SK Hafzul Islam, PhD, SMIEEE 
Department of Computer Science and 
Engineering 
Indian Institute of Information 
Technology Kalyani, West Bengal 
741235, India 
Email: haf786@gmail.com 
Mohammad Hammoudeh, PhD, 
SMIEEE 
Reader in Future Networks and Security 
Leader of the CfACS IoT Lab 
Department of Computing and 
Mathematics 
Manchester Metropolitan University, 
Manchester, UK 

mailto:hafi786@gmail.com
mailto:debabrata.samanta369@gmail.com
mailto:debabrata.samanta369@gmail.com


http://taylorandfrancis.com


xxv 

 
 

 
 
 
 
 
 

Editor Biographies 

Debabrata Samanta is presently working as an assistant professor, Department 
of Computer Science, CHRIST (Deemed to be University), Bangalore, India. He 
obtained his Bachelors in Physics (Honors), from Calcutta University, Kolkata, 
India. He obtained his MCA from the Academy of Technology, under WBUT, West 
Bengal. He obtained his PhD in computer science and engineering from National 
Institute of Technology, Durgapur, India, in the area of SAR Image Processing. He 
is keenly interested in Interdisciplinary Research & development and has experience 
spanning felds of SAR Image Analysis, Video surveillance, Heuristic algorithm for 
Image Classifcation, Deep Learning Framework for Detection and Classifcation, 
Blockchain, Statistical Modelling, Wireless Adhoc Network, Natural Language 
Processing (NLP), and V2I Communication. He has successfully completed six 
consultancy projects. He has received funding under International Travel Support 
Scheme in 2019 for attending conference in Thailand. He has received Travel Grant 
for speaker in Conference, Seminar, etc., for two years from July 2019. He is the 
owner of 20 patents (three designed Indian patents and two Australian patents 
granted, 15 Indian patents published) and two copyrights. He has authored and coau-
thored over 175 research papers in international journals (SCI/SCIE/ESCI/Scopus) 
and attended conferences including IEEE, Springer, and Elsevier Conference pro-
ceeding. He has received “Scholastic Award” at 2nd International conference on 
Computer Science and IT application, CSIT-2011, Delhi, India. He is a coauthor 
of 11 books and the coeditor of seven books, available for sale on Amazon and 
Flipkart. He has presented various papers at international conferences and received 
Best Paper awards. He is the author and coauthor of 20 book chapters. He also serves 
as acquisition editor for Springer, Wiley, CRC, Scrivener Publishing LLC, Beverly, 
USA, and Elsevier. He is a Professional IEEE Member, an Associate Life Member of 
Computer Society of India (CSI), and a Life Member of Indian Society for Technical 
Education (ISTE). He is a convener, keynote speaker, session chair, cochair, public-
ity chair, publication chair, advisory board, technical program committee member in 
many prestigious international and national conferences. He was invited as a speaker 
at several institutions. 

SK Hafzul Islam received M.Sc. degree in applied mathematics from Vidyasagar 
University, Midnapore, India, in 2006, and M.Tech. degree in Computer Application 
and Ph.D. degree in Computer Science and Engineering in 2009 and 2013, respec-
tively, from Indian Institute of Technology [IIT (ISM)] Dhanbad, Jharkhand, India, 
under the INSPIRE Fellowship Ph.D. Program (funded by the Department of 
Science and Technology, Government of India). He is currently an Assistant 
Professor in the Department of Computer Science and Engineering, Indian Institute 
of Information Technology Kalyani (IIIT Kalyani), West Bengal, India. Before 
joining the IIIT Kalyani, he was an Assistant Professor with the Department of 



 

  
 
 
 
 
 

   

 
 

  
 
 

 
 
 
 
 

 
 

 

xxvi Editor Biographies 

Computer Science and Information Systems, Birla Institute of Technology and 
Science, Pilani (BITS Pilani), Rajasthan, India. He has more than eight years 
of teaching and 11 years of research experience. He has authored or coauthored 
125 research papers in journals and conference proceedings of international 
reputes. His research interests include Cryptography, Information Security, Neural 
Cryptography, Lattice-based Cryptography, IoT & Blockchain Security, and Deep 
Learning. 

Presently, he is editing four books for the publishers Scrivener-Wiley, Elsevier, 
and CRC Press. He is an Associate Editor for “IEEE Journal of Biomedical 
and Health Informatics”, “IEEE Transactions on Intelligent Transportation 
Systems”, “IEEE Access”, “International Journal of Communication Systems 
(Wiley)”, “Telecommunication Systems (Springer)”, “IET Wireless Sensor 
Systems”, “Security and Privacy (Wiley)”, “Array-Journal (Elsevier)”, “Wireless 
Communications and Mobile Computing (Hindwai)”, “Journal of Cloud 
Computing (Springer)”, “Computer Communications (Elsevier)”, and Cyber 
Security and Applications (KeAi). He was the recipient of the University Gold 
Medal, the S. D. Singha Memorial Endowment Gold Medal, and the Sabitri 
Parya Memorial Endowment Gold Medal from Vidyasagar University, in 2006. 
He was also the recipient of the University Gold Medal from IIT(ISM) Dhanbad in 
2009 and the OPERA award from BITS Pilani in 2015. He is a senior member of 
IEEE and a member of ACM. 

Naveen Chilamkurti is currently a reader/associate professor and cybersecurity 
discipline head, Department of Computer Science and Computer Engineering, La 
Trobe University, Melbourne, VIC, Australia. He obtained his PhD degree from La 
Trobe University. He is also the Inaugural Editor-in-Chief for International Journal 
of Wireless Networks and Broadband Technologies launched in July 2011. He has 
published about 300 journal and conference papers. He has edited and authored six 
books with various publishers. His current research areas include Cybersecurity, IoT, 
anomaly detection in IoT, Internet of Medical Things, Wireless security, Federated 
Learning in IoT, wireless multimedia, wireless sensor networks, and so on. He 
currently serves on the editorial boards of several international journals. He is a 
senior member of IEEE. He is also an associate editor for IEEE, Wiley IJCS, SCN, 
Inderscience JETWI, and IJIPT. 

Mohammad Hammoudeh received his MSc in advanced distributed systems in 
2006 (University of Leicester, UK) and his PhD in wireless sensor networks in 
2008 (University of Wolverhampton, UK). He was appointed as the inaugural head 
of the CfACS Internet of Things Lab in 2016. He was awarded a Readership in 
Future Networks and Security in 2019. He is an active disseminator of research 
to the academic community, industry, policy makers, and wider technology ben-
efciaries; he has over 75 refereed conference publications, 50 peer-reviewed 
journal publications, and is a successful editor of three books and many journal 
special issues. He continues to be an active researcher in the areas of cybersecu-
rity, the Internet of things (IoT), and simulation and modeling of complex highly 



Editor Biographies xxvii  

 
 
 

decentralized systems. Mohammad is engaged with several national and interna-
tional advisory and grant awarding bodies in the areas of cybersecurity, IoT, and 
blockchain. He has been awarded more than £1.5M as Principal/Co-Investigator 
for 13 research projects. He is a cofounder of the CupCarbon IoT and smart cities 
simulator. 



http://taylorandfrancis.com


 

 

Hyperspectral Imagery 1 
Applications for 
Precision Agriculture 
A Systemic Survey 

Chanki Pandey, Yogesh Kumar Sahu, Prabira 
Kumar Sethy, and Santi Kumari Behera 

CONTENTS 

1.1  Introduction....................................................................................................... 1 
1.1.1  The Main Contribution of the Chapter ................................................. 3 

1.2  Hyperspectral Imaging Technology.................................................................. 4 
1.3  Agricultural Applications.................................................................................. 6 

1.3.1  Soil Analysis ......................................................................................... 8 
1.3.2  Contaminants and Nutrient Estimation............................................... 10 
1.3.3  Inland Water and Moisture Estimation ............................................... 12 
1.3.4  Crop Yield Estimation......................................................................... 16 
1.3.5  Plant Disease Monitoring, Insect Pesticide Monitoring, and Invasive 

Plant Species....................................................................................... 19 
1.3.6  Agricultural Crop Classifcation ......................................................... 22 

1.4  Conclusion and Future Scope ......................................................................... 23 
References................................................................................................................ 26 

1.1 INTRODUCTION 

Due to the current world’s population, the demand for food will continue to rise. 
Unfortunately, environmental waste has reduced the percentage of arable land. As 
a result, farming and livestock yield activities are gaining prominence to satisfy the 
overfowing food demand. Precision agriculture is a method for optimizing pro-
ductivity to fulfll increasing food requirements while minimizing economic and 
environmental costs related to food production. Precision farming includes extensive 
knowledge of temporal and spatial changes in crop conditions collected by remote 
sensing (Gevaert et al. 2015). The development of technologically advanced instru-
ments for agricultural applications is important in helping farmers make crop health 
and resource management decisions. In addition to helping farmers effciently use 
herbicides and pesticides, successful hyperspectral imaging in precision agricul-
ture also offers insights into the current phase of crop growth and health. Precision 
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2 Hyperspectral Imagery Applications 

agriculture uses cutting-edge technology to make farming more regulated and pre-
cise, and imaging technologies, especially multispectral and hyperspectral imag-
ing, are gaining prominence worldwide. According to the most recent Persistence 
Market Research (Persistence Market Research 2016) report, the demand for global 
imagery technologies in the precise agriculture market is expected to grow at a 9.0% 
CAGR from 2016 to 2024 at a market revenue of $1,165.9 million. According to 
the researchers, the precise agriculture imaging technology market produced $567.4 
million in 2016, a 6.2% growth over 2015. 

In large application areas such as mineral identifcation, environmental analysis, 
precise agriculture, and urban planning, the hyperspectral images can differenti-
ate between different artifacts and physicals. Among other end-use sectors, forestry 
and agriculture are expected to have the largest market share in the hyperspectral 
imaging markets (Fact.MR 2019), as shown in Figure 1.1. In forestry and agricul-
ture, hyperspectral imaging is used for various applications such as plant recogni-
tion, seed output analysis, weed mapping, and forest management. Furthermore, the 
amount of data gathered on farms from sensors has risen signifcantly over the last 
decade. Hyperspectral service providers have synchronized offers for data optimiza-
tion and applications for farmers. 

Nutrient crop surveillance, water stress, disease, insect infarction, and overall 
plant health are key components of effective farming operations. “The assurance 
of appropriate spatial and spectral knowledge for the non-destruction assessment of 
food and agricultural products is limited by traditional optical sensing technologies 
such as imaging or spectroscopy” (X. Li et al. 2018). In general, traditional imagery 
cannot obtain spectral information, and measurement by spectroscopy cannot cover 
vast areas of the sample. The commonly used fruit and vegetable sorting vision sys-
tems are based on a color video camera that emulates the vision of the human eye by 
taking photographs with red, green, and blue (RGB) wavelengths (Costa et al. 2011; 
Cubero et al. 2011). As a result, they are restricted to analyzing scenes. They are nor-
mally unable to detail the exterior or internal structure of the materials or spot faws 
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3 Data Analytics, Computational Statistics 

or changes whose color is close to the color of the tough skin. Furthermore, conven-
tional methods of tracking fruits and vegetables requiring analytical techniques are 
too time-consuming and costly and necessitate sample destruction. 

Over the last few decades, optical sensor systems have evolved as scientifc 
instruments for precision agriculture, thanks to the exponential advancement of 
information science and the analysis of images and patterns. In particular, spec-
troscopy and imaging techniques have been extensively researched and developed 
by incorporating a method that can obtain a spectral variance spatial map, which 
results in many popular applications in agriculture. The advancement of aerial and 
ground-based hyperspectral and multispectral imaging technology has been a sig-
nifcant step in the extension and practical implementation of precision agriculture 
techniques. In addition to its predictive capabilities, this technology has enabled 
evaluating crop stresses, characterization of soils and vegetative cover, bruise detec-
tion in fruits and vegetables (Z. Du et al. 2020), moisture content estimation (Z. 
Wang et al. 2020), and yield estimation (Y. R. Chen et al. 2002). Some of the advan-
tages of hyperspectral and multispectral imaging are low costs (compared with con-
ventional scouting); reliable performance; easy to use, quick, nondestructive, and 
highly precise evaluations; and applications of wide variety. A conventional spectral 
image comprises a series of monochromatic pictures that correspond to different 
wavelengths. Hyperspectral image systems have a natural beneft over conventional 
machine vision (Y. R. Chen et al. 2002) and even human vision. Any appearance 
characteristics diffcult or hard to extract with conventional computer vision systems 
can be extracted using hyperspectral imaging systems. The quality and safety evalu-
ation of various agriculture and food products has proved to be a vast application 
for hyperspectral imaging, for example, lamb (Fowler et al. 2015; Kamruzzaman 
et al. 2011; Pu et al. 2014), fruit (S. Chen et al. 2015; Nogales-Bueno, Rodríguez-
Pulido et al. 2015), fsh (Kimiya et al. 2013; Menesatti et al. 2010; Wu and Sun 
2013; H. Zhang et al. 2020), cereals (Bianchini et al. 2021; Caporaso et al. 2018; 
Feng et al. 2019; Fox and Manley 2014; Manley et al. 2009; Paliwal et al. 2018; Qiu 
et al. 2018; Rabanera et al. 2021; Rathna Priya and Manickavasagan 2021; Sendin 
et al. 2019, 2018; Wakholi et al. 2018; Zeng et al. 2019), milk (Forchetti and Poppi 
2017; Jawaid et al. 2013; Lim et al. 2016), pork (D. Barbin et al. 2012a, 2012b, 2013; 
Jiang et al. 2021; Silva et al. 2020; Xie et al. 2015), beef (Dixit et al. 2020; ElMasry 
et al. 2013; Naganathan et al. 2008), carcass of poultry (Falkovskaya and Gowen 
2020; Nakariyakul and Casasent 2009; Nyalala et al. 2021; Park et al. 2007), veg-
gies (Gowen et al. 2008; Ji et al. 2019; Nguyen Do Trong et al. 2011; Nogales-Bueno, 
Baca-Bocanegra et al. 2015), and so on. 

1.1.1 THE MAIN CONTRIBUTION OF THE CHAPTER 

1.  The basic concepts of hyperspectral imaging technologies are covered. 
2.  The basics of hyperspectral imaging for food safety inspection are discussed. 
3.  The benefts and drawbacks of hyperspectral imaging technology are 

explored. 
4.  A review of hyperspectral image- processing techniques is given. 
5.  The current chapter highlights and outlines many important topics in key 

research concerning hyperspectral agricultural imagery applications. 



 

 

4 Hyperspectral Imagery Applications 

In this brief study, we examined the past of hyperspectral imaging, imaging systems, 
precision agriculture applications, and hyperspectral data-processing techniques. To 
collect precise agriculture data, researchers can use hyperspectral imaging systems. 
Given the basic literature understanding, the topics of hyperspectral image process-
ing are briefy explored in agriculture. The review covers both fundamental analyses 
of research and somewhere within the social facets of research. This analysis mainly 
seeks to identify potential works addressing the key issues and speed up deploy-
able end-user solutions to achieve existing global goals for sustainable development. 
Section 2 contains simple hyperspectral image information and tools for interpreta-
tion. Section 3 analyzes the benefts and disadvantages of the various approaches 
used for hyperspectral imaging in precision agriculture. Section 4 provides a con-
cise summary and concludes this chapter with the future scope of the hyperspectral 
imagery system (HSI) for precision agriculture. 

1.2 HYPERSPECTRAL IMAGING TECHNOLOGY 

A technology that combines traditional imaging and spectroscopy to obtain spatial 
and spectral information from an object simultaneously is developing, known as 
hyperspectral imaging or chemical and spectroscopic imaging. Goetz et al. (1985) 
frst described the term “hyperspectral imaging,” which was used to identify the 
surface material in the form of images directly. While the hyperspectral imaging 
technology was initially designed for remote sensing, the natural advantages over 
conventional machine vision (B. Zhang et al. 2014) are increasingly being demon-
strated in a wide range of felds, such as agriculture. Hyperspectral imagery has 
recently developed into an effective technical inspection and consistency measure-
ment method for fruits and vegetables by developing optical sensing and imaging 
techniques. The objective of hyperspectral imagery is to acquire the spectral range 
in the image of a scene for each pixel for target, substance identifcation, or process 
detection (Chang 2003). Hyperspectral picture is usually combined with spectro-
scopic methods, two-dimensional geometric space, and one-dimensional spectral 
detail detection to provide high spectral resolution and small band image results. 
Hyperspectral imaging (also referred to as imaging spectroscopy or imaging spec-
trometry) has been extensively investigated and developed, leading to many effective 
applications in the quality measurement of the precision agriculture by combining 
both the spectroscopic and imaging techniques into a single device that can obtain 
a spatial map of spectral variation. Table 1.1, however, displays the key variations 
between imaging methods, spectroscopy, and hyperspectral imagery. 

In precision agriculture, hyperspectral imaging has practical uses, where the 
health condition of crops can be evaluated based on their specifc signatures in vari-
ous growth stages. Hyperspectral image sensors are space-sensing instruments cap-
turing a scene’s spectral behavior in the form of several simultaneous digital images, 
each refecting an enclosed or nonstop spectral spectrum. As a certain substance is 
exposed to a light source with a known spectral bandwidth, it emits, absorbs, and/ 
or refects particular portions according to its structure. This reaction is called the 
spectral signature of a material (Manolakis et al. 2016). As shown in Figure 1.2, 
this information is contained in a cubic data structure, in which each spectral band 
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TABLE 1.1 
The Key Variations between Imaging Methods, Spectroscopy, and 
Hyperspectral Imagery 

Factors Imaging Spectroscopy Multispectral Hyperspectral 
Methods Imaging Imaging 

Spatial information √ × √ √ 

Spectral information × √ Limited √ 

Multiconstituent data × √ Limited √ 

Detection of small-sized items √ × √ √ 

Spectral extraction’s adaptability × × √ √ 

Generation of quality-attribute × × Limited √ 
distribution 

FIGURE 1.2 Hyperspectral Image signal model, showing a three-dimensional hyperspec-
tral cube as a “stack” of individual spectral bands and individual hyperspectral pixel spectral 
responses. 

Source: Arias et al. (2020) 

is “stacked” by its wavelengths. The observations of measured spectral responses 
permit the classifcation of various materials or the observation of particular com-
positional qualities in biological subjects to be achieved through this information. 
Although the hyperspectral image’s data volume is always extremely high and suf-
fers from colinearity issues, the extraction of essential intimate analysis requires 
chemometric algorithms. A fowchart shown in Figure 1.3 illustrates typical stages of 
a complete algorithm to analyze hyperspectral images. Environment for Visualizing 
Images (ENVI) applications, MATLAB, and Unscrambler are the most commonly 
used commercially distributed software tools for hyperspectral imaging. 
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FIGURE 1.3 The typical stages of a complete algorithm to analyze hyperspectral imaging. 

This technology has been used to control water and food management to measure 
nutritional safety, medical diagnoses, military uses, and many more (Fei 2020; Khan 
et al. 2018; J. Ma et al. 2019). The advantages of hyperspectral image analysis in 
precision agriculture, which are particularly signifcant to the present work, are vital 
for monitoring the impact on the spectral response of plant tissues such as fertilizer 
(Serranti et al. 2018; Y. Wang et al. 2018; Zheng et al. 2018), micronutrient levels 
(Abdel-Rahman et al. 2017; Femenias et al. 2021; N. Hu et al. 2021; Jiang et al. 2021; 
W. Li et al. 2021; Mahajan et al. 2017; Pandey et al. 2017; Tahmasbian et al. 2021), 
harmful pests (Bock et al. 2010; Lowe et al. 2017; Moghadam et al. 2017; Rady et al. 
2017; Susič et al. 2018), pollutant intakes (B. Huang et al. 2018; Lassalle et al. 2021; 
Stuart et al. 2019), or extreme conditions such as droughts and foods in localized 
areas. Further processing of spectral data can assess the impact of these variables on 
crop protection and productivity by calculating differences in spectral responses. For 
high spectral resolution images, the design of hyperspectral image systems involves 
complicated optomechanical components, which, because of the increasing weight, 
volume, and power requirements, limits the applicability of them. The instruments 
may be placed on different platforms such as satellites (Pearlman et al. 2003; Y. C. 
Tian et al. 2011), aircraft (Green et al. 1998; Mozgeris et al. 2018), UAV, and other 
portable appliances (Ishida et al. 2018; Vanegas et al. 2018) that are available for feld 
and laboratory use. Since each platform offers various trade-offs in terms of spatial 
resolution, spectral resolution, measurement noise, range, and implementation costs, 
selecting the best imaging platform is application-specifc. 

1.3 AGRICULTURAL APPLICATIONS 

This section illustrates and outlines the most signifcant contributions to different 
quantities of importance to hyperspectral imaging crops of rice. Figure 1.4 illustrates 
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FIGURE 1.4 The application of hyperspectral imaging to various agriculture sectors based on the spectral range in nanometers. 
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8 Hyperspectral Imagery Applications 

the application of hyperspectral imaging to various agriculture sectors based on the 
spectral range in nanometers. The following subsection describes and analyzes the 
different specifc applications of hyperspectral imaging in precision agriculture. 

1.3.1 SOIL ANALYSIS 

Development and land utilization practices have a long history within the 
Mediterranean locale misusing soils as a shared resource. The soils are a primary 
fgure contributing to the rural generation, and their poor management is endanger-
ing their quality and effciency. The climatic conditions of regions heavily determine 
the many factors of soil and soil erosion conditions like intense sun and heavy rain, 
affecting soil erosion. This further affects the quality and quantity of crops grown, 
so we need to determine some soil erosion aspects to counter agricultural problems. 
For estimating a variety of soil characteristics, the following factors are important 
for agriculture, such as salinity (J. Hu et al. 2019), fertility (Patel and Ghosh 2019), 
heavy metal (Pallottino et al. 2018; Shen et al. 2019; Shi et al. 2016; S. Zhang et al. 
2019), pH (Grafton et al. 2019), and carbon (Bangelesa et al. 2020; Y. Chen et al. 
2019; L. Guo et al. 2019, 2021), and hyperspectral images have also been used for 
this. The amount of nutrients found in the soil is an important factor to consider in 
precision agriculture. The availability of nutrients in the soils is essential to agri-
cultural productivity, food safety, and sustainable agroecological growth (Y.-Q. 
Song et al. 2018). The soil properties are general, and in forecasting models should 
be taken into account for the reduction of soil nutrient loss and for improving soil 
fertilization managerial practices, based on more rigors and more effcient analy-
sis techniques, to complement plant details such as soils’ moisture, organic carbon, 
organic matter, and soil nutrient levels. Soil organic carbon (SOC) in topsoil can be 
calculated to help increase soil quality and food production. Since soil organic mat-
ter (SOM) is so critical in the soil–plant environment, researchers are searching for 
easier, nondestructive ways to detect it. In Hong et al. (2020), based on an RF model 
and ground-measured samples, an airborne hyperspectral image’s ability to retrieve 
the SOC of bare topsoil in an agricultural site was investigated. The studies utilize 
this facility in about 1 km of the landmass in agricultural site southeast part of the 
United States, where the annual mean temperature is 9.8°C and land elevation range 
is 237–266 m. 

Similarly, Reis et al. (2021) analysis aims to see whether HSI in the lab could 
forecast organic matter using multivariate regression modeling procedures. In 
Paraná, Brazil, 384 soil samples were obtained at eight depths in an Oxisol to group 
the sets according to depth. The spectrum was subjected to principal component 
and linear discriminant analysis (LDA). The photographs were categorized based 
on the quality of organic matter using HSI and the regression coeffcient from the 
model. The partial least squares regression (PLSR) model was generated to com-
pare sensor spectral data with SOM contents collected using the traditional method. 
The results obtained in the prediction were R2 = 0.75, r = 0.87, and RPD = 2.1. In 
2021, a proposed methodology supporting a hyperspectral imaging technique using 
LA-ICP-MS shows the spatial distribution of elements in soil cores (Zaeem et al. 
2021). The LA-ICP-MS is a robust analytical technique that can provide quality 
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representations of the spatial distribution of the components in various samples. 
Laser ablation is combined inductively with the plasma mass spectrometry, and the 
proposed method is capable of analyzing soil cores, including the levels and spatial 
distribution of Ca, Mg, P, K, Na, Zn, Fe, Co, and Mn. Moreover, previous studies 
have shown the potential for the identifcation of fungus detection methodologies 
and toxins in crops and food products, which impair plants’ productivity (Gold et al. 
2020; Gorretta et al. 2019; Mahlein et al. 2019; Yan and Yu 2019), lead to additional 
food waste levels (Parftt et al. 2010), and cause adverse human health consequences 
during consumption (S. Liu et al. 2017; J. Wang et al. 2020; Xing et al. 2019). Table 
1.2 summarizes the most relevant works in hyperspectral imaging applications for 
soil analysis. 

TABLE 1.2 
Summary of Most Relevant Work on Hyperspectral Imaging for Agricultural 
Applications for Soil Analysis 

Objective Reference Method/ Spectral Result Pros/Cons 
Devices Used Range (in nm) 

Characterization (Schmid et al. MEDSES, SEAS, 1,000–2,500 Producer’s Large 
of soil erosion 2016) SVM classifer nm maximum landmass data 
indicators accuracy = 84% used; however, 

User/s maximum accuracy can 
accuracy = 90% be desired is 
with kappa(к) = less 
0.74 

The abundance (Patel et al. DASU 350–2,500 nm 46.6% N for Dataset used is 
of nitrogen in 2020) DASU-based DL 700–1,500 nm g/100g sample remarkable 
soil network 2,100–2,500 nm 

Estimating soil (Hong et al. Fractional-order 380–1,000 nm, highest RCV
2 = In the imaging 

organic carbon 2020) derivative (FOD), 900–1,700 nm 0.66 spectral band 
(SOC) random forest 400 and 1,000 

(RF) nm algorithm 
meats the 
result 

Heavy metal (Tan et al. RF, SRF, RRF, 400–1,000 nm, Rp 
2 = 0.75, Simple model 

estimation of 2020) GRF, HySpex 1,000–2,500 nm Rp 
2 = 0.68, 

agricultural soils VNIR-1600, and Rp 
2 = 0.74 

HySpex RMSEp = 5.62, 
SWIR-384 sensor RMSEp = 8.24, 

and 
RMSEp = 2.81 
(mg/kg) 

Detection of soil (Reis et al. Partial least R2 = 0.75, Highly reliable 
organic matter 2021) squares r = 0.87, 

regression RPD = 2.1 
(PLSR) 

(Continued) 
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TABLE 1.2 (Contiued) 

Objective Reference Method/ Spectral 
Devices Used Range (in nm) 

Analysis of the (Zaeem et al. Laser ablation 213 nm 
spatial 2021) inductively 
distribution of coupled plasma 
soil cores’ mass 
components spectrometry 

(LA-ICP-MS) 

Estimation (S. Tian et al. MLR, PCR 500–2,500 nm 
model of soil Pb 2020) 
content 

Result Pros/Cons 

This Massive 
methodology implications 
illustrates how for the 
various land conservation 
management of soil 
schemes ecosystems 
modulate 
multielements’ 
spatial 
distribution in 
the soil 

R2 = 0.724%, MLR is 
RMSE = superior than 
24.92%, and PCR 
MRE = 28.22% 

1.3.2 CONTAMINANTS AND NUTRIENT ESTIMATION 

The estimation of the nutrient and biomass in crops helps classify the crop condi-
tions and the different categorizations of soil-characterized crops to support agri-
culture development for farmers or others. Rapid determination of the nutritional 
content of lettuce cultivars grown hydroponically (Eshkabilov et al. 2021) proposed 
a model where in-line measurements were conducted using hyperspectral imaging 
processing techniques for four lettuce varieties (Rex, Tacitus, Black Seed Simpson, 
Flandria). Planting plants in Rockwool cubes was done for 3 weeks with 0, 50, 100, 
150, 200, 250, and 300 ppm nitrogen hydroponic nutrient solution. The hyperspec-
tral images of the newly cut leaf blades were recorded in a wavelength of 400–1,000 
nm with a hyperspectral sensor. For the classifcation of afatoxin B1 (AFB1) natu-
rally contaminated peanut, He et al. (2021) proposed a method that discriminates the 
number of peanuts infected between usual and natural AFB1. In the spectral range 
of 400–1,000 nm, two variations of peanut were imaged by a hyperspectral imaging 
system with the support of enzyme-linked immunosorbent assay (ELISA) testing. 

The leaf nitrogen content (LNC) is the most common of these physical magnitudes 
in the current state of the art because of their closer connection to rice crop yields. 
While most of these methods aim to approximate hyperspectral measurements in 
N levels directly, attempts have been made to refne their precision by integrating 
external information sources such as remote measurements by LIDAR (L. Du et al. 
2016; Zheng et al. 2018). LNC is a measure of nutrients in plants collected from the 
visible, near-infrared, or shortwave infrared data by an indirect factor using various 
technologies. It is used as a predictor of crop development, which is linked to the 
crop sector. The approach (Z. Li et al. 2016) to estimate the nitrogen concentrations 
in winter wheat leaves was proposed in 2016, comparing spectral characteristics. 
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The predictive strength and effect of the sample size have been assessed. PLSR and 
SVR are key outcomes. It suggested that they would be higher than the other two, 
with the calibration set’s coeffcient of r2 for 0.82 and 0.81 and the validity set for 
NRMSE of 5.48% and 5.94% for both methods. The reliability of the BPN prediction 
was improved as if the sample size had grown. It is still not recommended to use a 
BPN sample size smaller than 80. These fndings show that the LNC assessments 
for winter wheat are preferred to PLSR and SVR, and BPN is recommended if the 
sample sizes are appropriate. 

To track the nitrogen content of wheat canopy leaves, X. Song et al. (2016) had 
investigated the relationships between N material and wheat canopy spectral data in 
the principal solar plane (SPP) and perpendicular plane at various observation angles 
based on a 2-year experiment for winter wheat in Lethbridge (Canada), Zhengzhou 
(China), and Kaifeng (China) growing under different cultivation practices. Rubio-
Delgado et al. (2021) have suggested the PLSR model for LNC prediction with the 
spectrum (350–2,500 nm) for the olive tree that combined two or three wavelengths 
along with the preprocessing techniques (smoothing, SM; regular natural variate, 
SNV). Assessment of leaf nitrogen accumulation (LNA) for a different wheat tech-
nique like PLSR, SVM, RF is used for chlorophyll absorption regions in the spec-
trum range of 550–750 nm, as suggested by J. Guo et al. (2021). The SVM regression 
is the most accurate model if chlorophyll absorption characteristic band values are 
normalized. Also it was suggested that RSI (NBDI743, NBDI703) could be used 
to estimate LNA using univariate linear. Again, a 3D winter wheat canopy model, 
i.e., the PLS-R model, was proposed based on the simulation techniques, combined 
with light propagation modeling to simulate the apparent refectance of any visible 
leaf in the canopy for a given total refectance. The prediction of LNC has been 
considered in the spectral range of 100–400 nm. Similarly, Wen et al. (2020) “pro-
posed an Optimized Red-Edge Absorption Area (OREA) index to improve the pre-
diction accuracy of Vertically Integrated (VI’s) leaf N content within the spring- and 
summer-sown maize canopies.” 

Estimating and mapping nitrogen in apple trees at canopy and leaf stages, Ye 
et al. (2020) presented rapid and nondestructive approaches, including a hyperspec-
troscopic image collection system ImSpector V10 (400–1,000 nm). Vario EL cube 
calculated the nitrogen content of apple leaves. Raw refectiveness and refectance of 
the frst derivative are applied to the leaf material of nitrogen. To infer nitrogen con-
tent from refectance, PLSR and multiple linear regressions (MLR) were performed. 
Recently, in 2021, L. Huang et al. (2019) presented a method based on red-edge 
parameters and fractional differential to estimate the nitrogen level of an apple tree 
canopy with the support of hyperspectral refectance, SVM, and RF approaches. The 
correlation coeffcient with nitrogen content and spectral parameters such as the red-
edge peak area (Sr()) obtained by fractional differential and logarithmic transforma-
tion processing can be achieved at a rate of 0.6 or higher. 

A technique based on HSI segmenting with active learning on estimating the 
quality of chlorophyll in the crops is presented by satellite images (Nandibewoor 
and Hegadi 2019). In the frst step, the authors used the Sparse SMLR model to 
learn the post-probability distributions of classes. Second, knowledge obtains from 
the frst step of the Markov random feld segment to estimate spatial and edge data 
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dependencies, along with the minimum marker-based forest. Estimating rice protein 
content before harvest (Onoyama et al. 2018), ground-based, high-resolution hyper-
spectral imaging (1 mm to 1 mm per pixel) was used to estimate brown rice protein 
before harvesting. The author compares the estimated acuteness of estimated rice 
protein content modeling from fve regions of interest (ROIs) medium refection: 
total objective, dark area, canopy area (leaves, yellow leaves, and ears). The sample 
area of the target was 0.85 m per 0.85 m. Monitoring leaf potassium content using 
hyperspectral vegetation indices in rice leaves, Jingshan Lu et al. (2020) showed 
that the shortwave infrared (1,300–2,000 nm) region’s spectral refectance, R, was 
sensitive to K levels and was signifcantly associated with rice leaf K content. From 
350 to 2,500 nm was determined for the published K vegetation indices in rice. 

Recently, in 2021, [58] focused on separating non-negative matrix factorization 
(NMF) for hyperspectral refectance from the ground and UAV platforms, mitigating 
impact on the water and soil context for estimating rice plant potassium accumulation 
with the support of the PLSR model in the spectral range 450–950 nm. C. Ma et al. 
(2021) had presented a protein content prediction model in rice (with husk) using a 
HSI. The proposed model utilizes the partially lower quadrant regression (PLSR), 
the partially component regression (PCR), and the lowest quadrant portion, which 
includes a collection of 87 rice species in China within wavelengths of 938–2,215 
nm, and it is the frst developed multispectral calibration models across the full range 
(LS-SVR). Table 1.3 summarizes the most relevant work on hyperspectral imaging 
for agricultural applications for contaminants and nutrient estimation. 

1.3.3 INLAND WATER AND MOISTURE ESTIMATION 

The main component of agricultural water supply in agricultural irrigated regions is 
water productivity (WP). WP is used to establish relationships between crop produc-
tion and the involvement of water for the production, also expressed as crop production 
per unit volume of water. In 2016, proposed estimating WP in winter wheat and bio-
mass data based on HIS with the AquaCrop model. Spectral variables and concurrent 
biomass, yield, and samples were acquired at the Xiaotangshan experimental site in 
Beijing, China, during the winter wheat growing seasons. Using the HIS, Y. Sun et al. 
(2017) presented a method for measuring moisture content and freezable water content 
during the drying process of purple-feshed sweet potato slices. The Savitzky–Golay 
smoothing flter and multiplicative scatter correction (MSC) are being deployed to 
preprocess the raw spectra and PLSR to analyze the relationship between spectral data 
and quality attributes in visible and near-infrared 371–1,023 nm spectral range. 

Consequently, accurate calculation of the quality of the leaf water on the canopy 
scale is more diffcult than on the scale of the leaf as canopy calculations provide 
details on areas of bare soil, green and non-green plant components, and shading. 
A small number of studies (Kim et al. 2015; Pandey et al. 2017) use hyperspectral 
images to measure water absorption on the surface of individual leaves. As a result, 
there are very few details about how water is transported and how this informa-
tion can be used to diagnose water stress. Murphy et al. (2019) suggested spectral 
indicators such as the moisture stress index (MSI), the normalized difference water 
index (NDWI), and the sensitivity of particular water absorptions at 970–1,775 nm to 



 
  

 

 

  
  

  
  

TABLE 1.3 
Summary of Most Relevant Work on Hyperspectral Imaging for Agricultural Applications for Contaminants and Nutrient 
Estimation 

Objective 

Study of horticultural crop 
Leaf refectance and nutrient 
status 

Biomass prediction of maize 
crops 

Measurements of chlorophyll 
quality 

Testing of rice (with husk) 
protein content 

Determination of starch 
content in single kernel 

Classifcation of afatoxin B1 
naturally contaminated peanut 

Predicting leaf nitrogen 
content (LNC) in olive trees 

Monitoring nitrogen, 
phosphorus, and sulfur in 
hybrid rice 

Reference 

(Nguyen et al. 
2020) 

(D. Ma et al. 
2020) 

(D. Gao et al. 
2021) 

(C. Ma et al. 
2021) 

(C. Liu et al. 
2020) 

(He et al. 
2021) 

(Rubio-
Delgado et al. 
2021) 

(Mahajan et al. 
2017) 

Method/Devices Used 

Night-based 
hyperspectral imaging 

Kernel partial least 
squares (KPLS) 

ROI-ALR-RF-PLSR 
with ROI-OMR-RF 

PLSR, PCR, and 
LS-SVR 

ANN, PLSR, adaptive 
reweighted sampling 
(CARS) 

PLS-DA and SVM LDA 

PLSR, SVM, LNC, SM 

VIs (NDVI hyper and 
NDVI broadbands) 

Spectral Range (in 
nm) 
N = 700–709 nm, K 
= 780–787 nm, Mg = 
817–821 nm 

370–1,030 nm, 
465–962 nm 

451, 552, and 648 nm 

938–2,215 nm 

930–2,500 nm 

400–1,000 nm 

350–2,500 nm 

670–1,460 nm 

Result 

Classifcation accuracy 
75% (bok choy) and 80% 
(spinach) in spectral 
region 700–830 nm 

R2 = 0.924 

Rv
2 = 0.52 and 

RMSE=3.61 

RMSE = 0.52 
R2 = 0.8011 

Rp 
2= 0.96 

RMSEP = 0.98 

Classifcation accuracy = 
94% 

R2 =0.72, 
R2

cv =0.71, 
R2 =0.64, 
Rp 

2 =0.63 

r = 0.81, ρ < 0.01 for 
predicting N 
r = 0.58, ρ < 0.01 for S 
predicting S 

Pros/Cons 

Hyperspectral remote sensing (HSRS) 
data acquisition is not susceptible to 
shadows and physical structures within 
greenhouses 

This new nonlinear KPLS model could 
also improve the precision of estimates of 
other plant properties 

Rv
2 increased 

RMSE decreased 

The distribution of rice protein can be 
understood according to the visualization 
picture 

CARS was used to select the effective 
wavelengths 

For chemical analysis, spectral, texture, 
and color characteristics were derived and 
incorporated 

Models based on PLSR were more 
accurate than models based on VI 

Results indicated that released VIs could 
retrieve canopy N with greater precision 
but not P or S 
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TABLE 1.3 (Continued) 

Objective Reference Method/Devices Used Spectral Range (in Result Pros/Cons 
nm) 

Estimating leaf nitrogen (Z. Li et al. PLSR, SVR, BPN, 350–1,050 nm, R2 = 0.78, SVR outperformed the other two 
concentrations in wheat 2016) SMLR 1,450 and 1,940 nm RMSE = 6.52% approaches in this study 

Estimation of rice protein (Onoyama RGB histogram and a 400–1,000 nm R2 = 0.76 and RMSE = It is not needed for the rice protein content 
content before harvest et al. 2018) GNDVI—NDVI image 0.35% before harvest to obtain an image of a 

processing feld resolution greater than 0.85 €/pixel 

Assessment and mapping of (Ye et al. ImSpector V10, Vario 505, 560, 675, and The frst derivative The MLR model has shown its edge over 
apple-tree nitrogen content at 2020) EL cube, four key 705 nm refection PLS and MLR the PLS model 
leaf and canopy levels wavelengths 400–1,000 nm models: R2 = 0.7745 and 

0.774 (p < 0.001) 

Estimate the content of (Nandibewoor SMLR-PSO, Markov – Accuracy = 95.0% Experimental results demonstrate that the 
chlorophyll from the plants and Hegadi random feld segments suggested methodology outputs advanced 

2019) processes for real-world hyperspectral 
datasets in precision and time of execution 

Assessment of nitrogen (Al Makdessi PLS-R 400–100 nm Average error = Approach tested on plants in a 
content in wheat et al. 2019) 0.83%DM greenhouse and the feld 

Estimation of rice plant (Jingshan Lu Non-negative matrix 450–950 nm R2 (PLSR) = 76% NMF may be extended to both land and 
potassium accumulation et al. 2021) factorization (NMF), RMSE = 16.93%, UAV hyperspectral platforms 

PLSR RE = 45.07%. 

Estimates the biomass of (Tong et al. PLSR, SMLR 450–900 spectral RMSECV = 37%, Combined use of in situ HSVI 
pastures for the peak 2019) range RMSE = 12.5% 
harvesting season 

Assessment of leaf nitrogen (J. Guo et al. PLSR, SVM regression, 550–750 nm SVM: The SVM regression was found to be the 
accumulation for wheat 2021) RF, RSI (NBDI743, R2 = 0.895 most accurate model if chlorophyll 

NBDI703), chlorophyll RMSE =0.903 gm−2, absorption characteristic band values 
absorption regions univariate linear normalized 

regression: 
R2 = 0.806 
RMSE =1.231 gm−2 
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Objective 

Estimation of the vertically 
integrated LNC in maize 

Monitoring rice leaf potassium 
content using HS-VI 

Caffeine content of coffee 
beans 

Estimation of nitrogen content 
on apple tree canopy 

Prediction of copper 
contamination in the wheat 
canopy 

Analysis for protein content of 
rice quality 

Detection of nitrogen stress in 
maize 

Detection of hydroponic 
lettuce cultivars’ nutrient 
content 

Estimation of bioenergy crop 
yield and N status 

Reference 

(Wen et al. 
2020) 

(Jingshan Lu 
et al. 2020) 

(C. Zhang 
et al. 2017) 

(Peng et al. 
2021) 

(G. Wang et al. 
2020) 

(D. Sun et al. 
2019) 

(Naik et al. 
2020) 

(Eshkabilov 
et al. 2021) 

(Foster et al. 
2017) 

Method/Devices Used 

Optimized red-edge 
absorption area (OREA) 

Normalized difference 
spectral index (NDSI) 

PLSR, RF 

SVM, RF, Grunwald— 
Letnikov fractional 
difference algorithm 

NDVI/SIPI and W728, 
the spectral resolution of 
2.4 nm 

NDSI, GWAS, 
phenotyping 

IW/CPE ratio of 0.6, 0.8, 
and 1.2 nitrogen level 
treatments (300 kg of N 
ha−1) 

PLSR and PCA 

ASD FieldSpec FR 
spectroradiometer, 
NDVI, PLSR 

Spectral Range (in 
nm) 
680–760 nm 

350–2,500 nm 

874–1,734 nm 

RF wavelength 

350–1,000 nm 

350–2,500 nm 

540–860 nm 

506–601 nm and 
634–701 nm 

350–2,500 nm 

Result 

r2 =0.811, RMSE =0.374, 
RE=13.17% 

R2= 0.68 

PLSR 
Rp 

2= 0.843, 
RMSEP =131.904 μg/g, 

RF 
Rp 

2= 0.878 and 
RMSEP = 116.327 μg/g 

R2 
SVMRp 

2 = 0.56, 
RMSESVM= 1.51, 

R2
RF = 0.94, 

RMSERF = 0.84 

R2 = 0.669 for NDVI/SIPI 
R2 = 0.625 for W480 

R2 0.68NDSI = 

Leaf water content = 
80%. 
Leaf area index = 61% 
and leaf nitrogen 
contentment = 66% 

R2 = 0.784–0.987 

RMSEPLSR = 41 %. r2 = 
0.72 and RMSE = 4.6 Mg 
ha−1 

Pros/Cons 

The OREA index can be used to calculate 
the amount of N2 in various feld 
experiments 

The spectral range is high 

The spectral range is moderate 

RF model has a better predictive effect 

The model is simpler and covers a wide 
spectrum 

It offered a new way to phenotype one of 
the main biochemical features to measure 
rice consistency for genetic studies 

System accuracy is less 

The amount of nutrients in lettuce is easily 
detected in hyperspectral imaging techniques 

The RMSE of the model PLSR was 
19%–41% lower than the best N-VI and 
was at a rate of 4.2%–100% lower for 
fnal biomass than the best narrowband VI 
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collect data in the lab. The midrib, the green areas of the leaves, and the entire leaves 
were all measured separately for absorption.”Z. Wang et al. (2020) demonstrated a 
method for evaluating the MC (moisture content) of maize seeds, the long-wave NIR 
hyperspectral imaging (930–2548 nm) coupled with the UVE-SPA hybrid vector 
selection algorithm and LS-SVM model was successfully used. Table 1.4 summa-
rizes the most relevant work on hyperspectral imaging for agricultural applications 
for inland water and moisture estimation. 

1.3.4 CROP YIELD ESTIMATION 

One of the most important research felds of precision agriculture is yield prediction. 
To maximize production, yield prediction, yield mapping, crop supply matching 
with demand, and crop management are crucial (Al-Gaadi et al. 2016). The estimate 
of crop yield is one of the key agricultural management problems and can provide 
the greatest value for precision farming techniques. For carrot yield forecasting, 
Suarez et al. (2020) presented a model based on proximal hyperspectral and satellite 
multispectral sensors (Sentinel-2 and WorldView-3), which examined the accuracy 
and prediction of carotid roots in three rising regions with distinct cultivation con-
fgurations, periods, and soil conditions. In 24 felds in Western Australia (WA), 
Queensland (Qld), and Tasmania (Tas), Australia, above ground biomass (AGB), 
canopy refectances, and the related yield indicators have been obtained in 414 sam-
pled areas. Forage yield and quality estimationare were being carried out by Geipel 
et al. (2021) in the range of 450–800 nm, and a UAV and an HSI were used to catch 
canopy refections grass–legume mixture in Southeast and Central Norway. In the 
proposed method, the PPLSR, neutral detergent fber (NDF), and SLR are used to 
determine the fresh (FM) and dry matter (DM) yields, as well as crude protein (CP) 
with RMSEFresh matter = 14.2%, RMSEDry matter = 15.2%, and RMSEcrude protein = 11.7%, 
none of the SLR models that were tested had acceptable prediction accuracies. A 
signifcant goal in precision agriculture is an estimate of the fruit yield in orchard 
blocks, as it facilitates future planning and productive use of resources by farmers. 
Gutiérrez et al. (2019) introduced a new HSI feld-based line-scan mango yield esti-
mation pipeline obtained from an unmanned ground vehicle. Models on hundreds of 
trees were validated, checked, and mapped. For research, the coeffcients of deter-
minations were up to 0.75 for the feld counts (18 trees) and 0.83 for the RGB mango 
counts (predicting 216 trees). 

Similarly, the estimation of corn yield was being carried out by W. Yang et al. 
(2021), and the hyperspectral imaging technique was used to develop a CNN classif-
cation model. Five maize development stages captured high-resolution hyperspectral 
photographs—V5 (5 leaves in blue collars), V8 (8 leaves in blue-colored columns), 
V10 (10 leaves in blue-colored columns), V12 (12 leaves in visible blue columns), and 
R2 (blister stage). The wavelet analysis was used to denote hyperspectral imagery 
and then to train and test the CNN model. Fast and precise biomass estimate and 
yield estimate enable effective plant phenotyping and crop management on site. B. Li 
et al. (2020) proposed strategic methodology to estimate the above growth bio-mass 
and estimate crop yield, a low-altitude, unmanaged aerial (UAV), and hyperspectral 
imagery data was obtained for a potato crop canopy during two development steps. 



 
  TABLE 1.4 

Summary of Most Relevant Work on Hyperspectral Imaging for Agricultural Applications for Inland Water and Moisture Estimation 

Objective 

Reconstruction of HIS from 
multispectral data for 
complex coastal and inland 
waters 

Measuring leaf water 
content 

Estimation of water 
productivity in winter wheat 

The moisture content of 
sweet potato slices of 
purple-feshed 

Detection of water stress in 
maize 

Moisture content of a single 
maize seed determination 

The moisture content of a 
single maize seed is 
estimated. 

Reference 

(Banerjee and 
Shanmugam 
2021) 

(Murphy et al. 
2019) 

Method/Devices Used 

MSI and HICO, DNN

 NDWI, MSI 

(Jin et al. 2018) AquaCrop model 

(Y. Sun et al. 
2017) 

(Naik et al. 
2020) 

(Z. Wang et al. 
2020) 

(Z. Wang, Fan 
et al. 2021) 

Contact ultrasound-assisted 
hot drying (CUHAD), 
moving average, Savitzky– 
Golay smoothing flter, MSC 

IW/CPE ratios of 0.6, 0.8, 
and 1.2, nitrogen level 
treatments (300 kg of N 
ha−1) 

LWNIR, HIS, UVE-SPA-
LS-SVM, PLSR 

Competitive Adaptive 
Reweighted Sampling 
(CARS) and Successive 
Projections Algorithm (SPA) 

Spectral Range 
(in nm) 
438–868 nm 

970–1,775 nm 

600–1,000 nm 

371–1,023 nm 

540–860 nm 

930–2,548 nm 

930–2,548 nm 

Result 

Successful reconstruction and 
validation of the hyperspectral 
radiances 

R2 = 0.35 
NDWI = 0.83 
MSI = 0.72 

R2 = 0.79 and RMSE = 0.12 kg/m3 

Rp 
2 = 0.9323, considered 

determining moisture content 

Leaf water content = 80% 
Leaf area index = 61% and leaf 
nitrogen contentment = 66% 

Correlation coeffcient of prediction 
(Rpre) = 0.9325 
RMSEP = 1.2109 

Prediction accuracy 
CARS-SPA-LS-SVM 
Rpre = 0.9311 ± 0.0094, 
RMSEP = 1.2131 ± 0.0702 
in 200 independent assessment 

Pros/Cons 

Local, regional, and global applications of 
society 

The effects of the quantifcation of 
hyperspectral imagery leaf water quality 
gained at space resolutions are high enough 
for individual components to be resolved 

5-year data collected and analyzed from 2008 
to 2012 

A fast and nondestructive process for 
estimating moisture content and freezable 
water content at various dehydration times 

System accuracy is less 

A wide range of seed samples of maize 
would still further refne the proposed process 

The highest prediction results are in 
CARS-SPA-LS-SVM with mixed spectra. 

Transparency estimation of (Wei et al. XGBoost, spatial resolution 400–1,000 nm XGBoost regression accuracy = 97% 1. RMSE is lowest, and MAE is moderate 
narrow rivers 2020) is 18.5 cm 400–430 nm RMSE = 2.515 cm 2. Simpler calculation-based algorithm 

GBDT, Ada Boost 680–840 nm MAE=2.008 cm 
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Six cultivars and various nitrogen treatments, potassium, and mixed compound 
fertilizers were used as feld tests. Crop height was measured using the disparity 
between the optical surface model and the RGB imaging models combining with 
the RReliefF function collection algorithm of two narrow-band vegetation indexes. 
Models for random forest regression showed good predictive precision with a deter-
mination factor (r2) > 0.90 for both fresh and dried above-ground biomass. Four 
narrow-band vegetation and crop height indices have been projected to yield crops, 
and images are collected 90 days after plantations (r2 = 0.63). An improvement in 
the yield prevision was shown by a partial regression model based on the maximum 
wavelength spectrum (r2 = 0.81). Table 1.5 summarizes the most relevant work on 
hyperspectral imaging for agricultural applications for inland water and moisture 
estimation. 

TABLE 1.5 
Summary of Most Relevant Work on Hyperspectral Imaging for Agricultural 
Applications for Crop Yield Estimation 

Objective Reference Method/Devices Spectral Result Pros/Cons 
Used Range (in nm) 

Estimation (W. Yang et al. CNN + HSI – Kappa coeffcient Estimates of 
of corn yield 2021) к = 0.69 corn yield using 

Classifcation CNN offered 
accuracy = insights on yield 
75.50% improvement 

Carrot yield (Suarez et al. Satellite 350–2,500 nm R2 < 0.57, p <0.05 The approach 
forecasting 2020) multispectral gives 

sensors (Sentinel-2 considerable 
and WorldView-3) value to logistics 

management 

Estimation (Foster et al. ASD FieldSpec 350–2,500 nm RMSEPLSR = 41 The fndings 
of the yield 2017) FR %. r2 = 0.72, and show that PLSR 
and N status spectroradiometer, RMSE = 4.6 Mg could be the best 
of bioenergy NNVI, and PLSR ha−1 predictor of fnal 
crops biomass yield 

using spectral 

Forage yield (Geipel et al. UAV, PPLSR, 450–800 nm RMSEFresh matter = None of the 
and quality 2021) neutral detergent 14.2% SLR models that 
estimation fber (NDF), SLR RMSEDry matter = were tested had 
2021 15.2% acceptable 

RMSEProtein content = prediction 
11.7% accuracies 

Prediction (Pang et al. CNN(1D and 400–1,000 nm Recognition Fast 
of corn 2020) 2D)+ HSI 900–1,710 nm accuracy = convergence 
seeds 90.11% (1DCNN) speed 

Recognition 
accuracy = 
99.96% (2DCNN) 
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1.3.5 PLANT DISEASE MONITORING, INSECT PESTICIDE 

MONITORING, AND INVASIVE PLANT SPECIES 

Farmers face major threats due to the emergence of various pests and diseases in 
the crops. Fungi, bacteria, viruses, and nematodes are some of the common rea-
sons for disease infections. Traditionally, most of the diseases were not diagnosed or 
suspected by the farmers as they lack knowledge about the crop diseases and solid 
required support and suggestions from the specialist. Hence, the diagnosis of disease 
infections in their early stage can protect the crops from real damage. For identifying 
plant diseases, image processing plays an important role in detecting and identify-
ing diseases only done by visual information. Zovko et al. (2019) proposed a model 
based on PLS-DA that was used to interpret the images, and PLS-SVM was used to 
classify the therapies for sensing grapevine drought stress. This study was conducted 
in a test vineyard in Dalmatia, Croatia, grown in an artifcially transformed karst 
terrain with a precision of more than 97%; PLS-SVM showed the potential to assess 
degrees of grapevine drought or irrigated treatments. In the past few decades, MSI 
and HSI cameras installed across aircraft and drones in visible and NIR zones have 
proved to be an effcient way of evaluating crop infection in a swift, reliable man-
ner. This way, it is possible to signifcantly minimize the time required to diagnose 
potential crop infection and simulation by adjusting the number of pesticides used 
for particular feld necessities by adopting selective pesticide tragedies. To highlight 
the internal quality of apple fruit slices, Lan et al. (2021) presented a novel method 
of assessing the heterogeneity of apple fruit that is emphasized in two successive 
stages with close-infrared hyperspectral imaging (NIR-HSI). The pictures of NIR-
HSI were acquired on the cut surface of six cross-slices per apple, systematically 
tested with a slice of fve to six cylinders. The NIR-HSI picture PCA permitted 141 
representative cylinders from the overall dataset to be chosen (samples 1,056), with 
spectrophotometric and chromatographies quantifed to include the contents of dry 
matter, total sugar (TSC), fructose, glucose, sucrose, malic acid, and polyphenols. 
The SVM model is proposed by Nagasubramanian et al. (2018) to identify charcoal 
rot disease in soybean stems with a spectral range of 383–1,032 nm and an average 
overall accuracy of 90.91%. 

The most broadly utilized practice in irritation and disease control is to shower 
pesticides over the cropping area consistently. This practice, albeit powerful, has 
a high fnancial and signifcant ecological expense. Discrimination of foliar biotic 
damages in rice was carried out by Z. Y. Liu et al. (2018), with the help of the hyper-
spectral refectance of symptomatic and asymptomatic rice leaves diseases. Which 
are affected with Pyricularia grisea Sacc, Bipolaris oryzae Shoem, Aphelenchoides 
besseyi Christie, and Cnaphalocrocis medinalis Guen was measured in the 350– 
2,500 nm spectral range in a laboratory. For yellow leaf curl disease detection in 
tomato leaves, Jinzhu Lu et al. (2018) used the HSI technique with the spectral range 
of 500–1,000 nm. Both background and the leaf area were analyzed to select sensi-
tive wavelengths and band ratios, using a grey level co-occurrence matrix (GLCM), 
24 texture features for extraction. Similarly, for the detection of target spot (TS) 
and bacterial spot (BS) diseases in tomatoes, Abdulridha et al. (2020) proposed 
a methodology based on multilayer perceptron neural network (MLP), stepwise 
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TABLE 1.6 
Summary of Most Relevant Work on Hyperspectral Imaging for Agricultural Applications for Plant Disease Monitoring, 
Insect Pesticide Monitoring, and Invasive Plant Species 

Objective Reference Method/Devices Spectral Result Pros/Cons 
Used Range (in nm) 

Detection of grapevine leaf (Z. Gao et al. 2020) Monte-Carlo, SVM, 690, 715, 731, MAX classifcation Six wavelengths (690, 715, 731, 1,409, 
roll disease in a red-berried GLD 1,409, 1,425, accuracy = 89.93% 1,425, and 1,582 nm) were sensitive to 
wine grape and 1,582 nm virus symptoms 

Yellow leaf curl disease (Jinzhu Lu et al. Grey level 500–1,000 nm Excellent results A validation set’s discrimination result 
detection in tomato leaves 2018) co-occurrence matrix was 100% based on its best threshold 

(GLCM)+ SVM value 

Detection of target spot (Abdulridha et al. Multilayer 380–1,020 nm Classifcation accuracy = In four types, tomato leaves were 
(TS) and bacterial spot (BS) 2020) perceptron neural 99% for both TS and BS classifed: stable, asymptomatic, early, 
diseases in tomato network, stepwise and late-stage development of the 

discriminant analysis disease 

Three-dimensional deep (Nagasubramanian DCNN 400–1,000 nm Classifcation accuracy = The approach focuses on an 
learning for plant disease et al. 2019) 95.73%, F1 score = 0.87 economically critical illness, red 
recognition charcoal, a fungal disease that affects the 

worldwide production of soybean crops 

Identifcation of soybean (Nagasubramanian SVM 383–1,032 nm Overall accuracy 90.91% Simplex system 
stem charcoal red disease et al. 2018) 

Diagnosis of plant cold (W. Yang et al. GLPF, Savitzky– 450–885 nm Coeffcient of correlation = High throughput 
damage 2019) Golay smoothing, 0.8219. Computational 

CNN effciencies: W22 = 41.8%, 
BxM = 35%, 
B73 = 25.6%, 
PH207 = 20%, 
Mo17 = 14% 
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Remote-sensing grapevine 
drought stress 

Rice foliar biotic damage 
classifcation 

Identifying corn seeds with 
varying degrees of freezing 
damage 

Assessment of rice leaf 
blast severity during late 
vegetative growth 

Broken kernel content of 
bulk wheat samples 
detection 

(Zovko et al. 2019) 

(Z. Y. Liu et al. 
2018) 

(J. Zhang et al. 
2021a) 

(G. S. Zhang et al. 
2020) 

(Ravikanth et al. 
2016) 

PLS-DA and 
treatments were 
classifed using 
PLS-SVM 

Principal component 
analysis and 
probabilistic neural 
network 

KNN, DCNN 

SVM, SRR 

PCR, PLSR, ten-fold 
cross-validation, 
LDA, QDA 

409–988 nm 

350–2,500 nm 

450–979 nm 

400–1,000 nm 

1,000–1,600 
nm 

Accuracy = 97% 

The overall accuracies for 
R, lg (1/R), R′ and (lg 
(1/R))′ were 97.7, 98.1, 
100, and 100%, and the 
Kappa coeffcients were 
0.962, 0.97, 1, and 1, 
respectively 

Accuracy = 97.55% 

Classifcation accuracy of 
jointing stage = 83.33%, 
booting stage = 97.06%, 
and heading stage = 
83.87% 

MSEP = 0.483 
SECV = 0.70 
r = 0.94 

Classifcation accuracy 
QDA = 89.8% ± 2.6%, 
LDA 87.7% ± 1.6 % 

PLS-DA identifed relevant wavelengths, 
which were linked to O—H, C—H, and 
N—H stretches in water 

Under laboratory conditions, the 
fndings demonstrated that hyperspectral 
remote sensing could distinguish 
between different diseases and insect 
damage to rice leaves 

Complex but accurate 

The SRR data reconstruction approach 
presented here can be used to evaluate 
the magnitude of the rice leaf blast 
during late vegetative development, as 
our results show 

PLSR performed better than PCR 
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discriminant analysis with the spectral range of 380–1,020 nm, and initial disease 
symptoms caused by different pathogens were the early lesions of TS caused by the 
fungus Corynespora cassiicola and BS caused by Xanthomonas perforans. At the 
same time, the image is collected by the UAV. Table 1.6 summarizes the most rel-
evant work on hyperspectral imaging for agricultural applications for plant disease 
monitoring, insect pesticide monitoring, and invasive plant species. 

1.3.6 AGRICULTURAL CROP CLASSIFICATION 

The identifcation and classifcation of the crop (CI) using HSIs is an important feld 
for research that considers different applications associated with agriculture. By Tan 
et al. (2018), an adaptive learning method for the Powell selective variance and Q-N 
multinomial LR classifcation was proposed. The (logistic regression). Here, the 
solution had dual steps, and the frst step concerned the swift method for the MLR 
classifcation. The second step concerned the selection of the most suited unlabeled 
samples. In addition, SVM is used to select the most informative unlabeled samples 
based on PDD (posterior density distribution). L. Wang et al. (2020) has proposed a 
compact and low-cost HSI handheld platform (called LeafSpec) for crop leaf imag-
ing with even better measurement accuracy than conventional HSI systems. In the 
experiment, they used the push-boron camera for HIS and the encoder system for 
leaf positioning and claimed that implemented technology could be helpful between 
two nitrogen treatments of corn plants in each genotype. Crop freezing destruction is 
a major agricultural catastrophe that affects the quality assurance of seeds. J. Zhang 
et al. (2021a) examined the possibility of integrating hyperspectral imaging with a 
deep convolutionary neural network (DCNN) to classify various freeze-damaged 
maize plants. The fndings indicate that the DCNN model has achieved the most 
satisfactory results with accuracy rates in the fve classifcation of 100% (entraining, 
validity, and testing), 96.9% (validation set), and 97.5% (testing set) with accuracy 
rates of 100% for the four-category classifcations as well as DCNN model perform-
ing best in the assessment indexes. The prediction and mapping of the capsaicin and 
dihydrocapsaicin contents in green pepper were carried out by Rahman et al. (2018) 
using hyperspectral imaging. The best result was obtained by normalizing the pre-
processed spectra with correlation coeffcients (Rpred) of 0.86 and 0.59, respectively, 
using PLSR with various spectral preprocessing techniques; the best performance 
was found by normalizing the preprocessed spectra with correlation coeffcients 
(Rpred) of 0.86 and 0.59, respectively. 

The prediction of plant physiological characteristics, including biomass, using 
hyperspectrum imaging systems for high-throughput plant phenotyping, was sug-
gested using multivariable spectral data modeling approaches. However, most of 
the proposed models are linear models such as an approximate area of leaves or 
plant biomass regression model that does not refect a properly nonlinear associa-
tion among the hyperspectral image data and anticipated phenomena. da Conceição 
et al. (2021) developed a rapid system for identifying fungi (Fusarium verticillioides 
and Fusarium graminearum) using near-infrared hyperspectral images combined 
with pattern recognition analysis and partial least squares discriminant analysis 
(PLS-DA) of images. Fifteen Fusarium isolates were used to validate the HSI-NIR 
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process and conduct subsequent research. For white maize classifcation, Sendin 
et al. (2019) presented a method based on grading regulations and stipulated in South 
African. In this method, the types of undesirable materials regarded were divided 
into 13 classes. Using principal component analysis (PCA) and partial least squares 
discriminant analysis (PLS-DA) modeling, two approaches to data analysis, pixel-
wise and object-wise, were studied. This approach results in a high occurrence of 
errors with a classifcation accuracy of 63–99%. 

The maize seed maturity classifcations are very important since they may 
improve yields. Z. Wang, Tian et al. (2021) presented a maturity classifcation of 
maize seeds using near-infrared hyperspectral imaging (NIR-HSI). The hyperspec-
tral photographs of the embryo and endosperm side of corn seeds were taken in the 
spectral range of 1,000–2,300 nm to detect the effect of spectra of different locations 
in maize seed for modeling. Overall, the study found that long-wave near-infrared 
hyperspectral imaging can be used to noninvasively and quickly quantify the MC in 
single maize seeds and that a robust and accurate model based on the CARS-SPA-
LS-SVM system combined with mixed spectral imaging can be developed. These 
fndings may be used to evaluate other internal consistency characteristics (such 
as starch content) of a single maize crop. Table 1.7 summarizes the most relevant 
work on hyperspectral imaging for agricultural applications for agricultural crop 
classifcation. 

1.4 CONCLUSION AND FUTURE SCOPE 

This review provides a comprehensive overview of recent applications and develop-
ments of HIS in agriculture. In this review article, the recent hyperspectral imaging 
technology application developments since 2015 are highlighted in evaluating the 
perceptual properties of various agricultural products, suggesting that hyperspectral 
imaging technology would have signifcant potential as a fast and noninvasive visual 
analysis tool. As most research relies on the study of spectral information and some 
studies have already demonstrated the effectiveness of the mixture of spectral and 
spatial information, we suggest that more studies on the use of data fusion techniques 
should also be performed. Multiband hyperspectral cameras could be combined with 
less costly devices such as smartphones, allowing for widespread use of this technol-
ogy in everyday life. Most used spectral region (400–1,000 nm). Most applied mul-
tivariate analysis is linear regression models includes PLSR and MLR, CNN, SVM, 
Savitzky–Golay smoothing, and RF. 

The current analysis also highlights the common challenges facing the hyperspec-
tral rice farming systems, which we believe are highly signifcant in developing the 
widely deployable rice cultivation technology applications, aiming to support effec-
tive agro-industrial rice cultivation. To achieve global sustainability needs, the broad 
rollout of the surveyed technical developments is key, a signifcant challenge in the 
current era. If such a methodology is successfully integrated into the decision-making 
process, a much more precise import/export rate will dramatically minimize future 
food waste and economic losses. For these purposes, an emphasis on developing low-
cost, user-friendly spectrum imaging instruments that can be deployed more eff-
ciently for growing operations of varying sizes is very important in future research. 



   

  
  

  
  

24 TABLE 1.7 
Summary of Most Relevant Work on Hyperspectral Imaging for Agricultural Applications for Agricultural Crop Classifcation 

Objective Reference Method/Devices Used Spectral Range (in nm) Result Pros/Cons 
White maize (Sendin et al. PLS-DA, PCA 1,118–2,425 nm Classifcation accuracy of Simplex system 
classifcation 2019) 1,219 and 1,476 nm PLS-DA = 63–99% 

(associated with starch), 
1,941 nm (associated with 
moisture), and 2,117 nm 

Corn seed variety (J. Zhang et al. DCNN, SVM, KNN 450–979 nm DCNN training accuracy = DCNN can classify corn seed 
classifcation 2021b) 100% varieties using spectral data 

Testing accuracy rate = processing and have better 
94.4%, and validation performance than the other two 
accuracy rate = 93.3%. 

Mapping the pungency of (Rahman et al. PLS, successive 1,000–1,600 nm Rpred = 0.86 Green pepper pungency can be 
green pepper 2018) projections algorithm SEP = of 0.09 assessed quickly 

(SPA)-PLS 

Emphasizing the intrinsic (Lan et al. Near-infrared – R 2 = cv 0.83, The models map total sugars and 
consistency of apple fruit 2021) hyperspectral imaging RPD = 2.39 dry matter content in each apple 
slices (NIR-HSI) and TSC 

R 2 = cv 0.81 
RPD = 2.20 

Prediction of intact (Riccioli et al. ANN 2900–1,700 nmRp (SSC)RMSECV = 0.87% ANN correlates hyperspectral 
oranges consistency 2021) (TA) RMSECV =0.23 g L− NIR photos of orange chemical 
parameters RMSECV =2.78 for MI parameters effectively 

RMSECV =1.11 for brima 

Maturity determination (Z. Wang, Tian Near-infrared HIS, partial 1,000–2,300 nm Classifcation accuracy was Technology for the rapid and 
of single maize seed et al. 2021) least square discriminant 98.7% accurate classifcation of maize 

analysis (PLS-DA seed maturity 
Adaptive boosting 
(AdaBoost) 
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Variety identifcation of 
coated maize kernels 

Corn leaf imager 

Using a Cartesian robotic 
platform for HIS of corn 
plants 

Predict sugar beet’s 
compositions and 
mechanical properties 

Variety discrimination of 
maize seeds 

Identifcation of wheat 
powdery mildew 

(C. Zhang et al. 
2020) 

(L. Wang et al. 
2020) 

(Z. Chen et al. 
2021) 

(Pan et al. 
2016) 

(S. Yang et al. 
2017) 

(L. Huang et al. 
2019) 

LR, SVM, CNN, RNN, 
and LSTM 

Leafspec, GSI, HSI 

Leafspec, planning 
algorithm 

PLRE, UVE 

Unsupervised joint 
skewness-based 
wavelength selection 
algorithm, PCA, MNF, 
SMACC, NWHFC, FCLS, 

SVM, develop a new 
vegetation index (NDVI1), 
LS-SVM, Relief-F 
algorithm 

874–1,734 nm 

– 

– 

500–1,000 nm 

924–1,657 nm 

636 nm, 784 nm 

Classifcation accuracy 
over 90% 

Nitrogen content (N2) and 
relative water content 
(H2O) with 
R2

N2 = 0.880, 
R2 = 0.771, 
RMSEN2 = 0.265 
RMSEH2O 0.049 

Average cycle time of 86 s. 
The R2 value of 0.7307 
Nitrogen treatments with 
P-values of 0.0193 and 
0.0102 

Correlations of 0.75–0.88 
SEP = 0.95–1.08 

Classifcation accuracy = 
96.57% 

Coeffcient of 
determination (R2) of 
0.75–0.49 

Results demonstrated hyper-
specifc images from near-
infrared felds with deep learning 
approaches to distinguish coated 
maize varieties 

Low cost 

The machine engineer had similar 
results in feld experiments with 
human operators 

Simpler algorithm 

Simplex growing algorithm 

The study fndings will provide a 
useful guideline for the 
calculation of wheat PM using 
the hyperspectral data on the feld 
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2.1 INTRODUCTION 

Corona is a group of viruses that cause disease in mammals. COVID-19 (Co from 
corona, Vi from Virus, and D stands for Disease, and it was introduced by World 
Health Organization [WHO] on December 31, 2019) is one of the corona family. 
The very prime victim was confrmed in China—Wuhan city (Guangdong state), 
also known as Wu Flue. COVID-19 has got the longest genome of RNA (Robo 
Nucleic Acid), approximately 26–32k long. COVID-19 malignant might be the most 
widely recognized kind of disease among inquest folks in the entire world (Botta 
A. et al. 2016). In 2017, it had been the third signifcant reason for biting the dust 
from COVID-19 in men in the United States, with around 161,360 most recent cases 
which represented 19% of most new disease occurrences and 26,730 fatalities, which 
showed 8% of most malignant growth passing (Cheng J.-Z. et al. 2016). Despite the 
fact that COVID-19 might be defned as basically being dangerous, whenever found 
in the main stages, the achievement rates are exorbitant due to block movement of 
the condition (Gozes O. et al. 2020). Accordingly, compelling monitoring and early 
conclusion are fundamental for expanding a patient’s endurance. Figure 2.1 shows 
the real-time dataset of COVID-19. 

2.1.1 GRAPH FOR DEATHS 

Machine learning (ML) is a process to classify and forecast information from the 
given dataset. The accuracy depends upon the learning problem. Statistical consis-
tency is a fundamental notation in supervised and unsupervised learning (Jiang F. 
et al. 2019). Here, we are providing foundations of a unifed framework for studying 
the problem of consistency for a general multiclass learning problem, thereby gener-
alizing many known past results for specifc learning problems (Jing Q. et al. 2014). 
The majority of multiclass learning problems in practice use an evaluation matrix 
based on a loss matrix, and the most prevalent algorithms for such problems are sur-
rogate minimizing algorithms, which are characterized by surrogate loss. If surro-
gate loss is convex, then the resulting surrogate minimizing algorithm can be framed 
as a convex optimization problem and be solved effciently. The study is divided into 
three parts: in the frst part, we try to describe calibrated surrogate losses which 
lead to a consistent surrogate-minimizing algorithm for a given loss matrix. We will 
discuss necessary and suffcient conditions under which calibration happens, based 
on geometric properties of the surrogate loss and true loss. In the second part, we 
discuss about convex calibration dimension that characterized the intrinsic diffculty 
(Lakshmanaprabu S. et al. 2019) of achieving consistency for a training problem. In 
the last and third section, we discuss generic procedure to conduct convex calibrated 
surrogate. In the clinical imaging feld, PC helped acknowledgment and conclusion 
(CAD), which truly is a blend of imaging trademark anatomist and ML grouping, 
has demonstrated the role of planning in supporting radiologists for exact analysis, 
diminishing the fnding time and the expense of determination (Li L. et al. 2020). 
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FIGURE 2.1 Real-time dataset of COVID-19. 

Source: https://data.humdata.org/dataset/novel-coronavirus-2019-ncov-cases 
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Deep learning (DL) strategies have indicated promising outcomes in an assort-
ment of PC vision undertakings, for example, division, arrangement, and article dis-
covery. These techniques comprise convolutional layers that can extricate various 
low-level nearby highlights to be lifted up to a signifcant level worldwide. A com-
pletely associated layer toward the fnish of the convolutional neural layers changes 
over tangled highlights into the probabilities of specifc names, for example, clump 
standardization layer, which standardizes the contribution of a layer with a zero mean 
and a unit variation, and dropout layer, which is one of regularization strategies that 
overlook haphazardly chosen hubs, have appeared to improve the exhibition of pro-
found learning-based techniques (Litjens G. et al. 2017). All stuffs are considered to 
accomplish persuading execution, ideal blends, and structures of the layers just as 
exact calibrating of hyperparameters is required. This remaining part as one of the 
principal diffculties of profound learning-based strategies when applied to various 
felds, for example, clinical imaging (McIntosh K. et al. 2020;Narin A. et al. 2020). 

The proposed method in this chapter performs cut-level discovery, also utilizing a lot 
bigger sample size with better execution analysis. Quiet-level calculations order patients 
into with and without PCa. It is commonly a moving undertaking to blend ROI-based 
or cut-level outcomes with quiet-level outcomes. The exhibition of profound learning-
based strategies to nonprofound learning put together techniques with respect to the 
arrangement of COVID-19 virus MRI cuts versus non-COVID-19 virus MRI cuts with 
172 patients. They assessed their VGGNet-propelled seven layers (fve convolution lay-
ers and two internal item layers). CNNs’ classifer’s presentation is dependent on cross-
approval. To start with, they arranged each cut of a given patient and afterward changed 
over the cut-level outcomes into persistent-level outcomes by a basic democratic tech-
nique and accomplished the patient-level AUC of 0.84, affrmative expectation esteem 
(APV) of 79%, and negative forecast esteem (NPV) of 77% (Pirouz B. et al. 2020). In 
this work, we accomplished comparable outcomes with an autonomous test set and a 
bigger sample size. The main characteristics of this project are as follows: 

1. In contrast with past endeavors to anticipate PCa repeat utilizing just H&E 
recolored tissue pictures, our methodology doesn’t depend on creating 
highlights. Rather, we utilize profound fguring out how to naturally get 
familiar with a chain of command of highlights to differentiate repetitive 
from nonintermittent morphological examples. 

2. We propose a two-phase profound learning-based way to deal with charac-
terized H&E recolored tissue pictures to anticipate a PCa repeat likelihood. 
This methodology can be expanded to anticipate other fne-grained tissue 
classes, for example, malignant growth grades, types, and atomic sub-kinds 
of disease of different organs for exactness treatment arranging. In the frst 
stage, we utilize a convolutional neural system (CNN)to distinguish the 
atomic focuses with high precision in a given tissue picture. The proposed 
core location calculation was done to identify both epithelial and stromal 
cores in COVID-19 just as non-COVID-19 areas of tissue pictures. 

3. The subsequent stage utilizes another adjusted CNN which takes patches 
on the identifed atomic focuses as a contribution to assess fxed insight-
ful disease repeat likelihood as its yield. This stage can, without much of 
a stretch, be modifed and retrained to foresee the likelihood of various 
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sub-kinds of COVID-19 in various sorts of tissue pictures. The fnal sub-
type likelihood of a given patient (likelihood of repeat) is controlled by 
accumulating its fxed shrewd probabilities dictated by the adjusted CNN 
(Rahimzadeh M. et al. 2020). 

4. We use shading standardization as a prehandling venture to fx the impact 
of undesirable varieties in tissue pictures because of recoloring and exam-
ining contrasts across medical clinics. We are considering features of the 
images based on color combination (Ronneberger O. et al. 2015). 

Our pipeline contains fve independently prepared modifed CNN engineering that 
is motivated by ResNet, a decision tree-based component extractor, and a Random 
Forest classifer. For the accuracy of the exhibition, we isolated the dataset into three 
separate sets, the preparation, approval, and test sets, and guaranteed that the test 
set was never observed by the classifer during preparing and tweaking. Our classi-
fer’s presentation on the free test set was better and more vigorously looked at than 
comparative examinations that proposed CAD devices for COVID-19 virus discovery 
utilizing profound modifed CNNs (Song F. et al. 2020;Srinivasulu Asadi et al. 2020). 

2.2 WHAT WE COVER IN 

The corona has four family members Alphacoronavirus, Betacoronavirus, Gamma-
coronavirus, and Deltacoronavirus. These techniques are applicable to three types of 
infections excluding Gammacoronavirus. Alphacoronavirus and Betacoronavirus 
infect only mammals such as humans, pigs, bats, and cats. Gammacoronavirus 
affects only birds, while Deltacoronavirus infects both mammals and birds. Different 
family of the virus shows different symptoms in animals such as in chicken, as it 
causes upper respiratory tract disease in them, but in cows, pigs, and turkeys, it causes 
bad cold and diarrhea. This is causing with mortality rate approximately 3%—15%. 
The source of this virus is not yet identifed (bats, snakes, etc.). 

2.3 LITERATURE SURVEY 

Siegel, R.L., Miller, K.D., Jemal fle://H:\Asadi Srinivas Books for Preview\Pirouz 
B, Shafee Haghshenas S, Shafee Haghshenas S, Piro P. Investigating a serious 
challenge in the sustainable development process: analysis of confrmed cases of 
COVID-19 (a new type of coronavirus) through a binary classifcation using AI and 
regression analysis. Sustainability 2020; 12(6):2427. Pirouz B. et al. (2020) proposed 
“COVID-19 journal for clinicians.” This paper attempts to decipher the real number 
of deaths caused in 2013 by age owing to driving reasons (12) and owing to COVID-
19 disease (5). Population-based malignancy occurrence information in the United 
States has been gathered by the National COVID-19 Institutes. 

The NAACCR announced that all malignancy cases were characterized by the 
ICD for Oncology with the exception of adolescence and preadult COVID-19s, which 
were arranged by the ICCC. The reason for death is grouped by the ICD. Whenever 
conceivable, disease frequency rates introduced in this chapter were balanced for 
delays in detailing, which happened on account of a slack in the event that catch or 
information redresses (Srinivasulu Asadi et al. 2020). 
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FIGURE 2.2 Male vs. female COVID-19 infection rates. 

Source: https://data.humdata.org/dataset/novel-coronavirus-2019-ncov-cases 
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The latest year for which rate and mortality information are accessible slacks 2 to 
4 years behind the present year because of the time required for information assort-
ment, accumulation, quality control, and spread. The quantity of intrusive disease 
cases was assessed utilizing a three-advanced spatio-worldly model dependent on 
excellent rate information from 52 states and the District of Columbia represent-
ing around 94% populace. This strategy can’t appraise quantities of malignancies 
since information on the event of these COVID-19s is not be required accounted for 
in disease vaults (Srinivasulu Asadi et al. 2017). Figure 2.2 shows male vs. female 
COVID-19 infection rates. 

The lifetime probability of being determined to have an intrusive malignancy 
level is more for men (52%) than for women (48%) hazard (Sun D. et al. 2020). 
Mild and marginal cerebrum COVID-19s are excluded from the 2016 case gauges 
in the light of the fact that the computation strategy requires recorded information, 
and these COVID-19s were not required to be accounted for until 2004. COVID-19 
frequency rates expanded in kids and young people by 0.6% every year from 1975 
through 2012 (Srinivasulu Asadi et al. 2017). 

2.4 RELATED WORK 

2.4.1 EXISTING SYSTEM 

Confusion matrix are tables that add to existing network to better detect positive or 
negative COVID-19 cases and false cases of COVID-19. The output is better over-
all performance and accuracy. The unstructured COVID-19 image dataset and a 
few cases of COVID-19, by using the proposed approach, can have better COVID-
19 detection along with the other classifcation detection (Vasilomanolakis E. et al. 
2015). The precision of the COVID-19 class is low in fndings, in comparing with 
other detecting COVID-19 from X-ray chest image dataset, the tested neural net-
works on a larger number of image datasets. The test image datasets were much 
better than trained dataset images. As is implemented earlier, because of the reason 
of less number of cases (i.e., 42 cases) of COVID-19 and 12,381 cases from the other 
two classes, the false positives rate of the COVID-19 class will become higher than 
true positives rates (Wang L. et al. 2003;Wang S. et al. 2020). 

For example, in the frst fold, the concatenated network detected 26 cases cor-
rectly out of 31 COVID-19 cases, and from 11,271 other cases, it only mistakenly 
identifed 68 cases as COVID-19 (Yang R. et al. 2020;Zreik M. et al. 2018). If we 
had equal samples from the COVID-19 class as from the other classes, the precision 
would become high in value. Still, because of having few COVID-19 cases and many 
other cases for validation, the precision would become low in value. 

Disadvantages of Existing System are as follows: 

• Less accuracy. 
• High time complexity. 
• Low performance. 
• High computational cost. 
• Uses a lot of training data. 
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2.5 PROPOSED SYSTEM 

Modifed CNNs are the most mainstream profound learning models for handling 
multidimensional cluster information —for example, shading pictures. A run-of-the-
mill modifed CNN comprises different convolutional and pooling layers followed 
by a couple of completely associated layers to all the while get familiar with an ele-
ment order and characterize pictures. It utilizes blunder back spread—a profcient 
type of inclination plunge—to refresh the loads interfacing its contributions to the 
yields through its multilayered architecture. Figure 2.3 express architecture of modi-
fed CNN. 

In this chapter, we present a two-phase approach utilizing two separate modifed 
CNNs. The main modifed CNN distinguishes cores in a given tissue picture, while 
the second modifed CNN takes patches focused at the identifed atomic focuses as 
a contribution to anticipate the likelihood that the fx has a place with an instance of 
PCa repeat. Before portraying our modifed CNN models, we present the subtleties 
of the information we used to build up the proposed PCa repeat model. 

Advantages of Proposed System: 
The advantages of proposed system are as follows: 

• High accuracy. 
• Low time complexity. 
• High performance. 
• Reduces the computational cost. 
• Even works with a small amount of training data 
• Deep convolution neural networks based on the addition of exception and 

ReNet60V3 to improve the performance and accuracy. 
• Proposed training approach for dealing with unbalanced information datasets. 

FIGURE 2.3 Express architecture of modifed CNN. 
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• Evaluation of deep networks on 1203 COVID-19 chest X-ray image datasets. 
• Evaluated ResNet60V3 and exception on COVID-19 image dataset and 

compared with a proposed neural network. 

2.6 SYSTEM DESIGN AND IMPLEMENTATION 

System design is the strategy or forte of portraying the plan, fragments, parts, 
relations, and information for architecture to fulfll important. It is the utilization 
of unstructured and structured guesses to think in a right way, with spread and 
joint effort of sets with structures’ assessment, systems building, and plans. 
Execution or profciency is calculated as per the yield given by the application. 
Prerequisite details particularly have a signifcant infuence on the investigation 
of a framework. Just when the prerequisite details are appropriately given, it is 
conceivable to structure a superior framework, which will ft into the required 
condition. It rests to a great extent with the clients of the current framework to 
give the necessary particulars since they are the individuals who at last utilize the 
framework. 

2.7 PAPER IMPLEMENTATION DETAILS 

2.7.1 SYSTEM MODULES 

There are three modules: 

• Collecting data sources 
• Preprocessing datasets 
• Feature learning 

2.7.1.1 Collecting Data Sources 
Here, two types of datasets are used to perform risk assessment. 

2.7.1.2 Data in Structured 
It cited to information of high level of relation, to such a level that incorporation 
in a network database is accurate and frequently searched by fundamental, indirect 
browsing through web computation or hunt activities. This is commonly seen with 
.csv format. 

2.7.1.3 Preprocessing Datasets 
• Features, i.e., attributes through which patients are affected are extracted 

from the datasets. 
• Preprocessing may be eliminating duplicate values and adding missing 

values. 
• Each feature importance in affecting the patient can be found using correla-

tion analysis or in max pooling stages. 
• In case of unstructured data need to process to structured data with target 

class 
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2.7.1.4 Feature Learning 
• The extracted features are passed into modifed CNN layers to train the 

neural network structure is used. 
• Then extract the high-level features from the modifed CNN 
• Modifed CNN consists of the following layers in this model: 

1. Data input layer 
2. Hidden layers 
3. Data output layer 

• This neural network has parameters (w,b) = {h1, h2, h3, b1, b2, b3}. 
• The accuracy rate is predicted. 
• The results demonstrate that our method has the advantage to infer the pre-

diction of such fatal diseases over the other three methods KNN, decision 
tree, and Gaussian Naive Bayes). 

Here, implementation goes on with structured data and unstructured data, and then 
the obtained results are compared with performance metrics. Through them, one can 
know the best method for predicting the risk of hypertension. 

2.7.2 IMPLEMENTING USING STRUCTURED DATA 

This is done using three machine learning (ML) and deep learning algorithms 
like Bayesian networks, decision tree, and KNN. For implementation, one can use 
Python, and implementation starts with the following steps, 

• Load the dataset in .csv format. 
• Then preprocess the data to remove any noisy data. 
• Some correlation analysis needs to be done so that how attributes are related 

to target class using heat map in correlation matrix with diverging palette 
is known. 

• There is a need to divide the dataset for training purposes to build the 
model. 

• Like here, the cardinality of dataset is 303*14. So there is a need to split 
the data by giving test size and random state. Here, test size is mentioned as 
33%; so 203 rows are needed for training the model and the rest 100 rows 
are needed to test the model, and this could be randomly divided as random 
state is given. 

• Here, while doing this, splitting target class must not be included as the 
model is developed using only attributes. 

Then after splitting, always scale the features after splitting the dataset because we 
want to ensure that the validation data is isolated. This is because the validation data 
acts as new and unseen. Any transformation on it will reduce its validity. Now, we are 
fnally ready to create a model and train it. Remember that this is a two-class clas-
sifcation problem. We need to select a classifer, not a regression. Let’s analyze three 
models: decision tree classifer, Gaussian Naive Bayes classifer, and KNN classifer. 
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2.7.3 K-NEAREST NEIGHBOR 

The KNN regression is a preparation of dataset and the nearest m case in the prepa-
ration informational collection. For KNN, which is required to decide the estimation 
of separation and the choice of m value? The information is standardized at frst in 
experiment. At that point, the Minkowski distance separation is utilized to gauge the 
separation. With respect to the choice of parameters m, we found this model is the 
best ft when m is valued at 6. The algorithm is as follows: 

2.7.3.1 Data Input 
Information data classifcation Z, which is a set of training rows and their related 
labeled classes; 

K-value; 

2.7.3.2 Output 
KNN model ids built 

2.7.3.3 Method 
1. Start 
2. Defne k-value and simu() function 
3. Train the dataset D 
4. For each instance Di in training set and y in test set 
5. Evaluate simu(y,Di) 
6. k biggest scores of simu(y, Di) has to be found 
7. Evaluate simu_avg for KNNs 
8. If simu_avg is greater than threshold value, then 
9. y is COVID-19 patient 

10. otherwise y is not a COVID-19 patient 
11. Stop 

2.7.3.4 Neural Networks 
• Neural Network is a mathematical and computational measure called arti-

fcial neural networks neurons. 
• Inspired by the neural activity in the brain, they try to replicate simi-

lar behavior mathematically (practically far simpler than neurons in the 
brain.) 

• Neural networks are better than traditional ML algorithms and perform 
well with huge data. 

• Because ML algorithm’s performance saturates when dataset size grows. 
• Input layer is where data is provided. 
• Each neuron in the input layer corresponds to the value of a feature. 
• Hidden layer is where computation takes place. 
• Simple neural networks generally contain one or two hidden layers. 
• Output layer generates the result of the neural network. 
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2.7.3.5 Procedure 
Implementing the modifed CNN is through using unstructured data because this 
predicts with high accuracy. The entire computation could be seen in hidden layers. 
This could be done in fve stages. 

• At frst the unstructured data which consists of patient’s data is taken to 
create vector values. 

• Then, the data is organized into two columns such that one with text and 
the other with target class train the neural network and test the predictions 
using the vector values. 

2.7.3.6 Step 1: Representation of Text Data 
1. Each word can be represented as a vector of numerical qualities (a section 

grid). 
2. Analysis is represented as a Zd-dimensional vector, where d = 60, i.e., we speak 

to each word as a section vector (segment framework) containing 60 lines. 
3. Presently, the content can be represented by attaching the segment vectors; 

meaning we can stack up the section vectors one next to the other to make 
a network of measurement d × n. (Just words are stacked next to each other 
in a sentence.) 

2.7.3.7 Step 2: Convolution Layer of Text MCNN 
4. Start a pointer at position 1. 
5. Expecting the pointer is at the position I, take words in indexes J-2, J-1, J, 

J+1, J+2. 
6. Transpose every one of them to shape push grids of 50 segments and annex 

them next to each other, changing them into a solitary column vector of 
size 50 × 5. 

7. Add the pointer and change to a new line. 
8. For frst, second, n –1, and nth words, we have openings, i.e., for the essential 

word, we don’t have two past words. In such a case, fll them with zero vectors. 
9. Toward the fnish of the aforementioned procedure, we get an n × 250 sized 

network which is our convoluted grid. 
10. The weight network W1∈ R100×250 is of size 100 × 250. This means we 

are expecting the neural system to separate 100 highlights for us. 
11. Presently, we complete the accompanying computation. 

H1
i,j =f(W1[i]·sj+b1) 

12. This is the speck result of lattices. B1 is a segment network of 100 lines. 
Inclination is utilized to move the learning procedure. 

13. Without including it, it is straightforward weighted whole of highlights, 
and there is no learning procedure. 

14. We get a 100 × n element chart h1; f is an actuation work which is utilized 
to get nonlinearity. We utilized tanh actuation work. 

H1= (h1
i,j)100×n 
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2.7.3.8 Step 3: POOL Layer of Text-Modifed CNN 
15. From the element diagram h1 which is 100 × n dimensional, we pick the 

most extreme component in each line of the lattice acquiring 100 greatest 
qualities from each line. 

16. From these 100 qualities, we develop a 100 × 1 lattice h2 (segment vector). 
17. The explanation of picking max pooling activity is that the job of each 

word in the content isn’t totally equivalent; by most extreme pooling we 
can pick the components which assume a key job in the content. 

18. Before the fnish of Step 3, we have separated 100 highlights from unstruc-
tured information. 

max 
H1:hj

2= hi,j 
1j=1,2,· · · ,100 1<= <=i n  

2.7.3.9 Step 4: Full Connection Layer of Text-Modifed CNN 
19. At that point, give this grid as a contribution to a neural system which 

conveys the accompanying calculation which is like that of in sync 2 (dot 
result of networks). 

20. W3 is the weighted network of full association layer and b3 is inclination. 

H3 =W3h2 + b3 

2.7.3.10 Step 5: Modifed CNN Classifer 
21. Max classifer as yield classifer which predicts the danger of the disease 

(high or low). 
22. This calculation goes with the sigmoid formula and calculates the probabi-

listic value to predict. 
23. The algorithm or step-by-step procedure is as follows: 

# at frst, unstructured data is taken and sent to word2Vec algorithm to cre-
ate vector values. 

24. train pd.read_csv(fname) 
25. train t rain[TEXT] 
26. train train.str.lower() 
27. corpus train.str.split() 
28. patientcorpus Word2Vec(corpus, size=50,min_count=3) 
29. patientcorpus.save(patientwordvec) 
30. # Then data is organized so that one contains text and other contains target class. 
31. P, Q create_placeholders(n_H, n_W, n_C, n_y) 
32. parameters initialize_parameters() 
33. R2 forward_propagation(P, parameters) 
34. cost compute_cost(R2,Q) 
35. Optimizer tf.train.GradientDescentOptimizer(learningRate=learningR 

ate).minimize(costing) 
36. inittf.global_variables_initializer() 
37. with tf.Session() as sess: 
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38. sess.run(init) 
39. for step in range (numOfSteps): 
40. epcost 0. 
41. for j in range (0,m): 
42. d = j+1 
43. temp_cost = sess.run([optimizer,cost] 
44. feed_dict={P:P_train[j:d][:][:][:],P:Q_train[j:d][:]} 
45. epcost += temp_cost 
46. if print_cost == True; 
47. print (“Cost after step %i: %f” % (step, epcost)) 
48. if print_cost == True and epoch % 1 == 0: 
49. costs.append(epcost) 
50. correct_prediction = tf.equal(R2, Q) 
51. predict_op = R2 
52. Calculate accuracy using training dataset and test dataset 

2.7.4 LOGICAL FLOW OF NEURAL NETWORK 

In this, one can observe that at frst input value is sent to neural network, and then based 
on weights convoluted matrix is built. Then, predictions are made and are adjusted by 
calculating squared mean error or loss function. This loss score is done by using gra-
dient descent optimizer, and then weights are updated again and prediction goes on. 

2.8 RESULTS 

Figure 2.4 projects execution fow of COVID-19 dataset, Figure 2.5 shows execution 
fow of COVID-19 dataset, and Figure 2.6 shows iteration vs cost. 

FIGURE 2.4 Execution fow of COVID-19 dataset. 
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FIGURE 2.5 Execution fow of COVID-19 dataset. 

FIGURE 2.6 Iteration vs cost. 

For the exhibition assessment in the test, initially, TP, FP, TN, and FN repre-
sent obvious positive, bogus positive, genuine negative, and bogus negative, indi-
vidually. At that point, we can get four estimations: exactness, accuracy, review, and 
F1-measure as follows: 

TP +TN
Accuracy = 

TP + FP +TN + FN 
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TP
Precision = 

TP + FP 

TP
Recall = 

TP + FN 

2XPrecisionXRecallF1− measure = 
Precision + Recall 

• The accuracy of decision tree: 71.0% 
• The precision of decision tree: 67.24137931034483% 
• The recall of decision tree: 79.59183673469387% 
• The F1-score of decision tree: 72.89719626168225% 
• The accuracy of KNN: 68.0% 
• The precision of KNN: 68.08510638297872% 
• The recall of KNN: 65.3061224489796% 
• The F1-score of KNN: 66.66666666666666% 
• The accuracy of Naive Bayes: 84.0% 
• The precision of Naive Bayes: 83.6734693877551% 
• The recall of Naive Bayes: 83.6734693877551% 
• The F1-score of Naive Bayes: 83.6734693877551% 

In organized information or structured data, the NB classifcation is the best in test. 
In any case, it is likewise seen that we can’t precisely anticipate whether the patient 
is in a high hazard as indicated by the patient’s age, sex, clinical lab, and other orga-
nized information. In other words, on the grounds that cerebral dead tissue is an ail-
ment with complex side effects, we can’t foresee where the patient is in a high hazard 
gathering just in the light of these straightforward highlights. 

• The train accuracy of modifed CNN: 1.0 
• The test accuracy of modifed CNN: 90.90909090909091% 
• The precision of modifed CNN: 83.6734693877551% 
• The recall of modifed CNN: 83.6734693877551% 
• The F1-score of modifed CNN: 83.6734693877551% 

Taking everything into account, for illness chance demonstrating, the precision 
of hazard expectation relies upon the assorted variety highlight of the medical clinic 
information, i.e., the advantage is the element portrayal of the ailment, the more the 
exactness shall be. To fnd the precision rate, one can arrive at 90.00% to all the more 
likely assess the hazard. Project Execution Time: It takes few seconds for the execu-
tion. The project execution also depends on the system performance. System perfor-
mance is based on the system software, system hardware, and space available in the 
system. Figure 2.7 shows COVID-19 input dataset, Figure 2.8 expresses COVID-19 
test dataset, Figure 2.9 represents patients with and without COVID-19 virus, Figure 
2.10 shows execution time between COVID-19 virus dataset and number of proces-
sors, Figure 2.11a shows screenshot of experiment result, and Figure 2.11b projects 
COVID-19 data size vs. accuracy. 
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FIGURE 2.7 COVID-19 input dataset. 

FIGURE 2.8 COVID-19 test dataset. 

Input: We are taking 960 image datasets for the input from the database. 

Train Data: 
Test Data: 
Execution Environment: 

2.9 CONCLUSION 

To the best of the information, none of the current work concentrated on both orga-
nized and unorganized information types in the territory of clinical huge information 
investigation. Contrasted with several typical prediction algorithms, the proposed 
framework creates high exactness, superiority, and high convergence speed. The 
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FIGURE 2.9 Patients with and without COVID-19 virus. 

FIGURE 2.10 Execution time between COVID-19 virus dataset and number processors. 
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FIGURE 2.11A Screenshot of experiment result. 
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FIGURE 2.11B COVID-19 data size vs. accuracy. 

proposed modifed convolutional neural networks algorithm uses organized and 
unorganized data from hospitals. Data mining ML and deep learning play a vital 
role in many subjects such as ML, AI, and big data systems. The important objec-
tive of this system is to increase the performance and accuracy of the model. This 
COVID-19 dataset will increase the accuracy of more algorithms, but the CNN and 
logistic and linear regression perform in a better and improved way. Many advanced 
approaches will be used to enhance the performance and accuracy of the model in 
the future. Contrasted with a few regular prediction algorithms, the forecast exact-
ness or accuracy of our proposed algorithm arrives at 91% with an assembly speed 
which is more accurate than other algorithms. 

This chapter presents a combination of neural networks based on CNN and 
VGGNet networks for dividing the chest COVID-19 images falling into three types 
of COVID-19 positive, pneumonia positive, and negative cases. Two open-source 
datasets are the combination of 180 and 960 images’ dataset from patients infected 
with pneumonia and COVID-19. A total of 8,851 images from normal people and 
a few images of the positive or negative COVID-19 class are presented. The pro-
posed technique for training the convolutional neural network when the dataset is 
unbalanced. The training dataset is divided into parallel eight phases. There are total 
960 images (pneumonia: 434, COVID-19: 249, normal: 277) in each category. The 
selected number of each class is almost equal to each other in each category so that 
our network can learn COVID-19 characteristics including the features of the other 
two classes that are normal and pneumonia. The images from normal and pneumo-
nia classes were different so that the network could differentiate COVID-19 from 
other classes. The training dataset included 960 images, and the rest of the images 
were allocated for evaluating the network. We used the tested and tried method to 
test our model on a large number of images so that our real achieved accuracy would 
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be clear. The proposed model reached an average accuracy of 99.50%, and 80.53% 
sensitivity, and the fnal accuracy fell between 92.6% and 1.63%. This model will 
be publicly available for medical diagnosis and will require larger datasets from 
COVID-19 positive, and accordingly the accuracy and performance of the proposed 
model will increase further. 
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3.1 INTRODUCTION 

The dawn of human civilization saw the rise of monarchy across the world. Right 
from then on, the world has seen many different forms of government including 
authoritarianism, theocracy, and dictatorship and, fnally, evolving into the modern-
day democracy. Nonetheless, the immense popularity of democracy lies in the con-
cept of choosing a people’s government which, in turn, gives rise to the concept of 
conducting free and fair elections to choose the people’s government. Traditionally, 
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many different forms of voting practices have been in existence. The most notable 
ones are paper ballots. Though a very simple and cost-friendly method of voting, it 
suffered the high-end problem of being an insecure method. As a result, the electronic 
voting system was developed to ensure a traceable and verifable voting process. 

With the evolution of the modern-day distributed computing technology, a highly 
enhanced tool for recording information has been developed which is termed as the 
“Blockchain Technology” or “Distributed Ledger Technology.” A technology based 
on the functioning of a peer-to-peer network, it comprises a digital ledger of transac-
tions having the capability of replicating and getting dispersed across all computers 
on the peer-to-peer network (Adeshina et al. 2019). 

The key features that make blockchain technology a strong and undauntable 
contender for being a viable and secure solution to the E-voting process are its 
immutability, transparency, digital freedom, decentralized services, better security, 
cost-effectiveness, and improved effciency. Thus, being the proud possessor of a 
multifeathered cap, blockchain technology is, indeed, an ideal contemporary solution 
to the present insecure, volatile, and vulnerable E-voting system. The remainder of 
this chapter will describe the development of blockchain technology and its effective 
deployment in the E-voting system, concluding with a case study of the present-day 
E-voting system in India—the largest democracy in the world (Abuidris et al. 2019). 

3.2 METHODS USED FOR VOTING 

As has been discussed earlier, many different forms of voting practices have been in 
existence over the years. The most popular ones are the paper ballots, E-voting, and 
i-voting practices which are described in the subsequent sections. 

3.2.1 PAPER BALLOTS 

This is the most primitive form of voting practice that has been prevalent in society 
even until the last decade. A very simple procedure to execute, the voter casts the 
vote for his/her favorite contender through pen and paper. The notable benefts of 
this method are that it is cost-effective, easy to use, and can be deployed across all 
sections of society irrespective of the literacy level. No particular high-end techno-
logical skill set is required to cast a vote through this method. As a result, for soci-
eties having a small and constrained population, paper ballots deem to be the most 
popular form of voting (Alam et al. 2018). But the problem arises when a society 
comprises an ever-increasing population, thus giving rise to an exponential incre-
ment in the number of voters each time an election is conducted. Serious threats like 
booth polling and buying of votes undermine the very ideology of a free and fair 
election and pave the way for a fnancially powerful and dictator government and 
not a people’s government to come into existence. As a result, due to its many-sided 
fallacies, this method of voting has eventually been discarded (Adiputra et al. 2018). 

3.2.2 E-VOTING 

A comparatively new voting method, the E-voting or electronic voting practice takes 
the help of electronic means to cast and record votes. The E-voting practice can be 
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implemented through either standalone systems called the EVMs (Electronic Voting 
Machines) or computers connected together across the Internet (Al-madani et al. 
2020). Specialized vote-polling devices like punched cards and Direct-recording 
Electronic Voting systems can be used. A plethora of advantages come along with 
the E-voting practice. These include speeding up of the ballot counting process, 
reduced expenses on manual counting of votes, rapid publication of election results, 
remote casting of votes from an individual’s location itself, and, therefore, an overall 
downscaling of the gross election expenses. Though having multiple benefts, the 
E-voting method suffers from many disadvantages of security issues in terms of 
electronic frauds and nontransparency of the election operations (Anilkumar et al. 
2019). As a result, blockchain technology is introduced in this method to mitigate 
these fallacies and ensure a strong, free, and fair E-voting system. 

3.2.3 I-VOTING 

I-voting or Internet voting is a specialized form of E-voting system that authorizes 
polling of votes from any remote location in the world with the help of an Internet-
connected computing device (Anjan et al. 2019). This unique solution was frst imple-
mented successfully in 2005 by Estonia for its nation-wide elections. Anonymity in 
vote casting and the ability to undo the already casted votes are the key features of 
this methodology. 

3.3 CURRENT E-VOTING SYSTEM GAPS 

Conducting a free and fair election has always been a challenge for any democracy 
in the world. As the electoral process has evolved over the years from being simple 
paper ballot voting to more advanced E-voting and I-voting systems, it has brought 
a plethora of advantages not only for the voters but also for the vote counting and 
election result declaration authorities. Since, day by day, the current voting system 
is gradually moving toward a complete Internet-based process wherein votes can be 
cast remotely using any computer connected to the Internet, and the results for the 
day can be published immediately after tallying the scores from all voting machines 
connected to the Internet post the closure of polls (Ayed et al. 2017). But needless 
to say, this new electoral system has given rise to many serious threats of security, 
confdentiality, and integrity which are mentioned in the following sections. 

3.3.1 DEPLOYING PROPRIETARY SOFTWARE 

The framework of the current E-voting system requires voting software to be installed 
in the device which will be used for casting and counting the votes polled. In this 
context, multiple vendors are available today who claim to provide secure and trust-
worthy software for conducting elections. But, the underlying problem is how far 
one can trust this proprietary software for conducting a fair and secure election. As 
a matter of fact, it is not known explicitly that a voting software vendor has not got 
any implicit partnership with one of the contesting parties which will eventually pro-
vide the partner contesting party an undue advantage over the rest of the candidates, 
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thus leading to the conduction of a biased election. To avoid such unscrupulous cir-
cumstances, an independent testing authority can be established which will perform 
thorough audits of the voting software before deploying it for the general elections. 

3.3.2 NONTRANSPARENCY IN ENLISTING SOFTWARE VERSION 

The basic objective of conducting a free and fair election is that the entire election 
process should be transparent. With regard to the current E-voting system, this trans-
parency may include the form of creating laws for mandating the voting software to 
be kept open for public inspection. Abiding by this law, every vendor should be asked 
to maintain a site enlisting the past and present versions of its product software. Yet 
again, the problem of authentication arises whether the version of the software which 
is being inspected is actually running in the voting machine or not (Bellini et al. 
2019). A plausible solution could be to store the source code of the voting software in a 
secure archive, maintained by a third party before auditing it so that as and when the 
demand arises, the source code can be released from the archive for inspection after 
approval from the third party. 

3.3.3 MINIMAL SECURITY AGAINST DAY-TO-DAY ATTACKS 

With the widespread growth of Internet services and the increasingly abundant num-
ber of devices with Internet access, almost every standalone mainframe system or 
distributed network suffers the imminent threat from hackers worldwide trying to 
gain unauthorized access to these systems (Bera et al. 2020). Nonetheless, even after 
the shielding of independent audits, proprietary voting software is vulnerable to new 
and unidentifed attacks being crafted by innovative hackers day in and day out. 

3.3.4 INCOMPATIBILITY OF VOTING MACHINE AND VOTING SOFTWARE 

Many times, it is noted that if the voting machine and voting software are purchased 
from two different vendors, they are not compatible with each other. As a result, 
problems arise in casting and counting votes when the voting software is made to 
install and run on the voting machine. Therefore, laws should be planned, which will 
explicitly state the voting standards to be followed by every vendor while developing 
a voting machine or software so that such incompatibility problems can be mitigated 
(Bohli et al. 2007). 

3.4 INTRODUCTION TO BLOCKCHAIN 

A comparatively recent technology, Blockchain or Distributed Ledger Technology, 
has, indeed, emerged as a quite recent industry trend alike cloud computing, Artifcial 
Intelligence, big data analytics, Internet of Things (IoT), and so on. It is a network-
centric information recording technology that has proven to be quite a popular soft-
ware solution to many budding applications aimed at solving real-world problems 
(Bulut et al. 2019). The predominant properties of blockchain, which are responsible 
for its widespread adaptability, are listed in the following. 
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• A programmable technology 
• Decentralized nature of the technology 
• An immutable technology 
• A secure technology 
• A unanimous technology 
• An anonymous technology 
• A technology based on timestamp 
• A technology based on peer-to-peer network 
• A technology which provides faster settlement 
• A technology based on irreversible hashing algorithms leading to small 

changes creating wide variations 
• A technology which delivers quick response to client requests 

(Canessane et al. 2019) 

The utility of blockchain technology lies in the features listed in the following: 

• It experiences less failure as compared to other network-based technologies 
• It provides complete control to users with its decentralized nature 
• It provides tough resistance to malicious attacks and, therefore, quite secure 

against breakdown 
• Since the technology is based on algorithms, it is scam-free, transparent, 

and authentic 
(Casado-Vara et al. 2018) 

Since a blockchain’s working is based on a peer-to-peer network, the core compo-
nents which comprise its architecture are: 

• Node: It is defned as a client device in the blockchain network 
• Transaction: It is defned as the most basic unit of the blockchain network 
• Block: It is defned as the data structure which stores the transaction set, 

and it is disseminated across all network nodes 
• Chain: It defnes the order in which the block is arranged in the network 
• Miners: These are nodes that are responsible for validating the blocks 
• Consensus: It defnes the set of guidelines or rules used for performing the 

blockchain operations 
(Chafe et al. 2021) 

Figure 3.1 shows blocks in a blockchain containing the data part, Hash ID, and 
Previous Hash ID. 

The block of a blockchain network comprises three parts which are listed in the 
following: 

• Information part 
• Hash/Unique Block ID 
• Previous Hash 

(Chaudhari et al. 2018) 
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FIGURE 3.1 Blocks in a blockchain containing the data part, Hash ID, and Previous 
Hash ID. 

Source: geeksforgeeks.org 

FIGURE 3.2 Working of a blockchain. 

Source: specbee.com 

Figure 3.2 shows the working of a blockchain. A blockchain works on the following 
four contiguous steps of operation as listed in the following: 

• A transaction record is created. 
• Each transaction is validated independently for its legitimacy by all nodes 

of the blockchain network. 
• After validation, the legitimate transaction is appended to a hashed block. 
• At the end, the block is appended to the back end of blockchain 

(Chaum et al. 2005) 

3.4.1 BLOCKCHAIN NETWORK 

At present, there are four types of blockchain network available which are listed in 
the following. 

• Public blockchain: It is an open blockchain network that is available for 
usage by any individual with access to the Internet. It is primarily used 
for mining and cryptocurrency exchange. It can be either secure or unse-
cure depending on the stringency adopted by the users in following the 

http://specbee.com
http://geeksforgeeks.org
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security protocols of the network. The well-known examples are Bitcoin 
and Litecoin. Figure 3.3 shows high-level architecture of public blockchain. 

• Private blockchain: It usually operates in a closed network and requires 
permission to get access. Normally, a controlling authority is in charge of 
the setup and maintenance of a private blockchain network. It is used pri-
marily for voting purposes and supply chain management. The well-known 
examples are fabric and sawtooth (Cruz et al. 2017; Dalia et al. 2012). Figure 
3.4 shows high-level architecture of private blockchain. 

FIGURE 3.3 High-level architecture of public blockchain. 

Source: researchgate.net 

FIGURE 3.4 High-level architecture of private blockchain. 

Source: hackernoon.com 

http://hackernoon.com
http://researchgate.net
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• Consortium blockchain: It is a partially decentralized blockchain network 
that is deployed and managed by multiple organizations unlike a private 
blockchain with a single-control authority. More than one organization 
can behave like nodes in this blockchain. It is also used for information 
exchange and mining like public blockchain and commonly deployed by 
banks and government agencies. The well-known examples are R3 and 
Energy Web Foundation (Garg et al. 2019). Figure 3.5 shows high-level 
architecture of consortium blockchain. 

• Hybrid blockchain: It is an amalgamation of public and private blockchain 
networks. It allows users to control access rights to selected resources in the 
network at one’s own will. It is fexible and comparatively more secure since 
permitted blocks can undergo double hashing both from private and public 
networks. A well-known example is Dragonchain (Han et al. 2020). Figure 
3.6 represents high-level architecture of hybrid blockchain. 

3.4.2 COUNTRIES THAT USED BLOCKCHAIN FOR VOTING 

General elections have several complications such as shortage of translucency, hack-
ing of political parties’ important data, changing of votes, accessibility of votes, and 
also safety of votes. 

FIGURE 3.5 High-level architecture of consortium blockchain. 

Source: Consortium Blockchain-based Malware Detection in Mobile Devices, IEEE Access, Volume 
6, 2018 
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FIGURE 3.6 High-level architecture of hybrid blockchain. 

Source: in.pinterest.com 

These days, general elections are encountering many more problems. Accordingly, 
the main problem in general elections is corruption. This may lead to an environment 
where the people lose faith in the system as well as it creates misunderstandings 
among people. Consequently, nowadays most of the nations are adapting blockchain 
for creating a system that can be fastening the work without affecting the regulation 
of the system and intensify the translucency (Hanifatunnisa et al. 2017; Hao et al. 
2010). 

3.4.2.1 Sierra Leone 
On March 7th, Sierra Leone led the blockchain-based voting system, and it is said 
to be the frst and only nation to become so. Leonardo Grammar, who belongs to 
Agora, stored the votes in a scattered record, which are unchangeable; therefore, 
blockchain instantly certifes election’s outcome correctly. 

Sierra Leone created an environment for the voters with faith and translucency 
in a controversial election. To document ballots and outcomes as a source, it utilized 
blockchain, through which lawfulness in the election was maintained and reduced 
the issues with the opposition parties (Hjálmarsson et al. 2018). 

3.4.2.2 Russia 
In 2019 June, a blockchain-based E-voting system was organized by the Offcials of 
Moscow. For this project, they collaborated with the election commission of Moscow 
city and Moscow’s department of information and technology, and they accom-
plished the project successfully. For testing the project, they supplied the needed 
support. For the normal voting system, this technology based on blockchain is not 
considered as a substitution, but for the Muscovites, it is used as a different form of 

http://in.pinterest.com
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voting (Jafar et al. 2020; Karuppiah et al. 2014). The consequences of the electronic 
voting are stored by the Russian Federation by using Distributed Ledger Technology. 
This aided in intensifying the translucency of elections and eliminating arbiters in 
the election procedure (Karuppiah et al. 2015; Kirillov et al. 2019; Lin et al. 2019). 

3.5 WORKING OF E-VOTING USING BLOCKCHAIN 

The activities that are frst attached to the block are the activities that represent the 
contenders peculiarly. The records when generated will contain contenders’ frst and 
last names, and it will be considered as the base block, with each and every con-
tender vote to that particular contender placed at frst. Contrary to the remaining 
transaction, for calculating a vote the foundation will not be counted, and in it, there 
will be only the contender’s name. A protest vote will be allowed by our electronic 
voting system, where a contender may give an empty vote for revealing the disquiet 
with every contender or declaring a refusal for the present political election or system 
(Karuppiah et al. 2019; Khan et al. 2018). 

The blockchain will be updated every time the contender votes the records. The 
block will be having the previously voted voter’s data in order to make sure that 
the system is updated. If any one of the blocks were imperiled, since all the blocks 
are connected to one another, it will be much easier to search for (Kshetri et al. 2018; 
Kumar et al. 2019). It is not possible to corrupt as the blockchain is spread out, and 
not even a single failure example is found. The actual voting takes place at the block-
chain. The node which is present in the system any one of them will get the contend-
ers vote and that vote will be attached to the blockchain by the node. To make sure 
that the system is unifed, the voting processor will be having a node in each and 
every district (Liefhebber et al. 2017). 

3.5.1 REQUESTING FOR VOTE 

Contender should use his own credentials to log in to the voting system; the elec-
tronic voting system will be utilizing his/her Social Security Number, their residen-
tial details, and their confrmation number for the voting given to the registered voter 
by their respective authorities. Before the contender casts his vote, the vote will be 
validated, and the system will verify the information if the data matches; then, only 
the contender will be able to cast his particular vote. The voting system does not 
permit them to create their identities on their own by the contenders. Arbitrarily gen-
erated identities that are generally at risk are systems that permit the Sybil attackers 
where the attack will be declared in a huge number of duplicate identities, and they 
will fll the ballot boxes with their illegal votes (Liu et al. 2020; Mitra et al. 2020). 

3.5.2 CASTING THE VOTE 

Contenders can vote one of the candidates, or they can cast a protesting vote on their 
wish. Casting the vote by the contender will be done in a very understandable user 
interface. To every contender, there will be a ticket provided like the Ethereum, with 
the beginning Boolean expression 1, which, once the vote is cast, will become 0. 
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A contender will be able to cast a vote only if the Ethereum is one. Revolting issues 
will be resolved in this manner (Olaniyi et al. 2016; Pandey et al. 2019). 

3.5.3 ENCRYPTING VOTES 

The system will generate an input after the contender casts their respective vote and 
that has the voters’ verifcation ID followed by their full details of the contender and 
also the hash value of the last vote. In this manner, each single input can be varying, 
and this makes sure that the output which is encrypted will also be different. In each 
block header, the encrypted data will be kept of each and every vote casted. Using 
SHA, the data relating to every vote and the voter’s details will also be encrypted 
by the single-way hash method that will have no way the data can be retrieved from 
the encrypted data (Patidar et al. 2019; Patil et al. 2018). The convenient method to 
reverse the hash could be of guessing encryption way and pit information and then 
hash to watch whether the results match or not. This manner of hashing makes the 
votes clearly diffcult for reverse engineering techniques such that there is no way 
that the voter’s data would be recovered (Pawade et al. 2020). 

3.5.4 APPENDING THE VOTE 

The data that is stored in the respective blockchain will be available only after cre-
ation of a block and subjected to the candidates picked. Each block will be linked to 
its last casted vote (Pawlak et al. 2019). 

3.6 BLOCKCHAIN AS A SERVICE 

These are the services provided by the blockchain network to the organizations to 
build their blockchain applications. It gives the organizations to leverage the cloud-
based solutions to develop, operate, and host their own applications (Poniszewska-
Marańda et al. 2020). 

3.6.1 SMART CONTRACTS 

Smart contracts taken out in localized surroundings are responsible and also irrepa-
rable applications. No one can change or edit the code or its implementation once the 
smart contract has been utilized. As discussed, smart contracts make sure to stick 
parties together to a conclusion. A well-formed trust is built, and the relationship 
does not rely on a single party. As they are self-verifying and self-executing, smart 
contracts permit better management for understanding and administering digital 
accordance (Punithavathi et al. 2019; Roh et al. 2020). 

3.6.2 NONINTERACTIVE ZERO KNOWLEDGE PROOF 

Zero-knowledge verification is another theory that is not directly connected 
to the blockchain, but it can be considered as a very important aspect for 
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fulfilling some demands to establish an electronic voting system on a blockchain. 
Cryptographical way by which in a single party, the attester, is able to attest to a 
second party, the authenticator that proves the value of x, without telling statistics 
further than that verifier knows the value of x is a zero-knowledge proof (Sadia 
et al. 2020). 

3.7 BLOCKCHAIN AS A SERVICE FOR E-VOTING 

Blockchain based and non-blockchain based, and gauges their respective possibility 
for running a national electronic voting system are the existing electronic voting 
systems. We approached with a blockchain form electronic voting system which will 
enhance the specifcations that are identifed. In the next subsection, we start by 
identifying the roles and components for executing an electronic voting smart agree-
ment, and, then, we gauge various blockchain frameworks that can be utilized to 
grasp and establish the election smart contracts. 

3.7.1 ELECTION AS A SMART CONTRACT 

In the agreement procedure, defning a smart contract includes recognizing the roles 
that are involved in the agreement and the different components and transactions. 
We start explaining the election roles. 

3.7.2 ELECTION ROLES 

3.7.2.1 Election administrators 
It organizes the process of an election. In this role, multiple trusted institutions and 
companies are signed up. The election administrator members specify which type of 
election it is, and they launch the forgoing election, arrange the ballots, register the 
voters, and decide the timeline of the election and assign permissions nodes. 

3.7.2.2 Voters 
The voters can verify for elections to which they are eligible to vote for and load 
election ballots, cast their vote, and validate their vote after an election is completed. 
Voters will be rewarded for voting with tokens when they will cast their vote in an 
election in the future, and this could be integrated with a smart project. 

3.7.2.3 District nodes 
Each ballot smart contract representing each one voting district is deployed onto the 
blockchain when the election administrators or organizers start an election. District 
nodes are allowed to interact with their respective smart ballot contract when the 
ballot smart contracts are generated. When an individual voter casts his/her vote 
from his corresponding smart contract, the district nodes will check the vote data, 
and every vote they agree on is included onto the blockchain when block time has 
been reached. 
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3.7.2.4 Bootnodes 
Each institution, with authorized access to the network, hosts a booth node. A booth 
node helps the district nodes to fnd each other and communicate. The booth nodes 
do not keep any state of the blockchain and are carried on a static IP so that district 
nodes fnd their peers quicker. 

3.7.3 ELECTION PROCESS 

A group of smart contracts represent each election procedure, which are shown by 
the election administrators on the blockchain. Several smart contracts will be elabo-
rated in an election under smart contract for each and every voting district of the 
election. For each and every voter with its respective voting district location, defned 
in the voter’s registration phase, the smart contract with the communication location 
will be reminded of the contender after the user verifes himself when voting. 

3.7.3.1 Election Creation 
Election administrators use a localized application to generate election ballots. This 
localized app interconnects with an election creator smart contract, a list of contend-
ers, and voting districts in which the admin defnes. A set of ballot smart contracts 
launches them onto the blockchain, with a list of the contenders, for each voting 
district, where each voting district is a work in each ballot smart contract by a set 
of smart contractors. When the election is started, permission will be given to each 
of the belonging district nodes to interact with its belonging ballot smart contract. 

3.7.3.2 Voter Registration 
Election admins sort the registration of contender’s phase. Election admins must defne 
a permanent list of eligible contenders when an election is started. For verifcation ser-
vices to securely audit and permit eligible ones, the government requires an element. 
Using such audifcation services, each of the allowed voters must after the user verifes 
him when voting. For each permitted contender, a belonging wallet would be created 
for the contender. For each and every election, the wallet created for the contender 
should be varying, and to create such other wallets they could be combined so that the 
system does not identify itself, which wallet matches a single contender. 

3.7.3.3 Vote Transaction 
When a contender casts his vote at a voting district, the contender interconnects 
with a ballot smart contract with the same voting district as defned for any one 
single contender. The blockchain is interconnected with the smart contract via the 
communicate district node, which attaches the vote to the block chain if an agree-
ment is received among the majority of the belonging district nodes. Each and every 
vote is set aside as an exchange on the blockchain, whereas each contender should 
forgo the transaction ID for their vote for validating purposes. Blockchain contain-
ing each transaction clutch data about who voted, and the geographical position of 
the vote discussed earlier. Belonging ballot smart contract, each vote is joined onto 
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the blockchain if and only if every belonging district nodes accepts on voter data 
verifcation (Shahandashti et al. 2016). 

3.7.3.4 Tallying the Results 
The tallying of the election results is carried on the fy in the smart contracts. Each 
ballot smart contract for the corresponding location carries its own tally in its very 
own storage. The fnal result for each smart contract is produced when an election 
is completed. 

3.7.3.5 Verifying the Vote 
Each and every voter receives the transaction ID of his particular vote, as discussed 
earlier. After verifying personally, using his particular electronic ID and its respec-
tive PIN, each individual contender can visit his government offcial and present 
their transaction ID. The government offcial, accessing district node access to the 
blockchain, uses the blockchain explorer to discover the transaction with the cor-
responding blockchain using the transaction ID. The voter will be able to watch his 
particular vote on the blockchain by authenticating that it was carried out correctly 
(Singh et al. 2018). 

3.7.4 EVALUATING BLOCKCHAIN AS A SERVICE FOR E-VOTING 

For executing and establishing the smart contracts-based elections, there are three 
different blockchains. They are Exonum, Geth, and the quorum. 

3.7.4.1 Exonum 
This blockchain uses a programming language called Rust; the Exonum is well 
built from its start to the end until the execution is completed fully. For privatized 
blockchains, Exonum is built. This blockchain has a default algorithm known as the 
Byzantine which is used for conquering the network. With the usage of the default 
algorithm in the blockchain, there is a chance of around 5,000–6,000 transactions 
per second which can be handled using the Exonum. Woefully, there is currently 
only one language that is used for programming in the Exonum which is the main 
curb in the framework, which the initiators are limited to constraints that are acces-
sible from the language. To overcome these issues, Exonum is trying to focus on 
these issues and trying to produce a platform that is independent of the description 
of the interface which makes sure the Exonum will be more user-friendly in the 
upcoming years. 

3.7.4.2 Quorum 
Quorum is with transaction privacy and fresh consensus mechanisms. It is an 
Ethereum-based distributed ledger protocol. It is modernized in line with Geth 
releases, and it is a Geth fork. Quorum switched up to the consensus mechanism 
and completely focused on consortium chain-related consensus algorithms. Using 
this consensus, it permits to keep out more than a hundred transactions per second. 
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3.7.4.3 Geth 
It moves smart contract-based applications just as it is programmed without risk of 
the downtime, censorship, and fraud interferences, and it is among the three genuine 
executions of Ethereum protocol. The growth of the Geth protocol is maintained by 
this framework and is the most developed as well as user-friendly protocol frame-
works we have evaluated. The total transactions per second depend on whether or not 
the blockchain is executed as a public or private network. To base our work, we have 
chosen Geth as a framework; for such systems, any blockchain framework with the 
same abilities as Geth must be considered (Suralkar et al. 2019). 

3.8 CURRENT PROPOSED SOLUTIONS IN E-VOTING SYSTEM 

As technology is improving day by day, the solutions that are being built for the 
problems using modern technology are also improving. So, in the last few years, 
there are various proposed methodologies and solutions for the voting system that is 
taking place currently for replacing it with an E-voting system using various avail-
able technologies in the market such as the blockchain. 

Some of the proposed solutions for the E-voting system are: 

1. General 
2. Coin based 
3. Integrity of data 
4. Consensus 

3.8.1 GENERAL 

There had been many conclusions made by the researchers and by pointing out that 
in the blockchain platform we can make use of the smart contracts which can help in 
the signifcant growth in the E-voting system. It permits cost effciency, and it pro-
vides various possibilities to overcome the barriers in the current E-voting system as 
well. After comparing both the distributed systems and the present E-voting system, 
it can be concluded that the governments can make use of the blockchain technology 
in terms of gaining the voters’ confdence and their accountability (Taş et al. 2020). 

The blockchain technologies can be considered as the best solution for supporting 
some of the complex applications like electronic voting systems with security, trans-
parency, and reliability. In the earliest days of the voting system, the people who paid 
the money were authorized to cast their respective vote. Later, it had been taken into 
consideration that the voters can cast their vote only once. And, there has been a pro-
posal of various systems so that the voters get a chance to update or change their vote 
before the election process ends which does not offer any privacy, auditability, and 
consistency. 

In recent years due to the increase in the usage of cloud services, the blockchain-
based E-voting system has been developed in the cloud-based environment. The ser-
vices provided by the cloud give many advantages like simple access to the services, 
an increase in the performance, and decreased costs as well. But with an improve-
ment in the technology, there were also some user-related problems and technical 
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issues such as chances of occurring delayed transactions if there has been an increase 
in the load on the main node of the blockchain server. There are other issues regard-
ing the blockchain-based E-voting system such as the lack of the user’s knowledge 
regarding the technologies and scalability of the system (Vo-Cao-Thuy et al. 2019). 

3.8.2 COIN BASED 

In today’s world, there has been a spike in the usage of cryptocurrencies in various 
felds where their key function is to provide privacy and security to the user, and 
hence they can be used for the blockchain-based E-voting system as well. One of 
the cryptocurrencies is the Ethereum which can be used for E-voting where it runs 
on an open platform. Similarly, there are various methods available using different 
cryptocurrencies. These coin-based solutions provide security, privacy, as well as 
integrity to the user. 

3.8.3 INTEGRITY OF THE DATA 

It is the most crucial part that needs to be considered because all the data regarding 
the voters voting are stored in the database. This includes factors like data transfer 
securely, storing the data securely, and also to decide whether the user is the right 
voter or not. However, ascertaining the integrity of the data and as well as the secu-
rity is more diffcult. So, blockchain technologies can be used in the databases to 
prevent the problem of data manipulation. 

In the voting case scenario, there are two approaches for authenticating a right user. 
One way is by using their government ID card and mobile number during the reg-
istration phase along with a password. The other way of authentication is by using 
biometric information of the user such as face recognition and fngerprint scanning. 
Therefore, by using these authentication methods, the issue of the duplication of votes 
can be eliminated by removing the users with the wrong credentials and as well as the 
user with fake verifcation. With this process and by integrating the data, the voting 
process will be maintained in a much secure, transparent way and with much more 
accurate results. 

3.8.4 CONSENSUS 

Since the blockchain technologies are a decentralized network that provides transpar-
ency, privacy, and security during the transactions. Every transaction that is happening 
in the network is considered as a verifed and secured transaction even though there is 
no central authority present. This is attainable only because of the consensus mecha-
nism that is being present to check the transactions in the blockchain network which is 
present in the core part of the network. It is a process that all the nodes in the network 
come to a fnal agreement regarding the current scenario in the network. This is the rea-
son for establishing trust between the unknown nodes in the network (Wu et al. 2018). 

There are two different types of consensus algorithms: 

1. Competitive 
2. Noncompetitive [33] 
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3.8.5 COMPETITIVE CONSENSUS 

These algorithms ensure the integrity of a blockchain network by taking only a 
single consensus which assures the state of their neighboring consensus at many 
sites in an untrusted network system at a similar time. In such algorithms, the 
complete nodes that are included in the network can also be included in the nego-
tiation even though the nodes are not directly taking part in the participation. 
Still, there might be a possibility of an event occurring twice in these algorithms 
because the branch arises when the nodes that are competing produce the blocks 
simultaneously. 

There are different types of competitive consensus algorithms: 

1. Proof of work 
2. Proof of stake 
3. Delegated proof-of-stake 

3.8.6 PROOF OF WORK 

The proof of work (POW) ensures that the transactions are verifed as distinctive and 
trustworthy as well. The POW is used for implementing a major component which is 
the key for maintaining the network layer secure and for generating the blocks. The 
POW had provided the payment system that is decentralized on a peer-to-peer net-
work without requiring any intermediates between the transactions and also decreas-
ing the complete cost. The example of a POW system is Bitcoin. 

The POW makes use of a hardware known as application-specifc integrated 
circuits which helps in solving the complex cryptographic algorithms and prob-
lems. But the POW is expensive because it needs a lot of energy, and the hardware 
that POW requires is very expensive. Yet, the POW is very secure blockchain and 
is more reliable. 

3.8.7 PROOF OF STAKE 

Proof of stake (POS) is also a possible algorithm and can be considered as a substi-
tute for the POW. These systems are mainly developed to solve the problems that are 
arising in the blockchain systems that are based on the POW. POS mainly focuses 
on the energy usage and the hardware. The blockchain in these systems is secured 
in a very deterministic way. While these systems mainly depend on the external fac-
tors such as the hardware and energy consumption, the blockchains in these systems 
are secured by the internal factors like the cryptocurrency. The example of a POS 
system is Ethereum cryptocurrency. 

It is diffcult for any attacker to attack any of the POS systems, as the attacker 
needs to own a minimum amount of 51% to make the attack successful which makes 
the attacker to pay for higher costs. But if the attack which the attacker is trying gets 
failed, it may lead to a huge loss for the attacker. So, attacking a POS system is quite 
a diffcult task for the attackers. Figure 3.7 shows working of a POS system. 
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FIGURE 3.7 Working of a POS system. 

Source: Ledger 

3.8.8 DELEGATED PROOF OF STAKE 

This algorithm is one of the variants of the POS consensus. In delegated proof-of-
stake (DPOS), the blocks are signed by the designated representatives. The one who 
has the largest balance in the network chooses their corresponding representatives, 
and each of them gets the right to sign the blocks. The representatives who sign the 
blocks have more than one percent of all the votes that they will take under the coun-
cil. And the representatives who need to sign the upcoming blocks in the network are 
selected from the council (Yavuz et al. 2018). 

The representative with any reason who misses their chance to sign the block in 
the network will need to leave the council due to the decrease in the votes that they 
need. Then, another representative who is willing to take the position of the previ-
ously left representative will be taken. The example of a DPOS algorithm is the EOS. 
The participation in the DPOS system is based on the permission. 

The main advantages of a DPOS system are: 

• It helps in saving the costs that are being spent on energy. 
• It promotes decentralization. 
• Most of the unwanted work is reduced for selecting the upcoming voter, 

which is a disadvantage in the POS systems. 
• The owners have a chance to cast their votes without turning in over their 

actual resources. 
• The DPOS systems are more scalable. 
• The number of transactions per second is more when compared with those 

of POW and POS systems. 

The disadvantage is that the required amount of decentralization will not be achieved. 
Figure 3.8 projects working of a DPOS system. 
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FIGURE 3.8 WORKING OF A DPOS SYSTEM. 

Source: Coin Bureau 

3.8.9 NONCOMPETITIVE CONSENSUS 

These algorithms process only one agreement at a time in the trusted network. All 
the nodes that are in the network check the agreements and reply to them. Yet, there 
is a disadvantage to these systems such as if any node is a malicious one and if it 
participates in the network more than a limited number of times, the system cannot 
be tolerated. Some of the examples of such types of systems are Paxos, Raft, and 
Practical byzantine fault-tolerant algorithms. 

3.9 BENEFITS OF BLOCKCHAIN-BASED E-VOTING SYSTEM 

1. To check if there has been any tampering in the data, the blockchains store 
the data securely using cryptographic algorithms. Each and every vote 
will be recorded or stored accurately, securely, and permanently as well. 
Therefore, no one will be able to modify the data. 

2. The blockchain protects the user’s anonymity or privacy, and it is also open 
to the inspection publicly. While there is nothing such as being completely 
secure, the tampering of data is impossible with the blockchain systems. 

3. The E-voting system increases the level of the participation of the users. 
This is because the voting can be done by the voter from any place with any 
device which has an active Internet connection. 

4. E-voting provides a chance for the voters where all the voters will be par-
ticipating in the elections on the same terms. In the general election sce-
nario, if a user is not able to travel from abroad, he wouldn’t be able to cast 
his vote and the same goes for any user with disabilities. Such users’ votes 
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will not be counted as they had not cast their vote. But, these problems can 
be eliminated by introducing E-voting where the users who are not able to 
travel can cast their vote from their willing location only, and the same is 
applicable for the users with disabilities. 

5. The counting of the voting results will be way faster when compared to those 
with the traditional method of counting. And the trust will be increased 
in the election results because there cannot be a human error when it is 
counted through a system. 

6. The marking of the votes and submission will be a lot easier as they help 
avoid errors like making the wrong selection, and this can be modifed by 
the user before he/she submits their vote. There is no need for ballots in 
these systems. 

7. The complete voting process will be auditable, and a receipt will be given 
to the user who had submitted their votes on their devices. Since blockchain 
is being used, the administrators can assure the users that their vote will be 
counted correctly. 

8. The blockchain-based E-voting systems will reduce the fraud because the 
chances for the intentional variations during the vote count will be reduced. 

3.9.1 CHALLENGES FOR BLOCKCHAIN-BASED E-VOTING SYSTEM 

1. Securing the users’ data digitally: All the voters who are eligible to vote 
need to register before the election process starts. The information of the 
voters need to be available in the digital format, and the identity of the indi-
vidual users need to be kept private. 

2. Casting the votes anonymously: After the submission of a vote by the voter 
in the blockchain-based E-voting system, the users’ vote need to be kept 
anonymous to all the members including the administrators of the system. 
So, the details of who might get the highest majority in the elections will 
not be available till the completion of the election process. 

3. After submitting the vote, how the vote will be represented in the database 
is still unknown. But, we cannot store the data as simple as a plain text 
which will be a bad idea. So, we can use a hashed token to the data which 
provides both the integrity and anonymity. 

4. The voters who had submitted their vote should be able to locate their 
corresponding vote to verify whether the system has taken their vote cor-
rectly or detect any malicious activity that happened to the votes of users 
during their voting process. This improves the thrust to the voters on the 
blockchain-based E-voting systems. 

5. When we look at the costs, the cost for an E-voting system is lower when 
compared to those of the traditional voting systems, which require a 
huge amount of manpower and the cost as well. But, the setting up of the 
blockchain-based E-voting system is expensive in the initial phase. 

6. By making the voting process online, the major challenge is the cyberat-
tacks. During an election process these attacks are a major threat, and it 
is diffcult to catch the culprit. Since most of the voters vote their votes 
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from either through their mobile phone or through laptop or computer sys-
tems which are easily hackable, any hacker can change the voters’ vote 
and can remove any evidence that the corresponding users’ vote has been 
compromised. 

7. To overcome these risks, there are some techniques which can be used by 
preventing the deletion of the evidence that the attack has happened and 
transparency of the votes including the voter’s privacy. 

8. Since timing plays a key role in the election process, the infrastructure 
and the performance of the system should be of highest quality so that the 
remote voting will also be synchronous. 

3.10 SECURITY ANALYSIS AND LEGAL ISSUES 

While the present voting systems are not perfect, there are possibilities of security 
risks in the blockchain-based E-voting system, and with the increase in the usage of 
the Internet in almost all domains the possibility of the attacks also increases. Some 
of the possible attacks and the security-related issues need to be considered in the 
E-voting system so that the results of the votes do not get tampered within the middle. 

3.10.1 POSSIBLE ATTACKS ON BLOCKCHAIN NETWORK 

Since currently, we are using blockchain as a main source for storing and accessing 
the required data which uses a decentralized way which is more secure. Although the 
blockchain technology can prevent many attacks, it is vulnerable to some attacks like 
the distributed denial of service attack, routing attacks, and Sybil attacks. 

3.10.1.1 Distributed Denial of Service 
The distributed denial of service (DDOS) attacks are diffcult to carry out on a 
blockchain network, but the attacks are still possible. When the attacker attacks 
the blockchain network using DDOS, the attacker aims to slow down the server 
by making use of all the processing resources with multiple requests. The DDOS 
attackers intend to detach all the services that the blockchain provides. The 
DDOS can hack the blockchain using the DDOS botnets at the application layer. 

3.10.1.2 Routing Attacks 
The routing attack can affect both the whole network and the individual nodes. The 
main purpose of this type of attack is to disrupt the data transactions before sending 
them to the peers. It is almost nonviable for the other nodes to note this disruption, as 
the attacker partitions the network that is not able to communicate with each other. 
There are two different types of attacks in the routing attacks which are: 

1. The partition attack, which partitions the network nodes into different 
groups 

2. The delay attack, which disrupts the messages and sends them over the 
network 
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3.10.1.3 Sybil Attacks 
Sybil attack is organized by giving several points to the identical node. The networks 
do not have valid nodes, and all the calls are transmitted to the different nodes. 
These attacks are mainly against the centralized networks. At the time of the attack, 
the attacker takes many nodes under his control that are in the network. Then, the 
victim is surrounded by many false nodes that end up with all their transmissions. At 
the end, the victim is exposed to double attacks. The Sybil attacks are very diffcult 
to detect and prevent, but the following steps can work: increasing the cost of build-
ing new identities; requiring some form of trust by joining the network; or gaining 
user power based on the reputation (Zhang et al. 2020). 

3.10.2 ANONYMITY 

Anonymity means to keep a user identity unknown. In the blockchain-based E-voting 
system, only the user’s public key will be made available which has also been hashed 
earlier. It makes sure that no one within the blockchain is able to identify any voters 
by removing their actual identity. 

3.10.3 CONFIDENTIALITY 

Confdentiality means preventing sensitive data from reaching the unauthorized 
users. The data encryption is the most common method that is being used for main-
taining the confdentiality of a user. The data that is being encrypted in the voting 
process is the voter’s identity and the vote the voters’ vote, and it will be made visible 
only when the election is completed. 

3.10.4 BALLOT MANIPULATION 

In a normal paper ballot voting system, there is a possibility of a user voting more 
than once which affects the results of the elections. But in the case of ballot manipu-
lation in the blockchain-based E-voting system, the user who tries to vote the second 
time, based on the approval of the peer nodes, will be rejected, and the vote will not 
be added to the ballot block. 

3.10.5 TRANSPARENCY 

In today’s voting system, there is no available method which can provide trans-
parency to the voters. When a voter places his/her vote on the ballot, there is no 
assurance provided to the voter whether his/her vote has been calculated correctly 
or not. Any user vote can be changed owing to the errors made by the humans, 
such as the counter who counts the votes dislikes the party that the user had voted 
for, so there can be a misuse of the vote. There will be no valid data available that 
the vote had come from a particular ballot, so transparency in today’s selection 
process is a must. 

In blockchain, each and every transaction that is being made is made transpar-
ent for the verifcation since it is a distributed ledger. As all the transactions are 
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being kept transparent, this makes sure that no fraudulent activities can take place 
secretly. Therefore, the accuracy is obtained through the blockchain because of its 
transparency. 

3.10.6 AUDITABILITY 

The results are calculated only after the election process is completed, and the com-
plete process is made available as the blockchain keeps the record of each transac-
tion. The activities that are fraudulent can be used to analyze how many transactions 
are fraudulent. The service that is used for the E-voting through blockchain is the 
smart contract in which the codes cannot be changed because the code is written on 
the blockchain permanently (Zhou et al. 2020). 

3.10.7 NONREPUDIATION 

Nonrepudiation means that some person or user cannot deny something. That is, the 
outcome of the elections that is determined fnally cannot be framed as unfair as 
each transaction is being kept transparent for the majority of the network. 

3.11 CONCLUSION 

There are different ways of voting that are being used for elections, but the block-
chain technologies which are currently available are secure, and each transaction is 
transparent. However, there are some countries that conduct their elections through 
E-voting which is in a centralized environment which is not secure as the attackers 
can attack any centralized system keeping in mind that all the E-voting systems 
that are being developed based on the centralized system need to be stopped. To 
overcome these insecurities, we can use the blockchain technology and implement 
the E-voting system in a decentralized environment. The blockchain technologies 
work through openness and distribution which is why an E-voting system based 
on blockchain technologies is secure and the data cannot be altered. We can make 
use of the smart contracts which run in a localized environment. The implementa-
tion of smart contracts makes sure that the code is not altered by any one which 
helps in increasing the trust among the users regarding the E-voting. By using the 
blockchain-based E-voting, the users’ privacy will be secured and the complete 
election process will be auditable whenever required, and no one can deny the result 
obtained through the blockchain-based E-voting since there is no possibility of tam-
pering with the data. 

But based on the current situations of the users and from the government’s 
perspective as well, it seems that it won’t be soon that the current voting systems 
will be replaced by the E-voting system. It will be possible only if the govern-
ments try to explore the blockchain technologies and invest in them to convert 
the current voting systems to E-voting which is mainly based on transparency. 
After accepting the blockchain technologies in the voting system, the govern-
ment should educate the citizens about them to make use of these technologies 
in a better way. 
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4.1 INTRODUCTION 

The new coronavirus-19 (COVID-19/SARS-CoV-2) infuenced healthcare and lives 
of people, education, transport, politics, and the supply chainsignifcantly and 
changed the atmosphere completely (Q. V. Pham et al. 2020). The infected persons 
generally develop respiratory illnesses, and can recover with adequate and appropri-
ate treatments. COVID-19, however, is a more dangerous entity, capable of spreading 
dangerously faster than other coronavirus families; this is how COVID-19 has 
become highly effective in human-to-human transmissions. 

The World Health Organization and the Center for Disease Control and Prevention 
have already issued a set of public recommendations and scientifc guidelines as 
war leaders on the new coronavirus (A. Abdulla et al. 2020). The COVID-19 risks 
are expected to be signifcantly reduced by cooperation between governments and 
major companies. Important information such as coronavirus maps, recent statistics, 
and most common COVID-19 queries is presented on the portal “www.google.com/ 
covid19.” Another platform that can help is the Supercomputer Architecture for 
coronavirus-related research developed by IBM, Amazon, Google, and Microsoft (A. 
Alimadadi et al. 2020). Moreover, many publishers also have free access to COVID-19 
virus literature, technical standards, and other materials in light of the pandemic. In 
turn, arXiv, medRxiv, and bioRxiv web archive services quickly connect to all col-
lected COVID-19 preprints (A. Banerjee et al. 2020). 

Different applications, such as AI in computer science, AI in agriculture, AI in 
banking, and AI in health, include AI and big data. This technology is expected to 
play a leading role in combating the COVID-19 pandemic globally. The main pur-
pose of this chapter is to show how effcient big data and AI are in the fght against 
COVID-19 and to explore cutting-edge technology. We also offer a case study about 
India using AI and big data to battle COVID-19. 

4.2 COVID-19 PANDEMIC 

The source of COVID-19 is a severe acute respiratory syndrome, coronavirus 2 
(SARS-CoV-2) (A. López-Cortés et al. 2020). On December 31, 2019, in Wuhan, 
China’s Province of Hubei, the frst infected case of COVID-19 was reported, and 
it later spread to most countries around the world. The number of new cases is also 
very high. Due to the global pandemic, the World Health Organization’s risk assess-
ment for COVID-19 has risen to the greatest extent. 

http://www.google.com
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Since COVID-19 has changed the world profoundly, attempts have been made 
to provide solutions to the COVID-19 epidemic. Government measures are mainly 
responsible for halting the pandemic, such as closing the (partial) area to limit infec-
tion transmission, allowing the health system to handle and execute crisis-related 
mitigation packages, and enforcing COVID-19 adaptive policies. At the same time, 
it is advised to remain secure and protect others by giving advice such as using a 
mask on public sites, washing of hands, maintaining social distance policies, and the 
providing the provision of latest symptom information to regional health institutes. 

Conversely, various stakeholders such as government, business, and academics 
have now accorded priority and particular attention to COVID-19-related research and 
development. Researchers have demonstrated essential implications for the COVID-19 
global pandemic supply chain, including feasibility, stability, robustness, and resilience 
as a range of supply chain aspects. Computer scientists have worked for COVID-19 and 
a worldwide campaign to develop effective coronavirus vaccines and medical treat-
ment. Motivated by the huge success of AI and big data in a variety of areas, we present 
the state-of-the-art COVID-19 coronavirus disease approaches and solutions. 

4.3 COVID-19 AND AI 

Over the years, psychologists, roboticists, and other experts have predicted AI pow-
ers and what can be done with its assistance. The scientifc community is attempting 
to fnd trends in clinical trials and studies of the COVID-19 outbreak worldwide so 
that the existence of the virus can be anticipated well in advance. The instruments 
that researchers explore for this mission are machine learning (ML), deep learning, 
and AI, resulting in a certain degree of success. 

Cranfeld University students in the United Kingdom developed computer models 
to classify COVID-19 in radiographic images (A. N. Islam et al. 2020). The models 
are used to interpret chest X-ray images by computer vision and AI. As a result, you 
can categorize details that would usually not be identifed by your naked eye and help 
diagnose COVID-19. 

CORD-19, an open research dataset of COVID-19 is free for researchers to work 
on new developments in AI and NLP (natural language processing). The data are 
also available to AI practitioners to work out and develop technologies that can 
directly assist and alleviate the burden on our healthcare professionals. 

AWS (Amazon Web Services) has created a platform for ML (https://cord19. 
aws/), which allows a researcher to search for COVID-19 research papers and obtain 
answers. Ramco Systems, a Singapore-based software and services provider, has pre-
pared itself for this stage of COVID-19 by introducing face recognition and thermal 
scanning in their working room (A. Prakash et al. 2020). The frst step in this new 
system is recognizing the face, which is the next step after authentication by ther-
mal scans, in which the employee can enter only when the temperature is normal. 
Gurugram-based AI start-up Staqu Technologies has developed technology to recog-
nize persons who do not meet social distance standards. A French start-up Clevy.io 
launched public chatbots to scan for COVID-19-related government communications. 
At the last, Chan ZuckerbergBiohub developed a model that could estimate the num-
ber of undetected cases of COVID-19. This model used ML to quantify the number 
of undetected cases by evaluating the virus mutation transmitted in the population. 

https://cord19.aws
https://cord19.aws
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Benevolent AI uses AI Drug Detection Tool to track the effciency of currently 
certifed drugs in eliminating COVID-19 spread. Moreover, in the course of COVID-
19 scientifc studies, the available literature for studying the virus is expanding, and 
researchers have more data available. BlueDot, a starter in Canada in the area of AI, 
is among those technology companies that had warned of the outbreak of fu-like 
disease even in the run-up to the WHO study. BlueDot used an AI-based algorithm 
to detect the spread of the pandemic by going through different international media 
reports and air-ticketing patterns (A. Riccardi et al. 2020). Jointly, the University of 
Johns Hopkins and ETH Zurich have developed an interactive dashboard to track 
COVID-19 infections across the globe. The AI company Vehant Technology devel-
oped by the IIT Delhi company FebriEye, a thermal screening and a camera that 
tracks social distancing, facial masks, is a similar technique to Ramco System. In 
addition, India has established a government application called Aarogya Setu to alert 
people when/if they are around a person infected with COVID-19. 

4.4 HOW TO FIGHT CORONAVIRUS WITH THE HELP OF AI? 

By March 3, 2020, COVID-19 had killed 3,168 people, with 92,880 plus confrmed 
cases of infected persons in at least 79 countries. Therefore, the overall mortality rate 
of the coronavirus is higher than the death rate of its “cousin” SARS virus in 2003 
and the “bird fu” virus in 2013. Experts caution us that wearing face masks will not 
avoid spreading COVID-19. But advances in AI and Genetic Applied Science made 
it simpler, quicker, and more affordable to understand the spread and management of 
the virus and the destructive consequences (A. S. S. Rao et al. 2020). 

1. AI may predict epidemics: AI will alert us to a future epidemic and give us 
suffcient time to prepare for it. BlueDot, a global AI database company, 
uses an AI-driven algorithm to analyze information from multiple sources 
and monitor hundreds of infectious diseases. In addition, BlueDot uses nat-
ural-language processing and ML. On December 31, 2019, Blue Dot alerted 
the World Health Organization (WHO) and the US Centers for Disease 
Control and Prevention (CDC) to avoid visiting Wuhan. Moreover, BlueDot 
forecasted earlier in March 2020 that other Asian city outbreaks could occur 
by analyzing routes of travel and fight. In the future, AI might also predict 
human actions and possible outbreaks by using social media data. 

2. AI will speed up the drug development and discovery: AI is not only able to 
alert us of an impending epidemic but also can allow us more rapidly than 
ever to fnd, produce, and scale new drugs and vaccines. A quick and effec-
tive recreation of the virus genome sequence and a copy of the virus is the 
secret to creating a vaccine. In just 1 month, for example, Chinese scientists 
recreated the virus’s genome sequence. In 2003, scientists had to reconstruct 
the genome sequence of the SAR virus to compare how remarkable it was. 
Researchers in Australia have developed a lab-grown of the virus from an 
infected patient. We can rapidly establish and confrm diagnostic tests with 
a precise genome sequence and a virus copy replica. Therefore, within three 
months from the rise of the pandemic, we have one vaccine candidate who 
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entered the clinical trial. Insilico Medicine, a Longevity Vision Fund port-
folio company, used its AI system to classify thousands of potential drug 
molecules successfully in just four days. Insilico Medicine released updated 
results on its website so that all investigators could download their informa-
tion for free, eventually adding to the overall efforts to fght the pandemic. 

3. AI may help manage disease outbreaks, reducing the burden of death: AI 
can help reduce the death rate by reducing the burden on healthcare pro-
fessionals by informing patients about proper care procedures. The risk of 
exposure and contraction to COVID-19 is high for healthcare professionals 
like doctors, nurses, and hospital personnel. This risk can be relieved by 
AI. For instance, China uses robots for faster diagnostic inspections, and AI 
helps city ambulances in Hangzhou speed up transport. In case we contract 
the virus, AI may also help remind us of what we should do. For example, 
China has introduced an app to help people monitor whether a confrmed 
coronavirus patient has taken a fight or train. At the same time, China uses 
drones to ensure that people take the right precautions. Thus, while the 
rapid global spread of COVID-19 is frightening, AI gives us a ray of hope 
for our healthcare leaders, policymakers, and public servants. 

4.5 AI MAKING THE COVID-19 DRUG DEVELOPMENT 
CHEAPER, QUICKER, AND MORE EFFECTIVE 

New drugs are slow and expensive to test. AI interrupts clinical trials from data col-
lection, patient recruitment, and follow-up, and COVID-19 has catalyzed its adoption 
(A. SesagiriRaamkumar et al. 2020). In 2020, almost 5,000 clinical trials to test 
life-saving therapies and new coronavirus vaccines were initiated. Registrations for 
COVID-19 are 80% higher than the standard registration for clinical trials. However, 
this does not matter too much because fewer than 10% of qualifed patients are 
involved in studying diseases such as cancer. Moreover, patients only take part in a 
clinical trial if no prior therapy has existed. 

In addition, the eligibility cannot be determined by all diagnosed patients alone. 
Registered individuals are often involved in a trial as a time-consuming, expensive 
effort. The treatment is too ineffective for another player, as the total cost of drug 
testing for almost a decade is over $1B. For the $52B markets in clinical trials, a 
makeover is expected. Big techs and entrepreneurs actively build solutions for clini-
cal trials, from IoT to remote monitoring, to HER’s (electronic health records) ML 
to AI-based data protection systems. This segment identifes a patient’s trajectory in 
a conventional clinical trial stage and addresses applications for new technologies 
such as AI in all phases. We mainly concentrate on drug-based trials although the 
technologies apply to different clinical trials. 

4.5.1 WHY ARE FASTER TRIALS ESSENTIAL FOR PHARMACEUTICAL COMPANIES? 

Marketing a drug is a lengthy and challenging task. Studies report that the clini-
cal trial phase—in which experimental medicines are tested until approved by the 
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FIGURE 4.1 Phases involved in bringing a drug to market. 

Source: Z. Li et al. (2020) 

FDA in patients—takes nine years and averages $1.3B. The various phases involved 
in bringing a drug to market are represented in Figure 4.1. The multiple phases of 
clinical trials increase cost and uncertainty between Phase I and Phase III. While 
much time and money are spent on trials, only 1 out of 10 drugs enter the phase when 
the FDA will approve a clinical trial. 

For different reasons, clinical trials fail, including failure to attract suffcient par-
ticipants, mid-trial patients’ dropout, side effects, and inaccurate results. In addi-
tion, of course, later-stage testing is more expensive. For example, from Switzerland, 
Novartis has attributed a 15-percent decrease in Q117’s net income to a failed Phase 
III medication intended to treat heart failure. For biopharmaceutical start-ups, the 
cost of failure is higher. With minimal cash, a leading candidate for a start-up fails to 
succeed in a clinical trial. This is because IPO frms are seldom in late-stage clinical 
studies until at least one promising drug is discovered. 

Recently, a development in SPAC has enabled businesses to increase the likelihood 
of surviving by earlier, higher-risk access to public capital. The high costs of clinical 
trials also impact patient costs downstream since the R&D costs of failed trials are 
linked with the prices of approved drugs to keep proftable by biopharma frms. 

4.5.1.1 The State of the Clinical Trials 
After the commercially available medication has not succeeded, registering, and 
participating in clinical trials, patients must follow a complex procedure. A typical 
patient journey is represented in Figure 4.2. 

Many clinical trials use rudimentary data collection and control procedures, 
which also burden the patient—for example, sending medical records by fax, 
manual counting of remaining pills in bottles, and diary entries to assess adherence 
to medicinal products. This is a disruptive operation. 
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FIGURE 4.2 Understanding a patient’s journey from diagnosis to enrolment to monitoring. 

Source: Z. Li et al. (2020) 
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4.5.2 HOW AI CAN ALTER ALL PHASES OF CLINICAL TRIALS 

AI will alter each stage of the clinical trials from testing to enrolment and adherence 
to drugs. 

4.5.2.1 Clinical Trial Finding 
The correct patient’s correct test is for the clinical study team and the patient a 
time-consuming and demanding task. “Only 3% of cancer patients are currently 
registered in clinical trials.—WhiteHouse.gov, May 2018.” Around 80% of clini-
cal trials do not comply with registration deadlines, and about one-third of Phase 
III clinical trials are closed due to admission diffculties. There are currently 
more than 22,000 clinical trials recruiting patients in the United States. If a doc-
tor knows of an ongoing trial, patients will sometimes receive trial recommenda-
tions from their physicians. Otherwise, it will also be the patient’s responsibility to 
scour through ClinicalTrials.gov—an extensive government database of previous 
and current clinical trials. 

NLP can assist with the extraction and analysis of relevant details from the EHR 
records of a patient, compare the eligibility requirements for ongoing trials, and sug-
gest matching studies. In reality, it is one of the most sought-after AI applications in 
medical services to collect information from medical records—like EHRs and labora-
tory pictures. However, there are several barriers to accessing patient records, includ-
ing unstructured healthcare information and disparate nonconnecting data sources. 

4.5.2.1.1 The EHR Interoperability Challenge 
No uniform format or central repository of patient-medical data is available despite 
the $27B federated incentive program for hospitals and providers to implement EHRs. 
In reality, access to the records of the hospital from all health facilities visited by 
patients is still diffcult. Data sharing is permitted with patient consent under the 
Health Insurance Portability and Accountability Act (HIPAA). This provides AI start-
ups with the possibility of evaluating medical data and proposing qualifying patients in 
minutes—a procedure that would take months otherwise. However, problems with the 
safe sharing and/or interoperability of health information between organizations and 
software systems remain. This problem was highlighted by the COVID-19 pandemic 
and attracted investor attention to the EHR ecosystem. EHRs’ news reports were sky-
rocketed too. The same EHR program cannot be used to enter data from various hos-
pitals and providers that treat the same patient. Researchers are still requesting patient 
records by fax in several clinical trials, which usually return the data in the form of 
PDFs or photographs, including pictures of handwritten notes. 

For AI, this is challenging. As one study from Harvard, MIT, Johns Hopkins, and 
NYU researchers point out, the standard natural language-processing tasks such as 
word sense disambiguation and sentiment analysis are diffcult clinical notes that are 
misspelled. Flatiron Health, a Health AI corporation, describes this in a patent applica-
tion: “Structured data can also become unstructured due to transmission methods. For 
example, a spreadsheet that is faxed or turned into a read-only document (such as PDF) 
loses much of its structure.” This dated manual method makes collecting reliable data 

http://ClinicalTrials.gov
http://WhiteHouse.gov
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to assess a patient’s eligibility diffcult for clinical test investigators. Startups tackle 
from different perspectives the issue of patient recruitment (A. Wen et al. 2020). 

Deep 6 AI uses NLP to collect clinical data from health records—including 
symptoms, diagnostics, and therapies. Its software can also classify patients with 
conditions not explicitly mentioned in EHR data and enhance the patient-clinical-test 
match rate. In its last fundraise, Deep 6 AI was estimated at more than $140M. Another 
solution is the marketplaces of clinical trials as offered by SubjectWell. The network of 
SubjectWell enables researchers to reach prescreened patients. A smaller community 
attempts to collaborate with a direct-to-consumer approach to interoperability hurdles. 
Clara Health, for instance, provides a patient-friendly approach for fnding new options. 
The approach fts patients in studies and provides continuous assistance throughout 
the process and improves retention. The Founders Fund and Khosla Ventures back the 
enterprise. Established players from other healthcare sectors also join the recruiting 
feld for clinical trials. 23andMe also offers recommendations on which studies are 
good for its 12M+ customers based on their genetics (A. Zhavoronkov et al. 2020). 

Additional emerging consumer-focused recruitment solutions include: 

• Social networking sites that are unique to a disease such as Be the Partner. 
• Open-source applications such as Google Health Studies are available to 

researchers to create their software for study. 

4.5.2.1.2 Acquisitions as a Method for Obtaining Patient Information 
Flatiron Health solved the interoperability issue by acquiring Altos Solutions, 
a company focusing on oncology and electronic medical records (EMR). In that 
era, Flatiron sold its cloud analysis platform to healthcare and life sciences frms, 
and oncology companies such as Florida Cancer Specialists used altos’ EMR. As 
a result, instead of depending exclusively on access to third-party EMRs, Flatiron 
directly accessed raw patient information. 

In 2018, Roche bought Flatiron at $2B+ to access its real-world proof— 
observations from EHRs, claims, and wearable sensors. These data will be used to 
enhance Roche’s construction of cancer pipelines. In the meantime, biopharmaceuti-
cal frms aim to partner for patient access. For instance, in November 2020, Janssen 
Pharmaceuticals partnered with Tempus for access and improvement of patient iden-
tifcation and clinical and molecular database. 

4.5.2.2 Enrolment Challenges 
Regrettably, enrolment problems are not over if a patient chooses a clinical trial. A pre-
liminary phone screen must be completed and then the patient examined in person or 
remotely at any participating location to validate eligibility. Every trial also contains 
conditions for the inclusion and exclusion to be met by each patient. Unfortunately, 
these words are sometimes juxtaposed with medical jargon, as seen in a Phase II 
breast cancer study screenshot below. ClinicalTrials.gov has shown that the duration 
and cost of these trials started in November 2017 and are due to end in May 2025. 

In this case, patients must be evaluated to satisfy both inclusion and exclusion 
requirements, such as laboratory and imaging tests. Depending on their availability 

http://ClinicalTrials.gov
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and how far they reside from the test site, some patients fnish these procedures in 
less than a week. However, the process could take many visits for other people with 
children, infexible occupations, or long journeys. 

Telehealth systems allow this process to be streamlined. For instance, in 2020, 
Deaconess Health System partnered with TytoCare to incorporate the associated 
examination tools of the start-up with Deaconess Clinic LIVE, the proprietary vir-
tual care platform for the health system. The software and mobile app Tyto allowed 
quarantined patients to perform independent testing by collecting cardiovascular, 
lung, neuronal, ear, skin, and abdomen data. You can then share your results with 
remote doctors in real time. 

The eligibility of platforms like TytoCare and the conduct of virtual clinical stud-
ies can prove essential. The patient, if willing, signs a consent document that agrees 
with the conditions of the test. This involves considering possible secondary conse-
quences, readiness to provide biological samples, and any expenditure not covered 
by the research budget. AI solutions for extracting patient medical record informa-
tion simplify the registration process by automating certain inclusion and exclusion 
requirements (A. Abdollahi et al. 2020). 

4.5.2.3 Adherence to Drugs 
After an analysis is completed, patients receive an experimental medication (or pla-
cebo). In the frst course of treatment, patients go home with essential medications 
(e.g., a 30-day pill bottle with dose instructions) and a daily diary. Instead of elec-
tronic systems, several clinical trials continue to use paper diaries. Patients are asked 
to remember while taking the study medicine if other drugs had any adverse effects 
during those days (including headache, stomach ache, or muscle aches). 

Ineffciencies are affected by this process: 

1. Patient memory reliance: When a patient returns for check-in, the investi-
gator examines the pill bottle to check for any blanks and anomalies in the 
patient’s diaries. When the diary entries lack detail, the researcher relies on 
the patient’s event memory. 

2. Obsolete recording system: Paper records that could be missing informa-
tion or lost are outdated and unsatisfactory ways of recording the most 
important test data points. 

3. Risk of withdrawal: Frequent travel to a routine check-in clinical trial site 
has a negative impact on patients’ time and resources, particularly for out-
patients. This increases the likelihood of leaving. 

4. Additional payments: Since the patient signing document includes out-of-
pocket charges, many patients do not grasp the extent of the fees. For example, 
the study does not include additional MRI and laboratory testing during follow-
up visits, and insurance insurers may not reimburse those tests since they are 
for research purposes and are not necessarily necessary for medical purposes. 

Noncompliance may have adverse health effects, incur costs if new participants are to be 
recruited in a study, and the accuracy of the trial results interferes. In general, therapeutic 
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effectiveness requires adherence rates of 80% or higher. But up to 50% of prescribed pre-
scriptions are unfortunately mistaken. In response, the sponsors of clinical studies invest 
in new technologies to mitigate noncompliance (M. Anshari et al. 2019). 

4.5.2.3.1 Visual, Auditory, and Digital Phenotyping 
Some start-ups have visual drug management evidence. For example, patients at risk 
of noncompliance are identifed by platforms such as AiCure using an Interactive 
Medical Assistant based on data collection. Patients use their phones to flm a drug, 
and AiCure ensures that the right person has taken the right pill. In late 2016, Baird 
Capital raised a $24.5 million series C and partnered with Science 37 for virtual 
clinical trials in April 2020. 

Digital phenotyping and speech analysis for drug adherence assessment are also 
new technologies. Mindstrong uses digital phenotyping to assess moods based on the 
way users communicate with their mobile devices. Mindstrong uses digital phenotyping 
technology. Subtle improvements in the patient’s brain health are identifed using Aural 
Analytics, which recently worked with MAH in the amyotrophic lateral sclerosis study. 

4.5.2.3.2 AI and IoT for Remote Patient Monitoring 
Some start-ups design their own monitoring equipment and sensors and then add a 
ML layer to interpret the data to allow remote patient monitoring for clinical trials. 
Others only build the AI software and integrate it with on-home monitoring systems 
from third parties. 

Connected devices can allow drug adherence in real time. Optimize.health (formerly 
Pillsy) has, for example, introduced an intelligent drug bottle with a relevant cellular 
application that provides remainders, educational content, dose monitoring, and patient-
reported data capability for providers. In August 2020, the frm raised a $15m series 
of a remote patient surveillance tool. Additional solutions concentrate on physiological 
data collection. For example, AliveCor’s EKG applies real-time ML to detect irregular 
heart rhythmites, such as atrial fbrillation. In addition, the company cooperated with 
Medable in April 2020 to enable clinical studies focusing on decentralized cardiology. 
In November, AliveCor recently collected a $65M Series E round (B. Pirouz et al. 2020). 

In the meantime, Sequoia has supported capital Biofourmis uses wearable equip-
ment for tracking the vitalities and ftness of users on the AI app. The start-up collabo-
rated with the University of Hong Kong, for instance, to identify subtle health changes 
and help accelerate virus quest in the temperature, oxygen levels, and heart rate in 
patients infected with COVID-19. In addition, payers, insurers, and pharmaceutical 
frms use Biofourmis’ platform to educate decisions about treatment effectiveness and 
provide personal attention. In April 2020, the company acquired Gaido Health from 
Takeda Pharmaceutical to expand into oncology remote-monitoring services. On-site 
checks are offered in the form of wearables and AI, which allows continuous, real-
time monitoring of physiological and behavioral changes in the patient. 

4.5.3 HOW BIG TECH INTERRUPTS CLINICAL TRIALS 

Not only start-ups but big technology companies also work on clinical trials. Big 
technology companies use their mobile devices to build clinical trial platforms. For 
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example, Apple has built an ecosystem of clinical trials around the iPhone and Apple 
Watch since 2015, which allow for the collection of health information in real time. 
In addition, their open-source applications—ResearchKit and the CareKit—support 
the recruitment and remote monitoring of patients through clinical trials. 

However, recently, Google was more spatially involved. Google builds an ecosys-
tem of clinical research by using Google’s Android Health Studies app and creating 
products through its Verily Life Sciences subsidiary. Google can provide medical 
researchers with sources of patient health data via these products. 

4.5.3.1 Google’s Healthcare Data Platform 
Verily actually introduced the project Baseline in 2017 to encourage health studies 
through mapping. As a result, by mid-2019, Novartis, Sanof, Pfzer, and Otsuka had 
worked in partnership with Verily to use their resources to make clinical trials more 
effective. The program was also partnered with the School of Medicine at Duke 
University, Stanford Medicine, and the American Heart Association. 

To date, some achievements include an FDA-licensed EKG watch and an abnor-
mal pulse monitor approved by the FDA. In addition, Google released a new Android 
application—Google Health Studies—in December 2020, which simplifes user 
involvement and clarifes how its data are used for health research. 

The Boston Children’s Hospital and the Harvard Medical School have also part-
nered in a 100,000-person acute respiratory disease trial with Google to enroll 
Android users. The analysis will use survey responses and mobility data to examine 
the transmission dynamics of pathogens such as COVID-19 (B. QIN et al. 2020). 

4.5.3.1.1 Disrupting EHR Data Sharing 
The Interoperability Readiness Program was introduced recently by Google to allow 
medical companies to understand the current data status and improve system-wide 
standardization and integration. In addition, Google launched its Cloud Healthcare 
API in April 2020 for healthcare systems and quickly signed into top medical centers 
like the Mayo Clinic. These measures align with Google’s commitments to interop-
erability and data-sharing requirements in healthcare 2018 (also signed by IBM, 
Amazon, Salesforce, and Microsoft). 

Google also works to bring its systems and data to the cloud with EHR suppliers, 
including Meditech. A possible result of these collaborations may be a two-way data 
fow in which EHR suppliers are encouraged to integrate patient-generated data with 
Google apps (B.R. Beck et al. 2020). 

4.5.3.1.2 What Does This Data Mean for Clinical Trials? 
Google has become the central element of the health data system with the widespread 
use of mobile devices, providing previously inaccessible real-time data and collecting 
information that is diffcult to consolidate HER information. As a result, the opportu-
nities for early diagnosis with AI and ML, decision-making for medication design, the 
right pool of patients for studies appear infnite, and patients track progress remotely. 

Many studies have experimental group (patients taking the trial drug) and a con-
trol group (patients who get a placebo drug). A control group aims to provide a basis 
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for comparing the symptoms of the experimental group. As with Project Baseline 
data, patient data will help build digital twins and reduce the need to establish a 
control group, thus reducing the recruitment bottlenecks. 

4.5.3.2 The Moves of Apple and Facebook 
For Apple, clinical trials have less of a strategic signifcance. Over 500 doctors and 
medical researchers have used the tools for studies involving more than 3M people in 
3 years following the launch of their open-source software ResearchKit and CareKit. 
Apple remained a partner for clinical trials with pharmaceutical companies such as 
Johnson&Johnson. 

Facebook, which released a Preventive Health tool at the end of 2019, is another 
technological company that can enter this space. Due to the depth of Facebook’s 
personal data and the community’s self-organization. 

4.5.4 HOW COVID-19 INFLUENCED TECH ADOPTION IN CLINICAL TRIALS 

The COVID-19 pandemic has catalyzed the introduction of innovations that can 
increase the performance and cost of clinical trials. 

4.5.4.1 Study Design 
The central theme as scientists struggle with COVID-19 has been adaptive design— 
which requires a more versatile approach to a trial. While conventional studies can 
be stiff on primary endpoints and dosing schemes before the next step is started, an 
adaptive design enables researchers to change these measures as trials progress. 

The test by both Regeneron Pharmaceuticals and Sanof for COVID-19 fol-
lowed an adaptive design for antibody therapy. A randomized nondual-blind model 
also followed this model in the SOLIDARITY trial of the WHO. The use of open 
research forums to speed up future results and conclusions is another tendency of the 
COVID-19 study initiatives. 

In partnership with DCM Ventures, Mendel.ai has developed a COVID-19 search 
engine that allows researchers to gather data for their respective studies. The COVID-19 
Open AI Consortium was established by Owkin, which promotes collaboration in key 
research felds, including cardiovascular complications. Since clinical trials are micro-
scopically designed during this global pandemic, this project may provide researchers 
learning opportunities since alternative approaches are challenged by conventional studies. 

4.5.4.2 Virtual Trials 
COVID-19 has sparked interest in telemedicine and remote-monitoring applications 
in decentralized or virtual clinical trials. The remote model does not comply with all 
clinical trials—for example, frequent diagnostic imaging or other individual eval-
uation procedures. This model offers, therefore, a chance to better handle patient 
involvement. The potential advantages of virtual trials include lower costs, a broader 
eligible patient network, and improved patient retention rates. 

Science 37, which provides complete clinical studies services using its virtual 
Metasite model, is one company in this feld. It builds on a network of researchers, 
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mobile nurses, and study coordinators to make studies more available to patients. It 
has raised a total fund of almost $107 million from investors like Amgen Ventures, 
GV, the Novartis Venture Fund, and the Sanof-Genzyme BioVentures. 

A collaboration with Innovo Research was announced in April 2020 to reduce the 
amount of time taken to start a COVID-19 clinical trial. This initiative is planned 
by building on the national site and patient network of Innovo and implementing the 
platform of Science 37. New debates about how technology can solve major gaps 
in the clinical trial environment today have arisen with the new coronavirus. As 
dependency on these technologies increases, these software platforms could infu-
ence future studies. 

4.6 AI FOR COVID-19 PANDEMIC: A SURVEY ON THE STATE 
OF THE ARTS 

In this section, we review the state of the arts of AI for the COVID-19 pandemic. 

4.6.1 UNDERSTANDING THE VIRUS 

Knowing the virus and its proper study using AI methods in this feld is an important 
challenge in managing the pandemic. The virus protein sequence was detected using 
the linear regression, KNN, and SVM by B. Wang et al. (2020). An intrinsic SARS-
CoV-2 genomic signature is described by a ML alignment-free algorithm in C. Li et al. 
(2020). The mutation rate of SARS-CoV2 is investigated using the LSTM algorithm 
by C. S. Dule et al. (2020). A Siamese Neural Network is proposed by C. T. Mowery 
et al. (2020) to differentiate between SARS-CoV-2 viruses and HIV-1 and Ebola. An 
AI-based method is given in this section to determine the origin of the virus. 

4.6.2 MONITORING THE PANDEMIC 

Some studies have used AI to track the pandemic and its consequences. D. Ivanov 
et al. (2020) estimated the pandemic effect on fatality, the number of individuals 
infected by the disease, and recovery in a hybrid cell automaton. By D. Ivanov et al. 
(2020), a ML algorithm was proposed to study the impact of temperature, humidity, 
and wind speed on the number of infected persons. The effect of the pandemic on 
tourism is discussed by D. M. Gysi et al. (2020). In this work, the pandemic proper-
ties are determined by a long short-term memory neural network. 

4.6.3 CONTROLLING THE PANDEMIC 

It is essential that the reproductive rate is small to manage the pandemic. This sec-
tion summarizes studies using AI methods for controlling the pandemic and reduc-
ing the rate of infection. 

• Contact tracing: ML techniques are used by D. Sonntag et al. (2020) to cre-
ate a contact tracking program. In D. Tátrai et al. (2020), a ML simulation 
algorithm to track, prevent, and predict the spread of pandemics and the 
subsequent outbreak is also suggested. 
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• Identifying COVID 19 cases: A call-based dialog agent for active monitor-
ing in Korea and Japan is developed (D. Yang et al. 2020). In D.Wang et al. 
(2020), the AI methodology for mobile assessment agents for epidemics is 
introduced as an integrated technique for mobilization. A low-cost self-test 
and tracking device coupled with AI for COVID-19 is proposed. The clas-
sifcation of COVID-19 cases implemented using mobile online surveys is 
provided with the ML algorithm. Symptoms like diarrhea, nausea, conjunc-
tivitis, and loss of taste are employed to classify patients into distinct groups 
and discover their possible illnesses (E. Ong et al. 2020). 

• Infection testing: AI methods are used in G. Chandra et al. (2020) to research 
the association between swab tests and reported infections with attention to 
the degree of sickness. In G. Giordano et al. (2020), it is proposed that 
mobile device social relationships may be used to monitor disease spread. 
In G. Goh et al. (2020), COVID-19 infection is tested for humans by analyz-
ing immunochromatographic lateral fow assays (LFA) to provide an evi-
dence structure that helps inform the pairing of the LFAs to obtain better 
classifcation via ML. 

• Risk evaluation: An ANN in G.S. Randhawa et al. (2020) carries out the 
COVID-19 risk assessment in urban districts. The importance of using 
AI-based search tools and the argument that future research on the disease 
requires smart searching techniques is addressed in G. Shtar et al. (2020). 
The AI-based framework, which offers a hierarchical risk-based assessment 
at the group level to support the development of pandemic control strate-
gies, is proposed using data from heterogeneous sources and AI algorithms 
(A. Haleem et al. 2020). A risk assessment in a given area is automatically 
predicted hierarchically by the system from the state, region, city, and place. 

• Social distancing: A CNN is proposed in Haleem et al. (2020) to track 
people to obey the guidelines in public places. I. A. T. Hashem et al. (2020) 
proposes an algorithm of machine vision that uses AI methods to track 
people who do not follow laws of social distancing. A surveillance video 
can track social distancing through a deep learning framework. Social dis-
tancing policies in various countries argue that they have varying implica-
tions. To investigate this, a hybrid ML platform called SIRNET (J. Kim 
et al. 2020) is proposed. AI algorithms and machine vision are used in J. 
Stebbing et al. (2020) to track employees and identify violations. The iden-
tifcation of the facemask wearing conditions is proposed. Deep text clas-
sifcation models for classifying information from social media during the 
pandemic are provided (J. Zhu et al. 2020). The data were gathered using 
Facebook commentary analysis. 

• Understanding the pandemic: In K. Arora et al. (2020), it was suggested 
that a deeper grasp of the actions of the COVID-19 pandemic could lead to 
the understanding of other outbreaks such as infuenza. The authors investi-
gate the application of DNN to conduct sentinel syndromes for COVID-19. 
The method is built upon auto-encoders 7 for aberration detection, which 
leverages the distribution of symptoms to differentiate between diseases. 
The argument in K. Avchaciov et al. (2020) is that AI systems could pre-
dict China’s pandemic before surprisingly capturing the planet. The authors 
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investigate how early viral detection can be minimized using AI systems by 
examining viral outbreaks over the past 20 years. 

• Combating misinformation: Social media is an effective forum for exchang-
ing news and personal experiences and views in real time and internation-
ally during the pandemic, helping people to build up their awareness of the 
condition and how they can face its problems. The nature of disinformation 
and social exhaustion, however, impair its utility. In K. Heiser et al. (2020), 
the simulation of structural equations and neural network techniques inves-
tigates how motivational and personal variables infuence exhaustion in 
social networks. An online learning algorithm for the analysis of COVID-
19 material connected with vaccination is used (K. S. Pokkuluri et al. 2020). 

• Policy suggestion: A ML algorithm in K. Siau et al. (2020) is proposed to 
detect systemic breakdowns within positive case dynamics with territorial 
panel data to provide policy recommendations to tackle the disease. In [46], 
the behavior of the pandemic in governmental actions is modeled by an 
algorithm using neural networks. A decision optimization algorithm is then 
suggested. 

4.6.4 MANAGING THE EFFECTS OF THE PANDEMIC 

The pandemic has affected many facets of people’s lives, economy, business, and 
so on. AI methods are employed in some studies to develop ways to handle the pan-
demic’s impacts. We cover these studies in this section. The way AI approaches 
should handle disease-induced problems is overviewed in L. Bonacini et al. (2020 
and L. Erlina et al. (2020). 

• Utilities: The pandemic has caused unparallel problems to utility and grid 
operators. The lockdowns and constraints have changed the magnitude and 
trend of power consumption profles worldwide. This has made load fore-
casting diffcult. Traditional algorithms use the input variables temperature, 
time, and previous input levels, but these measures don’t clarify the recent 
pandemic trends. In L.J. Kricka et al. (2020), mobility for measuring eco-
nomic activities is used to capture the latest behavior. In this job, the predic-
tive method uses ML algorithms. The analysis of the impact of COVID-19 
on power and petroleum in China is conducted using a comparative regres-
sive model and ANN model in L. Peng et al. (2020). 

• Assisting organizations: AI resources are used in M. B. Schultz et al. 
(2020) to help organizations address their issues during the pandemic. In 
L. Tarrataca et al. (2020), the library resources and resource distribution 
during the pandemic were proposed to be optimized using an AI algorithm. 
The pandemic has made it impossible for the justice system to provide the 
service it needs. In systems like artifcial lawyers, AI methods such as Ross 
intelligence, deep learning, and natural language processing are commonly 
used. The new problems have exacerbated the pressures to create intelligent 
systems to support the justice system. M. I. Abdelmageed et al. (2020) pro-
vide various ways for AI to assist in dealing with the issues of the pandemic. 
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An ongoing neural network to detect fraud during the pandemic is proposed 
in M. I. Uddin et al. (2020). 

• Help researchers: This epidemic resulted in very crucial access to the latest 
scientifc information. To examine this, the aim is to scan biological studies 
around COVID-19 (M. Moskal et al. 2020) in deep learning-based retrieval 
techniques that may be publically accessed for learning. 

• Education system: After the pandemic, the education system was signif-
cantly disrupted, and many countries had used new educational platforms 
to support students. User satisfaction is very critical in these networks. An 
ANN is used in M. Simsek et al. (2020) to predict and forecast user satisfac-
tion for education in China. 

• Economic impact management: A data-guided dynamic clustering system 
has been proposed in M. A. Rahman et al. (2020) to mitigate the nega-
tive economic effects of COVID-19 fare-ups and alleviate lockdowns’ 
economic impact. In view of the pandemic and economic and mobility 
aspects, the authors designed a model for localized lockdown through a 
clustering algorithm. Data-driven models for different countries used for 
epidemiological forecasts are described in M.-H. Tayarani-N. et al. (2021). 
The approach uses a thorough learning estimate of disease parameters to 
forecast cases and deaths and uses a genetic algorithm to best compromise 
between decision-making limitations and goals. At the end, a neural regres-
sor is proposed in G. MacLaren et al. (2020) to clarify how COVID-19 
affects Brazil. 

• Smart cities: Several works developed ideas in smart city growth to address 
the diffculties caused by the pandemic for cities. In N. A. Brooks et al. 
(2020), AI approaches are used to assess the virus outbreaks, and meth-
ods for enhanced data exchange standardization protocols are proposed for 
smart city networks to improve pandemic management. In and between 
towns, human behavior changed drastically during the pandemic. A deep 
learning algorithm (N. Nawaz et al. 2020), combining strategic position 
sampling and a collection of lightweight invasive neural networks, is pro-
posed to understand these patterns’ changes. The model is generated for 
the recognition and calculation of specifc elements in satellite images. A 
DNN is proposed in N. Norouzi et al. (2020) to forecast the impact of the 
pandemic on transport patterns. 

4.6.5 FOR PHARMACEUTICAL STUDIES 

Finding an appropriate medicine will help decrease the disease mortality rate. Three 
major recurring choices, research therapy such as Remdesivir, and production of 
vaccines are the treatment methods for the disease. Repurposing medicines with few 
side effects for treating the disease is an effective and successful method in develop-
ing new therapeutic strategies. AI methods in pharmaceutical studies are used in 
some experiments in fghting COVID-19. Since the pandemic is ongoing, the AI 
opportunity should be exploited during the pharmaceutical testing and refurbish-
ment phase (N. S. Punn et al. 2020). 
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• Drug repurposing: Combination therapy focused on drug repurposing is 
among the most common approaches. Medicines based on their mecha-
nism, accompanied by dose-fnding, are chosen to detect therapeutic syn-
ergy in multidrug treating. But it is a challenge to achieve this blend. To deal 
with this, 12 drug-doze parameters are proposed for an AI-based platform 
to identify therapeutics inhibiting lung cell infection. Predicting interac-
tions in recommendation systems and drug development between hetero-
geneous graph-structured data applications and repurposing new disease 
medicines. In N. Soures et al. (2020), new drugs are discovered with ML 
algorithms. In P. Castorina et al. (2020), a model is created for repurposing 
drugs using the Naive Bayes algorithm. An AI-based algorithm is proposed 
in P. Khandelwal et al. (2020) to study 6,340 drugs to determine their antic-
ipated SARS-CoV-2 effcacy. Finally, in R. Batra et al. (2020), an integral, 
network-based approach for identifying repurposes for this disease is pro-
posed. The research presents a comprehensive knowledge graph covering 
15 million borders across 39 types of drug, disease, protein, gene, path-
way, and expression relationships published in several scientifc journals. A 
deep learning network-based platform was used to identify 41 repurposable 
medicines. Clinical trials then validated the effcacy of the medicines. The 
authors argue that algorithms are not permitted to prescribe a particular 
drug, but that drug testing takes priority. 

• Finding potential medicines: To uncover prospective treatment medicines 
for the disease, a library of 1,670 chemicals was established in a detailed 
study (R. F. Sear et al. 2020). In R. K. Pathan et al. (2020), a DNN was 
used to look for antivirals acting on the host target in experimental and 
approved drugs with possible disease activity. The algorithm investigates 
signatures of gene expression in close proximity to the SARS-CoV. In R. 
Magar et al. (2020), a transcriptional review is carried out to classify pos-
sible antiviral medicines derived from natural products or FDA-approved 
drugs using AI methods. An AI platform for identifying possible old 
antiviral drugs against COVID-19 established in R. Minetto et al. (2020) 
shows how Bayesian optimization can help prioritize candidates with 
equal computational power to improve the results further. A data-driven 
repository system is built in (R. Pandey et al. 2020) that incorporates ML 
and generates large-scale graphs to discover new medication candidates. 
A drug repositioning technique is proposed in S. Bandyopadhyay et al. 
(2020) to construct a model of learning prediction and fnd drugs to treat 
the disease. 

• Studying an immune system: In another work (S. Cantürk et al. 2020), a 
neural network is carried out to detect possible therapeutic targets for 
COVID-19 repurpose drugs in the silicon analysis of the immune system 
protein interactome network with a single-cell RNA sequencing. In S. 
Ghamizi et al. (2020), the research aims to identify potential drugs that can 
block viral epitopes of the disease in fnding peptides or antibody sequences. 

• Herbal medicines: Certain herbal medicines are recommended to help cure 
the disease. MLP, SVM, and random forest algorithms are used to research 
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Indonesian herbal compounds and their drug effcacy. Furthermore, the 3D 
Virus mail protease structure-based method is used for a pharmacophore 
model approach in this method. 

• Analysis of the drug structure of the drug molecule: The AI algorithm (S. 
Johnstone et al. 2020), which assesses the resemblance between the drug 
“progeny” and those parents that are already tested, is proposed to detect 
“progeny” drug “like” the “parents” tested for COVID-19. In [84], a group 
of 77 antiviral molecules, with their structural details, are analyzed using 
ML algorithms to classify possible therapies for crisis management. A deep 
learning algorithm is used in another work (S. Mahapatra et al. 2020) to 
classify molecular structures which may inhibit the virus. An in vitro ther-
apy that demonstrates its effcacy is carried out by S. Mohanty et al. (2020). 
Reliable data on molecular interactions provide a basis for valuable data 
tools developed in drug protein–protein interaction networks. The analysis 
of these networks is based on a deep learning algorithm. The algorithm 
will predict unknown binding connections between medicinal products and 
human protein. 

• Study of existing drugs: AI-oriented affnity provision for the classifcation 
of FDA drugs that can block coronavirus-entering cells by binding them to 
ACE2 or TMPRSS is proposed by S. Polyzos et al. (2020). Furthermore, a 
binding affnity prediction based on AI is suggested. In S. Ray et al. (2020), 
a pretrained, deep-learning drug–target interaction model is used to clas-
sify commercially available medicines, which can function on SARS viral 
proteins, known as the transformer molecules. 

• Studying techniques for drug discovery: A systematic review of drug dis-
covery techniques for COVID-19 based on the AI is suggested by S. Soni 
et al. (2020). In addition, S. Srinivasan et al. (2020) discussed how an 
IA-assisted prediction would contribute to the development of new disease 
medicines. An LSTM model is also trained to read the molecule’s SMILES 
fngerprint and predict the molecule’s IC50 when binding to RdRp (S.-W. 
Lee et al. 2020). 

• Molecular‑design strategy: In T. Chen et al. (2020), an AI algorithm was 
suggested to identify therapeutic biomolecules against COVID-19. The sys-
tem uses a search algorithm for the Monte Carlo Tree and an ANN model of 
replacement for multitasking. In the framework (T. P. Mashamba-Thompson 
et al. 2020), an adaptive pretraining program combining the molecular auto-
encoder of SMILES and the directed sampling scheme of multiattributes is 
proposed. The approach uses guidance from latent-feature-qualifed attri-
bute predictors. This scheme produces new and optimized drug-like mol-
ecules for invisible viral targets with a protein-binding affnity predictor. 

• Virus sequence study: The National Center for Biotechnology Information 
and Drug Virus Development Laboratory work together to establish a data-
base model to fnd viral proteins and antiviral therapies that interact with 
them (T. P. Mashamba-Thompson et al. 2020). The model consists of virus 
protein sequences that serve as inputs and human antiviral medications that 
provide output. 



 

  
 
 
 
 
 
 
 

 

 

 

108 AI and Big Data in Combating COVID-19 

• Infection mechanism study: ML-based models are paired with highly 
reliable combined docking simulations for rapid therapeutic molecule 
screening (T. Preethika et al. 2020). The test focuses on the affnities 
between the S-protein virus and the protein human interface in the host 
receiver region and the ACE2. The interaction of the host–virus can 
be limited or disrupted. The algorithm is used to fnd ligands that can 
be applied to two medicines. Studies show that pregnant women have 
health characteristics similar to nonpregnant women. An ML model was 
designed by T. Sundar et al. (2020) to predict the pregnancy safety pro-
fle of potential drugs based on proven medicinal sources with known 
pregnancy security. 

• Vaccine trials: In the production of vaccines, ML methods have also been 
used. In the newly developed Vaxign-ML and Vaxign reverse vaccinology 
tool, ML algorithms are used to predict COVID-19 vaccine candidates (T. 
T. Nguyen et al. 2020). The AI algorithms in T. T. Nguyen et al. (2020) are 
used for studying the vaccine mutation conduct of the virus. It is alleged 
that the incidence of COVID-19 may be lowered by the vaccination of 
bacilli Calmette–Guerin (BCG). In V. Chenthamarakshan et al. (2020), the 
presence of such correlations is analyzed by ML algorithms. The authors 
used step-wise linear regression and k-means clustering. 

4.7 BIG DATA FOR COVID-19 

The nature of this virus is well understood. Big data technologies can store a large 
number of data on people with COVID-19 infections. The collected data can be 
further trained to develop potential preventive methods. This technology also allows 
storing all types of COVID-19-affected cases (infected, expired, and recovered). 
This expertise can effectively acknowledge the case and distribute resources for bet-
ter public health protection (V. Lampos et al. 2020). 

Big data offers a large amount of information and encourages scientists, health-
care professionals, and epidemiologists to make decisions to fght COVID-19. The 
virus can be monitored continuously worldwide and medical innovation developed 
(V. N. Ioannidis et al. 2020). In a particular area and population, the impact of 
COVID-19 can be predicted. Models for active feedback may be used at populations 
and demographic levels. It also helps to invent new methods of treatment. Big data 
can also provide potential outlets and tools and assist people in dealing with circum-
stances of stress. In general, this technology offers data to analyze transmission, 
movement, control, and disease prevention processes. 

COVID-19 pandemic monitoring, control, testing, and prevention can be done 
by using big data analytics. It diversifes production and enhances the creation of 
vaccines with absolute expertise and deeper resources. Prevalent modeled data helps 
understand and give an advantage over the other method to predict the COVID-19 
cure. Furthermore, big data offers information and analysis into how the infected 
individuals are put in containment. By collecting and implementing data with AI, 
China suppressed COVID-19, which led to a low spread rate. AI will play a sig-
nifcant role in biomedical science, natural language processing, social media, 
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and scientifc literature mining in many big data components of this pandemic (V. 
Sangiorgio et al. 2020). 

4.7.1 BIG DATA APPLICATIONS FOR COVID-19 

This section contains essential COVID-19 big data applications. 

1. Identifying infected cases: Owing to their capacity to store a large volume 
of data, big data can store all patients’ complete medical history. This tech-
nology helps determine the contaminated cases and further risk analysis by 
supplying the collected data. 

2. History of travel: Big data can analyze the danger of people’s travel his-
tory. It helps recognize individuals who may be in contact with this virus’s 
infected patient. 

3. Symptoms of fever: Big data can retain the record of a patient’s disease and 
other symptoms and indicate medical treatment. It contributes to the identi-
fcation of suspicious cases and other misinformation with relevant details. 

4. Early identifcation of the virus: Big data effciently assists in the infected 
patient’s early identifcation process. It helps analyze and classify individu-
als who might in the future be affected by this virus. 

5. Fast‑moving disease identifcation and analysis: Big data helps analyze the 
disease as quickly as possible. It can handle adequate disease knowledge. 

6. Lockdown information: Big data can be used during lockdown to collect 
information on this virus. It can also control and track people’s movement 
and the entire management of health. 

7. Persons entering or leaving the affected area: Large numbers of people 
entering or leaving the affected area/city are analyzed by big data. These 
vast data allow health experts to identify the virus chances in these popula-
tions quickly. 

8. Faster medical care growth: Big data can help quickly monitor the develop-
ment of new drugs and equipment for current and potential medical needs. 
It spreads data and information about the virus and thus helps to improve 
over newly analyzed pandemics and epidemics. 

4.7.2 BIG DATA FOR COVID-19 PANDEMIC: A SURVEY ON THE STATE 

OF THE ARTS 

Big data analytics for COVID-19 are mainly characterized by some key techniques 
from the big data defnition, for example, the multidomain dataset analysis, deep 
analysis, high-dimensional analysis, and parallel computing. This section provides 
a summary of the state-of-the-art strategies enabled by big data (W. Alkady et al. 
2020). 

1. Outbreak prediction 
• In X. Zeng et al. (2020), it is proposed to use big datasettings of Italian 

Civil Protection sources to evaluate the outbreak potential of the disease. 
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In Wuhan, the frst test was carried out to estimate the quarantine-con-
taminated population with COVID-19. 

• In W. Xia et al. (2020), pandemic modeling is provided for interpreting 
the total numbers of infected people and the number of recovered cases 
in various regions such as Wuhan, Beijing, and Shanghai. Furthermore, 
in areas at high risk of a pandemic, this scheme will forecast the propen-
sity of the COVID-19 outbreak. 

• A comprehensive dataset of regions and countries like Korea and China 
is used as a basis in J. Zeng et al. (2020) for estimating the pandemic on 
a logistic model to assess the reliability of predictions. 

• A large-scale data analysis approach from American cities is examined 
in (Y.-H. Jin et al. 2020) the United States. This method allows predic-
tion errors to be calculated to improve the data modeling model for the 
estimate’s precision. 

2. Virus spread tracking 
• The big data analytical methods used by the National Health Commis-

sion of China to monitor the spread of COVID-19 are considered for 
using a large dataset of 854,424 persons. Analytical fndings indicate that 
the positive cases are highly correlated with the population scale. 

• A big data analytical model is built with datasets from China, South 
Korea, Singapore, and Italy, and in Z. Allam et al. (2020), it is used to 
monitor the spread of viruses. This model predicts the maximum number 
of infected patients in a specifc location. 

• It is claimed that the temperature-based model (Z. Allam et al. 2020) pre-
dicts how many cases of infection are correlated to a country’s average 
temperature to monitor coronaviruses. 

• A big data unsupervised model, which distributed COVID-19 data gath-
ered from Internet databases with the addition of a new metric for the 
number of news stories mentioning COVID-19 occurrences, was con-
structed in Z. Li et al. (2020). 

3. Coronavirus diagnosis/treatment 
• The diagnosis of SARS-CoV-2 is proposed as a durable, responsive, pre-

cise, and very quantitative solution based on polymerase chain reactions. 
The proposed scheme has shown that the diagnosis of Plasmodium falci‑
parum infections is an effective and inexpensive way. 

• In human cells that become infected with COVID-19 viruses, 6,381 pro-
teins are suggested. This analysis aims to analyze data collected from the 
COVID-19 diagnosis storage in Kyoto Genes. 

• A series of large-scale clinical experiments, ranging from a normal and 
atypical manifestation of CT/X-ray imaging to hematological analysis 
and identifcation in the respiratory system, was introduced. These tests 
provide an extensive guide with valuable resources to diagnose and treat 
COVID-19. 
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4. Vaccine/drug discovery 
• A tool for investigating the SARS CoV, MERS CoV, and SARS-CoV-2 

spike proteins and four earlier breakthrough human coronavirus strains is 
proposed. This permits a crucial vaccine production screening of SARS 
CoV-2 spike sequence and structure. 

• A large dataset from the National Centre of Biotechnology Information for 
Promoting the Manufacture of Vaccines will be used for the project. For the 
development of a new COVID-19 vaccine, several peptides were suggested. 

• A solution for drug research involving over 2,500 small molecules is 
which promotes drug repurposing against COVID-19. 

4.8 CASE STUDY: HOW INDIA FIGHTS COVID-19 WITH 
AI AND BIG DATA 

Long before the COVID-19 explosion, Bill Gates anticipated a nuclear war and an 
infectious virus as the next global disaster. The rest of the world, Wuhan’s base, 
appears to have begun to move toward normality, but India is far from being “natu-
ral.” In the last decade, studies showed that India is far behind from the WHO-
prescribed patient–doctor ratio (1:1,456, according to the Economic Survey of India, 
2019–20). For each doctor, that is, there are 456 additional patients. 

In the 2021 Union budget, the health infrastructure in the country has been 
improved by approximately 64,000 crore rupees. Until last year, only 1.9% of India’s 
healthcare industry accounted for Artifcial Intelligence (AI). We now face a dire 
need to introduce technology into the health technology environment of the country 
more than ever before. 

Companies use ML software as a service and data analytics, etc. to tackle the 
current pandemic. 

1. Monitoring:Mask violators are detected through Madurai and Telangana’s 
AI technology. Video applications parse public CCTVS data streams to 
detect people who violate protocols of the Health Department. The Madurai 
City Police had arrested nearly 47,000 people by November and fned nearly 
Rs 89 lakh. To alert commercial stores and offces of social breaches during 
the pandemic, Pune-based start-up Glimpse Analytics has been using AI. 

2. Diagnosis: In some cases, new COVID mutants, leading to testing centers 
with overfowing CT scans and chest X-rays, were not detected in the tests 
for RT-PCR to validate the diagnosis. DRDO had developed AI-based smart 
COVID detection application software ATMAN AI at its AI and Robotics 
Centre. This software performs Image classifcation under “normal,” 
“COVID-19,” and “pneumonia” using chest X-rays. The Deep Convolutional 
Neural Network is assisted by ATMAN AI. Beyond transmitting the images 
to the neural net, the program analyzes the images until it handles the dif-
ferent illuminations of the X-Ray images. You may use a smartphone, tab-
let, and laptop or computer to access ATMAN AI. According to DRDO, 
ATMAN AI showed 96.73% accuracy in RT-PCR-positive patients with 
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automated chest X-rays. So far, doctors at the HCG Center for Academics 
and Research and Ankh Life Care have checked and validated ATMAN 
AI in Bengaluru. IIT Kharagpur also introduced COVIRAP in April, a 
diagnostic technique for detecting infectious illnesses like COVID-19. The 
media reports state that COVIRAP consists of a preprogrammative moni-
toring unit, a genomic analysis special detection unit, and a custom smart-
phone app for displaying the test results. Mumbai start-up Qure.ai has built 
qXR, a platform for monitoring and diagnosing COVID-19 based on deep 
learning. Tata Consultancy Services have used AI for X-ray plate screening 
and coronavirus diagnostics. 

3. Assistance: Last-month, Yellow Messenger, a conversational CX platform, 
launched Yellow Messenger Cares that empowers clinics, hospitals, and com-
panies. If you are a company that contributes to COVID-19, we will support 
you by sharing the load. Cofounder Raghu Ravinutala mentioned one might 
be an NGO, a healthcare center, an insurance provider, or just a voluntary 
organization. All one has to do is let them know the kind of chatbot services 
one are contributing to and how they will help one start a chat bot. 

4. Information: Accenture and Microsoft partnered with Digital India 
Corporation of the Indian Government to equip its people with the AI chat-
bot MyGov Saathi to supply reliable, useful, and recent COVID-19 details. 
Accenture mentioned that Saathi blends NLP and AI data analytics and 
conversation to support 50,000 users a day. Likewise, WhatsApp-based 
Introbot offers users an advanced and checked bed database, oxygen cyl-
inders, plasma, and other medical devices on demand. The AI Community 
Manager informed about more than 300 cities worldwide and responded in 
the frst week of its launch to more than fve lakhs and COVID-19 victims. 

5. Drug repurposing: The drug discovery process is not only time-consuming 
and risky but also very costly. In this respect, AI is used to repurpose medi-
cations to treat COVID-19. For example, hydroxychloroquine (used for the 
treatment of malaria) and Remdesivir (Ebola Drug) against COVID-19 were 
assessed by the Indo-German organization Innoplexus. Last year, Delhi’s 
Indraprastha Institute of Information Technology created an AI model 
for the repurposing of drugs. First, the AI model calculates the similarity 
between the drug’s chemical structure and the virus genomic structure. 
Then, it checks and picks the drug that has successfully treated viruses with 
a COVID-19 genomics framework, using the historical effcacy of the drug. 

4.9 CONCLUSION 

The novel coronavirus challenges the lay person in various ways, and it is like an 
almost unbeatable enemy for healthcare professionals, medical researchers, and poli-
cymakers. There is an expectation that AI and other emerging technology can reduce 
the gravity of the problems lying ahead of us. But we cannot go ahead—it goes with-
out saying, and time and patience will be needed for an effective long-term response 
to the virus. AI is not a magic bullet, and its existing capabilities are practical and 
logical. Nevertheless, it has undoubtedly helped us understand better what we are 
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dealing with and how we can fnd a solution to this pandemic. AI and big data have 
already laid the groundwork for reducing potential transmissions—and for us to fnd 
a correct solution toward eradicating the virus. 
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5.1 INTRODUCTION 

It is verifable that Artifcial Intelligence (AI) and blockchain ideas are spreading at 
a remarkable rate. The two advancements have a particular level of mechanical intri-
cacy and multidimensional business suggestions. Now, a typical misunderstanding 
idea about blockchain, specifcally, is that blockchain is decentralized and isn’t con-
strained by anybody. In any case, the hidden improvement of a blockchain framework 
is as yet credited to a bunch of center designers. Accept keen agreement, for instance, 
it is basically an assortment of codes (or capacities) and information (or states) that are 
customized and conveyed on a blockchain (say, Ethereum) by various human software 
engineers. It is in this way, lamentably, less inclined to be liberated from provisos and 
blemishes (Angraal, S. et al. 2017). In this chapter, through a concise outline about 
how man-made reasoning could be utilized to convey without bug keen agreement to 
accomplish the objective of blockchain 2.0, we to underscore that the blockchain exe-
cution can be helped or upgraded by means of different AI strategies. The collusion 
of AI and blockchain is required to make various prospects (Bagga, P. et al. 2021). 

Blockchain and AI have acquired the maximum amount of exploration consider-
ation in this last decade. Blockchain is an appropriate record which is dependent on 
advanced records which are shared by an organization consisting of many members. 
Blockchain innovation has an expected limit in numerous areas like international 
payments, secure information sharing and advertising, and store network executives. 
Whereas, AI is utilized for building up of the machines/software equipped for exe-
cuting undertakings that require insight (Benchouf, M. et al. 2017). 

Blockchain and AI have propelled advances and growth that have resulted in devel-
opment across almost every industry. AI alludes to machines that are worked to perform 
shrewd errands that have generally been refned by people. Blockchain is a decen-
tralized organization of PCs that records and stores information to show an ordered 
arrangement of occasions on a straightforward and permanent record framework. AI 
and blockchain are ending up being an incredible amazing pair, improving pretty much 
each feld of the various industries where it is applied or implemented. Blockchain and 
AI combine to redesign everything including the food store network coordination along 
with medical services sharing their records as well as media sovereignties along with 
monetary security. Blockchain–AI assembly is inescapable on the grounds that both are 
arrangements with information and worth. Blockchain empowers secure capacity and 
sharing of information or anything of signifcant worth. AI can examine and create bits 
of knowledge from information to produce esteem (Bera, B. et al. 2020). 

Blockchain is a disruptive innovation that empowers the improvement of depend-
able applications, without the requirement of trust between network peers. Blockchain 
innovation makes worldwide and permanent archives that ensure nonrenouncement 
and responsibility of putting away data. Furthermore, the blast in the age and acces-
sibility of information on PC networks raises the test of handling and overseeing a lot 
of information at any point lower latencies. As an outcome, man-made brainpower 
and AI strategies experience huge upgrades and arise as empowering innovations for 
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the cutting-edge organizations. This uncommon version is committed to these new 
innovations that shape the world to have more dependable PC organizations while 
empowering new dispersed and information-driven security applications and admin-
istrations (Chen, X. et al. 2018). 

The Internet of Things (IoT) has been industrializing in a few true applications in 
recent years, for example, smart commuting/transportation and smart cities, in order to 
make the human life as stable as possible. Due to the growing technological advances 
of IoT, a large quantity of detecting data/records are being produced from a variety 
of sensors gadgets in the IoT industry. AI plays an important role in breaking down 
large amounts of data by acting as a solid logical instrument that continuously does 
a fexible and precise investigation of data. Notwithstanding, the plan and improve-
ment of a helpful large information examination instrument utilizing AI have a few 
diffculties, like unifed engineering, security, protection, asset requirements, and the 
absence of enough preparing information. Whereas, as an upcoming innovative idea, 
blockchain upholds a localized design. It provides a safe-sharing of information along 
with assets to all the different hubs of the IoT technology which is urged to eliminate 
brought together control and has the ability to defeat the current diffculties in AI. One 
of the primary objectives of this examination is to plan and build up an IoT design 
with blockchain and AI to help a compelling enormous information investigation. In 
this research paper, we proposed a blockchain which is empowered by Intelligent IoT’ 
Architecture along with AI which gives an effective method of combining all three 
technologies—AI, blockchain along with IoT with the present status of the craftsman-
ship procedures, and applied methods (Cong, L. W. et al. 2019). 

5.1.1 DIFFERENCE BETWEEN BLOCKCHAIN AND AI 

To begin with, blockchain has a number of stability, versatility, and profciency 
issues. Reasonability, reliability, and security are all problems that AI faces. If these 
two technologies are combined, the next computerized era will emerge. 

The argument here is that blockchain provides AI with trustlessness, stability, and 
reasonableness. While AI contributes its expertise to the development of AI systems 
based on blockchain to achieve adaptability and which can be used fully for person-
alization and administration (Cong, L. W. et al. 2019). 

5.1.2 BLOCKCHAIN FOR AI (CLASSIFICATION AND PROTECTION) AND 

AI FOR BLOCKCHAIN (SECURITY AND STRAIGHTFORWARDNESS) 

Blockchain can allow decentralized commercial centers and collaboration stages 
that can be used for a variety of AI applications such as power data and calcula-
tions. These would pave the way for a slew of new technologies and the expanded 
use of AI. Safe information sharing—Because AI involves overseeing large amounts 
of data that is used to prepare computers, there is a need for a more effective and 
secure method of sharing data in the form of a ballot and stored. Furthermore, one 
of the basic and growth factors is confdentiality, which involves overseeing mas-
sive knowledge gaps and misuse of individual data. Figure 5.1 shows opportunities 
brought by AI to address challenges of blockchain. 
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FIGURE 5.1 Opportunities brought by artifcial intelligence to address challenges of 
blockchain. 

Your data is valuable to you. More than just exchanging and managing client 
information, blockchain technology allows for the sale of information through smart 
contracts, removing the need for middlemen and making transactions safer and 
more private. This commercial center lowers the bar, allowing smaller companies to 
participate. Selling your extra computational power—blockchain will allow better 
appropriation of calculating power, which is essential for AI, and preparation in AI, 
through establishing a decentralized market for selling calculating power, is referred 
to as blockchain-based distributed computing. GPUs are only used for a small por-
tion of the time; this unused processing time can be used to give AI-savvy contracts 
and be compensated). 

5.1.3 BLOCKCHAIN AND AI: A GREAT MATCH 

Blockchain and AI are the two most abundantly debated developments in today’s tech-
nological advancements despite the fact that the parties creating each technology are 
diametrically opposed. According to PwC, AI-enabled technological developments 
would add $15.7 trillion to the global economy, resulting in a 14% rise in global GDP. 
According to Gartner, the market value contributed through blockchain technological 
developments will reach of $3.1 trillion in the same year (Croman, K. et al. 2016). 

Blockchain is a spread out, decentralized, and nonchangeable ledger that is used 
in order to store some of the encrypted data, according to the given description. AI, 
on the other hand, is the driver or, to put it another way, a human-made “brain” that 
can assist us in data analytics and decision-making. We should both agree on one 
thing: despite the fact that all technologies have their own level of sophistication, 
both AI and blockchain can support and learn from each other in this collaboration. 
Combining these technologies makes sense because they can infuence and enact 
data in various ways, and it can take data manipulation to great heights. While doing 
this in parallel, we can also integrate ML and AI with blockchain and vice versa, 
which would boost the fundamental architecture of blockchain while also increasing 
the ability of AI. Furthermore, blockchain will help us track and understand why 
machine learning (ML) decisions are made, making AI more coherent and intuitive. 
The blockchain and its ledger will store all of the data and variables that go into ML 
decision (Yaga, D. et al. 2018). Figure 5.2 shows applications of AI and blockchain. 
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FIGURE 5.2 Applications of AI and blockchain. 

5.1.4 APPLICATIONS OF BLOCKCHAIN AND AI 

5.1.4.1 Smart Computing Power 
On a server, running a blockchain and all of its cryptographic data will require 
a lot of computing power. For example, hashing algorithms are used to mine the 
Bitcoin blocks using the “brute force” technique that involves manually identifying 
all potential solution possibilities and testing if all satisfy all arguments of the prob-
lem until confrming the given transaction. We will step on from this with AI and 
approach projects in another way with increased intelligence in an effective manner. 
Consider an ML-based algorithm that, with the right training data, could virtually 
polish its skills in “real time.” 

5.1.4.2 Creating Diverse Datasets 
Dissimilar to computerized reasoning-based projects, blockchain innovation makes 
decentralized, straightforward organizations that can be accessed or achieved by any-
body, all throughout the planet in open blockchain networks circumstance. While 
blockchain innovation is the record that powers digital forms of money, blockchain 
networking is presently applied to the various ventures for carrying out decentral-
ization. For instance, singuarlity NET is explicitly centered on utilizing blockchain 
innovation to empower a more extensive dispersion of information and calculations, 
guaranteeing the future improvement of man-made reasoning and the making of 
“decentralized A.I.” 

Singularity NET blends blockchain and AI to build smarter, open AI along 
with blockchain networks capable of hosting a wide range of datasets. The 
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intercommunication of AI agents could be allowed by building an API of APIs on 
the blockchain. As a result, a broad variety of algorithms can be developed using a 
wide range of datasets (Ekramifard, A. et al. 2020). 

5.1.4.3 Data Safeguarding 
The development of AI is entirely based on the feedback of data which is our data. 
AI gathers knowledge from the environment and the details of what is going on in it. 
In essence, data is given to AI, and then AI has the ability to develop itself over time 
as a result of it. Blockchain, on the other hand, is a technology that facilitates the 
cryptographic storing of data on a spread-out ledger. It facilitates the development of 
completely encrypted databases which can only be accessed by some particular par-
ties that are granted permission to do this. When blockchains and AI are combined, 
we have created a backup scheme for people’s confdential and extremely important 
personal info. Medical or fnancial information is far too private to entrust to a sole 
company’s algorithms. Recording all these data on the blockchain, which is acces-
sible by AI with authorization and after it has been processed through the correct 
steps, will provide us with huge benefts such as customized reviews while securely 
storing our confdential data (Gill, S. S. et al. 2019). 

5.1.4.4 Data Monetization 
The monetization of data is another disruptive breakthrough that could be made 
feasible by merging the two technologies. For big corporations like Facebook and 
Google, monetizing gathered data is a major source of revenue. Data are being wea-
ponized against humanity by allowing others to control how records are sold to gen-
erate money for companies. Blockchain enables us to encrypt our data and make it 
used in the manner that we see ft. It also helps us monetize data on a personal basis 
if we so wish, without our important valuable information being exposed. This is 
vital to comprehend in so that we can counteract skewed algorithms in the future and 
construct diverse datasets (Goertzel, B. et al. 2017). 

The same can be said for AI programs that depend on our valuable records. For 
the mentioned AI algorithms which learn and change, AI networks are required to 
purchase data straight from developers from databases. This will change the whole 
process into a much more equitable process than it was as of now, with no tech 
behemoths betraying people. This type of data marketplace will also make AI more 
available to small businesses. Developing and providing AI are prohibitively expen-
sive for companies that are not able to generate their own results. Via decentralized 
data servers, they acquire the ability to get data that is either too expensive or kept 
secretly (Hammi, M. T. et al. 2018). 

5.1.4.5 Trusting AI Decision-Making 
Since AI algorithms acquire intelligence through experience, data scientists would 
have a tougher time understanding how these systems arrived at simple conclusions. 
This is basically because AI algorithms have the ability to work with vast numbers 
of data and various variables. However, we should continue to scrutinize AI reports 
to ensure that they are reliable. They consist of permanent records of all the data, 
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various variables, and all the executed processes used by AIs in their own decision-
making processes thanks to blockchain technology. This makes auditing the whole 
process much simpler. The steps from the point of data entry to the point of conclu-
sions can be monitored using blockchain programming, and the observers can be 
certain that the information has not been tampered with. This is an important step 
because people and companies can’t start using AI apps until they understand how 
they basically function and understand the type of data they use to make decisions 
(Huh, S. et al. 2017). 

5.2 BLOCKCHAIN, IMPROVING MACHINE LEARNING MODELS 

Microsoft researchers are collaborating to build ML systems that are hosted on 
public blockchains. Since blockchain enables people to be compensated for help-
ing to improve models, this relationship is rewarded. Despite the fact that ML is 
progressing at a rapid rate, the benefts are not yet widely available. People with 
limited resources cannot often be able to access cutting-edge ML systems, which 
are highly centralized and dependent on proprietary databases that are diffcult to 
replicate. Furthermore, if models aren’t retrained with new data on a regular basis, 
they become obsolete. 

Microsoft is attempting to make AI decentralized and interactive by using block-
chain technology. In the future, people will be able to use common computers and 
applications (such as tablets, browsers, and smartphones) to run sophisticated ML 
algorithms and collaborate on data and model creation. Microsoft is developing a 
decentralized and collaborative AI on blockchain platform that will enable the AI 
group to collaborate on training models and creating datasets on public blockchains. 
The ML frameworks, however, are free to use. Personal assistants and recommender 
programs are only a couple of the many choices available (e.g., what Netfix uses to 
recommend shows). Ethereum was used to construct proofs of concept (Idelberger, 
F. et al. 2016). 

Since blockchain provides participants with trust and security, it makes sense to 
use it. You should be totally confdent in the code you’re working with. Instead of 
using proprietary cloud services, Microsoft’s architecture uses smart contracts to 
codify product specifcations. Models may be modifed on the blockchain or used 
off-chain on the user’s local machine at no cost to the customer. The model will 
always work as planned due to the immutability of blockchain and smart contracts. 
Unless the model is updated and checked, every user will see it as the “only true 
version.” 

In addition, blockchain introduces a reward mechanism that allows users to con-
tribute data that makes models develop. We can reliably compute and log changes 
since we can check and monitor changes. Contributions that boost AI models should 
be rewarded (in tokens). According to Microsoft analysts, updating a Perceptron 
model on Ethereum costs $0.25. They expect to eliminate the need for this fee 
in the future. Users are compensated based on how well their feedback aided the 
model’s improvement. Positive donations are compensated, while poor (malicious) 
contributions are penalized by the deduction of user funds. While Microsoft’s frame-
work isn’t yet operational at scale, its vision could become the standard in the near 
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future. Increasing the pace of AI adoption and effectiveness by allowing advanced 
AI models and massive datasets to be widely exchanged, upgraded, and educated 
(Karuppiah, M. et al. 2014). 

5.2.1 SOME EXAMPLES OF BLOCKCHAIN AND AI-INTEGRATED SOFTWARES 

• AICoin—AICoin is basically a money conceptual idea in which a token 
represents the benefts of using AI. The engineers developed AI models to 
fnd out how to identify and exchange designs that are not shown in the dozen 
or more so mostly liquid digital money marketplaces in this venture. The 
explanation for this, according to the designers, is that in accordance with 
the developing team, AICoin aims to allow fnancial backers of the token to 
build abundance using the power of AI and blockchain. 

• Botchain—Botchain is basically a blockchain-based project that both 
speeds up and simplifes the world of deceptively AI bots and apps. The 
role includes capabilities for general enlistment, character approval, bot 
analysis, and consistency. Anyone who uses AI-controlled objects, as 
well as those who build them, will beneft from the Botchain’s simple 
frameworks. 

• DeepBrain Chain—DeepBrain Chain is a blockchain-based AI-processing 
stage that is decentralized, easy to use, and safe. It’s essentially a decentral-
ized neural network. Its aim is to build a decentralized distributed comput-
ing network that will help AI grow. According to the team of engineers, the 
company plans to move from their currently used NEP-5 chain to a local 
substrate token with localized management. DeepBrain Chain also has the 
ability to secure an information exchange base that increases the impor-
tance of data all the while ensuring the data protection by isolating data 
ownership originating out of data use. 

• Matrix AI—The matrix to follow through on the blockchain promise; AI 
uses AI-applied technologies, for example, NLP. Auto-coding astute agree-
ments, AI-controlled online security, fexible blockchain borders, com-
plex designation organization and that’s just the beginning of the project’s 
highlights. Furthermore, an AI-powered safe virtual machine recognizes 
planned escape clauses and pernicious goals while maintaining vigor 
under intense emphasis assault with a generative ill-disposed organization 
(Karuppiah, M. et al. 2015). 

• Numerai—Numerai is a cryptocurrency project that focuses on AI and has 
the main problem of data science at its heart. It is essentially a competi-
tion in which one must deal with the problem of forecasting the fnancial 
exchange. You must create a model while using the model Python along 
with R contents in the Numerai competition. A new round begins every 
Saturday at 18:00 UTC, and new tournament’s data is delivered. Similarly, 
the accommodation deadline is on Monday at 14:30 UTC. 

• Singularity‑NET—Singularity-NET is basically a full-stack AI system 
that runs on a regionalized protocol/process. It is claimed to be the only 
regionalized stage that allows AI to participate and promote at scale. This 
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Singularity-NET network is basically the backbone that enables AI admin-
istrations to connect and execute. Singularity-NET allows everyone to navi-
gate a global-based network of AI calculations, administrations, and experts 

• Namahe—Namahe is a decentralized development network focused on 
blockchain software and technology. It integrates AI and blockchain tech-
nology to create a stable ecosystem in which companies can also save 
money on excessive feedback and increase the productivity of their sup-
ply chains. Namahe improves supply chain effciency by allowing the AI 
layering to continuously screen the store network, detecting for anomalies/ 
problems in the examples to inference extortion, delaying, and unexpected 
happenings and hailing the data for audit. 

• Peculium—Peculium is a completely straightforward and decentralized 
reserve funds at the board stage fuelled by AI and AI. Based on AI, the task 
means to boost benefts and reserve funds. It intends to assist its clients with 
beating the dangers of the present speculations industry. Peculium addition-
ally observes and gives the board of cryptographic money resources for 
clients. This is accomplished by Peculium’s cutting edge monetary con-
sultant, AIEVE, for example, computerized reasoning, ethics, values, and 
equilibrium (Karuppiah, M. et al. 2019). 

5.2.2 SINGULARITYNET 

SingularityNET, a nonbeneft association settled in Amsterdam that dispatched 
in 2017, happens to be an open commercial center for AI calculations. CEO Ben 
Goertzel, who is additionally on the chair of the OpenCog Foundation and also the 
AGIS (Artifcial General Intelligence Society), founded the frm. SingularityNET 
is a commercial center where engineers and AI sellers can exchange their equip-
ment or applications for other AI administrations or digital currencies. The 
money of SingularityNET is known as “AGI tokens.” Smart agreements based on 
the blockchain, as indicated by the association, permit exchanges between market 
members. As per the Whitepaper, SingularityNET claims that their commercial 
center works by providing purchasers and vendors with a scope of normal AI 
programming and equipment administration APIs that can be incorporated into 
brilliant agreement models. SingularityNET offers the models also (Kevin, A. C. 
et al. 2018). 

This may, for instance, support organizations and individual engineers to buy and 
sell enormous-scope AI administrations like: 

• Picture and video preparing organizations: Such as those that perceive peo-
ple in chronicles or make text depictions for a particular picture. 

• Language dealing with organizations: Text layout and consultation, lan-
guage understanding, or text-based idea assessment. 

• Admittance to curated datasets to plan AIs: Marketplace customers may 
share data, for instance, establishment data (for instance, online media 
data) to help train AIs that would then have the option to be used for assess-
ment of other datasets. 
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• Organizations could moreover request to have a particular dataset taken 
apart from various individuals in the business community. 

SingularityNET reports that their funded ICO brought more than $36 million up 
in the primary moment of its culmination in spite of the fact that the venture was 
just in its beginning phases with nothing to show regarding obvious strong execu-
tion. SigularityNET says that their in-house innovation staff is inspired by working 
together diligently with groups from Hanson Robotics (producers of Sophia Robot), 
Mozi Health (zeroed in on biomedical AI), and iCog Labs, along with the organiza-
tion’s CEO (Krittanawong, C. et al. 2020). 

5.3 DEEPBRAIN CHAIN 

DeepBrain Chain is fundamentally a Singapore-based nonproft organization with 
around 35 workers. The organization professes to be building up a cooperative 
AI-processing framework utilizing AI and blockchain innovation. As indicated by 
assets from Whitepaper in the DeepBrain Chain, the association plans to essentially 
give a business community to AI equipment fguring administrations through an 
organization in which all gadget individuals are isolated into independent testing 
“hubs” in light of their registering limit. These DeepBrain Chain network hubs 
might be enormous hubs like mining pools, which are broadly used to mine the 
DeepBrain Chain token (Kumar, R. et al. 2021). 

To prepare algorithms, medium-sized hubs use cloud computing stages such as 
Microsoft Azure or presumably home PCs. These large or medium hubs might be 
rented out to endeavors or associations that need computational force for AI ventures. 
A medium-sized hub will incorporate a home PC framework, cloud suppliers, and 
human clients. Bigger weighty processing apparatuses utilized for DBC coin mining 
will normally shape the organization’s bigger fguring hubs. Excavators or people 
who access the plan by downloading the DBC program, which haphazardly doles 
out them to a particular hub relying upon their preparing limit, make up the entire 
organization (Luu, L. et al. 2016). Figure 5.3 shows DeepBrain Chain architecture. 

After the preparation is fnished, the miner is approached to give a contribution 
to the innovation that was utilized to prepare the client’s AI. They would then repay 
the coach in tokens for their administrations. On the site, diggers can even transfer 
and lease their own datasets. For instance, AI sellers may transfer information and 
models fundamental for neural organization calculation to the DBC-decentralized 
capacity organization, and at that point send registering solicitations to exploit the 
organization’s assets. The picture in Figure 2.1 from DBC portrays the organization’s 
plan of action structure: 

DBC likewise says that their site can be utilized by organizations and scientists 
to trade datasets, just as an exchange stage for fake neural organizations. It’s impor-
tant that there is no verifcation that the organization had accomplished percepti-
ble results. Dongyan Wang, the head of AI at DeepBrain Chain, moved on from 
the University of Wisconsin–Milwaukee with a PhD in Electronics and Computer 
Science. He’s worked with Samsung, CIisci, and NetAPP, among others. He has 
been the Global AI Leader of Midea Group, a Fortune Global 500 organization in 
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FIGURE 5.3 DeepBrain Chain architecture. 

China. DeepBrain Chain has additionally banded together with SingularityNET to 
empower AI specialists on the Singularity NET commercial center to utilize the 
DBC commercial center’s processing abilities. The association additionally is by 
all accounts selling computational “groups” to excavators everywhere in the world, 
professing to have acquired about $100 million in vows up until now; yet we couldn’t 
freely approve this attestation (Lin, C. et al. 2019). 

5.4 DISRUPTIVE INTEGRATION OF BLOCKCHAIN AND AI 

On the one hand, blockchain has vulnerabilities including stability, scalability, and 
performance. On the other hand, AI has its own set of trustworthiness, explainabil-
ity, and privacy concerns. The union of these two innovations is inescapable; they 
have the ability to revolutionize the next modern age by complementing each other. 
As seen in Figure 5.4, blockchain can provide AI with trustlessness, anonymity, 
and explainability; in turn, AI will assist in the development of a ML framework on 
blockchain for enhanced stability, scalability, personalization, and governance. 

5.5 BLOCKCHAIN FOR AI 

For various components of AI, such as data, algorithms, and computational 
resources, blockchain can power decentralized marketplaces and collaboration plat-
forms. These would catalyze AI creativity and adoption at a never-before-seen scale. 
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FIGURE 5.4 The integration of AI and blockchain: (a) blockchain for AI and (b) AI for 
blockchain. 

AI decisions can now be more straightforward, explainable, and trustworthy, thanks 
to blockchain. Since all the records on the blockchain are public, AI is crucial for 
ensuring users’ anonymity and privacy (Lin, C. et al. 2019). 

5.5.1 SECURE DATA SHARING 

The immense volume of information accessible for science, development, and trade 
is one of the main forces behind the new AI upset. In the present information-
driven economy, information is the new gold. Be that as it may, there are signif-
cant diffculties in securing this gold. In any case, it could be a little diffcult to get 
satisfactory data records for the off chance that you are working for companies like 
Facebook or maybe even Google. This in long run prevents the resistance by AI 
examiners and associations, which is required for helping AI. Second, assurance is 
fundamental and creates stress along with a movement pertaining to openings and 
maltreatment done on individual records. Unmistakably, the new Facebook shock, 
where 50 million customers profled and centered not given any consent from the 
Cambridge Analytica, which is basically a political outcast firm/company. 
The zeroing in on direct is disturbing and stood out from “a redid murmur crusade: 
Groups both moral and malevolent can isolate Americans, murmuring into the 
ear of every single client, poking them dependent on their feelings of dread and 
urging them to murmur to other people who share those apprehensions” (Liu, J. 
et al. 2020). 

5.5.2 YOUR RECORDS/DATA, YOUR COST 

Splitting old data and taking control of your own records, blockchain progressions 
can basically permit the user to sell their records through splendid arrangements. 
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The aforementioned information empowers information commercial centers without 
agents, making them safer and private. Such commercial centers will bring down 
the boundary for more modest players, leveling the battlegrounds and in this way 
encouraging developments. Through innovation, for example, zero-information evi-
dences, organizations and analysts may look for signifcant data without knowing 
the subtleties of the information or the character of the information proprietors. We 
can’t pressurize suffciently for getting the colossal effect of having the option to sift 
through and fnd the information you need while keeping clients’ security unblem-
ished. An example, like Nebula Genomics, which is basically a start-up assisted with 
set up by Harvard University which has a part named George Church, which gives the 
business community, who interfaces people that need the genomes to be sequenced 
for associations that require those records. In a similar effort, the Longenesis gives a 
phase to divide and adjust life records like clinical evidence and prosperity records 
(Lopes, V. et al. 2018). 

5.6 EXPLAINABLE AI 

Regardless of the wide accomplishment of AI in building independent frameworks 
that are equipped for seeing, learning, and following up on their own, there is hesi-
tance to embrace these frameworks. One explanation is that with AI procedures’, 
for instance, profound understanding, it is hard to comprehend what precisely goes 
within the secret elements. Accordingly, choices made by those frameworks are 
unexplainable to human clients and along these lines can’t be checked or believed. 
Wavering is fundamentally higher in the felds of clinical assessment and money-
related organizing, where sensibility gets crucial as misguided decisions could result 
in life loss or monetary catastrophe. Basically, it’s that we fnd a perpetual way that 
follows the headway of the record stream and complex acts of the AI-established 
structures. Blockchain has the ability to unequivocally do that, following each step in 
the dynamic chains and information handling. Through practices of AI-established 
structures on various different database and executed circumstances, the perception 
of and trust in the decisive steps made using those systems are attained. Far and away, 
superior human clients will have an unmistakable path to follow back the machine 
choice cycle, settling on defense of those choices a lot simpler. Moreover, it gives 
experience in tuning those secret elements to adjust execution and forecast precision 
with the reasonableness of the framework. In the event of disastrous occurrences, 
these blockchain-based paths will be fundamental to decide if people (and explicitly 
specifcally) or man-made objects are to blame. 

5.7 AI FOR BLOCKCHAIN 

Thousands of parameters and trade-offs between security, effciency, decentral-
ization, and other factors go into the design and operation of a blockchain. AI 
can assist with these assessments as well as simplify and improve blockchain for 
improved effciency and governance. Furthermore, since all records on the block-
chain are transparent, AI executes a critical part in ensuring user anonymity along 
with safety. 
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5.7.1 SECURITY AND SCALABILITY 

But just in case that adversary guarantees the bigger part mining power, blockchain 
is for all intents and purposes hard to hack. The applications and functionalities 
dependent on top of the blockchain stage, deplorably, don’t provide the same amount 
of security. An example, like the localized self-administering affliation (D.A.O.), 
one major and greatest crowdfunding packs with around done 150 million dollars 
of computerized money called Ether, the main part of setback of a 50-million dollar 
burglary. The programmer misused a few slip-ups made in the composition of the 
keen agreements that permitted rehashed exchanges to be run that pulled out more 
cash than the asset put in. With the unimaginable advancement made by AI, a block-
chain administered by a shrewd AI calculation could possibly identify the presence 
of assaults and naturally summon the proper protection instruments (Mamoshina, P. 
et al. 2018). 

Exactly when the damage is unavoidable, the AI may on any occasion separate 
the attacked part from the blockchain stage, shielding the rest from the danger of an 
attack. The relative AI can be utilized to regulate the blockchain, making it extra 
fexible and amazing. For example, considering that there occurs a surge in the 
amount of trades, the AI could be adequately helpful to extend the square manufac-
turing increase growth, which can basically create the overall output to the detriment 
of longer affrmation setups 

5.8 PRIVACY AND PERSONALIZATION 

In the event that you stress over whether the any political decision will be undermined 
or whether your information is protected in interpersonal organizations, blockchain 
is for you. Blockchain can give you back authority over your own information. Yet, 
it accompanies an expense. In standard joined settings, as Facebook, YouTube, or 
streaming platform Netfix, assembled customer records/behavior are analyzed to 
modify the substance for customers. This is similar to Facebook where you log in 
to fnd the posts created by other users or by the colleagues you associate most with 
or enter into Netfix where you are given the choice of flms that are more relatable 
considering your own taste. Taking back your security infers no company compre-
hends what you prefer—so basically, you will apparently have to go to various pages 
and platforms to fnd appropriate substance, without any help of modifed customs. 

However, is there another method to deal with to acquire both assurance and 
redid knowledge? Man-made insight comes to the rescue with another substance 
assurance model. A decentralized substance giver, like a relational association on 
blockchain, can utilize AI on behalf of the customers in order to tweak content 
(Mattos et al. 2020). AI software will basically run on customers’ gadgets to look 
at their scrutinizing practices and relaxation exercises. Relatable substance that the 
customers will be attracted to, instead of pushing them, and appeared to all humans. 
Noting the fact that all the computation is basically executed in the same place— 
not up close and personal information anytime makes the customers’ contraptions. 
Further, sanitization of customers’ substance tendencies can be executed in order 
to hold content providers back from making profles of customers. Thus, this new 
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attraction—established model gives security as well as personalization immediately 
(Mauri et al. 2017). 

Notwithstanding later and fast occasions, both AI and blockchain still have 
extensive, troublesome involvement with front of those people. For ML/AI, the lat-
est improvement is the Google Duplex announcement, which basically can make 
customized mobile device choices for your well-being. It is exceptional until you 
read that the endeavor is limited to absolutely three things: bistro reservations, salon 
plans, and event hours. Likewise, paying little heed to AI’s new, monstrous move-
ments in computations and the colossal proportion of enrolling power and data, it 
can’t remain mindful of the boundless diffculties of the living world. For block-
chain, these new security events with Etherum, BitcoinGold, ZCash, and various 
different advanced types of cash suggest us that there is some time until we value 
both secured and fexible blockchains in genuine applications. Setting out toward the 
future, the companionship between blockchain and AI will give boundless progres-
sions and prove helpful in the form of changes beneftting our overall population— 
perhaps they may endure until the very end (Mohanta et al. 2020). 

5.9 CONVERGENCE OF BLOCKCHAIN AND AI WITH IOT 

Blockchain advancement, the IoT, and ML/AI are currently seen as developments 
that can possibly change existing strategic approaches, make new game plans, and 
upset whole organizations. By giving a well-known and decentralized circled record, 
blockchain, for instance, will expand certainty, responsibility, security, and assur-
ance of business measures. A blockchain or, all the more normally, an appropriated 
record may store an assortment of assets, like a log. Generally, these points of inter-
est can be associated with cash and people. The IoT powers the mechanization of 
organizations and the convenience of business measurements, the two of which are 
basic (Montes et al. 2019). 

Till this point, the linking between the aforementioned three progressions has 
been denied or not thought of, and blockchain, IOT, and ML/AI have been utilized 
independently. Be that as it may, these advances ought to be utilized pair, and they 
can, in the long run, meet up. One potential connection between these advancements 
is that IoT gathers and circulates information, blockchain gives the premise and 
builds up responsibility standards, and AI improves and controls cycles. These three 
headways are intended to be corresponding, and, when joined, they will abuse their 
full force. The mix of these advancements can be especially persuading for chiefs’ 
information and the mechanization of business measures, which we dissect and 
address along with any remaining heads that can be lumped into a similar gathering. 

5.10 CONVERGENCE OF BLOCKCHAIN, INTERNET OF 
THINGS, AND ARTIFICIAL INTELLIGENCE 

Several years earlier, blockchain development was simply inspected concerning 
installments, i.e., with respect to Bitcoin and Ether. Fairly as of late, progressively more 
nonfnance-based use cases for the blockchain development has currently emerged, for 
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instance, creation network of the chiefs and progressed characters. The later compos-
ing perceives the advantage of joining blockchain development with various headways 
like IoT and ML/AI. For example, it talks about the blockchain advancement usage to 
upgrade the structure establishment of various IoT gadgets (Nassar, M. et al. 2020). 
The format of the blockchains can be changed so much that the fnal output system is 
more ready to make and deliver IoT contraptions, mainly in regards to the quickness of 
trades. Other than maintaining focus on the blockchain tech in regards to IOT, a couple 
of assessments in like manner are base for the blend of blockchain tech along with ML/ 
AI. Until this point on schedule, the accentuation is essentially on partner blockchain 
along with one or the other inventive development, as IOT and ML/AI, and also not 
having any critical bearing every one of the three headways meanwhile. Nevertheless, 
the certifed ability of such new and also emerging advances may be proved if such 
improvements get added. The main plan is a blockchain-established structure that 
maintains IOT along with AI. Contrary to the aforementioned, this gives a non-specifc 
diagram of the upsides of each progression and also how they supplement each other. 
The main and normal mix of blockchain advancement, IOT, along with AI appears 
with strong use case. 

It’s signifcant that these ideas that are introduced in many papers are relevant to 
public as well as private-made blockchains. The main fundamental contrast between 
the two sorts of blockchains is mainly that in a public-created blockchain, any part 
may get to the information put away on the blockchain. Passage to data in private 
blockchainsis limited to specifc substances. Since the utilization cases might be 
completed on both public and private blockchain establishments, it is unimportant 
if the passageway is public or private for the reasons for this chapter. Moreover, it 
ought to be noticed that, similar to some other information base, blockchains are 
affected by defenseless data quality. This theme won’t be facilitated in this chapter 
since it isn’t carefully applicable to blockchain-based information management of 
data (Nugent, T. et al. 2016). 

5.11 IMPROVING DATA STANDARDIZATION 

Protection, security, and scalability of IoT gadgets, like keen home gadgets, splendid 
frameworks, sensors, robots, vehicles, or smart structures, gather a great deal of 
information. This information is regularly saved money on a fused laborer, where 
the information structure isn’t standardized. Diverse legacy frameworks are utilized 
by various associations, making it hard to separate and translate information through 
all stages. 

Blockchain development can help us with the similarity of records by making up a 
coordinated progressed stage for IoT records’ accessibility for various get-togethers. 
Records will then be taken care of in one database plan. Since the application hash-
limits usage, records on blockchain structures are conventionally taken care of in 
one data plan. In this way, data the chiefs could be upgraded by extended operation 
of set aside user records (Rodriguez-Mier, P. et al. 2016). 

There exist basically two general amassing decisions for blockchain-established 
database, specifcally on-server and off-server storage. On-server accumulating 
has the basic advantage that the main user data is reliably accessible on server and 



 

 
 
 
 

 
 

135 Data Analytics, Computational Statistics 

also can be taken back from available center point at whatever point. Regardless, 
accumulating requirements that are basic, which basically can incite “blockchain 
expanding,” are a great deal of on-server-set aside database destroying blockchains’ 
performance as well as fexibility. Off-server amassing gives an elective that basi-
cally stores the genuine database off server and simply keeps the main aggregated/ 
summation of metadata on server. This alternate approach has the upside of essen-
tially being more adaptable than on-server course of action; yet lessens data straight-
forwardness (Punithavathi, P. et al. 2019). 

Another component of blockchain stages is the genuine degree of data insurance 
that can be done by the basic cryptography. On blockchains, trades are basically 
driven using nom de plumes are—in some blockchain structures like Monero or 
Zcash—drove absolutely anonymously. The plan of blockchain systems also con-
siders full encryption of set aside and sent data so much that solitary the genuine 
contraption can scrutinize and create its own data through private/public key estab-
lishment. In IoT, machines and contraptions store a ton of sensitive data. It is crucial 
to ensure the assurance and security of this data. Today, IoT data is consistently 
sent directly from the machine to the specifc informational collection (regularly a 
cloud-based platform), where the user records are recombined together and stored. 
Nevertheless, these user records aren’t encoded and do, in like manner, not assur-
ance security. Blockchain development can give immense benefts in such manner as 
blockchain advancement can without a very remarkable stretch assurance security 
of the accumulated data. Blockchain advancement has been made going with the 
procedure: security by a plan (Saleem, J. et al. 2018). 

Furthermore, a blockchain is basically operationally adaptable and has an OK 
of hacks. This critical level of security rises out of the blend of cryptography and 
the understanding segments used. Thus, data security can grow using blockchain 
development. In any case, there is a trade-off between a huge level of assurance and 
control for illicit activities. If a blockchain stage is set up absolutely covertly, it is 
silly to hope to associate a trade with a particular social event. This anonymity opens 
the doorway for unlawful activities, for instance, tax avoidance or mental assail-
ant fnancing. Reproduced insight can basically help extending security along with 
recognizing strange activities. A paper by Yin in 2019 proposed to utilize AI using 
user records’ assessment to lessen the peril of unlawful activities that are taking 
place in blockchain coming about in light of the mystery of trades. Reenacted insight 
advancements beneft by the high proportion of gave IOT main records of data ever 
since AI computations acquire from the stored records—the more these records are 
used to set up the AI fguring, the more interesting and more thought out the presen-
tation of the estimation is (Sgantzos, K. et al. 2019). 

Today, the central drawbacks of IOT are its inability to store along with mas-
sages a ton of user records. The organization of data can be converted to be more 
versatile by a gathering of progressions utilizing blockchain development along 
with AI. Foes of these blockchain advancement reproach that these blockchain 
structures need fexibility because of the usage of all these energy-consumption 
understanding segments to support trades, for example, proof of the work arrange-
ment. Regardless, there basically are distinctive more than normal energy-capable 
understanding frameworks, similar to affrmation of-stake or check or-authority 
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which basically can assemble fexibility. In all honesty, all such high-energy 
usage will after a short time be a trinket of the Bitcoin association. Nearby block-
chain, the advancement in AI can maintain a much more extensive extension in 
fexibility. Liu proposed a presentation in his work, smoothing out structures for 
such integrated blockchain-engaged IOT software/hardware. This structure could 
possibly be based on signifcant help learning, one kind of AI, to show up at a 
more critical degree of overall performance. The makers suggested us a “DRL-
based estimation to intensely pick/change the square producers, arrangement fg-
uring, block size, and square range to improve the presentation.” To conclude this 
topic, the blockchain advancement can upgrade user record usage by the lead-
ing group of IOT gadgets because of its straightforwardness, trustworthiness, 
changelessness, secure structure, and insurance characteristics. Together with AI, 
it basically can address all the current limitations present with the IoT database 
(Shafagh, H. et al. 2017). 

5.12 AUTHENTICATION IN ACCORDANCE TO A 
BLOCKCHAIN-ESTABLISHED IDENTITY 

Additionally, blockchain advancement can be executed to confrm IT networking 
individuals and also can construct trust among each other by basically managing the 
character of IoT gadgets. Noting that character the board can insinuate individuals 
and associations notwithstanding—with respect to IoT—furthermore to IoT contrap-
tions and human-made objects. Blockchain-established characters make sure that 
trade groups get a modernized character for blockchain, considering genuine char-
acter of those users (e.g., character card for various individuals and business registra-
tion segment of associations). Considering this type of a character, trades between 
an individual and an association (model: vehicle sharing) yet moreover between an 
individual user and a man-made machine (model: voyager transportation of a free 
vehicle) or between two man-made machines (model: self-administering vehicle 
paying for leaving) could be arranged benefcially—that is, with very quick trade 
speed and lower trade costs (Singh, S. et al. 2020). 

Later on, the cash will eventually be moved between end users, associations, gad-
gets, and man-made machines. As shown by checks by IoT network analysis, greater 
than 20 billion contraptions are going to be related to the web by the year 2025 (IoT 
Analysis team). These particular devices will midway, in like manner, participate in 
portion measures. Along these lines, an absolutely new, conceivably decentralized, 
portion establishment wll be required. Individuals, associations, and man-made 
machines ought to be enlisted with basically their modernized characters on various 
blockchain structures. Accordingly, character heads of particular blockchain soft-
ware will expect a vital key part (Swan, M. 2015). 

Clearly, all such characters should be given and directed in conformity with user 
data laws for protecting their data. Regardless, the notion that these blockchains 
can’t enough address data protection by arrangement isn’t reasonable. This is a result 
of the way that the rapid blockchain advancement, with the consolidated induction 
systems along with the encryption measures, is shockingly upgraded version com-
pared to nonblockchain-established structures prepared to frst thing secure data by 
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design, other than setting up the obligation regarding and, third engage the trans-
formation of data. Another vital advantage of utilizing blockchain advancement is 
that the invariable management of the mechanized character is hard to create. With 
respect to self-suffciently interfacing machines and contraptions, it is fundamental 
to have the alternative to rely upon the character of various things which can be real-
ized by basically utilizing the help of blockchain advancement (Chen, T. et al. 2018). 

5.13 AUTOMATIZATION BY MEANS OF SMART CONTRACTS 

Close to database and character heads motives, the get-together of three headways 
by the application of blockchain along with IoT and also integrating AI commonly 
should be amazingly encouraging for the automatic processing of all the business 
measures. One of the huge pieces of interfacing these three progressions is the 
utilization of sharp arrangements. Sharp arrangements decide a lot of assurances, 
cautiously, in a show that normally executes the states of the understanding. In 
coding words, splendid arrangements are equivalent to “accepting by then” limits 
that describe unequivocal exercises if a unique task occurs. For example, one can 
consider a condition if for the circumstance the fair movement has been produc-
tive (if), a portion is carried out subsequently. With everything taken into account, 
splendid arrangements are the principal combination of the three design stages of 
IoT along with AI and also integration of blockchain advancement (Dinh, T. N. 
et al. 2018). 

In spite of its gigantic prospective, sagacious agreements are as of now not uti-
lized with respect to mechanical associations. The major issue behind conventional 
sharp arrangements is that they basically need crypto assets like Ether or even EOS 
and, along these lines, move proportions of such crypto assets. Regardless, asso-
ciations are hesitant to utilize these aforementioned crypto assets, generally on 
account of regulatory and fnancial reasons. One major requirement is the unreason-
able expense shakiness of crypto assets. Expecting a savvy arrangement is driven in 
Ether, where the tolerant party is introduced to a high change scale risk. Now and 
again, the expense of crypto assets augments or lessens by abundance margin of 10% 
within a day. Irrespective of the fact whether or not stable coins can offer a response 
for the high unconventionality of “conventional” cryptocurrency assets, they usually 
are enthusiastically used by mechanical associations or in back to back settings for 
the following reasons: First, the particular stable coins are as of now not regulated. 
Thus, danger went against associations don’t attempt to utilize some of these on-
regulated devices. Additionally, fnancing and information technology structures of 
associations are assigned to and working along with fat money-related principles 
like the European currency Euro. Subsequently, it is processing load for associations 
to change over the stable coin usage in the “system-based” money. This change uses 
the time of both workforce and accounting resources (that is, trade costs, supporting 
for esteem differences). Figure 5.5 shows smart contracts overview. 

The lone method/ability of these smart arrangements can be totally manhandled 
by utilizing blockchain-established fat money that “travels through” the wise under-
standing. Simply a blockchain-established progressed European currency would 
enable Euro-named astute arrangements, with the ultimate objective that these 
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FIGURE 5.5 Smart contracts overview. 

man-made machines, vehicles, or sensors can offer organizations their remuneration 
along with leasing and consideration. In view of a modernized blockchain-based 
Euro, such new strategies could show up: totally atomized devices making decisions 
all alone using AI and “fscally making due” all alone using blockchain for money-
related trades while executing an advantage place reasoning on the end instrument 
level (Dinh, T. T. A. et al. 2018). 

The advantages of using such a DLT-established automated European cur-
rency are unpredictable. In any case, with this blockchain-established modernized 
cash, small payments for these IoT instruments can be executed with lower trade 
charges which are signifcant for the additional advancement of IoT. Additionally, 
all the trade named in this blockchain-established electronic Euro is going to be 
associated with internal ERP structures and will, henceforth, be open for fnanc-
ing and recording purposes. Third, interestingly with cryptocurrency assets along 
with stable coins, fduciary money-related guidelines will get dreary, saving critical 
resources in this way. Fourth, especially automated fat cash would adjust to current 
rules. Figure 5.6 shows smart contract testing using AI knowledge. There are at 
frst new organizations that have made blockchain-established fduciary currency-
related structures and use electronic currency licenses for the vital tokenization of 
fduciary fnancial structures. In this way, current associations mentioning all these 
blockchain-established Euro plans don’t have to be afraid of authoritative weakness 
since current electronic money frameworks are utilized. 

The blockchain-made European currency can be given either directly from the 
banks, electronic money associations, as shown in Figure 5.2, nonregulated foun-
dations, or public banking institutions. As demonstrated by an assessment by BIS, 
more than 70 public banks in general as of now take apart the issued announcement 
of self-owned public bank-mechanized money (CBDC). No public bank has as of 
now introduced this kind of cash fow, irrespective of the fact that whether or not the 
Swedish public bank along with the Chinese public bank are initiating and may pos-
sibly dispatch a frst public bank-mechanized money soon (Tanwar, S. et al. 2019). 
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FIGURE 5.6 Smart contract testing using Artifcial Intelligence knowledge. 

The Chinese CBDC project DC/EP is currently in execution of a variety of 
Chinese metropolitan networks, for Chinese helpers of worldwide associations, 
similar to McDonald’s or Starbucks. Until this point on schedule, the ECB has not 
yet pronounced the issuance of a Chinese Database Project. Eventually, a European 
blockchain-established Chinese-based project would be needed for the usage of a 
public fnance house-moved European currency for insightful arrangements in the 
European business. 

One may ask the following question: Why is a public fnance institution-given 
Euro fundamental if electronic money givers have adequately initiated a blockchain-
established Euro? The suitable reaction lies in the given details: This money given 
by electronic money suppliers considers electronic money/business fnance house 
money, while the cash given by the public fnancing institution is public bank cash. 
Irrespective of the fact whether the two kinds of money address the Euro or not, by 
virtue of complete bankruptcy, business fnancing institution money could be rein-
stated, while public bank money is somethingthat basically can, by fnancial defni-
tion, not come up short. Whether or not this differentiation gives off an impression of 
being trifing amidst fnancial and money-related strength, it gets especially material 
amidst crisis. 

5.14 INTEGRATION OF BLOCKCHAIN AND AI FOR 
MEDICAL SCIENCES 

5.14.1 AI FOR HEART MEDICINE 

AI is a quickly growing computer-processing request that can orchestrate very non-
understandable data to make exact assumptions. PC-based insight has had striking 



 

 
 
 
 

 
 
 
 
 

  

   

  

140 Blockchain in Artifcial Intelligence 

victories in voice along with facial and picture affrmation in game-playing, in a vari-
ety of mechanical and intelligent felds, and is as of now being executed into clini-
cal benefts. In heart medicine, AI basically can overview the function of the heart 
through imaging, understand heart temperament and limit from the ECG, and take 
some vital medical decisions similar to experts. In any case, an unseen assurance of 
AI is to control redone cardiovascular courses of action by describing novel totals past 
traditional ailment issues, improving outcome estimates, and individualizing treat-
ment. In spite of the way that AI seems, by all accounts, to be prepared to comprehend 
this vision of precision medicine, particularly with the climb of wearable sensors and 
omic propels, progress has been mixed with data. A huge bottleneck is the shortage 
of colossal, secure, heterogeneous, and granular enlightening assortments, with exact 
improvements in proof, in people in peril. This obstruction is an unquestionably seen 
hindrance for AI in cardiovascular medication (Chen, W. et al. 2019). 

5.14.2 BLOCKCHAIN IN CARDIOVASCULAR MEDICINE 

Theoretical/hypothetical clinical benefts of a blockchain that basically initiates data 
that are as of now assembled and stored, are utilized by autonomous accomplices, and 
are consistently diffcult to be accessible by the principal data provider (the patient). 
Blockchain is basically a data-driven model that usually tracks the ownership/user’s 
activities as user records are executed between accomplices. Center points of the 
blockchain network check data moving between accomplices by understanding to 
make a cryptographic extraordinary imprint (hash) of data trades (Chen, W. et al. 
2018). Figure 5.7 shows AI integrated with blockchain for medical purposes. 

5.15 CURRENT APPLICATIONS OF INTEGRATED BLOCKCHAIN 
AND AI 

There are a couple of executions that consolidate blockchain and AI. The American 
Heart Association has joined forces with the OHN to create AI integrated with 

FIGURE 5.7 AI integrated with blockchain for medical purposes. 
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blockchain items like PatientSphere, a blockchain-established, HIPAA-agreeable 
information-sharing stage that utilizes AI to give care plans and exercise tips. As a 
rule, fre-up adventures work in three particular zones. To start, they use blockchain 
technology to capture and record information for the production of an AI archi-
tecture that investigates economics, heart imaging, and different contributions to 
foresee occasions, for example, outrageous myocardial-limited necrosis. Second, AI 
estimations and information ought to be decentralized. For instance, cooperation 
between the ObeN and MesStar Health Institute screens ill people with cardiovas-
cular illness and gives motivating forces to the individuals who take an interest in 
wellbeing exercises. Third, to utilize blockchain as the spine for an AI-associated 
organization of sensors to anticipate cardiovascular illness, like Farasha Labs’ exer-
cises or the Health2Sync diabetes data trust. 

5.16 THE PROSPECTIVE OF BLOCKCHAIN, IOT, AND 
AI IN COMBINATION 

Considering the latest discussions, it’s obvious that the mix of the rapidly advancing 
blockchain development with IoT instruments along with AI can open new game 
plans for the transformation of IoT contraptions. One aforementioned use case is 
briefed in the following. 

One can consider a light (like a streetlight) that consists of its own blockchain-
established character and works with a blockchain-established Euro. Along these 
lines, the light captures the surroundings with a self-administering substance work-
ing “in isolation.” By using savvy arrangements, small payments can be done for the 
maintenance of the light, setting off the light to turn on. The light shimmers once 
some user/colleague pays for the light, such as an individual, an association, the 
strategy executioner, or someone else coming under this category. In this particular 
circumstance, pay-per-use portion plans could be done. Since the light has a high-
level wallet, it can go probably as its own advantage local area (Wu, F. et al. 2018). 

Given that all lights are related to a particular blockchain, they would be able to 
store user records, for example, about their use, execution, along individual time. 
Man-made awareness could utilize these user records and overhaul the association’s 
help. For example, it could propose a much more standard upkeep of lights that are 
utilized routinely similarly as fast transmit the care group if there ought to be an 
event of a weakness. Moreover, AI has the ability that it can smoothen up the upkeep 
cycle by upgrading the mentioning cooperation of new tasks for associations or by 
simply helping with expecting the amount of new fragments needed even more accu-
rately. This assistance would fnally achieve less than home season of the association 
(Zheng, Z. et al. 2019). 

Since lights can be tokenized as strengths, they have the ability to be made open 
to monetary supporters. Hence, monetary sponsor can develop and keep up these 
lights on a large scale. Thus, monetary sponsor will basically get the proposal on 
the lights’ advantages. This application has the perspective of being a gamechanger. 
The tokenization of such strengths of the software has the ability to drive another 
surge of theories since monetary sponsor would be repaid directly with a segment of 
the appearance of the splitted asset, for the present circumstance, of the light. The 
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convenience of tokenization doesn’t simply uphold for lights anyway, but for all IOT 
[55–60] contraptions and, consequently, a wide extent of currently applied areas. For 
example, same can be said of sensors, vehicles, and man-made machines, various 
cameras along with trucks once these instruments are related with the web and with 
a blockchain-established network. 

5.17 CONCLUSION 

Notwithstanding quicker turn of events, combining both AI and blockchain has a 
lengthy, diffcult experience of advancement. With AI, the high-level latest improve-
ment is Google Duplex, which includes robotizing calls and making required 
errands for the clients. In any case, there is a constraint that can be utilized uniquely 
for accomplishing three principal capacities: occasion hours, café reservation, and 
boutique arrangements. Indeed, there are numerous headways including calcula-
tions that utilize more noteworthy measures of machine-fguring force and prepar-
ing information, while staying aware of the intricacies of this present reality is very 
troublesome. 

While with blockchain innovation, subsequent to noticing the security-related 
penetrates including BitcoinGold, Etheru, ZCash, and a lot more digital forms of 
money grandstand, there will be a little postponement to create both secure and versa-
tile blockchains utilizing certifable applications. Organizations would be able to make 
unlimited advances and transitions as a result of their possession of blockchain and 
AI in the future. A signifcant portion of this mechanical seeing necessitates advanced 
learning stages such as upGrad and courses like Master of Science in ML and AI, 
which covers 20 programming languages, software, and libraries to provide active pro-
gramming knowledge. 
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6.1 INTRODUCTION: BACKGROUND AND DRIVING FORCES 

Big data has revolutionized the decision-making process of various business orga-
nizations. It has helped uncover several information that would have been hidden 
otherwise. Various techniques and tools used in big data support in providing mean-
ingful insights about various patterns and trends for data of any size, structure, and 
source. The advent of cloud computing has increased the computing power and auto-
mation ability. This has led to much effcient operations in a wide range of real-time 
applications from fraud detection to customer personalization. The fusion of data 
visualization, machine learning (ML) models, and big data has made it possible to 
answer more advanced business intelligence queries instantly as compared to tradi-
tional methods. Signifcant rise in data has only increased the growth of big data, and 
this torrential food of data ensures that this feld will never face extinction. Hence, 
knowing about this golden feld is of utmost importance (Fong et al. 2018). 

In 2005, Roger Mougalas coined the term big data. Even before then, the concept 
was applied in business which had then used spreadsheets to trend matching and num-
ber analysis. The biggest haphazard traditional data warehousing faced was the lack of 
parallelization of tasks due to which speed was compromised. In 2006, Hadoop frame-
work was developed by Yahoo and launched as an Apache open source project. Their 
biggest feature was the distributed processing framework which enabled running big 
data applications on clustered platforms. During this time only, technological giants 
Google and Facebook managed to take advantage of big data analysis. By the 2010s, 
industries of various domains that include science, fnance, healthcare, social network-
ing all began to grasp the importance of being called a big data analytics company. 
Recently, Amazon Web Services (AWS) and various other cloud computing platforms 
made it much easier to use big data analysis opportunities (Manogaran et al. 2018). 

6.2 SCOPE OF BIG DATA ANALYTICS 

Big data analytics covers various business domains mainly healthcare, stocks, tour-
ism, and much more. The scope of big data analytics is not limited to current tech-
nologies. Big data will exponentially increase as technological advancement occurs. 
Big data analytics has benefted many industries namely airline industry, banking, 
science and government, and healthcare. 

6.2.1 AIRLINE INDUSTRY 

Airline industry revolves around a large volume of data such as traffc control, air-
craft maintenance information, customer fight preference, tracking of fight, baggage 
handling, and so on. Since each of these data is real time and keeps changing daily, 
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it is very important to have a quick analysis of the status, thereby making big data 
analytics one of their major focus. 

6.2.2 BANKING 

Better utilization of unstructured data has been the biggest challenge which banks 
had faced over the past. Along with big data, banking has got an additional boost of 
better decision-making, the most important factor of a bank. Also, it has helped to 
reduce the fraudulence happenings as well (Tsai et al. 2015). 

6.2.3 SCIENCE AND GOVERNMENT 

Big data analytics has been able to provide meaningful insights to various research-
ers which have helped them produce better results at a faster rate with less number of 
trials. Law enforcement obedience and public safety have increased with the intro-
duction of big data analytics. It has also helped streamlining all their operations and 
produce better results at a faster rate. 

6.2.4 HEALTHCARE 

With big data analytics, customer feedback can be easily visualized, and hence, it 
allows all the healthcare industries to improve their services and their organizational 
effciency. 

6.3 BIG DATA ANALYTICS TOOLS 

Most NoSQL databases are used for big data analysis because of the enhanced capa-
bility for dynamic organization of unstructured data. Following tools are the most 
prominent ones used in the industries (Kambatla et al. 2014). 

6.3.1 APACHE KAFKA 

A scalable system that enables real-time publishing and consumption of a large 
number of messages upon subscription. It is also an open source which is used for 
data storing and streaming data analysis. Apache Kafka is log based, and it allows 
publishing data in any real-time applications. 

6.3.2 HBASE 

This is data storage that is column oriented and runs on Hadoop Distributed File 
System. It’s an open-source tool and is highly scalable. It shares similarity with 
the big table designed by Google, but Hbase has a cutting edge with high fault 
tolerance. It is optimal when random data is procured. 

6.3.3 HIVE 

It’s an open-source tool that runs in Hadoop fle system. Hive is mainly used for 
structured data. Similarly, Hive is swift and highly scalable. To improve the perfor-
mance, Hive uses the data partitioning technique. Hive is based on HQL. 
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6.3.4 MAP REDUCE 

This is a software tool used for processing huge amounts of data (includes both 
structured and unstructured) in distributed computing. It is a highly scalable system. 
In addition, it possesses fexibility, parallel execution, and cost-effectiveness as other 
prominent features. 

6.3.5 PIG 

It is a large-scale open-source application on Hadoop clusters and used for paral-
lel programming of Map Reduce. It is highly extensible and has a unique ability to 
handle heterogeneous data. Further, Pig contains a large repository of operators, 
thereby making programming effortless. 

6.3.6 SPARK 

This is the distributed computing framework and open-source tool used for data ana-
lytics across cloud computing platforms. Reusability is one of the prominent features 
of Spark. Similarly, multilingual support is offered as well. 

6.3.7 YARN 

This mainly focuses on cluster management and is used in second-generation 
Hadoop. It works as a job scheduler and further allocates resources to each of them. 
It also functions as node resource controller that monitors each node and manages 
them. 

6.3.8 PRESTO 

It is a Facebook-powered SQL engine for quick reporting and ad hoc analysis. It 
follows parallel computing to overcome input and output latency. Presto provides 
an opportunity for users to create their own functions, thereby increasing user-
friendliness. 

6.4 INTRODUCTION TO MACHINE LEARNING 

Over the past several years, a large amount of data has been created than in the mil-
lennia of history before. These data have a very high commercial value. Without 
proper tools and necessary processing, the tremendous amount of data becomes inef-
fectual to the users. 

ML consists of various algorithms that allow application software to become 
extensively precise in predicting results without being distinctly programmed. The 
basic proposition of ML is to construct algorithms that can accept input data and 
use statistical interpretation to forecast a result while generating results as new 
details become accessible. The vital role of ML comprises self-learning algorithms 
that develop continuously by enhancing their designated task. When put together 
correctly and given proper data, these ML algorithms fnally produce results in the 
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format of pattern recognition and predictive modeling. In the case of ML algo-
rithms, data are like practice; therefore, more practice makes it better to understand 
the data. Algorithms optimize themselves with the available data they train with 
similar to the method by which Olympic athletes sharpen their bodies and skills by 
preparing daily (Huljanah et al. 2019). Numerous programming languages work 
along with ML involving Python, R, Java, and JavaScript. Python is the popular 
choice for many developers because of its Tensor Flow library, which helps to give 
a comprehensive ecosystem of ML tools. ML can be used all over from industrial-
izing mundane tasks to contributing intelligent apprehensions. Commercial enter-
prises from various felds can also try to beneft from it—for example, a home 
assistant like Google Home or a ftness tracker like Fitbit. Facial recognition soft-
ware enables multimedia to help users share photos of their friends. Optical char-
acter recognition machinery transforms images of text into machine-encoded text. 
Most of these streaming platforms use recommendation engines that use collabora-
tive fltering techniques which are powered by ML. 

6.5 TOOLS USED IN MACHINE LEARNING 

ML has become renowned and highly effective mainly because of a variety of tools 
available which include both open-source and paid tools (Hasan et al. 2016). The 
unique specialty of ML tools is a high degree of user-friendliness and effective exe-
cution of intended prediction at a swift rate. Following are the most popularly used 
ML tools which help us in performing various ML-related task with ease. 

6.5.1 TENSOR FLOW 

It provides an open-source JavaScript library that assists in ML developments. The 
application programming interface will enable us to create and instruct the models. 
In addition, it has a unique capability to work with multidimensional arrays eff-
ciently. Similarly, its scalability is quite high in huge dataset computations. 

6.5.2 GOOGLE CLOUD 

Google Cloud (GC) is an AI platform which is used for tension-free development. 
Moreover, GC is an organized program that allows ML developers and data scien-
tists to build and process highly effective and accurate ML models. It is suitable for 
all who want faster results with automatic code generated. GC is optimal for data 
scientists of any skill level. 

6.5.3 AWS ML 

AWS is a cloud-based ML model that mainly focuses on learning software applica-
tion suitable for software developers. AWS service is created also for multiple input 
predictions, and these predictions happen in an asynchronous manner. It also acts as 
an evaluation measure to test the quality of various ML techniques. 
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6.5.4 ACCORD AND APACHE MAHOUT 

Accord is .net framework that is developed in C#. It is a repository for image and 
audio libraries. The accord’s main function is to provide libraries for several real-
time applications. Apache Mahout is an open-source tool which is highly suitable for 
mathematical operations and visualizations of different charts. Hence, it is a widely 
opted tool by various mathematicians. Some of its features include acceleration of 
GPUs followed by database diagnostics. 

6.5.5 SHOGUN 

It is an open-source module which is used in ML. It is programmed in C++. It 
provides algorithms for ML problems. It is mainly used by practitioners, hackers, 
scientists, and idealists. It has the capability to process up to ten million samples 
(Singh et al. 2016). 

6.5.6 ORYX 2 

It is built by a combination of Apache Kafka and Spark. It is mainly used for pre-
diction using various ML algorithms on a real-time basis. It is mainly used for app 
development and creating several real-time applications for data fltering. 

6.5.7 APACHE SINGA 

It is broadly used in image identifcation and NLP. It provides a broad spectrum of 
various neural networks model. It consists of three main features which include input 
and output followed by CPU core and lastly the ML model. 

6.5.8 GOOGLE ML KIT FOR MOBILE 

It can be used for face identifcation, text interpretation, and scanning bar code appli-
cations. Some of its unique features include segmentation of selfes, extraction of 
entities, and various poses detection. 

6.5.9 APPLE’S CORE ML 

This model is highly streamlined for mobile applications. Core ML combines Apple 
hardware and various ML models increasing the device performance and maintain-
ing battery life simultaneously. 

6.6 BIG DATA TYPES AND ITS CLASSIFICATIONS 

Big data can be broadly classifed into three types, namely, structured, unstructured, 
and semi-structured. Each and every data format which is generated will fall into 
either of these categories. The detailed explanation of each type is given in subse-
quent sections. 
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6.6.1 STRUCTURED 

Structured data is a type of big data, and this organized data can be refned, saved, 
and captured in a defnite format. It refers to highly structured data that can be read-
ily and seamlessly managed and can be retrieved from a database by simple search 
engine algorithms. For example, the employee table in an organized database will be 
organized as employee details that include employee name, employee ID, employee 
age, and so on followed by their job position and salaries which can be represented 
in a structured format (Ma et al. 2014). 

6.6.2 UNSTRUCTURED 

Unstructured data implies that the data lacks any particular form or structure what-
soever. This, in turn, makes it a diffcult and time-consuming procedure to evaluate 
the unstructured data. For instance, email is an example of unstructured data. 

6.6.3 SEMISTRUCTURED 

Semi-structured is the third type of big data. This type of data contains information 
organized in both structured and unstructured formats. This model refers to the data 
that has not yet been organized still comprises vital information. Big data can be 
classifed into fve different subcategories, namely, volume, variety, veracity, value, 
and velocity. These fve Vs cover all the possible data. 

6.6.4 VOLUME 

This indicates the unimaginable amounts of data generated from various social 
media platforms, mobile phones, vehicles, credit cards, and images. At present, we 
are using a distributed system to contain the data in several locations, which is then 
combined together by a software framework called Hadoop. 

6.6.5 VARIETY 

Big data includes multiple varieties of data. Traditional data includes phone numbers 
and home addresses, whereas nowadays, a large amount of data is in the form of 
photos, videos, and much more, and all these are completely unstructured. 

6.6.6 VERACITY 

It basically refers to the degree of accuracy the data has to offer. A huge portion of 
the data is unstructured; it needs to fnd a way to flter them or convert them into 
useful or meaningful data for business developments. 

6.6.7 VALUE 

Value is one of the key factors to concentrate on in terms of big data. Even if we 
have a lot of data, it should be valuable, reliable, and trustworthy which needs to be 
processed and analyzed to fnd insights. 
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6.6.8 VELOCITY 

This is another key component for big data with a condition that unless the data is 
processed and analyzed and delivered on time, it is pointless to hold on to that data 
as it can get outdated (Passos et al. 2019). 

6.7 LATEST TREND IN BIG DATA 

It is a surprising fact that the data that we produce in two days is much higher than 
decades of history. Over the years, there has been a lot of transformations which 
have occurred, thereby making data science a prominent feld. Further technologi-
cal advancements will result in mass production of data. Following are a few trends 
observed in big data analytics (Karuppiah et al. 2014). 

6.7.1 INFORMATION FROM DATA 

A few years back, data stores were repository for data. While SaaS was widely used, 
Daas had just started. Moreover, SaaS-driven applications focused upon utilizing cloud 
technology which aids clients using the application with on-demand access privilege 
irrespective of the location. The greatest feature that big data analytics provides is 
transforming raw data into information which can be interpreted. This helps develop 
businesses and share informative data among the industry (Tolan et al. 2015). 

6.7.2 PREDICTIVE ANALYSIS 

Analysis of big data has been a pivotal factor which has helped companies to accom-
plish their agendas, thereby having greater success. They employ analytics tools to train 
big data and fnd out why issues arise. Predictive analytics plays a conducive role in ana-
lyzing data from various events which help in enhanced knowledge of customers lead-
ing to an accurate prediction of hazards the corporation is vulnerable to. Furthermore, 
analysis of big data helps in forecasting future happenings. This approach is extensively 
useful in analyzing customer’s responses effciently (Karuppiah et al. 2015). 

6.7.3 EDGE COMPUTING 

The edge computing works on the principle of transferring multiple processes to a 
local system or server and running it on them. This helps in reducing distant connec-
tions which interlink servers and customers. Furthermore, edge computing involves 
real-time streaming of data and analyzing the data without being affected by latency 
diffculties. This, in turn, helps to respond much faster. It is a structured way to pro-
cess a large amount of data by taking in less bandwidth. 

6.7.4 NATURAL LANGUAGE PROCESSING 

NLP is a subdivision of AI that helps humans to communicate with systems in 
real time with ease. Major objective of NLP is to decode human-based emotions 
and language and further analyze it. ML plays an important role in processing 
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human-understandable language to natural machine language. NLP uses various 
kinds of algorithms to extract data in compliance with grammatical rules which are 
predefned and analyze it further. The semantic technique is one of the most used 
methods in natural language processing (Dreiseitl et al. 2002). 

6.7.5 HYBRID CLOUDS 

This type of system utilizes a combination of public and private clouds with synchro-
nization between two clouds. Increasing the data deployment option increases the 
adaptability among the private and public clouds. To build a hybrid cloud, the com-
pany must opt for the usage of a virtualization layer which helps virtual machines in 
installing private cloud. Using this software data can be passed between public and 
private clouds (Karuppiah et al. 2019). 

6.7.6 DARK DATA 

Dark data are those data which are not suitable for usage in any systematic approach 
or system. Hence, they are highly discouraged by an organization to be used for any 
offcial task. The data which is obtained is not utilized to fnd insights or predictions 
which make it unique as compared to other data. Even though dark data cannot be 
explored due to lack of technical capabilities, companies still consider the scope of 
using them in the future (Boulesteix et al. 2012). 

6.8 TYPES OF MACHINE LEARNING ALGORITHMS 

In ML, there are broadly three main classifcations as mentioned earlier. Figure 6.1 
shows the broad classifcation and is explained in detail in the following sections. 

6.8.1 SUPERVISED LEARNING 

In supervised learning, training of “labeled” data takes place. It means that along 
with various attributes of data, the outcome is also given. The main motive of super-
vised learning is to predict outcomes for unforeseen data. Supervised learning helps 

FIGURE 6.1 Machine-learning types. 
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to produce data from existing data. It aids in optimizing the performance criteria 
using training data. Supervised learning helps in solving various real-world issues 
(Chen et al. 2014). 

6.8.1.1 Categories of Supervised Learning 

6.8.1.1.1 Classifcation 
Classifcation refers to distributing data from data points into various classes based 
on several mathematical functions. In classifcation, there exists a target or label that 
acts as an output variable. The main function of classifcation predictive modeling is 
to approximately map input variable to output variable (Wu et al. 2018). Let’s take an 
example: spam detection is one of the common problems faced by everyone. The spam 
detection can be broadly classifed into two different classes which include “spam” 
and “not spam.” Hence, this falls under the classifcation category, and the out-
put variable will contain two classes. Using appropriate classifcation algorithms, 
machines can be well trained and can predict accurately on testing, whether a given 
email is spam or not (Barbella et al. 2009). Table 6.1 shows classifcation types, and 
Table 6.2 shows classifcation algorithms. 

6.8.1.1.2 Regression 
Regression is mainly for predicting when output variables are continuous. It is a 
statistical process in which interrelationships between dependent and independent 
variables are focused. Regression covers domains—namely, fnance and stocks 
(Punithavathi et al. 2019). Table 6.3 projects regression algorithms. 

6.8.2 UNSUPERVISED LEARNING 

Here, the machine is trained with data which is unlabeled. There is no variable called 
“output variable or categories” in unsupervised learning. These algorithms are opted 
when the analyst doesn’t know what the main outcome of the data is. Figure 6.2 
shows the types of clustering algorithms. Unsupervised learning streamlines its 

TABLE 6.1 
Classifcation Types 

S.No. Classifer Type Properties 

1 Binary classifcation In this type, only two possible outcomes are present. 
Example: Gender Classifcation (Male/Female) 

2 Multiclass classifcation This type of classifcation contains multiple categories such that a 
sample assigned to this classifcation will only belong to either of 
these categories and not both. 

Example: Animal can be a cat or a dog but not both at the same time. 

3 Multilabel classifcation In this type, each sample can be linked to more than one category. 
Example: A newspaper sample will contain columns of sports, 
politics, along with science and technologies. 
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TABLE 6.2 
Classifcation Algorithms 

S.No. Algorithm 
Name 

When It Can Be Used Advantages Disadvantages 

1 Logistic 
regression 

i. It is useful to predict the outcome of variable 
which is categorical type data from predictor 
variables, which may be continuous or 
categorical.

 ii. It is mainly used because categorical outputs 
violate the linearity assumptions in normal 
regression. 

iii. Logistic regression does the logarithmic 
transformation of output variable which allows 
to model nonlinear type in a linear manner. 

i. Very easy to understand and implement. 
Furthermore, very much effcient to train. 

ii. There are no assumptions made about 
the distribution of categories among the 
features. 

iii. High-accuracy output will be obtained for 
simple and linearly separable datasets. 

i. Linear boundary construction. 
ii. Possibility of overftting if the number 

of observations is less than the number 
of features. 

iii. Linearity assumption between 
independent and dependent variables. 

2 Naïve 
Bayes 

i. Works well when multiple classes are 
present. 

ii. Suitable for classifcation of text. 
iii. Optimal only for dataset with smaller 

dimensions (rows and columns). 

i. Faster processing and lesser time 
complexity. 

ii. Highly suggested for prediction of 
multiclass problems. 

iii. If there is independence of data, then it is 
the best classifcation model. 

i. If features are not independent, then not 
an effcient algorithm. 

ii. If there is a category which is present in 
test set and not in train set, then Naïve 
Bayes will fail to make predictions (zero 
frequency). 

iii. Often a lousy estimator. 

3 Stochastic 
gradient 
descent 

i. Effcient model which is used to ft linear 
models in an easier manner. 

ii. Highly recommended when the sample size 
is very large. 

iii. Includes various loss functions and penalties 
for classifcation. 

i. Less memory consumption. 
ii. Very fast in computation as processing of 

samples takes place one by one. 
iii. Suitable for large datasets since parameter 

updating occurs frequently 

i. May lead to change the gradient descent 
alignment due to frequent updates being 
very noisy. 

ii. Deals only with a single example at a 
time. 

iii. Computationally expensive 
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K-nearest 
neighbors 
(KNN) 

Decision 
tree 

Random 
forest 

Support 
vector 
machine 
(SVM) 

i. Less dimensions of dataset. 
ii. When noise-free data is available. 
iii. If data is properly labeled data. 

i. It can be used for cases where a sequence of 
rules can be used to classify the data in a tree 
structure. 

i. Less sensitive to overftting. 
ii. When highly accurate results are targeted, 

random forest is a must. 
iii. Random forest is the enhancement of 

decision tree, and hence it is easily 
interpretable. 

i. SVM can be used if memory effciency is a 
prime objective. 

ii. When there is a large dataset, SVM can be 
relied upon. 

i. Implementation is very easy. 
ii. New data can be added at ease. 
iii. It learns during the time of real predictions. 

i. Normalization of data isn’t needed. 
ii. No scaling of data is required. 
iii. Easy mode of explanation to stakeholders. 

i. Reduced overftting, hence highly accurate. 
ii. No normalization is required. 
iii. Missing values will be flled automatically. 

i. Provides high accuracy when there is a 
clear distinctive margin. 

ii. Larger dimension dataset can be easily 
handled by SVM. 

iii. Highly memory effcient. 

i. Won’t get optimal results for a large 
dataset. 

ii. Not suitable with higher dimensions. 
iii. Accuracy will be greatly affected if 

there are noisy data, missing values, and 
outliers. 

i. Time consumption for training is high. 
ii. Complex calculation as compared to the 

majority of algorithms. 
iii. Not suitable for regression and 

continuous values predictions. 

i. Requires high computational power. 
ii. Not suitable for regression and 

continuous values predictions. 
iii. Time consumption for training is high. 

i. Training time might be high, depending 
on dataset. 
ii. Noise-sensitive. 
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TABLE 6.3 
Regression Algorithms 

S.No. Algorithm Name When It Can Be Used Advantages 

1 Linear regression i. When the degree of outliers is less. i. Easy to model and interpret. 
ii. When you want to easily model the data and ii. Is susceptible to overfitting. 

interpret the data. iii. Less complex as compared to other 
iii. Useful when their size of the dataset is small. algorithms. 

2 Polynomial i. Useful to model data which is nonlinearly i. Provides highly accurate predictions 
regression separable. irrespective of the size of data. 

ii. When complex relationships are present, then ii. Highly suitable even for nonlinear 
polynomial regression can be used. problems. 

iii. Suitable when exponents are selected carefully. 

3 Ridge regression i. Suitable when normality is not assumed. i. Overfitting is prevented. 
ii. Compromises variances for bias. 

4 Lasso regression i. When built-in feature selection is needed. i. Overfitting is prevented. 
ii. When computational efficiency is required. ii. Has built-in feature selection ability. 

5 Elastic net i. When there is no limit to a number of selected i. No limit to a number of selected 
regression variables. variables. 

ii. On highly correlated variables, it focuses on 
group effect. 

6 Logistic regression i. It is useful to predict the outcome of variable i. Very easy to understand and 
which is categorical type data from predictor implement. Furthermore, very much 
variables, which may be continuous or efficient to train. 
categorical. ii. There are no assumptions made 

ii. It is mainly used because categorical outputs about the distribution of categories 
violate the linearity assumptions in normal among the features. 
regression. iii. High-accuracy output will be 

iii. Logistic regression does logarithmic obtained for simple and linearly 
transformation of output variable which allows separable datasets. 
to model nonlinear type in a linear manner. 

Disadvantages 

i. Accuracy is greatly affected by 
outliers. 

ii. Linear regression does not offer the 
complete relation among variables. 

iii. It works on the assumption of 
independence of attributes. 

i. Poor selection of exponents can lead to 
overfitting. 

ii. Careful choosing of the right 
polynomial degree is needed for good 
bias. 

i. Bias is increased. 
ii. Hyperparameter selection is difficult. 

i. Bias is increased. 
ii. Accuracy is less as compared to ridge 

regression. 

i. More time consumption than lasso and 
ridge regression. 

i. Linear boundary construction. 
ii. Possibility of overfitting if the number 

of observations is less than the number 
of features. 

iii. Linearity assumption between 
independent and dependent variables. 
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FIGURE 6.2 Types of unsupervised learning algorithms. 

functionalities to pattern detection and descriptive modeling. Furthermore, the data 
is summarized for providing meaningful insights into the data. 

6.8.3 REINFORCEMENT LEARNING 

Reinforcement learning algorithm is often referred as an agent. An agent follows an 
iterative approach in learning from the environment. This algorithm is designed in 
a manner where the agent receives both reward and penalty for the action it takes, 
thereby enabling the agent to explore several states. The greatest advantage of using 
reinforcement learning is the ability of software agents in identifying the best pos-
sible action for a given task, thereby maximizing the performance in the shortest 
time span possible. One of the star features of reinforcement learning is the reward 
feedback obtained which helps theagent learn about its actions (Xhemali et al. 2009). 

6.8.3.1 Reinforcement Learning Steps 
1. Agent observes the initial state. 
2. Decision-making function is defned based on which agent performs an 

action. 
3. Based on the action performed, the agent receives reward or reinforcement. 
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4. Each action and its state followed by reward status are stored. 

Common Reinforcement‑Learning Algorithms: DAN, TD, and Q-learning 
Reinforcement‑Learning Applications: Self-driving cars, computer chess, robotic 

hands, and so on. 

6.8.4 TYPES OF REINFORCEMENT LEARNING 

1. Positive 
Positive reinforcement occurs when a particular action taken by the agent 
creates a positive impact, thereby maximizing performance capability. 

2. Negative 
Negative reinforcement occurs when a particular action taken by the agent 
creates a negative impact, thereby decreasing performance capability. It is 
known for strengthening behavior as the agent learns to avoid it when the 
condition repeats again. 

6.9 GUIDELINES ON OPTIMAL STEPS IN MAKING MACHINE 
LEARNING PREDICTIONS 

There is a series of steps which need to be executed, which affect the accuracy of 
prediction using various ML algorithms. Each of these individual methods has a 
signifcance of its own. Furthermore, it helps in understanding the dataset better, 
which gives insights on which algorithms to use and what factors contribute most to 
the prediction (Tian et al. 2015). At the end, visualization will be easier since sound 
knowledge of dataset is obtained; optimal graphical representation can be chosen as 
well. Figure 6.3 shows the suitable method for accurate prediction using ML. Given 
later is a detailed explanation of the most important factors that need to be consid-
ered while doing a prediction (Bertsimas et al. 2020). 

6.9.1 DATA SELECTION 

Choosing the appropriate factors for prediction along with suffcient data collected 
from relevant sources is the frst step to be done. The accuracy of predictions hugely 
depends on the type of dataset and the content of dataset. Hence, data selection is an 
important factor. 

6.9.2 DATA EXPLORATION 

Exploring the data from dataset is the second step that needs to be executed. It 
includes summarizing the data with various different mathematical measures such 
as mean, median, and standard deviation followed by graphical visualization for 
gaining insights on how the data is distributed. Similarly, correlation between differ-
ent factors in dataset is analyzed in this step as well (Zhu et al. 2021). 
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FIGURE 6.3 Suitable method for accurate prediction using machine learning. 

6.9.3 DATA PREPROCESSING 

Refning of data is often referred as data preprocessing. It includes various steps. 
First is handling missing values. A few common techniques used are list-wise dele-
tion, pairwise deletion, or imputation using median value with the latter being the 
most optimal method. In imputation using median values, wherever null values are 
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obtained, the particular column’s mean value is calculated and entered in the missing 
place. The next important step is label encoding. Label encoding is mostly needed 
when dataset has an output variable, and it is a string value (e.g., yes or no). The most 
optimal method is to convert each of the words to a numeric value, thereby making 
data suitable for training. There are possibilities of having duplicate entries in data-
set. This might cause incorrect predictions. Hence, it is a must to remove duplicate 
entries. Furthermore, resampling of data might come in handy when there is not 
suffcient data present for making accurate predictions. Resampling techniques are 
used for increasing or decreasing the amount of data. To maximize data, several 
algorithms such as SMOTE and boruta learn from data present and then maximize 
the dataset. In case of minimizing data, data which is largely deviated from central 
tendency will be removed (Jan et al. 2019). The last step that needs to be checked 
is the presence of outliers. Outliers can result in incorrect result. An outlier can be 
predicted graphically using a box-plot. There are several algorithms to identify the 
outliers—for example, isolation forest. All these steps help in getting refned data, 
which helps in making accurate predictions. 

6.9.4 FEATURE SELECTION 

Selecting appropriate features from dataset is very important for predictions. 
Removing those attributes doesn’t contribute to the model which may negatively 
impact the performance. Various algorithms are used for selecting appropriate fea-
tures. One of the most prominent algorithms is genetic algorithm. Genetic algorithm 
is inspired by Darwin’s method of natural selection. Genetic algorithm follows ini-
tialization, ftness assignment, selection, cross-over, and mutation. Figure 6.3 proj-
ects suitable method for accurate prediction using ML. 

6.9.5 TRAINING AND TESTING 

The frst task is to divide your entire dataset into training and testing dataset. 
Conventionally, it is divided as 80% training set and 20% testing set or 70% training 
and 30% testing. The major reason for doing so is that the machine will be learn-
ing about the data and the correlation among the data based on this training set. 
Machines’ capability to predict outcomes is tested via the testing set. This division 
helps in predicting information for unforeseen data (Chen et al. 2014). 

6.9.6 PREDICTION USING VARIOUS ML ALGORITHMS 

Once the training and testing data frames are created, selecting the right algorithms 
aids in getting accurate results. If there is an output variable available, then super-
vised ML algorithms such as logistic regression and KNN can be used. Also, bag-
ging algorithms such as decision tree, random forest, light GBM, and stack estimator 
can also be used for predictions (Bos et al. 2014). In case there is no target variable 
available, then unsupervised learning is the best option. Algorithms such as polyno-
mial regression, lasso regression, and logistic regression can be used. Furthermore, 
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multiple algorithms of the type chosen can be used for understanding how each 
algorithm predicts and which algorithms provide accurate predictions (Landset 
et al. 2015). 

6.10 BIG DATA ANALYTICS AND MACHINE LEARNING 
FUSION 

To predict results accurately, several varieties of data are important factors. The 
biggest obstacle which arises is regarding the management of these wide varieties 
of data. Moreover, the information gathered without defned analysis and interpre-
tation is useless. This problem is resolved in fusion with ML. ML algorithms enable 
providing meaningful information from big data (L’heureux et al. 2017). Hence, 
effcient business operations and improved service quality can be achieved. Big data 
provides enormous varieties of data. ML acts as a back end, thereby receiving the 
data and performing training and testing using suitable algorithms. At the end, the 
machine can accurately predict the results with lesser time complexity. Fusion of 
big data and ML has opened doors to the faster computation of different data (Qiu 
et al. 2016). 

6.11 ADVANTAGE OF BIG DATA AND MACHINE LEARNING 

6.11.1 ANALYZING DATA IN A LIMITED TIME FRAME 

ML techniques can be used to process an unlimited amount of data and provide 
appropriate predictions for the raw data collected. Hence, ML has become the 
x-factor which drives businesses to huge profts and helps them in reaching greater 
heights. ML also possesses the capability of forging data from multiple sources, 
thereby providing accurate results effciently. All this processing of ML only depend 
on the dataset. Still, it’s a highly optimal method as compared to its conventional 
counterparts (Pääkkönen et al. 2015). 

6.11.2 PREDICTION OF REAL-TIME DATA 

Data scientist considers ML as the most effcient technique for executing mean-
ingful predictions. Businesses from various domains depend on ML techniques 
for faster analysis of the company’s performance and forecast the future of the 
company. Few examples include stock market prediction, sentiment analysis, and 
liver disease prediction. The combination of big data and ML helps data analyst 
to deepen their research and get meaningful analysis out of the big data collected 
(Najafabadi et al. 2015). 

The merging of big data and ML helps identify loopholes that could have driven 
potential prospects away. Analysis of various patterns, history of revenue, and so on 
help data scientists plan out their objectives and the type of customers to target. This 
will further guide to use various marketing tools to gain the customers (Lawless 
et al. 2010). McDonalds is a suitable example for demonstrating the success of ML 
and big data. Based on the feedback received from various customers, they analyze 
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which age groups prefer eating their product and what is it that customers are expect-
ing from them. Hence, it helps Mc Donalds to determine what new strategies must be 
implemented to reach out to more customers (Hadioui et al. 2017). 

6.12 TRADE-OFF OF BID DATA AND ML COMBINATION 

6.12.1 DATA ACQUISITION 

Big data which is collected from various sources may be unfltered, and, hence, there 
are high possibilities for high bias. Hence, several preprocessing needs to be done 
before using ML algorithms. This task can be tedious depending on the size of data 
(Qiu et al. 2016). 

6.12.2 TIME AND RESOURCES 

Depending upon the machine algorithms, there might be a drastic difference in the learn-
ing rate of data. Further on increasing data size, learning time can be longer as well. 

6.12.3 HIGH ERROR SUSCEPTIBILITY 

There is a high probability of a chain of errors to go undetected when prediction 
occurs. Even if it gets detected, it is extremely diffcult to fnd the root cause. 

6.13 APPLICATIONS OF BIG DATA AND MACHINE LEARNING 

On a daily basis, tons of data are being produced and are stored at various data 
stores. We also know that companies use these data in order to get insights into more 
valuable information. But if we are not able to train data in such a way that it can 
give a meaningful value to companies, then these stored data is of no value to them. 
Hence, both big data and ML can be combined, and the results can be used in various 
felds as shown in the following sections.Following are a few real-life examples that 
show the application of ML and big data (Istepanian et al. 2018). 

6.13.1 CLOUD NETWORKS 

For a frm to train an enormous load of data on-site can be a challenge as it requires 
a lot of servers, storage space security frameworks, and much more, which all lead 
to a huge amount of money. Amazon EMR is a cloud platform that gives us various 
data analysis models, all of them confned in a single framework. Such ML models 
possess features such as text classifcations and image recognition. The major draw-
back of these is the lack of deployment and limited support (Khanzode et al. 2020). 

6.13.2 WEB SCRAPING 

A manufacturer needs to understand the market trends and customer satisfaction to 
make the products more suitable to the customers. So, he decides to scrape all the 
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responses given for his product from the website. After segregation of the obtained 
data, it is then put under various ML models in order to train it and understand how 
to modify the products which can help in increased sales. As we get a lot of data 
after processing us, fltering those data as aggregation is one of the most important 
processes involved in this. 

6.13.3 MIXED-INITIATIVE SYSTEMS 

Netfix recommendation system works on the principle of collaborative fltering. 
Here, the history of shows of each user can be considered as big data, and using 
this history ML models can predict which all types of shows the user is interested in. 
This sample shows how ML and big data are closely interlinked. A similar method is 
used in making smart cars as those decisions are being generated by the user after all 
the previous data that has been procured in the past (Dina et al. 2013). 

6.14 GUIDELINES ON HOW MACHINE LEARNING CAN BE 
EFFECTIVELY APPLIED TO BIG DATA 

The working of combination of big data and ML is contrasting to regular ML. While 
there is a wide range of ML algorithms for predictive analysis, the performance of 
the prediction is not solely dependent on ML algorithms; the ability to transform data 
suitable for ML task is a must for effective analysis. Following are the best possible 
guidelines in effectively applying ML to big data (Saravanan et al. 2018). Figure 6.4 
shows guidelines on how ML can be effectively applied to big data. 

6.14.1 DATA WAREHOUSING 

Data warehousing is the preliminary step to be conducted. It is a process of collect-
ing data from several sources and managing data to provide business insights. It is 
a fusion of components and the latest technology which helps in an effective use of 
data. There are three major classifcations of data warehouses, namely, enterprise 
data warehouse, operational data store, and data mart. This is the right option for 
a strategist who depends on a lot of data. Offine operation database, offine data 
warehouse, real-time data warehouse, and integrated data warehouse are the general 
stages of data warehousing. It is the starting step in discovering patterns of groupings 
and data fows (Zhou et al. 2017). 

6.14.2 DATA SEGMENTATION 

Segmentation of data is a mechanism of splitting the data obtained followed by 
amassing alike data together. The grouping of data is based on certain predefned 
parameters. Data segmentation is an important aspect that needs to be focused because 
it reduces the computation cost and the analysis complexity of big data (L’heureux 
et al. 2017). Moreover, domain-specifc messages can be made, ones which attract the 
customers better. To effectively apply data segmentation, highly accurate data and 
effective data quality tools are inevitable. Few types of data that provide great insights 
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FIGURE 6.4 Guidelines on how ML can be effectively applied to big data. 

are namely transactional data and behavioral data. Transactional data includes vari-
ous information such as orders count, date of order, products, and categories of prod-
ucts. Behavioral data includes sessions count, session timings, and so on (Ngiam 
et al. 2019). 
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6.14.3 OUTLIER DETECTION AND IMPUTATION OF MISSING VALUES 

The presence of outliers and missing values disrupt the extraction of useful informa-
tion from the data. Furthermore, the lack of data quality is being indicated by the 
presence of outliers and missing values. Outliers denote extreme data points from the 
normally distributed data. Detection and removal of outliers followed by an elimina-
tion or imputation of missing values is a pivotal task. The most prominent outlier 
detection techniques are DBSCAN, isolation forest, Z-score, local outlier factor, and 
numeric outlier detection. Whereas for imputation of missing values, the follow-
ing techniques are useful, namely, mean imputation, hot-deck imputation, cold-deck 
imputation, regression imputation, stochastic regression imputation, interpolation, 
and extrapolation. By doing so, cleansing of data is achieved (Chong et al. 2015). 

6.14.4 DIMENSIONALITY REDUCTION 

Visualization, computation time, and space complexity are undermined by the num-
ber of features present in the data. Most of the features present are highly correlated 
with each other due to which using all these features for prediction using ML is unes-
sential. Dimensionality reduction helps in identifying the principal features (highly 
important features) and eliminating other unwanted features. Dimensionality reduc-
tion includes feature selection and feature extraction as its components. Feature 
selection includes fltering, wrapping, and then, at the end, embedding the useful 
features (Priyanka et al. 2014). Whereas, feature extraction is converting data from 
higher to lower dimensions. A few prominent methods of dimensionality reduction 
are PCA, LDA, and generalized discriminant analysis. Furthermore, dimensional-
ity reduction can switch between both linear and nonlinear methods. Linear meth-
ods are, namely, PCA, factor analysis, and LDA. Nonlinear methods include Kernel 
PCA, Isomap, t-distributed stochastic neighbor embedding, and multidimensional 
scaling. PCA is one of the most famous linear methods. Following steps are involved 
in PCA; at frst, the covariance matrix needs to be constructed (Van Der Maaten et al. 
2009). Next eigenvectors are computed followed by largest eigenvalue, and its corre-
sponding eigenvector is used to formulate a fraction of the original data. Performing 
dimensionality reduction helps in saving a lot of storage space and computation time 
(Singh et al. 2019). Data loss and a lack of effciency in the reduction of variables 
when variables are linearly correlated are few hazards that need to be taken care of 
while performing PCA. To keep the most important features, backward elimination, 
forward selection, and random forest technique are suitable (Manogaran et al. 2018). 

6.14.5 DESCRIPTIVE ANALYSIS 

Descriptive analysis is one of the techniques used to transform raw data into 
interpretable and meaningful data. This type of analysis streamlines in describing the 
data both statistically and graphically. Visualization of various plots based on the data 
helps to gain more insights about the data. Statistical analysis helps in understanding 
the data distribution along with the detecting anomalies in data. Descriptive analysis 
is broadly classifed into two subcategories: data mining and data aggregation. Data 
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aggregation involves collection and sorting of data making it more viable. Data min-
ing focuses on manipulating and refning data, thereby making it suitable for further 
analysis. Several measures such as inequality, discrimination, and segregation can 
be discovered using descriptive analysis (Sughasiny et al. 2018). Different types of 
descriptive analysis are measure of frequency, measure of central tendency, measure 
of dispersion, measure of position, contingency tables, and scatter plots. Measure of 
frequency is important to find out count or percentage of the attribute. Measure 
of central tendency is an excellent metric used to identify mid values. It involves 
mean, median, and mode. Measure of dispersion is needed to fgure out how the 
data is dispersed. It includes standard deviation, variance, and coeffcient of variation 
and range. Scatter plots, bar charts, column charts, and bubble charts are other 
visualization tools used for describing the data (Rahul et al. 2021). 

6.14.6 PREDICTIVE ANALYSIS 

The next step to be followed after descriptive analysis is predictive analysis. The 
combination of ML techniques, statistical algorithms, and data are used to fore-
cast future outcomes. Analysis of big data has been a pivotal factor that has helped 
companies to accomplish their agendas, thereby having greater success (Xing et al. 
2015). They employ analytics tools to train big data and fnd out why issues arise. 
Predictive analytics plays a conducive role in analyzing data from various events, 
which helps in enhancing the knowledge of customers leading to accurate prediction 
of hazards the corporation is vulnerable to. Furthermore, analysis of big data helps in 
forecasting future happenings. This approach is extensively useful in analyzing cus-
tomer’s response effciently. Predictive analysis is utilized for various activities such 
as fraud detection, risk reduction, and contingency planning for possible upcoming 
risks in the future (Santos et al. 2016). Furthermore, it is used for upgrading the 
business operations and market campaign optimization. There are several industries 
that use predictive analysis, namely, retail industry, banking sector, government sec-
tor, health industry, and manufacturing industry. The major advantages of predictive 
analysis are identifying the customer satisfaction rate and planning to increase the 
rate. Moreover, it helps in fnding the target customers who will help in gaining 
more proft for the company. Furthermore, predictive analysis helps in identifying 
the purchase probability of a product (He et al. 2016). 

6.14.7 PRESCRIPTIVE ANALYSIS 

Prescriptive analysis is the concluding method in business intelligence. It is the 
next step after predictive analysis. This type of analysis does not only restrict itself 
to forecasting about the future but also considers the possible consequences and 
impacts based on the future as well. Prescriptive analysis focuses on how certain 
strategies can be made to occur in the future. It is not restricted based on any kind 
of rules which are static. Prescriptive analysis is purely based on the data which is 
gathered and the insights gained from the previous steps (Xing et al. 2016). Since 
it’s purely based on data, hence several biases based on personal opinions and intu-
itions are completely discarded. Moreover, this type of analysis provides tangible 
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and realistic measures that provide business solutions based on the business domain. 
It is quite complex to do prescriptive analysis, and it requires a team with highly 
skilled data scientists. Major skills that are required are mainly a team that is good 
at confguration of the analytics model and, in addition, a team who can clearly state 
the business problem for which solution is searched. Furthermore, a team that is able 
to mix analysis with business preparation and planning. Few prescriptive analytics 
software vendors who are currently dominant in the market are SAS, IBM, FICO, 
and River Logic (Jesmeen et al. 2018). 

6.15 CONCLUSION AND FUTURE WORK 

In this big data-driven world, ML empowers businesses to unimaginable heights 
raising the standards of living. This chapter focuses on ML and big data concepts 
individually. Furthermore, fusion of ML and big data is explained. The chapter also 
discusses about advantages and trade-off of this fusion. Furthermore, guidelines 
for effective ML predictions and guidelines in effectively applying ML to big data 
are being clearly explained with the fowcharts. Big data and ML fusion is the best 
combination at present and will remain prominent in the future as well. Big data 
analytics and ML are key factors driving the global market. The world is currently 
big data driven, and big data will increase in importance at the future as well. A few 
signifcant changes that will probably occur are the following. Volume of data will 
increase exponentially from yottabyte to zettabytes within 5 years. Sophistication 
of ML will take place drastically which affects the information gathering from big 
data. Moreover, data science feld will have more scope and will be in dire need 
of employees. Furthermore, privacy might be affected by the increasing data. 
Cyberattacks and cybercrimes will be unimaginable. At the end, each and every 
human need will happen at the forefront with small touch or thought. 
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7.1 INTRODUCTION 

Technical specialists, digital administrators, marketing managers, writers, blog-
gers, and scholars have addressed and supported a new distributed paradigm for 
the safe processing and storage of transactions using blockchain technology. IDC 
FutureScape projected that blockchain would account for 20% of global trade 
fnance by 2020 (Distributed Ledger Working Group, 2018). Coindesk estimates that 
venture capitalists have invested more than 1.8 billion dollars in blockchain start-
ups (Distributed Ledger Working Group, 2018). Consortia and partnerships have 
formed, such as the Enterprise Ethereum Alliance, which defne new applications 
across industries for blockchain technology. 

Blockchain, public, and distributed ledger of transactions grouped into blocks 
promise to (Distributed Ledger Working Group, 2018): 

1. Grow pace, effciency, and security of digital asset ownership transfer 
2. Eliminate the need to certify ownership and transparent transactions for 

central authorities 
3. Reduce fraud and corruption with a straightforward and publicly auditable 

report 
4. Reduce administrative costs through agreements to automatically trig-

ger, safeguard, and certify trusted activities based on clear terms (smart 
contracts). 

One primary challenge associated with blockchain adoption is identifying relevant 
uses to beneft from blockchain technology incorporation (Iansiti & Lakhani, 2017). 
The IoT (Internet of Things) has long been connected to security vulnerabilities and 
challenges, and experts and organizations have started to explore the use of block-
chain for IoT security (Palo Alto, 2020). Organizations such as IOTA and the trusted 
IoT alliance have focused on IoT security blockchain (Trusted IoT Alliance, 2017). 

IoT transforms customer behavior and market processes in its own right. 
Distributed IoT edge devices capture and distribute processing data (Ai et al., 2018). 
IoT systems use these data to provide advanced services, automation capabilities, and 
personalized user experiences. IoT networks are dynamic and distributed (Moeini 
et al., 2018). These include smartphones, mobile apps, gateways, cloud computing, 
analytics, machine learning (ML), networks, web services, storage, fog layers, and 
users. All these systems write and read data that can be documented on a ledger as 
transactions. 

The Cloud Security Alliance (CSA) IoT Working Group (IoT WG) has been con-
centrating on recording best practices in IoT security since 2014 (Russell et al., 2015). 
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Due to the potential advantages of using blockchain technology to solve IoT secu-
rity, the IoT WG has worked together with the CSA Blockchain/Distributed Ledger 
Technology Working Group to study and document some of the ways blockchain 
can contribute to securing IoT systems (Distributed Ledger Working Group, 2018). 

• Blockchain: A technology facilitator that has powered progressive change 
and disruption through the digital economy, promoting quickly emerg-
ing cryptocurrencies such as BitCoin, Ethereum, Litecoin, and Dash. 
Blockchain’s popularity as a foundation for cryptocurrencies has led to 
recent industry research into secure networks and applications using dis-
tributed ledger technology. Many business efforts in 2017 centered on the 
development of restricted prototypes and concept proof, most of which 
helped master the intricacies of this dynamic technology. 

• The IoT: A rapidly maturing collection of technologies that support busi-
ness and mission transformation processes. IoT’s maturity has varied across 
and aided consumers, transport, energy, healthcare, manufacturing, retail, 
and fnance. IoT consists of internetworking of physical devices such as 
industrial control systems, connected cars, systems for drones and robotics, 
smart buildings, and other elements integrated with sensors, actuators, elec-
tronics, software, and communication networks to facilitate data exchange 
between these items. 

This chapter outlines an overview of high-level blockchain technology and sets out a 
series of architectural trends to render blockchain technology for IoT protection. Relevant 
use-case examples of the IoT protection blockchain have also been investigated, but 
these use cases’ technological implementation will differ throughout businesses. 

7.2 OVERVIEW OF BLOCKCHAIN TECHNOLOGY 

Usually, this is a digital record or ledger. Any transaction in this record is authorized 
by the owner’s advanced digital signature, which validates and prevents the trans-
action from being changed. Therefore, the value of the digital ledger is practically 
uncrackable (Namasudra et al., 2020). The digital ledger is like a Google spreadsheet 
maintained by multiple computers in a network, allowing transactions to be moni-
tored. The main problem is that information can be copied, but it cannot be updated. 

7.2.1 WHY IS BLOCKCHAIN POPULAR? 

Assume you move money from your bank account to your family or friends. You 
will log in to online banking and pass the amount by using your account number to 
the other person. Transaction records are updated by the bank when the transaction 
is made. It looks easy enough, though. There is a potential problem that most of us 
overlook. Such transactions can be exploited very easily. Many who know this reality 
are always cautious about these kinds of transactions; thence, third-party payment 
applications are developed in recent years. However, this weakness is primarily due 
to the advancement of blockchain technology. 
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Technologically speaking, blockchain is a digital leader that has recently gained 
much recognition and momentum. However, why did it get so accepted? Okay, let 
us mine the whole idea into it. Data and transaction record keeping is a vital part 
of the business. This information is usually stored at home or distributed through 
a third party such as bankers, or brokers, henceforth increasing cost, time, or busi-
ness. Prosperously, blockchain eliminates this lengthy process and enables quicker 
transactions, thus saving time and money. People mostly believe that blockchain and 
Bitcoin can be utilized mutually, but that is not necessarily the case. Blockchain is 
the technology that supports diverse applications in many industries, such as bank-
ing, manufacturing, and supply chain. Bitcoin is, however, money that’s secure with 
blockchain innovation. In a progressively digital world, blockchain is an evolving 
technology with several advantages (Rejeb et al., 2019): 

• Highly secure: A computerized digital signature to carry out fraud-free 
transactions makes it incomprehensible for others to corrupt or alter a per-
son’s data without a specifc advanced digital signature. 

• Decentralized system: You typically require the permission of administra-
tive authorities such as a banking agency or government for transaction 
exchanges. However, blockchain transactions are made with mutual agree-
ment among clients leading to safer, smoother, and faster transactions. 

• Automation capability:  It is programmed, and if the trigger conditions are 
met, it will automatically produce systematic actions, events, and payments. 

7.2.2 HOW DOES BLOCKCHAIN WORK? 

Blockchain has three main concepts: blocks, nodes, and miners (Sultan et al., 2018). 

1. Blocks: Each chain consists of several blocks, and each block consists of 
three essential elements: 

• The data in the block. 
• A whole 32-bit number called a nonce. When a block is formed, the nonce 

is generated randomly, and a block header hash is generated. 
• The hash is a 256-bit nonce number. It ought, to begin with, a vast num-

ber of zeroes (i.e., be minimal). 

2. Miners: Miners are attacking the chain and then building a new block. 
There is a nonce value, and then an intermediate value is combined with 
the previous block’s hash, which makes it hard to mine on large chains. 
Miners use special tools to solve a nonce’s too complicated mathematical 
problem that generates the accepted hash. A nonce is 32 bits and a hash 
256, so about four billion combinations of nonce and hash are required to 
verify the correct combination. If any block is modifed earlier in the chain, 
the block must be reverifed with the move. Blockchain technology makes 
it impossible to hack. Seeking golden nonces takes an immense amount of 
time and computing resources. If a block is validated, all network nodes 
support the move, and miners are paid. 
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7.2.3 BENEFITS OF BLOCKCHAIN TECHNOLOGY 

Some of the benefts of blockchain technology are (Golosova & Romanovs, 2018): 

• Time‑saving: Central authority verifcation is not required for settlements 
making the process quicker and economical. 

• Cost‑saving: Blockchain network eliminates costs in many ways; interme-
diaries are limited as there is no need for third-party verifcation as mem-
bers will share assets directly. Transaction efforts are lessened as every 
individual has a copy of the shared ledger. 

• Tighter security: The system is protected from cybercrimes and fraud. No 
one can temper with blockchain data as millions of participants exchange it. 

7.3 INTERNET OF THINGS 

The IoT is a system of linked computing devices, digital machines, mechanical 
objects, animals, and persons with exclusive unique identifers profcient in sharing 
data across a network without interactions between humans and humans or comput-
ers (Liau et al., 2006). Figure 7.1 shows an example of an IoT system. A thing on the 
Internet is some other natural object or human-made object with an IP address and the 
ability to transmit data through a network, like someone implanted with a heart mon-
itor, an animal with a biochip transponder, and an automotive with built-in sensors 
to alert the driver for an abnormal condition (Hosain, 2018). Organizations in many 

FIGURE 7.1 Example of an IoT system. 
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industries use IoT to run more effciently, better understand their clients, implement 
better customer support, maximize market value, and enhance decision-making. 

7.3.1 HOW IOT WORKS 

An IoT environment contains web-enabled smart devices used to transmit, capture, 
and act on data they receive from their environment through embedded systems such 
as sensors, processors, and communications hardware. IoT devices share the sen-
sor data they collect through an IoT gateway or distinct edge unit when the data is 
analyzed locally or sent to the cloud to analyze. Often, these devices communicate 
with similar devices and use each other’s information. Without human involvement, 
these devices complete signifcant work despite people communicating with them— 
to access data and set up or provide directions (Ud Din et al., 2019). Network, orga-
nizing, connectivity, and communication conventions for these web-enabled devices 
rely signifcantly on the specifc IoT applications. IoT makes Artifcial Intelligence 
(AI) and ML more dynamic and simpler (Ghosh et al., 2018). 

7.3.2 IOT—KEY FEATURES 

IoT’s main features include the following (Patel et al., 2016): 

• AI: IoT makes almost everything “smart,” which means that it improves 
every perspective of life by data collection capacity, network, and AI algo-
rithms. It can be easy to upgrade your cabinets and fridge to detect when 
your cereal and milk go low and order your favorite foods. 

• Connectivity: Latest networking technology, particularly IoT networking, 
suggests that networks are no longer mainly linked to signifcant providers. 
Networks can be much cheaper and smaller although being still practical. 
IoT between its system devices creates these small networks. 

• Sensors: Without sensors, IoT fails its perfection. They describe devices 
that convert IoT from being a typical passive interface into an active system 
that can interact with the real world. 

• Active participation: Much of current interaction with applicable technolo-
gies is carried out by passive commitment. IoT provides a new criterion for 
effective content or service engagement. 

• Small devices: Devices, as predicted, have, over time, emerged to become 
smaller, less costly, and infuential. To deliver its precision, scalability, and 
fexibility, IoT uses purpose-built small devices. 

7.3.3 IOT—ADVANTAGES 

IoT’s advantages cover all aspects of daily life and business. Here are some of the 
benefts IoT offers (Brous et al., 2020). 

• Improved customer engagement:  Current analytics endure from blind dazzle 
spots and major accuracy failures, and engagement remains inactive. IoT trans-
forms this to be more effective and makes engagement with audiences richer. 
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• Technology optimization: The innovations and data that enhance consumer 
experience improve the system to use and lead to more potent technology 
improvement. IoT launches vital imperative, functional, and feld informa-
tive data environments. 

• Reduced waste: IoT specifcally defnes regions of change. Current ana-
lytics gives us superfcial insight, but IoT provides real-world knowledge, 
which leads to better resource administrative management. 

• Enhanced data collection: Modern data collection has drawbacks in its 
architecture for submissive use. IoT breaks it from those positions and takes 
it where people want to analyze our world. It gives a precise representation 
of everything. 

7.3.4 IOT—DISADVANTAGES 

Although IoT provides an incredible variety of advantages, it also poses several chal-
lenges. Some biggest problems are listed here (Tawalbeh et al., 2020). 

• Security: IoT establishes a persistently connected devices’ ecosystem that 
interacts with the networks. Despite any security measures, the system 
provides little control. This helps users to be exposed to various types of 
attackers. 

• Privacy: Sophistication of IoT offers considerable personal data in intense 
detail without the user’s active involvement. 

• Complexity: A few IoT systems are complicated by using various technolo-
gies, a wide variety of emerging technology in design, implementation, and 
maintenance. 

• Flexibility: The IoT framework’s fexibility to assimilate easily with one 
another is a problem for many. They are concerned that they have many 
conficting or locked structures. 

• Compliance: IoT must comply with regulations like any other technology 
in the business sector. Its sophistication renders enforcement unbelievably 
diffcult as many regard regular compliance with software as a battle. 

7.4 THE IOT SECURITY CHALLENGE 

Although security issues are not contemporary in information technology, fresh 
and unique security problems arise due to many IoT implementations’ character-
istics (Jurcut et al., 2020). A fundamental focus must be to resolve these problems 
and ensure protection in IoT products and services. Users must be assured that IoT 
devices and associated data services are safe from vulnerabilities, particularly as 
this technology is becoming prevalent and incorporated into our everyday activities. 
Weak-protected IoT devices and services will serve as possible input for cyberattacks 
and expose user data to theft by insuffciently securing data streams (Fawaz & Shin, 
2019). 

IoT devices’ interconnected existence means that any poorly protected online 
device will globally affect Internet security and resilience (Rainie & Anderson, 2017). 
This issue is compounded by factors such as the mass deployment of homogeneous 
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IoT devices, specifc devices’ ability to connect automatically to other devices, and 
the possibility of these devices being used in a hazardous environment. It is up to 
all the IoT developers and consumers to ensure their devices and systems do not 
compromise the Internet. There needs to be a collaborative approach among security 
experts, organizations, and researchers to ensure IoT protection. 

7.4.1 A SPECTRUM OF SECURITY CONSIDERATIONS 

It is important to note that protection is not absolute when considering IoT devices. 
This device protection is not a stable or vulnerable binary proposition. Instead, IoT 
security as a continuum of system insecurity can be conceptualized. 

The scope ranges from entirely insecure devices without security features to highly 
secure systems with several safety layers. New security threats are emerging in a lim-
itless game between cat and mouse, with computer manufacturers and network opera-
tors continually adapting to new threats. The IoT’s overall protection and durability 
depend on manipulating and measuring security risks (Butun et al., 2020). Security is 
based on the probability of compromise, the harm from a compromise, and the time 
and money needed to fulfll such security criteria. If an individual cannot tolerate a 
high degree of risk of injury, the person will feel justifed in spending a large amount 
of money protecting the system or device from attack. If a more complicated security 
model is also more costly or diffcult to maintain, she might not be able to afford it. 

Several factors infuence the assessment and mitigation. To decide whether the 
safety issue outweighs the beneft, consider the damage, the cost to fx the harm, 
and the possible benefts of addressing the concern (Rose et al., 2015). An enterprise 
often implements combinations of uninterruptible power supply and high availability 
systems. The IoT devices’ networked connectivity ensures that locally taken security 
decisions can affect other devices. In theory, creators of intelligent objects for the 
IoT are obligated to ensure that such devices do not place their users or others at 
risk. Company and business are concerned with reducing the cost, complexity, and 
time to market of vendors. For example, high-volume, low-margin IoT devices that 
already have additional costs for goods into which they are incorporated become 
very frequent; the addition of more memory and a faster processor to implement 
security might easily make this product commercially uncompetitive. 

Economically speaking, the lack of IoT devices’ security contributes to a negative 
externality, where costs are levied on other parties by one party or parties. A typical 
example is an environmental pollution, where all parties are responsible for the envi-
ronmental degradation and clean-up costs (negative externalities) of polluter actions. 
The problem is that the effect of the external charges levied on others is generally 
not considered in the decision-making process unless, as with waste, the polluter is 
imposed a tax to force him to minimize pollution. As Bruce Schneier has discussed, 
for information protection (Rose et al., 2015), externality exists when the vendor 
supplying the product does not bear the vulnerability cost. Liability law can, in that 
case, affect the externality of vendors and produce additional safety products. These 
safety issues are not new in information technology, but they are essential because 
of the scale of specifc challenges emerging in IoT implementation, as discussed in 
the following sections. 
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7.4.2 UNIQUE SECURITY CHALLENGES OF IOT DEVICES 

IoT devices tend to vary in meaningful ways that call for protection from conven-
tional computers and computing devices (Rose et al., 2015): 

• Many Internet-connected devices, such as sensors and consumer products, 
are installed beyond traditional communication devices. With the paired 
devices, the connections with additional devices are unprecedented. Many 
of these devices may also connect and to devices without permission. 
Therefore, new considerations can be required for existing resources, meth-
ods, and strategies associated with IoT protection. 

• Most IoT implementations are similar or nearly identical. It makes it easy 
for hackers to exploit a single vulnerability by using many similar devices. 
Vulnerabilities can apply to all products that use a single communication 
protocol or all products using a shared communication protocol. 

• Many IoT devices can be used for many years longer than average for high-
tech equipment with anticipated service life. Furthermore, in situations 
where reconfguration or updating is diffcult or impossible, these devices 
can be deployed, or they may survive the business that created them, leav-
ing orphaned devices free of long-lasting support. These scenarios dem-
onstrate that appropriate protection measures for deployment will not be 
suffcient for the system’s entire lifetime as security threats emerge. As 
such, vulnerabilities will continue for a long time. This is contrary to the 
conventional computer systems model that is usually upgraded to resolve 
security threats with operating system software upgrades over the entire 
computer life. Long-term maintenance and IoT system management are a 
big security challenge. 

• Many IoT devices are deliberately designed without simple upgrading or 
a complicated update process. Companies, such as Fiat Chrysler, are now 
giving recalls of a vehicle (being linked wirelessly) due to weakness. The 
vehicle’s frmware must be modifed manually, or the user must upgrade 
himself with a USB key. Moreover, a high percentage of cars will not be 
modifed because of the inconvenience for owners and will be perma-
nently exposed to cybersecurity risks, mainly when the car appears to work 
differently. 

• Many IoT devices are hard to see because they are small and have many 
data fowing through them. It poses a security risk if IoT devices perform 
functions unintended by the user or collect more data than the user wishes. 
When the system is modifed, any improvements made to the manufac-
turer’s functionality can be available to the user. 

• Some IoT devices can be installed where there is diffcult or impossible 
physical protection. Attackers can access IoT devices directly physically. To 
ensure protection, antitampering features and other design advances must 
be taken into account. 

• Some IoT devices are designed to be unobtrusively incorporated into the 
environment, like many environmental sensors, where a user does not 
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consciously recognize or control the device’s operating state. Furthermore, 
devices cannot explicitly warn the user when a security issue occurs, mak-
ing it impossible for a user to realize when an IoT device has been broken. 
If correction or mitigation is even necessary or feasible, a safety violation 
can continue for a long time until it is detected and rectifed. Similarly, the 
user might not be aware of a sensor’s presence in its environment, allowing 
a security violation to proceed for long periods without detection. 

• Early IoT models assume that IoT is a result of large private and/or pub-
lic technology companies, but “Build Your Own Internet of Things” could 
become more popular, as illustrated by the increasing communities of 
developers Arduino Raspberry Pi60. 

7.4.3 IOT SECURITY QUESTIONS 

There has been a range of concerns about security issues raised by IoT devices. 
Many of these questions existed before the IoT development, but they increased in 
importance because of IoT devices’ size. Such notable issues are (Rose et al., 2015): 

• Acceptable practices in design: 

• What are the best practices for engineers and developers to build IoT 
devices to make them secure? 

• How are security concerns from IoT devices captured and transmitted to 
emerging communities to ensure the next generation is even more secure? 

• Which training and educational tools are available for teaching engi-
neers and developers to develop more secure IoT designs? 

• Cost versus security trade‑offs: 

• How do stakeholders make informed decisions on cost–beneft analysis 
for IoT devices? 

• How do we measure and analyze security risks accurately? 

• Metrics and standards: 

• How do we effectively defne and calculate IoT system security 
characteristics? 

• How do we assess the effcacy of security and countermeasures of the IoT? 
• How will the best security practices be implemented? 

• Data confdentiality, authentication, and access control data: 

• What is the optimal function of IoT system data encryption? 
• Is it necessary to use strong IoT device encryption, authentication, and 

access control technologies to avoid eavesdropping and detecting data 
stream attacks generated by these devices? 

• What encryption and authentication technologies could be used for the 
IoT, and how could cost, size, and processing speed be applied in the 
sense of an IoT device’s limitations? 
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• What are the foreseeable management problems that IoT-scale cryptog-
raphy needs to address? 

• Are there problems with crypto-key lifecycle management and the 
planned time during which any algorithm should remain secure? 

• Are end-to-end processes secure enough to be used by traditional 
consumers? 

• Field upgrade capacity: 

• Should devices be confgured for maintenance and upgradeability in the 
feld to respond to emerging safety threats with an extended lifespan 
required of several IoT devices? 

• A centralized security management system could install new software 
and parameter settings on a felded IoT device if each device had an 
integrated device management agent. However, management systems 
add costs and complexity; could other software-updating approaches be 
consistent with IoT devices’ extensive use? 

• Are there groups of low-risk IoT devices that do not guarantee this type 
of feature? 

• Are IoT devices exposing user interfaces (usually purposely minimal) 
adequately controlled for system management considerations (by any-
one, including the user)? 

• Shared responsibility: 

• How can sharing mutual responsibility and cooperation for IoT security 
between stakeholders be encouraged? 

• Regulation: 

• Should manufacturers of products be penalized with known or unknown 
security bugs for selling software or hardware? 

• How can product liability and consumer protection regulations be tai-
lored to cover all negative externalities about the IoT and function in a 
cross-border environment? 

• Will legislation keep pace and be successful, given the changing IoT 
technology and safety threats? 

• How can laws be balanced against the needs of creativity, freedom of the 
Internet, and freedom of speech without permission? 

• Device obsolescence: 

• What is the best solution as the Internet grows and security threats shift 
with outdated IoT devices? 

• Should IoT devices have an integrated end-of-life expiry feature to unin-
stall them? 

• Such a requirement could result in older noninteroperable devices being 
forced out of operation in the future and replacing them with safer and 
more interoperable devices. This will be very diffcult in the free market. 
What are the effects of automated IoT decommissioning devices? 
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The list of questions includes general security problems for IoT devices. However, it 
must be noted that when a machine is on the Internet, it is also part of the Internet, 
which means that only if the users of such devices apply an effective mutual security 
strategy, acceptable solutions are obtained. 

The collaborative model has emerged to provide a practical approach to secure 
the Internet and cyberspace, including the IoT, among industries, governments, and 
authorities. 

7.5 IS BLOCKCHAIN THE SOLUTION TO IOT SECURITY? 

IoT devices’ security is a continuing concern. It leaves open an expansive room for 
hacking devices. This kind of security dilemma is a big one for smart homes and 
smart vehicles (Allhoff & Henschke, 2018). An IoT device could be hacked, for 
example, by a hacker who could take over a self-driving vehicle. Strong protection is 
a must for all data transmitted from IoT devices. 

Although there are various IoT security guidelines, including biometrics and 
two-factor permission, blockchain IoT security is one possible solution (Atlam & Wills, 
2020). For Bitcoin and Ethereum, blockchain provides an attractive IoT security solution. 
The blockchain provides strong data security, locking access to IoT devices and allowing 
a shutdown of infected devices in an IoT network (Alotaibi, 2019). Hyundai has recently 
funded a blockchain start-up developed for IoT security. This creative strategy, named 
HDAC (Hyundai Digital Access Currency), establishes a private network permitted. 

Thomas Hardjono, MIT Connection Science Chief Technology Offcer, indicated 
that infrastructure must handle devices and data access. In a recent paper, he pro-
poses a ChainAnchor blockchain-based IoT system. The framework proposes access 
layers that can maintain nonenabled devices or cut out bad actors (such as hacked 
devices) from the network. It also provides cases for securely selling and removing 
devices from a blockchain. This framework deals with system protection with device 
manufacturers, service providers, and independent third parties (Compton, 2017). 

However, if IoT security is to be blockchain, there are problems to solve. For one 
thing, blockchain mining requires a great deal of computing power. Many IoT devices 
do not have the necessary power. Current blockchains are vulnerable if a group of 
miners dominates more than 50% of the network’s hash rate. This is very diffcult 
since nodes are spread globally in a traditional blockchain. However, the computing 
capacity of a home IoT blockchain could be more easily hacked. IoT safety will con-
tinue to grow as regulations on their growth continue and their advancement continues. 
However, the prospect of a blockchain IoT protection framework has a great potential. 

7.6 WHEN THE IOT MEETS BLOCKCHAIN 

The IoT has proliferated over the years and has connected multiple devices and 
networks to the Internet (Khanna & Kaur, 2020). On the other hand, the decade-
old blockchain is intended to revolutionize business models with its encrypted 
and distributed ledger designed to create manageable and real-time records 
(Zhang et al., 2019). The blockchain aims to store the verifable and secure 
records of all IoT devices and processes. 
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Blockchain functions as a distributed ledger in which any deletion or alteration 
of data is registered and a long chain of events is generated as more entries, namely, 
blocks. Each transaction is followed and can never be updated or removed by a dig-
ital signature. Given its decentral existence, blockchain can prevent a vulnerable 
device, either an intelligent home or a smart factory, from pushing false information 
and disrupting the networking setting. 

As part of recent notable IoT safety accidents, blockchain will mitigate DDoS 
attacks’ risk affecting several devices once the device’s failure does not impact other 
devices (Salim et al., 2020). Such convenience is crucial for preserving connectivity 
and functionality in facilities, particularly critical networks, in securing smart cities. 
With blockchain, each device has strong encryption, guarantees safe communication 
with other devices, and provides anonymity when IoT is most concerned (Atlam 
et al., 2020). Adopters will be able to monitor devices better and deliver security 
updates, helping to improve insecure devices. 

The combination of blockchain and IoT could also resolve supervision (Banerjee 
et al., 2018). For example, transactions from various sources can be handled in 
companies using a clear and permanent record, in which data and physical prod-
ucts are monitored through the supply chain. If an incorrect decision or machine 
overload happens, the blockchain record can defne the point—say, a device or a 
sensor—where anything went wrong, and the organization will respond instantly. 
Blockchain can also reduce operating costs as it removes intermediaries or middle-
men (Witzig & Salomon, 2019). 

7.7 IOT ARCHITECTURAL PATTERN BASED 
ON THE BLOCKCHAIN SERVICE 

Adapting blockchain technology to the IoT requires the study of a blockchain-based 
IoT architectural pattern. As mentioned in the following sections, the specifed pat-
tern should include three components (Distributed Ledger Working Group, 2018): 

7.7.1 MODEL OF COMMUNICATION 

The communication model defnes the installation of the applications directly into 
IoT nodes and/or in the cloud with APIs to the IoT nodes. Figure 7.2 shows the popu-
lar and agreed blockchain technology and IoT model, when the IoT edge systems 
have robust capabilities, allowing them to host the transaction node’s software, store 
the ledger, and maintain network-wide communication. 

IoT transaction nodes: In Figure 7.1, each IoT system hosts the leader and can 
participate, including mining, in blockchain transactions. Each device has a private 
key or includes functions for the internal generation of a private key for network 
transactions. This end-state model offers three essential capabilities that a block-
chain service enables: 

• The network of autonomous IoT devices’ (e.g., consensus and peer-to-peer 
messaging) autonomous coordination. 
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FIGURE 7.2 Each IoT node acts as a blockchain transaction node. 

Source: Distributed Ledger Working Group (2018) 

• A transaction leader where any IoT computer can build a cryptographic 
transaction. 

• A distributed database with a modifed version of the ledger on every IoT device. 

Cloud‑enabled IoT blockchain network: Transactions and mining nodes are placed 
in the cloud and on-site in a cloud-enabled blockchain network. The nodes can be 
corporate servers, company/personal computers, smart devices (e.g., phones or tab-
lets), cloud-based virtual machines, and IoT devices with enough hardware (CPU, 
RAM, storage, etc.). Figure 7.3 shows an overview of cloud-enabled IoT blockchain 
network. 

IoT devices with limited hardware resources serve as blockchain clients. You 
should not store the booklets. These clients interact with the blockchain via API. 
APIs can be HTTP, REST, or JSON. 

IoT devices collect data relating to the blockchain service transaction nodes or 
engage in smart contract transactions by pointing to cloud-based blockchain nodes. 
IoT devices are still supplied with private keys to sign their data in this way. The 
signed data was forwarded upstream to the processing nodes. You must have a differ-
ent trust relationship between the IoT system and the transaction node. One system 
may be whitelisted, while another is secured by a two-way authentication. Hardware 
encryption keys can be used to store private keys securely. 

Access to mining nodes can be limited to designated operators for a licensed 
area (private blockchain service). Participants may decide to adopt this architecture 
pattern to enhance protection or enforcement purposes in a consortium area (par-
tially authorized blockchain service) or a permitted area (private blockchain service). 
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FIGURE 7.3 Cloud-enabled IoT blockchain network. 

Source: Distributed Ledger Working Group (2018) 

Bitcoin implementation provides this kind of feature with “thin clients,” also known 
as simplifed payment verifcation that does not store a full copy of each ledger block. 
Those “thin clients” use a Bitcoin Client API to communicate with a server. 

Messages between multiple IoT devices can be exchanged. These messages contain 
data incorporated into IoT transactions participating in the exchange of transaction 
nodes. Communication protocols and message formats between IoT devices are out-
side the blockchain implementation reach: these communications apply to machine-
to-machine communication such as MQTT (Message Queue Telemetry Transport). 

7.7.2 A RICH ECOSYSTEM FOR LEVERAGING INTEROPERABILITY CAPABILITIES 

It will be an opportunity to speed up its adoption by creating an ecosystem around 
blockchain technology. This is what we are talking about. The potential ecosystem 
will offer IoT integration in blockchain service streamlined capabilities. 

• Service providers, such as Blockcypher, have API capabilities that sim-
plify IoT/blockchain customer/service interactions. API intermediation 
enables creating IoT features that connect with various blockchain services 
based on service value instead of technical implementation of blockchain 
technology. 

• Solution providers, including Credits, offer frameworks for creating a pri-
vate blockchain service quickly. These systems are based on nodes of trans-
actions. Clients have access to each node through APIs. These systems can 
also communicate with other blockchain services. 
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7.7.3 COHABITATION BETWEEN MULTIPLE BLOCKCHAIN SERVICES 

As seen in Figure 7.4, a different defnition focuses on several blockchain platforms 
providing different characteristics and currencies and will improve. These block-
chain platforms provide additional features. Each blockchain service can be natively 
attached to others or use third-party APIs. 

7.7.3.1 The IoT Architecture Pattern Based on Blockchain Technology 
The CSA IoT and Blockchain/Distributed Ledger Technology Working Groups pro-
pose the following system (Distributed Ledger Working Group, 2018) under which 
IoT clients operate in multi-blockchain applications. Figure 7.5 shows the IoT archi-
tecture pattern based on blockchain technology. A new industry initiative to incorpo-
rate blockchain technology mainly adopts the architecture under which IoT devices 
are clients for a blockchain service. 

7.8 FEATURES TO CONSIDER WHEN SECURING THE 
IOT USING BLOCKCHAIN TECHNOLOGY 

Blockchain can help secure IoT devices. IoT devices can be optimized to use public 
blockchain services or communicate over a protected API with private blockchain 
nodes in the cloud. Integrated blockchain technology in an IoT system’s security 
framework enables IoT devices to safely reveal each other; encrypt machine-to-
machine transactions with distributed vital management techniques; and verify soft-
ware mage legitimacy, authenticity, and policy updates. 

Based on the possible architectural patterns detailed in this chapter, an IoT sys-
tem interacts with a blockchain transaction node via an API, enabling even restricted 

FIGURE 7.4 Each blockchain service can run in different contexts such as personal home 
networks, enterprise, and the Internet. 

Source: Distributed Ledger Working Group (2018) 
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FIGURE 7.5 The IoT architecture pattern based on blockchain technology. 

Source: Distributed Ledger Working Group (2018) 

devices to participate in a blockchain operation. To ensure security, attention should 
be focussed on a specifc blockchain service during the bootstrapping of an IoT device. 

Following is an IoT discovery use case that enables an IoT device to be registered in a 
transaction node. First, the IoT system must have credentials that show authorization to 
be added to a transaction node. This credential must be given in a secured environment 
that protects against the threats of a specifc ecosystem of IoT devices. Blockchain tech-
nology and available business initiatives show fve features to resolve when securing IoT 
using blockchain technology (Distributed Ledger Working Group, 2018). 

7.8.1 SCALABLE IOT DISCOVERY 

Smart cities and large-scale IoT implementations will result in thousands or tens of 
thousands of IoT devices enabled jointly. In autonomous machine-to-machine trans-
actions, these devices also communicate with each other. The devices will need to be 
able to fnd legitimate peers and interacting services. IoT systems may beneft from 
the use of public and private blockchain implementations in scalable IoT discovery. 

For example, with Bitcoin, a collection of hard-coded DNS seeds offers bootstrap 
services to new users and computers. The DNS seeds can be preconfgured on an IoT 
system. IoT devices query these addresses, and the full node IP address is given. The 
IoT device then logs into a node and calls for a list of additional IoT devices on the 
network. When provided, the IoT system will initiate peer-to-peer communication 
while promulgating peer exploration information within the network. The preset-
ting of the DNS seed addresses reduces the ability to execute a man-in-the-middle 
attack. Until selecting a node, IoT devices obtain information from several DNS 
seeds. DNSSec must be used to protect root server name resolution and to mitigate 
attacks by DNS spoofng. DNS seed addresses should be hard coded in the frmware. 
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A private blockchain service can also support IoT system bootstrap and network 
enrollment. Transaction nodes authenticate IoT devices until a trustworthy node list 
is given. IoT systems are issued with the following entry credentials: 

• Security credentials installed or created internally in the IoT device must be 
generated and made accessible through a protected process that may be part 
of blockchain implementation. 

• The credentials issued by the IoT device owner or installation technician 
initialize the device’s registration on a secure server to access such IoT 
credentials. 

In any event, only valid IoT devices may be connected to the blockchain service in 
the enrolment phase. To ensure confdentiality and integrity, all communications 
listed must be authenticated and encrypted. 

7.8.2 TRUSTED COMMUNICATION 

In some cases, for instance, public use, IoT devices require the use of a protected 
communication channel to share the data necessary to construct the transaction to 
be stored in the ledger. You may also use this ledger to store public encryption keys. 
If exchanges need to be maintained confdentially, an IoT device (sender) transmits 
an encrypted message to a peer IoT (receiver) device using the recipient IoT device’s 
public key, stored in a blockchain service. The IoT sender requests its transaction 
node to move from the blockchain ledger to the IoT receiver’s public key to facilitate 
this secured transaction. IoT sender will encrypt the message with the IoT recipi-
ent’s public key. Figures 7.6 (a) and 7.6 (b) show the phases involved in the trusted 
communication. 

The message can only be decrypted by the recipient using his private key. Key 
agreements algorithms such as Elliptic Curve Diffe Hellman must be used for gen-
erating transaction authentication keys such as content encryption keys (CEKs) and 
traffc encryption keys (TEKs) to secure transactions. 

In this case, the blockchain service functions as an infrastructure of the distributed 
public key. Public keys will be stored during transactions: when a new IoT device 
is enrolled in a private or public service, a new transaction will be created. This 
exchange consists of IoT properties and their public key. Reregistration happens if 
an IoT device needs to renew its license. Revoked certifcates may also be applied as 
transactions to the blockchain service. The protected transaction history in the direc-
tory provides the continuity of IoT device keys over their lives. 

In a blockchain implementation, there are many types of cryptographic keys used. 
Wallet keys are also known as keys to secure blockchain transactions. The keys dis-
cussed in this use case represent identify keys and generate CEKs or TEKs. 

• IoT identity keys: Asymmetric key pair used to establish key content-
encryption material and traffc fow between IoT devices 

• Wallet keys: Used to protect transactions in the ledger, IoT identifcation 
keys can include 
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FIGURE 7.6(A) Trusted communication. 

Source: Distributed Ledger Working Group (2018) 

FIGURE 7.6(B) Trusted communication. 

Source: Distributed Ledger Working Group (2018) 

7.8.3 SEMIAUTONOMOUS MACHINE-TO-MACHINE OPERATIONS 

The machines’ ability to work together in semiautonomous ways to accomplish a 
specifc purpose is a core IoT technology feature. Blockchain can serve as a security 
facilitator for these independent transactions with smart contract features. Smart 
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contracts can be written to include rules, fnes, and contract conditions. Edge IoT 
devices can then be set up with an API to communicate with an intelligent contract 
to conclude agreements with peer devices and/or services. Each transaction must 
comply with the contract terms before execution, and all transactions must be written 
to the blockchain. 

Intelligent contracts can impose restrictions on who can enter into transactions 
(which IoT devices). With the IoT node’s wallet key, each transaction must be signed 
and wallets stored in hardware security containers. Blockchain transaction recording 
guarantees that transactions will not later be repudiated (e.g., when the IoT service 
provider enters a customer IoT system transaction). 

7.8.4 IOT CONFIGURATION AND UPDATES CONTROLS 

In trusted, stable settings, blockchain’s technology is exciting, as more IoT devices 
are natively connected to cloud services. Following are three approaches to 
security: 

1. IoT properties such as the current version of validated frmware and con-
fguration information can be found in the ledger. The IoT system asks the 
transaction node to get its setup from the ledger during bootstrap. The con-
fguration should be encrypted in the ledger to prevent the IoT network’s 
topology by analyzing the public ledger’s content. 

2. The ledger will host the hash value for each IoT device of the latest confgu-
ration fle. The IoT system downloads a trusted cloud service confguration 
fle every night for some period and then uses the API transaction node 
to locate and match the hash value stored on the blockchain. This enables 
administrators to periodically fush wrong confgurations and reboot new 
IoT devices on their network. 

3. As described in point 2, the same process can be used for IoT device frm-
ware images although additional bandwidth capacity may be needed at the 
point on the IoT device. 

7.8.5 STABLE FIRMWARE IMAGE DISTRIBUTION AND UPGRADE 

Blockchain technology will also support the trusted imaging process for IoT devices, 
similar to supporting installing familiar confgurations from the cloud service pro-
vider. An IoT device developer can also implement its blockchain through IoT device 
frmware or use a public blockchain. The developer will hack the current known 
trusted images and load these hashes into the blockchain for its device families. This 
approach supports the improved protection of IoT devices in three ways: 

1. You can customize IoT devices via the API to periodically download new 
frmware images. As most IoT devices do not have to store or retain data in 
memory, they can be overwritten if appropriate. For example, a regular or 
weekly image update could be allowed by validating the image hash against 
the vendor’s blockchain. 
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2. To verify all vendor updates, IoT devices may use a blockchain image 
update mechanism. 

3. IoT devices can either use method 1 or 2 to validate all updates and require 
the system owner’s frmware update approval (by a safe method). 

IoT manufacturers should strengthen the traditional approaches to software signa-
tures by saving the frmware’s digital signature to the directory rather than posting 
it on their website. Before the update is applied, IoT devices obtain the latest frm-
ware’s digital signature from the ledger and then validate it with a public mainte-
nance key. This public maintenance key could be fused to the fabric/hardware level 
(no change/update features). A manufacturer’s privately owned key must be guarded 
to ensure that all frmware is not compromised. A private-key attacker might make 
malicious frmware with an obviously “valid” digital signature visible. The process 
of modifying the manufacturer’s public key on all devices takes considerable effort. 

7.8.5.1 Firmware Reputation-Based Upgrade (Chain of Things) 
A ledger transaction history capabilities will incorporate new frmware through a 
group of experts to strengthen confdence in avoiding the installation of malware 
corrupted frmware and backdoor frmware. The IoT devices’ owner/administrator 
can also confgure an automated IoT update when the frmware’s credibility is at a 
particular stage in the ledger. This “acceptation” of the IoT device in the blockchain 
service may be based on the frmware credibility of the device in the ledger and 
would beneft from the following points: 

• Avoid linking insecure devices to a blockchain service 
• Implement IoT protection upgrade processes 
• Set minimum security standards for blockchain service 

Figure 7.7 shows the summary of blockchain security services for the IoT. 

7.9 VARIOUS WAYS TO STRENGTHEN IOT SECURITY WITH 
BLOCKCHAIN TECHNOLOGY 

The following points should be considered for a stable application of IoT (Sreevani, 
2019). 

1. Secure communication:  IoT devices must communicate and store data 
directly to share data necessary to process a transaction. There are several 
ways to store encryption keys. The IoT framework sends a public key of the 
destination device stored in the network blockchain. The sender requests 
his node to retrieve the recipient’s public key and then encrypts the message 
using the recipient’s public key, allowing only the recipient to decrypt the 
message. 

2. User authentication: Before sending them to other devices, the sender digi-
tally signs the message. The receiving system uses a public key from the 
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FIGURE 7.7 Summary of blockchain security services for the IoT. 

Source: Distributed Ledger Working Group (2018) 

directory and validates the received message’s digital signature. The fol-
lowing is the digital signature work: 

• The sender calculates the hash of a message, which then has a private key 
encrypted. 

• The digital signature is transmitted along with the post. 

3. Discovering legitimate IoT at a large scale:  When a new IoT system is 
launched, root servers are asked to list confdent network nodes. This device 
then registers in a node, and the information exchange begins. DNSSec 
needs to be introduced to protect the root server name resolution by pre-
venting spoofng attacks. Each contact must be authenticated and effciently 
encrypted, which can be achieved on the basis of the following points: 

• During installation, credentials are already installed on the device. 
• The IoT device owner can provide credentials. 

4. Confguring IoT:  Blockchain technology is a massive aid in creating a 
trustworthy and stable IoT system setup. Approaches that tend to be rel-
evant here are given as follows: 

• The current ledger will host the hash value of the new confguration fle. 
The IoT device must regularly upload a new trusted configuration 
file using a cloud service. The device then uses the blockchain API node 
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to match the hash value in the blockchain. This allows administrators to 
regularly reboot IoT systems for the most recent trustworthy confgura-
tion on the network. 

7.10 CHALLENGES IN INTEGRATING BLOCKCHAIN 
INTO THE IOT 

Blockchain technology has made strides into the IoT, but it faces several obstacles 
(Trend Micro, 2018). The basic principle of a blockchain is the sequence of transac-
tions. The chain is created by keeping a reference to past exchanges. That said, blocks 
can be challenging to build due to their size and complexity. It is more diffcult to 
rearrange single blocks: Altering it with the previous block and changing the chain. 

This setup seems to secure the IoT. Nevertheless, the IoT devices are moderately 
underpowered, and the blockchain protocols produce overhead traffc, creating a 
block-introducing latency. A problem exists, particularly for resource-constrained 
and bandwidth-limited systems, which need real-time updates or speedy responses. 

Researchers have studied risks related to privacy, authentication, accessibility, 
and access control. 

Also, the threat actors will exploit blockchain to expand their strategies of evasion. 
IoT sensors and devices may be exploited to relay incorrect data to a blockchain. The 
technology will be registered in the chain if the entry is validated. Adopters must 
also ensure that sensors and devices are ready to override in a compromise and allow 
only users who need to be regulated to log in. 

7.11 SECURITY RECOMMENDATIONS 

If operated correctly, blockchain can beneft IoT systems greatly by reducing costs 
and increasing performance. The penetration of technology into IoT-enabled envi-
ronments is even far from being optimum. For example, IoT sensors are expected to 
integrate up to 10% of output blockchain ledgers by 2020. Also, many IoT systems 
will need to be computationally competent enough to handle voluminous blockchain 
implementations. 

Although the single failure point has not been removed, the IoT protection 
endures continuous security implementation for all connected devices. In addition to 
the up-to-date software updates to avoid downtimes, organizations, IoT administra-
tors, individuals, and like can look at multilayered security from the entrance to the 
end, with end-to-end protection, which avoids possible intrusions and compromises 
in the network. This includes (Trend Micro, 2018): 

• Changing default credentials:  The standardized credentials in factories 
have famously allowed IoT botnets to compromise connected devices. Users 
are recommended for using password protection to reduce the possibility of 
computer hacking by using unique and complex passwords. 

• Strengthening router protection:  A liable router renders a vulnerable net-
work. Routers with robust security explications make it easier for users to 
pile up all associated devices while protecting privacy and productivity. 
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• Security system setup:  Default device settings should be tested and updated 
to the user requirements. For improved security, needless customization 
and disabling features are recommended. 

• Network traffc monitoring:  An aggressive network traffc scanning will 
help users prevent malicious attempts. Security solutions in real-time scan-
ning can also use automatic and effective malware detection. 

• Implementing added security measures:  Users are advised to allow fre-
walls and practice the additional safety protocol Wi-Fi-protected Access 
II Web credibility solutions, and application management also has greater 
network visibility. 

7.12 USE CASES OF BLOCKCHAIN MECHANISMS 
FOR IOT SECURITY 

This section presents various examples of blockchain mechanisms for IoT security 
(Khvoynitskaya, 2020). 

The application of blockchain into IoT protection enables the direct exchange of 
information within connected devices rather than central network communication, 
thus reducing IoT’s vulnerability to cyber securities. According to a Gartner report, 
the most current blockchain adoption rates among IoT companies in the United 
States are pharmaceutical, transport, and energy sectors. All these enterprises rely 
upon the transporting of physical goods, and the most popular blockchain associa-
tions are IoT veterans. 

The information is screened directly on the device by a private key and anchored 
in a public blockchain, thereby storing data on each connection to a specifc sensor 
forever on a ledger. The implementation of smart contracts also opens up new ways 
to strengthen this. 

Such IoT implementations can also substantially raise standards in distinct sec-
tors, such as the food and pharmaceutical industries. Several medical devices, for 
example, must be kept under regulatory temperatures. For several years, IBM’s food 
trust has been on the job, but IoT sensors, in conjunction with blockchain, will pro-
vide even more exciting opportunities. 

IBM and Samsung have developed a PoC for ADEPT (Autonomous 
Decentralized Peer-to-Peer Telemetry) for their blockchain-enabled IoT device. It 
uses smart contracts and peer-to-peer messages to create a distributed IoT network. 
ADEPT can fnd its software in a smart home, which can, for instance, become a 
semiautonomous unit for self-service and maintenance with a Samsung washing 
machine. If the machine is out of control, the operator is told about the malfunc-
tion and the installation of software upgrades on its own. The washing machine 
can connect with other intelligent devices in a network with ADEPT to maximize 
power effciency. For example, if the TV is on, it may delay a washing cycle for 
several hours. It also helps the machine to monitor the stock of detergent used to 
pay for the order itself and obtain a confrmation of the retailer’s delivery. The 
owner of the washing machine will then be told of the purchase on the smartphone. 
This is less futuristic than it might be, and ADEPT-style systems will soon win 
the market. 
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Chronicled, a self-reported IoT and blockchain laboratory, applied the pharmaceu-
tical supply chains using a combination of these two technologies. The solution devel-
oped helps pharmaceutical producers, wholesalers, and hospitals to track every step 
of drug transportation and makes it impossible for criminals to unload stolen drugs. 

7.13 CONCLUSION 

IoT-based organizations face challenges in recognizing security technologies and 
methods necessary to mitigate specifc IoT threats to IoTs. Technology from block-
chain aims to play an essential role in meeting these challenges. Niche security 
vendors will begin to provide these services, but the integrity and authenticity ser-
vices offered by blockchain applications can be taken advantage of immediately. We 
highlighted features in this chapter while trying to protect connected devices using 
blockchain technology. However, because of IoT hardware limitations, we infer that 
several of them cannot function as a transaction node and will, thus, be outside 
the stable blockchain within the scope of several hundred thousand or more IoT 
devices. Many devices can beneft from blockchain services’ protection and other 
features through upstream network transaction nodes and specialized intermediar-
ies’ APIs. These upstream features can be used to secure IoT devices (confguring 
and upgrading power, secure frmware updates) and communications (IoT discovery, 
trustworthy contact, authentication/signing of the message). We hope that this chap-
ter encourages business leaders and entrepreneurs, taking advantage of the chance to 
broaden this technology’s ability to protect the IoT. 
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8.1 INTRODUCTION 

Phishing has become one of the biggest threats to Internet users. Phishing is an 
Internet attack in which an adversary spots victims and steals valuable information 
from them. This sensitive data can disclose victims’ fnancial or personal information 
and then fraud is commited. Sometimes, attackers also use this information to hack 
into the victims’ systems and further spread the attack. Most phishing attacks are 
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made with the help of emails and websites and, of late, through social media posts. 
These emails or posts mostly look legitimate and, in fact, wildly urging so much that 
it is hard to know if they are harmful. Still, inside, they contain URLs, which can 
lead the victim to malicious websites that are rat traps for stealing personal informa-
tion (Natekin et al., 2013). Sometimes, these emails or posts also contain malware 
whose installation can lead to severe information leakage. So, no matter how many 
frewalls, certifcates, encryption software, or two-factor authentication mechanisms 
an organization applies, the person behind the keyboard can be a victim of a phish 
(Vishwanath et al., 2011). Some historical phishing attacks may give a better insight 
into phishing and the large-scale damage that it can bring. 

8.2 HISTORY OF PHISHING 

Phishing scams use spoofed emails, posts, and websites to tempt people in falling into 
their traps, just like fshing, where the fsh are caught using baits. The name phishing 
was coined from the word “fshing” where the letter “f” was replaced by “ph” to refer 
to “phreaks,” one of the earliest groups of hackers on the Internet. The term phishing 
was used frst on January 2, 1996, in the Usenet newsgroup, AOHell, as per record. 
At that time, America Online (AOL), being one of the best Internet access providers, 
often attracted a host of hackers and pirated software sellers. These people eventually 
formed the “warez” community, believed to have been the frst phishing attacker com-
munity. It used to steal people’s passwords and used algorithms to generate random 
credit card numbers. Later, these credit card numbers were used for logging in to peo-
ple’s AOL accounts and stealing information from there. The company fnally banned 
this practice in 1995 when AOL developed some security measures so that they could 
prevent the generation of random credit card numbers and their successful application. 
With this racket being shut, the phishers resorted to instant messaging AOL users by 
disguising themselves as AOL employees. They used to ask the users to verify their 
accounts or billing information confrmation provided by them. Such attacks were very 
new and innovative, and people often fell for their traps. The phishers even opened up 
AIM accounts which were not punishable by AOL TOS department. Later, AOL was 
compelled to include warning messages in their emails to alert their users. 

Attackers have not changed their methods a lot. In 2001, the phishers’ primary atten-
tion was on online payment systems. Their frst such attack was on E-Gold in June 2001 
although it was not considered very successful. In 2003, the attackers started registering 
many domains for different websites, which were built to match famous e-commerce 
websites like eBay. If the users did not pay enough attention, they would often fall into 
the hole dug by these phishers. Some phishers also used email worms to send spoofed 
emails that contained URLs leading to fake PayPal sites where customers were made to 
update their credit card details and other identifying information. By 2004, the phishers 
had become very successful as they were successfully attacking banking sites using pop-
up windows to steal sensitive information from the customers. 

In late 2008, Bitcoin as well as other cryptocurrencieswere launched where trans-
actions using malicious software were made anonymous, and this changed the game 
for cybercriminals. Phishing eventually became an offcial part of the black market. 
The frst cryptographic malware spread was staged by Cryptolocker in September of 
2013 when malware was spread by downloads from a compromised website. It was 
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then sent to victims in the form of two different kinds of phishing emails. The emails 
had zip fles disguised as customer complaint records and malicious links with mes-
sages regarding a problem clearing a check. Once clicked, Cryptolocker scrambled 
and locked the computer fles and demanded the owner to make a payment for the 
key to get the fles unlocked and decrypted. 

Lately, phishers have started adopting HTTPS more and more often on their sites, 
starting in 2017. Recently, the news of the Twitter attack of July 15, 2020 had taken 
over the Internet by storm, and many oversized shirts were victims of this infamous 
attack. What is more, it is a social platform as trusted as Twitter falling prey to this 
awful attack described as a “phone spear phishing attack.” Once the hackers gained 
access to an internal dashboard meant for Twitter employees, they took control of the 
accounts. They appeared to have used social engineering to gain access to the tools. 
The tool, which Motherboard frst reported, apparently allowed hackers to take the 
authority of the accounts by changing associated email addresses without informing 
their owners. It was a social engineering attack (phishing); 130 accounts were hacked, 
including that of Bill Gates, Jeff Bezos, Elon Musk, and so on, and used to solicit 
cryptocurrency (Sarkar et al., 2019). 

8.3 STATISTICS OF PHISHING 

According to the FBI, one of the most common types of cybercrime in 2020 was phish-
ing. Phishing cases became more and more familiar with a boom in the number of 
instances from 114,702 cases in 2019 to 241,324 cases in 2020 (Yeboah-Boateng et al., 
2014). Google safe browsing is trusted with detecting phishing sites on the Internet, and 
it has registered 2,145,013 phishing sites as of January 17, 2021. This is a signifcant hike 
compared to the malware sites, which are about 28,803 in number at the same time. 
Figure 8.1 shows the comparison of an increasing rate of unsafe websites between 2007 
and 2019. According to the recent ESET threat report, in Q3 of 2020, phishing emails 
containing the most common types of malicious fles were as follows: 

1. Windows executables fles—74% 
2. Script fles—11% 
3. Offce documents—5% 
4. Compressed archives—4% 
5. PDF documents—2% 
6. Java fles—2% 
7. Batch fles—2% 
8. Shortcuts—2% 
9. Android executables—>1% 

Even the statistics of phishing in recent times have been quite alarming. It is 
evident that with digitization in every sector, the threat of phishing and the variety of 
methods for staging it are also increasing. Some of the statistics about phishing are 
presented in the following: 

1. Phishing attacks reportedly account for more than 80% of the security incidents. 
2. Due to phishing, 17,700 dollars is lost every minute. 
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FIGURE 8.1 Rise in the number of unsafe websites between January 2016 and January 2021. 

Source: Pulled from Google Safe Browsing (2021) 

3. Sixty percent of the breaches involved vulnerability for which a patch was 
available but not applied. 

4. Ninety-seven percent of the people cannot identify a phishing scam. 
5. As high as 77%, IT professionals acknowledge that their teams are not 

prepared to face cybersecurity challenge today. 
6. Nearly 1.5 million new phishing sites are created every month (Ferreira et al., 

2015). 

As is customary in Q1, China (15.82%) and the United States (12.64%) were among the 
top spam-originating countries. Coming to the other top three, Germany was in the ffth 
place in Q1 2019 (5.86%), ceding Russia (6.98%) to the third place, and allowing Brazil 
(6.95%) to steal the fourth. Then, France (4.26%) came to the sixth place. Argentina 
(3.42%), Poland (3.36%), and India (2.58%) are in the seventh, eighth, and ninth positions, 
respectively. The tenth position was acquired by Vietnam (2.18%) (Bonaccorso et al., 
2017).Figure 8.2 shows the country-wise comparison in terms of originating spam. 

8.4 ANATOMY OF AN ATTACK 

Attackers usually follow a primary procedure when they are entrapping victims. The 
anatomy of an attack can be divided into fve steps as follows: 

1. Collect: In this step, the phishers gather information about a specifc target 
by exploiting all available resources on social media to make the attack more 
successful. The phishers collect personal information, i.e., email addresses, 
phone numbers, interests, and educational or working history. For example, in 
the 2017 French election, phishers collected information about Macron’s cam-
paign. Facebook took action and blocked 24 such profles collecting informa-
tion. On a later investigation, they were found to be the same attackers’ group, 
“Fancy Bear,” who also tried to hack the American elections. 
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FIGURE 8.2 Graphical representation of the percentage of spam originated from various 
countries (top 20). 

Source: Kaspersky Lab (2019) 

2. Construct:  In this step, the attackers try to get involved with their victims 
by creating fake social media accounts and communicating with them regu-
larly. This is the most crucial aspect of social engineering attacks being 
successful—social approaches. Now attackers frequently use sociopsycho-
logical techniques,i.e., Cialdini’s principles of persuasion to manipulate 
their victims (Hosmer et al., 2000). The new character that the attacker 
pretends to have fabricates credentials and usually establishes a common 
ground with the victim and many times with the same work organization 
or university. In February 2017, SecureWorks helped a middle-eastern com-
pany to diagnose a security event where a spyware infection was attempted. 
The attack was launched by Iranian hackers who created fake LinkedIn, 
Facebook, Twitter, and Instagram accounts. 

3. Contact: In this step, targets are contacted. When the victim falls for it, 
the attacker can easily access nonpublic information about the victim. It is 
usually done through emails or by sending friend requests on social media. 
It is through these ways that infected hyperlinks or other malware are sent 
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to the target. In the American elections of 2016, more than 30 Clinton staff-
ers received spear-phishing emails from hackers who created fake email 
accounts for this purpose. These emails contained links to a website that 
hackers operated. In April 2016, the accessed information was used against 
the Democratic Congressional Campaign Committee to hack into their sys-
tem so that data could be stolen with the use of malware. All in all, 33 DNC 
systems got hacked in this way. 

4. Compromise: It is the step in which malware is installed in a victim’s sys-
tem so that information could be stolen from the system, and it could be 
compromised. The Isis-affliated group Cyber Caliphate did this very same 
thing in 2015. They hacked the US central command employee’s YouTube 
and Twitter accounts to spread their propaganda (Christine et al., 2004). 

5. Contagion:  It is the last step of the model. In this step, attackers take advan-
tage of the hacked account to enlarge the attack by targeting new victims. 
This way, the attack spreads from one system to many systems. This step is 
usually used to magnify the outcome and mass spread the attack. It is pretty 
well said that “Contagion is especially dangerous because threat actors can 
target vulnerable victims and scale up to bigger targets.” 

8.5 KINDS OF PHISHING 

Phishing is just a broad group of frauds usually spread through emails or social 
media but based on the platform used for the attack. Phishing can be classifed into 
the following kinds: 

1. Emailing: Email phishing has been prevalent even in the 1990s. Hackers 
send malicious emails to a list of email IDs they collect. Usually, the 
phishers’ frst step is to set up a fraud website. After that, they send a 
large volume of fake emails containing links to that malefcent website. 
When victims click on the attached URL, they are headed to a website that 
demands their personal information. Most of the emails are very compel-
ling and usually talk about a compromise with the victim’s account. They 
also console the victim by saying that it can be undone if the victim goes 
to the attached link and flls out the necessary information. It often scares 
the victims, and they immediately do as suggested. Thus, the phishers gain 
access to victims’ sensitive details and later use them to achieve fnancial 
benefts from different online transaction sites. Usually, phishing emails 
are easy to spot because English used in those emails is not grammatically 
sound. These emails typically sound choppy because they go through trans-
lation programs in many different languages before arriving in English. 
Overtime, phishers are honing their skills of committing frauds, so they 
now carefully craft their emails in English and as a result they become 
indistinguishable. Another emailing scam is called sextortion, where the 
attackers write emails that claim that they have access to the victim’s sys-
tem and know the victim’s passwords. The main feature of these scams 
is that the attackers say they have tracked the victim’s Internet activities, 
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including some unsocial elements. The attackers threaten to leak them to 
the victim’s friends and family if the victim does not provide them with the 
demanded ransom. 

2. Social media phishing: With the increasing popularity of social media plat-
forms like Instagram, Facebook, Twitter, and LinkedIn, phishing on these 
platforms is also becoming inevitable. In modern times, businesses have 
also hopped onto social media sites to increase their reach. It is used as an 
opportunity by bad actors for whom phishing on such sites has become a 
matter of a few clicks with tools like “Hidden Eye” or “ShellPhish.” The 
hackers often aim to steal login details of social media accounts, bank 
details, and private information from the targets. Social media phishing 
can again be divided into Instagram Phishing, LinkedIn Phishing, Twitter 
Phishing, Facebook Phishing, and so on. These are described as follows: 

a. Instagram phishing: Instagram is an online platform where texts and 
photos are shared, and it has a large population as of now. A phishing 
attack for this platform begins with the attacker forming a fake login 
website that has been carefully crafted to match the login page of Ins-
tagram itself. The users get fooled by the appearance of these sites and 
enter their login credentials which the bad actor then captures. The user 
is then redirected to the actual Instagram login page. The attacker with 
the users’ credentials now has full access to their accounts. It is very 
dangerous because some users have the same login information for all 
of their social media accounts and, worse still, their bank accounts for 
ease of access. The hacker can also commit identity theft by changing the 
hacked user’s details and preferences or asking for personal information 
from friends and family or, worse, by changing the password and logging 
out the real user from accessing the account. 

b. LinkedIn phishing: LinkedIn is a platform where professionals can con-
nect with each other and form a network. Hackers attack by sending 
emails, LinkedIn messages, and links to the users who attempt to steal 
information like login details, bank details, and other private informa-
tion. After a successful attack, the hacker can use the prey’s LinkedIn 
account to convince people in his community by sharing helpful posts 
and sales to retrieve personal information. The attacker can also design 
messages in such a way that they seem to be coming from the LinkedIn 
authority. Attacks on LinkedIn are easier to stage because the offcial 
LinkedIn site uses many email domains. So, it becomes easy for the 
attacker to pose as an absolute LinkedIn authority because keeping track 
of all the offcial domains in use is very diffcult. 

c. Twitter phishing: Twitter is a platform where small messages, news, or pho-
tographs could be exchanged between people or shared in a community. 
With its character restriction to 280, users on this platform can quickly scan 
through the messages. Hacking on Twitter occurs similar to other social 
media sites—the hackers send emails and messages and lure the users into 
falling into their traps, thus stealing valuable information from them. After 
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these attacks, other related attacks occur, one of them being “Pay for follow-
ers.” In this kind of attack, the hackers claim to guarantee a large pool of fol-
lowers if the user pays a minimal sum of about fve dollars. If the user takes 
the bait, he would probably fall prey to the attacker’s evil intentions, and his 
account might also become a tool to carry out further attacks. 

d. Facebook phishing: Facebook was launched in the early 2000s, and many 
people use it for communicating with their friends and family. Facebook 
phishing usually begins with a fake message from the hacker saying that 
something has gone wrong with the user’s Facebook account and that they 
should mend it by going to the URL attached with the message. The URL is 
a path to an easy-to-follow, Facebook lookalike fraud website designed by 
the impostor. If the user follows the link and provides the details there, the 
attacker would capture all the information and use it to spread the spam. 

3. Smishing: Smishing (James et al., 2006) uses the text message service, which 
is also known as SMS. It is because many people are more likely to trust text 
messages as compared to emails. People think it is diffcult for hackers to get 
their phone numbers as compared to email IDs. Still, truth being said—it is 
easier to get hold of the phone number because there are only a fnite number 
of options with phone numbers given in a particular country as they have 
a fxed number of digits. In contrast, email IDs can vary in length, includ-
ing a wide variety of characters. According to Gartner’s reports, 98% of text 
messages are read, and 45% are responded to, whereas only 6% of emails 
are responded to, and, so, texts are a very safe place for hackers to lay their 
trap in. The attackers sometimes pretend to be bank employees and ask for 
personal details from the victims. In the texts, they sometimes ask victims to 
click on links that are supposed to connect them to the bank’s website which 
instead connect them to some malicious lookalike website developed by the 
hacker. Sometimes, victims are also asked to call the bank’s customer service 
number conveniently provided with the text to clear out some recent suspi-
cious charges on their account. Another method is to play with human sym-
pathy and ask for charity for the needy from the victims. In such cases, the 
victim has to go through a link provided with the text message and provide 
all the credit card details, which the attacker then captures. Another method 
of smishing that is very common nowadays is a message from the phone car-
rier offering the victims an incredible deal on a service or phone upgrade. 
Following the link to receive the offer can land the victim on a fraud website 
which tricks the victim into revealing all personal information. 

4. Search engine phishing:  This is a very common and vicious kind of 
phishing. It is also known as SEO Trojan. In such cases, the hacker tries 
to be one of the top results when using the search service by Google, Bing, 
or other search engines. If the attacker gets victims to click on his website 
link, they are trapped, and all their data is stolen from them. 

5. Vishing: Vishing has very similar motives as the other phishing attacks, but it 
occurs on voice calls. Usually, in vishing attacks, the attacker pretends to be 
some software company employee on the call and reports the presence of some 
virus in the victim’s system. The attacker then suggests an antivirus and asks 
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for credit card information for buying the same. Thus, the victim gets trapped, 
and the attacker withdraws large sums of money from the victim’s account. 

Phishing can be committed with many motives in mind. Some of them include 
attacking a particular group of people or an individual of high social standing to 
make substantial fnancial benefts from them. Based on the attacks’ scale and 
nature, phishing can be divided into the following categories. 

1. Spear phishing: Spear phishing mainly targets a group or type of people 
such as some organization’s important employees or representatives. This 
kind of phishing is very well choreographed because the attackers target 
specifc people and hence do good research on their backgrounds which 
aids them in framing more meaningful conversations that can easily trap 
the victims. Spear phishing was started by sending spam emails, but grad-
ually, with the advent of social media, spear phishing occurred through 
social media. It is because most of the information that the attackers want 
is openly available on their social media accounts, like the victims’ pref-
erences, connections, and backgrounds. Thus, spear phishing has now 
become very easy to stage. 

2. Whaling: Whaling is a little more specifc kind of phishing because it points 
its hook at the whales, i.e., the bigger fsh in the pond. Whaling basically 
targets prominent faces from the industry, such as CEOs, CFOs, and other 
people of equivalent eminence. Whaling emails mostly scare the victims 
by saying the company is getting sued, and the victim needs to click on a 
particular link for more information. The link then directs to a website that 
asks for critical information such as tax ID and bank account details. 

8.6 DATASET 

In recent times, spear-phishing attacks on social media have seen quite a rise. In 
fact, according to a study in 2019, about 88% dealt with spear-phishing attacks, and 
86% experienced social media phishing. So, the rest of this chapter mainly focuses 
on detecting or predicting spam in social media using different machine learning 
(ML) methods. 

So, since the aim is to apply ML, there has to be some training done with previ-
ous such spam cases in social media to predict future spam. The dataset (Vergelis 
et al., 2019) that this chapter focuses on is a collection of 14,899 tweets, and it has 
the following features: 

• Tweet: The column contains the whole text body of the tweet along with any 
tagging done to any individual. 

• Following: It gives the total count of the number of accounts that are being 
followed. 

• Followers: It gives the total count of the number of accounts that are following. 
• Actions: It denotes the total number of favorites, replies, and retweets of 

the said tweet. 
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• is_retweet: In this column, the binary [0,1] value is given; if the value is 0, 
then it is not a retweet; otherwise, it is a retweet. 

• Location: It gives the self-written location provided by the user on their 
profle, which may not exist, be “unknown,” and is not standardized, for 
example, could be “NY,” “New York,” “Upper East Side,” etc. 

• Type: It states whether the said tweet is spam or not. 
• Type_num: This column is the numerical version of the type column; it 

gives 1 for spam and 0 for quality. 

As seen in Table 8.1, the frst few data from the actual dataset are given. As already 
mentioned, spear phishing targets people with good fame and infuence in society. The 
frauds are large scale, and the eminent trustworthy person can unknowingly transmit or 
spread the attack to many people who trust them. So, such big shots would have a large 

TABLE 8.1 
Description of the Features of the Dataset with Example 

Tweet Following Followers Actions is_retweet Location Type 

Good Morning Love @ 
LeeBrown_V 

0 0 0 0 Pennsylvania, USA Quality 

‘@realDonaldTrump @ 
USNavy RIP TO 
HEROES’ 

42,096 61,060 5,001 0 South Padre Island, 
Texas 

Spam 

Haven’t been following 
the news, but I 
understand #EFF was 

0 0 NaN 0 Will never be broke 
ever again 

Quality 

doing the dumbest 
things 

pic.twitter.com/ 
dy9q4ftLhZ What to 
do with paper scissors 
and glue http:// 
paperlandmarks.com/ 
product/the-
parthenon-paper-
model-kit . . . 

0 0 0 0 Mundo Quality 

#papercraft #diy 

#DidYouKnow ► 
Mahatma Gandhi 
made a brief visit to 

17,800 35,100 NaN 0 Nottingham, 
England 

Quality 

lecture in 
#Nottingham on 
October 17, 1931 [@ 
MumblingNerd] 

Source: Based on UtkMl’s Twitter Spam Detection Competition (Kaggle 2019) 

http://paperlandmarks.com
http://paperlandmarks.com
http://pic.twitter.com
http://pic.twitter.com
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follower count on Twitter. So, to boil down the dataset to focus on the famous people, 
the dataset was fltered, and only the tweets tweeted by accounts having a follower count 
of greater than 25,000 were kept. It ensured that most of the tweets came from well-
known accounts that had a good hold on society, and it also ensured that these accounts 
mainly were “verifed” by Twitter. After the fltration and cleaning of unwanted data, 
the dataset looked like as given in Table 8.2. The follower’s column has values greater 
than or equal to 25,000 only, and any other tweet has been pruned from the dataset leav-
ing behind a fltered dataset with 1,985 tweets. Next, to correspond between the text of 
the tweets and a numerical form to represent them so that they become ft for use in the 
ML methods, the Count Vectorizer method is used. Count Vectorizer is a method for 
extracting features from a dataset, and it is used to convert a large corpus of text docu-
ments to an array or rather vector that gives the count of terms or tokens. Thus, it is a 
very fexible method to represent features. So, a two-dimensional array of all possible 
words used in the tweets is formed where for every tweet, the value of the array vector 
would be 0 if the corresponding word is absent from the tweet and 1 if it is present. 

8.7 MACHINE LEARNING 

ML can be deployed to spot phishing and learn its patterns. ML also has another 
advantage—several of its methods can be combined in different ways to form a 

TABLE 8.2 
Filtered Dataset Displaying the Tweets Having Followers More than 25,000 

Tweet Following Followers Actions is_retweet Location Type Type_num 

@realDonaldTrump 
@USNavy RIP TO 
HEROES 

42,096.0 61,060.0 5,001.0 0.0 South Padre 
Island, 
Texas 

Spam 1 

#DidYouKnow ► 17,800 35,100 NaN 0 Nottingham, Quality 0 
Mahatma Gandhi England 
made a brief visit 
to lecture in 
#Nottingham on 
October 17, 1931 
[@MumblingNerd] 

Please don’t talk 0.0 6,200,000.0 NaN 1.0 Los Angeles, Quality 0 
about me like that CA 
I’m only a little 
tipsy 

Need I remind 0.0 275,000.0 80.0 0.0 Johannesburg, Quality 0 
everyone that the South 
frst lines you learn Africa 
to say as a rapper 
coming up are “I 
am the best” 
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better model that more successfully classifes information—this method is called 
ensemble learning, and it is explained in detail later on (Cunningham et al., 2021). 

8.7.1 BASIC MACHINE LEARNING ALGORITHMS 

First, some basic and popular ML algorithms are used with the chosen dataset to see 
their accuracy in detecting spear phishing. Later, these methods are improved upon 
by combining them with the help of different ensemble learning methods. 

8.7.1.1 Support Vector Machine 
SVMs are statistical tools based on supervised learning, which are used for clas-
sifying data and are very robust (Abu-Nimeh et al., 2007). SVM can be classifed 
into two different types—linear SVM and nonlinear SVM. Linear SVMs separate a 
collection of data points into classes by using a linear hyperplane, whereas nonlinear 
SVMs do the same, but with nonlinearly separable data points by transforming the 
feature space they are in. 

Linear SVM: Let us consider n data points as (x1, y1), (x2, y2), . . ., (xn, yn), where 
each yiis a 1 or a −1 telling where xi belongs. Here, xi is a real vector of p dimension. 
The idea is to compute the “maximum margin hyperplane” such that it separates the 
group of points where yi = 1 from the group of points where yi = −1. In this way, the 
distance between the plane and the nearest point xi from any of the two groups gets 
maximized. A hyperplane can be expressed in the following way: 

wTx −b = 0 

Here, w is the normal vector to the hyperplane. If the dataset can be separated lin-
early, then two parallel hyperplanes can be chosen such that they separate the two 
classes of data, and the distance between the two classes is also maximized. The 
area between these two hyperplanes is called the margin.  The maximum margin 
hyperplane is considered midway between these two hyperplanes. With a normalized 
dataset, these hyperplanes can be expressed as follows: 

wTx − b = 1 (anything on or above this hyperplane comes in the class with label 1) 
wTx − b = −1 (anything on or below this hyperplane comes in the class with 

label −1) 

This is called hard margin. Also, to restrict data points from being inside the margin, 
the following constraints are used: 

wTxi −b ≥ 1 if yi = 1 or wTxi −b ≤ −1 if yi = −1 

These two equations can be combined to be written as: 

yi (w Txi—b ) ≥ 1 for all 1≤ i ≤ n 
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• Nonlinear SVM: To extend the use of SVM to nonlinearly separable data, 
the “hinge loss” function is used, which is stated as follows: 

max(0, 1—yi (w Txi—b )) 

If xi lies on the right side of the margin, then this function gives zero, whereas 
if xi is on the wrong side of the margin, then the value given by the function 
is proportional to the distance from the margin. The nonlinear classifcation is 
achieved by applying the “kernel trick” on the linear classifer’s maximum mar-
gin hyperplane. In this technique, every dot product is replaced by a nonlinear 
kernel function that allows the program to ft the greatest margin hyperplane in 
a modifed feature space. It frequently leads to a nonlinear transformation and a 
changing space with a high number of dimensions. It indicates that the separator 
may be nonlinear in its original input space despite being linear in the converted 
space. Polynomial homogeneous, polynomial nonhomogeneous, Gaussian radial 
basis function, hyperbolic tangent, and other standard kernels are utilized in non-
linear SVMs. 

Using SVMs without any kernel trick gave an accuracy of about 93.12%. The pros 
and cons of using SVM are listed in the following. 

Advantages: 

• SVMs work very well with a clear margin of separation. 
• They are very effective in transformed high-dimensional feature spaces. 
• They are also very effcient in cases where the degree of dimension is higher 

than the number of samples. 
• They use only a few data points for training purposes. These points are 

called support vectors. So, they are memory-effcient too. 

Disadvantages: 

• They do not perform very well with larger datasets, because the training 
time required in such cases is comparatively higher. 

• They also do not perform very well when there is a lot of noise in the data, 
i.e., when the target functions overlap. 

• SVMs do not immediately offer the probability as an output; instead, it is 
computed via a time-consuming fvefold cross-validation approach. 

8.7.1.2 Decision Tree 
A decision tree is a decision-making aid that employs a tree-like model of decisions 
and their probable consequences, such as chance event outcomes, resource costs, and 
utility (Safavian et al., 1991). Each internal node represents a test of a single prop-
erty in a fowchart-like layout. The test results are represented by the branches that 
emerge from those nodes, and each leaf node represents a class label. As a result, the 
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categorization criteria are represented by the pathways from root to leaf. A decision 
tree now includes three different sorts of nodes.

• Decision node: A square represents a node in a decision. The decision maker 
selects an action in a decision node, i.e., one of the several edges (at least 
two edges come out of a decision node) stemming from that node. A strategy 
for the entire tree unanimously prescribes an action in every decision node.

• Chance node: A circle represents a chance node in a decision tree. In a chance 
node, one of the edges stemming from it representing a reaction is randomly 
selected. Each edge emerging from a chance node is associated with a par-
ticular probability. The probability represents the chances of occurrence of 
the reaction associated with the particular edge of the chance node.

• Terminal node: A triangle represents a terminal node in a decision tree. 
Terminal nodes determine the end of a sequence of actions and reactions in 
a decision problem.

In a decision tree, the entropy of the model is calculated by the following formula.

( )
1=

= −E
n

i n i
i  

E S   p  log  p

where S is the sample, pi is the probability of occurrence of a class label i as the 
output, and n is the number of the class labels that are possible as the output. Some 
properties of this calculated entropy are stated as follows:

• The entropy becomes 1, i.e., E(S) = 1 if the classes are equally distributed.
• The entropy becomes 0, i.e., E(S) = 0 if one class completely dominates over 

the other, i.e., for a completely homogeneous sample, i.e., E(S) = 0.
• For Gaussian distribution of data, the entropy is high, but it is still low as 

compared to uniform distribution.
• In case of uniform distribution, the entropy, i.e., E(S) is maximum because, 

in uniform distribution, all have equal probability.
• For peaked distribution, the value of entropy is low, close to 0, because the 

data is unequally distributed.

There is another measure for impurity known as the Gini impurity. The formula for 
measuring the same is given as follows:

Gini p
i

n

i=
=
E

1

2

where pi is the probability of the class label i. Gini impurity is basically a close 
approximation of the entropy, and it is used majorly because it is computationally 
faster as calculation of square is faster than calculating the value for entropy which 
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requires logarithmic as well as multiplicative calculations. Now, the calculation of 
entropy or Gini impurity is required to calculate the “information gain” of the nodes. 
It is given by the following formula:

( ) ( ) ( ) ( ),       left right
p p left right

N N
IG D f I D I D I D

N N
= − −

where IG signifies the information gain, Dp denotes the dataset of the parent node, f 
is the feature considered for splitting, I indicates the impurity criterion, i.e., entropy 
or Gini index of the node, Nleft signifies the number of samples for the left child, 
Dleft indicates the dataset for the left child node, Nright denotes the number of sam-
ples for the right child, N denotes the number of samples for the parent node, and 
Drightsignifies the dataset for the right child node. Now, in a decision tree whenever 
a node has to be chosen to form an action/reaction sequence, the value of IGis con-
sidered. The node with maximum IG is considered. If more than one node has the 
maximum IG, then all of them are considered.

The accuracy achieved with decision trees having a maximal depth of 1 in this 
dataset is 92.95%. Some pros and cons of using decision trees are as follows:

Advantages:

• These are very easy to understand and implement.
• They produce outcomes despite the lack of hard evidence. They also calcu-

late the worst, best, and anticipated values in various circumstances, which 
aids in the acquisition of crucial information.

• They work flawlessly when combined with other decision techniques.

Disadvantages:

• They are very unstable, in the sense that even little changes in data can 
result in large changes in the structure of the optimum decision tree.

• If the data contains categorical variables with varying numbers of levels, 
the information gained by the decision tree is skewed toward the qualities 
with more levels.

• When several variables are unknown or numerous outcomes are connected, 
calculations can get exceedingly complicated.

8.7.1.3 Logistic Regression
Logistic regression is a supervised learning technique for solving classification 
issues. It’s used to forecast the likelihood of a certain variable (Hosmer et al., 2000). 
Usually, the target variables used are dichotomous, which means only two possible 
classes are associated with them. So, the two classes are generally labeled using 
1 (indicating success) and 0 (meaning failure). Mathematically, logistic regression 
predicts P(Y = 1) as a function of X, meaning success. There are different types of 
logistic regression which are described as follows:

• Binary/Binomial: Usually, by logistic regression, it is referred to as binary 
regression. In these cases, as stated earlier, the target variables have two 
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possible values, traditionally denoted by 1 or 0. These target variables can 
represent success or failure or, like in the case of the dataset discussed 
here—spam or ham. 

• Multinomial: In this kind of classifcation, the dependent or target variable has 
more than two types of class labels. These labels are of the unordered type. 
The variables can categorize the data into categories like “A,” “B,” and “C. 

• Ordinal: Here, the dependent or target variable has more than two types of 
ordered class labels. For example, these variables can represent grading sys-
tems like “Excellent,” “Good,” “Average,” and “Poor,” and each category 
can have scores like 3, 2, 1, and 0. 

To explain logistic regression mathematically, a model with two predictors x1 and 
x2 and a binary response variable Y denoted by p = P(Y = 1), is taken into consid-
eration (Seymour et al., 2016). The assumption is that the predictor variables and 
the log-odds or logit of the event Y = 1 have a linear relationship. The following is a 
mathematical expression for the linear relationship: 

˛ p ˆ
l logb ˙ ˘=�0 +�1x1 2 2 = +� x 

˝ 1− p ˇ 

where l is the log-odd, b is the base of the logarithm, and βi (i = 0, 1, 2) are the parameters 
of the model. The odds can be recovered by exponentiating the log-odds as follows: 

p (ˆ0 + ˆ1x1 + ˆ2 x2 )=b 
1− p 

This equation by some simple algebraic manipulation becomes the following: 

(˙ + ˙ x + ˙ x )0 1 1 2 2b p = (˙ + ˙ x + ˙ x )0 1 1 2 2b +1 

On dividing this equation by b(˜0 + ˜1x1 + ˜2 x2 ) , the following result is achieved: 

1 p = 
− (ˆ0 + ˆ1x1 + ˆ2 x2 )1+b 

It basically translates to Sb (˜0 +˜1x1 +˜2 x2 ) , which is a sigmoid function where 
b is the base. Thus, according to the previous formula, once the βi  are fxed, the 
probability that Y = 1 or the log-odds that Y = 1 for a given observation can be easily 
computed. 

The implementation of logistic regression can be easily done using the Python 
sklearn.linear_model.LogisticRegression method. The parameters of the method are 
described as follows: 
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• Penalty: It is used to indicate the penalization standard. Only 12 penal-
ties are supported by the solvers “newton-cg,” “sag,” and “lbfgs.” Only the 
“saga” solver supports “elasticnet.” No regularization is done if the value is 
“none” (the liblinear solver does not support it). 

• Dual: The parameter is used to specify dual or primal formalization. Dual 
formulation is only implemented for the 12 penalties with a liblinear solver. 

• Tol: It is the tolerance for stopping criteria. 
• Max_iter: It specifes the maximum number of iterations needed for the 

solvers to converge. 

The implementation of this method yielded an accuracy of 93.96% on the chosen 
dataset. The pros and cons of using this method are given hereafter: 

Advantages: 

• Logistic regression is one of the easiest and simplest supervised ML 
algorithms to implement. This is because it requires less computational 
power to be implemented than its counterparts and is very well suited for 
classifcation problems. 

• The use of stochastic gradient descent in logistic regression makes it easier 
to update models to get or refect new data, unlike the other methods. 

• The probabilities resulting from this approach are well calibrated. This 
makes it more reliable than other models or methods that only give the fnal 
classifcation as results. 

Disadvantages: 

• In the case of high-dimensional models, overftting becomes a problem. To 
curb this, regularization methods are used, but an over use of regularization 
techniques can result in underftting and hence inaccurate results. 

• Nonlinear problems cannot be solved using this method, and so the trans-
formation of nonlinear problems into linear problems is needed, which can 
be time-consuming. 

• This technique usually requires a higher number of observations; other-
wise, it may result in overftting the data. 

8.7.1.4 Multinomial Naive Bayes 
Naive Bayes classifers are a type of probabilistic classifer based on the Bayes 
theorem and strong (Naive) independence assumptions between features in statistics. 
The number of parameters required for Naive Bayes classifers is linear in the number 
of variables in a learning task, making them extremely scalable. Instead of the com-
putationally costly iterative approximation approaches employed by other classifca-
tion techniques, maximum-likelihood training may be done simply by evaluating a 
closed-form expression in linear time. There are three different kinds of Naive Bayes. 

• Gaussian Naive Bayes: This method is particularly used in classifcation 
problems. It assumes that the features follow a normal distribution. 
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• Multinomial Naive Bayes: It is mostly used for discrete counts. For example, in 
a text classification problem, knowing the frequency of usage of words is very 
important for predicting or labeling the data, and this method provides just that.

• Bernoulli Naive Bayes: If the feature vectors are binary, i.e., in 0s and 1s, 
binomial models are useful. Text categorization with the “bag of words” 
paradigm, where the 1s and 0s represent “word exists in the document” and 
“word does not occur in the document,” respectively, is an example of its use.

When there is discrete data, multinomial Naive Bayes is employed. The count of 
each word is used to predict the class or label in text learning. The feature vectors 
in a multinomial event model indicate the frequency with which particular events 
have been created by a multinomial (p1, p2, . . . , pn), where pi is the chance that the 
ith event would occur. As a result, a feature vector x = (x1, x2, . . . , xn) is essentially a 
histogram, with each xi counting the number of times an event occurred in a certain 
instance. The odds of seeing a histogram are calculated as follows:
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where Ck represents the k possible classes and p(x|Ck) represents the probability of 
x given Ck. When represented in log-space, the multinomial Naive Bayes classifier 
turns into a linear classifier as follows:
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• where b = log(p(Ck)) and wki = log(pki). For a given class and feature value 
in the training data, the frequency-based probability estimate will be zero. 
The probability estimate is directly proportional to the number of times a 
feature’s value has occurred. This phenomenon creates a problem as all the 
information in other probabilities will be wiped out when multiplied. As a 
result, it is usual to include a small-sample correction, known as pseudo-
count, in all probability estimates to ensure that no probability is ever set 
to zero. When the pseudocount is one, the method of regularizing Naive 
Bayes is called Laplace smoothing, and in the general situation, it is called 
Lidstone smoothing.

The multinomial Naive Bayes method when applied on the chosen dataset gave an 
accuracy of 92.79%. The pros and cons of this method are as follows:
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Advantages: 

• A Naive Bayes classifer outperforms most other models when the assump-
tion of independent classifers is true. 

• To estimate the test data, Naive Bayes requires a small amount of training 
data. As a result, the training period is shorter. 

• Multinomial Naive Bayes is very easy to implement because only the prob-
ability has to be calculated. 

Disadvantages: 

• The assumption of independent predictors is the main faw in Naive Bayes 
classifer. All of the attributes in Naive Bayes are assumed to be mutually 
independent. In reality, obtaining a set of predictors that are completely 
independent is nearly impossible. 

• Assume that a categorical variable in the test dataset has a category that 
was not present in the training dataset. In that case, the model will assign 
a probability of 0 (zero) and will be unable to make a prediction. Zero fre-
quency is another name for it. 

8.7.1.5 K-Nearest Neighbor 
The KNN method presupposes that the new case/data and existing cases are compara-
ble. It assigns the new case to the category that is the most similar to the other options. 
The KNN algorithm stores all available information and classifes a new instance based 
on its similarity to the existing data. When fresh data emerges, the KNN algorithm can 
quickly classify it into a suitable category. So, in the case of classifcation problems, the 
output of this algorithm is a class membership (Mitchell, 1997). An item is classifed by 
a majority vote of its neighbors. The item is placed in the class with the most members 
among its k closest neighbors (k is a positive integer, typically small). If k = 1, the item 
is allocated to that single nearest neighbor’s class. The function is only approximated 
locally in KNN classifcation, and all computation is postponed until the function is 
evaluated. Because this method depends on distance for classifcation, normalizing the 
training data can substantially increase its performance if the features represent various 
physical units or arrive in radically different sizes. One of the frst steps in implement-
ing this algorithm is to choose the value of k. It is a very crucial step, and in order to do 
it, the following things should be kept in mind: 

• Using error curves: Overftting of data occurs with a very high variance 
if the value of k is small resulting in high test error and low training error. 
The error always happens to be zero if k =1 as the point itself is the nearest 
neighbor to that point. This is why high test error and low training error 
can be seen for low k values. It is called overftting. As the value for k 
is increased, the test error is reduced. However, going beyond some spe-
cifc k value introduces bias or underftting, and hence test error increases. 
So, it can be said that the initial error in test data is high due to variance, 
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gradually it becomes low, and then stabilizes. With a further increase in k 
value, it again starts to go up due to bias. 

• Domain knowledge comes into play when choosing k value. 
• When binary classifcation is considered, k value should be odd. 

The pseudocode for this algorithm is stated as follows: 

1. Load up the training data. 
2. Prepare the data. Various methods such as scaling, dimensionality reduc-

tion, and missing value treatment are required to prepare the data. 
3. Find the optimal value for k. 
4. Predict a class value to generate new data 
5. Calculate distance(X, Xi) for i = 1, 2, 3, . . ., n, where X signifes the new 

data point, Xi denotes the training data, and distance indicates the chosen 
distance metric 

6. Sort the distances with relevant training data in ascending order 
7. Select the top “k” rows from this sorted list 
8. From the given “k” rows, fnd the most common class. It provides us with 

the expected class. 

The implementation of this method on the chosen dataset gives an accuracy of 
87.92%. The advantages and disadvantages of this method are as follows: 

Advantages: 

• Lazy learner is the name given to KNN (instance-based learning). During 
the training phase, it does not learn anything. The training data isn’t used 
to derive any discriminative functions. In other words, it does not require 
any training. It saves the training dataset and uses it only when making real-
time predictions to learn from it. It makes the KNN method much faster 
than other training-based algorithms like SVM and linear regression. 

• Because the KNN method does not require any training before making pre-
dictions, new data can be supplied without affecting the system’s accuracy. 

• KNN is a simple algorithm to use. The distance function and the value of 
k are the only two factors necessary to implement KNN (e.g., Euclidean or 
Manhattan) 

Disadvantages: 

• The cost of computing the distance between the new point and each existing 
point is considered in large datasets, which lowers the algorithm’s speed. 

• Because of the multiple levels, the KNN method does not function well 
with high-dimensional data, making it diffcult for the algorithm to calcu-
late the distance in each dimension. 

• KNN is sensitive to noise in the dataset. It requires the input of missing 
values and removal of outliers manually. 
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8.7.1.6 Random Forest 
Random forest or random decision forest is a kind of ML technique for classifca-
tion, regression, and other tasks. It functions by constructing a number of decision 
trees at the training time. The output generated by random forest is the class which 
most trees select for classifcation task where the mean prediction of the individual 
trees is considered in case of the regression tasks. One problem of the decision tree 
is overftting issue to their training set. Random decision forests correct this. Thus, 
random forests outperform decision trees. But, their accuracy is not as high as that 
of gradient boosted trees. 

Although random forest is a type of ensemble learning method in principle, its 
ease of application and frequency of use in different domains have been considered 
among the basic ML algorithms here. It implements the bagging ensemble learning 
method, which is described in detail later in this chapter. 

Random forests include a particular type of bagging scheme: they employ a modi-
fed tree-learning algorithm that selects a subset randomly of the characteristic for 
each candidate split in the learning process. This process is called “feature bagging.” 
The cause why this is done is the correlation of the ordinary bootstrap sample trees: 
if one or more functionalities are robust predictors for the response variable or target 
output, these characteristics will be selected in many of the B trees. These also cause 
them to become correlated. 

Here, about 140 estimators, i.e., decision trees, estimate the fnal result, resulting 
in an accuracy of 94.79%. There are several pros and cons of using random forest, 
which are as follows: 

Advantages: 

• The base of random forest is bagging algorithm. It also uses the ensemble 
learning techniques. Many trees are created based on the data subsets, and 
later, all the outputs of the trees are combined. This leads to reduce the 
overftting problem and increase accuracy. 

• Random forest requires no feature scaling (standardization and 
normalization). It uses a rule-based approach in place of distance calculation. 

• The performance of random forest is not affected by nonlinear parameters 
unlike curve-based algorithms. Hence, in case of high nonlinearity between 
the independent variables, random forest may outperform other curve-
based algorithms. 

• Random forest can automanage missing values. 

Disadvantages: 

• Random forest requires creating many trees unlike decision tree. Hence, 
this algorithm is very demanding in terms of computational power and 
resources compared to decision tree. 

• Random forest is time-consuming; also, it requires a lot of time to train 
when compared to decision trees as it generates a lot of trees (instead of one 
tree in case of the decision tree). 
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8.7.2 ENSEMBLE LEARNING 

The main objective of ensemble models is to improve overall performance of the ML 
techniques. It works by combining the decisions from multiple models. This chapter 
focuses on ensemble methods: Max voting, averaging, stacking, bagging, AdaBoost, 
and gradient boosting. These are discussed hereafter. 

8.7.2.1 Max Voting 
Max voting is an ensemble learning method. It is used for classifcation problems as 
usual. In this method, predictions are made based on multiple models for each data 
point. When the predictions are made by each model, it is considered as a “vote.” The 
predictions getting the major votes of the models are used as the fnal prediction. It is 
a hard voting ensemble where hard voting means predicting the class with the most 
signifcant votes from models. 

With the chosen dataset, max voting was done using the sklearn VotingClassifer 
with SVM, regression, Naive Bayes, random forest, decision tree, and KNN as the 
base prediction models, i.e., the estimators. The accuracy of the max voting ensem-
ble is 96.14%. A comparative study of max voting with the other basic ML methods 
and the improvements made are given in Table 8.3. Further, the graphical representa-
tion of the obtained results and comparative analysis is provided in Figure 8.3. 

8.7.2.2 Averaging 
Averaging also makes use of the multiple predictions for each data point which is simi-
lar to the max voting. Here, to make a fnal decision, the average is calculated based on 
predictions of all models. Averaging is a soft voting ensemble method where soft voting 
predicts the class with the largest summed probability from models. The two properties 
from artifcial neural networks are the main building blocks of averaging. 

1. At the cost of increased variance, the bias can be reduced. It will work on 
any network. 

2. If a group of networks is considered, the variance can be reduced at no extra 
cost to bias. Mathematically, averaging can be expressed as 

TABLE 8.3 
Comparative Analysis of Elementary Machine-Learning Techniques and 
Improvement in Accuracy Using Max Voting Technique 

Techniques Accuracy Change in Accuracy with Max Voting 

Decision tree 92.95% +3.19% 

KNN 87.92% +8.22% 

Logistic regression 93.96% +2.18% 

Naive Bayes 92.79% +3.35% 

SVM 93.12% +3.02% 

Random forest 94.79% +1.35% 
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FIGURE 8.3 Comparison of accuracies between max voting and basic machine-learning 
algorithms. 

N 

p N/° i 
i=1 

where pi is the prediction by the ith model, and N is the total number of models. 

Here, the averaging method fnds the mean of the predictions done by the six 
originally used basic machine-learning algorithms—SVM, regression, decision tree, 
Naive Bayes, KNN, and random forest. The probability of each of these methods is 
calculated using the predict_proba method. It produces the probability for the target 
in an array form. The probabilities thus found are then summed and divided by six, 
the total number of prediction models used here. The averaging method yields an 
accuracy of 94.97%. A comparative study of averaging with the other basic machine-
learning methods and the improvements made are given inTable 8.4. Further, the 
graphical representation of the obtained results and comparative analysis is provided 
in Figure 8.4. 

8.7.2.3 Stacking 
Stacking is an ensemble learning approach where a new model is built using the 
predictions from multiple models (e.g., decision tree, KNN, or SVM). The model is 
used to make predictions on the test set. The models (base model) in stacking are 
typically different and ft the same dataset. A single model (metamodel) is also used 
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TABLE 8.4 
Comparative Analysis of Elementary Machine-Learning Techniques and 
Improvement in Accuracy Using Averaging Technique 

Labels Accuracy Change in Accuracy with Averaging 

Decision tree 92.95% +2.02% 

KNN 87.92% +7.05% 

Logistic regression 93.96% +1.01% 

Naive Bayes 92.79% +2.18% 

SVM 93.12% +1.85% 

Random forest 94.79% +0.18% 

FIGURE 8.4 Comparison of accuracies between averaging and basic machine-learning 
algorithms. 

to study how to best combine the predictions from the contributing models. The steps 
involved in stacking are explained as follows: 

1. The data is frst split into two parts, namely, a training set and a test set. 
Like k-fold cross-validation, the training data is further split into k-folds. 

2. A base model (e.g., SVM) is ftted on the k − 1 parts. The predictions are 
made for the kth part. 

3. Until every fold is predicted, the process is iterated. 
4. The performance of the base model is then calculated. To do so, it is ftted 

on the entire train dataset. 
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5. Steps 2to 4 are repeated for other base models (e.g., KNN, decision tree, 
and logistic regression) 

6. To use as the features for the second-level model, predictions from the train 
set are chosen. 

7. The second-level model is used to predict the test set. The outputs gener-
ated from the base models are used as the input to the metamodel. They 
may be actual values if regression is considered, and probability values, 
probability-like values, or class labels in the case of classifcation. 

Herewith the chosen dataset, the stacking method is used with the base models as— 
SVM, regression, Naive Bayes, random forest, and KNN. The second-level model 
used is the decision tree. The meta-model is kept as default, i.e., logistic regression. 
A comparative study of stacking with the other basic machine-learning methods and 
the improvements made are given in Table 8.5. Further, the graphical representation 
of the obtained results and comparative analysis is provided in Figure 8.5. 

8.7.2.4 Bagging 
The idea lying in bagging is to combine the results of multiple models (like all decision 
trees) and to get a generalized result. If the predictions of all the models are made on the 
same set of data, then there is a high chance that all the models will give the same result. 
So, one solution to this problem is to use bootstrapping. It is a kind of sampling tech-
nique. In bootstrapping, from the original dataset, the subset is created based on observa-
tions, with replacement. The subset size and original set size are exactly the same. The 
bagging (or bootstrap aggregating) technique uses these subsets (bags) so that it can get a 
good idea of the distribution (complete set). The subsets size created for bagging may be 
less than that of the original set. The steps involved in bagging are as follows: 

1. From the original set, multiple subsets are created by selecting the 
observations with replacement. 

2. A base model or weak model is built based on each of the subsets. 
3. The models are independent of each other. They also run in parallel. 
4. The predictions from all models are combined, and the fnal predictions are 

determined. 

TABLE 8.5 
Comparative Analysis of Elementary Machine-Learning Techniques and 
Improvement in Accuracy Using the Stacking Technique 

Labels Accuracy Change in Accuracy with Stacking 

Decision tree 92.95% +2.18% 

KNN 87.92% +7.21% 

Logistic regression 93.96% +1.17% 

Naive Bayes 92.79% +2.34% 

SVM 93.12% +2.01% 

Random forest 94.79% +0.34% 
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FIGURE 8.5 Comparison of accuracies between stacking and basic machine-learning 
algorithms. 

The method can be implemented in Python using the sklearn bagging classifer 
which has the following parameters: 

• Base_estimators: It is used to specify the base estimator to ft on random 
subsets of the dataset. The default value is a decision tree classifer. 

• N_estimators: It gives the value of how many estimators are in the ensem-
ble. The value has to be an integer. 

• Max_samples: It specifes the number of samples to draw from X to train 
each base estimator. 

In the chosen dataset, the base estimator for bagging is kept as a decision tree, giv-
ing an accuracy of 96.14%. A comparative study of bagging with the other basic 
machine-learning methods and the improvements made are given in Table 8.6. 
Further, the graphical representation of the obtained results and comparative analy-
sis is provided in Figure 8.6. 

8.7.2.5 AdaBoost 
Boosting is a sequential process. Here, the errors of the previous model are corrected 
by the attempt of each subsequent model. The succeeding models solely depend on 
the previous model. Based on a subset of date, a base model is created. Predictions 
on the whole dataset are made by this model. Actual and predicted values are used 
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FIGURE 8.6 Comparison of accuracies between bagging and basic machine-learning 
algorithms. 

TABLE 8.6 
Comparative Analysis of Elementary Machine-Learning Techniques and 
Improvement in Accuracy Using Bagging Technique 

Labels Accuracy Change in Accuracy with Bagging 

Decision tree 92.95% +2.18% 

KNN 87.92% +7.21% 

Logistic regression 93.96% +1.17% 

Naive Bayes 92.79% +2.34% 

SVM 93.12% +2.01% 

Random forest 94.79% +0.34% 

to calculate the errors. Incorrectly predicted observations are given higher weights. 
Another model is created, and predictions are made on the dataset. The new model 
makes an attempt to correct the errors from the previous model. 

In a similar way, multiple models are created, each of which corrects the errors of 
the previous model. The fnal model, which is called a strong learner, is the weighted 
mean of all the weak learner models. In this way, strong learners are formed using 
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weak learners. Though the individual models work well for some parts, they would 
not work well on the entire dataset. Thus, each model takes part to boost the perfor-
mance of the ensemble. AdaBoost or adaptive boosting is one of the simplest boost-
ing algorithms. Decision trees are used for modeling usually. Multiple sequential 
models, which correct the errors of the last model, are created. AdaBoost assigns 
weights to the incorrectly predicted observations. The subsequent model predicts 
these values correctly. AdaBoost algorithm steps are given in the following: 

1. All observations are given equal weight initially. 
2. Based on the subset of data, a model is prepared. 
3. Predictions are made on the whole dataset. 
4. The predictions and actual values are compared, and the errors are calculated. 
5. While creating the next model, the mispredicted data points are given 

higher weights. 
6. The error value is a determining factor of the weights. For instance, the 

higher the error, the more is the weight assigned to the observation. 
7. The process is repeated till the error function changes or the maximum 

limit of the estimator’s number is reached. 

For the dataset chosen, the AdaBoost algorithm yields an accuracy of 96.31%. A 
comparative study of AdaBoost with the other basic machine-learning methods and 
the improvements made are given in Table 8.7. Further, the graphical representation 
of the obtained results and comparative analysis is provided in Figure 8.7. 

8.7.2.6 Gradient Boosting 
Another ensemble learning algorithm is gradient boosting or GBM. It works for both 
classifcation and regression problems. Here, boosting technique is used which com-
bines several weak learners to form a strong learner. As base learners, regression trees 

TABLE 8.7 
Comparative Analysis of Elementary Machine-Learning Techniques and 
Improvement in Accuracy Using AdaBoost Technique 

Labels Accuracy Change in Accuracy with AdaBoost 

Decision tree 92.95% +3.36% 

KNN 87.92% +8.39% 

Logistic regression 93.96% +2.35% 

Naive Bayes 92.79% +3.52% 

SVM 93.12% +3.19% 

Random forest 94.79% +1.52% 
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FIGURE 8.7 Comparison of accuracies between AdaBoost and basic machine-learning 
algorithms. 

are used. Based on the errors calculated by the previous tree, each subsequent tree in 
the series is built. The steps involved in gradient boosting are as follows: 

1. The mean value of the target variable is assumed to be the predicted value 
for all observations in the dataset. 

2. This mean prediction and actual values of the target variable are used to 
calculate the errors. 

3. Based on the errors calculated above as the target variable, a tree model is 
created to fnd the best split to minimize the errors. 

4. The predictions generated by this model are then combined with predictions 1. 
5. The calculated value is the new prediction. 
6. This predicted value and actual value are now used to calculate errors. 
7. Till the maximum number of iterations is reached or convergence is met, 

steps 2–6 are repeated, i.e., the error function does not change. 

The accuracy achieved with gradient boosting is 96.81%. A comparative study of gra-
dient boosting with the other basic machine-learning methods and the improvements 
made are given in Table 8.8. Further, the graphical representation of the obtained 
results and comparative analysis is provided in Figure 8.8. 
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TABLE 8.8 
Comparative Analysis of Elementary Machine-Learning Techniques and 
Improvement in Accuracy Using Gradient Boosting Technique 

Labels Accuracy Change in Accuracy with Gradient Boosting 

Decision tree 92.95% +3.86% 

KNN 87.92% +8.89% 

Logistic regression 93.96% +2.85% 

Naive Bayes 92.79% +4.02% 

SVM 93.12% +3.69% 

Random forest 94.79% +2.02% 

FIGURE 8.8 Comparison of accuracies between gradient boosting and basic machine-
learning algorithms. 

The implementation of the project has been uploaded to GitHub. GitHub reposi-
tory link to access and contribute to the project: https://github.com/sasprjiiit/ 
SpearPhishing_Ensemble 

8.8 CONCLUSION 

From the aforementioned discussion, it is clear that ML is well suited for detecting 
the patterns found in the tweets. Most of such tweets are used for spreading wrong 
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information or providing baits like offers to the users. Such tweets used an unusual 
array of words which after training could be adequately identifed by learners. SVM 
and logistic regression performed very well in the ML techniques, providing a bril-
liant accuracy of about 93%. The ensemble learning techniques, which combined 
layers of base models of the classical ML algorithms, can enhance or boost the 
results of the standard classifers. Although the ensemble learning methods used 
basic algorithms like SVM, regression, decision tree, KNN, Naïve Bayes for their 
fundamental estimation, the combination of these methods in different ways, like 
applying different methods to different sections of the dataset or combining the pre-
dictions, introduced diversity in the decision boundary; thus, it improves prediction 
accuracy. Of the ensemble learning techniques, gradient boosting, in which several 
weak learners are combined and a strong learner is formed by recalculating and 
minimizing the error function, provided the best accuracy of about 97%. It is fol-
lowed by AdaBoost, which reevaluates the mispredicted values and improves upon 
itself; and the next is max voting, which makes the fnal prediction based on the deci-
sion supported by a majority of the learners, and Bagging, which uses different base 
estimators independently on a different subset of the dataset for prediction and builds 
a fnal prediction by combining these results, respectively. At the end, it can be con-
cluded that the introduction of ensemble methods could provide better results in clas-
sifying spear-phishing spam on Twitter than the existing traditional ML approaches. 
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9.1 INTRODUCTION 

In spite of the fact that there is well-documented evidence of improvements for sig-
nifcant competitiveness and reduced costs by incorporating inventory management 
(SCM), the healthcare industry has been exceedingly hesitant to adopt these prac-
tices (Regattieri et al. 2018; Panigrahi et al. 2021c). 
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The aim of healthcare systems is to achieve maximum patient care; even so, the 
ineffectiveness of productive areas can have substantial effects on the quality of ser-
vices. The hospital is more than simply a connected client, and, as a result of its numer-
ous and changeable material characteristics, its institutional supply chain is massively 
complicated. Avoiding waste and enhancing effciency are, therefore, a global problem 
in this complex system, emphasizing that any priority action source needs to be identi-
fed and any methodology and technology used to increase healthcare provision and 
services. Drug logistics plays a key role in this scenario because the related acquisitions 
and management expenses have a major effect on cost (Panigrahi et al. 2020). 

On the basis of literature, the methods used most often to distribute supplies to the 
hospital facility over the decades at least changed from clinical practice demand-based 
processes, transaction carts, and recurring automatic refurbish or par level systems 
to the unique two-bin system, radio frequency identifcation two-bin system, weight 
reduction garbage cans, and user-driven unit systems (Almutairi et al. 2019). RFID 
is recognized as an energy-effcient practice of inventory management. It consumes 
less energy as compared to other practices. It is frequently used as an energy-effcient 
technique because it easily records the data as long as it is in its periphery or reader 
vicinity. This technique is widely used in the supply chain management area. Radio 
frequency identifcation practices in inventory were considered to be the most effective 
mechanism for every commercial business (Velasco et al. 2018). To cope with the rapid 
change of technology, we should have control over assets tracking and warehouses 
management systems. By looking at the two control systems mentioned earlier, RFID 
is being adopted by retail outlets (Prachař et al. 2014). From the point of view of SML, 
RFID (global leader for providing high-performance RFID tech. solution for retail) 
explains that RFID market continues to grow by 30% year after year. By the use of 
RFID practices, inventory accuracy improved by 98% and more as compared to other 
stock management techniques. This chapter also gives importance to the popularity 
and wide acceptance of RFID practices in SCM. Subsequently, it reduces the time 
element for repetitious work. Report of IDTechEx. reveals that the value of RFID has 
been increased from 11.6 billion to 13 billion by the end of 2022. RFID includes tags, 
readers, labels, software cum service, cards, and other items of radio frequencies along 
with passive and active RFID (Surana et al. 2005). This technique will be less costly as 
compared to printed codes. RFID and barcode are two accepted technologies for auto 
identifcation products in stores. In recent times, RFID practices are applied to increase 
the effciency of operation (Guarte et al. 2006). In warehouse management, the most 
used technology is RFID. Indian retails frms widely used RFID practices, and it helps 
compete with global market. Still, there is gap in understanding RFID practices in the 
medium and large retail in healthcare sector in India (Camdereli et al. 2010). 

There are numerous different drugs management systems in the real world, 
mainly because of the existence of certain conditions or specifc managers with man-
agement approaches. However, a systematic approach is missing which can help the 
process of improvement. In this context, the authors suggest a unique IMP approach 
for introducing RFIPIMP (radio frequencies identifcation practices inventory man-
agement practices) concepts into a drug supply chain. It was tested in an important 
hospital in Odisha. To encourage future course of action that can help Odisha medi-
cal organizations achieve their mission, an assessment of current practices is required 
and to guide future research in the sector (Qiao et al. 2013). The study tries to give 
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importance on the present RFID (automated inventory practices) adopted in the 
medium and large retail pharmaceutical stores and looks at how it contributes to store 
performances. Section 9.2 gives a brief literature of review, relevant theory building 
related to healthcare industry, together with essential topics in the feld of healthcare 
logistics. Section 9.3 explains about energy-effcient RFID practices in medical 
store inside hospitals, Section 9.4 describes research gap, objectives, and proposed 
hypothesis of the study. Section 9.5 describes the study technique and methodology 
employed in the collection and analysis of the data. Section 9.6 explains the result 
and discusses the effectiveness of RFID as IM practice for smooth store operation, 
followed by Section 9.7 provides concluding remark and area of further research. 

9.2 REVIEW OF LITERATURE 

The ongoing drive to reduce cost and better manage their activities continues to con-
front hospitals throughout the world while satisfying the requirements of a “changing 
demands” society. Supply chains account for up to 46% of healthcare costs as just a 
signifcant component of healthcare costs (Nayak et al. 2015). Budget for healthcare 
potential savings and effective means to improve hospital services can be a key con-
tributor to the management of inventory facilities (Jack et al. 2009). 

RFID is one of the most vital and prevalent systems, as per previous research, with 
connections between both industry and potential health. Techniques or processes for 
energy savings are regularly attempted by the business or medical stores inside hos-
pitals. In a business that minimizes the operating costs of various systems, RFID is an 
energy-saving strategy. When energy effciency decreases operational costs, the rate 
of return automatically increases. RFID strategies minimize retail energy consump-
tion but instead contribute to smooth functioning. Also, they help avoid massive costs 
(Böhme et al. 2013) (Krejcie et al. 1970). 

RFID technique is used in each business to constantly capture material things or 
equipment through radio signals. RFID techniques are used to enhance transactional 
movement and identifcation in the retail units of healthcare industry. This technique, 
identifed as the most rapidly increasing wireless technology, has a signifcant impact 
on operational cost retail store. By using the communication tags, RFID offers retail 
sector more millage to monitor business with maximum precision (Li et al. 2017). 

9.2.1 THEORETICAL FOUNDATION 

We used two theories in this essay to create the foundation. It was noted from the 
earlier studies that the utilization of technological progress in any industry most 
of the time suggests how people accept the notion. Rogers’ theories and business 
information technology are used with two theories. Energy model explains RFID 
techniques to produce energy consumption (Patil et al. 2007). 

9.2.2 FIRST ENERGY MODEL 

To check the energy effciency, we have to adopt the energy model, which is based 
on the size of data used (recorded in a bit), rate of recording (recorded in kbps), time 
consumed to send the data, and lastly power supply (Jena et al. 2020). 
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Model can be explained as 

E = Energy, V = Volt used in power supply, I = amperes for consumption of current at 
the time of scanning. In the prospects of energy consumption, RFID has three modes 
of operation: 1. scan, 2. idle, and 3. sleep, Out of two modes, frst mode consumes the 
highest energy, and the last mode consumes the least energy. Due to repetitions of 
work, sleep mode is frequently used in a frm or industry. 

9.2.3 SECOND ROGERS’ THEORY OF DIFFUSION OF INNOVATION 

Rogers’ decision to adopt and use basically took place in between fve interlinked 
stages. The fve stages of decision-making of knowledge, persuasion, decision, 
implementation, and confrmation are interlinked, and at the time of taking any 
kind of decision, they play a signifcant role in an organization (Anjum et al. 2019). 
Though the theory has been introduced by Rogers in 1995, still today, it creates an 
impact on industries. Along with the fve stages, it has been supported by fve tech-
nological attributes, which help an organization’s smooth adoption of technological 
innovation. The relative advantages are compatibility, complexity, observability, and 
trialability. Among these fve attributed most accepted attributes used in technology 
adoption as per researcher point of view are relative advantages, compatibility, and 
complexity (Bhiradi et al. 2014). 

9.3 ENERGY-EFFICIENT RFID PRACTICES IN MEDICAL 
STORE INSIDE HOSPITALS 

Radiofrequency practices provide an extraordinary opportunity to enhance shopping 
experiences to the customer as well as provide new ways to adopt different offerings in 
a single platform. This facility with minimum effort of energy consumption may give 
extra millage to retailers (Chanchaichujit et al. 2020) (Muhammad-Masum et al. 2013). 

9.3.1 OPERATIONAL PERFORMANCE OF STORES IMPROVED THROUGH RFID 
(AS AN ENERGY-EFFICIENT TECHNIQUE) 

Performances of the store improve if the following points are considered and adopted 
prior to the introduction of RFID practices. The systems mentioned in the following 
list need to be installed in advance to RFID installed. 

• RFID labeling station 
• RFID reader for inventorying the store 
• Overhead antennas for real-time inventory of the warehouse. 
• RFID point of sale 
• RFID-enabled foor mat EAS 

As per Gary Lynch FCILT (CEO GS1 UK), RFID was evolved as multisolution pro-
vider in the area of inventory management in retail sector. These areas are improved 
IM, improving performance of sales and delivery to omnichannel processes. 
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9.4 RESEARCH GAP, OBJECTIVES, AND HYPOTHESIS 

9.4.1 RESEARCH GAP 

Existing literature shows that in medium-to-large retail companies, RFID plays 
a major role. Nowadays, although, the large retail sector relies heavily on RFID 
practices. Many articles explain the energy consumption aspect of RFID and 
its relation to management strategies of inventory (Thanapal et al. 2017). But in 
Indian contexts, the link between energy-effcient RFID practice and business 
performance in retail shops was not investigated. We have, therefore, carried out 
the study to discover how energy-effcient RFID can affect medical store perfor-
mance in the Indian retail industry as an inventory practice (Guide et al. 2020). 

9.4.2 RESEARCH OBJECTIVE AND HYPOTHESIS 

RFID practices are considered to be in their infancy stage, but they have a positive impact 
on automated inventory management practices (Victoire et al. 2015). So, in this chapter, 
an attempt has been made to check the impact of RFID practices toward increasing the 
operational performance of retail stores. In accordance with above literature and our 
study objectives, this chapter proposed the hypothesis to being tested in an Indian sce-
nario with respect to the state of Odisha. The proposed hypothesis will be: H1 = RFID; 
it will have a signifcant impact on the performance of medical stores inside hospitals. 

9.5 METHODOLOGICAL FOUNDATION 

The researcher applies PCA to confrm critical components which contribute heav-
ily to the operating performance of the store and to the latent factor RFIDs. After 
this, the connection between RFID and store performance is been examined using 
correlation. Data were collected via Google form and online mode from top 15 gov-
ernment of Odisha registered private hospital’s medical stores. Fifteen respondents 
have been considered under each medical store as a sample unit by utilizing conve-
nience sampling technique. This current study comprises a total population of 1,500 
employees. Participants were selected from 15private medical stores of hospitals reg-
istered under government of Odisha, i.e., Kalinga Hospitals, Aditya Care Hospitals, 
L.V. Prasad Eye Institute, Ashwini Hospital, Ayush Hospital, Apollo Hospital, 
Kanungo Institute of Diabetic Specialities, Kalinga Institute of Medical Sciences, 
Hi-Tech Medical College & Hospital, IMS & SUM Hospital, M/s Shanti Memorial 
Hospital, Chitta Ranjan Seva Sadan, Christian Hospital, Christian Hospital, and 
CARE Hospital by using convenience sampling (Boyinbode et al. 2015). Exactly 
194 relevant questionnaires (86%) have been considered for analysis out of 225 dis-
tributed sample questionnaires. The method was established by Krejcie and Morgan 
to determine the required sample size (38) for a fnite population. The minimum 
sample size was calculated via the estimation process 172. The validity and depend-
ability of data were measured by the pilot test. Cronbach’s alpha values were greater 
than 0.81, indicating that the study’s variables were considered reliable. The respon-
dents were key offcials of the medical store inside hospitals, i.e., store manager, 
operations manager, purchase manager, and warehouse manager. A fve-point Likert 
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scale (where 1—not at all effective, 2—not effective, 3—somewhat at, 4—effective, 
and 5—very effective) used as valid scale of measuring instrument and data collec-
tion. Both RFIP (Radio Frequency inventory Practices) and OP (Operational perfor-
mance) was measured through fve-point Likert scale. 

9.6 RESULTS AND ANALYSIS 

9.6.1 PRINCIPAL COMPONENT ANALYSIS 

In this research, we have employed PCA to check key items (questions) and decrease the 
items of less than 1 own value and value based on RFID practices. After PCA with rota-
tion of varimax of 30 items, 17 items have been selected based on criteria of minimum 
threshold limit of KMO value 0.60 and more, communalities value 0.50 value, and 
lastly also checked minimum fulflling criteria measures of sampling adequacy that 
is more than the KMO value of anti-image matrices of 0.60. By applying the afore-
mentioned three threshold limits, after checking with above mentioned parameter’s 
thresholds limit seven items of RFID is selected out of thirteen items, and ten items of 
improved medical store performance is selected out of seventeen items (refer Table 9.1). 

9.6.1.1 Correlation Analysis 
H1 = RFID has a signifcant impact on the performance of medical stores inside 
hospitals—0.901 

This section states the correlation between the latent variables, that is, RFID with 
store operational performance. This analysis reveals that the subcomponent of RFID 
has a signifcant and positive relationship with store operational performance. This study 
justifes the statement with a correlation value of 0.911 (RFID) with store operational 
performance. The output does not deviate from previous studies (5,34,39–41) (Table 9.2). 

TABLE 9.1 
Factor Analysis by Using (Principal Component Analysis) of RFID and Store 
Performances 

Rotated Component Matrix 
Component 

Items under Store operating performance and energy economy RFID 
1 2 

RFIP 6—Enhanced distribution systems for warehouses .944 

RFIP 4—-Encourages partners to meet intended audience demand through distribu- .941 
tion networks 

RFIP 8—Easy replace/return items tracked in store .911 

RFIP 1—Revenue generation through rapid transformation of the frm with less power .766 
consumption 

RFIP 5—Inventory practices help minimize physical store overstock issues .759 

RFIP 9—Inventory practices help minimize physical store overstock issues .731 

RFIP 3—Provides competitive benefts .722 
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SOP 9—Brings reliability to storing, in an energy-effcient way .933 

SOP 7—Theft/fraud security control as well as other illicit operations .914 

SOP 1—-Fehler reduction in stock management records at retail establishments .901 

SOP 10—Enhancing performance through IT .872 

SOP 6—Lack of sales-driven automated inventory processes .854 

SOP 8—Reduced overall energy-effcient storage cost .834 

SOP 2—Improved handling of inventories .824 

SOP 4—Improved handling of inventories .811 

SOP 5—Fewerdamagesrecordedingodown .802 

SOP 3—Due to accuracy in information decision-making easier, it is given effective result. .712 

Source: Author’s computation (2021) 

TABLE 9.2 
Pearson’s Correlations in between RFID with Store Performance 

Correlations 

RF STP RFIP 1 RFIP 3 RFIP 4 RFIP 5 RFIP 6 RFIP 8 RFIP 9 

RFID Pearson 1 .911** .855** .527** .812** .920** .841** .866** .749** 
practices correlation 

Store Pearson 1 .857** .405** .681** .854** .762** .768** .752** 
performance correlation 

RFIP 1 Pearson 1 .327** .669** .843** .683** .693** .574** 
correlation 

RFIP 3 Pearson 1 .075 .466** .162 .162 .717** 
correlation 

RFIP 4 Pearson 1 .722** .816** .906** .338** 
correlation 

RFIP 5 Pearson 1 .713** .748** .680** 
correlation 

RFIP 6 Pearson 1 .895** .412** 
correlation 

RFIP 8 Pearson 1 .420** 
correlation 

RFIP 9 Pearson 1 
correlation 

**. Correlation is signifcant at the 0.01 level (2‑tailed). 

Source: Author’s computation (2021) 
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TABLE 9.3 
Model Summary Regression between Two Automation Inventory Practices 
(RFID) versus Store Performance 

Model Summary 

Model R R Square Adjusted Std. Error Change Statistics Durbin– 
R Square of the Watson 

Estimate 
R Square F Change df1 df2 Sig. F 
Change Change 

1 .941a .901 .893 .314 .901 137.074 7 102 .000 1.76 

a. Predictors: (Constant), barcode practices, radio-frequency practices. 

Source: Author’s computation (2021) 

9.6.1.2 Regression Analysis 
In this way, R square and R are interpreted where R square refers to the quantity of 
DV (dependent variable—storage operating performance) variable in the model series 
IV (Independent variable—RFID). The R square value is 0.901, which shows that the 
performance of the storage area is 90% dependent on RFID technology. R can explain 
the correspondence coeffcient of 94.1% between DV and IV. According to the D-W 
values, close to 2 indicates regarding non-autocorrelation in the regression model. So, as 
per calculation, the study depicts it is free from (D-W - 1.76) autocorrelation (Table 9.3). 

9.7 CONCLUSION AND SCOPE FOR FURTHER RESEARCH 

This chapter focuses on the impact on hospital operational performance of effcient 
RFID procedures in the medical stores. The RFID practice is mainly concerned 
with the operating performance of storage in the area. Inventory practices help avoid 
stocks in retail outlets, i.e., facilitate the fulfllment of customer demand in distribu-
tion canals, improved warehouse distribution systems, and ease of replacement/return 
storage tracking. The study not only concludes on the basis of relationships but also 
offers retail offcers’ signifcant feedback on automated inventory management system 
adoption. It tracks the lost things simply and restricts the internal theft and misuse/ 
maltreatment through the appropriate tracking mechanism. Bypassing the time store, 
the upgrade must be brought into operation, which, together with investment made 
in the inventory, can control a higher number of satisfed customers. Great amount 
of money is not blocked by stocks in godowns. The study’s contribution to society 
and the retail industry is to save time, time, and effort by using these techniques and 
to optimize resources, and fnally to provide a services industry that needs to know 
whether retailers are adopting centralized systems or a decentralized system in store 
operations, according to the organization’s size. RFID practice is operating at the 
medical stores within hospitals thanks to the use of the energy-effcient technology. 

Furthermore, with larger samples and broader coverage and sample medical 
store, more than 15 hospital units can be considered (including government medical 
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units) and applied, providing a convincing result. Subjective assessment might lead 
to a relatively modest reliability increase in measurement error. Objective measure-
ment will provide a better analysis with more accurate information. Knowledge of 
stock automation procedures has been looked at to close the gap between concept 
and practice. This area can be emphasized and broadened in future studies. 
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