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Preface

In a phase when technology is not solely an instrument but an ignition of seismic
shifts, companies must continually develop to remain competitive. Artificial intelli-
gence, blockchain, cloud computing, and data analytics—collectively known as
“ABCD” technologies—are no more emergent phenomena but basic pillars altering
businesses, offering new possibilities, and probing established methods.

ABCD Tech: Revolutionizing Business with Artificial Intelligence, Blockchain,
Cloud Computing, and Data Analytics is both a detailed reference and a blueprint for
traversing this unfamiliar world. This book goes deep into the revolutionary impact
of these technologies, explaining their significance throughout numerous sectors
while offering practical examples that exhibit their potential to create effectiveness,
creativity, and progression.

The fast evolution of ABCD technologies has also encouraged an environment
that fosters collaboration and development. Businesses and individuals from all
corners of the world are using these technologies to construct better, more agile
businesses, paving the way for a technologically connected society. Regardless of
whether you are an entrepreneur, a company executive, or a tech enthusiast, the
concepts in this book give a path to using new technologies for sustained, meaning-
ful development.

This preface is a request to consider each chapter with a sense of curiosity and a
willingness to reassess what is feasible. Embrace the adventure, as you examine how
ABCD technologies are not only influencing business but also transforming every
aspect of ourselves and culture.

Ajman, United Arab Emirates Riktesh Srivastava
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Chapter 1 ®)
Introduction to ABCD Technologies ey

Abstract This chapter introduces the four disruptive technologies together known
as ABCD Tech—artificial intelligence (Al), blockchain technology, cloud comput-
ing, and data analytics—and inspects their transformative effect on business opera-
tions. While each of these technologies has self-sufficiently compelled substantial
developments, this book emphasizes their integration and mutual influence in
boosting business efficiency, transparency, decision-making, and consumer experi-
ence. The chapter begins with an outline of ABCD Tech, providing an analysis of
their core principles, applications, and contributions to business processes. Al
automates tasks and personalizes consumer interactions; blockchain enhances data
security and transparency; cloud computing enables scalable resource management;
and data analytics summaries insights from huge datasets. The next section high-
lights the importance of ABCD technologies in the business, concentrating on their
part in pouring efficiency, transparency, decision-making, and enriched consumer
experiences. The section introduces the mathematical models that illustrate the
transformative impact of ABCD Tech. Following this, the chapter explores the
synergistic benefits of integrating ABCD Tech. By merging Al with data analytics,
businesses can extend predictive capabilities, while blockchain and cloud computing
together confirm secure and efficient data processing. A mathematical framework is
introduced to assess the compounded efficiency gains resulting from this integration.
Finally, the chapter concludes with business scenarios showcasing businesses that
have efficaciously implemented ABCD Tech for a competitive advantage. These
examples validate theoretical models and highlight the practical benefits of adopting
an integrated ABCD Tech approach.

Keywords ABCD technologies - Artificial intelligence - Blockchain technology -
Cloud computing - Data analytics

1.1 Introduction

The chapter explains the basics of the four disruptive technologies that are com-
monly used by businesses today. The four technologies are: A for artificial intelli-
gence, B for blockchain technology, C for cloud computing, and D for data analytics

© The Author(s), under exclusive license to Springer Nature Singapore Pte Ltd. 2025 1
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(or what is called as ABCD technologies). These technologies have separately
helped businesses; this book will examine how the integration of ABCD technolo-
gies is helping businesses now.

The first chapter explains the underlying fundamentals of each technology and
how the business employed them independently. However, as technology expanded,
businesses needed an integrated approach to use these technologies effectively. The
chapter examines how integrating these technologies benefited businesses.

The chapter is divided into four sections. The first section gives a thorough
overview of ABCD technologies, and explores into each technology in a compre-
hensive manner, providing an extensive understanding of each of these technologies
and the way they influence business. The second section elaborates the transforma-
tive impact of these technologies individually on the business. The section uses the
analytical concepts to explain how each of these technologies enhances efficiency,
transparency, decision-making, and customer experience for the businesses. The
chapter’s third section addresses the integration of ABCD technologies and shows
how they complement each other when integrated. The section explores further into
how the integration of ABCD technologies yields synergistic advantages for busi-
nesses. The fourth and final section of the chapter gives examples of businesses that
use ABCD technology to gain a competitive advantage.

1.2 Overview of ABCD Technologies
1.2.1 Artificial Intelligence

Artificial intelligence (Al) is revolutionizing businesses by automating processes and
thereby improving consumer experiences. Al helps businesses harness data, learn
from it, and conduct tasks that earlier required human beings (Mitchell, 2013). The
four ways Al helps businesses are machine learning (ML), natural language
processing (NLP), computer vision, and robotic process automation (RPA). Let’s
explore each of these in detail:

1.2.1.1 Machine Learning

ML is the technique where the system learns from data and helps to automate
business process. ML is critical for making business decisions and helps to make
predictions. A retailer can use machine learning to forecast the consumer purchase
trends, thereby helping to improve consumer experience. ML algorithms use previ-
ous purchase data to assess trends, seasonal patterns, and the possibility of particular
products that can be bought in the future. Amazon, for example, uses machine
learning to propose products according to surfing patterns as well as purchase history
(Mitchell, 2013). General Electric (GE) uses ML to forecast maintenance in its
industrial equipment, by collecting data from sensors on machines thereby
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preventing unexpected failures (Chen et al., 2023). Also, MasterCard relies on
machine learning for recognizing unauthorized transactions. PayPal and MasterCard
use anomaly detection algorithms to identify strange transactions allowing real-time
warnings to consumers as well as banks (M. Ahmed et al., 2015).

1.2.1.2 Natural Language Processing

NLP enables Al to perceive, interpret, and react to human language. Nowadays,
many companies are using NLP for consumer service automation as well as senti-
ment analysis. Starbucks harness NLP to predict the consumer preferences based on
consumer comments and reviews. HDFC Bank enhances the consumer experience
through its Chatbot Eva, which helps to answer the queries in real time. Dubai
Electricity and Water Authority (DEWA) introduced the Chatbot Rammas, which
provides real-time assistance regarding bill payments, service enquiries, and issue
resolution in both English and Arabic. Thus, NLP is thus used by companies in real
time to converse with humans and discover reoccurring problems, answer queries
and analyze customer feedback, automate routine tasks, and provide personalized
recommendations(Necula, 2023; Yixuan, 2024).

1.2.1.3 Computer Vision

Computer Vision (CV) permits Al to understand and evaluate visual inputs to detect
patterns, recognize faces, and analyze environments. By doing so, CV helps in facial
recognition, maintaining quality control in manufacturing, and enhancing automa-
tion. In its Amazon Go stores, Amazon uses CV, where cameras and sensors analyze
consumer movements to track products and automate the checkout process. Fynd, an
online fashion retailer in India, uses CV, wherein the consumer can upload the
picture of the cloth they want, and CV finds the similar cloth on its website. Noon, an
online retailer in the UAE, uses CVs for searching. The consumer can upload a
picture to locate the product on its website. Also, Tesla uses cameras and sensors to
gather enough information—photographs of automotive components—and CVs
identify flaws through assessing real-time images to specified quality criteria
(Soori et al., 2023).

1.2.1.4 Robotic Process Automation

RPA is the application of Al that automates routine tasks such as data input,
invoicing, and report preparation. Walmart uses RPA to automate its inventory
management and order processing. Alibaba has also started to use RPA to automate
its consumer service operations as well as inventory management. Flipkart uses RPA
in its back-office work including consumer support and supply chain management.
Also, Majid Ai-Futtaim, a retail company in the UAE, started to use RPA for supply
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chain, inventory management, and consumer service. RPA actually eliminates
human labor and increases efficiency in business operations by lowering processing
time and mistakes (Richey Jr. et al., 2023).

Thus, there are various scenarios in which businesses are using Al. The only
impediment to Al adoption is data quality, since poor data quality leads to erroneous
predictions and inefficient decision-making. When the data is clean and organized, it
influences the performance and dependability of Al models. Also, with the intro-
duction of data management and preprocessing, businesses can now receive quality
data, allowing them to leverage the full potential of AI technology and make
decisions with greater certainty.

1.3 Blockchain

Blockchain is a decentralized, digital ledger that records data across many computers
in a way that data can’t be altered or tampered with. Each data is saved in a block,
and once a block becomes full, it gets linked to the chain of previous blocks, making
the blockchain. Figure 1.1 shows the blockchain:

As can be seen in Fig. 1.1, a blockchain is a chain of blocks, where each block
contains data. This data could be of any form (normal data or transaction record).
The blocks are connected together in an ordered manner, making a chain (thus, it is
called blockchain). If you see in Fig. 1.1, each block holds several important parts:

* Index: The block’s place in the chain (Block 0, Block 1,...)

» Timestamp: The specific time the block was added

* Previous Hash: A unique code for the previous block in the blockchain
* Hash: The block’s own distinct code

» Data: The content stored in the block

Fig. 1.1 Blockchain (Source: SphereGen, 2020)
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The first block in the blockchain is called the genesis block. Genesis block is not
connected to any previous block (since it’s the first one), and also does not contain
any data.

1.3.1 Properties of Blockchain

Blockchain technology possesses multiple properties that make it beneficial for
businesses. Below are the six most prominent properties of blockchain:

1. Decentralization: As in conventional systems, where the data is controlled by
central authority or intermediaries, blockchain functions on a decentralized net-
work of nodes (computers). Every node gets access to the exact same data,
eliminating the need for central authority or intermediaries.

2. Transparency: Every transaction on the blockchain is accessible to all partici-
pants in the network.

3. Immutability: Once data has been added to the blockchain, it can’t be modified,
edited, or erased, making it immutable.

4. Consensus mechanisms: Blockchain technology employs consensus mechanisms
(e.g., Proof-of-Work, Proof-of-Stake) which are an agreement among the mem-
bers that the transaction is legitimate.

5. Distributed ledger: Blockchain is a distributed ledger, with each node owning a
copy of the complete chain.

6. Smart contracts: Some blockchains do not offer transactions; rather they offer
smart contracts. Smart contracts are autonomous agreements, which automati-
cally execute and impose actions when specific criteria are met.

1.3.2 Types of Blockchain

There are three types of blockchains used by businesses, each intended to accom-
plish different requirements.

1.3.2.1 Public Blockchain

A public blockchain is not owned by a single company but rather operates on a peer-
to-peer network where all the nodes in the blockchain maintain a copy of the data.
Thus, the public blockchain is decentralized in nature, where every piece of data is
accessible to all the users in the network. For example, Walmart uses IBM’s
Hyperledger Fabric (a public blockchain by IBM) to track the food supply’s trans-
parency. Everledger also uses IBM’s Hyperledger Fabric for diamond tracking. In
finance, platforms like Uniswap and Aave use the Ethereum blockchain, which
allows for direct trading and lending in the public cloud without the need of
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intermediaries. AXA’s flight delay insurance uses smart contracts by Ethereum
blockchain for insurance claims for flight delays. Additionally, Brave Browser and
KickCity use the Ethereum blockchain to facilitate tokenization and crowdfunding
through ICOs.

1.3.2.2 Private Blockchain

A private blockchain is a permissioned blockchain that operates in a closed network,
and only the companies that are allowed can access and contribute to the blockchain.
Private blockchains are used by companies for their internal operations or collabo-
rations between partners while maintaining confidentiality. For instance, Walmart
uses IBM’s private blockchain to track food products from farm to its stores.
JPMorgan’s private blockchain Quorum is used by banks to facilitate financial
transactions between banks. In healthcare, a private blockchain called the MedRec
system manages sensitive patient data while also ensuring privacy for authorized
providers. Deloitte’s private blockchain auditing solution, called Deloitte Block
Chain Auditing Solution, is used by companies like HSBC, Samsung, and Cargill
for auditing purposes. Overall, private blockchains empower businesses across
various sectors to improve operations, trust, and security while safeguarding sensi-
tive information.

1.3.2.3 Hybrid Blockchain

A hybrid blockchain combines both the public and private blockchain. There are two
layers in the hybrid blockchain. The first part is a public layer which is open to any
user and is normally used to hold data that can be accessed by public like transaction
records or product authenticity. The second part is called a private layer that is
restricted to authorized participants and is used to store sensitive information like
consumer data or proprietary business data. Dragonchain, the hybrid blockchain
developed by Disney, allows businesses to build hybrid blockchains. It offers both
public and private layers, thereby companies can use the private blockchain to keep
sensitive data and use the public blockchain for data to be shared to public. XinFin is
a hybrid blockchain platform for global trade and finance, and Chronicled uses a
hybrid blockchain to improve the pharmaceutical supply chain. Chronicled provides
a public blockchain for tracking drug compliance, while the private blockchain has
the data related to contracts and pricing, which needs to be authorized for
participants.

Among the three types of blockchain technology discussed, hybrid blockchain is
most typically adopted by businesses owing to its balanced approach and
reduced cost.
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1.4 Cloud Computing

Cloud computing is like using the Internet to access and store data and applications
instead of keeping everything on your personal computer or local servers. Imagine
storing your photos on a service like Google Photos or using software like Microsoft
Office 365 online. This way, you can access your files and applications from
anywhere with an Internet connection.

1.4.1 How Businesses Use Cloud Computing

There are a number of ways businesses use cloud computing:

1.

2.

Data storage: Businesses store a large amount of data over cloud which can be
accessed from anywhere.

Software as a service (SaaS): Businesses now use software over the Internet and
thus do not need to install them on desktop. This helps businesses to save on
infrastructure and access this software from anywhere providing flexibility,
remote collaboration, and scalability in operations.

. Scalability: Businesses are able to rapidly scale up or down the resources based

on demand, ensuring they only pay for what they use, which reduces costs. This
flexibility enables businesses to swiftly adjust to changing market conditions
without excessively investing in infrastructure.

. Remote work: Cloud services allow employees to work from anywhere, boosting

freedom and productivity. This helps businesses to cut office space costs while
maintaining consistency even during challenges like natural disasters. Addition-
ally, cloud-based collaborative applications enable real-time conversation and
document sharing, improving team planning and effectiveness across different
time zones.

1.4.2  Properties of Cloud Computing

The properties of cloud computing for businesses include:

1.

2.

Self-service: Businesses can access resources as they require without any inter-
vention from the cloud service provided.

Broad network access: Applications used can be accessed from devices such as
laptops, tablets, and smartphones.

. Resource pooling: Cloud service providers share resources with multiple cus-

tomers, resulting in efficient resource utilization and cost savings.

. Rapid elasticity: Businesses can scale up and down the resources as needed.
. Measured services: The services used by businesses over the cloud can be

measured and can be paid either using pay-as-you-go or subscription plans.
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1.4.3 Types of Cloud Computing

There are three types of cloud computing services often used by businesses.
These are:

1. Public cloud: In public cloud, the services and resources are provided to multiple
businesses. Amazon Web Service (AWS) and Microsoft Azure are two major
public cloud providers, which offer a wide range of services to customers. Netflix
uses AWS for data storage and streaming services. Flipkart also uses AWS to
manage the data generated from its e-commerce platform, and Careem, a ride-
sharing service in the UAE, uses Azure for all of its operations.

2. Private cloud: Private cloud is tailored to a single business and offers greater
security and control than public cloud, making them optimal for businesses with
rigorous data protection and compliance requirements. These clouds can be either
used by businesses to host-on-site or handled by third-party companies. For
example, Bank of America uses private cloud solutions that adhere to stringent
security and safety standards for dealing with financial data. Similarly, BMW
uses a private cloud to manage its production procedures while safeguarding
secret customer information. In China, Huawei offers private cloud options to its
corporate customers, focused on security and data protection for important
business processes. In India, Tata Consultancy Services (TCS) offers private
cloud services to businesses in regulated sectors such as banks and healthcare,
supporting them keep compliance while ensuring data security. Meanwhile, in the
UAE, Etisalat features private cloud services, ensuring businesses work in a
secure and controlled setting for their confidential information.

3. Hybrid cloud: Hybrid cloud mixes private and public cloud platforms, allowing
businesses to balance between security and adaptability. For example, General
Electric (GE) uses a private cloud for sensitive industrial data while using the
public cloud for data analysis and processing. Infosys saves sensitive customer
information in private clouds to meet regulatory requirements while employing
public cloud for its development and testing purposes. Emirates NBD, in the
UAE, keeps important banking data in a secure cloud, while employing the public
cloud for customer-facing apps and online services. Thus, hybrid cloud allows
businesses to use both private and public cloud that helps them to reduce costs
and ensure data safety.

Thus, businesses use private clouds for security and control, public clouds for
scale and cost-effectiveness, and hybrid clouds if they require a balance of both. But,
out of the three types of cloud services, hybrid cloud is the most recommended one
for businesses.
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1.5 Data Analytics

Data analytics is the tool used by businesses to collect, analyze, and interpret large
quantities of data. This interpretation of data (or outcomes) helps businesses discover
useful information that helps them make decisions and maximize business
performance.

There are a number of examples that elaborate on how businesses use data

analytics. Let us explore some of them here:

1.

2.

Through a recommendation system, Amazon observes browsing behavior and
makes recommendations to consumers (improving consumer experience).
Netflix observes viewing habits and promotes shows that align with those
preferences (optimize viewing).

. Coca-Cola collects real-time supply data and optimizes its supply chain (opera-

tional efficiency).

. JP Morgan uses data analytics to detect the fraudulent transactions (improving

financial decisions).

. Spotify observes users’ listening patterns and constantly updates its playlist

(product development).

1.5.1 Properties of Data Analytics

The features of data analytics may be characterized using the seven V’s, which allow
businesses to comprehend and manage data:

1.

2.

Volume

Volume refers to the vast volume of data created from a number of sources.
Value

Value refers to obtaining relevant information from a big volume of data.

. Variety

The data saved might be of many types: structured (databases), semi-
structured (XML), and unstructured (Social Media).

. Velocity

Velocity defines the pace at which the data is created and should be processed
rapidly for successful decision-making.

. Veracity

Veracity relates to the correctness, dependability, and trustworthiness of data.
High-quality data offers organizations with important insights.

. Variability

Variability refers to the changing nature of data collection across time.

. Visualization

Visualization offers the facts in a visual format that enables for easier decision-
making.
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Together, the seven V’s underscore the complexity and potential of data analyt-
ics. Managing these features successfully helps businesses to harness their data for
enhanced analysis and profitable growth.

1.5.2 Types of Data Analytics

There are four main types of data analytics that businesses use to respond to different
kinds of queries and make improvements:

1. Descriptive analytics (what happened?): Descriptive analytics digs into historical
data to provide insights about the past performance. For example, Walmart uses
past data to figure out which goods sell more during specific times in order to
handle supplies effectively.

2. Diagnostic analytics (why did it happen?): Diagnostic analytics explores for
patterns or trends in the data. For example, Starbucks applies diagnostic analytics
to assess the drop in sales and comprehend the customer taste or insignificant
promotions.

3. Predictive analytics (what will happen?): Predictive analytics analyzes data using
complex statistical methods, along with machine learning to predict. For exam-
ple, Uber uses predictive analytics to discover customer needs using the data from
previous rides. Coca-Cola applies predictive analytics to anticipate future sales
and handle its inventory efficiently.

4. Prescriptive analytics (what should we do?): Prescriptive analytics makes rec-
ommendations based on the findings of data analysis. For example, Delta Airlines
depends on prescriptive analytics to handle its flight plans based on weather
estimates, previous delays, or busy trip times. Similarly, Amazon uses prescrip-
tive analytics in their warehouse operations, where, depending on the order
trends, recommendations for products in the warehouse are handled.

The most common type of data analytics employed by businesses is descriptive
analytics, where the business seeks to evaluate past achievements. However, with
advancements in technology (such as machine learning), predictive analytics are
being used by businesses for predicting reasons. The usage of predictive analytics
has continued to grow in businesses today and is widely used for strategies based on
outcomes. Thus, by using the different types of data analytics (descriptive, diagnos-
tic, predictive, or prescriptive), businesses gain useful insights and maximize their
business performance.
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1.6 Importance of ABCD Technologies in the Business
Backdrop

ABCD technologies contribute toward business transformation. The main transfor-
mation each of the businesses gets is efficiency, transparency, decision-making, and
customer experience. These transformations have played a significant role in revo-
lutionizing the business. We will be discussing each of these transformation roles for
each of the ABCD technologies.

1.6.1 Transformative Role of Al in Business

Efficiency
Al improves business efficiency by automating the repetitive tasks and optimizing
business processes.

Mathematically, efficiency (£) without intervention of Al can be denoted as

E=7 (1.1)

where N is the number of tasks to be completed, and 7 is the time taken to complete
the tasks.

The value of E is quite high, because the efficiency is calculated based on the
repetitive tasks as well. However, with the intervention of Al,

Ey=2 >E (1.2)
Tar

With Al the time 74; reduces leading to increased efficiency.
Also, if all the tasks are automated, then the time taken to complete the tasks can
be represented as the function of complexity of tasks C and can be given as

T=f(C) —Tar=fx(C) (1.3)

As the complexity decreases because of the automation and elimination of
repetitive tasks, the time taken to complete the tasks also reduces significantly.
Thus, the impact of Al can be defined as:

N N _g (1.4)

Ea=5 0 7 70
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Transparency
Al helps businesses with transparency by providing insights based on data and also
by tracking data across business operations.

If T represents transparency and D are the data points available, then transparency
can be represented as

T=f(D) (1)

where function f{D) defines how data gets transformed into insights for businesses.
With the intervention of Al in the business, the transparency can be denoted as:

Ty = /O f(d)dd (1.6)

f "(d) represents the rate of change of insights because of introduction of Al in
business processes.

Decision-Making
Al helps businesses in decision-making because it helps to analyze more quality data
and thus provide actionable insights.

If A be the actionable insight provided because of the quality of data, and
T represents transparency, then decision-making can be represented as

D=g(A,T) (1.7)

where g(A, T) is the function of both accuracy and transparency.
Because of introduction of Al the decision-making can be now given as:

A
DAII/ g/(a, TAI)da (18)
0

g/(a, T,y is the rate of change of decision quality due to Al

Customer Experience
Al helps to improve customer experience due to personalization; thereby customers
are more engaged and satisfied.

If C represents customer experience and P is the level of personalization, then

C=h(P) (1.9)

With Al
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»
Cu :/0 1 (p)dp (1.10)

K (p) is the rate of change of personalization and specifies how customer expe-
rience progresses with personalization.

1.6.2 Transformative Role of Blockchain in Business

Blockchain impacts businesses by increasing transparency, security, and efficiency
in business operations. Blockchain technology provides real-time monitoring and
eliminates intermediaries, resulting in greater trust while also lowering costs across
several business processes.

Efficiency

Blockchain enhances efficiency by eliminating intermediaries, automating business
processes because of smart contracts, and minimizing errors in record-keeping. For
evaluating efficiency, if C(f) is the cost saving over time ¢ and E(?) is the efficiency
gains, then the cumulative cost savings can be given as

C(T) = /0 TE(t)dt (1.11)

where C(T) is the total cost savings.
Based on Eq. (1.11), there can be three cases:
Case 1: Constant Efficiency
If the efficiency gain E(¥) is constant over time, then

E(t) =E, (1.12)

Then, the total savings C(T') due to constant efficiency gain will be
T
C(T):/ Eydt=E,T (113)
0

This linear result shows that if efficiency remains constant, the total gains increase
linearly with time.

Case 2: Linearly Increasing Efficiency

If the efficiency due to blockchain technology increases linearly over time ¢, then
efficiency gain E(f) is given as
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E(t)=at+b (1.14)

where a is the rate of increase in efficiency, and b is the initial efficiency at t = 0.
Then, the total savings C(T') due to linearly increasing efficiency gain will be

T
C(T):/ (at+b)dt:gT2+bT (1.15)
0

Equation (1.15) shows that total cost savings increase quadratically for the
linearly increasing efficiency.

Case 3: Exponentially Increasing Efficiency

If the efficiency due to blockchain technology increases exponentially over time ¢,
then efficiency gain E(f) is given as

E(t) = Ege" (1.16)

where E is the initial efficiency and k is the growth rate of efficiency. Then, the total
savings C(T) due to exponentially increasing efficiency gain will be

T
C(T):/ Eoe’“dt:%(e”—l) (1.17)
0

Equation (1.17) shows that if the efficiency increases exponentially, the total cost
savings also increase exponentially.

Transparency
Stakeholders can access and verify the transactions on blockchain because of
distributed ledger property of blockchain. This improves the transparency and
helps to make faster decisions, as information asymmetry is reduced.

If I(¢) is the information available at time ¢ and 7(¢) is the transparency of the
information, then the cumulative effect of transparency on decision-making can be
given as

D(T) = /0 T 0)1(0) dr (1.18)

where D(T) is the improved decision-making.

There can be two cases of decision-making:

Case 1: Constant Transparency and Increasing Information

In this case, the transparency 7(f) remains constant and information () grows
linearly, T(t) = T, and I(f) = at + b, where a is information growth and b is initial
information.

Thus,
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D(T)/OTTO.(at+b)dtT0(‘§‘T2 +bT) (1.19)

Equation (1.19) shows that decision-making time increases quadratically
with time.

Case 2: Exponentially Increasing Transparency and Information

If both transparency 7(¢) and information /() grow exponentially, then we can
assume that:

« T() = Toe", where Ty is the initial transparency and  is the rate of transparency
increase.

o I(t) = Iye™, where I, is the initial information level and m is the rate of
information increase.

Then decision-making D(T) is given as
T
D(T) = / Toe " 1oe™ .dt
0

e(k+m)T 1

Equation (1.20) shows that with exponentially increasing transparency and infor-
mation, there is cumulative effect on decision-making and it also increases
exponentially.

Decision-Making
Blockchain helps in decision-making as the data stored are immutable records. If
V(¢) represents the decision value at time ¢ and B(f) is the benefit generated due to
blockchains, then

V(T) = /0 "Bl i (121)

The benefit generation due to blockchain increases with time due to technological
advances. Thus, if the benefit generates follows a polynomial pattern, then

B(t) = at® + bt + ¢, where a, b, and c are constants representing the polynomial
behavior of the value generation.

T
V(T):/ (af* + bt + c) dt:%T3+gT2+cT (1.22)
0
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Customer Experience

Blockchain helps to improve customer experience by providing more secure and
transparent transactions, thereby improving trust. If S(¢) is the customer satisfaction
at time f and F(¢) is the effect of blockchain in improving services, then

anzlﬁww (1.23)

Blockchain reduces the transaction delay exponentially, and can be modeled as
F(f) = k. e %" where k is the initial value of function and b is the rate at which the
customer experience decreases over time.

S(T) :/OTk.e = 2(1 —e?T) (1.24)

1.6.3 Transformative Role of Cloud Computing in Business

Cloud computing transforms business by providing scalable, on-demand access to
resources while minimizing infrastructure costs and boosting operational flexibility.
It helps businesses to manage fluctuating demands effectively and improves collab-
orating by providing remote accessibility to data and applications.

Business Efficiency
Cloud computing helps businesses to optimize resources dynamically by adjusting
the resources based on requirements. This can be modeled through cost optimiza-
tion, where the aim is to minimize the total cost of ownership (TCO) as a function of
computing resources.

Thus, if C(T) is the total cost over time ¢, then it can be given by Eq. (1.25) as

qn:q+A%M@W (1.25)

where Cis the fixed cost, as the subscription fees,

C,(u(?) is the variable cost which involves usage of resources at time ¢, and

T is the total time period.

The obvious question is to identify the resource usage by businesses at any given
time #. There are three types of resources used: compute resources (e.g., CPU time),
storage usage (e.g., GB stored or accessed), and network bandwidth (e.g., data
transfer).
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Thus, the total cost is

Cv (M(t)) = Ccompute (ucompute (t))

+Cstorage (ustorage (t) ) + Chandwidth (ubandwidth (t) ) ( 1. 26)

In Eq. (1.26)

> CoomputeUcompure(t)) 1s the overall cost of computing resources based on u,pure(t)
which represents the usage of compute resources at time .

*  Csorage(Ustorage(t)) 18 the overall cost of storage based on u,,qq.(f) Which repre-
sents the usage of storage resources at time ¢.

*  Cpandwidin(Upanawiam(1)) 1s the overall cost of bandwidth used based on 1, ,;,4,viq:n(f)
which represents the usage of network bandwidth at time .

T
C(T) = Cf + /0 [Ccompute (Mcompute (t)) + Cstorage (ustorage (t))
+Chandwidih (Upanawiam (1)) |dt (1.27)

As an example assume that company uses cloud services for a period 7 = 10 h.
The total cost C(T') includes:

* A fixed cost of Cy= 600 for a subscription fee.
* A variable cost based on the usage of compute resources, storage, and network
bandwidth over time. The company has the following resource usage at any time #:

1) Compute resource usage:
Ucompute® = 5 + 0.2t units, with a cost per unit of compute usage,
ccampute =10
2) Storage usage:
Usrorage(t) = 10 GB at a fixed rate, with a cost per GB, cyr40e = 2/GB
3) Network bandwidth usage:
Upanawian(®) = 1 + 0.1t GB with a cost per GB, ¢panaywian = S/GB

Substituting the values in Eq. (1.27) and finding the total cost C(T"), we find that
the total cost for using the cloud resources over 10 h is 1375.

Transparency
Cloud-based platforms offer real-time monitoring of business processes and trans-
actions, allowing transparency.

If the rate of data processing for transparency be r(f) at time ¢ which could include
data logs and audit trails, the total data processed D(T') over a period T can be given
as
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D(T) = /0 Tr(t)dt (1.28)

The rate 7(f) can be expressed as a combination of different sources of data that
the cloud system processes at a given time ¢. These sources include:

* Transaction logs at time ?, 7;,4,,(f)
» User activity logs at time f, ()
+ System logs at time £, 7,(?)

Thus, the total rate of data processing at time ¢ can be written as:
(1) = Pyrans (1) + Tuser(t) + Toys(2) (1.29)

Thus,

T
D(T) = /0 (Pirans (1) =+ Fuser () + 1oy (1)) dt (1.30)

This gives the total amount of data processed over time, combining transaction
logs, user activity logs, and system logs.

Decision-Making
Cloud computing empowers businesses to make data-driven decisions by analyzing
large datasets. This can be modeled using data analytics, where historical data is
analyzed to forecast future trends.

Thus, if D(T) is the overall decision-making over time ¢, then it can be given by
Eq. (1.31) as

D(T)= /OTf(t)dt (1.31)

The decision-making due to cloud computing increases exponentially. Suppose
ft) = ", where k is a constant.

D(T) = /OTek’dt: % (e —1) (1.32)

Customer Experience
Cloud platforms enable businesses to enhance business experience by dynamically
scaling services based on demand. This can be quantified through response time
optimization, where the goal is to minimize latency as traffic increases.

If R(?) be the response time at a given traffic load I(), to ensure a smooth business
experience, the goal is to minimize the total response time over time
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T
Minimize Ry = / R(t)dt
0

where R(¢) is the response time at traffic level /() and T is the total time period.

1.6.4 Transformative Role of Data Analytics in Business

Data analytics performs an important part in changing how businesses operate. By
analyzing massive datasets, businesses can improve processes, make data-driven
decisions, and improve customer satisfaction. In this part, we will study how data
analytics affects the businesses with regard to business efficiency, openness, deci-
sion-making, and customer experience.

Business Efficiency

Data analytics optimizes business efficiency by uncovering bottlenecks, minimizing
operating costs, and strengthening distribution of resources. Businesses can model
the total time saved or efficiency improvement using the following mathematical
Model for Efficiency (1.33):

T
Eipra =Eo + / r(t)dt (1.33)
0

If the rate of business efficiency improvement r(¢) increases exponentially due to
data analytics, then Eq. (1.33) can be stated by Eq. (1.34).

r(f) = ", where k is a constant representing the growth rate of efficiency over
time,

Ey = initial efficiency level
T
Erora1 = Eo + / ektdt (1 34)
0

Example:

If the initial efficiency £y = 100 units and the growth rate £ = 0.05, over 5 months,
find the business efficiency gain.

Using Eq. (1.34), we get

5
E o1 = 100 + / "9 dt = 105.68 units
0

Thus, the business efficiency increases from 100 units to 105.68 units in
5 months.
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Transparency
Data analytics helps to improve transparency by offering insights about business
operations. These insights are important for making informed decisions as well as for
compliance and audits.

In business, transparency can be modeled as improving with the implementation
of data analytics that diminishes with time, and thus can be modeled using logarith-
mic function, as mentioned in Eq. (1.35)

T T
Tiota =To + / r(dr=Ty + / log(1 + t)dt (1.35)
0 0
To = initial transparency level
log(1 + t) = represents the diminshing rate transparency improvement over time

Example: If the initial transparency level is 50 (out of 100) and we want to
compute the transparency level after 6 months, then using Eq. (1.35), we get

6
T 1ot =50 + / log(1 4 6)dt = 57.62 units
0

The total transparency is approximately 57.62 units after 6 months.

Decision-Making

Data analytics enables data-driven decision-making by providing predictive insights
and optimizing outcomes. The decision-making can be modeled by a sinusoidal
function, as the effectiveness of decision-making is affected by time due to fluctu-
ating market conditions or due to any external factors, as mentioned by Eq. (1.36)

T T
Diora1 = Do + / r(t)dt = Do + / sin(kt)dt (1.36)
0 0

where

Dy = initial decision quality
sin(kt) = cyclic nature of decision making
k = initial transparency level

Example: Considering the initial decision quality is 200, and k = %, and we want
to find the decision quality after 6 months

6
Dg =200 + / sin(fr)dz
L ™6

Thus, the total decision quality after 6 months is approximately 203.82 units.
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Customer Experience

Data analytics helps businesses enhance satisfaction by analyzing customer behav-
iors and addressing customer requirements instantaneously. The overall customer
satisfaction though quickly decays over time as well, and can thus be modeled by
decaying exponential function as mentioned in Eq. (1.37)

T T
Ciota1 = Co + / r(t)dt = Co + / e Mdr (1.37)
0 0

where

Co = initial customerquality
e M = represents the rate of customer satisfaction, which slows down over time.

Example: If the initial customer satisfaction Cy = 60, k = 0.2, and we need to
measure the impact in 5 months

5
Crota =60 + / 370'2tdl =63.16
0

Thus, the total customer satisfaction after 5 months is 63.16 units.

1.7 Interconnectedness of ABCD Technologies

ABCD technologies—artificial intelligence, blockchain, cloud computing, and data
analytics—help businesses to ease their operations and help in automated decision-
making (Schmarzo, 2013; Tapscott & Tapscott, 2016), and thereby gain a compet-
itive advantage (Hashem et al., 2014; Sun et al., 2020).

1.7.1 How ABCD Technologies Complement Each Other

To find how ABCD technologies complement each other, let’s represent each of the
technology using variables and do the analytical representation about their
interaction.

» Artificial intelligence (A): Al improves data processing efficiency for business.
Thus, A = fiDS, M) where DS is the data size and M is the model complexity
(Goodfellow et al., 2016).

* Blockchain (B): Blockchain improves data integrity. Mathematically, B = g(7, S)
where T is transaction volume and S is the security level. (Nakamoto, 2008).
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Fig. 1.2 Synergistic benefits of integrating ABCD technologies (Source: Author)

* Cloud computing (C): Let C depict the scalable nature of cloud computing. It can
be mathematically given as C = h(R, O), where R is resource availability and O is
the operational demand of the resources (Mell & Grance, 2011).

* Data analytics (D): DA generates business insights and is represented as DA = i(-
DS, Q) where DS is data size and Q is the quality of data (Fawcett & Provost,
2013).

1.7.2 Interconnection Between Technologies

For the sake of clarity and easy understanding, we will first integrate two technol-
ogies at a time, perform the analytical modeling, and then assess the overall
efficiency of the technology. The overall efficiency of ABCD technologies is
represented using symbol E and is called Synergistic Benefits of Integrating ABCD
technologies. The complete outlook is shown in Fig. 1.2.

1.7.3 Integration of A and D

The integration of A and D can be represented as
AXD=f(DS,M) X i(DS, Q) (1.38)

Equation 1.38 illustrates how A improves D’s produced insights. Thus, the total
insight /1 generated can be represented as:

I1=k(A X D)=k X f(DS,M) X i(DS, Q) (1.39)

where k is a constant representing the synergy between A and D (Duan et al., 2019).
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1.7.4 Integration of B and C

The integration of B and C is given by Eq. (1.40)
BXC=g¢(T,S) X h(R,0) (1.40)

Equation 1.40 represents how blockchain ensures the integrity of data stored and
processed in the cloud. The total integrity /2 can be represented as:

R=m(BXC)=mX g(T.S) X h(R, 0) (1.41)

where m is a constant signifying the synergy between blockchain and cloud com-
puting (Christidis & Devetsikiotis, 2016).

Based on Egs. (1.39) and (1.41), the synergistic benefits of integrating ABCD
technologies can be mathematically represented by Eq. (1.42)

_I1x12

E=—7

(1.42)

where E represents the synergistic benefits of integrating ABCD technologies, /1 is
the total insight generated by Al and data analytics, I2 represents the total integrity
ensured by blockchain and cloud computing, and 7T is the time taken by each
technology to process and implement.

Through Eq. (1.42), we can see how ABCD technologies complement each other
and enhance overall business efficiency and reduce costs.

Example:
Let us consider a hypothetical case to explain synergistic benefits of integration of
ABCD technologies.

A large retail chain is integrating Al, blockchain, cloud computing, and data
analytics to improve its supply chain and improve consumer experience. The aim is
to realize improved decision-making through predictive insights (Al + data analyt-
ics) and ensure data security and transparency in the supply chain (blockchain +
cloud computing).

Step 1: Calculating 11 (Total Insights from Al and Data Analytics)

The retail chain uses Al to predict customer demand and optimize inventory
management. Data analytics provides historical sales data, and Al enhances these
insights by predicting future trends.

According to Duan et al. (2019), when Al is integrated, it improves the prediction
accuracy by 90% by analyzing the patterns in consumer behavior. Also, Duan et al.
(2019) stated that the synergy factor k = 1.5 is used in scenarios where Al is used to
enhance data analytics process; doing so leads to 50% increase in insight generation
efficiency.

Thus, I1 can be calculated based on Eq. (1.39) as given below:
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I1=k(AX D)=k X f(DS,M) X i(DS,0) =1.5X (90%) =1.5X 0.9=1.35

Thus, the combined use of Al and data analytics yields a 35% improvement over
using only data analytics.

Step 2: Calculating I2 (Total Integrity from Blockchain and Cloud Computing)

The retail chain uses blockchain to secure supply chain transactions, ensuring
data integrity. Cloud computing is used to store and process this data efficiently.

According to Christidis and Devetsikiotis (2016), by integrating blockchain, the
data security improves by 99.9% for all transactions. Christidis and Devetsikiotis
(2016) also mentioned that synergy factor m = 1.2 is observed where blockchain
enhances the reliability and security of cloud-based operations by 20%.

Thus, I2 can be calculated based on Eq. (1.41)

R=mBXC)=mX g(T,S) X h(R,0)=1.2X (99.9%) =12 X 0.999 = 1.1988

The integration of blockchain and cloud computing improves data integrity by
about 19.88%.

Step 3: Calculating T (Time Taken to Process and Implement Technologies)

Manyika et al.(2011) mention that it takes several hours (=5 h) to generate
predictive insights using Al and data analytics, and Deloitte (2016) suggests that
blockchain transactions, while secure, can take anywhere from a few minutes to
several hours to be validated (=3 h).

Thus, total time 7 taken by all the technologies is

T=5+3=8h

Step 4: Calculating the Synergistic Benefits E
Based on Eq. (1.42), we get

p_11x12 135X 1.1988 _ 161838

T 3 o 0.2023

The overall synergistic benefit of integrating ABCD technologies is approxi-
mately 20.23% efficiency gain relative to the total time taken. This value suggests
that the integration of these ABCD technologies provides a significant improvement
in decision-making, security, and overall process efficiency.

1.7.5 Cost Efficiency and Resource Optimization

Another benefit of integrating ABCD technology for businesses is that it leads to
greater cost savings than the sum when they are used individually. This concept is
called as synergistic savings.
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If we define the cost function of assimilating ABCD technology as C(x), and
synergistic savings as S(x), then the cost function can be represented as:

C(x)=Co—S(x)

where Cj is the initial cost without synergy and Cy =A + B+ C + D.
If a is the synergy factor that defines cost efficiency and resource optimization,
then the cost function C(x) can be defined as:

C(x)=[A+B+C+D]—aS(x)

1.7.6 Real-Time Analytics and Decision-Making Speed

If we quantify the impact of integrating ABCD technologies on decision-making,
then the decision-making speed can be mathematically given as

1
Dspeed (initial) = T

process (initial)

where T ocess (iniriary 18 the total processing time.

Exercise

Exercise 1: To understand the fundamental definitions and key
concepts of ABCD technologies

Business Scenario
GlobalMart is a retail company located in numerous nations, selling market goods
both online and through shops. The company tries to simplify processes, increase
customer satisfaction, and boost decision-making by adopting new technologies.
GlobalMart uses Al-powered chatbots to handle customer queries online. These
chatbots understand customer problems, and react in real time, lowering the need for
human intervention. Additionally, for online, Al helps predict customer demand
through analyzing shopping behavior as well as preferences, allowing the
GlobalMart to improve its inventory.

GlobalMart uses blockchain to improve transparency in its supply chain. Each
activity, from purchase to distribution, can be tracked on a blockchain, ensuring
every participant (suppliers, stores, wholesalers) has real-time access to data. This
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transparency allows for monitoring the origin of goods, ensuring that goods are
identified accurately and reducing frauds or disruptions in delivery.

GlobalMart uses cloud computing to grow its e-commerce platform during peak
shopping seasons. The cloud technology helps GlobalMart to raise its server capac-
ity quickly to handle a spike in web traffic. This ensures smooth shopping experience
without interruptions, and GlobalMart only pays for the additional resources it uses
during these periods.

GlobalMart uses data analytics to understand customer behavior better. By
examining purchase history and preferences, GlobalMart can make data-driven
choices about product sales and discounts. Predictive analytics models help predict
future sales trends, while prescriptive analytics suggest the ideal stock levels to keep
to avoid overstocking or understocking during different seasons.

Tasks and deliverables: You are required to write a report summarizing the use of
ABCD technologies by GlobalMart.

Exercise 2: Business Impact Analysis

There are four business scenarios given below and you are required to analyze the
impact of ABCD technologies on business operations.

Business Scenario 1:
Industry: E-commerce
Company: Flipkart

Flipkart, one of India’s largest e-commerce platforms, uses Al to enhance cus-
tomer experiences. Al powers product recommendations, personalized search
results, and voice recognition features. Flipkart’s Al-driven chatbots interact with
customers in multiple languages and thus answer queries in almost all major Indian
languages.

Business Scenario 2:
Industry: Financial services
Company: Yes Bank

Yes Bank adopted blockchain technology to improve its financing operations.
Blockchain helps digitize processes, ensuring secure, transparent, and real-time data
sharing. Also using smart contracts, Yes Bank automates and enforces the terms of
agreement between parties.

Business Scenario 3:
Industry: Media and entertainment
Company: Hotstar (now Disney+ Hotstar)

Hotstar, a popular Indian streaming service, uses cloud computing to deliver
video content to millions of users, even during high-traffic events like the Indian
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Premier League (IPL). The scalability of cloud infrastructure allows Hotstar to
handle massive user traffic spikes, ensuring uninterrupted service during live events.

Business Scenario 4:
Industry: Retail
Company: Reliance Retail

Reliance Retail, India’s largest retail chain, uses data analytics to understand
customer buying patterns, predict demand, and optimize inventory. By analyzing
data from millions of transactions, Reliance Retail tailors product offerings to suit
different regions and customer preferences. Data analytics also helps improve supply
chain management by predicting stock shortages and optimizing warehouse
management.

Task and deliverables: Discuss how ABCD technology has transformed the
industries as mentioned in the four business scenarios above.

Exercise 3: Interconnectedness of Technologies

A retailer needs to optimize its supply chain as it faces challenges such as demand
forecasting, data integrity, resource allocation in the cloud, and securing transactions
across its supply chain. To solve these problems, the retailer decides to integrate
artificial intelligence, blockchain, cloud computing, and data analytics.

The retailer uses Al to improve the demand forecasting and data analytics to
refine the predictions. It was observed that Al model improves the demand forecast-
ing by 85% and data analytics refined the predictions by 90%.

The retailer further uses blockchain to secure all its transactions and cloud
computing to process the transactions securely. The outcomes are that blockchain
improves the transactions by 99.8% and 72% of data is secured by cloud computing.

It is also observed that the synergy factor for integrating Al and data analytics is
1.5, and the synergy factor for integrating blockchain and cloud computing is 1.2.

The total time to process and implement both technologies is 4 h.

Evaluate the overall efficiency of implementing the ABCD technologies.

Hint:

IN=k(AXD)=15X0.85X0.9=1.1475

R2=mBXC)=12X0.998 X 0.72=0.8628

CI1xI2 1.1475 X 0.8628

E=—7F )

=0.247

Thus overall efficiency for the retailer increases by 24.7% after implementing
ABCD technologies.
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Exercise 4: Case Study Analysis

Assume an online retailer uses cloud services for improving business efficiency. The
total cost C(T) includes:

» A fixed subscription fee: C; = 600
» A variable cost based on compute, storage, and network usage, with the following
usage patterns:

— Compute resource usage:
Ucompure) = 8 + 0.3t units, with a cost per unit of compute usage,
Ccompute = 15
— Storage usage:
Ustorage(t) = 20 GB at a fixed rate, with a cost per GB, ¢gprq5 = 3/GB
— Network bandwidth usage:
ubandwidth(t) =2 + 0.2t GB with a cost per GB, Chandwidth — 10/GB

The company also uses cloud-based platforms to track transaction logs, user
behavior, and system activities. The logs grow over time with the following rates:

» Transaction logs at time t, ¥y,,(t) =5 + 0.2t
»  User activity logs at time t, ¥z, () = 3
» System logs at time t, re,(t) = 2 + 0.1¢

The company has also employed cloud-based data analytics to forecast future
sales trends. The rate of decision-making grows exponentially with £ = 0.05 by
using cloud-based analytics.

To ensure customer experience especially during peak hours, online retailer has
modeled the response time using cloud-based platform to be R(f) = 1 + 0.1¢.

The company wants to conduct a detailed analysis of how the implementation of
cloud computing has improved business outcomes. (For simplicity, the company
wants to test the results for 10 h.)

Results
In this scenario, cloud computing enhances the business’s operational efficiency,
transparency, decision-making, and customer experience:

* Business efficiency: The total cloud service cost for 10 h is 2925, reflecting
resource usage (compute, storage, and network bandwidth).

* Transparency: The cloud platform processes 115 units of data, providing real-
time insights into business operations.

* Decision-making: Cloud-based analytics improves decision-making by 72.97 =
13 times over 10 h.

* Customer experience: The total response time during peak times is 15 times.
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Chapter 2 ®)
Understanding Artificial Intelligence ey

Abstract This chapter examines how artificial intelligence (AI) and machine learn-
ing (ML) may help businesses evolve. It offers a fundamental overview of Al,
including its history, types, and algorithms. The chapter analyzes the economic
implications of Al adoption, emphasizing advantages such as revenue growth, cost
savings, efficiency improvements, and risk reduction, which are depicted using
mathematical models. Several Al applications in business processes are discussed,
including process automation, decision-making, and customer experience adapta-
tion. Al-powered automation, predictive analytics, and supply chain optimization are
among the key themes highlighted, as well as potential futures. Ethical issues for Al
adoption are also discussed, including a job displacement, privacy, bias, and trans-
parency. The chapter ends by discussing legal frameworks such as GDPR and
HIPAA, highlighting the need for compliance in ensuring responsible Al usage in
businesses such as banking, healthcare, and human resources.

Keywords Artificial intelligence (Al) - Machine learning (ML) - Economic impact
of AI - Al trends - Ethical Al - Regulatory frameworks - Revenue growth - Cost
reduction - Pricing models

2.1 Introduction

The chapter delves further into Al and machine learning, as well as its implications
for business. The chapter’s goal is to give readers with both basic information and
practical insights into AI’s role in corporate transformation. The chapter opens with
an fundamentals of AI and ML, including history, types, and basic algorithms. The
second section discusses the economic implications of Al adoption, demonstrating
how Al generates revenue growth, cost savings, efficiency benefits, risk reduction,
and return on investment (ROI) for all three kinds of ML using hypothetical
scenarios. The chapter goes on to look at various Al applications for optimizing
business operations, particularly in Al in Business Process. Finally, in the last part,
the chapter discusses future trends and ethical considerations for Al, providing
insights into the responsible and strategic use of Al in business.
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2.2 Fundamentals of AI and ML

Al and ML are two transformational technologies that are altering the way we do
business. The section begins with a history of artificial intelligence, charting its
progression from mythical ideas to the complex systems used today. The section
delves more into the many forms of Al, ranging from narrow Al, which is intended
to accomplish certain tasks, to general Al, which seeks to reproduce human-like
cognitive abilities. Within Al, the three forms of narrow AI—ML, neural networks
(NN), and natural language processing (NLP)—are thoroughly addressed.

2.2.1 History of AI

The history of artificial intelligence is a rich complex journey spanning many
centuries, beginning with early philosophical research regarding the nature of
thoughts and intellect.

Early Foundations (1940s—1950s)

The early foundations of Al began when Alan Turing published a research paper
Computing Machinery and Intelligence in 1950 (Turing, 1950). In the paper, Turing
introduced the concept of machines performing tasks that require human intelligence
and named it Turing Test. At the same time, John von Neumann laid the foundation
of computer architecture capable of performing the logical operations (Al-Hashimi,
2023).

In 1955, Allen Newell and Herbert Simon proposed the early Al programs that
could solve the mathematical problems simulating the human brain process. They
called the program Logic Theorist (Gugerty, 20006).

In 1956, John McCarthy, Marvin Minsky, Nathaniel Rochester, and Claude
Shannon organized conference at Dartmouth College, where the term artificial
intelligence was coined and was proposed to be part of the academic curriculum
(Dick, 2019).

The 1960s saw the growth of Al with programs that simulate human behavior.
Some of the programs developed are Symbolic AI, ELIZA, and SHRDLU (Toews,
2019). This was the time when first robotics and machine learning algorithms were
also developed, laying the foundation of future Al developments.

The 1960s witnessed the early optimism surrounding AI, motivated by the
expectation that human-level artificial intelligence may be realized in the near future.
Researchers like Marvin Minsky and John McCarthy, who were among the pioneers
of Al played crucial roles at that time. They anticipated that Al could imitate human
intellect within a few decades (Jiang et al., 2022).

The 1970s witnessed considerable developments in expert systems, which were
Al meant to imitate human competence in specific domains. One well-known
example is MYCIN, a rule-based system built for medical diagnostics (Yoon &
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Adya, 2003). These systems exhibited AI’s capacity to solve practical, real-world
challenges, notably in decision-making domains.

Amid early enthusiasm, by the late 1970s, it became evident that Al technology
had limitations. Al systems had restricted capacity because of limited processing
power, and also failed to scale up without access to massive datasets. These issues,
along with overpromising and under delivering, led to a disappointment called as the
Al Winter (Toosi et al., 2021). During this period, funding for Al research was
substantially reduced, and development stalled considerably. Many in the scientific
community became doubtful about AI’s capacity to acquire human-like intelligence
in the near future.

In the 1980s, Al saw a revival, partly owing to the discovery of neural networks.
The creation of the backpropagation method by Geoffrey Hinton, David Rumelhart,
and others allowed for successful training of neural networks, which permitted to
handle challenging tasks (Werbos, 1988). Also, this time saw a move from the
previous rule-based expert systems to learning-based systems, where Al models
could learn patterns from data instead of depending on predefined rules. Neural
networks become key to this new method. The success of neural networks in
handling non-linear problems, such as pattern recognition, renewed interest and
investment in Al, signaling the end of the Al Winter.

In the early 2000s, an exponential rise of big data and the emergence of powerful
computer infrastructure prepared the path for improvements in Al. With access to
enormous datasets and upgraded technology (like GPUs), Al researchers could train
more complicated models, notably neural networks. This decade witnessed the
emergence of deep learning, a subset of Al that focuses on training huge, multi-
layered neural networks to identify trends in data. Researchers like Geoffrey Hinton,
Yann LeCun, and Yoshua Bengio were pioneers in this development. Deep learning
proved particularly successful in applications such as image identification, audio
processing, and natural language understanding (Emmert-Streib et al., 2020).

By the 2010s, Al has progressed beyond research laboratories into daily use.
Speech recognition became prevalent with the development of virtual assistants like
Siri (Apple) and Google Assistant (Rafiq, 2023). Al also finds significant usage in
computer vision, enabling applications like face recognition and autonomous vehi-
cles (Garikapati & Shetiya, 2024). Al started to drive recommendation engines, with
businesses like Netflix (Medium, 2023) and Amazon (Haleem et al., 2022) applying
it to propose movies, products, and services based on customer interests and activity.

In 2016, AlphaGo, an Al built by Google DeepMind, beat the world champion in
the complicated board game of Go (Borowiec, 2016). This was a tremendous
advance, displaying the capability of deep neural networks paired with reinforce-
ment learning. It proved AI’s capacity to solve strategic and complex issues that
were previously believed out of reach for Al.

By the 2020s, as Al was more used in daily life, concerns regarding its ethical
usage have increased (Parsons, 2020). Issues such as biases in Al systems, privacy
issues, and the possibility for job displacement have spurred worldwide conversa-
tions regarding the ethical development and use of Al technology. There is a rising
need for Al regulatory frameworks to guarantee that Al is created in a manner that is
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fair, transparent, and responsible (which is also discussed in Sect. 2.5.3 of the
chapter). Policymakers, academics, and businesses are actively considering how to
make ethical use of Al while supporting innovation. As Al continues to advance,
setting guidelines for ethical Al has become an emphasis area.

2.2.2 Basic Concept of AI and ML

We already know that Al enables a machine to perform tasks that require human
intelligence. The way machine does that is to learn from the data and then make
decisions to achieve specific goals. The section of Al that makes machine learn from
the data and perform the tasks is called machine learning or ML. There are three
categories of Al:

1. Narrow Al Al systems that are designed for specific tasks by learning from
the data.

2. General AI: Al systems that can perform the intellectual tasks that human can do.

3. Superintelligence AI: Al systems that surpass human intelligence across all fields.

General Al (GAI) and superintelligence Al (SAI) do not exist and still remain
theoretical concepts to date.

ML is a type of narrow Al wherein the systems learn from the data and improve
over time without even programmed.

There are four types of ML (as is already discussed in Chap. 1):

. Descriptive MLL
. Diagnostic ML
. Predictive ML

. Prescriptive ML

AW N =

Though we study in detail about each type of ML in Chap. 5, here we are going to
understand the types of ML with basic examples.

2.2.2.1 Brief Description About Each Type ML

Descriptive ML
Descriptive ML is used to summarize the data and based on which businesses
understand trends and patterns. The common type of descriptive ML is given below:

* Data aggregation: Data aggregation means summarizing large datasets to under-
stand the patterns. For example, retail stores use data aggregation to see the sales
across multiple stores and then calculate the total revenue.

* Data visualization: Data visualization represents the data in pictorial format (such
as bar charts, pie charts, histograms, or line charts) and then understand the trends
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or patterns. For example, the company generates the pie chart to see the portion
sales of particular items at all of its stores.

* Reporting: Reporting the structured summary of the historical data, which is also
called dashboards. A monthly marketing report or the monthly employee atten-
dance report is an example of reporting.

* Summary Statistics is the most common type of descriptive analytics analytics.
Descriptive analytics used and calculates the basic statistical measures such as
mean (average), median, mode, variance, and standard deviation, which help
summarize the distribution and central tendencies in the data, for example,
calculating the average sales or finding the standard deviations in the weights
of the products to find product consistency.

Diagnostic ML

The diagnostic ML helps to understand the reasons behind the past events by
analyzing the trends, patterns, or correlations. The three main techniques for diag-
nostic ML are:

» Correlation analysis: Correlation analysis helps to understand the relationship
between two or more variables and determine if they are correlated or not. For
example, we can find the correlation between social media reviews and online
sales.

» Time series analysis: Time-series analysis involves analyzing the data collected
over a longer time period to identify the trends, seasonality, or cycles. For
example, we can use the time-series analysis to understand the sale of the
particular product over a period of time and then identify on which months the
sale is high.

* Hypotheses testing: Hypotheses testing is used to make statistical inferences
about population based on the sample data. We can use hypotheses testing to
test whether the particular marketing campaign helps to increase sales or not.

Predictive ML

Predictive ML uses the historical data and uses the ML to forecast the future. There
are two types of predictive ML that are commonly used by businesses: supervised
and unsupervised learning.

Supervised learning

In supervised learning, the model is built on labeled data, where the input data
and output label are given. The objective is for the model to gain insights into the
relation between inputs and outputs to make predictions on new, unknown data.

The types of supervised predictive analytics are:

(1) Classification: Classification predicts binary results by giving data points to
one of several classes, for example, to classify the email as spam or not spam, or
the transaction as fraud or not fraud. The algorithms are Decision Trees, Logistic
Regression, Support Vector Machines (SVM), and Random Forest.

(2) Regression: Regression predicts continuous numerical results determined
by input variables. It describes the association between dependent and
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independent variables, for example, to predict the house price based on location
and the number of bedrooms, or sales forecast based on advertising and market
trends. The algorithms are Simple Linear Regression and Multiple Linear
Regression.

(3) Time-series forecasting: Time-series forecasting examines datasets gath-
ered over time to predict future values based on trends, seasonality, and cycles. A
retailer uses time-series forecasting to predict future demand for a product based
on prior sales data. The algorithms are ARIMA model (Auto-Regressive Inte-
grated Moving Average) and VAR model.

Unsupervised learning

In unsupervised learning, the model is trained on data without labels. The aim
is to find patterns, structures, or relationships inside the data. Although
unsupervised learning is more frequently associated with descriptive and diag-
nostic analytics, it can also be used in predictive analytics to group data and make
predictions based on trends.

The types of unsupervised predictive analytics are:

(1) Clustering: Clustering is used in predictive analytics to group data points
into clusters, allowing businesses to predict outcomes based on group character-
istics. A company uses clustering to group customers into segments and predict
which group is more likely to respond to a new marketing campaign. The
algorithms are K-Means Clustering and Hierarchical Clustering.

(2) Association rule mining: Association rule mining discovers correlations or
trends between variables within huge datasets. Examples include predicting
which products are likely to be purchased together based on transaction history
or giving recommendations to customers based on products which are bought
together. The algorithms are Apriori Algorithm, Eclat Algorithm, and FP-Growth
(Frequent Pattern Growth).

Prescriptive ML

Prescriptive ML uses data, algorithms, and predictive models for recommending
specific measures for improved decision-making. It goes beyond forecasting out-
comes to provide actionable insights into what needs to be done to achieve the
intended outcome. Prescriptive machine learning assists businesses in areas such as
supply chain optimization, targeted marketing, and financial planning by simulating
multiple situations, allowing them to assess the optimal action based on desired
outcomes.

2.3 Economic Implications of AI Adoption

Al adoption is economically transforming the businesses in three ways: (a) revenue
growth, (b) reducing costs, (c) efficiency gains, and (d) risk reduction. In this section,
we will cover all of the abovementioned benefits of Al with examples.
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2.3.1 Revenue Growth with Al

Al helps businesses to increase the revenue through customized suggestions and
dynamic pricing among others (Gatera, 2024). If R(¢) is the revenue at time #,then the
rate of revenue can be defined as

‘”;—@ — aR(1) 2.1)

In Eq. (2.1) a is the growth rate constant which indicates revenue growth due
to AL

Eq. (2.1) assumes that revenue will continue indefinitely; however, market may
decline due to saturation or competition. Thus, the limiting factor K is introduced. As
the revenue reaches K, the growth slows down, and the rate of revenue can be given
by Eq. (2.2):

dR(t R(t
% — aR(1) (1 - %) (2.2)
In Eq. 2.2), 1 — % represents the fraction of the market that has not yet been

captured. When R(?) is small, 1 — % is close to 1, which means that there is growth

potential, and as R(f) approaches K, the growth potential is less.
The final equation of revenue R(f) can be obtained by integrating Eq. (2.2), and is
as given in Eq. (2.3)

(2.3)

To understand the working of Eq. (2.3), suppose a company has an initial revenue
Ry = 10,000. The company operates in a market with limiting factor K = 100,000.
The growth rate a is 0.1 per year. We want to determine the revenue R(f) at any time
t and specifically calculate R(¢) after 5 years.

If we substitute the given data in Eq. (2.3), we get

100,000

- 100,000 — 10,000\ _ —0.145
1+ ( 10,000 )e

R(5) =15,480.94

Thus, after 5 years, the revenue of the company will be 15,480.94, and will
continue till the limiting factor, K = 100,000.

As an example, businesses like Amazon and Netflix experienced rapid growth
initially; however, due to increased competition and market saturation, their growth
rates moderated despite continued revenue increases.
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2.3.2 Reducing Costs with Al

The cost reduction due to the use of Al can be modeled using optimization problem,
wherein we are required to minimize the cost subject to constraints (Islam et al.,
2020). The best method to solve the optimization problem is through Lagrange
multiplier (Vadlamani et al., 2020).

If total cost, C(L,A), depends on

» Labor cost (L), and
* Al investment (A)

then objective function is given by Eq. (2.4)
C(L,A)=Cy—y,L* —7,A” (2.4)

The equation shows that cost C(L,A) decreases as labor L is reduced and as Al
investment A increases. y; ,nd Yy, are constants representing the effects of labor and
Al on cost reduction, respectively.

Constraint:

The constraints are the total cost of labor (L) and Al (A), which should not exceed
budget, B. Thus,

L+A=B—B—-L—-A (2.3)
Lagrange Multiplier Approach:
Now, the we need to set the Lagrange multiplier approach, which combines total
cost and constraints using the new variable A.

L(L,A,2) = C(L,A) + A(B—L—A) (2.6)

Differentiating the equation w.r.t L, A, A, we get Egs. (2.7), (2.8), and (2.9),
respectively

% = -2y L—-4A=0—1= —2y,L (2.7)
OL A= a—0—d= —2p,A (2.8)
0A

%%zBfoA:OHL+A:B (2.9)

Equating Eqs. (2.7) and (2.8)
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—2yL= —2pA

L="4
7

Also, substituting Eq. (2.10) into constraint Eq. (2.9), we get

L+A:B—>}}j—2A+A:B
1

By,
(r1+7)

Thus, the equation of L is

By,
(r1 +72)

Example, if B = 100,

71 = 2 (Labor cost coefficient)
y> = 3 (Al cost coefficient)

Cost without Al:
As there is no Al cost involved, the constraint is

L=B
and the cost function includes labor cost only
C(L,0)=Co—y,L>=Co—1,B’
Thus, cost without Al is
C(L,0)=1000 — 2.(100)2 = —19,000

Cost with AI:

A= —"—— =100
(r1 +72)

L="24—=¢60
71

Total cost with Al is

39

(2.10)

(2.11)

(2.12)
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C(L,A) = 1000 — 2(60)* — 3(40)* = —11,000

Thus, cost reduces from 19,000 to 11,000 with Al

2.3.3 Efficiency Gains with AI

The efficiency gains with Al for businesses can be evaluated using the Cobb—
Douglas production function. The model represents the relationship between inputs
(such as capital, labor, and Al) and finds the efficiency gains for businesses.

Mathematically, the Cobb-Douglas production function can be given in
Eq. (2.13)

E(K,L,A)=Ag.K*.L' (2.13)

where

K = amount of capital invested

L = Labor involved

A = Investment in Al

Ao = Base efficieny constant without Al

K” = if capital K increases, efficiency also increases to the power a

L' = % = if labor increases, efficiency also increases to the power 1 — a

Efficiency gain without AI:
If without Al, Ag = 10, K = 100, and | = 50.
a = 0.4 (means 40% efficiency comes from capital and 60% from labor)

E(K,L,A)=10.100"*50" 04 ~ 882.31

Thus, without Al the efficiency gain is approximately, 882.31.

Efficiency gain with Al:
With Al investments, the overall efficiency increase is reflected by an increase in
base efficiency constant.
Let us assume that Al boosts the base efficiency constant Ay = 10 to Ay =15
Thus,

E'(K,L,A)=15.100"%.50" % ~ 1323.47
Overall, efficiency gain

AE =1323.47 — 882.31 =441.16 units of efficiency gain.
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2.3.4 Risk Reduction with AI

The risk reduction can be calculated using predictive analytics and proactive risk
management. We will be using stochastic differential equation (SDE) to describe
how Al impacts risk reduction. Equation (2.14) explains the equation

dR(t) = —AR(t)dt + oR(t)dW, (2.14)

In Eq. (2.14),

dR(t) = change of risk over time

A = rate of risk reduction over time

o = uncertainity is risk reduction (volatility)

dW, = Wiener process that models random motion over time in stochastic process

Risk Reduction without Al:
Based on Eq. (2.14), the risk reduction without Al is given as:

dR(1) = oR(1)dW, (2.15)

The first part from Eq. (2.14) is not considered because there is no risk
management.

Example:

Without AI: Suppose risk starts at 100 units. Over time, the risk will fluctuate due to
market conditions. At time ¢t = 1, risk might increase to 105 or decrease to
95, depending on the Wiener process, with no systematic reduction.

With Al Starting at 100 units, Al systematically reduces risk. At ¢ = 1, the
systematic reduction of 5% brings risk down to 95 units (because 100 —
(0.05 x 100) = 95). While the stochastic term might add some fluctuation, the
overall trend will be downward. At ¢+ = 2, risk might reduce further to around
90 units, modulated by random fluctuations.

2.4 Al in Business Process

Al has a disruptive impact on business operations by automating processes, improv-
ing decision-making, streamlining supply chains, increasing customer satisfaction,
and decreasing expenses. In this section, we examine particular Al applications in
business processes using mathematical models and examples.
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2.4.1 Al in Process Automation

Al helps to automate the repetitive tasks through robotic process automation (RPA).
RPA leads to increased efficiency and reduces the operational costs to do the
repetitive tasks.

If N is the number of tasks (which also include repetitive tasks) and T is the time
required to complete these tasks manually, the efficiency to complete all the tasks
can be given by Eq. (2.16)

Epanval = % (216)

With the introduction of Al, X% of the tasks (which are repetitive) gets reduced
and the overall efficiency is as stated in Eq. (2.17)

N

Bv=ry

(2.17)

To see how Al impacts efficiency, we take the derivative of Eq. (2.17)

dEy4; N
AL 2.18
dTar 7%, (2.18)

Equation (2.18) shows that as T4; decreases, efficiency increases.

Example:
Assume that the business is using RPA to minimize the time required to complete the
business orders. The business requires to process 1000 orders in 10 h every day.
After the introduction of Al, it is observed that 30% of the tasks are repetitive, and
thus the time required to process these orders can be reduced. Find the new efficiency
of processing orders and the rate of change of efficiency change.

Using Eq. (2.16), we have

Eanuar = 9% =100 orders per hour

With the introduction of Al, 30% of the tasks (which are repetitive) get reduced
and the overall efficiency can be taken from Eq. (2.17)

Ty =10X (1-0.30)=7h

Es; =19 ~ 142.86 orders per hour

Rate of change of efficiency j?:; = — 12& = —20.41 orders per hour?

The negative sign shows that efficiency increases as processing time decreases.
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2.4.2 Al to Improve Decision-Making

Al uses predictive analytics to forecast future events, which helps businesses to
make informed decisions. Assume that the business uses predictive model using
simple linear regression model to predict sales S(¢). The sales depends on historical
data for marketing spend (M) and seasonal factors 6(t).

S(1) =a+ M + ,0(1) (2.19)

where a is intercept and f, ff, are regression coefficients.
The rate of change of sales with respect to time is given as

as(t) , do(r)
- =p I (2.20)
Equation (2.20) shows how seasonal variations affect sales over time.
The total sales over time (from t = 0 to t = T) are given by Eq. (2.21)
T
St = [t piM + p2000) (221)
0

If () = sin (¢) [seasonal factor], then total sales can be given by Eq. (2.22)

Stotas =T + piMT + (1 — cos(T)) (2.22)

Example:
A company wants to forecast sales based on the marketing spend M and a seasonal
factor 8(¢) = sin (f). The sales prediction model is

S(¢) =500 + 10M + 100 sin(r)

Find the total sales over a period of 6 months 7 = 6 if marketing spend M = 200.
Step 1: Define the sales function.

S(¢) =500 + 10M + 100 sin(r)
Substitute M = 200 into the sales function:
S(t) =500 + 10(200) + 100 sin(z) =2500 + 100 sin(t)

Step 2: Integrate the sales function over 6 months. To find the total sales over
6 months, using Eq. (2.21), we get



44 2 Understanding Artificial Intelligence

T 6
Siotal = / (a+ M + B0(1)).dt = / (2500 + 100 sin(r)).dt = 15,003.98
0 JO

Thus, the total predicted sales over 6 months are approximately 75,003.98 units.

2.4.3 Al in Supply Chain Optimization

Al helps optimize the supply chain using predictive analytics to forecast demand and
manage inventory. By doing so, the businesses can minimize the costs while making
sure that the products are available.

If C(¢) is the total cost of managing the inventory over time ¢ and the inventory
includes the following costs H(Q), ordering costs O(Q), and stockout costs S(Q),
where Q is the inventory quantity, the total cost is given by Eq. (2.23)

C(1)=H(Q) + 0(Q) + 5(Q) (2.23)

Optimizing Inventory Costs:
To minimize total costs, we differentiate C(Q) with respect to Q and set it to zero
to find the optimal order quantity O

dc
a0~ 0
This helps identify the inventory level that minimizes total costs.

Total Cost over Time:

To compute the total cost over a period from ¢t = 0 to T, we use Eq. (2.24):

T
Cirotal = / C(t).dt (2.24)
0

Equation (2.24) gives the overall cost of maintaining inventory over time.

Example:
A retailer uses Al to optimize its inventory management. The total cost of holding
and ordering inventory is modeled as C(Q) = 200 + 100Q — 20?, where Q = 50 is
the order quantity. Find the optimal order quantity Q*that minimizes the total cost,
and calculate the total cost savings over time.

Step 1: Find Q™:

To find the optimal order quantity Q*
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dc(Q) —0
do
Thus,
d(200 + 1000 — 20%) 100 -40—0
do =100—40=
Q" = 25 units

Step 2: Compute Cost Savings:
As the original order quantity was Q = 50, the original cost is:

C(Q) =200 + 100Q — 20* = C(50) =200 + 100.50 — 2(50)° = 1450

Step 3: Calculate the Total Cost at the Optimal Order Quantity:
Substitute Q" = 25 into the cost function:

C(Q) =200 + 100Q — 20 = C(25) =200 + 100.25 — 2(25)* =950

Thus, the total cost savings by optimizing inventory is 1450—950 = 500.

2.4.4 Al in Customer Experience Personalization

Al uses machine learning algorithms to assess customer behavior and provide
tailored suggestions, hence increasing customer satisfaction. Personalization algo-
rithms use past data to strengthen marketing campaigns and forecast customer
preferences.

Due to level of personalization P due to Al, customer satisfaction is denoted by
C(P), and can be modeled by Eq. (2.25)

C(P)=a+ bP (2.25)

where a is the base customer satisfaction and b is the contribution of personalization.
Thus, the rate of change in customer satisfaction can be given by Eq. (2.26)

dac
P b (2.26)
Equation (2.26) indicates that as level of personalization increases, customer
satisfaction improves linearly.
Total customer satisfaction over a time period from r = 0 to T is given by
Eq. (2.27)
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Croat = /0 TC(P(t)).dt (2.27)

If personalization increases over time at P(f) = k. ¢, then the total customer
satisfaction becomes

bkT?
2

T
Ciotal :/ (a+ b.kt).dt=aT +
0

Example:
A streaming service uses Al to personalize movie recommendations; customer
satisfaction is mathematically modeled as C(P) = 80 + 5P, where P is the level of
personalization, which increases at p(f) = 0.5¢ over time. Find customer satisfaction
over a 10-month period.

Step 1: Define the customer satisfaction function

Using Eq. (2.25), we get

C(P)=a+ bP=80+ 5P =80+ 5(0.5)t =80 + 2.5¢

Step 2: Total Customer Satisfaction over 10-month period
Using Eq. (2.27)

T 10
Coomat = / C(P(1)).di = / (80 +2.5¢).d = 925
0 0

Thus, the total customer satisfaction is 925 units.

2.4.5 Al in Cost Reduction Through Automation

Al reduces operational costs by automating complicated processes and optimizes
resource allocation. Cost reductions from Al may be predicted and measured
over time.

If C(t) be the cost of business process and it decreases exponentially over time due
to Al automation, the cost reduction over time can be modeled as in Eq. (2.28):

C(t)=Coe ™ (2.28)

where Cj, is the initial cost, and k is the rate of cost reduction.
Total cost savings over a time period from ¢t = 0 to T are given by Eq. (2.29)
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T
S(T):/ Coe’k’.dt:%(l—e’”) (2.29)
0

Equation (2.29) represents the total savings as Al automates tasks over time.

Example:
A company automates its customer service operations using Al Initially, it costs the
company 500,000/— per year. The cost decreases at a rate of 10% per year after Al
implementation. Calculate the total cost savings over 5 years.

Using Eq. (2.28), we get

C(t) = Coe ™M =500,000.¢ 1

To find the total cost savings over 5 years, we use Eq. (2.29)

T 5
S(T) = / Coe M.dt = / 500,000.e 1 .dr = 1,967,500/ —
0 0

Thus, the total cost savings over 5 years are 1,967,500/—.

2.5 Future Trends and Ethical Considerations

The fast advancement of Al enables businesses to transform their business processes.
However, in addition to these advances, businesses should address ethical and
regulatory challenges. While implementing Al systems, businesses should consider
Al trends, ethical issues, and regulatory frameworks. By doing so, businesses will
profit from AI while adhering to ethical and ethical guidelines. This section covers
all the three parts in depth, with examples.

2.5.1 AI Trends

Al has swiftly altered businesses by delivering innovative methods to simplify
operations, improve decision-making, enhance customer experiences, and foster
development. Table 2.1 covers some of the important developments in Al for
businesses, with examples.

Table 2.1 shows that Al is significantly altering the way businesses function
across different sectors. Through Al-powered automation, businesses are simplify-
ing common and repetitive processes. In predictive analytics, Al is allowing busi-
nesses to make data-driven choices by evaluating past data and anticipating future
patterns, helping them comprehend customer behavior and market expectations.
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Al trends Explanation Examples
Al-powered Al-powered automation included the | UiPath uses the RPA platform for
automation robotic process automation (RPA), invoice services and customer queries
where the repetitive and routine tasks | for companies like GE
are handled by Al Amazon uses RPA to automate its
warehouses to ensure quick delivery
Al predictive The predictive analytics uses Al to Netflix uses predictive analytics to
analytics analyze the historical data and forecast | recommend movies and shows based

trends

on viewing history

Walmart manages its inventory to
predict product demands based on the
customer buying behavior

Amazon uses predictive analytics as
recommender systems, wherein it
gives recommendations based on
historical data

Spotify also implements predictive
analytics based on users’ listening
habits to create the playlist

Supply chain

Al helps business to manage supply

DHL employs Al to manage its

optimization change by predicting demand. This logistics network, forecasting deliv-
helps business to manage inventory ery times and routes to ensure prompt
and rationalize logistics delivery while decreasing fuel usage
and transportation expenses
Unilever employs Al to estimate
demand for its goods, allowing it to
better manage inventory and produc-
tion timelines, reduce waste, and
improve supply chain efficiencies
Sales and Al is being applied to boost sales and | Salesforce’s Einstein Al assesses
marketing marketing by studying customer customer data and recommends the
behavior, refining advertising next best step for salespeople, thereby
methods, and digitizing marketing streamlining the sales process and
campaigns. Al in sales and marketing | increasing sales conversions
is referred to as predictive marketing | HubSpot makes use of Al for auto-
since it predicts which customers are | mating marketing tasks like email
most inclined to purchase a product or | advertising and social media man-
react to a marketing message agement, reaching the appropriate
consumers at the right time with tai-
lored messaging
Financial Al is revolutionizing the financial ser- | JPMorgan employs Al for contractual
services vices business by providing more analysis and fraud detection, mini-

effective fraud detection, credit rating,
and automated trading. Al algorithms
examine massive information to find
trends, anticipate risks, and automate
financial decision-making

mizing the time required to examine
documentation and identify forged
transactions

MasterCard uses Al to identify and
avoid fraud in real time through
investigating transaction data and
detecting suspect patterns

(continued)
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Al trends Explanation Examples

Healthcare Al is transforming healthcare by IBM Watson examines medical
assisting in diagnosis, personalizing records, clinical study, and patient
therapies, and optimizing hospital data to help doctors in discovering
operations. Al-powered tools examine | and curing diseases
medical data, assist doctors in making | Zebra uses Al to examine medical
accurate choices, and offer higher images data (such as X-rays) to iden-
quality treatments tify diseases faster and with better

accuracy

Human Al tools simplify the employment HireVue applies Al in evaluating

resources and process, scan prospects according to prospects through video interviews,

recruitment established criteria, and even examine | studying facial movements, voice,

employee performance to predict
turnover or recommend customized
strategies for growth

and vocabulary selection to prioritize
prospective employees

Pymetrics applies Al and
neuroscience-based tests to rate pro-
spective employees’ cognition and
emotive attributes, aligning them to
acceptable job tasks without human
bias

Manufacturing
and Industry
4.0

The merging of Al in manufacturing,
frequently referred to as Industry 4.0,
where Al and data-driven systems
assist in improving output processes.
Al-powered systems observe machin-
ery, identify possible breakdowns, and
optimize product quality

Siemens employs Al in its production
facilities to forecast equipment main-
tenance requirements, avoiding
downtime by resolving problems
before they become significant. The
technology collects sensor data from
equipment and utilizes predictive
analytics to warn potential complica-
tions

GE employs Al in its industrial pro-
cesses to maximize production
schedules, eliminate waste, and
ensure uniform product quality across
its plants globally

Supply chain optimization is another significant area where Al is having an impact,
helping businesses to forecast demand, manage inventories, and improve logistical
operations. Al is also transforming sales and marketing by automating campaigns,
evaluating customer needs, and improving advertising methods to reach the appro-
priate audience at the right time. In the financial sector, Al helps fraud detection,
simplifying financial decisions and strengthening risk management. Healthcare is
benefitting from Al via better diagnosis, individualized treatment plans, and stream-
lined hospital operations, boosting the quality of patient care. In human resources, Al
is being used to simplify recruiting procedures, measure employee performance, and
decrease bias in hiring. Finally, in manufacturing and Industry 4.0, Al is improving
production processes, forecasting maintenance requirements, and ensuring product
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quality. Overall, Al is driving creativity, enhancing operational efficiency, and
helping businesses to be more flexible and agile in today’s environment.

2.5.2 Ethical Issues with AI

As Al continues to revolutionize the way businesses operate, it also raises certain
ethical issues. The role Al takes in businesses such as automating processes,
evaluating customer data, optimizing supply chains, and making decisions might
also unwittingly perpetuate biasness, infringe on privacy, and cause transparency
problems. Additionally, the loss of employment, uneven access to Al technology,
and lack of accountability in decision-making further underline the need for ethical
principles. Table 2.2 lists the ethical concerns for the benefits listed in Table 2.1,
highlighting the ethical issues that accompany each advantage of Al adoption.

From Table 2.2, we recognized the ethical issues of deploying Al in many sectors
(albeit the sectors examined are not comprehensive). It was discovered that the
ethical issues in each sector varied greatly, necessitating specific techniques to
solve these challenges successfully. The solutions presented in Table 2.2 are broad
and general in nature, and it is the obligation of businesses adopting Al technology to
either accept the proposed approaches or build customized methods that correspond
with their unique ethical concerns. However, the answers alone may not be adequate
to entirely reduce ethical issues. There is also a significant requirement for regulatory
compliance, which guarantees that Al deployment follows legal frameworks and
ethical norms, a subject we shall discuss in the last part of this section.

2.5.3 Regulatory Frameworks for AI Implementation

As businesses use Al technology, it is vital to ensure that these systems are being
implemented correctly and in accordance with regulations. Several regulatory frame-
works give norms to improve transparency, fairness, privacy, and accountability in
Al systems. In this part, we will study significant regulatory frameworks and relate
them to the sectors outlined in Table 2.2. Table 2.3 addresses the extant regulatory
frameworks, explaining its scope, relevance to Al, and the specific sectors to which
they should be applicable. Table 2.3 demonstrates how different regulations manage
critical issues such as data privacy, transparency, and accountability in Al applica-
tions, ensuring businesses across diverse sectors comply with ethical and legal
requirements while deploying Al technology. We need to further relate the regula-
tory compliances described in Table 2.3 to the particular sectors which are detailed in
Table 2.4.
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Table 2.2 Ethical issues of Al
Al trends Ethical issues Possible solution
Al-powered Job displacement: Al automation Companies should invest in training
automation might lead to employment loss as and reskilling to better prepare them
technology takes over conventional for tasks with greater complexity that
and repetitive jobs demand human judgment and inge-
nuity, concentrating on human—Al
cooperation rather than substitution
Al predictive Privacy concerns: Al typically ana- For privacy concerns, businesses
analytics lyzes enormous volumes of personal | must secure data privacy by

data to develop predictions.

Data bias and manipulation: Person-
alization may lead to echo chambers
because customers are only presented
what matches with their previous
actions, restricting exposure to inno-
vative thoughts

anonymizing personal data, gaining
informed consent, and adhering to
privacy legislation

Regarding data bias and manipula-
tion: To minimize over-
personalization, businesses should
adopt diversity algorithms that
expose customers to a greater variety
of products, services, and information

Supply chain

Environmental impact: Optimizing

Ensure Al improves supply chains

optimization supply chains using Al may result in | with an emphasis on environmental-
increased consumption rates and ism, leveraging data to decrease
resource deterioration waste, minimize carbon footprints,
and promote sustainable resource
usage
Sales and Manipulation and trust: Al in mar- Adopt ethical marketing approaches
marketing keting might sway customers into that concentrate on empowering cus-
making purchase choices they tomers with knowledge and accessi-
wouldn’t ordinarily make bility. Al should aid customers
instead of persuading them into
undesired purchasing
Financial Bias in decision-making: Al algo- Ensure algorithmic fairness by
services rithms applied for credit scoring or employing diverse training datasets
fraud detection may propagate biases, | and performing frequent bias checks
disproportionately impacting specific | to avoid biased results in financial
sections services
Healthcare Informed consent and transparency: Healthcare companies must provide
Patients may not completely compre- | truthful communications regarding
hend how Al is being employed in AT’s involvement in diagnoses and
their healthcare choice treatment Patients should offer
informed consent and have the
opportunity to opting out of
Al-driven healthcare
Human Discrimination: Al algorithms Use bias-mitigation approaches in Al
resources and employed in recruiting might inadver- | models, such as training the system
recruitment tently add bias, resulting to unethical | using different datasetsRegularly
hiring practices perform fairness validation to confirm
Al is making unbiased hiring choices
Manufacturing | Job displacement and possible work- | Emphasis on human—machine col-

and Industry
4.0

place risks owing to autonomous
machines

laboration, allowing employees new
responsibilities in monitoring
Al-powered technologies
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Table 2.3 Established regulatory frameworks

Regulatory
framework

Scope

Relevance to Al

General Data Protec-
tion Regulation
(GDPR)

The GDPR is the most stringent
data privacy standards internation-
ally. It controls how businesses
collect, handle, store, and distribute
personal data, safeguarding peo-
ple’ privacy rights

Any Al system that handles sen-
sitive information (e.g., customer
data, user behavior) must be com-
pliant with GDPR, notably in
areas like informed consent, right
to be forgotten, and data
minimization

Artificial Intelligence
Act

The EU’s Artificial Intelligence
Act is intended at regulating Al
based on a risk assessment meth-
odology. Al systems are classed
into classifications such as unac-
ceptable risk, high risk, limited
risk, and minimal risk

Al applications, including those in
biometric identity, critical facili-
ties, and healthcare, are deemed
high risk and have stricter
restrictions

Health Insurance Por-
tability and Account-
ability Act (HIPAA)

HIPAA oversees the application
and dissemination of health infor-
mation in the USA. It is applicable
to healthcare organizations, insur-
ance companies, and any of the Al
systems that handle medical
information

Al systems for healthcare (e.g.,
diagnostic tools, patient data
management systems) must con-
form to HIPAA’s requirements on
data security, privacy, and patient
rights

California Consumer
Privacy Act (CCPA)

The CCPA concentrates on offer-
ing California citizens greater con-
trol over their personal data. It
encompasses the right to know
what information is being collected
and the right to seek its erasure

Any Al system that handles data
from California citizens must be
compliant with CCPA, ensuring
transparency, data protection, and
erasure rights

Algorithmic Account-
ability Act

The compliance proposes to com-
pel businesses to audit and review
their Al systems for bias, fairness,
and transparency. It pertains to any
automated decision-making sys-
tem, especially ones with consid-
erable social or economic impact

Al systems in financial services,
recruiting, and healthcare would
require frequent assessments for
fairness and to prevent bias

Ethical Al Guidelines

Several countries, like Australia,
Canada, and Singapore, have cre-
ated ethical Al frameworks that
encourage responsible application
of Al The regulations promote
trust, safety, transparency, and
fairness

Al implementations in sectors
such as retail, banking, and cus-
tomer service are encouraged to
comply with these ethical criteria
to develop confidence and main-
tain accountability in Al-driven
decisions
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Table 2.4 Linking sectors with regulatory frameworks

Sector Regulations Compliance
Al-powered GDPR, Ethical Al Automation systems that process personal data
automation Guidelines must adhere to GDPR to guarantee data secu-

rity. Ethical Al principles have to be adhered
to reduce job losses

Al in predictive
analytics

GDPR, Algorithmic
Accountability Act

Predictive analytics models that use sensitive
information must comply with GDPR. The
Algorithmic Accountability Act requires
audits to verify that forecasts about customer
behavior or market trends are accurate and
equitable

Supply chain
optimization

Ethical AI Guidelines,
GDPR

Al models for supply chain optimization that
use personal information (e.g., customer
orders) must be compliant with GDPR. Ethical
principles must be observed to maintain a
viable supply chain

Sales and
marketing

GDPR, CCPA

Al systems that examine data from customers
for marketing strategies must comply with data
protection rules such as GDPR and CCPA in

order to secure customer information

Financial
services

Algorithmic Accountability
Act, Ethical Al Guidelines

According to the Algorithmic Accountability
Act, financial Al systems used for credit scor-
ing or fraud detection must be audited on a
regular basis to ensure their fairness and bias

Healthcare

HIPAA, GDPR

Al systems that manage healthcare data must
follow HIPAA and GDPR regulations to
ensure patient data privacy and security, as
well as gain explicit permission for data
processing

Human
resources and
recruitment

Algorithmic Accountability
Act, GDPR

Al-powered recruiting tools must prevent dis-
proportionate outcomes and adhere to GDPR
by handling potential employees’ data trans-
parently and safely

Manufacturing
and Industry 4.0

Ethical Al Guidelines,
Algorithmic Accountability
Act

Al-powered manufacturing processes ought to
conform to ethical standards to provide trans-
parency, safety, and human supervision

Exercises

Exercise 1: Majid Al Futtaim’s AI-Driven Transformation

1. Introduction

Majid Al Futtaim, a UAE-based conglomerate operating in retail, leisure, and real
estate, has adopted Al to enhance customer experiences and improve operational

efficiency.
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2. Company Overview

Majid Al Futtaim formed in 1992 and now works in 16 countries spanning the
Middle East, Africa, and Asia. The company’s operations comprise shopping malls,
retail, hotels, leisure, and entertainment. To remain competitive in a fast-changing
industry, Majid Al Futtaim used Al solutions across all business sectors to boost
operational efficiency and customer engagement.

3. How Majid Al Futtaim Uses Al
3.1 Al for Retail (Carrefour)

* Majid Al Futtaim’s Carrefour retail stores in the UAE use Al for a number of
purposes, including tailored marketing, inventory management, and customer
service. Some important areas where Al is used include:

Tailored shopping experience: Al-powered algorithms evaluate the customer
shopping behavior and deliver tailored suggestions and deals, hence increasing
customer engagement.

* Automated inventory management: Al forecasts customer demand using past
data, market trends, and sales patterns. This guarantees that Carrefour stores
possess the correct items, eliminating waste and stockouts.

3.2 Artificial Intelligence in Shopping Malls (Mall of the Emirates)

Al is being used at Majid Al Futtaim’s shopping Malls to improve the tourist
experience. For example:

* Smart parking systems: Al-powered parking systems point customers toward
available parking spaces, decreasing time wasted searching for parking

» Customer journey analytics: Al watches visitors and customer behavior across the
mall, allowing businesses to optimize store layouts and enhance overall customer
experience.

3.3 Al in Cinema and Leisure (VOX Cinemas)

Majid Al Futtaim’s VOX Cinemas use Al to improve the movie-going
experience by:

 Predictive analytics for movie preferences: Al algorithms use customer informa-
tion for suggesting movies based on their own preferences.

» Al-powered chatbots: Al-powered chatbots help customers with queries, reser-
vations, and service requests, delivering 24-h customer care.

Task: Analyze how Al has improved Majid Al Futtaim’s processes and outcomes.
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Exercise 2:

Tata Steel, one of India’s leading steel producers, has been at the forefront of using
Al to automate operations and save operating costs. Faced with growing raw
material prices and a highly aggressive global market, Tata Steel adopted Al across
its operations to increase productivity, improve resource use, and save costs.

Overview of AI Implementation
Tata Steel used Al to automate and improve different operations across its produc-
tion facilities.

Key areas where Al was used include:

1. Al systems monitor equipment health, forecast faults, and plan maintenance in
advance, decreasing unexpected downtime and repair costs

2. Al improves the manufacturing process by modifying settings in real time to
guarantee that resources like energy and raw materials are used efficiently

3. AI automates supply chain activities such as procurement, inventory manage-
ment, and shipping, reducing inefficiencies and lowering storage costs

These Al-driven automation initiatives dramatically lowered Tata Steel’s operat-
ing expenses.

Initial Costs and Cost Reduction Rate:

* Suppose the initial cost of operations before Al automation at Tata Steel is
C»=%10,000,000 annually.

* The rate of cost reduction due to Al automation is estimated to be k = 0.08
per year.

Time Period:
» Tata Steel wishes to calculate its total cost savings over a period of 6 years (T=60).
Find the total cost savings over 6 years

Hint: Using Eq. (2.29)

5(6) = % (1 — e "98%6) = 47,650,000

Thus, after 6 years, Tata Steel would have saved approximately I47.65 million
due to Al-driven automation.

Exercise 3: AI-Driven Revenue Growth and Market Saturation
in E-Commerce

QuickShop, an e-commerce startup, has incorporated Al technologies to boost
revenue growth by offering personalized product recommendations and dynamic
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pricing strategies. These Al systems evaluate customer data in real time to provide
tailored product suggestions, boost sales conversions, and automatically modify
pricing depending on demand, competition, and customer profiles.

QuickShop’s revenue is initially minuscule, but its business works in a big
prospective market with potential for tremendous expansion. However, like with
every market, its expansion is limited by market saturation and competition.
QuickShop seeks to use Al to model and anticipate revenue growth over time,
taking into consideration both initial quick development and subsequent market
saturation.

To illustrate how Al influences QuickShop’s revenue growth, consider the
following parameters:

* Initial revenue, Ry = 10,000

e Market limit, K = 100,000

* Growth rate constant, @ = 0.01 per year
* Time period, t = 5 years

Find how much revenue is projected to grow after 5 years for QuickShop with the
implementation of Al
Hint: Using Eq. (2.3), we get

100,000

N 100.000 — 10,000 ,, ~0.1+5
1+( 10,000 )e

R(5) =15,480.94

Thus, after 5 years, the revenue of the company will be 15,480.94, and will
continue till the limiting factor, K = 100,000.
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Chapter 3 )
Exploring Blockchain Technology ki

Abstract This chapter explores the revolutionary potential of blockchain technol-
ogy, following its development from the early days of Bitcoin to its present use in a
multitude of sectors. The chapter examines the fundamental elements of blockchain,
including nodes, chains, and blocks, and provides mathematical models that describe
broadcasting and transaction validation in decentralized networks. The chapter also
looks at how blockchain can affect the economy, emphasizing how it could reduce
costs, increase revenue, and manage risks. The chapter also addresses ethical issues
including data privacy, legal compliance, and the environmental effects of
blockchain’s consensus processes, as well as future trends like blockchain interop-
erability, Al integration, and sustainability.

Keywords Blockchain technology - Distributed ledger - Smart contracts -
Economic impact - Interoperability - Al integration - Risk management -
Sustainability - Decentralization

3.1 Introduction

Blockchain has evolved as a disruptive technology and revolutionized the way data
and transactions are stored and authenticated. This chapter explains the nuances of
blockchain technology for businesses. The chapter is divided into five sections,
wherein Sect. 3.2 gives the history of blockchain and outlines its evolution through
four distinct phases. Section 3.3 describes fundamental components of blockchain,
including blocks, chains, and nodes, and offers a mathematical explanation of how
transaction and data are stored and validated in the blockchain. Section 3.4 gives the
economic advantages of blockchain with reference to costs, risks, and revenue. The
section also uses several examples to explain the economic implications of
blockchain. The final section, Sect. 3.5, explores the future trends and regulatory
requirements of implementing blockchain for businesses.
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3.2 History and Evolution of Blockchain Technology

Blockchain technology, introduced with Bitcoin in 2008, has subsequently matured
into a breakthrough technology with applicability across different sectors. Its
decentralized, transparent, immutable, and secure structure has made it a transfor-
mational technology. The section explores the history and growth of blockchain
technology, from its creation to present.

Initial Development: 2008-2010

Blockchain’s journey started in 2008 with the creation of Bitcoin by the fictitious
character Satoshi Nakamoto, who released the whitepaper “Bitcoin: A Peer-to-Peer
Electronic Cash System” (Nakamoto, 2008) describing a decentralized digital cur-
rency that operates without intermediaries such as banks. The underlying technology
of Bitcoin was blockchain, a distributed ledger which stores transactions in a
transparent and tamper-proof manner. Key properties of blockchain includes decen-
tralization (with no central authority controlling the network), transparency
(enabling all participants to see transaction history), and immutability (ensuring
that once a transaction has been recorded, it cannot be edited or deleted). In January
2009, Nakamoto mined the first Bitcoin block, known as the Genesis Block,
indicating the start of blockchain technology (Ducrée, 2022). The first block reward
of 50 BTC per block pushed miners to participate in the decentralized system.

Blockchain 1.0

Blockchain technology was associated with Bitcoin and other cryptocurrencies
throughout the Blockchain 1.0 period (2010-2014), primarily serving as the foun-
dation for digital currencies. As Bitcoin gained popularity, a number of other
cryptocurrencies, or “altcoins,” surfaced. These included Litecoin (2011), which
sought to provide faster transactions, Ripple (2012), which was intended to facilitate
immediate cross-border payments, and Peercoin (2013), which introduced a hybrid
consensus mechanism combining Proof-of-Stake and Proof-of-Work. Although
Bitcoin demonstrated the promise of blockchain technology, its weaknesses were
made clear, especially with regard to scalability (Herrera-Joancomarti & Pérez-Sola,
2016); its network could only process around seven transactions per second (TPS)
(Kwaasteniet, 2019), which meant that it was not appropriate for high-volume
transaction systems. Additionally, during this phase, blockchain’s uses were primar-
ily constrained to peer-to-peer financial transactions, exposing its constraining
functionality (Duan et al., 2023).

Blockchain 2.0

Blockchain 2.0 began in 2015 with the creation of Ethereum, which extended
blockchain beyond cryptocurrency, and introduced smart contracts and
decentralized applications (dApps) (Vujici¢ et al., 2018). Ethereum, which was
first introduced by Vitalik Buterin, enables developers to design self-executing
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contracts, in which the conditions of the agreement are encoded into the code, so
enabling trustless transactions (called smart contracts) (Sklaroff, 2017). A Turing-
complete language allowed for the development of a wide range of dApps and
automated smart contracts that did away with the need for intermediaries. The
projects like CryptoKitties in 2017 demonstrated how digital assets could be handled
on the blockchain, and platforms like MakerDAO and Uniswap, which decentralized
financial operations, led to development of Decentralized Finance (DeFi). However,
Blockchain 2.0 was hampered by issues like scalability [as Ethereum can only
execute 1520 transactions per second (TPS)] and energy consumption (both Bitcoin
and Ethereum use a Proof-of-Work consensus mechanism, which uses a lot of
energy) (Alzoubi & Mishra, 2023).

Blockchain 3.0

The Blockchain 3.0 (2018—present) has seen a steady development in blockchain
technology, overcoming the constraint of scalability (Jasim & Hadi, 2023). Innova-
tions such as Proof-of-Stake (PoS) are being implemented to address scalability
difficulties; Ethereum moved from Proof-of-Work to energy-efficient consensus
method with Ethereum 2.0 (Brittany, 2022). Furthermore, by processing transactions
off-chain, Layer 2 solutions like Plasma and Lightning Network improve scalability,
and sharding divides the network into smaller portions to enable parallel transaction
processing. During this phase, apart from finance, blockchain is now being used in
supply chain management (e.g., Walmart and IBM use it to track products and
guarantee food safety); healthcare (e.g., MedRec provides secure storage and access
to medical records); government (e.g., Estonia uses blockchain to verify digital
identities securely); financial services (e.g., JPMorgan streamlines transactions);
and central banks [e.g., Central Bank Digital Currencies (CBDCs)]. With this
progression, blockchain’s potential has also extended.

Blockchain 4.0

Blockchain 4.0 has an array of applications that will likely influence how technology
evolves in the future. There are blockchains that work independently, interoperabil-
ity between blockchain is now becoming important; and initiatives like Polkadot and
Cosmos are striving to enable smooth communication and data transfer across
various blockchains. Hybrid blockchains are also becoming prevalent which com-
bines the security and control of private blockchains with the transparency of public
blockchains. Also, Decentralized Autonomous Organizations (DAOs) are upending
conventional company structures by using smart contracts to redefine corporate
governance. Furthermore, the blend of blockchain and Al is poised to transform
the development of secure and efficient decentralized Al networks. Collectively,
these developments demonstrate the disruptive potential of blockchain technology
across different sectors, offering greater interoperability, security, and new organi-
zational structures.
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3.3 Blockchain Technology and Distributed Ledger
Systems

Blockchain technology and distributed ledger systems are the latest tools that have
revolutionized the way the business data get stored and disseminated. Blockchain
actually serves as a digital ledger that is accessed and verified by multiple computers,
providing a secure and transparent method to record data. The important character-
istic of blockchain technology is that once data gets recorded in the block, it cannot
be modified or altered, thereby guaranteeing the authenticity and veracity of the data.
The section provides a step-by-step explanation of how blockchain works.
There are five steps to explain the detailed working of blockchain:

Step 1: Transaction Initiation

The user of blockchain is called Node. A transaction is initiated by user (we call
Node A). This transaction can be either transfer of value (cryptocurrency) or data
(can be smart contract). This can be shown by Eq. (3.1)

[Node A] — [Transaction Data) (3.1)

If Node A wants to transfer x value, then f(x) is the transaction fee, which is
calculated as percentage of x.

Thus, if fees are 1% then fix) = 1 % of x = 0.01. x

If T represents the amount that needs to be transferred after deducting the
transaction fee, then

T=x—f(x) (3.2)

where T is thus the final transaction cost.
Thus, if Node A wants to transfer x = 100 units
~f(x) =1%0f x=0.01 X 100 =1 unit of transaction fee
T =100 — 1=99 units

Thus, 99 units to be transferred to recipient from sender, Node A.

Step 2: Transaction Broadcast to Network
The transaction is then broadcasted to all the nodes in the blockchain network as
mentioned by Eq. (3.3)

[Transaction Data) — [Network Nodes] (3.3)

So, if there are N nodes in the network, then the transaction T ( from step 1) is
broadcasted to all N nodes. This is called as fotal broadcasting effort. The
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transaction T resides in mempool of each node in the network. This can be mathe-
matically stated by Eq. (3.4)

Broadcast(T)=T X N (3.4)
If N = 1000 nodes
Broadcast(T) =99 X 1000 = 99,000.

Thus, 99,000 units of effort (or process) are needed throughout the network for
the transaction to be broadcasted to all 1000 nodes. This demonstrates how broad-
casting a single transaction may result in enormous processing effort, particularly as
blockchain networks multiply in size. In order to avoid processing effort, some
blockchain networks employ optimizations like sharding or Layer 2 solutions (e.g.,
Lightning Network) to lower the overall broadcasting efforts and make the network
more scalable.

For our discussion, we will assume that we require 99,000 units of processing to
broadcast the transaction.

Step 3: Transaction Broadcast to Network

In step 3, after the transaction has been broadcasted to the network, there are nodes in
the network that validate the transactions. These nodes are called Miners. The
validation ensures that the transaction is legitimate and, thus, can be added to the
blockchain.

[Mempool| — [Transaction T| — [Validation process|

If the balance of Node A is B, and the transaction amount is T,(excluding the
transaction fees), then miner nodes perform the validation process. The validation is
approved as mentioned by Eq. (3.5)

B,>T, (3.5)

Example: If B, = 150 and T,, = 99, then 150 > 99, the transaction can proceed,
otherwise not.

Furthermore, the digital signature of the transaction is verified to ensure that the
transaction is initiated by legitimate node.

To verify the digital signature, we need to understand the complete process for
Node A

Transaction Data=T
Transaction T is passed through hash function to generate hash value H(T'). Hash

function is the fixed size representation of transaction T and is unique fingerprint of
the transaction and is represented by Eq. (3.6)
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H(T) = hash (T) (3.6)
[Transaction Data T) — [Hash function h(T)] — [hash value H(T)]

Then, H(T) is signed by the private key of Node A, and a digital signature o(T) is
generated, mentioned in Eq. (3.7).

o(T) =Encrypt(H(T), SK,) (3.7)

where SK,, is private key of Node A.
This can be represented as

[Hash Value H(T)] — [Private Key, SK,] — [Digital Signature,c(T)]

This digital signature o(7') is attached to the transaction data T and broadcast to
the network as given in Eq. (3.8)

[Transaction Data (T)] + [Digital Signature,c(T)] (3.8)

To decrypt the nodes in the blockchain network, we use the public key of Node A,
PK, to decrypt the digital signature o(T), as given by Eq. (3.9)

H(T') = Decrypt(o(T), PK,) (3.9)

After decrypting the digital signature, the nodes get the hash value 7. If
H(T) = H(T), digital signature is verified and transaction is authentic and can be
added to the blockchain. The authentication is shown in Eq. (3.10)

Validate o(T) = { R (3.10)

This process ensures that the transaction is secure, authentic, and legitimate.

Step 4: Transaction Grouping into block

In step 4, once all the transactions are validated by the miner node, the aim is to
group all these transactions into a block. This block will be eventually added to the
blockchain once it is verified by consensus mechanism.

Consensus mechanism requires miners to use Proof-of-Work (PoW). PoW
requires miners to solve cryptographic puzzle and find a special number, called
nonce. The hash of nonce when combined with all the transactions (T4, 7>, ...... .T,)
and the hash of the previous block (H,,,) should be less than target difficulty
level D.

Mathematically, it can be denoted by Eq. (3.11)
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H(Block Header) = {H e, || T1 || T2|............ (| T ||timestamp||N } (3.11)

The process repeats till one of the miner node satisfies the condition H(Block
Header) < D.
The blockchain sets the target difficulty level D using the following steps:

1) Expected time for last difficulty period:

So, the expected time for 2016 blocks is 10 min.

Thus, Toxpeciea = 2016 X 10 = 20,160 min
2) Actual time taken for the last difficulty period 7., to mine 2016 blocks.
3) Calculate the adjustment factor, A = Lactual

Texpected
4) Adjust the difficulty, D,..., = Dyrrens X A
5) Limits of adjustment:
To prevent extreme change, the bitcoin caps the adjustment factor to be within
four times (up or down) the previous difficulty. Thus, the range of adjustment

factor A is 0.25 <A < 4.

Once, the miner satisfies the condition H(Block Header) < D, the creation of
block (with all the transactions) can be expressed as given by Eq. (3.12)

B=) T (3.12)
i=1
Thus, blockchain C is updated by appending new block B
C=C+B
So, if N is the number of nodes in the blockchain, the distributed ledger is
I=CXN

where C is the updated blockchain and ensures consistency.

Also, once the block is added to the network, the first miner node who adds block
to blockchain gets rewarded for its efforts in validating and adding a new block to the
blockchain.

The reward includes block reward and transaction fees from all the transactions
included in the block.

Mathematical representation of miner reward is shown in Eq. (3.13)

Tr=R+F (3.13)

where R is the block reward and F is the sum of each transaction fee, f(T;),

F= 3 f(T)



66 3 Exploring Blockchain Technology

Thus, Eq. (3.13) can be rewritten as in Eq. (3.14)

Tp=R+ Zn:f(T,-) (3.14)

i=1

Step 5: Confirmation and Finality
The finality of a transaction refers to the probability that the transaction cannot be
reversed, and the probability that the block cannot be altered as more blocks are
added to the network.

If the attacker wants to reverse the transaction, they need to re-mine the block
containing the transaction.

The probability that the attacker successfully re-mines the block=p.
The probability that honest node mines the block is g = 1 — p.

Thus, for n blocks,

The probability that the attacker successfully re-mines all the n blocks is p”.
The probability that attacker fails to re-mine all n blocks is 1 — p".

We assume that both attacker and honest miner have equal hash power, which

means that there is 50% chance = %

Probability of re-mining n blocks

p= G)X (%)X ................. X (%) (n times)

Thus, the probability that transaction remains confirmed and is given by
Eq. (3.15)

(3.15)

Example:
Thus, the probability of a transaction remaining confirmed after n = 6 blocks

1
P(6) =1~ =0.984375

So, after six blocks, there is 98.43% chance that the transaction is irreversible.
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3.4 Economic Impact of Blockchain

Blockchain technology has transformed how businesses interact with customers and
to handle transactions. As blockchain deals with two important elements of
business—customers and transactions, it is critical to determine the economic
viability of deploying blockchain technology. The three economic criteria are
considered are cost reduction, revenue management, and risk assessment, which
demonstrates that blockchain not only simplifies business processes but also reduces
the cost and risk.

3.4.1 Cost Reduction

Blockchain significantly reduces business expenditures like fransaction, opera-
tional, and compliance costs.

a) Transaction costs
Blockchain processes transaction continuously, and the transaction costs also
include the marginal cost per transactions MC(f). By using blockchain for
transactions, MC(f) decreases over time and can be given by Eq. (3.16)

MC(t) = MCo.e ™ (3.16)

In Eq. (3.16), MC, is the initial marginal costs at # = 0, and a is the rate at which
the marginal cost decreases.
Thus, the total transaction cost for [0, 7] is given by Eq. (3.17)

T
TC= [ MC(t).r.dt (3.17)
/

where r. dt is the rate of transactions per unit time. The overall transaction cost thus

T
becomes TC[T] = [ MCy.e ~“.r.dt. Solving, we get, as shown by Eq. (3.18)
0

_MCXr ()

TC[T] o

(3.18)
b) Operational costs
Blockchain automates the repetitive processes, which helps to minimize the
operational costs. This can be modeled by Eq. (3.19) as
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OC(t)=Co.e ™ (3.19)

where C, is the initial operational cost at t = 0, and A is the rate at which the
operational cost decreases.
The overall operational cost for [0, 7] is thus shown by Eq. (3.20)

T
/ Co.e i = €0 (1 —e ) (3.20)
0

¢) Compliance costs
Blockchain lowers compliance costs by giving real-time, immutable records,
reducing the need for expensive audits and regulatory reporting. If

* Cy: Initial compliance cost.

* r: Reduction in percentage in compliance costs due to blockchain.
* S(): Compliance cost savings at time .

* AC(?): Compliance cost at time ¢ after accounting for the reduction.

There is a reduction in compliance cost C(f) over time, with the reduction in % in
compliance costs being r, which can be modeled as:

C(t)=Cox(l—r-t/T) (3.21)

The compliance cost savings at any time ¢ can be expressed as the difference
between the initial compliance costs and the compliance costs at time 7, as shown
by Eq. (3.22)

S(t) = Co — C(t) = Co % (r-1/T) (3.22)

The total compliance cost savings for [0, 7] are given by Eq. (3.23)

T

T
Total Compliance Cost Savings = /S t= /COX (r-t/T)dt (3.23)
0 0

The total compliance cost savings over time due to blockchain implementation
can be expressed by Eq. (3.24) as:

Co.r.T
2

Total Compliance Cost Savings AC(r) = (3.24)
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Example:

If the current compliance costs C, = 120,000, reduction percentage
r = 0.3 (30%), and time period T = 5.

Substituting these values into Eq. (3.24), we get

_ 120,000 X0.3 X 5

AC(1) >

=90,000

Thus, the total compliance cost savings over 5 years would be 90,000 units.

3.4.2 Revenue Enhancement

Blockchain opens new opportunities for businesses to generate revenue through new
business models or expanding market access.

a) New revenue streams
Tokenization and micropayments are two new business models enabled by
blockchain technology generating additional sources of revenue for businesses.
The future value of revenue streams can be analyzed using net present worth
(NPV), as shown in Eq. (3.25).

n

—1 (3.25)

where R, is revenue generated in year ¢, r is discount rate, / is initial investment,
and n are the number of years.

Example:

Suppose a company generates 50,000/— annually in new revenue from
tokenization for 5 years, with an initial blockchain investment of 100,000/—
and a discount rate of 5%. Find the future value of revenue for the business
after 5 years.

Then the future value of revenue is

50,000 50,000 50000 50000 . 50.000
(140.05)" (14005 (140.05)° (140.05)* (1+0.05)°
— 100,000 = 116,473.83

This shows that the value of future revenue streams, discounted at 5% and less the
initial investment, produces a net present value of 116,473.83/—, indicating a
positive return on the blockchain investment.
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b) Increased market access
Blockchain technology allows safe cross-border transactions, removing inter-
mediaries, and establishing decentralized platforms for direct peer-to-peer trans-
actions. These benefits improve market access, enabling businesses to expand
into new markets.
If

* M, = Initial market size without blockchain,

* G = Growth rate in market size due to blockchain-driven access to new
markets,

* C, = Cost reduction percentage due to blockchain, which allows for increased
cross-border transactions,

* ¢t = Number of years,

* V,(t) = Volume of transactions or market size at time ¢ with blockchain.

Thus, we can model the market size at time ¢ due to blockchain adoption as shown by
Eq. (3.26)

V() =My-e%" - (1 —Cp) (3.26)

In the formula, ¢“  represents the exponential growth in market size over time
due to globalization facilitated by blockchain, and (1 — C,) is the cost reduction
factor so that more transactions to be served at lower costs.

Example:

Consider a company operates in a domestic market with an initial market size
of My=1,000,000 transactions. The company starts using blockchain technology,
which allows it to expand into international markets with the growth rate of 10%.
The cost reduction due to blockchain is 20%. Find the market size after 5 years.

The market size at year 5 using Eq. (3.26) will be:

V,(5) = 1,000,000 - >1%3 . (1 —0.20) = 1,318,980 transactions
Thus, after 5 years, the company’s market size has grown to approximately

1,318,980 units, which represents a 31.9% increase in market access over the
original market size.

3.4.3 Risk Management

Blockchain technology manages risks by improving security, decreasing fraud, and
increasing transaction transparency. This culminates in cost savings and decreases
different types of risks, including fraud and counterparty risks.
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a) Fraud reduction

The immutability and decentralized nature of blockchains helps reduce fraud
because they stop tampering with records. The Expected Value (EV) of fraud
reduction can be given by Eq. (3.27):

EVfraud savings = P fraud x Lfraud - P blockchain * Lblackchain (327)

where

Pfquqa = Probability of fraud occurrence before blockchain implementation.

L auq = Expected loss due to fraud (in monetary terms).

Priockenain = Probability of fraud occurrence after blockchain implementation.
Lyjockenain = Expected loss due to fraud after blockchain (which is typically lower
than Lfmud-

EV represents the amount a company can save by reducing fraud through blockchain

implementation. The reduction in the probability of fraud and the reduction in
fraud-related losses both contribute to the total savings.

Example:

A business suffers from an estimated fraud loss of 200,000/— annually before
adopting blockchain. The probability of fraud occurring is estimated to be 20%.
After blockchain is implemented, the probability of fraud is reduced to 5%, and
the expected loss from fraud (if it occurs) is reduced to 50,000/—. Find expected
value of fraud savings.

Applying Eq. (3.27)

P _ fraud = 20%

L _ fraud = 100,000/—

P _ blockchain = 5%

L _ blockchain = 50,000/—

EV fraud savings = 20% % 100,000 — 5% x 50,000 = 37,500/ —

Thus, the company can expect to save 37,500/— annually by implementing

blockchain to reduce fraud.

b) Counterparty Risk Management

Counterparty risk means the chance that the other party could default on its
commitments. Blockchain lowers counterparty risk by guaranteeing reliability
and transparency through decentralized, immutable records and smart contracts.
These contracts autonomously implement the terms of deals without any require-
ment for intermediaries.

Counterparty risk mitigation can be expressed using risk-adjusted rate of
return (RAROR) as mentioned in Eq. (3.28)



72 3 Exploring Blockchain Technology

Ry, — Ry

RAROR =
P default * Ldefault —P blockchain * Lblockchain

(3.28)

where

* R, = The increase in revenue or savings generated by implementing blockchain
to reduce counterparty risk.

* Ry= The rate of return from a theoretically risk-free investment (such as govern-
ment bonds).

* Pjuq = Probability of fraud occurrence before blockchain implementation.

* Lgquq = Expected loss due to fraud (in monetary terms).

*  Ppiockehain = Probability of fraud occurrence after blockchain implementation.

*  Lyockenain = Expected loss due to fraud after blockchain (which is typically lower
than Lfraud-

A higher RAROR implies that the investment is generating a high return for the
risk concerned, whereas a lower RAROR would suggest that the return is lower than
risk-free investments (such as government bonds).

Example:

X Pvt. Ltd deals in cross-border trade and financial agreements with foreign
sellers and buyers. These types of transactions often involve long payment phases
and the possibility of failure of obligations by the partners. In the past, the company
has been experiencing counterparty risk in the case of default; they suffer losses due
to delayed payments. To minimize counterparty risk, X Pvt. Ltd plans to adopt
blockchain technology to automate and secure their commercial deals using smart
contracts. This ensures that responsibilities are immediately followed and trans-
actions are checked transparently, thus lowering the likelihood of counterparty
failure. X Pvt. Ltd wants to measure the risk-adjusted return on risk (RAROR) after
adopting blockchain to lower counterparty risk. They will compare the profits from
blockchain adoption with their risk-free investment choices, such as Indian govern-
ment shares or other safe investments.

* Return from blockchain implementation: Blockchain increases cash flow via
faster payments, decreases the frequency of disputes, and cuts operational
expenses owing to automation. The projected return from these benefits is
calculated at ¥50,00,000 per year.

* Risk-free rate (Ry): The risk-free rate in the Indian context depends on the rate of
return on Government of India 10-year bonds, which is roughly 6.5% every year.

* Probability of default before blockchain: Before deploying blockchain, the busi-
ness encountered defaults in 10% of instances

Pdefault =0.10
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» Expected loss from default (before blockchain): X Pvt. Ltd. anticipates an average
loss of ¥1,00,00,000 from each default in the traditional approach.

* Probability of default after blockchain: Following blockchain adoption, the
default probability reduces to 1% because of automated smart contracts and
verified transactions

Phiockchain = 0.01

Expected loss from default (after blockchain): Because of faster and automatic

settlements, the projected loss from default lowers to 320,00,000.

To calculate the RAROR
R, =%50,00,000
Ry =6.5% %%50,00,000 =%3,25,000
Counterparty risk before blockchain:
Pdefaulz X Ldefault =0.10x ?1, 00, 00, 000 = %10, 00, 000

Counterparty risk after blockchain:

Pblockchain x Lblockchain =0.01x ?20, OO’ 000 = ?20’ 000

50.00.000 —3.25.000 _ , .
10,00,000 — 20,000 ~

RAROR =

The RAROR of 4.77 suggests that for every unit of risk decreased by blockchain
deployment, the business produces 4.77 times the return comparing to the risk-
free investment in Indian government bonds.

3.5 Future Trends

As blockchain technology advances, there are various emerging trends and ethical
implications that businesses must recognize. These developments are significant for
businesses looking to effectively exploit blockchain while simultaneously resolving
regulatory concerns. The three future trends in blockchain for business are sustain-
ability, interoperability, and Al integration.
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a)

3 Exploring Blockchain Technology

Sustainability

As blockchain evolves, the business is trying to make it sustainable by
employing consensus mechanisms that require less energy, like Proof-of-Stake
(PoS) and delegated Proof-of-Stake (DPoS).

Proof-of-Stake (PoS)

To demonstrate how PoS is sustainable, we may compare it to Proof-of-Work
(PoW) by including the energy consumed over time.

Energy Consumption in Proof-of-Work (PoW)

For PoW, the energy consumed is equal to the processing power Pp,y/(f) and
the time ¢ spent mining blocks. The overall energy consumption Ep,y over the
time period T is given by Eq. (3.29)

T
Epow = /PPow(l)dl (3.29)
0

In Eq. (3.29) Pp,uA?) is the energy consumed by the miners at time ¢ and depends
on the number of miners and the difficulty level of cryptographic puzzle, and T is
the total time for mining.

As difficulty of mining increases, Pp,w(f) also increases over time.

Energy Consumption in Proof-of-Stake (PoS)

In PoS, validators are selected based on their position in the network, and
energy usage is substantially reduced. The energy utilized by PoS is depending on
the number of validators (&,) and the energy necessary to validate transactions
(Ppos).- The total energy consumption (Ep,s) over time 7 is expressed by
Eq. (3.30):

T
Ep,s= /NVXPpos.dl (330)
0

Since N, and Pp,g are small and stable, Ep,s is also lower than Ep,y, making PoS
a more sustainable mechanism.
The energy savings can be thus given by Eq. (3.30):

T T
Esavings = EP()W - EPoS = /PP()W(t)dt - /Nv X PPoS-dt (331)
0 0

Example:
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Let us consider the following:

e Pp,ylt) = 10020 (exponentially increases due to mining difficulty)
e N, = 1000 validators

* Pp,s = 1 unit of energy per validator

e T =10 years

Using Eq. (3.31)

10 10
Esavings = / 100" gt — / 1000 X 1dt = 105,316 — 10,000 =95,316
0 0

Thus in 10 years 95,316 units of energy are saved using Proof-of-Stake (PoS).

Delegated Proof-of-Stake (DPoS)

Another consensus mechanism used nowadays is called DPoS (delegated
Proof-of-Stake). DPoS was initially created by Dan Larimer in 2014, and it’s
used in numerous blockchains including EOS, TRON, and Steemit. In DPoS, as
opposed to all validators or miners who propose and verify blocks, the group of
users delegates the obligation to a restricted number of chosen members, called
witnesses or delegates, who secure the network and validate transactions.

In DPoS, token holders (token holders are individuals or entities who own
number of cryptographic tokens such as cryptocurrency) cast their votes to pick a
group of trustworthy delegates who are liable for verifying transactions and
preserving the network. This voting procedure might happen constantly or
sporadically.

The voting power of a user V; is proportional to the number of tokens 7; they
hold is given by Eq. (3.32):

Vi=kXT; (3.32)

where V; is the voting power of the user i, 7; is the number of tokens staked by
user i, and k is a constant that converts the token stake into voting power.

The total votes V,,,,, received by a delegate D; are the sum of votes cast by all
voters for that delegate and are shown by Eq. (3.33):

Vio (Dj) = Z Vi(Dj) = Z kX T, (3.33)

i=1 i=1

where 7 is the total number of voters voting for delegate D;.

The top m delegates (21 or 100, depending on the blockchain) with the highest
total votes are selected as active block producers.

Once delegates chosen, they take rounds creating blocks and verifying trans-
actions. This procedure is more swift and energy-efficient than traditional PoW
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systems since fewer nodes (delegates) are certifying the network, decreasing
redundancy.

If there are D delegates, each delegate takes turns producing blocks in a round-
robin fashion. The number of blocks produced by delegate d can be expressed as
in Eq. (3.34):

By =Bt (3.34)

where B, is the total number of blocks at a given time.

After the delegate satisfactorily validates a block, they earn incentives (typi-
cally in the form of new tokens). The delegate often distributes a percentage of
these rewards with voters who assisted in selecting them.

If R, be the total reward earned by delegate d, and r,,,, be the reward
distributed to voters.

If the delegate shares a percentage p of their reward with voters, the reward for
the voters is given by Eq. (3.35):

T'voter =P X Ry (335)

And, each voter’s share is proportional to their voting power. Thus, the final value
of the reward is as shown in Eq. (3.36):

ri =Tyorer X V; (336)

b) Interoperability

Blockchain interoperability implies that multiple blockchain networks may
interact and exchange data or assets with one other. This is significant as it
enables more versatility and use of blockchain systems without being restricted
to just one blockchain network.

There are four ways of interoperability between blockchains:

1) Cross-chain bridge

A cross-chain bridge permits user to move assets from one blockchain to
another by “locking” the asset on one blockchain and “creating” (minting) the
identical asset on another blockchain. This makes certain that the overall value
stays the same throughout both blockchains.

Example:

Let us suppose user has 10 tokens on blockchain A and wishes to move them
to blockchain B.

This can be shown by Eq. (3.37):

f(Ay, B,) = mint(By) (3.37)
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where A, is the original 10 tokens on blockchain A that are locked and B, is an
equivalent 10 tokens created (or minted) on blockchain B.

So, user locks 10 tokens on blockchain A, and 10 new tokens appear on
blockchain B for use, ensuring that there is no loss of tokens.

2) Atomic swaps

Atomic swaps enable two users exchange tokens across various blockchains
without having a central exchange. This ensures that both sides either receive
what they desire or nothing happens.

Example:

User A has 5 tokens on blockchain A, and user B has 10 tokens on blockchain
B. We are assuming that the value of token in blockchain A is double to that of
tokens in blockchain B. The users A and B want to exchange the tokens (which is
called as atomic swaps) This can be written as shown in Eq. (3.38):

Swap(a ) ={ L g v (33)

A,: A's token in blockchain A

B,: B’s token in blockchain B

Both A and B lock their tokens in smart contracts, and the swap occurs when
both conditions are validated; otherwise the transaction is canceled.

3) Token exchange rate

If a user wishes to transfer tokens from blockchain A to blockchain B, but the
value of token varies, then we need to convert the values of tokens, as shown by
Eq. (3.39):

By:AxXeA_,B (339)

where A, is the number of tokens on blockchain A and e4 _, z is the exchange rate
of transfer, and B, is the number of tokens received on blockchain B.

Example:

If one token on blockchain A is equal to two tokens on blockchain B, then
es _ pis 2. If user x from blockchain A wants to send 10 tokens to user y on
blockchain B, then the total number of tokens received is

B, =10 X 2 =20 tokens

4) Cross-chain transaction fees
Cross-chain transaction fees refer to the costs related to transferring tokens
across different blockchains. This may be expressed by Eq. (3.40):
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B},:(AxXeAHB)X(l—FAHB) (340)

where F, _, pis the cross-chain transaction fees

If one token on blockchain A is equal to two tokens on blockchain B, then
es _, p1s 2. Also, the transaction fee is 1%. If user x from blockchain A wants to
send 10 tokens to user y on blockchain B, then the total number of tokens received
are

By= (10X 2) X (1 —0.01) = 19.8 tokens

c) Integration with Al

Blockchain and Al integration combines the features of both technologies to
generate systems that are secure and transparent.

1) Data Security and Integrity

Data stored on blockchain ensures that it hasn’t been altered. Blockchain helps
ensure the authenticity of data when Al requires to use the data for decision-
making.

Example:

Let’s consider that there is data D stored on the blockchain, and the unique
fingerprint for the data is denoted by hash(D). When Al wants to use the data, it
checks the hash(D), and if it matches with the hash generated from the data (D), it
is authentic; otherwise, it is not.

2) Al-Enhanced Blockchain Consensus

Certain systems in blockchain networks rely on validators to validate trans-
actions. Using historical data, Al can assist in selecting the most effective
validators.

The likelihood of choosing a validator (V;) could depend on an Al-generated
score as given by Eq. (3.41):

P(V)) = nScore(Vi)
> Score(V))

Jj=1

(3.41)

This implies that a validator’s chances of being chosen increase with its
performance.

3) Predictions by Al

Al can forecast future events by using historical data. For instance, Al may
forecast the following value, d,, , i, using the historical data D = {d;,d>, ..., d,}.
Eq. (3.42) denotes the prediction by using Al using the data stored in the
blockchain.

dp1=f(D) (3.42)
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3.6 Ethical Considerations

The use of blockchain for business has ethical considerations, and it’s imperative to
ensure that these ethical considerations are well addressed. The seven key ethical
considerations for businesses using blockchain are:

a)

b)

¢)

d)

€)

Privacy and data concerns

Blockchain is transparent and all transactions are documented on a public
ledger that is open to everyone. Although this guarantees culpability and trust, it
may result in privacy breaches since transaction-related personal information
may become public. Data uploaded to the blockchain cannot be removed or
changed once it is published. If private or erroneous data is kept indefinitely, its
immutability raises ethical concerns.
Consensus algorithm and environmental impact

Proof-of-Work (PoW) is a consensus technique used by blockchains like
Bitcoin and Ethereum (before Ethereum 2.0), which consumes a lot of energy
due to its high processing power requirements. This brings up ethical concerns
regarding the environmental effects of blockchain. If alternatives that are more
sustainable, such as Proof-of-Stake (PoS) or delegated Proof-of-Stake (DPoS),
are used, these should be used in blockchain.
lllegal activities

The anonymity of blockchain technology makes it possible for illicit opera-
tions including tax evasion, money laundering, and terrorist funding. This pre-
sents an ethical conundrum to balance between the right to privacy and the
necessity of curtailing illegal use. The usage of cryptocurrencies in dark web
marketplaces and decentralized platforms could assist with the promoting of
illicit goods and services.
Regulatory compliance

Blockchain technology is global, but its use is governed differently in each
nation. It is essential to guarantee adherence to local regulations, including those
pertaining to know your customer (KYC) and anti-money laundering (AML),
but enforcing them might pose challenges in decentralized systems. By adopting
blockchain to operate in countries with permissive rules, some businesses may
take advantage of regulatory loopholes, creating ethical dilemmas regarding
dodging taxes or labor or environmental standards.
Ethical concerns related to smart contracts

Blockchain-based smart contracts do not allow for human involvement;
instead, they operate automatically when certain criteria are fulfilled. This raises
issues of accountability and fairness in the occurrence of unanticipated events.
Courts may be used to settle disputes in a conventional legal structure, which is
not in case of blockchain technology. Smart contracts make transactions defin-
itive once the requirements are satisfied, which may not always be ethically
acceptable if one party loses out as a result of misunderstandings or technolog-
ical difficulties.
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f) Algorithmic biasness
Bias in the blockchain algorithms used might result in biased outcomes if Al
is included for decision-making or validation. This might show up as discrim-
ination or disparate possibilities in the event that the computational model or
underlying data is erroneous.
g) Tokenization
Tokenization, the practice of distributing digital tokens, is often used in
blockchain. Treating these tokens as investments has the potential to cause
financial problems. Pump-and-dump operations, in which the price of a token
is artificially boosted and then immediately sold off, are commonplace due to the
volatility of cryptocurrency markets and may cause damage to naive
participants.

Exercise

Exercise 1

Assume a company. MedicSec is deploying blockchain technology to safely handle
patient information across numerous hospitals. Every time a hospital updates a
patient’s record, a new transaction gets generated. This transaction is put to a
block, which is then connected to previous blocks, forming a secured chain of
data. The blockchain network comprises numerous nodes (each symbolizing a
hospital), which must authenticate each transaction to guarantee the data are correct
and uniform throughout the network.
Prepare report based on the following four questions:

(a) Describe the role of blocks and chains in MedicSec’s blockchain.

(b) Clarify the relevance of nodes in MedicSec’s blockchain network.

(c) Establish the transaction validation procedure in MedicSec’s blockchain system.

(d) Demonstrate how the framework of a blockchain assists preserve patient data
integrity and security in MedicSec’s network.

(The name of the company used in the business scenario is hypothetical and is not
intended to represent any actual business)

Exercise 2

ABC Foods, a worldwide food supplier, and HealthiMe, a healthcare provider
network, are researching blockchain to strengthen their operations. ABC Foods
intends to promote supply chain transparency by tracing the flow from source to
plate, ensuring food safety and eliminating waste. HealthiMe wants to employ
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blockchain to handle patient data securely, giving authenticated access to patient
information throughout its network of healthcare providers.
Questions:
1. Identify the major advantages of blockchain for ABC Foods and HealthiMe?
Examine the following aspects of the answer:

* How does blockchain increase traceability and safety in ABC Foods’s supply
chain?
* How does it boost data security and accessibility for HealthiMe?

2. Analyze the obstacles ABC Foods and HealthiMe would experience while
employing blockchain.
Consider the following point to answer:

*  What are some possible challenges a business could confront, such as regulatory
compliance in healthcare or supply chain data accuracy?

3. Clarify the overlaps as well as variations in how ABC Foods and HealthiMe
leverage blockchain.
Reflect the following point to answer:

* How does each company’s blockchain use vary in terms of the kind of data
maintained and the goal (supply chain tracking vs. data security)? What com-
monalities exist: the need for openness and trust?

4. Assess how blockchain meets specific industry demands for both businesses.
Consider the following point to answer:

* Why may ABC Foods emphasize real-time monitoring features, whereas
HealthiMe focuses on safe, permissioned access to records?

Exercise 3

Business Scenario 1:

123Bank, a business that provides financial services, is introducing a new regulatory
technology (RegTech) platform aimed to lower compliance costs gradually. The first
yearly compliance cost for 123Bank is $120,000. The new method is intended to
lower these expenditures by 30% over a 5-year period.123Bank’s finance team needs
to assess the overall savings from this cost reduction to see whether the new
RegTech solution is a reasonable investment.Calculate the overall compliance cost
reductions 123GreenBank will accomplish over 5 years utilizing the RegTech
solution.

Business Scenario 2:

PayMe, a digital transactions startup, has opted for investing in blockchain technol-
ogy to expand its services via tokenization, anticipating this leads to more income.
With a starting capital of 100,000, the business expects generating 50,000 yearly in
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additional income via tokenization over the following 5 years. Assuming a discount
rate of 5%, PayMe’s finance team seeks to determine if this blockchain investment
would provide a positive return and contribute long-term value to the the business.

Questions:
Estimate the future value of PayMe’s income from the blockchain investment
after 5 years, and analyze the net present value (NPV) result.

Exercise 4: Ethical Implications of Blockchain

Objective To explore the ethical considerations of using blockchain technology in
business.

Task Discuss the ethical implications of blockchain technology, focusing on pri-
vacy, data security, and potential misuse. Provide recommendations for ethical best
practices.

Deliverables:

* A report discussing the ethical issues and potential solutions.

* A set of guidelines (one page) for businesses to follow to ensure ethical use of
blockchain technology.
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Chapter 4 )
Leveraging Cloud Computing ey

Abstract This chapter covers the benefits of cloud computing and its relevance in
current IT infrastructure, concentrating on scalability, cost-efficiency, and accessi-
bility. The first section explains cloud computing foundations and the three primary
service models: Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and
Software as a Service (SaaS). Three deployment models—public, private, and
hybrid clouds—are studied, emphasizing their distinct advantages and applicability
for diverse business objectives. The chapter looks into options for cloud migration,
such as lift-and-shift, replatforming, and rearchitecting, stressing their financial
implications. It also covers the total cost of ownership (TCO) in cloud computing,
with a comparison of pricing models such pay-as-you-go, reserved instances, and
spot instances. Finally, the chapter explores security and compliance in cloud
systems, concentrating on public, private, and hybrid clouds, and describes cost
optimization measures such as rightsizing, leveraging discounts, and monitoring
usage to increase efficiency and minimize expenditures.

Keywords Scalability - Cost-efficiency - Cloud migration - Total cost of ownership
(TCO) - Public cloud - Private cloud - Hybrid cloud - Security and compliance - Pay-
as-you-go - Reserved instances - Spot instances - Rightsizing resources - Cloud
service models - Cloud deployment models

4.1 Introduction

Cloud computing has come to be the foundation of current IT infrastructure,
providing businesses with unparalleled scalability, cost-efficiency, accessibility,
and reliability. Understanding the several aspects of cloud computing is critical as
businesses transition to cloud-based solutions. This chapter provides a discussion of
how businesses could capitalize from cloud computing, covering topics from fun-
damental concepts and migration strategies to economic consequences and security
concerns. Exploring these factors will give businesses a better understanding of how
cloud computing benefits business operations.

The first part, Introduction to Cloud Computing, provides a basic introduction of
cloud computing. It explores into the fundamental ideas, characteristics, and
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advantages that define cloud computing. The different service models—Infrastruc-
ture as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service
(SaaS), as well as the various deployment types, such as public, private, and hybrid
clouds, are also discussed.

The second part, Strategies for Migrating to the Cloud, focuses on the actual
challenges of cloud migration. This section discusses the essential methods and best
practices for migrating current IT infrastructure and applications to the Cloud. The
three migration options, lift-and-shift, replatforming, and rearchitecting, are
reviewed with perspectives on how businesses may choose the migration strategies.

The third part, Economic Considerations for Choosing Cloud Service Providers
and Deployment Models, focuses on the financial consequences of cloud computing.
It describes how to calculate the total cost of ownership (TCO) and compare various
pricing models, such as pay-as-you-go, reserved instances, and spot instances. This
section also looks at the financial implications of various deployment models and
suggests cost optimization strategies.

The final section examines cloud security and compliance across three deploy-
ment models: public, private, and hybrid clouds. In the public cloud, security is split
between the service provider, who guarantees the infrastructure, and the business,
which handles data and access control, yet external threats exist. For private clouds,
businesses have greater authority but also more responsibility for internal and
external risks. In hybrid clouds, security problems emerge around data movement
between public and private environments, compliance integration, and identity and
access management (IAM). The explanation in the section represents security in
various circumstances, illustrating how encryption, secure data transfer protocols,
and vulnerability management may minimize risks, while compliance and effective
IAM increase security across cloud systems. In hybrid clouds, balancing these
aspects improves security.

4.2 Fundamental Concepts of Cloud Computing

Cloud computing is the provision of computer services over the Internet, including
servers, storage, databases, networking, software, and applications (Dikaiakos et al.,
2009). Businesses may use these resources on-demand from a cloud provider instead
of owning and maintaining them. Thus, businesses benefits because of the following
reasons:

* On-demand self-service resource allocation: Businesses can set up and manage
their own computing resources without the need to interact with the service
provider.

* Broad network access: Businesses can use the resources over the Internet through
the number of devices such as mobile phones, tablets, and PCs.
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* Resource pooling: Cloud providers gather resources to serve multiple businesses.
The system adjusts the allocation of resources based on the needs of each
business.

* Rapid elasticity: Resources can be easily and rapidly increased or decreased
based on demand, allowing businesses to scale up or down as needed.

* Measured service: Cloud services use metering system to track and manage these
resources, automatically adjusting usage to optimize performance and efficiency.

Some of the examples where the adoption of cloud services facilitated businesses:

» Coca-Cola uses Amazon online Services (AWS) to control seasonal online traffic
surges during campaigns for advertising. Coca-Cola managed increasing demand
by changing the server capacity requirements up and down as needed, therefore
avoiding the need for long-term infrastructure spending (Amazon Web Services,
2022).

» Netflix uses AWS to flexibly expand to meet changing demand, such as during
the premiere of a popular new season. This approach offers flawless streaming
experiences (Humbert, 2024).

» Airbnb employs AWS to manage traffic spikes during busy booking seasons.
AWS enabled Airbnb to handle rising demand economically (Amazon Web
Services, 2019).

» HDFC Bank uses cloud computing to manage all of its large transactions with
uninterrupted efficiency and satisfied customers (Sandhya, 2024).

* Emirates Airlines employs Microsoft Azure to manage increases in online traffic.
Azure’s flexible cloud infrastructure enables Emirates maintain impeccable book-
ing process (Microsoft, 2022).

4.2.1 Features of Cloud Computing

The key features of cloud computing include:

Scalability
Scalability refers to the dynamic allocation of computing resources to businesses,
allowing us to adjust resource use in real time (Xiao et al., 2013).

If R(T) represent the resources at any given time 7, scalability is given by Eq. 4.1:

R(T) =Ry +/0 d’?d—ft)dt (4.1)

where R, is the initial resource allocation, D(f) represents the demand at time ¢, and
—dlzign is the rate of change of demand over time.

Thus, Eq. 4.1 illustrates how cloud services automatically perform the dynamic
allocation of resources (Armbrust et al.,, 2010). In traditional infrastructure,
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businesses often allocate static resources, whereas, in cloud platforms like AWS or
Google Cloud, resources scale up or down based on usage.
The demand D(¢) grows exponentially over time; thus,

D(t) =Dy * e (4.2)

where D, the initial demand at £ = 0, and k is the growth rate of demand.
The resource requirements change due to high demand; differentiating Eq. 4.2
gives the rate of change of demand in time ¢, as mentioned by Eq. 4.3.

dD(t)
dt

=k * Dy * e (4.3)

Placing Eq. 4.3 in 4.1, the resource allocation can be stated in Eq. 4.4.
t
R(T) =Ry + / k % Dy x é¥dt (4.4)
0

Thus, the scalability of resource allocation is given by Eq. 4.5.
R(T)=Ro + k + Dy (M — 1) (4.5)

This is the expanded scalability equation, which shows how resources increase
over time as demand grows exponentially. In Eq. 4.5, R, is the base resources
required by businesses and is always allocated regardless of demand, and Dy, (¢ —
1) captures additional resources that are allocated over time as demand grows.

Cost-Efficiency
Cloud computing uses pay-as-you-go (PAYG) mode which includes the fixed cost
and cost pertaining to the resources used by business over time (Rajkumar et al.,
2010).

The cost can be represented as a function of time, C(T), as mentioned in Eq. 4.6

C(T)=Cy+ /OZR(t)‘Pdt (4.6)

where Cj represents fixed costs, R(?) is the resource usage by business over time, and
P is the price per unit of resource required.

Equation (4.6) shows that costs are directly proportional to the resources used
over time. Also, in Eq. 4.6, the resource usage by businesses R(¢) is a variable cost
and varies based on demand fluctuations. As in scalability, we know that resource
usage grows exponentially over time due to demand; then R(¢) can be represented as
in Eq. 4.7:
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R(t) =Ry * € (4.7)

where Ry is the initial resource usage at t = 0, and k is the growth rate of resource
usage.
Using Eq. (4.7) in (4.6), cost-efficiency equation can be given by Eq. 4.8:

t
C(T)=Cy + / Ry * ¢ Pdt (4.8)
0

Solving and simplifying Eq. 4.8, we get

C(T)=Co + R": P, (" —1) (4.9)

Equation 4.9 shows that, while the base cost Cy remains constant, the variable

cost, % * (ek’ — 1), grows exponentially over time. The pay-as-you-go model thus
ensures that businesses only pay for resources they use.

Accessibility

Cloud computing allows businesses to access the resources and services that can be
accessed online (Rimal et al., 2011). The accessibility of cloud resources can be
modeled by measuring how many users can access the system online and is
expressed by Eq. 4.10:

A(T)= llfjit) (4.10)

where U(f) is the number of active users at any given time t, and U,,,, is the
maximum capacity of the system.

If accessibility, A(T), approaches 1, it means nearly all users can access the
system at all times. Cloud platforms like Microsoft Azure use load-balancing and
distributed architecture to ensure that resources are available to the businesses even
under heavy demand (Marinos & Briscoe, 2009).

In an actual scenario, the number of users U(f) fluctuates over time. For simplic-
ity, if we consider that user growth is exponential over time, then U(?) is:

U(t)=Ug * e (4.11)
where Uy is the initial number of users at = 0, and k is the growth rate of users

over time.
From Egs. 4.11 and 4.10, we get:
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_ Uo*ekl

A(T) Umax

(4.12)

Equation 4.12 thus shows how accessibility is influenced by the number of users
over time relative to the maximum capacity of the cloud system.

The cloud services by companies like AWS or Google Cloud dynamically scale
their capacity to ensure high accessibility. The maximum capacity, U,,,,, can be
represented as a function of time as in Eq. 4.13.

Upax(t) =U° % e (4.13)

max

where USW is the initial maximum capacity and A is the growth rate of system

capacity over time.
Substituting Eq. 4.13 in 4.12 and simplifying, we get

A(T) = -J0 olh—r (4.14)

For simplicity, Eq. 4.14 can be further rewritten as:

A(T) =Ag e (4.15)

Uy

where Ag = is the initial accessibility at # = 0 and ¢* ~ *" models the growth rate

max

of users compared to the system’s capacity. There can be three conditions:

 If £ > A, user growth outpaces system capacity growth, and accessibility
decreases over time.

o If k < A, system capacity grows faster than user growth, and accessibility
improves over time.

» If k=1, accessibility remains constant as the cloud system scales perfectly in line
with user demand.

The aim of the cloud service providers is to adjust A and map with k, which is the
ideal situation. In such cases, A(T) = A, the cloud system grows at exactly the same
rate as business demand.

Reliability
Reliability measures the amount of time the cloud systems are working appropriately
without any failure (Mesbabhi et al., 2018). To measure reliability, R(f), we model the

probability that the system will work over a given period, and is represented by
Eq. 4.16.

R(T)=e " (4.16)

where A(?) is the failure rate at any given time ¢.
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The aim for cloud provider is that cloud systems should have higher uptime. In
order to do so, cloud providers use redundant systems, disaster recovery, or auto-
matic failover mechanisms (Zhang et al., 2010).

The failure rate A(f) is not always constant and can be represented as:

At) =2 + a.t (4.17)

where A is the initial failure rate, and « is the rate of change of the failure rate
over time.
Putting Eq. 4.17 into 4.16 and evaluating over time t, we get

t
— ().0+a4t)dt )
R(T)=e /o —o (i) (4.18)

In Eq. 4.18,

» JAo. t represents the constant failure rate ¢ during the initial phase of the system’s
operation.

. % represents the impact of the changing failure rate @ and shows how the
system’s reliability degrades (or improves) over time.

If @ > 0, the failure rate increases over time, and if @ < 0, the failure rate
decreases over time (representing improvements in system reliability).

To avoid situations of a > 0, cloud systems often incorporate redundancy,
meaning that multiple instances of the same services are deployed to provide backup.
If a system has n redundant components, the overall system reliability improves.

For a system with n independent, redundant components, each with reliability
R(T), the overall reliability R,,,/(T) is given by Eq. 4.19.

Rua(T) =1~ (1= R(T))" (4.19)

In Eq. 4.19, 1 — R(T) gives the probability of failure of one component in cloud
system, (1 — R(T))" is the probability of failure of n components, and 1 — (1 —
R(T))" gives the probability that at least one component is still working.

Substituting Eq. 4.18 into Eq. 4.19, the total redundancy can be given by
Eq. 4.20.

Runat(T) =1 — <1 e‘(%”@)n (4.20)

Equation 4.20 indicates that the reliability of cloud services should consider both
redundancy and time-varying failure rate for each component in the cloud system.
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4.2.2 Service Models of Cloud Computing

Cloud computing provides different types of service models that give businesses
with scalable and adaptable IT services. The major service models used by
businesses are:

» Infrastructure as a Service (laaS)
* Platform as a Service (Paa$)
* Software as a Service (SaaS)

IaaS delivers virtualized computing resources (servers, storage, and networking
devices) to the businesses online (Manvi & Shyam, 2014). Thus, businesses can
access these resources as a service and do not need to spend on actual physical
hardware.

PaaS is a platform that allows businesses to build, operate, and maintain software
without having to manage the infrastructure (Lawton, 2008).

SaaS provides businesses with the software they need online, eliminating the
need for businesses to purchase, install, or maintain software on their own systems,
resulting in reduced upfront costs and no maintenance expenses (Benlian & Hess,
2011).

Businesses generally use IaaS or SaaS service models to cut costs and improve
operational competence. laaS provides scalable infrastructure, allowing businesses
to outsource computing resources, while SaaS offers software applications online,
eradicating the necessity for installation and maintenance (Armbrust et al., 2010;
Rajkumar et al., 2010). These cloud models allow businesses to focus on core
activities while leveraging flexible, on-demand computing services tailored to their
needs (Marston et al., 2011).

Table 4.1 provides details on scalability, cost-efficiency, accessibility, and reli-
ability for different cloud service models, as derived from their equations:

Table 4.1 shows that [aaS demands minimal resource growth and high variable
costs, as well as continual accessibility and excellent dependability because of robust
backup systems. PaaS has no resource growth, fixed costs, low accessibility, and low
reliability, suggesting limited adaptability and performance, whereas SaaS has high

Table 4.1 Comparison of cloud service models

Cloud

service Scalability Cost-efficiency Accessibility Reliability

model (Eq. 4.5) (Eq. 4.9) (Eq. 4.15) (Eq. 4.20)

laaS R(T) < 1 (low C(T) > 1 (high A(T) = 0 (constant | R,,,(T) > 1 (high
resource growth) | variable cost) accessibility) reliability)

PaaS R(T)=0 C(T)=0 (fixed |AT) <1 (low Ripia(T) = 0 (low
(no resource cost, no usage) accessibility) reliability)
growth)

SaaS R(T) > 1 (high C(T) < 1 (low A(T) > 1 (high Ripa(T) <
resource growth) | variable cost) accessibility) 1 (moderate

reliability)
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resource growth, low variable costs, and high accessibility, but moderate reliability,
meaning that it scales well and gives outstanding user access.

4.2.3 Cloud Computing Deployment Models

Cloud computing deployment models explain how cloud services are provided by
cloud providers for the businesses. The three basic deployment types are:

Public Cloud

Public cloud is a cloud environment where services and infrastructure are hosted and
managed by third-party providers (Marozzo, 2019) (e.g., AWS, Google Cloud,
Microsoft Azure). These resources are made available to the general public or
multiple businesses over the Internet.

Private Cloud

Private cloud is a cloud infrastructure that is exclusively used by a single business
(Sotomayor et al., 2009). It can be hosted on-premises or by a third-party provider
but is dedicated solely to one business.

Hybrid Cloud

Hybrid cloud is a combination of public and private clouds, allowing data and
applications to be shared between them (Toosi et al., 2018). Businesses can store
sensitive data in the private cloud and use the public cloud for handling high
workloads or non-sensitive operations.

Table 4.2 compares public cloud, private cloud, and hybrid cloud based on
scalability, cost-efficiency, accessibility, and reliability:

Table 4.1 shows the variations in how these cloud models handle scalability, cost,
accessibility, and reliability, with public cloud giving high scalability and accessi-
bility, private cloud offering high reliability but low scalability, and hybrid cloud
establishing a middle ground between the two extremes.

Table 4.2 Comparison of public, private, and hybrid cloud models

Cloud | Scalability Cost-efficiency Accessibility Reliability
model | (Eq. 4.5) (Eq. 4.9) (Eq. 4.15) (Eq. 4.20)
Public | R(T) > 1 (high C(T) < 1 (low vari- |A(T) > 1 (high Rioa(T) <
cloud resource growth) able cost) accessibility) 1 (moderate
reliability)
Private |R(T) =0 C(T) = 0 (fixed A(T) < 1 (low Ripia(T) >
cloud (no resource cost, no usage) accessibility) 1 (high
growth) reliability)
Hybrid | R(T) =1 (balanced | C(T) = 1 (balanced |A(T) ~ 1 (moderate | R, ,(T) =
cloud resource growth) cost) accessibility) 1 (moderate
reliability)
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4.3 Strategies for Migrating to the Cloud

Cloud migration includes shifting data, applications, or infrastructure located within
the business to the cloud. The migration might occur to public clouds, private clouds,
or hybrid clouds. To whatever cloud deployment models businesses decide to shift,
there are three options for cloud migration (Li et al., 2023):

* Lift-and-shift
* Replatforming
* Rearchitecting

Each approach has different levels of complexity and costs, which should be
examined to assist businesses make sensible decisions.

In this part, we’ll analyze the three options and give extensive explanations with
reference to cost.

Lift-and-Shift
Lift-and-shift is the easiest migration approach where businesses relocate the current
infrastructure to the cloud without doing any modifications in the design. This
technique is the fastest and most cost-effective, but it may not fully leverage cloud
advantages like scalability and cost reductions.

If Coi — premises 18 the total cost of the on-premises infrastructure,

C.iouq(?) 1s the cost of maintaining resources in the cloud over time ¢, and

R(?) represents the resources required over time ¢

Then the total cost of maintaining resources in the lift-and-shift strategy can be
mathematically given by Eq. 4.21:

t
Ccloud(t) = CO + / R(t)'Pclouddt (421)
0

where Cy is the initial setup cost,
R(¢) is the resource consumption over time £, and
P ;5,4 1s the price per unit of cloud resources.
For lift-and-shift migration strategy, the resource usage is constant; thus
R (t ) =Ry
Thus, the total cost over time is

Ccluud(t) = CO + RO * Pcluud * 1 (422)

The aim of the businesses iS Cerpua(t) < Con — premises(t)-
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Replatforming
Replatforming involves making slight adjustments to applications to optimize them
for the cloud environment. This approach is more complex than lift-and-shift but
offers better cloud optimization.

In replatforming, there are two cost involved:

Initial modification cost C,, and

recurring cloud costs (also called as modification cost), Codification-

Thus, the total cost is given by Eq. (4.23)

t
Creplatform (t) = CO + Cmodiﬁcation + / R([)~Pclouddt (423)
0

For replatforming, there is reduced resource consumption due to cloud optimiza-
tion. If we assume that the resource usage decreases by factor « after optimization,
then

R(t) =a.Ry

where R, is the base resource usage (indicating the computing resources before
optimization), and 0 < a < 1 represents the efficiency gained through optimization.
Thus, the final cost for replatforming can be expressed as:

t
Crepiaform (1) = Co + Cuodification + / a.Ro.Piouqdt (4.24)
0

Rearchitecting
Rearchitecting involves redesigning the entire business applications to be shifted to
the cloud. By doing so, the businesses get the advantage of auto-scaling. Though this
is the most complex migration strategy, it also provides long-term benefits to
businesses in terms of scalability and cost.

Although rearchitecting requires substantial initial development costs, over time
expenses may be minimized by making effective use of cloud-native services. Thus,
the cost function can be denoted by Eq. (4.25):

t
Crearchitecl(t) = C() + Cdevelopment + / R(t)-Pclouddt (425)
0

where Czeyei0pmen: TEPresents the development cost for rearchitecting the complete
business applications to be moved to cloud.

The biggest advantage of rearchitecting is of auto-scaling, where the resources
used by businesses increase or decrease based on demand. If the demand follows the
exponential growth of D(f) = Dy * ¢, where k is the demand growth rate, the
resource requirement can be denoted by Eq. (4.26):
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R(T)=Ry + /(;szgt) dt =Ry + Do(e" — 1) (4.26)

Substituting Eq. 4.26 in 4.25, we get:

1
Crearchitect(t) = C() + Cdevelopment + / [RO + DO (ekt - 1)] -Pclnuddt (427)
0

Based on Eq. (4.27), the final cost for replatforming can be expressed as

e —1
Crearchilect(t) = CO + Cdevelopment + Pcloud |:R0t + DO( ¢ (428)

In the equation, Ryt is the base resource usage over time, and ek’%l captures the
exponential growth in demand over time.

4.4 Economic Considerations for Choosing Cloud Service
Providers and Deployment Models

The financial consequences of cloud computing are a critical decision when selecting
cloud service providers and deployment models. At first, we will discuss about the
total cost of ownership (TCO) of having cloud resources. Then, we need to under-
stand about various pricing models (pay-as-you-go, reserved instances, and spot
instances) using TCO and calculate for different types of service providers and
deployment models. We will also discuss strategies for cost optimization strategies
including resource rightsizing and leveraging cloud provider discounts. By under-
standing these economic factors, businesses can make decisions of aligning with
their operational needs and requirements.

4.4.1 Total Cost of Ownership

The total cost of ownership (TCO) in cloud computing refers to the overall expen-
ditures spent over time while running applications in the cloud. It comprises both
initial (migration, setup) and recurring expenditures (resource utilization, data trans-
fer, and storage).

The TCO equation can be given as the sum of initial setup costs and resource
consumption over time
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t
TCO(t) = Cyenp + / R(1).Piouqdt (4.29)
0

In Eq. (4.29),

*  Ciemps the initial setup cost based on the type of migration strategy adopted
* R(), resource usage function that includes three types of cloud services, compute,
storage, and network, and can be given as

R(I) = mepute(t) + Rstorage(t) + Rnerwark(t)
*  P_jouq 1s the price per unit of cloud resources, and is given as:

Pcloud = Pwmpute + Pstorage + Pnetwurk

Based on the expansion of R(t) and P, the final equation of TCO is given by
Eq. (4.30)

t
TCO(I) = Csetup + / [Rcompute(t)-Pcompute + Rstorage(t)-Pstorage
0
+ Rnetwork (t) -Pnetwork]dt (430)

Equation 4.30 shows the inclusion of three different types of resources, each
priced according to its usage by businesses.

4.4.2 Pricing Models

Now we need to compare the pay-as-you-go, reserved instances, and spot instances
pricing models to observe how they affect the TCO using the same resource types.

Pay-As-You-Go (PAYG)
The PAYG model charges businesses based on the actual amount of cloud resources
consumed.

Pomputes Pstorages Prenwork ar€ typically the highest in this model, as there is no
discount for long-term commitment.

The cost function can thus be modeled as mentioned in Eq. 4.31:

t
TCOPA YG(T) = Csetup + / [Rcompute (t ) P compute,PAYG + Rszorage (t ) P storage,PAYG
0

+ Rnetwork (t) 'Pnetwork,PAYG]dt (43 1 )
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TCOpayc provides flexibility, but may be costlier over time owing to greater
resource unit costs.

Reserved Instances
The reserved instances model allows businesses to commit to using resources over a
fixed period (e.g., 1 year or 3 years) at a discounted rate.

P computer Psorages Premwork Will be lower than PAYG as longer commitment pro-
vides a discount for business.

The cost function can thus be modeled as mentioned in Eq. 4.32:

t
TCOReserved(t ) = Csetup + / [Rcompute(t)-P compute, Reserved
0

+Rstorage (t) ~Pstorage, Reserved + Rnerwork (t) -Pnetwork, Reserved:| dt

(4.32)

Reserved instances provide a more cost-effective solution for businesses over
time but also requires upfront planning.

Spot Instances
Spot instances provide access to underutilized cloud capacity at a much reduced cost,
but there is no assurance of availability. This is ideal for businesses that need flexible
workloads.

P omputes Psorages Prenwork are the lowest in this model but are volatile in terms of
availability.

The cost function can be modeled as mentioned in Eq. 4.33:

t
TCOS[mt(t) = Csetup + / [Rcompule(t)-Pcompute,Spot + Rxlomge(t)~Psmrage,Spot
0

+ Rnetwark (t) -Pnetwork,Sput]dt (433>

It offers the cheapest choice but with trade-offs in reliability and availability.

Table 4.3 gives the comparative analysis between the three pricing models.

Based on the three types of pricing models, we should also understand how each
model works for public, private, and hybrid clouds. Table 4.4 gives the comparison
between pricing models and three cloud deployment models.

Based on Table 4.4, we can make the following conclusion:

* Public cloud: All three pricing models are applicable, with various degrees of
flexibility and cost.

* Private cloud: Reserved resources are more popular; pay-as-you-go and spot
instances are not applicable in private cloud; only reserved instance pricing
model is applied.

* Hybrid cloud: Combines the benefits of public and private clouds, employing
pay-as-you-go for overflow, reserved instances for predictable workloads, and
spot instances for cost savings during peak periods.
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Table 4.3 Comparison of cloud pricing models: pay-as-you-go, reserved instances, and spot
instances

Pricing
model Cost Flexibility Use case
Pay-as- Higher in the long | Most flexible—scale Ideal for unpredictable work-
you-go term if used resources up or down as loads or short-term projects
continuously needed
Reserved | Lower cost for Less flexible—you commit | Best for steady-state, predictable
instances | long-term usage to a specific amount of workloads where resource needs
(up to 75% off) resources are well understood
Spot Extremely low Least flexible—can be Best for non-critical workloads
instances | (up to 90% stopped or terminated at
discount). any time by the provider

Table 4.4 Comparison of pricing models for public, private, and hybrid clouds

Cloud type | Pay-as-you-go Reserved instances Spot instances
Public cloud | Pay for what you use Lower cost for long-term Cheapest, but less
use reliable
Private Not typically used Efficient for long-term use | Not applicable
cloud
Hybrid Scale to public for Mix of reserved and private | Use for non-critical tasks
cloud peaks

Cost Optimization Strategies
Cost optimization strategies using the TCO provide a comprehensive way to account
for the total costs over time, including compute, storage, and network resources. The
three cost optimization techniques (rightsizing, leveraging discounts, and monitoring
usage) can be used to reduce either the resource usage R(f) or the cost per unit P,
ultimately lowering the total cost of ownership.

Rightsizing Resources

Businesses may reduce their TCO over time by lowering the values of R ompuze(?),
Rstorage®)s Ruenwor(t) via rightsizing. This involves using primarily the required
amount of processing power, storage space, and network bandwidth to avoid over-
provisioning. For example, identify underused servers and scale them down to
minimize Reompure(?), hence lowering the total cost of compute resources.

Leveraging Discounts

Leveraging discounts has an impact on Ppuses Psiorages Preworts Which are the
unit pricing for each resource. Businesses might reduce their overall costs by
subscribing to reserved instances or spot pricing. For example, moving to reserved
pricing models for computing resources will reduce P oppure, lowering compute
expenses.

Monitoring Usage

Continuous monitoring of Reompure(t)s Rstorage(t), and Ryenyon(t) enables busi-
nesses to identify spikes, inefficiencies, and underutilization. This helps in the
efficient allocation of resources and the proper scaling of consumption. Regularly
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Table 4.5 Cost optimization strategies

4 Leveraging Cloud Computing

Cost
optimization How it reduces
strategy Description costs Challenges Examples
Rightsizing Adjusting resources | Reduces unneces- Requires accu- | Identifying
resources to match workload | sary over- rate workload underutilized
requirements of provisioning by forecasting and | servers and scal-
businesses scaling resources continuous ing down,
(compute, storage, | analysis switching to
and network) to smaller instance
optimal levels types
Leveraging Taking advantage Lowers the per-unit | May require Using reserved
discounts of pricing offers cost of resources upfront com- instances for
from cloud pro- (compute, storage, mitments and predictable
viders, such as network) by com- isn’t suited for | workloads, spot
reserved instances | mitting to long- fluctuating instances for
or spot pricing term use or flexible | workloads non-critical tasks
scheduling
Monitoring Continuously track- | Enables real-time Requires Tracking storage
usage ing resource con- adjustments to robust moni- that hasn’t been
sumption to detect | avoid unexpected toring tools and | accessed and
inefficiencies or spikes or over- the ability to shifting it to
unnecessary provisioning; helps | act quickly on | cheaper cold
expenses identify cost-saving | insights storage
opportunities

monitoring may indicate that some storage resources are seldom used, forcing a
transition to lower-cost cold storage, lowering Py,,qqe.and optimizing overall TCO.

Table 4.5 gives the comparative analysis between three types of cost optimization
strategies.

4.5 Cloud Security and Compliance

Security and compliance are an important factor that needs to be considered for
cloud computing across different deployment models. The security and compliance
of each type of deployment models are different, and the section aims to conceptu-
alize how differently security aspects are dealt with cloud deployment models.

4.5.1 Security and Compliance in Public Cloud

In public cloud, the services are offered online and are shared between multiple
businesses. The security issues can be data leakage, unauthorized access, and lack of
control over data.
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If Spusiic 1s the overall security in public cloud,

R, ovider 18 the security provider by the cloud service provider,

R, .siomer 1S the security managed by business, and

T is the total security threats, then the security in the public cloud using shared
responsibility model can be expressed by Eq. 4.34

Spublic = Rprovider + Rcustomer =T (434)

As can be seen from Eq. (4.34), in public cloud, the businesses have limited
control over the physical infrastructure and thus R,z handles most of the
infrastructure-level security, whereas businesses are responsible for securing their

data and access control and thus R ,seme- manages data and application security.

4.5.2 Security and Compliance in Private Cloud

In private cloud, the services are exclusively used by one business and thus offer
greater control over data security. This places more responsibility on the business to
secure its infrastructure.

If Sprivare 18 the overall security in private cloud,

M piernar 1 the security managed internally by the business, and M yernq 1S the
external threat from outside the business, then the security in the private cloud can
thus be given by Eq. 4.35

Sprivate = Minternat — M external (43 5)

As mentioned in Eq. 4.35, security is managed by the business but has greater
threats externally. Thus, it is the responsibility of businesses to minimize these
external threats.

4.5.3 Security and Compliance in Hybrid Cloud

In the hybrid cloud model, data and applications are shared between private and
public clouds. Thus, the core risk of hybrid cloud is data transfer security, compli-
ance integration, and identity management (IAM).

If Shypria s the overall security in hybrid cloud, Sp,ivare s the security in private
cloud part of hybrid cloud, S, is the security in public cloud part of hybrid cloud,
and Cygnsfer 1s the risks and compliance issues related to transferring data between
private and public cloud, then the security in the hybrid cloud can be expressed using
Eq. 4.36
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Shybrid = a-Sprivate + ﬂ-Spublic - Ctransfer (436)

where a and g are the weights of the private and public cloud, respectively.
Using Eq. 4.36, let us address the three types of risks in hybrid cloud:

Data Transfer Security
Data transfer Security is captured in the term Cygpgfer- T further elaborate, Cyapsfer
is a function of:

* Encryption strength (E): How sound the data is encrypted during transfer.

» Transfer protocols (T'): Security of the network protocols used (e.g., HTTPS,
VPN).

* Vulnerabilities (V): The likelihood of exploits during the data transfer.

We can thus represent data transfer security by Eq. (4.37)

Ctransfer :f(E’ T, V) (437)

where higher encryption and secure transfer protocols reduce the transfer risks, and
higher vulnerabilities increase the risks.

Compliance Integration Across Clouds
Compliance integration deals with confirming that both public and private cloud
environments adhere to regulatory and policy standards. The compliance for private
and public cloud can be mentioned as Cp,jyare and Cpypjic-

Thus, overall compliance can be given as the sum of compliances for private and
public clouds, as mentioned by Eq. (4.38)

Sprivale :f(cprivate) and Spublic :f(Cpublic) (438)

Better compliance integration increases the individual security of the clouds, so
higher C,ivare and C,,pjic values improve S,iyqre and Sy, respectively.

Identity and Access Management (IAM)

IAM refers to handling access to resources securely across both cloud environments.
IAM plays a critical role in both public and private cloud security and should be part
of security for both cloud environments. If IJAM,,,;yqse and IAM,,,py;. are the IAM
system in the private and public cloud, respectively, then Eq. (4.39) gives the
security of IAM systems

Sprivate =f (IAMprivute) and Spublic =f (IAMpuinc) (439)

Based on Egs. (4.37), (4.38), and (4.39) and substituting in Eq. (4.36), we get the
final equation for security and compliance for hybrid model:
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Shyhrid = a-f(Cprivate’ IAMprivate) + ﬂ( Cpubliw IAMpublic) *f(E, T, V) (440)
Based on Eq. (4.40), a. fAC,ivates IAMyi04r0) 1s the security of the private cloud
based on its compliance level and IAM effectiveness, B. ( Cpupiics IAM 0c) is the
security of the public cloud based on its compliance level and IAM effectiveness,
and f(E, T, V) defines the risks related to data transfer security.

Thus, we observe that for hybrid cloud by optimizing compliance integration and
IAM and minimizing data transfer vulnerabilities, hybrid cloud security gets
improved.

Exercises

Exercise 1: Emirates NBD’s Cloud Transformation

Emirates NBD, one of the UAE’s leading bank, is to update its IT infrastructure to
accommodate its expanding digital banking offerings. With an emphasis on provid-
ing seamless customer service via mobile and online banking, the bank confronts
issues in handling seasonal increases in user traffic, particularly during major pro-
motions. To solve these challenges, Emirates NBD has implemented a hybrid cloud
approach that includes both Microsoft Azure for public cloud services and a private
cloud for confidential customer information. The bank utilizes Azure Infrastructure
as an operation (IaaS) to dynamically expand its computing capabilities, ensuring
consistent operation during high demand times while avoiding the need to maintain
physical servers. Additionally, Platform as a Service (PaaS) is used to create and
manage their in-house applications and the implementation of new digital services.
Finally, SaaS platforms such as Microsoft 365 improve cooperation and productivity
among the bank’s remote workforce. The hybrid architecture provides regulatory
compliance while enabling the bank to grow quickly and offer high availability to its
customers (Haleem et al., 2022).

Task: How does Emirates NBD'’s adoption of a hybrid cloud strategy, utilizing
both public cloud services like Microsoft Azure and a private cloud for sensitive
data, enhance its ability to scale operations during peak traffic periods while
ensuring compliance with regulatory standards?

Exercise 2: Cloud Service Models

Infosys Cloud Service Models

Infosys, a global player in consulting and technology services headquartered in
India, has effectively used an array of cloud service models—IaaS, PaaS, and
SaaS—to improve service delivery and operational effectiveness. Infosys employs
Google Cloud Platform (GCP) to offer scalable and flexible computing resources
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that enable them to handle large-scale data processing and storage demands for
customers in sectors such as banking and retail. In terms of Platform as a Service
(PaaS), Infosys uses Oracle Cloud PaaS to create customized business apps, provid-
ing its customers with superior data analytics, Al, and machine learning capabilities
while eliminating the requirement to administer infrastructure. Infosys employs
Salesforce as a Software as a support (SaaS) platform to manage customer interac-
tions and improve customer operations, allowing for seamless integration of mar-
keting, sales, and support activities.

These cloud service models have allowed Infosys to cut operating expenses,
expand more effectively, and increase the agility of its customer offerings. IaaS
provides flexibility and scalability for infrastructure demands, PaaS is a platform for
creating and deploying applications, and SaaS provides ready-to-use software solu-
tions to improve business activities.

Deliverables:

1. Case Study Analysis showing how Infosys utilizes IaaS, PaaS, and SaaS in
different scenarios.

2. Comparison Report outlining the benefits of each model for Infosys.

Exercise 3: Total Cost of Ownership (TCO)

ABC delivers real-time analytics to customers, needing computation, storage, and
network resources. They seek to function constantly for a year (12 months) and
require a total setup cost of 5000 for first migration and implementation. ABC needs:

» Computation resources at 100 units each month
» Storage resources at 200 units each month
» Network resources at 50 units per month

The cloud provider provides the following cost per unit for each resource type
under various pricing models:

* Pay-As-You-Go: 0.10 (compute), 0.05 (storage), 0.02 (network)
* Reserved instances: 0.07 (compute), 0.04 (storage), 0.015 (network)
* Spot instances: 0.03 (compute), 0.02 (storage), 0.01 (network)

Compute the TCO for each model (PAYG, reserved, and spot) over 12 months
and then evaluate the results to identify the most cost-effective alternative for ABC.

Exercise 4: Cloud Security Assessment

ABC Systems maintains its sensitive data in a private cloud but relies on a public
cloud for the app’s front end. The hybrid cloud architecture enables ABC Systems to
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match high-security needs for data storage with the versatility of a public cloud for
managing customer interactions.
The information collected by ABC Systems is

Private Cloud Security (S, iyaz)
1. Internal security managed by ABC Systems, M,;sernai = 80
2. External threats, M, ;orna = 30

USing Eq (435)a we get Sprivate - internal — Mexternal

Public Cloud Security (Spupiic)
1. Security managed by cloud provider, R,,,,iger = 70
2. Security managed by ABC systems, R ,somer = 40
3. Total security threats, T = 50

USing Eq (434)7 we get Spublic = Rpravider + Rcustomer =T

Hybrid Cloud Security (Syypia)

1. The hybrid cloud weights for private and public clouds are given as a = 0.6
(private cloud weight) and f# = 0.4 (public cloud weight).

2. Transfer risks, Cansfer, depends on:

(a) Encryption Strength (E) : 85 (higher value indicates stronger encryption)
(b) Transfer Protocol Security (T') : 75
(¢) Vulnerabilities (V) : 20

Transfer risk function: Cyapefer = AE,T,V) =E+T -V
Using Eq. (4.40) for hybrid cloud security:

Shybrid =a- Sprivaze + ﬁ : Spuhlic - Ctransfer

You are required to prepare the cloud security assessment report.

Hint:

The security breakdown for ABC Systems hybrid cloud model (after calculation,
as mentioned in the scenario)

* Private cloud security (S, ivare): 50

* Public cloud security (Spupic): 60

* Data transfer security risks (Cjrangfer): 140
* Hybrid cloud security (Spypriqa): —86

Analysis The negative result for Sy, shows that transfer security concerns
considerably impair the overall security in the hybrid environment. To counteract
this, ABC systems might consider strengthening encryption, employing more secure
transmission methods, or limiting vulnerabilities.
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Chapter 5 )
Data Analytics for Business S

Abstract This chapter presents an in-depth analysis of data analytics methodolo-
gies employed in business, highlighting both structured and unstructured data. For
structured data, the chapter discusses about predictive analytics and explores its
function in strengthening business decision-making. Techniques for structured data
analytics are examined using supervised learning approaches (e.g., regression and
classification models) and unsupervised learning methods (e.g., clustering and
dimensionality reduction). Unstructured data analytics, on the other hand, is
addressed with an emphasis on sentiment analysis and image analytics, which enable
businesses to extract valuable insights from text, images, and other non-tabular data.
The Orange data mining tool is used as a tool, showing all the predictive models for
businesses.

Keywords Structured data - Unstructured data - Predictive analytics - Supervised
learning - Unsupervised learning - Orange data mining - Random Forest - k-Means
clustering - Naive Bayes - PCA - Sentiment analysis - Image analytics

5.1 Introduction

Businesses use data analytics to examine massive amounts of data and find patterns
and trends that are relevant. The results of the data analysis provide useful informa-
tion that aids in the decision-making process for businesses. Today, businesses are
using data analytics to maximize the value of data and transform raw information
into valuable information.

Data analytics choices help businesses discover how consumers behave, compre-
hend market patterns, and draw insights from past data, all the while reducing
dependence on managers’ judgments.

There are several benefits of employing data analytics for businesses, some of
those as mentioned below:

Competitive Advantage
Data analytics assists businesses to understand consumer preferences and market
trends. By doing so, businesses might surpass the competition and obtain
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competitive advantages. Ola in India relies on data analytics to improve its ride
allocation system by evaluating traffic patterns and consumer trip preferences.
Alibaba, the e-commerce business from China, applies data analytics to obtain
insights on consumer preferences and deliver tailored recommendations.

Operational Efficiency

Data analytics plays an essential part in improving operations efficiency, by finding
any inefficiency, minimizing waste, and improving overall output. Reliance Jio
leverages data analytics to analyze consumer usage trends and consequently change
network capacity. Amazon uses data analytics for its warehouse operations by
analyzing the product demand and storing the items in the warehouses which are
near to its store, hence saving handling time. BMW applies data analytics for their
production process by foreseeing future breakdowns and scheduling repairs ahead.
Dubai International Airport implemented data analytics to determine the passenger
flow at the airport and subsequently arranged the security checkpoints, minimizing
waiting time and offering better travel experience for the passengers.

Decision-Making

Data analytics helps businesses to evaluate the previous data and anticipate future
events. By doing so, the businesses lessen the uncertainty in strategic endeavors.
Netflix relies on data analytics to analyze the consumer preferences based on the
viewing history and makes decision-making on content acquisition strategy.

Personalized Consumer Experience

Data analytics lets businesses personalize their products, offerings, and marketing
tactics to specific consumers. By studying historical consumer behavior, interests,
and relationships, businesses may give tailored suggestions and incentives that
connect with consumers, ultimately maximizing the consumer experience. Starbucks
employs data analytics to provide targeted promotions via its mobile app. By
leveraging customer data, including purchase history and location, Starbucks
delivers highly targeted offers that perfectly align with consumer interests, signifi-
cantly boosting customer retention and loyalty.

Fraud Detection

Data analytics plays a significant part in detecting fraudulent activity by examining
data trends and oddities. Businesses may proactively handle financial fraud and
business interruptions. For example, JPMorgan Chase employs data analytics to
monitor transactions in real time to identify probable fraud. Spotting anomalous
transaction trends helps JPMorgan to respond early to prevent fraudulent actions.
Similarly, PayPal uses data analytics to avoid fraud by examining consumer habits
and transaction trends. This helps PayPal to recognize and cease dubious activity
before they escalate to serious fraud.

Thus, data analytics is a transforming tool that enables businesses to capitalize on
the potential of their data. By turning raw data into useful information, businesses
can make informed decisions by predicting future trends and minimizing risk. As
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more businesses accept data-driven strategies, those that deploy data analytics
efficiently will not only survive but expand in the competition.

5.2 Importance of Data Analytics

Data analytics is the process to evaluate huge datasets to identify relations, trends,
and observations that enable businesses to make decisions. In today’s data-driven
corporate market, it has grown into an essential resource for businesses to remain
competitive, improve their operations, and boost decision-making processes.

Figure 5.1 displays several forms of data analytics used for examining either
structured and unstructured data. From Fig. 5.1, it is obvious that data analytics
comprises four distinct types: descriptive, diagnostic, predictive, and prescriptive
analytics. By translating the raw data into significant information, data analytics
allows businesses to execute data-driven actions, analyze the consumer behavior,
and strengthen operational efficiency.

Figure 5.1 depicts how four kinds of data analytics are employed by businesses.

Descriptive Analytics

By condensing historical data, descriptive analytics helps us comprehend what
occurred in the past (Aydiner et al., 2019). Descriptive analytics makes use of data
mining and aggregation methods to reveal trends, patterns, and outcomes.

Diagnostic Analytics

Diagnostic analytics is the process of exploring deeper into the data to find cause-
and-effect relationships and to comprehend why it has happened. Usually based on
descriptive analytics, diagnostic analytics assists businesses in understanding the
causes of particular patterns (Guo & Li, 2022).

Predictive Analytics

Predictive analytics makes predictions about future events by using historical data
(Smith & McConnell, 2024). As predictive analytics uses machine learning and
statistical methods to foresee patterns, this helps businesses to action beforehand.

Structured Data

Descriptive Diagnostic Predictive Presriptive Deep Learning
Analytics Analytics Analytics Analytics Analytics

Unstructured Data

Text Analytics Image Analytics

Fig. 5.1 Types of data analytics
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Prescriptive Analytics

The predictive analytics provides actions based on the outcomes of the predictive
analytics (Wissuchek & Zschech, 2024). The prescriptive analytics considers the
effects of different decisions and then helps optimize the action.

This chapter focuses on predictive analytics, the most prevalent data analytics
(Wolniak & Grebski, 2023). Predictive analytics works on both structured (where
the data is organized into fixed format) and unstructured data (where data is not in
fixed format, such as images and videos), and the objective of this chapter is to touch
on the essential algorithms used by businesses. Later, the economic feasibility of
these algorithms is also discussed in Sect. 5.3.

5.3 Techniques of Data Analytics for Business

In this section of the chapter, we will look in depth at the methodologies applied to
predictive analytics in business. To describe the various approaches used, we will
emphasize on both supervised and unsupervised learning, with the Orange data
mining tool providing a practical framework for illustration.

5.3.1 Orange Data Mining Tool

Orange is a data analytics platform with a GUI-based workflow; consequently we
don’t need to know how to code to use the Orange tool. The tool seamlessly
integrates supervised and unsupervised predictive analytics. Orange data mining
tool is used efficiently by novices as well as professionals, and is the popular open-
source machine learning tool (PredictiveAnalyticsToday, 2024), having a user-
friendly graphical interface (as shown in Fig. 5.2).

Setting up the Orange tool
Step 1: Navigate to https://orangedatamining.com/download/ and choose Download.
(The screenshot is shown in Fig. 5.3.)

Step 2: Once Orange data mining is installed, the platform looks as seen in Fig. 5.4.

The orange starting page appears as seen in Fig. 5.4. The tools on the left-hand
side are referred to as filters, and widgets are found inside filters. Widgets serve as
the tool’s foundation for performing its tasks. We connect widgets and establish
workflows, which are the actions we take to execute data analytics.
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Fig. 5.2 Free data mining software (PredictiveAnalyticsToday, 2024)

Fig. 5.3 Download page of Orange data mining tool (Source: orangedatamining.com)

5.3.2 Data Analytics Using Structured Data

Data in structured data is kept in a predetermined manner, such as rows and columns
in databases or spreadsheets, and is highly ordered and searchable. Structured data is
extensively used in businesses for data analytics to support decision-making. For the
analysis of structured data, two main categories are often deployed: supervised and
unsupervised learning.

Supervised Learning
Supervised learning is one of the main concepts in data analytics. It is a type of data
analytics where the algorithm trains from labeled training data to generate
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Fig. 5.4 Orange data mining software (Source: orangedatamining.com)
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predictions without any human intervention. In supervised learning, the algorithm is
presented with input—output pairs (examples) and learns to map the input to the
matching output. The processes for implementing the supervised learning algorithms
may be better illustrated using Fig. 5.5:

The steps for all the supervised algorithms are as follows:

Step 1: Collect and Prepare Data

The business gathers dataset that includes variables to be used for predictions.
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Step 2: Feature Selection

The business needs to identify the input variables and classify them into inde-
pendent and dependent variables. Dependent variable is used by the model to make
predictions based on independent variables. We are required to construct conceptual
framework as well for predictions.

Step 3: Dataset Division

Divide the dataset into two parts: training data and testing data. The normal
practice is 70%—30% or 60%—40%, where 70%/60% training data is used to teach
the model, and the 30%/40% testing data is used to evaluate its performance.

Step 4: Choose a Model

Select a type of model to be used based on the type of predictions required. As
mentioned in Fig. 5.5, there are the following criteria for model selection:

1. If we are required to identify relationship between variables — Linear
Regression

2. Binary classification — Logistic Regression, SVM, k-NN, Decision Tree

3. Multiple classification — Naive Bayes, Neural Networks, Random Forest

4. Forecasting — ARIMA

Step 5: Selection of Model

In the selection of model, the model is trained using the test data and evaluated
using the model’s accuracy, precision, recall, or other relevant metrics depending on
the nature of the problem (e.g., classification, regression).

Step 6: Make Predictions

Once satisfied with the model’s performance, the business can use it to make
predictions on new and unseen data.

Supervised learning is often used for regression (e.g., stock market price predic-
tion, house price prediction) and classification (e.g., spam email detection). In
supervised learning, the model is trained using labeled data, and the aim is to predict
the outcomes.

The popular supervised machine learning algorithms are as follows:

1. Linear Regression: Linear regression is used for predicting a continuous output
variable (also called the dependent variable) based on one or more input features
(independent variables) by fitting a linear equation to the data.

2. Binary classification

Logistic Regression: Logistic regression is used for binary classification
problems, where the output is a probability value between 0 and 1.

Support Vector Machines (SVM): SVM is the classification that can be used
for both classification and regression. It finds a hyperplane that best separates data
points into different classes while maximizing the margin between the classes.
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Decision Trees: Decision tree is also used for both classification and regres-
sion tasks. It partitions the data into subsets based on the input features, with each
partition represented by a tree branch, and each leaf node providing a prediction.

3. Multiple Classification

Naive Bayes: Naive Bayes is a multiple classification algorithm based on
Bayes’ theorem. It is particularly useful for text classification and spam filtering.

Random Forest: Random Forest combines multiple decision trees for more
accuracy and is used for both classification and regression tasks.

We will focus on each of them using hypothetical data and Orange data mining
tool.

Linear Regression
Regression analysis is a basic statistical tool for examining the relationship between
variables and making predictions based on it. It is critical in determining how one or
more independent factors influence a dependent variable.

There are two fundamental approaches of linear regression:

1. Simple linear regression
2. Multiple linear regression

Simple linear regression: This approach considers the relationship between two
variables—a single independent variable and a dependent variable.

Multiple linear regression: Multiple linear regression considers the relationship
between multiple independent variables and its impact on the dependent variable.

Simple Linear Regression

The equation for simple linear regression is a mathematical representation that
relates two variables: a dependent variable, Y, and an independent variable, X. The
equation takes the form, as given by Eq. (5.1):

Y=aX +b (5.1)

In the equation, Y represents the dependent variable that we want to predict, X is
the independent variable, and a is the slope of the regression line. The equation
represents how much Y is expected to change for a one-unit change in X. If a is
positive, it indicates a positive correlation, while if a is negative, it indicates a
negative correlation. The b is the intercept of the regression line. It represents the
value of ¥ when X is equal to 0. The goal of simple linear regression is to find the
values of a and b that best fit the data.

There are two results that are used to analyze the data:

Result 1:
The values of coefficient a

The value of a helps to quantify the relationship between the independent variable
(s) and the dependent variable. This indicates the strength and direction of this
relationship.
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Fig. 5.6 Orange data mining workflow for simple linear regression

Result 2:
The value of R’

R2, also known as the coefficient of determination, is a statistical measure used to
assess the goodness of fit of a linear regression model.

In most practical cases, R~ falls between 0 and 1, with higher values being
desirable. A higher R suggests that the model is better at explaining and predicting
the dependent variable.

The R’ value is typically a number between 0 and 1, where:

« R = 0: This means that the independent variable(s) do not explain any of the
variance in the dependent variable.

« R = 1: This indicates that the independent variable(s) perfectly explain the
variance in the dependent variable.

The workflow for the Simple Linear Regression is given in Fig. 5.6:

Example 5.1:
Imagine you are an HR manager of the company and you are looking to understand
and improve employee productivity based on the training hours. To do this, you have
collected data from 30 employees over the past year.

Thus, the equation becomes

Productivity Score = a.(Training Hours) + b

The format of the dataset is given as under:
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Training Hours Productivity Score
20 85
15 78
30 92
18 80
25 88
22 86
17 79
28 90
19 82
24 87
21 84
16 77
27 89
23 85
26 88
32 94
14 76
29 91
20 83
31 93
33 95
35 97
18 79
19 81
34 96
20 84
25 87
30 92
22 85
26 89

The connection of widgets for the workflow is shown in Fig. 5.7:
Result 1 and Result 2 are given in Figs. 5.8, 5.9, and 5.10, respectively.
Result 2 outcome is given as:

The graph is given as under:

Thus, the equation for the Productivity Score is:

Productivity Score =63.22 + 0.971 x (Training Hours)

The outcome states that for every 1 h of training, the productivity score increases
by 0.971 units.
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Fig. 5.7 Simple linear regression (Example 5.1)

Fig. 5.8 Value of intercept
and coefficients

Fig. 5.9 The value of R* for Example 5.1

Multiple Linear Regression
Multiple linear regression is used to predict one outcome (or dependent variable)
based on the multiple independent variables. In simple terms, multiple linear regres-
sion helps to understand how several factors might affect something we want to
predict.

The mathematical equation for multiple linear regression is given by Eq. (5.2)

Y=by+b1 xX|+byxXy,+...+by*xX, (52)

where

Y: represents the predicted outcome (dependent variable).
X1,X>, ..., X, are the set of independent variables.
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Fig. 5.10 The R? graph for Example 5.1

bo: is the intercept, which is the value of Y when all the independent variables
are zero.

b,b,, ..., b, are the coefficients, indicating how much each independent variable
influences the outcome.

In simple words, the equation tells us that the predicted outcome, Y, is a
combination of the intercept with the influence of each independent variable (X | ,
X , , etc.) weighted by their respective coefficients (b | , b » , etc.).

The goal in multiple linear regression is to find the best values for the coefficients
bo,b1,b,,etc.) that minimize the difference between the predicted outcomes and
the actual data.

Example 5.2:
A company wants to understand how Years of Experience (Y), Training Hours (T),
and Meeting Attended (M) by the employee impact the employee productivity (E).
The company collected 50 data points to build a predictive model using multiple
linear regression.

The equation of multiple linear regression is

E=by+ b.Y +b,. T +b3.M

The sample dataset is:
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Fig. 5.11 The workflow for multiple linear regression (Example 5.2)
Fig. 5.12 Value of
intercept and coefficients
Employee |Years of Training Meetings Employee
ID experience hours attended productivity
1 3 20 4 85
2 5 15 3 92
3 7 30 5 110
4 2 10 2 78
5 8 25 4 115
6 4 18 3 90
7 6 22 4 100
8 3 12 2 80
9 9 35 6 120
10 5 21 4 98
11 7 28 5 105
12 4 16 3 88

The workflow is shown in Fig. 5.11:
Result 1 and Result 2 are given in Figs. 5.12, 5.13, and 5.14, respectively.
Result 2 outcome is given as:
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Fig. 5.13 The value of R* for Example 5.2

Fig. 5.14 The R? graph for Example 5.2

The graph is given as under:
The equation for the Employee Productivity is:

E =56.9847 + 0.58 x (T) + 4.79 (Y) — 0.01(M)

This regression model suggests that E depends on the values of T, Y, and
M. Positive coefficients (like 0.58 for T and 4.79 for Y) increase E, while the
negative coefficient (—0.01 for M) decreases E. The intercept 56.9847 is the starting
value of E when all variables are zero.

Supervised Learning: Binary classification
The binary classification is the type of supervised learning, where the aim is to divide
the data into one of two groups or class. The three main types of binary classification
are given in Fig. 5.15.

The outcomes of the binary classification are evaluated using confusion matrix, as
shown in Fig. 5.16.

From Fig. 5.16, it is clear that correct prediction is given by Egs. 5.3a and 5.3b
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Binary Classification

A 4 A 4 A 4

Machine

’ Support Vector ‘

’ Logistic Regression ’ Decision Tree ‘

Fig. 5.15 Binary classification

Fig. 5.16 Evaluation of
confusion matrix for
classification algorithms
(Source: Evidently Al,
2024)

Correct Prediction

(True Positive + True Negative)

= (5.3a)

(True Positive + False positive 4 False Negative + False Positive)

Incorrect Prediction

False negative 4 False positive
- & p (5.3b)
~ (True Positive + False positive + False Negative + False Positive)

Logistic Regression
Logistic regression is a classification procedure that is frequently used when the
dependent variable is binary (i.e., O or 1, True or False, Yes or No). Instead of
responding with Yes or No, logistic regression calculates the likelihood and then
converts it into one of the two categories. If the probability exceeds a particular
threshold (usually 0.5), the answer is yes or no. Figure 5.17 depicts the approach of
logistic regression:

There are five steps computing logistic regression in Orange data mining tool as
given below:

Step 1: Select Data
Step 2: Feature Selection (select independent and dependent variables)
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Fig. 5.17 Approach of
logistic regression (Source:
Ansari, 2023)

Fig. 5.18 Steps of logistic regression in Orange

Step 3: Split Data and Model Training
Step 4: Model Evaluation
Step 5: Interpret Results

The complete steps in Orange are given in Fig. 5.18.
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Example 5.3:

The marketing team of the company wants to predict whether the number of emails
sent to consumer and the time spent in minutes by consumer lead them to purchase or
not. The company collected the data and the format of the data is given as under:

Customer | Number of emails Sent | Time spent on Website (minutes) | Purchase (Outcome)
1 3 15 0
2 2 10 0
30 5 29 1

The outcomes of the model show that for 70% train data and 30% test data, the
confusion matrix is given by Fig. 5.19a, b

From both the train and test data, the accuracy prediction is 100%. The outcome is
shown in Fig. 5.20:

The data demonstrates that if a consumer reads an email less than twice and
spends less time on the website, he is unlikely to purchase, but, if a customer spends
more time on the website and receives more emails, he is more likely to buy.

Support Vector Machine (SVM)
For classification problems, a supervised machine learning approach called Support
Vector Machines (SVM) can also be used. The model’s primary objective is to
identify the optimal decision boundary, also known as a hyperplane, which divides
the data into distinct classes. As shown in Fig. 5.21, SVM determines the line or
hyperplane that best divides two classes:

As shown in Fig. 5.22, SVM creates many hyperplanes to divide the data if there
are more than two classes while optimizing its border between each class:

The steps of computing SVM in Orange data mining tool are given below:

Step 1: Select Data

Step 2: Feature Selection (select independent and dependent variables)

We need to select two features, x; and x,, and the goal is to use these features to
predict the class labels.

Step 3: Use SVM for prediction

In this step, we use SVM to find the optimal hyperplane that separates the two
features. The equation of the hyperplane is given by Eq. (5.4)

wix; +waxp +b=0 (54)

and w = [wy, w,] are the weights, and b is the bias term.
Step 4: Model Evaluation
Step 5: Interpret Results

The complete steps in Orange are given in Fig. 5.23.
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Fig. 5.20 Predictions of logistic algorithm

Fig. 5.21 SVM with two classes (Source: Datatron, 2021)

Example 5.4:

Imagine that the marketing team is interested in predicting whether a customer will
make a purchase based on certain features (age, gender, and estimated salary). The
prediction is crucial for targeted marketing strategies, allowing the company to focus
its efforts on potential customers who are more likely to make a purchase. The goal is
to build a predictive model to classify customers into two classes: those who make a
purchase (Purchased = 1) and those who do not make a purchase (Purchased = 0).
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Fig. 5.22 SVM with
multiple classes (Source:
Baeldung, 2020)

Fig. 5.23 Steps of SVM in Orange
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Fig. 5.24 (a) AUC for the 70% train data. (b) AUC for the 30% test data
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Fig. 5.25 (a) Confusion matrix—SVM for train data. (b) Confusion matrix—SVM for test data

The tabular representation of the data:

User ID Gender Age Estimated salary Purchased
15624510 Male 19 19,000 0
15810944 Male 35 20,000 0
15668575 Female 26 43,000 0
15579212 Male 39 77,000 0

The Test and Score widget from Fig. 5.23 gives the accuracy of the SVM model
that adopted the business scenario. For the training data, the value of AUC is 0.953,
indicating that the predictive model gives 95.3% correct predictions for the 70%
train dataset. For the remaining 30% dataset, the value of AUC is 0.967, indicating
96.7% of correct predictions (Fig. 5.24).

The outcomes of the model show that for 70% train data and 30% test data, the

confusion matrix is given by Fig. 5.25a, b.

From Egs. 5.3a and 5.3b, for the 70% train data, there are 91.02% correct
predictions and 8.98% incorrect predictions. For the 30% test data, 88.46% are
correct predictions and 11.54% are incorrect predictions.
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Fig. 5.26 Predictions of SVM algorithm

From both the train and test data, the accuracy prediction is above 85% (91.02%
and 88.46%). The outcome is shown in Fig. 5.26:

The result of 0.97 for the first row in Fig. 5.26 indicates a 97% likelihood of class
0 and a 3% possibility of class 1. This indicates that the customer will not make a
purchase. The marketing team may also determine which customers will buy from
each row accordingly.

Decision Tree

Decision tree is a basic and readily comprehended machine learning technique that is

used for both classification and regression tasks. It works by recursively partitioning

the dataset into subgroups depending on the most significant properties or features.
There are five steps of computing decision tree as given below:

Step 1: Select Data
Step 2: Feature Selection (select independent and dependent variables)
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We need to select two features, x; and x,, and the goal is to use these features to
predict the class labels.
Step 3: Start at the Root (Node 0):

At the beginning, we have all the data, which we can represent as Node 0.

Choose the Best Split (Node 1):

To decide how to split the data, we select an attribute (X) and a threshold value
(T). This split can be represented as a condition:

X<TorX>=T.

Split the Data (Nodes 1a and 1b):

All the data that meets the condition X < T goes into one branch (Node la), and
all the data that meets X > = T goes into the other branch (Node 1b).

Repeat for Each Branch:

For each branch, we repeat steps 2 and 3, selecting a new attribute and threshold
to split the data further. Each split is a new node, like Node 2, Node 3, and so
on.

Keep Going Until we reach Terminal Nodes:

We continue this process, splitting data at each node until we reach terminal
nodes (also known as leaves). These nodes don’t split the data further and
represent the final outcome or prediction.

Step 4: Model Evaluation
Step 5: Interpret Results

The complete steps in Orange are given in Fig. 5.27.

Example 5.5:
Assume, a company is deciding whether to hire a job applicant based on their
qualifications. The company has collected data on past hires to understand what
factors contribute to a successful hire.

Attributes (Features):

* Years of experience: The number of years of experience the applicant has.
* Education level: The highest level of education (Bachelor’s, Master’s, or Ph.D.).
* Technical skills: A measure of the applicant’s technical skills (e.g., on a scale of
1-10).
* Target (Outcome):
Hire Decision: Whether the applicant should be hired [Yes (1) or No (0)].
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Fig. 5.27 Steps of Decision Tree in Orange

The format of dataset for the hiring decision is as follows:

Years of Education Technical Hire
Applicant |experience level skills decision
1 1 1 5 0
2 2 2 8 1
3 0.5 3 6 1
4 3 1 4 0
100 1.4 2 2 0

In this dataset, we have 100 job applicants, each with their years of experience,
education level [(1=Bachelors, 2=Master’s, and 3=Ph.D.)], technical skills (1-10),
and a hire decision [Yes (1) or No (0)].

After following the steps as mentioned in Fig. 5.27, we get the following decision
tree for 70% of the train dataset and 30% of the test dataset in Fig. 5.28a, b.

The outcomes of the confusion matrix for the train and test data are given in
Fig. 5.29a, b.

The prediction of the decision tree is shown in Fig. 5.30:
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Fig. 5.28 (a) Outcomes of decision tree (70% train dataset). (b) Outcomes of decision tree (30%
test dataset)

From Fig. 5.27, if we click Data Table widget, we get the following outcome as
shown in Fig. 5.31.



134 5 Data Analytics for Business

Fig. 5.29 (a) Confusion matrix—decision tree for train data. (b) Confusion matrix—decision tree
for test data

Fig. 5.30 Predictions of decision tree

The outcomes clearly indicate that applicants with years of experience > 2.9 years
and Education Level = 1(Bachelors) and Technical skills > 7 are most likely to be
hired by the company.



5.3 Techniques of Data Analytics for Business 135

Fig. 5.31 Outcomes of the decision tree

Multiple Classification

l l

Naive Bayes Random Forest

Fig. 5.32 Multiple classification

Supervised Learning: Multiple classification
Multiple classification is a type of supervised learning in which the objective is to
classify data into one of many groups or categories. Figure 5.32 depicts the two types
of multiple classification.

The outcomes of multiple classification are also evaluated using a confusion
matrix.

Naive Bayes
Naive Bayes is an algorithm that uses Bayes’ theorem to do multiple classification
tasks. It considers that each feature is independent, allowing it to rapidly and
effectively categorize data into multiple categories.

There are five steps computing Naive Bayes in Orange data mining tool as given
below:

Step 1: Select Data

Step 2: Feature Selection (convert all columns into categorical variables, and the
select independent and dependent variables)

Step 3: Split Data and Model Training

Step 4: Model Evaluation

Step 5: Interpret Results

The complete steps in Orange are given in Fig. 5.33.

Example 5.6:

Assume the company wants to predict customer’s purchase preference for different
types of products (Electronics, Clothing, and Groceries) based on Age Group,
Income Level, and Previous Purchases. The format of dataset is given as:
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Fig. 5.33 Steps of Naive Bayes tree in Orange
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Age Group Income Level Previous Purchases Purchase Preference
Young Low 2 Groceries
Middle High 5 Electronics
Senior Medium 4 Clothing
Young Medium 3 Groceries
Middle Low 1 Groceries
Senior High 6 Electronics
Young Low 2 Groceries
Middle Medium 3 Clothing
Senior Low 1 Groceries
Young High 4 Electronics
Middle Medium 4 Electronics
Senior Medium 5 Clothing
Young Medium 2 Groceries
Middle High 6 Electronics
Senior Low 2 Groceries
Young Low 3 Groceries
Middle Medium 3 Clothing
Senior High 5 Electronics
Young High 4 Electronics
Middle Low 2 Groceries
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Fig. 5.34 (a) Confusion matrix—Naive Bayes for train data. (b) Confusion matrix—Naive Bayes
for test data

Fig. 5.35 Predictions based on Naive Bayes model

In the dataset, Purchase Preference is the target variable with three options
(Electronics, Clothing, and Groceries).

The outcomes of the confusion matrix for the train and test data are given in
Fig. 5.34a, b.

From Fig. 5.34a, b, it can be seen that the model executes effectively in the
clothing category, with 100% of clothing factors correctly identified. For electronics,
80% of the products are properly classified, whereas 20% are misclassified as
clothing. Similarly, 83.3% of groceries are correctly classified, with 16.7%
misclassified as clothing. As all the predictions are above 80%, the model can be
adopted.

The prediction of the decision tree is shown in Fig. 5.35:
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Fig. 5.36 Steps of Random Forest in Orange

The model gives probabilities to each class and selects the one with the highest
likelihood as the predicted category. For example, the first record with a young,
medium-income individual and three prior transactions has a 58% likelihood of
buying clothing. Electronics are expected to be purchased by high-income or senior
individuals (e.g., rows 3 and 5), while groceries are often expected for low-income
groups. This suggests that the model recognizes a link between customer demo-
graphics, previous purchasing history, and preferred product categories.

Random Forest
Random Forest is a decision-tree-based approach to making predictions. Random
Forest performs effectively for multiple classification problems since it averages the
results of independent trees to minimize errors.

There are five steps computing Random Forest in Orange data mining tool as
given below:

Step 1: Select Data

Step 2: Feature Selection (select independent and dependent variables)
Step 3: Split Data and Model Training

Step 4: Model Evaluation

Step 5: Interpret Results

The complete steps in Orange are given in Fig. 5.36
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Example 5.7:
This dataset represents customer information for a telecom company, capturing
attributes like age, monthly charges, contract length, data usage, and support calls,
to predict customer churn risk categories (e.g., “No,” “Likely Churn,” “High Churn
Risk,” “Long-term”) and help the company improve retention strategies. The format
of dataset is given as:

139

Monthly Contract Data
Customer charges length usage Support | Churn
D Age | ($) (months) (GB) Calls (Target)
35 60 12 2.5 2 No
42 75 24 3.2 1 Likely
Churn
28 50 No
55 85 36 Long-
term
5 32 70 12 No
6 45 90 24 3.8 Likely
Churn
7 29 55 No
58 100 36 Long-
term
38 65 12 2. No
10 50 80 24 3. High
Churn
Risk
11 27 45 1.2 No
12 60 110 36 5 Long-
term
13 36 55 12 2.3 No
14 48 85 24 3. Likely
Churn
15 31 60 1.7 No
16 54 95 36 4. Long-
term
17 40 70 12 2. No
18 52 100 24 3. High
Churn
Risk
19 33 50 No
20 56 90 36 .6 Long-
term
21 37 65 12 No
22 49 80 24 3. High
Churn
Risk
23 30 55 6 1.3 3 No
24 57 110 36 0 Long-
term
25 34 60 12 2.4 2 No
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Fig. 5.37 (a) Confusion matrix—random forest for train data. (b) Confusion matrix—random
forest for test data

Fig. 5.38 Predictions based on random forest model

In the dataset, Churn is the target variable with three options (No, Likely Churn,
High Churn Risk, Long-term). The meaning of each of the classification
categories is:

* No: Customer is not likely to churn.

* Likely Churn: Customer shows moderate signs of potential churn.

* High Churn Risk: Customer shows significant signs of churn risk.

* Long-Term: Customer is unlikely to churn and appears stable with long-term
engagement.

The outcomes of the confusion matrix for the train and test data are given in
Fig. 5.37a, b.

From Fig. 5.37b, it can be observed that the classification is incorrect for likely
churn (the sample size=1), but for rest of the parameters, the observations are 100%
correct.

The prediction of the decision tree is shown in Fig. 5.38:

Based on Fig. 5.38, we can observe that greater risk of churn (“Likely Churn”) is
connected with customers who have higher monthly prices, more frequent support
calls, shorter contract terms, and moderate to high data use. On the other side,
customers forecasted as “No” churn tend to have longer contract terms and fewer
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support calls, suggesting higher stability with the service. “Long-term” customers
display moderate monthly rates, moderate contract periods, and fewer support calls.
These indicators collectively suggest that contract term, support calls, and monthly
expenses might be major predictors of customer turnover.

Unsupervised Learning
In unsupervised learning, the algorithm is trained on a dataset without labeled
output. In other words, it does not contain clear instruction in the form of “correct
answers” throughout training. Instead, the algorithm is looking for patterns within
the data on its own.

The fundamental objective of unsupervised learning is to uncover classifications
in the data. This is often done using approaches including clustering and dimension-
ality reduction.

1. Clustering: Clustering algorithms combine comparable data points together
based on particular qualities or attributes. The two primary techniques for clus-
tering are k-Means Clustering and Hierarchical Clustering.

2. Dimensionality Reduction: Unsupervised learning may also minimize the amount
of features (dimensions) in a dataset while maintaining as much useful informa-
tion as feasible. This is important for displaying and analyzing complicated data
further analysis. The fundamental model for Dimensionality Reduction is PCA
(Principal Component Analysis).

Unsupervised learning is used extensively in different applications, including
consumer segmentation, and anomaly detection, among others. It is especially
beneficial when we have enormous datasets and we desire to find relationship
between data.

k-Means Clustering

K-Means clustering is a prominent unsupervised learning approach used to organize
relating data points into groups. The k-means clustering splits a dataset into K
clusters, where K is determined by the user, who needs to group data points that
are comparable to each other.

Steps for k-means clustering
k-Means clustering can be done in five steps as mentioned below:

Step 1: Identify the number of cluster, which we call k.
Step 2: Calculate the centroid, which represents the center of clusters.

Mathematically, if we have a cluster C; with n data points, the centroid is
computed as given by Eq. (5.5)

Ci=-> X (5.5)
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where C; is the centroid of cluster, n is the number of data points in clusters, and
Xjrepresents each data point in the cluster.

Step 3: Distance each data objects to clusters

The distance of each data objects (points) to clusters is calculated using Euclidean
Distance.

Given a data point as X; = (X, X5, ...... ,X,) and a centroid C; = (Cy, C,, ...... s
C,), the Euclidean distance is given by Eq. (5.6) as

Step 4: Grouping based on minimum distance

This step is divided into three parts, which are iterative in nature.

Part 1: We are required to recalculate the centroids for each cluster by taking
mean of all data points assigned to the cluster

For cluster C;

Ci= (1) * ZX(S,-X (5.7)

where 1S}l is the number of data points in cluster C;.
Part 2: This part is called Reassignment.

1. Repeat the assignment step using the updated centroids.

2. Continue to iterate between assignment and update until a stopping criterion is
met, such as a maximum number of iterations or when the centroids no longer
change significantly.

Part 3: This part is called Convergence.
The algorithm converges when the centroids no longer change significantly or
when a predefined stopping criterion is met.

Step 5: Output

The final clusters are defined by the data points assigned to each cluster after
convergence.

The complete set of five steps is given in Fig. 5.39

The five steps are defined in Orange tool as mentioned in Fig. 5.40:

Example 5.8:

Consider an online retail company that aims to segment its customers to tailor
marketing strategies and improve customer engagement. The company has a vast
dataset with millions of customer records, but for simplicity, we will focus on a
sample of 30 customers. The format of dataset is given as:
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Fig. 5.39 Steps of k-Means
algorithm (Source:
TutorialRide, 2022)

Fig. 5.40 k-Means clustering in Orange
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Customer Total Total Spending Average Order Value
ID Age |Orders ($) ($)

35 12 500 63

28 8 320 68

45 15 750 56
30 27 11 440 83

The retail company intends to segment customers based on their online shopping
behavior. The goal is to create targeted marketing strategies and enhance customer

engagement.
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Fig. 5.41 Silhouette Score

From Fig. 5.40, the outcome of Silhouette Score is mentioned in Fig. 5.41.
From the figure above, the Silhouette Score is as follows:

Clusters Silhouette Score Analysis
Cl1 0.524 Between moderate to high
C2 0.506 Moderate

Now, we will scan the results using the scatter plot, Fig. 5.42a—d.

Cluster CI:

Customers are in large number, are of younger age, with less number of orders,
spending is on the lower side, and average order value of customer is lower.

Cluster C2:

Customers are less in number, are of older age, with high number of orders,
spending is on the higher side, and the average order value of customer is lower.

Hierarchical Clustering

Hierarchical clustering is an approach to arrange and group items that are compara-
ble into clusters. The goal is to establish a hierarchy of clusters, where items that are
more identical are grouped together, creating branches of a tree-like structure called
a dendrogram.

Steps of Hierarchical Clustering

Hierarchical clustering is an iterative procedure that includes merging or dividing
groups depending on their similarity. The two primary approaches are agglomerative
(bottom-up) and divisive (top-down). The prevalent technique for hierarchical
clustering is the agglomerative approach, with the following six steps:

Step 1: Start with individual data points as clusters
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Fig. 5.42 (a) Clustering using age. (b) Clustering using total orders. (¢) Clustering using total
spending. (d) Clustering using average order value

Initially, each data point is considered as a separate cluster.
Step 2: Calculate the pairwise distances between clusters

The Euclidean distance for the similarity or dissimilarity between each pair of
clusters is mentioned in Eq. (5.8)

D(C:,Cj) (5.8)

C; and C; are two clusters and D is the distance between them.
Step 3: Merge the two closest clusters

Combine the two clusters with the smallest distance into a single cluster.
Step 4: Update the distance matrix

Recalculate the distances between the new cluster and all other clusters using an
appropriate linkage criterion (e.g., single linkage, complete linkage, average
linkage).
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Fig. 5.43 Steps of hierarchical clustering in Orange

D(Crew, Ci) (5.9)

Step 5: Repeat steps 3 and 4 until only a single cluster remains

Continue merging the closest clusters and updating the distance matrix until all
data points belong to a single cluster.

Step 6. Output

The outputs are obtained based on the attributes (characteristics).

This process results in a hierarchical tree or dendrogram that shows the relation-
ships between clusters at each step of merging. The height of the dendrogram
represents the distance at which clusters were merged.

The six steps are defined in Orange tool as mentioned in Fig. 5.43:

Example 5.9:
The company wants to understand its customer base and tailor marketing strategies
to different customer segments. The company collects data customers to divide them
based on age, income, and spending behavior.

The format of dataset is as follows:

Customer ID Age Annual Income (k$) Spending Score (1-100)
1 19 15 39

2 21 15 81

3 20 16 6

200 30 137 83

After setting the environment and clicking the hierarchical cluster widget, we get
five clusters as given in Fig. 5.44.

We will now connect the hierarchical clustering to Scatter Plot, and will observe the
outcomes based on the adjustments for the X and Y axis (as given in Fig. 5.45a—).
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Fig. 5.44 Dendrogram for Example 5.9 (no. of clusters=5)

The recommendations based in Fig. 5.45a—c for the 5 clusters are given below:

Clusters

Recommendations (Tentative)

Cl1
Middle-aged customers, high income, high
spenders

High-end products, loyalty programs

C2

Young customers, low to middle income, varied

spenders (high to middle)

Diverse range of products, promotions and
discounts

C3
Varied ages, high income, low spenders

Strategies for customer engagement, Pro-
motions and discounts

C4

Varied ages, middle income, middle spenders

Identify needs of customers

C5
Varied ages, low income, low spenders

Cost-effective products

Principal Component Analysis (PCA)

PCA is a dimensionality reduction technique often used to analyze and visualize
complex datasets, with the aim of simplifying complex datasets while retaining the

important information.
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Fig. 5.45 (a) Clustering using age. (b) Clustering using annual income. (¢) Clustering using
spending score

Dimensionality reduction technique creates a new set of smaller, uncorrelated
variables (attributes) from a large dataset. The primary goal is to simplify the data
while retaining the essential information required for data analysis.

Steps of PCA
There are five complicated steps of converting the dataset with a large number of
attributes to the dataset with a small number of components through PCA. These five
steps are shown in Fig. 5.46:

The five steps of PCA in Orange tool are given in Fig. 5.47:

From Fig. 5.47, when we click on Save Data widget, we can use four different
types of combinations (for two PCs) with the following set of strategies.

Value of | Value of
PC1 PC2 Strategy

— — The company needs to work in all the listed attributes. More emphasis to
be given to higher values of PCs

+ — Focus on successful strategies, while improve upon the negative values
of PC2

- + Focus on successful strategies, while improve upon the negative values
of PC1

+ + Continue its current strategy, no changes

The table is only valid for two PCs, and the values and strategy change with added number of PCs

We are now ready for data analysis.
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Fig. 5.46 Steps of PCA (Source: Mallick, 2023)

Fig. 5.47 PCA in Orange tool

Example 5.10:

149

Suppose we have a dataset of sales data for a small business, and we want to use
PCA to understand which factors contribute the most to variations in sales. The
dataset is as follows:

Store location

Advertising expense ($)

Product variety

Sales revenue ($)

Store A 5000 20 75,000
Store B 6000 15 80,000
Store C 4000 10 70,000
Store D 3000 30 85,000
Store E 7000 25 95,000
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Fig. 5.48 Number of PCs

Fig. 5.49 Variance of PC1 and PC2

After following the steps of PCA, the number of components for the given
example is 2, with the explained variance of 97% as shown in Fig. 5.48. (This
outcome we get from PCA widget in Orange.)

The outcome of the two components (PC1 and PC2) from the Data Table widget
is given in Fig. 5.49:

There are two levels of Data Analysis required for the outcome.

Level 1 is the Principal Component Analysis based on the outcomes obtained
from Fig. 5.49:
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PC1

PC2

Variance=0.615, indicating 61.50% of the total
variance in data

Variance=0.364, indicating 36.40% of the
total variance in data

PCl1 is positively associated with all the three
attributes, Advertising Expense ($), Product
Variety, and Sales Revenue ($) are positive

PC2 is negatively associated with Advertising
Expense and Sales Revenue, while it is posi-
tively associated with Product Variety

Level 2: The outcomes from the Save Data widget are as follows:

PC1 PC2
Store location Variance=0.615033 Variance=0.364044
Store A —0.505241 0.0308041
Store B —0.253728 —0.973582
Store C —2.01339 —0.132269
Store D 0.675871 1.9369
Store E 2.09649 —0.86185

Substituting the values of PC1 and PC2 from the Level 2 outcome, we can devise
the strategy and thus provide recommendations to the company as given below:

Value | Value

Store of of

location | PC1 PC2 Strategy Recommendations

Store A | — + Focus on successful strategies, Store has high negative score
while improve upon the negative | for PC1 and almost O for PC2.
values of PC1 Should focus on increasing both

advertising efforts and product
variety

Store B | — - The company needs to work in | Should focus on all three attri-
all the listed attributes. More butes [Advertising Expense ($),
emphasis to be given to higher | Product Variety, and Sales
values of PCs Revenue ($)]

Store C | — — The company needs to work in | Should focus on all three attri-
all the listed attributes. More butes [Advertising Expense ($),
emphasis to be given to higher | Product Variety, and Sales
values of PCs Revenue ($)]

StoreD |+ + Continue its current strategy, no | No recommendations
changes

Store E | + - Focus on successful strategies, Should focus on Advertising
while improve upon the negative | Expense
values of PC2
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5.3.3 Data Analytics Using Unstructured Data

Data analytics with unstructured data includes extracting findings from non-tabular,
non-structured data, such as text documents, images, social media postings, and
videos. Unlike structured data, which blends perfectly into rows and columns,
unstructured data is typically untidy, and needs tailored skills to analyze adequately.

Techniques like natural language processing (NLP) and image recognition are
frequently used to handle unstructured data. For example, NLP can extract senti-
ment, or named entities from text, while image recognition techniques may recog-
nize objects, scenes, or even emotions from images.

Unstructured data analytics helps businesses acquire deeper insights into cus-
tomer behavior, affinities, and demographics. For instance, researching customer
reviews and social media interactions may disclose significant information that
structured data alone could overlook, helping businesses optimize their products,
customize marketing campaigns, and enhance the customer experience. As unstruc-
tured data makes up the majority of the data created today, utilizing it efficiently may
give a huge business advantage.

There are two types of unstructured data we will study, sentiment analysis and
image analytics, as mentioned in Fig. 5.50.

Sentiment Analysis
Sentiment analysis in Orange entails using natural language processing (NLP) to
analyze and classify emotions conveyed in text data, often categorizing sentiments
as positive, negative, or neutral.

The steps of sentiment analysis in Orange tool involve five steps as mentioned
below:

1. Corpus: This is the initial dataset of textual data to be studied.

2. Preprocess Text: In this step, the raw text is cleansed and prepared for analysis.
This may involve deleting stop words, punctuation, and applying tokenization or
stemming to simplify the text.

3. Tweet Profiler: This component presumably examines individual texts to find
different properties, such as keywords, user information, or early classifications
that might assist in sentiment analysis.

4. Sentiment Analysis: In this step, the texts are examined for their emotional tone,
deciding whether the sentiment is good, negative, or neutral. This generally uses
scoring algorithms or machine learning models constructed from sentiment data.

Fig. 5.50 Types of data
analytics for unstructured Unstructured Data
data

A 4 A 4

Sentiment Analysis Image Analytics
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5. Distributions: After sentiment analysis, the findings are represented in the form of
distributions. This helps to analyze the frequency and dispersion of sentiment
scores in the data.

The steps are given in Fig. 5.51:
The outcomes of the distributions widget are given by Fig. 5.52:

Fig. 5.51 Steps of sentiment analysis in Orange

Fig. 5.52 Outcomes of the sentiments analysis in Orange
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Fig. 5.53 Image analytics in Orange

Image Analytics

Earlier social media postings (on Facebook, Twitter) were text only, which were
subsequently expanded to photos and videos, with specific platforms specialized to
the publishing of images and videos (Instagram, Snapchat). There were a few
notable observations:

* Tweets containing pictures are 34% more likely to be retweeted than tweets with
no images (Webster, 2015),

 Instagram users post 55 million photographs a day to the platform (Bakhshi et al.,
2014)

» Images on Facebook generate 53% more likes than the average post without
images (Corliss, 2019)

These details show that image-based postings hold a stronger social media
visibility than the text alone (Pittman & Reich, 2016). With the new technology
and smart-phones, the future of social media will be more image based (Appel et al.,
2019).

Image Analytics in Orange

The proposed model for image analytics is divided into three steps, as mentioned in
Fig. 5.53. The first step of the model is image embedding, which takes the images
and uses a predefined algorithm for a specific task. Image embedding requires
evaluation of images where the vector representations are computed. The outcome
of the image embedding algorithm is transferred to sentiment analysis algorithms
which consist of a combination of Liu Hu Algorithm and Ekman Scoring.

5.4 Economic Implications of Data Analytics

In the preceding section, we discussed different types of predictive analytics and
their consequences for business. In this part, we will analyze the economic implica-
tions associated with structured and unstructured data. For structured data, we will
discuss both supervised learning techniques (such as regression and classification)
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and unsupervised learning approaches (such as clustering). For unstructured data, we
will analyze the economic effects of sentiment analysis and image analytics. Each of
these techniques delivers useful insights that increase the business’s effectiveness,
boost decision-making, and add to competitive edge.

5.4.1 Economic Implications of Structured Data

Structured data provides enormous economic advantages through the application of
both supervised and unsupervised algorithms. Supervised learning approaches, such
as linear regression and classification models, allow businesses to accurately predict
outcomes. Unsupervised learning approaches, such as clustering, assist discover
hidden trends, enabling businesses to target the specific segment.

Supervised Learning: Linear Regression
Linear regression is a technique for analyzing correlations between variables. Taking
Eq. (5.1), the linear equation is given by

Y=b+aX

In businesses, the economic implications of linear regression can be used in two
different ways to predict the total cost and fotal revenue.
If we need to estimate the total cost, Eq. (5.1) can be rewritten as

C=b+aQ

where C is the cost and Q is the quantity to be produced.
The total cost T¢ interval [Q1, Q2] is given by Eq. (5.10)

0 2 2
re= [0+ a0)i0=b(0: 0 +a(%-%) 6w

1

Equation (5.10) gives the total cost for producing between Q, and O, units.
Similarly, if we need to estimate total revenue, Eq. (5.1) can be rewritten as

R=b+dA

where R is the revenue and A is the advertising spend.
The total cost Ty interval [A1,A2] is given by Eq. (5.11)

A A2 A2
TR:/ (b + aA)dA =b(A; — Ay) +a<72 - 7‘) (5.11)
A
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Equation (5.11) gives the total revenue for the advertisement spend between A,
and A,.

Supervised Learning: Classification Models
Classification models let businesses sort data into discrete groups based on features.
These models have important economic consequences in fields such as finance
(credit scoring), healthcare (disease detection), and marketing (customer segmenta-
tion). By precisely categorizing data, businesses can make more educated decisions,
prevent risk, and optimize resources.

Profit Maximization

Consider a business employing a logistic regression classification model for
predicting whether a consumer would react to a marketing effort (purchase or not).
The model generates the probability P(y = 1 | x) that a consumer y will purchase a
product provided it has features x. Assuming the profit from a single marketing effort
is p, the expected profit maximization P(M) is given by Eq. (5.12):

1

/pP (y=1]x)dx (5.12)

0

Expected Revenue

The expected revenue E(R) from the marketing campaign can be estimated by
integrating the probability distribution of customers identified as likely to purchase.
Assuming the revenue from a single purchase is r, the estimated revenue across all

customers is given by Eq. (5.13):
1
/ —1]x)d (5.13)
0
Risk Reduction

In financial services, classification models are used to find creditworthiness of the
borrower, by predicting whether the loan will be returned or not. If L is the default by
predicting that the borrower has defaulted on the loan, then by integrating the
probability distribution, we can identify the expected loss E(L) as given by
Eq. (5.14)

1

= /L.P(default | x)dx (5.14)

0
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5.4.2 Economic Implications of Unstructured Data

Businesses may benefit significantly from unstructured data, including text, images,
and videos, but because of its complexity, the insights need sophisticated analytics.
For example, sentiment analysis enables businesses to extract emotional nuances
from social media postings, enabling businesses to assess public opinion and devise
the strategies appropriately. Revenue growth, increased customer satisfaction, and
loyalty might result from this. Similar to this, image analytics gives businesses the
ability to examine visual information for trends and brand identification. Businesses
may gain a competitive edge by using these types of analytics to unlock the
unrealized potential of unstructured data.

Sentiment Analysis

Sentiment analysis has important economic implications, especially when it comes
to assisting businesses in comprehending how customers feel and making better
decisions.

Assume that a business’s revenue R(¢) is a function of time ¢ and that sentiment
score S(f), which is derived from customer feedback, influences the revenue. While
negative sentiment may reduce revenue, excellent sentiment would increase cus-
tomer engagement.

Assumptions for evaluating economic implications of Sentiment Analysis

* The sentiments can be scored as —1 for negative sentiment, 0 for neutral
sentiment, and 1 for positive sentiment; thus, S(f)e[—1, 1].

* Revenue is directly proportional to the sentiment score, R(f) a S(?).

As mentioned in the assumptions that R(¢) a S(¢), the rate of change of revenue %

can be denoted by Eq. (5.15)

‘”fTY) —k.S(1) (5.15)

where k is constant that measures the sensitivity of revenue to sentiment.
Over time T, the total revenue is given by Eq. (5.16)

R(T)= /k.S(t)dt+Ro (5.16)

where Ry is the initial revenue at r = 0.
As stated in the assumptions, the sentiment score ranges between —1, 0 and +1,
following a sinusoidal waveform, which can be represented by Eq. (5.17)
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S(t) = sin (”Tt) (5.17)

Thus, Eq. (X.XX) can be rewritten and mentioned by Eq. (5.18)
T
/ k. s1n dt + Ry (5.18)
0

Upon elaboration, R(T) = %I 4 R,

The equation indicates that revenue is positively impacted by sentiment analysis,
with revenue being proportional to 2L,

The integration demonstrates how sentiment analysis influences revenue over
time. Positive sentiments boost revenue, while negative sentiments lessen
it. Businesses may optimize their economic profits by constantly evaluating and
modifying their strategy in response to customer sentiments. This technique enables
a quantitative comprehension of the economic consequences of sentiment analysis.

Image Analytics
Image analytics has extensive implications in businesses, from devising marketing
tactics to increasing product quality. Businesses that use image analytics may lower
costs, streamline operations, and increase revenue.

Assume that a business’s revenue R(f) is influenced by the quality of image
analytics ().

Assumptions for evaluating economic implications of Image Analytics

» The sentiments can be scored as O for no use of image analytics or 1 optimal use
of image analytics; thus, I()e[0, 1].

* Revenue is directly proportional to image analytics, R(f) a I(?).

dR

As mentioned in the assumptions that R(¢) a I(¢), the rate of change of revenue %

can be denoted by Eq. (5.19)

PR i) (5.19)

where k is constant that measures the sensitivity of revenue to image analytics.
Over time 7, the total revenue is given by Eq. (5.20)

- / k.I(t)dt + Ry (5.20)
0

where Ry is the initial revenue at r = 0.
With the intervention of technology, image analytics will help businesses to grow
exponentially, which can be represented by Eq. (5.21).
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I(t)=1—e" (5.21)

Thus, Eq. (5.21) can be rewritten and mentioned by Eq. (5.22)
T
/ k.(1—e *)dt + Ry (5.22)
0

Upon elaboration, R(T) =kT — % (1 —e ™) + Ry

As T — oo (long term), e *T — 0, so, R(T)=kT — % + Ry

The equation indicates that revenue grows linearly if i 1mage analytics are used by
businesses for longer durations.

5.5 Conclusion

The use of data analytics in business has become vital, allowing businesses to
harness structured and unstructured data to make data-driven decisions. Through
structured data analysis, businesses may capture learning from historical data,
analyze customer behavior, and forecast future trends, establishing a strategic
edge. Supervised and unsupervised learning approaches extend this capability by
identifying and anticipating outcomes.

Unstructured data analytics, notably sentiment and image analysis, adds an extra
layer of knowledge that structured data alone cannot deliver. These approaches
allow businesses to read customer reactions and visual signals from sources like
social media and customer reviews.

The integration of such analytics in platforms like the Orange data mining tool
gives businesses with concrete findings and practical processes, helping them to
continuously react to evolving market conditions. Together, structured and unstruc-
tured data analytics offer a complete perspective of business data, creating compre-
hensive options that promote sustained performance.

Exercise

Exercise 1: Understanding the Role of Data Analytics
in Business

A consulting firm, ABC Solutions, has been contracted by a small retail company,
XYZ, to enhance its business decision-making and operational efficiency using data
analytics. XYZ, which runs both online and offline businesses, has faced changing
revenues, retention of customers issues, and excessive stocks of some merchandise.
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To stay competitive, the company’s leadership wants to employ data analytics for a
deeper understanding of customer behavior, handling of inventory, and promotional
activities.

XYZ’s key purpose is to understand how data analytics may be used throughout
its operations to improve decision-making and boost profitability. The consulting
company, ABC Solutions, will develop a report showcasing how prominent busi-
nesses in diverse sectors have effectively used data analytics to meet comparable
business challenges. This study will serve as an outline for XYZ, emphasizing how
data analytics may enable more accurate forecasting, targeted marketing, and effi-
cient inventory.

ABC Solutions will present a detailed study explaining the importance of data
analytics in current business operations, notably focused on decision-making. The
work will cover case studies from three successful businesses that have successfully
implemented data analytics:

1. Amazon: Known for its superior data analytics in demand forecasting and
recommendation systems, Amazon has improved its supply chain and tailored
consumer experience.

2. Netflix: Through data-driven suggestions and content strategy, Netflix has greatly
boosted user engagement and happiness, growing its worldwide subscriber base.

3. Starbucks: Leveraging data analytics for site selection, customer loyalty, and
product customization, Starbucks tailors its products to local demand and fosters
customer loyalty.

Preparing the business report will conclude with practical insights and sugges-
tions on how XYZ may use comparable techniques to achieve quantifiable gains in
profitability, efficiency, and customer engagement.

Exercise 2: Identifying Types of Data

A financial services business, 123 Capital, is undertaking digital transformation to
increase its data management and analytics capabilities. At present, data inside
123 Capital is maintained across numerous forms, leading to concerns when it
involves analysis, reporting, and compliance with regulations. The company decided
to begin an initiative to categorize and arrange data across departments so they can
effectively apply data analytics.

The objective is to train employees about various forms of data—structured,
semi-structured, and unstructured—and assist them understand how each may be
successfully employed in data analytics.

The report needs to include concrete instances on how 123 Capital may store,
process, and analyze each data type for improving comprehensive data-driven
decision-making.
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Exercise 3: Utilizing Predictive Analytics

A retail chain, PQR Retail, has been facing variable demand across its outlets and is
sometimes hindered by inventory issues (surplus stock or stockouts) during peak
seasons. PQR Retail anticipates solving this by using predictive analytics to boost
demand forecasting, which will help the business manage inventory levels.

PQR Retail wants to apply predictive analytics to project future demand for each
product category based on previous sales data, seasonal trends, and external
influences.

You are required to write a report that will be created to outline the processes,
predictive model, and detailed analysis for estimating demand and managing inven-
tory effectively.

Sample Dataset

Store | Product Sales

Date ID Category Volume |Price|Promotion|Holiday|Weather
1/1/ 101 Electronics| 25 200 Yes No Cloudy
2024

1/1/ 102 Apparel 40 50 No No Sunny
2024

1/1/ 103 Groceries 75 10 No No Rainy
2024

1/2/ 101 Electronics| 20 200 Yes No Sunny
2024

1/2/ 102 Apparel 35 45 Yes No Cloudy
2024

1/2/ 103 Groceries 70 10 No No Sunny
2024

1/3/ |101 Electronics|30 190 No No Rainy
2024

1/3/ 102 Apparel 25 48 No No Sunny
2024

1/3/ 103 Groceries 60 10 Yes No Cloudy
2024

1/4/ 101 Electronics| 28 200 Yes No Cloudy
2024

1/4/ 102 Apparel 45 50 No No Rainy
2024

1/4/ 103 Groceries 65 10 No No Sunny
2024

1/5/ 101 Electronics| 18 205 No No Sunny
2024

1/5/ 102 Apparel 30 52 Yes No Cloudy
2024

1/5/ 103 Groceries 55 10 No No Rainy
2024

(continued)
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Store_| Product__ Sales_

Date D Category Volume |Price|Promotion|Holiday| Weather

1/6/ 101 Electronics| 22 200 Yes No Cloudy

2024

1/6/ 102 Apparel 40 50 No No Sunny

2024

1/6/ 103 Groceries 80 10 No No Cloudy

2024

1/7/ 101 Electronics| 26 195 No Yes Rainy

2024

1/7/ 102 Apparel 35 45 Yes Yes Cloudy

2024

1/7/ 103 Groceries 90 10 No Yes Rainy

2024

1/8/ 101 Electronics| 32 200 Yes No Sunny

2024

1/8/ 102 Apparel 50 48 No No Sunny

2024

1/8/ 103 Groceries 85 10 No No Cloudy

2024

1/9/ 101 Electronics| 29 190 No No Rainy

2024

1/9/ 102 Apparel 45 50 Yes No Sunny

2024

1/9/ |103 Groceries 78 10 Yes No Sunny

2024

1/10/ |101 Electronics| 20 210 No No Cloudy

2024

1/10/ |[102 Apparel 40 55 No No Rainy

2024

1/10/ 103 Groceries 72 10 No No Cloudy

2024

Exercise 4

A consumer electronics company is trying to achieve competitive advantage and
understood that customer perceptions, brand image, and product quality reviews on
social media and also images posted on social media have substantial economic
implications for revenue. The company was using structured data analysis for sales
analysis, lately understood to study the unstructured data and capture the reviews
and opinions from social media as well.
The data obtained are as follows:
Sentiment Analysis:
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 Initial Revenue, Ry = 100,000
» Sensitivity constant, K = 5000
» Total Time, T = 12 months

Image Analytics

* Initial Revenue, Ry = 100,000
* Sensitivity constant, K = 3000
* Decay rate, A = 0.1

e Total Time, T = 12 months

Map out a comprehensive revenue trajectory influenced by unstructured data for
the company.

Hint:

For Sentiment Analysis:

Using Eq. (5.18), we get

T
= / k.sin (”Tt) dt + Ry ~ 119,098
0

For Image Analytics:
Using Eq. (5.22), we get

T
/k 1—e dt+Ro~156964
0

Thus, combined revenue from sentiment analysis and Image Analytics can be
given as:

Riprar = 119,098 4 156,964 =276,062
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