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Introduction

he foundation of cryptocurrencies such as Bitcoin lies in a new technol-

ogy called the blockchain; it’s the infrastructure that cryptocurrencies are

built on. Blockchain is a disruptive technology that many argue is bigger
than the advent of the Internet. The applications of blockchain don’t end with
cryptocurrencies, though, just like the applications of the Internet don’t end with
email. If you want to find out what blockchains are, the basics of how to use them,
which cryptocurrencies are lucrative investments, and what hardware is needed
for cryptocurrency mining, this is the book for you.

About This Book

In this book, you find helpful advice for navigating the blockchain world and
cryptocurrencies that run them — from the ins and outs of wallets, exchanges,
Bitcoin, and Ethereum to investing in cryptocurrencies and even mining your own.

You don’t have to read the book cover to cover. Just flip to the subject that you’re
interested in.

As you dip into and out of this book, feel free to skip the sidebars (shaded boxes)
and the paragraphs marked with the Technical Stuff icon. They contain interest-
ing but nonessential information.

Within this book, you may note that some web addresses break across two lines
of text. If you’re reading this book in print and want to visit one of these web
pages, simply key in the web address exactly as it’s noted in the text, pretending
as though the line break doesn’t exist. If you’re reading this as an e-book, you’ve
got it easy — just click the web address to be taken directly to the webpage.

Some of the web addresses are affiliate links, meaning that if you click them and

start using a company’s services through that specific web address, the author
may earn an affiliate payment for making the introduction.
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Foolish Assumptions

We didn’t want to make too many assumptions about you and your experience
with cryptocurrency, blockchains, mining, and legal matters, but we do assume
the following:

»
»

»

»

»

»

»

You have a computer, a smartphone, and access to the Internet.

You know the basics of using your computer and the Internet, and how to
download and install programs.

You know how to navigate through menus within programs, how to find files
on your computer, and how to create folders.

You're new to blockchain and you aren't a skilled programmer. (Of course, if
you are a skilled programmer, you can still get a lot out of this book — you
just may be able to breeze past some of the step-by-step guidelines.)

You may have heard of, or even purchased, some cryptocurrencies (like
Bitcoin or Ether, for example), but you don't really know how they work.

Although you may have invested in other markets like the stock market
before, you aren't necessarily familiar with the terminology and the technical
aspects of trading and investing in cryptocurrencies.

You are unfamiliar with cryptocurrency mining but are interested to know
more and determine whether it's something you want to undertake.

Note: If you don’t have high-speed access to the Internet, you may want to get it
before diving into this book. You need high-speed access to be able to work with
many of the valuable online tools that we recommend.

Icons Used in This Book

Throughout the margins of this book are icons drawing your attention to certain
bits of information. Here’s what those icons mean.

cryptocurrency easier.

The Tip icon marks tips and shortcuts that you can use to make your life with

TIP

The Remember icon marks the information that’s especially important to know —
the stuff you’ll want to commit to memory.

REMEMBER
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When you see this icon, you know the information is of a highly technical nature.
"6" You can skip over these icons without missing the main point of the topic at hand.

TECHNICAL
STUFF

& Watch out when you see this icon! It marks critical information that may save you
headaches — or tokens.

WARNING

Beyond the Book

In addition to the material in the print or e-book you’re reading right now, this
product also comes with some access-anywhere content on the web. Check out
the free Cheat Sheet for more on the topics covered in the book. To get this Cheat
Sheet, simply go to www.dummies.com and type Cryptocurrency All-in-One For
Dummies Cheat Sheet in the Search box.

Where to Go From Here

The Dummies series tells you what you need to know and how to do the things you
need to do to get the results you want. Readers don’t have to read the entire book
to learn about a topic. Like all good reference tools, this book is designed to be
read when needed and it’s divided into several parts.

If you’re interested in investing, for example, you can head to Book 5 to learn
about risk management, strategy development, and the whole industry in general.
Book 1 provides an overview of the world of cryptocurrencies, and Book 2 is your
gateway to the blockchain technology.

Book 3 takes a deep dive into Bitcoin, which is the oldest cryptocurrency and prob-
ably the most well-known. Book 4 lays the foundation of Ethereum and teaches
you, in clear language, how to design and write your own software for the Ethe-
reum blockchain environment.

If you want to delve into cryptocurrency mining, check out Book 6, which can help

you decide if and how you’re going to begin mining, including which is the right
cryptocurrency for you to mine.
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IN THIS CHAPTER

» Looking at the what, why, and how of
the advent of cryptocurrencies

» Getting an overview of your first
steps before starting your crypto
journey

Chapter 1
What Is a Cryptocurrency?

o you'’ve picked up this book, and your first question is probably this: “What

the heck is a cryptocurrency, anyway?” Simply stated, a cryptocurrency is a new

form of digital money. You can transfer your traditional, non-cryptocurrency
money like the U.S. dollar digitally, but that’s not quite the same as how cryptocur-
rencies work. When cryptocurrencies become mainstream, you may be able to use
them to pay for stuff electronically, just like you do with traditional currencies.

However, what sets cryptocurrencies apart is the technology behind them. You
may say, “Who cares about the technology behind my money? I only care about
how much of it there is in my wallet!” The issue is that the world’s current money
systems have a bunch of problems. Here are some examples:

¥ Payment systems such as credit cards and wire transfers are outdated.

¥ In most cases, a bunch of middlemen like banks and brokers take a cut in the
process, making transactions expensive and slow.

¥ Financial inequality is growing around the globe.

¥ Around three billion unbanked or underbanked people can't access financial
services. That's approximately half the population on the planet!

Cryptocurrencies aim to solve some of these problems, if not more. This chapter
introduces you to crypto fundamentals.

CHAPTER 1 What Is a Cryptocurrency? 7



Beginning with the Basics
of Cryptocurrencies
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You know how your everyday, government-based currency is reserved in banks?
And that you need an ATM or a connection to a bank to get more of it or transfer
it to other people? Well, with cryptocurrencies, you may be able to get rid of banks
and other centralized middlemen altogether. That’s because cryptocurrencies rely
on a technology called blockchain, which is decentralized (meaning no single entity
is in charge of it). Instead, every computer in the network confirms the transac-
tions. Flip to Book 2 to find out more about the blockchain technology that enables
cool things like cryptocurrencies.

The following sections cover the basics of cryptocurrencies: their background,
benefits, and more.

The definition of money

Before getting into the nitty-gritty of cryptocurrencies, you need to understand
the definition of money itself. The philosophy behind money is a bit like the whole
“which came first: the chicken or the egg?” thing. In order for money to be valu-
able, it must have a number of characteristics, such as the following:

3 Enough people must have it.
¥ Merchants must accept it as a form of payment.

¥ Society must trust that it's valuable and that it will remain valuable in the
future.

Of course, in the old days, when you traded your chicken for shoes, the values of
the exchanged materials were inherent to their nature. But when coins, cash, and
credit cards came into play, the definition of money and, more importantly, the
trust model of money changed.

Another key change in money has been its ease of transaction. The hassle of carrying
a ton of gold bars from one country to another was one of the main reasons cash was
invented. Then, when people got even lazier, credit cards were invented. But credit
cards carry the money that your government controls. As the world becomes more
interconnected and more concerned about authorities who may or may not have
people’s best interests in mind, cryptocurrencies may offer a valuable alternative.

Here’s a fun fact: Your normal, government-backed currency, such as the U.S. dollar,
must go by its fancy name, fiat currency, now that cryptocurrencies are around. Fiat
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is described as a legal tender like coins and banknotes that have value only because
the government says so. Get the scoop on fiat currencies in Book 5, Chapter 9.

Some cryptocurrency history

The first ever cryptocurrency was (drumroll please) Bitcoin! You probably have
heard of Bitcoin more than any other thing in the crypto industry. Bitcoin was
the first product of the first blockchain developed by some anonymous entity who
went by the name Satoshi Nakamoto. Satoshi released the idea of Bitcoin in 2008
and described it as a “purely peer-to-peer version” of electronic money.

Bitcoin was the first established cryptocurrency, but many attempts at creating
digital currencies occurred years before Bitcoin was formally introduced.

Cryptocurrencies like Bitcoin are created through a process called mining. Very
different than mining ore, mining cryptocurrencies involves powerful computers
solving complicated problems. Book 6 covers mining, but flip to Book 6, Chapter 1
for an introduction to cryptocurrency mining.

Bitcoin remained the only cryptocurrency until 2011. Then Bitcoin enthusiasts
started noticing flaws in it, so they decided to create alternative coins, also known
as altcoins, to improve Bitcoin’s design for things like speed, security, anonymity,
and more. Among the first altcoins was Litecoin, which aimed to become the silver
to Bitcoin’s gold. But at the time of this writing, over 5,000 cryptocurrencies are
available, and the number is expected to increase in the future. Check out Chapter 4
of this minibook for just a sampling of cryptocurrencies that are available now.

Key crypto benefits

Still not convinced that cryptocurrencies (or any other sort of decentralized
money) are a better solution than traditional government-based money? Here are
a number of solutions that cryptocurrencies may be able to provide through their
decentralized nature:

3 Reducing corruption: With great power comes great responsibility. But when
you give a ton of power to only one person or entity, the chances of their
abusing that power increase. The 19th-century British politician Lord Acton said
it best: “Power tends to corrupt, and absolute power corrupts absolutely.”
Cryptocurrencies aim to resolve the issue of absolute power by distributing
power among many people or, better yet, among all the members of the
network. That's the key idea behind blockchain technology, anyway (see Book 2).

¥ Eliminating extreme money printing: Governments have central banks, and
central banks have the ability to simply print money when they're faced with a

CHAPTER 1 What Is a Cryptocurrency? 9
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serious economic problem. This process is also called quantitative easing. By
printing more money, a government may be able to bail out debt or devalue
its currency. However, this approach is like putting a bandage on a broken leg.
Not only does it rarely solve the problem, but the negative side effects can
also sometimes surpass the original issue.

For example, when a country like Iran or Venezuela prints too much money,
the value of its currency drops so much that inflation skyrockets and people
can't even afford to buy everyday goods and services. Their cash becomes
barely as valuable as rolls of toilet paper. Most cryptocurrencies have a
limited, set amount of coins available. When all those coins are in circulation,
a central entity or the company behind the blockchain has no easy way to
simply create more coins or add on to its supply.

¥ Giving people charge of their own money: With traditional cash, you're
basically giving away all your control to central banks and the government. If
you trust your government, that's great, but keep in mind that at any point,
your government is able to simply freeze your bank account and deny you
access to your funds. For example, in the United States, if you don't have a
legal will and own a business, the government has the right to all your assets if
you pass away. Some governments can even simply abolish bank notes the
way India did in 2016. With cryptocurrencies, you and only you can access
your funds. (Unless someone steals them from you, that is. To find out how to
secure your crypto assets, flip to Chapter 3 of this minibook.)

3 Cutting out the middleman: With traditional money, every time you make a
transfer, a middleman like your bank or a digital payment service takes a cut.
With cryptocurrencies, all the network members in the blockchain are that
middleman; their compensation is formulated differently from that of fiat
money middlemen and therefore is minimal in comparison. Check out
Chapter 2 of this minibook for more on how cryptocurrencies work.

3 Serving the unbanked: A vast portion of the world's citizens has no access or
limited access to payment systems like banks. Cryptocurrencies aim to resolve
this issue by spreading digital commerce around the globe so that anyone
with a mobile phone can start making payments. And yes, more people have
access to mobile phones than to banks. In fact, more people have mobile
phones than have toilets, but at this point the blockchain technology may not
be able to resolve the latter issue. (Flip to Book 5, Chapter 1 for more on the
social good that can come from cryptocurrencies and blockchain technology.)

Common crypto and blockchain myths

During the 2017 Bitcoin hype, a lot of misconceptions about the whole industry
started to circulate. These myths may have played a role in the cryptocurrency
crash that followed the surge. The important thing to remember is that both the
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blockchain technology and its byproduct, the cryptocurrency market, are still in
their infancy, and things are rapidly changing. So let’s get some of the most com-
mon misunderstandings out of the way:

3 Cryptocurrencies are good only for criminals. Some cryptocurrencies boast
anonymity as one of their key features. That means your identity isn't revealed
when you're making transactions. Other cryptocurrencies are based on a
decentralized blockchain, meaning a central government isn't the sole power
behind them. These features do make such cryptocurrencies attractive for
criminals; however, law-abiding citizens in corrupt countries can also benefit
from them. For example, if you don't trust your local bank or country because
of corruption and political instability, the best way to store your money may
be through blockchain and cryptocurrency assets.

3 You can make anonymous transactions using all cryptocurrencies. For
some reason, many people equate Bitcoin with anonymity. But Bitcoin, along
with many other cryptocurrencies, doesn't incorporate anonymity at all. All
transactions made using such cryptocurrencies are made on public blockchain.
Some cryptocurrencies, such as Monero, do prioritize privacy, meaning no
outsider can find the source, amount, or destination of transactions. However,
most other cryptocurrencies, including Bitcoin, don't operate that way.

3 The only application of blockchain is Bitcoin. This idea couldn’t be further
from the truth. Bitcoin and other cryptocurrencies are a tiny byproduct of the
blockchain revolution. Many believe Satoshi created Bitcoin simply to provide
an example of how the blockchain technology can work. AlImost every industry
and business in the world can use the blockchain technology in its specific field.

3 All blockchain activity is private. Many people falsely believe that the
blockchain technology isn't open to the public and is accessible only to its
network of common users. Although some companies create their own
private blockchains to be used only among employees and business partners,
the majority of the blockchains behind famous cryptocurrencies such as
Bitcoin are accessible by the public. Literally anyone with a computer can
access the transactions in real time. For example, you can view the real-time
Bitcoin transactions at www . blockchain. com.

Risks

Just like anything else in life, cryptocurrencies come with their own risks. Whether
you trade cryptos, invest in them, or simply hold on to them for the future, you
must assess and understand the risks beforehand. Some of the most talked-about
cryptocurrency risks include their volatility and lack of regulation. Volatility got
especially out of hand in 2017, when the price of most major cryptocurrencies,
including Bitcoin, skyrocketed above 1,000 percent and then came crashing down.
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However, as the cryptocurrency hype has calmed down, the price fluctuations
have become more predictable and followed similar patterns to stocks and other
financial assets.

Regulations are another major topic in the industry. The funny thing is that both
lack of regulation and exposure to regulations can turn into risk events for crypto-
currency investors. See Book 5, Chapter 2 to explore these and other types of risks,
as well as methods of managing them.

Gearing Up to Make Transactions

12

©

REMEMBER

WARNING

Cryptocurrencies are here to make transactions easier and faster. But before you
take advantage of these benefits, you must gear up with crypto gadgets, discover
where you can get your hands on different cryptocurrencies, and get to know the
cryptocurrency community. Some of the essentials include cryptocurrency wallets
and exchanges.

Wallets

Some cryptocurrency wallets, which hold your purchased cryptos, are similar to
digital payment services like Apple Pay and PayPal. But generally, they’re differ-
ent from traditional wallets and come in different formats and levels of security.

You can’t get involved in the cryptocurrency market without a crypto wallet. Get
the most secure type of wallet, such as hardware or paper wallets, instead of
using the convenient online ones. Flip to Chapter 3 of this minibook to explore
how these wallets work and how you can get them.

Exchanges

After you get yourself a crypto wallet (see the preceding section), you’re ready to
go crypto shopping, and one of the best destinations is a cryptocurrency exchange.
These online web services are where you can transfer your traditional money to
buy cryptocurrencies, exchange different types of cryptocurrencies, or even store
your cryptocurrencies.

Storing your cryptocurrencies on an exchange is considered high risk because
many such exchanges have been exposed to hacking attacks and scams in the
past. When you’re done with your transactions, your best bet is to move your new
digital assets to your personal, secure wallet.
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Exchanges come in different shapes and forms. Some are like traditional stock
exchanges and act as a middleman — something crypto enthusiasts believe is a
slap in the face of the cryptocurrency market, which is trying to remove a central -
ized middleman. Others are decentralized and provide a service where buyers and
sellers come together and transact in a peer-to-peer manner, but these exchanges
come with their own sets of problems, like the risk of locking yourself out. A third
type of crypto exchange is called hybrid, and it merges the benefits of the other two
types to create a better, more secure experience for users. Flip to Book 5, Chapter 3
to review the pros and cons of all these types of exchanges and get to know other
places where you can go cryptocurrency shopping.

Communities

Getting to know the crypto community can be the next step as you’re finding your
way in the market. The web has plenty of chat rooms and support groups to give
you a sense of the market and what people are talking about. Here are some ways
to get involved:

¥ Crypto-specific Telegram groups. Many cryptocurrencies have their very
own channels on the Telegram app. To join them, you first need to download
the Telegram app on your smartphone or computer; it's available for iOS
and Android.

3 Crypto chat rooms on BitcoinTalk or Reddit: BitcoinTalk (https://
bitcointalk.org/)and Reddit (www.reddit.com/) have some of the oldest
crypto chat rooms around. You can view some topics without signing up, but if
you want to get involved, you need to log in. (Of course, Reddit isn't exclusive
to cryptos, but you can search for a variety of cryptocurrency topics.)

¥ TradingView chat room: One of the best trading platforms out there,
TradingView (www . tradingview.com/) also has a social service where traders
and investors of all sorts come together and share their thoughts, questions,
and ideas.

3 Invest Diva’s Premium Investing Group: If you're looking for a less crowded
and more investment/trading-focused place to get support, you can join
Kiana's investment group (and chat directly with her as a perk) athttps://
learn.investdiva.com/join-group.

On the flip side, many scammers also target these kinds of platforms to advertise
and lure members into trouble. Keep your wits about you.

CHAPTER 1 What Is a Cryptocurrency? 13
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If you’re interested in cryptocurrency investing, you may just want to buy some
cryptocurrencies and save them for their potential growth in the future. Or you
may want to become more of an active investor and buy or sell cryptocurrencies
more regularly to maximize profit and revenue. As discussed in Book 5, Chapter 4,
you can select cryptocurrencies based on factors like category, popularity, ideol-
ogy, the management behind the blockchain, and its economic model.

Even if your transaction is a one-time event and you don’t want to hear anything
about your crypto assets for the next ten years, you still must gain the knowledge
necessary to make the following decisions:

3 What to buy
3 When to buy
3 How much to buy
3 When to sell

If you’re not fully ready to buy cryptocurrencies, no worries. You can try some of
the alternatives to cryptos: initial coin offerings and stocks (see Book 5) or mining
(see Book 6). To learn more about two well-known cryptocurrencies — Bitcoin
and Ether — before investing in either one, head to Books 3 and 4, respectively.

Over 5,000 cryptocurrencies are out there at the time of writing, and the number
is growing. Some of these cryptos may vanish in five years. Others may explode
to over 1,000 percent of their present value and may even replace traditional cash.
Chapter 4 of this minibook covers all different types of cryptocurrencies, includ-
ing Ethereum, Ripple, Litecoin, Bitcoin Cash, and Stellar Lumens.

Because the crypto industry is pretty new, it’s still very hard to identify the best-
performing cryptos for long-term investments. That’s why you may benefit
from diversifying among various types and categories of cryptocurrencies in order
to manage your risk. By diversifying across 15 or more cryptos, you can stack up
the odds of having winners in your portfolio. On the flip side, overdiversification
can become problematic as well, so you need to take calculated measures. Flip to
Book 5, Chapter 5 for more on diversification.

When you’ve narrowed down the cryptocurrencies you like, you must then iden-
tify the best time to buy them. In 2017, many people started to believe in the idea
of Bitcoin and wanted to get involved. Unfortunately, many of those people mis-
managed the timing and bought when the price had peaked. They had to settle for
buying fewer bits of Bitcoin (pun intended) and also had to sit on their losses and
wait for the next price surge.
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Chapter 2

How Cryptocurrencies
Work

ryptocurrencies, and more specifically Bitcoin, have been one of the first

use cases for blockchain technology (covered in detail in Book 2). That’s

why most people may have heard about Bitcoin more than they have about
the underlying blockchain technology.

This chapter gets into more detail about how cryptocurrencies use blockchain

technology, how they operate, and how they’re generated, as well as some crypto
geek terms you can impress your dates with.

Explaining Basic Terms in the
Cryptocurrency Process

Cryptocurrencies are also known as digital coins, but they’re quite different from
the coins in your piggy bank. For one thing, they aren’t attached to a central bank,
a country, or a regulatory body.
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Here’s an example. Say you want to buy the latest version of Cryptocurrency All-in-
One For Dummies from your local bookstore. Using your normal debit card, this is
what happens:

. You give your card details to the cashier or the store's point-of-sale system.

The store runs the information through, essentially asking your bank whether
you have enough money in your bank account to buy the book.

. The bank checks its records to confirm whether you do.
If you do have enough, the bank gives a thumbs-up to the bookstore.

. The bank then updates its records to show the movement of the money from
your account to the bookstore's account.

O VAW N=

. The bank gets a little cut for the trouble of being the middleman.

Now if you wanted to remove the bank from this entire process, who else would
you trust to keep all these records without altering them or cheating in any way?
Your best friend? Your dog walker? In fact, you may not trust any single person.
But how about trusting everyone in the network?

Blockchain technology works to remove the middleman. When applied to cryp-
tocurrencies, blockchain eliminates a central record of transactions. Instead, you
distribute many copies of your transaction ledger around the world. Each owner
of each copy records your transaction of buying the book.

Here’s what happens if you want to buy this book using a cryptocurrency:

1. vou give your crypto details to the cashier.

2. The shop asks everyone in the network to see whether you have enough coins
to buy the book.

3. Allthe record holders in the network check their records to see whether you
do. (These record holders are called nodes, and are explained later in this
chapter.)

4. you do have enough, each node gives the thumbs-up to the cashier.

5. Thenodesall update their records to show the transfer.

6. At random, a node gets a reward for the work.

That means no organization is keeping track of where your coins are or investi-

gating fraud. In fact, cryptocurrencies such as Bitcoin wouldn’t exist without a
whole network of bookkeepers (nodes) and a little thing known as cryptography.

BOOK 1 Cryptocurrency Basics



(= =)
T
TECHNICAL
STUFF

The following sections explain that and some other important terms related to the
workings of cryptocurrencies.

Cryptography

Shhh. Don’t tell anyone. That’s the crypto in cryptography and cryptocur-
rency. It means “secret.” In the cryptocurrency world, it mainly refers to being
“anonymous.”

Historically, cryptography was an ancient art for sending hidden messages. (The
term comes from the Greek word krypto logos, which means secret writing.) The
sender encrypted the message by using some sort of key. The receiver then had to
decrypt it. For example, 19th-century scholars decrypted ancient Egyptian hiero-
glyphics when Napoleon’s soldiers found the Rosetta Stone in 1799 near Rosetta,
Egypt. In the 21st-century era of information networks, the sender can digitally
encrypt messages, and the receiver can use cryptographic services and algorithms
to decrypt them.

What does Napoleon have to do with cryptocurrencies? Cryptocurrencies use
cryptography to maintain security and anonymity. That’s how digital coins, even
though they’re not monetized by any central authority or regulatory body, can
help with security and protection from double-spending, which is the risk of your
digital cash being used more than once.

Cryptography uses three main encryption methods.

¥ Hashing: Hashing is something like a fingerprint or signature. A hash function
first takes your input data (which can be of any size). The function then
performs an operation on the original data and returns an output that
represents the original data but has a fixed (and generally smaller) size. In
cryptocurrencies such as Bitcoin, it's used to guess the combination of the lock
of a block. Hashing maintains the structure of blockchain data, encodes
people’s account addresses, and makes block mining possible. You can find
more on mining later in this chapter, and in much more detail in Book 6.

3 Symmetric encryption cryptography: Symmetric encryption is the simplest
method used in cryptography. It involves only one secret key for both the
sender and the receiver. The main disadvantage of symmetric encryption is
that all parties involved have to exchange the key used to encrypt the data
before they can decrypt it.

3 Asymmetric encryption cryptography: Asymmetric encryption uses two
keys — a public key and a private key. You can encrypt a message by using the
receiver’'s public key, but the receiver can decrypt it only with their private key.

CHAPTER 2 How Cryptocurrencies Work 17
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Nodes

A node is an electronic device that does the bookkeeping job in the blockchain net-
work, making the whole decentralized thing possible. The device can be a com-
puter, a cellphone, or even a printer, as long as it’s connected to the Internet and
has access to the blockchain network.

Mining
As the owners of nodes (see the preceding section) willingly contribute their com-
puting resources to store and validate transactions, they have the chance to collect

the transaction fees and earn a reward in the underlying cryptocurrency for doing
so. This process is known as mining, and the owners who do it are miners.

Let me make something clear: Not all cryptocurrencies can be mined. Bitcoin and
some other famous ones can. Others, such as Ripple (XRP), avoid mining alto-
gether because they want a platform that doesn’t consume a huge amount of elec-
tricity in the process of mining; power usage is one of the issues with blockchain
that are discussed in Book 6, Chapters 7 and 8. Regardless, for the most part,
mining remains a huge part of many cryptocurrencies to date.

Here’s how mining works: Cryptocurrency miners solve cryptographic puzzles
(via software) to add transactions to the ledger (the blockchain) in the hope of
getting coins as a reward. It’s called mining because of the fact that this process
helps extract new cryptocurrencies from the system. Anyone, including you, can
join this group. Your computer needs to “guess” a random number that solves an
equation that the blockchain system generates. In fact, your computer has to cal-
culate many 64-character strings or 256-bit hashes and check with the challenge
equation to see whether the answer is right. That’s why it’s so important that
you have a powerful computer. The more powerful your computer is, the more
guesses it can make in a second, increasing your chances of winning this game. If
you manage to guess right, you earn Bitcoins and you get to write the “next page”
of Bitcoin transactions on the blockchain. Head to Book 6 if you’re interested to
learn more.

Because mining is based on a form of guessing, for each block, a different miner
guesses the number and is granted the right to update the blockchain. Whoever
has the biggest computing power combined, controlling 51 percent of the votes,
controls the chain and wins every time. Thanks to the law of statistical probabil-
ity, the same miner is unlikely to succeed every time. On the other hand, this game
can sometimes be unfair because the biggest computer power will be the first to
solve the challenge equation and “win” more often.

BOOK 1 Cryptocurrency Basics
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Proof of work

If you’re a miner and want to actually enter your block and transactions into the
blockchain, you have to provide an answer (proof) to a specific challenge. This
proof is difficult to produce (hence all the gigantic computers, time, and money
needed for it), but others can very easily verify it. This process is known as proof
of work, or PoW.

For example, guessing a combination to a lock is a proof to a challenge. Going
through all the different possible combinations to come up with the right answer
may be pretty hard, but after you get it, it’s easy to validate — just enter the com-
bination and see whether the lock opens! The first miner who solves the problem
for each block on the blockchain gets a reward. The reward is basically the incen-
tive to keep on mining, and it motivates the miners to compete to be the first one
to find a solution for mathematical problems. Bitcoin and some other mineable
cryptocurrencies mainly use the PoW concept to make sure that the network isn’t
easily manipulated.

This whole proof-of-work concept has some downsides for blockchain technol-
ogy. One of the main challenges is that it wastes a lot of computing power and
electricity just for the sake of producing random guesses. That’s why new cryp-
tocurrencies have jumped on an alternative wagon called proof of stake (PoS), cov-
ered in the next section.

Proof of stake

Unlike PoW, a proof-of-stake (PoS) system requires you to show ownership of a
certain amount of money (or stake). That means the more crypto you own, the
more mining power you have. This approach eliminates the need for the expensive
mining extravaganza. And because the calculations are pretty simple to prove, you
own a certain percentage of the total amount of the cryptos available.

Another difference is that the PoS system offers no block rewards, so the min-
ers get transaction fees. That’s how PoS cryptos can be several thousand times
more cost-effective than PoW ones. (Don’t let the PoS abbreviation give you the
wrong idea.)

But of course, PoS also has its own problems. For starters, you can argue that PoS
rewards coin hoarders. Under the proof-of-stake model, nodes can mine only a
percentage of transactions that corresponds to their stake in a cryptocurrency.
For example, a proof-of-stake miner who owns 10 percent of a cryptocurrency
would be able to mine 10 percent of blocks on the network. The limitation with
this consensus model is that it gives nodes on the network a reason to save their
coins instead of spending them. It also produces a scenario in which the rich get
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richer because large coin holders are able to mine a larger percentage of blocks on
the network.

Proof of importance

Proof of importance (PoI) was first introduced by a blockchain platform called NEM
to support its XEM cryptocurrency. In some ways, Pol is similar to PoS because
participants (nodes) are marked as “eligible” if they have a certain amount of
crypto “vested.” Then the network gives a “score” to the eligible nodes, and they
can create a block that is roughly the same proportion to that “score.” But the dif-
ference is that the nodes won’t get a higher score only by holding onto more cryp-
tocurrencies. Other variables are considered in the score, too, in order to resolve
the primary problem with PoS, which is hoarding. The NEM community, in par-
ticular, uses a method called “harvesting” to solve the PoS “hoarding” problem.

Here’s how Investopedia defines harvesting: “Instead of each miner contributing
its mining power in a cumulative manner to a computing node, a harvesting par-
ticipant simply links his account to an existing supernode and uses that account’s
computing power to complete blocks on his behalf.” (See the section, “Harvest-
ing,” later in this chapter.)

Transactions: Putting it all together

Here’s a summary of how cryptocurrencies work (check out the preceding sec-
tions for details on some of the terminology):

1. when you want to use cryptos to purchase something, first your crypto
network and your crypto wallet automatically check your previous transactions
to make sure that you have enough cryptocurrencies to make that transaction.
For this, you need your private and public keys (explained in Chapter 3 of this
minibook).

2. The transaction is then encrypted, broadcast to the cryptocurrency’s network,
and queued up to be added to the public ledger.

3. Transactions are then recorded on the public ledger through mining. The
sending and receiving addresses are wallet IDs or hash values that aren't tied
to the user's identification, so they are anonymous.

4. Forpow cryptos, the miners have to solve a math puzzle to verify the transac-
tion. PoS cryptos attribute the mining power to the proportion of the coins
held by the miners, instead of utilizing energy to solve math problems, in order
to resolve the “wasted energy” problem of PoW. The Pol cryptos add a number
of variables when attributing the mining power to nodes in order to resolve the
“hoarding” problem that's associated with PoS.
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Cruising through Other Important
Crypto Concepts

Earlier sections of this chapter talk about the basics of cryptocurrencies and how
they’re related to blockchain technology. This section digs into other factors that
make cryptocurrencies so special and different from government-backed legal
tender, also known as fiat currency, such as the U.S. dollar.

Adaptive scaling

Adaptive scaling is one of the advantages of investing in cryptocurrencies. It means
that it gets harder to mine a specific cryptocurrency over time. It allows crypto-
currencies to work well on both small and large scales. That’s why cryptocurren-
cies take measures such as limiting the supply over time (to create scarcity) and
reducing the reward for mining as more total coins are mined. Thanks to adaptive
scaling, mining difficulty goes up and down depending on the popularity of the
coin and the blockchain. This can give cryptocurrencies a real longevity within the
market.

Decentralization

The whole idea behind blockchain technology is that it’s decentralized. This con-
cept means no single entity can affect the cryptocurrencies.

Some people claim cryptocurrencies such as Ripple aren’t truly decentralized

060 because they donft follow Bitcoin’s mining protocol ex.actly. Ripple hE'IS no miner§.
Instead, transactions are powered through a “centralized” blockchain to make it

TecunicaL  more reliable and faster. Ripple in particular has gone this route because it wants
STUFF to work with big banks and therefore wants to combine the best elements of fiat
money and blockchain cryptocurrency. Whether non-mineable currencies such as

Ripple can be considered true cryptocurrencies is up for discussion, but that fact

doesn’t mean you can’t invest in them, which is the whole purpose of this book

anyway!

Harvesting

Harvesting is an alternative to the traditional mining used to maintain the integ-
rity of a blockchain network. It was designed by a blockchain platform called NEM
to generate its own currency called XEM. According to finder.com, this is how
harvesting works: “Every time someone carries out a transaction, the first com-
puter to see and verify the transaction will notify nearby users of that transaction,
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creating a cascade of information. This process is called ‘generating a block.’
Whenever someone with more than 10,000 vested XEM generates a block in NEM,
they receive the transaction fees on that block as payment.” Also, as explained
earlier in this chapter, harvesting uses a Pol system rather than PoS and PoW.

Open source

Cryptocurrencies are typically open source. That means that miners, nodes, and
harvesters alike can join and use the network without paying a fee.

Public ledger

A ledger is the age-old record-keeping system for recording information and
data. Cryptocurrencies use a public ledger to record all transactional data. Everyone
in the world can access public blockchains and see entire transactions happening
with cryptocurrencies.

Note that not all blockchains use a public ledger. Some businesses and financial
institutions use private ledgers so that the transactions aren’t visible to the world.
However, by doing so, they may contradict the original idea behind blockchain
technology.

Smart contracts

Smart contracts are also called self-executing contracts, blockchain contracts, or digi-
tal contracts. They’re just like traditional contracts except that they’re completely
digital. Smart contracts remove the middleman between the buyer and the seller
so that you can implement features like automatic payments and investment
products without the need for a central authority like a bank.

A smart contract is actually a tiny computer program that’s stored and runs on a
blockchain platform. Because of that, all the transactions are completely distrib-
uted, and no centralized authority is in control of the money. Also, because it’s
stored on a blockchain, a smart contract is immutable. Being immutable means
that after a smart contract is created, it can never be changed again; it can’t be
tampered with, which is an inherited feature from blockchain technology.

However, being immutable comes with its own disadvantages. Because you can’t
change anything in the smart contract, that means that if the code has any bugs,
you can’t fix them either. This makes smart contract security more difficult. Some
companies aim to combat this problem by auditing their smart contracts, which
can be very costly.

BOOK 1 Cryptocurrency Basics



As time goes by, users can expect better coding practices and development life
cycles to combat smart contract security problems. After all, smart contracts are
still a pretty young practice, with their whole life of trial and error ahead of them.

Stick a Fork in It: Digging into
Cryptocurrency Forks

REMEMBER

What you get from a cryptocurrency fork won’t fill your tummy, but it may fill
your crypto wallet with some money! Many popular cryptocurrencies were born
as a result of a split (fork) in another cryptocurrency like Bitcoin. The following
sections explain the basics of these cryptocurrency splits and how you may be able
to profit from them.

What is a fork, and why do forks happen?

Sometimes when a group of developers disagrees with the direction a specific
cryptocurrency is going, the members decide to go their own way and initiate a
fork. Imagine an actual physical fork. It has one long handle, and then it divides
into a bunch of branches. That’s exactly what happens in a cryptocurrency fork.

Some cryptocurrencies are implemented within open-source software. Each of
these cryptocurrencies has its own protocol that everyone in the network should
follow. Examples of such rule topics include the following:

¥ Block size
¥ Rewards that miners, harvesters, or other network participants get

¥ How fees are calculated

But because cryptocurrencies are essentially software projects, their development
will never be fully finished. There’s always room for improvement. Crypto devel-
opers regularly push out updates to fix issues or to increase performance. Some
of these improvements are small, but others fundamentally change the way the
original cryptocurrency (which the developers fell in love with) works. Just as
in any type of relationship, you either grow together or grow apart. When the
disagreements among a group of developers or network participants intensify,
they can choose to break up, create their own version of the protocol, and cause a
potential heartbreak that requires years of therapy to get over. Okay, the last part
doesn’t really happen.
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hard fork.

Hard forks and soft forks

Two types of forks can happen in a cryptocurrency: a hard fork and a soft fork.

Most cryptocurrencies consist of two big pieces: the protocol (set of rules) and
the blockchain (which stores all the transactions that have ever happened). If a
segment of the crypto community decides to create its own new rules, it starts
by copying the original protocol code and then goes about making changes to it
(assuming the cryptocurrency is completely open source). After the developers
have implemented their desired changes, they define a point at which their fork
will become active. More specifically, they choose a block number to start the
forking. For example, as you can see in Figure 2-1, the community can say that
the new protocol will go live when block 999 is published to the cryptocurrency
blockchain.

Block
999
Original
Follows @D | Follows (@D | Follows &D | Follows Crypto
old rules old rules old rules old rules
Follows Follows Forked
new @ new Crypto
rules rules

© John Wiley & Sons, Inc.

When the currency reaches that block number, the community splits in two. Some
people decide to support the original set of rules, while others support the new
fork. Each group then starts adding new blocks to the fork it supports. At this
point, both blockchains are incompatible with each other, and a hard fork has
occurred. In a hard fork, the nodes essentially go through a contentious divorce
and don’t ever interact with each other again. They don’t even acknowledge the
nodes or transactions on the old blockchain. See Book 2, Chapter 5 for more about
correcting actions with a hard fork on a blockchain like Ethereum. (And if you’re
curious about forking in the context of cryptocurrency mining, flip to Book 6,
Chapter 8.)
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On the other hand, a soft fork is the type of breakup where you remain friends
with your ex. If the developers decide to fork the cryptocurrency and make the
changes compatible with the old one, then the situation is called a soft fork. You
can see the subtle difference in the example shown in Figure 2-2.

Block

700
Original | Follows | | @D | Follows | | @D | Follows | | @D | Follows Follows || =75 | Follows
Crypto | old rules old rules old rules old rules r"uTZ‘; r"j:;

Soft Fork% @ Consensus Reached!

Follows @ Follows

old & new old & new
rules rules

[ Stronger chain of blocks  [_] Blocks violating new rules

© John Wiley & Sons, Inc.

Say the soft fork is set to happen at block 700. The majority of the community may
support the stronger chain of blocks following both the new and old rules. If the
two sides reach a consensus after a while, the new rules are upgraded across the
network. Any non-upgraded nodes (that is, stubborn geeks) who are still mining
are essentially wasting their time. The community comes back together softly,
and everyone lives happily ever after — until the next major argument, of course.

Free money on forks

Because a new fork is based on the original blockchain, all transactions that
previously happened on the blockchain also happen on the fork. The developers
of the new chain take a “snapshot” of the ledger at a specific block number where
the fork happened (like 999 in Figure 2-1) and therefore create a duplicate copy
of the chain. That means if you had a certain amount of cryptocurrencies before
the fork, you also get the same amount of the new coin.

To get free coins from a fork, you need to have the cryptocurrency on a platform
that supports the fork before the block number at which the fork occurs. You can
call this free money. But how valuable the coins are all depends on how well the
new fork performs and how popular it gets within the community.

CHAPTER 2 How Cryptocurrencies Work 25

How Cryptocurrencies

Work



26

A FORKING EXAMPLE: BITCOIN VERSUS
BITCOIN CASH

Even the celebrity of cryptocurrencies, Bitcoin (BTC), has seen forks. One of the well-
known Bitcoin forks happened on August 1, 2017. That's the birthday of Bitcoin Cash.
In this case, the developers couldn't agree on what the size for a block should be. Some
wanted the block size to go from 1MB to 2MB, but others wanted to increase it even
more, to 32MB. Some people in the community loved the new big idea, while others
thought the other group was crazy. So both groups decided to go their own ways.
Bitcoin Cash adapted a brand-new symbol (BCH), too. People who already had BTC got
the same amount of BCH added to their crypto wallets.

As of August 2018, BCH is valued at around $750, while BTC is worth ten times more,
around $7,500. Only time will tell whether BCH ever surpasses the original protocol's
value. But hey, at least the forkers got some value out of it!
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Chapter 3

Introducing
Cryptocurrency Wallets

traditional wallet is where you keep your valuable personal items such as

cash, credit cards, and identification cards. But now that you’re using the

most advanced, futuristic form of money (cryptos, baby!), you’re gonna
need a brand-new type of wallet to go with it: a cryptocurrency wallet.

With a cryptocurrency wallet, you not only can store the value of your digital
money but also send and receive currencies. Additionally, you can monitor your
balance the way you’d do with your bank account. This chapter walks you step
by step through understanding types of cryptocurrency wallets and choosing
which is best for you.

Defining Cryptocurrency Wallets

A cryptocurrency wallet is a software program that helps you manage your digital
money. Although you may be the type of person who doesn’t like to carry around
traditional wallets and would rather put your cash and credit cards right in your
back pocket, you must have a digital cryptocurrency wallet if you want to use any
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type of cryptocurrency. There’s no way around it. Cryptocurrencies aren’t stored
in a bank reserve like other types of traditional assets such as gold and cash.
Without crypto wallets, the whole idea of cryptocurrencies dies! Cryptocurrency
wallets are the air that keeps the system alive.

While, in theory, Bitcoin is decentralized and nobody controls anything, it’s actu-
ally run by a network that’s controlled and maintained by someone (whoever is
hiding behind the name Satoshi Nakamoto). In other words, Bitcoin is distributed
and miners are somewhat anonymous, but the actual blockchain is stored in its
entirety by the network. It’s so large that miners have maybe 30 days’ worth of
transactions and blocks stored on their devices; the full blockchain is actually
stored in a somewhat centralized form by the network.

A few important terms

Before you get started, here are some terms to know as you explore the world of
crypto wallets:

3 Hot wallet: A wallet that stores your keys online. You can easily access your
keys, and your cryptocurrency assets, from anywhere in the world. All you
need is an Internet connection and access credentials.

Although hot wallets are convenient, that convenience comes at a cost. If
someone steals your access credentials, they can steal your Ethereum assets.
Also, you have to trust the wallet organization that stores your keys. If your
wallet organization is hacked, or goes out of business, you could lose every-
thing. If that organization is a target of an investigation, your information
could be divulged or your assets frozen.

3 Cold wallet: A wallet in which you store your keys offline. You need to provide
your keys only when you want to access your assets. You can store keys
offline in multiple ways, but this approach requires a few extra steps when
you want to buy or sell crypto-assets (or interact with smart contracts, which
we introduce in Book 2, Chapter 5).

Although cold wallets are a little less convenient, they can be more secure.
You have control over your keys with a cold wallet and can take whatever
precautions you feel are necessary to protect your keys. Using a cold wallet
gives you an alternative and mitigates the threat of an attacker hacking into
your online wallet and harvesting lots of keys.

With a cold wallet, you're responsible for protecting your keys. You have to
make sure that every place you store your keys is as secure as possible.

3 Wallet address: A number that functions in a similar way to a traditional bank
account number.
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3 Public key: A code that allows you to receive cryptocurrencies into your
account or wallet. It's mathematically linked to your wallet address, but it isn't
identical.

3 Private key: A code that's coupled with the public key to ensure your security.
It's something like your own private password that you use to enter your bank
account in the real world.

The following section explains how some of these items work together so you can
complete crypto transactions.

How a wallet works

Crypto wallets don’t actually store the cryptocurrency itself; rather, they store the
cryptocurrency’s private and public keys. These keys are something like the PIN
code you use to access your bank account.

No two wallet addresses are ever the same. They’re something like fingerprints.
This distinction means that there is a very low chance that somebody else can get
your funds by mistake. Also, you have no limit to the number of wallet addresses
you can create.

To give you an example of what a cryptocurrency address looks like, here is the
wallet address believed to belong to the creator of Bitcoin, Satoshi Nakamoto!

1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa

As you can see, it uses a combination of numbers and letters, both uppercase and
lowercase. Don’t worry; as long as you have a safe and secure wallet, you don’t
have to memorize your crypto wallet address. You can also consider printing your
keys and storing them somewhere safe that you won’t forget about.

A private key is a unique individual password to your individual crypto wallet
address. A public key then adds an extra layer of security and ensures that your
wallet can’t be hacked. Here is a quick example of what the keys look like:

Private key:
03bf350d2821375158a608b51e3e898e507fe47f2d2e8c774deda%a7edecf74eda
Public key: 99b1ebcfc11a13df5161aba8160460fe1601d541

These addresses look completely different to the eye, but the software technology

knows that the two keys are specifically linked to each other. That proves that
you’re the owner of the coins and allows you to transfer funds whenever you want.
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Addresses in Ethereum (see Book 4 for more about Ethereum) take up the last
(rightmost) 20 bytes of the hash of the owner’s public key. To calculate an address,
just calculate the Keccak-256 hash of a public key, and then copy the rightmost
20 bytes. The resulting value is the address for that account’s public key. The code
to calculate an address from a public key looks like this:

addr = right(keccak256(pubkey),20)

When someone sends you any type of cryptocurrency, they are essentially signing
off ownership of those cryptos to your wallet’s address. For you to be able to spend
those cryptos and unlock the funds, the private key stored in your wallet must
match the public address the currency is assigned to. If the public and private keys
match, the balance in your wallet increases, and the sender’s balance decreases
accordingly. No exchange of real coins actually occurs. The transaction is signified
merely by a transaction record on the blockchain and a change in balance in your
cryptocurrency wallet. Cryptocurrencies rely on blockchain technology, which you
can learn about in Book 2.

Looking at Different Types of Wallets
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First, you need to understand the difference between a traditional digital wallet
and a cryptocurrency wallet. You may already be using digital wallets, also known
as e-wallets, through your mobile phone. Cryptocurrency wallets are a whole dif-
ferent animal and come in several different types of wallet client software that
each caters to different needs. The following sections cover the five most popu-
lar types of cryptocurrency wallet client software, in order of their security level
(from least to most secure).

In Figure 3-1, you can see a summary of the most common crypto wallets and
their examples that Kiana shared with Invest Diva students in 2018. Note: Accord-
ing to Bitcoin Wiki, a “seed phrase, seed recovery phrase, or backup seed phrase
is a list of words which store all the information needed to recover a Bitcoin wal-
let. Wallet software will typically generate a seed phrase and instruct the user to
write it down on paper. If the user’s computer breaks or their hard drive becomes
corrupted, they can download the same wallet software again and use the paper
backup to get their bitcoins back.” A PoS stands for proof of stake, a mining con-
cept explained in Book 6, Chapter 2.

Specific wallet brands mentioned here aren’t the only options available, and
you shouldn’t take their inclusion as a recommendation. You must do your own
research to find the best options available in your area as well as for your needs
and chosen cryptocurrencies and activities.
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FIGURE 3-1:
Popular crypto-
currency wallet
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Online wallet

Online wallets may be less secure, but they do have a bunch of advantages for
small amounts of cryptocurrencies. An online (or web) wallet allows you access
to your cryptos via the Internet. Therefore, as long as you’re connected to the
Internet (the cloud), you can reach and store your coins and make crypto pay-
ments. The online wallet provider stores your wallet’s private key on its server.
The provider may send you the crypto code but store your keys and give you the
ability to access your keys. Different services offer various features, with some of
them linking to multiple devices such as your mobile phone, tablet, and computer.

Advantages of online wallets include the following:

3 They enable fast transactions.

3 They may be able to manage multiple cryptocurrencies.

3 They're convenient for use on the go and for active trading.

Disadvantages include the following:

¥ They risk your online security because of potential vulnerability to hacks
and scams.

¥ They risk your personal security because of potential exposure to computer

viruses.

¥ You aren't storing your cryptos; a third party is.
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Table 3-1 shows some popular online wallets.

TABLE 3-1 Popular Web Wallets

Name Description Pros Cons
MyEtherWallet, www . Open-source, decentralized Most popular Ethereum  Has been hacked and
myetherwallet.com cold wallet. You locally control web wallet. Works well may be vulnerable to

your keys. with hardware wallets. phishing attacks.
Coinbase, www . Popular cryptocurrency Provides more than Limited tokens and
coinbase.com exchange that also provides a just wallet services. coins supported.

hot wallet. Long history handling Keys stored online.

cryptocurrency.

Guarda, Cold wallet that supports One of the first to User must manage
https://guarda.co  multiple cryptocurrencies and support multiple types local key storage.

makes it easy to transfer funds  of coins and tokens.

between cryptocurrencies. Doesn't store personal

Also offers a desktop wallet. information.

Mobile wallet

Mobile wallets are available on your cellphone through an app. You can use mobile
wallets when shopping in physical stores as cryptocurrencies become more
acceptable. Note: Other types of wallets, such as online wallets (see the preceding
section), offer mobile versions as well. But some wallets are specifically and only
used for mobile phones.

Mobile wallets (see Table 3-2 for some popular ones) fall into the category of soft-
ware wallets and have these advantages:

¥ They can be safer than online wallets.
¥ They're convenient for use on the go.

¥ They offer additional features such as QR code scanning.
Some disadvantages of mobile wallets include the following:

¥ You risk losing your crypto assets if your phone is lost or damaged.

¥ They run the risk of getting mobile viruses and malware.
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TABLE 3-2 Popular Mobile Wallets
Name Description Pros Cons
Jaxx, Cold wallet available on Multi-platform support. Code is not open
https://jaxx.io/  mobile devices and desktops  Stores keys on source. Limited
(Windows, macOS, Linux). specified device. number of coins and

tokens supported.

Coinomi, www . Cold wallet for multiple Runs on Android, iOS, and  Code is not
coinomi .com cryptocurrencies that desktops. Extensive list open source.
runs on iOS and Android of supported coins and
mobile devices. tokens. Focus on privacy.
Bread (BRD), Cold wallet for multiple No central server. Easy Limited number of
https://brd.com/  cryptocurrencies that to use and fast. Code is supported coins and
runs on iOS and Android open source. tokens. No two-factor
mobile devices. authentication.

TIP

Desktop wallet

You can download a desktop wallet and install it on your computer. Some argue that
desktop wallets are safer if your computer isn’t (or even better, has never been)
connected to the Internet. If a desktop computer has never been connected to the
Internet, it essentially becomes a cold wallet. On the other hand, a computer that
has never been connected to the Internet may expose you to malware that may
automatically move from the wallet drive that you connect to the computer and
infect the desktop because it’s never been patched with software updates that
require an Internet connection. Talk about a catch-22!

To set up your wallet on a computer that has never been connected to the Internet,
you must first download the latest version of the wallet on a computer that is con-
nected to the Internet. You then move the file to a USB drive or something similar
in order to move it to your offline computer.

See Table 3-3 for examples of popular desktop wallets. Some advantages of desk-
top wallets (which fall into the category of software wallets) include the following:

¥ They're a convenient choice if you trade cryptos from your computer.
¥ You aren't storing your private keys on a third-party server.

¥ If your computer has never been connected to the Internet, a desktop wallet
can be safer than an online wallet.
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TABLE 3-3 Popular Desktop Wallets

Name Description Pros Cons
Exodus, First to offer multiple Visually appealing and Source code is not
www . exodus. io cryptocurrencies in a single informative, easy-to-use open source.
wallet. Cold wallet with easy interface.
key backup-and-restore
operations.
Mist, https:// Cold wallet and the Created by the Ethereum  Less user-friendly
sourceforge. official Ethereum wallet, Foundation, and an than other wallets.
net/projects/ developed by those who officially endorsed wallet.
ethereum— created Ethereum.

wallet.mirror

MetaMask, https:// Cold wallet running as a Partially funded by the Released only as a
metamask . io/ Firefox or Chrome extension.  Ethereum Foundation, Chrome extension,
Supports easy switching easy to use in Chrome. making it possible for
between test and live Easy to switch between other websites to see
Ethereum networks. test and live networks. that you have a wallet
installed.

But desktop wallets do come with some disadvantages:

¥ Using your crypto assets on the go is more difficult.

¥ If you connected the wallet to the Internet, it turns into a less secure hot
wallet.

¥ If you don't back up your computer and it dies, you lose your cryptos.

Hardware wallet

A hardware wallet can arguably be one of the safest types of crypto wallets out
there. These wallets store your private keys on a device like a USB drive. You’re
still able to make online transactions, but the wallets are offline most of the time,
so you can consider them cold wallets. Check out Table 3-4 for a short list of
popular hardware e-wallets.

For security purposes, a hardware wallet is an absolute must (and a bare mini-
@ mum) for large crypto amounts. Keeping a ton of your assets on other, less secure
types of wallets increases your risk of unrecoverable hacking attacks. Even safer

TIP than hardware wallets are paper wallets (see the next section).
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TABLE 3-4

Name Description

Most popular hardware
wallet. Secure physical
device that supports multiple
cryptocurrencies and uses
two-factor authentication.

Ledger Nano S,
www . ledger .
com/products/
ledger—-nano-s

Popular Hardware Wallets

Pros

Small. Hardware
designed for security.
Supports over 700 types
of coins and tokens.

Cons

Cost ($59). Requires
client software to
control crypto-assets.

Secure physical device
that supports multiple
cryptocurrencies and uses
two-factor authentication.

Trezor, https://
trezor.io/

Established reputation.
Physical buttons or
touchscreen. Supports
nearly 700 types of
coins and tokens.

Cost ($59 for Model
One). Requires a web
wallet to control some
stored crypto-assets.

Similar to the Ledger Nano S
and Trezor features, but with
a slightly larger screen.

KeepKey, www .
keepkey.com

Firmware is open
source. Designed to
meet current blockchain
requirements.

Cost ($49). Relative
newcomer. Limited
number of supported
coins and token types.

Here are some advantages of hardware wallets:

¥ They're one of the safest crypto wallet options.

¥ They're great for storing large amounts of cryptocurrencies that you don't
want to use on a day-to-day basis.

Some disadvantages of hardware wallets include the following:

¥ They're the most expensive type of wallet.

¥ They aren't as user-friendly as other wallets, especially for beginners.

Paper wallet

A paper wallet is a super-cold crypto wallet; see Table 3-5 for examples. To use it,
you print out your private and public keys. You can send funds by transferring the
money to the wallet’s public address, and you can withdraw or send your curren-
cies by entering your private keys or by scanning the QR code on the paper wallet.

Some of the advantages of paper wallets include the following:

3 They're ultra hacker-proof.

3 You don't store them on a computer, mobile phone, or third-party server.
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TABLE 3-5 Popular Paper Wallets

Name Description Pros Cons
ETHAddress, https:// Open-source project Open-source No easy-to-use
github.com/ryepdx/ with source code you can code. Useful for interface. Must
ethaddress.org compile and run on your creating multiple download and

own computer to generate accounts and keys. run code or use

private and public keys. Chrome add-in.
MyEtherWallet, www . Provides the option to Easy-to-use web You must protect
myetherwallet.com print your keys instead of interface for creating  generated keys.

storing them. The easiest accounts and keys.

way to create your own

paper wallet.

Paper wallets do have some disadvantages, though:

¥ They aren't user-friendly for non-geeks.
¥ They're harder to use for day-to-day transactions than other wallet types are.

¥ They can catch fire.

Some paper wallet generators include WalletGenerator (https://WalletGenerator .

@ net), Bitcoinpaperwallet (Bitcoinpaperwallet.org), and Mycelium (https://

mycelium.com/mycelium—entropy.html). Book 2, Chapter 4 has steps for set-

TIP ting up a paper wallet through http://www.bitaddress.org/. Mycelium offers

an original and even more secure way to generate paper wallets, with a USB device

that you plug directly into your printer. The device generates a paper wallet that
automatically gets printed out without ever having touched your computer.

Choosing a Crypto Wallet

Depending on your cryptocurrency needs and goals, you may need more than one
type of cryptocurrency wallet. For example, Kiana uses cold wallets to store larger
crypto reserves and hot wallets for active trading. Regardless, you can choose
your cryptocurrency wallet (or wallets) based on different characteristics, some of
which are discussed in the following sections.

Make sure you’ve gathered everything you need to know about a given wallet
before committing to getting one.

REMEMBER
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Based on security

Even if you’re an active crypto trader, we recommend that you have a super-
secure cold wallet where you store your larger amounts of crypto assets. Online
wallets aren’t the most secure option, however convenient they may be. You can
always transfer your assets to an online wallet if you need immediate access to
your cryptocurrencies for an investment or shopping opportunity.

Also remember that the most secure hardware wallets are normally the most
expensive ones. So you should calculate whether spending that much money for a
particular wallet makes sense for the amount of crypto you’re going to store in it.

Some questions you must ask before choosing the most secure wallet include the
following:

¥ What sort of authentication does the wallet use?
¥ Is the website secure?

3 What do online reviews say?

CoinCentral.com, 99Bitcoins.com, and CryptoCompare.com are websites that
provide an annual crypto wallet review. We recommend checking with two or
more websites before making a decision.

At the time of writing, the Ledger Nano S hardware wallet is one of the most pop-
ular and highly rated secure wallets out there. You can find out about other Led-
ger products at www. ledger . com. The Trezor Bitcoin hardware wallet (created by
SatoshiLabs) is another example. One catch about these wallets is that if the USB
drive dies, all your cryptos go with it. That’s why you should always have a backup
and keep your security codes elsewhere so that you can recover your assets.

Based on your crypto ownership

Not all crypto wallets can handle your different types of cryptocurrency assets. In
fact, some wallets are purpose-built for just one cryptocurrency; many crypto-
currencies have their own official wallets, which can handle only that one crypto.

For example, Bitcoin-specific wallets include Bitcoin Core Wallet (https://
bitcoin.org/en/choose-your-wallet), Mycelium (https://wallet.mycelium.
com/), and Electrum (https://electrum.org/#home). See Book 3, Chapter 3 for
more about Bitcoin and wallets. For Ethereum, you have options such as Ethe-
reum Wallet (www.ethereum.org/) and MyEtherWallet (which is a paper wallet;
see www .myetherwallet.com/). Book 2, Chapter 5 has steps on setting up a wallet
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through www.ethereum.org/. And Book 4, Chapter 5 has more specific informa-
tion about choosing an Ethereum wallet.

If you’re not planning to diversify among other types of cryptocurrencies, a sin-
gular official cryptocurrency wallet may be right for you. Most of the time, you can
find the official wallet of a cryptocurrency on the company’s website.

Multicurrency wallets are an option for people who want to hold more than one
cryptocurrency. The majority of online wallets provided on the exchanges (intro-
duced in Book 5, Chapter 3) give you the opportunity to store and transact among
multiple cryptos. However, if you're using these wallets to store your crypto
assets, know that your wallet security may be compromised.

We do not recommend leaving your coins in an online exchange wallet.

Coinomi (www.coinomi.com/) is a popular multicoin mobile wallet. It supports
more than 200 different digital tokens and a number of blockchains. It’s a great
multi-asset cryptocurrency wallet. Exodus (https://www.exodus.io/) is another
multicoin wallet. Your private keys remain secure on your device and never leave
it. Exodus can even encrypt the private keys for you.

Based on transaction fees

If you’re planning to do a lot of crypto shopping and use digital coins on the go,
you may need to be mindful of the transaction fees you’re paying along the way.
This point is especially true for active traders. If you’re a day trader and you’re
paying more on transaction fees than what you’re making in the market, doesn’t
that defeat the purpose of trading?

Based on anonymity

Anonymity is an extra layer of security you can take into consideration when
choosing a crypto wallet. If you use an anonymous wallet, you can separate your
personal information from your funds, therefore making it harder for anyone
to track down your cryptos and potentially steal them. This factor is something
that can be very personal. Some wallets offer full anonymity, while others don’t.
If anonymity is something that’s really important to you, choose among more-
private wallets. Note that prioritizing anonymity may affect transaction fees and
the price of the wallet.

To find the latest, most popular anonymous wallets, you can simply search the
term “anonymous cryptocurrency wallets” on your favorite search engine. Anon-
ymous wallets come in the forms of mobile, hardware, software, and so on. You
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can have one or more anonymous wallets based on your needs. Some of the popu-
lar anonymous wallets at the time of writing include the following.

3 BitLox: This hardware Bitcoin wallet ensures both security and anonymity.
It's capable of holding over 100 wallets with the ability to create millions of
addresses for each wallet. Check it out here: http://www.bitlox.com?
ref=196.

3 Electrum: This desktop Bitcoin wallet appears to be one of the most trusted
software wallets by the cryptocurrency community. Check it out here:
https://electrum.org/#home.

3 Samourai: This wallet is a mobile Bitcoin wallet. According to the Samourai
website, their aim is “to keep your transactions private, your identity masked,
and your funds secure.” You can check out the company here: https://
samouraiwallet.com/index.html.

Keeping Your Wallet Secure

©
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After you’ve selected the cryptocurrency wallet (or wallets) aligned with your
goals, you want to actively keep your investment safe. No matter how secure
a wallet is, you still need to take personal steps to enhance that security, just
like you’d do with your traditional personal wallet. Because you may be storing
a higher value in your cryptocurrency wallets, keeping them safe becomes that
much more important. This effort is basically the price you pay for wanting to
manage your own money without having to rely on third parties, governments,
and big banks. Here are some tips on keeping your wallet safe.

Back up your wallet

Back up your cryptocurrency wallets like you back up your photos, work files, and
computer data. A backup of your wallet can protect you against computer failures
and many human mistakes. It can also allow you to recover your wallet if your
mobile phone or computer is stolen. Of course, you need to keep your backup
wallet in a safe place, away from your original wallet. And make sure you back up
regularly to ensure that all recent crypto addresses are included in your original
wallet.

Additionally, you should also consider keeping a backup of PIN codes, usernames,
and passwords if your wallet provides these features. This measure is a backup in
case you forget these things. A hidden file with these items on a secure local cloud
for your personal use is a good choice as it’s almost impossible to hack.
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Have multiple wallets

It’s diversification time, baby! If you’re having a hard time choosing among the
many secure wallets, don’t worry. Keeping your assets across multiple wallets is
actually a great practice anyway. That way, if any of your wallets are somehow
compromised, you don’t go bankrupt of cryptocurrencies.

A good combination is using two or more hardware wallets for larger crypto
amounts, with the rest of your smaller amounts spread across mobile, desktop,
or online wallets, depending on your everyday use of cryptocurrencies. Of course,
all these need to have their own specific backups (as explained in the preceding
section).

Add more security levels

You can add to the security level of your wallets in a number of ways. Here are
some suggestions:

¥ Use two-factor authentication (2FA). If your wallet allows it, two-factor
authentication is a great way to take the security of your wallet to the next
level. It's simply a double authentication of who you are, though it can be
done in different ways. The Google Authenticator app, which provides a
six-digit code that changes every minute and is unique to you, is one option.

3 Encrypt your wallet. Encrypting your wallet or your smartphone allows you
to set a password for anyone trying to withdraw any funds. This act helps
protect against thieves, though it can't protect against keylogging hardware or
software (which tracks your keystrokes). You should also consider encrypting
your backups. Note: Some methods to encrypt may need a bit more technical
familiarity. The best way to encrypt your wallet is to contact your wallet
provider for more information.

3 Use a strong password. A strong password must contain letters, numbers,
and punctuation marks and must be at least 16 characters long. Avoid
passwords that contain only letters, only numbers, or only symbols.
Recognizable English words are also a no-go because they're easy to break.

You can make a very long, strong password by memorizing a pattern on your
keyboard instead of selecting a word. For example, start from the left side of
the keyboard and type, top to bottom, the keys along the lines of this pattern
(using the shift key after the last lowercase letter): 1gaz2wsx!QAZ@WSX. It's an
extremely strong password, and you don't have to memorize it! Of course, if
you try to log in to your software from a mobile phone, things can get
complicated.
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Update your software

If you’re using a mobile or desktop wallet, make sure you’re using the latest ver-
sion of the wallet’s software. Reputable companies constantly send stability and
security fixes. By updating your software regularly, you can make sure that you’re
using the newest safety features that can prevent problems from minor to severe.
(Updating your wallet’s software isn’t the same as backing it up; see the earlier
section, “Back up your wallet.”)

Remember where you hide it!

This suggestion may sound a bit silly, but if you’re one of those people who hides
things so well that even you can’t remember where they are, make sure that you
choose a location you won’t forget. If you lose your cryptocurrency wallets, you
may also lose your shirt in the long run.
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IN THIS CHAPTER

» Getting to know the most famous
cryptos by market cap

» Navigating cryptocurrencies in
different categories

Chapter 4

Different Types
of Cryptocurrencies

y now, you probably have heard of the cryptocurrency that started it all:

Bitcoin. But Bitcoin is hardly the only famous or even investment-worthy

cryptocurrency out there anymore. Heck, some people even think that
Bitcoin may be the worst cryptocurrency to own or to invest in. This is because so
many other digital coins are available that have made massive improvements to
the Bitcoin model to avoid its disadvantages.

This chapter covers some of the most famous cryptos as of 2021. But because the

cryptocurrency market is ever-changing, you also find out how to navigate your
way through all the up-and-coming cryptos for years to come.

Celebrating Celebrity Cryptocurrencies
by Market Cap

One of the fastest ways to navigate through popular cryptocurrencies is to check
out their ranking based on their market capitalization, or market cap. Traditionally,
market cap is the value of a company that’s traded on the stock market. You can
calculate it by multiplying the total number of shares by the present share price.
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In the cryptoworld, market capitalization shows the value of all units of a specific
cryptocurrency that are for sale right now. To calculate a cryptocurrency’s market
cap, simply multiply the cryptocurrency’s current price by its circulating supply.
Circulating supply is the best approximate number of coins that are circulating in
the market and in the general public’s hands.

Market cap = Price x Circulating supply

Knowing about a crypto’s market cap and its ranking versus other coins is
important because that information can quickly show you how popular the
coin is and how much money you may be able to make from it. You can find
out about all cryptocurrencies’ market caps by visiting websites such as http://
coinmarketcap.com, www.cryptocompare.com/, https://coincodex.com/, and
www .coingecko.com/.

Market cap can’t tell you everything about a cryptocurrency’s investment poten-
tial. Lots of other factors, such as forks, regulation, rumor, and so on, can affect a
cryptocurrency’s value. See Book 5, Chapter 4 to find out more about analyzing a
cryptocurrency’s performance.

A higher market cap isn’t necessarily a good thing. Investors who can take higher
risks may prefer cryptocurrencies with a lower market cap because those may
offer more room for the market cap to increase. However, if you want to play it
safe and avoid volatility or vanishing risk, you may prefer going with cryptocur-
rencies with a higher market cap. See Book 5, Chapter 2 for more.

With a knowledge of what role a coin’s market cap plays in the industry, you can
start to evaluate cryptocurrencies based on that metric.

MINEABLE VERSUS NONMINEABLE
CRYPTOCURRENCIES

Where does cryptocurrency come from? Cryptocurrency can be mined — the least com-
mon form, actually — or it can be pre-mined.

To say that a cryptocurrency has been pre-mined, or is nonmineable, simply means that
the cryptocurrency already exists. The blockchain is a ledger containing information
about transactions. When the blockchain was first created, the ledger already contained
a record of all the cryptocurrency that the founders planned for. No more will be added;
it's all there in the blockchain already.
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Bitcoin

Ranking number one on the list, Bitcoin was developed in 2008. As of September
2021, Bitcoin’s market cap is around $951 billion.

A bit of Bitcoin background

An entity called Satoshi Nakamoto invented Bitcoin. Satoshi claimed to be a man
living in Japan, born on April 5, 1975. Kiana was actually living in Japan, complet-
ing her studies in electrical engineering in Tokyo, when Bitcoin hit the scene.
Bitcoin wasn’t really a big thing in Japan at that time. That’s why most specu-
lation about the true identity of Satoshi points to a number of cryptography and
computer science experts of non-Japanese descent living in the United States and
various European countries.

But Satoshi’s anonymity isn’t really a big deal, because Bitcoin (and other crypto-
currencies, for that matter) is supposed to be open source and decentralized, as we
explain in Chapter 2 of this minibook. In fact, according to Bitcoin.org, no single
person or entity “owns the Bitcoin network much like no one owns the technology
behind email.” Bitcoin users around the world control Bitcoin, with the developer
improving the software and the forkers making some radical changes. However,
the main idea behind Bitcoin and Bitcoin’s protocol can’t be changed.

In mid-April 2011, Bitcoin’s market cap was about $6 million. In April 2021,
the market cap was over a trillion dollars. If you had bought 1 Bitcoin for $2 in
November 2011 (something Kiana’s investor friends told her to do that she
ignored), your single Bitcoin would have been worth $64,000 in April 2021. Of
course, many initial investors bought more than one Bitcoin at the time, which
is exactly how all those Bitcoin millionaires were made. If you had bought
100 Bitcoins in November 2011 for a paltry sum of $200, by April 2021 they would
have been worth $12.8 billion!

But by the time everyone started talking about Bitcoin, it went crashing down to
around $120 billion and stayed there for most of 2018. It maintained its number
one ranking among all other cryptocurrencies, though. The main reason behind
this position may have been that most people had heard a lot (relatively speak-
ing) about Bitcoin but not so much about other cryptocurrencies. So even though
they had several hundred other altcoins to choose from, even some that may have
been better long-term alternatives to Bitcoin, most newbies who wanted to get
involved in the market started out with Bitcoin.

Another reason for Bitcoin’s huge market cap is its accessibility. It’s pretty safe

to say that all cryptocurrency exchanges (see Book 5, Chapter 3) carry Bitcoin. But
not all exchanges list all altcoins, at least for now.
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Bitcoin characteristics

Here are some main features of Bitcoin:

¥ Bitcoin's trading symbol is BTC.
¥ Bitcoin is mineable.

¥ Coin creation occurs through proof of work (PoW; see Chapter 2 of this
minibook).

¥ Transaction time is between 10 minutes and 24 hours.
¥ Transactions aren't fully anonymous.
¥ Bitcoin is decentralized.

¥ Mining Bitcoin requires a lot of (wasted) energy.

Because Bitcoin has been the superstar of all cryptocurrencies, it tends to pull the
entire market along. Generally speaking, the whole market sentiment follows the
volatility of Bitcoin in longer-term time frames (with many past exceptions). You
can use this piece of information in technical analysis for investing, as covered in
Book 5, Chapter 10. Head to Book 3 to find out more about Bitcoin.

Ethereum

Ranked number two based on coin market cap as of 2021, Ethereum is another
major cryptocurrency. As of September 2021, its market cap is around $465 billion.

Brief Ethereum background

Compared to Bitcoin, Ethereum is a pretty young currency; Russian-American
Vitalik Buterin proposed it in 2013. It’s almost five years younger than Bitcoin,
which in the cryptoworld is still a big deal.

Buterin was born in 1994. That’s the year the Cranberries sang their hit song
“Zombie” and two years before the Backstreet Boys and Spice Girls became
famous. If this math makes you feel old, imagine how Bitcoin’s Satoshi must feel.

Ethereum uses the old Bitcoin’s wisdom and philosophy, but it has a different
purpose and capability. According to its website, www . ethereum.org, “Ethereum
is a decentralized platform that runs smart contracts.” Chapter 2 of this minibook
explains that smart contracts allow people to create agreements without a middle-
man. Ethereum creates these smart contracts by employing the same blockchain
technology as Bitcoin. Just as Bitcoin’s blockchain and network validate Bitcoin
ownership, Ethereum’s blockchain validates smart contracts, which the encoded
rules execute.
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Ethereum versus Bitcoin

The main difference between Ethereum and Bitcoin is that Ethereum wants to
be the place users go to execute their decentralized applications. In fact, its goal
is to be a sort of massive, decentralized computer that executes smart contracts.
That’s why many other cryptocurrencies can run on the Ethereum platform. The
Ethereum blockchain forms a decentralized network where these programs can
be executed.

Bitcoin is different in this sense. Its platform gets the miners to compete and solve
complicated blockchain math problems. The first one who solves the problem is
the winner and gets rewarded. But miners can use Ethereum’s platform as a co-
working space to create their own products. They get compensated for providing
the infrastructure so that inventors can cook their own new types of products.
Book 6 covers cryptocurrency mining.

In fact, even major technology players like Intel and Microsoft and financial behe-
moths like JPMorgan and Credit Suisse are using the Ethereum platform to cre-
ate new stuff of their own. Along with other giant founding members, various
blockchain start-ups, research groups, and Fortune 500 companies have created
a group called the Enterprise Ethereum Alliance (EEA). By October 2018, the alli-
ance had more than 500 members, including Accenture, AMD, Credit Suisse, Dash,
Pfizer, Samsung, and Toyota, to name a few. You can find out more about the EEA
and their current memberships list at https://entethalliance.org/.

Ethereum characteristics

Here are some main attributes of Ethereum:

¥ Ethereum’s token symbol for investors is ETH.
¥ Ethereum is mineable.
¥ Coin creation occurs through proof of work (PoW).

¥ Transaction time can be as little as 14 seconds, although it can go higher
based on confirmation requirements.

¥ Transactions aren't fully anonymous.
¥ Ethereum is more decentralized than Bitcoin.

3 Mining Ethereum requires less wasted energy than Bitcoin mining does.

You can find out about different cryptocurrencies’ mining profitability at any
given time by visiting www.cryptocompare.com/mining/calculator/eth?
HashingPower=20&HashingUnit=MH%2F s&PowerConsumption=140&CostPerkWh=
@.12&MiningPoolFee=1.
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Ripple

For most of 2018, Ripple was the third-largest cryptocurrency by market cap, at
around $19 billion. However, during the first half of 2021, Ripple’s market cap
hovered at around $30 billion but dropped to sixth place in the ever-changing
market cap listings. As of this writing, Cardano, Tether, Ethereum, and Bitcoin
have larger market caps, but these rating orders can change overnight!

Some Ripple background

The idea of Ripple actually goes all the way back to 2004. That’s way before Satoshi
and Bitcoin. In 2004, Ryan Fugger founded a company called RipplePay. Accord-
ing to https://blog.bitmex.com/the-ripple-story/, the idea behind the pro-
tocol was a “peer-to-peer trust network of financial relations that would replace
banks.”

By 2011, Ripple’s target demographic started paying attention to Bitcoin, which
was just becoming popular and was doing a better job as a peer-to-peer payment
network than Ripple. Ripple’s architecture started to shift when an early Bitcoin
pioneer, Jed McCaleb, joined the Ripple network in May 2011. Others joined the
Ripple bandwagon as time went by.

Finally, Ripple’s XRP, a cryptocurrency that also acts as a digital payment net-
work for financial institutions, was released in 2012, according to their website,
https://ripple.com/xrp/. Like many other cryptocurrencies, XRP is based on a
public chain of cryptographic signatures. That being said, Ripple is very different
from traditional cryptos like Bitcoin and even Ethereum.

Some people don’t consider Ripple a true cryptocurrency. Also, Ripple as a com-
pany and Ripple the cryptocurrency are two different things, although they’re
connected. Ripple the coin, which trades as XRP, is the cryptocurrency used with
some of the company’s payment systems. Ripple the company does business as
Ripple Labs, Inc., and provides global payment solutions for big banks and such
using blockchain technology.

Ripple versus Bitcoin

Here are some of the key differences between these two cryptocurrencies.

3 Ownership and decentralization: Bitcoin is not owned by any particular
person or entity, and Bitcoin the cryptocurrency is pretty much the same as
Bitcoin the open-source platform. That's why Bitcoin is highly decentralized
and open source, and owned by a community that agrees on changes. This
setup can make upgrades tough and is why Bitcoin has had a ton of forks
(hard and soft; see Chapter 2 of this minibook) in its history.
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By contrast, Ripple is a private company called Ripple Labs, with offices all
over the world. Ripple’s digital asset (cryptocurrency) is called XRP and is also
owned by Ripple Labs. The company constantly looks to please everyone
(especially its partners) and come up with consensus, which can allow for
faster upgrades. It has an amendment system with which the developers seek
consensus before making changes to the network. In most cases, if an
amendment receives 80 percent support for two weeks, it comes into effect,
and all future ledgers must support it. Basically, Ripple is a democracy that
tries to avoid hard forks and nasty splits!

You can find out more about Ripple and its most recent updates athttps://
ripple.com/

¥ Transaction speed and fees: This area is where Ripple really starts to shine.
Bitcoin's transaction speed can sometimes go up to an hour depending on
fees. And the fees can reach $40 depending on demand.

Ripple’s transactions, on the other hand, can settle in as little as four seconds.
Fee-wise, even when the demand was high in mid-2021, Ripple's transaction
fees averaged $0.003 — a fraction of that of Bitcoin.

You can compare different cryptocurrencies’ historical transaction fees at
https://bitinfocharts.com/comparison/transactionfees-btc—xrp.
html.

3 Number of transactions per second: At any given second, you can make
around four Bitcoin transactions. Enter Ripple and recent wonder-coin Solana,
and raise the number to 1,500 and 29,000 respectively. Although some Bitcoin
forks aim to resolve this issue, at the time of this writing, Ripple and Solana
are well ahead of the game.

3 Coin amount limits: Bitcoin and other mineable cryptocurrencies have finite
numbers of coins, which come into the market only through mining. But XRP
is limited to the 100 billion coins in circulation now, largely to appeal to
Ripple’s (the company’s) biggest clients, which are large financial institutions.

Ripple characteristics

The following list gives you a summary of Ripple’s main features:

¥ Ripple’s token symbol for investors is XRP.

¥ Ripple’s XRP isn't mineable. There are no miners whatsoever.

¥ Coin creation and algorithm processing happen through consensus, not Pow.
¥ Transaction time can be as little as four seconds.

¥ Transactions can be made anonymously.
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¥ Ripple isn't fully decentralized.

¥ Energy cost per transaction is minor.

Because these unique features are so different from Bitcoin’s, some people believe
Ripple’s XRP isn’t truly a cryptocurrency. Ripple is actually a strange hybrid of
a fiat currency (the traditional form of currency backed by a local government,
such as the U.S. dollar) and a traditional cryptocurrency. This is because gener-
ally speaking, Ripple specializes in serving financial institutions like American
Express more than focusing on the spread of Ripple’s XRP among everyday users.

Cardano

Cardano has been hovering around the top five-largest cryptocurrencies by mar-
ket cap in 2021. As of September 2021, its market cap is around $67 billion, making
it the fourth-largest cryptocurrency after Bitcoin, Ethereum, and Tether.

A little Cardano background

Ethereum co-founder Charles Hoskinson established Cardano in 2015, and
successfully launched it in 2017. Hailed as a greener, environmentally friendly
alternative to other computational-heavy coins, Cardano’s ADA coin has skyrock-
eted in popularity. Since its launch, an investment in Cardano has returned over
7,000 percent to its investors.

Fun fact: ADA, Cardano’s coin, is named after Countess Augusta “Ada” King,
daughter of the poet Lord Byron. She worked on a theoretical computation engine
in the 1840s, and is regarded by many to be the first computer programmer.

If you had invested $1,000 in Bitcoin on January 1, 2019, it would’ve grown 1,004
percent by the end of September 2021. But if you had invested $1,000 in Cardano,
then it would’ve grown about 4,930 percent. Not too shabby.

Cardano versus Bitcoin

Cardano and Bitcoin are both decentralized, they both act as a medium of
exchange, and they both have bright futures as absolute trust in fiat currencies is
on the decline. Cardano is very different than Bitcoin in a few notable ways, how-
ever. Cardano is built from the ground up to serve as a smart contract platform.
It also doesn’t have the extreme computer processing requirements that Bitcoin
miners face every day. Here’s a basic list of how Cardano and Bitcoin compare to
each other:
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¥ Mining: One of the major differences between Cardano and Bitcoin has to do
with mining. Mining Bitcoin is becoming more difficult and expensive as time
goes by. To really make money mining Bitcoin, you need very powerful
computers. Cardano, on the other hand, doesn't require mining, and so there
is no need for ultra-expensive, dedicated computer equipment and air-
conditioned facilities.

Bitcoin mining uses a proof-of-work protocol, meaning that your specialized
computer hardware churns through a mind-boggling number of computa-
tions per second. Cardano’s system requires a fraction of the computing
power, as you swap, in a manner of speaking, the heavy computational load
of Bitcoin mining for the staking of your own Cardano ADA coins. Staking
means that you make a certain amount of your ADA coins temporarily
un-spendable until a Cardano transaction has been verified as complete. This
somewhat over-generalized explanation is called proof of stake (PoS).

3 Total number of coins: Bitcoin has a finite number of 21 million coins.
Cardano also has a finite, maximum supply of coins, totaling 45 billion.

¥ Transaction speed and fees: On Bitcoin's network, transaction confirmation
time averages around ten minutes and sometimes much longer. For Cardano,
the speed can be as short as the generation of one block in 20 seconds.
Cardano's transaction fee is also considerably lower than Bitcoin's, averaging
less than $0.30 in mid-2021.

Cardano characteristics

Cardano’s main traits include the following:

¥ Cardano’s token symbol for investors is ADA.

¥ Cardano is not mineable.

¥ It uses a proof-of-stake (PoS) protocol rather than proof of work (PoW).

¥ Transaction time for a new block is around 20 seconds.

¥ Transactions can sometimes be made anonymously using certain exchanges.
¥ Cardano is decentralized.

¥ Cardanao’s energy cost per transaction is a fraction of Bitcoin's.

Although team Bitcoin and team Cardano argue their respective cryptocurrencies
are the best, each cryptocurrency has their own unique advantages and drawbacks.
The best way to go about your investment strategy may be to diversify your assets
not only between these options but also among the other categories of cryptocur-
rencies in this chapter. Find out more about diversification in Book 5, Chapter 5.
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Other top ten major cryptos

The preceding sections introduce some of the most well-known cryptocurrencies
that also have some of the largest market capitalization on average. But being
famous doesn’t necessarily mean they’re better. In fact, many analysts and inves-
tors believe some of these celebrity cryptocurrencies may vanish within ten years
(see Book 5, Chapter 2 for more). Also, having a bigger market cap doesn’t nec-
essarily mean having a brighter future. Their current popularity may just be the
proverbial 15 minutes of fame, and they may therefore have lower growth oppor-
tunity compared to those that are less known.

Chances are that if anything should happen to a core cryptocurrency, a hard fork
may come along that saves it. As explained in Chapter 2 of this minibook, if you’ve
already invested in a cryptocurrency when it forks, you get the same number of

rememeer  New coins anyway. That’s why I’ve recommended to my Premium Investing Group
members to start their cryptocurrency portfolio by first diversifying among the
top ten largest ones by market cap and then get into other, different categories.
You can stay up to date with my most recent cryptocurrency investing strategies
athttps://learn.investdiva.com/join-group.
The remaining cryptocurrencies in the top ten keep bouncing on and off the list,
but Table 4-1 shows some that were on the list more consistently in 2021.
TABLE 4-1 Some Top Ten Cryptos As of 2021
Crypto Symbol  Description
Tether (www. tether . to) usDT A stablecoin that mirrors the price of the U.S. dollar.
Binance Coin (www .binance.com) BNB Binance is a crypto exchange with their own coin.
Solana (www . solana.com) SOL Created for dApp (decentralized app) and DeFi
(decentralized finance) projects.
USD Coin (www.circle.com) usDC A stablecoin that mirrors the price of the U.S. dollar.
Polkadot (www . polkadot . network) DOT Helps different chains communicate with each other.
Dogecoin (www . dogecoin . com) DOGE A meme coin with a Shibu Inu dog as its mascot.
Terra (www . terra.money) LUNA A token used to stabilize the price of Terra’s various
stablecoins.
Avalanche (www . avax . network) AVAX A smart contract platform using three individual chains.
Uniswap (www . uniswap.org) UNI A decentralized trading protocol facilitating automated
trading of DeFi tokens.
Chainlink www .chain.1link) LINK Allows integration of off-chain data into smart contracts.
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Top 100 major cryptos

You can dive into the top 100 major cryptocurrencies and still not find the one you
want to have a long-term relationship with. At this point, selecting cryptocur-
rencies that match your portfolio really becomes like online dating. You’ve got
to make some decisions based on first impressions and then go on dates (start
making small investments and do more research) to discover whether a currency
is worthy of a bigger chunk of your crypto portfolio. Table 4-2 lists some options.

TABLE 4-2 Some Top 100 Cryptos as of 2021
Crypto Symbol Description
Litecoin (www . litecoin.org) LTC Created to offer faster block transaction times and cheaper

transaction fees than Bitcoin.

Algorand (www . ALGO Using a PoS protocol, ALGO was created for fast transaction
algorand.com) times, efficiency, and low transaction fees.

Bitcoin Cash (www . BCH A peer-to-peer cash transfer platform with no middlemen
bitcoincash.org) such as banks.

Wrapped Bitcoin (www . WBTC A tokenized version of Bitcoin that runs on the Ethereum
wbtc . network) blockchain.

Cosmos (www . ATOM Offers an ecosystem of connected blockchains using the less
cosmos . network) energy-dependent PoS protocol.

Polygon (www . polygon. MATIC Can transform Ethereum into a multi-chain system and
technology) specializes in scalability.

Internet Computer (www . ICP An infinitely scalable and revolutionary network that can
dfinity.org) operate at web-speed.

Stellar (www.stellar.org) XLM Helps financial firms connect with each other, and allows

money to be transferred and stored.

Filecoin (www. filecoin. io) FIL A decentralized version of cloud storage for digital files.

VeChain www.vechain.org)  VET A decentralized supply-chain management platform.

Cryptocurrencies by Category

As an alternative to selecting cryptocurrencies by market cap, the best way to
truly diversify your portfolio, for both value and growth purposes, may be to go
about selecting cryptocurrencies by category. After you’ve flipped through the
categories and selected the finalists that best fit your risk tolerance (see Book 5,
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Chapter 2), you can then move on to advanced investing techniques throughout
the later chapters of Book 5.

Based on their popularity and total market cap as of 2021, here are some of the
most popular cryptocurrency categories and the leading cryptos in each space. The
following sections describe just a few examples of many categories in the excit-
ing cryptocurrency world; you may recognize some of the currencies from their
coverage earlier in this chapter. Other people may categorize these cryptos differ-
ently. Some popular cryptocurrency categories include the following:

¥ Gaming/gambling

3 Supply chain

¥ Transportation

¥ Medical

¥ Internet of Things (loT)

Keep in mind that some categories are hotter as of this writing, but others may
have become more popular by the time you get this book in your hands. Also know
that some cryptos are hybrids of multiple categories and are hard to fit in only one
box. You can find different crypto categories on websites such as www.upfolio.
com/collections#Go and www.investitin.com/altcoin-list/.

Payment cryptos

Payment cryptos are by far the biggest category in terms of total market cap. In
this group, you find cryptocurrencies that mainly aim to be used as a store of
value, transaction, and payments, just like fiat currencies such as the U.S. dollar.
Examples of cryptocurrencies that fall into this category include the following:

¥ Bitcoin (BTC)

¥ Litecoin (LTC)

¥ Bitcoin Cash (BCH)
3 OMG Network (OMG)
3 Dash (DASH)

3 Ripple (XRP)

¥ Tether (USDT)
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With Bitcoin as the pioneer, it is no wonder that this category started out being
so popular. Blockchain technology can be applied to so much more than just pay-
ment systems. Check out Book 2, Chapter 1 for more current blockchain uses and
potential future applications.

Privacy cryptos

Privacy cryptos are heavily focused toward transaction security and anonymity, a
lot more than those in the payment category are. In fact, the idea that Bitcoin and
other cryptocurrencies in the payment category are fully anonymous and untrace-
able is a common misconception. Many blockchains only disguise users’ identities
while leaving behind a public record of all transactions that have occurred on the
blockchain. The data in the ledger often includes how many tokens a user has
received or sent in historical transactions, as well as the balance of any cryptocur-
rency in the user’s wallet.

Privacy cryptos can be a bit controversial because authorities see them as an illicit
tool that makes it possible for criminals to engage in illegal activities, such as
money laundering. Nonetheless, some of them have gained popularity. Here are
some examples:

3 Monero (XMR): Monero is the most famous privacy crypto as of 2018.

¥ Zcash (ZEC): Zcash is similar to Monero but has a different protocol (set of
rules). Check it out at https://z.cash/.

¥ CloakCoin (CLOAK): A lesser-known privacy crypto, CloakCoin has a number
of added layers of security. See www . cloakcoin.com/en.

3 Dash (DASH): Also mentioned in the payment category, Dash is a bit of a
hybrid. In addition to Bitcoin’s core features, Dash also includes the option for
instant and private transactions.

Platform cryptos

Platform cryptos are also referred to as decentralized application protocol cryptos, smart
contract cryptos, or a hybrid of all three. In this category, you can find cryptocur-
rencies that are built on a centralized blockchain platform; developers use them
to build decentralized applications. In other words, such cryptocurrencies act
as platforms where people build upon blockchain applications (and thus other
cryptocurrencies).
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In fact, some analysts suggest that you may want to forget about payment cryp-
tocurrencies and invest in crypto platforms instead. They’re generally considered
good long-term investments because they rise in value as more applications are
created on their blockchain. As blockchain technology becomes more mainstream,
the number of applications and their usage will increase, along with the price of
such coins. The most famous example in this category is Ethereum (ETH). Others
include the following:

¥ NEO (NEO): A smart contracts ecosystem similar to Ethereum, NEO wants to
be a platform for a new smart economy. NEO is China’s largest
cryptocurrency.

¥ Lisk (LSK): Lisk is a smart contracts platform similar to Ethereum but based
on JavaScript. See https://lisk.io/.

¥ EOS (EOS): Another smart contracts platform similar to Ethereum, EOS has
performance and scalability benefits.

3 Icon (ICX): Icon wants to “Hyperconnect the World” by building one of the
largest decentralized global networks. See https://m.icon.
foundation/?lang=en.

3 Qtum (QTUM): Qtum is a Singapore-based Ethereum and Bitcoin hybrid. See
https://qtum.org/.

¥ VeChain (VEN): VeChain is a blockchain-based platform that gives retailers
and consumers the ability to determine the quality and authenticity of
products they buy.

¥ Ark (ARK): Ark wants to provide an all-in-one blockchain solution for develop-
ers and start-ups. See https://ark.io/.

3 Substratum (SUB): Substratum wants to create a new generation of Internet.
Seehttps://substratum.net/.

These are just a few of the hundreds of cryptocurrencies that are emerging in this
category.

Exchange-specific cryptos

Exchange-specific cryptos are mainly introduced and used by the cryptocurrency
exchanges. You can think of these cryptos as incentives that bring people to the
exchanges’ platforms. For tips on selecting the best exchange-specific cryptocur-
rency and choosing the best cryptocurrency exchange, see Book 5, Chapter 3. Here
are a few examples of these currencies.
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¥ Binance Coin (BNB): Issued by Binance exchange, Binance Coin runs on the
Ethereum platform and has a strict maximum limit of 200 million BNB tokens.
See www.binance.com/.

3 KuCoin Shares (KCS): KuCoin Shares is just like Binance Coin but for the
KuCoin exchange. See www . kucoin.com/.

3 Bibox Token (BIX): Bibox Token is one of the smaller exchanges that has
successfully launched its own token. See www . bibox .com/.

Finance/fintech cryptos

This section groups pure financial cryptos with financial technology (fintech)
cryptocurrencies. These cryptos facilitate the creation of a financial system for
the blockchain and for people around the world:

3 Ripple (XRP): Ripple is a blockchain payment system for banks, payment
providers, digital asset exchanges, and other companies. It's designed to move
large amounts of money quickly and reliably.

¥ Stellar Lumens (XLM): Stellar Lumens aims to develop the world's new
financial system. It's building an open system where people of all income
levels can access financial services.

3 Populous (PPT): Populous is a global invoice trading platform designed to
help businesses. Smart contracts automatically perform funding and release
payment without a third party.

¥ OMG Network (OMG): OMG is designed to enable financial services for
people without bank accounts. It works worldwide and with both traditional
money (fiat currency) and cryptocurrencies.

3 Bancor (BNT): Bancor lets you convert between two cryptocurrencies of your
choice without another party. See www . bancor . network/.

3 Crypto.com: This cryptocurrency-funded Visa debit card allows you to spend
your coins on everyday purchases. See https://crypto.com/.

Legal and property cryptos

More cryptocurrencies are emerging in the two categories of legal and property
cryptos. But because they’re related, I’ve grouped them together here for now.
Here are a couple of examples:
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3 Polymath (POLY): Polymath helps provide legal advice for token investors
and smart contract developers. See https://polymath.network/.

3 Propy (PRO): Propy solves problems that arise from purchasing properties
across borders when using fiat currencies or cryptocurrencies. It's the first
company to ever sell a property on the blockchain and using Bitcoin. See

https://propy.com/.

Other up-and-coming property cryptocurrencies include Meridio, Republic,
SafeWire, and Vairt.
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Chapter 1
Introducing Blockchain

riginally, blockchain was just the computer science term for how to struc-
ture and share data. Today, blockchains are hailed as the “fifth evolution”
of computing.

Blockchains are a novel approach to the distributed database. The innovation
comes from incorporating old technology in new ways. You can think of block-
chains as distributed databases that a group of individuals control and that store
and share information.

Many different types of blockchains and blockchain applications exist. Blockchain

is an all-encompassing technology that is integrating across platforms and hard-
ware all over the world.

Beginning at the Beginning:
What Blockchains Are

A blockchain is a data structure that makes it possible to create a digital ledger of
data and share it among a network of independent parties. Many different types
of blockchains exist:
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3 Public blockchains: Public blockchains, such as Bitcoin, are large, distributed
networks that are run through a native cryptocurrency. A cryptocurrency
(introduced in Book 1) is a unique bit of data that can be traded between two
parties. Public blockchains are open for anyone to participate at any level and
have open-source code that their community maintains.

¥ Permissioned blockchains: Permissioned blockchains, such as Ripple,
control roles that individuals can play within the network. They're still large
and distributed systems that use a native token. Their core code may or may
not be open source.

¥ Private blockchains: Private blockchains, also known as distributed ledger
technology (DLT), tend to be smaller and do not utilize a token or cryptocur-
rency. Their membership is closely controlled. These types of blockchains are
favored by consortiums that have trusted members and trade confidential
information.

All three types of blockchains use cryptography to allow each participant on any
given network to manage the ledger in a secure way without the need for a central
authority to enforce the rules. The removal of central authority from the database
structure is one of the most important and powerful aspects of blockchains.

Blockchains create permanent records and histories of transactions, but nothing
is really permanent. The permanence of the record is based on the dependability
and health of the network. In the context of blockchains, this means that if a large
portion of the blockchain community wanted to change information written to
their blockchain, they could. Cryptocurrency is used as a reward to incentivize lots
of users to facilitate the healthy function of the network through competition. If
the records are changed inappropriately, this is known as a 51 percent attack. Small
networks with few independent minors are vulnerable because it doesn’t take
much effort to change their information, and powerful miners could do so and
gain extra cryptocurrency. Ethereum Classic experienced just this type of attack.

When data is recorded in a blockchain, it’s extremely difficult to change or remove
it. When someone wants to add a record to a blockchain, also called making a
transaction or entry, users in the network who have validation control verify the
proposed transaction. This is where things get tricky because every blockchain
has a slightly different spin on how this works and who can validate a transaction.

What blockchains do

A blockchain is a peer-to-peer system with no central authority managing data
flow. One of the key ways to remove central control while maintaining data integ-
rity is to have a large, distributed network of independent users. This means that
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The structure
of the Bitcoin
blockchain
network.

the computers that make up the network are in more than one location. These
computers are often referred to as full nodes.

Figure 1-1 shows a visualization of the structure of the Bitcoin blockchain net-
work. You can see it in action at http://dailyblockchain.github.io.
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To prevent the network from being corrupted, not only are blockchains decen-
tralized, but they often also utilize a cryptocurrency. Blockchain networks pro-
duce cryptocurrencies as an incentive to maintain the integrity of the network.
Many cryptocurrencies are traded on exchanges like stocks.

Cryptocurrencies work a little differently on each blockchain. Basically, the soft-
ware pays the hardware to operate. The software is the blockchain protocol. Well-
known blockchain protocols include Bitcoin, Ethereum, Ripple, Bitcoin Cash,
Stellar, and EOS. The hardware consists of the full nodes that are securing the
data in the network. Book 3 covers Bitcoin, and Book 4 covers Ethereum.

Why blockchains matter

Blockchains are recognized as the “fifth evolution” of computing because they’re
a new trust layer for the Internet. Before blockchains, trust was established by
central authorities that would issue certificates. One you may be familiar with is
Secure Sockets Layer (SSL) client certificates. An SSL certificate is the “green lock”
that appears next to a web domain. It lets you know you’re on a secure website.
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SSL certificates have proven not to be foolproof. Certificates have been stolen from
the domains of the Central Intelligence Agency (CIA), the U.K.’s Secret Intelli-
gence Service (commonly known as MI6), Microsoft, Yahoo!, Skype, Facebook,
and Twitter. Relying on a third party allows for a single point of failure.

Blockchains, on the other hand, establish trust in novel ways. Proof-of-work
(PoW) blockchains require miners to have a full and accurate history of their
transactions to participate on the network. Proof-of-stake (PoS) blockchains
create trust by requiring nodes that are processing transactions to “stake” some
cryptocurrency that may be forfeited if they’re caught defrauding the network.
Private blockchains build confidence by distributing data across a network of con-
nected but independent participants that are known by each other and can be held
accountable. Each type of blockchain uses different incentive systems to establish
trust that each participant in the network will cooperate in keeping a full and
unaltered history of each transaction or entry that is made within the database
they share.

When data is permanent and reliable in a digital format, you can transact busi-
ness online in ways that, in the past, were only possible offline. Everything that
has stayed analog, including property rights and identity, can now be created and
maintained online. Slow business and banking processes, such as money wires
and fund settlements, can now be done nearly instantaneously. The implications
for secure digital records are enormous for the global economy.

Blockchains are important because they allow for new efficiency and reliability in
the exchange of valuable and private information that once required a third party
to facilitate, such as the movement of money and the authenticity of identity. This
is a big deal because much of our society and economy has been structured around
establishing trust, enforcing trust when it’s broken, and third parties that facil-
itate trust. You can imagine how this simple software can be utilized to fix areas
that have proven not to be foolproof, such as voting, supply chain management,
money movement, and the exchange of property.

The Structure of Blockchains

64

Each blockchain is structured slightly differently. However, Bitcoin is a great
blockchain to study because it was used as a template for most subsequent block-
chains. The data on Bitcoin is structured so that each full node (the computers
running the network) contains all the data in the network. This model is compel-
ling from a data persistence point of view. It ensures that the data will stay intact
even if a few of the nodes become compromised. However, because every node
has a full copy of the history of transactions since the very beginning, and every
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transaction in the future, it requires that the entries be as small as possible from
a storage capacity point of view.

Comparatively, other distributed networks you may have heard of, like Napster
and Pirate Bay, are online indexes of data. Individual files are shared from specific
nodes in the network. This allows sharing of large files. However, because the data
you may be interested in is not available on all the participants in the network,
obtaining the data you’re interested in is problematic. It’s also difficult to know
if the data that you’re pulling down is intact and has not be corrupted or contains
information you don’t want, such as a virus.

The way that Bitcoin coordinates the organization and input of new data consists
of three core elements:

3 Block: A list of transactions recorded into a ledger over a given period. The
size, period, and triggering event for blocks is different for every blockchain.

Not all blockchains are recording and securing a record of the movement of
their cryptocurrency as their primary objective. But all blockchains do record
the movement of their cryptocurrency or token. Think of the transaction as
simply being the recording of data. A value is assigned to it (as happens in a
financial transaction) in order to interpret what that data means.

3 Chain: A hash that links one block to another, mathematically “chaining” them
together. This is one of the most difficult concepts in blockchain to compre-
hend. It's also the magic that glues blockchains together and allows them to
create mathematical trust.

The hash in blockchain is created from the data that was in the previous block.
The hash is a fingerprint of this data and locks blocks in order and time.

Although blockchains are a relatively new innovation, hashing is not. Hashing
was invented over 30 years ago. This old innovation is being used because it
creates a one-way function that cannot be decrypted. A hashing function
creates a mathematical algorithm that maps data of any size to a bit string of
a fixed size. A bit string is usually 32 characters long, which then represents
the data that was hashed. The Secure Hash Algorithm (SHA) is one of the
cryptographic hash functions used in blockchains. SHA-256 is a common
algorithm that generates an almost-unique, fixed-size 256-bit (32-byte) hash.
For practical purposes, think of a hash as a digital fingerprint of data that is
used to lock it in place within the blockchain.

3 Network: The network is composed of “full nodes.” Think of nodes as the
computers that are running an algorithm that is securing the network. Each
node contains a complete record of all the transactions that were ever
recorded in that blockchain.
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The nodes are located all over the world and can be operated by anyone. It's
difficult, expensive, and time-consuming to operate a full node, so people
don't do it for free. They're incentivized to operate a node because they want
to earn cryptocurrency. The underlying blockchain algorithm rewards them
for their service. The reward is usually a token or cryptocurrency, like Bitcoin.

The terms Bitcoin and blockchain are often used interchangeably, but they’re not
the same. Bitcoin has a blockchain. The Bitcoin blockchain is the underlying pro-
tocol that enables the secure transfer of Bitcoin. The term Bitcoin is the name of
the cryptocurrency that powers the Bitcoin network. The blockchain is a class
of software, and Bitcoin is a specific cryptocurrency. See Book 3 for more about
Bitcoin.

Blockchain Applications

Blockchain applications are built around the idea that the network is the arbi-
trator. This type of system is an unforgiving and blind environment. Computer
code becomes law, and rules are executed as they were written and interpreted
by the network. Computers don’t have the same social biases and behaviors as
humans do.

The network can’t interpret intent (at least not yet). Insurance contracts arbi-
trated on a blockchain have been heavily investigated as a use case built around
this idea.

Another interesting function that blockchains enable is impeccable record keep-
ing. They can be used to create a clear timeline of who did what and when. Many
industries and regulatory bodies spend countless hours trying to assess this prob-
lem. Blockchain-enabled record keeping will relieve some of the burdens that are
created when someone tries to interpret the past.

The Blockchain Life Cycle
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Blockchains originated with the creation of Bitcoin. It demonstrated that a group
of individuals who had never met could operate online within a system that was
desensitized to cheat others that were cooperating on the network.
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The original Bitcoin network was built to secure the Bitcoin cryptocurrency. It has
around 5,000 full nodes and is globally distributed. It’s primarily used to trade
Bitcoin and exchange value, but the community saw the potential of doing a lot
more with the network. Because of its size and time-tested security, it’s also being
used to secure other smaller blockchains and blockchain applications.

The Ethereum network is a second evolution of the blockchain concept. It takes
the traditional blockchain structure and adds several new programming lan-
guages that are built inside of it. Like Bitcoin, it has over 10,000 full nodes and is
globally distributed. Ethereum is primarily used to trade Ether and create smart
contracts. The most popular Ethereum smart contract is the ERC-20. It allows
for the generation of interchangeable tokens, which can be used for fundraising
purposes. We introduce smart contracts in Chapter 5 of this minibook. In Book 4,
Chapters 6 and 7, you can read more about how smart contracts work, and learn
how to start writing them.

A third evolution in blockchain technology, which is under active development, is
addressing speed and data size constraints. Fixing these issues will enable block-
chain technology to be used more realistically with mainstream applications. It
will take several years before it is clear which structure will win out.

Popular new developments include sharding, a type of database partitioning that
separates large databases into smaller parts called data shards. An Ethereum
development effort called fork choice rule splits the Ethereum blockchain into sev-
eral parallel networks. This may allow Ethereum to scale more efficiently and
reduce the congestion on the network, increasing transaction speeds and lowering
transaction costs.

A second popular scaling theory is called PoS (proof of stake). Broadly, PoS is the
concept of putting up tokens or cryptocurrency as a bond for processing transac-
tions. If the node is corrupted and does not process the transactions accurately,
the node may forfeit their tokens or cryptocurrency.

A third effort to scale blockchain technology utilizes trusted nodes. For exam-
ple, the Factom network operates with federated nodes and an unlimited number
of auditing nodes. These nodes are trusted with ensuring the system. Factom’s
elected network is small, with just over 60 nodes. To hedge for security risks,
Factom anchors itself into other distributed networks to piggyback on the security
of more extensive systems. Factom also partitions its network into smaller, faster,
more easily managed parts called chains. Factom has faster transaction speeds and
lower transaction costs than PoW blockchains.
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Consensus: The Driving Force
of Blockchains

FIGURE 1-2:

How blockchains
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work.

Blockchains are powerful tools because they create honest systems that self-
correct without the need of a third party to enforce the rules. They accomplish the
enforcement of rules through their consensus algorithm.

In the blockchain world, consensus is the process of developing an agreement
among a group of commonly mistrusting shareholders. These are the full nodes
on the network. The full nodes are validating transactions that are entered into

the network to be recorded as part of the ledger.

Figure 1-2 shows the concept of how blockchains come to agreement.

@ @

A user requests
a transaction.

The requestis @ The network
transmitted to validates the or
the network. transaction.

@

The transaction
is kicked out.

The transaction is
added to the current
“block” of transactions.

®

The block of transactions
is then “chained” to the
older blocks of transactions.

The transaction

is confirmed.

Each blockchain has its own algorithms for creating agreement within its net-
work on the entries being added. There are many different models for creating
consensus because each blockchain is creating different kinds of entries. Some
blockchains are trading value, others are storing data, and others are securing
systems and contracts.

Bitcoin, for example, is trading the value of its token between members on its
network. The tokens have a market value, so the requirements related to perfor-
mance, scalability, consistency, threat model, and failure model will be higher.
Bitcoin operates under the assumption that a malicious attacker may want to
corrupt the history of trades in order to steal tokens. Bitcoin prevents this from
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happening by using a consensus model called “proof of work” that solves the
Byzantine general’s problem (which we discuss further in Book 6, Chapter 1):
“How do you know that the information you are looking at has not been changed
internally or externally?” Because changing or manipulating data is almost always
possible, the reliability of data is a big problem for computer science.

Most blockchains operate under the premise that they will be attacked by outside
forces or by users of the system. The expected threat and the degree of trust that
the network has in the nodes that operate the blockchain will determine the type
of consensus algorithm that they use to settle their ledger. For example, Bitcoin
and Ethereum expect a very high degree of threat and use a strong consensus
algorithm called proof of work. There is no trust in the network.

On the other end of the spectrum, blockchains that are used to record financial
transactions between known parties can use a lighter and faster consensus. Their
need for high-speed transactions is more important. Proof of work is too slow and
costly for them to operate because of the comparatively few participants within
the network and the immediate finality needed for each transaction. They also
do not need a token or cryptocurrency to incentivize transaction processing. So,
they eliminate these components from their system, which enables them to run
faster and cheaper than PoW systems. You can learn more about PoW and PoS
algorithms in Book 6, Chapter 2.

Blockchains in Use

Thousands of blockchains and blockchain applications exist today. The whole
world has become obsessed with the ideas of moving money faster, incorporat-
ing and governing in a distributed network, and building secure applications and
hardware.

You can see many of these public blockchains by going to a cryptocurrency
exchange, which we explore further in Book 5, Chapter 3.

Figure 1-3 shows the altcoin exchange for Poloniex (https://poloniex.com), a
cryptocurrency trading platform.

Blockchains are moving beyond the trading value market and are being incorpo-

rated into all sorts of industries. Blockchains add a new trust layer that now makes
working online secure in a way that was not possible beforehand.

CHAPTER 1 Introducing Blockchain 69

Introducing Blockchain


https://poloniex.com

70

FIGURE 1-3:
The altcoin
exchange
platform.
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Current blockchain uses

Most up-and-running blockchain applications revolve around moving money or
other forms of value quickly and cheaply. This includes trading public company
stock, paying employees in other countries, and exchanging one currency for
another.

Blockchains are also now being used as part of a software security stack. The
U.S. Department of Homeland Security has been investigating blockchain soft-
ware that secures Internet of Things (I0T) devices. The IoT world has the most to
gain from this innovation, because it’s especially vulnerable to spoofing and other
forms of hacking. IoT devices have also become more pervasive, and security has
become more reliant on them. Hospital systems, self-driving cars, and safety sys-
tems are prime examples.

Initial Coin Offerings (ICOs) are another exciting blockchain innovation. They’re
a type of smart contract that allows the issuer to offer a token in exchange for
investment funds. Often used as a non-dilutive fundraising option, entrepreneurs
globally have raised billions of dollars. Governments and regulators have been
quick to crack down on ICOs. The tokens may be unlicensed securities, and the
offering may be defrauding investors. Nonetheless, the technology is impressive
even if compliance issues are still being addressed.

One of the fantastic innovations inherent in ICO tokens is that they’re a self-
clearing and self-settling instrument. In the current system for trading securi-
ties, two types of clearing agencies exist: clearing corporations and depositories.
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Clearing corporations audit transactions and act as intermediaries in making settle-
ments. Depositories hold securities certificates and maintain ownership records
of the securities. Blockchains perform both of these functions for tokens with-
out needing third parties to audit and retain possession of the assets. You can
learn more about ICO tokens in Book 4, Chapter 2, and about investing in ICOs in
Book 5, Chapter 6.

Future blockchain applications

Larger and longer-run blockchain projects that are being explored now include
government-backed land record systems, identity, and international travel secu-
rity applications.

The possibilities of a blockchain-infused future have excited the imaginations
of business people, governments, political groups, and humanitarians across the
world. Countries such as the U.K., Singapore, and the United Arab Emirates see it
as a way to cut costs, create new financial instruments, and keep clean records.
They have active investments and initiatives exploring blockchain. For informa-
tion about how blockchain is fueling the economy of the future and why that
may influence your decision to consider investing in cryptocurrencies, see Book 5,
Chapter 1.

Blockchains have laid a foundation where the need for trust has been taken out of
the equation. Where before asking for “trust” was a big deal, with blockchains it’s
small. Also, the infrastructure that enforces the rule if that trust is broken can be
lighter. Much of society is built on trust and enforcement of rules. The social and
economic implications of blockchain applications can be emotionally and politi-
cally polarizing because blockchain will change how people structure value-based
and socially based transactions.
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IN THIS CHAPTER

» Discovering the right blockchain for
your needs

» Making a plan for your project
» Uncovering obstacles to your project

» Building a project road map

Chapter 2
Picking a Blockchain

he blockchain industry is complex and growing in size and capabilities
every day. When you understand the three core types of blockchains and
their limitations, you’ll know what’s possible with this new technology.

This chapter is all about assessing blockchain technology and developing a project
plan. It puts the later chapters about the Bitcoin and Ethereum blockchain plat-
forms and applications into context.

Here, you see how to assess the three different types of blockchain platforms
(public, permissioned, and private, which we introduce in Chapter 1 of this mini-
book), what’s being built on each type, and why. This chapter shows you a few
tools that can help you outline your project, predict obstacles, and overcome
challenges.

Where Blockchains Add Substance

There’s a lot of buzz surrounding blockchains and the cryptocurrencies that run
them. Some of this buzz just stems from the fluctuation in the value of cryptocur-
rencies and the fear that blockchain technology will disrupt many industry and
government functions. A lot of money has poured into research and development
because stakeholders don’t want to be made obsolete and entrepreneurs want to
explore new business models.
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When it comes to finding an opportunity for blockchain technology to add value to
an organization, often the question arises, “Where do blockchains add value, and
how are they different from existing technologies?”

Blockchains are a special type of database. They can be utilized anywhere you
would use a normal database — but it may not make sense to go through the
trouble and expense of using a blockchain when a normal database can do the job.

You really see value in using some form of a blockchain when you want to share
information with parties you don’t fully trust, your data needs to be audited, or
your data is at risk of being compromised internally or externally. None of these
questions are simple, and the correct solutions can be difficult to ascertain.

This section helps you to narrow down your options.

Determining your needs

Blockchains come in a lot of flavors. Although you will find one that matches your
needs, the trick is in finding it! Mapping your needs to the right blockchain can
be overwhelming. Whenever you have lots of options and often conflicting needs,
consider using a weighted decision matrix.

A weighted decision matrix is an excellent tool for evaluating the needs of a project
and then mapping those needs to possible solutions. The key advantage of the
matrix is to help you quantify and prioritize individual needs for your project
and simplify decision making. Weighted decision matrixes also prevent you from
becoming overwhelmed by individual criteria. If used properly, this tool allows
you to converge on a single idea that is compatible with all your goals.

To create a weighted decision matrix, follow these steps:

1. Brainstorm the key criteria or goals that your team needs to meet.

If you aren't sure of the criteria you need to consider when evaluating your
blockchain project, here are a few things to keep in mind:

Scale and volume

Speed and latency

Security and immutability

Storage capacity and structural needs

Your team will have its own list of objects and priorities. These are just a few to
consider while evaluating the correct platform to use to meet your needs.
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2. Reduce the list of criteria to no more than ten items.

If you're having a hard time refining your list of needs, consider using a
comparison matrix tool.

w

Create a table in Microsoft Excel or a similar program.

P

Enter the design criteria in the first column.

n

Assign a relative weight to each criterion based on how important that
objective is to the success of the project.

Limit the number of points to 10 and distribute them between all your
criteria — for example, 1 = low, 2 = medium, and 3 = high priority.

If you're working in a team, have each member weight the criteria separately.

6. Add up the numbers for each objective and divide by the number of team
members for a composite team weight.

7. Make any needed adjustment to weights to make sure each criterion is
weighted correctly.

Congratulations! You now have a ranked list of criteria you need to meet to be
successful with your blockchain project.

Defining your goal

You can easily get lost building a blockchain project that doesn’t have a clear goal
or purpose. Take the time to understand where you and your team would like
to go and what the final objective is. For example, a goal might be to trade an
asset with a partner company with no intermediary. This is a big goal with many
stakeholders.

Build back to a small project that is a minimal viable use case for the technology
that clearly articulates added value or savings for your company. Along the same
lines as the earlier example, a smaller goal would be to build a private network
that can exchange value between trusted parties.

Then build on that value. The next win might be building an instrument that is

tradable on your new platform. Each step should demonstrate a small win and
value created.
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Choosing a Solution

Three core types of blockchains exist: public networks like Bitcoin, permissioned

networks such as Ripple, and private networks like Hijro.

Blockchains perform a couple of straightforward functions:

¥ They move value and trade value quickly and at a very low cost.

¥ They create nearly permanent data histories.

Blockchain technology also allows for a few less-straightforward solutions, such as
the ability to prove that you have a “thing” without revealing it to the other party.
It is also possible to “prove the negative,” or prove what is missing within a dataset
or system. This feature is particularly useful for auditing and proving compliance.

Table 2-1 lists common use cases that are suited for each type of blockchain.

TABLE 2-1 Common Uses for Different Types of Blockchains

Primary Purpose

Move value between untrusted parties

Type of Blockchain

Public

Move value between trusted parties

Private

Trade value between unlike things

Permissioned

Trade value of the same thing

Public

Create decentralized organization

Public or permissioned

Create decentralized contract

Public or permissioned

Trade securitized assets

Public or permissioned

Build identity for people or things

Public

Publish for public recordkeeping

Public

Publish for private recordkeeping

Public or permissioned

Perform auditing of records or systems

Public or permissioned

Publish land title data

Public

Trade digital money or assets

Public or permissioned

Create systems for Internet of Things (IoT) security

Public

Build systems security

Public
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There may be exceptions depending on your project, and it is possible to use
a different type of blockchain to reach your goal. But in general, here’s how
to break down different types of networks and understand their strengths and
weaknesses:

»

»

»

Public networks are large and decentralized, and anyone can participate
within them at any level — this includes performing tasks like running a full
node, mining cryptocurrency, trading tokens, or publishing entries. These
networks tend to be more secure and immutable than private or permis-
sioned networks. They're also often slower and more expensive to use. They
are secured with a cryptocurrency and have limited storage capacity.

Permissioned networks are viewable to the public, but participation is
controlled. Many of them utilize a cryptocurrency, but they can have a lower
cost for applications that are built on top of them. This feature makes it easier
to scale projects and increase transaction volume. Permissioned networks can
be very fast with low latency and have higher storage capacity than public
networks.

Private networks are shared between trusted parties and may not be
viewable to the public. They're very fast and may have no latency. They also
have a low cost to run and can be built in an industrious weekend. Most
private networks do not utilize a cryptocurrency and do not have the same
immutability and security as decentralized networks. Storage capacity may be
unlimited.

Hybrids between these three core types of blockchains seek to find the right bal-
ance of security, auditability, scalability, and data storage for applications built
on top of them.

Drawing a blockchain decision tree

Some of the decisions you face while working on a blockchain project within your

organization can be difficult and challenging. It pays to take time while making

decisions that involve the following:

»

»
»

Uncertainty: Many of the facts around blockchain technology may be
unknown and untested.

Complexity: Blockchains have many interrelated factors to consider.

High-risk consequences: The impact of the decision may be significant to
your organization.

CHAPTER 2 Picking a Blockchain
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¥ Alternatives: There may be alternative technologies and types of blockchains,
each with its own set of uncertainties and consequences.

3 Interpersonal issues: You need to understand how blockchain technology
could affect different people within your organization.

A decision tree is a useful support tool that can help you uncover consequences,
event outcomes, resource costs, and utility of developing a blockchain project.

You can draw decision trees on paper or use a computer application. Here are the
steps to create one for uncovering other challenges around your project:
1. Geta large sheet of paper.

The more choices you have, and the more complicated the decision, the bigger
the sheet of paper you'll need.

. Draw a square on the left side of the paper.

. Write a description of the core goal and criteria for your project in that
square.

2
3
4. Dprawlines to the right of the square for each issue.
5. writea description of each issue along each line.

Assign a probability value to encounter each issue.
6. Brainstorm solutions for each issue.
7. writea description of each solution along each line.
8. continue this process until you've explored each issue and discovered a

possible solution for each one.

Have teammates challenge and review all your issues and solutions before final-
izing your decision tree.

Making a plan

At this point, you should have a clear understanding of your goals, obstacles, and
what blockchain options you have available.

Here’s a simple road map for building your project:

1. Explain the project to key stakeholders and discuss its key components
and foreseen outcomes.
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Write a project plan.
This is a living set of documents that will change over the life of your project.

Develop the performance measurements, scope statement, schedule,
and cost baselines.

Consider creating a risk management plan and a staffing plan.
Get buy-in and define roles and responsibilities.
Hold a kickoff meeting to begin the project.
The meeting should cover the following:

Vision for the project

Project strategy

Project timeline

Roles and responsibilities

Team-building activities

Team commitments

How your team will make decisions

Key metrics the project will be measured against

cesses and failures. Here are some questions to ask yourself:

@ After you complete your project, you aren’t done! Go back and analyze your suc-

REMEMBER

»
»
»
»
»
»

Are my key stakeholders happy?

Did the project stay on schedule?

If not, what caused it to be delayed?
What did | learn from this project?
What do | wish | had done differently?

Did | actually create new value for my company or save money?

You may want to return to this chapter when you have a deeper knowledge of
blockchain technology and you’re developing a plan to build a project.

TIP
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IN THIS CHAPTER

» Creating and using a Bitcoin and
Ethereum wallet

» Exchanging Bitcoin for Ether
» Creating a blockchain asset
» Leasing a blockchain asset

» Deploying a private blockchain

Chapter 3

Getting Your Hands
on Blockchain

lockchains are very powerful tools and are positioned to change how the

world moves money, secures systems, and builds digital identities. If you

aren’t a core developer, you probably won’t be doing any in-depth block-
chain development in the near future. That said, you still need to understand how
blockchains work and what their core limitations are because they’ll be integrated
into many everyday online interactions in the near future — from how businesses
pay people to how governments know that their systems and data are intact
and secure.

In this chapter, you dive right into blockchain technology. You purchase your first
cryptocurrency and find out how to exchange it for other currencies. You set up
special applications that will give you access to a whole ecosystem of decentral-
ized applications (known as dApps). You also set up a secure environment to use
your cryptocurrency, and create and lease out digital blockchain assets through a
blockchain game.

This chapter provides you with an understanding of many of the basic function-
alities that blockchain technology offers. You also develop a basic understanding
of some of the additional security you need to have while working with cryptocur-
rency. And you begin to establish the basic crypto accounts that you need in later
chapters.
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TIP

The Ethereum blockchain is one of the largest and most powerful blockchains
in the world. It was designed to build dApps, which are applications that are
built within a trustless, decentralized network. Within the Ethereum network,
developers utilize smart contracts to build these applications. Ethereum also
utilizes a cryptocurrency called Ether to reward users for providing comput-
ing power and creating the trustless system that these smart contracts need in
order to execute.

Smart contracts are not really like a typical business contract. Instead, smart con-
tracts are code deployed across a decentralized network. Like a business contract,
they have predefined terms. A key difference is that smart contracts are enforced
by their blockchain network. They’re an important computing innovation because
they allow individuals who don’t know or trust one another to collaborate without
fear that the other party won’t perform as outlined by the terms that the two par-
ties have agreed on.

Blockchains that utilize a cryptocurrency can sometimes be called “trustless”
systems because the code is enforced by the network (as opposed to a business
contract, which is enforced by a court system).

In the following sections, you set up accounts to purchase your first Bitcoin. You
also exchange some of the Bitcoin you buy for Ether so you can utilize Ethereum
dApps in the following sections.

Creating a secure environment

You first need to create a secure environment to work online. A growing number
of reasons exist for you to think about using a secure browser and a virtual private
network (VPN); they prevent your data from being collected without your consent
and help to avoid hackers. The average user can be targeted by hackers when using
cryptocurrency and an unsecured Internet connection.

In this section, you download the Brave web browser, ProtonVPN, and a MetaMask
browser extension. You can use all three of these services without paying. How-
ever, they also offer improved service for a fee.

Get a piece of paper and a pen ready to write down important information. Never
take a screenshot or photo of things like passwords or seed phrases.
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Downloading and installing the Brave browser

Brave is a new Google Chromium-based secure web browser that is fast, open
source, and privacy focused. It blocks advertisements and trackers, and has a fea-
ture that lets you reward publishers that you like with tokens. Internet pioneer
Brendan Eich created Brave; he also invented JavaScript and co-founded Mozilla.

To download the Brave web browser, follow these steps:

Go to https://brave.com.

Click Download Brave.

1.

2.

3. Goto your downloads folder.

4. Double-click the Brave browser file.
5.

Drag and drop the new Brave browser icon to your applications folder.

Now that you have a more secure web browser, you can add the blockchain exten-
sion to it that allows you to explore decentralized applications.

Downloading and installing ProtonVPN

ProtonVPN is a VPN run by a Swiss company. When you use ProtonVPN to browse
the web, your Internet connection is encrypted so any would-be attackers can’t
eavesdrop on your activity. It also allows you to access websites that may be
blocked.

To download ProtonVPN, follow these steps:

1. Goto https://protonvpn.com.
2. Click Get ProtonVPN Now.
3. Click Get Free.

4. Enter your email address when prompted.
To install ProtonVPN, follow these steps:

1. Go to the download folder on your Mac or PC.
2. Double-click the ProtonVPN file.

3. Drag and drop the new ProtonVPN icon to your applications folder.
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A VPN is a good second layer of security to help make sure that your connection
is secure. To find out more about how you can protect yourself and your devices,
check out Cybersecurity For Dummies by Joseph Steinberg (John Wiley & Sons, Inc.).

Downloading, installing, and securing MetaMask

MetaMask is a browser extension that allows you to run Ethereum dApps right in
your browser without running a full Ethereum node. (Ethereum is one of the larg-
est blockchains in the world; see Chapter 5 of this minibook and also Book 4 for
more information.) MetaMask includes a secure identity vault. It allows you to log
into websites, manage your identities on the web, and sign blockchain transac-
tions. You can also keep some Ether cryptocurrency in your MetaMask wallet to
make payments online.

To download and install MetaMask, follow these steps:

1. Open the Brave web browser.

See the section, “Downloading and installing the Brave browser,” earlier in this
chapter if you haven't installed it already.

. Gotohttps://metamask.io.

Click Download.

Click Install MetaMask for Brave.

A WN

. Click Add to Brave.

You now see a small puzzle-piece icon in the upper-right corner of your Brave
browser. When you click that puzzle piece, click the pin icon, which will make
accessing MetaMask quick and easy. You now see a little fox icon at the top
right of your Brave browser screen.

Because MetaMask is a wallet, you need to secure and back up your wallet with a
strong password and secure your backup seed. A backup seed allows you to recover
your wallet if you lose your password.

Grab a pen and notebook or a piece of paper that you can keep private. Then fol-
low these steps:

1. Atthe top of your piece of paper, write “MetaMask,” “Brave browser,” the
date, and the device you've downloaded it to.

2. Open the Brave web browser.

3. Click the fox icon in the upper-right corner.

4. Click Get Started.
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5. click Create a Wallet when asked if you are new to MetaMask.

6. createa password of your choice.

7. Review the instructional video titled Secure your Wallet.

8. Click the box labeled CLICK HERE TO REVEAL SECRET WORDS.

Get another notebook or a separate piece of paper for this next series of steps.

(Don’t use the same notebook or piece of paper on which you’ve just written down
your username and password.)

1. Atthe top of your piece of paper, write “MetaMask,” “Brave browser,” the
date, the device you downloaded Brave to, and “Seed phrase.”
. Write down and number the 12 secret words that you see onscreen.

Click Next.

Confirm your secret backup phrase by clicking all 12 secret words in
proper order, and then click Confirm.

Read through the tips listed on the Congratulations page.

ol AWN

. Click All Done.

Consider laminating the pieces of paper with your username and password and
your backup seed. Also remember not to store these two pieces of paper in the
same location.

Buying your first Bitcoin

There are several places where you can purchase your first Bitcoin. If you’re
within the United States, there will be some friction in setting up an account and
linking it to your credit card or bank account. It may take a day or two for you
to be authenticated and allowed to purchase your first cryptocurrency. Book 5,
Chapter 3 dives deeper into cryptocurrency exchanges and brokers, but we rec-
ommend using one of the following websites if you’re within the United States.

¥ Coinbase: www.coinbase.com

3 Cash App:https://cash.app

¥ Gemini:https://gemini.com/

¥ Robinhood: https://robinhood.com

Go to one of these sites, or another of your choosing, and set up an account. You’ll
want to purchase $20 to $30 worth of cryptocurrency. We suggest purchasing
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Bitcoin because it’s universally accepted and traded for all other cryptocurrencies.
You may also have the option to purchase Ether, the Ethereum cryptocurrency
used for running dApps. If so, go ahead and purchase $10 to $20 worth.

Cryptocurrency can be in the regulatory gray zone in certain countries, and illegal
in other countries. For example, in September 2021, China banned all cryptocur-
rency mining and transactions. On the flip side, El Salvador installed Bitcoin as
an official currency! Buying and withdrawing cryptocurrency may not be available
in the future or within your country or region. If that’s the case, you may want to
move on to Chapter 5 of this minibook. There, you’ll be able to mine on the test
net and receive test Ether.

Building a Private Blockchain with
Docker and Ethereum

86

TIP

Private blockchains hold the promise of having both the benefits of a private data-
base and the security of blockchains. The idea is most appealing for two reasons:

3 Private blockchains are great for developers because they allow them to
test ideas without using cryptocurrency. The developers’ ideas can remain
a secret as well, because the data has not been published publicly.

3 Large institutions can capitalize on the security and permanence of
blockchain technology without their transactions being public the way
they are in traditional blockchains.

Most of this minibook assumes you’re just finding out about blockchain for the
first time and have little to no programming skills, but this section requires some
knowledge of GitHub, Docker, and how to use your computer’s terminal. If you
need a quick recap on coding before you dive in, Coding For Dummies by Nikhil
Abraham (John Wiley & Sons, Inc.) provides a great overview on coding for non-
technical people. If you don’t plan to ever be hands-on with blockchain technol-
ogy, you might want to skip the rest of this chapter.

In this section, you dive into building your first blockchain. You build it in two
steps. The first step is to prepare your computer to create your private blockchain.
Don’t worry — it’s made easier with tools from Docker and work that has been
done by talented developers on GitHub. The second step is building your block-
chain inside your Docker terminal.
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Preparing your computer

You need to download some software on to your computer in order to try this
blockchain project. Start by downloading Docker Desktop. Go to https://www.
docker .com/get-started to download the correct version for your operating
system.

Next, download GitHub Desktop from http://desktop.github.com. After you’ve
installed GitHub Desktop, a pop-up screen asks you if you want to sign in to
GitHub.com (if you already have an account). If you’re new to GitHub, click Create
Your Free Account.

Now you need to create a place to store your blockchain data. Create a folder
on your computer’s desktop called ethereum. You’ll use this folder to hold your
future repository and other files. After you sign in or create a new GitHub account,
GitHub Desktop presents you with a Let’s Get Started welcome screen. Click Create
a New Repository on your Hard Drive, and then follow these steps to complete the
process:

1. Name your repository ethereum, and give it a description of your
choosing.

2. Point the Local Path to your desktop’s ethereum folder.

3. Click the Create Repository button.

4

. Return to your web browser and go to www.github.com/Capgemini-AIE/
ethereum-docker.

You see the page shown in Figure 3-1.
5. Click the Code button.

You're given three choices: Clone, Open with GitHub Desktop, or Download Zip
(see Figure 3-2).

6. select the Open with GitHub Desktop option.
The GitHub Desktop application reopens.

In the GitHub Desktop application pop-up window, make sure the Local Path
points to the project folder ethereum that you created on your desktop, and
then click Clone.
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Cloning from GitHub copies the information you need to build your new block-
chain. Follow the steps in the next section to get started building your private
blockchain.
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Building your blockchain

You’re going to use the free Docker Desktop tool to build your blockchain. This
tool gives you access to a virtual machine, cutting down the time required to set
up and debug your system. Because of these features, it lets you create a stable
environment for your blockchain, so you don’t have to worry about the settings on

your machine, and you can get up and running faster.

Follow these steps:

1.

4.

Congratulations! You’ve built your own private blockchain. If you’re so inclined,
say a word of thanks to Graham Taylor and Andrew Dong, who put a lot of time

Launch Docker Desktop on your computer.

The Docker Desktop application launches a terminal you will use to build your

blockchain.

Change directories in the terminal to ethereum.

The files you create making the new blockchain will go into the desktop file you
made in the preceding section. You need to give a command to your computer’s

terminal in order to change directories. If you're on a Mac or running Linux,
enter the following command:

cd ~/Desktop/ethereum/ethereum-docker/
If you're on a PC, enter the following command:
cd ~\Desktop\ethereum\ethereum-docker\

If these commands don't work for some reason, search the web for tutorials
that explain how to change directories for your type of system.

Now you can utilize the Ethereum-Docker files.

Create one stand-alone Ethereum node by entering the following
command into your terminal:

docker—compose —-f docker-compose-standalone.yml up -d
This one line of code creates the following:

One Ethereum bootstrapped container

One Ethereum container that connects to the bootstrapped container

One Netstats container with a web Ul to view activity in the cluster

Take a look at your new blockchain by opening a web browser and going

tohttp://$(docker-machine ip default):3000.

into creating the Ethereum-Docker integration.
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IN THIS CHAPTER

» Understanding where the Bitcoin
blockchain came from

» Diving into Bitcoin Cash

» Straightening out some myths about
Bitcoin

» Staying safe when using Bitcoin
» Mining for Bitcoins

» Making a paper wallet to hold your
Bitcoins

Chapter 4

Beholding the Bitcoin
Blockchain

arning! After reading this chapter, you may become hooked on this cool
emerging technology. Read at your own peril.

Bitcoin demonstrates the purest aspects of blockchain technology. It’s the base-
line that all other blockchains are compared to and the framework that nearly
all have drawn upon. Knowing the basics of how the Bitcoin blockchain operates
will allow you to better understand all the other technology you encounter in this
ecosystem.

This chapter covers the fundamentals of how the Bitcoin blockchain operates. It
offers safety tips to make your Bitcoin experience smoother and more successful
and shows you practical things you can start doing now with Bitcoin. In these
pages, you find out how to mine Bitcoin tokens, which gives you a new way to get
your hands on Bitcoins without buying them. Finally, you discover how to transfer
your tokens to paper wallets, and other practical ways to keep your tokens safe
online. You can consider this chapter your quick and dirty introduction to Bitcoin.
To dive deeper into Bitcoin, check out Book 3.
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Getting a Brief History
of the Bitcoin Blockchain

92

Bitcoin and the concept of its blockchain were first introduced in the fall of 2008
as a whitepaper and later released as open-source software in 2009. (You can read
the Bitcoin whitepaper at www.bitcoin.org/bitcoin.pdf.)

The author who first introduced Bitcoin in that 2008 whitepaper was an anony-
mous programmer or cohort working under the name of Satoshi Nakamoto. Naka-
moto collaborated with many other open-source developers on Bitcoin until 2010.
This individual or group has since stopped their involvement in the project and
transferred control to prominent Bitcoin core developers. Many claims and theo-
ries exist concerning the identity of Nakamoto, but none of them have been con-
firmed as of this writing.

Regardless, what Nakamoto created is an extraordinary peer-to-peer payment
system that enables users to send Bitcoin, the value transfer token, directly and
without an intermediary to hold the two parties accountable. The network itself
acts as the intermediary by verifying the transactions and assuring that no one
tries to cheat the system by spending Bitcoins twice.

Nakamoto’s goal was to close the large hole in digital trust, and the concept of the
blockchain was his answer. It solves the Byzantine general’s problem (a problem
we explore further in Book 6, Chapter 1), which is the ultimate human problem,
especially online: How do you trust the information you are given and the people
who are giving you that information, when self-interest, malicious third par-
ties, and the like, can deceive you? Many Bitcoin enthusiasts feel that blockchain
technology is the missing piece that will allow societies to operate entirely online
because it reframes trust by recording relevant information in a public space that
cannot be removed and can always be referenced, making deception more difficult.

Blockchains mix many old technologies that society has been using for thousands
of years in new ways. For example, cryptography and payment are merged to create
cryptocurrency. Cryptography is the art of secure communication under the eye of third
parties. Payment through a token that represents values is also something humans
have been doing for a very long time, but when merged, it creates cryptocurrencies
and becomes something entirely new. Cryptocurrency lets you take the concept of
money and move it online with the ability to trade value securely through a token.

Blockchains incorporate hashing (transforming data of any size into short, fixed-
length values). Hashing also incorporates another old technology called Merkle
trees, which take many hashes and squeeze them down to one hash, while still
being able to verify each piece of data that was individually hashed (see Figure 4-1).
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FIGURE 4-1:
A Merkle tree.
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Ultimately, blockchains are ledgers, which society has been using for thousands
of years to keep financial accounts. When all these old models are merged and
facilitated online in a distributed database, they become revolutionary.

Bitcoin was designed primarily to send the Bitcoin cryptocurrency. But very quickly,
the creators realized that it had a much greater potential. With that in mind, they
architected the blockchain of Bitcoin to be able to record more than the data con-
cerning the movement of the token. The Bitcoin blockchain is the oldest, and one of
the largest, blockchains in the world. It’s composed of thousands of nodes that are
running the Bitcoin protocol. The protocol is creating and securing the blockchain.

In very simple terms, the blockchain is a public ledger of all transactions in the
Bitcoin network, and the nodes are computers that are recording entries into that
ledger. The Bitcoin protocol is the rules that govern this system.

Nodes safeguard the network by mining for the cryptocurrency Bitcoin. New Bit-
coins are created as a reward for processing transactions and recording them
inside the blockchain. Nodes also earn a small fee for confirming transactions.

Anyone can run the Bitcoin protocol and mine for tokens. (Read more about cryp-
tocurrency mining in Book 6.) It’s an open-source project that thrives as more
individuals participate in the network. The fewer people who participate, the more
centralized it becomes — and centralization weakens the system. The primary
thing that makes Bitcoin a secure system is the large number of independent
nodes that are globally distributed.

The most successful miners have robust systems that can outperform slower
miners. Early in its history, you could run the Bitcoin protocol and earn Bitcoins
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on a desktop computer. Now, in order to have any hope of ever receiving Bitcoins,
you need to purchase expensive specialized equipment or use a cloud service.

In order to create a message in the Bitcoin blockchain, you have to send some
Bitcoin from one account to another. When you send a transaction in Bitcoin, the
message is broadcast across the whole network. After the message is sent, it’s
impossible to alter it because the message is recorded inside the Bitcoin block-
chain. This feature makes it imperative that you always choose your message
wisely and never broadcast sensitive information.

Broadcasting the same message to thousands of nodes and then saving it forever
in the token’s ledger can add up in a hurry. So, Bitcoin requires that you keep your
communications very short. The current limit is just 40 characters.

The New Bitcoin: Bitcoin Cash

94

There is significant conflict around the core development of Bitcoin. Dubbed the
“Bitcoin Civil War” or the “block size limit debate,” the general conflict is between
keeping Bitcoin core as it is and enlarging the functionality of the software. This
conflict appears simple, but the repercussions are enormous. Bitcoin’s permanent
nature and the billions of dollars’ worth of assets that Bitcoin software secures
mean that every code change is rigorously reviewed and debated.

Bitcoin hard-forked and split into two separate blockchains in 2017. The community
of developers and Bitcoin miners couldn’t agree on how to address growth. Bitcoin
had become increasingly unreliable and expensive to use. It had once been a nearly
instant and almost free system; now transactions were costing more than $50 and
taking hours to days to clear. The high cost and slow speed drove away users.

A primary issue was that Bitcoin’s transaction speeds were too slow, at seven
transactions per second, to meet the demand on the network. Transaction fees
climbed as users competed to have their transactions processed faster. One of the
limiting factors was that Bitcoin’s block size limit was 1MB in 2017.

Bitcoin Cash used the same codebase as Bitcoin but adjusted the block size limit.
They increased the block size to 32MB. At the time of the fork, anyone holding
Bitcoin was also given the same amount of Bitcoin Cash. The increase was con-
troversial because it disenfranchised smaller miners who had slower equipment.

Many miners feared that they couldn’t be competitive mining larger blocks. There
was also concern that the larger block size would lead to centralization of the Bit-
coin blockchain network.
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THE LIMITATIONS OF BITCOIN

Blocks that make up the Bitcoin blockchain are limited to 1MB in size. This limits the num-
ber of transactions that the Bitcoin blockchain can handle to seven transactions per sec-
ond. New blocks occur on average about every ten minutes, but they aren't guaranteed.

These limitations are hard-coded into the Bitcoin protocol and help ensure that the
network stays decentralized. And decentralization is key to Bitcoin’s robustness. Larger
blocks would impose hardships on the miners and might push out small operations.

Bitcoin has built-in limitations that prevent it from handling the global volume of mon-
etary transactions. It is also being used to secure other types of data and systems. The
demand to use the secure Bitcoin ledger is high. This difficulty is referred to as Bitcoin
bloat, and it has slowed down the network and increased the cost of transactions.

At this point, most blockchain developers are only experimenting with expanding the
utility of the Bitcoin blockchain. Most are not at a point where they need to scale up
their prototypes and concepts so that the Bitcoin blockchain can handle their requests.
Other new blockchain technologies have also helped bring down the pressure on
Bitcoin and have given developers cheaper options to secure data.

Bitcoin is a living and ever-changing system. The Bitcoin core development com-
munity is actively seeking ways to improve the system by making it stronger and
faster. Anyone can contribute to the Bitcoin protocol by engaging on its GitHub
page (www.github.com/bitcoin). However, there is a small community of dom-
inant core developers of Bitcoin. The most prolific contributors are Wladimir Van

Der Laan, Pieter Wuille, and Gavin Andresen.

AS THE WORLD TURNS: THE DRAMA
OF BITCOIN

Bitcoin is under intense scrutiny from the outside. The decentralized nature of Bitcoin that
may displace central authorities made it a target for regulators. Bitcoin is also favored by
people who want to purchase illicit items anonymously or move money from a controlled
economy to a noncontrolled economy, bypassing governmental controls. All these fac-
tors have given Bitcoin a bad rap and drawn the judgment of society. Entrepreneurs who
wanted to capitalize on the technology of Bitcoin rebranded it. The change in terminology
was used to differentiate the software structure of Bitcoin and other cryptocurrencies.
Software that used the structure of cryptocurrencies began to be called blockchain. The
shift to deemphasize the controversial tokens and highlight the structure of cryptocurren-
cies changed both government and commercial views of Bitcoin from fear to excitement.
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Debunking Some Common Bitcoin
Misconceptions
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People are often suspicious of anything new, especially new things that aren’t
easy to understand. So, it’s only natural that Bitcoin — a totally new currency
unlike anything the world had ever seen before — would confound people, and a
few misconceptions would result.

Here are some of the misconceptions you might have heard about Bitcoin:

3 Bitcoin was hacked. There was one known instance in 2011 where someone
double-spent their Bitcoin, but it was resolved within an hour. Since this issue,
there have been no known successful attacks on the Bitcoin blockchain that
resulted in stolen Bitcoins. However, many central systems that use Bitcoin
have been hacked. And wallets and Bitcoin exchanges are often hacked due to
inadequate security. The Bitcoin community has fought back by developing
elegant solutions to keep their coins safe, including wallet encryption, multiple
signatures, offline wallets, paper wallets, and hardware wallets, just to
name a few.

3 Bitcoin is used to extort people. Because of the semi-anonymous nature of
Bitcoin, it's used in ransomware attacks. Hackers breach networks and hold
them hostage until payment is made to them. Hospitals and schools have
been victims of these types of attacks. However, unlike cash, which was
favored by thieves in the past, Bitcoin always leaves a trail in the blockchain
that investigators can follow.

3 Bitcoin is a pyramid scheme. Actually, Bitcoin is the opposite of a pyramid
scheme from the point of view of Bitcoin miners. The Bitcoin protocol is
designed like a cannibalistic arms race. Every additional miner prompts the
protocol to increase the difficulty of mining. From a social point of view,
Bitcoin is a pure market. The price of Bitcoins fluctuates based on market
supply, demand, and perceived value. Bitcoin is not a pyramid scheme, but
many scams exist surrounding Bitcoin, so be careful.

3 Bitcoin will collapse after 21 million coins are mined. Bitcoin has a limit to
the number of tokens it will release. That number is hard-coded at 21 million.
The estimated date of Bitcoin issuing its last coin is believed to be in the year
2140. No one can predict what will happen at that point, but miners will
always earn some profit from transaction fees. Plus, users of the blockchain
and the Bitcoins themselves will be incentivized to protect the network,
because if mining stops, Bitcoins become vulnerable and so does the data
that has been locked into the blockchain.
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3 Enough computing power could take over the Bitcoin network. This is
true, but it would be extremely difficult, with little to no reward. The more
nodes that enter the Bitcoin network, the harder this type of attack becomes.
In order to pull this off, an attacker would need the equivalent of all the
energy production of Ireland. The payoff of this sort of attack is also extremely
limited. It would only allow the attacker to roll back their own transaction.
They couldn't take anybody else’s Bitcoins, or fake transactions or coins.

3 Bitcoin is a good investment. Bitcoin is a new and interesting evolution in
how people trade value. It isn't backed by any single government or organiza-
tion, and it's only worth something because people are willing to trade it for
goods and services. People’s willingness and ability to utilize Bitcoin fluctuates
a lot. It's an unstable investment that should be approached cautiously. Learn
more about investing in cryptocurrencies in Book 5.

Bitcoin: The New Wild West

AN

WARNING

TIP

The Bitcoin world is much like the early days of the Wild West. It’s best to approach
cautiously until you figure out who the good guys and bad guys are and which
saloon serves the coldest beer. If you fall victim to a scam, you’ll have little to no
protection.

Bitcoins and other decentralized cryptocurrencies are considered currency in
many countries, but little to no oversight or protection is in place for consumers.

This section covers three common scams that are prevalent in the cryptocurrency
world. They all revolve around stealing your coins and look a lot like traditional
cons you might already be familiar with. This list isn’t exhaustive, and crooks are
nothing if not creative, so be very cautious when using Bitcoins. You never know
what’s around the next corner.

Fake sites

Websites that look like exchanges or web wallets but are fakes have plagued some
of the top Bitcoin websites. This type of scam is common in the Bitcoin world and
on the web in general. Scammers hope to make money by stealing login informa-
tion from users or misleading them into sending Bitcoins.

Always double-check the URL and only use secure websites (those that start with
https://) to avoid this problem. If a website or claim seems doubtful, check to see
if it’s listed on Badbitcoin.org (www.badbitcoin.org). This is not an exhaustive
list, but it includes many of the bad players.
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No, you first!

“Send me your Bitcoins, and then I'll ship you the goods.” Smells fishy, right?
Scams like this are similar to money wire fraud. In this type of fraud, an individual
pretends to sell you something but never delivers.

The semi-anonymous nature of Bitcoins — combined with the inability to do a
charge back — make it tough to get your money back. Plus, governments do not
currently offer protection for Bitcoin transactions, so you’re up that proverbial
creek without a paddle.

Fraudsters will try to win your trust by sending fake IDs or even impersonating
other people you may know. Always double-check the information they send you.

The best way to dodge this sort of scam is to listen to your instincts and never
put more Bitcoins at risk than you’re willing to lose. If there is a way to verify the
identity of the person offline, do so.

TIP

Get-rich-quick schemes

Crazy get-rich-quick schemes have proliferated in the cryptocurrency world. The
good news is: It’s easy to recognize them if you know what to look for.

Often, you are promised massive returns, and there is some kind of recruitment
and indoctrination process. This process could include things like sales training,
asking you to recruit your friends and family, and promising that this is a risk-
free investment and that you’ll never lose your money. In this situation, never
give anyone access to your private keys.

The bottom line: If a scheme looks too good to be true, it probably is. No matter
what, take a hard look at how the investment is generating value outside of what

you’ll receive from your investment. If there is no clear and rational reason that a
significant amount of value is generated, it’s a scam.

Run all investments by a lawyer and a CPA. They can help you understand your
risks and tax implications.

Mining for Bitcoins

You can get started earning Bitcoins in a variety of ways. Mining for Bitcoin is how
you earn Bitcoins by participating in the network. It’s usually handled by special
mining hardware that is expensive and specialized. The equipment also needs
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Bitcoin mining software to connect to the blockchain and your mining pool (a col-
laboration of many miners jointly working together and then splitting the rewards
of their efforts; see Book 6, Chapter 3 for more about pool mining).

Here are three standard ways to explore mining Bitcoin:

3 Bitcoin-QT: The Bitcoin-QT client is the original software written by Satoshi
Nakamoto. You can download it athttps://bitcoin.org/en/download.

3 CGMiner: CGMiner is one of the most popular mining software applications. It
is open source and available for Windows, Linux, and iOS atwww.github.
com/ckolivas/cgminer.

3 Multiminerapp: The MultiMiner app is an easy Bitcoin client to run. You can
download it at www.multiminerapp.com.

Bitcoin is a very competitive environment, and unless you buy specialized mining
equipment, you may never earn any Bitcoins. The industry is constantly chang-
ing and equipment can become quickly out of date. Expect to pay between $500
and $5,000 per machine on average. For more information, head to Book 6, which
goes into much more detail about cryptocurrency mining, including what equip-
ment you need and other cost and risk factors.

Making Your First Paper Wallet

A paper wallet is a paper copy of your public and private key for your Bitcoins.
Because they’re completely offline, paper wallets are one of the most secure ways
to hold Bitcoins when created correctly. The advantage is that your private key is
not stored digitally, so it isn’t subject to hacking. Making a paper wallet is fairly
easy. Just follow these steps:

1 . Gotowww.bitaddress.org.

2. Move your mouse around the screen until the amount of randomness
shows 100%.

3. Click the Paper Wallet button.
This gives you the option to create a paper wallet that you can print.
4. Inthe Addresses to Generate field, enter 1.

You can make several wallets at once, if you need to, but you might as well just
start with one to get the hang of it.
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5. Cclick the Generate button.
Figure 4-2 shows a paper wallet.
6. Click the Print button.

Do not let anyone watch you create your paper wallet. This isn't something you

& want to do at a public computer. Make sure to use a printer that is private and
not connected to the Internet so you're not at risk of your private keys being
WARNING hacked.

@ Laminate your paper wallet to make it a little more durable.

TIP
< (in] = @ bitaddress.org (] 6 &
English | Espafiol | Erangais | ehnwikd | italiano | Deutsch
Cesky | Magyar | Bl | ISR | Pycouwit | portugués
caddress-org
Open Source JavaScript Client-Side Bitcoin Wallet Generator
Hide Art? Addresses to generate: 1 Generate Print
BIP38 Encrypt? Passphrase: Addresses per page: 1
EeaA
Load & Verify
avve 5278 sé"é?‘é’?éé‘ﬁ‘z’ga?iﬁ
Donations: 1NiNja1bUmhSoTXozBRBEIRBLEFSTGLZEN ECBF 8749 7891 6397 4F5A
) GitHub Repository (zip) (PGP) (sig)
FIGURE 4-2: v ; . Nowaranty.
A paper wallet.
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decentralized corporations

Chapter 5

Encountering the
Ethereum Blockchain

he Ethereum project is one of the most developed and accessible blockchains

in the ecosystem. It is also an industry leader in blockchain innovation and

use cases. Understanding this technology is essential because it’s leading
the charge in smart contracts, decentralized organizations, and token offerings.

This chapter covers the makeup of Ethereum and explains the new way to build
organizations and companies on the Ethereum blockchain. It also goes into safety
and practical business applications of the Ethereum blockchain, including how the
project started and where it plans to go.

This chapter sets you up to create your own decentralized organization and
explains how to mine the cryptocurrency on the test net to fuel your projects.
After reading this chapter, you’ll be able to set up your own Ethereum wallet and
trade the token. You’ll also be able to generate your own custom token that can
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be traded globally. Consider this chapter your introduction to Ethereum. To dive
deeper into Ethereum, check out Book 4.

Exploring the Brief History of Ethereum

102

Ethereum was first described in 2013 in a white paper written by Vitalik Buterin,
who was very active in the Bitcoin community as a writer and programmer. Buterin
saw that there was significantly more potential in Bitcoin than the ability to move
value without a central authority. He had been contributing to the colored coin
effort within Bitcoin to expand the utility of Bitcoin beyond the trade of its native
token. Buterin believed that other business and government use cases that require
a central authority to control them could also be built with blockchain structures.

At that time, there was a fierce debate about the Bitcoin network being “bloated”
by lots of low-value transactions from applications securing themselves against
Bitcoin. The main concerns were that additional applications, built on the Bitcoin
protocol, would have problems scaling in volume. Also, at that time there was not
the ability to do scripting to allow for things like smart contracts. Bitcoin was not
built to handle the number of transactions needed by the applications. Vitalik and
many others saw that in order for people to build decentralized applications in the
Bitcoin blockchain, either the blockchain would need a massive code overhaul or
they would need to build a new blockchain altogether.

Bitcoin had already been well established at that point. It was clear that the kinds
of upgrades to core code that were needed were well beyond what was realis-
tically possible. The politics of Bitcoin would stall any changes to the network.
Vitalik and his team established the Ethereum foundation in early 2014 to raise
funds to build a blockchain network with a programming language built within
it. Vitalik hoped to create a network that would allow him to build blockchain-
secured applications.

The initial development was funded by an online public crowd sale during July
and August of 2014. The foundation initially raised a record $18 million through
the sale of its cryptocurrency token called Ether. People have passionately debated
whether this sort of crowd sale is illegal because it may constitute an unlicensed
security offering.

The regulatory gray zone has not hindered the project. If anything, the cutting-
edge nature of the project has attracted more attention and talent to the foun-
dation. Discontented and disenfranchised developers and entrepreneurs from
around the world have flocked to the project. Decentralization is seen as the per-
fect solution to corrupt and oppressive central authorities.
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The $18 million raised in the token sale gave the foundation the funds it needed
to hire a large development team to build Ethereum. Ethereum Frontier, the first
release of the Ethereum network, went live to the public in July 2015. It was a
bare-bones software release that only the more technically savvy could use to
build their applications.

Homestead, the current Ethereum software release, was made available in 2016.
It’s much more user-friendly. Almost anyone can utilize the application template
available on it. It has intuitive and easy-to-use interfaces and a large, devoted
development community.

Metropolis is the next planned Ethereum release. The main difference will be
that applications will be fully developed and well tested. It will also feature even
easier-to-use applications and have a larger market appeal where even nontech-
nical people will feel comfortable using it.

Serenity is the last planned phase of Ethereum development. It’s where Ethereum
will move from a proof of work (PoW) consensus (in which miners compete to create
the next block) to a proof of stake (PoS) model, in which nodes are chosen pseudo-
randomly with the possibility of being selected increasing based on their stake in
the network. Their stake is measured by the amount of cryptocurrency in their
possession. The main benefit of the change will be the reduction in the cost of
energy associated with proof of work. This may make it more attractive for indi-
viduals to run nodes in the network, which would increase decentralization and
increase security. Book 6, Chapter 2 further explains the PoW and PoS models.

Ethereum: The Open-Source
World Wide Computer

Ethereum may be one of the most complex blockchains ever built. It has several
of its own Turing-complete programming languages (full-functioning program-
ming languages that allow developers to create any application). These new pro-
gramming languages closely resemble popular programming languages such as
JavaScript and Python. The Ethereum protocol can do just about anything that
your regular programming languages can do. The exception is that the code is
written to the Ethereum blockchain and has the added benefits and security that
come with that. If you can imagine a software project, it can be built on Ethereum.

The Ethereum ecosystem is currently the best place to build decentralized appli-

cations. It has lovely documentation and user-friendly interfaces that get you up
and running quickly. Rapid development time, security for small applications, and
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the ability for applications to easily interact with one another are key character-
istics of this system.

The Turing-complete programming languages are the main feature that makes
the Ethereum blockchain vastly more potent than the Bitcoin blockchain for build-
ing new programs. Ethereum’s scripting language makes programs like Twitter
applications possible in a few lines of code, as well as extremely secure.

Smart contracts, like the one you create in Chapter 3 of this minibook, can also
be built on Ethereum. (You can find out even more about smart contracts in
Book 4, Chapters 7 and 8.) The Ethereum protocol has opened up a whole new
genre of applications. You can take just about any business, government, or orga-
nization’s processes and build a digital representation of it inside of Ethereum.
Currently, Ethereum’s platform is being used to manage digital assets (a new class
of asset that lives online and may represent a whole digital asset such as a Bitcoin
token or a digital representation of a real-world asset such as corn commodities),
financial instruments (like mortgage-backed securities), records of ownership of
assets such as land, and decentralized autonomous organizations (DAOs).

Ethereum has also sparked a major global fundraising effort by start-ups that
used the ERC token standard to raise capital to build their innovations. Ethereum
has opened a new way of organizing business, nonprofit, and government. It has
made it possible to hold, share, and trade value without ever meeting the other
party or using a third party to facilitate. The code does the work.

Decentralized applications: Welcome
to the future

The most revolutionary and controversial manifestation of Ethereum is the self-
governing and decentralized application (dApp). dApps can manage things like
digital assets and DAOs.

dApps were created to replace centralized management of assets and organiza-
tions. This structure has a lot of appeal because many people believe that absolute
power corrupts absolutely. For those who are fearful of losing control, this type of
structure has massive implications.

New dApps are popping up every day. You can explore and discover new dApps
built on Ethereum by going to https: //dappradar . com. DappRadar updates a list
of all the latest Ethereum dApps and gives you a preview of what they do. One of
the first ever created was Etheria (see Figure 5-1).
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FIGURE 5-1:

The world’s first
immortal digital
game, Etheria.
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The power of decentralized autonomous
organizations

DAOs are a type of Ethereum application that represents a virtual entity within
Ethereum. When you create a DAO, you can invite others to participate in the gov-
ernance of the organization. The participants can remain anonymous and never
meet, which could trigger Know Your Customer (KYC) rules (the process a business
must go through to verify the identity of its clients) and anti-money-laundering
(AML; the laws and regulations designed to stop the practice of generating income
through illegal means) compliance issues.

DAOs have been created for raising funds for investing, but they could also be
designed for civic or nonprofit purposes. Ethereum gives you a basic framework
for governance. It’s up to the organizers to determine what’s being governed.
Ethereum has created templates for you to help in the creation of DAOs.

Figure 5-2 shows a depiction of the organization of an Ethereum application.
Here’s how DAOs basically work:

1. A group of people write a smart contract to govern the organization.
2. People add funds to the DAO and are given tokens that represent ownership.

This structure works kind of like stock in a company, but the members have
control of the funds from day one.
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3. When the funds have been raised, the DAO begins to operate by having
members propose how to spend the money. Voting may be affected by how
much Ether the member risks or stakes in the DAO.

4. The members vote on these proposals.

5. Whenthe predetermined time has passed and the predetermined number of
votes has accrued, the proposal passes or fails.

6. Individuals act as contractors to service the DAO.

Ethereum

On traditional server architectures, every application has to set up its own servers that run their
own code in isolated silos, making sharing of data hard.

If a single app is compromised or g ffline, many users and other apps are affected.
FIGURE 5-2: 0On a blockchain, anyone can set up a node that ca necessary data for all nodes to reach
an agreement and be compensated and app developers.
Ethereum.
org blockchain This allows user data to remain private and a;;ﬁilf:r.‘;e decentralized like the Internet was supposed
application
depiction.

Unlike most traditional investment vehicles, where a central party makes deci-
sions about investments, the members of a DAO control 100 percent of the assets.
They vote on new investments and other decisions. This type of structure threat-
ens to displace traditional financial managers.

DAOs are built with code that can’t be changed on the fly. The appeal of this is that
malicious hackers can’t monkey with the funds in a traditional sense. However,
hackers can still find ways to execute the code in unexpected ways and withdraw
funds. Also, the immutable nature of a DAO’s code makes it nearly impossible to
fix any bugs once the DAO is live in Ethereum.
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WITH GREAT POWER COMES ... GREAT
POWER

The first Ethereum DAO ever built is called, confusingly enough, “The DAO.” It's an exam-
ple of some of the dangers that come with decentralized and autonomous entities. It

is the largest crowdfunded project in the world — its founders raised approximately
$162 million in 26 days with more than 11,000 members. What people had thought was
the greatest strength of The DAO became its greatest weakness. The immutable code
within The DAO locked into place how the organization would be governed and how
funds would be distributed. This allowed the members to feel secure in their invest-
ment. Although the code was well reviewed, not all the bugs had been worked out.

The first significant threat to Ethereum came from the hack of The DAO. An unexpected
code path in The DAO's contract allowed any sophisticated user to withdraw funds. An
unknown user managed to remove about $50 million before he could be stopped.

The Ethereum community debated bitterly about whether it could or should reclaim
the Ether. The DAO hacker had not technically done anything wrong or even hacked the
system. Fundamentalists within the Ethereum community felt that code was law and,
therefore, nothing should be done to recover the funds.

The very thing that made Ethereum strong was also its greatest weakness.
Decentralization, immutability, and autonomy meant no central authority could quickly
decide what to do. There was also no one to punish for the misuse of the system. It
really did not have any consumer protection measures. It was a new frontier, like the
software name suggested.

After spending several weeks discussing the problem, the Ethereum community
decided to shut down The DAO and create a new Ethereum. This process is called
hard forking. When the Ethereum community hard-forked the network, it reversed the
transaction the hacker had committed. It also created two Ethereums: Ethereum and
Ethereum Classic.

Not everyone was in agreement with this decision. The community continues to use
Ethereum Classic. The tokens for Ethereum Classic are still traded but have lost sig-
nificant market value. The new Ethereum token still hasn't regained its old high from
before the hack.

The decision to fork rocked the blockchain world. It was the first time a majority block-
chain project had hard-forked to make whole an investor. It called into question many
of the principles that make blockchain technology so attractive in the first place.
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Hacking a Blockchain
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Ethereum has never been hacked. The hard fork in 2016 due to the DAO hack
mentioned in the sidebar, “With great power comes . . . great power,” was not an
actual hack of the system, but confusingly it is often referred to as a hack. Ethe-
reum worked perfectly. The problem was it was too perfect. It became necessary
to restart the system when a large amount of money and a majority of its users
were threatened.

The only way to correct an action on a blockchain like Ethereum is to do a hard fork,
which allows for a fundamental change to the protocol. (You can read more about
forking in the context of cryptocurrency mining in Book 6, Chapter 8.) A hard fork
makes previously valid blocks and transactions invalid. Ethereum did this to pro-
tect the funds that were being pulled out of the first DAO by a user. The DAO hack
was, conceptually, one of the largest bug bounties ever.

That said, many scams and hacking attempts occur in the cryptocurrency space.
Most of these attacks target centralized exchanges and applications. Many hack-
ers want to steal cryptocurrency. It has real value and isn’t protected in the same
ways that regular money is protected by governments. The anonymous nature of
cryptocurrency also makes it appealing to crooks. Catching and prosecuting these
individuals is difficult. However, the cryptocurrency community is fighting back
and creating new measures to protect themselves.

Hacking one place is significantly easier and cheaper than trying to overcome a
decentralized network. When you read about hacking in the blockchain world,
it’s likely just a website or a cryptocurrency wallet that has been hacked, not the
whole network.

Understanding smart contracts

Ethereum smart contracts are like contractual agreements, except there is no
central party to enforce the contract. The Ethereum protocol “enforces” smart
contracts by attaching economic pressure. They can also enforce implementation
of a requirement if it lives within Ethereum, because Ethereum can prove certain
conditions were or were not met. If it doesn’t live within Ethereum, it’s much
harder to enforce.

Ethereum smart contracts are not yet legally enforceable and may never be because
the perception is that you don’t need outside authorities enforcing agreements.
Legal systems are controlled by governments. As they stand now, governments
are central authorities — some with more or less consent and democratic princi-
ples. Within an Ethereum smart contract, each participant has an inalienable vote.
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Ethereum smart contracts do not include artificial intelligence. This is a cool pos-
sibility in the near future. But for now, Ethereum is just software code that runs
on a blockchain.

Ethereum smart contracts are not safe. The DAO hack is a great example of the
type of dangers that can occur. It is still early days, and putting a lot of money into
an unproven system isn’t smart. Instead, experiment with small amounts until all
the bugs have been worked out of new contracts.

Discovering the cryptocurrency Ether

Ether is the name of the cryptocurrency for the Ethereum blockchain. It was
named after the substance that was believed to permeate all space and make the
universe possible. In that sense, Ether is the substance that makes Ethereum pos-
sible. Ether incentivizes the network to secure itself through proof-of-work min-
ing, like how the token Bitcoin incentivizes the Bitcoin network. Ether is needed
to execute any code within the Ethereum network. When utilized to execute a
contract in Ethereum, Ether is referred to as gas.

Executing the code within a smart contract also costs some amount of Ether. This
feature gives the token added utility. As long as individuals want to use Ethereum
for applications and contracts, Ether will hold a value beyond speculation.

The wild growth in the value of Ether has made it a popular token to speculate
on. It’s widely traded on exchanges around the world. Some new hedge funds are
looking at it as an investment vehicle. However, the volatile nature and low mar-
ket depth make Ether a risky investment. Find out more about Ether, including
how to buy, spend, and trade it, in Book 4, Chapter 1.

Getting Up and Running on Ethereum

This section walks you through how to get started in the Ethereum blockchain
ecosystem. Before you can build anything on Ethereum, you need a wallet con-
taining some Ethereum (ETH). Book 2, Chapter 3 explains the process of down-
loading and installing MetaMask for the Brave browser, which you can use for the
instructions found in the remainder of this chapter.
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Mining for Ether

Ethereum is kept running by a network of computers all over the world that are
processing the contracts and securing the network. These computers are some-
times referred to as nodes, and they’re mining crypto Ether.

In order to reward individuals for the time and cost involved in mining, there is a
prize of five Ethers about every 12 seconds. The prize is given to the node that was
able to create the latest block in the Ethereum blockchain.

All new blocks have a list of the latest transactions. The proof-of-work consen-
sus algorithm guarantees that prizes are won most often by nodes with the most
computational power. Computers that aren’t as powerful can win, too — it just
takes longer. If you want to try your hand at mining Ether, you can do it with your
home computer, but it will take a very long time to successfully mine a block and
win Ether.

Building your first decentralized
autonomous organization

DAOs will change how the world does business in the future. They allow anyone in
the world to create a new type of company online that is governed by pre-agreed-
upon rules that are then enforced through the blockchain network. Creating a DAO
is easier than you might think. In this section, you build your first DAO.

To successfully complete your DAO, you need to have set up a wallet such as
MetaMask and have loaded it with some Ethereum ETH.

Open the browser (such as Brave or Chrome) that you use to access your MetaMask
wallet, and follow these steps to create your first DAO:

. Gotohttps://alchemy.daostack.io/.

. Click the blue Connect Wallet button at the top right of your screen.

Click the Create a DAO button at the top right of your screen.

Within the Set Description box, name your organization.

T WN=

. Under Symbol, type in your ticker name, such as WXYZ, and click Set
Description.

The name of your ticker symbol should be related to your organization's actual
name. For example, Tesla's Nasdaq symbol is TSLA, and Apple’s is AAPL.
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FIGURE 5-3:
The Add
Members box.

REMEMBER

6. within Configure, keep all options as they are by default and click Set
Configuration.

Feel free to manually alter the Configure options if you know what you
are doing.

7. Add members to your DAO by adding their ETH addresses.
Figure 5-3 shows what the Add Members section looks like.
8. click the Launch button.
Your MetaMask wallet opens as a pop-up window.

9. Confirm the Gas Fee cost, and click Confirm.

® 0 ® @ acnemy|DAGSIcK x4 o

* N g

& alchemy.daostack.iofdaosjcreate#

Buy GEN Network: mainnet
(Switch network to deploy in xdai)

o Name: My Test DAQ

§ DAostack

e gure Recommended rd
' Reward successful proposer
+ Reward correct voters and penalize incorrect voters

+ Aute-incentivize proposal curation

e Aid Members mport CSV

Distribute MDAQ token

Please add a Member.

Add Your Wallet

Important! If you don’t have enough ETH in your wallet to cover the gas fee to
create your DAO, just stop at this point. You can always quit this DAO setup and
return to these instructions at a later date when your wallet has more ETH. If you
have enough ETH to cover the transaction, it takes a few minutes to create your
DAO. You are asked to Confirm one more time, and then your DAO is created.

Congrats!
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Afterwards, you will have many options to fine-tune your organization within the
dashboard. For example, you will be able to establish funding and voting proto-
cols, manage members, and so much more.

Uncovering the Future of DAOs
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Smart contracts and decentralized organizations hold a lot of promise. Their pure
democratic and hyper-rational nature is very appealing. However, at this point,
more possibilities exist than knowns, and each contract that’s created could be
groundbreaking or a massive flop.

If you approach Ethereum as the new frontier that it is, you’ll have more success.
The Ethereum network has more benefits than drawbacks if you’re careful. But
expecting everything to work flawlessly and all the participants to act with integ-
rity will open you up to greater losses. Ethereum has its share of bandits, not to
mention those friendly enthusiasts who would like you to succeed.

The smart contract hacks of 2016 have highlighted the importance of security and
properly reviewing contracts. They also showed that people with integrity exist,
and fight to fix issues.

Reading this book is only the beginning. It will give you a sound basis on which to
build your knowledge of Ethereum, but as with all new technologies, Ethereum is
quickly evolving. Keep reviewing best practices and security measures.

The following sections touch on a few things to keep in mind as you build your
first few DAOs, build smart contracts, and debug your new blockchain systems.

Putting money in a DAO

Don’t trust large sums of money to untested contracts and contracts that
haven’t been fully vetted. Large contracts are more often targeted by hackers. The
DAO hack described earlier in this chapter (see the sidebar, “With great power
comes . . . great power”) showed that even well-thought-out contracts have
unexpected weaknesses.

Although smart contracts and blockchains let you conduct business with anyone
around the world, it’s still early days. You can mitigate your risk by working only
with known and trusted parties.
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TIP

A

WARNING

The security landscape will constantly be evolving with new bugs. Reviewing all
new best practices is imperative. Manage the amount of money you’re putting at
risk and roll out contracts slowly and in phases. Ethereum is a fairly new technol-
ogy, and mature solutions are not yet built.

Building smarter smart contracts

Smart contract programming requires a different mindset than standard contract
writing. There is no third party to make things right if the contract executes in
a way that you didn’t expect or intend. The immutable and distributed nature of
blockchains makes it tough to change an unwanted outcome.

Your contract will have flaws and may fail. Build safety valves into your contracts
so you can respond to bugs and vulnerabilities as they come up. Smart contracts
also need an off switch that lets you pull the plug and pause your contract when
things are going wrong.

If your contract is big enough, offer bug-hunting bounties that incentivize the
community to find vulnerabilities and flaws in your contract.

As with many things, the complexity of your contract also increases the likeli-
hood of errors and attack vectors. Keep your contract logic simple. Build out small
modules that hold each section of the contract. Creating a contract in this manner
will help you compartmentalize any issues.

Finding bugs in the system

Don’t reinvent the wheel by building your own tools such as random number
generators. Instead, leverage the work that the community has already done and
that has been well tested.

You can only control for things within your own contract. Be cautious of external
contract calls. They can execute malicious code and take away your control.

The Ethereum community has an excellent known bug list and even more help-

ful tips on how to build secure smart contracts. You can find it at eth.wiki/en/
howto/smart-contract-safety.
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Creating Your Own ERC-20 Token

This section shows you how to create your own token on the Ethereum network.
Before you read through this section, make sure that you’ve set up MetaMask. If
you haven’t, refer to Chapter 3 of this minibook, where you find detailed instruc-
tions for setting up your computer and downloading MetaMask.

To create your token, follow these steps:

. Gotohttps://www.createmytoken.com.
. Click Ethereum Network.

. Click Create ERC-20 Token for free!.

. Name your token and give it a Token (ticker) Symbol.

1

2

3

4. connect your MetaMask wallet by clicking Connect.

5

6. Make sure that All Functionality is set to the On position.
7

. Type in your initial supply of tokens, such as 100,000,000.

Under the Ready to Deploy? box, make sure you have enough ETH in your
MetaMask wallet to cover the gas fees. For example, at the time of this writing,
the estimated cost was 0.05 ETH. If this amount is acceptable to you, click
Deploy Token!.

Congratulations! You’ve created your own token. With tools like https://www.

createmytoken.com, it’s easy and fast to create a token on various platforms. If
you’re curious to find out more about Ethereum, head to Book 4.
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» Uncovering Hyperledger Foundation

» Discovering key Hyperledger projects
» Building an asset tracking platform

» Creating chaincode smart contracts

Chapter 6

Getting Your Hands
on Hyperledger

yperledger is a foundation that supports a community of software devel-

opers and technology enthusiasts who are building industry standards

for blockchain frameworks and platforms. Hyperledger’s work is crucial
because they’re creating blockchain technology that fits the needs of businesses.
Cryptocurrencies on public blockchains have regulatory implications and liabili-
ties that prevent many companies from utilizing these networks. Hyperledger has
many of the same benefits of public blockchain technology but operates without
a cryptocurrency. With big supporters such as Intel and IBM, Hyperledger is the
“trusted” deployment platform for enterprise teams.

Hyperledger and its unique project are growing every day. As of this writing, it
has 190 member companies and several blockchain applications. Hyperledger’s
first few projects include Fabric, Iroha, and Sawtooth. These are frameworks that
developers can use to build private blockchains, create smart contracts, and build
distributed identity for people and things.

This chapter shows you how to create an asset tracking and a smart auction appli-
cation using Hyperledger’s Composer tool and introduces you to the Fabric, Iroha,
and Sawtooth projects. You’ll gain a deep understanding of what the future of
commercialized blockchain will hold for your company and industry. This knowl-
edge can help you as you explore which technologies to utilize and which to avoid,
saving you development time and resources.
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At the end of 2015, the Linux Foundation formed the Hyperledger project to
develop an enterprise-grade and open-source distributed ledger framework. They
hoped to focus the blockchain community on building robust, industry-specific
applications, platforms, and hardware systems to support businesses.

The Linux Foundation saw that many different groups were building blockchain
technology without a cohesive direction. The industry was duplicating effort, and
the tribalism was leading teams to solve the same problem twice. The foundation
members saw similarities between the birth of the Internet and the emergence
of blockchain technology: If blockchain was going to realize its fullest potential,
an open-source and collaborative development strategy was desperately needed.

The Hyperledger project is led by Executive Director Brian Behlendorf, who has
decades of experience dating back to the original Linux Foundation and Apache
Foundation, as well as being a chief technology officer (CTO) of the World Eco-
nomic Forum. So, it’s not surprising that Hyperledger has been well received.
Many of the top business and industry leaders have joined the project, including
Accenture, Visa, Fujitsu Limited, IBM, FedEx, JPMorgan Chase, and Microsoft. It
has also attracted many of the top blockchain organizations.

Hyperledger’s technical steering committees ensure robustness and interopera-
bility between these different technologies. The hope is that the cross-industry,
open-source collaboration will advance blockchain technology and deliver billions
of dollars in economic value by sharing the costs of research and development
across many organizations.

Hyperledger is identifying and addressing the critical features and requirements
missing from the blockchain technology ecosystem. It’s also fostering a cross-
industry open standard for distributed ledgers and holding open space for devel-
opers to contribute to building better blockchain systems.

Hyperledger has a project life cycle similar to that of the Linux Foundation. A pro-
posal is submitted, and then the accepted proposal is brought into incubation. When
a project has reached a stable state, it graduates and is moved into an active state.
Each of the projects were initially led by a large corporation or start-up, and since
then, many of them have created strategic partnerships to share in the project’s
development. For example, Fabric was led by IBM, Sawtooth by Intel, and Iroha by
Soramitsu, but now many additional partnerships have helped advance each project.

Hyperledger, like many open-source projects, uses GitHub (www.github.com/
hyperledger) and a chat service (https://chat.hyperledger.org) to connect
with teams working on each of the projects. These are great places to get the latest
updates and to check on the progress that these projects are making in development.
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Identifying Key Hyperledger Projects

Hyperledger has several revolutionary projects either with Active or Incubation sta-
tus. This section covers three prominent and well-developed projects. These block-
chain technologies include distributed ledger frameworks, smart contract engines,
client libraries, graphical interfaces, utility libraries, and sample applications.

Focusing on Fabric

Fabric was the first blockchain implementation on Hyperledger. It has become the
foundation for developing most blockchain applications. Fabric is unique within
the blockchain ecosystem because it allows developers to use pieces of Fabric
without committing to all the functionality — a truly tailored plug-and-play
experience. Fabric also can create smart contracts called chaincode.

Fabric is a permissioned blockchain and does not utilize a cryptocurrency. This
means that all the participants are known (as opposed to on a typical public block-
chain where all the participants are anonymous by default). Fabric works like most
blockchains in that it keeps a ledger of digital events. These events are structured
as transactions and shared among the different participants. The transactions are
executed without a cryptocurrency. (In contrast, a public blockchain uses its native
cryptocurrency to pay the network to operate and to allow all the participants to
remain anonymous.) To dive deeper into the subject of Fabric, go to https://
trustindigitallife.eu/wp-content/uploads/2016/07/marko_vukolic.pdf.

All transactions are secured, private, and confidential. Fabric preserves its integ-
rity by only allowing updates by consensus of the participants. When records have
been inputted, they can never be altered.

Fabric is an enterprise solution interested in scalability and complying with regu-
lations. All participants must register proof of identity to membership services
to gain access to the system. Fabric issues transactions with derived certificates
that are unlinkable to the owning participant, thereby offering anonymity on the
network. Also, the content of each transaction is encrypted to ensure that only the
intended participants can see the content.

Fabric has a modular architecture. You can add or take away components by
implementing its protocol specification. Its container technology can handle most
of the mainstream languages for smart contract development.

Investigating the Iroha project

Hyperledger’s Iroha project is built on the work completed in the Fabric proj-
ect. It’s meant to complement Fabric, Sawtooth, and the other projects under
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Hyperledger. Hyperledger added the Iroha project because the other projects
didn’t have any infrastructure projects written in C++. Not having a C++ project
severely limited how many people could benefit from the work on Hyperledger
and the number of developers who could contribute to the project.

Besides, most blockchain development at this point has been at the lowest infra-
structure level, and there has been little to no development work on user interaction
or mobile applications. Hyperledger believes that Iroha is necessary for the popular-
ization of blockchain technology. This project fills the gap in the market by bringing
in more developers and providing libraries for mobile user interface development.

Iroha’s i0S, Android, and JavaScript libraries provide supportive functions like
digitally signing transactions. It’s handy for commercial app development, and
it adds new layers of security and business models that are only possible with
blockchain technology.

Sumeragi’'s consensus algorithm

Blockchains have systems that allow them to first agree on a single version of the
truth and then record that agreed-upon truth in their ledger. An agreement sys-
tem is called a consensus. A consensus is complicated, and grasping the nuances of
how and why a consensus acts in the way it does is far more than a business pro-
fessional needs to know. (If you’re curious, though, or interested in getting into
cryptocurrency mining, check out Book 6.) What does matter for you are the con-
sequences of different consensus mechanisms and how they affect what you’re
doing on that particular blockchain. Iroha’s consensus, Sumeragi, is worthy of
note because it’s very different from traditional blockchains.

Here are a few key things that make Sumeragi different:

3 Sumeragi does not have a cryptocurrency.

3 Nodes that start consensus are added into the system by the Fabric
member services. Nodes build a reputation over time based on how they've
interacted with the ledger. This is a permission blockchain run by known
entities.

3 New entries are added to the ledger in a unique way. The first node that
starts consensus, called the leader, broadcasts the entry to a group of other
nodes; those nodes then validate. If they don't validate, the first node will
rebroadcast after a predetermined duration of time.

Depending on your use case for blockchain, Iroha may be positive or negative.
If you’re worried about censorship, Iroha may not be right for you. In this case,
you’ll be better off looking at a blockchain that is censorship resistant. If you’re
worried about other players on the network committing arbitrage, Iroha may also
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not be right — further investigation is needed. If you want to know all the players
in your blockchain, Iroha may be exactly what you’re looking for.

Developing mobile apps
Skip this section if you aren’t part of the app development space.
Iroha is built for web and mobile app developers so they can access the strengths

of the Hyperledger systems. The Iroha team saw that having a distributed ledger
wasn’t useful if there were no applications utilizing it.

Iroha was developed for the following encapsulated C++ components:

¥ Sumeragi consensus library

¥ Ed25519 digital signature library

¥ SHA-3 hashing library

¥ Iroha transaction serialization library
¥ P2P broadcast library

3 APl server library

» i0S library

3 Android library

¥ JavaScript library

¥ Blockchain explorer/data visualization suite

One of the major hurdles of the blockchain industry has been in making systems
user-friendly. Iroha has created open-source software libraries for iOS, Android,
and JavaScript and made common application programming interface (API) func-
tions convenient to all.

Diving into Sawtooth

Sawtooth by Intel is another distributed ledger project in Hyperledger. It’s focused
on being a highly modular platform for building new distributed ledgers for
companies.

Sawtooth does not operate with a cryptocurrency. It maintains the security of the
platform by allowing businesses to create private blockchains. These businesses
running private blockchains then share the burden of computational require-
ments with the network. In its documentation, Sawtooth states that this type of
setup will ensure universal agreement on the state of the shared ledger.
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Sawtooth has taken the basic model of blockchains and turned it on its head. Most
blockchains have three elements:

¥ Ashared record of the current state of the blockchain
¥ Away of inputting new data

¥ Away of agreeing on that data

Sawtooth merges the first two into a signal process it calls a transaction family.
This model is best in use cases where all the participating parties have a mutual
benefit to having a correct record.

Intel has allowed its software to be flexible enough to accommodate custom trans-
action families that reflect the unique requirements of each business. It also built
three templates for building digital assets.

3 EndPointRegistry: A place to record items in a blockchain
¥ IntegerKey: A shared ledger that is used for supply chain management

3 MarketPlace: A blockchain trading platform for buying, selling, and trading
digital assets

Exploring the consensus algorithm:
Proof of Elapsed Time

The consensus algorithm for Sawtooth is called proof of elapsed time (PoET). It
was built to run in a secure area of the main processor of your computer, called
a trusted execution environment (TEE). PoET leverages the security of the TEE to
prove that time has passed by time-stamping transactions.

Other consensus algorithms have some kind of time-stamping element as well.
The way they ensure that the records have not been changed is through publicly
publishing their blockchains as proof that they have not been altered. The pub-
lished ledger acts as a public witness that anyone can roll back and check. It’s sort
of like publishing an ad in a newspaper to prove something happened.

PoET also has a lottery system that works a bit differently from other blockchains
using proof of work. It randomly selects a node from the pool of validating nodes.
The probability of a node being selected increases proportionally to how much
processing resources that node contributed to the shared ledger. Measures may be
put in place to prevent nodes from gaming the system and corrupting the ledger.

Check out Book 6, Chapter 2 for information about other consensus algorithms.
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Deploying Sawtooth

The Hyperledger website has some fantastic documentation and tutorials at
https://www.hyperledger.org/use/tutorials. When you are within the tuto-
rials page, navigate to Hyperledger Sawtooth to go through their collection of
helpful tutorials.

You may also want to review Coding For Dummies, by Nikhil Abraham (John Wiley &
Sons, Inc.), prior to trying these tutorials.

TIP

Building Your System in Fabric

A lot of work has gone into making Fabric accessible. The Hyperledger Composer
is an easy-to-use tool that allows you to create blockchain application proof of
concepts (PoCs). The best part is that it will enable you to define your business
network with JavaScript, one of the most popular development languages in the
world. This feature alone will significantly cut down on your need for specialized
blockchain developers.

The Hyperledger Composer will decrease the development time and cost and ena-
ble you to get to the production-ready stage sooner. Another benefit of the Com-
poser is that it utilizes LoopBacks. LoopBacks communicate digital data streams
back to your existing business system, keeping your operations in sync. You still
need a good development team to do this, but you can easily mock up your busi-
ness logic.

A LoopBack is a bit of code that sits in your software and communicates a digital

N4 data stream back to a source without intentional processing or modification.

TECHNICAL
STUFF

Building Asset Tracking with
Hyperledger Composer

You can try the Hyperledger Composer in your browser without needing to down-
load any special software. The Composer also has a download option that works
great if you need to work offline or need to use the Composer’s full application
development capabilities.

For this quick tutorial, you need a web browser and an Internet connection. In the
following sections, we show you how to deploy your own network, set up a tracking
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demo, and move assets from one location to another. It’s mostly a point-and-
click demo, but you also need to copy and paste a few snippets of code.

You'll use the Animal Tracking Business Network framework. It was built as a
use case for the U.K. government and farmers. In this demo, a farmer can move
animals between fields, and the U.K. regulator can track the locations of the cows.
The assets in this demo happen to be animals, but they could represent any type of
object that needs to have its location tracked by a third party, such as a regulator
or insurance provider.

Working with Smart Contracts
on Hyperledger

122

A smart contract is computer code that is written inside a blockchain protocol.
Smart contracts are created to facilitate, verify, or enforce the prenegotiated terms
between two or more parties. The blockchain protocol takes the place of enforce-
ment of contracts. Smart contracts, in effect, allow two or more parties to work
together without trust or the need to have authoritative judgment or settlement
if things go wrong. At least that’s how they work in theory. Many different plat-
forms enable smart contracts. On Hyperledger, they’re called chaincode.

Chaincode is conveniently written in Go, node.js, and Java and runs in a secured
Docker container. Unlike other smart contract platforms that must expose your
contract to a public network to enforce them, chaincode is isolated from the
endorsing peer process of public blockchains. This allows you to keep your busi-
ness logic private.

Another feature that distinguishes chaincode from many other platforms is that
each chaincode contract is isolated. Other organizations using Hyperledger can’t
access your chaincode directly unless permissioned. This feature may reduce
attack vectors on your contracts by keeping third parties from accessing them.

A smart auction is a type of smart contract. Its function is to transfer ownership of
an item after predetermined parameters