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PREFACE

This book, written early in 2025, exists at the very early stages of a journey
that could define human civilisation. The adoption of artificial intelligence
(AI) technologies across almost every sector is changing the way in which
the world operates, how the world understands something ranging from
the simple to the incredibly complex, and it is changing what the world
believes is possible for its future. But, for the most part, it is all very early.

The nascent stage of development in any field makes it difficult to
summarise, suggest or declare. With respect to credit risk assessment, it is
very early indeed. This work is focused on the leading credit rating agen-
cies and how they are adopting the Al technologies, but why? Of concern
here is the amalgamation of several factors which we believe could be
pertinent factors for regulators and legislators to consider. Those tasked
with creating, maintaining and ultimately evolving the regulatory frame-
works that sit around the leading credit rating agencies have a remarkable
task. It is remarkable because they are inevitably behind the curve. The
regulatory framework is focused on a sector that is synergistically attached
to the fortunes of private debt and credit, which in the modern world
is almost fundamental to human life. That fact alone, given its weight,
affects all parties. Credit rating agencies understand their systemic posi-
tion. Regulators understand that there are limits to actions they can take
as a result. Investors understand their importance and the tools at their
disposal, like the ratings of the agencies. Finally, issuers understand that,
to signal their creditworthiness to a diversified investor base that is defined
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by the agent-principal relationship, they need the easy-to-understand and
theoretically impartial third-party ratings of the credit rating agencies. A
system within a system.

However, those binding constraints and factors have pitfalls. What if
the credit rating agencies, after understanding that dynamic, decide they
cannot lose their position if they transgress? What happens if, despite
your acknowledged role being to provide services to investors irrespective
of the fact it is issuers who pay for ratings (let’s not forget, the second
largest credit rating agencies was known as Moody’s Investors Service for
nearly all of its life since its foundation), a credit rating agency makes
a summation that they can manipulate their methodologies and overlook
key underlying information in order to please paying issuers at the expense
of investors who they know will be harmed? There is very little punish-
ment or deterrent available within the legal system that surrounds the
credit rating agencies. Now imagine that this all happens, and a legal
framework is erected which now includes a bar for liability and, subse-
quently, that legal framework acts. That action, eventually, results in the
largest financial settlements ever recorded for the credit rating industry,
at $1.3 billion and $864 million for the two largest credit rating agencies
but, on reflection, those penalties are a fraction of the money made by
transgressing. A systemic response that sends a clear signal, but perhaps
not the one the system thinks it is sending.

The above, in a framed nutshell, is the credit rating agencies’ involve-
ment in the Global Financial Crisis. The story, delivered in rapid fashion,
from start to finish. But for us, we are now in a post-Global Financial
Crisis stage (ostensibly). Today, we have an even bigger, more influential,
more resource-rich credit rating oligopoly that has not only survived its
biggest test but thrived in spite of it. The real test is not for the credit
rating agencies, but instead for the regulatory framework that was erected
in response to the credit rating agencies’ role in the Global Financial
Crisis; can it withstand whatever comes next? Whatever comes next, if
at all, will happen within an environment based upon a simple under-
standing: all of the relevant parties know, irrespective of whether they can
articulate it or not, that this ‘system’ we have described for you must be
maintained. It cannot be disregarded, or even altered. It is central to the
movement of credit on a global scale, encompassing companies, coun-
tries, financial products and everything else in between. This is why every
attempt to change the system since the Global Financial Crisis has failed.
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At the core of the credit rating agencies’ involvement in the Global
Financial Crisis was an inability, willing or not, to get in control of
the underlying data. Pooled data, hundreds/thousands/millions of data
points, put together and aggregated. In the 2000s, the credit rating agen-
cies adopted experimental mathematical models that they did not really
understand (and perhaps, did not care to) to aggregate and understand
the amalgamated output of the pools of data. Today, we argue, we are
potentially at the start of the very same story. We will endeavour to show
that, potentially, the tools that can replicate and even surpass the core
underlying behavioural failures that led to the Global Financial Crisis are
being built and implemented as we speak.

But the biggest caveat we must offer first is that if this is a journey,
today is not even the first ‘stop’. If this is a train journey, the passengers
have only just learned of the train’s existence. The passengers do not know
the destination, nor how many stops there will be on the journey. They
do not know how long the journey will be. They know the train exists, is
in the station, and that imminently they are due to board. What the train
will look like when they are on it, or how fast it will travel, they do not
know. The passenger mentioned above is you. It is us. It is society. We
suggest in this short-form book that this journey, from the credit rating
agency perspective, cannot be a mystery. We have a clear example, from
just twenty short years ago, of what happens when the credit rating agen-
cies are allowed to control our mystery train journey. Rather, we argue
here that it is time to find out the details of the journey, the constitu-
tion of the train, the relative comfort of the journey and, ultimately, the
destination. It is for society to determine these aspects of the journey, not
those driving the train. This book sends this warning and details why it
should be heeded.

Birmingham, UK Daniel Cash
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CHAPTER 1

Introduction

Abstract The approach of the book is presented to the reader in this
opening introductory chapter. This framing is supported by an analysis
of the role of the credit rating agency in the larger financial architecture
and what happened when the leading credit rating agencies transgressed
in that role. The participation and centrality of the credit rating agen-
cies in the Global Financial Crisis is presented as a critical case study for
the reader to understand the potential impact of the present case study
presented, that of the integration of Al into credit rating processes.

Keywords Credit rating agencies - Financial regulation - Artificial
intelligence - Governance structures - Data integrity - Sovereign debt

Technology is evidently synonymous with the concept of credit rating.
Given the length and breadth of the coverage of the modern leading
credit rating agencies, it is unsurprising that novel technological inno-
vations are important to the process of producing credit ratings. The
modern leading credit rating agencies—of which we will count as S&P
Global (S&P), Moody’s and Fitch Ratings (Fitch)—have an enormous
dominance in their sector; the most recent Staff Report of the US Securi-
ties and Exchange Commission (SEC) tallies this dominance in the form
of the three agencies collectively rating more than 94% of all global ratings

© The Author(s), under exclusive license to Springer Nature 1
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and, also, the top two agencies (S&P and Moody’s) recording $3.3 billion
and $2.9 billion in annual revenue respectively.! When this dominance
is combined with how much the global markets use their products, the
result is an industry that is constantly pushing to provide innovative
technological-based products for their many and varied users.

However, that resultant need to continually push technological bound-
aries is not always just for the provision of services to their user base.
Credit rating agencies also seek, quite understandably, to make their
internal credit rating processes as efficient as possible to provide credit
ratings that may be useful to their customers and users. This need, which
has various facets underlying it, is at the heart of the credit rating agen-
cies’ recent push into the world of artificial intelligence (AI). Recently,
the credit rating agencies have begun to acquire companies that have
developed expertise in the world of Al, while also developing in-house
solutions for their many processes.

However, how those Al technologies are being integrated into credit
rating processes is critically important. The credit rating agencies have a
checkered history when it comes to integrating novel technologies and
understandings which affect their processes and the potential that Al
exhibits leads to questions about whether credit rating agencies have the
right constitution to deploy Al technologies internally in a responsible
manner. For this book, this issue is at the heart of the matter. Making
this issue central allows this book to ask a small number of highly relevant
research questions:

Q. How are credit rating agencies integrating Al technologies into
their processes?

Q. Do credit rating agencies have the right constitution to integrate
Al technologies in a responsible manner?

Q. What is the regulatory impact of credit rating agencies adopting
Al technologies in their credit rating processes?

To answer these questions the book will make a number of ‘stops’
along its journey. First, the book will begin with assessing which partic-
ular Al technologies are of interest with regard to the credit rating
processes. The leading credit rating agencies have chosen to deploy what
is known as ‘Generative AI’ or ‘GenAl” and in Chapter 2 we introduce
this concept to you. The intention of the book is to provide you with an
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introductory and accessible insight into the world of GenAl, including its
conceptual nature, how it has been used by various industries and field,
and the implication of its usage.

Perhaps the most important aspect to understand with GenAl is its
capability in relation to the requirements of a credit rating agency. GenAl
is an umbrella term for various methods of understanding and collating
vast amounts of data. Chapter 2 delves into these many different variants
but, at its core, GenAl provides the possibility to instruct the technology
to sift through copious amounts of data and synthesise it accordingly.
Data, and potentially large amounts of ‘unstructured’ data is a key
concern for modern business? but especially for credit rating agencies
who must utilise various sources to best understand the creditworthi-
ness of an issuer. Furthermore, the diversity of data now available® means
that tools that can help synthesise and better understand that collective
data pile are of obvious benefit to a credit rating agency. As a subset of
‘Natural Language Processing’ (NLP), GenAl ‘uses sophisticated algo-
rithms to comprehend and interpret unstructured data, showcasing not
only the ability to process information, but also to autonomously generate
content and contextually relevant content’.* When contrasted to the
needs of a credit rating agency, who historically need to sift through
data to generate not only credit ratings against their public method-
ologies but, more recently, have started to earn the majority of their
income through providing ‘ancillary services’ (consultancy services) to
the market, this ability to provide contextualised understandings of large
amounts of unstructured data has the ability to the perfect tool.

However, the credit rating agency is not the only party in the equation.
The investors who they serve, the issuers of debt who pay for the ratings,
the regulators mandated with supervising the industry, and most impor-
tantly the public who pick up the tab when things go wrong are all critical
stakeholders in this scenario. This is why the book seeks to ask structural
questions in the hope of providing a structural picture that one may use
to better understand developments in the credit rating field. Once the
book considers how credit rating agencies are increasingly adopting Al
into their credit rating processes in Chapter 3, the book will utilise this
structural lens to expand the focus.

Chapter 3 is necessarily focused on understanding how the credit rating
agencies are already implementing Al technologies internally and, further-
more, how they plan to implement Al technologies moving forward. The
acquisitions that the Big Three credit rating agencies have been making,
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and especially the Big Two, are instructive as to how the two major agen-
cies want to develop. It will also be worth investigating the different
package offerings the credit rating agencies are offering to their respec-
tive clientele. As ‘ancillary service’ provision is now one of the dominant
revenue streams, how those service offerings will evolve will also play into
the task that regulators face in the near- and far-terms. There is an under-
lying issue however that will be covered next here in the introduction
that paints these developments in a particular light. The leading credit
rating agencies, and perhaps the sector moreover, are transgressive in
nature. For the past 25 years in particular, the leading credit rating agen-
cies have been penalised to the tune of billions of dollars for the largest
infringements, and in a steady manner. The cause or reasoning for this
transgressive nature is up for debate, with some suggesting that a marked
change in culture over the years had led to the transgressive outcomes
that have been witnessed.” However, it could also be because of the
structural and conceptual realities of providing creditworthiness assess-
ments. For example, a creditworthiness assessment is merely a prediction,
which cannot be proven ex ante. This reality means that credit rating
agencies are in a perilous business, which is why their history is littered
with instances where they have battled against libel claims and liability
claims relating to their outputs.® Yet, this last sentence does not tell the
full story. The biggest issues relating to the credit rating agencies are not
that they have issued an opinion or prediction which has turned out to
be wrong. Rather, the most impactful infringements have been when the
credit rating agencies actively take decisions that go against their stated
role or purposefully and negatively impacts those they are theoretically
supposed to serve. There is one major instance in particular which this
introduction will cover shortly, but the point for now is that this impact
is of the utmost importance to this book.

In Chapter 4 the book focuses on the ‘Regulatory Challenge on the
Horizon’. With a transgressive sector utilising complex technology that
potentially removes or, at least significantly lessens human agency, the
recipe for disaster is clear. To better understand whether the regulatory
framework is currently suited to deal with that looming disaster is an
important endeavour. By analysing both the credit rating-focused regu-
latory framework first, but then the backdrop of how financial regulation
and regulation moreover is considering the issue of Al integration, the
chapter will present a full picture of the issues facing the modern regu-
lator. Key legislative developments like the EU’s new world-leading Al
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Act will be dissected to better understand the key underpinnings being
advanced by the regulatory framework. This, potentially, allows us to
better predict just how the regulatory framework will fare in the face
of any identified threat emanating from the credit rating space. Upon
that basis, the book can conclude in Chapter 6 with some focused and
considered proposals for how the regulatory framework can best respond,
proactively, to this impending threat.

1.1 A TRANSGRESSIVE INDUSTRY

The first obvious and necessary disclaimer is that not all members of the
credit rating industry are ‘transgressive’, nor are the leading credit rating
agencies predominantly transgressive. The credit rating agencies provide
a critical function for the modern financial architecture and, for the most
part, provide the service that the system asks of it. However, not a year
goes by without the leading credit rating agencies either paying a fine to
a major regulator (for example, the SEC in the US, the European Secu-
rities and Markets Authority [ESMA] in the EU, and to a lesser extent
the Financial Conduct Authority [FCA] in the UK and the Securities
and Exchange Board of India [SEBI]) or settling outside of court with a
State’s prosecutor, like the US Department of Justice (DoJ) for example.
The most recent example was the Big Three collectively paying nearly $50
million in civil penalties to the US SEC over allegations that the agencies
were not preventing staff from communicating official business through
private mediums (colloquially known as the ‘WhatsApp probes’) which is
in clear violation of various rules and regulations.”

However, the leading credit rating agencies have one ultimate stain in
their history that we should not ignore. Their role in the Financial Crisis
of 2007/08 was a central one. The post-Crisis US Senate investigations
start their relevant sector of their 646-page Report with the following:

Moody’s Investors Service, Inc. (Moody’s) and Standard & Poor’s Finan-
cial Services LLC (S&P), the two largest credit rating agencies (CRAs) in
the United States, issued the AAA ratings that made residential mortgage
backed securities (RMBS) and collateralized debt obligations (CDOs) seem
like safe investments, helped build an active market for those securities, and
then, beginning in July 2007, downgraded the vast majority of those AAA
ratings to junk status. The July mass downgrades sent the value of mort-
gage related securities plummeting, precipitated the collapse of the RMBS
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and CDO secondary markets, and perhaps more than any other single
event triggered the financial crisis. In the months and years of buildup to
the financial crisis, warnings about the massive problems in the mortgage
industry were not adequately addressed within the ratings industry. By the
time the rating agencies admitted their AAA ratings were inaccurate, it
took the form of a massive ratings correction that was unprecedented in
U.S. financial markets. The result was an economic earthquake from which
the aftershocks continue today.

The variety of players within the larger system that failed in 2007 makes
it difficult to put one party at the centre of proceedings, but there is plenty
of evidence available to put the credit rating agencies close. The reality is
a simple one: the Financial Crisis would not have been possible without
the failures of the leading credit rating agencies. The Senate investigation
and a litany of commentary and academic research has proven this point
in the time since but, it is not enough simply to categorise what happened
as credit rating agency ‘failures’.

The specifics of what happened are critically important, of course. At its
heart, the credit rating agencies were applying their top ratings (AAA) to
structured finance products that contained, essentially, toxic assets. Those
assets were perceptively ‘misunderstood’ by the credit rating agencies
and, when those underlying assets (residential mortgage products) started
to fail, i.e. expected cash flows were not materialising, the AAA-rated
products became worthless in an instant (exactly what is not supposed
to happen with such highly rated products). As the report continues,
‘traditionally, investments holding AAA ratings have had a less than 1%
probability of incurring defaults’.” Yet, one of the identified failures of the
credit rating agencies was there (a) construction and (b) implementation
of credit rating models.

It is worth pausing here momentarily to offer some definitions. The
headline product at the heart of the Financial Crisis was the Residen-
tial Mortgage-Backed Security (RMBS). An RMBS is a focused subclass
of product derived from a broader concept, known as a Collateralised
Debt Obligation, or CDO. A CDO can be a complex concept to under-
stand.!® However, at its core it is a product that pools together credit
obligations (think mortgages, credit cards, car finance, etc.) and synthe-
sises that collective flow of capital for investors to then invest in as a
collective. To allow investors of particular categories—categorised by their
level of risk-averseness—to invest in the stream of collectivised capital, the
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credit rating agencies apply their credit ratings to particular slices of the
stream, or ‘tranches’ (French for slices) so that the portion of the stream
that is least likely, or would be last to experience the impact of losses
generated at the source—say, if people starting reneging on their mort-
gage payments—is rated AAA, and so on. This then allowed the investors
who are usually regulatorily constrained to invest only in what may be
independently deemed ‘safe investments’ to partake in the CDO scheme.
This process is known as ‘subordination’ within a larger system of ‘credit
enhancement’.

Continuing on, credit rating agencies had been rating what are known
as ‘structured finance’ products since the mid-1970s. IOSCO (the Inter-
national Organisation of Securities Commissions) notes that the credit
rating agencies started with mortgage-backed securities in the mid-1970s
(meaning it was either residential mortgages or commercial mortgages
that were the underlying asset for the ‘stream’) but quickly also moved
into other CDOs, like credit card receivables, auto loans, student loans
and equipment leases.!! Essentially, if it is credit-based and a person or
company will be paying a steady stream of money towards the payment of
the full loan, it can be used within a CDO structure. How a credit rating
agency would rate such a structure is different from how they would rate
a corporate issuer, for example, which would rely on public information
about the issuer and also private information provided by the issuer itself.
For a CDO, the focus for the credit rating agency is on the underlying
collateral. The agency will want to consider the past performance of the
collateral as just one criterion, as well as the specific structure that the
arranger is choosing to use for the CDO. IOSCO describe what ‘typically’
happens in this process:

A sponsor typically initiates the RMBS rating process by sending a CRA
data on a pool of loans (e.g., principal amount, geographic location,
borrower’s credit history, loan-to-value ratio, and type of loan: first lien,
second lien, primary residence, secondary residence) and the proposed
capital structure of the trust. The CRA assigns a lead analyst who will be
responsible for analyzing the loan pool and proposed capital structure of
the trust and formulating ratings recommendations for a rating committee.
The analyst first develops predictions based on models and other factors
as to how many of the loans in the collateral pool would be expected to
default under stresses of varying severity. This analysis also includes assump-
tions as to how much principal would be recovered after a defaulted loan
is foreclosed.!?
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The purpose of receiving all this information and then applying partic-
ular models is to allow the credit rating agency to apply a rating from their
rating scale that then signals the risk to investors. A higher tranche will
be shielded from losses more than a lower tranche. However, that higher
tranche will not receive as much in terms of repayment than those lower
down the scale, to account for the risk those lower are facing. IOSCO
conclude by confirming that a credit rating agency will only be paid by
the arranger of the CDO if the rating is provided at the end, though
sometimes a ‘breakup fee’ was given if the arranger decided to go to
another competing credit rating agency once the process had started.

There has been an abundance of literature on the conflicts of interest
that occurs in this process. For example, the headline-grabbing conflict of
interest is perhaps the concept of ‘ratings shopping’. This concept exists
because most CDO arrangers want two ratings to signal their creditwor-
thiness to the marketplace, but as the credit rating industry is dominated
by an oligopoly and not a duopoly this means a member of the Big Three
credit rating agencies is always under pressure from another member of
the oligopoly; if Moody’s do not provide the required rating to a CDO
provider, they would go to Fitch, or S&P, and so on. This led to a distinct
race-to-the-bottom where credit rating agencies were competing on the
basis of who was more amenable to their client’s needs who, in this
case, were the leading investment banks like Citigroup, Merrill Lynch
and UBS.!3 Research has concluded that, often, the credit rating agen-
cies would reach further than their models allowed—via the Credit Rating
Committee stage of the rating process which is behind closed doors and
represents the ‘black box’ and final stage of rating proceedings—due to
the pressures of ‘rating shopping’.1#

However, even though the credit rating agencies wilfully disregarded
their credit rating models, the full picture reveals that, even with their
models, they were willing to compromise. To understand credit risk,
the credit rating agencies must deploy a variety of mathematical theories
and structures. One such mathematical structure that was required when
CDOs began to emerge was related to the need to understand the inter-
correlation between random variables. In a mathematical nutshell this is
known as a ‘copula’; a term introduced in 1959 by Abe Sklar.'® If the aim
is to understand and model the dependence of random variables between
one another, then it is clear why this would be important for the analysis
of a pool of, say, residential mortgages. While all the mortgages may be
similar in concept—a loan to purchase a home, for example—what may
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affect whether that loan is paid back in full and on time is very different
from loan (mortgage) to loan (mortgage). What affects my ability to repay
my mortgage may be different to what affect yours, and so on.

MacKenzie helpfully discusses how, by the mid-1990s, derivative teams
in leading banks across the US were engaging with sophisticated mathe-
matical models to make sense of the ‘bucket of risks’ they were putting
together within various CDOs.!® One such mathematical structure that
emerged was known as the ‘Gaussian Copula’ model, named after the
German mathematician Carl Friedrich Gauss but pioneered by David
X Li in the mid-to-late 1990s.!”7 While a copula as devised by Sklar
is interested in joining together the distribution functions of wuniformly
distributed variables, the Gaussian version instead yields a multivariate
joint distribution function which, on the face of it, would be better
suited to the CDO universe. While banks were already utilising this type
of mathematical structure, credit rating agencies were still engaging in
a practice called ‘notching’, which essentially describes when an agency
adjusts credit ratings for specific debts or obligations within an overar-
ching issuer; for example, a corporate issuer may be rated AAA, but a
specific debt that it issues may be rated AA-. However, this approach was
clearly not appropriate for the complexity of the CDO so, as MacKenzie
notes in an interview with a former rating analyst, ‘notching was not a
proper correlation method’. Therefore, the agencies all adopted the Gaus-
sian Copula Formula to better assist them with rating CDOs.'8 In 2001
S&P developed its ‘CDO Evaluator’, in 2003 Fitch launched its ‘Vector’
system, and in 2004 Moody’s launched its ‘CDOROM?, all based on the
Gaussian Copula Formula developed by Li.

In transitioning to using the Gaussian Copula Formula instead of
notching, the credit rating agencies began to ‘estimate based on the
judgments of experienced ratings staft’” what the benchmarked level of
correlation needed to be.!” It was important that the new modelling was
not too dissimilar to the old practice of ‘notching’ to maintain a percep-
tion of consistency for the market. However, there was a lack of data in
the default databases being used, so it quickly became oligopolistic prac-
tice to set the correlation rate at 0.3, which was chosen ‘partly to maintain
consistency with the previous notching scheme’.2? This issue of setting a
correlation rate to the analysis is critical to the CDO process. As the US
Senate investigation describes:
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Correlative risk measures the likelihood of multiple negative events
happening simultaneously, such as the likelihood of RMBS assets defaulting
together. It examines the likelihood, for example, that two houses in
the same neighborhood will default together compared to two houses
in different states. If the neighborhood houses are more likely to default
together, they would have a higher correlation risk than the houses in
different states.!

The issue was that credit rating agencies could not provide the neces-
sary ratings to CDOs—that relied upon the subordinated structure to
entice different categories of investors—if the correlation was too high,
because then the necessary AAA ratings for the upper tier would not
have been plausible or justifiable. Even a small increase in the correlation
figure to, say, 0.5 instead of 0.3 would have left the CDOs ‘ecconom-
ically unviable’.?? At the same time as S&P and Moody’s made this
change, their market share and dominance for rating CDOs skyrocketed,
reducing Fitch’s share (as the third and smaller member of the credit
rating oligopoly) from 65% before 2004 to just 15% in 2006. This domi-
nance translated quickly into financial reward, as S&P’s structured finance
team would eventually account for 49% of the firm’s rating revenue while
Moody’s gross revenues from RMBS and CDO ratings would triple in
just five years; the Senate investigation concluded that, collectively, the
Big Three’s revenues doubled from nearly $3 billion in 2002 to over
$6 billion in 2007. The Senate investigation, with unique power to
subpoena records, found a chain of evidence which confirmed a. that the
credit rating agencies were aware that the risks in the underlying assets
were not being factored into models, and b. that deploying resources
into amending those models and maintaining those models was not the
priority. As one former S&P leader testified: ‘the MRBS group enjoyed
the largest ratings market share among the three major rating agencies
(often 92% or better), and improving the model would not add to S&P’s
revenues’. This and other aspects lead MacKenzie to a completely valid
question:

Given that — and given the dependence of rating agencies on fees earned
from the issuers of the securities, and the possibility of those issuers ‘ratings
shopping’ (choosing the agencies that offer the more favourable ratings) —
should we interpret the choice of a correlation of 0.3 or thereabouts as
strategic behaviour guided by anticipated fee income?23
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It is seemingly impolite to provide the answer that is blindingly
obvious. Yet, the awareness within the credit rating agencies does not
aid their cause. Rogue analysts within the agencies 474 model (in their
own time) the right correlations and performed ‘drilldowns’ into the
underlying data rather than using the Gaussian Copula Formula as a veil
behind which ‘strategic’ correlative ratio figures could be set, and they
all concluded that the figure ought to have been closer to 0.8 or 0.9 to
reflect the underlying risk.2*

The rest of the story is described in copious amounts of journal articles,
books, media articles and in the Senate investigation. Mass downgrades
of AAA-rated CDOs shocked the market and resulted in an era-defining
Financial Crisis which, arguably, 17 years later at the time of writing,
the world is still feeling the effects of. Yet, the development of ‘the
formula that felled Wall St>2° reveals a central issue that guides this
book. One could be forgiven for thinking that the Gaussian Copula
Formula was heralded as industry-leading and defined a new evolu-
tion in credit analysis, but that is not the case. It had many detractors
before the credit rating agencies injected it right into the middle of
their systemically-critical rating processes.?® This adds further weight to
MacKenzie’s question of the underlying motive of the actions of the credit
rating agencies.

This is what this book exists to do. The bluster employed by the credit
rating agencies in the early 2000s, under the cover of efficiency and appli-
cability, mislead the market. Internally, a conflicted provider of crucial
market signals was transforming their approach to increase market share
and revenues. Today, we potentially are at the beginning of the same
story. Credit rating agencies, as we shall see in this book, are telling the
markets that integrated Al will make internal processes more efficient,
make the credit rating agencies’ output more applicable, and that market
participants will be better off for it. However, depending on how Al s
integrated by the credit rating agencies, we will potentially have agencies,
who are exposed to exactly the same conflicts as they were before, dele-
gating key tasks within credit analysis to computerised technology that
they set the parameters for. The environment may not be the same, but the
factors are beginning to pile up in favour of deploying extreme caution.
But, as we shall see and at least from a regulatory perspective, that is not
necessarily the case.

In the Preface to this book, we discussed how this issue can be thought
of as a train journey and, today, we are very much still in the station of
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origin. Yet, like any train journey where the public are passengers, we must
know the stops on the way, the regulations governing the journey and the
providers of the service, and ultimately the destination before we set off.
The events of the 2000s serve as a stark reminder that allowing events to
unfold and then seeking to take action is the ultimate failure. This book
serves as an early warning system that the events of the 2000s and the
underlying factors that contributed to the systemic and generation failure
must not be repeated in this new world of artificial intelligence.
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CHAPTER 2

Generative Al: Concept, Applications
and Implications

Abstract This chapter introduces the concept of Generative Al, the main
form of artificial intelligence being integrated by the credit rating agen-
cies. In this chapter, the book presents a conceptual understanding for
the uninitiated so that later analyses have the required foundation. The
chapter examines the development of Generative Artificial Intelligence
as well as its applicability to a range of sectors that have been actively
integrating the technology.

Keywords Generative Al - Classification systems - Machine learning -
Synthetic data - Bias - Decision-making automation

2.1 INTRODUCTION

For centuries, human civilisation has relied on classification and rating
systems to bring order to chaos. From the earliest forms of creditwor-
thiness assessments in medieval trade networks to modern credit ratings
by financial giants like Moody’s and Standard & Poor’s, socicties have
depended on structured methodologies to evaluate trust, risk and quality.
These systems were built on painstakingly collected data, historical trends
and expert judgement; imperfect yet foundational in industries ranging
from finance and healthcare to entertainment and manufacturing.
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However, we now stand at the precipice of a new technological era,
where classification and rating no longer depend solely on human exper-
tise. Instead, they are increasingly shaped by the hand of Generative Arti-
ficial Intelligence (GenAl), a technology that has fundamentally altered
the way data is processed, analysed and leveraged for decision-making.
Unlike traditional machine learning models, which categorise and predict
based on established patterns, Generative Al takes a more audacious
step: it creates. Text, images, music, video and even synthetic finan-
cial records—all can be generated by Al models, often with astonishing
realism. !

This evolution has not occurred in a vacuum. Long before the rise
of Al, industries developed intricate methodologies to classify and rate
data. Financial institutions, for instance, have long used actuarial science
and statistical models to assess creditworthiness and risk.> The healthcare
sector relies on classification frameworks such as the International Classi-
fication of Diseases (ICD),? while the entertainment industry has crafted
star ratings, review aggregators and content filtering mechanisms to guide
consumer preferences. Governments and regulatory bodies have estab-
lished standards for safety, energy efficiency and environmental compli-
ance, all through rigorous classification systems grounded in empirical
data.

These pre-existing methods, while robust, had their limitations. They
often struggled with scalability, required extensive human oversight, and
were susceptible to bias or subjectivity. Enter Generative Al in 2025. With
its ability to synthesise vast amounts of data and produce novel insights,
Al promised to revolutionise these domains, offering faster, more scal-
able and ostensibly more objective classification and rating solutions.*
The introduction of sophisticated models such as Generative Adversarial
Networks (GANSs),” Variational Autoencoders (VAEs)® and Transformer-
based architectures like GPT’ and BERT® marked a turning point. These
models do not merely replicate existing data, they generate entirely new
content based on learned patterns. In the financial sector, for example,
Al-driven models are being deployed to detect fraudulent transactions,
generate synthetic financial datasets for risk assessment and even automate
aspects of investment strategy development. In healthcare, Generative Al
is assisting in diagnostic processes by generating synthetic medical images
for training purposes and improving the accuracy of medical classification
systems.
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Yet, the integration of Generative Al into these long-established rating
and classification methods is not without its challenges. One critical ques-
tion emerges: is Al always the right tool for the task? While it excels in
efficiency, Al does not inherently possess human judgement. A genera-
tive model might predict credit risk based on historical loan performance,
but can it account for socioeconomic changes or ethical considerations in
underscoring practices? Similarly, while Al-generated content can mimic
human writing or artwork with remarkable precision, it often lacks true
creativity, context or the nuanced intent that human creators bring to
their work.

Beyond concerns of appropriateness, the widespread adoption of
Generative Al brings significant legal, ethical, reputational and financial
implications.” Legally, Al-generated classifications and ratings raise issues
of liability and accountability. If an Al-driven financial model erroneously
assigns a low credit score to a creditworthy individual, who is responsible?
Similarly, in healthcare, misclassification by an Al-driven system could
lead to incorrect diagnoses, impacting patient outcomes and potentially
resulting in malpractice suits.

Ethically, bias remains a formidable challenge.!® AT models are only
as good as the data they are trained on, and if historical data reflects
biases, whether in lending, hiring or medical treatment, Al models will
inevitably perpetuate them. This has already been observed in Al-driven
credit scoring systems, where marginalised communities sometimes face
systemic disadvantages due to historical disparities in financial data.

Reputationally, businesses that over-rely on Al for classification and
rating face risks when Al-driven models make flawed decisions. Compa-
nies that rely on Al-generated financial ratings, for instance, might suffer
credibility loss if these ratings prove unreliable. Similarly, media platforms
using Al to classify and recommend content have faced backlash when
their algorithms inadvertently promote misinformation or bias.

From a financial perspective, while Al offers cost savings and efficiency,
errors in Al-generated classifications can be costly. Incorrect financial
risk assessments can lead to bad loans, regulatory fines and economic
instability. Similarly, flawed Al-driven credit rating models could lead to
unjust loan denials or predatory lending practices, exacerbating economic
inequalities.

Despite these challenges, the momentum behind Generative Al
remains strong. Organisations across industries are racing to integrate
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Al-driven classification and rating systems, seeking the competitive advan-
tages of automation, speed and predictive accuracy. The question, then, is
not whether Generative Al will reshape classification and rating method-
ologies—it is already happening. Rather, the challenge lies in ensuring
that these Al-driven systems are implemented responsibly, with the right
methods for the right purpose.

As we explore the historical evolution of classification and rating
systems across various industries, this chapter will delve deeper into how
Al is reshaping these long-standing methodologies. We will examine
the points of transition from traditional models to Al-driven systems,
highlighting both the opportunities and pitfalls of this technological
transformation. Whether in finance, healthcare, entertainment or regu-
latory governance, the impact of Al is profound, and understanding its
implications is crucial for ensuring that it serves as a tool for progress
rather than a source of unintended harm.

2.2 DEMYSTIFYING GENERATIVE Al

Generative Al represents a profound departure from traditional machine
learning approaches that rely on classification and regression. Instead of
simply predicting outcomes based on existing data, Generative Al learns
the intrinsic structure of a dataset and uses that knowledge to create new,
statistically plausible data points. This ability to generate novel informa-
tion has made it a transformative tool across multiple industries. But
how exactly does it work? Understanding the fundamental principles
of Generative Al requires delving into three core concepts: probability
distributions, latent space representation and adversarial training.

2.2.1  Probability Distributions: The Foundation of Genevative AI

The concept of probability distributions has been central to Generative
Al since its earliest implementations. In statistical modelling, a probability
distribution defines the likelihood of different outcomes within a dataset.
Traditional AI models use probability distributions to classify data points,
but generative models take this a step further by learning the entire distri-
bution of data and generating new instances that fit within that learned
framework.

The application of probability distributions to Generative Al became
prominent in the 1990s with the emergence of Bayesian networks and
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early probabilistic graphical models. These models laid the groundwork
for more advanced generative approaches by providing structured ways to
infer missing data and generate synthetic samples. Today, Generative Al
leverages sophisticated probabilistic techniques such as Gaussian mixture
models and autoregressive flows to create new data points in diverse fields,
from finance to medical imaging.

2.2.2  Latent Space Representation: Encoding the Essence of Data

Another crucial concept in Generative Al is latent space representation.
This approach involves encoding complex data into a lower-dimensional
space, a form of abstract numerical representation where key patterns and
features are distilled into compact variables. Once encoded, the model can
decode these representations to generate new data instances that maintain
the essential characteristics of the original dataset.

The notion of latent space representation became widely known with
the development of autoencoders in the early 2000s. Variational Autoen-
coders (VAEs), introduced in 2013, further refined this concept by
enabling the generation of high-quality synthetic data through a learned
probabilistic distribution of latent variables. This technique has been
particularly influential in image generation, allowing Al to create real-
istic photos, facial reconstructions and even synthetic medical scans that
aid in training diagnostic models.

2.2.3  Adversavial Training: The Power of GANs

Perhaps the most groundbreaking development in Generative Al came
with the introduction of Generative Adversarial Networks (GANs) in
2014 by Ian Goodfellow and his colleagues. GANs represent a paradigm
shift in machine learning by employing two competing neural networks
(the generator and the discriminator) in an adversarial process. The gener-
ator creates synthetic data samples, while the discriminator evaluates
them and determines whether they are real or fake. Through iterative
training, the generator becomes increasingly skilled at producing data
indistinguishable from real-world samples.

The impact of GANs has been profound. In the financial sector,
GANSs are used to generate synthetic financial data that simulate market
conditions, allowing institutions to conduct stress testing without relying
on historical data alone. In entertainment, GANs create hyper-realistic
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deepfake videos and Al-generated art. Meanwhile, in healthcare, GANs
facilitate drug discovery by generating molecular structures with potential
pharmaceutical applications.

2.2.4  Transformevr-Based Models: Encoders, Decoders!

A more recent and equally transformative innovation in Generative Al
is the development of transformer-based models. First introduced in the
seminal 2017 paper Attention Is All You Need by Vaswani et al., trans-
formers revolutionised natural language processing (NLP) by introducing
self-attention mechanisms that allow models to process entire sequences
of text simultaneously rather than sequentially.!!

Transformers utilise two primary components: encoders and decoders.
Encoders analyse input data and generate contextualised embeddings,
capturing relationships between words or data points across long
sequences. Decoders then use this encoded information to generate
output data, whether in the form of text, code or synthetic records. Trans-
formers have since been implemented in various Al-driven applications.
BERT (Bidirectional Encoder Representations from Transformers), intro-
duced by Google in 2018, excels at understanding contextual meaning
in text, making it invaluable for search engines, chatbots and document
classification. GPT (Generative Pre-trained Transformer) models, such
as OpenAD’s GPT-3 and GPT-4, take this a step further by generating
human-like text, enabling applications such as content creation, auto-
mated financial reporting and even Al-driven programming assistance.

The impact of transformers extends beyond NLP. In finance, trans-
former models are used to analyse vast amounts of unstructured data,
automate fraud detection and generate synthetic trading scenarios. In
healthcare, they facilitate automated medical note generation and enhance
predictive diagnostic models. Their application in creative industries
includes Al-generated art, music and film scripts.

2.2.5 Is Genevative AI Always the Right Tool?

While Generative Al offers remarkable capabilities, it is not always the
most appropriate tool for every task. In scenarios requiring precise and
deterministic outcomes (such as legal decision-making or regulatory
compliance) traditional rule-based Al systems may be preferable. Addi-
tionally, Generative Al poses risks related to bias, misinformation and
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ethical considerations. Because these models learn from existing data,
any biases present in training datasets can be perpetuated in the gener-
ated outputs. This has significant implications in sectors like hiring, credit
scoring and criminal justice.

Despite these challenges, the adoption of Generative Al continues to
accelerate, reshaping industries and redefining the boundaries of what
machines can create. As we progress through this book, we will explore
how each industry has integrated Generative Al into its classification and
rating systems, the benefits it offers and the complexities it introduces.

2.3 Tae EvorLuTtioN OF CLASSIFICATION
AND RATING SYSTEMS ACROSS INDUSTRIES
AND THE SHIFT TO GENERATIVE Al

Classification and rating systems have played an essential role in shaping
economies, businesses and societies. These methodologies have provided
frameworks for evaluating creditworthiness, product quality, healthcare
standards and investment risks, among many other critical functions. Over
time, these traditional classification and rating techniques have evolved,
incorporating modern technologies like deterministic machine learning
and, more recently, transformer-based unsupervised Al. The transition to
Al-driven systems has introduced efficiencies, predictive capabilities and
automation that are revolutionising industries, as well as new hidden risks.

2.3.1 Insurance Industry

The insurance industry has long relied on actuarial models to classify poli-
cyholders and assess risk. These models, developed in the late nineteenth
and early twentieth centuries, were based on historical loss data, statis-
tical probability and demographic analysis. By the mid-twentieth century,
insurers began incorporating more sophisticated mathematical models to
determine premium pricing and risk classification.

The transition to Al in insurance classifications gained momentum in
the 2010s.!2 Machine learning models were employed to detect fraud-
ulent claims and optimise underwriting processes. The integration of
GenAl in the late 2010s allowed insurers to generate synthetic claims
data, automate policy recommendations and refine risk prediction models.
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Al-driven chatbots and digital assistants now streamline customer interac-
tions, while deep learning models predict catastrophic losses with greater

accuracy. 13

2.3.2  Hospitality and Tourism

The hospitality industry has utilised classification systems since the early
twentieth century, when hotels and restaurants were first ranked using
star-rating methodologies. The Michelin Guide (introduced in 1900) and
AAA’s Diamond Ratings (established in 1937) became benchmarks for
quality. Airlines later adopted Skytrax ratings to classify services based on
customer feedback.'*

Al-driven rating models in hospitality emerged in the early 2010s with
recommendation algorithms on platforms like TripAdvisor and Google
Reviews.!® By the mid-2010s, GenAl-enabled systems were generating
automated travel itineraries and analysing real-time customer sentiment.
The hospitality industry now leverages Al-generated reviews, dynamic
pricing models and predictive service enhancements based on Al-classified
customer preferences. !¢

2.3.3  Healthcave and Medical Industry

Medical classification systems date back to the eighteenth century with
carly disease taxonomies.!” The development of the International Classi-
fication of Diseases (ICD) by the World Health Organization (WHO) in
the 1940s laid the foundation for modern medical classification. Hospital
ratings, patient risk assessments and drug efficacy classifications emerged
in the late twentieth century. Al’s influence in healthcare classification
began in the 2000s,'8 with machine learning models aiding in disease
diagnosis and medical image classification.!® The adoption of AI accel-
erated in the 2010s, with machine-generated synthetic medical records
enabling enhanced training for diagnostic models.?? Today, GenAl
promises potential for personalised treatment plans, automated medical
report generation and real-time health monitoring through Al-powered
wearable devices.?!
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2.3.4  Consumer Goods and Retail

Product classifications and quality ratings have been essential to consumer
markets for over a century.”? Systems such as the Energy Star rating
(introduced in 1992) and safety classifications by Underwriters Labo-
ratories (UL) have guided consumers in making informed purchasing
decisions. Online product review systems gained prominence with the rise
of e-commerce in the late 1990s. Machine learning-enhanced classifica-
tion models in retail emerged in the 2010s,?3 with platforms like Amazon
leveraging Al to personalise recommendations.?* The adoption of GenAl
started in the late 2010s, with Al-generated product descriptions,
chatbot-assisted shopping and automated supply chain optimisation.?®
Today, GenAl drives virtual shopping assistants and hyper-personalised
marketing strategies based on Al-classified customer behaviours.?%

2.3.5 Education and Certification Bodies

Academic institutions have classified universities and certification
programmes for over a century. The Times Higher Education rankings
and QS World University Rankings, established in the late twentieth
century, became authoritative standards for classifying educational insti-
tutions. The transition to Al-driven classifications in education began in
the early 2010s, with adaptive learning platforms using machine learning
for personalised instruction. By the late 2010s, GenAl-enabled systems
automated grading, generated educational content and provided Al-
driven tutoring. Today, Al chatbots help students navigate academic
programmes, while Generative Al tailors course recommendations based
on student performance.?”

2.3.6  Real Estate and Property Market

Real estate classifications have existed since the early twentieth century,
with property valuation systems based on location, size and market
demand. Agencies like Zillow and Realtor.com introduced Al-driven
home valuation models in the 2000s.28 The real estate sector began inte-
grating Al in the 2010s for predictive market analysis and automated
mortgage underwriting.?” GenAl adoption accelerated in the 2020s,
with Al-generated virtual property tours, automated lease generation and
predictive property classification based on buyer preferences.3?
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2.3.7  Entertainment and Media

Film and music ratings have been integral to the entertainment industry
since the early twentieth century. The MPAA film rating system (estab-
lished in 1968) and Billboard music charts have long classified content
based on audience suitability and popularity.3! AlI-driven media classi-
fications emerged in the 2010s, with streaming platforms like Netflix
and Spotify using machine learning for content recommendations.3> The
transition to GenAl in entertainment began in the late 2010s, with Al-
generated scripts, automated video summaries and Al-driven content
classification.

2.3.8 Manufacturing and Industry Standards

Industrial classifications have been essential for safety and quality control
since the late nineteenth century.®® Organisations like ISO (founded
in 1947) established industry-wide standards for manufacturing clas-
sifications.3* Al-driven classification models in manufacturing gained
traction in the 2010s, with machine learning optimising production
lines.> GenAl adoption in the 2020s introduced Al-generated designs,
automated material classification and predictive maintenance.3¢

2.3.9  Government and Public Sector

Governments have long classified countries based on economic perfor-
mance, environmental policies and safety indices.3”>3% Credit rating agen-
cies and global governance institutions have ranked nations for decades.
AD’s role in governance classification emerged in the 2010s, with predic-
tive analytics used predominantly for economic forecasting.?* GenAl
adoption in the 2020s started automating policy analysis, risk classification
and Al-generated regulatory compliance reports (predominantly with the
‘human-in-the-loop’ components to ensure human oversight).*0-41,42

2.4 GENERATIVE Al IN FINANCE: A DEEP DIVE

Financial markets have always been driven by data. From the earliest stock
exchanges to modern digital trading platforms, the ability to interpret
market trends, forecast asset prices and optimise investment strategies has
been the key to financial success.*3 Traditionally, this relied on human
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expertise, traders and analysts, poring over charts, economic indicators
and company earnings reports to determine where to place their bets. The
advent of artificial intelligence has fundamentally changed this dynamic.
Al models, with their capacity to process vast datasets at speeds far beyond
human capability, have become indispensable tools for market analysis and
prediction.**

At the core of Al-driven market analysis lies the ability to detect
patterns within financial data. These models analyse historical price move-
ments, macroeconomic trends and even non-traditional data sources such
as social media sentiment to forecast potential market behaviour. While
traditional AI models have been effective at identifying statistical corre-
lations, Generative Al takes this a step further by simulating alternative
market scenarios.*> By training on historical market data, generative
models can construct synthetic financial environments, allowing analysts
and traders to test strategies in simulated conditions before deploying
them in real-time markets. This capacity to generate potential futures
makes Al an invaluable asset for risk management and investment
decision-making.*¢

Nowhere is the impact of AI more evident than in the world of algo-
rithmic and high-frequency trading (HFT).#’#8 High-frequency trading
has long been dominated by advanced algorithms capable of executing
thousands, if not millions, of trades per second based on microsecond
changes in market conditions. These trading strategies rely on predictive
modelling, which AI has enhanced significantly. Generative Al enables the
continuous evolution of trading algorithms, allowing them to adapt to
changing market conditions in real-time. With Al-driven high-frequency
trading, models can identify minute inefficiencies in financial markets that
may only exist for fractions of a second. By leveraging vast amounts of
market data, these Al systems make rapid trading decisions, ensuring
profits from short-lived opportunities. However, the increased speed and
complexity of Al-generated trading strategies have raised concerns about
market stability. Flash crashes, sudden, deep market drops caused by auto-
mated trading, highlight the risks of entrusting too much control to
autonomous Al models. While Al can enhance trading efficiency, finan-
cial regulators and institutions must balance automation with oversight to
mitigate systemic risks.*’

Beyond trading, Al plays an essential role in fraud detection and
risk assessment.®” Financial fraud has evolved alongside technology, with
criminals using increasingly sophisticated methods to bypass traditional
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security measures. Al-driven fraud detection systems combat this by
learning from past fraudulent activities and continuously improving their
ability to identify anomalies in transactions. Unlike rule-based fraud detec-
tion systems that rely on predefined red flags, Generative AI models detect
previously unseen patterns of fraudulent behaviour. Al-driven fraud detec-
tion systems analyse transactional data in real time, flagging suspicious
activities based on deviations from established behavioural norms. For
example, if a bank customer who typically makes small, localised trans-
actions suddenly initiates a large international wire transfer, the Al system
may classify this as a potentially fraudulent transaction. In credit card fraud
prevention, Al models track spending behaviours, detecting unauthorised
activity with greater precision than traditional methods. As financial fraud
grows more sophisticated, so too must the Al models designed to combat
it, necessitating continuous improvements in detection algorithms.®!

A crucial but often overlooked application of Al in finance is the
generation of synthetic data. Financial institutions operate under strict
regulatory requirements to protect customer data, making it difficult
to share sensitive datasets for research and model training.>?> Gener-
ative Al addresses this challenge by creating synthetic financial data
that mirrors real-world datasets while maintaining privacy compliance.
These synthetic datasets enable financial institutions to train AI models
without compromising customer confidentiality. Synthetic data is particu-
larly valuable in stress testing and scenario analysis. By generating artificial
financial environments, institutions can assess how different economic
conditions (such as recessions, inflationary periods or interest rate hikes)
might impact portfolios. This allows for more robust risk manage-
ment and strategic planning. Furthermore, Al-generated data facilitates
collaboration between financial organisations and researchers, promoting
innovation while adhering to strict data privacy regulations.

Al is also redefining credit scoring and loan approvals. Traditional
credit scoring models rely heavily on historical financial data, such as
credit history and income statements. However, these models often fail
to assess individuals who lack formal financial records, disproportionately
affecting underbanked populations. Al-driven alternative credit scoring
models address this gap by analysing a wider range of data sources,
including transaction history, spending patterns and even social behaviour.
Generative Al can enhance credit scoring by building predictive models
that assess an individual’s financial behaviour beyond traditional metrics.
For instance, a borrower with limited credit history but a consistent
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pattern of bill payments and responsible spending may be considered
creditworthy by an Al-driven system, whereas a traditional credit model
might classify them as high risk. These alternative scoring methods
help make financial services more inclusive, providing opportunities for
individuals who might otherwise be denied credit based on outdated
evaluation criteria.

Finally, the role of Al in regulatory compliance and risk management
cannot be overstated. Financial institutions must navigate an increasingly
complex web of regulations designed to prevent money laundering, fraud
and financial misconduct.>® Compliance teams have historically relied on
manual processes to review transactions and ensure adherence to anti-
money laundering (AML) policies. Al automates these processes, making
compliance efforts more efficient and less prone to human error. By
analysing vast amounts of financial data, AI-driven compliance tools iden-
tify suspicious transactions and flag them for further review. Generative
Al models simulate potential compliance risks, allowing institutions to
anticipate regulatory challenges before they arise. Al’s ability to monitor
transactions in real time significantly reduces the workload of compliance
teams while improving detection accuracy. However, as Al-driven compli-
ance systems become more prevalent, financial regulators must ensure
that these models operate transparently and do not inadvertently reinforce
biases in financial decision-making.

The integration of Generative Al into financial markets has trans-
formed everything from trading strategies to fraud detection, credit
scoring and regulatory compliance.”* While the benefits of AI-driven
financial analysis are undeniable, challenges remain in ensuring the ethical
and responsible deployment of these technologies. The increasing reliance
on Al demands greater oversight to prevent unintended consequences,
from algorithm-driven market instability to biased lending decisions.
As Al continues to evolve, financial institutions must strike a balance
between automation and accountability, ensuring that technology serves
to enhance, rather than replace, responsible financial decision-making.

2.5 WHEN THINGS GO WRONG: RISKS,
FAILURES AND THE FUTURE OF Al IN FINANCE

Financial markets, for all their complexity and sophistication, have been
historically vulnerable to catastrophic failures. The past century has seen
multiple financial crises, many of which were exacerbated by poor risk
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management, flawed decision-making and a lack of regulatory over-
sight. The Global Financial Crisis of 2008 serves as one of the most
glaring examples of how systemic failures in risk assessment and market
transparency can lead to widespread economic disaster.”® Mispriced
mortgage-backed securities and an overreliance on credit rating agencies
contributed to the unchecked expansion of high-risk lending. Had Al
technologies been as advanced then as they are today, predictive models
could have identified irregularities in mortgage securities, detected early
warning signals in financial institutions and forecasted the unsustain-
able debt structures that eventually led to collapse. However, while Al
offers the promise of enhanced oversight, it also introduces new risks and
vulnerabilities that must be carefully managed.

One of the most dramatic manifestations of Al-related financial insta-
bility comes in the form of flash crashes: sudden, extreme market
downturns caused by algorithmic trading. The 2010 Flash Crash remains
a cautionary tale.’® Within minutes, the Dow Jones Industrial Average
plummeted nearly 1,000 points, erasing billions of dollars in market value
before a rapid recovery. Investigations revealed that algorithmic trading
models, which rely on high-frequency transactions, had created a feed-
back loop of panic selling. This incident exposed the fragility of Al-driven
trading systems and underscored the necessity for safeguards, including
circuit breakers and human oversight, to prevent similar crises in the
future.

Generative Al, despite its transformative potential, is not immune to
financial miscalculations and failures. In 2022, a hedge fund that heavily
relied on Al-driven trading models suffered multimillion-dollar losses due
to misinterpretation of market signals.>” The Al system, trained on histor-
ical trading data, failed to account for unprecedented geopolitical events
and economic policy shifts, leading to inaccurate predictions and costly
missteps. This case illustrated a fundamental challenge of Al in finance: its
reliance on past data to predict future behaviours. While Al can uncover
intricate patterns and correlations, it remains limited in its ability to
account for black swan events, which are rare, unpredictable occurrences
that can significantly disrupt markets.

Beyond trading, Al-based credit assessment tools have also encoun-
tered serious pitfalls. One of the promises of Al in financial services
has been its ability to provide alternative credit scoring models, partic-
ularly for underbanked populations who lack traditional credit histo-
ries. However, real-world applications have shown that Al-driven credit
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scoring can inadvertently reinforce historical biases. In some cases, Al
models have systematically discriminated against certain demographic
groups due to the data they were trained on. For instance, if histor-
ical lending practices were biased against minority applicants, AI models
trained on that data may continue to deny loans to those same groups,
perpetuating financial exclusion rather than rectifying it. Regulators and
financial institutions are now grappling with how to ensure fairness and
transparency in Al-based lending decisions.

The regulatory landscape surrounding Al in finance remains a critical
point of discussion. While Al has demonstrated significant efficiencies
in automating compliance and fraud detection, it also raises concerns
about transparency and accountability. Financial regulators are now tasked
with balancing innovation with consumer protection. Striking the right
balance is crucial as overregulation could stifle Al advancements, while
a lack of oversight could lead to unchecked risks and unethical financial
practices. The challenge is particularly pronounced in anti-money laun-
dering (AML) compliance, where AI models must be rigorously tested to
ensure they do not inadvertently overlook sophisticated money laundering
schemes.

Another emerging risk lies in the overreliance on Al for financial
decision-making. While AI models can process vast amounts of data and
execute trades with unparalleled speed, they do not possess human intu-
ition or ethical reasoning. The delegation of financial decision-making
to Al introduces the risk of blind trust in machine-generated insights,
which, if flawed, can lead to devastating consequences. Al-driven finan-
cial systems operate within a framework of probability and optimisation,
but they do not always account for nuanced factors such as market senti-
ment, geopolitical risks or sudden regulatory changes. As Al continues to
integrate into financial decision-making, maintaining a balance between
automated efficiency and human oversight will be essential.

Despite these challenges, Al continues to advance, and financial institu-
tions are becoming increasingly reliant on its capabilities. Looking ahead,
the next phase of Al in finance will likely focus on enhancing its inter-
pretability and reliability. Researchers and financial technology firms are
developing explainable AT (XAI) models,®® which aim to provide greater
transparency into how Al models arrive at their predictions and decisions.
This shift towards explainability will be critical for regulatory compliance
and for building trust in Al-driven financial systems.
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The future of Al in finance presents both opportunities and risks. While
Al can enhance efficiency, improve fraud detection and expand finan-
cial inclusion, it must be implemented responsibly. The key to future
success will be striking the right balance: leveraging AI’s analytical power
while maintaining human oversight to ensure fairness, accountability and
resilience. As Al continues to evolve, financial institutions must refine
their methodologies, ensuring that Al serves as a tool for informed
decision-making rather than an unchecked force that dictates financial
outcomes. The future of Al in finance will be shaped not just by tech-
nological innovation, but by the ethical and regulatory frameworks that
govern its use. Whether the industry is headed in the right direction will
ultimately depend on the willingness of financial institutions, regulators
and Al developers to prioritise responsible deployment and risk mitigation
alongside efficiency and profitability.

2.6 CONCLUSION

The integration of Generative Al into finance marks a transformative
period for the industry, offering unprecedented capabilities in market
analysis, trading, fraud detection, credit scoring and regulatory compli-
ance. As financial institutions increasingly rely on Al-driven solutions,
they must remain aware of both the opportunities and the risks that
come with this technology. While AI enables institutions to analyse vast
datasets, optimise strategies and identify fraudulent activities more effi-
ciently than ever before, it also introduces new vulnerabilities, including
potential biases, market instability and ethical concerns.

Historically, financial markets have suffered from crises exacerbated by
human error, lack of oversight and misjudged risk management. Al offers
a path towards mitigating these issues by providing data-driven insights
that can detect irregularities before they spiral into systemic failures.
However, the risks associated with overreliance on Al, as demonstrated
by flash crashes and Al-driven market losses, highlight the importance of
balancing automation with human oversight. Generative AI’s ability to
simulate market conditions and stress-test portfolios is a powerful tool,
but it must be applied responsibly.

Furthermore, credit scoring and lending processes must be carefully
refined to prevent Al from perpetuating existing inequalities in financial
access. The promise of Al lies in its ability to provide more inclusive,
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accurate and efficient financial services, yet achieving this goal requires
constant monitoring to ensure fairness and transparency.

The regulatory landscape will play a crucial role in shaping the future
of Al in finance. Policymakers and financial regulators must establish clear
guidelines to prevent the misuse of Al, ensuring that ethical considera-
tions and data security are prioritised alongside efficiency and profitability.
The development of explainable AI (XAI) and increased transparency in
Al decision-making will be essential for maintaining trust in automated
financial systems.

As Al technology continues to advance, the financial sector must adapt
to harness its potential while mitigating risks. The future of Al in finance
depends not only on innovation but also on the ability of institutions,
regulators and Al developers to create responsible, well-governed systems.
If properly managed, Al can be a force for stability, efficiency and inclu-
sivity in financial markets. However, success will depend on a careful
balance between technological progress, regulatory oversight and ethical
considerations to ensure that Al serves as a tool for progress rather than
a source of new financial instability.
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CHAPTER 3

The Growing Adoption of Al
within the World of Credit Ratings

Abstract The integration of the technology into credit rating processes
is the focus of this chapter, which is split between how the credit rating
agencies are utilising Al and how researchers and market participants are
also making use of Al to better understanding creditworthiness. Devel-
opment within the credit rating agency sector is also presented, in terms
of the services they are starting to offer, Mergers and Acquisitions that
are taking place, and how the internal processes of the agencies are being
adapted to the world of Generative Al

Keywords Credit risk modelling - Black-box systems - Institutional
investors - Artificial neural networks - Decision trees - Conflicts of
Interest

3.1 INTRODUCTION

The clear potential and applicability of Al in all its forms is increas-
ingly of interest to the leading credit rating agencies. However, there
are underlying issues which may become more pertinent as time goes
on and Al becomes even more prevalent in the field of financial services
and investor support. In this chapter we will introduce some of the key
developments and conceptual foundations for how Al can aid with the
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modelling of risk. This is important because, in the literature, there is a
large imbalance. There are various sources of analysis on how Al can aid
with risk modelling, but nothing on how credit rating agencies may be
integrating Al into their processes. This becomes a conflict when a large
amount of the literature aims to subject credit rating agency outputs to
scrutiny against what can be modelled using AI. What is missing from
the discussion is that the credit rating agency model for providing ratings
is not solely about risk modelling in the quantitative sense. The credit
rating process, complete with key qualitative interventions and, most
crucially, the final credit rating committee stage—the ‘black box” of the
process! —does not lend itself well to this concept of Al alone being able
to accurately reflect the creditworthiness of an issuer of debt.

To better understand this delineation, the chapter will begin with a
journey through the relevant literature on credit risk modelling and how
Al may synthesise that process. This provides us all with a starting point of
understanding what can be done with the technology. This understanding
however will provide us with two revelations. The first is that technology,
when deployed in an analytical manner, can be very effective. The second
revelation however is that this quest for effectiveness and accuracy is not
entirely the point for the leading credit rating agencies. Their role in the
modern financial architecture is a dual role with each endpoint perhaps
operating in conflict with the other. For example, it is on a theoretical
scale that one may believe that the credit rating agencies exist to provide
an assessment of creditworthiness that is wholly accurate and efficient—
nothing more than 100% accuracy should be the aim. That aim—and
not the realisation of that aim, as 100% accuracy of an opinion is impos-
sible—is perhaps a reasonable request of such an important component
of the economy. Yet, research has confirmed for a while now that credit
rating agencies are massively conflicted and that the conflicts identified
do influence the ratings they provide.? The consequence of that research
is the suggestion that credit rating agencies are perhaps predominantly
concerned with facilitating the movement of capital (and being paid as a
result), rather than purely being occupied with the quest for rating accu-
racy. It could be something else. Yet, this understanding, when married to
the claims of the research focused on AI’s application to risk modelling,
suggests that aiming for rating accuracy is not the main priority of the
leading credit rating agencies. If it is not, then asking what the main
priority is becomes an exceptionally important question. The answer to
that question becomes even more important when the suggestion from
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credit rating agencies is that integrating Al will allow them to have /less
of a hands-on approach to the data they need to analyse to make credit
ratings. We saw in the introduction what happens when the credit rating
agencies lose control of the underlying data.

While not the focus for this book, it will also be discussed briefly
that ESG Rating Agencies are also increasingly integrating Al into their
processes,® which only further increases the systemic risk that sector regu-
lators are facing at the moment. With the same dualised role potentially
applying—facilitation over accuracy—to the ESG rating sector as it does
to the credit rating sector, the ensuing systemic risk is clear. However, it
may not be. It could well be that the regulatory infrastructure is designed
around the facilitation-focused understanding of the role of the rating
agencies (both ESG and Credit), rather than the accuracy-focused role of
the rating agencies. If that is the case, the literature is not helpful to the
regulators because it focuses on something conceptually academic and
not practical. It may well be the case that the literature is only helpful
to investors and financial institutions seeking to mimic the credit rating
agencies, to better plan and predict for prospective credit ratings. Either
way, it will be helpful to ascertain the utility of the research.

3.2 Using Al To A1pD wiTH RISK MODELLING

Before those abstract questions are even raised, a better understanding of
how Al can aid with credit risk modelling is needed. Because the inner
workings of a credit rating agency (and what happens in the final credit
rating committee phase) cannot really be known fully, researchers have
for a long time tried to replicate the process to see how closely aligned
the credit rating agencies are with what the researchers can produce. The
sentiment, of course, is what the researchers are producing is the ‘pure’
credit rating, free from any sort of bias or conflict. That quest, for the
researchers at least, has become easier with the introduction of Al and
the increased computational potential of the modern age.

This research on credit risk modelling can be of great help to investors
and financial institutions. Surkan and Singleton discussed in 1990 how
‘models of bond ratings, therefore, are of great interest to investors, who
want to anticipate the rating given a change in company circumstances,
and to financial managers, who seek to predict the rating (and accompa-
nying interest rate) of a potential issue’.* Dutta and Shekhar also validate
this understanding, confirming that ‘developing a model for rating bonds
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is important as it enables a financial institution to independently evaluate
the default risk of its bond investments’.®

It is worth contextualising these understandings, however. It is true
to say that issuers and investors all conduct their own credit risk anal-
ysis independent from the credit rating agencies. The more sophisticated
investors—like the large-scale institutional investors—will often have
credit risk analysis capabilities that dwarf that of the leading credit rating
agencies. Credit risk, according to research, is the predominant concern
within institutional investors® which arguably makes perfect sense. It is
often the case in the literature that one will find announcements like
‘ratings save investors the costs of doing their own analysis to evaluate
risk prospects. These costs have been increasing with international diver-
sification and the rising complexity of securities. In addition to helping
understand the risks and uncertainties of investments, the independent
benchmark of default risk that credit ratings provide makes it easier for
investors to compare different potential investments’.” It is true that insti-
tutional investors will utilise the ratings to benchmark investments and
compare investment opportunities, but unfortunately such pronounce-
ments may lead one to conclude that institutional investors (or any
sophisticated investor) outsources their credit risk analysis to the credit
rating agencies and this could not be further from the truth. With insti-
tutional investment increasingly converging into a more concentrated
sector, even just cursory analyses of the financial statements of the largest
institutional investors show that they invest considerable amounts of their
resources into their own credit risk analysis infrastructures.® With even
just some of the conflicts of interest we discussed in the introduction
within the leading credit rating agencies, outsourcing one’s credit risk
analysis requirements to such conflicted entities would be grossly inappro-
priate and likely put the managers and directors of the investors in breach
of their fiduciary duties. Therefore, there is a great need for investors and
other market participants (including issuers) to conduct their own analysis
a. for their own decision-making processes and b. to better understand
and potentially anticipate the actions of the credit rating agencies.

The research that would underpin that required analysis has a long
history in the literature. One of the early pioneers was William H Beaver
who, in 1966, used a univariate approach to financial ratios in order
to predict the rates of failure within corporations.” In this pioneering
study however, and with limited technological or computational power,
Beaver observed that the quest to assess credit risk in any manner is beset
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with bias and limitations (in his case, it was that the sample selection
was affected by rates of corporate rescue among other criteria). Yet, he
concluded simply that ‘the evidence indicates that ratio analysis can be
useful in the prediction of failure for at least five years before failure’.
This conclusion gives us the foundation that predicting creditworthiness
via rates of failure was a. possible via the data available at the time and b.
that the potential ‘time-horizon’ for making such conclusions was up to
five years prior to a potential event of default. Two years later, Edward
I Altman deployed a multivariate approach to the problem.!? Altman
begins by describing that prior to available quantitative data analysis,
‘agencies were established to supply a quantitative type of information
assessing the creditworthiness of particular merchants—here is refer-
ring to the forefathers of the credit rating sector, the likes of Tappan’s
Mercantile Agency or Bradstreet’s Bradstreet Company. He then identi-
fies that studies of the time concluded that various ratios were selected
as being most prominent—those that measure profitability, or liquidity,
or solvency—but that none had emerged as universally-recognised as
being predominantly important. Because of this issue, Altman deployed
a Multiple Discriminant Analysis (MDA) to the range of financial ratios
available. Altman describes the MDA process as:

MDA is a statistical technique used to classify an observation into one
of several a priori groupings dependent upon the observation’s individual
characteristics. It is used primarily to classify and/or make predictions in
problems where the dependent variable appears in qualitative form, e.g.,
male or female, bankrupt or non-bankrupt. Therefore, the first step is to
establish explicit group classifications. The number of original groups can
be two or more. After the groups are established, data are collected for the
objects in the groups; MDA then attempts to derive a linear combination
of these characteristics which ‘best’ discriminates between the groups. If
a particular object, for instance a corporation, has characteristics (financial
ratios) which can be quantified for all of the companies in the analysis, the
MDA determines a set of discriminant coefficients. When these coefficients
are applied to the actual ratio, a basis for classification into one of the
mutually exclusive groupings exists. The MDA technique has the advantage
of considering an entire profile of characteristics common to the relevant
firms, as well as the interaction of these properties. A univariate study,
on the other hand, can only consider the measurements used for group
assignments one at a time. 11
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Altman’s deployment of the MDA model resulted in the model being
‘extremely accurate in predicting bankruptcy correctly in 94 per cent of
the initial sample with 95 per cent of all firms in the bankrupt and non-
bankrupt groups assigned to their actual group classification’.!? However,
as time progressed researchers began to favour a ‘logistic regression
(logit)’!3 approach over that of the MDA model, which describes a
statistical method used to predict the probability of a binary outcome
based on one or more independent variables.!* Pioneers of this model,
such as Zavgren, managed to conclude with an accuracy rate of 88% for
their predictions of corporate failure.!®> MDA was criticised in the field
because it assumes that all the variables are normally distributed, which
led Sheppard to argue that “if all variables are not normally distributed,
the methods employed may result in selection of an inappropriate set of
predictors’.1® However, as Arfaoui and Goaied discuss, the rigid structure
of these approaches that relied upon static understandings of predictor
variables, when coupled with ‘advances on other fields such as operations
research and artificial intelligence, led many researchers to explore the
development of more sophisticated discrimination approaches’.'”

One of the earlier approaches to adopting computational capabilities
when assessing financial risk was the technique called ‘case-based reason-
ing’ (CBR). The underlying sentiment to CBR is a simple one. Whereas
human beings may search through their memories to solve a particular
problem, it was found that human beings will often utilise either the
first memory they come across more vividly than others (primacy) or
remember the last thing they learned /were exposed to more vividly than
perhaps older memories (recency). Instead, CBR is based on the concept
of a computer being able to search the entirety of its ‘memories’ (data
provided for it) to solve a problem without any prejudice, instead just
selecting the data that is most relevant to the completion of the task at
hand.'® Another early AT approach that took hold were ‘artificial neural
networks’ (ANNs). In simple terms, an ANN mimics the structure of
the human brain and constitutes layers of ‘nodes’ akin to the brain’s
neurons; each node performs a simple calculation and passes the output
onto the next layer of nodes, and so on. Given the structure employed
and the weightings to each output, etc., the network then ‘learns’ patterns
and relationships (through a process called ‘training’). When applied to
default prediction, researchers found that ANNs were a powerful tool
because of their strength in recognising patterns and classifying patterns.
However, while they are good at pattern recognition they are ‘poor at
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computational tasks’, which means their main uses are related to tasks
such as ‘association and evaluation’.!® There are also structural biases
within the concept of an ANN, as Kim and Sohn explain:

However, ANN has some shortcomings. First, ANN depends on the
researchers’ experience or knowledge to preprocess data in order to select
control parameters. Second, it is difficult to generalize the results due to
overfitting. Third, it is difficult for ANN to explain the prediction results
due to its lack of explanatory power.2?

Other techniques have also been tested against the quest to predict
corporate default rates. The two remaining techniques to really focus
on are Support Vector Machines (SVMs) and Decision Trees. SVMs
are based on the idea that Support Vectors—the elements of a data
set—are the most difficult to classify and by maximising the margin
between support vectors (or possible solutions) the SVM therefore finds
the optimal solution to the problem. The SVM works to categorise classes
as efficiently as possible. In layperson terms:

The best analogy available is that one can think of the SVM as a construc-
tion company. The 2D plane is a map and the two classes are two cities.
The data points on the 2D plane are analogous to buildings. The Govern-
ment in this equation wants to create the best highway to minimise traffic
which passes through both cities, but you are constrained by the area
available to you. The government contract goes to the SVM construction
company and what that company does is to minimise traffic by maximising
the width of the road as much as is feasible and possible i.e. it will find
the widest possible stretch of road between the two cities. Within the
boundaries of the two cities, the buildings closest to the outer edges of
the prospective road are called ‘Support Vectors’. The central line dividing
the highway represents the ‘hyperplane’. The width of the of the highway
is the ‘margin’. The goal of the SVM is to find the point where the two
cities can be separated to the maximum in order to best understand the
differences (to then classify) between the two.2!

Decision Trees are a system akin to a flow chart based upon identifying
the optimal split points to ascertain the best classification the system can
attain. Essentially, ‘a decision tree classifies data items by posing a series
of questions about the features associated with the items. Each question
is contained within a node, and every internal node points to one child
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node for each possible answer to its question. The questions thereby form
a hierarchy, encoded as a tree’.2? In relation to how these two approaches
have been applied to credit risk modelling, Golbayani et al. produced a
comparative study between ANNs, SVMs and Decision Trees. They found
that while SVMs and ANNSs (specifically Multi-Layer Perceptron [MLP])
methods are proving to be the most popular, it is decision tree methods
which are outperforming everything else.??

The effect of this is that market participants, such as institutional
investors or issuers, can compute credit risk analysis themselves to a high
degree of accuracy. This allows market participants to make better deci-
sions and, potentially, to better predict and anticipate how credit rating
agencies will judge creditworthiness. However, no model has been able to
absolutely predict how a credit rating agency will ascertain the creditwor-
thiness of an issuer or a particular debt-based product which brings forth a
multitude of questions about the processes being adopted by credit rating
agencies.

3.3 CREDIT RATING AGENCY ADOPTION OF Al

Currently, at the time of writing in 2025, it is not possible to know how
credit rating agencies are utilising Al techniques in their credit rating
processes. It is not possible because, as of yet, the credit rating agencies
have not been compelled to make this information public. Even with that
limited information however, we can categorise evidence relating to how
credit rating agencies are integrated Al into two categories: first, how the
credit rating agencies may integrate Al technologies within their rating
processes, i.c. for the development of credit ratings and second, how the
credit rating agencies are utilising Al to enhance their product ranges
for their varied client base, ranging from investors to issuers, and general
market participants in between. Examples include S&P’s enhancements
to its S&P Capital IQ Pro service, which now includes ‘Document Intel-
ligence’ and ‘Chat 1Q’. ‘Document Intelligence’ essentially allows users
to generate reports by asking questions, based upon millions of docu-
ments.>* For Moody’s, they have revealed that usage of their ‘Research
Assistant’—essentially the same product—has led to users accessing 60%
more data while reducing task time by 30%, while there was also a 35%
increase in sustained readership.25 The sentiment is that the market is
finding the credit rating agencies” deployment of Al useful.
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S&P Capital 10 Pro and Moody’s Research Assistant

Both S&P’s Capital IQ Pro and Moody’s Research Assistant prod-
ucts represent the premium services the two leading credit rating
agencies are offering to market participants. Both products allow
registered users to utilise a variety of Al-powered functions to
collate, categorise, summarise, and evaluate the many millions of
documents that each credit rating agency has at its disposal.

S&P Capital IQ Pro

At its core, Capital IQ Pro provides a dualised service, consisting
of Document Intelligence and ChatlQ. Document Intelligence is
a service which ‘from leveraging smart summarization to assessing
natural language processing (NLP)-derived sentiment scores]... |
transforms how analysts engage with critical information, enhancing
their decision-making capabilities’. ChatIQ is more focused on the
needs of banking and buyside analysts. It facilitates comprehensive
company and industry analysis, market monitoring, financial anal-
ysis, and strategy research. Upon launch, ChatIQ was only available
to select clients, but the Agency is planning to roll it out more
widely in 2025.

Also, S&P has said that it will donate $50 to charity for every
mistake or omission generated by the system.

Moody’s Research Assistant

Similarly, Moody’s Research Assistant was launched towards the
end of 2023. The system is aimed at industry professionals who
want to ‘get real-time answers’, ‘generate holistic insights’, and
‘accelerate your workflows’. Like its counterpart at S&DP, this service
allows registered users to run complex analyses on a company or a
sector, gather key information from across Moody’s library of infor-
mation, and instantly receive bespoke credit memos and information
on topics, targets, or sectors of its choosing.

In celebrating the product’s first year in service, Moody’s stated
that the product was the ‘the fastest adopted product ever to
come out of Moody’s’, with more than 100,000 questions asked
of the system in the first year of operation. Statistics laid out by
Moody’s suggest that users could end up saving more than 27% of

45



46 D. CASH AND N. TKACHENKO

their time by using Research Assistant, leading Christina Pieretti—
General Manager of Digital Insights for Moody’s Analytics—to say
that ‘analysis that used to take hours can now be accomplished in
minutes...’

However, of the two categories, data relating to the first category—
credit rating agencies integrating Al into their credit rating-developing
processes—is lacking. This may be for a variety of reasons. The most
obvious is that the rating process, which has been honed over the many
years of operation, is arguably the credit rating agencies’ main weak-
ness with regards to becoming exposed to liability. In the European
Union, for example, the credit rating agencies are exposed to 84 different
types of infringements that can trigger civil liability.?® Article 35 of the
2011 Regulation specifically states that ‘where a credit rating agency has
committed, intentionally or with gross negligence, any of the infringe-
ments listed in Annex III having an impact on a credit rating, an investor
or issuer may claim damages from that credit rating agency for damage
caused to it due to that infringement’. However, as Lehmann does note,
‘mere negligence is not enough... liability is only incurred if the rating
agency acted intentionally or with gross negligence’.?” Nevertheless, the
same standard is applied in the United States, with the Dodd-Frank seem-
ingly lowering the bar for private legal action to be taken, although in
reality the bar is high; claimants must “only prove that CRAs knowingly or
recklessly failed to conduct a reasonable investigation of the rating secu-
rity’.28 <Only’ is purposefully emphasised here to highlight an issue—just
how an investor is supposed to prove that the credit rating agencies know-
ingly or vecklessly fuiled to conduct a reasonable investigation is another
matter entirely and this constitutes the high bar in question. Neverthe-
less, for the credit rating agencies, the two pieces of legislation from the
jurisdictions which supervise them most closely inject the need for great
caution. With the focus here being on how Al may be integrated to affect
their credit rating processes, it makes perfect sense that the credit rating
agencies will not provide too much information (at least until they must).

Moody’s President Michael West remarked that the credit rating
agency sees Generative Al as ‘an enabler to human judgment in the
rating process’. Although Moody’s CEO was apparently quick to add that
Moody’s ‘will be deliberate and transparent in the rating agency in terms
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of how we leverage Generative Al [and that] we are in dialogue with our
regulators to make sure that they understand how we’re going to do that’,
the point remains that the credit rating agency #s actively utilising Al to
aid with its credit rating process.?” How they, as well as S&P Global, are
doing that is varied. One way in which it happening is by integrating Al
‘tools’ to help analysts. In 2023, Moody’s deployed a trial of ‘GitHub Co-
Pilot” which ‘serves as a companion to coders’. Moody’s Analytics’ Head
of GenAl and Quantum—Sergio Huerta—noted that GitHub Co-Pilot ‘is
similar to your phone’s “autocomplete” function—except its for program-
mers’. The programmers at Moody’s reacted well to the trail, with 86%
of users saying that using the tool ‘sped up their daily coding tasks, more
than half reported a productivity speed-up of greater than 20%, and more
than a tenth reported a productivity speed-up of greater than 50%!” As
a result, Moody’s moved forward with an enterprise licence for the tool
and, separately, created an Al assistant they have called ‘Moody’s CoPilot’
which is ‘enabling users across the organisation to harness the power of
Generative Al without traditional coding experience’.3°

S&P Global have reported similar strategies and experience. S&P’s
Chief Digital Solutions Officer remarked recently in an interview that
‘we’re entering what we call “Al 2.0”. Early Al efforts focused on
structured, tabular data. Today, Kensho, our Al and innovation Hub,
leverages advanced machine learning and natural language processing
(NLP) to transform unstructured data...’®! An example provided by
Swamy Kocherlakota is ‘take a 10-K document, which is hundreds of
pages long, containing detailed metrics and business intelligence. Instead
of manually searching through it, you can ask Al a specific question,
like, “Is this company profitable?” Our advanced Al tools analyse struc-
tured and unstructured data to identify relevant sections and extract key
insights. If the answer is explicit, Al finds it. Al can also suggest questions
the user didn’t even think to ask’. Yet, this is an example of an output from
a particular process that is being utilised at S&P and, for Kocherlakota, the
‘real value isn’t in the Al itself or the model, but in the applications and
what you do with them’. He discusses how S&P have created an internal
platform call S&P Global Spark Assist, which all 40,000 employees now
have access to. He explains:

What sets us apart is our strong culture of learning. We trained them on
how to use S&P Global Spark Assist, and it’s now evolving into a powerful
tool. Employees create prompts, which we call “sparks”, and then can share
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them across teams and across the organization. We have even developed a
prompt library for these sparks.

We’ve also integrated this system with internal APIs, allowing low-code or
no-code workflows. For example, a prompt can query an external database,
pull the information back, and deliver an answer seamlessly. Employees
can choose from multiple models, and entitlements are in place to ensure
appropriate access.

This grassroots initiative has taken off, with employees sharing and building
on sparks.32

According to Kocherlakota, the big focus for S&P Global should be
‘process mining’. Process mining involves extracting insights from digital
traces left in systems and then building new strategies with that data. A
credit rating agency, theoretically (and especially if they were given access
to a company) could do this firstly for themselves, but also for other
companies to better understand their internal creditworthiness. For the
credit rating agency themselves, process mining could be crucially impor-
tant. It would derive information from analysing the sequence of activities
that may be involved in credit evaluations, which would allow the credit
rating agency to then uncover any inefficiencies or unnecessary loops in
the process. This would then allow the agency to identify what are called
‘bottlenecks’ which may be any delays in the wider process—whether
in the data collection, analysis or decision-making phases—which, when
brought together, would potentially increase the efficiency and therefore
the relinbility of the credit rating that is ultimately produced. In addition,
being able to control processes better may allow the credit rating agency
to comply with external regulation. This control of processes would allow
the agency to better demonstrate to investigating regulators say, during
a mandated visit, that the rating process was as protected as it could
be from particular conflicts of interest (like collaboration between sales
representatives and credit rating analysts, which is forbidden).

Moody’s, during a report published in 2024, outlined what they
believe are the ‘four stages of GenAl maturity’ and there may be insight
to be gleaned for our understanding.33

1. The first stage is basic chatbots and rudimentary RAG frameworks.
RAG stands for Retrieval-Augmented Generation and it combines
two particular components—Retriever and Generator. The Retrieval
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stage is concerned with scanning through a large database of infor-
mation to match the query with relevant information that it finds.
However, as Moody’s say in their report, at this level ‘Al is basic,
prone to hallucinations, and requires extensive human review’.
Here, ‘hallucinations’ refer to when the language model gener-
ates responses that are not rooted in data, but in patterns that it
has recognised. This is why, as Moody’s say, such models require
extensive human supervision.

2. The second stage is where ‘augmented intelligence brings context-
specific capabilities, allowing models to assess implications and
determine the appropriate tools for each situation’. Moody’s call this
‘advanced RAG’ but emphasise that human supervision is still a very
important part of the process. Dieu et al. discuss how Advanced
RAG methods include ‘Multi-Stage Retrieval’ (initial retrieval is
refined by subsequent rounds of retrieval) and ‘Fusion Techniques’
(attention-based or learning-to-rank models are added to the initial
retrieval to better assimilate the findings with the generator).3*

3. The next stage according to Moody’s is ‘Augmented Intelligence’
which involves Al executing small tasks or making basic recom-
mendations. Examples that Moody’s raise include entity or address-
matching, data hydration (providing the system with extra data to
aid its task, like relevant data from external sources or incorporating
other databases, etc.) and anomaly detection.

4.The final stage is ‘Autonomous Intelligence’. This involves,
according to Moody’s, ‘Al’s ability to plan, execute those plans,
evaluate outcomes and adapt accordingly. This may involve groups
of specialised agents contributing their unique perspectives and
using different skills and multi-modal interaction (vision, voice and
even robotics).

It is this stage of Autonomous Intelligence which presents, potentially,
the most issues. As the Moody’s reports concludes:

At this stage, we are exploring which tasks and projects are suitable.
Examples include software development and analyzing a small business’s
financials with the same level of scrutiny applied to a Fortune 500 company.
AT agents are designed to bring us to the last stage of autonomous intelli-
gence. They can handle more complex tasks where a simple question and
answer may not be enough. Some examples could be analyzing financial
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reports, generating insights, and even making predictions. The agents can
understand nuanced queries, learn from interactions, and provide tailored
responses that evolve over time.3®

The report discusses how, unlike a traditional chatbot, these
autonomous agents can develop information in an iterative manner. The
report then goes further by asking us to imagine several of these agents
interacting with each other, each with different specialities. As the report
says, ‘we could have a credit risk specialist agent; an Environmental, Social
and Governance one; a news analyser; several business analysts; and a
team of coders that could create software on demand to fetch infor-
mation and generate insights’. Most critically, the report concludes with
‘Moody’s has been at the forefront of deploying Al agents, leveraging
several advanced frameworks to enhance their functionality. During 2023
we extensively experimented with a multi-agent simulation framework.
By the end of 2023 and going into 2024, we saw fundamental improve-
ments in the technology that could lead us to build enterprise-grade
production applications. On one hand, LLMs are getting better, faster,
and more accurate’. This is critical because the question(s) then becomes
how is this supervised? How does a regulator stay on top of these devel-
opments? How does a. the credit rating agency trust the outcome of these
autonomous processes, and b. how do they signal the accuracy of these
processes to outside parties like, say, the regulator?

Moody’s are currently deploying these models and processes. They
deploy ‘Autogen’, an advanced natural language processer developed by
Microsoft. In addition to this, they utilise CrewAl, an open-sourced
multi-agent orchestration framework created by Joao Moura.3¢ Moody’s
say that CrewAl is particularly useful for when human expertise and Al
capabilities need to complement each other. Lastly, the use Langraph
which ‘employs a graph-based system to represent agent workflows and
can be used to analyse complex data relationships’.3” However, it is not all
plain sailing. The report says that ‘for more extensive cases in production,
agents need to be tamed and their abilities constrained, from avoiding
hallucinations to maintaining alignment with user requirements’. Simi-
larly, the credit rating agency also deploys ‘Ragas’, which is a system
whereby a Large-Language Model is deployed as a ‘judge’ and is ‘asked
for the correctness of the answer following an extremely specific score-
card and criteria among other frameworks to evaluate our Al agents’
performance’.
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This concept of using LLMs as the ‘judge’ to these highly autonomous
processes is the key for regulators, or at least ought to be. There are recent
developments which are specifically focused on this interaction whereby
LLMs are being deployed as judges. Cappy, developed by Google, ‘takes
in an instruction and a candidate response as input, and produces a score
between 0 and 1, indicating an estimated correctness of the response
with respect to the instruction. Cappy functions either independently
on classification tasks or serves as an auxiliary component for LLMs,
boosting their performance. Moreover, Cappy efficiently enables down-
stream supervision without requiring any finetuning...”3® There is also
KAIST’s Prometheus 2 model, which is an open-sourced LLM that
specialises in evaluating other models and which research has suggested
is currently demonstrating ‘the highest correlation with both human
evaluators and proprietary LM-based judges compared to existing open
evaluator LMs’.37

These developments signal the speed of development. Moody’s seem-
ingly acknowledges this. In its report, the credit rating agency does indeed
state that ‘as we advance through the stages of GenAl maturity, it is crucial
to comprehensively address Al safety. It is paramount that Al systems
operate reliably and ethically. This involves implementing robust safety
protocols, continuous monitoring, and rigorous testing to prevent unin-
tended consequences’. This, essentially, is the purpose of this book. How
that is done is now of the utmost importance. On Moody’s own website,
there are only fleeting references to this issue of safety, with declarations
not extending past the likes of ‘we will explain our approach to Al trans-
parently’, or ‘we will use Al responsibly in line with our values’.*? As
we shall see in the next chapter, the current approach by the credit rating
agencies—and especially the Big Two—is that the environment is too new
to make an solidified commitments, so only declarations like those passive
statements above will suffice in the current environment. This book will
conclude that, perhaps, that is not enough.

3.4 ACQUISITIONS

Now we have been introduced slightly to how the leading credit rating
agencies are integrating Al into both their rating processes and the tools
they offer the marketplace, it is worth trying to capture the current
picture of where the agencies are evolving. One way to capture this is to
better understand their Acquisition decisions. Recently, there has been a
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focused effort by S&P Global and Moody’s to incorporate key Al-related
businesses. While the credit rating agencies have, for a long time, had a
policy of monitoring start-ups and then taking them over if the products
generated by the start-ups were proven to be useful,*! they also invest
considerable sums into buying key market developers.

In 2018, Moody’s made a minority investment into QuantCube.
QuantCube is a Paris-based ‘innovative provider of real-time, Al-based
predictive analytics for corporate clients, financial institutions and invest-
ment managers”.*> QuantCube developed an approach they labelled
‘nowcasting’ as part of their Macroeconomic Intelligence Platform, which
can then be applied to different sectors. The sentiment of the ‘nowcast’ is
to provide indices on particular variables that are applicable to the sector
the user is looking at, which in turn then allows the system to generate
‘critical insights’.*3 In 2021, Fitch also provided a minority investment for
Sigma Ratings. Fitch led a $6 million funding round for the start-up to
develop its global risk intelligence platform, which aims to develop non-
financial and risk event indicators that can indicate potential governance
risks and financial crime.** Speaking at the time of investment, Fitch’s
President Ian Linnell said that ‘the way they deliver information through
machine-driven analysis means it is more structured and efficient’. 4>

Yet, more recently, the Big Two have made moves to signal their inten-
tion. On January 6, 2025, S&P Global announced that it had acquired
ProntoNLP, ‘a leading provider of Generative Artificial Intelligence
tooling, allowing users to derive differentiated insights from unstructured
and structured data’.*® Frank Tarsillo, S&P Global market Intelligence’s
Chief Technology Officer, said that ‘by integrating ProntoNLP’s cutting-
edge expertise in signal processing with our existing platforms, we aim
to enable richer context understanding, more accurate predictions, and
faster decision-making’. This acquisition may suggest that S&P have felt
it necessary to bring in external expertise to address some shortcomings
in their current systems. Just seven days later, Moody’s announced that it
had acquired CAPE Analytics, ‘a leading provider of geospatial Al intel-
ligence for residential and commercial properties. The acquisition will
bring together Moody’s industry-leading Intelligent Risk Platform and
catastrophe risk modelling for the insurance sector with CAPE’s cutting-
edge geospatial Al analytics, creating a sophisticated property database
capable of delivering instant, address-specific risk insights’.*” It is likely
not the case, but we may be able to derive some information from the
fact that Moody’s is bringing in expertise for a specific sector, while S&P
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have brought in expertise to improve their core systems. Moody’s is often
congratulating itself for being the first of the oligopolistic members to
embrace Al-related technologies, and it is potentially revealing that their
recent acquisition is very sector-specific (it had only recently acquired
‘Praedicat’, a provider of Casualty and Liability modelling for insurance
companies).*8

The recent acquisitions by the Big Two show that investment into
their Al-related systems is very much on the agenda. The Big Two are
going ‘all in’ on Al, that much is clear to see. It remains to be seen if the
investment will continue or whether they will continue to build their capa-
bilities in-house. The culture of the Big Three however, one in which the
participants of the oligopoly understand the strength that can be derived
from that position, means that there could be many other acquisitions of
start-ups and specialised players in the years to come.

3.5 CONCLUSION

Technology is evidently critical to the art of assessing creditworthiness
but, in the modern day, Al-related technologies will come to define the
credit rating process. Whether it is for researchers and analysts seeking
to predict and anticipate the ratings of the credit rating agencies, or the
credit rating agencies themselves seeking to make their rating processes
more efficient, Al will be a central theme for the world of credit ratings
for some time to come. Yet, it is an application of a technology that is
focused on efficiency to a sector that is about subjective opinions that
perhaps prevents the technology from becoming supreme.

It is undoubtably true that for credit rating agencies and private
analysts alike, Al technologies allow the process of synthesising substan-
tial amounts of data to be almost seamless. However, in the next chapter
we will start to assess this issue from the perspective of the regulator and
the legislator, and the reality is that for all the positivity coming from
inside the credit rating agencies, the story is not simple. There are signif-
icant concerns that have not yet been considered. But, to its credit, a
report by S&P in 2024 did meet this concern head-on. Melissa Incera, a
research analyst within S&P’s M&A team, said that while the research is
identifying that GenAl is increasingly being served by credit rating agen-
cies and subsequently used by their users, ‘there remains a mountain of
hidden complexity, governance challenges, and additional development
as these entities become more complex and autonomous’. Interestingly,
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Incera concludes that ‘these issues must be proactively addressed — other-
wise, this trend may only perpetuate the disillusionment already emerging
around GenAl in the short to medium term’.*° The sentiment of the
report by Incera is that agentic Al is the evolution of LLM-based Al but,
again, caution is offered:

It bears mentioning that as agentic architectures develop, so does the need
for robust governance structures to ensure these entities are compliant and
safe to use at scale. Unlike LLMs, which primarily process and generate
text, Al agents can interact with the environment, make decisions, and
potentially take actions. As these agents grow more autonomous and
capable, questions will arise about accountability, bias and potential misuse.
This places higher emphasis on strong governance frameworks, like clear
guidelines for agent behavior, robust security measures, and regular audits
of AT agent systems. Although MLOps focuses on the life cycle of machine-
learning models, AgentOps, a newer concept, extends these principles to Al
agents, focusing on their training, deployment and ongoing management.
Ultimately, a well-governed Al agent ecosystem is crucial to harnessing the
benefits of these technologies, while minimizing potential drawbacks.””

These warnings are important. If a strong governance framework is
critical, how that governance framework is designed, against what param-
eters, and how it is communicated with the outside world are all vitally
important issues to engage with. But, with regulators seemingly strug-
gling to stay ahead of a curve that is constantly shifting in the field of AI,
the role of regulators, legislators and standard-setters in the near-future
will be defining for the sector. Now, we must consider all these issues
from the perspective of those with the responsibility to make sure all of
this novel technological evolution does not end up in catastrophe.
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CHAPTER 4

The Regulatory Perspective

Abstract The position, constitution and potential options for regulators
in the field are presented in this chapter. The foundation developed in
previous chapters is utilised here to contrast with the actions of credit
rating regulators in key jurisdictions for the leading credit rating agen-
cies. The European Union, as a leader in this space, is analysed specifically
because of the relative importance of its new Al Act, which is consid-
ered generally and from the perspective of the credit rating agencies.
The chapter concludes with a distinct analysis of the concept of ‘Co-
Regulation” which has been identified as the chosen format of regulation
of Al technologies; the intricacies of this approach are considered in the
chapter.

Keywords Al regulation - Co-regulation - EU AI Act - Regulatory
capture - Risk governance - Legal accountability

4.1 INTRODUCTION

The central themes of the prematurity of the credit rating agencies’ inte-
gration of Al technologies are, perhaps unsurprisingly, repeated when we
look at the situation from the regulatory perspective. Particularly in rela-
tion to the credit rating agencies specifically, regulators are only at the very
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start of their journey. However, there are principles quickly emerging in
the larger relationship between the State and Al governance more gener-
ally that are directly attributable to our focus on the credit rating agencies.
Key governance approaches and philosophies have been evolving over the
past few decades which, today, represent the foundational launchpad that
any credit rating agency-related Al regulation will launch from. The key
question is whether those principles comfortably align with the realities
of the credit rating sector, or not.

To understand this better, this chapter begins by assessing how regu-
lators are currently understanding the challenges that may emanate from
the credit rating agencies’ usage of Al technologies. We already know
that the technologies are fluid and evolving, so getting a picture of how
regulators plan to get ahead of this evolution, if at all, is important. Regu-
lators have a unique authority which allows them to canvass the views
and considerations of market participants like few others, and those views
and considerations will be key to our understanding. Yet, to really under-
stand whether regulators and regulatory frameworks may be appropriate
to properly balance the needs of the economy with the needs of society,
our analysis will also go into deeper discussions relating to general Al
regulatory approaches. This is useful because the world is yet to deter-
mine nor understand how credit rating agencies will integrate Al into
their processes. Current regulatory techniques and approaches, however,
are the foundation for what will be applied so that knowledge will stand
us in good stead.

To conclude that analysis, we will interrogate a concept that is seem-
ingly bound to become central to this field: co-regulation. Co-regulation,
as we shall see, is proving to be the predominant approach favoured by
regulators in key jurisdictions for credit rating agencies and Al technolo-
gies moreover. The benefits and the drawbacks will be reviewed against a
backdrop of analysis that considers the potential for co-regulation to lead
to greater issues. Co-regulation may, of course, prove to be successful
but it is the constitution of the regulatory target—Al—that is causing
concern for onlookers. The potential for automation leading to real-world
impact without the adequate levels of human supervision is apparently
of great concern. We will counterbalance this concern with the reali-
ties as put forward by the leading credit rating agencies—automated and
independent artificial intelligence is predicted to be the ultimate stage of
development but, without the necessary regulatory framework governing
that evolution, does that mean catastrophe is inevitable?
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4.2 CREDIT RATING REGULATION FOR THE NEW ERA

The first important aspect to note is that of the two main jurisdictions
for the large credit rating agencies, only the European Union appears
to be actively considering this issue of Al integration within the credit
rating space. The two jurisdictions, aside from current geopolitical differ-
ences that are brewing since President Trump’s second term in office
began, represent vastly different regulatory philosophies. For example,
Gamito et al. discuss how ‘Co-regulation was noted by the United States
Congress in 2002 to describe certain aspects of European legislation... the
EC pragmatically funds standards and ex ante supports co-regulation in
cases where the US would ex post regulate via competition law’.! Further,
Newman and Bach state that:

In the U.S., the government induces self-regulation largely through the
threat of stringent formal rules and costly litigation should industry fail
to deliver socially desired outcomes. Industry thus views self-regulation
as a pre-emptive effort to avoid government involvement. The relation-
ship between the public and private sector is spotty, formal and frequently
adversarial. We label the ideal-typical U.S. model legalistic self-regulation.
In Europe, public sector representatives meet with industry and agree
on a joint course of action. Here, private and public sectors view each
other as partners in an often-informal self-regulatory process. Coordinated
self—regzulation is the term we use to describe the European ideal-typical
model.

It is within those differing regulatory environments that credit rating
agencies will find themselves imminently. However, the US is yet to take
a concerted action or pathway to a regulatory framework where Al is
concerned.?

In Europe, the regulatory machinery has produced the Al Act, which
will be reviewed in more detail shortly, and has made announcements and
comments on AI’s relationship with particular sectors rather frequently.
For example, in the new ESG Rating Regulation, launched at the end
of 2024, the Regulation cites artificial intelligence on only three occa-
sions, stating that ESG Rating providers must disclose to the public
‘where applicable’ reference to the use of artificial intelligence in the data
collection or rating process including information about current limita-
tions and risks of using artificial intelligence’.* In a Public Statement
in 2024, ESMA (the EU’s primary securities regulator) when discussing
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the provision of financial services said that ‘the principles and controls
outlined in this statement would aim at reminding firms that they should
have in place appropriate measures to also control the use of Al systems
by employees in any form, including any third-party Al technologies,
whether specifically envisaged or already adopted by the firm itself or
without any direct knowledge and approval of senior management’.?

The sentiment from the financial regulator in Europe is a clear one.
It is actively providing the marketplace with instruction as to what will
be deemed acceptable by the regulator. ESMA has acknowledged that
there are considerable risks associated with using Al technology, and it
categorises these risks into the following groups:

e Lack of accountability and oversight (overreliance). The sentiment
for the regulator here is that providers and users could all too easily
relegate human judgement for automated outcomes. The regulator
contextualises this problem, saying ‘this over-reliance can be particu-
larly risky in complex, unpredictable financial markets where Al may
not accurately predict outcomes’.

e Lack of transparency and explainability /interpretability. The regu-
lator puts forward its concerns that the complex underpinnings of Al
technologies are often ‘black boxes” which, in turn, makes it difficult
for staff at all levels to understand the processes they are using, and
in turn any potential issues that may arise from that usage.

e Security and Data Privacy. The regulator is also concerned with the
data issues and privacy issues that will inevitably arise when there are
considerable amounts of data being stored.

e Robustness and the reliability of the output. The most headline-
grabbing concern, perhaps, of the utility of Al is the issue of bias
and system training. The regulator points to the potential of ‘hal-
lucinations’ within the technology that can warp the reliability of
the output produced by the technology. Also, the regulator notes
that ‘training data used to develop the Al tool can also introduce
biases in the way results are computed making predictions incorrect/
inaccurate. These biases are often difficult to identify and correct’.®

On that basis, ESMA took another opportunity—this time directly
pointed towards the credit rating agencies and benchmark administra-
tors during a consultation on developing guidelines—to provide clear
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direction on what will be required. Though there has not been formal
regulation or legislation for credit rating agencies (yet), the following is a
clear instruction for what will be acceptable, and what will not:

Nonetheless, ESMA has also taken the opportunity to expand and clarify
some of its expectations related to technology given the growing risk and
opportunities provided through its use. For example, where a company
uses artificial intelligence (AI), its internal control framework should be
mature enough to assess and manage the risks of Al and to be inte-
gral to the AT lifecycle within a company. This includes the establishment
of a supervised entity’s Al strategy, ethics and principles, an appropriate
governance and risk management framework, sufficient disclosures and
system documentation, and controls around the design criteria, modelling,
training, evaluation and deployment of Al systcms.7

Earlier in 2023, ESMA had produced a report that sought to under-
stand the rate of development within the financial sector regarding Al
integration.® After warning of similar risks as other reports—like explain-
ability, interconnectedness and systemic risk, algorithmic bias, operational
risk and data quality—the report captures the views of the credit rating
agencies with respect to how important Al currently is from their perspec-
tive. Against the backdrop of the warning from ESMA that most of the
risks identified by ESMA are not inherent to models or algorithms devel-
oped by AL, but are amplified when Al is used, the report utilises a survey
sent to credit rating agencies which asked what they believed with the
primary risks with integrated Al into their business (Fig. 4.1).

Despite suggesting that modelling and ethical concerns were the
primary issues they were facing, surveyed credit rating agencies responded
rather unanimously that ‘these risks had yet to materially affect their activ-
ity’.2 This is because, according to the surveyed credit rating agencies
(who exactly was surveyed and the total results of the responses have not
been made public) they are in no way seeking the ‘automate the credit
rating assessment process’. Instead, they are mostly using Al technology
to source information (Fig. 4.2).

It is worth pausing here for a moment to focus on this declaration. The
idea that the agencies would seek to automate the credit rating process
may sound obvious—more automation means less need for credit rating
analysts—but a deeper understanding results in the realisation that full
automation is the last thing a credit rating agency would want. More
automation in the credit rating process means less need for the credit



66 D. CASH AND N. TKACHENKO

Fig. 4.1 CRASs’ views on Al risks. Diverse risks considered, but yet to mate-
rialise (Noze The chart is based on a survey sent to 24 CRAs based in the EU
in April 2022. Eleven CRAs provided their responses to the question ‘What do
you consider the key risks of using Al in credit rating operations?’ Sustainability
concerns refers to the energy consumption linked to distributed ledger tech-
nology. Source ESMA, Artificial Intelligence in EU Securities Mavkets [2023],

p- 18)

Fig. 4.2 Activities performed with AI by CRAs. CRAs use Al mostly in support
functions (Noze The chart is based on a survey sent to 24 CRAs based in the
EU in April 2022. Eleven CRAs provided their responses to the question ‘Does
your entity make use of Al to perform one or more of the following activities?’
Source ESMA, Artificial Intelligence in EU Securities Markets [2023], p. 16)
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rating agencies, full stop. It is for this reason that credit rating agencies
fight tooth and nail not to have their methodological process infringed
by outside entities and why legislators and regulators make physical refer-
ence to their actions never amounting to infringing on methodological
processes. The credit rating agencies are seeking to find a ‘sweet spot’
whereby they can make their processes more efficient but equally retain
their subjective role as opinion providers on creditworthiness, which is
ultimately their systemic role.

Continuing, ESMA suggest that another key issue that must be consid-
ered when contemplating how credit rating agencies may best integrate Al
is in the understanding that ‘in short, AI depends on data as its “fuel”: the
success of Al tools is highly dependent on data quality, and poor-quality,
noisy data can easily result in unreliable models’. This is pertinent from
the perspective of the credit rating space because there are two specific
areas of credit rating agency business where poor-quality data has had
and is having a demonstrable effect. We saw how, in the lead up to the
Global Financial Crisis, poor-quality data on the underlying mortgages
in RMBS CDOs was not picked up by credit rating agencies and then
amalgamated into their fallible methodologies and processes. Similarly, a
common complaint of the credit rating agencies in relation to the current
‘debt crisis’ affecting the developing world is that data coming from
developing sovereign nations is not strong enough or complete enough
for more accurate ratings to be produced.!? Extrapolating from ESMA’s
concern, such high dependence on data quality puts the world’s most
vulnerable at an even greater risk in the capital markets than they already
face if Al were to be more widely adopted without the necessary controls.

In other reports, credit rating agencies have maintained that their inte-
gration of Al is at a very early stage and that, as such, no material issues
have arisen.!! In a recent public consultation, ESMA asked the market a
series of questions relating to potential amendments to the CRA Regula-
tions in Europe. Their final question of twelve asked: ‘Do you see merit
in requesting a disclosure of the use of technological innovations such as
Artificial Intelligence (AI) in the rating process?’'? The answers from the
credit rating agencies in the Final Report were telling.!3 In summation,
ESMA concluded that ‘the majority of the respondents recognized that
increased transparency when it comes to the use of Al by CRAs, could
be of benefit to the market, while noting that such a legislative change
could be premature at this stage. In this regard, respondents were most
supportive of increased levels of disclosure in cases where Al technology
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is used in the creditworthiness assessment, with a reduced necessity for
such disclosures when it was applied merely for efficiency purposes, like
document review’. But, separately, the credit rating agencies had their say.

The European Association of credit rating agencies responded that
‘We are of the view that this topic goes well beyond the overall frame-
work of this consultation focusing on ESG factors and rating outlooks.
We think that questions linked to technological innovations in the rating
process (such as artificial intelligence) would require a separate and
detailed analysis (e.g. through an ESMA thematic review or through
round tables) to better define and clarify the use of potentially disrupting
technological innovations in the CRAs world. We therefore request to
postpone any such compulsory disclosure at this stage. If an agency
wishes to disclose such an information, it could do so on a voluntary
basis’.1* While not supporting any submission one way or the other, it is
likely sensible to note that such a technical question ought really to have
been framed within its own consultation, as indicated by the European
Association of credit rating agencies. The importance of this topic was
perhaps relegated, especially as it was the twelfth and final question of
respondents.

Scope Ratings responded by saying that:

Yes, Scope Ratings sees potential merits in expanding disclosure on this
topic. It would foster digital innovation, increase transparency and raise
awareness in the rating industry on innovative approaches while working
towards the establishment of a level playing field among CRAs. Scope
Ratings believes that the general objective to provide transparency or effec-
tive regulatory oversight on the rating process already require de facto
that CRAs eclaborate on the use of technological innovations whenever
they contribute to the elaboration of credit ratings and outlooks. To
enable an effective implementation of the proposal, Scope Ratings will
welcome a greater precision and specification regarding the types of tech-
nological solutions that would require specific disclosures and under which
circumstances disclosures would be required. Scope Ratings understands
this matter is still work in progress and anticipates that the dialog with
regulators on this topic will continue to evolve.!®

This response echoes that of the European Association of credit rating
agencies in calling for more detail on the issue to be presented to the
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marketplace. It quickly becomes evident that while the credit rating agen-
cies are declaring that Al is still at a nascent stage for their business the
importance of Al to the future of the sector is widely accepted.

The Big Three agencies each only had short responses to deliver.
Fitch Ratings said ‘Fitch believes an Al disclosure requirement would
be reasonable if the technology were to be used as part of the credit
analysis process itself. However, we do not see any merit in requiring
disclosure if the technology is simply used for efficiency, such as using
natural language processing to review documents’.!® As we have seen
already and will continue to see, this view is not shared by regulatory
officials. The suggestion that credit rating agencies ought not to have to
disclose information if they are only using Al technology for ‘efficiency’ is
prospectively a very dangerous assertion, as this book will ultimately show.
For S&P Global, the focus falls in line with the European Association of
credit rating agencies, because for S&P ‘We are unsure about this question
in the context of this consultation, including any relevance to the Legisla-
tive Mandate and the other proposed changes to the Delegated Act and
CRAR, as the Consultation Paper provides no explanation or detail. As a
general matter, we understand ESMA’s interest in the use of innovative
technologies by CRAs and can see circumstances in which a CRA may
indeed choose to publicly disclose its use of AIl. However, we would urge
ESMA to conduct a thorough cost—benefit analysis before mandating any
disclosure, in particular at a time when the technology, its use by CRAs,
and Al-specific legislations are still evolving’.!” For Moody’s, the agency
simply responded ‘We would suggest considering this question once that
the EU’s Al Act has been finalised, in an effort to understand the impli-
cations of this horizontal law on CRAs’.!® Finally, Kroll Bond Rating
Services (KBRA) also concluded that:

While there could be merit in disclosure of the use of technological inno-
vations such as Artificial Intelligence (AI) in the rating process, we urge
caution to avoid the premature introduction of a specific disclosure require-
ment. The use of technological innovation, particularly with respect to Al,
is the subject of ongoing consideration by a range of stakeholders including
market participants, investors, service providers, and policymakers.

In order to avoid a disclosure requirement that may be redundant with
existing requirements or may not serve its purpose over the longer term, we
would recommend that this area continue to be closely monitored and that
a specific request for the disclosure of the use of technological innovations
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be made once there is broader consensus around terminology, definitions,
and related guidance.!?

It is no accident that there are clear themes emerging from the
responses. While it is acceptable to suggest that ESMA probably should
not have raised such an important issue in such a flippant manner, the
responses reveal an underlying recognition of the need to protect oneself
against liability. The credit rating agencies, as has been shown in the liter-
ature, are fundamentally and innately tuned-in to the concept of liability
due to the nature of their product and the way they develop their prod-
ucts.?® The new world of AT and all the possibilities that may present
themselves to the credit rating agencies also come with a connected risk:
liability. The credit rating agencies are clearly aware of this.

The current situation then, for the credit rating sector from a regula-
tory perspective, is one defined by transition. The regulators are starting
to ascertain what standards may be required (like adequate internal frame-
works, etc.) but those declarations are not being supported by a wider
legislative or regulatory framework evolution. Instead, the credit rating
agencies are adopting a defensive position bound by the need to protect
their fragile businesses from liability claims. Therefore, it is evident that
the regulatory framework needs to develop quickly to keep up with the
pace of change. The important question then is how the framework
should now develop. If it favours speed of development over quality of
development, it may make irrevocable mistakes. However, if the priority
is quality over speed, the regulatory framework risks being applied to a
marketplace that has long since moved on. Finding the right balance is
critical and the pursuit of that balance is affecting the wider intersection
between new technology, community safety and economic development.

4.3 THE REGULATORY CHALLENGE OF Al TECHNOLOGY

The recent but relatively rapid increase in Al technology usage has
led several bodies to consider the regulatory challenges that come with
adopting Al technology. Many of the challenges that face regulators
generally in the Al space will also directly affect the regulators focused
on the credit rating space. Of the issues identified, ranging from regula-
tory capture to the optimal model for regulation to follow, the delicate
balance of stakeholders is proving to be difficult to fully integrate.
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The UK House of Lords’ report in 2024 firstly demonstrates the geo-
political element to the conversation which is quickly starting to dominate
the space. It states, ‘the UK should continue to forge its own path on
Al regulation, balancing rather than copying the EU, US, or Chinese
approaches. In doing so the UK can strengthen its position in technology
diplomacy and set an example to other countries facing similar decisions
and challenges’.>! However, against that backdrop, the Report discusses
two key issues that regulators need to get on top of. First, it discusses
how Regulatory Capture could prove to be a massive hurdle for a State to
overcome. The Report says that ‘throughout our inquiry we encountered
mounting concern about regulatory capture. This might occur through
lobbying or because officials lack technical know-how and come to rely on
a narrow pool of private sector expertise to inform policy and standards. ..
current trends suggest growing private sector influence. Witnesses empha-
sised the limited extent of public sector expertise and the necessity of
closer industry links’.>> Additionally, the framing of the narrative around
Al technologies and the potential for risk is increasingly coming to the
fore, with the Report stating that ‘there has been further concern that
the AI safety debate is being dominated by views narrowly focused on
catastrophic risk, often coming from those who developed such models
in the first place. Critics say this distracts from more immediate issues like
copyright infringement, bias and reliability’. As we have seen, these are
already key concerns being raised by regulators in the credit rating space.

The second hurdle identified by the House of Lords Report is the pres-
ence of material conflicts of interest. The need to bridge the asymmetrical
divide that exists between the public and private sectors in relation to
Al technology means that the people needed to advise may be the same
people who can profit from the technology. On that point, the Report
recommends that ‘the Government should implement greater trans-
parency measures for high-profile roles in Al. This should include further
high-level information about the types of mitigations being arranged, and
a public statement within six months of appointment to confirm these
mitigations have been completed’. The importance of transparency in the
world of Al is clearly visible.

Ultimately, for the UK in its post-Brexit environment, any sense of
conservativism is being challenged. As the Report ultimately concludes:

The Government is not striking the right balance between innovation
and risk. We appreciate that recent advances have required rapid security
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evaluations and we commend the A Safety Summit as a significant achieve-
ment. But Government attention is shifting too far towards a narrow
view of high-stakes AI safety. On its own, this will not drive the kind
of widespread responsible innovation needed to benefit our society and
economy. The Government must also recognise that long-term global lead-
ership on Al safety requires a thriving commercial and academic sector to
attract, develop and retain technical experts.?3

The UK is potentially in a bind. Seeking to build a secure regulatory
environment for this new technology phenomenon is, perhaps, not suit-
able to the current climate around the UK. Rather, more experimental,
pro-Business approaches are being favoured. The UK, given its descension
from the European Union, can perhaps take such risks. The European
Union, however, has very different constraints.

4.3.1  The European Union’s AI Act

Proposed originally by the European Commission in April 2021, the EU’s
AT Act came into force on August 1, 2024.2* Regulation (EU) 2024/
1689, laying down harmonised rules on artificial intelligence, consists of
113 Articles that cover everything from definitions and roles to enforce-
ment strategies and organisation of responsibility across the Union.?® Yet,
with the challenge of legislating for such a fluid and relatively nascent
concept proving to be challenging, the impact of the Al Act has been
divisive. Key to the concerns being raised is whether the Al Act is formal-
ising a technocratic or paternalistic approach that may solidify a lack of
transparency and accountability; when we marry these concerns to the
concerns this book has already identified regarding credit rating agencies,
we can see why the intersection between the two subjects is important.
The intersection between geopolitical supremacy and Al regulation is
growing more substantial by the day. The EU is arguably the first of
the big players to formally enact a piece of stand-alone legislation, which
some argue puts the EU ‘at the forefront of AI Regulation from a global
perspective’.?® Tt is worth noting however that China has also enacted
various formal regulations surrounding Al, but by various administrative
bodies within the jurisdiction.?” However, that leading role on the global
stage has not been seamless, with it being remarked that ‘much remains
to be done to implement it, to promote the responsible use of Al in the



4 THE REGULATORY PERSPECTIVE 73

financial sector, and to enable European citizens to harness the benefits
of Al and the data economy’.?8

The European Union is not blind to this issue. The AI Act is an inte-
gral component of what the EU is calling ‘Europe’s Digital Decade’. As
Keller et al. discuss, there is a desire within the leadership of the EU to
‘ensure that Al “puts people first” [and, as a result, its] recently published
approach to Al expresses clear concerns over the unrestrained develop-
ment of Al applications and their risks, and has elected “trustworthy AI”
as one of the key pillars of its Al policy’. This pillar is adjoined to the
second pillar, namely ‘excellence in AI’.?° This dualised pillar format is
coming to define the European approach and it contrasts with its competi-
tors. Discussing the options for the UK in its post-Brexit phase, Edwards
summarises the state of play on the world stage:

For the UK, choices may be presented between the EU model of ‘trust-
worthy AT’ rooted in a tradition of strong consumer law protection, human
rights and ‘ethics’,7 versus competing notions from the US and China, the
latter especially offering tempting outcomes for developers because of a
lower bar for personal data collection and human rights protection. China
itself seems to be shifting, on paper at least, to a more regulated model for
data and AlI, although the aim may be more to protect the state from the
power of its own tech platform sector than to protect individual rights.
These political shifts may make it even more likely that the EU Act
becomes an acceptable global model. Paradoxically, post-Brexit the UK
may be drawn ideologically away from European approaches to regulation,
especially in the wake of COVID-19, as we are seeing in current debates
over the future of the UK GDPR.30

If the EU is to persevere with this approach, it is important to under-
stand that the two pillars may not be as complementary as they first seem.
It is highly likely that one pillar focusing on trustworthiness could take
away from the pillar focusing on excellence, and vice-versa.3! Finding that
balance between the two is the real test for the Union and, for many
onlookers, it is not passing the test.

The first shortcoming to mention, that scholars suggest is by design,
is that that the AI Act does not really focus on the financial sector at
all. The only real direct focus is in relation to the risk of discrimina-
tion created by Al ‘that evaluate the creditworthiness of natural persons
(“algorithmic credit scoring”)’.3? Although the EU has acknowledged the
obvious impact of Al upon the financial sector, the lack of direct focus in
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the AT Act has been attributed to a conscious effort to balance the trade-
offs between excellency and trustworthiness by deploying two particular
principles: technological neutrality and proportionality.

The AI Act only really prohibits and mainly focuses on ‘high-risk
AT like facial recognition, etc.3® When it comes to sector-based risks—
say, those emanating from how the credit rating agencies may integrate
Al technologies—the EU is ‘hedging its bets’. It is taking a risk-based
approach that is based on the understanding that it already has extensive
frameworks across many sectors that capture the outputs, or the resulting
risks, from a given sector’s engagement with AI.3* In its initial proposal
for the Regulation, the Commission was abundantly clear that its aim was
not to be ‘overly prescriptive’.3® This was to be classified via a hierarchical
understanding of risk (Fig. 4.3).

This classification reveals an underlying philosophy employed by the
European Union. Essentially, ‘the result is a regime that prohibits only a
limited number of Al practices, and that only imposes additional require-
ments and obligations on those Al systems that are considered by the EU
to be “high risk” (and on participants in the production and distribution
chains of those systems — all the way down to final users)’.3” When we

Fig. 4.3 A ‘Risk-based’ approach (Source Adapted from Lilian Edwards, The
EU AI Act: A Summary of its Significance and Scope [2022] The Ada Lovelace
Institute)3©
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consider what ‘high-risk’ actually looks like in this taxonomy, it is clas-
sified as being dependent on its use (Article 6) and on its potential for
posing a risk of harm to the health and safety, or a risk of adverse impact
on fundamental rights of individuals (Article 7). Ultimately, as recited in
Recital 10, the main focus is on the ‘protection of individuals’.

A case could be made for any financial sector having the ability to cause
harm that could be classified as ‘high-risk’ under the EU’s taxonomy and,
at the end of this book, we shall make that case for the credit rating
agencies. By leaving the financial sector—for the most part—undefined
according to the taxonomy presented, the potential for intervention from
the financial sector to self-define the risk they pose is of real concern. It
is for this reason that expert onlookers have concluded that ‘it is hard to
understand why the EU has used its Al Act to address the Al-driven
discrimination risks created by a phenomenon like algorithmic credit
scoring, while leaving bigger picture systemic risk implications entirely
unaddressed... such failure is hard to justify under the principles of tech-
nological neutrality and proportionality’.3® Perhaps, the most important
conclusion is that ‘it could be that the EU’s Al Act actually does a
disservice to the goal of mitigating the systemic risk created by Al. Most
obviously, the Al Act could contribute to the false notion that the most
significant risks created by Al have already been addressed—either in
sectoral regulations, in the case of algorithmic trading, or in the Al Act
itself, in the case of algorithmic credit scoring—at the same time that
Al-driven systemic risk has actually escaped the regulator’s radar’.3"

These potential failures bring forward a critical concept. As Laux et al.
note, the concept of trust is of the utmost concern for the European
Union is rolling out this particular piece of legislation. This is because
‘the effort to develop “trustworthy AI” through regulatory laws such
as the Al Act acknowledges a need for Al to be trusted if it is to be
widely adopted”.*? It is a growing criticism of the EU that it is conflating
notions of trustworthiness and trust with acceptability judgements made
by domain experts, with scholars strongly suggesting that the role of tech-
nocratic experts may not necessarily be the best strategy to develop trust
among the public. The EU have been accused of ‘overselling its regula-
tory ambition and oversimplifying a highly complex and heterogeneous
set of closely related concepts’ but, perhaps more notably, that the EU is
facing stringent criticism for ‘outsourcing decisions’ about which risks are
‘acceptable’ to those who stand to profit from the wide integration of Al
technologies.*!
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The EU is rather quiet on what constitutes ‘acceptability’ of risks—
which is leading to accusations of outsourcing—but the High-Level
Expert Working Group that was convened to assist the Commission did
outline seven key requirements for generating ‘trustworthy Al’:
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. There must be human agency and oversight.

. There must be technical robustness, and safety must be a priority.

. Privacy and data governance must be considered at every juncture.
. Transparency is paramount.

. Diversity is a key requirement when assembling teams to design

Al technology. Also, Non-Discrimination and Fairness must be
cornerstones of the inputs and outputs from the technology.

. Societal and Environmental wellbeing are critically important.
.All technology and their underlying processes must provide

measures for accountability.*?

Edwards notes how the AI Act’s leaning towards ‘co-regulation’
(which we will cover next—essentially, the State’s endorsement of private
self-regulation) and ‘rulemaking by technical standard-setting bodies
operating outside of normal democratic processes’ makes it ‘difficult for
civil society and users to engage with>.*3 Laux et al. take this further and
suggest that one of the key tenets of building trust for AI within the
public is involving public bodies in the process of rulemaking. Yet, the
EU has not chosen that path. Rather:

Under the AI Act, Al developers will predominantly assess the acceptability
of Al-specific risks and thus the trustworthiness of Al. They are deemed
to be better positioned in terms of expertise than a public authority. This
will at least be the case until an external Al auditing infrastructure has
emerged, able to certify compliance with the AI Act. However, for a signif-
icant number of high-risk Al systems, the developers will remain free to
choose whether they want to rely on internal controls or involve a third-
party auditor. Either way, the AI Act thus largely follows a paternalistic
approach.44

The scholars use the seven stages of building trustworthiness, as artic-
ulated by the Expert Working Group, to interrogate this reality of the
EU taking a paternalistic approach and conclude that there is a ‘norma-
tive tension’ between the two pillars of trustworthiness and acceptability.
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The level of expertise seemingly required to understand the technology
is seemingly at odds, at least for the EU, with creating a fully transparent
framework that the public can engage with. The danger that comes with
that approach is evident, especially when we consider the responses of
ESMA in the previous chapter when we were introduced to the credit
rating agencies’ views on the regulator becoming more involved in how
they integrate Al technologies: the credit rating agencies responded by
telling the regulator they needed to see how the Al Act would be adopted
in reality, and the regulator agreed and took no further action. But, in the
real-world, the AI Act places no real emphasis on the credit rating agen-
cies’ business. The emphasis lies with ESMA to proactively identify and
counter any risk, but it appears to be waiting for the Al Act to mandate
it. The cyclical nature to this situation is dangerous because, ultimately,
there is a gross abdication of responsibility brewing.

Gamito and Marsden also note that if technocratic rule is promoted—
where technical expertise is prioritised over democratic principles—then
it makes it extremely hard to undo whatever is developed ex post.*> This
brings to a critical juncture. The question of how the regulation of the
credit rating agencies with respect to their integration of Al technologies
may be deployed will define for us the prospective chances of proactive
intervention in this space which, ultimately, this book advocates for. To
answer that question, we need to look more closely at the concept of
co-regulation.

44 Co-REGULATION

At its core, the concept of ‘co-regulation’ is commonly placed alongside
‘self-regulation’ as ‘forms of interaction between Community processes
and private actors’.*® Co-regulation, as separate from self-regulation,
describes ‘the direct involvement of a public actor in the regulatory
process, which is usually not the case with self-regulation’. It has also
been referred to as the output of ‘top-down’ regulation, whereby the
Community (say, the EU) first sets the legal framework and then stake-
holders fill in the details of how those legal rules will be applied. Usually,
the Community in question will then monitor the observance with the
overarching aims of the legislation.*” John Braithwaite, an early pioneer
in the study of these forms of control, refers to co-regulation as ‘enforced
self-regulation’. He explains that co-regulation falls between the two
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endpoints and presents the best-of-both-worlds. Not only do regula-
tors, who have scant resources usually, now have the ability to focus
on only those who do wrong under a co-regulatory model (instead of
enforcing the rules across the whole sector), but the lack of authority
that comes with voluntarism is simply removed.*® The formal structure
of the co-regulatory method is indeed compelling:

The concept of enforced self-regulation is a response both to the delay, red
tape, costs, and stultification of innovation that can result from imposing
detailed government regulations on business, and to the naivete of trusting
companies to regulate themselves. Under enforced self-regulation, the
government would compel each company to write a set of rules tailored
to the unique set of contingencies facing that firm. A regulatory agency
would either approve these rules or send them back for revision if they were
insufficiently stringent. At this stage in the process, citizens’ groups and
other interested parties would be encouraged to comment on the proposed
rules. Rather than having governmental inspectors enforce the rules, most
enforcement duties and costs would be internalized by the company, which
would be required to establish its own independent inspectorial group. The
primary function of governmental inspectors would be to ensure the inde-
pendence of this internal compliance group and to audit its efficiency and
toughness. Such audits would pay particular attention to the number of
violators who had been disciplined by each company. Naturally, old-style
direct government monitoring would still be necessary for firms too small
to afford their own compliance group.*?

This model, as described by Braithwaite in 1982, makes sense. Bruin
also discusses how there are clear benefits to the approach, including the
ability to rapidly respond to societal and technological developments.>?
However, it is very much based on a set of circumstances which are not
universal. Even a cursory analysis of the applicability to the subject matter
we are looking at (and based on what we have already discussed) shows
the inapplicability to the model as described. First, the leaning towards
technocracy takes ‘citizens groups and other interest parties’ out of the
equation because such technical standard-setters do not ask for comment
on guideline setting. Second, the European machinery has not yet ‘com-
pelled each company to write a set of rules” which would be approved
or sent back for revisions by the regulator. Third, there has been no
suggestion that companies will have to establish their own ‘independent
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inspectorial group’. Fourth, there is also no mention by the European
machinery of the establishment of formal audits.

Nevertheless, Gamito and Marsden discuss how, in Europe, the Euro-
pean Commission ‘pragmatically funds standards and ex ante supports
co-regulation in cases where the US would ex post regulate via competi-
tion law’.%! Since the turn of the century, the European Union has been
steadily embarking upon a regulatory revolution that ‘increasingly puts
emphasis on the use of alternative instruments or on instruments that are
complementary to traditional command-and-control legislation’.5? Espe-
cially in terms of artificial intelligence, the EU is taking a standard-setting
approach and is attempting to utilise its inner machinery to participate in
the co-regulatory approach:

Besides, the legislator can also, and frequently does, not only dele-
gate law-making to technical standard-setting bodies but also entrust
the enforcement of legislative requirements to the compliance with the
standards produced by the delegated body. Pursuant to the Al Act, compli-
ance with harmonized standards or common specifications leads to a
presumption of conformity with the essential requirements, simplifying the
compliance process for providers placing Al products on the EU market.
The post-market monitoring system consists of a conformity assessment
procedure performed by ‘notified bodies’, also called ‘third-party confor-
mity assessment’ bodies. Interestingly, in addition the ESOs will be in
charge of developing standardization deliverables providing procedures and
processes for conformity assessment activities related to Al systems and
quality management systems of Al providers as well as the criteria for
assessing the competence of persons tasked with the conformity assessment
activities. ESOs are already working on developing Al-related standards
that will most likely become harmonized standards, regardless of how the
final Regulation may look.>3

The ESOs referred to above are the European Standardisation Organ-
isations and there are three primary players: the European Committee
for Standardisation (CEN), the European Committee for Electrotechnical
Standardisation (CENELEC) and the European Telecommunications
Standards Institute (ETSI). Their role is to develop and publish technical
standards that are then applied across the Union, to ensure uniformity
across Member States for a variety of technical products and processes.
The Commission chose to ask only CEN and CENELEC to develop Al-
related standards in association with the AI Act.>* ‘The two bodies came
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together in 2021 to launch a Joint Technical Committee and which has
several objectives, including: advancing EU legislation, policies, principles
and values; Considering the adoption of relevant international standards;
Providing guidance to other technical committees on Al-related matters;
Identifying specific standardisation needs in the European context; and
monitoring potential changes in European legislation’.>® According to
the Work Programme of the Joint Committee, they have a large number
of projects due to go to voting stages in 2026, including Frameworks
for Systems using Machine Learning, Evaluation Methods for accurate
Natural Learning processing systems and Al System Logging, among
others.”® However, the largest issue with this approach is that of represen-
tation. Such standard-setting committees are often staffed with industry
stakeholders and civil society groups often find it difficult to permeate
such mechanisms. This has been acknowledged by the EU, as it has
mandated CEN and CENELEC to include SMEs and civil society groups
in its deliberations, but how that may look, how it may be checked, and
whether it may be effective has been doubted.>”

In addition to this role of the ESOs, it is clear from the EU AI Act that
self-regulation is an important part of the co-regulatory approach. It has
been noted that ‘Codes of Conduct in the drafting of the AI Act appear
to have an even more powerful self-regulatory compliance function, espe-
cially for non-high-risk AI systems’,>® while Bruin discusses how Article
69 of the Act encourages the Union and Member States to ‘facilitate the
drawing up of codes of conduct intended to foster the voluntary appli-
cation to ASI-systems other than high-risk AI systems’.%® However, this
integral part of the co-regulatory approach is beset with innate conflicts.
The power and resources of those within the sector dwarfs that of those
outside. The power imbalance of say, the Big Three credit rating agencies
against civil society groups, is pertinent. The real question then becomes
how the democratic process can permeate what is becoming (by way of
European legal design) a very technocratic process. It is also the case that
previous attempts to allow the technical world to self-regulate and then
monitor, i.e. co-regulation, have not turned out well at all.®® Addressing
this power imbalance is the ultimate test for the European Union (and
other jurisdictions) but, seemingly, the EU is not winning the battle.
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4.5 CONCLUSION

Identifying that your jurisdiction needs to take action in a particular space
is one thing, but the real crux lies on how you take that action. It is
abundantly clear that Al needs to be constrained by regulation, but the
method that is chosen may define the outcome of the relationship with
the novel technology. For the European Union, the constant but delicate
battle that exists within the bloc to maintain authority but acknowledge
and promote the individuality of its Member States has led to an approach
whereby paternalism is reigning supreme.

Paternalism makes sense in this arena for a lot of reasons. The technical
capacity needed to even understand the world of Al, never mind seek to
amend it, is significant. For the most part, the general public do not have
such a capacity. Civil society groups, often promoted as a key democratic
tool, do not have the technical capacity either. Perhaps, for that reason,
they have effectively been locked out of the process so the EU can priori-
tise getting its regulatory framework technically accurate. However, some
of the key principles that form the foundation of ‘trustworthiness’ require
the EU to take a more collaborative approach. Such paternalism prevents
the public from seeing the nuts and bolts of the decision-making process,
which is critical. If things go badly wrong, which they very well might
in such a highly technical arena, the public will demand answers. In this
current approach being adopted by the EU, who are early pioneers in
building such a formal regulatory framework, those answers will not be
forthcoming.

This is the balancing act the European leadership face. It is critical that
they do not let this arena develop into something they cannot control,
but the manner in which they are pursuing that objective means, if it
does cause catastrophe, it is they who will be punished. It is questionable
whether the European Union’s constitution is strong enough to with-
stand such pressure. The EU, in this sense, is likely damned if it does and
damned if it does not. On the geopolitical scene, there are different tides.
The United States is embarking upon a seemingly uninhibited pursuit of
development, while the Chinese have seemingly understood the need to
constrain; the State of China also walks a delicate tightrope in terms of
authority.

Senden talks of the reality on the ground. She discusses how regula-
tors are usually keen advocates of the concept of co-regulation because it
allows for the necessary flexibility to achieve regulatory objectives with the
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target sector onside, rather than battling against them.®! Whether or not
this approach is 7ight is of more concern though. The State, as an entity, is
facing a species-defining moment and how each State approaches the task
will ultimately define the outcome. The European Union has said, in its
words, that the protection of the individual is of paramount importance.
The ultimate question is whether that objective translates into action.
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CHAPTER 5

Recommendations

Abstract The book reaches the point of providing reasonable recom-
mendations for the regulatory framework as it increasingly faces the
challenge of a credit rating sector rapidly adopting Al technologies.
Recommendations are presented at the supra-national, regional, national
and community levels so that the framework is as relevant as it can be.

Keywords Policy Reform - IOSCO - Disclosure - Civil society
engagement - Self-regulation - Technological standards

The nascent stage of the journey for the credit rating agencies’ integration
of Al technologies means that it is difficult to present solidified recom-
mendations that could be enacted. It is likely that many variables will be
introduced, amended or discarded as the industry continues to walk the
path ahead of it. Also, how the regulatory framework will adapt is often
dependent on a range of variables which will shape what is considered
appropriate, required or even possible.

Yet, the analysis that has been undertaken in earlier chapters does show
us a variety of themes. It also shows us who the major players may be
and what their institutional capabilities are. There are also aspects of the
traditional regulatory framework that exist around the credit rating agen-
cies that need to be considered. There will not be new regulatory players
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entering the space for credit rating agencies. Instead, their current regu-
lators will likely be given new tasks, in time, to also consider the impact
and effect of Al technological integration. With these aspects in mind,
we offer four layers of recommendations. First, at the international level,
then the regional and then national levels, and lastly at the community
level.

5.1 RECOMMENDATION 1—AcTION BY IOSCO

The International Organisation of Securities Commissions (I0OSCO) can
be thought of as a ‘starting pistol’ for regulatory movement. Its proclama-
tions and advice will often become a ‘trigger” for jurisdictions to act.! The
cost, complexity and sheer deployment of resources to start the regulatory
machinery is often too much for a jurisdiction to justify, so such triggers
are often necessary.

In the field of credit rating agencies, IOSCO has played a consider-
able part. IOSCO had developed a first-of-its-kind Code of Conduct for
credit rating agencies in 2004, which sought to instil standards relating to
the quality of the rating process, independence and avoidance of conflict
and articulating the responsibilities of the credit rating agencies to the
investors and issuers.> Of course, the horse had already left the stable
at this point and it would take the US and the EU to formally regulate
the credit rating agencies for the first time to instil real standards (which
we could debate). Yet, this did not stop IOSCO returning with a revised
version of its Code in 2008 and, simultaneously, calling for more direct
regulation—a key “trigger’ for what was to follow.> A year later, the EU
had launched the first of three Regulations aimed at the Agencies, and
two years after the revised version of the Code of Conduct the US had
focused directly on the credit rating agencies within the Dodd-Frank Act.

With this influence duly noted, the recommendation proposed here
is that IOSCO should develop a Code of Conduct for the integra-
tion of Al into credit rating agency services and processes. Such a
Code of Conduct would aim to instil standards relating to transparency,
communication strategies, public awareness, monitoring mechanisms and
more. We will return to this concept of a Code of Conduct again later
when considering the role of civil society but it is worth noting that,
for the EU AI Act, Codes of Conduct are expressly encouraged for Al
systems that are not deemed to be ‘high-risk’.# It is worth noting that
not every example of encouraging an industry or sector to produce Codes
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of Conduct—essentially self-regulation—has been a success.” However,
there are a number of advantages when applied to the credit rating sector:

e The early stage of development means that a Code of Conduct can
allow for flexibility.

e A Code of Conduct increases ‘buy-in’ from participants.

e A Co-Regulatory approach can begin on a stronger footing with the
presence of a Code of Conduct.

e Different stakeholders can engage with the sector in question to help
mould a Code of Conduct.

For these reasons, the applicability of a Code of Conduct for the credit
rating agencies’ integration of Al is clear. Whether it would be appropriate
for all parties would remain to be seen. However, the authority and influ-
ence that IOSCO commands means that it, as the generator of a Code
of Conduct, may stand the best chance of bringing the different parties
together.

5.2 RECOMMENDATION 2—ESMA
NEEDS TO BE MORE ASSERTIVE

The philosophical approach of the European Union in relation to Al inte-
gration is stunningly obvious. The research is almost unanimous that the
Union is seeking to balance the need for individual safety with both the
benefits of commercial expansion and the geopolitical jostling for position
that it consistently finds itself in. Those competing pressures have resulted
in an AI Act that says very little on the financial services industry, one of
the main prospective vehicles for social impact in relation to Al integra-
tion. We saw, from the Consultation that ESMA produced on changes to
the credit rating regulations, that there is currently a cycle being formed
that is not positive. The Al Act seemingly leaves a lot of discretion for
sector regulators to interpret development, but then the sector regulators
are announcing that they are happy to wait for more guidance from the
Act. Market participants, like the credit rating agencies, are then declaring
that they are not happy to get involved with any developments until the
impact of the Al Act is made clear. Something has to give.

It is acknowledged that the AT Act is new. However, the co-regulatory
approach that it clearly adopts requires more action. ESMA, instead of
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bolting a critical question on the credit rating agencies’ views and under-
standings on Al integration to the end of a survey perhaps indicates how
far away ESMA are from where they need to be. It is telling that many
credit rating agency responded partially chastised the regulator for this
approach and insisted that such important topics be given their due care
and attention. This is our recommendation. ESMA must issue a new
consultation and report on how the credit rating agencies may inte-
grate Al technologies, and their views on the impact/effect of the AI
Act. Such an instrument will allow the credit rating agencies to articulate
what they see as key elements, what they understand to be prospec-
tively impactful, while also confirming for the regulator—who should
then produce a report on the back of responses—solely focused on the
credit rating agencies’ integration of Al technologies.

There is also an important aspect that has gone under the radar. Novelli
et al. discuss how liability needs to be a critical supplement to Al regula-
tion. ‘As the authors mention, inadequate rules of liability allocation may
increase LLMs’ risk and may, in turn, cause the risk of a breakdown of the
AT market’.® This will be a critically important aspect for the credit rating
agencies to consider and it is highly likely that, internally, they have been
considering this angle for quite some time. A formal discussion needs to
be had about how the liability rules that already apply to the credit rating
agencies may be applicable, or not, to the new world in which credit
rating agencies are actively incorporating Al technologies.

5.3 RECOMMENDATION 3—CIVIL
SocIiery NEEDS TO DO MORE

Civil society, as we saw in Chapter 4, is at real risk of being pushed out
of proceedings. There is no inkling that the US will formally legislate for
this intersection between the credit rating agencies and the integration
of Al technologies, and the main civil societies have very little impact in
China. Therefore, the European arena is the best opportunity for civil
society groups to influence the direction of travel. But, as we saw with
the way that the European Union has constructed its Al-focused regula-
tory framework, standard-setting and technical guidance is coming from
areas of the European framework which owe no obligation to the civil
society sector. Even though the EU has told the standard-setting bodies
to include civil society in its processes, there is no detail on how, when
and what happens if they choose not to.
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The sentiment underlying this lack of presence is that this field is too
complicated for civil society. On many levels, this is true. Civil society
groups are not designed to be highly technical and engage on high-
level technical matters. They are, however, key democratic institutions
that have a special power to harness the expertise of many in relative
fields who do have the relevant knowledge, whether that comes from
academia, past-practice or elsewhere. It is fundamentally inappropriate to
build standards for such societally-critical products and services without
the consistent and substantial interventions of civil society. This is not
included because the authors work for, or are even advocates of civil
society. It is included because, quite simply, if ‘trustworthiness’ is widely
recognised as a necessary ingredient in the successful societal adoption
of Al technologies, then how those technologies are regulated and stan-
dardised is critically important. Therefore, we strongly recommend that
civil society groups deploy more resources to involving themselves in
standard-setting processes in Europe, and then globally. The social
threat being posed by Al integration is too strong to allow only industry
professionals access to fora where standards are being decided.

54 RECOMMENDATION 4—IT Is TIME
FOR CREDIT RATING AGENCIES TO BE
DECLARED AS SYSTEMICALLY-IMPORTANT

In the UK, the need to create a vibrant economy in the post-Brexit envi-
ronment is of paramount importance. However, finding the right balance
between commercial development and commercial security is proving
to be a difficult endeavour. While the Chancellor of the Exchequer is
denouncing the level of regulation in the UK,” the UK is at the same
time launching a new regulatory initiative. It is known as the ‘Critical
Third-Parties’ Regime, or CTPs. Admittedly launched under the previous
Johnson Administration, the Treasury announced in June 2022 in a policy
statement that it was launching the regime to ‘mitigate risks from critical
third parties in the financial sector’. The statement mentioned aspects
such as the risk of concentration within financial services, and the threats
from novel technologies as key targets for the new regime.8

At the end of 2024, the Financial Conduct Authority (FCA), the
Bank of England (BoE) and the Prudential Regulation Authority (PRA)
jointly announced the final requirements and expectations of CTDPs as they
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understood it.? The regulators have to nominate which of their regulated
entities they believe provide services that are considered critical, at which
point the Treasury will formally decide whether to induct the providers
into the new regime. The service providers will not see any material differ-
ence—they will still have the same regulator and still be exposed to all the
same rules as before—Dbut now, if designated, the service providers will be
exposed to the potential of the regulator examining particular processes
and services that it deems as critical to the UK financial sector. The appli-
cability to the world of credit rating agencies in light of their growing
integration of Al technologies is clear.

The politics behind this regime is awkward to say the least. The Labour
Government seemingly would not have undertaken this approach, and the
Conservative Government that came before it left a lot to be desired when
it came to protecting British resilience in the financial sector. However, it
is going ahead. A lot could be learned from this approach, especially as it is
highly likely that the credit rating agencies will be nominated by the FCA
to the Treasury. What particular services may be nominated we are yet to
see—more details are expected halfway through 2025—but the sentiment
is one that we support: the credit rating agencies should be designated
as ‘systemically-important’ within national jurisdictions. There may
be a variety of ways this can happen across jurisdictions but, as we have
tried to show in this work, the credit rating agencies are consistently at the
forefront of service provision that can have a massive societal effect. The
impact surrounding the Global Financial Crisis will pale in comparison to
the impact if the credit rating agencies integrate Al technologies into their
processes and make mistakes. As such, regulators must be proactive and
guard against this happening. This is not to say they should prohibit the
credit rating agencies from partaking in the digital revolution, but they
must enact stronger frameworks that insist on more testing, more reviews
and more transparent communication. What we have seen so far on this
front is not enough.
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CHAPTER 6

Conclusion

Abstract The book concludes with tying together the key themes of the
work. It also presents so challenges and questions for future consideration,
and insights in the likely direction of travel within the nascent intersection
of the credit rating agencies’ integration of Al technologies.

Keywords Systemic importance - Regulatory inertia - Technological
complexity - Economic governance - Strategic oversight - Financial ethics

Before the book concludes, there are some caveats to make. The credit
rating agencies have come in for significant criticism since the Global
Financial Cirisis, and for good reason. However, they are not ‘bad actors’.
They, as an industry, are not ultimately transgressive in nature (however
much onlookers may label them as such). They are, though, economic
actors. From such a perspective, the credit rating agencies fall foul of
taking calculated gambles that, considering cold, hard financial facts, have
proven to be successful decisions. In the GFC, they were essentially guilty
of leveraging ‘economic rent’.!

This leveraging of their systemic positioning is at the core of the
focus for this work. There is no inclination, at this early stage of the
development of Al integration, that the credit rating agencies are trans-
gressing. However, with the parameters above put into place, the same

© The Author(s), under exclusive license to Springer Nature 95
Switzerland AG 2025

D. Cash and N. Tkachenko, The Risk of Artificial Intelligence in Credit
Ratings, https://doi.org,/10.1007 /978-3-031-95543-3_6


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-95543-3_6&domain=pdf
https://doi.org/10.1007/978-3-031-95543-3_6

96 D. CASH AND N. TKACHENKO

‘cocktail” that resulted in the GFC is starting to appear again. A lax regu-
latory environment, a systemically important credit rating sector devoid
of competition and dominated by a natural oligopoly,”> and now (and
yet again) a rapidly increasing rate of (conscious) complexity? that makes
judging underlying data more difficult. It is not to say that the GFC
will be repeated in scale, or even similarity. But we are proposing here
that the flashing lights on the dashboard are beginning to appear. Our
real question is whether those who are responsible with driving the soci-
etal train forward, or at least making sure it does not derail, are even
watching the dashboard. Are the warning lights that are beginning to
appear being seen? Perhaps, from the perspective of regulators and legis-
lators, the warning lights are so faint that they cannot see them. The
analysis undertaken in Chapter 4 suggests that, for the regulators, every-
thing looks fine when they look at the dashboard. We argue here that they
are not so feint. They are strong, if you know where on the dashboard
to look. We have endeavoured to show that the strength of the light
emanating from the dashboard is growing and it is time for regulators
and legislators to focus their attention.

The analysis in this book has shown that the applicability of Al tech-
nologies is wide and is continuing to grow. That applicability is allowing
the credit rating agencies to inject Al technologies—particularly but not
exclusively relating to GenAl—not only into their services they offer the
marketplace, but more importantly also into their own processes. Of the
two, it is the latter that is most concerning. The inner processes of the
credit rating agencies are uniquely important to the financial health of the
entire world and, when those inner processes are tampered with or altered
for profit instead of accuracy, chaos usually ensues. The job of regulators
and legislators, then, is to make sure this delicate balance does not quickly
disintegrate into one dominated by venal pursuits. For this book, there
was a real focus then on the position, understanding and actions of the
regulators and legislators.

Chapter 4 of the book showed clearly that the regulators and legisla-
tors are in a tight bind. They are tasked with controlling the integration of
a technology which is defined by complexity. Additionally, that complex
arena has the innate potential of providing significant efficiency gains and,
subsequently, economic growth after a long period of stagnation. Legis-
lators and regulators are under pressure to let the money flow. It is on
this basis that ‘co-regulation’ is being advanced in some jurisdictions,
and de-regulation is being advanced in others. The theoretical sentiments
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that underlie the concept of co-regulation make sense; the party that
has the technical know-how clearly should be well positioned within the
design of frameworks. But, what if the obvious conflict of interest is too
great? Legislators and regulators are articulating that they do not believe
the conflict of interest is too great, today. We, unfortunately, could not
disagree more. The threat that comes with allowing industries like the
credit rating industry to determine their own pathway in a space that
reduces oversight and control of data ought not to be an option.

However, the reality is that political and legal realities often trump
normative conclusions. Because of that understanding, we advanced a
range of reccommendations. Our focus was on encouraging action. Rather
than prohibit the credit rating agencies from doing this or that, or encour-
aging actions here or there, we instead opted to promote the idea that
more attention should be focused on this intersection. The requirement
now to be better informed about this coming problem has hopefully been
made clear throughout this book. This book endeavoured to be in line
with the stage of the journey discussed in the Preface. We are the very
start of the journey, but to inject the necessary details into the world
of the ‘passenger’, i.e. wider society, new discussions are required. Now,
directed assessments and debates will bring issues to the light, and that
is critical for building one of the most important facets needed for the
successful adoption of Al technologies within society—zrust.
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