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Foreword

I first e-met John in the 1990s when we both wrote for the now-defunct magazine Visual Basic Developer.
In those days, Sonic the Hedgehog was brand new, CompuServe, AOL, and Prodigy all roamed the
earth, everyone programmed by candlelight on computers powered by hamster wheels, and artificial
intelligence struggled to recognize the digits 0 through 9 and the words “yes” and “no” when spoken
by different people. In the thirtyish years since then, we've all been through Y2K (which wasn’t as bad
as predicted), a global pandemic (which was worse than predicted), and the Cubs winning the World
Series (which no one predicted).

More relevant to this book, AT has become so powerful that it understands speech better than some
humans can, produces voices so realistic that future appearances by Darth Vader will be “voiced”
by an Al and generates deepfake videos so lifelike it’s brought Salvador Dali back to life. Amazon’s
algorithms seem to ship products before I order them and I've seen chatbots more likely to pass the
Turing test than some of my friends.

Al in general and machine learning in particular have become powerful tools for both good and
bad. In this book, John explains some of the ways that machine learning can be used to perpetrate
and prevent security nightmares, and ways that machine learning can accidentally wreak havoc. He
describes data bias (a hiring AI for Amazon penalizing female job applicants as most of their employees
are male), badly selected data (IBM’s Watson learning to swear by reading the Urban Dictionary), and
intentional sabotage (Twitter turning Microsoft’s chatbot Tay into a racist, misogynistic troll in less
than 24 hours). Possibly even more importantly, John covers Al used to commit fraud (one Al faked
a CEO’s voice to request a €220,000 funds transfer) and to detect and counter fraud (that’s why my
credit card was declined the last time I had an airline connection in Las Vegas).

John covers all of these topics and more - though not these specific examples; I just think they’re
interesting and/or amusing!

As I mentioned earlier, I've known John for a long time. During those years, I've been the technical
editor on several of his many books (and he’s tech edited a few of mine), and one thing I've learned is
that John knows what he’s talking about. He’s been working in Al for years and doesn’t say something
unless he’s researched it, tried it out, included example programs demonstrating key techniques, and
mentioned links to back up what he says and for you to follow for more information.



Hackers using Al is a relatively new concept, and so far, their success has been somewhat limited,
but you can bet that their success will increase over time. One thing that Al in general and machine
learning specifically are good at is learning over time. As more Als bring bad data to the marketplace
and hackers fine-tune their attacks, the consequences will become unavoidable and you need to be
prepared. In the arms race between Al-empowered hackers and Al-enabled cybersecurity professionals,
you can't afford to be uninformed.

Rod Stephens

—Author and former Microsoft MVP
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Preface

Machine learning is the most important new technology today for getting more out of data. It can
reveal patterns that aren’t obvious, for example, but it requires data - lots of it. Data gathering isn’t
just about data. It affects users and requires the use of applications to clean, manipulate, and analyze
the data. Scientists use machine learning to discover new techniques or to create new kinds of data,
such as the generation of various kinds of art based on existing inputs or the advancement of medicine
through better imaging. Businesses use machine learning to perform tasks, such as detecting credit
card fraud, monitoring networks, and implementing factory processes, and to achieve all sorts of
other goals where humans and AI work side-by-side.

Hackers don’t always damage data; sometimes they steal it or use it to perform social attacks on a
business. Sometimes they simply want money or other goods, and machine learning offers an avenue
for acquiring them. A hacker may not steal anything at all - perhaps the target is someone’s reputation.
It may surprise you to learn that hackers often use machine learning applications themselves to
perform a kind of dance with your machine learning-based security to overcome it. However, hackers
have behavioral patterns, and knowing how to detect those patterns is important in the modern
computing environment.

Obtaining data in an ethical manner is important because the very act of behaving ethically reduces
the security risk associated with data. However, hackers don’t necessarily target users and their data.
Perhaps they’re interested in your organization’s trade secrets or committing fraud. They might simply
be interested in lurking in the background and committing mischief. So, just keeping your data secure
as a means of protecting your machine learning investment isn't enough. You need to do more.

This book helps you get the big picture from a machine learning perspective using all the latest research
available on methods that hackers use to break into your system. It’s about the whole system, not just
your application. You will discover techniques that help you gather data ethically and keep it safe,
while also preventing all sorts of illegal access methods from even occurring. In fact, you will use
machine learning as a tool to keep hackers at bay and discover their true intent for your organization.
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Preface

Who this book is for

Whether you're a data scientist, researcher, or manager interested in machine learning techniques from
varjous perspectives, you will need this book because security has already become a major headache
for all three groups. The problem with most resources is that they’re written by Ph.D. candidates in
a language that only they understand. This book presents security in a way that’s easy to understand
and employs a host of diagrams to explain concepts to visual learners. The emphasis is on real-world
examples at both theoretical and hands-on levels. You’ll find links to a wealth of examples of real-
world break-ins and explanations of why and how they occurred and, most importantly, how you
can overcome them.

This book does assume that you're familiar with machine learning concepts and it helps if you already
know a programming language, with an emphasis on Python knowledge. The hands-on Python
code is mostly meant to provide details for data scientists and researchers who need to see security
concepts in action, rather than at a more theoretical level. A few examples, such as the Pix2Pix GAN in
Chapter 10, require an intermediate level of programming knowledge, but most examples are written
in a manner that everyone can use.

What this book covers

Chapter 1, Defining Machine Learning Security, explains what machine learning is all about, how it’s
affected by security issues, and what impact security can have on the use of your applications from
an overview perspective. This chapter also contains guidelines on how to configure your system for
use with the source code examples.

Chapter 2, Mitigating Risk at Training by Validating and Maintaining Datasets, explores how ensuring
that the data you’re using is actually the data that you think you’re using is essential because your
model can be skewed by various forms of corruption and data manipulation.

Chapter 3, Mitigating Inference Risk by Avoiding Adversarial Machine Learning Attacks, gives an
overview of the various methods to interfere directly with model development through techniques
such as evasion attacks and model poisoning.

Chapter 4, Considering the Threat Environment, considers how hackers target machine learning models
and their goals in doing so from an overview perspective. You will discover some basic coded techniques
for avoiding many machine learning attacks through standard methodologies.

Chapter 5, Keeping Your Network Clean, gives detailed information on how network attacks work
and what you can do to detect them in various ways, including machine learning techniques as your
defense. In addition, you will discover how you can use predictive techniques to determine where a
hacker is likely to strike next.

Chapter 6, Detecting and Analyzing Anomalies, provides the details on determining whether outliers
in your data are anomalies that need mitigation or novelties that require observation as part of a new
trend. You will see how to perform anomaly detection using machine learning techniques.



Preface

Chapter 7, Dealing with Malware, covers the various kind of malware and what to look for in your own
environment. This chapter shows how to take an executable apart so that you can see how it’s put together
and then use what you learn to generate machine learning features for use in detection algorithms.

Chapter 8, Locating Potential Fraud, explores the sources of fraud today (and it’s not just hackers),
what you can do to detect the potential fraud, and how you can ensure that the model you build will
actually detect the fraud with some level of precision. The techniques in this chapter for showing how
to discern model goodness also apply to other kinds of machine learning models.

Chapter 9, Defending Against Hackers, contemplates the psychology of hackers by viewing hacker goals
and motivations. You will obtain an understanding of why simply building the security wall higher
and higher doesn’t work, and what you can do, in addition to building new security protections for
your system.

Chapter 10, Considering the Ramifications of Deepfakes, looks at the good and the bad of deepfake
technology. You will get an overview of the ramifications of deepfake technology for research, business,
and personal use today. This chapter also demonstrates one technique for creating a deepfake model
in detail.

Chapter 11, Leveraging Machine Learning for Hacking, explains how hackers view machine learning
and how they’re apt to build their own models to use against your organization. We will consider the
smart bot threat in detail.

Chapter 12, Embracing and Incorporating Ethical Behavior, explains how behaving ethically not only
ensures that you meet both privacy and security requirements that may be specified by law but also
has an implication with regard to security, in that properly sanitized datasets have natural security
prevention features as well. In addition, you will discover how using properly vetted datasets saves
you time, money, and effort in building models that actually perform better.

To get the most out of this book

This book assumes that youre a manager, researcher, or data scientist with at least a passing understanding
of machine learning and machine learning techniques. It doesn’t assume detailed knowledge. To use
the example code, it also pays to have some knowledge of working with Python because there are no
tutorials provided in the book. All of the coded examples have been tested on both Google Colab and
with Anaconda. The Setting up for the book section of Chapter 1, Defining Machine Learning Security,
provides detailed setup instructions for the book examples.

The advantages of using Google Colab are that you can code anywhere (even your smartphone or
television set, both of which have been tested by other readers) and you don’t have to set anything
up. The disadvantages of using Google Colab are that not all of the book examples will run in this
environment (especially Chapter 7) and your code will tend to run slower (especially Chapter 10).
When working with Google Colab, all you need do is direct your browser to https://colab.
research.google.com/notebooks/welcome . ipynb and create a new notebook.

Xix


https://colab.research.google.com/notebooks/welcome.ipynb
https://colab.research.google.com/notebooks/welcome.ipynb

XX

Preface

The advantage of using Anaconda is that you have more control over your work environment and
you can perform more tasks. The disadvantage of using Anaconda is that you need a desktop system
with the required hardware and software, as described in the following table, for most of the book
examples. (The MLSec; 01; Check Versions.ipynb example shows how to verify the
version numbers of your software.) Some examples will require additional setup requirements and
those requirements are covered as part of the example description (for example, when creating the
Pix2Pix GAN in Chapter 10, you need to install and configure TensorFlow).

Operating system and

General software covered in the book .
hardware requirements

Windows 7, 10, or 11
Anaconda 3, 2020.07 macOS 10.13 or above
Linux (Ubuntu, RedHat, and
CentOS 7+ all tested)

The test system uses this hardware,

which is considered minimal:
Python 3.8 or higher (version 3.9.x is highly

recommended, versions above 3.10.7 aren’t Intel i7 CPU
recommended or tested) 8 GBRAM
500 GB hard drive

NumPy 1.18.5 or greater (version 1.21.x is
highly recommended)

Scikit-learn 0.23.1 or greater (version 1.0.x is
highly recommended)

Pandas 1.1.3 or greater (version 1.4.x is
highly recommended)

When working with any version of the book, downloading the downloadable source code is highly
recommended to avoid typos. Copying and pasting code from the digital version of the book will
very likely result in errors. Remember that Python is a language that depends on formatting to deal
with things like structure and to show where programming constructs such as for loops begin and
end. The source code downloading instructions appear in the next section.
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Download the example code files

You can download the example code files for this book from GitHub at https://github.com/
PacktPublishing/Machine-Learning-Security-Principles or John’s website at
http://www.johnmuellerbooks.com/source-code/. If there’s an update to the code,
it will be updated in both the GitHub repository and on John’s website.

We also have other code bundles from our rich catalog of books and videos available at https: //
github.com/PacktPublishing/. Check them out!

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: “For
example, Remove Stop Words () relies on a list comprehension to perform the actual processing”

A block of code is set as follows:

import getpass

user = getpass.getuser ()

[)

pwd = getpass.getpass ("User Name : %s" % user)

When we wish to draw your attention to a particular part of a code block, the relevant lines or items
are set in bold:

import getpass

user = getpass.getuser ()

[)

pwd = getpass.getpass("User Name : %s" % user)

Tips or important notes
Appear like this.
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Preface

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, email us at customercaree
packtpub.com and mention the book title in the subject of your message. If you have a book
content-specific question, please contact John at John@JohnMuellerBooks . com for quick and
courteous service. Your feedback is essential to helping me produce better books!

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen.
If you have found a mistake in this book, we would be grateful if you would report this to us. Please
visit www . packtpub.com/support/errata and fill in the form.

Expanded book content: As I get input from readers, I often provide additional book insights and
updated procedures on my blog at http://blog. johnmuellerbooks.com/.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us at
copyrighte@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you
are interested in either writing or contributing to a book, please visit authors .packtpub. com.
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Share Your Thoughts

Once you've read Machine Learning Security Principles, we'd love to hear your thoughts! Please click
here to go straight to the Amazon review page for this book and share your feedback.

Your review is important to us and the tech community and will help us make sure we’re delivering

excellent quality content.
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Download a free PDF copy of this book
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Do you like to read on the go but are unable to carry your print books everywhere?

Is your eBook purchase not compatible with the device of your choice?

Don’t worry, now with every Packt book you get a DRM-free PDF version of that book at no cost.

Read anywhere, any place, on any device. Search, copy, and paste code from your favorite technical
books directly into your application.
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Part 1 - Securing a Machine
Learning System

In this part, you will discover why security is important and the various kinds of security that you will
need to consider. You will look at the threats against machine learning applications, including those
from data manipulation and other machine learning applications.

This section includes the following chapters:
o Chapter 1, Defining Machine Learning Security

o Chapter 2, Mitigating Risk at Training by Validating and Maintaining Datasets
o Chapter 3, Mitigating Inference Risk by Avoiding Adversarial Machine Learning Attack






1

Defining Machine
Learning Security

Organizations trust machine learning (ML) to perform a wide variety of tasks today because it has
proven to be relatively fast, inexpensive, and effective. Unfortunately, many people really aren’t sure
what ML is because television, movies, and other media tend to provide an unrealistic view of the
technology. In addition, some users engage in wishful thinking or feel the technology should be able
to do more. Making matters worse, even the companies who should know what ML is about hype
its abilities and make the processes used to perform ML tasks opaque. Before making ML secure,
it’s important to understand what ML is all about. Otherwise, the process is akin to installing home
security without actually knowing what the inside of the home contains or even what the exterior of
the home looks like.

Adding security to an ML application involves understanding the data analyzed by the underlying
algorithm and considering the goals of the application in interacting with that data. It also means
looking at security as something other than restricting access to the data and the application (although,
restricting access is a part of the picture).

The remainder of this chapter talks about the requirements for working with the coding examples.
It’s helpful to have the right setup on your machine so that you can be sure that the examples will
run as written.

Get in touch

Obviously, I want you to be able to work with the examples, so if you run into coding issues,
please be sure to contact me at John@JohnMuellerBooks . com.
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Using the downloadable source code will also save you time and effort. With these issues in mind,
this chapter discusses these topics:

o Obtaining an overview of ML
o Defining a need for security and choosing a type

o Making the most of this book

Building a picture of ML

People anthropomorphize computers today, giving them human characteristics, such as the ability to
think. At its lowest level, a computer processes commands to manipulate data, perform comparisons,
and move data around. There is no thought process involved—just electrical energy cleverly manipulated
to produce a mathematical result from a given input. So, the term “machine learning” is a bit of a
misnomer because the machine is learning nothing and it doesn’t understand anything. A better way
to view ML is as a process of algorithm manipulation such that added weighting produces a result
that better matches the data input. Once someone trains a model (the combination of algorithm and
weighting added to the algorithm), it’s possible to use the model to process data that the algorithm
hasn’t seen in the past and still obtain a desirable result. The result is the simulation of human thought
processes so that it appears that the application is thinking when it isn’t really thinking at all.

The feature that distinguishes ML most significantly is that the computer can perform mundane tasks
fast and consistently. It can’t provide original thought. A human must create the required process but,
once created, the machine can outperform the human because it doesn’t require rest and doesn’t get
bored. Consequently, if the data is clean, the model correct, and the anticipated result correctly defined,
a machine can outshine a human. However, it’s essential to consider everything that is required to
obtain a desirable result before employing ML for a particular task, and this part of the process is often
lacking today. People often think that machines are much more capable than they really are and then
exhibit disappointment when the machine fails to work as expected.

Why is ML important?

Despite what you may have heard from various sources, ML is more important for mundane tasks
than for something earth-shattering in its significance. ML won't enable Terminators to take over the
planet, nor will this technology suddenly make it possible for humans to stop working entirely in a
utopian version of the future. What ML can do is reduce the boredom and frustration that humans feel
when forced to perform repetitive factory work or other tasks of the sort. In the future, at the lowest
level, humans will supervise machines performing mundane tasks and be there when things go wrong.

However, the ability to simply supervise machines is still somewhat far into the future, and letting them
work unmonitored is further into the future still. There are success stories, of course, but then there
are also failures of the worst sort. For example, trusting the Al in a car to drive by itself without human
intervention can lead to all sorts of problems. Sleeping while driving will still garner a ticket and put
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others at risk, as described at https://www.theguardian.com/world/2020/sep/17/
canada-tesla-driver-alberta-highway-speeding. In this case, the driver was sleeping
peacefully with a passenger in the front seat of the car when the police stopped him. Fortunately, the
car didn’t cause an accident in this case, but there are documented instances where self-driving cars
did precisely that (see https://www.nytimes.com/2018/03/19/technology/uber-
driverless-fatality.html for an example).

Besides performing tasks, ML can perform various kinds of analysis at a speed that humans can't
match, and with greater efficiency. A doctor can rely on ML to assist in finding cancer because the
ML application can recognize patterns in an MRI that the doctor can’t even see. Consequently, the
ML application can help guide the doctor in the right direction. However, the doctor must still make
the final determination as to whether a group of cells really is cancerous, because the ML application
lacks experience and the senses that a doctor has. Likewise, ML can make a doctor’s hands steadier
during surgery, but the doctor must still perform the actual task. In summary, ML is currently assistive
in nature, but it can produce reliable results in that role.

Pattern recognition is a strong reason to use ML. However, the ability to recognize patterns only works
when the following applies:

« The source data is untainted

+ The training and testing data are unbiased
o The correct algorithms are selected

o The model is created correctly

» Any goals are clearly defined and verified against the training and test data

Classification uses of ML rely on patterns to distinguish between types of objects or data. For example,
a classification system can detect the difference between a car, a pedestrian, and a street sign (at least,
a lot of the time). Unfortunately, the current state of the art clearly shows that ML has a long way to
go in this regard because it’s easy to fool an application in many cases (see https://arxiv.org/
pdf/1710.08864 .pdf?ref=hackernoon.com for examples). There are a lot of articles now
that demonstrate all of the ways in which an adversarial attack on a deep learning or ML application
will render it nearly useless. So, ML works best in an environment where nothing unexpected happens,
but in that environment, it works extremely well.

Recommender systems are another form of ML that try to predict something based on past data. For
example, recommender systems play a huge role in online stores where they suggest some items to go
with other items a person has purchased. If you're fond of online buying, you know from experience that
the recommender systems are wrong about the additional items more often than not. A recommender
setup attached to a word processor for suggesting the next work you plan to type often does a better
job over time. However, even in this case, you must exercise care because the recommendation is
often not what you want (sometimes with hilarious results when the recipient receives the errant text).
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As everything becomes more automated, ML will play an ever-increasing role in performing the
mundane and repeatable elements of that automation. However, humans will also need to play an
increasingly supervisory role. In the short term, it may actually appear that ML is replacing humans
and putting them out of work, but in the long term, humans will simply perform different work. The
current state of ML is akin to the disruption that occurred during the Industrial Revolution, where
machines replaced humans in performing many manual tasks. Because of that particular disruption
in the ways that things were done, a single farmer today can tend to hundreds of acres of land, and
factory work is considerably safer. ML is important because it’s the next step toward making life better
for people.

Identifying the ML security domain

Security doesn't just entail the physical protection of data, which might actually be impossible for online
sources such as websites where the data scientist obtains the data using screen-scraping techniques.
To ensure that data remains secure, an organization must monitor and validate it prior to use for
issues such as data corruption, bias, errors, and the like. When securing an ML application, it’s also
essential to review issues such as these:

o Data bias: The data somehow favors a particular group or is skewed in a manner that produces
an inaccurate analysis. Model errors give hackers a wedge into gaining access to the application,
its model, or underlying data.

o Data corruption: The data may be complete, but some values are incorrect in a way that shows
damage, poor formatting, or in a different form. For example, even in adding the correct state
name to a dataset, such as Wisconsin, it could appear as W1, Wis, Wisc, Wisconsin, or some
other legitimate, but different form.

o Missing critical data: Some data is simply absent from the dataset or could be replaced with
a random value, or a placeholder such as N/A or Null for numeric entries.

o Errors in the data: The data is apparently present, but is incorrect in a manner that could cause
the application to perform badly and cause the user to make bad decisions. Data errors are often
the result of human data entry problems, rather than corruption caused by other sources, such
as network errors. Hackers often introduce data errors that have a purpose, such as entering
scripts in the place of values.

o Algorithm correctness: Using the incorrect algorithm will create output that doesn’t meet
analysis goals, even when the underlying data is correct in every possible manner.

« Algorithm bias: The algorithm is designed in such a manner that it performs analysis incorrectly.
This problem can also appear when weighting values are incorrect or the algorithm handles
feedback values inappropriately. The bottom line is that the algorithm produces a result, but
the result favors a particular group or outputs values that are skewed in some way.
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o Repeatable and verifiable results: ML applications aren’t useful unless they can produce the
same results on different systems and it’s possible to verify those results in some way (even if
verification requires the use of manual methods).

ML applications are also vulnerable to various kinds of software attacks, some of which are quite
subtle. All of these attacks are covered in detail starting in Chapter 3 of the book. However, here is an
overview of the various attack types and a quick definition of each that you can use for now:

» Evasion: Bypassing the information security functionality built into a system.
+ Poisoning: Injecting false information into the application’s data stream.

o Inference: Using data mining and analysis techniques to gain knowledge about the underlying
dataset, and then using that knowledge to infer vulnerabilities in the associated application.

+ Trojans: Employing various techniques to create code or data that looks legitimate, but is really
designed to take over the application or manipulate specific components of it.

o Backdoors: Using system, application, or data stream vulnerabilities to gain access to the
underlying system or application without providing the required security credentials.

« Espionage: Stealing classified, sensitive data or intellectual property to gain an advantage over
a person, group, or organization to perform a personnel attack.

o Sabotage: Performing deliberate and malicious actions to disrupt normal processes, so that
even if the data isn’t corrupted, biased, or damaged in some way, the underlying processes
don't interact with it correctly.

« Fraud: Relying on various techniques, such as phishing or communications from unknown
sources, to undermine the system, application, or data security in a secretive manner. This level
of access can allow for unauthorized or unpaid use of the application and influence ways in
which the results are used, such as providing false election projections.

The target of such an attack may not even know that the attack compromised the ML application
until the results demonstrate it (the Seeing the effect of bad data section of Chapter 10, Considering
the Ramifications of Deepfakes, shows a visual example of how this can happen). In fact, issues such
as bias triggered by external dataset corruption can prove so subtle that the ML application continues
to function in a compromised state without anyone noticing at all. Many attacks, such as privacy
attacks (see the article entitled Privacy Attacks on Machine Learning Models, at https: //www.
infog.com/articles/privacy-attacks-machine-learning-models/), havea
direct monetary motive, rather than simple disruption.

It’s also possible to use ML applications as the attack vector. Hackers employ the latest techniques,
such as relying on ML applications to attack you to obtain better results, just as you do. The article
entitled 7 Ways in Which Cybercriminals Use Machine Learning to Hack Your Business, athttps://
gatefy.com/blog/cybercriminals-use-machine-learning-hack-business/,
describes just seven of the ways in which hackers use ML in their nefarious trade. You can bet that
hackers use ML in several other ways, some of them unexpected and likely unknown for now.
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Distinguishing between supervised and unsupervised

ML relies on a large number of algorithms, used in a variety of ways, to produce a useful result. However,
it’s possible to categorize these approaches in three (or possibly four) different ways:

o Supervised learning
o Unsupervised learning

o Reinforcement learning

Some people add the fourth approach of semi-supervised learning, which is a combination of
supervised and unsupervised learning. This section will only discuss the first three because they’re
the most important in understanding ML.

Understanding supervised learning

Supervised learning is the most popular and easiest-to-use ML paradigm. In this case, data takes the
form of an example and label pair. The algorithm builds a mapping function between the example and
its label so that when it sees other examples, it can identify them based on this function. Figure 1.1
provides you with an overview of how this process works:

Example Label
Apple Fruit e
Cat Animal —
——»  Algorithm —)p Result
Animal
Pear Fruit
New Data
Bear
Dog Animal —

Figure 1.1 — Supervised learning relies on labeled examples to train the model
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Supervised learning is often used for certain types of classification, such as facial recognition, and
prediction, or how well an advertisement will perform based on past examples. This paradigm is
susceptible to many attack vectors including someone sending data with the wrong labels or supplying
data that is outside the model’s usage.

Understanding unsupervised learning

When working with unsupervised learning, the algorithm is fed a large amount of data (usually
more than is required for supervised learning) and the algorithm uses various techniques to organize,
group, or cluster the data. An advantage of unsupervised learning is that it doesn't require labels: the
majority of the data in the world is unlabeled. Most people consider unsupervised learning as data-
driven, contrasted with supervised learning, which is task-driven. The underlying strategy is to look
for patterns, as shown in Figure 1.2:

Apple
Animals
Cat Cat
Dog
—»  Algorithm
Fruits
Pear Apple
Pear
Dog —

Figure 1.2 — Unsupervised learning groups or clusters like data together to train the model

Unsupervised learning is often used for recommender systems because such systems receive a constant
stream of unlabeled data. You also find it used for tracking buying habits and grouping users into
various categories. This paradigm is susceptible to a broad range of attack vectors, but data bias, data
corruption, data errors, and missing data would be at the top of the list.
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Understanding reinforcement learning

Reinforcement learning is essentially different from either supervised or unsupervised learning because it
has a feedback loop element built into it. The best way to view reinforcement learning is as a methodology
where ML can learn from mistakes. To produce this effect, an agent, the algorithm performing the
task, has a specific list of actions that it can take to affect an environment. The environment, in turn,
can produce one of two signals as a result of the action. The first signals successful task completion,
which reinforces a behavior in the agent. The second provides an environment state so that the agent
can detect where errors have occurred. Figure 1.3 shows how this kind of relationship works:

Environment:
Determines whether |«
the agent succeeded.

Reward  State Action

Agent: Performs
one of a specific
number of actions

> during each turn.

Figure 1.3 - Reinforcement learning is based on a system of rewards and an updated state

You often see reinforcement learning used for video games, simulations, and industrial processes.
Because you're linking two algorithms together, algorithm choice is a significant priority and anything
that affects the relationship between the two algorithms has the potential to provide an attack vector.
Feeding the agent incorrect state information will also cause this paradigm to fail.

Using ML from development to production

It’s essential to understand that ML does have an important role to fulfill today in performing specific
kinds of tasks. Figure 1.4 contains a list of typical tasks that ML applications perform today, along with
the learning type used to perform the task and observations of security and other issues associated
with this kind of task. In no instance will you find that ML performs any task perfectly, especially
without human assistance.
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Task

Learning Type

ML Consideration

Automatic
language translation

Supervised

Translates one language into another language
using a sequence-to-sequence learning algorithm.
The results are often less useful than expected
due to variations between languages and the fact
that languages generally contain words that don’t
have equivalents in other languages.

Susceptible to data errors, missing data, data
corruption, algorithm bias, and an inability
to repeat and verify results due to naturally
occurring evolution in languages. This kind of
application is also sensitive to speech patterns
and misidentifying terms when words aren’t
enunciated clearly.

Email spam and
malware filtering

Supervised

Marks, moves, or deletes email that meets the
criteria of spam or malware from an inbox as it’s
received from a server. There are usually several
levels of filtering including Content, Header,
Blacklist, Rule-based, and Permission.

Susceptible to a number of potential attacks
including backdoors, Trojans, espionage, sabotage,
fraud, evasion, inference, data errors, and data
corruption. This is one of the more reliable forms
of ML applications, but users still regularly find
spam in their inboxes and useful messages in
their spam folders.

Image recognition

Supervised

Identification of objects, persons, places, patterns,
and other elements with