


Artificial Intelligence and Large 
Language Models

With the latest developments in generative artificial intelligence (AI) and large lan-
guage model (LLM) applications, like ChatGPT and Gemini, millions of people 
have started using them in their personal and professional lives. Interest in them con-
tinues to grow, and they are becoming the go-to applications for students, academics, 
engineers, lawyers, designers, writers, media experts, programmers, politicians, art-
ists, and private citizens across the globe. However, understanding these applications 
can be technical with precious little advice out there. This book cuts through the jar-
gon to explain the “what,” “why,” and “how” of generative AI and LLM applications.

This book summarizes experiences from a variety of applications relevant to our 
daily lives. It brings together scientifically grounded experience reports from dif-
ferent perspectives into a one-stop title. With an international outlook and featuring 
global case studies, it offers insights into the beneficial use of LLMs and generative 
AI including future trends for how the journey of using such amazing tools will 
continue in the future. This book details the history of AI, reviews LLM literature, 
and covers neural computing and the technical foundation of LLMs. Furthermore, 
the use and control of LLMs in education are covered. Through reading this book, 
the reader will develop a full understanding of AI and LLM applications, including 
knowledge of the key issues of trust, legality, security, and technical foundations. 

Artificial Intelligence and Large Language Models: A Scientific Perspective will 
appeal to students and academics, as well as people interested in the use of LLMs 
and generative AI for professional or everyday tasks, including those in Human 
Factors, Human–Computer Interaction, Computer Science, Software Engineering, 
and Industrial Engineering.
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Introduction
Generative artificial intelligence (AI), large language models (LLMs), and applica-
tions such as ChatGPT, Gemini, Claude, and, in early 2025, DeepSeek continue to 
spread worldwide. Along with their massive usage by people and organizations come 
issues such as their impact on numerous domains, such as education, privacy, and 
trust, to name a few. With the propagation of these technologies, scientific research 
has also started to grow.

At the beginning of this wave, available books on LLMs and generative AI were 
very technical, hard to read, and either too general or too specific. For instance, some 
books focus only on how to write prompts. When we started working on this book, 
there was no go-to book that summarized experiences from various applications rel-
evant to our daily lives. Thus, we began putting this book together. Its objective is to 
provide an overview of many research areas related to these technologies.

Also, a growing number of people from different disciplines, including students, 
academics, engineers, lawyers, designers, writers, media experts, programmers, 
politicians, artists, and private citizens across the globe, would like to know more 
about these technologies. Consequently, our effort was focused on making this book 
easy to read and understand by combining scientific-based experience reports from 
different perspectives and trying to fill a gap in the current book landscape. It allows 
readers worldwide to gain insights into the beneficial use of LLMs and generative AI. 
This book also hints at how the journey of using such excellent tools may continue.

The topics covered in this book are organized into 13 chapters. In each chapter, 
field experts provide a review, critical updates, and use cases about the research in 
generative AI and LLMs.

The first two chapters introduce key technical terms and the technical foundation 
of LLMS and generative AI.

Chapter 1—Exploring the Artificial Intelligence Landscape
This chapter traces AI’s evolution since Turing’s 1950 vision and the 1956 

Dartmouth conference until today, highlighting important breakthroughs through 
its cycles of progress and stagnation. It also discusses the topic of explainability, 
explores societal impacts, and discusses future prospects, including artificial general 
intelligence.

Chapter 2—Neural Computing for Advanced Natural Language Understanding 
and Generation

This chapter introduces the technical foundation of LLMs and generative AI. It 
introduces principles, technical concepts, and architectures that enable the capabili-
ties that make LLMs so powerful and successful (note: revise this description after 
Robert has submitted the chapter).

Starting with Chapter 3, this book focuses on the use of LLMs for less technical 
professions and use cases.

Chapter 3—LLMs in Cultural Heritage
This chapter focuses on the use of LLMs in cultural heritage practice. This chap-

ter describes their use for different phases of cultural heritage, including archiving, 
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understanding, educating, and preserving cultural heritage artifacts and history. This 
chapter highlights how LLMs can help to address different audiences, from children 
to research professionals.

Chapter 4—Large Language Models (LLMs) in Education: Applications, 
Challenges, and Use Cases

This chapter elaborates on the role of LLMs in higher education, particularly 
learning design, learning technologies, and educational research. It provides exam-
ples of how LLMs are adopted in higher education from an educator’s perspective 
to improve high-quality learning experiences, personalized learning, and predicting 
learning performances.

Chapter 5—Healthcare in the Age of LLMs: Perspectives on Radiology
This chapter focuses on LLMs in healthcare. It explores their usage by healthcare 

professionals, in particular, radiologists, and shows examples of how LLMs can sup-
port the workflow of radiologists without compromising the quality of outcomes for 
patients. This chapter includes diagnostics and standardized reporting examples.

Chapter 6—The Role of Large Language Models in Media Content Creation
This chapter describes examples of how LLMs are used for the creation of media 

content. Since the use cases take place in the context of education, this chapter not 
only describes the impact of LLMs on creative content generation but also how LLMs 
can be used effectively when creating design content for design students.

Starting with Chapter 7, this book focuses on more technical and software-focused 
topics that use LLMs.

Chapter 7—Transforming Software Engineering and Software Acquisition with 
Large Language Models

This chapter describes the use of LLMs in the area of software engineering. It 
discusses how LLMs are used for all major phases of software engineering, including 
requirements engineering, software architecture and design, verification, and valida-
tion. This chapter highlights use cases where LLMs benefit software engineering 
practices.

Chapter 8—Detecting and Correcting Software Assurance Document 
Incompleteness, Inconsistencies, and Discrepancies using LLMs

This chapter focuses on LLMs and their potential to enhance software engineer-
ing, especially in high-stakes fields like healthcare and aerospace. This chapter 
examines LLMs’ capabilities in detecting document incompleteness, inconsisten-
cies, and discrepancies, reviewing current methods and illustrating their application 
through a drone avionics case study.

Chapter 9—Large Language Models: Cybersecurity, Privacy, and Trust
This chapter focuses on cross-cutting topics such as security, privacy, ethics, and 

trust. It describes fundamental concepts, such as jailbreaking, prompt injection, 
social engineering, information breach, manipulation of users’ prompts, and others.

Chapter 10—Large Language Models (LLMs) in Human-Computer Interaction: 
Using LLM-Generated Personas to Model Everything from Minority Views to Entire 
Ecosystems

This chapter explores the impact of LLMs in human–computer interaction, 
focusing particularly on the development of personas as a means to understand and 
model target users, increasing empathy among decision-makers and supporting 
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human-centered design. It explores how LLM-generated personas can be used to 
model minorities and marginalized viewpoints, as well as entire ecosystems.

Chapter 11—Theoretical Foundations of Human Factors and Trustworthiness in 
Large Language Models (LLMs)

This chapter examines human factors and trust in LLMs, integrating insights 
from HCI, psychology, and socio-technical systems. It explores explainability, trans-
parency, and user alignment, and analyzes how cognitive load, anthropomorphism, 
and social cues affect trust. The chapter offers a conceptual foundation for ethical 
and effective design.

Chapter 12—How do AI and LLMs Change our Lives? Reflections and Outlook
This last chapter is the result of multiple workshop sessions, exploring current 

challenges and future direction for the use of LLMs across different professions and 
disciplines. The workshops explored three key questions, which are analyzed in this 
chapter, namely, which parts of our lives have already changed, which are going to 
be changed, and what are the anticipated future challenges.

Collectively, these chapters reflect the complexity and richness of current research 
and practices in the area of LLMs, highlighting also critical questions and chal-
lenges. We invite readers to delve into each topic, draw connections across chapters, 
and reflect on their own roles and attitudes as users, practitioners, or researchers in 
the field of large language models and generative AI.
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1 Exploring the Artificial 

Intelligence Landscape

George Margetis and Wojciech Samek

1.1 INTRODUCTION

Humans’ evolutionary nature is harnessed with their continuous endeavor to create 
tools that could make their everyday lives easier. From the invention of the wheel to 
the complex apparatuses of Archimedes and the conquest of space, creative thinking 
is the foundational human skill that separates them from other living beings and is 
also their driving leverage to overcome challenges and improve. Since humans real-
ized their capabilities and superiority in the world, they have had an innate need to 
create advanced machines able to address complex problems and think. The human-
oid Talos, the mythical bronze giant created by Hephaestus, designed to protect 
Crete, Daedalus who tried to breed life to his statues using quicksilver to install a 
voice or to make them move, or even more the early mechanical automata designed 
by inventors like Hero of Alexandria including steam-powered devices and self- 
operating machines are some of the examples in Greek Mythology that underscore 
the humans’ desire to create machines in their image and likeness. Of course, there 
is much historical evidence of actual devices that could solve difficult problems and 
perform intricate tasks. The Antikythera Mechanism, probably the first computer in 
human history, could predict astronomical positions and eclipses with high accuracy, 
and Al-Jazari’s programmable water clocks and mechanical devices, like a robotic 
musician ensemble, are some of the iconic first computational devices that paved the 
way for computational autonomy.

After the Industrial Revolution, there was an unprecedented eruption of techno-
logical advancements sparking the generation of computing devices and machines 
able to do complex tasks and calculations. Charles Babbage’s analytical engine, the 
first general-purpose mechanical computer concept, which could theoretically be 
programmed to solve any problem, using punched cards, or the Turing machine, a 
theoretical model for computation and decision-making, formed the basis of com-
puter science and the creation of general-purpose computers, capable of performing 
a variety of tasks by programming, e.g., ENIAC.

However, the real major advancements in artificial intelligence (AI) and modern 
computing have been conducted since the 1950s. In 1966, Shakey (Nilsson, 1984) 
appeared to be the first general-purpose mobile robot that could reason on its decisions 
and actions and understand and execute complex tasks, by analyzing commands and 
breaking them down into basic chunks by itself. MYCIN was an AI system, utiliz-
ing AI approaches, for assisting physicians with clinical decision-making (Shortliffe, 
1976). Deep Blue (Campbell et al., 2002) was the first chess machine that defeated 

1DOI: 10.1201/9781003492252-1
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the then-reigning World Chess Champion Garry Kasparov in a six-game match in 
1997. Its success was based on several factors, including a single-chip chess search 
engine, a massively parallel system with multiple levels of parallelism, a strong 
emphasis on search extensions, a complex evaluation function, and the effective use 
of a Grandmaster game database. If someone thinks about it, Deep Blue was the 
first computer that mutatis mutandis harnessed the fundamental principles that AI 
systems rely upon nowadays: high-quality data, advanced algorithms, computational 
power, and efficient training.

In the last decades, AI has been taken to another level, exposing profound capabil-
ities that made many people think that we are close to creating the perfect AI capable 
of performing intellectual tasks equivalent to a human being, to reason and learn, as 
well as adapt across a broad domain spectrum. Although we are still not there, we 
should consider that current AI technologies, such as large language models (LLMs), 
have a profound impact on our everyday life, simulating human-like reasoning, cre-
ativity, and communication, tending to be irreplaceable tools for everyone, although 
entailing big concerns and challenges for our future.

In this respect, this chapter aims to explore the AI landscape, unraveling the evo-
lution of AI, and concluding with the current breakthroughs that shape AI as it stands 
today. It underpins AI’s great capabilities but also unearths the ethical, legal, and 
societal challenges AI brings along with its potential. Moreover, this chapter empha-
sizes the prominent need for establishing trustworthy and explainable AI (XAI) that 
will alleviate the harmonious symbiosis of humans and AI, always for the benefit of 
the former. The chapter concludes with the authors’ perspective on the future of AI, 
as well as potential risks and limitations that might occur.

1.2 THE HISTORY OF AI

Although some can claim that the philosophical foundations motivating people to 
try to build artificial thinking were laid even in Aristotle’s years, having conceptual-
ized formal logic and syllogistic reasoning, the actual groundwork for AI was laid 
a couple of millennia later in the mid of the 20th century. Since 1950, Alan Turing 
had already written about machine intelligence in his notorious paper “Computing 
Machinery and Intelligence,” which initially appeared in the British journal, Mind, 
and was republished in the book “Parsing the Turing Test” (Epstein et al., 2009), in 
which he explored whether or not machines can do what thinkers like humans can 
do – and if so. Turing foresees the future development of intelligent machines and 
addresses potential objections, including theological, mathematical, and philosophi-
cal arguments, offering counterpoints to each. The term “Artificial Intelligence” 
was coined by John McCarthy, Marvin Minsky, Nathaniel Rochester, and Claude 
Shannon, who organized the Dartmouth Conference in 1956, inaugurating the field’s 
formal inception (McCarthy et  al., 2006). The main objective of this conference 
was to identify whether machines can solve problems that only humans can solve 
by using symbols and formal language, forming abstractions, and concepts. In the 
same year, the Logic Theorist appeared, acclaimed as the first AI computer program 
that could autonomously solve complex problems using reasoning based on people’s 
heuristic approaches (Newell & Simon, 1956). Logic Theorist faced thinking as 
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processing abstract and amodal symbols in short-term and long-term memories that 
guide the program behavior. These symbols represent a hierarchical knowledge in 
the form of events affecting other information processes and facilitating the overall 
thinking process based on heuristics to solve complex problems efficiently, working 
backward from a theorem to derive valid inferences leading to an axiom. In the early 
years of AI, research efforts primarily focused on framing theories influenced by 
mathematical thinking, aiming to define strict formal languages and identify abstrac-
tion symbols that computers could use to solve complex problems that only humans 
could do until then. This period is often called the era of symbolic AI. However, 
these approaches were gradually abandoned as nonpractical. It is worth mentioning 
that many years after McCarthy, one of the fathers of AI, admitted that comput-
ers cannot conquer autonomous human-level intelligence unless they are capable of 
dealing with common sense, elaborating on seven unconquerable barriers, at least by 
the current technology (McCarthy, 2007).

The transition from symbolic AI to a new era was divided by the AI winter of 
the ‘70s, which resulted from a variety of reasons including funding cuts, criticism 
of AI’s progress and overpromised results, the limited computational power of that 
period, and divisions within the AI community (Hendler, 2008). However, in the 
late 80s, there was the dawn of a new AI era, shifting to new, more efficient research 
approaches. The dawn of machine learning had come, when AI researchers moved 
from logic-based approaches to data-driven methods. This included algorithms that 
learned patterns from data rather than relying solely on pre-defined rules. A break-
through for machine learning flourishing was the back-propagation learning pro-
cess that revived neural networks, which is now a major topic of machine learning, 
enabling their practical application, and leveraging their performance and accuracy 
(Rumelhart et al., 1986). However, the preference of the research community for neu-
ral networks was a limited option until the early 2000s, due to the high demand for 
computational power, which was not available at that time. Conversely, AI research-
ers focused on other machine learning approaches, such as Support Vector Networks 
(Cortes & Vapnik, 1995), Bayesian Networks (Pearl, 2014), and Case Base Reasoning 
(Kolodner, 1992).

As already mentioned, neural networks came to the upfront of AI research in the 
2000s. The prerequisites for such approaches to be effective have begun to mature and 
flourish. Advances in computing, for example, the abundance of Graphics Processing 
Units and the availability of massive datasets, paved the way. Moreover, big tech 
companies like Google, Microsoft, and OpenAI became central players, fueling the 
AI community with exceptional achievements. A big breakthrough, for example, 
was the improvement of digital image and video analysis. Until the early 2000s, 
machine learning had made considerable steps, but not leaps, regarding image classi-
fication. However, AlexNet (Krizhevsky et al., 2012) came to stir the waters in 2012, 
achieving unsurpassable classification results in comparison with similar works in 
image classification, consolidating the convolutional neural networks (CNN) as the 
state-of-the-art approach for this research domain, but most importantly, paving the 
ground for more advanced image analysis. For example, Ren et  al. (2015) moved 
forward with image and video analysis by introducing the Faster Recurrent CNN 
approach, which was capable not only of detecting the different classes but also of 
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identifying their bounding boxes existing in the analyzed image. Faster R-CNN con-
stituted the basis for more advancements in image segmentation, i.e., detection of 
classes, for Mask R-CNN (He et al., 2017), an approach that was capable not only 
of detecting different classes in an image but also different instances of the same 
class as well all the pixels occupied in the image (mask). The works that followed 
and improved the instance segmentation of images and videos opened the horizon of 
systems autonomy in various fields and application domains, including autonomous 
driving, medical imaging, sports analysis, agriculture and environment monitoring, 
industrial automation, and many more.

However, in the second decade of this millennium, AI champions are undoubtedly 
generative AI and LLMs. These technologies had a considerable impact on society, 
similar to of DeepMind’s AlphaGo (Silver et al., 2017) victory over Go game mas-
ters, proving “…that the underlying neural networks could be applied to complex 
domains, while the use of reinforcement learning showed how machines can learn 
to solve incredibly hard problems for themselves, simply through trial-and-error.” as 
mentioned on AlphaGo’s web page.1 The spearheads of AI’s breakthroughs for the 
2000s are generative AI and LLMs, at least at the time this chapter is being written. 
OpenAI’s ChatGPT has come to change the world as we know it now.

1.3 CURRENT AI BREAKTHROUGHS

This section highlights recent achievements that have shaped developments in vari-
ous research fields and created significant potential for the future of AI.

1.3.1 Machine and deep Learning

Starting with machine and deep learning as the most general topics, the game changer 
was indisputably the work of Vaswani et  al. (2017), “Attention is all you need.”  
In their work, the authors introduce transformers, a simple neural network archi-
tecture, based solely on attention mechanisms, i.e., the capability to compute the 
relevance of each token in a sequence to every other one, hence capturing contex-
tual relationships. Transformers hand out the need for recurrence and convolution 
approaches entirely, which were state-of-the-art until then. The impact of transform-
ers is profound today, leading the way in many different AI fields. For example, trans-
formers revolutionized natural language processing, which was the initial research 
topic for their inspiration, by enabling new models with language understanding and 
language generation. Google’s BERT (Devlin et al., 2019) is a transformer-based pio-
neering model that founded state-of-the-art research in the field. BERT can execute a 
wide range of tasks, such as question-answering and language inference, without sub-
stantial task-specific architecture modifications. BERT was the spark that ultimately 
led to the creation of LLMs, as discussed later. Another research domain affected 
by transformers is Computer Vision and, particularly, image analysis. Seamlessly, 
to NLP, transformers tend to replace previous approaches. Dosovitskiy et al. (2020) 
introduced Vision Transformers, opening the way for their adoption as a predomi-
nant approach for image classification, as well as semantic and instant segmentation, 
e.g., Swin Transformer (Liu et al., 2021), DETR (Carion et al., 2020), and SegFormer 
(Xie et al., 2021).
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Multimodal AI, i.e., the use of text, images, and other modalities for unified 
understanding and generation, was also a research domain that flourished in the lat-
est years due to the transformer revolution. CLIP (Radford et al., 2021) was a break-
through in image analysis for visual summarization, capable of being instructed in 
natural language to predict the most relevant text snippet, given an image, without 
directly being optimized for the task. CLIP achieves performance on ImageNet’s 
“zero-shot” evaluation that rivals the original ResNet50, all without utilizing any 
of the original 1.28 million labeled samples, effectively addressing significant chal-
lenges in computer vision.

1.3.2 reinforceMent Learning

Reinforcement learning (RL), although not a new concept, as it has been studied and 
developed during the last 70 years, still provides great achievements as it continu-
ously evolves. RL has also been influenced by transformers and their exceptional 
performance, especially in improving sequential decision-making and long-term 
dependency modeling. For example, Decision Transformer (Chen et  al., 2021), an 
architecture that casts the problem of RL as conditional sequence modeling, was 
based on transformers to predict future actions that achieve the desired return. Even 
though it is simple, the Decision Transformer performs on par with or surpasses the 
best model-free offline RL baselines in Atari, OpenAI Gym, and Key-to-Door tasks. 
Inspired by the progress of large-scale language models, based on transformers, 
Reed et al. (2022) introduced Gato, a unified policy-based model able to learn across 
different tasks. To address this objective, Gato was trained on the widest variety of 
relevant data possible, including diverse modalities such as images, text, proprio-
ception, joint torques, button presses, and other discrete and continuous observa-
tions and actions. Consequently, the same network with unchanged weights could 
play Atari games, generate image captions, engage in chat, manipulate physical 
blocks with a real robotic arm, and much more. The ability of transformers to cap-
ture long-term dependencies has enabled RL to model the dynamics of state-action 
transition as well. TransDreamer, which combines visual representation and dynam-
ics learning for improved sample efficiency (Chen et al., 2022), and Masked World 
Model, which decouples representation and dynamics to enhance scalability (Seo 
et  al., 2023) are some of the works that rely on this. Another transformer-based 
example is StARformer, which introduced step and sequence transformers to model 
state-action-reward triplets effectively, capturing complex temporal dependencies 
(Shang et al., 2022).

Besides the abovementioned developments, RL has shown more noteworthy 
achievements the recent years. The intertwining of deep neural networks with RL 
approaches presented exceptional performance. Deep Q-Networks (Mnih et al., 2013) 
achieved human-level performance in mastering Atari games by training a convolu-
tional neural network with a variant of Q-learning, where the input consisted of raw 
pixels and the output was a value function estimating future rewards. Since then, sev-
eral approaches based on deep neural networks appeared, culminating in AlphaGo 
(Silver et al., 2016) and AphaZero (Silver et al., 2018), which demonstrated the ability 
of these models to master complex games like Go, Chess, and Shogi without human 
input. Since then, the combination of deep neural networks with RL and self-play to 
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superhuman performance led to game-mastering approaches such as OpenAI’s Five 
(Berner et al., 2019), which was able to defeat professional Dota 2 players, based on 
multi-agent environments with partial observability and high complexity, or MuZero 
(Schrittwieser et al., 2020), which combined model-based and model-free RL to win 
games without knowledge of rules. Although the abovementioned endeavors focused 
on becoming skilled at video games, they can be easily generalized to address many 
other everyday life activities and research. A sound example is AlphaFold 2 (Jumper 
et  al., 2021), an evolutionary model of AlphaGo and AlphaZero, which was able 
to solve the protein structure prediction, a decade-long problem, using Deep RL, 
changing the rules of the game in biological sciences and drug discovery by estimat-
ing protein structures with near-experimental accuracy. Today, RL plays a major role 
in fine-tuning LLMs, described next, to generate insightful explanations and robust 
reasoning. As explained by Ouyang et al. (2022), “making language models bigger 
does not inherently make them better at following a user’s intent.” In this respect, 
they proposed InstructGPT, an LLM based on GPT-3, which was fine-tuned to fol-
low a broad class of written instructions, using RL from human feedback (Christiano 
et  al., 2017). To align the new model with actual human intent, the authors hired 
40 contractors to label data based on a screening test, to create a dataset of human- 
written demonstrations and prompts. This dataset trained supervised learning base-
lines, while human-labeled comparisons of model outputs were used to develop a 
reward model that predicts preferred outputs. This reward model acted as a reward 
function to fine-tune the supervised baseline using the Proximal Policy Optimization 
(PPO) (Schulman et al., 2017) algorithm, aligning GPT-3’s behavior with the prefer-
ences of labelers and researchers rather than a broader notion of “human values.” 
This work was foundational for the evolution and broader acceptance of the LLMs.

1.3.3 neuro-SyMboLic ai

One notable emerging trend in AI research is neuro-symbolic AI, which combines 
the pattern recognition capabilities of neural networks with the reasoning abilities 
of symbolic AI, aiming to overcome the limitations of either method alone, toward 
leveraging the strengths of both approaches, enabling AI systems to perform complex 
cognitive tasks with greater accuracy and reliability. Neuro-symbolic AI can over-
come the difficulty of information extrapolation from sparse data through abstract 
reasoning. Neuro-symbolic methods fall into two main categories: (1) compressing 
structured symbolic knowledge into neural patterns for reasoning; and (2) extracting 
information from neural patterns to map onto symbolic knowledge for reasoning 
(Sheth et al., 2023). The first category includes mainly compressed knowledge graphs 
and formal logic-based representations, while the second consists of decoupled and 
intertwined neural-symbolic integrations. On an application level, neuro-symbolic 
approaches present features critical for their deployment in real-world scenarios, 
including user-explainability, domain constraints, scalability, and continual adapta-
tion. It is worth mentioning that XAI, an important pre-requisite of AI as discussed 
later, and neuro-symbolic AI have a common objective, i.e., they aim for knowledge 
extraction and derive compact and accurate representations from complex neural 
networks (Garcez & Lamb, 2023); thus, for neuro-symbolic AI, explainability is an 
innate feature.
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1.3.4 generative ai

A landmark of recent AI achievements is undoubtedly generative AI, which has 
experienced remarkable advancements, leading to several influential works that 
have shaped modern AI. In 2014, Goodfellow et al. (2014) introduced the generative 
adversarial networks as a framework where two neural networks, the generator and 
the discriminator, compete, leading to the generation of realistic data. This work 
has been foundational in image and video generation. It would be a shortcoming of 
our narrative about AI breakthroughs if we did not mention generative autoencod-
ers, a family of approaches co-existing with GANs, that show excelling capabili-
ties. Notable examples of generative autoencoders are the variational autoencoders 
that combine probabilistic graphical models and neural networks for efficient learn-
ing on latent representations for generative tasks (Kingma & Welling, 2013), and 
sequence-to-sequence learning with neural networks (Sutskever et al., 2014), facili-
tating significant progress in machine translation and other natural language process-
ing tasks. After transformers got into the game, generative AI approaches revolved 
between two main categories: image and video generation from text or image/video 
input and LLMs. The first category was an initial branch of GAN legacy, which 
very quickly shifted to more powerful models capable of providing better quality 
results. Ramesh et  al. (2021) introduced DALL-E, a model capable of generating 
images from textual descriptions, demonstrating the potential of generative models 
in cross-modal tasks. DALL-E was used as an online service provided by OpenAI 
and very soon various other services, such as Midjourney or Leonardo AI, followed, 
extending the new market sector of AI-driven image generation. However, the break-
through of generative AI for images and videos was the stable diffusion models intro-
duced by Rombach et al. (2022), which can generate high-resolution image synthesis, 
balancing computational efficiency with high-quality output. Stable diffusion and 
similar approaches widened the AI-driven image and video generation further, mak-
ing it one of the most flourishing today. The second main category of generative AI 
is LLMs, which are discussed next.

1.3.5 Large Language ModeLS

LLMs are considered the successors of pre-trained transformer models over 
large-scale corpora, such as BERT mentioned before. The researchers found that 
extending the training of such models on even bigger datasets and scaling the model 
parameters to an even larger size could lead to improved model capacities. To distin-
guish language models based on their parameter sizes, the research community has 
introduced the term “large language models” for pre-trained models that are signifi-
cantly large, typically containing tens or hundreds of billions of parameters. Zhao 
et al. (2023) classify language models, i.e., pre-trained models aiming to predict the 
probability of future (or missing) language tokens, in four major development stages: 
statistical language models (SLMs), neural language models (NLMs), pre-trained 
language models (PLMs), and LLMs. The evolution process of the four stages and 
the main achievements are depicted in Figure 1.1.

SLMs based on Markov assumptions and n-gram models were widely used in NLP 
and information retrieval, but suffered, however, from the curse of dimensionality, 
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i.e., it was almost impossible to accurately estimate high-order language models since 
an exponential number of transition probabilities needed to be estimated, limiting 
their capacity to assist in specific tasks. NLMs introduced distributed word represen-
tations using neural networks, leading to innovations like word2vec and end-to-end 
NLP solutions, capable of solving typical NLP tasks. PLMs, such as ELMo (Peters 
et al., 2018) and BERT, leveraged large-scale pre-training and fine-tuning, establish-
ing a new paradigm for solving various NLP tasks, as already mentioned. Ultimately, 
LLMs like GPT-3 (Brown et al., 2020), Galactica, and Llama (Touvron et al., 2023) 
have shown emergent abilities as their sizes increased. This evolution in LLMs has 
led to advanced applications like ChatGPT, significantly increasing research interest 
in the field, but most importantly, the way of accomplishing everyday tasks today. 
The abundance of LLM agents urged most companies internationally to adopt the 
approach in the mainstream business workflows, providing AI assistants to their cus-
tomers. In parallel, key IT players like Google, Microsoft, and Meta got early into the 
game, competing with OpenAI’s GPT by supporting or developing their own LLMs 
and pertinent services. Today’s significant focus of the research community is on 
fine-tuning existing models to improve their accuracy and reduce the phenomenon of 
“hallucination,” i.e., general LLMs’ tendency to generate either false or unverifiable 
information, often conflicting with established sources. In tandem, research efforts 
focus also on improving the capacity of LLMs, especially in their ability to reason 
and solve difficult human problem solutions, such as mathematical problems. In this 
respect, DeepSeek-R1 (Guo et al., 2025) recently showed impressive reasoning capa-
bilities, designed to validate its own output, enhancing accuracy in subjects such as 
math, science, and fact-checking. This approach offers a level of precision that many 
AI models, including o3-mini from OpenAI, Llama 3 from MetaAI, and Gemini 2.0 
Flash from Google, struggle to achieve.

Table 1.1 summarizes the most impactful works discussed in this section, in the 
presented domains, highlighting the AI breakthroughs that they introduced or sig-
nificantly contributed to.
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n-gram models
Statistical methods
Probability estimation
Assist in specific tasks

1990s

Statistical LM

Specific�task�helper

2013

Word2vec (NPLM), NLPS
Static word representations
Neural Context modeling
Solve typical NLP tasks

Neural LM

Task-agnostic
feature learner

ELMO, BERT, GPT-1/2
Context-aware representations
Pre-trained & fine-tuning
Solve various NLP tasks

2018

Pre-trained LM

Transferable NLP
task solver

GPT3/4, ChatGPT, Claude
Scaling language models
Prompt based completion
Solve various real-world tasks

2020

Pre-trained LM

General-purpose
task solver

FIGURE 1.1 The evolution process of the four generations of LMs from the perspective of 
task-solving capacity. (Adapted from Zhao et al. 2023.)
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TABLE 1.1

AI Breakthroughs Across Impactful Publications

Work Title References Domain Breakthroughs

Deep Q-networks (DQN) Mnih et al.  
(2013)

RL Combined deep learning with 
Q-learning, achieving human-level 
performance in games.

Variational autoencoders 

(VAEs)

Kingma and 
Welling (2013)

GenAI Enabled probabilistic generative 
modeling, learning structured 
latent representations.

Sequence to sequence 

learning with neural 

networks

Sutskever et al. 
(2014)

GenAI Established machine translation and 
sequence-based NLP tasks using 
deep learning.

AlphaGo Silver et al.  
(2016)

RL First AI to defeat a Go champion 
using deep reinforcement learning 
and Monte Carlo Tree Search.

Attention is all you need Vaswani et al. 
(2017)

ML Introduced the Transformer 
architecture, revolutionizing NLP 
by replacing RNNs and CNNs.

Proximal policy  

optimization algorithms

Schulman et al. 
(2017)

RL Improved policy gradient 
optimization, making RL more 
stable and enabling the use of 
sampling data through interaction 
with the environment.

AlphaZero Silver et al.  
(2018)

RL Generalized self-play RL, 
surpassing human and previous AI 
strategies in Chess, Go, and Shogi.

BERT: pre-training  

of deep bidirectional 

transformers for  

language understanding

Devlin et al.  
(2019)

NLP Enabled context-aware language 
understanding, improving NLP 
tasks like QA, translation, and 
sentiment analysis.

An image is worth 16 × 16 

words: transformers for 

image recognition  

at scale

Dosovitskiy 
et al. (2020)

Computer V 
ision

Proved that Vision Transformers 
(ViTs) can outperform CNNs in 
image classification without 
locality biases.

End-to-end object 

detection with 

transformers (DeTr)

Carion et al.  
(2020)

Computer  
Vision

Introduced end-to-end object 
detection using Transformers, 
eliminating the need for anchor 
boxes and post-processing.

GPT-3: language models 

are few-shot learners

Brown et al.  
(2020)

LLMs Showcased few-shot learning with 
large-scale pre-training, drastically 
reducing the need for task-specific 
fine-tuning.

Swin transformer: 

hierarchical vision 

transformer using 

shifted windows

Liu et al.  
(2021)

Computer  
Vision

Developed a hierarchical vision 
transformer with shifting 
windows, improving scalability in 
classification, detection, and 
segmentation.

(Continued)
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1.4 ETHICAL, LEGAL, AND SOCIETAL CHALLENGES

Due to the widespread use of AI systems in everyday life today, concerns about their use 
and potential hazards for humanity have emerged in several layers, including interna-
tional organizations, the United Nations, the European Union, and individual countries. 
As mentioned by Correa et al. (2023), since 2018, an AI Ethics boom has been noted, 
underpinning the high concerns about ethical and legal aspects of AI use globally. 
Furthermore, there has been a considerable shift in focus regarding AI-related ethical 
principles from 2014 to the present day. The same survey mentions that in 2014, the most 

TABLE 1.1 (Continued)

AI Breakthroughs Across Impactful Publications

Work Title References Domain Breakthroughs

CLIP: learning 

transferable visual  

models from natural 

language supervision

Radford et al. 
(2021)

Multi-modal  
AI

Enabled zero-shot learning by 
aligning vision and text in a shared 
embedding space, improving 
image-text understanding.

DALL-E: zero-shot 

text-to-image generation

Ramesh et al. 
(2021)

GenAI Demonstrated text-to-image 
generation using Transformers, 
producing creative and 
high-quality visuals.

AlphaFold 2 Jumper et al.  
(2021)

AI for 
Science

Solved the protein folding problem, 
predicting structures with 
near-experimental accuracy.

Zero-shot text-to-image 

generation

Ramesh et al. 
(2021)

GenAI Applied Transformer-based 
diffusion models for high-quality 
text-to-image synthesis. DALE-E 
model.

Stable diffusion Rombach et al. 
(2022)

GenAI Pioneering latent diffusion models, 
allowing efficient, high-resolution 
text-to-image generation.

InstructGPT: training 

language models to  

follow instructions with 

human feedback

Ouyang et al. 
(2022)

LLMs Used Reinforcement Learning from 
Human Feedback (RLHF) to make 
AI more aligned with human 
intent.

Neuro-symbolic AI:  

the 3rd wave

Garcez and  
Lamb (2023)

Neuro- 
Symbolic 
AI

Integrated deep learning with 
symbolic reasoning, improving 
explainability and logic-based 
learning.

LLaMA: open and  

efficient foundation 

language models

Touvron et al. 
(2023)

LLMs Provided an open-source, efficient 
alternative to proprietary LLMs, 
improving accessibility and 
research.

DeepSeek-R1 Guo et al. (2025) LLMs Enhanced reasoning capabilities 
using RL and Chain of Thought 
explanations.
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cited principles, by pertinent research works, were Fairness, Reliability, and Dignity, 
while since 2016, the emphasis has shifted to Accountability, Beneficence, and Privacy. 
However, since 2018, Transparency (XAI, Mechanistic Interpretability) has become the 
dominant concern, highlighting the need for humans to understand AI. In parallel, the 
urge for human-centered AI has become a dominant prerequisite for the development 
of AI systems, with relevant frameworks and pertinent guidelines proposed (Amershi 
et al., 2019; IBM Design for AI, 2022; PAIR. People + AI Guidebook., 2019; Margetis 
et al., 2021; Riedmann-Streitz et al., 2025; Shneiderman, 2020; Xu, 2019), underscoring 
the effort of putting human-in-the-loop during the whole AI systems’ implementation 
lifecycle, safeguarding humane results that are useful, reliable, and trustworthy.

With the explosion of LLM agents, the necessity for framing their use in align-
ment with human values, as reflected on ethical, legal, and societal considerations, 
has become prominent. Although these technologies present unprecedented capacity 
and capabilities, they still present significant drawbacks and limitations that might 
drive maleficent use. The major pitfalls of LLMs are bias, information hallucination, 
lack of explainability, reasoning errors, and their susceptibility to prompt injection 
(Hadi et al., 2023). Bias is an innate problem of LLMs, due to their training on data-
sets that contain prejudices related to several factors, such as race, gender, or socio-
economic status. As mentioned by Schramowski et al. (2022), pre-trained models 
designed to imitate human language may perpetuate unfairness, leading to discrimi-
natory or inaccurate outputs in areas like politics and law. Bias in language models 
can be imposed in four primary ways: (1) training data bias, where models inherit 
prejudices from datasets; (2) user interaction bias, where biased user input reinforces 
prejudices; (3) algorithmic bias, where optimization metrics prioritize engagement 
over fairness; and (4) contextual bias, where limited training data on specific cultures 
or topics results in skewed responses. These biases can influence AI-generated rec-
ommendations, raising ethical concerns about fairness and accountability.

As already mentioned, information hallucination occurs when an LLM provides 
factually incorrect fictional content. This issue happens mainly because of gaps in the 
LLMs’ knowledge, urging them to make assumptions that are based on learned pat-
terns, and it can be particularly problematic in sensitive applications where accuracy 
is critical. Hallucinations arise from factors such as training processes, dataset limita-
tions, and model architecture. LLMs sometimes prioritize fluent or engaging outputs 
over factual accuracy. Considerable research effort is put into exploring mitigation 
strategies, including reality grounding, expanding training datasets, and incorporat-
ing verifiable, fact-checkable methods (Tonmoy et al., 2024). As LLMs continue to 
advance in their ability to write human-like text, a key challenge remains their ten-
dency to hallucinate, generating content that appears factual but is ungrounded. This 
issue of hallucination is arguably the biggest hindrance to safely deploying these 
powerful LLMs into real-world production systems that impact people’s lives. The 
journey toward widespread adoption of LLMs in practical settings heavily relies on 
addressing and mitigating hallucinations. Unlike traditional AI systems focused on 
limited tasks, LLMs have been exposed to vast amounts of online text data during 
training. While this allows them to display impressive language fluency, it also means 
they are capable of extrapolating information from the biases in training data, mis-
interpreting ambiguous prompts, or modifying the information to align superficially 
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with the input. This becomes hugely alarming when we rely on language genera-
tion capabilities for sensitive applications, such as summarizing medical records, 
financial analysis reports, etc. Several techniques have been reported in the literature 
to mitigate hallucination in LLMs. Notable among these are retrieval-augmented 
generation (Lewis et al., 2021), Knowledge Retrieval (Varshney et al., 2023), CoNLI 
(Lei et al., 2023), and CoVe (Dhuliawala et al., 2023). Furthermore, we introduce a 
detailed taxonomy categorizing these methods based on various parameters, such as 
dataset utilization, common tasks, feedback mechanisms, and retriever types. This 
classification helps distinguish the diverse approaches specifically designed to tackle 
hallucination issues in LLMs. Additionally, we analyze the challenges and limita-
tions inherent in these techniques, providing a solid foundation for future research 
in addressing hallucinations and related phenomena within the realm of LLMs. 
However, further research is needed to create advanced models that can differentiate 
between facts and assumptions.

The explainability of LLMs, comprising hundreds of billions of parameters, 
remains a prominent challenge due to their intricate neural architectures. The enor-
mous number of interconnected parameters complicates decision-making processes, 
almost making it infeasible, and raises concerns about transparency, implicit biases, 
and accountability. While the attention mechanisms of their architecture offer par-
tial insights, they do not fully explain how LLMs generate specific outputs. This 
lack of interpretability raises trust and ethical concerns, particularly in high-stake 
domains like healthcare and finance, where explainability is crucial for responsible 
deployment.

A big challenge for LLMs is their reasoning capability, urging them to make mis-
takes in logical assumptions, either because of ambiguities in the prompt or inher-
ent limitations in their understanding of complex logical operations. LLMs such as 
GPT-4 and Claude-3 rely on pattern recognition and statistical inference instead of 
explicit logical structures. They can support only in-context reasoning, meaning these 
models draw conclusions based on information provided in prompts during a single 
session, presenting implicit memory, i.e., they lack memory persistency. Approaches 
such as Chain-of-Thought prompting enhance LLM reasoning capabilities by guid-
ing it to generate intermediate reasoning steps before arriving at a final answer (Wei 
et al., 2022), or agent-based reasoning, which maintains the memory state and can 
dynamically interact with environments, enabling goal-driven task accomplishment 
and explicit decision-making processes (Li et al., 2024). Although recent research 
has shown promising results, for example, DeepSeek as mentioned previously, LLM 
reasoning remains an ongoing challenge.

A notable drawback of LLMs today is that they are prone to security vulner-
abilities such as prompt injection, jailbreak exploits, and data poisoning. Benjamin 
et al. (2024) investigated 36 LLMs for various prompt injection attacks. Their results 
reveal a significant vulnerability drift among LLMs, showing that 56% of the 144 
tested scenarios resulted in successful injections. This highlights the importance of 
considering factors such as model parameters, architecture, and intended use cases 
when assessing LLM security. Bowen et al. (2024) examined 24 LLMs and con-
cluded that there is a clear scaling relationship, indicating that larger LLMs are more 
susceptible to data poisoning. Additionally, higher poisoning rates result in more 
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harmful behavior in general. Thus, there is a pressing need for comprehensive secu-
rity measures to protect LLMs from such adversarial manipulations.

From a legal perspective, content generated from LLMs might cause several open 
issues regarding intellectual property rights, content authenticity, misinformation, 
and regulatory compliance (Al-kfairy et al., 2024). More specifically, copyright con-
cerns might emerge from such content, raising potential debate regarding authorship, 
fair use, and liability, while lack of transparency and accountability prevents con-
tent attributions and detection of misinformation. The primary countermeasures to 
these phenomena are regulatory frameworks, which, although they struggle to keep 
pace with AI advancements, necessitate proactive governance measures that balance 
innovation with ethical considerations, particularly in areas such as healthcare, edu-
cation, and media.

Besides the impact of misinformation and deepfakes, as already discussed, a major 
societal concern is the potential economic displacement that might result from the 
widespread use of LLMs (Hagendorff, 2024). Specifically, the automation capabili-
ties of LLMs may lead to job displacement in sectors that rely on content creation and 
information processing, spanning from customer services to software engineering or 
crowd-work platforms (Mannuru et al., 2023). Conversely, new job opportunities have 
already emerged such as prompt engineering and LLM fine-tuning for corporate use; 
however, these new opportunities cannot counterbalance the big concern that genera-
tive AI could worsen socioeconomic inequalities and cause job displacement.

Great concerns have also risen about the environmental impact of LLM-based 
services worldwide, with big worries about their contribution to the recent radical 
climate change. Risks closely related to these concerns include the high energy con-
sumption and carbon footprint associated with training and deploying LLMs, along 
with additional issues such as excessive water usage and electronic waste (Rillig et 
al., 2023). To mitigate environmental risks, policy interventions, transparent data 
usage, and enhanced literacy regarding AI’s environmental impact are proposed to 
balance these risks and benefits.

1.5 TRUSTWORTHY AND XAI

Major progress in AI has often been made through open competitions and international 
challenges. Prominent examples include the PASCAL Visual Object Classes (VOC) 
Challenge,2 the ImageNet Large Scale Visual Recognition Challenge3 (ILSVRC), and 
the Diabetic Retinopathy Detection Challenge.4 Typically, these challenges involve the 
release of labelled training datasets, while separate, unlabeled test sets are reserved for 
model evaluation. The competitive spirit and scientific recognition of these challenges 
have contributed to significant innovations, e.g., the development of novel architectures 
like ResNet and U-Net. However, over time, it has become clear that top-performing 
models on test sets do not always generalize well or exhibit trustworthy behavior. On 
the contrary, the evaluation of models in a “black box” manner, i.e., without under-
standing the rationale behind their predictions, may conceal serious flaws.

The emergence of XAI as a distinct research area (Samek et al., 2019) marked a 
turning point and, for the first time, allowed us to uncover and visualize the internal 
reasoning of AI systems. Surprisingly, studies showed that even models that win 
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international competitions and dominate leaderboards arrived at correct predic-
tions for the wrong reasons, a phenomenon referred to as the “Clever Hans effect5” 
(Lapuschkin et al., 2019). For instance, in the VOC challenge, models classified 
horses not due to the animal itself, but due to the presence of a copyright watermark 
often found in horse images used for the challenge (both in training and test datas-
ets). Similarly, ILSVRC models learned to associate images of wolves with snowy 
backgrounds. These examples highlight how spurious correlations and dataset arti-
facts can undermine the trustworthiness of AI systems, even when they perform 
well on benchmark tasks. The relevance of XAI has continued to grow, as follow-up 
research has shown that such artifacts are not limited to early deep learning models. 
Even modern models, including those trained via self-supervised or unsupervised 
learning (Kauffmann et al., 2025), remain susceptible to similar biases. This poses a 
significant risk, particularly when these models are fine-tuned for downstream appli-
cations in high-stakes domains.

Since the implications of the Clever Hans effect for the trustworthiness and reli-
ability of AI models are significant, there is a clear need for a reliable and com-
prehensive approach to model transparency, auditing, and certification. Emerging 
regulatory frameworks, such as the EU’s AI Act, and guidelines from international 
organizations and initiatives, e.g., IEEE, ITU, NIST, are actively addressing these 
challenges. Despite these efforts, some researchers take the opposite standpoint and 
advocate for the exclusive use of inherently interpretable models, avoiding black-box 
approaches altogether in high-stake applications (Rudin, 2019).

1.5.1 three WaveS of Xai

In the following, we briefly review some of the developments in the area of XAI. For 
that, we organize the evolution of XAI research into three conceptual waves, each 
expanding the scope and capability of explanation methods.

1.5.1.1 First Wave: Explaining Individual Predictions

Following the success of deep neural networks in image classification in the early 
2010s, the wish to understand these models and how they arrive at their decisions 
quickly emerged. The focus of these first methods was to determine and visualize the 
contribution of individual input dimensions (e.g., pixels) to the model’s prediction. 
The idea of using gradients to quantify prediction influence had already been pro-
posed in earlier works (Morch et al., 1995) and was adapted to deep neural networks, 
e.g., Simonyan et al. (2014). The gradient shattering problem (Balduzzi et al., 2017) in 
neural networks, however, led to noisy and unreliable attribution maps, starting dis-
cussions about the overall faithfulness of this class of XAI approaches. Some methods 
addressed the issue through smoothing techniques, such as SmoothGrad (Smilkov  
et al., 2017), while others, like Integrated Gradients (Sundararajan et al., 2017), relied 
on gradient integration along a path from a baseline to the input. Additionally, Layer-
wise Relevance Propagation (Bach et al., 2015) introduced an alternative backpropa-
gation scheme designed to provide more robust and faithful attributions. In parallel, 
model-agnostic approaches emerged that did not require access to internal model 
gradients. These were based on different principles, including input perturbation 
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(Fong & Vedaldi, 2017), game-theoretic reasoning, e.g., Shapley values (Lundberg 
& Lee, 2017), and surrogate modeling using simpler, interpretable models (e.g., 
LIME) (Ribeiro et al., 2016). The introduction of evaluation metrics for explana-
tions, along with comprehensive toolboxes such as Quantus (Hedström et al., 2023), 
complemented the development of these first-generation XAI methods. Although 
attribution-based explanation has become a mature and widely used approach, adapt-
ing these methods to newer model architectures, such as transformers, or to diverse 
data types like time series remains non-trivial. Some recent studies have started to 
address these challenges, e.g., Ali et al. (2022), Achtibat et al. (2024), and Vielhaben 
et al. (2024).

In addition to attribution-based methods, many other approaches were developed 
to explain individual model decisions. These include, for example, counterfactual 
explanations, which illustrate how an input would need to change to yield a different 
model decision (Verma et al., 2024), and data attribution methods, which identify 
training examples that most influenced the model’s behavior on a given input (Koh 
& Liang, 2017).

1.5.1.2 Second Wave: Understanding the Model Itself

Another line of work in the XAI community focused on explaining the model 
itself. These methods aim to understand what internal components, such as indi-
vidual neurons or layers, encode within the model. One of the early approaches in 
this direction was activation maximization (Erhan et al., 2009), which sought to 
reveal the features encoded by specific neurons. By generating synthetic images 
(Nguyen et al., 2016; Yosinski et al., 2015) or identifying real-world examples 
(Chen et al., 2020) that maximize the activation of specific neurons, these meth-
ods provided valuable insights into the model’s internal representations. More 
advanced techniques soon followed. For instance, network dissection (Bau et al., 
2020) systematically analyzed the embedding space to map neurons to interpre-
table concepts, while Testing with Concept Activation Vectors (TCAV) (Kim  
et al., 2018) introduced a way to quantify whether a pre-defined concept (e.g., stripe-
ness) is encoded by the model and plays a role in the model’s decisions. Concept 
Relevance Propagation (CRP) (Achtibat et al., 2023) further advanced this direc-
tion by combining global explainability (understanding what the model encodes 
overall) with local explainability (understanding a specific prediction) in an explor-
ative manner, i.e., without relying on pre-defined concepts. CRP uses Layer-wise 
Relevance Propagation to identify important neurons or subnetworks for a given 
decision and then applies Relevance Maximization to visualize the concepts repre-
sented by these components using reference examples. By shifting the focus from 
the input space (e.g., raw pixels) to the semantically more meaningful embedding 
space of the model, these techniques are also referred to as concept-level explana-
tion methods. These foundational techniques developed during the second wave 
have become key building blocks for the emerging research area of mechanistic 
interpretability. Here, the goal is to reverse-engineer models by identifying and 
analyzing functional subnetworks (“circuits”) within them, thereby uncovering 
how specific computations are implemented internally.
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1.5.1.3 Third Wave: Systematic Understanding

The approaches introduced in the last section do not allow full-scale, systematic explo-
ration of models because they either rely on a human-in-the-loop to label and interpret 
discovered concepts (as in CRP) or depend on the availability of pre-defined concepts 
and labeled datasets (as in NetDissect or TCAV). The latter also limits the scope of 
the analysis to what the user explicitly searches for. Recent developments, such as 
FALCON (Kalibhat et al., 2023) and SemanticLens (Dreyer et al., 2025), overcome 
this shortcoming by replacing the human with a foundation model in the explanation 
pipeline. The latter method builds on the CRP methodology, effectively linking data 
(i.e., reference examples), predictions (i.e., model outputs), and internal model represen-
tations (i.e., relevance values), thereby enabling systematic exploration of this triangle 
without human intervention. This enables SemanticLens to (1) automatically identify 
and label the concepts encoded by individual neurons and subnetworks, (2) determine 
the functional role of each component in the model’s decision-making process, and (3) 
relate these roles to the training data (e.g., to detect potential biases or dataset artifacts).

This ability to comprehensively and systematically investigate the model’s represen-
tation and decision-making enables one to verify, e.g., whether a neural network trained 
for skin cancer detection adheres to the ABCDE rule, which is a widely accepted diag-
nostic guideline for skin cancer screening found in dermatology textbooks. Although 
still in its early stages, this third wave of XAI research promises to open up new ways 
for improved model auditing and certification, potentially enabling rigorous validation 
of whether AI systems are making decisions for the right reasons, which is crucial for 
developing reliable and trustworthy AI in sensitive domains like healthcare.

1.5.2 froM eXpLanation to controL

In parallel to the use of XAI methods for the identification of biases, flaws, and 
bugs in model predictions, researchers have begun developing techniques for tar-
geted model improvement and debugging (Weber et al., 2023). Methods such as the 
“right for the right reason” approach (Ross et al., 2017) or the “reveal to revise” 
framework (Pahde et al., 2023) were developed to actively correct model behavior in 
a desired and principled manner. This shift beyond explanation is particularly visible 
in the domain of LLMs. Here, researchers often want to gain mechanistic insight 
into model internals, such as the functional roles of individual attention heads, with 
the ultimate goal of controlling model behavior more effectively (Zheng et al., 2024). 
Such control is crucial for addressing challenges like hallucinations and marks an 
evolution in the field of XAI. Merely explaining model behavior seems to no longer 
be enough. As AI systems become more complex and integrated into critical applica-
tions, next-generation explanation techniques will need to enable meaningful inter-
ventions to actively steer, correct, and constrain future models.

1.5.3 appLicationS of Xai

Established explanation techniques, such as attribution maps, have been used in a 
wide range of applications. These include human–machine interaction (e.g., in the 
medical field), model validation and debugging, and regulatory contexts, where 
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explanations are used to determine whether certain attributes influence model deci-
sions. However, one of the most inspiring applications of XAI is in drug discovery. 
Here, researchers have reported the discovery of a novel structural class of antibiot-
ics with the guidance of XAI methods (Wong et al., 2024). Beyond healthcare, XAI 
techniques have also been applied in physics (Lai et al., 2022), chess (Schut et al., 
2025), and genomics (Mieth et al., 2021), offering the potential for novel scientific 
insights, i.e., not only to interpret what a model has learned but to discover something 
previously unknown. The XAI methods, especially emerging from the third wave, 
have great potential for full-scale, systematic exploration of the unknown. It will be 
exciting to observe when and how these next-generation techniques will be adopted 
in scientific discovery processes.

1.6 FUTURE OF AI, RISKS, AND LIMITATIONS

Having discussed the current landscape of AI, its tremendous potential for societal 
evolution, and the needs and limits that should be addressed and set, respectively, to 
avoid societal backfires from its unreasonable and improper use, we will try to sketch 
the future of AI and discuss potential risks and limitations in this section.

The advancements of generative AI and, particularly, the achievements of LLMs, 
reignited discussions about artificial general AI (AGI), i.e., the creation of think-
ing machines comparable to, or greater than, human beings’ thinking processes. 
Although Ben Goertzel and Cassio Pennachin have made the term AGI popular 
(Goertzel, 2014), they noted that the term was first introduced by Mark Gubrud in 
a 1997 article examining the future of technology and its potential risks (Gubrud, 
1997). AGI is the counter concept of “narrow AI” referring to the creation of systems 
that carry out specific “intelligent” behaviors in specific contexts (Kurzweil, 2014). 
Although the current achievements of AI still reside in the land of narrow AI, several 
efforts exist toward AGI, although still in their early stages. However, the exponen-
tial pace of technological advancement suggests that dramatic breakthroughs could 
occur within decades – or even years (Goertzel, 2014). Visible signs for sparking 
AGI from LLMs are analyzed and discussed by Bubeck et al. (2023). Specifically, 
the authors explored signs of AGI in GPT-4, as demonstrated by its reasoning, cre-
ativity, expertise across domains, and diverse task performance. Although still not 
a true AGI, future efforts should focus on defining AGI, enhancing LLMs with the 
necessary components, and understanding the origins of their intelligence. Albeit 
AGI’s trajectory is uncertain, a survey at AGI-09 indicated that most researchers 
expect human-level AGI before 2050 (Baum et al., 2011), with some holding a more 
optimistic outlook. While controversial, this optimism is growing within the AGI 
community, which is actively working toward rapid progress.

Despite how close or far AGI is, the discussion should also revolve around the lim-
itations and risks that come with it. A superintelligence that surpasses human think-
ing and cognition on several tasks can eventually undermine human existence in the 
context of several catastrophic scenarios (Bostrom, 2017). In other words, the AI 
systems might act in unintended or harmful ways, especially if they do not align with 
and encompass human values. Even if super-intelligent systems are laden with human 
values, there are risks against humans due to the phenomenon of the “instrumental 
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convergence” theory, according to which AI agents can select to harm a human as an 
instrumental goal that will help them achieve their terminal goal, e.g., for ensuring 
self-presentation, goal integrity, or resource acquisition (Bostrom, 2012). As pessi-
mistic as the future of AI might be, superintelligence will never acquire omniscient 
and superhuman abilities due to physical and computational constraints, facing lim-
its in knowledge acquisition, prediction, and real-world experimentation, as it cannot 
perfectly simulate the universe or human behavior in real-time (Russell, 2023). In 
this respect, intelligent AI should serve humans under the model of Everything as 
a Service, having the potential to vastly improve human civilization by enhancing 
productivity, increasing global GDP, and making services like education, healthcare, 
and governance more accessible, while it cannot solve everything since finite natural 
resources and societal hierarchies will persist, requiring cultural shifts in how suc-
cess and well-being are defined (abid.).

Furthermore, risks, challenges, and limitations that have already been discussed 
in this chapter, such as bias and fairness, explainability and transparency, security 
and misuse, environmental impact, and economic disruption or job displacement, 
will still be on the table for future AI if actions are not taken now. Hence, while 
anticipating the future of AI worldwide, initiatives need to be reinforced for better 
collaboration between AI researchers, policymakers, and other stakeholders. Efforts 
should be made to better understand the tensions between AI and policy methodolo-
gies while acknowledging the benefits of transdisciplinary approaches to overcom-
ing emerging challenges. The new era of AI should bring together policymakers and 
the research community beyond peripheral synergies, aiming for a more integrated 
approach, urging AI development to employ policy considerations as an essential 
element, while policy-making should consider embracing human-centered principles 
and practices to ensure effective governance and oversight of the intricate challenges 
that emerge with AI.

As AI reaches a new level of capabilities, building trust with humanity becomes 
the fundamental objective. To achieve this, transparency, ethical development, and 
robust safety mechanisms must be established. AI should be explainable, fair, and 
aligned with human values, supported by clear regulations that ensure accountabil-
ity. Prioritizing human-AI collaboration should empower users rather than replace 
them. Public engagement, AI literacy, and policies addressing societal concerns, 
such as job displacement, are essential. Reliability and long-term monitoring will 
further strengthen trust, ensuring that AI benefits society equitably while enhancing 
well-being and safety.

1.7 CONCLUSIONS

The evolution of AI, from symbolic logic systems to today’s data-driven models, has 
profoundly reshaped technology and society. This chapter has examined the founda-
tional milestones and technological breakthroughs, from early symbolic reasoning 
to neural networks, transformers, and the rise of generative AI and LLMs. It has also 
underscored the growing influence of AI across various fields, including vision, lan-
guage, RL, and multimodal systems, while recognizing the significant ethical, legal, 
and societal implications of its widespread adoption. Key concerns such as fairness, 
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transparency, misinformation, and environmental impact highlight the urgent need 
for explainability, trustworthy design, and human-centered frameworks. As we look 
ahead, the journey toward AGI remains uncertain yet alluring, requiring interdisci-
plinary collaboration and proactive governance. Ultimately, creating a future where 
AI empowers humanity without undermining it relies on our ability to design systems 
that are not only intelligent but also safe, ethical, and aligned with human values.

NOTES

 1 AlphaGo—Google DeepMind: https://deepmind.google/research/breakthroughs/
alphago/, retrieved 24 February 2025.

 2 https://www.robots.ox.ac.uk/~vgg/projects/pascal/VOC/.
 3 https://www.image-net.org/challenges/LSVRC/.
 4 https://www.kaggle.com/competitions/diabetic-retinopathy-detection.
 5 Clever Hans was a horse in the early 20th-century Germany, who was believed to solve 

math problems, but in really, he was responding to the body language of the person 
interacting with him.
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2.1 HISTORY OF LARGE LANGUAGE MODELS

Language modelling is an important subfield of artificial intelligence (AI) that under-
lies the development of any intelligent system. The use of language for communica-
tion in these systems is often preferred over other communication formats such as 
graphs or database systems. In fact, progress in natural language understanding has 
effectively shaped the development of AI over the years.

Language modelling can be viewed as predicting the next word in a sequence of 
words. It has been central to natural language processing (NLP) since the 1940s. 
Early work in the 1940s and 1950s provided the foundations for NLP with advances 
in formal models of computation, formal grammar, and probability theory. The sym-
bolic approach emerged from this work, and it represents a top-down paradigm for 
language understanding. The goal is to model the underlying capabilities that a sys-
tem needs to process and understand natural language. The approach represents the 
earliest work on AI that focuses on the underlying reasoning and logic. The term AI 
was originally used to describe this approach in the Dartmouth Conference in 1956 
as organized by John McCarthy, Marvin Minsky, Claude Shannon, and Nathaniel 
Rochester (Lucci et al., 2022).

In these early decades of AI, symbolic methods were the norm for NLP. In 1948, 
Shannon employed statistical models to predict the next word in a symbol sequence, 
n-grams (Shannon, 1948). Subsequently, Weizenbaum used basic pattern matching 
to produce ELIZA, a system designed to emulate a psychiatrist from the Carl Rogers 
discipline of Psychiatry (Weizenbaum, 1966). The popularity of the system paved the 
way for the large language models (LLMs) of today.

Other systems, such as SHRDLU (Winograd, 1971), demonstrated how rule-based 
logic and hand-crafted grammars could be used to parse and understand language 
in constrained domains. These systems relied on semantic networks, ontologies, 
and first-order logic to represent knowledge and draw inferences. While expressive, 
symbolic systems required extensive manual labor and domain-specific engineering. 
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They also struggled to cope with ambiguity, metaphor, and variability, properties 
that are inherent features of natural language.

A second major paradigm, the connectionist paradigm, emerged from the early 
work of McCulloch and Pitts to model the neuron in 1943 (McCulloch and Pitts, 
1943). Their work represented neurons as binary threshold units. This paradigm 
focused on the origins of intelligence from a bottom-up approach. A single layer of 
perceptrons could perform logical operations and provided a fundamental basis for 
the development of neural computation. Originally, the study of neural networks was 
a niche sub-field in AI. Initially, Rosenblatt developed the perceptron learning rule 
that showed how perceptrons can learn linearly separable concepts through weight 
adjustment that stimulated interest in neural models (Rosenblatt, 1958). However, 
Minsky and Papert in their 1969 book Perceptrons demonstrated that a single layer 
of perceptrons could not express even a fundamental function in Boolean Algebra, 
the Exclusive Or function (Minsky and Papert, 1969) along with other inherently 
non-linear problems. However, there was no training algorithm for multi-layer net-
works, which dampened interest in neural networks for over a decade.

However, the development of the backpropagation algorithm in the 1980s allowed 
multi-layer perceptrons (MLP) to learn internal representations and approximate 
complex, non-linear functions. The paper by David Rumelhart, Geoffrey Hinton, 
and Ronald Williams was instrumental in this revival (Rumelhart et al., 1986). This 
led to numerous applications in speech understanding, pattern classification, and 
robotics. But a real breakthrough came with recurrent neural networks (RNNs) and 
long short-term memory networks (LSTMs) (Hochreiter and Schmidhuber, 1997), 
that supported sequential data processing, which was essential for language model-
ling. This allowed the creation of neural network-based language models such as the 
feed-forward model proposed by Benzio et al. (2003), which was the first attempt to 
capture distributed word representations in continuous space. Despite these innova-
tions, training on large corpora remained computationally expensive, and long-range 
dependencies were difficult to capture.

Things began to change in 2006 when Geoffrey Hinton et al. introduced greedy 
layer-wise pretraining, which supported the training of deep neural architectures 
that had previously been difficult to optimize (Hinton et al., 2006). This opened the 
door for applications to large-scale datasets that were leveraged with graphics pro-
cessing units (GPUs), hardware that was initially designed to support video games. 
Such a system, AlexNet, by Alex Krizhevsky, Ilya Sutskever, and Geoffrey Hinton 
won the ImageNet Large Scale Visual Recognition Challenge in 2012 (Krizhevsky 
et al., 2012). This result demonstrated the potential of hardware to scale up deep 
learning applications. The use of GPUs was followed by tensor processing units 
from Google and AI-specific chips from companies like NVIDIA and AMD that 
further accelerated network training and inference. The concomitant expansion 
of Cloud computing platforms served to make these resources more accessible to 
researchers and businesses around the globe. Subsequently since 2012, neural net-
works have exhibited a phase of rapid scaling with LLMs like ResNet (He et al., 
2015), BERT (Devlin et al., 2018), and GPT (Radford et al., 2018–2023), expand-
ing the boundaries of neural architecture depth, parameter size, and overall perfor-
mance across a variety of tasks.
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As datasets began to scale larger, new methods of training were required to exploit 
them. For example, Transfer learning permitted pre-trained models to be adapted to 
new tasks with the use of minimal data. Self-supervised learning systems, SimCLR, 
allowed networks to train on unlabeled data that further enhanced the nature of the 
data that could be handled (Chen et al., 2020). Finally, reinforcement learning com-
bined with neural networks and hardware accelerators, exemplified by AlphaGo 
(Silver et al., 2016), unlocked the capabilities of LLMs in complex decision-making 
environments.

Still there were other challenges to address, such as the ability to model long-range 
dependencies in text. Both RNNs and LSTMs were limited in their ability to model 
long-range dependencies in text. This deficiency was addressed in 2017 with the 
Transformer architecture designed by Vaswani et al. (2017). Recurrence was replaced 
in Transformer architectures by the self-attention mechanism. This new framework 
not only supported long-range dependencies but enabled additional parallel computa-
tion as well.

Transformers became the basis for the development of large-scale NLP models 
such as OpenAI’s GPT (Radford et  al., 2018) and Google’s BERT (Devlin et  al., 
2018). These were succeeded by models of increasingly larger scale. It was demon-
strated by systems such as GPT-2 and GPT-3 that LLMs began to exhibit emergent 
learning properties with increased scale. These emergent properties supported the 
development of foundational models such as GPT-4 (Open AI, 2023). These models 
were “foundational” in the sense that they can be trained on a broad variety of data-
sets, fine-tuned to specific downstream applications, and provide an infrastructure 
that supported multiple domains besides NLP. These were the basis for Chatbots, 
search engines, and copilots.

The remainder of this chapter will elaborate on these ideas. In Section 2.2, a 
brief overview of the connectionist paradigm is presented. Section 2.3 follows with 
a survey of LLMs. Model scaling and transfer learning are discussed in this section 
as well. Ethical issues are then described in Section 2.4. The chapter concludes with 
a discussion of future directions in Section 2.5.

2.2 OVERVIEW OF NEURAL NETWORK ARCHITECTURES

The “Connectionist” idea emerged from the work of McCulloch in 1943 during 
World War II (McCulloch and Pitts, 1943). They presented the basic model of a neu-
ron as shown in Figure 2.1 on the far left.

The basic model consists of a cell body that accumulates electronic charges that 
arrive along dendrites. Dendrites collect electrons generated by connected neurons 
currently active. When a sufficient charge has accumulated, the cell body produces 
an electric charge that is conducted along its axon. These charges can be transferred 
to the dendrites of other connected cells through synapses. A synapse is a body of 
fluid that interfaces an axon with a dendrite and supports the movement of electrons 
from the axon of one neuron to the dendrite of another.

Based upon this model, Frank Rosenblatt described a type of artificial neural 
network called a layered network of perceptrons in his book “Perceptron” in 1958 
(Rosenblatt, 1958). The perceptron is a type of artificial neuron or node that serves as 
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the building block for artificial neural networks. It is a simplified model of a biologi-
cal neuron, designed to mimic some of its basic functions. The middle illustration in 
Figure 2.1 is a perceptron model with a set of weighted inputs that highlight the per-
ceptron’s most important connections. The perceptron takes an input and multiplies 
it by a weight value. This product is summed over all inputs and sent to an output 
function. By the addition of a bias function, w0, a binary output can be produced. 
If the difference between the sum of inputs 1 through n exceeds w0, then the per-
ceptron fires; otherwise, it does not. This is shown in the rightmost configuration in 
Figure 2.1.

The perceptron is able to learn to classify a dataset of positive and negative exam-
ples if they are linearly separable, which means that a line can be drawn that sepa-
rates the positive from the negative examples. If there are multiple inputs, then there 
is a hyperplane that is able to separate the positive and negative input vectors. The 
perceptron learning rule then adjusts the weights until there are no misclassifications 
if they are linearly separable.

First, it is necessary to take a closer look at what the perceptron computes. Let x 
be an input vector (x1, x2, … , xn). The perceptron computes a weighted sum function 
g(x), which is then sent to the output function o(x). Equations 2.1 and 2.2 show the 
calculation of g(x) and o(x), respectively.
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Referring to Figures 2.2 and 2.3, the data points labeled “+” and “−” represent two 
different classes. Each of the three different straight lines (L1, L2, L3) represents 
a possible decision boundary that the perceptron might learn, depending on the 
weights. In this example, L1 is the slope produced by a set of initial weights for each 
of the two variables. By reducing the weight for X2 and increasing the weight for X1, 
the “−” is correctly classified, but the “+” class is not. The third line shows another 
adjustment to each variable that produces a zero classification error.

FIGURE 2.1 A neuron and a perceptron (McCulloch and Pitts, 1943).
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The perceptron learning rule is guaranteed to produce the necessary adjustments to 
produce perfect classification if the data points are linearly separable. However, in 
order to deal with non-linearities in the data distribution, as illustrated in Figure 2.4 
below, one needs a differentiable output function. The sigmoid function shown in 
Equation 2.3 is a classic example of such a function.

A multilayer network built only with linear components cannot model complex, 
non-linear relationships. To overcome this, non-linear and differentiable activation 
functions (such as logistic sigmoid, tanh, or even Gaussian) are used in neural net-
works, enabling rich, multi-step transformations and powerful learning.

Sigmoid function calculation (Figure 2.5)

 o
e

j Tj j

1
1 (net )=

+
− −

 (2.3)

FIGURE 2.2 Example of linearly separable data.

FIGURE 2.3 Three different straight lines (L1, L2, and L3), each representing a possible 
decision boundary.
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This information now allows the support of a Gradient Descent learning rule for a 
perceptron with the goal of minimizing the error function. The Gradient Descent 
method is shown below in Equations 2.4–2.6. In Equation 2.4, D is the set of training 
examples, K is the set of output units, and tkd  and okd  are, respectively, the teacher and 
current output for unit k for example d.

Objective function to minimize error
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Derivative of a sigmoid unit with respect to net input

 
o

o oj

j
j j

net
(1 )

∂

∂
= −  (2.5)

Learning rule to change weights to minimize error
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But, for arbitrary non-linear distributions, hidden layers are needed to adjust the 
weights incrementally via backpropagation in a feed-forward network of percep-
trons. The backpropagation process for a network with a single hidden layer is as 

x

y

FIGURE 2.4 Example of non-linearities in data distribution.

1

0
T

j
net

j

FIGURE 2.5 Sigmoid function curve.
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follows. First, the top level of weights is adjusted based upon the difference between 
the expected and actual output, as shown in Figure 2.6. Next, the bottom layer is 
updated to reflect adjustments to the hidden layer, as shown in Figure 2.7. The update 
relations are shown as dashed lines in each figure. For example, assume that the cur-
rent output is oj = 0.2 and the correct output is 1.0. Then, the error will be 0.128, as 
shown in Equation 2.7:

Error backpropagation, Step 1

 
o o t oj j j j jError (1 )( )

0.2(1 0.2)(1 0.2) 0.128

δ = − −

− − =

 (2.7)

Next, update the weights into j, as shown in Equation 2.8.

Output  

Hidden  

Input  

FIGURE 2.6 Error backpropagation, step 1.

Output

Hidden

Input

FIGURE 2.7 Error backpropagation, step 2.
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Update weights into j

 w oji j jηδ∆ =  (2.8)

The second step is to update the bottom layer of weights based on errors calculated 
for hidden units, as shown in Figure 2.5 and Equation 2.9.

Update the bottom layer of weights based on errors calculated for hidden units

 o o wj j j k kj
k

(1 )∑δ δ= −  (2.9)

After Equation 2.9, update the weights into j using Equation 2.8, same as the end of 
step 1.

Historically in 1967, Shun’ichi Amari published a groundbreaking paper that 
introduced a multilayer perceptron network that utilized stochastic gradient descent 
for the first time. That network was capable of classifying complex, non-linearly 
separable pattern classes. Amari’s student, Saito, conducted a series of computer 
experiments using a five-layered feed-forward network with two learning layers. This 
work will eventually lead to the capability to train deeper networks efficiently during 
the hardware acceleration of the early 2000s.

2.3  LARGE LANGUAGE MODELS: ARCHITECTURES, 
TRAINING, AND ASSESSMENT

2.3.1 baSic rnn architecture

When analyzing weather patterns or a patient’s vital-sign waveforms, the temporal 
order within the sequence provides essential context for making predictions. The 
same is true for understanding language and being able to generate words given a 
sequence of words.

In the previous section, we explored fully connected (feed-forward) neural net-
works and their various components. We noted that standard feed-forward networks 
(and many convolutional neural network (CNN) variants without sequence-handling 
adaptations) assume fixed-length vector inputs, making naïve application to variable- 
length sequences non-trivial.

Another limitation of feed-forward networks is that, aside from local receptive 
fields in CNNs, these architectures process each training example (or each posi-
tion absent explicit context mechanisms) independently rather than maintaining a 
state across time steps. While CNNs can capture local sequential dependencies, 
they do not maintain an explicit persistent hidden state (memory) across arbitrarily 
long sequences. While the overall architectures of feed-forward and CNNs are not 
ideal for processing sequential data, some of their components we discussed in the 
previous section can be utilized by other architectures (e.g., activation functions, 
normalization).

RNN architectures for learning sequential patterns gained prominence in the 
1980s (Hopfield, 1982). In 1982, John Hopfield introduced recurrent associative 
memory networks with symmetric weights (Hopfield networks). While the intention 
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of Hopfield networks was not to use recurrence for the purposes of processing 
sequential data to learn sequential patterns, they showed the potential of the use of 
recurrence and sparked an interest that would motivate future research in recurrent 
networks.

With his expertise in physics and neuroscience, Hopfield sought to use an energy 
function on a set of interconnected neurons to remember specific patterns given a 
partial or noisy pattern. Through iterative (often asynchronous) updates, the network 
dynamics descend the energy landscape toward an attractor (a stable fixed point), 
ideally corresponding to a stored pattern, though spurious minima can also occur 
(Hopfield, 1982).

In 1986, Jordan proposed a specific recurrent architecture employing context 
units fed by the network’s outputs, influencing later RNN designs (Jordan, 1986). 
He describes a recurrent network that contains two units, an input unit and an out-
put unit, as a network having an output unit with a recurrent connection back onto 
itself. Thus, the current output depends on both the current input and the previous 
output (i.e., the recurrent state) (Jordan, 1986). The recurrent network is formal-
ized as:

 
∑µ µ τ

( )( ) ( )= − +

= + −τ

=

−

x t µx t w x t

x w x tt

t

t

1

(0) ( )

2 2 21 1

2
0

1

21 1

 (2.10)

where μ is the value of the recurrent weight, x t1 ( ) is assumed to be constant over 
time, and x t2 ( ) is the activation of the output unit at time t. A visualization of this 
recurrent network can be viewed in Figure 2.8 [2]. The feedback loop on the output 
unit can be difficult to understand, so it is common to visualize an RNN with the 
time steps unrolled as to look similar to a feed-forward neural network, as shown in 
Figure 2.9, which has the additional hidden layer.

FIGURE 2.8 An example of a recurrent network with two units (Hopfield, 1982).
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2.3.2 advanceS in rnn architecture

Elman built upon Jordan’s work and designed an RNN architecture that has now 
become a popular RNN architecture that is used through the early 2000s (Elman, 
1990). Elman shifted the feedback loop from the output unit directly to the hidden 
state, allowing higher-dimensional information to be carried forward for improved 
context. Elman provides a visualization of Jordan’s network, with three units per 
layer, as shown in Figure 2.10 (Elman, 1990). With Elman’s update, the feedback 
loops move from the three output units to the three hidden units. The loop still ends 
at each of the state units.

FIGURE 2.9 An example recurrent network with unrolled time steps (Elman, 1990).

FIGURE 2.10 Architecture used by Jordan (Jordan, 1986).
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While feed-forward neural networks use backpropagation to adjust model weights 
(as shown in the previous section), RNNs use backpropagation through time (BPTT). 
BPTT was introduced by (Werbos, 1990)—the same year as Elman’s updated archi-
tecture, which utilizes BPTT.

Using Figure 2.9 as reference, BPTT calculates the gradient of the loss function with 
respect to weights Wxh Whh, and Woh. The gradients are calculated at each time step t  
and are summed. Also, the gradients of the hidden states are accumulated across time.

Let’s assume we have a loss function, L, that computes the mean squared error. 
To compute the gradient of L   in relation to the input weights across two time steps:
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BPTT calculates the gradient at each time step, starting with the last time step and 
moving backward, as to simulate moving through time, to the first-time step. As we 
saw in Equation 2.11, we accumulated the hidden state gradients across two-time 
steps. If we increase the time steps to three, we need to accumulate the gradients 
from the hidden state across all three-time steps:
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RNNs often process sequences of length T with hundreds or even thousands of steps. 
Over so many steps, backpropagating the hidden-state gradients involves repeatedly 
multiplying by the Jacobian
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Thus, if the spectral norm Whh 12 > , these products can grow roughly like Whh
T

2  
(exploding gradients); if Whh 12 < , they can decay like Whh

T

2  (vanishing gradients).
With advances in computational resources and algorithmic techniques during the 

late 1990s and 2000s, several methods emerged to stabilize and accelerate training of 
larger RNNs. Duchi (2011) introduced the Adaptive Gradient Algorithm (AdaGrad), 
which adapts each parameter’s learning rate based on the sum of its past squared gra-
dients. Gradient clipping was first proposed by Mikolov in his 2012 PhD thesis (and 
was used implicitly in Mikolov et al. 2011 for language modeling) as element-wise 
clipping of each gradient component to lie within a fixed threshold. Pascanu, Mikolov, 
and Bengio later formalized this approach in 2013 (Rasvan, 2013), where the entire 
gradient vector is rescaled when its norm exceeds a pre-defined maximum.

Karpathy (2015) provides a highly optimized RNN implementation that will be 
discussed in the following application section. This implementation utilizes BPTT 
with gradient clipping + AdaGrad for stabilized gradients throughout training.

Application: Minimal Character-level Vanilla RNN: Let’s walk through 
Karpathy’s gist (https://gist.github.com/karpathy/d4dee566867f8291f086), which is 
a didactic example of how to efficiently train an RNN.

https://gist.github.com/karpathy/d4dee566867f8291f086
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Lines 1–13: The program first reads in a text file (you 

can replace this text file with any text file that 

contains text that you wish the model to learn). The 

length and the number of unique characters of the input 

text are then calculated. An index number is then 

assigned to each unique character and a mapping of both 

directions is created.

Lines 15–25: The hyperparameters are then set with 100 

hidden layer neurons and 25 time steps. The model 

parameters are set for Wxh (input to hidden), Whh (hidden 

to hidden), Why (hidden to output), bh (hidden bias), and 

yh (output bias).

Lines 81–84: The iteration counter and data pointer are 

set at zero and will be incremented after each training 

step. The memory variables for Adagrad and loss for 

iteration zero are set.

Lines 85–91: The training loop begins and if it’s the 

first or last chunk of input data, the initial hidden 

state, hprev, is reset and the data pointer is reset to 

zero. The inputs are set as a list of index values where 

each index is associated with each character from the 

input sequence. The targets are set in the same manner 

but the range of characters selected from the input data 

is increased by one. Suppose our sequence length is six 

and we are extracting the first input sequence from the 

input data. The input sequence, data[0:6], might look 

like “We are” and the list of index values stored in 

inputs might look like [21,4,39,1,16,4]. The targets 

would then use indices associated with characters from 

the input sequence data[1:7] which could be “e are “ and 

the list of index values assigned to targets could be 

[4,39,1,16,4,39]. When training the model, the input 

index 21, inputs[0], for “W”, will have the target  

index 4, targets[0], for “e”.

Lines 93–97: Every 100 iterations, a sequence of integers 

from the model is sampled and the characters associated 

with each integer (index) are printed. The sample 

function, lines 63–79, intakes the hidden state, the 

first index value of the input sequence, and the desired 

sequence length. An array of zeroes the length of the 

vocabulary is created and the first index value in inputs 

[0] is used to one-hot encode the array of zeroes for the 

character associated with that index value. A forward 

pass of that one-hot encoded array through the model is 



40 Artificial Intelligence and Large Language Models

completed (the details of which will be covered when 

discussing the training loop), and a probability 

distribution, p, is obtained and used to choose an index 

value for the next onehot encoded vector. A well-trained 

model will assign a higher probability to more sensible 

indices, characters, based on the current index.

Lines 99–102: Line 100 begins the model training and 

calls the lossFun function with the inputs, targets, and 

hidden state as arguments. The function begins on line 

27. Lines 33–35 set up the dicts used to store 

information, set the previous hidden state, and set the 

loss to zero. The forward pass is performed with lines 

37–43. It loops through each input character in the input 

sequence, and for each loop, stores a one-hot encoded 

array of the input character in xs, a hidden activation 

in hs, unnormalized log probabilities in ys, and next 

character probabilities in ps. The hidden activation, 

line 40, is produced by applying the tanh activation 

function to the sum of two linear projections. The first 

dot product is between the input weights, Wxh, and the 

one-hot encoded input array.

The second being between the hidden weights, Whh, and the 

previous hidden state. You can think of the first dot 

product as a measure of alignment between new information 

from the current input and the input weights. Similarly, 

the second dot product can be thought of as a measure of 

alignment between old information from the previous 

hidden state and the hidden weights. Both are linear 

functions, so you simply add them, along with the bias 

term, to get a single alignment score. The tanh 

activation is then applied for non-linearity.

The output vector, unnormalized log probabilities, is 

then calculated by taking the dot product of Why and the 

hidden activation. To get the normalized probabilities, 

the unnormalized log probabilities are exponentiated and 

then normalized. The cross-entropy loss is then 

calculated using the normalized probabilities and the 

target.

Lines 45–47 set zero-filled arrays to be used for 

computing the gradients with BPTT. Lines 48–58. As 

mentioned previously, BPTT starts with the last time 

step. Thus,  t  will start with the last time step when 
used as an index for the dicts during the forwards 
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passes. The probability vector pt is copied to dy, and we 

subtract 1 at the target index.

This creates a vector of gradients where each index not 

associated with the target retains the probability (i.e., 

a positive value) as the gradient on the scores, and the 

index associated with the target is pushed below zero. 

This negative value associated with the target index acts 

as a signal to increase the score of that index which 

decreases the loss.

The derivative of the loss w.r.t the weights in the 

output units, dWhy, is then calculated by taking the dot 
product of the gradient of the loss and the hidden state 

at time t. Notice that dWhy uses the += operator to 
increment for each loop. The same operator is used for 

each derivative associated with the weights and biases.

Recall from Equation 2.11, the derivative of the loss 

w.r.t the input weights are summed across all time steps. 

Next, the derivative of the loss w.r.t the biases in the 

output units is incremented. The gradients are then 

backpropagated into the hidden units by taking the dot 

product of the transpose of the current output weights, 

 Why  and the gradient of the loss, dy   and adds the 

derivative of the loss w.r.t the previous hidden state. 

Having backpropagated the loss signal into the hidden 

units, the next step is to pass it through the tanh 

non-linearity. We form the raw hidden gradient

 1- a dhdhraw tanh et
2( )( )=  (2.14)

where at is the pre-activation, and then accumulate the 

bias gradient. From dhraw the parameter gradients follow:

 + = + = −thhdW dhraw x , dW dhraw hxh t
T T

1 (2.15)

and the gradient passed further back in time is

 = +,dh W dhdhrawhh
T

prev  (2.16)

After sweeping over all time steps, we clip gradients 

(e.g., global norm), update the AdaGrad accumulators, and 

apply the parameter updates. This minimal character-level 

RNN, though small, concretely demonstrates recurrence, 
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BPTT, gradient clipping, and adaptive learning rates—the 

ingredients later refined in LSTMs and ultimately 

supplanted by attention in Transformers.

2.3.3 LStM netWorkS

In the previous section, Karpathy’s vanilla RNN implementation utilizes AdaGrad 
and gradient clipping to stabilize gradients during training, which are techniques 
introduced more than 20 years after the Elman RNN architecture. Hochreiter and 
Schmidhuber introduced LSTM in 1997. The main issue with the Elman RNN was 
the vanishing/exploding gradient problem. In practice, gradients can vanish/explode 
and the Elman RNN struggles to learn long-range dependencies. The LSTM archi-
tecture solves both of these issues.

The LSTM architecture adds a cell state and gates, to control the flow of informa-
tion, to the hidden state of an Elman RNN. This updated architecture can be viewed 
as a unit at a single time step in Figure 2.11, which we will use to explain the func-
tionality of an LSTM.

In comparison, an Elman RNN would have a single tanh activation network layer 
connecting the previous hidden state and current input to the current output and next 
hidden state.

FIGURE 2.11 LSTM architecture (Hochreiter and Schmidhuber, 1997).
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An important piece to the LSTM architecture is the direct transfer of vectors 
from one cell state, Ct, to the next, Ct+1 which allows for better handling of long-term 
dependencies—this can be viewed at the top of the unit. Information moves along 
this transfer mechanism with information being removed and information being 
added at each time step using gates.

The standard LSTM architecture adds three sigmoid activation network layers, 
along with pointwise operations to each unit. The functionality of these network lay-
ers and pointwise operations can be separated into five sections: the forget gate, input 
gate, new candidates for cell state update, output gate, and new hidden state content.

The forget gate takes information from the previous hidden state, ht 1− , and the cur-
rent input, xt, and passes it through a sigmoid activation network layer. Recall from 
the previous section that the sigmoid activation outputs a value between zero and one. 
The closer to zero values output by the sigmoid activation, the less information flows 
forward through time. This gate allows the model to forget a certain level of infor-
mation at each time step. Let’s call the output of the forget gate’s sigmoid activation 
network layer ft, and the sigmoid activation σ, then:

 f W h x bt f t t f·[ , ]1σ ( )= +−  (2.17)

Before discussing how ft is applied to the cell state, one must explore the input gate, as 
both affect the cell state. The input gate consists of a sigmoid network layer. Instead 
of the output of the sigmoid activation being applied directly to the previous cell state, 
there is a pointwise operation with the output from the tanh activation output. This is the 
section that determines new candidates for the cell state update. Let’s say the output of 
the input gate’s sigmoid activation is it, and the output of the tanh activation is Ct , then:
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Now, one can calculate the cell state, C, for the current time step, t. First, multiply the 
previous cell state, Ct 1− , by the output of the forget gate, ft. Then, add the product of 
the input gate’s sigmoid activation, it, with the tanh activation output, Ct :

 C f C i Ct t t t t1= ∗ + ∗−  (2.19)

The last gate is the output gate. This gate helps determine the information from 
the cell state that will be output by passing the previous hidden state and current 
input through a sigmoid activation network layer. This creates a vector of values, ot, 
between zero and one to determine what cell state values to output:

 o W h x bt o t t o[ , ]1σ ( )= ⋅ +−  (2.20)

The last section, new hidden state content, inputs the cell state through a tanh activa-
tion network layer and multiplies it by the output of the output gate. The product of 
which gets output as ht to downstream layers or back into the next timestep’s gates as 
ht 1− . The output is calculated as:
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 h o Ct t ttanh( )= ∗  (2.21)

In the previous section, BPTT was discussed in detail. The LSTM utilizes BPTT in 
the same manner, but with additional internal operations per time step. The network 
is unrolled and the gradients are computed for all parameters (e.g. gates, input/output 
transforms, activations, etc.).

Each LSTM cell state contains what Hochreiter and Schmidhuber called the 
Constant Error Carousel (CEC), a self-recurrent pathway with an identity activation 
and unit weight that preserves error signals across time steps. This CEC mechanism 
ensures that, during BPTT, the gradient flowing through the cell state neither van-
ishes nor explodes. As a result, LSTMs can learn and retain long-range dependencies 
that vanilla RNNs struggle to capture.

2.3.4 gru netWorkS

Chung et al. (2014) introduced gated recurrent units (GRUs) as a new type of RNN 
architecture that closely resembles the LSTM as can be viewed in Figure 2.12.

The most obvious difference between the LSTM and the GRU architectures is 
that the GRU has a hidden state running along the top of the unit and there is no cell 
state. With the LSTM, the hidden state ran along the bottom of the unit and the cell 
state ran along the top of the unit.

The GRU unit can be separated into three sections, similar to the LSTM. The 
first section is the reset gate. This gate passes the previous hidden state, ht−1, and the 
current input, xt, through a sigmoid activation network layer and multiples the vector 
of values between zero and one by the previous hidden state. This is similar to the 
forget gate of the LSTM. But instead of passing the product along to the cell state, it 
gets directed toward the third gate. The calculation of rt is similar to ft for the LSTM:

FIGURE 2.12 GRU architecture (Kyunghyun, 2014).
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 r W h x bt r t t r( ·[ , ] )1σ= +−  (2.22)

The second section is the update gate. The update gate takes the same input as the 
reset gate and passes it through a sigmoid activation network layer. This vector of 
values between 0 and 1 is then passed in two directions, toward the third section and 
separately to the hidden state. The output of the sigmoid activation network layer, zt, 
is calculated similarly to rt:

 z W h x bt z t t z·[ , ]1σ ( )= +−  (2.23)

The third, and last, section is the new hidden state content, which closely resembles 
the last section of the LSTM. The LSTM utilized the updated cell state to add new 
content to the hidden state. Since the GRU architecture does not have a cell state, 
new hidden state content comes from the previous hidden state and the current input 
in two different forms. First, the reset gate controls what is kept from the previous 
hidden state. Then, the update gate controls what is kept from the reset hidden state. 
Together, the two gates and the current input determine new hidden state content.

The purpose of both the LSTM and GRU is to resolve the vanishing/exploding 
gradient problem. The LSTM adds more complexity with the cell state acting as an 
additional memory unit. This added complexity results in less efficient training but 
gives more control over the flow of information through each time step. In general, 
GRUs are preferred over LSTMs when training efficiency is more important than the 
need for additional memory units to support long-term dependencies.

2.3.5 Seq2Seq ModeLS

Cho (2014a) and Sutskever et  al. (2014) introduced two variations of sequence to 
sequence learning. In order to understand the history of architectures that influenced 
the creation of the transformer, sequence to sequence learning can be seen as the 
bridge that eventually connects purely recurrent networks to the attention-based trans-
former networks. Sequence to sequence learning can be thought of as a multi-layered 
LSTM, or GRU, encoder/decoder system.

The main use-case for sequence-to-sequence learning is machine translation, as 
well as free-form question answering, both of which take a variable-shaped sequence 
as input for the encoder to encode into a fixed-size vector, which is input into the 
decoder to decode into a variable-shaped sequence. This is useful for language trans-
lation applications. The input sequence could be an English sentence, and the output 
could be a German sentence. Any given sentence can vary in length and a sentence 
in English could have a different length of characters and words when compared with 
an equivalent German sentence.

A simplified visualization of the sequence-to-sequence model training can be 
viewed in Figure 2.6 which resembles the design in Cho et  al. (2014b) where the 
final encoder hidden state is used as input at each decoder time step. Think of each 
block as an LSTM or GRU as shown in Figure 2.4 or 2.5. The encoder can be thought 
as having a single layer and a batch size of one. In practice, there would likely be 
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multiple layers and a larger batch size. Other designs (Sutskever et  al., 2014) use 
the final encoder hidden state only to initialize the first-time step of the decoder 
(Figure 2.13).

Both designs follow the same overall process of encoding a variable-length 
sequence into a fixed-size context vector to be decoded into a variable-length 
sequence. The fixed-size vector can be thought of as a context vector, providing con-
text of the input sequence to the decoder. In the (Sutskever et al., 2014) design, the 
decoder at the first time step has the only full-context view of the encoder input 
sequence. This design makes training difficult on long sequences where the decoder 
can lose context of the encoder input sequence after many time steps.

In the Cho et al. design, each decoder time step gets to reference the encoder con-
text vector—allowing for no loss of information from the context vector through all 
decoder time steps. This provides later decoder time steps more context as it relates 
to the encoder input sequence. This design works better for longer sequences, but is 
still quite limited due to the nature of the fixed-size context vector.

The fixed-size context vector may be only able to hold a maximum amount of 
information no matter the input sequence size. Once this maximum is hit using the 
least number of tokens, any additional tokens will decrease the amount of context 
assigned to each token. This is where attention comes into play by allowing vary-
ing amounts of context on each encoder hidden state at each decoder time step.

Bahdanau et  al. (2015) introduce an extension of the encoder–decoder 
sequence-to-sequence learning approach that acts as an attention mechanism. They 
saw the fixed-size context vector as a bottleneck due to the potential loss of con-
text per token with long sentences as described above. They proposed a method of 
weighting each encoder hidden state vector when creating the context vector for each 
decoder time step to create a unique context vector at each decoder time step. This 
is accomplished by concatenating each encoder hidden state, h j

enc, with the previous 
decoder hidden state, ht 1

dec
− , and passing each pair through a learned alignment MLP 

model, m.

 e m h hij t j,1
dec enc( )= −  (2.24)

FIGURE 2.13 Sequence to sequence model training—English to German (Sutskever et al., 
2014).
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Then, the softmax activation function can be applied to normalize the values to pro-
duce weight values between zero and one that sum to one:
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Each h j
enc is then multiplied by its associated weight and then they are all summed 

giving us context vector ci:
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Thus, the decoder focuses more attention on the higher weighted encoder hidden 
states.

Later, in 2015, Luong introduced two attention mechanism classes that build 
upon and simplify the work of Bahdanau (Vaswani et al., 2017). The first is a global 
attention model that always attends to all encoder hidden states. The second being a 
local attention model that looks at only a subset of encoder hidden states. The global 
approach is similar to the implementation by Bahdanau with the main difference 
being how the similarity scores are calculated. Similar to how aij is calculated above, 
the alignment function, a st ( ), is calculated as:
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where ht is the current decoder hidden state and hs is each of the encoder hidden 
states, and the score content-based function provides three simplified (i.e., more effi-
cient) calculations for calculating similarity between the current decoder hidden state 
and each encoder hidden state, such that:
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allows for an attention module that can switch between each method. When calculat-
ing the similarity between the current decoder hidden state and any given encoder 
hidden state, the decoder hidden state plays the role of a query and each encoder 
state serves as both key and value. Dot and general scoring correspond to (projected) 
query–key dot products; concat is an MLP scoring variant.

The Transformer architecture (Vaswani) generalizes this idea by the introduction 
of separately learned projections for queries, keys, and values, applying attention 
within a sequence (self-attention) in parallel across all positions, using multiple heads, 
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and dispensing with recurrence entirely. The next section introduces Transformers, 
where scaled multi-head self-attention becomes the primary mechanism for model-
ing dependencies.

2.3.6 tranSforMerS

The goal of this section is to focus more deeply on how queries, keys, and values 
interact in the original Bahdanau attention formulation, in order to understand how 
they lay the groundwork for the more advanced self- and multi-head attention mecha-
nisms used in Transformer architectures.

As mentioned above, the decoder hidden state plays the role of a query q, and each 
encoder hidden state serves as both key ki and value vi. We saw that

 h he aij i j,1
dec enc( )= −  (2.29)

calculates a similarity between the previous decoder hidden state and the current 
encoder hidden state. Applying softmax over i normalizes these similarity scores 
into attention weights:

 a
e

ij
ij

kj

k

exp(e )

exp( )∑
=  (2.30)

Another way to view these computations is explicitly in terms of queries, keys, and 
values. Let

 = = =−q i j j j j, ,1
dec enc ench k h v h  (2.31)

First, one could normalize the raw scores:
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Then, equivalently, apply softmax to obtain the final weights:
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Here, q and k interact to produce a scalar score, while v carries the actual information 
to be aggregated into the context vector via those weights. The original additive score 
a q k,( ) becomes computationally expensive when there are many query–key pairs, 
since each score requires a concatenation and an MLP evaluation.

Luong et  al. instead proposed the (scaled) dot-product scoring function, which 
computes
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 =

Τ

a q k
q k
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j

j
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where the factor 1/ √dk stabilizes training by keeping the pre-softmax scores at a 
roughly constant scale. This scaled dot-product attention score is then normalized 
via softmax:
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In the previous section, the single context vector was defined as

 c hi ij
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=

 (2.36)

which collapses all encoder information—both short and long-range—into one 
summary. Such a single pooling operation can overemphasize nearby tokens while 
under-representing distant ones (or vice versa). In order to overcome this limitation, 
the Transformer computes H separate context vectors (one per “head”) in parallel. 
For each head h = 1,…,H, let

 h k h hq vi j j j j, ,1
dec enc enc= = =−  (2.37)

and define
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Then each head produces
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Finally, the multi-head output is a concatenation of h heads, given by

 Q K V WH OMultihead( , , ) Concat (head , ,head )1=  (2.41)

With cross-attention (encoder-to-decoder attention), the decoder’s queries interact 
with encoder-derived keys and values via H parallel heads. The same multi-head 
mechanism can also be applied within a single sequence: we simply let each token’s 
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own representation play the roles of query, key, and value, so that every position can 
directly attend to every other. This intra-sequence application of multi-head atten-
tion is what is called self-attention, and it lies at the heart of the Transformer’s fully 
attention-based encoder (and decoder) layers.

The Transformer architecture removes recurrent states and relies entirely on par-
allel self-attention, so the positional order of tokens is no longer encoded. To remedy 
this, the Transformer adds learned (or sinusoidal) positional encodings to each token 
embedding before feeding them into the attention layers (Figure 2.14).

In Figure 2.14 the left half of the model is the encoder and the right half is the 
decoder, both built from stacked self-attention and position-wise feed-forward 
sub-layers. Each encoder layer comprises two sub-layers: a multi-head self-attention 
mechanism and a position-wise fully connected feed-forward network. The decoder 
adds a third sub-layer—masked multi-head self-attention—to prevent attending to 
future positions. Both encoder and decoder apply residual connections around each 
sub-layer, followed by layer normalization (borrowed from ResNet).

FIGURE 2.14 The transformer—model architecture (Vaswani).
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In summary, a Transformer layer replaces recurrence with pure attention: first 
each token’s representation is augmented by a positional encoding, then multi-head 
self-attention lets every position attend to every other in parallel, and finally a small 
point-wise feed-forward network refines the result. Residual connections and layer 
normalization ensure stable gradients and fast convergence. By stacking these lay-
ers (plus occasional cross-attention in the decoder), the model learns rich contextual 
representations without any sequential bottleneck.

2.4  ETHICAL CONSIDERATIONS OF LARGE LANGUAGE MODELS: 
BIAS, FAIRNESS, PRIVACY, AND HALLUCINATIONS

The lineage of Homo sapiens dates back to over 5 million years ago with the anatomi-
cally modern physical forms developing around 300,000 years ago. The early origins 
were in Africa and have spread around the world; since then the primary occupation 
of Homo sapiens for much of its existence was the hunting of wild animals and forag-
ing of wild plants. The development of tools, plant domestication, and other corre-
sponding advances in industry and digital domains are only very recent in retrospect.

While LLMs consisting of large numbers of neurons are useful in addressing 
global communication, these early systems required much less in the way of com-
putational intelligence. In these early environments, travel was limited and foraging 
strategies could be developed that were able to optimize productivity in such local 
areas using very simple languages. For example, in a simple binary vector voting 
model, a single leader uses weighted contributions from the band to determine the 
next direction a groups movement. The individual experiences were useful in biasing 
decisions in more successful patterns over time (Zeigler and Reynolds, 1978). The 
architecture of our neural systems were evolved to support these biases. These cul-
tural biases are built into our views of the world from an evolutionary point of view. 
However, as our communication channels and needs have increased exponentially; 
recently, it has been shown that LLMs capture discourse and corresponding biases 
from cultures worldwide. This can lead to the subtle reinforcement of traditional 
biases and their reexpression in ways that are fundamentally hard to directly identify 
(Reynolds, 2021).

As a result, LLMs have demonstrated remarkable capabilities in generating 
human-like text, aiding research, supporting education, and enhancing productivity. 
However, the content from which they are derived is inherently prone to a variety of 
biases that reflect the limited understanding of those individuals who produced that 
content. The remainder of the section will discuss four of the basic ethical issues 
that derive from these limitations. The four basic issues are Bias, Fairness, Privacy, 
and Hallucinations. We then briefly discuss the reasons for each in terms algorithms, 
learning metrics, hardware, and human cognition.

2.4.1 biaS generation in Large Language ModeLS

According to the Merriam-Webster Dictionary, Bias is “an inclination of tempera-
ment or outlook; especially: a personal and sometimes unreasoned judgment.” There 
are several types of bias:
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• Implicit Bias: Unconscious attitudes or stereotypes that influence percep-
tions and decision making.

• Confirmation Bias: The tendency to search for or interpret information in 
a way that confirms one’s preconceptions.

• Self-Serving Bias: Attributing successes to personal factors while blaming 
failures on external factors.

• Status Quo Bias: A preference for the current state of affairs, resisting 
change.

• Social and Institutional Bias: Biases can be embedded in societal struc-
tures, leading to systemic discrimination based on race, gender, or other 
identities.

• Statistical Bias: Systematic errors in data collection or analysis that lead to 
inaccurate results.

• AI Bias: AI systems can inherit biases present in their training data, leading 
to unfair outcomes.

An LLM model reproduces and perhaps can even amplify any one or all of these 
existing biases when they are present in the data they were trained on based on. The 
nature of the training process can impact the presence of bias as well. Since LLMs 
learn from large-scale text corpora sourced from the internet and other real-world 
documents, they inevitably reflect social and cultural biases that are implicitly 
embedded in those documents and can lack the context in which the text is gener-
ated. Bias becomes ethically problematic when it impacts marginalized groups or 
reinforces existing discrimination.

For example, Bolukbasi et  al. (2016) demonstrated the presence of gender bias 
in word embeddings with associations such as “man:computer programmer” and 
“woman:homemaker” emerged. Also, in 2018, researchers demonstrated that Google 
Translate defaulted to male pronouns when translating gender-neutral sentences 
from Turkish into English. For example, “O bir doktor” (gender-neutral in Turkish) 
was translated as “He is a doctor,” while “O bir hemşire” became “She is a nurse.” 
Although more recent LLMs are designed to mitigate such issues through techniques 
like reinforcement learning from human feedback, bias still persists (Bender et al., 
2021; Gehman et al., 2020).

2.4.2 fairneSS and equity

Fairness as a noun is “the quality or state of being fair especially: fair or impartial 

treatment” according to the Webster-Merriam Dictionary. Fairness in AI sys-
tems involves ensuring equitable treatment and benefits across different demographic 
categories, including race, gender, socio-economic status, and geography. LLMs can 
generate content or make decisions that affect access to opportunities, information, 
and services. For example, LLMs trained primarily on English-language internet 
data often perform poorly on low-resource languages or dialects, thereby exacerbat-
ing digital divides (Joshi et al., 2020).

Unfairness in LLMs is a systemic issue arising from complex interactions among 
algorithmic design, optimization procedures, hardware constraints, and human 
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cognitive biases. Tackling these issues requires a shift from narrow performance 
metrics toward value-sensitive design, participatory dataset curation, diversified 
annotator pools, and transparent model governance. Efforts such as algorithmic 
audits, fairness benchmarking, and culturally grounded annotation are steps in the 
right direction, but deeper interdisciplinary engagement—spanning AI ethics, cogni-
tive science, and social theory—is needed to ensure that future LLMs are not only 
powerful but just.

2.4.3 data privacy and data Security

Data privacy is defined as the right of individuals to control how their personal 

information is collected, used, and shared. It emphasizes consent, transparency, 
and individual rights regarding the processing of personal data. Security is “the 
appropriate use of data, especially personal data, in compliance with privacy laws and 
regulations,” while data security refers to the technical and organizational mea-

sures used to perform these activities and protect data from unauthorized access, 

corruption, theft, or loss. It involves tools like encryption, access control, and fire-

walls to ensure confidentiality, integrity, and availability of data (Security, 2025).
Privacy concerns arise when LLMs inadvertently memorize and reproduce sen-

sitive personal information. During training, LLMs may be exposed to unredacted 
emails, phone numbers, or confidential content from leaked or improperly curated 
datasets. Carlini et  al. (2021) showed that LLMs can “leak” training data when 
prompted in specific ways, raising alarms about compliance with data protection laws 
like the General Data Protection Regulation. This is particularly troubling in medical, 
legal, and educational applications, where personal data is highly sensitive. On March 

20, 2023, OpenAI confirmed that a bug in ChatGPT’s open-source library Redis 
exposed parts of a users’ conversation histories and possibly even account information 
to other users. Chat snippets from unrelated users appeared in individual accounts.

Ethically, model developers must ensure rigorous data anonymization, implement 
data minimization principles, and allow for user consent and data erasure where 
applicable. Differential privacy and federated learning are emerging approaches 
aimed at enhancing privacy-preserving machine learning. Security and privacy chal-
lenges in LLMs are not incidental—they emerge from the very design of algorithms, 
the myopic focus of optimization metrics, infrastructural weaknesses in hardware, 
and cognitive misunderstandings by end users. The ability of a system to address 
these issues demands a multifaceted strategy that can incorporate one or more of the 
following:

• Technical: Integrate differential privacy, auditability, and adversarial 
robustness into training.

• Hardware: Employ trusted computing, secure enclaves, and encrypted 
communication during training and inference.

• Organizational: Adopt responsible data handling practices and provide 
clear user interfaces for data control and consent.

• Societal: Increase public and professional literacy about how LLMs handle 
sensitive data.
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2.4.4 haLLucinationS and MiSinforMation

LLM hallucinations refer to instances where an LLM generates content that 

can contain factual inaccuracies (e.g., misquote a statistic), invented references 
(e.g., cite a non-existent study or case), or logical inconsistencies or contradictions 
(Hallucinations, 2025). These can mislead users, especially in domains like medi-
cine, law, or education, where accuracy is required.

Hallucinations stem from the probabilistic nature of LLMs. These models do 
not understand facts; they predict the next token based on statistical patterns. As 
a result, they can generate citations to non-existent papers or offer dangerously 
wrong medical advice that is statistically possible. In May 2023, two New York 
attorneys used ChatGPT to help write a legal brief. The LLM generated fake judi-

cial decisions and citations, which the attorneys then submitted in court. The 
judge discovered the hallucinations and sanctioned the lawyers (Schwartz and 
LoDuca, 2023).

The ethical implications of hallucinations can erode public trust, fuel conspiracy 
theories, and cause tangible harm. Hallucinations in LLMs are a structural outcome 
of how these models are trained, evaluated, deployed, and used. While the underlying 
algorithms promote fluent language, they can lack grounding in verified knowledge. 
In addition, training metrics reward syntactic correctness and style over semantic 
truth. Hardware constraints also necessitate trade-offs that reduce the quality of a 
result. Finally, human users often just lack the tools to identify hallucinated content. 
To address hallucinations meaningfully, developers must integrate retrieval-based 
grounding and fine-tuning with factual datasets along with hallucination-aware loss 
functions. In terms of hardware, context window optimization and inference stabil-
ity need to be balanced against performance. Finally, users need to be educated about 
the limitations of LLMS both cognitively and socially.

2.5 CONCLUSIONS AND FUTURE DIRECTIONS

In this chapter, a brief history of LLMs for NLP was presented. The origins of such 
neural architectures were shown to derive from early simple models of computa-
tion, the perceptron. With the perceptron as the building block, a basic overview of 
LLMs was presented. While these models exhibited some unprecedented capabilities 
in terms of education, science, health care, and human–computer interaction, there 
were concerns relating to issues of bias, fairness, privacy, and correctness. These 
issues were discussed in Section 2.4.

While current models are able to support general purpose conversation, the next 
generation of LLMs will need to address current deficiencies in the areas of com-
putational inefficiency, limited reasoning and agency, bias, and fairness, along with 
the reduction of hallucinations. Future work with LLMs will go beyond increasing  
the number of model parameters. New model developments will address issues with the 
integration of multiple dimensions; reasoning across models; the alignment of model 
output with concepts of personalization, privacy, ethics, and fairness; the increased 
focus on adaptation to specific domains; and increased agency in smart domains.
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3.1 INTRODUCTION

Large language models (LLMs) have dramatically broadened the horizons of artifi-
cial intelligence (AI), with their capabilities evolving at an unprecedented pace. In 
this chapter, we offer a comprehensive exploration of how these models are reshap-
ing the landscape of cultural heritage (CH)—from preservation and interpretation to 
accessibility and engagement. Our goal is to illuminate both established applications 
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and emerging possibilities, reflecting the breadth and depth of this rapidly advancing 
intersection between technology and cultural understanding.

CH encompasses the legacy of physical artifacts and intangible attributes of 
a society that are inherited from past generations, maintained in the present, and 
bestowed on future generations. This includes monuments, historical buildings, art-
works, literature, and less tangible elements like traditions, languages, and collective 
memories. These cultural expressions shape our understanding of identity, commu-
nity, and the past, playing a critical role in defining societal values and historical 
continuity (Gîrbacia, 2024). Preserving CH is essential not only for its intrinsic value 
but also for its potential to educate and inspire future generations. By maintaining 
and documenting cultural assets, societies aim to build bridges between the past, 
present, and future, providing a shared sense of identity and continuity. This preser-
vation, however, faces numerous challenges, including natural decay, environmen-
tal threats, and conflicts that can lead to the destruction of heritage sites (Wagner, 
2023). Furthermore, digital globalization and the evolution of information technol-
ogy have presented both opportunities and challenges in maintaining and access-
ing cultural records. Recently, advances in AI, specifically in LLMs, have opened 
new avenues for preserving, analyzing, and disseminating CH. LLMs, such as the 
closed-sourced Generative Pre-trained Transformer (GPT) variants (Kalyan, 2023), 
open-sourced LLaMA (Touvron, 2023) models and similar architectures, are AI sys-
tems trained on vast amounts of text data to understand and generate human-like 
language. Their capabilities include natural language processing (NLP), advanced 
text analysis, multilingual understanding, and generating coherent, contextually rel-
evant outputs. These features make them valuable tools for CH projects. Researchers 
have extended the definition of LLMs connecting textual data to modalities such as 
vision and audio, resulting in vision language models (VLMs) (Zhang, 2024a) and 
audio language models (ALMs) (Triantafyllopoulos, 2024), respectively. The term 
Foundation Models has also risen in the literature, referring to LLMs and their mul-
timodal counterparts. However, in this chapter, we will utilize the former acronym 
and focus primarily on linguistic capabilities.

Integrating LLMs into CH initiatives enables more efficient and accurate digi-
tization of ancient texts and documents. For instance, LLMs can perform relevant 
tasks such as automated translation and contextualization of historical records (Spina, 
2023). Additionally, multimodal language models can enhance the accuracy of tran-
scriptions by exploiting cues such as vision ones (e.g., from paintings) and unlocking 
access to previously obscure or inaccessible materials for scholars and the general 
public (Rachabatuni, 2024). This technology is also transformative in virtual muse-
ums and interactive exhibits, where LLMs can provide dynamic, multilingual descrip-
tions and personalize visitor experiences, enhancing engagement and learning.

Beyond practical applications, LLMs support academic research by facilitat-
ing collaborative efforts across institutions and disciplines (Cui, 2024). Through 
AI-powered platforms, researchers can share data, refine interpretations, and develop 
new insights into cultural history. Unlike traditional databases, LLMs can offer sig-
nificant advantages by improving search functionality through their ability to under-
stand context and semantics, leading to more relevant and accurate information 
retrieval (Lee, 2023). For instance, AI-driven platforms can classify CH data more 
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effectively, as demonstrated by machine learning applications that improve image 
classification and automated discovery of patterns in vast datasets (Fiorucci, 2020). 
This capability can enhance, for instance, the modelling and simulation of ancient 
languages and cultural practices, which could aid historians and archaeologists in 
reconstructing lost or lesser-known aspects of past societies.

However, the implementation of LLMs in CH is not without challenges.
Issues such as the need for domain-specific fine-tuning, potential biases in AI out-

puts, and ethical considerations around the representation of sensitive cultural infor-
mation must be carefully addressed. Despite these obstacles, the potential of LLMs 
to revolutionize CH preservation and curation is undeniable, offering opportunities 
to broaden access, deepen understanding, and engage diverse audiences worldwide.

This chapter explores these possibilities, highlighting case studies and emerging 
technologies, and demonstrating how LLMs can reshape how we interact with and 
understand CH.

3.1.1 Structure of the chapter

To guide readers through the chapter’s scope, the following sections are organized 
to progressively deepen the understanding of how LLMs intersect with CH. Section 
3.2 introduces the foundational technologies behind LLMs, including their architec-
tural principles and advancements in attention mechanisms and multimodal learn-
ing. Section 3.3 explores the practical capabilities of LLMs and their relevance to 
CH, highlighting how these models enable new forms of analysis, preservation, and 
engagement. Section 3.4 presents a range of case studies that demonstrate real-world 
applications of LLMs in digitization, exhibition design, and collaborative research. 
Section 3.5 focuses on accessibility, showing how LLMs can be leveraged to sup-
port diverse audiences, including those with disabilities or language barriers. Section 
3.6 then discusses the challenges of using LLMs in CH, from technical limitations 
to ethical considerations, and concludes with a look at emerging directions and 
long-term implications. The final section summarizes the chapter’s contributions and 
reflects on the future of LLM integration in CH initiatives.

3.2 TECHNICAL ADVANCEMENTS

NLP has evolved significantly, beginning with simpler statistical methods before 
advancing to neural network-based models that could handle sequential dependen-
cies more effectively. Early NLP models like n-grams and bag-of-words approaches 
were limited by their reliance on statistical co-occurrence and simple linear rep-
resentations (Sharma, 2017). These methods were eventually succeeded by recur-
rent neural networks (RNNs) (Su, 2022), which introduced a sequential processing 
paradigm. RNNs, by design, allowed for a concept of “memory,” enabling the net-
work to retain information from earlier input while processing subsequent ones, thus 
capturing dependencies within the language sequence. However, traditional RNNs 
faced several limitations. Their sequential nature hindered parallelization, and they 
struggled with long-range dependencies due to issues such as vanishing gradients, 
making it difficult to retain information across lengthy text spans.
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This led to the development of long short-term memory (LSTM) and gated recur-
rent unit (GRU) networks, which partially mitigated these issues by introducing 
“gating” mechanisms (see Table  3.1). Recent innovations like Mamba (Gu, 2023) 
and xLSTMs (Beck, 2024) have sought to address the limitations of traditional 
RNN-based models with the former leveraging parallelism for improved sequence 
processing and the latter introducing extended memory mechanisms to capture 
dependencies across longer spans. Despite these advancements, LLMs remain the 
gold standard in sequential language modeling, outperforming these approaches in 
both scalability and contextual understanding.

3.2.1 background of attention MechaniSMS in tranSforMerS

At their core, LLMs leverage the ability of transformers to process and understand 
relationships across entire input sequences simultaneously. This ground-breaking 
shift occurred with the introduction of attention mechanism, as pioneered by the 
transformer architecture proposed by Vaswani in the paper “Attention Is All You 
Need” (Vaswani, 2017). Attention (Bahdanau, 2014) enabled the model to assign 
varying levels of focus, or “attention,” to different parts of the input sequence, allow-
ing for a more nuanced and context-aware processing of the words’ representations, 
namely, tokens. The mechanism shifted the language modelling paradigm away from 
a purely sequential focus, where each word is directly linked to its previous one, to 
one where relationships between all tokens are considered concurrently. This paved 
the way for the Transformer model’s encoder-decoder structure, where the self- 
attention mechanism allows each token to “attend” to every other token in the 
sequence. The concept of multi-head attention (MHA) expanded upon this by allow-
ing multiple sets of attention mechanisms to operate in parallel, effectively creating a 
more complex and nuanced representation of language. In MHA, the input sequence 

TABLE 3.1

Overview of Key NLP Model Architectures and Capabilities

Model Type Key Features Strengths Limitations

N-gram/
Bag-of-words

Statistical models using 
co-occurrence

Simplicity, fast to 
compute

Ignores word order, lacks 
context

RNN Sequential processing, 
memory of prior input

Captures sequence 
dependencies

Struggles with long-range 
dependencies

LSTM/GRU Gating mechanisms to 
manage memory

Handles longer 
sequences better

Limited parallelism

Transformer Attention mechanism, 
parallel processing

Long-range context, 
high scalability

Requires large datasets 
and computing 
resources

LLMs (e.g., GPT, 
BERT)

Deep transformer-based, 
massive scale

Multilingual, 
generative, 
contextual 
understanding

Bias, hallucination, 
resource-intensive
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undergoes several independent attention calculations, each producing its own atten-
tion distribution over the input sequence. These distributions, or “heads,” capture 
different relationships within the data—such as syntactic dependencies, semantic 
meanings, or hierarchical linguistic structures—and collectively provide a richer 
understanding of the input.

In detail, each attention head operates by computing three vectors: the query 
(Q), key (K), and value (V). The self-attention mechanism then calculates attention 
weights by computing dot products between Q and K, normalizing the values, and 
applying them to the V vectors. These vectors are linearly projected into higher-
dimensional spaces, where they focus on specific aspects of the data. For instance, 
one head might capture the relationship between subjects and verbs, while another 
focuses on long-range dependencies like pronoun antecedents. The results from each 
head are concatenated and linearly transformed, enabling the model to capture a 
wide array of linguistic features (Figure 3.1).

The MHA mechanism enhanced transformers’ representational power by allow-
ing the model to process different aspects of the data in parallel. Unlike RNNs, 
transformers avoid the pitfalls of sequential processing, allowing for parallelization 
and efficient handling of long sequences. This transition from sequential models to 
transformer-based architectures marked a fundamental shift in NLP, where models 
could now “see” all tokens in a sequence simultaneously, making them highly effi-
cient for both training and inference.

3.2.2 iMpact of MaSked token prediction in training LLMS

Following the development of MHA and self-attention, a pivotal advancement in 
transformers was adapting the “masked token prediction” (pre)training strategy, par-
ticularly for training bidirectional transformer models such as Bidirectional Encoder 
Representations from Transformers (BERT). A masked token prediction is a form of 
language modelling in which certain tokens in a sentence are “masked” during train-
ing. The model is tasked with predicting these masked tokens based on the surround-
ing context, thereby encouraging the model to learn bidirectional dependencies. 
This bidirectional training process contrasts with the autoregressive approach used 
in models like GPT, where each token is generated sequentially based on previous 

FIGURE 3.1 Multi-head attention (MHA) mechanism in transformers.
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tokens only. Autoregressive models are inherently directional, as they rely on past 
context without “looking ahead.” This is also known as causal masking, where the 
model is trained in predicting the next most likely word (token). The core module of 
an LLM is (almost always) the “Decoder” module of the Transformer architecture, 
which engages with generating new (textual) data. Therefore, the characterization 
of LLMs as “generative” models was chosen. The masking approach enhances the 
model’s capture of semantic nuances and contextual relationships. For instance, if a 
model is trained on a vast corpus of Shakespeare’s poems, it will eventually internal-
ize the dynamics, semantics, and stylistic patterns of this form of language.

Following this initial pre-training, the model’s capabilities are largely limited to 
text completion, driven by its training on next-token prediction within the frame-
work of masked attention. If the model is prompted with a fragment of text, it will 
only be able to generate continuations that adhere to the same poetic style, linguistic 
structures, and contextual cues, continuing the generation while imitating the origi-
nal dynamics. However, achieving the communicative proficiency and contextual 
awareness characteristic of advanced chatbots requires further stages of training and 
refinement (see below).

3.2.3 inSightS froM attention bLockS acroSS teXtuaL fieLdS

The attention blocks within transformer models, particularly in the context of MHA, 
provide intricate insights across various textual fields. In each transformer layer, 
attention blocks iteratively refine the model’s understanding of the text by integrating 
information from different parts of the sequence. Each layer captures increasingly 
abstract representations, ranging from shallow syntactic structures in lower layers 
to high-level semantics in upper layers. Attention weights within each block reveal 
patterns regarding how a model perceives textual elements, which can be leveraged 
to improve interpretability in CH tasks. For example, attention layers in lower blocks 
may focus on word order and local context, while higher blocks capture broader rela-
tionships such as themes or narrative arcs, which are invaluable for tasks involving 
document contextualization or topic modelling.

These layered representations make transformers particularly well-suited for 
multilingual contexts within CH, where relationships across languages and cultural 
contexts can vary widely. One of the most transformative aspects of attention in 
LLMs is the emergence of “contextual embeddings” or the model’s ability to gener-
ate token embeddings that vary depending on context. This contrasts with traditional 
static word embeddings, such as Word2Vec (Mikolov, 2013) or GloVe (Pennington, 
2014), where a word has a single embedding, regardless of its meaning in different 
contexts. In transformers, attention blocks enable tokens to develop context-sensitive 
embeddings, which are critical for capturing the nuances of language and specific 
terms in domains such as CH. Contextual embeddings have proven especially effec-
tive for tasks such as translation and sentiment analysis, where word meanings shift 
depending on other surrounding context. In multilingual settings, transformers can 
align semantically similar concepts across languages, aiding in tasks such as cross-
linguistic document alignment, multilingual retrieval, and automated translation of 
cultural texts.
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3.2.4  an eXaMpLe WaLkthrough: a cuLturaLLy and 

LinguiSticaLLy adaptive chatbot SySteM

Imagine a chatbot system1 designed for a virtual museum exhibit (see Figure 3.2). 
This system leverages a decoder-only transformer model equipped with MHA and 
masked token prediction to process user queries, retrieve relevant content, and gener-
ate culturally sensitive responses. We present a step-by-step breakdown of how the 
LLM (the core module of the chatbot) processes a sentence from the user (“Can you 
tell me about the traditional art of the Hmong people?”) and adapts it for multilingual 
and culturally nuanced responses.

Phase 1: Input Parsing and Tokenization. Upon receiving the user’s input, the 
chatbot first tokenizes the sentence into sub-word units or tokens, which are pro-
cessed individually in a way that allows the model to consider each unit’s contextual 
significance within the sentence. Tokenization ensures that the model can handle 
complex words and phrases that may have specific meanings in a CH context (e.g., 
“Hmong” as an ethnonym). Since transformers process sequences non-sequentially, 
the model can immediately attend to tokens like “Hmong” and “traditional art” with-
out waiting to process all previous words. This ability to access any token’s context 
through the entire sequence allows the model to “understand” the user’s intention, 
even if the phrasing or word order differs across languages.

Phase 2: Contextual Representations with MHA. In this phase, the model lever-
ages MHA to create a rich, context-aware representation of each token. Each atten-
tion head in the MHA attends to various aspects of the sentence, such as the cultural 
specificity of “Hmong,” the concept of “traditional art,” and how these elements 
interact within the user query. For instance:

Attention Head 1: may focus on the syntactic structure, identifying “Hmong 
people” as a noun phrase.

Attention Head 2: could highlight culturally relevant terms like “traditional 
art” and relate them to Hmong culture.

Input Tokens
Concatenated
Output tokens

Style Transfer

Language
Adaptation

Cultural-Aware
Text Generation

Transformer

Input Text Output Text

e.g., Spanish/French

e.g., culturally specific knowledge

e.g., academic tone, child-friendly

FIGURE 3.2 Adaptive response pipeline in a culturally aware chatbot system powered by a 
large language model (LLM). The model processes user input into tokens, which are contex-
tualized through MHA within the transformer block. The resulting representations feed into 
downstream selectively activated modules, based on user needs or task requirements before 
providing the response to the user.
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Attention Head 3: might identify the user’s intent by recognizing query pat-
terns associated with information requests (e.g., starting with “Can you tell 
me about”). 

These attention heads work in parallel, capturing the interrelationships between 
words, phrases, and cultural elements, resulting in contextual embeddings that 
encode both the linguistic structure and the cultural significance of the input. These 
contextual representations are then concatenated resulting in a rich representation of 
the input.

Phase 3: Masked MHA and Cultural Generation. As a decoder-only model, the 
LLM uses masked MHA to predict tokens in sequence while considering previous 
ones, refining its output based on context derived from the user’s input. Here, the 
model’s masked token prediction enables it to “guess” and generate tokens that com-
plete the response meaningfully while accounting for cultural subtleties.

Assume that the chatbot generates the response: “The Hmong people have a rich 
tradition of textile art, known for its vibrant colors and symbolic patterns that often 
represent aspects of their cultural heritage.” In generating this response, the model 
considers:

• Relevant Cultural Facts: Due to pre-training on vast and related datasets, 
the model has acquired cultural knowledge (encoded in its parameters), and 
the LLM now draws on information about the Hmong people’s artistic tra-
ditions and symbolism, adapting its response based on the specific cultural 
context requested by the user.

• Language Style Adaptation: If the user’s preferred language is French, the 
model may adjust to output: “Le peuple Hmong possède une riche tradition 
d’art textile, réputée pour ses couleurs vibrantes et ses motifs symboliques, 
représentant souvent des aspects de leur patrimoine culturel.” This transla-
tion and style adaptation happen through parallel attention heads that learn 
and apply language-specific rules, idioms, and nuances.

• Engagement Optimization: The model may also use stylistic elements to 
make the response more engaging, incorporating conversational phrases or 
local expressions to make the information more relatable and accessible to a 
lay audience. For example, it might add, “It’s a beautiful way of storytelling 
without words” based on learned language generation patterns for engaging 
responses.

Phase 4: Cross-Language Semantic Alignment and Retrieval Enhancement. Given 
the user query’s cultural context, the LLM retrieves and aligns semantic content 
across multiple languages. By using multilingual embeddings—representations 
aligned across languages, the model can understand culturally specific terms even 
if they do not have direct equivalents in other languages. For example, in translat-
ing “Hmong textile art,” the model retains the core concept but adapts descriptors 
that might hold different connotations in other cultures or languages. Through cross-
language semantic alignment, the model can respond to similar queries in other lan-
guages with culturally appropriate phrasing. For instance, if a Spanish-speaking user 
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asked, “¿Puedes contarme sobre el arte tradicional del pueblo Hmong?” the model 
would produce an equally rich response in Spanish, bridging cultural differences 
while retaining factual accuracy.

Phase 5: Style Transfer and Cultural Preservation. As part of its curator role, the 
chatbot can perform style transfer to tailor descriptions to specific audience needs. If 
a younger audience interacts with the chatbot, the model might rephrase complex his-
torical descriptions in simpler, more vivid language. For instance, it might transform 
“The traditional Hmong textile art embodies intricate symbolism” into “Hmong tex-
tile art uses patterns and colors to tell stories from their culture.” Conversely, for 
a more academic audience, the model may elaborate with terminology relevant to 
ethnography or textile anthropology.

In cases where cultural preservation is essential, it is necessary to ensure that 
culturally sensitive terms remain unaltered or are contextualized carefully to respect 
their significance. The model must avoid over-simplifying complex cultural infor-
mation that could misrepresent traditions or customs. This aligns with ethical NLP 
practices, as the model balances accessibility with respect for cultural accuracy.

Phase 6: Response Output and User Engagement. Finally, the generated response 
is outputted to the user in the preferred language and style. This output showcases the 
LLM’s ability to integrate complex language understanding with culturally attuned 
generation, bridging linguistic and cultural divides. For example, the chatbot’s output 
might be as follows:

• User Query (English): “Can you tell me about the traditional art of the 
Hmong people?” + “Answer in Spanish”

• Chatbot Response (Spanish): “El pueblo Hmong tiene una rica tradición 
de arte textil, conocido por sus colores vivos y patrones detallados. Estos 
diseños suelen tener significados profundos, reflejando la conexión de los 
Hmong con la naturaleza y sus historias ancestrales. Cada pieza es como un 
tapiz de historia, preservado y transmitido a través de generaciones.”

3.3  THE ROLE OF LARGE LANGUAGE MODELS 
IN CULTURAL HERITAGE

3.3.1 capabiLitieS of LLMS

LLMs are trained on vast amounts of linguistic data using deep learning techniques, 
particularly transformer architectures (Zhao, 2023). These models, such as GPT-
4, are characterized by their extensive parameter count, which has been proven to 
enable them to store a wide variety of learned patterns (Muennighoff, 2023). While 
the sheer number of parameters does not inherently grant the ability to understand 
language, it still allows LLMs to encode and represent more complex relationships 
between words, phrases, and contexts during training (Bhatia, 2024). This depth of 
representation improves their capacity to capture subtle nuances in language, handle 
ambiguous or context-dependent inputs, and provide more accurate predictions and 
outputs across multiple languages. This makes them particularly effective in produc-
ing coherent and contextually appropriate responses in various domains, including 
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historical and cultural narratives. The capabilities of LLMs extend beyond mere text 
generation. They can:

Perform Language Translation: LLMs can perform language translation tasks 
accurately, improving over traditional rule-based or statistical machine 
translation methods. This is due to their ability to model context and 
semantic relationships within and across sentences using transformer archi-
tectures. Their utility extends to many languages, even with limited avail-
able resources (also known as low-resource) (Lankford, 2023), as transfer 
learning allows LLMs to generalize patterns learned from high-resource 
languages to improve translation in lesser studied languages. For histori-
cal or ancient languages, while direct training data may be limited, LLMs 
can incorporate relevant linguistic datasets (e.g., digitized texts or inscrip-
tions) and context from related languages, improving their ability to assist 
in translating or interpreting these texts (Volk, 2024). This capability is 
particularly important in CH research, where accurate translation of histori-
cal documents can provide critical insights into past societies. Furthermore, 
approaches such as fine-tuning on specialized corpora and leveraging 
model understanding of cross-linguistic patterns have demonstrated their 
effectiveness in tasks where traditional methods struggled (Hauser, 2024).

Text Recognition and Transcription: Integrating multimodal LLMs, such as 
GPT-4 with vision or LLAVA, presents another approach to optical char-
acter recognition (OCR) systems by utilizing visual and contextual cues to 
enhance transcription accuracy. The physical state of the document often 
constrains traditional OCR systems—its shape, condition, or quality—which 
can lead to incomplete or inaccurate transcriptions, especially for histori-
cal or damaged texts. For example, an old, degraded manuscript may suf-
fer from smudged ink, irregular handwriting, or partial text loss. While a 
traditional OCR system might struggle in such cases, multimodal LLMs 
can leverage additional contextual information, such as textual metadata, 
document type, or inferred historical context, to fill in the gaps where OCR 
alone would fail. For instance, when transcribing an ancient document, a 
multimodal LLM can be provided with prompts that include the estimated 
date of creation, the document’s likely origin, or linguistic markers specific 
to that time period. This enables the model to use its semantic understand-
ing to make more accurate guesses about missing or corrupted characters, 
reconstructing text in a way standard OCR system cannot. The multimodal 
capabilities of these models allow them to cross-reference visual and lin-
guistic cues, providing a richer understanding of the text beyond simple 
character recognition. Another notable implementation of a pure VLM 
principle is found in the eScriptorium platform,2 where a GPT-based plu-
gin assists in deciphering complex historical scripts such as Gothic and 
Carolingian. Rather than merely transcribing visible characters, the system 
leverages pre-trained models on medieval Latin and Old French corpora to 
infer and restore missing or ambiguous words. It dynamically ranks mul-
tiple completions based on contextual coherence within the surrounding 
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text, enabling editors to interactively select the most plausible restoration.  
This setup exemplifies how multimodal LLMs can augment traditional 
transcription workflows with historically and linguistically informed rea-
soning—not only reading but effectively interpreting heritage documents. 
However, LLMs can serve as a post-OCR refinement layer (Bourne, 2024). 
Once an OCR system has extracted text, the LLM can further analyze and 
refine the transcription, correcting errors or filling in missing snippets by 
comparing the output with similar historical documents or previously anno-
tated texts. For example, if certain characters or words are missing due to 
damage, the LLM can infer the likely content by drawing on its knowledge of 
similar texts or linguistic patterns from the same historical period, effectively 
“guessing” missing information in a more informed and context-aware man-
ner. This dual approach—OCR followed by LLM-based refinement—offers 
a powerful solution for digitizing and transcribing challenging CH materials 
that traditional systems struggle to handle. For example, Liu (2024b) dem-
onstrates how GPT-4 Vision was used to restore degraded Qing Dynasty 
manuscripts by leveraging historical dictionaries and character structure pri-
ors, successfully reconstructing missing or smudged characters in classical 
Chinese.

Content Generation and Summarization: LLMs can generate concise sum-
maries and explanations of cultural data, enhancing accessibility for spe-
cific user groups. Through prompt engineering techniques (Sahoo, 2024), 
LLMs can be directed to modify the output’s tone, style, and complexity, 
tailoring it to different audiences. For example, descriptions of historical 
artifacts can be simplified for educational purposes aimed at children, 
with language adjusted for age-appropriate comprehension, and for edu-
cational purposes (Nayeem, 2024). Using style transfer, LLMs can further 
adapt the same content for various accessibility needs, such as creating 
auditory-friendly descriptions for visually impaired users or straight-
forward summaries for non-experts; therefore, presenting artifacts in 
multiple formats, broadening accessibility across different demographic 
groups. Moreover, in cases where multimodal inputs are available (such 
as images accompanying text), VLMs (e.g., GPT-4 with vision capabilities 
or LLAVA) (Zhang, 2024a) can incorporate text and visual data to gener-
ate more detailed descriptions. For example, when analyzing a historical 
document, these models can cross-reference visual elements (e.g., artifact 
images) with text to infer additional contextual information, particularly 
when visual context plays a crucial role in the object’s significance.

A practical example of how multimodal LLMs cross-reference historical docu-
ments comes from the “Time Travel” benchmark project (Ghaboura, 2025). 
In this work, GPT-4V and similar models were evaluated on tasks involv-
ing the analysis of historical artifacts and manuscripts across time periods. 
One compelling use case involved presenting the model with a degraded 
museum record and asking it to generate a contextual description by pull-
ing related information from linked archival databases, academic litera-
ture, and image collections. The model used retrieval methods to anchor its 
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generated content in real, referenced documents—such as prior exhibition 
catalogs and digitized colonial archives—rather than hallucinating outputs. 
This process enabled the model to surface lost metadata and re-contextu-
alize orphaned objects with provenance insights that had previously been 
dispersed across sources. Once again, this is an additional advantage com-
pared with text-based LLMs alone, which we will analyze later.

Contextual Analysis and Interpretation: LLMs can facilitate natural language 
interactions with CH databases, enabling users to retrieve and analyze his-
torical texts or artifacts more efficiently. Instead of relying on rigid key-
word searches, scholars can pose detailed questions and receive relevant 
information, allowing for a more flexible exploration of archival materials 
(Xu, 2023). This approach enhances the accessibility of complex data, par-
ticularly in the digital humanities, where it supports more dynamic research 
workflows. Additionally, LLMs are able to assist in cross-linguistic explora-
tion by processing multilingual collections, making it easier to access and 
understand materials from different cultures. This capability also extends 
to educational platforms (Almusaed, 2023), where users can interact with 
historical content in a more engaging and personalized way through natural 
language queries.

To further illustrate these capabilities in a CH context, the following case studies (see 
Section 3.4) provide grounded examples of LLMs in action. These include applica-
tions such as transcribing ancient manuscripts, powering interactive museum guides, 
and supporting collaborative research. While the focus in this section is primarily on 
the technical potential of LLMs, these real-world scenarios provide a clearer picture 
of how such capabilities translate into CH outcomes.

3.3.2 reLevance of LLMS to ch preServation

Traditionally, preserving and interpreting cultural artifacts have required extensive 
manual labor and specialized knowledge, making it a time-consuming process. In 
this context, ArchGPT (Zhang, 2024b), for instance, autonomously retrieves and inter-
prets heritage-specific data, replacing hours of manual archival work with efficient 
digital processes. This technology integrates seamlessly with cultural data, making it 
feasible to analyze, expand, and update archives in real-time—dramatically reducing 
the effort and expertise previously required. Studies like (Stopponi, 2023) illustrate 
the potential of distributional models for examining semantic relationships in low-
resource ancient languages, such as Ancient Greek. By dynamically capturing word 
meanings in context, LLMs could facilitate automated annotation and contextualiza-
tion for ancient languages, streamlining processes requiring manual expert validation. 
In a similar vein, authors in (Ryberg Smidt, 2024) explore how LLMs, such as the 
fine-tuned Multilingual BERT, contribute to understanding the grammar and syntax 
of ancient languages like Old Babylonian. They show that these models effectively 
handle part-of-speech tagging, creating preliminary syntactic structures that allow lin-
guists to shift their focus from routine annotation to more complex interpretive tasks.

Additionally, (Dereza, 2024) reveals specific challenges and breakthroughs in 
using word embeddings for low-resource historical languages, particularly in tasks 
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such as Part-of-Speech (POS)-tagging,3 lemmatization,4 and morphological pre-
diction.5 Notably, the task highlighted that even with limited datasets, LLMs like 
DeBERTa (He, 2020) and RoBERTa (Liu, 2019c) reached up to 96% accuracy in 
POS-tagging for languages like Gothic and Medieval Latin. These findings show 
how embedding-based models, while powerful, require fine-tuning to effectively 
capture the syntactic and morphological nuances of ancient languages—laying a 
foundation for future LLM applications in underrepresented and ancient language 
processing. The authors in (Spennemann, 2024) examine how generative AI mod-
els, including ChatGPT and Google Bard, may redefine CH management through 
targeted applications like digital preservation, virtual reconstructions, and the auto-
mation of artifact classification. The study identifies practical advancements, such 
as using AI for transcription and restoration of fragile manuscripts and creating 
interactive, immersive experiences of historical sites. However, it also highlights the 
risks of AI in heritage contexts—chief among them is the potential for biased digi-
tal reproductions and the erosion of human interpretative skills. The authors argue 
that while generative AI can increase accessibility to complex cultural archives, 
careful oversight is needed to ensure the authenticity, accuracy, and ethical use of 
AI-generated cultural representations.

Furthermore, LLMs can foster accessibility and engagement with CH by serv-
ing as interactive guides and storytellers, making digital content more appealing for 
global audiences. Museums and cultural institutions, increasingly reliant on digital 
platforms to reach wider audiences, now offer virtual tours and online exhibitions 
tailored to diverse visitor interests and backgrounds (De Carolis, 2023). Leveraging 
LLMs, these platforms can generate personalized content, adapting to visitor pref-
erences, language, and cultural background to enrich engagement in real-time. As 
digital storytellers, LLMs excel in creating immersive narratives that blend historical 
accuracy with imaginative elements (Beguš, 2024). By doing so, they bring exhib-
its to life, transforming static artifacts into dynamic experiences, providing a more 
profound appreciation of cultural histories. Moreover, LLMs can also function as 
sophisticated recommender systems, offering personalized navigation through cul-
tural spaces. They can suggest viewing paths, select artifacts based on a visitor’s 
expressed interests, and even simulate interactive dialogue to deepen visitor engage-
ment (Trichopoulos, 2023).

AI-powered platforms can profit from LLMs, integrating data from various insti-
tutions, simplifying collaboration and enabling the construction of unified, accessi-
ble digital repositories of CH artifacts (Bernasconi, 2024). Unlike traditional search 
methods, which typically rely on keyword-based retrieval, LLM-powered platforms 
empower semantic search capabilities. This allows them to understand and match 
concepts rather than just words offering more accurate, contextually relevant results. 
For researchers, this means faster, more precise access to a broader range of datasets, 
even across languages and specialized fields.

Finally, LLMs can contribute to the preservation of endangered languages and 
cultures (Pinhanez, 2024). By training LLMs on texts from minority languages and 
oral traditions, AI can help document and maintain linguistic and cultural diver-
sity that might otherwise be lost. This aspect is critical for supporting communities 



71LLMs in Cultural Heritage

striving to revive or maintain their linguistic heritage and for researchers studying 
language evolution and cultural continuity.

In summary, LLMs offer a powerful suite of tools for CH preservation, from digi-
tization and accessibility enhancements to supporting interdisciplinary collaboration 
and safeguarding endangered cultural elements. Their integration into CH projects 
marks a significant shift toward a more efficient, inclusive, and globally accessible 
approach to understanding and preserving our shared past. These practical capabili-
ties will be further contextualized in the next sections, where illustrative examples 
highlight how such techniques support tasks like digitization, interpretation, and 
public engagement in CH settings.

3.4 CASE STUDIES

To display some practical applications of LLMs in CH, this section presents three 
indicative case studies: digitization of ancient texts, interactive museum exhibits, 
and collaborative research platforms. These examples, along with the capabili-
ties outlined in Section 3.3 and the accessibility-focused applications described in 
Section 3.5, can also be viewed through broader thematic lenses. These include 
efforts to archive (e.g., digitizing artifacts and texts), understand (e.g., interpreting 
ancient languages or historical records), educate (e.g., enhancing public engage-
ment through museum exhibits), and preserve (e.g., safeguarding endangered lan-
guages or traditions). While the chapter is not organized explicitly around these 
categories, this interpretive lens may assist readers—particularly those new to the 
CH domain—in contextualizing the diverse ways LLMs can serve human-centered 
objectives (Figure 3.3).

Archive CH Understand CH Educate CH Preserve CH

Digitization of ancient
texts

OCR & LLM
refinement

Ancient language
processing (e.g.

Babylonian, Latin)

Interactive museum
exhibits

Endangered language
support

Cultural memory
representation

Inclusion & ethical
framing

Child-friendly
storytelling

Multilingual
descriptions

Semantic search
across archives

CH archives
integraton

FIGURE 3.3 An interpretive grouping of the LLM applications discussed across Sections 
3.3–3.5. These thematic areas help clarify the multifaceted contributions of LLMs to CH in 
terms of archiving, understanding, education, and preservation.
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3.4.1 digitization of ancient teXtS

3.4.1.1 Methodology: Using LLMs for Text Recognition and Translation

The digitization of ancient texts is a critical task in CH, as it enables the preser-
vation and accessibility of invaluable historical documents. Traditional methods of 
transcription and translation require intensive manual labor and expertise, especially 
for languages like Ancient Greek, Old Babylonian, or classical Latin, which have 
complex scripts and limited contemporary fluency (Sommerschield, 2023). LLMs, 
in combination with OCR systems, could offer an efficient solution to this challenge. 
However, the current performance of LLMs in this domain highlights significant 
limitations (Boros, 2024). Challenges such as handling diverse languages, time peri-
ods, and transcription types remain significant, underscoring the need for further 
fine-tuning in historical text digitization tasks.

Despite these limitations, it is reasonable to speculate that with targeted fine-
tuning and domain-specific training, LLMs could achieve significant improvements 
in future research. This aligns with findings from recent studies (Thomas, 2024), 
demonstrating the efficacy of instruction-tuned models.

3.4.1.2 Outcomes and Benefits

The use of LLMs in this context has dramatically accelerated the digitization pro-
cess (Mandvikar, 2023), allowing cultural institutions to process and preserve large 
volumes of documents in a fraction of the time previously required. For example, 
applying LLMs to ancient Greek manuscripts has yielded preliminary success, as 
models have managed to transcribe, translate, and annotate these texts (Liu, 2024b). 
This not only improves academic accessibility but also makes these texts available to 
the general public, often through open-access digital libraries. The outcomes extend 
beyond efficiency; LLMs enable the interpretation of texts that might otherwise 
remain inaccessible due to their fragmentary nature. By filling in gaps and providing 
context, they can assist in reconstructing historical narratives and cultural contexts 
more comprehensively. For instance, the EvaLatin 2024 (Sprugnoli, 2024) demon-
strated the effectiveness of LLMs in identifying linguistic patterns and contributing 
to philological studies of Latin texts, illustrating the potential of AI in advancing 
classical studies.

3.4.2 interactive MuSeuM eXhibitS

3.4.2.1 Methodology: Implementing LLMs in Exhibit Design

Museums are increasingly leveraging LLMs to create interactive visitor experiences. 
By integrating LLM-based chatbots into museum applications, curators can offer 
dynamic, multilingual storytelling that adapts to visitors’ preferences and back-
grounds (Alabdulrahman, 2024). Such chatbots can interact with visitors in natural 
language, providing tailored explanations about artifacts based on user questions 
and interests. To implement LLM-based chatbots practically, museums might opt to 
utilize pre-trained models like the closed sourced GPT variants or the open-sourced 
LLaMA variants and fine-tune them with their own curated content. This fine-tuning 
process involves instruction fine-tuning (Zhang, 2023), where the model is trained 
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to follow specific instructions and adopt particular roles or personas relevant to the 
museum’s exhibits. For example, to create a chatbot that embodies the persona of 
Pablo Picasso, the training data would include prompts and responses formatted to 
guide the model’s behavior. The training dataset might consist of pairs where the 
model is instructed to answer questions as Picasso, using first-person narrative and 
reflecting his known style and perspectives. Additionally, an advanced layer of fine-
tuning incorporates the selection of preferred responses by professionals, refining the 
model’s output using human feedback to adjust accuracy and relevance. An example 
of how the training data might look:

Instruction: “You are Pablo Picasso. Answer the following question in the first 
person, expressing your thoughts and feelings.”

User Prompt: “What inspired you to paint ‘Guernica’?”
Model Response: “The horrors of the Spanish Civil War deeply affected me. 

‘Guernica’ was my way of expressing the anguish and suffering inflicted 
upon innocent people. I wanted to capture the brutality of war and make a 
powerful political statement.”

By providing numerous such examples, the model learns to generate responses that 
reflect Picasso’s persona, allowing visitors to engage in conversations that feel authen-
tic and informative. To support such compelling user experiences, several underlying 
technical methods are employed to tailor LLM behavior to museum-specific needs. 
These approaches form a critical part of model alignment in real-world CH applica-
tions, where narrative fidelity, educational sensitivity, and inclusivity are essential.

In the following, we briefly highlight some of the most commonly adopted fine-
tuning and interaction techniques—among others—that continue to shape the evolv-
ing field of cultural AI design. While the broader landscape of LLM engineering is 
rapidly expanding, the methods discussed here remain central to configuring mod-
els for domain-specific roles, particularly in heritage-centered environments that 
demand both factual precision and user-centered adaptability.

• Instruction Fine-Tuning: is a specialized training phase where the model is 
adjusted to perform tasks based on explicit instructions. During this process, 
the model is exposed to curated datasets containing task-specific annota-
tions. These annotations specify the desired behaviors, styles, and tones the 
model should adopt, enabling it to personalize responses in alignment with the 
museum’s goals. For example, fine-tuning could involve training the model to 
embody personas of historical figures, deliver exhibit-specific narratives, or use 
professional and educational tones. This phase further modifies the weights of 
the model to internalize these instructions for a more context-aware interaction. 

• Reinforcement Learning with Human Feedback (RLHF): By apply-
ing RLHF, museums can further refine the chatbot’s responses. This 
method involves training the model by rewarding outputs that align with 
expert feedback, enabling it to better capture the desired tones, styles, and 
accuracy in responses. The refined data from RLHF can then be used to 
enhance instruction fine-tuning, leading to a more polished conversational 
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experience. Additionally, this technique can be applied online, leveraging 
visitor reactions to further optimize their models during their deployment 
lifecycle.

• Prompt Engineering: Prompt engineering involves designing precise 
prompts with contextual cues or constraints to guide the model’s understand-
ing of intent, such as: “Explain the significance of [Exhibit X] in layman’s 
terms for a visitor unfamiliar with the subject.” or “Adopt the tone of a his-
torian when discussing the cultural context of [Artifact Y].” Unlike instruc-
tion fine-tuning, prompt engineering does not modify the model’s internal 
parameters. Instead, it leverages the model’s existing capabilities, making it 
ideal for quick adjustments and iterative testing during deployment.

• Interactive Chatbot Development: Combining instruction fine-tuning and 
RLHF results in an interactive chatbot that feels both authentic and infor-
mative. This process culminates in a chatbot that provides dynamic, person-
alized interactions with visitors.

Implementing LLM-based chatbots in museum exhibits can significantly enhance 
visitor engagement and satisfaction (Gaia, 2019). By offering conversational and cus-
tomized digital guides, visitors experience a deeper connection to the content and 
show greater interest in exploring further. For example, “The Living Museum” proj-
ect6 allows visitors to chat with over 1.2 million objects from the British Museum’s 
collection. This LLM-based chatbot provides real-time, tailored information about 
exhibits and aligns with individual learning styles, effectively communicating the 
collections’ cultural and historical significance.

Moreover, LLM-based chatbots play a crucial role in improving accessibility. By 
adhering to Universal Design (UD) principles,7 they can offer personalized audio 
guides, visual descriptions, and interactive touchpoints for visitors with disabilities. 
Museums utilizing these technologies can increase visits from diverse demographic 
groups, including visually impaired individuals who benefit from detailed artifact 
descriptions powered by LLMs. For instance, chatbots developed by Livdeo8 enable 
museums to provide inclusive digital solutions, allowing visitors of all backgrounds 
to engage with exhibits through natural language conversations.

3.4.3 coLLaborative reSearch pLatforMS

Collaborative research platforms serve as centralized systems for storing, annotat-
ing, and analyzing data collaboratively. Through them, researchers from diverse 
disciplines can access shared datasets, engage in comparative analyses, and gen-
erate insights that span geographical, linguistic, and temporal boundaries. By 
embedding LLM techniques, these platforms allow the integration of data-driven 
insights with domain expertise, establishing a unified infrastructure for research 
in fields like anthropology, archaeology, linguistics, and history (Garcia, 2023).

3.4.3.1 Methodology: LLMs in Facilitating Cross-Institutional Research

The success of cross-institutional research within collaborative platforms relies on 
methodologies that enable precise information retrieval, contextual understanding, 
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and knowledge sharing. Retrieval-Augmented Generation (RAG) (Fan, 2024) and 
Retrieval-Augmented Fine-Tuning (RAFT) (Zhang, 2024c) are foundational tech-
niques. RAG, a method that enhances model responses with information retrieved 
from databases or archives, enables LLMs to directly incorporate verified, up-to-
date data into outputs, reducing the likelihood of hallucination and enhancing reli-
ability. Conversely, RAFT allows models to prioritize specific data repositories 
or subject matter, improving the model’s domain specificity and ensuring outputs 
remain tightly relevant to the research context. Collaborative research platforms 
often employ ontology-based annotation to enhance the quality and relevance of 
outputs. LLMs trained on these platforms gain improved semantic accuracy by 
aligning datasets with standardized ontologies recognizing relationships and clas-
sifications within each domain. Another critical technique, hierarchical modeling, 
incorporates multi-layered contextual information—such as time periods, cultural 
settings, and linguistic shifts—into the LLM framework, refining its ability to inter-
pret data within specific historical and cultural narratives. These methods allow 
for highly specialized, accurate, and context-sensitive analyses across varied data-
sets. Semantic embedding models are also essential within collaborative platforms, 
enabling advanced clustering and retrieval of related documents by transforming text 
into vectorized semantic representations. This approach facilitates searches based 
on conceptual relevance rather than simple keywords, allowing researchers to locate 
datasets connected by thematic or contextual relationships. Additionally, dynamic, 
domain-adaptive fine-tuning with transfer learning is used to calibrate LLMs for 
specific research areas, minimizing re-training needs and allowing the models to 
maintain adaptability to new institutional requirements and updates to existing data-
sets. Knowledge Graph-Augmented Language Models (KG-LMs) (Pan, 2024) fur-
ther support research by integrating structured data and relationships among entities, 
such as historical figures, locations, and events. This gives LLMs a robust relational 
context that enhances interpretative capabilities.

3.4.3.2 Outcomes and Benefits

Ontology-based annotation and hierarchical modeling enable consistent data inter-
pretation across institutions, a critical factor in ensuring compatibility of insights 
derived from disparate datasets. By supporting LLMs with layered contextual infor-
mation, these techniques ensure outputs remain sensitive to the historical and cul-
tural nuances of the data, greatly benefiting interdisciplinary studies that require 
careful handling of contextualized knowledge. Embedding models contribute to effi-
cient data retrieval, facilitating the discovery of thematic connections across datasets 
housed in different institutions or recorded in diverse languages and formats. This 
semantic clustering capability promotes interdisciplinary collaboration and knowl-
edge-sharing, making it possible to uncover connections that would otherwise remain 
siloed. The ability of these platforms to support dynamic, domain-specific fine- 
tuning means that institutions can continuously update and refine model outputs with-
out extensive re-training efforts, allowing collaborative research efforts to remain 
current and relevant across changing data landscapes. Knowledge graphs within 
LLMs hold the promise to facilitate the cross referencing of interconnected historical 
entities, allowing platforms to dynamically link artifacts, texts, and cultural records 
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into cohesive networks (Chen, 2023). This relational understanding greatly enriches 
the scope and depth of research by providing a web of interconnected knowledge that 
spans disciplines and time periods (Abate, 2023).

Recent work demonstrates how the methodologies described above are actively 
employed in real-world cross-institutional CH research. For instance, (Maree, 2025) 
developed a neuro-symbolic system combining LLM-generated narrative explanations 
with a knowledge graph built on Cultural Heritage Linked Open Data.9 The system ranks 
and contextualizes semantic relations between historical entities—such as artworks, fig-
ures, and institutions—providing interpretable insights that scale across archives.

Sartini (2024) offers a complementary case with IICONGRAPH, a semantically 
enriched iconographic knowledge graph aligned with FAIR data principles. Integrated 
into LLM-based platforms, this resource enables cultural question answering and 
inferential reasoning with KG across museum and datasets like ArCo,10 demonstrat-
ing ontology-aware alignment as a practical tool for interinstitutional interoperabil-
ity. He (2024) shows how participatory users employ visual generative models to 
narrate heritage site experiences. Their work argues for grounding generative outputs 
in culturally authentic data, advocating integration with RAG to ensure that multi-
modal narratives remain historically faithful and context-sensitive.

Together, these cases illustrate the tangible impact of techniques such as domain-
adaptive RAG architectures in fostering collaborative, scalable, and cultural research 
infrastructures.

3.5 ENHANCING ACCESSIBILITY WITH LLMS

Ensuring accessibility in CH is paramount, as it allows individuals from all back-
grounds and abilities to engage with and appreciate cultural knowledge. LLMs pro-
vide innovative ways to enhance accessibility, making cultural experiences inclusive, 
dynamic, and tailored to the needs of diverse groups. This section explores various 
applications and benefits of LLMs in improving accessibility, with examples and 
suggestions for visual aids to further engage readers.

3.5.1 teXt in, teXt out: LLMS for enhanced deScriptionS

LLMs have the ability to transform dense, technical text into simplified, accessible 
language, which is especially useful in museums and archives. For instance, LLMs 
can take an exhibit label or a scholarly article and convert it into a concise, easy-to-
read summary or an interactive story suitable for a broad audience.

How It Works: “Text In, Text Out” architectures (such as Llama 3.111) use a sequence 
of layers within a large language model to process and generate text. At a basic level, 
the model first breaks down the input text into tokens—small units like words or parts 
of words—and maps them to numerical vectors. These vectors pass through multiple 
transformer layers, where the model captures context and meaning through attention 
mechanisms. Finally, the processed vectors are used to generate new text, ensuring 
that the output is coherent and relevant to the input. This way, the model can effec-
tively translate complex language into simpler, more engaging content.
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Example: A museum exhibit on ancient Egyptian artifacts could have an LLM-
generated summary that simplifies the historical background and importance of 
hieroglyphics for children or non-experts. Meanwhile, the LLM can offer deeper 
linguistic or archaeological insights for advanced/professional visitors.

While “Text In, Text Out” systems typically refer to simplification or summari-
zation, recent research shows that LLMs can also operate in reverse—translating 
modern language into ancient or non-standard scripts. For example, HieroLM (Cai, 
2025) treats hieroglyph recovery as a next-word prediction task, enabling an LLM 
to generate plausible sequences of Egyptian hieroglyphs from partial or modern 
prompts. Similarly, Shih et al. (2025) demonstrate that GPT-4o and other advanced 
LLMs can reason over rare glyphs and simulate their linguistic logic, using prompt-
ing methods that connect text with non-Unicode visual languages. Even in the visual 
domain, work on Maya glyph segmentation (Fnu, 2024) highlights a pipeline where 
LLMs and image models jointly facilitate the interpretation and eventual production 
of ancient writing. These cases suggest that “Text In” systems in CH could soon sup-
port “Ancient Script Out” as a real output modality, broadening both engagement and 
restoration efforts.

3.5.2  teXt, iMage in—teXt out: enriching 

deScriptionS With viSuaL conteXt

LLMs can also process both text and images simultaneously to generate descrip-
tive, accessible content that considers visual context. Such an indicative open model 
is LLAVA (Liu, 2024a). This capability is particularly useful in settings like muse-
ums, where a combination of images and text can provide a richer and more inclusive 
experience for visitors given the understanding of visual elements alongside written 
information.

How It Works: In “Text, Image In - Text Out” models (such as Llama 3.2,12 which 
combines the language capabilities of the Llama 3.1 backbone with an image encoder 
like a Vision Transformer (ViT) (Radford, 2021), the architecture is designed to han-
dle multiple types of input. First, the text input is tokenized into numerical vectors, 
as in traditional language models. Simultaneously, the image is processed through an 
image encoder, which breaks the image into smaller patches and translates them into 
vectors that capture essential visual features. These text and image vectors are then 
integrated in a shared space using either concatenation in the input or fusion with 
attention mechanisms, allowing the model to understand the relationship between the 
visual and textual content. Finally, the model generates text that incorporates insights 
from both the image and the accompanying text, making the description richer and 
more contextually aware.

Enhanced Example: Consider a museum exhibit featuring a statue of the Greek 
goddess Athena. Using a “Text, Image In - Text Out” model, the LLM could analyze 
a photograph of the statue along with a description of its historical significance. For 
children or non-experts, the LLM might generate a simplified explanation, highlight-
ing Athena’s role as the goddess of wisdom and her importance in Greek mythology. 
For experts, it could offer a more detailed analysis, such as insights into the statue’s 
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artistic style and historical context, referencing features like the craftsmanship of the 
shield or the symbolism of the owl depicted alongside Athena.

3.5.3 perSonaLized deScriptionS for diSabLed peopLe

The ability of LLMs to dynamically adapt descriptions and narratives based on 
individual needs represents a significant advancement in accessibility for disabled 
people, enhancing their engagement with CH. Unlike traditional static descrip-
tions, LLM-powered personalized interactions enable detailed, contextually rel-
evant information that caters specifically to the sensory and cognitive preferences 
of each user. For visually impaired visitors, LLMs can integrate with screen readers 
or voice-over applications to provide nuanced audio descriptions, which go beyond 
standard exhibit labels. These descriptions can be tailored to offer layered details, 
such as the physical attributes of artifacts, their textures, dimensions, and color varia-
tions, alongside contextual information like the artifact’s historical or cultural sig-
nificance. This multi-level approach ensures that visually impaired users can build a 
rich mental image of the exhibit and feel equally engaged in the experience as sighted 
visitors. To further improve accessibility, LLMs can deliver real-time, interactive 
guidance to visually impaired users as they navigate cultural spaces. For example, 
an LLM could respond to questions about nearby exhibits, providing directions 
or detailed descriptions of specific items based on the visitor’s proximity to those 
objects. Through integrating geolocation or Bluetooth beacon technology, the LLM 
could deliver precise, location-based information, helping visually impaired visi-
tors explore exhibitions independently and confidently. In addition to visual acces-
sibility, LLMs can adapt content for individuals with cognitive disabilities. Many 
cultural descriptions are inherently complex, containing layers of historical, social, 
and linguistic details. LLMs can simplify these elements, presenting information in 
manageable, easy-to-understand pieces. For instance, rather than offering one com-
prehensive paragraph about an artifact’s historical context, the LLM can break down 
the information into short, digestible sections. Each section can be presented one at 
a time, allowing the user to process the information at their own pace. LLMs can 
enhance accessibility in museum settings by supporting the application of UD prin-
ciples (Design, 1997), which aim to create environments usable by the widest range 
of individuals without requiring specialized adaptations. The seven principles of UD 
include equitable use, flexibility in use, simple and intuitive operation, perceptible 
information, tolerance for error, low physical effort, and appropriately sized spaces 
for interaction. In this context, LLMs can generate textual descriptions of exhibits, 
which can be integrated with audio guides, tactile resources, or visual displays. While 
LLMs primarily operate within the textual domain, their outputs can be paired with 
multimodal resources (e.g., audio or visual aids) by museum systems to create a more 
inclusive visitor experience. Finally, personalized, disability-friendly descriptions 
have another dimension: supporting neurodiverse individuals, such as those on the 
autism spectrum, who may find social interaction challenging in traditional museum 
settings. LLMs can be fine-tuned to recognize cues or preferences set by these users, 
offering structured, predictable interactions without overwhelming them with too 
much information at once. For instance, rather than an open-ended exploration, the 
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LLM could guide neurodiverse visitors through exhibits in a step-by-step manner, 
adjusting its responses based on their pace and feedback. In summary, LLMs pro-
vide a highly inclusive cultural experience through personalized descriptions (see 
Figure 3.4), transforming how museums, archives, and cultural sites serve visitors of 
all abilities. By fostering environments that accommodate diverse sensory, cognitive, 
and social needs, LLMs enable a broader segment of society to appreciate and inter-
act with CH, advancing the mission of universal accessibility in the cultural sector.

3.5.4 appLicationS in MuSeuMS: Leveraging Metadata and uSer cueS

Museums increasingly use LLMs to enhance accessibility through the intelligent 
use of metadata and user cues (Rachabatuni, 2024). As already discussed, this is 

Original Text
"The artifact on display is a limestone stela 

dating back to the New Kingdom period of 

ancient Egypt, approximately 1500 BCE. 

This stela is inscribed with hieroglyphics 

that detail a prayer to the sun god Ra, 

invoking protection and prosperity for the 

deceased. The hieroglyphics exhibit a high 

degree of artistic craftsmanship, with 

symbols representing various elements of 

Egyptian cosmology, including the ankh 

(symbol of life) and the scarab beetle 

(symbol of transformation). The prayer 

demonstrates the Egyptian belief in the 

afterlife, emphasizing the importance of 

offerings and rituals to ensure a safe 

journey for the soul."

Prompt
"Transform the description of this ancient Egyptian stela for 

[audience type: e.g., children, non-native speakers, visually 

impaired users, professional visitors]. Simplify language and 

adjust information to match the audience's knowledge level 

and interest."

Visually Impaired
"In front of you is a tall, smooth 

limestone tablet with symbols 

carved into its surface. The 

carvings are delicate and precise, 

showing the artistic skills of the 

ancient Egyptians. These symbols, 

called hieroglyphics, make up a 

prayer to the sun god Ra. It asks for 

safety and blessings for someone 

who has passed away. As I guide 

your fingers, you’ll notice raised 

lines forming symbols like the 

ankh, a looped cross symbolizing 

life, and the scarab, which feels 

like an oval shape with tiny legs, 

representing change and rebirth "

Children

"This stone tablet is from ancient 

Egypt and is really, really old—

about 3,500 years old! It has 

special pictures called 

hieroglyphics that were used to 

talk to their sun god, Ra. The 

Egyptians believed these symbols 

could bring good luck and protect 

people even after they died. You 

can see symbols like the ankh, 

which looks like a key and means 

‘life,’ and a scarab beetle, which 

they thought could bring magic 

and new beginnings!"

Non-Experts
"This ancient stone tablet, known 

as a stela, comes from the New 

Kingdom period of Egypt, about 

1500 BCE. It’s covered with 

hieroglyphics—a type of writing 

that Egyptians used. These 

symbols form a prayer to Ra, the 

sun god, asking for protection and 

blessings. Egyptians believed that 

these prayers could help guide the 

soul in the afterlife. Some 

symbols, like the ankh (meaning 

‘life’) and the scarab beetle 

(symbolizing transformation), are 

important parts of Egyptian 

culture "

FIGURE  3.4 An illustrative example demonstrating how the description of an ancient 
Egyptian stela can be tailored for different audiences—visually impaired, non-experts, and 
children—created to showcase text adaptation techniques. Generated using Meta-Llama/
Meta-Llama-3-70B-Instruct.
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particularly effective when combined with interactive exhibits or digital kiosks, where 
visitors can engage directly with LLM-powered systems. LLMs can also adapt their 
outputs based on user behavior and preferences. For example, if a visitor expresses 
interest in a particular historical period or type of artifact, the LLM can use this infor-
mation to provide related content or guide the visitor to other exhibits that match their 
interests. Additionally, by analyzing user engagement patterns, these systems can 
continuously learn and refine the information they offer, ensuring it remains relevant 
and engaging. This application provides dynamic, responsive information tailored to 
diverse needs, including language preferences and varying levels of detail.

3.5.5 broad acceSSibiLity: benefitS for chiLdren and other groupS

LLMs make cultural content accessible to diverse groups, including children and 
non-native language speakers. Museums and cultural institutions can leverage LLMs 
to create age-appropriate content that engages children by simplifying and presenting 
complex information through storytelling techniques. For instance, interactive narra-
tives designed specifically for young audiences can transform exhibits into engaging 
adventures, enhancing the learning experience while making it fun and memorable.

LLMs achieve this simplification by utilizing fine-tuning techniques on special-
ized datasets, such as text corpora aimed at young readers. The model learns to 
adjust vocabulary, sentence structure, and narrative tone to suit a younger audience, 
making the content both accessible and educational. These models can even incor-
porate playful language patterns or storytelling formats to keep children engaged. 
Additionally, for audiences who speak different languages or are learning new ones, 
LLMs offer multilingual capabilities that allow the seamless translation of descrip-
tions and narratives into various languages. This broadens cultural content’s reach, 
ensuring that linguistic barriers do not limit it, enabling a global audience to engage 
with CH. For example, models such as the “No Language Left Behind” model 
(Costa-jussà, 2022) employ advanced tokenization and multilingual pre-training 
techniques. These methods ensure high-quality translations across numerous lan-
guages, addressing even low-resource languages efficiently.

Recent developments further demonstrate how LLMs are being adapted for broad 
accessibility across age groups and language boundaries. FairyLandAI (Makridis, 
2024) exemplifies this trend by generating culturally contextualized fairy tales tai-
lored to children’s age and background, using GPT-based models fine-tuned on peda-
gogical corpora and integrated with visual storytelling tools. Similarly, Mathemyths 
(Zhang, 2024d) introduces a co-creative educational platform where children help 
construct narratives that incorporate foundational concepts, such as early mathemat-
ics, through guided interaction with an LLM. For multilingual access, the Pangea 
model (Yue, 2024) offers a fully open-source LLM trained across 39 languages and 
validated with a culturally diverse benchmark, demonstrating robust performance 
even in low-resource linguistic settings. These initiatives confirm the potential of 
LLMs to support inclusive engagement with CH through age-appropriate, linguisti-
cally adaptive, and culturally sensitive design.

For the significant use case of visually impaired users, LLMs and multimodal 
LLMs (such as VLMs) offer particularly transformative potential. One such system 
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is ViAssist (Yang, 2024), a real-time platform built on the LLAVA architecture that 
helps visually impaired users interpret complex environments such as museums. By 
fusing visual perception with natural language generation, ViAssist enables users 
to query their surroundings conversationally—for example, by asking “What is in 
front of me?”—and receive scene-aware descriptions that dynamically adapt to their 
preferences. This offers an immediate path for museums to deploy AI-based guides 
that assist with both exhibit interpretation and spatial navigation.

Similarly, VisionGPT (Wang, 2024) presents a framework that combines anomaly 
detection with LLM-based contextual feedback. While originally designed for general 
navigation safety, its ability to provide human-readable, real-time commentary on visual 
changes or hazards makes it highly transferable to museum settings. For instance, the model 
could detect obstructions in exhibit pathways or highlight objects of interest based on their 
relevance, thereby supporting both safety and engagement for visually impaired visitors.

Complementing these tools, VIALM (Zhao, 2024) introduces a benchmark suite 
that evaluates LLM-based assistance across tasks like object recognition, and scene 
understanding. Tested on a diverse set of VLMs, VIALM offers a robust frame-
work for assessing and improving how assistive technologies can support the visu-
ally impaired in everyday environments with insights that can inform applications 
in  cultural settings. It also surfaces key challenges such as maintaining cultural sen-
sitivity, supporting multilingual contexts, and handling ambiguous visual scenes—
issues especially pertinent to heritage spaces.

Together, these systems demonstrate how visually grounded LLMs are evolving 
into interactive accessibility agents holding promise to establish a new frontier in 
inclusive CH engagement.

3.5.6 integration With chatbotS: fine-tuned for taSk-Specific objectiveS

Integrating LLMs into chatbots is one of the most effective ways to enhance accessi-
bility in cultural settings. LLM-powered chatbots can provide visitors with personal-
ized, on-demand information, simulating the experience of a human guide (Spadoni, 
2023). These chatbots are trained to respond to various inquiries, from basic exhibit 
information to deeper historical context, adjusting their responses based on the visi-
tor’s knowledge level and interest.

It is important to clarify that base LLMs are typically pre-trained on vast textual 
corpora to perform tasks like next-word prediction based on previous word sequences. 
Widely known platforms such as ChatGPT or Gemini utilize these pre-trained mod-
els in a more interactive format by applying additional fine-tuning steps. For the pur-
poses of CH applications, it is useful to briefly explain this transformation process to 
distinguish general-purpose language models from chatbots specialized in tasks like 
museum engagement or artifact explanation.

3.5.6.1 How We Go from LLM to Chatbot

Transforming an LLM into an interactive chatbot involves several key steps. Base 
models, such as Meta-Llama’s Llama-3.2–3B,13 are designed primarily for text 
completion tasks. To create a conversational agent, organizations or research groups 
often release a corresponding “chat model,” like Llama-3.2–3B-Instruct,14 which has 

Llama‑3.2–3B‑Instruct,14
Llama‑3.2–3B‑Instruct,14
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been fine-tuned on conversational datasets to align the base model with interactive 
dialogue tasks. From this foundation, tools such as LangChain15 can be used to inte-
grate the chat model with essential components, including text processing pipelines, 
embedding models, and vector databases. Additionally, this chat model can be fur-
ther fine-tuned on task-specific objectives, enabling it to specialize in domains such 
as museum exhibits or cultural artifacts.

When a user then asks a question, the system employs an embedding model to 
convert the query into a high-dimensional vector. This vector is compared with 
stored content in the vector database to retrieve the most relevant context. The chat-
bot then uses a structured prompt to generate a human-like response, ensuring that 
the information provided is accurate and contextually appropriate.

3.5.6.1.1 From Chatbots to AI Agents

While traditional chatbots rely on prompt-response paradigms, recent research 
highlights the emergence of agentic systems—LLM-driven frameworks capable of 
orchestrating complex, multi-step reasoning workflows. Ke (2025) describes this shift 
across three dimensions: inference scaling, learning to reason, and agentic workflows. 
These agentic systems integrate planning modules, memory components, and tool-use 
abilities, enabling them to go beyond static exchanges and operate as autonomous 
cultural mediators. In a heritage context, such systems could dynamically retrieve 
archival materials, adapt content across sessions, or even verify historical claims 
using integrated search APIs. Unlike conventional chatbots, which are constrained 
to pre-defined interactions, agentic LLMs represent a move toward proactive, con-
text-aware digital curators capable of evolving with user intent and institutional goals.

3.5.7 utiLizing rag for dynaMic content generation

RAG combines the strengths of LLMs with real-time retrieval capabilities, mak-
ing it possible to generate dynamic and up-to-date content. In CH, this is par-
ticularly useful for creating interactive educational platforms or updating exhibit 
information as new discoveries emerge (Garcia, 2023). By connecting LLMs with 
extensive cultural databases, RAG enables the generation of responses that are not 
only accurate but also contextually enriched with the most relevant information 
available.

How It Works: RAG systems operate by first embedding user queries into a vec-
tor space and retrieving relevant documents from a database based on semantic simi-
larity. However, to improve accuracy, advanced techniques like query expansion and 
cross-encoder re-ranking are employed (Zhao, 2024). Query expansion refines the 
original question, broadening the search scope and hypothesizing potential answers 
to surface more precise information. Cross-encoder models further re-rank retrieved 
documents, scoring them based on direct relevance to the query, ensuring the most 
contextually relevant results are used to inform the LLM’s response. This multi-step 
approach minimizes distractors—irrelevant but related documents—allowing the 
LLM to generate focused and accurate outputs.

Example: An RAG system in a museum could provide visitors with the latest 
research findings about an ongoing archaeological excavation. By dynamically 
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retrieving new academic publications or recent field reports, the chatbot ensures 
exhibit information stays current and informative. Similarly, if the museum acquires 
a new artifact, the RAG system can quickly generate updated descriptions and con-
textual information, enriching the visitor experience in real time.

3.5.8 Making entertainMent More acceSSibLe to eXcLuded target groupS

The implementation of LLMs for cultural entertainment, such as historical games, 
films, and educational apps, also holds significant potential for enhancing repre-
sentation and accessibility for marginalized groups. By leveraging models spe-
cifically trained with high-quality, demographically relevant data, developers 
can ensure that narrative content is both engaging and culturally sensitive. For 
instance, LLMs can generate stories that incorporate indigenous languages or 
reflect underrepresented cultural experiences in a manner that feels authentic and 
inclusive.

A critical prerequisite is minimizing stereotype propagation and harmful con-
tent biases by making use of advanced techniques that prioritize safety and contex-
tual appropriateness. Furthermore, for audiences with disabilities, these models can 
facilitate adaptive and personalized content, dynamically adjusting language com-
plexity and providing alternative formats like text-to-speech or visual aids. By apply-
ing these methods thoughtfully (as demonstrated by models like KidLM) (Nayeem, 
2024), cultural and educational experiences can be tailored to the diverse needs of all 
users, fostering a more inclusive digital environment.

3.6 CHALLENGES AND FUTURE DIRECTIONS

In recent years, the adoption and evolution of LLMs have presented a range of chal-
lenges spanning technical limitations, ethical and privacy concerns, and substantial 
resource requirements. This section explores these fundamental challenges and pro-
poses areas for future advancements.

3.6.1  technicaL chaLLengeS, ethicaL and privacy conSiderationS, 

and reSource and training requireMentS

Applying LLMs to CH presents technical, ethical, and resource challenges. 
Technically, LLMs often struggle with preserving the cultural specificity and 
linguistic nuance, which are critical for representing diverse heritage contexts. 
Standard benchmarking metrics (e.g., BLEU, ROUGE) fail to capture cultural 
sensitivity, making it challenging to accurately assess model performance in these 
areas. Additionally, fine-tuning models for heritage-specific tasks can lead to cat-
astrophic forgetting, where adaptations to niche knowledge diminish the model’s 
general capabilities. Finally, hallucination (cases in which LLMs generate coher-
ent and grammatically correct outputs but factually incorrect or nonsensical) is a 
long-standing problem.

Ethical and privacy concerns further complicate LLMs’ use in CH. Models trained on 
vast, generalized datasets often contain cultural biases that risk reinforcing stereotypes 
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or overlooking underrepresented groups, particularly Indigenous and minority commu-
nities. These models also risk producing historically inaccurate or misleading content, 
which poses a significant ethical risk in the heritage sector, where cultural narratives 
must be respected and preserved accurately.16 Privacy issues arise when training on 
datasets that include sensitive historical documents or proprietary heritage data, raising 
concerns about data security and misuse. Advanced techniques such as differential pri-
vacy and federated learning, even the RLHF method, which has been used to improve 
alignment with ethical standards, can offer solutions. Yet, they are computationally 
intensive and may affect model performance. Lastly, the substantial resource demands 
of LLMs—such as the extensive data, GPU requirements, and energy consumption 
involved in training models like GPT-3 (trained with 175 billion parameters and over 
300 billion tokens) and PaLM (Chowdhery, 2023) (540 billion parameters)—pose a bar-
rier for many cultural institutions with limited resources. Even methods like RLHF, 
which can enhance cultural sensitivity, add significant computational overhead. Thus, 
addressing these challenges will require innovations in model efficiency and ethical 
safeguards, ensuring that LLM scan responsibly and effectively serve the CH domain.

3.6.2 potentiaL advanceMentS in LLM technoLogy

Advancements in LLMs technology are directed toward refining model performance, 
contextual understanding, and ethical alignment, all of which hold significant impli-
cations for CH applications. Bias mitigation remains a focal point, with efforts to 
reduce data-driven biases through improved data preprocessing and advanced debi-
asing techniques, ensuring balanced and sensitive representations of diverse cultural 
content. Efficiency optimization, particularly through model compression techniques 
like knowledge distillation, addresses the high computational demands of LLMs, 
making them more accessible and sustainable, especially for resource-intensive heri-
tage preservation projects. Improved dynamic context handling will allow LLMs 
to process and interpret longer, complex narratives—a critical need for analyzing 
historical documents and layered cultural records. Continuous learning approaches 
further enable these models to adapt to evolving knowledge, ensuring they remain 
relevant and valuable in heritage applications as new insights emerge. Multimodal 
learning capabilities are also crucial, enabling LLMs to interpret diverse cultural 
artifacts, from text and images to audio and video, which enriches digital archiving 
efforts and enhances understanding of cultural materials. Finally, improved human–
AI collaboration frameworks and dynamic evaluation metrics ensure that LLMs aug-
ment rather than replace expert insight, fostering more effective and context-sensitive 
interactions that maintain alignment with cultural preservation standards.

3.6.3 MuLtiModaL Language ModeLS (vLM, aLM)

Recent advancements in multimodal LLMs like GPT-4, GPT-o, Gemini,17 and 
LLaMA 3.2, and the newer LLaMA 3.3 have significantly expanded the possibili-
ties for CH preservation and accessibility by enabling models to process and syn-
thesize data across multiple modalities—text (Zhao, 2023), images (Zhang, 2024a), 
and audio (Triantafyllopoulos, 2024). OpenAI’s GPT models, with their enhanced 
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multimodal capabilities, integrate both visual and textual data processing, which can 
assist in tasks like interpreting historical documents alongside their visual contexts, 
such as artifacts or manuscripts. This functionality is pivotal for CH applications, 
where text-based metadata are often paired with visual artifacts. Similarly, Google’s 
Gemini models incorporate capabilities across text, audio, and visual inputs, with 
variants that support complex audio reasoning and video input, pushing forward the 
frontiers of CH engagement through multimodal interaction. Gemini’s functional-
ity allows for detailed scene understanding and object recognition within videos, 
which could revolutionize how historical events or restoration projects are docu-
mented and analyzed over time. For example, a CH archive could leverage Gemini’s 
abilities to automatically annotate and categorize video footage of archaeological 
digs, making these resources accessible for educational or research purposes. Meta’s 
LLaMA 3.2 advances multimodal language model efficiency by integrating quanti-
zation aware training with LoRA adaptors and SpinQuant post-training quantiza-
tion, reducing memory usage and model size by half and boosting processing speed. 
These optimizations make LLaMA 3.2 with its 1B and 3B sizes, ideal for on-device 
CH applications, supporting tasks like real-time transcription and artifact analysis 
on mobile devices.

Such multimodal models extend AI’s utility in CH by supporting preservation 
and educational efforts tailored to the complexity of historical and cultural artifacts.

3.6.4 eMerging appLicationS in ch

Like various domains, the applications of LLMs in CH will continue to evolve. 
Emerging areas include dynamic virtual restoration of artifacts, where LLMs, espe-
cially when combined with VLMs and ALMs, can simulate lost or damaged ele-
ments of historical objects and environments, offering more immersive experiences 
in museums and digital exhibits. Another promising direction is personalized inter-
active storytelling, allowing LLMs to generate historically accurate narratives based 
on a visitor’s interests or cultural background, creating deeper connections with the 
past. Furthermore, multimodal models could serve as comprehensive digital curators, 
integrating language, image, and audio data to provide a holistic understanding of 
artifacts—supporting not only traditional preservation efforts but also democratizing 
access to cultural knowledge.

3.6.5 Long-terM iMpLicationS for cuLturaL preServation

The integration of LLMs into CH initiatives presents significant long-term implica-
tions for cultural preservation. LLMs can democratize access to cultural knowledge 
by transcending language barriers, enabling global audiences to engage with diverse 
artifacts and narratives. They can play a vital role in preserving endangered lan-
guages through content generation and processing, supporting revitalization efforts. 
Additionally, LLMs can transform educational approaches by providing personal-
ized learning experiences, fostering deeper connections with history and culture. 
Ethical considerations are crucial; addressing inherent biases in AI models ensures 
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fair representation of all cultures, especially marginalized ones. Sustainability is 
another concern, as the high computational demands of LLMs necessitate advance-
ments in energy-efficient technologies to mitigate environmental impact. Finally, as 
AI-generated content becomes part of the cultural record, questions about author-
ship and authenticity arise, emphasizing the need for collaborative efforts among 
technologists, cultural experts, and communities to navigate these complexities 
responsibly.

3.7 CONCLUSION

Our chapter introduced the key technical underpinnings of contemporary LLMs 
and provided a detailed discussion of potential applications in the realm of CH 
understanding, preservation, and curation. To that end, we also compiled a list 
of recent use-cases reflecting the increasing use of LLMs by CH specialists. We 
expect the rapidly advancing model capabilities, as well as the push for more opti-
mization and transition toward efficient models that have reduced computational 
complexity, to further accelerate their uptake. Nevertheless, additional involvement 
of the different stakeholders—including CH specialists, curators, and local com-
munities—is needed to ensure the fair and responsible development and deploy-
ment of this exciting technology.

NOTES

 1 While the term chatbot is used throughout this example for simplicity, it refers to a 
broader system where the core language processing component is an LLM. This system 
may also include retrieval mechanisms, user interface layers, and additional logic tai-
lored to cultural contexts.

 2 https://www.sofer.info/.
 3 POS-tagging refers to assigning parts of speech (e.g., noun, verb, adjective) to each 

word in a sentence.
 4 Lemmatization is the process of reducing words to their base or dictionary form (e.g., 

“running” → “run”).
 5 Morphological prediction involves predicting grammatical features of words such as 

tense, number, case, or gender.
 6 https://www.livingmuseum.app/.
 7 https://universaldesign.ie/about-universal-design/the-7-principles.
 8 https://www.livdeo.com/en/products-and-services/vocal-chatbots.
 9 https://query.wikidata.org/.
 10 https://github.com/ICCD-MiBACT/ArCo.
 11 https://ai.meta.com/blog/meta-llama-3-1/.
 12 https://ai.meta.com/blog/llama-3-2-connect-2024-vision-edge-mobile-devices/.
 13 https://huggingface.co/meta-llama/Llama-3.2-3B.
 14 https://huggingface.co/meta-llama/Llama-3.2-3B-Instruct.
 15 https://www.langchain.com/.
 16 https://www.nytimes.com/2024/02/22/technology/google-gemini-german-uniforms.html.
 17 https://gemini.google.com/app.
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https://huggingface.co/meta-llama/Llama-3.2-3B
https://query.wikidata.org
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https://ai.meta.com/blog/meta-llama-3-1
https://www.sofer.info
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4.1 INTRODUCTION

The rapid progress of generative artificial intelligence (GenAI), which was built on 
large language models (LLMs), drives immense applications and tools combining 
human-like text, images, video, audio, and other data types (e.g., ChatGPT, Llama, 
Claude, Gemini). The new large-scale LLMs can perform an increasingly broad 
range of tasks, from text manipulation and analysis to image generation and music 
composition to speech recognition (Nestor Maslej, 2024). The improved capabilities 
of LLMs to solve diverse tasks with human-level performance (e.g., GenAI) could 
transform education, presenting both opportunities and challenges.

Since its launch in November 2022, GenAI has infused various domains of our 
lives. New large-scale AI models have been released every month, reshaping knowl-
edge acquisition and learning, disrupting educational institutions’ traditional role, 
necessitating changes in curricula and learning environments, prompting a reevalu-
ation of teaching and learning processes and delving into practical applications and 
implications of GenAI across diverse educational contexts. GenAI’s rapidly maturing 
capabilities offer the opportunity to positively shift education systems and create new 
teaching and learning models. It provides opportunities to improve the adaptability 
of learning resources to students’ strengths and needs. This includes customizing 
curricular resources to address local needs, personalizing learning content according 
to the knowledge and experience students bring to their learning, and providing sup-
port to teachers through automated assistants or other tools. Additionally, it enables 
teachers to extend their support to individual students beyond classroom time (U.S. 
Department of Education, 2023).

GenAI is also redefining and reshaping the learning design (LD) and technology 
field by assisting learning designers in exploring initial research ideas on specific 
subjects/content, developing data-driven customized instruction, automating forma-
tive assessment, providing personalized feedback, and enhancing alignment of learn-
ing strategies with learning outcomes, assessment strategies, and the needs of the 
learners and their capabilities.
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The chapter will analyze and explore the impact of GenAI on higher education 
(HE), PK-12 education, and, more specifically, the field of LD and technology, as 
well as educational research. It will further review the adoption and use cases of 
GenAI tools in HE, PK-12 education, and LD fields in creating high-quality learning 
experiences, enhancing personalized and adaptive learning, making data-informed 
decisions, predicting performance with embedded learning analytics, and provid-
ing automated assessment and immediate feedback to learners. Furthermore, this 
chapter examines the challenges of GenAI despite its potential to drastically change 
teaching and learning approaches and impose new ways of thinking. It will discuss 
why the responsible use of GenAI tools is required to address challenges, such as 
privacy concerns, the risk of perpetuating biases, and ethical complexity.

4.2 THE IMPACT OF GENAI ON HE: AN ANALYSIS

HE claims that it has always embraced innovation and attempted to provide challeng-
ing learning environments where students are encouraged to think deeply and criti-
cally about complex issues with no simple solutions (Sarofian-Butin, 2024). Before 
the advent of LLM models, traditional teaching and learning in HE classrooms 
underwent a transformation grounded in several decades of pedagogical evolution 
(Moraes et  al., 2023). Influenced by constructivist epistemologies, social learning 
theories, and evidence-based LD principles, HE faculty increasingly emphasized 
active, learner-centered approaches over didactic, lecture-based strategies in their 
courses. Flip-classroom, problem-based learning, or case-based reasoning have 
become more prominent, encouraging learners to engage in complex, authentic tasks 
and challenging them to pause to think differently and reflect on themselves and their 
world (Sarofian-Butin, 2024). Furthermore, with the support of innovative pedagogi-
cal approaches, HE institutions integrated various technologies to improve access, 
facilitate communication, and enrich learning experiences to meet the demands 
and challenges of digital and global society (Miranda et al., 2021). The increase in 
databases and online scholarly collections further improved exponentially, allow-
ing students access to extensive materials. Nonetheless, while the shift from more 
traditional, teacher-centered instruction marked significant changes in HE’s learn-
ing environments, faculty and students are still constrained by the time-intensive, 
tailored feedback and the cognitive load associated with finding, filtering, and syn-
thesizing large volumes of information. Faculty wishing to provide more individu-
alized scaffolding to support students’ success or offer more authentic assessment 
opportunities are still limited by their class size, time constraints, and the challenges 
of curating high-quality, discipline-specific resources. Thus, within the emerging 
learner-centered model of teaching and learning, traditional assessment strategies 
(e.g., assign papers, quizzes, and end-of-semester presentations) continue to survive 
(Webber & Tschepikow, 2011). Students also face the intellectual demands of both 
engaging deeply with the content and developing complex skills, such as critical 
evaluation of sources, argumentation, and creative problem-solving.

The introduction of LLMs into HE, a gatekeeper of knowledge, providers of cre-
dentials and research centers, incubators of innovation, and drivers of social change, 
abruptly disrupted various aspects of academia (Diab Idris et al., 2024) and further 
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offered opportunities to address constraints. As LLMs became increasingly more 
sophisticated and more accessible, they transformed the landscape of information 
acquisition and learning (Biri et al., 2023; Walczak & Cellary, 2023) and acceler-
ated the introduction of digital technologies that were capable of emulating human 
intelligence, simulating human reasoning, offering personalization, improving learn-
ing through teaching assistance, generating new content close to human production, 
increasing work efficiency, developing statistical algorithms, and understanding 
complex data distributions to make prediction and improve performance. Although 
colleges and universities generally have been cautious in adopting technology tools 
(Hodges & Ocak, 2023), the evolution of LLMs and their broad capabilities, acces-
sibility, and integration into many other tools that HE faculty and students use pro-
foundly impacted how faculty teach, learn, assess, and research and how students 
learn and perform (see Table 4.1).

To understand how HE began to pass through the stages of grief about the evolu-
tion of LLMs and admit rethinking how teaching and learning are done with LLMs 
and GenAI as a catalyst, we should examine how students, faculty, and HE institu-
tions responded to this disruptive change and navigated the associated technologi-
cal considerations. This analysis will draw a meaningful connection between the 
valued pedagogy of the learning-centered model and the age of AI in HE, providing 
a framework for better integrating these technologies to improve teaching, learning, 
and research.

4.2.1  navigating the generative ai revoLution: 

he’S adaptive journey With LLMS

The systematic review of current empirical studies (e.g., Batista, Mesquita, & Carnaz, 
2024; Pozdniakov et al., 2024; Wilson, Olivier, & Morkel, 2024) suggests that after 
the launch of ChatGPT, HE students rapidly adopted GenAI to perform many of 
their academic tasks. The studies also showed that students are increasingly familiar 
with GenAI tools and are willing to use them for learning (e.g., Batista et al., 2024; 
Chan & Hu, 2023; Tala et al., 2024). Students’ perceptions appear to be influenced by 
effort expectancy, ease of use, and social influence (e.g., peers and instructors) (e.g., 
Batista et al., 2024; Bernabei, Colabianchi, Falegnami, & Costantino, 2023; Lemke, 
Kirchner, Anandarajah & Herfurth, 2023; Strzelecki & ElArabawy, 2024; Yilmaz, 
Yilmaz, & Ceylan, 2023). Students tend to use LLMs and GenAI in their course 
assignments (both formally cited or unattributed), taking quizzes or finding passable 
responses to assessment questions, writing/editing computer programs, and prepar-
ing for advanced placement tests. Furthermore, students use AI chatbots as tutors to 
collaborate on generating ideas, obtaining explanations for complex topics, writing 
assignments, summaries, and reviews, and conducting research. However, despite 
students’ positive perceptions of LLMs’ usefulness and assistance and their intention 
to use them, they show moral discomfort when using GenAI (Chan et al., 2024) and 
continue to fear violating academic integrity and engaging in unethical practices.

In contrast to studies of students’ favorable views and perceptions on the use of 
GenAI, the research on HE faculty highlights concerns and apprehension regarding 
the use of GenAI (Chan & Tsi, 2024; Lee et al., 2024). Faculty’s early reaction to 
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TABLE 4.1

Higher Education before and after the Advent of LLMs

HE before the Advent of LLMs HE after the Advent of LLMs

Pedagogical 

Transformation Improved Teaching and Learning Continued Constraints LLMs and Opportunities

• Traditional teaching 
and  learning was 
influenced by 
constructivist 
epistemology, social 
learning theories, and 
evidence-based 
design.

• Integration of various 
learning technologies 
to improve access, 
facilitate 
communication, and 
enrich learning.

• Learner-centered approach over 
didactic, lecture-based 
strategies (flip classroom, 
problem-based learning, 
case-based reasoning, use of 
real-world complex and 
authentic tasks).

• Students’ access to extensive 
materials (databases, online 
access to scholarly collections), 
yet the intellectual demands of 
engaging deeply with the 
content and developing 
complex skills.

• Time-intensive tailored 
feedback and cognitive load 
associated with finding, 
filtering, and synthesizing 
large volumes of 
information.

• Large class sizes to offer 
individualized scaffolding 
to support students’ 
success.

• Time constraints to offer 
authentic assessment 
opportunities.

• Within the emerging 
learner-centered model of 
teaching and learning, 
traditional assessment 
strategies (e.g., assign 
papers, quizzes, and 
end-of-semester 
presentations) continued to 
survive.

• Accelerated adoption of digital 
technologies.

• Offered personalization and teaching 
assistance.

• Generated content close to human 
production quickly.

• Increased work efficiency 
(time-saving).

• Offered statistical algorithm and 
understanding of complex data 
distribution.

• Made predictions and improved 
performance.

• Increased accessibility.
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GenAI was banning its use in fear of student cheating or a breach of academic integ-
rity and AI-induced plagiarism. The concerns related to ethical issues (e.g., academic 
integrity and bias), along with the lack of institutional policies and frameworks and, 
in many cases, technical knowledge gaps, have continued to hinder faculty adop-
tion of GenAI. However, research suggests that the faculty in some disciplines, 
such as STEM fields and health and medical sciences, demonstrate higher levels of 
willingness to adopt and integrate GenAI tools into teaching and learning (Khlaif 
et al., 2024; Kovari, 2024; Wang et al., 2024) compared with faculties of social sci-
ences, humanities, and business and management fields. Overall, regarding integrat-
ing GenAI in their teaching and learning, faculties seem to recognize that ignoring 
GenAI or banning its use is naïve, and it is more ethical to guide students in using AI 
tools properly rather than pretending they do not exist and are not used by students.

Nevertheless, studies across various nations report that educators generally have 
a negative attitude toward the use of GenAI and express their concerns about the 
adverse impact of GenAI on the quality of instruction and learning outcomes for stu-
dents; thus are cautious about adopting GenAI in their fields (e.g., Iqbal et al., 2022; 
Khlaif et al., 2024; Kiryakova & Angelova, 2023; Yusuf, Pervin, & Román-González, 
2024). Faculty, however, acknowledge the opportunities GenAI offers and utilize 
them in their own work to brainstorm, summarize ideas, gather information, gener-
ate content, and design more engaging courses, ultimately improving their teach-
ing practice. This duality of faculty perceptions points to many issues that current 
research has documented regarding the lack of institutional policies, frameworks, 
and guidelines, amplifying the gaps between recognizing the benefits of GenAI and 
hesitating to integrate it fully into the practice.

Before the emergence of GenAI technologies, reviews of the AI literature 
in HE (e.g., Bond et al., 2024; Sikström et al., 2022; Zawacki-Richer et al., 2019; 
Zawacki-Richter, 2023) offer evidence that colleges and universities utilize various 
aspects of AI such as built-in spelling, grammar and punctuation, adaptive quizzes 
and exercises, personalized tutoring in disciplines such as mathematics, science, and 
engineering, automated responses to frequently asked questions, AI-generated feed-
back for closed-ended quiz/test questions and grading, advanced plagiarism detec-
tion, personalized advice based on predictive analytics, simulating real-world training 
scenarios (e.g., Bond et al., 2024; Desmarais & Baker, 2012; Luckin et al., 2022) as 
well as institutional operation and efficiency improvements such as assisting students 
with administrative queries, real-time translation and text-to-speech functionalities 
to support special needs students, admission process, campus navigation, and many 
others (e.g., Bond et al., 2024). However, competing views regarding accommodat-
ing AI in academic practices have always been contested in HE. For example, some 
question whether AI, as part of a dynamic and modern data system, reduces and 
alters the human teacher’s role, pedagogy, and professional judgment and whether 
human and non-human (AI) might work together in a teaching and learning environ-
ment and if so, how does it look like and would key human capabilities be lost as 
a result of employing AI (Bearman, Ryan & Ajjawi, 2023)? The proponents of this 
view are further concerned that AI technologies could hinder students’ potential for 
new and original discoveries and negatively impact the acquisition of knowledge and 
skills (e.g., Chan & Tsi, 2024; Civil, 2023; Kiryakova & Angelova, 2023; Warschauer 
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et  al., 2023). Other views center on the vital role of HE in adopting innovations 
with AI components emphasizing, enhancing, and improving teaching and learning, 
and student success in areas such as intelligent tutoring systems, assessment and 
evaluation (automated feedback and personalization), adaptive systems, and learning 
analytics (Zawacki-Richter et al., 2019). Yet, another perspective highlights ongoing 
challenges related to the ethical use of AI (Holmes et al., 2021), the development of 
transparency and explainability in systems (Khosravi et al., 2022), and the need to 
address the pedagogical implications of increasingly autonomous AI systems in edu-
cational environments (Han et al., 2023).

Reflecting the ongoing debate regarding a diverse range of viewpoints about the 
utilization and integration of AI and a broader discussion on AI ethics, it is not sur-
prising that as a preventive and vigilant measure, many HE institutions globally spent 
time responding to the launch of LLMs with a cautious approach (with many ban-
ning the use of GenAI or altering assessment strategies at the early stages) to develop 
policy and guidelines on the ethical use of GenAI, in both academic and non- 
academic activities. Between 2022 and 2023, in an attempt to balance the vital role 
of HE for innovation (e.g., the GenAI’s potential to enhance assessment methods and 
the improvement of student learning outcomes) and acknowledging the potential and 
benefits of GenAI with academic integrity and ethical and bias concerns, HE insti-
tutions engaged in three interrelated initiatives to respond to the inevitable impact 
of GenAI: policy development, professional development and adequate support for 
faculty, and resource allocation.

4.2.1.1 Policy Development

HE leading institutions, as well as other global institutions such as the Quality 
Assurance Agency for Higher Education), Organization for Economic Co-Operation 
and Development (2023), RUSSEL GROUP (24 leading UK universities, 2023), and 
United Nations Educational, Scientific, and Cultural Organization (UNESCO, 2023), 
to name a few, began developing GenAI use policy in teaching, learning, and admin-
istration after the public release of GenAI tools. In HE institutions, stakeholders, 
including faculty committees, student representatives, and educational technologists, 
collaborated with AI researchers and ethics faculty to frame policies addressing 
GenAI risk, plagiarism, and bias. Chan and Colloton (2024, p. 6) identify several 
principles included in the HE policy guidelines to address GenAI’s concerns and 
weaknesses.

• Transparency: To increase transparency, the policy provides information 
about how the AI system was trained and what data were used.

• Explainability and Interpretability: To provide clear and understandable 
explanations, the policy explains how the AI system makes decisions or 
recommendations and how the internal logic of AI models works.

• Fairness and Bias: To enhance fairness and avoid perpetuating biases and 
stereotypes, the policy explains how to recognize and address AI system 
biases and foster an inclusive digital space, ensuring fairness and reducing 
discrimination of GenAI in certain groups.

• Accountability: To establish ownership and ensure proper attribution of 
content generated by the AI system, the policy determines who is responsible 
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for incorrect information generated by GenAI for fact-checking and verify-
ing the content and to develop a comprehensive framework to educate users 
and developers about the ethical implications of AI and develop guidelines 
for the development and use of GenAI.

• Safety/Security and Robustness: To ensure that GenAI is safe, the policy 
recommends careful plans to test and monitor GenAI’s inputs and outputs 
to fix any issues.

• Privacy and Data Protection: To address the significant concerns about 
user privacy and data protection, the policy proposes a robust legal frame-
work, transparent practices, and ongoing scrutiny to ensure these technolo-
gies are used responsibly and follow human rights principles and that the 
tools comply with the General Data Protection Regulations.

• Autonomy and Human Oversight: Autonomous GenAI systems can 
make mistakes, and humans need to identify and correct those mistakes. 
To address the challenge of balancing AI autonomy and human oversight, 
the policy defines domains and situations where complete autonomy for AI 
is acceptable and where it is not. It also proposes regulatory frameworks 
that offer clear guidelines when human oversight is mandatory for specific 
applications of GenAI.

• AI alignment for Humanity: As GenAI systems become more intelligent, 
the policy recommends ensuring that they are used for the good of human-
ity. In other words, GenAI technologies should be incorporated as supple-
mentary tools to assist teachers and students rather than replacements for 
human interaction.

While leading universities and organizations spearheaded policy development and 
implementation after the advent of GenAI, by 2024, most HE institutions globally 
have engaged in developing their institutions’ policies and how to implement them. 
However, institutions continued to face difficulties in addressing potential biases and 
plagiarism risks associated with GenAI. Furthermore, developing policies requires 
expertise and significant investment in training and technology. Thus, ethical dilem-
mas and resource inequalities remain, making integrating GenAI fully into teaching, 
learning, and administrative activities challenging.

4.2.1.2 Professional Development and Support

The Technology Acceptance Model (TAM), as a research framework, predicts when 
and how people use a new technology (Davis, 1989). According to this model, the 
two factors of perceived usefulness and perceived ease of use influence the user’s 
acceptance of new technology. Studies using TAM in assessing faculty and students’ 
acceptance of GenAI demonstrate that if the faculty, students, and staff think that 
new technology is valuable and easy to use, then they are more likely to adopt it (e.g., 
Iqbal et al., 2022; Ivanov et al., 2024; Khlaif et al., 2024; Kiryakova & Angelova, 
2023; Rahiman & Kodikal, 2024). Additionally, studies suggest other factors such 
as AI-readiness/awareness (the deeper level of understanding of GenAI technologies 
and its many components) (e.g., Chergarova et  al., 2023; Luckin et  al., 2022), the 
perceived risks associated with the GenAI adoption (instructional and institutional), 
performance expectancy, and social issues (e.g., ethics, privacy and inequality)  
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(e.g., Strzelecki & ElArabawy, 2024) have significant impact on the two factors of 
usefulness and ease of use and on the HE faculty’s overall decisions to adopt GenAI 
and integrate the technologies in the curriculum—furthermore, research shows that 
the faculty’s perception and view of the usefulness of GenAI impact student percep-
tion and proper use.

Recognizing the importance of faculty training alongside the development of 
GenAI usage policy and guidelines (Chan et  al., 2023), colleges and universities 
began dedicating time and effort to equip and support faculty to use GenAI tools 
effectively and appropriately in their teaching and learning practices. Given that the 
appropriate uses of GenAI tools are likely to differ between academic disciplines and 
tend to be formed by policies and guidance from discipline-specific fields and orga-
nizations, institutions addressed faculty development using several institution-wide 
strategies such as developing workshops and online modules to train faculty, estab-
lishing dedicated AI support teams and helplines, incentivizing GenAI adoption 
through grants and rewards as well as encouraging academic departments or spe-
cific areas within the institutions to determine the proper training opportunities for 
faculty and students and how to implement the institution-wide GenAI policies and 
guidelines.

4.2.1.3 Resource Allocation

The rapid growth of LLMs and GenAI demanded that HE institutions consider 
substantial investments in infrastructure, training, and equitable access to ensure 
effective and inclusive implementation. AI technologies, particularly LLMs, require 
robust computing power and infrastructure such as scalable cloud services, high- 
performing computing systems, data management systems to ensure secure and 
scalable data pipelines, specialized AI and GenAI applications, AI experts, tech-
nologists, and ethics and policy advisors. Simultaneously, universities had to allo-
cate significant resources to faculty development in AI literacy, ethical practices, and 
pedagogical integration to effectively incorporate GenAI into teaching, learning, and 
administrative processes, as well as provide equal access to GenAI tools for students 
to avoid disparities.

In summary, HE institutions are still challenged to fund and invest significantly 
in technical infrastructure, faculty training, and equitable access to integrate GenAI 
effectively. Colleges and universities will continue addressing these challenges or 
initiatives in the coming years.

4.2.2  adopting genai in he: uSe caSeS in 

teaching, Learning, and reSearch

In the rapidly evolving field of research, current analyses and practical use cases 
of GenAI in HE institutions indicate that GenAI is promising and is actively being 
adopted as:

 1. Teaching/Learning Assistant: GenAI is used to generate informative con-
tent, create presentations or learning materials, suggest templates, images, 
and graphics, including recommendations to enhance learner engagement, 
generate quizzes, assist in evaluating and providing feedback, integrate 
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simulations and virtual laboratory to enhance practical learning experi-
ences, and leveraging data analytics to examine student performance and as 
a result, adjusting teaching strategies (e.g., Jacobs-Basadien & Shaun, 2024; 
Lee & Low, 2024; Rodriguez-Donaire, 2024; Yuk Chan, & Colloton, 2024);

 2. Research Assistant: GenAI chatbots streamline research activities by 
assisting in research ideation, reviewing and summarizing the literature, 
suggesting research methodology, data collection, and data generation, and 
research execution stages (e.g., Chergarova et al., 2024; Naeem & Thomas, 
2024; Wan, Kitzie, & Alsaid, 2024);

 3. Writing Assistant: GenAI is used to help improve writing skills by provid-
ing feedback on the structure, grammatical issues, and punctuation, or gen-
erating content and offering organization ideas (e.g., Beck & Levine, 2023; 
Kaharuddin, 2021; Kovari, 2024) as well as critical thinking and reasoning 
skills (Lee & Low, 2024); and

 4. Personalization Assistant/Expert: GenAI aids faculty in customizing 
exams or tasks to the background and experiences of each student (per-
sonalization), enhancing student engagement by aligning the content to 
students’ interests and needs and assisting students by helping them in com-
pleting homework or assignments (e.g., Barry & Walkden, 2024).

Recommended or applied use cases show how rapidly GenAI can transform HE and 
offer opportunities to enhance teaching, learning, research, and administrative effi-
ciency (see Figure 4.1). However, it is unclear how and in what ways these instances 
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of use in HE incorporate the primary challenges of GenAI’s pedagogical (accuracy, 
hallucination, transparency, biases), ethical (academic integrity, privacy, clear guide-
lines), technological (accessibility, equity, diversity, inclusion), and practical com-
ponents (monitoring and evaluation of GenAI implementation, training, support of 
stakeholders). Therefore, a review of the institutional-level frameworks proposed by 
researchers to address the adoption challenges can guide the optimal adoption and 
integration of GenAI in HE and provide possible roadmaps for the successful accep-
tance and implementation of GenAI.

4.2.3 fraMeWorkS for adoption and integration of genai

As a result of a comprehensive study and attempt to develop an institution-level 
framework for integrating GenAI in HE, Chan (2023) proposed an AI Ecological 
Policy framework to address the primary challenges of GenAI. Chan organized the 
challenges into three broad categories: pedagogical, governance, and operational.1 
The pedagogical dimension addressed the teaching and learning aspects of GenAI 
integration, where teachers are the initiators and manage the design and implementa-
tion. It included five key areas: rethinking assessments, developing students’ holistic 
competency skills, preparing students for an AI-driven workforce, using a balanced 
approach to AI adoption, and developing students’ holistic competency skills. The 
governance dimension included five key areas: academic integrity, ethical issues, AI 
governance, AI technologies, and equity in assessing AI technologies. The institu-
tion’s senior management is expected to manage the governance dimension. The 
operational dimension concentrated on the practical implementation of AI in univer-
sity settings. It comprised two areas: monitoring and evaluating AI implementation 
and providing training and support for teachers, students, and staff in AI literacy. 
The operational aspects emphasized providing training, resources, and support, pro-
moting equal access to AI technologies, and fostering an inclusive environment. The 
teaching and learning team and the institution’s IT staff play a crucial role in man-
aging and maintaining the AI technologies (Chan, 2023, pp. 20–25). Chan (2023) 
argued that the proposed AI-Ecological Policy framework could address the diverse 
implications of AI integration in university settings and assist in the effective adop-
tion of GenAI technologies.

Critiquing Chan’s framework for its lack of clear interaction between the three 
dimensions, Shailendra et  al. (2024) proposed an institution-level, holistic frame-
work that addresses the entire process of the university education system, curriculum 
development, and teaching. Arguing that the policies and procedures vary from one 
university to another and due to a clear distinction between institutional governance 
(overall institutional management) and academic governance (academic decision, 
academic quality assurance, student learning, and academic risk), the conceptual 
framework must be guided by the following key factors for successful adoption: 
flexibility, to adapt to the institution’s priorities, systematic approach to organizing 
and managing content (policies and procedures to facilitate content generation) and 
defining parameters, directions, and standards for curriculum policy and practice, 
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ensuring that content development is aligned with specific requirements of the insti-
tutions, and engagement of all stakeholders for consultation.

Basing their framework on these key factors, Shailendra et al. (2024) proposed the 
4E (Embrace, Enable, Experiment, and Exploit2) model to facilitate the incorpora-
tion of necessary updates during the adoption process.

• The Embrace phase of the framework focuses on articulating the intent 
of adopting GenAI in the education system. In this phase, the institution’s 
stakeholders (management, leadership, and academic committee represen-
tatives) document agreed upon intention within their policy framework. 
This phase results in redefining the vision and mission of education if 
needed, as well as crafting new policies that empower academic units to 
incorporate GenAI as an integral component of the curriculum design and 
teaching strategies.

• The Enable phase, the core of GenAI adoption within an academic eco-
system, involves identifying the requirements and developing plans for 
AI-friendly curriculum design, including academic evaluation matrix, 
professional development, and ethical academic integrity guidelines. The 
Experiment phase (as an iterative process with the Enable phase) focuses 
on using and experimenting with the developed curriculum and modified 
evaluation approach to provide feedback on the effectiveness and challenges 
faced during the adoption process, the usefulness of the tools and training, 
and the missing gaps.

• The Exploit phase marks the scaling-up phase in which academic units 
are exposed to the updated curriculum and the tools and techniques nec-
essary to deliver quality education using GenAI (Shailendra et  al., 2024, 
pp. 780–781).

While there are other proposed models such as PAIR (Problem formulation, AI tool 
selection, Interaction, Reflection) (Acar, 2023), a five-stage “AI Literacy Model” 
(enable AI, understand AI, apply AI, evaluate AI, and AI ethics) (Southworth et al., 
2023), IDEE (Identify the desired outcome, Determine the appropriate level of automa-
tion, Ensure ethical consideration, and Evaluate the effectiveness) (Su & Yang, 2023), 
and TPACK (Technological, Pedagogical, and Content Knowledge) (Mishra, Warr & 
Islam, 2023), they are more focused on the curriculum-level adoption of GenAI.

In summary, the analysis of the impact of GenAI in HE indicates that, despite 
numerous challenges and lack of research, colleges and universities face signifi-
cant internal and societal demands to integrate GenAI to ensure that graduates are 
well-prepared and equipped with the skills necessary to effectively utilize these 
tools upon entering the job market. To achieve this objective, institutions must con-
sider various influencing factors, including institutional priorities, ethical consider-
ations, regulatory frameworks, and the societal acceptance of AI-driven educational 
practices. Simultaneously, systematic research and evaluation of the outcomes of 
the adoption of GenAI must inform the responsible integration of GenAI into HE.
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4.3  ANALYZING THE PK-12 EDUCATION 
SYSTEM’S RESPONSES TO GenAI

Before analyzing the reviews and reports regarding the emergence of GenAI in PK-12 
education after November 2022, it is important to understand the context of PK-12 
education. Reviews and reports suggest that the introduction of LLMs and GenAI in 
PK-12 education was met with cautious optimism. While educators and the educa-
tion systems quickly recognized technology’s potential to transform learning, they 
became concerned about equitable access to these tools. This heightened awareness 
of a potential new digital divide led to questions about who will have the opportunity 
to learn with and about AI. Moreover, educators and the education system viewed 
LLMs and GenAI within the context of computer science (CS) and computational 
thinking (CT) education, which was increasingly included in the school curriculum, 
yet still facing equitable participation of minoritized populations and attending to 
the needs of neurodiverse learners and learners with disabilities. Thus, in contrast 
with HE, in which students were the first to adopt LLMs and GenAI quickly, in addi-
tion to the fact that LLMs were only available to age 18 and above, PK-12 education 
was alert due to ethical and equity concerns and primarily viewed the use of LLMs 
and GenAI within CS and CT and AI literacy education and envisioned LLMs and 
GenAI as tools alongside human teachers (human-centered) to improve instruction 
(Grover, 2024; Klopfer, Reich, Abelson, & Breazeal, 2024).

Considering this unique PK-12 education environment, the analysis of available 
reviews and reports suggests that, similar to HE, the rise of LLMs sparked varied 
and evolving responses across the PK-12 education system. In the United States, at 
the national level, the U.S. Department of Education, in its 2023 report, explored 
how AI, including GenAI, can be used responsibly in classrooms, emphasizing data 
privacy and ethical and equity access. Later, in its 2024 report, the U.S. Department 
of Education offered designing with AI guidelines for developers, emphasizing 
human-in-the-loop AI, AI as a tool to augment human capabilities, and placing 
teachers at the center of the design (Grover, 2024). The International Society for 
Technology in Education (ISTE3) offered best practices for teachers to incorporate 
AI tools into lesson planning and student engagement activities. Teachai.org, a non-
profit group, emphasized GenAI’s societal implications and provided TeachAI guid-
ance for school toolkits.4 At the state level, state departments in technology (e.g., 
New York, California, Texas, Massachusetts, and North Carolina) developed their 
own policies and guidelines. They also began pilot programs integrating GenAI into 
teacher professional development and personalized learning platforms.

At the local level, school districts’ earlier responses were diverse, from collabo-
rating with educational technology companies to testing AI-powered tools such as 
adaptive learning platforms to those that remained cautious and waited for state and 
national guidelines. In mid-2023 and early 2024, many local school boards began 
creating district-level AI policies, addressing data privacy, plagiarism, and ethical 
use concerns. Pilot programs were expanded, with some districts focusing more on 
integrating AI tools into STEM education, particularly mathematics problems and 
creative arts classrooms. The increasing advances in GenAI in 2024 further resulted 
in more collaboration across the states in policymaking, enhancement of efforts on 

https://Teachai.org
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equity, and experimentation with the integration of GenAI. Companies (e.g., Google, 
OpenAI, Microsoft) and not-for-profit groups and organizations also developed 
online resources and AI literacy workshops to prepare teachers and students.

At the global level, the responses of the K-12 education system also varied across 
nations. In early 2023, UNESCO (2023) called for regulations on AI use in schools 
and provided policy guidelines for integrating AI technologies into K-12 education 
systems, focusing on ethical challenges and equitable access. Later, UNESCO led the 
efforts to define AI-literacy competency for teachers and students (2024). In Europe, 
the European Commission (2022) released ethical guidelines on using artificial 
intelligence (AI) and data in teaching and learning for educators.5 European nations 
like Finland initiated programs to integrate AI literacy into school curricula, empha-
sizing foundational AI concepts. The Australian government released guidelines for 
safe and responsible AI use in education, aligning with its AI Ethics Principles.6 

In Asia, South Korea began a significant initiative, evaluating AI’s impact on edu-
cation and framing AI integration as part of their national digital education strat-
egy (Education for Global Development, 2024). In their proposed transformational 
model, teachers as facilitators focused more on mentoring, coaching, and fostering 
problem-solving and critical thinking skills, leaving routine tasks to AI-driven tools.

Overall, in the United States and globally, GenAI has been integrated into PK-12 
classrooms in a limited way. In addition to the AI literacy for teachers and students to 
support learning about AI, AI in support of learning (GenAI integration) is student-, 
teacher-, and institution-focused. Student-focused AI integration includes adaptive 
tutoring and assisted writing systems or chatbots. Teacher-focused AI integration is 
done by tailoring lesson plans, providing assessment support, and curating resources. 
The institution-focused AI integration helps school administration and operations 
handle scheduling, address safety concerns, and identify at-risk students (NEA 
Report, 2024). Like the United States, by mid-2023, many nations acknowledged 
the lack of guidelines for teachers on using AI effectively in their teaching and the 
concern about ethics, thus developing policies and frameworks to guide GenAI inte-
gration in PK-12 education. Over time, countries expanded on testing GenAI tools 
for tailoring content to students’ needs, using the tools for automated grading and 
providing real-time feedback, and recognizing the need for professional development 
to equip teachers with the skills to use GenAI effectively.

4.3.1 adapting to genai: uSe caSeS in pk-12 education

Between 2022 and 2024, PK-12 teachers across the nations experimented with 
GenAI in various ways (Klopfer et al., 2024). Early use cases centered on creative 
writing, generating essay prompts, brainstorming ideas with students (Mills et al., 
2024), and STEM applications (Lee et al., 2023). Mills et al. (2023) observed a case 
in which a middle school teacher used GenAI to guide students in reading and writ-
ing skills by internalizing key elements of a story (e.g., character, setting, plot, genre, 
tone, etc.). This GenAI use case allowed for scaffolded writing instruction support, 
especially given to students who struggled with the stamina to construct passages. 
As an example of a STEM use case, Lee et  al. (2023) employed a rule-based AI 
chatbot in elementary school science classes to examine the impact of rule-based 
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AI chatbot use on Grade 6 Korean elementary students’ science achievement and 
attitudes toward science. The results revealed a positive effect on students’ science 
achievement and interest, with a particularly significant impact on those with lower 
achievement levels. Notably, the chatbot played a crucial role in elevating female 
students’ interest in science.

Later implementation centered on teachers using GenAI in their lesson planning 
(e.g., creating homework prompts, instruction for lab experiments, visual aids, etc.) 
and tailoring learning materials for students at different proficiency levels (person-
alization) and enhancing their lessons’ quality (e.g., revising assignments, improv-
ing assessment strategies, etc.) while saving time (Bahroun et al., 2023; Celik et al., 
2022; Klopfer et al., 2024; Swindell et al., 2024; Zhang & Tur, 2024). GenAI has also 
been utilized to help students solve mathematical problems and explain solutions in 
accessible language (tutoring buddy) (Sawyer, 2024). The results of using GenAI as 
a math tutor suggest increased confidence among students when ChatGPT assists in 
breaking down complex equations. GenAI has been used for project-based learning, 
allowing students to co-create visual projects with tools like DALL-E (Lai & Tu, 
2024). The results demonstrated improved collaboration skills when students used 
GenAI for group projects.

Overall, the framework of “AI with the human in the loop” (U.S. Department of 
Education, 2023) or “putting teachers at the center of AI design (human-centered 
approach)” (UNESCO, 2023) has guided the adoption of the LLMs and GenAI 
in PK-12 education (Figure 4.2). Within this humanistic framework, the use cases 
have focused on the application of AI in support of teaching and learning (GenAI 
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integration) and support of learning about AI (AI literacy). Early PK-12  adopters 
seem to focus on creative writing and STEM applications (experiment with GenAI 
integration), while later implementations explored differentiated instruction and ethi-
cal AI education. PK-12 teachers in the United States and Canada led initiatives in 
using AI for personalized learning, whereas Singapore, for instance, pioneered cur-
riculum designs embedding AI ethics.

However, despite promising outcomes of use cases for PK-12 education, chal-
lenges like accessibility, professional training for teachers, and ethical concerns still 
limit applications of GenAI. Equitable access to AI resources remains critical in 
the United States and across nations, particularly in rural areas of Brazil and South 
Africa. The future of AI in PK-12 education depends on robust teacher training pro-
grams, innovative curriculum integration, and policy frameworks that address both 
opportunities and risks.

4.4 LLMS AND GENAI IN THE CONTEXT OF LD

4.4.1 overvieW of the fieLd of Ld and technoLogy

LD and technology is a multidisciplinary field that analyzes, designs, develops, 
implements, and evaluates instructional systems mediated by learning technologies 
to enhance teaching and learning processes (see Figure 4.3). It encompasses princi-
ples of LD and user-experience design, cognitive and learning sciences, instructional 
design (ID) pedagogies, learning analytics, and elements of design thinking, aiming 
to create creative, effective, and engaging learning environments across diverse con-
texts (West, 2018) (Figure 4.3).
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As education systems grapple worldwide with digital transformation, the LD 
and technology field has evolved to highlight iterative, creative, user-centric, and 
equity-oriented participatory design framework that integrates advanced technol-
ogy tools like learning management systems, adaptive technologies, virtual reality, 
and data analytics to adapt to diverse learner needs and improve educational out-
comes (Gachago, Bali & Pallitt, 2023; Tawfik et  al., 2024). Traditionally, learn-
ing designers often work as facilitators of pedagogical innovation, emphasizing 
learner-centered approaches, accessibility, and evidence-based learning practices. 
They engage in:

• Using the learner-centered approach to create dynamic learning environ-
ments (computer-mediated or instructor-guided).

• Incorporating user-experienced design and ID principles to engage learners 
at deeper and more personal levels.

• Using cognitive and learning sciences principles to create a learning envi-
ronment that integrates the cognitive, emotional, behavioral, and social 
dimensions of learning.

• Designing learning experiences that empower learners to find their own 
way, define their goals, and discover what learning strategies work for them.

The emergence of LLMs and GenAI as co-designers enhancing human–AI part-
nerships challenges the learning designers to improve their collaborative skills and 
work with AI systems to co-create innovative instructional strategies. This shift also 
requires developing new skills, including proficiency in prompt engineering, data 
interpretation, and ethical AI usage.

4.4.2 the iMpact of genai on Ld and technoLogy

The integration of AI and, more recently, GenAI tools like LLMs indicates a para-
digm shift in how learning is conceptualized, delivered, and assessed. With the advent 
of LLMs and GenAI, the field of LD and technology now stands at the intersection 
of human creativity and machine intelligence, paving the way for innovative learn-
ing strategies and personalized learning experiences (Storey, Hevner & Yoon, 2024; 
Shneiderman, 2020). LLMs and GenAI have transformed LD by automating content 
creation and streamlining repetitive and data-heavy tasks, enabling learning designers 
to concentrate more on innovation, problem-solving, and emotional engagement while 
prioritizing ethical decision-making, which remains the responsibility of humans.

Furthermore, the LD and technology field has long examined the value of 
automated LD processes as a promising mechanism to support learning designers 
in carefully connecting and aligning various instructional/learning systems ele-
ments, such as learning objectives, learning activities, assessments, and instruc-
tional materials. The rigorous process of evaluating these alignments impacts 
learning and meeting diverse learners’ needs. Therefore, with the emergence 
of GenAI tools, LD scholars argue that the harmonious interaction between the 
human cognitive process and the power of GenAI capabilities amplifies the impact 
and value of LD. Also, putting human designers at the center of design activities 
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to capture the nuances of human cognition and learning context resolves GenAI’s 
oversimplification of complex human learning processes.

4.4.3 generative ai in Ld and technoLogy: uSe caSeS

Integrating LLMs and GenAI into LD and technology has opened transformative 
possibilities, offering a wide array of use cases that span instructional development, 
learner engagement, and optimizing educational processes. While research is still 
limited, by leveraging the capabilities of LLMs and other generative tools, learning 
designers can now enhance LD activities in unprecedented ways. This section out-
lines the key dimensions of GenAI integration in LD, some of which are still under 
investigation, followed by two specific use cases implemented by the co-authors.

• Content Development and Curation: GenAI can be incorporated into LD 
processes to assist designers in performing initial research on specific sub-
jects/content and information on critical facts, barriers, concepts, principles, 
processes, and procedures. GenAI tools can help learning designers sum-
marize lengthy materials found through other traditional searches for a much 
broader set of inputs. It assists in creating and curating the content quickly 
and efficiently, saving time and resources (before or after collaborating with 
stakeholders and subject matter experts). It also allows for adapting the con-
tent to diverse learners and their needs. The learning designers can learn 
about a particular topic using GenAI-generated content, then fact-check 
that content, add to it, and explore other sources of information to create an 
extended learning experience (e.g., Chai et al., 2024; Ullmann, 2024).

• Developing Data-Driven Insights: Incorporating GenAI into LD processes 
allows learning designers to analyze learner performance and preferences 
to create customized instruction (adjust the difficulty and the order of the 
learning materials, etc.). It assists in rapidly analyzing vast amounts of data 
from various sources (e.g., learner surveys, performance metrics, learner 
feedback, social media, interactions, etc.) to GenAI insights into learning 
patterns, the effectiveness of previous and proposed instructional strate-
gies, and areas where target students struggle. The emphasis on data-driven 
information can help designers generate or refine learning objectives and 
align them with learners’ needs (e.g., Caporusso et al., 2024).

• Generating Customized Learning Objectives: GenAI can be incorpo-
rated into LD processes to help learning designers create learning objectives 
catering to each learner’s needs and abilities. With GenAI assistance in ana-
lyzing and finding patterns in target learners’ prior performance and prefer-
ences, LDs can create learning objectives tailored to students’ preferences. 
GenAI can also assist in aligning the learning objectives to curriculum and 
standards. It can ensure that learning objectives are measurable and achiev-
able. However, novice learning designers must master the knowledge and 
skills of writing measurable objectives before seeking GenAI assistance.

• Generating Customized Learning Strategies: Incorporating GenAI in 
LD processes makes it easy for designers to define problems and generate 
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the best-fit solutions. Because defining a learning/instructional strategy 
requires designers to take a lot of data and analyze it, GenAI can assist 
effectively. Furthermore, GenAI can assist in customizing strategies to 
learners’ needs. However, novice designers must develop expertise in know-
ing what data to feed GenAI and what questions to ask first to define the 
problem they are trying to solve and, second, to co-create the best-fit solu-
tion to the problem.

• Automated Feedback and Assessment: GenAI tools can provide auto-
mated feedback and formative assessments, which are essential compo-
nents of effective LD. By providing immediate, personalized feedback on 
student work, LLMs can improve learning outcomes while reducing the 
workload of educators (Ankerstein, 2024; Ruwe & Mayweg-Paus, 2024). 
Furthermore, GenAI tools enhance the timeliness and quality of formative 
assessment and can be incorporated into LD processes to assist designers 
in developing assignments, quizzes, and other assessment strategies. GenAI 
can generate a set of questions that are more closely aligned with the learn-
ing objectives and provide a more accurate measure of learner progress, 
aligning them with the learning objectives.

• Accessibility, Inclusion, and Development: GenAI can assist learning 
designers in producing initial drafts of the learning materials, such as les-
son plans, scripts, and explanations, based on the learning objectives and 
content structure defined in the earlier design processes. It could assist in 
creating multimedia resources. AI image-creator tools and illustrations can 
be used to convert textual descriptions to visual aids tailored to the specific 
content and learning objectives. However, novice learning designers must 
ensure they have opportunities to master their development skills before 
seeking GenAI assistance. GenAI also improves accessibility by offering 
real-time language translation, text-to-speech conversion, and simplified 
explanations of complex concepts to accommodate diverse learners, includ-
ing those with disabilities or non-native speakers of the instructional lan-
guage, ensuring that educational resources are inclusive and equitable (see 
Figure 4.4).

4.4.4 integrating genai into graduate deSign and deveLopMent courSe

Two sections of a foundational course titled “Instructional Design and Development,” 
offered in the Instructional/Learning Design and Development graduate program at 
a university in the Mid-Atlantic region of the United States, were selected to integrate 
GenAI. The course is offered as a 7-week asynchronous online course, which serves 
as an overview of a systems approach to LD (analysis, design, development, imple-
mentation, and evaluation) with a focus on the application of LD principles, theories, 
and practices to solve instructional problems using learning technologies. The course 
was redesigned and offered in the spring of 2024 to explore novice instructional 
designers’ perceptions of feedback regarding the integration of GenAI to assist in 
the analysis phase of the LD process (see Figure 4.5). The total number of students 
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in both sections was 20 (N = 20). Typically, to enrich students’ learning experiences 
when designing and developing their learning environments, the course instructors 
require students to submit their work in each stage of analysis, design, and develop-
ment for review and feedback from the instructor and sometimes from their peers. 
In the course redesign, the analysis module was selected to integrate GenAI. For the 
three stages of the analysis phase (needs analysis, learner analysis, and task analysis), 
students were required to submit their (1) learner analysis report to the instructor 
for critical review and feedback, (2) needs analysis report to their peers for critical 
review and feedback, and (3) task analysis work to a GenAI tool of their choice using 
prompts to obtain feedback for improvement. To ensure students were familiar with 
AI tools and prompt engineering, they were offered training resources and webinars 
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with guest speakers on how to craft effective prompts during the first 2 weeks of the 
course (see Figure 4.5).

At the end of each week, students completed a survey to obtain their perceptions 
of the trustworthiness, clarity, constructiveness, and usefulness of the feedback they 
received from faculty, peers, and GenAI. A final survey also evaluated the impact 
of the feedback on students’ learning experience and the LD project outcomes. 
The majority of students used ChatGPT, while a few used Gemini. The students’ 
responses were analyzed to answer the following questions:

 1. How did students perceive the trustworthiness and usefulness of faculty, AI, 
and peer feedback in improving their instructional design skills?

 2. What were AI-generated feedback’s comparative strengths and weaknesses 
versus human feedback (faculty and peer)?

Not all 20 students responded to the survey. Nine students out of 20 responded 
to the question about the value of faculty feedback, 18 out of 20 responded to 
the value of peers’ feedback, and 12 out of 18 responded to the value of GenAI 
feedback. The results suggested that students found faculty feedback clear and 
in-depth, offering technical guidance (100%—9/9). Peer feedback was also 
received positively (100%—18/18), with some students indicating the value they 
saw in their peers’ shared practical experiences, while others hesitated about their 
peers’ knowledge and ability to provide constructive feedback and thought their 
peers’ lacked guidance and were less effective in improving their work. GenAI 
feedback was praised for its efficiency and clarity (66.7%—12/18), especially in 
delivering quick, task-specific revisions. However, some students reported not 
knowing enough about GenAI to trust its feedback, while others found GenAI 
feedback lacked contextual understanding and depth. Although the quick feed-
back and relevant suggestions were noted as the value of GenAI compared with 
human feedback (faculty and peers), further analysis of students’ prompts is 
needed to decide if the students could articulate their needs when interacting 
with GenAI.

Furthermore, to appreciate the feedback, learners have to manage their affective 
reaction to the feedback provider and prevent negative influences from getting in 
the way of engaging with the feedback information. Thus, it is not surprising that 
students either preferred not to complete the survey after faculty provided feedback 
or those who responded found faculty feedback offering more guidance. Students 
likely felt an emotional connection with the instructors and peers and were cau-
tious in their evaluation. Furthermore, they did not need to explain what feedback 
they needed from the instructors compared with GenAI, which required prompt 
engineering skills and establishing relationships and trust (Ruwe & Mayweg-Paus, 
2024). Although this was a quick case study of how LD students perceive GenAI as 
a trusted tutor and guide, the results confirm the development of new skills, includ-
ing proficiency in prompt engineering, data interpretation, and ethical AI usage for 
learning designers.
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4.4.5 chaLLengeS and riSkS

Despite the transformative opportunities, adopting GenAI in LD raises several challenges.

• If the content generated by GenAI is not continuously evaluated and 
checked by experts/designers, it could increase and amplify misinforma-
tion (“LLMs can generate persuasive text, even if it is not true”). LLMs 
do not use pedagogy and cannot reliably suggest strategies supported by 
learning sciences. These issues raise the challenges of preparing novice 
learning designers in the age of AI. Learning designers’ nuanced under-
standing of the domain knowledge is critical for successfully evaluating, 
adapting, and contextualizing the content. Should the field redefine the 
foundational knowledge for learning designers? When and how can novice 
designers benefit from GenAI and LLM models? What strategies should 
be used to prepare learning designers or other LD professionals? Should 
training LD professionals be changed?

• GenAI models can inadvertently perpetuate biases present in their training 
data. Biased training data and outputs could impact the analysis, evalua-
tion, and content GenAI provides (“AI models are only as good as the data 
they are trained on”). The challenge is how learning designers can mitigate 
biases and ensure fairness in AI outputs. Given the current constraint of 
GenAI, learning designers should consciously reflect on their LD practices 
and design decisions with ethical considerations to avoid misuse and biases 
of AI and harmful impacts on learners.

• While designers can benefit from AI assistance and support, erosion of user 
privacy can happen (“Training AI models require massive amounts of data. 
This data is often collected without user consent”). Many AI applications 
require access to sensitive learner information, such as performance data 
and interaction history, which creates challenges in ensuring data security 
and compliance with privacy regulations. Furthermore, there is a risk that 
personal data collected by GenAI systems could be misused. Privacy chal-
lenges and risks require LD programs to consider ethical AI usage training 
to prepare future designers.

• The emergence of GenAI raises the issue of redefining the foundational 
knowledge for learning designers. In other words, effective integration of 
GenAI requires new skills, such as AI literacy, prompt engineering, and 
ethical AI use. However, learning designers’ lack of technical expertise to 
leverage these tools effectively creates a skills gap that hinders widespread 
adoption. The LD field should develop strategies to prepare learning design-
ers or other professionals for the age of AI.

• The “black-box” nature of GenAI systems poses challenges in understand-
ing how AI models generate specific outputs. This lack of transparency and 
explainability limits designers’ ability to trust AI-generated recommenda-
tions, affecting the adoption of GenAI tools.
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To address these challenges, LD and technology programs must adopt a multifaceted 
approach that includes clear ethical and privacy training and guidelines, identified 
knowledge and skills, improved understanding of GenAI literacy, removal of techni-
cal barriers and infrastructure limitations, and equitable access to GenAI tools. By 
navigating these constraints thoughtfully, the LD and technology field can leverage 
GenAI to enhance learning outcomes while preserving its core commitment to equi-
table, human-centered LD.

4.5  GenAI AND ITS ROLE IN ADVANCING 
EDUCATIONAL RESEARCH

The advent of GenAI represents a groundbreaking development in educational 
research. Research employing GenAI is increasing across fields and is anticipated to 
accelerate and transform scientific knowledge. Several reviews (some focused specif-
ically on the potential of GenAI on quantitative and qualitative data analysis) of the 
potential applications of GenAI in academic research suggest the following GenAI 
use cases (e.g., Anderson et al., 2024; Gierhart et al., 2025; Laajini & Tadjousti, 2024; 
Peres et al., 2023; Perkins & Roe, 2024c).

• Systematic Review Methodology: GenAI can assist with literature review, 
helping scholars efficiently process vast amounts of relevant literature. 
GenAI tools can support searching databases, extracting the key informa-
tion from studies, and summarizing the key findings of large volumes of lit-
erature. However, researchers have been alerted to fact-check and be aware 
of incomplete, biased, or even false GenAI outputs in drafting their litera-
ture reviews. Furthermore, the reviews highlight the risk of using GenAI 
when summarizing key findings of specialized research areas (van Dis 
et al. 2023). Future research should investigate the reliability and validity 
of using LLMs to assist human researchers in conducting literature reviews. 
Research should also perform a comparative analysis using various new 
GenAI research tools.

• Data Collection and Data Generation: Several researchers have explored 
the application of GenAI for quantitative and qualitative data. For quali-
tative studies, GenAI tools can assist in transcription and text process-
ing to significantly improve the process of converting audio recordings to 
textual data (Perkins & Roe, 2024b). Coding qualitative/narrative data is 
time-intensive. GenAI can enhance the process by analyzing large volumes 
of textual data and identifying patterns, recurring themes, and anomalies 
that might be missed by human observation. Perkins and Roe (2024b) 
used a new approach to inductive thematic analysis using ChatGPT. They 
employed a dual-analysis approach: one researcher conducted a traditional 
manual analysis, whereas the other utilized ChatGPT to assist in the anal-
ysis process. The researchers discovered that ChatGPT rapidly generated 
an initial set of codes from the dataset and demonstrated proficiency in 
theme identification based on the relationships between codes, offering new 
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perspectives on data. GenAI can analyze large, complex datasets for empiri-
cal research and uncover patterns, relationships, and anomalies that may not 
be readily noticeable using traditional statistical methods. However, there 
are currently fewer use cases for the quantitative analysis, possibly due to 
concerns about the GenAI operational transparency and explainability (the 
issue of the “black box”). The increase in the development of new and more 
advanced GenAI tools and the integration of GenAI with statistical soft-
ware applications offer promises in handling increasingly more complex 
datasets.

• Research Ideation and Research Execution: GenAI can assist research-
ers in generating research ideas and brainstorming solutions for research 
problems. It can assist novice researchers in generating research ques-
tions and, based on research questions, help write research plans. With the 
proper prompts to provide context, examples, and advice, GenAI tools, like 
ChatGPT and Microsoft Copilot, can craft helpful research questions, tasks, 
and interview questions.

• Visual, Predictive, and Prescriptive Analytics: Data visualization is criti-
cal for interpreting and communicating insights from data. GenAI-powered 
tools enhance this process by generating customized, interactive visualiza-
tions based on researchers’ queries or datasets. The GenAI tools can assist 
researchers by writing code for tasks like merging datasets, filtering obser-
vations, cleaning, organizing, and transforming raw data into formats ready 
for analysis, and creating statistical summaries. Through machine learning 
algorithms, these tools identify missing values, detect outliers, and normal-
ize datasets, ensuring the data are suitable for visualization and analysis. 
GenAI further enhances data-driven decision-making by incorporating pre-
dictive and prescriptive analytics.

The use cases show that GenAI enables new research methodologies and efficiently 
enhances traditional research practices. Researchers suggest that GenAI offers sig-
nificant potential for data analysis (Dennard, 2024; Gierhart et al., 2025; Laajini & 
Tadjousti, 2024), generating new research ideas, creating research intervention and 
learning materials (Gupta et al., 2024; Oye & Rhoda, 2024), and exploring innova-
tive research methodologies (Perkins & Roe, 2024a). Studies have also shown that 
GenAI tools like ChatGPT and other LLMs could enhance the speed and scalability 
of research tasks, enabling researchers to analyze vast datasets, synthesize literature, 
and even generate hypotheses with unprecedented efficiency (e.g., Al-Zahrani, 2023; 
Laajini & Tadjousti, 2024; Perkins & Roe, 2024b). Nevertheless, due to inherent ethi-
cal and privacy uncertainty, data quality, and the possibility of fabricated information 
associated with GenAI, there are intense debates on the potential benefits, risks, and 
challenges of GenAI for research purposes (e.g., Anderson et al., 2024; Al-Zahrani, 
2023; Peres et al., 2023).

Therefore, like other areas, there are diverse opinions about whether academics 
should use GenAI in research and how they assess research integrity across vari-
ous use cases. Anderson et al. (2024) conducted a large-scale survey study of 2,534 
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Danish researchers to explore the use of GenAI and research integrity assessments 
of 32 GenAI use cases by researchers. The respondents evaluated the use cases 
across five research phases: idea generation, research design, data collection, data 
analysis, and writing/reporting. They also assessed whether the practices in the use 
cases were considered good research practices. The findings showed varied opin-
ions on GenAI’s research integrity implications. Language editing and data analysis 
were generally viewed positively, whereas experiment design and peer review tasks 
faced more criticism. Controversial areas included image creation/modification 
and synthetic data, with comments highlighting the need for critical and reflexive 
use of GenAI. Usage differed by main research area, with technical and quantita-
tive sciences reporting slightly higher usage and more positive assessments. Junior 
researchers used GenAI more than senior colleagues, while no significant gender 
differences were observed (Anderson et al., 2024, p. 34). A few researchers (e.g., 
Laajini & Tadjousti, 2024; Perkins & Roe, 2024b) also explored the opportuni-
ties of using GenAI for advanced data analysis in qualitative methodologies. They 
highlighted the significant role of GenAI in improving the quality, validity, and 
creativity of qualitative research (Laajini & Tadjousti, 2024). They anticipated that 
integrating GenAI tools in qualitative research methodologies could revolutionize 
how researchers approach data analysis, interpretation, and visualization (Perkins 
& Roe, 2024c).

With the advancement of LLM models and the development of new GenAI tools, 
the impact of GenAI on academic research will continue to evolve, and future tools 
will likely offer improved accuracy and consistency in the outputs, addressing some 
of the current concerns (Perkins & Roe, 2024c). However, it is evident that to harness 
GenAI’s full potential, researchers must remain cautious about data quality, ethical 
considerations, and the interpretability of AI-driven outputs.

AI USAGE DISCLAIMER

While preparing this work, the authors used ChatGPT and Grammarly to develop 
content, proofread, and improve the readability of the text throughout the production 
of the manuscript. After using these tools/services, the authors reviewed and edited 
the content as needed and they take full responsibility for the publication’s content.

NOTES

 1 See “AI ecological education policy framework” in Chan (2023, https://education-
altechnologyjournal.springeropen.com/articles/10.1186/s41239-023-00408-3).

 2 See “4E-An adoption framework of GenAI in education” in Shailendra et  al. (2024, 
https://ieeexplore.ieee.org/document/10629211).

 3 ISTE (https://iste.org/).
 4 TeachAI guidance for school toolkits (https://www.teachai.org/toolkit).
 5 Ethical guidelines on the use of artificial intelligence (AI) and data in teaching and 

learning for educators (https://op.europa.eu/en/publication-detail/-/publication/d81a0d
54-5348-11ed-92ed-01aa75ed71a1/language-en).

 6 AI Ethics Principles (https://www.industry.gov.au/publications/australias-artificial- 
intelligence-ethics-principles).

https://iste.org
https://ieeexplore.ieee.org/document/10629211
https://op.europa.eu/en/publication-detail/-/publication/d81a0d54-5348-11ed-92ed-01aa75ed71a1/language-en
https://www.industry.gov.au/publications/australias-artificial-intelligence-ethics-principles
https://educationaltechnologyjournal.springeropen.com/articles/10.1186/s41239-023-00408-3
https://www.teachai.org/toolkit
https://educationaltechnologyjournal.springeropen.com/articles/10.1186/s41239-023-00408-3
https://op.europa.eu/en/publication-detail/-/publication/d81a0d54-5348-11ed-92ed-01aa75ed71a1/language-en
https://www.industry.gov.au/publications/australias-artificial-intelligence-ethics-principles
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5.1 INTRODUCTION

In a 2023 interview with Eric Topol (renown cardiologist, scientist and author), 
Geoffrey Hinton (renown computer scientist and 2024 Nobel Prize in Physics win-
ner, regarded as the Godfather of AI) stated “in 2016, I made a daring and incorrect 
prediction that within 5 years, the neural nets were going to be better than radiolo-
gists at interpreting medical scans. It was sometimes taken out of context. I meant it 
for interpreting medical scans, not for doing everything a radiologist does, and I was 
wrong about that. But at the present time, they’re comparable. This is like 7 years 
later” (Topol, 2023).

The “incorrectness” of Hinton’s prediction is increasingly being reversed with 
rapid advancements in the development and applications of large language models 
(LLMs) in healthcare. Extensive experiments, evaluations, and scrutiny of LLMs 
relative to their potential to automate diagnosis, treatment, research, and administra-
tive tasks in healthcare, remain central topics in medical publications and gatherings 
across the globe. Ethical and safety-related implications of errors and bias with using 
LLMs for critical processes and decisions in healthcare have triggered academic and 
regulatory bodies, together with their industry counterparts, to look closer at how 
appropriate guardrails and oversights can ensure that the use of LLMs in caring for 
patients does not violate one of the popularly accepted physician oaths: do no harm.

As part of the patient’s journey toward identifying disease risk through image-based 
screening, unraveling etiology, and morphological manifestations in organs via diag-
nostic imaging, radiology can be considered pivotal to providing quality healthcare 
and achieving the best possible patient outcomes. Radiologists utilize diverse sources 
of patient information to ensure accurate image interpretation and informed clinical 
decision-making. Patient information is available in multiple formats, including tex-
tual data (clinical context), radiographic images, and tabular data (genomic informa-
tion). Clinical context encompasses past medical history, presenting complaints and 
imaging findings, while imaging data are derived from various modalities such as 
X-ray, computer tomography (CT), magnetic resonance imaging (MRI), and ultraso-
nography (US).

Recent research on LLMs in radiology covers a wide variety of applications. 
These include driving auto-reporting by generating summaries, or Impressions based 
on the Findings in a medical image and standardizing the reports to ensure interoper-
ability across healthcare systems. In addition, the combination of imaging and text 
in radiology provide opportunities to train, evaluate, and apply multimodal LLMs as 
assistants that can answer questions about the images and possibly execute repetitive 
clinical tasks while the human experts devote their cognitive capital to relatively 
more difficult tasks. Another interesting area of research involves integrating LLMs 
to ensure resilience of medical devices and thus patient safety (including those used 
in radiology) against cybersecurity attacks.
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When developing LLMs for radiology, it’s critical to acknowledge their gener-
ative nature, particularly the potential for hallucinations, where models may gen-
erate plausible but incorrect information. In clinical settings, unlike general AI 
applications, accuracy and reliability are paramount, as mistakes could directly 
affect patient outcomes. Studies (Agarwal et  al., 2024) have indicated that LLMs 
are highly vulnerable to adversarial hallucination attacks in clinical decision sup-
port scenarios. A research study (Omar et al., 2025) using 300 physician-validated 
simulated vignettes observed hallucination rates between 50% and 82% across vari-
ous models and prompting methods. The lowest hallucination rate achieved with 
even the most state-of-the-art post-training techniques is 23%, indicating substantial 
risk when integrating LLMs into clinical workflows. Such findings are consistent 
across other studies (Vishwanath et al., 2024) which find hallucinations in all aspects 
of generated answers, e.g., medical event (patient details, symptom, diagnosis etc.) 
consistency, chronological consistency, and incorrect reasoning. The adverse impact 
of these inconsistencies ranges from perpetuating violence, inaccurate associations, 
and false authority, leading to harmful AI, increased workload for medical practitio-
ners, and ethical and legal issues (Koenecke et al., 2024). This necessitates develop-
ing LLMs with narrow, specific tasks where outputs can be rigorously validated by 
human experts. For example, rather than allowing an LLM to freely generate radiol-
ogy reports, it should assist in tasks such as report summarization, text structuring, 
or suggesting differential diagnoses based on predefined imaging data, ensuring that 
the results remain interpretable and verifiable.

Overall, connecting LLMs to clinical and operational workflows beckons for 
careful investigation of the level of human expert supervision needed, expected effi-
ciency gains, and the balance of risks versus benefits if (more like when) the LLMs 
hallucinate and prove that “to err is not just human, it is AI too.”

A comprehensive discussion about the need and applicability of LLMs to radiol-
ogy domain raises several important questions that require addressing:

 a. Analysis: Which LLMs are suited for specific radiology tasks and which 
mechanisms of training/prompting gives the best results? A thorough analy-
sis should examine various types of LLMs—including open-source versus 
proprietary models and general-purpose versus domain-specific models—
in terms of performance metrics, interpretability, and robustness.

 b. Limitations: What is the feasibility of LLM-based solutions in radiology 
and what are the inherent limitations of LLMs in applications? Specifically, 
can an end-to-end trainable LLM effectively address complex clinical 
tasks, or is it necessary to decompose these tasks into multiple sub-tasks? 
This consideration raises questions about factors like integration, usability, 
cost-effectiveness, reliability, performance, and regulatory compliance of 
LLMs in radiology workflow, and search for practical and optimal solutions 
for radiology applications.

 c. Data: Which datasets should be used to benchmark LLMs used in the radi-
ology domain? Given that much of the available clinical data are unlabeled, 
what strategies can be implemented to train LLMs without incurring the 
extensive time and costs associated with data annotation? This inquiry 
emphasizes the importance of identifying robust benchmarking datasets 
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and exploring semi-supervised or unsupervised learning techniques to 
maximize the utility of existing data.

 d. Improvement: How can insights gained from the aforementioned research 
questions inform the development or adaptation of LLMs to achieve supe-
rior performance for radiology applications? By synthesizing findings from 
analyses of existing models, their limitations, and data considerations, 
we can identify pathways for enhancing LLM capabilities in clinical set-
tings, ultimately leading to more effective and reliable tools for healthcare 
practitioners.

This chapter seeks to address several research questions by analyzing the application 
of various types of LLMs, exploring datasets relevant to different aspects of the radiol-
ogy workflow, and suggesting potential improvements for LLM-powered applications, 
while also briefly discussing their limitations. While offering a glimpse into the future 
promises of LLMs in radiology, it humbly acknowledges that the rapid advancements 
in AI, and specifically LLMs, may necessitate revisions of the chapter sooner or later. 
Overall, while the future remains unknown, the expanse of innovation in radiology 
that this chapter portrays should hopefully make us intrigued and excited about what 
can be achieved by leveraging LLMs in this field and, by extension, in healthcare.

5.2  COMMON METHODOLOGIES FOR 
APPLICATION-SPECIFIC LLMS

The most commonly used paradigms of LLM integration in applications has been 
prompt engineering and retrieval-augmented generation (RAG) (Lewis et al., 2020). 
Though many applications benefit from using general-purpose LLMs, their applica-
tion to the highly specialized medical domain is limited. To address this limitation, 
common methods for adapting pretrained LLMs to specific domains and tasks include:

 a. Domain-Adaptive Pretraining (DAPT): It involves an additional pretrain-
ing using domain-specific data.

 b. Instruction Finetuning (IFT): It involves fine-tuning on downstream tasks 
by reformulating the task using textual instructions and prompts, like the 
original pretraining objectives (Liu et al., 2023). Instructions for multi-task 
training are formatted consistently (Chung et al., 2024).

During DAPT and IFT, it is common to apply parameter-efficient finetuning methods 
(PEFT) (Xu et al., 2023) to train LLMs without fine-tuning all model’s parameters. 
This reduces the computation and storage cost by almost 80%–90% while achieving 
competitive performance to the fully finetuned model. These methods train only a 
subset of the model’s parameters, such as the last few layers of the LLM or newly 
introduced parameters, while other parameters remain frozen. One of the most effec-
tive PEFT methods is the Low-Rank Adaptation (LoRA) technique (Hu et al., 2021). 
LoRA preserves the model weights and introduces trainable rank decomposition 
matrices into different layers of the LLM, significantly reducing the number of train-
able parameters in the LLM. In the following sections, different adaptation methods 
are applied to address the requirements for several radiology-focused applications.
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In addition, ensemble learning (Lu et  al., 2023), knowledge integration (Feng, 
Zhang and Fei, 2023), transfer learning (Chronopoulou, Baziotis and Potamianos, 
2019), data augmentation (Whitehouse, Choudhury and Aji, 2023), and reinforce-
ment learning (Lee et al., 2023) are other widely used methods that help in develop-
ing application-specific LLMs with high accuracy.

5.2.1 LLM perforMance MetricS

The ubiquity of LLMs makes it difficult to define a universal set of metrics for the 
evaluation of LLM-based applications. On one hand, there are general natural lan-
guage generation-based measures that compare LLM-generated text with annotated 
ground truth or reference text. On the other hand, there are application-based met-
rics, e.g., standard classification or regression metrics, or derived metrics that are 
domain-dependent.

Common metrics for evaluating the completeness of text generation in LLMs 
include ROUGE (Recall-Oriented Understudy for Gisting Evaluation) (Lin, 2004) 
and BLEU (Bilingual Evaluation Understudy) (Papineni et al., 2002). BLEU mea-
sures the precision of n-grams in generated text against reference texts, focusing on 
exact matches, while ROUGE evaluates the overlap of n-grams, emphasizing recall 
and capturing meaningful content. BLEU-4 is one of the most commonly used BLEU 
scores, and it calculates that fraction of 4-grams in generated text that overlap with 
the ground truth text. One of the most popular metrics in ROUGE is ROUGE-L that 
measures the longest common subsequence between the ground truth and generated 
output. Additionally, to evaluate factual correctness of the generated text, BertScore 
(Zhang et al., 2020) is used. It computes the cosine similarity score between tokens 
in the generated text and the ground truth text.

Application-based metrics can include classification metrics like F1, accuracy, 
precision/recall, and regression-based metrics like mean squared error or mean 
absolute error (MAE). Derived metrics for radiology domain, e.g., F1RadGraph 
(Delbrouck et al., 2022) and F1CheXbert (Xie et al., 2023), are also introduced spe-
cifically for radiology report generation. While F1CheXBERT measures how accu-
rately a model predicts the presence or absence of 14 medical observations identified 
in chest X-rays, such as pneumonia, lung opacity, or other pathologies, F1RadGraph 
is based on the overlap in radiological entities and clinical relations between the gen-
erated report and the reference report (Sun et al., 2024).

The following sections describe some of the common applications in radiology 
workflow using a combination of the methodologies described in this section. We 
use the appropriate metrics discussed in this section to analyze performance of these 
methodologies in the specific applications and understand the potential improve-
ments and limitations of LLM in radiology.

5.3 SYNOPTIC AI: STRUCTURING RADIOLOGY DATA USING LLMS

A radiologist’s workflow typically begins with image acquisition, where medical 
imaging modalities like X-ray, CT, MRI, or ultrasound capture diagnostic images. 
The images are then routed to a Picture Archiving and Communication System 
(PACS), where the radiologist retrieves and organizes cases based on priority. Next, 
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the radiologist performs image interpretation, analyzing the scans for abnormali-
ties, making differential diagnoses, and correlating findings with clinical history. 
They then generate a radiology report, documenting key observations, impressions, 
and recommendations for referring physicians. Throughout the day, radiologists may 
also collaborate with clinicians, discuss urgent cases, and provide input for treatment 
planning. Additionally, they may be involved in image-guided procedures, quality 
assurance tasks, and administrative responsibilities such as protocol optimization 
and peer review. Automating or assisting portions of this workflow not only reduces 
workload and improves patient care but also becomes far more efficient if the reports 
and documents written are machine-readable. Structured reports that align with 
standardized data formats streamline data exchange across electronic health record 
(EHR) systems and clinical decision support tools, ultimately enhancing both effi-
ciency and collaboration in patient care (Figure 5.1).

Radiology reports capture essential observations and diagnoses from imaging 
studies, forming a foundation for clinical decisions. However, these reports are usu-
ally free text, with significant variation in format and content across radiologists, 
institutions, and regions. The variability in clinical terminology used by radiolo-
gists, coupled with the contextual ambiguity of qualifiers in unstructured reports, 
poses significant challenges for automated information extraction. For example, a 
single finding might be described as “mild left pleural fluid,” “small left-sided pleural 
effusion,” or “trace fluid in the left lung base,” yet all expressions refer to the same 
condition. These inconsistencies hinder interoperability with other EHR systems or 
clinical decision support tools, and hinder large-scale data analysis, often requir-
ing labor-intensive manual work or complex natural language processing (NLP) 
solutions.

FIGURE 5.1 Synoptic artificial intelligence (AI) application in clinical workflow. A flow-
chart showing different types of clinical input data, translators to convert diverse clinical data 
into text or report template, and large language model (LLM)-based synoptic AI for structur-
ing these data into standardized format. These comprehensive reports are machine-readable 
and clinically disambiguated for use by clinical data consumption tools such as clinical deci-
sion support tools, scanners, search and analytics engines, and reporting tools, and are inte-
grated into clinical workflow.
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Synoptic AI—so named because “synoptic” refers to producing a concise, stan-
dardized overview—directly addresses this issue by converting unstructured radiol-
ogy reports into structured, machine-readable formats. Synoptic AI, as developed in 
this case study, focuses on converting unstructured radiology reports into structured, 
machine-readable formats using common data elements (CDEs) (Rubin and Kahn, 
2017). These standardized data formats are maintained through coding standards 
like RadElement.1 For instance, the LLM should structure “a small pleural effusion 
in the left lung,” to “Presence of Pleural Effusion” (coded as RDE1652_Presence), 
with additional elements capturing “Laterality” (coded as RDE1304_Location with 
a value of Left) and “Size” (coded as RDE1372_Pleural_effusion_size with a value 
of Small). By structuring the data in this way, the AI ensures that all relevant clini-
cal information is preserved in a consistent, interpretable format, ready for seamless 
integration into electronic health systems.

5.3.1 chaLLengeS

Early approaches to structure radiology reports relied on keyword-based extraction 
or rule-based NLP (Woznicki et al., 2024). These systems struggled with challenges 
of a prose-based radiology report e.g., complexity and variability, different writing 
styles of radiologists, clinical ambiguity in reports, institutional and regional prefer-
ences, and standards of reporting etc. These issues led to the need to continuously 
update and maintain extensive manual rules. Lack of understanding of context for 
observations that spanned multiple sentences in a report led to either the need for a 
complex set of rules or manual intervention.

Machine learning techniques introduced a more data-driven approach by train-
ing models on annotated datasets of radiology reports (Pons et al., 2016). However, 
machine learning models had difficulty in generalizing across different institutions 
(Van Veen et al., 2023). The integration of medical ontologies and lexicons facili-
tated better identification and categorization of medical terms. These resources 
improved the semantic understanding of clinical text but still required substantial 
manual effort to maintain and update the lexicons (Mozayan et al., 2021).

Although LLM-based solutions solve most of the issues in structuring radiology 
reports, general-domain LLMs are limited in interpreting medical terminology. In 
addition, the significant cost of computational resources needed for LLM deploy-
ment make it difficult to deploy on standard hospital infrastructure or local systems.

5.3.2 MethodoLogy

A recent study (Dhanaliwala et  al., 2024) compared the performance of two 
LLM-based synoptic AI applications:

 a. RadLing-System: A domain-adapted language model specifically fine-tuned 
for radiology tasks.

 b. GPT-4-System: A general-purpose LLM using dynamic few-shot prompt-
ing for feature extraction and CDE mapping.
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The study used 1,399 anonymized chest X-ray (CXR) reports, divided into 900 train-
ing reports and 499 test reports. Forty-four preselected features consisting of typical 
CXR findings were identified from the reports, such as the presence or absence of 
pleural effusion, cardiomegaly, and pulmonary nodules. Each feature was mapped to 
a CDE using RadElement. Both systems were tasked with extracting and standard-
izing the CXR features and mapping them to CDEs.

RadLing (Ghosh et al., 2023) is a domain-adapted version of the large ELECTRA 
pretrained language model (Clark et  al., 2020), consisting of 335  million param-
eters and continuously pretrained on a million radiology reports. It incorporates 
domain-specific vocabulary and radiology ontologies and applies knowledge-aware 
masking during DAPT. This improves its ability to interpret radiology-specific 
complexities. RadLing is then fine-tuned on named entity recognition to find core 
concepts, locations, and modifiers in a radiology report. A sentence transformer is 
trained for the RadLing model using Sentence-BERT architecture (Reimers and 
Gurevych, 2019). This approach utilizes Siamese and triplet networks to train an 
encoder architecture that maps input sentences into a fixed-size vector space. By 
incorporating Sentence-BERT in RadLing, the model is trained to generate embed-
dings for sentences in radiology reports.

Both RadLing and GPT-4 systems perform the following two steps in synoptic AI:

 1. Selection of feature class associated with text;
 2. Mapping of the extracted features to relevant CDE attributes and their values.

5.3.3 perforMance evaLuation

The performance of RadLing-system and GPT-4 system are evaluated on two aspects: 
Feature extraction and CDE standardization.

Feature Extraction: The domain-adapted RadLing-System outperformed GPT-4 
in feature extraction, achieving an F1 score of 0.97 compared with 0.78 for GPT-4. 
This demonstrates the importance of domain-specific adaptations when dealing with 
highly specialized tasks like radiology report interpretation.

CDE Standardization: In the standardization task, RadLing-System outper-
formed GPT-4, achieving an F1 score of 0.98 compared with GPT-4’s 0.94.

A major advantage of the RadLing-System is its capacity to accurately distinguish 
between absent and unspecified findings. This distinction refers to whether a feature 
class is explicitly stated as absent or if there is no mention of the findings in the report 
at all. RadLing-System achieved a 99% F1 score in differentiating absent findings, 
compared with only 64% for GPT-4.

5.3.4 future directionS

Synoptic AI harnesses RadLing—a specialized, domain-adapted language model—
to structure radiology data and outperform a more general GPT-4-based solution. 
As demonstrated in the previous section, RadLing’s focus on radiology-specific 
terminology and ontologies gives it a distinct edge over GPT-4 when extracting 
and standardizing clinical features from free-text reports. When comparing an F1 



129Healthcare in the Age of LLMs: Perspectives on Radiology

score of 0.97 versus 0.78, the difference becomes striking in a real-world context. 
For instance, if a model processes 1,000 radiology reports, a system with an F1 of 
0.78 might misclassify around 220 findings, whereas an F1 of 0.97 would reduce that 
figure to about 30—a roughly sevenfold decrease in errors. The impact is even more 
pronounced when distinguishing absent findings from unspecified ones: a model 
with an F1 of 64% could misclassify 36 out of every 100 such cases, whereas a 99% 
F1 system might get only one wrong. These discrepancies in performance can lead 
to unnecessary follow-up procedures, missed diagnoses, or confusion in the care 
process. Higher accuracy, therefore, translates into more reliable reports, improved 
patient outcomes, and greater workflow efficiency.

Going forward, synoptic AI should focus on overcoming challenges to achieve 
broader applicability and improved reliability in radiology. One priority is adapt-
ing the technology for imaging modalities other than CXR, which present distinct 
reporting patterns and terminology. This adaptation will be essential for achieving a 
robust, multimodal solution that can enhance the technology’s utility across health-
care settings.

Consistency in representing uncertain or incomplete data is a critical need for 
integration into clinical automation workflow, especially as models are integrated 
into EHRs and shared across institutions. Future efforts should focus on further stan-
dardizing CDE frameworks like RadElement across healthcare systems to enhance 
interoperability and ensure a uniform approach to radiologic data structuring. With 
these refinements, synoptic AI has the potential to transform radiology reporting, 
enabling greater diagnostic precision, and streamlining clinical workflows.

Beyond synoptic AI, the process of generating radiology reports can also be influ-
enced by LLMs—the next section takes a closer look at this topic.

5.4 RADIOLOGY REPORT GENERATION AND SUMMARIZATION

The cognitive task of interpreting medical images and writing the report remains 
the most critical and often time-consuming step in the radiology workflow. Thus, 
automating radiology report generation and summarization allows clinicians to inter-
pret radiological images more easily, reduce their workload, and enhance patient 
care. Radiology reports include several sections, with the most important ones being 
the Findings and Impressions. The Findings describes abnormalities and diagnoses, 
while the Impressions summarizes the Findings and highlights major abnormalities 
and conclusions. In the report generation task, the objective is to create the Findings 
section based on the medical images. For report summarization, the goal is to gener-
ate the Impressions section based on the Findings.

Various efforts have been made on using AI models, such as neural 
sequence-to-sequence (Zhang et al., 2018), reinforcement learning, and pretrained 
language model for automatic report summarization (Jing, Xie and Xing, 2018). 
More recently, LLMs have been used for automatic radiology report Findings gen-
eration (Danu et al., 2023; Karn et al., 2022; Delbrouck et al., 2023). However, radi-
ology being a highly specialized domain and radiology report generation a niche 
task, pretrained LLMs require efficient adaptation to achieve accurate performance 
in radiology tasks, which will be the focus of this section.
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5.4.1 chaLLengeS

Existing models for radiology report generation and summarization perform subopti-
mally due to the diversity in terms of imaging modalities and anatomies in available 
training data. Further challenges, such as the diversity of patients represented in the 
data and how it impacts the LLM’s performance for underrepresented communities, 
exacerbates the situation. Moreover, different radiologists have distinct preferences 
and styles for writing reports, which must be considered when training models.

Previous studies in report generation and summarization have also highlighted 
the potential for missed abnormalities due to perceptual errors and hallucination 
of LLMs, which could lead to incorrect diagnoses. Careful consideration of LLM 
adaptation to these tasks is essential to mitigate these challenges and ensure effective 
integration into the clinical workflow.

Prior works such as Radiology-llama2 (Liu et  al., 2023) and RadBloomz (Karn 
et al., 2023) have been proposed for the radiology domain and downstream tasks like 
report summarization for efficient and accurate performance. In the following subsec-
tions, we will focus on recent works in both report generation and summarization tasks.

5.4.2 MethodoLogy

Among various methods for downstream task finetuning, multi-task IFT has been 
particularly successful. In recent works, domain-adaptation and finetuning of 
open-source LLMs, such as Bloomz model (Scao et al., 2022), to accomplish radiol-
ogy report generation and summarization tasks have been proposed.

RadBloomz is a radiology-adapted LLM that is created by performing DAPT of 
Bloomz-7b1 using MIMIC-IV radiology reports dataset (Johnson et al., 2023). This 
dataset originally contains over 2.3 million radiology reports from 237,000 patients 
and amounts to approximately 616  million tokens using the Bloomz tokenizer 
(Muennighoff et  al., 2022). The dataset was preprocessed and 1.4 million reports 
with 190 million tokens were utilized for DAPT of this model.

After the DAPT step, using standard prompt-based fine-tuning, Findings and 
‘TL;DR’ were employed as prompts and the model was finetuned by comparing 
the auto-regressively generated summary tokens to ground-truth Impressions using 
cross-entropy loss. To prevent catastrophic forgetting, only the last layer of the model 
was finetuned for the downstream task. In all training stages, the same language 
modelling objective was used.

In addition, RadBloomz has been applied in report Findings generation (Danu 
et al., 2023). It has been integrated into a transfer learning framework and utilized for 
generation of radiology reports in CXR images. In this method, a domain-adapted 
vision model (Ghesu et al., 2022) is initially employed to detect abnormalities in the 
CXR images, followed by a fine-tuned RadBloomz to generate the Findings section 
of the report based on the detected abnormalities. RadBloomz is finetuned using 
the lung abnormalities in the MIMIC-CXR dataset (Johnson et al., 2019). The input 
prompts are created by concatenating a list of abnormalities detected in images with 
their corresponding probabilities into a single text and are used to train the model for 
Findings generation. Figure 5.2 shows the process of report findings generation and 
summarization.
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5.4.3 perforMance evaLuation

A recent challenge on radiology report summarization, known as RadSum23, 
included MRI and CT datasets with various anatomies. The datasets were created 
by preprocessing MIMIC-III (Johnson et al., 2016) and multi-modal MIMIC-CXR 
datasets. Each dataset consists of a train, validation, hidden test, and open test split. 
The hidden test split is used during the RadSum23 challenge while the open test split 
was available for participating teams to evaluate their developed models. As an entry 
in RadSum23 with 10 other teams participating, RadBloomz ranked 1st and was the 
winner of the radiology report summarization task on MIMIC-III. To evaluate the 
model’s performance, Impressions for given Findings in the test set are generated by 
the model and metrics are calculated.

Table 5.1 showcases RadBloomz’s performance on MIMIC-CXR and MIMIC-III 
hidden test datasets compared with other submitted models. The MIMIC-III hidden 
dataset contains only reports, while MIMIC-CXR includes reports and images. In addi-
tion, to evaluate the effectiveness of the proposed training paradigm in RadBloomz, 
zero-shot evaluation on the open test split of the RadSum23 challenge is performed and 
compared with the standard DAPT followed by IFT approach on the same test splits. The 
average performance in zero-shot setting (without prompting any examples) was higher 
than the finetuned model, with average scores of 35.42 versus 35.03 in MIMIC-III and 
51.95 versus 35.74 in MIMIC-CXR. This indicates that the DAPT approach is sufficient 
for achieving higher performance without requiring task-specific finetuning.

Error analysis on the open test datasets has shown that many generated Impressions 
receive low scores for both ROUGE and F1-RadGraph when the ground-truth radiol-
ogy report Impressions does not mention any abnormalities. For instance, the gener-
ated Impressions “normal MRI of the cervical spine” and the ground truth Impressions 
“negative study” are semantically similar, but the n-gram overlap-based scores do not 
recognize their semantic relatedness. Also it was observed that similar Findings some-
times generate different Impressions, e.g., Impressions can be as detailed as: “near 
complete opacification of the ethmoid air cells and sphenoid sinuses, moderate air-fluid 
level with mucosal thickening of the right maxillary sinus, and moderate mucosal 
thickening of the left maxillary sinus.” Meanwhile, the same Findings in another report 
may be followed with the Impression “pansinusitis, as described above.”

FIGURE 5.2 Radiology report Findings and Impressions generation using a domain-adapted 
LLM. Input image is encoded using an image encoder and abnormalities are identified. 
Then, a domain-adapted LLM generates Findings from the list of abnormalities and finally 
Impressions are generated from the findings section.
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In the report Findings generation task, experiments conducted on the MIMIC-CXR 
dataset demonstrate that RadBloomz model achieves a score of 0.373, whereas the 
conventional models, CNN-RNN and CNN-Transformers, achieve 0.263 and 0.284, 
respectively. Qualitative analysis shows the ability of the model to generate accurate 
results, with little to no hallucinations.

5.4.4 future directionS

Further refinement of the existing models is required to address several existing limi-
tations. For instance, it has been observed that the verbosity and stylistic differences 
in Findings sometimes affect consistency in the generation of Impressions. Research 
should be conducted to quantify the consistency, uncertainty, and information rich-
ness of the generated Impressions, as well as to address issues in these areas.

Furthermore, to enhance the efficiency and accuracy of automated report generation 
in radiology, a future direction would be to equip the input prompts with more details 
about the detected Findings, such as the localization of the identified abnormalities. This 
will lead to a more comprehensive Findings section. Overall, hallucination and templated 
generation in generative LLMs are persistent issues that merit further investigation.

While this section focused on summarization of radiology reports and medical 
images, the next section explores use of LLMs for visual question answering based 
on these modalities in radiology.

5.5 MEDICAL VISUAL QUESTION-ANSWERING

Medical visual question-answering (MedVQA) in radiology involves answering 
questions related to a given radiology image, such as identifying abnormalities 
and determining their size and location. AI-based MedVQA systems have been 

TABLE 5.1

Performance of the Top Five Submitted Systems on the Two Categories of 

Hidden Test Data for Shared Task 1B at BioNLP 2023

Team

Hidden 

Test Set BLEU4 ROUGE-L BertScore F1-CheXbert F1-RadGraph

RadBloomz MIMIC-III 18.36 35.32 57.26 N/A 36.94

Utsa-nlp 16.05 34.41 57.08 N/A 36.31

Aimi 16.61 33.43 55.54 N/A 35.12

Sinai 17.38 32.32 55.04 N/A 33.96

Knowlab 13.23 32.02 55.64 N/A 33.39

Dmis-msra MIMIC-CXR 18.62 34.57 55.90 72.36 43.20

Utsa-nlp 16.33 34.97 55.54 69.41 42.86

Knowlab 14.41 33.63 54.72 67.20 39.98

RadBloomz 14.59 32.43 53.99 68.99 38.40

Aimi 5.15 31.84 47.83 64.18 32.05

Note:  RadBloomz ranks first in MIMIC-III and fourth in MIMIC-CXR among all submitted systems, 
demonstrating the effectiveness of the introduced approach.
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developed as radiologist assistants to address repetitive tasks, such as image reading. 
Since MedVQA involves both images and text, multimodal LLMs, which get input 
data and generate output representing different modalities (image, text, video, audio), 
should be aptly used to perform this task. The selection of a multimodal model for an 
application depends on several factors, including the nature of the downstream task, 
domain of interest, required modalities, model accessibility, data privacy concerns, 
and their performance evaluation.

Among various multimodal LLMs, vision-language models (VLMs) are a promi-
nent family of models that accept and generate image and text modalities and are 
very useful in MedVQA.

5.5.1 chaLLengeS

Unlike LLMs, VLMs face unique challenges due to their multimodality focus. An 
important problem is the scarcity in multimodal datasets for adaptation to down-
stream tasks. In a radiology visual question-answering task, large amounts of radiol-
ogy image-text pairs must be curated for training. Moreover, it is crucial to include 
a balanced representation of different modalities (X-ray, CT, MRI) and anatomies 
(abdomen, chest, brain etc.). Recent VLMs have been adapted by leveraging large 
radiology-specific multimodal datasets, like ROCO (Pelka et al., 2018) and ROCOv2 
(Rückert et al., 2024).

While successful in general domain tasks, performance of general-domain VLMs, 
such as BLIP-2 (Li et al., 2023), may be limited when applied to highly specialized 
medical domain. These models struggle when performing medical tasks due to the 
complexity of medical questions and the need for a deep understanding of medical 
terminology and image context. Therefore, domain adaptation of VLMs must be 
considered to achieve accurate performance in radiology.

Moreover, semantic alignment between image and text is another key challenge. 
It requires an optimal implementation of a fusion module to match the semantic 
relationship between radiology text and image representation. Traditional MedVQA 
systems consider the task of question-answering as a classification task over a pre-
defined set of answers. This approach restricts the ability of models to perform ques-
tion-answering in a more natural way and generate free-form responses.

Key factors in enhancing the performance of VLMs for MedVQA include the 
training strategy, VLM architecture, and deployment of domain-specific LLMs 
customized for radiology. Considering these aspects, Ha et al. (2024) addressed the 
abovementioned challenges by introducing an efficient fusion module in VLMs and 
a parameter-efficient three-stage training strategy in radiology domain as described 
in the next section.

5.5.2 MethodoLogy

Recent VLMs in Med-VQA typically comprise three key components: a vision 
encoder model, an LLM, and a fusion module for combining the information from 
these two models. The fusion module is used to map the encoded image features 
to the semantic space of the LLM and acts as a bridge between the vision encoder 
and LLM. A recent study (Ha et al., 2024) integrated a learnable query transformer 



134 Artificial Intelligence and Large Language Models

architecture as the fusion module. It consists of a transformer architecture with a 
set of fixed queries as its input, which extracts a predetermined set of features from 
the output of the vision encoder. The query transformer output is projected to the 
embedding size of the LLM using a multi-layer perceptron network. These projected 
features are then combined with the embedded input question and fed into the LLM 
to generate the desired output. The proposed VLM architecture (Ha et al., 2024) is 
shown in Figure 5.3.

To explore the potential benefits of incorporating radiology domain-adapted LLM 
and vision models for radiology MedVQA, a decoder-only LLM, RadBloomz, is uti-
lized. For more details about training and adaptation of RadBloomz, please refer 
to Section 5.4. Moreover, domain-adapted vision encoder models from PMC-CLIP 
(Lin et al., 2023) and BiomedCLIP (Zhang et al., 2023) are utilized. Both the vision 
encoder and LLM parameters remain frozen and the LoRA technique (Hu et  al., 
2021) is applied to the LLM to align it with the downstream MedVQA task while 
reducing the number of trainable parameters in the VLM.

The training approach comprises three stages. The first stage bridges the gap 
between the vision encoder and LLM, and pretraining the randomly initialized fusion 
module to align medical concepts with visual content. Therefore, this stage is formu-
lated as a medical image caption prediction task, where the model predicts the next 
token in the caption given an input image. The PMC-OA dataset (Lin et al., 2023) 
containing 1.64 million image-caption pairs is used for the first stage of training.

The second stage is about adapting the model parameters for MedVQA. The PMC-
VQA dataset (Zhang et al., 2023) with a wide range of questions that cover various 
aspects of medical images is used for this stage. It contains approximately 186,033 
visual question-answer pairs.

The final stage is downstream task finetuning, where we fine-tune the model by uti-
lizing the training split of two MedVQA benchmarks: VQA-RAD (Lau et al., 2018) and 

FIGURE 5.3 Overview of the proposed vision-language model architecture for a MedVQA 
task. A vision encoder takes in the image and outputs the encoded image. The fusion module, 
a learnable query transformer, extracts a predetermined set of features from the output of the 
vision encoder. The query transformer output is transformed using a multi-layer perceptron 
network to match the embedding size of the LLM. These projected features are combined 
with the encoded input question and fed into the LLM to generate the answer to the question.
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SLAKE 1.0-English (Liu et al., 2021). This process helps further refine the model’s per-
formance. In both fine-tuning datasets, questions are categorized as either closed-ended 
or open-ended. Closed-ended questions are multiple-choice questions with a limited set 
of answers e.g., “yes/no” questions. Open-ended questions accept free-form answers. 
The loss function employed in all training stages is the sum of negative log-likelihoods 
of the correct next token in a given text sequence across all time stages.

5.5.3 perforMance evaLuation

To evaluate the performance of the proposed method and the VLM architecture, 
experiments are conducted to compare with baseline VLMs, and accuracy metric 
is reported. To compute accuracy, the final answer is identified in the list of all pos-
sible answers from the training split of each dataset that is most similar to the answer 
generated by their model.

The V-ViT-RadBloomz model outperforms the previous approaches on SLAKE 
1.0. The results illustrate the advantages of the training strategy and the utilization 
of a radiology domain-adapted RadBloomz language model in the MedVQA task 
(Table 5.2).

On the VQA-RAD dataset, the V-ViT-RadBloomz model outperforms 
PubMedCLIP and Biomed-CLIP models on the overall accuracy. However, it does 
not perform as well on open-ended questions, where it falls behind compared with 
the MedVInt-TD model. The lower performance on open-ended questions can be 
attributed to several factors like imbalanced dataset. This causes the VLM to become 
biased toward certain types of questions, reducing its ability to accurately answer the 
other types of questions that do not appear in the dataset often.

Another experiment to assess the influence of domain adaptation in the VLM using 
two LLMs was performed, using Bloomz-7b1 and RadBloomz-7b. V-ViT-RadBloomz 

TABLE 5.2

Accuracy (%) Results of VLMs on SLAKE 1.0-English and VQA-RAD Datasets

Model

SLAKE 1.0 VQA-RAD

Overall Closed Open Overall Closed Open

V-ViT-RadBloomz 87.5 92.1 84.5 73.2 83.5 57.5

V-ResNet-RadBloomz 82.5 88.5 78.6 67.6 79.4 49.7

MedVInT-TD (Zhang et al., 2023) 85.2 86.3 84.5 81.6 86.8 73.7

Biomed-CLIP (Zhang et al., 2023) 86.1 88.9 84.3 72.7 76.5 67.0

PubMedCLIP (Eslami, Meinel 
and de Melo 2023)

80.1 82.5 78.4 72.1 80.0 60.1

MUMC (Li et al., 2023) 84.9 – – 79.2 84.2 71.5

PMC-CLIP (Lin et al., 2023) 84.3 88.0 81.9 77.6 84.0 67.0

Note: Performance on open-ended and closed-ended questions as well as overall performance are 
reported. VE represents a vision encoder. V-ViT-RadBloomz model achieves state-of-the-art 
performance on SLAKE 1.0, and outperforms PubMedCLIP and Biomed-CLIP models on 
VQA-RAD.
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significantly outperforms its general domain counterpart, V-ViT-Bloomz, achieving 
an accuracy of 87.5% compared with 80.7% on Slake 1.0% and 73.2% compared with 
68.3% on VQA-RAD.

Finally, the impact of training existing parameters in the fusion model is inves-
tigated. Using VLMs with trainable vision encoders, the results indicate that 
V-ViT-RadBloomz with a frozen vision encoder achieves higher accuracy (73.2%) 
while using fewer parameters than the model with a trainable vision encoder (71.4%) 
on VQA-RAD. These findings suggest that by incorporating an optimal fusion of a 
domain-adapted vision encoder and LLM, training the vision encoder becomes unnec-
essary. This approach results in a lightweight and efficient adaptation of the VLM.

5.5.4 future directionS

There’s a need to investigate approaches for an enhanced medical concept align-
ment, i.e., enhancing the model’s ability to process complex interactions between 
visual and textual data in MedVQA. Additionally, the integration of these systems in 
the clinical workflow to improve the overall efficiency and expand their capabilities 
beyond question-answering to include personalized recommendation systems is a 
promising extension.

Until this section, we focused on LLMs that assist radiologists in clinical decision 
making. The next section will focus on the security posture of radiology equipment as 
medical devices and automation of vulnerability evaluation for these devices using LLMs.

5.6 LLMS FOR CYBERSECURITY OF MEDICAL DEVICES

Medical devices, including radiology devices and software, are susceptible to a range 
of security threats that can jeopardize patient safety, compromise privacy, undermine 
the integrity of medical data, and disrupt the device availability. The healthcare indus-
try is currently facing an unprecedented increase in cybersecurity attacks, affecting 
millions of individuals (Identity Theft Resource Center, 2024). According to guidance 
from the U.S. Food and Drug Administration (U.S. Department of Health and Human 
Services, Food and Drug Administration, Center for Devices and Radiological Health, 
Office of the Center Director, Center for Biologics Evaluation and Research, 2016), 
medical device manufacturers (MDMs) are required to monitor third-party software 
components used in their devices for emerging vulnerabilities and assess their impact 
on device safety and security. The current manual monitoring methods demand 
trained manpower to address software vulnerabilities in medical devices promptly. 
The manual effort involves several key steps, including cross-referencing standard 
security databases, such as Common Vulnerabilities and Exposures (CVE2), which 
catalogues software vulnerabilities; Common Weakness Enumeration (CWE3), which 
describes software security weaknesses; and Common Attack Pattern Enumeration 
and Classification (CAPEC4), which details known attacks and mitigation patterns. 
Additionally, the vulnerability evaluation process entails examining the source code 
of the software and reviewing security whitepapers related to the devices.

Automated vulnerability evaluations serve two critical purposes: (1) it facilitates 
the quick and efficient management of the large volume of evaluations required, 
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ensuring consistent quality over time; and (2) it mitigates the risk associated with the 
potential unavailability of knowledgeable experts, who may not remain in the same 
role or organization throughout the entire post-market lifecycle of a device, which 
can extend up to 20 years. Given the current widespread application of LLMs, there 
exists a significant opportunity to use LLMs for automated vulnerability evaluation, 
thereby enabling faster mitigation of cybersecurity risks.

Vulnerability evaluation often involves the following assessments based on device 
details and the notification from third party component vendor: (1) VexCategory, (2) 
VexJustification, (3) CVSS Vector, (4) Internal comment, and (5) Customer comment. 
Table 5.3 provides a brief description of these evaluation types. From a machine learn-
ing perspective, the vulnerability evaluation tasks listed in Table 5.3 can be categorized 
into two primary tasks: text generation and text classification. Text generation involves 
the generation of Internal comment and Customer comment while text classification 
encompasses prediction of VexCategory, VexJustification, and Vector. Specifically, 
Vector classification is a multi-label, multi-class problem. VexCategory involves binary 
classification, while VexJustification is a multi-class classification task.

5.6.1 chaLLengeS

Automated vulnerability evaluation in the medical device industry presents a range 
of challenges. Firstly, the diverse deployment environments of medical devices com-
plicate the modelling of applicable vulnerabilities. Also, obtaining high-quality 
data that accurately reflect the impacts of various vulnerabilities can be difficult. 
In a rapidly evolving threat landscape, automated vulnerability evaluation demands 
substantial resources and continuous adaptation to newly identified vulnerabilities. 

TABLE 5.3

Details for Vulnerability Evaluation

Evaluation Types Description Value Type

VexCategory Indicates whether the asset is affected 
by the notification

Binary categorical values

VexJustification Provides further explanation if the asset 
is not affected

Multiclass categorical values

CVSS Vector Evaluates the CVSS environmental 
metrics

Multiclass, multilabel categorical 
values

Internal Comment Details the problem and advised internal 
solution

Text

Customer comment Summarizes the notification’s impact 
and solution directed toward the 
customer

Text

Note: Evaluation Types lists the different assessments done for vulnerability evaluation for a medical 
device with corresponding descriptions in the next column. The value type shows the expected 
output for the evaluation type and hence shows the type of machine learning problem the evalu-
ation type pertains to.
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Additionally, the stringent compliance and regulatory requirements associated with 
vulnerability monitoring, combined with the sensitivity and inherent risks of such 
automation, hinder the adoption of automated vulnerability evaluation procedures in 
the medical device industry.

5.6.2 MethodoLogy

Language models have been widely applied in vulnerability management for several 
purposes: (1) Quantification of severity of CVE using standard metrics like Common 
Vulnerability Scoring System (CVSS), (2) security database mapping, e.g., mapping vul-
nerabilities in the CVE database to corresponding attack tactics and techniques in the 
ATT&CK database, (3) vulnerability detection, and (4) vulnerability mitigation/repair.

Mapping CVE descriptions to standard CVSS metrics has traditionally employed 
machine learning methods, such as linear regression using Bag-of-Words models 
(Elbaz, Rilling and Morin, 2020) and neural networks like Doc2Vec (Vasireddy, Dale 
and Li, 2023). More recently, transformer-based classifiers, such as CVSS-BERT 
(Shahid and Debar, 2021), have been introduced. Automated mapping of security 
databases, such as CVE to ATT&CK, has utilized both encoder and decoder-based 
architectures. Encoder model techniques include transformer-based classification, e.g., 
RoBERTa (Liu et al., 2019)-based CVET model, and textual similarity-based cluster-
ing, as seen in the BERT-based SMET model (Abdeen et al., 2023). Decoder models 
for inter-database mapping have employed ChatGPT-based RAG techniques (Liu et al., 
2023), as well as supervised finetuning of decoder models like Bloom, incorporating 
Chain-of-Thought instructions and domain knowledge (Zhang et al., 2024). Related 
research has also explored CVE vulnerability type classification using TF-IDF and 
traditional machine learning classifiers (Yosifova, Tasheva and Trifonov, 2021).

For vulnerability detection, encoder-based architectures have played a crucial 
role (Yin et al., 2020), particularly through pretrain-and-finetune approaches (Ameri 
et al., 2021). These methods have incorporated novel pretraining strategies and inte-
grated deep learning paradigms like Graph Neural Networks (Sewak, Emani and 
Naresh, 2023) and Long Short-Term Memory networks (Hassanin et al., 2024). There 
has been a notable shift toward decoder-only LLMs (Zhou et al., 2024), where tech-
niques like prompt tuning, finetuning, and RAG are prominently used for vulner-
ability detection.

Conversely, vulnerability remediation systems primarily leverage decoder-based 
LLMs (Pearce et al., 2023). These systems often utilize finetuning, transfer learn-
ing, RAG, or reinforcement learning (Islam et al., 2024). Recent advancements also 
explore combining these approaches with ensemble learning methods, meta-learning 
strategies, and the integration of domain-specific knowledge to enhance vulnerabil-
ity management in complex software systems.

We developed a vulnerability evaluation system called CVE-LLM (Ghosh 
et  al., 2025), trained on proprietary historical vulnerability evaluations using pre-
train-then-finetune paradigm. We selected an open-source LLM, MPT7B (MosaicML 
NLP Team, 2023) and adapted it to the cybersecurity domain with vocabulary aug-
mentation using a DAPT dataset. The dataset is a combination of a publicly avail-
able CVE database and vulnerability notifications from MDM third party vendors. 
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CVE-LLM is further finetuned using a dataset which contains proprietary vulnerabil-
ity evaluations. Figure 5.4 shows the overview of the training and deployment process.

The DAPT dataset consists of 350 K vulnerability description documents, whereas 
the IFT dataset consists of 750 K unique instructions made from 208 K proprietary 
vulnerability evaluations for 1.7 K devices from a single MDM and 145 K notifications 
from other vendors. The vulnerability evaluations are converted into an instruction for-
mat, where the instruction pertains to the generation of one of the evaluation types in 
Table 5.3, given MDM product and a relevant third-party notification. The instructions 
are enriched using the Vulnerability Knowledge Graph called SEPSES CSKG (Kiesling 
et al., 2019) which contains linked CVE and CAPEC databases that provide further 
insights into the vulnerabilities. CVE-LLM is deployed into an offline production envi-
ronment where the model is served using vLLM (Kwon et al., 2023) and the gener-
ated model output is processed using predefined rules to avoid anticipated erroneous 
generations (Ghosh et al., 2024). The model output is integrated into the Cybersecurity 
Monitoring System of an MDM and verified by cybersecurity professionals and product 
experts. Their inputs are logged into the system for future retraining of the model.

5.6.3 perforMance evaLuation

The metrics used for performance evaluation in vulnerability assessment systems 
are determined by the modality and criteria of the assessment. Table 5.4 illustrates 
the various metrics employed by vulnerability evaluation solutions that incorporate 
NLP tools. Systems that map CVE descriptions to CVE scores typically report errors 
in severity prediction using metrics associated with regression tasks, such as MAE 
(Vasireddy, Dale and Li, 2023) or error intervals (Elbaz, Rilling and Morin, 2020). 

FIGURE  5.4 Schematic diagram showing the training and deployment process of 
CVE-LLM. Public vulnerability datasets are combined with organizational datasets to train 
a domain-adapted vulnerability model CVE-LLM-Base from MosaicML’s MPT-7B-Base 
model. The organizational dataset is combined with the vulnerability knowledge graph to 
form instructions for finetuning CVE-LLM-Base to form CVE-LLM. This model is deployed 
in an offline environment and feedback is collected from cybersecurity experts, which 
becomes a part of the organizational database.
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In contrast, studies focusing on the determination of CVSS vectors typically report 
F1 scores for each CVSS vector category. BERT-based studies (Shahid and Debar, 
2021) report a range of F1 scores from 0.83 to 0.95 across CVSS base and temporal 
vector categories, while CVE-LLM reports 0.88–0.97 F1 across environmental vec-
tor categories. Lastly, vulnerability assessments that generate comments explaining 
a vulnerability commonly utilize textual comparison metrics, such as the ROUGE-L 
score.

5.6.4 future directionS

Current research on LLMs in the context of cybersecurity for medical devices 
demonstrates significant potential for automating vulnerability evaluation. Future 
enhancements could involve the incorporation of more accurate cybersecurity data, 
more information from cybersecurity databases, and insights from reputable blogs, 

TABLE 5.4

Description of Performance Metrics across Different Studies in Studies that 

Report on Text-based Vulnerability Assessment

Metric

Metric 

Description Study

Reported 

Metric Value

Additional 

Information

Error interval Range of errors in 
CVSS V3 score 
prediction

Elbaz, Rilling and 
Morin (2020)

−2.6 to 2.1 for 
80% of CVSS 
V3 score 
prediction

Bag-of-words-based 
approach

MAE (mean 
absolute error)

Measure of the 
average absolute 
difference 
between 
predicted and 
actual values of 
CVSS V3 score

Vasireddy, Dale 
and Li (2023)

0.42 Doc2Vec-based 
approach

CVE-LLM <0.1 LLM-based approach

F1 score (CVSS 
vector 
categories)

Harmonic mean of 
precision and 
recall for CVSS 
vector categories

CVSS-BERT 
Shahid and 
Debar (2021)

0.83–0.95 (across 
base and 
temporal vector 
categories)

BERT-based approach

CVE-LLM 0.97 
(environmental 
vector)

LLM-based approach

ROUGE-L score 
(explanation 
comments)

Measure of 
overlap between 
predicted and 
actual text, 
focusing on the 
longest common 
subsequence

CVE-LLM 0.7–0.88 (across 
internal and 
customer 
comments)

LLM-based approach
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thereby strengthening the knowledge accessible to the LLMs. Additionally, inte-
grating product knowledge and source code, along with collaboration with threat 
intelligence platforms, could further enhance the capabilities of these automated 
systems. Moreover, developing human-assisted systems and implementing rein-
forcement learning algorithms will help address the generalization and scale-up of 
LLM-drive automated vulnerability evaluation utilized across devices from various 
MDMs.

5.7 OTHER APPLICATIONS OF LLM IN RADIOLOGY

Beyond structured reporting, report generation, summarization, and MedVQA, LLMs 
are finding broader use in radiology. Many of these applications aim to streamline 
workflow, reduce errors, and enhance clinical decision-making, ultimately improv-
ing both patient care and the radiologist’s day-to-day experience.

5.7.1 cLinicaL deciSion Support

LLM-assisted clinical decision support systems (CDSS) have shown considerable 
promise in assisting healthcare professionals by providing evidence-based recom-
mendations and aiding in decision-making (Lammert et al., 2024). CDSS use LLMs 
to extract useful information from medical literature, patient records, and clinical 
notes (Huang, 2019). This knowledge is further used to predict clinical outcomes 
such as disease progression (Lu and Naseem, 2024), re-admission risks (Chung et al., 
2024), risk stratification (Grandinetti et  al., 2024), or likelihood of complications 
(Hsueh et al., 2024), and generate an optimal course of treatment (Goh et al., 2024), 
differential diagnoses (McDuff et al., 2023), and personalized treatment plans (Kirk 
et al., 2023). LLMs can be integrated in CDSS in co-pilot mode with supervising 
medical and pharmaceutical practitioners to provide real-time guidance, responding 
to clinician queries, offering evidence-based recommendations, continuous updates 
based on the latest medical research (Ong et al., 2024).

However, there are several limitations in adapting LLMs for CDSS solutions 
in clinical settings. Firstly, hallucinations and lack of sufficient reasoning capa-
bilities of LLMs have resulted in diagnostic inaccuracy, particularly in complex 
cases (Hager et al., 2024). Furthermore, LLMs exhibited overconfidence in their 
incorrect diagnoses, posing significant risks to patient safety. Inflexibility in LLM 
reasoning capabilities gets highlighted in cases where prior experience hinders 
problem-solving, leading to fixation on familiar patterns and overlooking novel 
solutions, also known as “Einstellung effect” (Kim et al., 2025). This leading to 
low performance on clinical reasoning-based datasets like Medical Abstraction 
and Reasoning Corpus (M-ARC). Secondly, sensitivity of LLMs to changes in 
input phrasing, information quantity, and order also undermines the reliability and 
consistency needed in clinical settings. Inability to interpret laboratory results, 
inconsistency in adhering to clinical guidelines and lower accuracy in real-world, 
unseen cases impairs their ability to make accurate clinical assessments and 
recommendations (Kim et  al., 2024). Thirdly, LLMs trained on biased datasets 
may reinforce existing healthcare disparities, leading to inaccurate recommenda-
tions for underrepresented populations (Liu et al., 2023). Finally, there are other 
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practical challenges, e.g., high computational resource utilization, medical compli-
ance issues, ethical issues and so on, that require concentrated effort by the medi-
cal community in adapting LLMs for clinical decision-making.

5.7.2 error detection and quaLity aSSurance

Integrating LLMs into radiology workflows has shown promise in enhancing the accuracy 
and consistency of radiology reports. LLMs have demonstrated proficiency in identify-
ing errors stemming from speech recognition inaccuracies in radiology reports (Schmidt 
et al., 2024). For example, if a radiologist dictates “right-sided pneumothorax,” but the 
transcription records “write-sided pneumothorax,” an LLM can flag this as a likely error. 
In addition, LLMs have been effective tools in ensuring consistency and coherence by 
cross-verification across sections of radiology reports (Gertz et al., 2024), contradictory 
information identification (Salam et al., 2025), and numerical inconsistency identification 
(Zech et al., 2019). Although these tools do not replace a final human review, studies indi-
cate that an AI “proofreading” step can reduce oversights in clinical notes.

Although LLM-based error detection is promising, there are challenges in 
understanding complex medical terminology. While supervised training methods 
and knowledge infusion will solve such issues, this is time- and training-intensive 
(Siwicki et  al., 2024). Final accountability for confirming or dismissing flagged 
issues remains with the radiologist, underscoring the need for clear oversight to avoid 
complacency (Zanardo et al., 2024).

5.7.3 triage and prioritization

LLMs can enhance triage and prioritization in radiology workflows by automating 
report analysis, flagging urgent cases, and optimizing radiologist workload (Haim 
et al., 2024). LLMs can analyze radiology reports to do automated flagging of critical 
or abnormal reports (Mansoor et al., 2024) and prioritize reports to reduce delays in 
diagnosing life-threatening conditions (D’Antonoli et al., 2024). The integration of 
AI-based imaging tools can validate or enhance prioritization decisions in emergency 
cases (Pham et al., 2024). However, the dependence on multiple models introduces 
more errors, overdependence on textual data, lack of contextual understanding, and 
reliability concerns (Bhayana, 2024). Many solutions remain at a proof-of-concept 
stage, lacking robust integration with PACS or radiology information systems (RIS).

5.7.4 patient coMMunication and eXpLanation

LLMs are increasingly being integrated into the radiology department to improve 
patient communication and explanation. They offer a range of capabilities that can 
enhance the interaction between healthcare providers and patients, ensuring that 
patients are better informed about their diagnoses and the imaging procedures they 
undergo. Simplification of complex medical jargon (Goldsack et al., 2024), automation 
of routine communication tasks such as explaining the purpose of imaging procedures 
to patients and informing them about preprocedural instructions (Arnold et al., 2025), 
integration into patient portals for answering patient questions, and follow-up care 
assistance are some of the most common patient-centric LLM-powered applications 
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(Laymouna et al., 2024). In addition, there is ongoing research on emotional patient 
support (Baek et al., 2025), translation services (Raido, 2024), and interactive decision 
support that may have far-reaching impact on patient care. While LLMs hold promise 
in improving patient communication in radiology, there are significant issues regard-
ing accuracy and misinterpretation of medical information, lack of human empathy, 
over-reliance, data security, cultural sensitivity, and personalization.

5.8 CONCLUSION

So far, this chapter has provided an overview of applications of LLMs in the field 
of radiology, encompassing clinical and operational processes, providing a deeper 
understanding of the potential of LLMs in the field. The evaluation results offered in 
the sections further support the integration of LLMs into existing workflows toward 
enhancing productivity without introducing significant risk and ensuring that radi-
ologists maintain autonomy and oversight. Implementing LLMs in radiology work-
flow software (e.g. PACS, RIS) could enable efficient human-in-the-loop validation, 
allowing identification and subsequent correction for hallucinations. Unlike general 
domain AI systems that often thrive on creativity, clinical AI applications require 
precise and consistent reasoning, with a strong emphasis on continuous testing, val-
idation, and upgrades to meet healthcare standards. Based on the initial research 
questions posed in Section 5.1, we can concisely enumerate the answers as follows.

Analysis: Sections 5.3 and 5.4 described prevailing challenges in radiology that can 
be addressed by leveraging LLMs in automating clinical decision-making and improv-
ing workflow efficiency while reducing clinicians’ workload. The use of LLMs as radi-
ologist assistants in repetitive tasks to help clinicians is shown as a promising area 
of research. Specifically, Section 5.5 focused on the development of such technology. 
Similarly, Section 5.6 contrasts leveraging proprietary LLMs typically hosted in the 
cloud and associated with some risk of breaches in patient data privacy and safety.

Limitations: Section 5.3 focused on challenges posed by the lack of standardized 
data representation across different healthcare systems. Moreover, it highlights the 
significant manual effort required for data analysis and extraction of critical infor-
mation, which is prone to error. Similarly, Section 5.6 investigated using LLMs to 
enhance the resilience of medical devices against cybersecurity attacks, thereby 
avoiding disruption to patient care and ensuring patient safety. Automated vulner-
ability evaluation demonstrates the capability of LLMs to learn from expert-curated 
data to efficiently assess if a medical device has an exploitable vulnerability toward 
unravelling information on patching and remediations to address the vulnerability.

Data: The development of LLM-based clinical applications is often the scar-
city of relevant data for domain and task adaptation. To overcome this challenge, 
close collaboration with clinical experts to create high-quality data is essential. 
Furthermore, clinical applications demand that LLMs be as accurate and validated 
based on requirements from regulatory authorities. Furthermore, to address data pri-
vacy concerns in clinical settings, the highlighted applications tend toward local or 
on-premises implementation of open-source, LLM-based solutions, as opposed to 
cloud-based deployments.

Performance Improvements: Section 5.4 described LLM-based applications 
involving domain adaptation of the models for specific tasks in radiology. It involves  
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the DAPT of instruction-tuned LLMs for the task of Impressions generation. 
Domain-adaptation improves parametric knowledge of the model in accomplish-
ing radiology-specific tasks and consequently reduces hallucinations. Based on 
our evaluation results, we are convinced that this approach can be generalized and 
applied to various tasks in radiology and across other healthcare professions. Section 
5.5 detailed a domain-adapted multimodal LLM for question answering over medi-
cal images. For this purpose, a novel training strategy with PEFT of a multimodal 
LLM was applied that achieved outstanding performance on public benchmarks 
for MedVQA. As multimodal LLMs evolve, generalizing them toward interactive 
multi-turn conversation between AI systems and physicians may become main-
stream in clinical settings.

In addition to the application of LLMs in radiology described in this chapter, 
other use cases beyond the radiology domain include clinical decision support for 
non-radiology clinical specialties (Poulain, Fayyaz and Beheshti, 2024) assistants 
for personalised treatment plans (Benary et  al., 2023), interactive patient-focused 
summarization of imaging findings (Amin et  al., 2023), and clinical training and 
education (Trivedi and Wawira Gichoya, 2024).

Finally, it is crucial to consider ethical aspects of deploying LLMs in healthcare, 
including designing AI-based solutions with positive impact on patient care, sustain-
ability, and humanity in general. Moreover, we must continue to aim for trustable 
LLM-based applications with careful consideration of short-term and long-term ben-
efits to support broader adoption in the healthcare industry.

DISCLAIMER

The concepts and information presented in this paper/presentation are based on 
research results that are not commercially available. Future commercial availability 
cannot be guaranteed.

NOTES

 1 https://www.radelement.org/.
 2 www.mitre.org.
 3 https://cwe.mitre.org/.
 4 https://capec.mitre.org/.
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6.1 INTRODUCTION: WHERE HUMAN CREATIVITY MEETS AI

A designer types a sentence and a visual world appears. But who, or what, is 
the author?

Artificial intelligence (AI) tools are advancing so fast that we can barely keep up. 
What may have started as some techies’ late night experiments has pushed the entire 
world into uncharted territories. AI has integrated into mainstream creative tools at a 
mind-blowing pace. This is prompting ongoing questions about authorship, creative 
agency, and who has created what in the design and teaching practices. But this 
isn’t new, technology has disrupted creative work before. As Epstein et al. (2023) 
observed, AI may seem to be replacing artistic production, but we saw the same 
thing happen when photography seemed to threaten the concept and livelihood of 
painters. It didn’t end painting by any means, but it changed the landscape of how we 
looked at art. Instead it “liberated it from realism, giving rise to Impressionism and 
the Modern Art movement,” spinning the idea that AI is not the death of the arts, but 
an evolving medium.

These tools are already reshaping how we create and teach design. Here we’ll 
cover how this transformation has caught the attention of the creative world. The if of 
AI is no longer a question. How this change is already unfolding across every educa-
tional arena and professional pipeline is simply by removing human limits and aug-
menting the creative process efficiently and effectively; indeed, AI offers an amazing 
promise of how technology can empower humanity, while it also challenges clear 
boundaries, shifting continuously as technologies advance. The results, however, are 
empowering creative practices, and the partnership between AI and humanity can 
be extremely beneficial, as will be demonstrated in the examples provided in this 
chapter.

These changes are evident not only in the educational field but also in overall 
industry practices. As Jay Rodge, Senior Developer Advocate at NVIDIA, notes 
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when interviewed, “LLMs usually help me a lot by just brainstorming what I should 
cover and then refining it” (Jay Rodge, Personal Communication, February 5, 2025). 
His professional experience is an example of how creative work systems are being 
reshaped through the careful use of AI tools with the human touch.

Through trial-and-error research, faculty surveys, classroom experiments, and 
industry insights, this chapter will explore four different approaches to using AI 
in design education. These case studies range from a poster design to comparative 
methods, timed experiments, and thorough production pipelines. You’ll see consis-
tent patterns showing how successful human-AI collaboration works. This isn’t a 
story of technology replacing humans. Done properly, the readjustment of creative 
labor between machines and humans will complement rather than hinder the project.

Our findings challenge popular narratives about AI’s impact on creative fields. 
AI is mind bogglingly fast, but it still can’t replace human emotion or make the 
words flow like they should. There are technical limitations to be aware of as well as 
amazing opportunities at the fingertips of humanity. Being aware of the best and the 
worst AI has to offer will likely complement nearly any project. The pros and cons 
suggest that the best use of AI applications is when these tools are used with well-
conceptualized and creative workflows that complement human strengths and take 
advantage of machine intelligence.

Moving away from the theory, this chapter offers steps for educators and design-
ers alike, to utilize across visual communication studies. Students can be critical 
collaborators instead of passive consumers of technology. They need to maintain a 
foundation of design skills while embracing new tech opportunities, while they pri-
oritize the process over the product. When a creative learns to redistribute a portion 
of the creative labor while maintaining their ethics, design educators will likely have 
succeeded in preparing media creators to flourish in an increasingly AI-saturated 
landscape. A creative’s work must possess an authentic human experience to thrive 
in a tech-driven world.

6.2  THE COLLABORATIVE CREATIVE PROCESS:  
A FRAMEWORK FOR AI-HUMAN DESIGN

Our research shows that effective integration of AI in design practice is key. 
Replacement of human creativity by using solely AI has been shown to be blatantly 
obvious and lacks authenticity. As students worked with AI tools on a variety of edu-
cational projects, a consistent pattern emerged in how this collaboration developed.

Figure 6.1 illustrates this AI-human design pipeline that was observed across 
multiple case studies and developed by the author. This workflow model identifies 
four key phases in the design process, showing the distinct roles and communica-
tions between human designers and AI tools at each stage. Rather than a human-
to-machine handoff, a continuous cycle of direction, generation, evaluation, and 
refinement was clear with different responsibilities during each phase.

The AI-human design pipeline shows how creative people and machines are work-
ing together in real-world design practices. In the human direction phase, the creative 
carefully chooses the references, molding the vision, and crafting the prompts with 
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care. It’s a hands-on process that shows what Hwang and Wu (2025) highlighted as a 
necessary new skillset: learning to communicate with AI by careful and well-chosen 
keywords that come from thorough research.

This may sound like a quick fix, but it’s more complicated than simply typing in a 
few words. One participant stated the challenge of finding “the appropriate keywords 
to describe my thoughts” and trying to create “my own AI vocabulary” by “design-
ing keywords that correspond to my design style through the keywords of others” 
to enhance “the efficiency of finding keywords” (Hwang & Wu, 2025). It’s far more 
complicated than most people initially think. More than one student said that “the 
difficulty lies in how to transform the thoughts in my mind into prompts for text” and 
then recognizing that “I see expressing thoughts and keywords from my mind as a 
new challenge for designers” (Hwang & Wu, 2025). This groundwork clearly shows 

FIGURE 6.1 The artificial intelligence (AI)-human design pipeline. A circular flowchart 
diagram showing the AI-human design pipeline with four interconnected phases. The dia-
gram shows “1. Human Direction” at the top (designer establishes vision and prompts), 
“2. AI Generation” on the right (AI produces multiple options and variations), “3. Human 
Evaluation” at the bottom (designer selects and refines output), and “4. Human Finalization” 
on the left (designer integrates and finalizes design). Each phase includes detailed activities 
listed around the circle, illustrating the collaborative nature of AI-Human design work.
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that “preliminary design processes such as trend analysis and research have become 
more crucial” because “comprehensive understanding of text, content, and context, 
influences the outcome of the generated images,” changing educational priorities 
at the ground level from original, traditional output-focused teaching to developing 
process-oriented skills (Hwang & Wu, 2025).

The AI generation phase is where things get fast and AI can do things traditional 
design software just can’t. This is what Epstein et al. (2023) identify as the prime shift 
for the creative. AI tools can create a staggering amount of ideas per minute allow-
ing the designer to focus on the processes that require human touch and engagement.

Carefully crafted prompts are only possible with what Epstein et al. (2023) 
describe as “meaningful human control.” Using AI will require that “human cre-
ators can creatively express themselves through the generative system, leading to 
an outcome that aligns with their intentions and carries their personal, expressive 
signature.” The goal is not for technology to replace people but instead it will enable 
designers to maintain their creative agency while using AI’s astounding potential.

This is where we’ll see the designer’s role transform from a hands-on approach to 
a carefully directed automated process. Students will need to understand that “using 
personalized prompts based on pre learned content produced distinct graphic design 
results compared to when generic prompts were used.”

This clearly shows that the quality of the person’s direction influences the output 
of what AI generates (Hwang & Wu, 2025).

The human evaluation phase appears to require the most thought and input 
from the designer while assessing the combined ideas that AI has produced while 
maintaining their personal standards. Hwang and Wu’s (2025) research shows, “cre-
ators first select a collection of images to supply (pre-curation) and provide these 
inputs to generative AI algorithms seeking to mimic them. Then, in the final stage, 
they curate and select the final image from numerous output images within seconds 
(post- curation).” This style of decision-making is required throughout this pipeline 
example.

This process matters more as nearly all companies are using some AI integration. 
Research shows that 89% of companies are now either using AI in their operations 
or considering AI projects. The need for effective AI–human collaboration has never 
been more necessary (NVIDIA, 2025).

In the evaluation phase, students also described that they had to learn from “the 
‘mistakes’ of AI” which “can trigger a designer’s creativity and inspiration.” This 
suggests that proper evaluation recognizes unexpected outcomes that could help 
with the creative direction (Hwang & Wu, 2025). The people that participated in 
the research stated that this evaluation process requires you to understand “the sty-
listic characteristics I desire for the poster during the process,” making creatives 
specifically state what they want for an outcome and also apply their own aesthetic 
judgment in the live judgement of multiple AI created options (Hwang & Wu, 2025). 
The balance needed between AI and a person’s judgment reflects what industry ana-
lysts term “intelligent creativity.” This is a combination of automation and human 
intuition that recognizes there’s a place for both in marketing experiences (Pattisall, 
2024).
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The human finalization phase demonstrates that the combination of machine and 
human can’t rely solely on a machine. It doesn’t work. Students have discovered that 
successfully working with AI requires “personal research” and creative vision or all 
the outputs be similar (Hwang & Wu, 2025). As one student said, “AI exists as just a 
tool” that can “greatly improve efficiency compared to traditional image production 
methods” but people keep the ultimate creative authority, “with just a simple expla-
nation, we can create various draft images” but the creative vision, aesthetics, and 
end-result creative decisions are still human responsibilities (Hwang & Wu, 2025). 
Also, the finalization phase combines what Hwang and Wu (2025) call a “graphic 
storytelling” approach, where students “tend to make efforts to derive creative key-
words to imbue a scene with a unique narrative and story.” That way, AI-generated 
elements serve the human ideas instead of functioning as solely automated outputs.

This framework helped create educational approaches examined in the follow-
ing case studies. Whether focusing on a graphic design, an experiment with a tight 
deadline, comparative methods, or a production pipeline, each different approach is 
geared toward preparing students to navigate the workflow effectively.

6.3  RESEARCH METHODOLOGY: FACULTY SURVEY 
AND CLASSROOM EXPERIMENTS

We reached out to over 30 universities and these 36 faculty members were the ones 
willing to dive into the messy realities of teaching with AI. The findings presented 
here are being published for the first time. Their responses revealed the complex-
ity of this moment, as one faculty member put it, large language models (LLMs) 
can “break the blank canvas syndrome and allow students to see their ideas take 
form,” while another worried they could “inspire laziness of thought” or “siphon jobs 
from working creatives and homogenize output.” These weren’t abstract opinions but 
real concerns from educators actively wrestling with how to prepare students for an 
uncertain future.

As shown in Figure 6.2, the faculty reported a variety of ways they incorporated 
AI into their teaching practices. Most of them were using LLMs, such as ChatGPT 
and Claude, for brainstorming and ideas (79.3%), followed by demonstrations of AI 
tools in design workflows (65.5%), active assignments involving LLMs (62.1%), and 
classroom discussions about AI’s impact on design and creativity (58.6%). While 
LLMs were the most commonly used, some faculty also integrated diffusion or 
vision models such as DALL.E, FireFly, or Midjourney for generating visual content. 
Faculty are taking a comprehensive approach, balancing practical use with critical 
examination of AI’s creative implications.

Current Use Cases: Faculty are primarily using LLMs for brainstorming and 
ideation (79.3%), providing examples and demonstrations (58.6%), and teaching 
prompt engineering (51.7%)

Ethical Guidelines: 61.1% of faculty provide guidelines or support for students 
using LLMs ethically and legally.

AI–Human Partnership: 97.2% of faculty (35 out of 36) believe that LLMs will 
not eventually replace human visual communication designers.
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Institutional Policies: Most institutions (44.4%) are still developing formal poli-
cies, while 22.2% leave AI use to instructor discretion.

The survey also reflects faculty attitudes toward AI that ranged from enthusiastic 
adoption to cautious skepticism. As one person responded, LLMs can “break the 
‘blank canvas’ syndrome and allow students to see their ideas take form,” highlight-
ing the technology’s benefit of potentially overcoming creative blocks. Others were 
concerned that LLMs could “inspire laziness of thought” or “siphon jobs from work-
ing creatives and homogenize output,” reflecting broader anxieties about the negative 
impact of AI on creative industries.

From the broader faculty survey, two distinct approaches to classroom integra-
tion of AI emerged, represented by the work of Joshua Duttweiler who developed 
the “Something Old, Something New” methodology, and Jason Porter who created 
the “Prompt to Production” approach. Both Joshua and Jason are faculty members 
who have been pioneering innovative pedagogical methods for integrating AI into 
design education. Additionally, we conducted two classroom experiments at San 
José State University, focusing on festival poster design and time-constrained design 
tasks. These four case studies together provide a comprehensive view of current 
approaches to AI integration in design education represented through these method-
ological approaches.

Case Study 6.1: Evaluating AI Image Generators in Festival Poster Design

CONTEXT AND METHODOLOGY

In February 2025, advertising students explored five AI image generators (DALL-E, 
Adobe Firefly, Midjourney or Stable Diffusion, Canva Magic Design (a design plat-
form that incorporates AI-powered features), and Microsoft Designer) by creating 

FIGURE 6.2 Faculty AI use cases in design education by percentage. A pie chart display-
ing AI use cases in design education based on faculty survey data (n = 36). The chart shows 
“Brainstorming & Ideation” as the largest segment at 19.8%, followed by “Demonstrations” 
at 16.4%, “Assignments” at 15.5%, “Discussions” at 14.6%, “Creating Prototypes” at 13.8%, 
“Critiques” at 11.2%, and “Teaching Prompt Engineering” at 8.6%.
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music festival posters as part of a comparative analysis. This systematic evalua-
tion went far beyond simple tool comparison. It explored the evolving relationship 
between the creative designer and the machine during this creative process.

Students developed comprehensive creative briefs for existing or fictional music 
festivals. They established clear parameters around the festival names, taglines, dates, 
locations, and stylistic direction. This prep work mirrored typical design methods, 

FIGURE 6.3 Example of student submission for AI poster assignment. Four AI-generated 
space-themed music festival posters for “The Milky Wave” festival. The posters feature cos-
mic imagery with galaxies, planets, and celestial elements in black and white/grayscale tones. 
All show “August 3-5” and “San Francisco” with various interpretations of the space theme, 
demonstrating different AI-generated approaches to the same prompt.
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emphasizing conceptual development before executing the visual product. Students 
crafted the consistent prompts across all five platforms and generated roughly 20 
poster ideas per tool, for a total of 100 designs per student.

This approach positioned students to think as critical evaluators instead of passive 
users. They compared outputs while acknowledging each unique “language” and the 
ability of each AI program (Figure 6.3).

Prompt used: “Design a poster for a space themed music festival called Milky 
Wave in San Francisco with the dates being August 3-5th add date to bottom of the 
poster. make sure to include the location.”

6.4 WHAT WE LEARNED

Here’s the thing these were mostly junior designers in their first typography class, 
so they immediately zeroed in on the text problems. And boy, were there problems. 
Typography was a mess across almost every AI platform we tested. Students con-
sistently reported misspellings, illegible text, and garbled formatting. Student feed-
back consistently highlighted typography problems, with participants reporting that 
“Words were misspelled or distorted which made it difficult to look at or even read.”

Since the completion of this study, newer updates to several tools have signifi-
cantly improved text and typography rendering, particularly for shorter phrases.

This finding highlights an important limitation. AI systems are great at generat-
ing compelling visuals and styles, but they struggle with semantic and typographic 
details that professional designers know are essential. As Epstein et al. (2023) note in 
their broad study, “generative models are trained by reducing error on reconstruction 
tasks on training data. As such, they are fundamentally bound by reproducing what 
they have already seen.” That may explain why AI tools generate variations using 
familiar patterns but struggle with the proper execution of specific elements like 
typography because AI doesn’t have exact semantic understanding.

The case study also revealed remarkable differences in how different AI plat-
forms interpret and execute aesthetic concepts. Some tools produced visually coher-
ent compositions that resembled authentic festival posters, while others generated 
what students described as “bland” and “uninspiring” results despite identical 
prompt guidance. This inconsistency across platforms underscores that AI tools are 
not neutral instruments but complex systems with distinct “personalities,” biases, 
and interpretive tendencies.

Perhaps most importantly, the case study demonstrates that prompt engineering is 
an essential skill for design. Students found that the quality of their AI-generated out-
put directly correlated with the depth of their prompts. The more detailed the direc-
tion regarding mood, composition, style, and color, the better the results compared 
to using minimal prompts. Students quickly learned that better prompts meant better 
results. As one participant put it, “to obtain better outcomes, I widened my prompts 
by providing more detailed details about the posters’ mood, style, and layout.”

The students concluded that AI tools offered great value for ideas and exploration 
instead of replacements for human decision-making. Participants emphasized “AI 
is not a substitute for a designer’s vision. To achieve the best results, it still requires 
guidance, vision, and adjustments.”
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The case study also reveals critical ethical issues regarding AI-generated imagery. 
One student noted disturbing stereotypes in response to prompts for a “Mexican Punk 
Rock festival.” AI relied heavily on “Mexican calavera with guns around it” imagery 
and even labeled one of the elements as “slaves.” This demonstrates how AI can pro-
duce and amplify harmful cultural stereotypes embedded in their training data. In 
fact, this has a disturbing potential to cause more damage than good based on char-
acteristics like race and gender (Epstein et al., 2023) because AI is trained using data 
that mirror existing social prejudices (Breazu & Katsos, 2024; Epstein et al., 2023).

AI-driven image search results for occupations continually come up short due to 
human input (Epstein et al., 2023). Because algorithms are developed by humans, 
they show the biases that people express and replicate them during training. Students 
and teachers need to be critical when examining the output from AI tools.

6.5 TEACHING IMPLICATIONS

This case study reveals important shifts happening in design education as AI tools 
become part of the creative process. What I found most striking was how students nat-
urally moved away from focusing on software mastery toward developing judgment 
skills: deciding what to ask for, how to refine it, and when the output was actually useful.

The students who reflected most thoughtfully on their work were those who could 
articulate how AI changed their thinking, not just their output. This suggests that we 
need to build more intentional reflection into our pedagogy, asking students to exam-
ine their own creative decision-making as it evolves with these tools.

Perhaps most telling were the persistent typography problems across different AI 
platforms. Despite rapid technological advances, students still needed solid design fun-
damentals to recognize and correct these issues. This reinforces my belief that we’re not 
replacing traditional design education but rather adding new layers of complexity to it.

The ethical dimensions were equally revealing. Students varied widely in their 
ability to spot problematic representations in AI-generated content, particularly 
around cultural imagery. This wasn’t just about technical training. It required the 
kind of critical thinking that develops through sustained engagement with visual 
culture and social responsibility.

What we’re seeing is a pedagogical challenge that goes beyond simply adding new 
software to the curriculum. We’re asking students to develop what I’m calling criti-
cal algorithmic literacy: the ability to work productively with AI while maintaining 
both creative agency and ethical awareness. This requires rethinking not just what 
we teach, but how we help students understand their own evolving role as designers 
in an AI-augmented world.

Case Study 6.2: How Time Pressure Shapes AI Adoption in Design: 
A Mixed-Methods Experiment Context and Methodology

We conducted a 45-minute design experiment conducted in ADV 95: Working with 
Type at San José State University. The focus was on how students from different 
academic backgrounds, including Advertising, Business Administration, Creative 
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Advertising, and Visual Communication, worked on the logotype design challenges 
under time pressure.

The exercise required students to create a logotype for UPS in 15 minutes, making 
sure it aligned with the brand’s existing core values, which are trustworthiness, pro-
fessionalism, and simplicity. After the completion, they spent 30 minutes completing 
a pointed survey about their design process, tools they used, challenges, and thoughts 
on AI in graphic design.

Before diving into what we found, I should be upfront about the scope of this study. 
We’re looking at a relatively small group (20 students total), and most of them were 
junior designers with very little professional experience. It was their first assignment 
in the course, so they were still getting comfortable with the classroom dynamic and 
expectations. Also, the vast majority had never used AI for image generation before 
this. These factors definitely shaped these findings. But even with that said, the pat-
terns shown were enough to warrant a deeper dive.

Time pressure did create patterns in how students approached tools, but the 
unexpected findings proved more interesting. There wasn’t a uniform resistance or 
acceptance of AI, but three different groups of students who made well-considered, 
value-based decisions about this technology while they were under pressure.

The three distinct groups were students who embraced AI tools, those who 
tried AI but abandoned it, and others who avoided AI entirely. This showed how 
individuality, experience, comfort with risk, technology attitudes, and ethics 
played out under the pressure of a tight deadline. Students self-reported their tool 
usage and approach in the post-exercise survey, and their responses were catego-
rized based on their described interaction with AI tools during the 15-minute 
design task.

About four students actually used AI tools during their entire design process. 
They leveraged platforms like Adobe, Midjourney, and various AI features for spe-
cific design elements, to refine their existing designs or generate new ideas. One 
student said that AI helped them “generate four to five different logo ideas in just one 
minute,” dramatically speeding up the concept phase. These students saw AI as a 
brainstorming partner that helped them explore more options quickly.

But here’s where it gets interesting. Several students tried AI at the beginning but 
abandoned it when they didn’t like their results. One second-year advertising student 
who taught herself design said this perfectly: “I wanted to use a design or lettering 
that would show motion. I used AI in the beginning but it was really bad at showing 
my ideas so I switched to Canva. I used a simple design and I think it could have been 
much better.” Her experience shows that using AI goes beyond simple access or time 
pressure. It’s about how quickly the tool delivers on expectations. When AI didn’t 
produce what she envisioned in a snap, she moved to a familiar platform instead of 
tackling the learning curve during the timed exercise.

The final group of students avoided AI entirely. They stuck with traditional tools 
like Adobe Creative Suite, Canva, and manual sketching. Their concerns weren’t just 
about unfamiliarity but about professional identity, creative authenticity, and ethical 
considerations.
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6.6 VALUES-DRIVEN DECISION MAKING

Students split into three clear camps, and it wasn’t what we expected. About 60% 
saw AI as helpful for brainstorming, but 30% had serious ethical concerns that went 
way beyond just “will this take my job?” The remaining 10% of students avoided AI 
for reasons other than ethics, such as unfamiliarity or time constraints. It’s important 
to note that some overlap existed between categories, as some of the 60% who saw 
AI as helpful for brainstorming were among those who initially tried but then aban-
doned AI tools during the exercise.

A participant noted: “I have seen brands begin to use AI in advertisements and 
designs, which places real people and designers in a bad position. While I believe that 
human creativity is something that cannot be perfectly replicated by computers, with 
the way that generative AI works, it can get pretty close, which may threaten the field 
of graphic design. I think that AI can be a helpful tool for generating ideas, but it gets 
to a point when AI if the only way for people to start their creative process, taking 
away what makes design ‘human.’”

Another student was even more direct about the ethical implications, arguing that 
“AI in graphic design, I think should be limited to use as ‘inspiration’ and never to be 
claimed as your own work. AI scrapes other artists’ work and merges just to answer 
the prompt. I think instead of creative jobs, it should be applied in other places that 
require more technical and monotonous work. If AI is continuously used, then you 
would only see bland, everything is the same gunk that someone who never has ever 
appreciated the time and skill it takes to make designs.” Because of this student’s 
commitment to these principles, she chose to work entirely by hand. She ended up 
submitting only a sketch because she ran out of time to create a finished product.

As shown in Figure 6.4, on the right is a student’s hand-drawn sketch concept, 
created under time constraints without AI tools. On the left is a refined version, using 
the original sketch as input, generated by ChatGPT in under 10 seconds. While the 
AI version captures the basic concept, it still needs to be refined and shows the poten-
tial and limitations of AI as a design development tool.

6.7 WHAT WE LEARNED

These weren’t just classroom discussions. Students were making real decisions 
about their majors and careers based on AI anxiety. One student stated candidly: 
“I switched my major from graphic design to creative advertising in my first year 
because I wanted something more broad to open the door to new opportunities.” She 
continued, “I think the field of graphic design will definitely worsen, so I think it’s 
important to hone in more skills besides graphic design so that you aren’t left with 
nothing valuable if AI does progress.” Students making significant choices based 
on their thoughts about AI’s impact was eye-opening. And, often they were doing it 
without having enough hands-on experience with the technology itself.

The career anxiety wasn’t only negative, though. Students with more design expe-
rience tended to be more optimistic and used AI for efficiency, seeing AI as a tool 
for repetitive tasks and to offer inspiration. They felt like it could free them up for 
higher-level creative decisions. The students with less experience had more anxiety, 
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which makes sense since they’re still developing their professional identity. One par-
ticipant said, “Human designers are still needed to curate, refine, and ensure the 
quality and ethical integrity of the final product.” Another student had a different 
take: “I think that eventually AI will replace designers, as AI will do for the majority 
of jobs. However, I think humans will still be needed to tell the AI what to do and 
iterate their drafts. So I think that if graphic designers get familiar with AI tools to 
help them with designs that would be ideal.”

After analyzing the student responses, it became clear that the student who adopted 
AI did so because of ease, rather than basic resistance to technology. Students who 
found it difficult to communicate effectively with AI through prompts often aban-
doned AI, not because of philosophical objections, but because they didn’t have 
enough time to figure it out. This showed that the very constraint we thought might 
drive efficiency actually discouraged experimenting with a potentially efficient tool 
for some students, while others took it and ran with it.

FIGURE 6.4 Hand-drawn sketch versus AI-refined logo comparison. A side-by-side com-
parison showing a hand-drawn UPS logo sketch on lined paper (top right) and an AI-refined 
version below it. The original sketch shows a simple oval with “UPS” text and an arrow, while 
the AI version presents a more polished black and white logo with the same basic concept, 
illustrating AI’s ability to refine rough concepts.
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One student who used AI during the entire process wrote: “When I’m trying to 
design (redesign), I will get stuck at the beginning. Although I have little thought 
about that, I don’t actually have any graphics and images. After I use AI, I can use 
some words or letters to describe and then can show something to let my ideas be 
more clear.” This student understood AI’s potential to help turn vague ideas into 
visuals, and recognized the creativity AI can provide during ideation phases. The 
gap between students with no prior experience in AI image generation and ones with 
experience showed that some were willing to invest the time while others weren’t.

The students who successfully integrated AI into their workflow during the exer-
cise showed us what’s possible when the technology works as intended. They used 
AI to accelerate ideation while maintaining creative control, leveraged automation 
for efficiency while preserving human oversight, and viewed AI as a creative partner 
rather than a replacement. One noted, “I feel like AI is not perfect which is why a 
lot of people often have to edit their prompts to make it be the way they want it to.” 
Rather than seeing this iterative process as a limitation or inefficiency, these stu-
dents viewed it as part of the creative workflow, similar to how they might iterate on 
sketches or refine designs in traditional software.

6.8 TEACHING IMPLICATIONS

Several important patterns emerged from this small, yet revealing study. Multiple 
things became clear about how we need to think about AI in design education, 
particularly with junior designers who are still developing their toolkit. First of 
all, the time constraints affected students differently depending on their current 
familiarity with AI tools and their risk tolerance for experimentation. The students 
that had some familiarity with AI or were open to experimenting found it invalu-
able for rapid ideation and exploring concepts. Those with no AI experience or who 
were concerned about ethics felt the time pressure made experimenting too risky 
or inappropriate. These findings show that AI literacy isn’t just about knowing 
the tools are available but about having enough knowledge to use them effectively 
under pressure.

Second, the ethical concerns students raised about authorship, originality, and 
professional authenticity aren’t just barriers to overcome through better tool design 
or marketing. They’re real questions about creative practice that need serious consid-
eration. Students are thinking about what’s authentic design work, how AI-generated 
content affects human creativity and its value, and whether using AI tools aligns with 
their personal and professional values. These are important conversations that need 
to happen in design education instead of being dismissed or ignored.

AI adoption in the design world is far more complicated than simple acceptance 
or resistance. Junior designers are encountering these tools for the first time in an 
academic setting. Students are making decisions based on their experience, comfort 
with risk, career concerns, ethics, and their current practical needs. The time con-
straint element was key because it created real-world pressure. That revealed how 
students actually behave when efficiency matters, rather than how they might theo-
retically approach integrating AI use while in a low-stakes situation.
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Some found AI invaluable. Rapid exploration and overcoming creative blocks 
were benefits, while some found the learning curve with tight deadlines too 
much, or the ethical considerations were unclear when considering their val-
ues. Students must think seriously about AI’s role in their futures. They need to 
actively try to understand how to best position themselves in an ever-changing 
field instead of passively accepting or rejecting AI. The career anxiety is real 
and valid. It represents strategic thinking around their professional development 
in uncertain times. Some conclusions led to defensive rather than proactive skill 
development approaches and each student will have to decide where AI fits into 
their lives.

However, there are significant limitations to this study. The small sample size was 
of 20 students, mostly junior designers with limited professional experience using AI 
tools for the first time. This was also their first assignment in the course. The findings 
might look quite a bit different with seasoned designers, larger sample sizes, or stu-
dents with prior exposure to AI. Also, the constraints of creating a logo design within 
a 15-min timeframe have design challenges and different time pressures.

The question for educators isn’t whether or not to include AI in design curriculum. 
Students are already using AI and making decisions based on their personal values 
and future concerns. The question is how to provide the right learning environment 
to help students navigate these complex technologies. They’re already building on 
the sophisticated thinking they’ve already demonstrated during this study. They 
are addressing legitimate concerns and the knowledge gaps they see as this study 
revealed. What we need is education that prepares students. Not just to use AI tools 
but to carefully think about when, how, and why to use them in ways that position 
them with their creative values and professional goals.

Case Study 6.3: Something Old, Something New: Comparing 
Human and AI Instruction Context and Methodology

The Something Old, Something New project came about as a direct response to 
growing anxiety among design students about AI. After numerous informal discus-
sions with his advanced typography class at Texas State University, Professor Joshua 
Duttweiler found that many students had deep concerns about their professional 
futures. The increasing presence of AI in the industry was frightening.

Rather than dismissing these anxieties or reinforcing them, Duttweiler had an 
assignment that would place students in conversation with AI tools. He positioned 
them to be critical collaborators, not as passive bystanders of technological change. 
They could leverage their existing knowledge while exploring new possibilities.

What made this approach particularly effective was its affirmation of students’ 
current expertise. Instead of presenting AI as an intimidating new skill set to master, 
the project framed it as a comparative exercise: How does your existing knowledge 
of a subject compare to AI generated content?

The project rolled out in several carefully planned phases, each one building on 
the last to help students engage more thoughtfully with both the AI tools themselves 
and the bigger questions about what it all means.
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Phase 1: Getting the Ground Rules Clear: The project started with a careful 
look at the Communication Design department’s AI policy, which they’d adapted 
from Rhode Island School of Design’s guidelines (Rhode Island School of Design, 
2025). This initial discussion was important for establishing the ethical boundar-
ies, questions about attribution, copyright, and academic integrity that students 
needed to understand upfront. After laying this groundwork, Duttweiler opened 
a conversation about where students stood on the topic and the use of AI at that 
moment.

Phase 2: Getting Their Hands Dirty: Next came structured experimentation 
through a hands-on AI workshop. Using resources from Harvard’s metaLAB AI 
Pedagogy Project, students worked with multiple platforms at the same time, com-
paring their interfaces, what they could do, and where they fell short in real time 
(metaLAB (at) Harvard, 2025). A large part of this workshop was learning to refine 
prompts collaboratively, figuring out together how to get better results through com-
paring results and constructive feedback.

Phase 3: Side-by-Side Documentation: With both the technical skills and con-
ceptual framework in place, students moved into the heart of the project:

FIGURE 6.5 Human-AI instruction comparison layout. A two-page spread from a student’s 
risograph-printed booklet comparing human and AI instructions for putting in contact lenses. 
The left page shows human-generated photographs and instructions, while the right page dis-
plays AI-generated illustrations and text. Both pages follow a step-by-step format (steps 3-5), 
demonstrating the side-by-side comparison methodology.
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 1. Each student picked something they already knew how to do well. 
Everything from everyday tasks like putting in contact lenses to more spe-
cialized processes like making a Spotify playlist.

 2. They documented their own process step by step, capturing both the explicit 
instructions and photographs showing how it worked.

 3. Using whichever AI tool they preferred, they then asked the system to gen-
erate instructions and visuals for the same task.

 4. In structured class presentations, they shared both sets of instructions, 
pointing out the differences, limitations, and surprising discoveries.

Phase 4: From Analysis to Design: The final phase turned this comparative work 
into a design challenge. Students created risograph-printed booklets that put the two 
sets of information side by side, their own human-derived instructions alongside the 
AI-generated alternatives. The constraint of two-color risograph printing added both 
a practical and conceptual element to the project. Each student picked two colors, one 
to represent human knowledge and one for AI-generated content, which gave them a 
visual framework for thinking about the differences (Figure 6.5).

Figure 6.5 shows a publication example where the student used a more traditional 
side-by-side layout to compare results for “how to put in contact lenses.” Like the 
eye chart you see during a visit to the optometrist, easy readability was a key part 
of the student’s design concept when highlighting how similar the AI and human 
instructions were to each other. In this figure, images and text on the right page were 
produced by AI and laid out by the student.

6.9 WHAT WE LEARNED

The presentation phase revealed some fascinating patterns that showed up across 
almost all the student projects. Nearly every student reported that AI-generated 
instructions missed the nuances that come from doing something yourself. The AI 
also failed to include crucial contextual information, those “tricks of the trade” that 
experienced people develop through trial and error. It’s what Michael Polanyi called 
“tacit knowledge,” the stuff you know but can’t easily put into words.

One student captured this perfectly during our discussion: “The AI instructions 
were technically correct but would be hard to follow without already knowing how 
to do it. It’s like it knows the what but not the why.”

What made some of these comparisons particularly revealing was how they high-
lighted language differences. One student discovered that the AI couldn’t handle 
colloquial phrases, like describing a folding technique as creating a “hot dog” shape, 
a common way teachers explain things to kids (Figure 6.6). The AI got completely 
confused by this kind of everyday language that humans use instinctively to make 
instructions clearer and more relatable.

Figure 6.6 demonstrates how, after comparing instructions for folding an origami 
crane, the student developed two characters to represent the AI and a human to help 
visualize their differences and eventual annoyance with one another when trying to 
complete the same task. Using the characters to act as narrators for the publication, 
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the student was able to communicate their own frustration with the AI technology 
which could not create images using colloquial language and direction such as “hot 
dog” when describing how to fold the paper in half. In this figure, images and text 
on both pages were produced by AI and laid out by the student alongside original 
character illustrations. The project revealed several insights that go well beyond this 
specific assignment to bigger questions about how we teach design when AI is part 
of the mix:

Challenging Visual Stereotypes of “Machine Aesthetics”: Duttweiler noticed 
that many students automatically reached for stereotypical “computer” looks when 
they were trying to show AI generated content, pixel fonts, rigid grid systems, 
mechanical imagery. This visual shorthand revealed something deeper about how 
they were thinking about AI as basically alien or futuristic, separate from human 
creativity instead of woven together with it.

Assessing Process Over Product: Instead of just grading the final designs, 
Duttweiler focused on how students were thinking about their work and their chang-
ing relationship with the technology. This was a significant shift from how design 

FIGURE 6.6 Student publication comparing AI and human communication styles. A cre-
ative two-page spread featuring illustrated cartoon characters representing AI and human 
perspectives in an origami crane folding tutorial. The pages show step-by-step instructions 
with speech bubbles, including the human character saying, “Grab a piece of paper and fold 
in half hamburger style” and references to “hot dog” folding techniques that confused the AI 
system.
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projects usually get evaluated. Students were assessed on their design decisions, sure, 
but also on how they were processing and reflecting on what it meant to work with AI.

Materiality as Conceptual Framework: The choice to use risograph printing 
turned out to be more meaningful than just an aesthetic decision. The two-color 
limitation forced students to figure out visual systems for distinguishing between 
human and AI content. The physical, slightly imperfect qualities of risograph print-
ing created an interesting contrast with the often seamless, perfectly rendered look of 
digital AI outputs. What started as a practical constraint became a way of thinking 
about the differences between human and machine creation.

6.10 PEDAGOGICAL IMPLICATIONS

The “Something Old, Something New” project shows us what happens when we 
stop treating AI like either a miracle cure or an existential threat and start thinking 
about it more practically. Instead of setting up some grand battle between humans 
and machines, the assignment created space for students to figure out how they might 
work together. It’s what you might call collaborative rather than competitive.

This fits with how we’ve always learned and created, really. Thinking has never 
happened in isolation; we’ve always used tools, systems, and cultural knowledge to 
extend what our minds can do. When you frame AI as just another one of these medi-
ating technologies, powerful but not magical, it becomes less mysterious without 
losing its importance.

Duttweiler puts it well in his reflection: “I am reminded that creativity is not just 
about output. As we navigate a world where AI generated content is designed to 
produce more and more and faster, I remind my students that their true strength lies 
in their creative process. Their intuition, combined with an understanding of social, 
historical, and emotional contexts, is their secret power, something they can integrate 
with any technology.”

This perspective resonates with nearly all the faculty we surveyed. Out of 36 
respondents, 35 don’t believe generative AI will eventually replace human visual 
communication designers. One faculty member captured it perfectly: “discernment 
is a human trait.” That’s the kind of thinking that can’t be automated, no matter how 
sophisticated the technology gets.

Case Study 6.4: Prompt to Production: Teaching the AI Creative Pipeline

CONTEXT AND METHODOLOGY

The Prompt to Production workshop series was developed in response to the growing 
integration of AI tools into professional creative pipelines. Rather than approaching 
AI as a standalone novelty, Porter designed the series to position generative tools into 
a cohesive, multi-tool workflow, mirroring real-world production cycles in advertis-
ing, branding, and content creation. The pedagogical goal was deliberately structured 
to help students develop what Porter calls “AI art direction skills”: the ability to guide 
GenAI with intention, precision, cohesion, and strategic oversight.

What set this approach apart was its emphasis on process over product. Students 
were not simply learning to work with AI tools; they were being trained to think 
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across a production pipeline. The scaffolded workshops move from understanding 
how AI “sees” and interprets visuals to directing aesthetic consistency across mul-
tiple outputs, to integrating GenAI materials into video-based outputs.

The workshop series was structured as an escalating sequence of creative chal-
lenges, with each session building upon the skills developed in the previous one:

Workshop 1: Reverse Engineering AI to Create Better Images: This open-
ing session introduced students to the concept of “AI visual literacy” through 
reverse-engineering exercises. Instead of beginning with prompts, students first ana-
lyzed how an LLM describes and interprets visual content.

In one particularly effective exercise, students were presented with an image (fruit 
and a smoothie on a table) and asked to describe it in their own words. These descrip-
tions were then compared with an AI-generated description of the same image. The 
comparison revealed key differences between how humans and LLMs see and describe 
visual content, sparking class discussion about design language, detail, and mood.

Informed by this observation, Porter guided students in developing what he called 
an “Advanced Prompt Formula” that incorporated industry-standard design language:

• Adjective-Descriptive words
• Main Subject. What is the focus of the image?
• Action. If applicable, what is happening?
• Setting. Where is this taking place?
• Camera/Lens. What camera or film? What lens?
• Lighting/Mood. What lighting or feeling does this image convey?
• Depth of Field. How much blur?
• Composition/Perspective. Describe the layout (USE DESIGN LANGUAGE)
• Color Grading. What tones or palettes?
• Cinematic Style. General artistic direction
• Branding Aesthetic. What use case? Aesthetic style.

The formula breaks prompts into key components, giving students a structured yet 
flexible system for prompt clarity and creative control.

Workshop  2: Directing AI to Create Consistent Visual Campaigns: While 
the first workshop focused on prompt engineering, the second expanded students’ 
understanding of how to achieve consistency and control in AI-generated imagery, a 
critical skill for professional applications.

Porter introduced students to what he termed the “GenAI Triangle of Influence” 
(Figure 6.7), a conceptual model illustrating the three primary factors that shape AI 
image generation:

• Composition (through uploaded sketches or reference images)
• Style (through uploaded reference images or preset options)
• Text Prompts (through detailed written descriptions)

Through a series of experiments, including a playful exercise bringing monster 
design sketches to life, students explored how varying the strength of each input 
influenced the outcome. As their sketches became designed monsters, a critical 
discovery emerged: only two of the three inputs could effectively dominate the 
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generation process at a time. The relationship between composition, style, and text 
prompts wasn’t simply additive but required strategic balancing for effect control and 
consistency in GenAI image creation.

Figure 6.7 shows the GenAI Triangle of Influence. Of the three primary influ-
ences in GenAI image creation, only two can be used to effectively influence at a 
time. So, for example, if Prompt and Style are the main influences, Composition will 
be mostly ignored.

Workshop 3: Producing Social-Ready Video Content with AI: The final ses-
sion integrated still image creation with video and motion design, reflecting industry 
trends toward short-form, multi-platform video content.

Students were guided through a comprehensive post-production workflow:

• Asset Preparation: Refining and upscaling images in Adobe Firefly and 
Photoshop using generative expand and correction tools.

• Image-to-Video Generation: Using these refined image assets as “first frames” 
in AI video generation tools, applying their prompt engineering skills to direct 
motion and camera behavior.

• Post-Production Integration: The GenAI video clips were then imported into 
traditional editing software, where final compositions were edited and refined 
combining traditional video skills with AI-assisted assets for final output 
(Figure 6.8).

This integrated approach reinforced a crucial lesson: AI tools are most effective 
when they’re part of a thoughtfully designed creative process that includes both 
generative and traditional techniques. This approach mirrors professional applica-
tions like Coca-Cola’s use of NVIDIA Omniverse and NVIDIA NIM microser-
vices to scale global campaigns through their “Production Studio” system, which 
generates multilingual text, images, and videos adapted to over 100  markets 
(Mills, 2024).

FIGURE 6.7 GenAI triangle of influence conceptual model. A simple triangular diagram 
illustrating the GenAI Triangle of Influence concept. The triangle has three vertices labeled 
“PROMPT” at the top, “STYLE REFERENCE” at the bottom left, and “COMPOSITION 
REFERENCE” at the bottom right, demonstrating the three key factors that influence AI 
image generation.
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6.11 KEY FINDINGS AND PEDAGOGICAL IMPLICATIONS

The project yielded several notable outcomes that extended beyond technical skill 
development:

FIGURE 6.8 Students’ GenAI-assisted marketing materials examples. Two examples of stu-
dent GenAI-assisted marketing campaigns. The top example shows a step-by-step breakdown 
of a “poppi” soda advertisement, progressing from original studio photograph to Photoshop 
composite, AI-generated splash effects, and final polished design with the tagline “soda, but 
better.” The bottom example demonstrates the GenAI Triangle of Influence in practice, show-
ing how composition reference (50% influence) and style reference (100% influence) affect 
the final output of a woman drinking water in workout clothing, with progression from refer-
ence images to the final GenAI output and video product.
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Changing Relationship to Creative Tools: Students began to conceptualize AI 
not as a replacement for design thinking but as a collaborative material. One student 
noted: “It’s like having a fast junior designer who needs very specific direction.” This 
framing helped students maintain creative control while embracing the generative 
capacity of the tools.

Development of Strategic Thinking: Moving away from the overwhelming 
number of possibilities GenAI tools present, students began to distinguish between 
using GenAI for open-ended exploration versus precise execution; an important step 
toward becoming art directors rather than tool operators.

Recognition of AI’s Current Limitations: Through the trial and error of 
experimentation, students identified common weak points in different AI systems, 
such as handling of complex hand positions, certain aesthetic styles, or cinematic 
camera logic. These insights fostered a healthy skepticism and improved evalua-
tion skills.

Pipeline Integration Skills: What really matters is that students developed the 
ability to think in terms of creative pipelines rather than isolated tools. They learned 
to purposefully sequence AI and non-AI tools to achieve cohesive outcomes, recog-
nizing that effective design in an AI augmented landscape requires a combination of 
old and new techniques.

In his reflection on the workshop series, Porter emphasizes that the goal was never 
to replace traditional design skills but to expand students’ creative toolbox: “We’re 
not training students to be prompt engineers, we’re developing designers who can 
thoughtfully incorporate AI into their practice while maintaining a clear sense of 
creative control and ownership.”

This approach reflects what industry experts are calling the emergence of a new 
job profile: the “AI designer” individuals who possess a unique skill set combining 
technical expertise in AI with creative design sensibilities, who are responsible for 
building, tuning, and managing AI-driven creative projects (Design Wizard, n.d.).

6.12  INDUSTRY PERSPECTIVES: LLMS TRANSFORMING  
MEDIA PRODUCTION

To understand how LLMs are transforming professional media workflows beyond 
the classroom, we interviewed Jay Rodge, a Senior Developer Advocate at NVIDIA 
who specializes in creating AI powered applications that utilize Generative AI mod-
els. His insights provide a valuable industry perspective on how LLMs are being 
integrated into commercial visual communication pipelines.

6.13 LLMS IN PROFESSIONAL CONTENT CREATION WORKFLOWS

Rodge describes himself as “an advanced user of large language models in my productiv-
ity setup, at my job, as well as in my personal life” (personal communication, February 5, 
2025). In his role teaching developers how to optimize and accelerate LLM workflows, 
he regularly creates educational content including blog posts and tutorial videos.
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His content creation process exemplifies how media professionals use LLMs to 
streamline workflows: “Often I have to create video briefs about what I’m going 
to talk about in my next video, which would be where I basically lay out the plan 
for what would be the video about, who’s the target audience, what would be the 
length of the video, what are the topics that I would cover” (personal communication, 
February 5, 2025).

This practical application directly mirrors the “Creative Direction” phase of our 
AI-human design pipeline (Figure 6.1), where LLMs assist in establishing param-
eters for content development while maintaining human oversight of strategic 
objectives.

For enterprises producing marketing content, retrieval augmented generation 
(RAG) provides particularly powerful capabilities. As Rodge explains: “It is impor-
tant because LLMs are trained on internet data and it might not have your specific 
enterprise or your company’s data” (personal communication, February 5, 2025). 
He provides a concrete example of how RAG enables context-aware content cre-
ation for product launches in the cosmetics industry, where LLMs can access com-
pany-specific information to generate appropriate content.

6.14  TECHNICAL FOUNDATIONS: GPU ACCELERATION 
AND MODEL OPTIMIZATION

The performance improvements made possible by GPU acceleration are transform-
ing what’s possible in media workflows: “GPUs in general accelerate the whole pipe-
line. Because I’ve seen... people creating a storyboard where they just ask to generate 
a video brief and also create some images which represent what the video is going to 
be about” (personal communication, February 5, 2025).

This acceleration enables rapid iteration, a critical advantage in time-sensitive 
creative industries that aligns with the “Generation” phase of our AI-human design 
pipeline. With GPU acceleration, the speed of ideation increases exponentially com-
pared with running models on CPUs.

One of the biggest technical challenges in optimizing LLMs for visual commu-
nication is speed, particularly with vision language models. To address these chal-
lenges, NVIDIA has developed specific software solutions like NVIDIA NIM™ 
and TensorRT-LLM that help optimize open source models with remarkable perfor-
mance improvements, “If you run, a model a year ago versus the same model now on 
the same hardware, like you will see a performance boost without doing anything” 
(personal communication, February 5, 2025).

6.15  DEVELOPER TOOLS AND FRAMEWORKS 
FOR MEDIA PROFESSIONALS

Rodge highlights several developer tools and frameworks that are particularly effec-
tive for media professionals working with AI, including LM Studio for desktop appli-
cations, NVIDIA’s ChatRTX for less technical users, and a testing environment at 
build.nvidia.com where developers can experiment with over 100 models in a play-
ground setting.

https://build.nvidia.com
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6.16 THE FUTURE OF VISUAL COMMUNICATION

Looking ahead, Rodge sees LLMs changing the ideation and iteration processes 
for media professionals: “This would improve the workflows of the people who are 
working behind the scenes in creating these kinds of media assets. And what this 
would mean is they would have faster iteration times on what they are trying to com-
municate. So, they could have 5-7 ideas, running or working on them simultaneously 
and have different workflows” (personal communication, February 5, 2025).

The emergence of video language models promises even more change in the 
future, where clear prompts could generate 10-15 second clips as starting points for 
video production.

These insights from the industry align with what we observed in our classroom 
case studies. The collaborative design pipeline we documented is not merely an edu-
cational framework but reflects emerging professional practices in AI-augmented 
visual communication.

6.17 CONCLUSION: WHERE WE GO FROM HERE

Five years ago, freelance designers were competing for $500 logo jobs; now they’re 
declining six-figure campaigns because she’s booked solid, armed with nothing but 
her laptop and AI assistants that cost her less than her monthly coffee budget.

This transformation spans every creative industry. In rural Kenya, a filmmaker 
produces Hollywood quality visuals without studio backing. Teenagers in Lagos cre-
ate animated series that rival major studio productions. What initially appeared to be 
job elimination has revealed itself as job evolution.

Integrating AI into creative workflows will require rethinking the division of tasks 
and the redistribution of creative labor, emphasizing collaboration instead of elimi-
nating human involvement (Beckett & Yaseen, 2023; Xue & Huang, 2025). When 
used with intention, AI tools will support and enhance the creative process.

Yet even years after these tools become widely available, many creators remain 
caught between fear and curiosity, worried about job security while unsure how to 
bridge the knowledge gap. Since today’s design students will become tomorrow’s pro-
fessionals, we surveyed both faculty and students to understand not only how this 
uncertainty is being addressed in the classroom but also whether educators themselves 
are using these tools and how they’re integrating them into their teaching practices.

What we discovered reveals that the most effective approaches to bringing AI into 
design education go beyond simply adding some new software to the curriculum. 
Across the four case studies/classroom experiments, we’ve seen the same themes 
emerge, providing practical direction for design educators trying to professionally 
and carefully navigate this challenging technological shift.

Central to this approach is positioning students as critical collaborators instead 
of passive consumers of AI tools. When students are encouraged to evaluate what 
AI can do, compare machine outputs with their own knowledge, and make deci-
sions about the use of these tools, something important happens. AI is no longer an 
intimidating, potentially threatening tool but a medium they can actually engage 
with creatively. The most effective approaches we found were focused on the process 
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over the product. Emphasizing students’ changing relationship with the technology, 
learning to refine prompts, and their critical reflections rather than focusing solely 
on the final product. This will prepare students for ongoing tech changes instead of 
trying to perfect their use of current systems.

Equally important is that effective AI teaching must directly address ethics. 
Cultural biases in generated imagery, questions of authorship and originality, and 
ethical considerations can’t be separated from technical instruction. We must instill 
ethical awareness in every aspect of the curriculum to help students develop what 
might be called algorithmic critical consciousness.

This ethical foundation becomes even more crucial as we witness rapid technological 
advancement. Just four months ago, typography was a glaring weakness in AI-generated 
content, now LLMs like ChatGPT handle typography with near-perfect accuracy. 
Similarly, while AI videos were easily identifiable as artificial, tools like Google Veo 3 
now produce footage that’s very hard to distinguish from reality. This rapid advancement 
suggests these technical limitations will continue to diminish. We may see the develop-
ment of entirely new tools for visual expression as AI-human collaboration evolves. AI 
tools have the potential to make design more accessible to people with diverse back-
grounds and abilities, leading to a more inclusive and varied visual culture. The rise 
of virtual influencers and AI-augmented visual communication hints at entirely new 
categories of digital experiences becoming possible through AI-Human Collaboration. 
As our case studies show, effective integration requires careful ongoing consideration at 
every step regarding data privacy, copyright, ownership, and potential bias.

As these tools continue to evolve, one thing becomes clear: the creative profes-
sionals who will thrive are those who understand that their value lies not in compet-
ing with machines, but in directing them.

AI integration is redefining the creative process itself. By helping students 
embrace these emerging tools while maintaining the fundamentals of design, pri-
oritizing process over product, and addressing ethical issues, design instructors can 
prepare the next generation of visual communicators. They will be able to adapt and 
actively shape their future while using AI in design. As we prepare students, we need 
to remember that their unique strength isn’t their ability to write perfect prompts or 
navigate the latest tools. Their intuition, empathy, contextual understanding, and 
ethical reasoning make them irreplaceable. By helping students recognize and 
develop these capabilities, we can empower them to create visual communication 
that is innovative, meaningful, inclusive, and aligned with human values and needs.
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7.1 INTRODUCTION

We depend on software for our daily lives. Software forms key parts of mobile, 
 transportation, healthcare, entertainment, and national defense systems. Software 
engineering—the discipline of creating, deploying, and maintaining the software 
that we depend upon—has similarly become critical to building trust and assurance 
in software through engineering rigor.

Creating and maintaining mission- or safety-critical software is hard. Engineers 
must identify, architect, and build systems that meet quality attribute requirements, 
such as safety, predictability, or reliability. Tests must be performed to ensure  systems 
meet their functional requirements and security standards. All these activities are 
performed as part of the software development lifecycle (SDLC) that guides software 
engineers in orchestrating iterative processes of software development, including bug 
fixes, new capability updates, and verification before software deployment. Many of 
these steps are repetitive, error-prone, and time-consuming, which motivates soft-
ware engineers to devise ways to automate key SDLC activities intelligently and 
reliably.

Artificial intelligence (AI) is both a construct of software engineering and a tool 
that can enable better software engineering. AI systems are built using software and 
data to create complex responses in many types of application domains, from product 
recommendation engines to self-driving cars. Applying AI concepts to the SDLC 
has been discussed for years (Barstow, 1987), with early examples applying machine 
learning (ML) to estimate software development around 1995 (Srinivasan and Fisher, 
1995). The advent of powerful and accessible large language models (LLMs) has the 
potential of reshaping SDLC, with new opportunities and risks for software engi-
neers (Ozkaya, 2023).

This chapter examines when—and how—LLMs can be applied effectively 
throughout the SDLC. It also explores the potential benefits and challenges of LLMs 
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in specific software engineering and software acquisition activities, such as develop-
ment and testing, and evaluates their overall impact on the SDLC.

The remainder of this chapter is organized as follows: Section 7.2 discusses the 
expanding role of AI in the SDLC and shows how it is ushering in a new era of soft-
ware engineering; Section 7.3 identifies key SDLC activities, opportunities, and risks 
for leveraging LLMs and summarizes recent research that examines the suitability 
of using LLMs in different SDLC activities; and Section 7.4 presents concluding 
remarks and outlines future research and advancements.

7.2 EXPLORING THE EXPANDING ROLE OF AI IN THE SDLC

The impact of AI on the SDLC has multiple dimensions. The discipline of soft-
ware engineering has experienced several transformative changes in recent decades, 
ranging from the adoption of higher-order functional programming languages to 
advances in automation using DevSecOps tools and processes.1 A consistent theme 
during these times of transformation is that it’s often hard to foresee how far changes 
will go as the hope (and hype) meets the realities of the technical and programmatic 
limitations.

AI is influencing software engineering both in terms of replacing or augmenting 
capabilities with AI-augmented approaches and increasing intelligent automation to 
support software engineering activities. Figure 7.1 expands upon a vision presented 
in the book Architecting the Future of Software Engineering: A National Agenda 
for Software Engineering Research & Development (Carleton et  al., 2021). This 
figure depicts key dimensions of delivering AI capabilities and intelligently automat-
ing the SDLC by applying AI augmentation in both system operations and software 
engineering activities, ranging from conventional to fully AI-augmented methods 
(Robert et al., 2024).

Each portion of Figure  7.1 is summarized below, starting with the lower-left 
quadrant.

FIGURE 7.1 Taxonomy of artificial intelligence (AI) augmentation for system operations 
and software development lifecycle (SDLC) activities.
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• Conventional Systems Built Using Conventional SDLC Techniques: 
This quadrant represents a low degree of AI augmentation for both system 
operations and the SDLC, which is the baseline for most software-reliant 
projects heretofore. An example is an avionics mission computing system 
that operates via distributed object computing middleware and rate mono-
tonic scheduling (Harrison et al., 1997) and is developed using conventional 
SDLC processes without any AI-augmented tools or methods.

• Conventional Systems Built Using AI-Augmented Techniques: This 
quadrant represents an emerging area of research, development, and prac-
tice in the software engineering community, where system operations 
have a low degree of AI augmentation, but AI-augmented tools and meth-
ods are used in the SDLC. An example is a website hosting service where 
the content is not augmented by AI, but the development process employs 
AI-augmented code generators (such as GitHub Copilot), code review tools 
(such as Codiga), and/or testing tools (such as DiffBlue Cover).

• AI-Augmented Systems Built Using Conventional SDLC Techniques: 
This quadrant represents a high degree of AI augmentation in systems, 
especially in their runtime operations, but uses conventional methods in the 
SDLC. An example is a recommendation engine in an e-commerce plat-
form that employs ML algorithms to personalize recommendations, but the 
software itself is developed, tested, and deployed using conventional Agile 
methods and the React.js and Node.js frameworks.

• AI-Augmented Systems Built Using AI-Augmented Techniques: This 
quadrant represents the pinnacle of AI augmentation, with a high degree of 
AI augmentation for both systems operations and the SDLC. An example is 
a self-driving automotive system that operates via ML algorithms for navi-
gation and decision making while also using AI-driven code generators, 
code review and repair tools, unit test generation, and DevOps tools for 
software development, testing, and deployment.

Although the majority of SDLC activities today are performed in the lower-left 
 quadrant (i.e., conventional systems built using conventional SDLC techniques), 
the trend and innovation trajectory is toward the upper-right quadrant, where an 
AI-augmented SDLC is used to build and deploy AI-augmented operational capa-
bility. This trend has accelerated over the last decade, starting with increased 
reliance on AI-augmented capabilities as part of systems and recently with more 
AI-augmented tools coming to market and being applied to develop, test, and deploy 
software. In that context, however, a range of new challenges have emerged, such 
as the fast pace of technology changes, managing modifications to software devel-
opment workflows, and understanding potential bias and mistakes in the training 
 corpus of AI-augmented tools (Panyam, n.d.).

Integrating LLMs into the SDLC requires a measured approach, balancing 
concerns like disclosure, accuracy, and ethical use (Robert and Schmidt, 2023). 
Success hinges on developing organizational policies for these concerns and adapt-
ing to evolving governance and regulations. An empirical understanding of work-
flow alterations and data collection helps inform decisions about the success of new 
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approaches. Moreover, traditional practices, such as code reviews with customized 
checklists, may even regain prominence, providing humans in the loop with tools 
and methods needed to accelerate the reliability and testability of code and systems 
developed by leveraging the assistance of LLMs.

7.3 APPLYING LLMS THROUGHOUT COMMON SDLC PHASES

A recent literature survey (Hou et al., 2024) on applying LLMs to software engineering 
reviewed 395 research papers from January 2017 to January 2024, categorizing where 
the applications of research are in applying LLMs in software engineering. Their find-
ings indicate that 62% of the investigations focus on software implementation-related 
activities. Given our summary of opportunities for applications of LLMs to different 
activities across the SDLC, studying the limits of how to leverage LLMs is an ongoing 
research area with implications in tool and method development and application.

We need to assess the following when considering whether LLMs can assist 
with software engineering tasks to enhance SDLC processes that improve system 
capabilities:

 1. How LLMs can improve a single task, focusing largely on doing some-
thing existing tools and engineers can do better, e.g., code review or code 
completion,

 2. How applying LLMs on single or integrated task workflows can help consis-
tency with respect to other artifacts and activities related to that task and its 
inputs/outputs, e.g., propagating a refactoring change consistently to the rest 
of a system or ensuring consistency of artifacts across multiple artifacts, and

 3. How applying LLMs may result in workflow shifts resulting in further 
improvements by understanding the dependencies of a single task on related 
artifacts and task workflows, e.g., enabling different orchestrations of activi-
ties and a new SDLC augmented by LLMs.

As research and data on the outcomes of these applications continue to grow, we 
expect they will influence the development of new SDLC processes (Ozkaya, 2023).

This chapter focuses largely on the impact of LLMs on single SDLC activities, 
discusses implications on the dependencies of these tasks to other activities, and 
describes how LLMs can be applied to enable orchestration across multiple SDLC 
activities. Although applying LLMs in the SDLC involves AI performing some work 
traditionally done by people, many basic principles and practices remain relevant. 
In particular, many tools, techniques, and procedures used to ensure confidence in 
the validity and verification of software still apply, although LLMs and associated 
generative AI tools will now perform more of the workload.

The remainder of this section summarizes recent research that examines the appli-
cation of LLMs in different software engineering tasks mapped to the SDLC phases 
shown in Figure 7.2 below. Understanding the limits of LLMs applied to software 
engineering tasks is a fast moving area of model development, tool development, and 
research. This section thus provides examples of ongoing work and is not intended as 
a comprehensive survey of the state of research on LLMs to date.
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7.3.1 aSSeSSing the opportunitieS for appLying LLMS in SdLc phaSeS

Contemporary SDLC models are iterative, reflecting a continuous cycle of software 
professionals utilizing tools that enable greater automation. Figure 7.2 visualizes a 
high-level generalization of some common activities in SDLC phases, focusing on 
where LLMs can be—and are being—applied at each phase. While the orchestration 
of these activities may vary depending on what SDLC model a team uses, all soft-
ware projects execute these activities in some order to deliver software.

We next describe each SDLC phase and summarize research on applying LLMs 
to improve specific activities by accelerating the efficiency of generation while not 
compromising on quality. An implicit assumption in applying LLMs to any activity, 
including software engineering activities, is that the LLM has been trained with the 
relevant data, enabling it to produce relevant outcomes. The relevance of the training 
corpus of an LLM will vary from domain to domain and activity to activity.

For example, systems that have been the subject of public discussion and debate 
(e.g., patient enrollment websites associated with the Affordable Care Act in the USA) 
may have more data to draw from for LLM requirements. Conversely, activities that 
are not consistently represented by artifacts in the public domain may incur lower 
rates of LLM accuracy. As a case in point, while there are many good open-source 
software repositories, there are few examples of good open-source software architec-
ture documents to train LLMs upon.

7.3.1.1 Requirements

Activities in the Requirements phase involve collecting, specifying, and understanding 
the needs, use cases, and constraints of a software-reliant system. During this phase, 
specifications are created that define what the software should do, including functional 
requirements (e.g., features and functionality) and quality attribute requirements (e.g., 
performance, security, and usability). These requirements can be documented in many 
formats, such as documents listing specifications, use cases describing expectations of 
the system, compliance and policy documents providing constraints, and/or diagrams 

FIGURE 7.2 Opportunities to apply large language models (LLMs) to SDLC activities.
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describing expected interactions with users. This phase includes a significant amount 
of discovery and interaction with the key stakeholders and the analysis needed to 
ensure that requirements are clear, complete, and supported by stakeholders. These 
requirements are then prioritized with stakeholder feedback to ensure the most valued 
requirements are implemented and improved in subsequent development cycles.

Ongoing research investigates using LLMs to (1) elicit requirements, includ-
ing examining requirements documents, feature requests, and user feedback, and 
(2) identify themes or areas of high importance. For example, an area of ongoing 
research elicits requirements by generating initial drafts of requirements based on 
project descriptions or stakeholder inputs (Abbas, 2023). Recent research (Tikayat 
Ray et al., 2023) has found that LLMs can accelerate requirements by converting 
requirements to machine-readable formats. Prompt engineering patterns have been 
identified to accelerate the elicitation of requirements (White et al., 2023) and assist 
in prioritization of requirements (Sami et al., 2024). LLMs can also be used to help 
identify contradictions in software specifications (Gärtner and Göhlich, 2024).

A detailed document called the Software Requirement Specification (SRS) is 
typically output from the Requirements phase, especially in regulated environ-
ments. Other outputs include iteratively identified use cases, formal specifications, 
and architecturally significant requirement documents. There are multiple elicita-
tion and documentation activities that are expressed using natural language, which 
make LLMs well-suited to assist software engineers during the Requirements phase.  
As shown in Figure 7.2, some examples include the following:

 a. Create Draft Requirements or Use Cases: LLMs can rapidly convert short 
text summaries of ideas or requests into more readable requirement descrip-
tions. Prompt engineering can provide additional structure and guidance 
to create draft requirements statements that are relevant for the software 
domain and also structured in a desired format. LLMs can also generate 
alternative use cases that describe how software will interact with users 
or other systems. It is important to highlight that these will only be draft 
requirements because human software engineers who understand the soft-
ware domain, standards, and risks should review, edit, and approve the final 
requirements. However, using LLMs to create draft requirements quickly—
and in some cases with alternatives—can accelerate the requirements elici-
tation process, provide examples of edge scenarios, and accelerate the pace 
of iteration, resulting in improved draft documents during the Requirements 
phase. Moreover, LLMs can automatically generate use cases, scenarios, 
and requirement specifications from natural language inputs.

 b. Requirements Consistency and Gap Analysis: LLMs can assist in 
interpreting and analyzing stakeholder inputs, analyzing an SRS for com-
pleteness or consistency, and/or converting these stakeholder inputs into 
formatted requirements documents through summarization. LLMs can help 
users identify common concepts across requirements or categorize require-
ments. They can also suggest requirements that may be missing or are 
incomplete by processing vast amounts of data, including previous project 
requirements, industry standards, policy documents, and best practices.
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Leveraging LLMs throughout the Requirements phase can enable increasing the pace 
of idea generation and requirements elicitation. This approach, however, requires 
teams to understand their baseline and goals so that they can properly assess the 
quality of LLM outputs.

The Requirements phase informs the Architecture and Design phase since a sys-
tem should be architected and designed to meet the requirements it must achieve.

7.3.1.2 Architecture and Design

The Architecture and Design phase defines and describes the structure, compo-
nents, and interfaces of a system’s software. This phase includes high-level archi-
tectural planning, architectural analysis, prototyping to compare trade-offs or assess 
response measures, and detailed design specifications. During this phase, engineers 
make architectural decisions to satisfy quality attribute requirements (such as perfor-
mance and security) and perform experimentation or analysis to verify that the archi-
tecture and design perform as intended. These architectural decisions are captured 
in architecture design records, architectural diagrams, design diagrams, prototypes, 
and accompanying text that describes the architectural elements and interfaces.

The output of the Architecture and Design phase is a set of architecture decisions, 
diagrams detailing these decisions, and the descriptions of key constraints, require-
ments, and trade-offs that provide the context for the decisions. These artifacts are 
typically captured in a Software Architecture Document (SAD) that provides an overall 
description of the software architecture and each architecture element that needs further 
refinement, including its responsibilities and interfaces. Some teams apply lightweight 
documentation approaches and capture these details in diagrams or architecture design 
records (ADRs). Large organizations and highly-regulated projects may need to develop 
a Detailed Design Document that describes each component, as well as an Interface 
Control Document (ICD) that provides data exchange details for all interfaces.

There have not been many investigations to date in applying LLMs to support 
software architecture and design tasks broadly. The area seeing most attention is 
architecture knowledge generation (Ozkaya, 2023). An exploratory empirical study 
shows that while LLMs can document and formulate design decisions in the struc-
ture of ADRs for a given context, their quality is not commensurate to those gener-
ated by architects, although fine-tuning can improve their results (Dhar et al., 2024). 
Likewise, experiments with high-level architecture-relevant prompts show that 
software architects value the quick alternative generation ability of LLMs, but also 
consider trickier issues, such as copyright concerns and hallucinations, as critical 
barriers to adoption (Jahic and Sami, 2024).

There are also ongoing investigations to generate code from given images in 
the domain of control software. For example, (Koziolek and Koziolek, 2024) show 
how to generate IEC 61131-3 Structured Text control logic source code from pip-
ing-and-instrumentation diagrams with LLM-trained image recognition. As these 
capabilities mature, generating code from image recognition use cases can be gener-
alized to other situations where code is generated from architecture diagrams, pro-
vided these diagrams have sufficient detail and formal semantics that an LLM can 
map to patterns of implementation details.
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As shown in Figure  7.2, examples to leverage LLMs in the Architecture and 
Design phase include the following:

 a. Recommend Architectural Approaches: A strength of LLMs is their 
access to general knowledge. A significant amount of information across 
domains and systems exists about common architecturally-significant 
requirements, such as performance, security, availability, and scalability, 
and experiences in implementing these requirements also exist. Using 
LLMs to brainstorm architectural design alternatives to given problems 
can thus improve a team’s ability to analyze their designs and supple-
ment their knowledge with existing patterns and tactical information. This 
analysis can take the form of providing sufficient context to an LLM and 
asking it to generate output relevant for similar systems, patterns, tactics, 
and technologies. Architects can use this LLM output to explore design 
spaces during the Architecture and Design phase.

 b. Create or Describe Design Diagrams: LLMs can assist in generating dia-
grams of architecture documentation during the Architecture and Design 
phase. For example, LLMs can take high-level descriptions of system com-
ponents, their relationships, and interactions as input and automatically gen-
erate visual representations, such as UML diagrams, flowcharts, and data 
flow diagrams. By interpreting the textual descriptions of the architecture 
and translating them into structured visual outputs, LLMs can facilitate 
refining existing diagrams by suggesting improvements based on patterns 
they learned from vast amounts of architecturally-relevant training data. 
This capability can enable teams to quickly prototype and iterate on designs. 
When diagrams are involved as part of the tasks, the underlying assumption 
is that an LLM is multi-modal, i.e., it can work with images, video, and/or 
audio, in addition to text.

LLMs can also provide detailed descriptions and explanations of design diagrams 
created during the Architecture and Design phase. By analyzing the structural 
elements and relationships depicted in diagrams, LLMs can generate initial nar-
ratives that elucidate the purpose, functionality, and interactions of various com-
ponents within a system. These descriptions can explain a system’s modules, data 
flows, and interface connections, as well as how the design addresses specific 
requirements, such as scalability, security, and performance. Moreover, LLMs 
can identify potential patterns reflected in the diagrams, offering insight that can 
aid in understanding and refining the architecture. This capability makes LLMs 
valuable tools for documenting, summarizing, and communicating design con-
cepts, assisting stakeholders in establishing an understanding of system software 
architectures.

The designs generated during the Architecture and Design phase should be rei-
fied during the Implementation phase to build the actual software, thereby ensuring 
it meets functional and quality attribute requirements, such as safety, security, reli-
ability, and reusability.
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7.3.1.3 Implementation

The Implementation phase involves coding and developing the software compo-
nents according to requirements and within the constraints identified during the 
Architecture and Design phase. Programming is performed in this phase to create 
new software capability, fix previously identified bugs, and/or perform other modi-
fications. This phase includes not just writing code, but also commenting the code, 
integrating the new code into revision control systems and DevSecOps pipelines, 
and conducting software quality control activities, such as software peer reviews and 
static/dynamic tool analysis.

Software developers are increasingly using LLMs to generate code, usually in 
response to prompts in a browser window. Moreover, coding assistants, such as 
GitHub Copilot and Amazon CodeWhisperer, are being merged with popular inte-
grated development environments, such as IntelliJ, Android Studio, Visual Studio, 
and Eclipse. In many cases, creating code from prompts can increase developer 
productivity. Moreover, these AI code assistants include other capabilities, such as 
code refactoring to modify existing code. There is also ongoing work focused on 
investigating code transformations, translating code into different programming 
languages, programming language versions, and/or computing platforms (Pan 
et al., 2024).

As recent systematic literature reviews have demonstrated, code generation is 
where LLMs often excel, especially for popular programming languages like Java 
and Python. For example, LLMs have demonstrated effectiveness at auto code com-
pletion (Bird et al., 2023). LLMs can help developers learn new programming lan-
guages or frameworks by providing instant code examples and explanations (Lones, 
2024). Likewise, LLMs enhance code documentation by generating summaries and 
explanations, making it easier for developers to understand and maintain codebases. 
A recent example (Geng et al., 2024) highlights the benefits of code comment gen-
eration, which is a common use case for software engineers. LLMs also enable easy 
and rapid creation of sample code or prototypes that contribute to learning and apply-
ing software concepts rapidly (Jiang et al., 2022). Other ongoing research includes 
creating reusable libraries for specific domains (Grand et al., 2024), supporting code 
reviews (Li et al., 2022), and refactoring code when integrated with static analysis 
tools (Pomian et al., 2024).

Common outputs from the Implementation phase include new source code files, 
code comments, and code commit history into version control systems, as well as code 
peer review or other quality control summaries. As shown in Figure  7.2, there are 
multiple opportunities to leverage LLMs in the Implementation phase, including the 
following:

 a. Code Completion: Code completion is an activity that software engineers 
are utilizing LLMs for effectively to date. This activity leverages LLM 
strengths in pattern matching to suggest recommended ways for complet-
ing implementations as developers use IDEs. In such activities, the context 
scope is narrow and relevant data are available, which minimizes the likeli-
hood of LLM hallucinations and other implementation mistakes.
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 b. Adding Comments to Code: LLMs can be used to add comments to soft-
ware written by programmers, enhancing code readability and maintain-
ability. By analyzing the structure and functionality of the code, LLMs can 
automatically generate meaningful comments that describe the purpose of 
methods and classes, the role of variables, and the logic behind specific 
code blocks. These comments can be tailored to various levels of detail, 
from high-level summaries of entire modules to line-by-line explanations 
of complex algorithms. Moreover, LLMs can be integrated into IDEs and 
development workflows to ensure comments remain up-to-date as code 
evolves by suggesting updates to comments after modifications. This auto-
mation reduces the burden on developers to document their code manually, 
enabling them to focus on writing efficient, high-quality software while 
ensuring the codebase remains well-documented for future developers and 
maintainers.

 c. Assist with Code Review and Bug Fixing: LLMs can be applied to review 
code as a peer review assistant (Li et al., 2022). Recent LLMs have been 
trained extensively on valid code and can assist with bug fixing (Xia et al., 
2023). LLMs can also summarize the results of multiple peer reviews 
(including those by humans) to identify trends or common issues from 
reviews. Likewise, LLMs can compare code commits to planned code addi-
tions or modifications to identify code changes.

The Implementation phase is followed by Testing and Evaluation activities, where 
the developed code is compared and assessed against relevant requirements and 
design specifications.

7.3.1.4 Testing and Evaluation

The Testing and Evaluation phase focuses on conducting activities to ensure (1) soft-
ware meets its specified requirements and (2) implementations adhere to commonly 
agreed-upon standards to avoid mistakes resulting in unintended bugs and security 
issues. This phase includes multiple testing levels, such as unit, integration, system, 
and acceptance testing. Thorough testing is crucial for evolution and sustainment 
since it validates that the software is reliable and ready for deployment and ongoing 
maintenance. Testing commonly includes functional and non-functional aspects of 
the system, as well as user testing.

The ability of LLMs to convert natural language prompts into software testing 
activities reduces the manual effort required for these important tasks (J. Wang et al., 
2023). For example, LLMs can also accelerate test automation and development of 
testing sequences (Liu et al., 2024a).

Outputs of the Testing and Evaluation activities typically include test plans, test 
cases or scenarios, and test reports that summarize all testing activities. Opportunities 
to leverage LLMs in the Testing and Evaluation phase have a similar structure to 
some activities discussed in the Requirements and Implementation phases, ranging 
from document generation and analysis to code generation in the form of unit tests. 
As shown in Figure 7.2, some examples include the following:
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 a. Identify Vulnerabilities: LLMs can review code and help humans identify 
possible vulnerabilities or insecure programming practices. Secure coding 
practices are documented (SEI CERT Coding Standards) and are always 
evolving, making it hard for humans to keep abreast of the latest practices. 
When given examples, LLMs can examine code to identify possible vulner-
abilities and in multiple programming languages (Purba et al., 2023). Early 
LLMs, such as ChatGPT-3.5, demonstrated mixed results in detecting vul-
nerabilities (Using ChatGPT to Analyze Your Code?), but results continue 
to improve with good prompt engineering (Liu et al., 2024b) and with the 
latest improvements in LLMs (Sherman, 2024).

 b. Generating Unit and Integration Tests and Summarizing Results: 
Applying LLMs to create test cases is a rapidly evolving area of research. 
These tools can enable interactions with software engineers and analysts to 
explore code interactively in ways relevant to testing activities, including 
asking for code summaries, checking compliance with coding standard(s), 
and/or exploring how code relates to specific considerations, such as safety, 
security, or performance (Freeman et al., 2025a, 2025b). Generation of unit 
tests is an activity with a known structure and limited context scope, which 
is a good fit for LLMs.

 c. Assist with Verification Analysis: LLMs can help identify inconsistencies 
in verification analysis during the Testing and Evaluation phase, leverag-
ing their strengths in document processing and summarization. Software 
engineers can accelerate their analysis of test cases, test results, and the 
corresponding requirements and design specifications by using summariza-
tion prompts. For example, LLMs can compare expected and actual test 
outcomes, potentially alerting to these discrepancies. Likewise, LLMs can 
analyze text in documentation and test reports to identify patterns that do 
not match, potentially detecting conflicting interpretations or ambiguities 
that might yield inconsistencies. After these gaps are identified, developers 
can also utilize LLMs to suggest possible corrective actions or refinements 
to both the code and test cases. Section 7.4 explores these capabilities in 
more detail and provides a case study example.

The Testing and Evaluation phase is followed by the Deployment phase, where tested 
code is released into operational environments and systems. DevSecOps tools and 
techniques connect SDLC testing and deployment activities into incremental and auto-
mated iterations that enable rapid, reliable, and repeatable releases of new software.

7.3.1.5 Deployment

The Deployment phase involves releasing software into operational systems. This 
phase also collects data related to operational effectiveness to inform maintenance 
and enhancements post-deployment, thus ensuring systems remain aligned with user 
needs and adapt to changing requirements. Moreover, the Deployment phase identi-
fies bug fixes, updates, and new features to provide feedback from this phase to other 
phases for future software releases.
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LLMs can play an important role in supporting software engineers during the 
Deployment phase, which is an area being increasingly automated. One example 
is program repair (Jin et al., 2023), which fixes issues found as deployment scripts 
are run to perform software updates. DevSecOps pipelines are used extensively 
across software development, operation, and management, and LLMs provide 
new opportunities to automate and scale software pipeline activities (How to Put 
Generative AI to Work in Your DevSecOps Environment, 2024). Early examples 
(Gurunathan, 2024) integrate LLMs into software repositories and include creating 
YAML scripts.

Artifacts created during the Deployment phase typically include deployment 
plans (such as rollback procedures, updated deployment scripts, and configuration 
files) and release notes documenting changes to software, as well as minimal require-
ments for hardware and software environments. As shown in Figure 7.2, multiple 
activities can leverage LLMs in the Deployment phase, including the following:

 a. Create Deployment Scripts: This activity targets generating code relevant 
to deployment automation, which is another example of code generation 
where LLMs excel. Given specific requirements of a deployment environ-
ment as input prompts, LLMs can generate relevant automation scripts that 
support setting up servers, configuring environments, and deploying soft-
ware components. These generated scripts handle a wide range of tasks, 
including database migrations, environment variable configurations, load 
balancing, and rollback procedures when deployments fail, all of which 
have existing patterns and exemplar reusable code that enable LLMs to 
generate robust code. When guided with structured prompts, LLMs can 
also adapt these scripts to different deployment platforms, such as cloud 
services, on-premises servers, or containerized environments, ensuring the 
deployment process is smooth and consistent across heterogeneous infra-
structure. Similar to other code generation tasks, software engineers can 
apply LLMs to guide them through processes that optimize deployment 
scripts by identifying potential inefficiencies and suggesting improvements. 
For example, LLMs can reduce the time and effort to write scripts manually 
and minimize the risk of errors during deployment.

 b. Summarize Deployment Data from Logs and Identify Issues: By pro-
cessing large volumes of log data generated during deployment, LLMs 
can extract key information, such as successful operations, warnings, and 
errors. They can then generate concise summaries that highlight important 
events and patterns, making it easier for developers and operations teams 
to understand the overall status of a deployment. Likewise, LLMs can ana-
lyze log data to help detect anomalies, potential bottlenecks, or recurring 
issues that might indicate underlying problems. Employing LLMs in these 
summarization tasks can help humans examine large volumes of data and 
possibly identify problems more rapidly than conventional manual reviews, 
thereby enabling teams to take corrective actions swiftly and ensuring a 
smoother deployment process.
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7.3.1.6 Policies and Standards

Policies and Standards have implications across all SDLC phases, as shown in 
Figure 7.2 (which places these artifacts at the center of the SDLC). These artifacts 
include software standards, such as coding or architectural standards, as well as stan-
dards that set expectations for quality attributes, such as safety, security, and reliabil-
ity. Software must also adhere to policies established by organizations that develop 
software and may also include policies set by government regulators or acquisition 
programs. Compliance with software standards and policies is important for each 
phase of the SDLC, as well as for each iteration of software releases.

The powerful features provided by LLMs motivate a focus on generative AI capa-
bility models that characterize levels of functionality provided by LLMs to assist 
organizations in adapting to using generative AI services intentionally and avoiding 
their pitfalls. Much like software capability maturity models were used to assess the 
ability of organizations to create robust software solutions, LLM capability models 
are being proposed to help organizations measure their ability to create or deploy 
LLMs in their business processes effectively. Several capability models have been 
suggested, including models that describe how to leverage LLMs for applications 
(Generative AI Capability Model, n.d.), as well as models that explore the use of 
generative AI more broadly across organizations (The MITRE AI Maturity Model 
and Organizational Assessment Tool Guide, 2023).

Figure 7.2 shows the following ways that LLMs can be leveraged to create Policies 
and Standards:

 a. Policy and Standards Summary: LLMs can be used to analyze policy 
and standards documents and provide summaries for humans (Bright et al., 
2024; Robert and Schmidt, 2023). Many software engineering activities 
require conforming to governance and regulatory documentation across the 
SDLC. For example, software engineers perform many other tasks beyond 
coding, such as participating in regulatory compliance meetings, examin-
ing regulatory documents, or interacting with different industry or govern-
ment standards stakeholders. These activities historically require humans to 
inspect and summarize reams of documentation manually. LLMs can help 
humans perform those activities more efficiently and accurately, as well as 
help improve the quality and efficiency of humans involved with govern-
ment software acquisition activities and policies. LLMs can also be used 
for document summarization and decision support, though workflows must 
ensure that human judgement is central to—and designed into—these pro-
cesses due to limitations with conventional LLMs.

 b. Draft Compliance Check: The pattern-matching capabilities of LLMs 
enable them to process and understand large volumes of textual data. These 
capabilities can be leveraged to analyze software documentation, code, and 
design artifacts automatically and then ensure they adhere to established 
organizational policies and industry standards. These LLMs can com-
pare the content of such artifacts against predefined requirements, such as 
coding standards, security protocols, or regulatory guidelines, to identify 
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discrepancies or non-compliant elements.  Using LLMs to draft compli-
ance checks from predefined templates can help users focus on higher-value 
tasks, reduce the risk of missed compliance issues, and ensure that qual-
ity and regulatory requirements are consistently met throughout the devel-
opment lifecycle. The example LLM activities shown in Figure  7.2 and 
described above are relevant to current and emerging software engineering 
use cases. However, leveraging the knowledge of experienced software engi-
neers remains vital to avoid overreliance on generative AI tools that have 
not reached high levels of maturity and trust. What is new is the interactiv-
ity provided by LLMs that enables software engineers to explore answers to 
questions and iteratively develop solutions to common SDLC problems.

7.3.2 aSSeSSing the riSkS for appLying LLMS in SdLc phaSeS

Determining whether to apply LLM capabilities throughout the SDLC requires a 
framework for assessing the risks. One framework for assessing the risks of using an 
LLM in the SDLC appears in (Bellomo et al., 2023). Figure 7.3 visualizes that risk 
assessment framework using two dimensions: (1) the consequences of mistakes made 
by an LLM (from low to high on the vertical axis) and (2) the time and effort needed 
to detect LLM mistakes (from high to low on the horizontal axis). The application 
domains (such as medical devices, avionics control systems, autonomous vehicles, 
and nuclear power plant control systems) listed in the lower left-hand corner of the 
figure are classified as “high risk” because errors or failures in these systems can lead 
to catastrophic consequences, including loss of life, severe environmental damage, 
or large-scale safety hazards. These domains involve critical safety functions where 

FIGURE 7.3 Evaluating risks associated with applying LLMs to some representative appli-
cation domains.
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precision, reliability, and security are paramount. Mistakes made by an LLM in these 
contexts could go undetected due to system complexity, making them particularly 
dangerous. This high risk is exacerbated since detecting and correcting errors in 
these environments often requires significant time and effort, given the intricacy of 
the systems, the potential for widespread impact, and additional compliance checks 
triggered during system development and/or operation.

In contrast, the application domains (such as social media applications, e-com-
merce platforms, personal productivity tools, and entertainment software) in the 
upper right-hand corner of the figure are considered “low risk” because mistakes 
made by LLMs in these domains typically have less significant consequences. For 
example, errors in these domains might lead to user inconvenience but are unlikely 
to harm individuals or environments. Moreover, mistakes in these applications are 
generally easier to detect and correct due to their lower complexity, as well as the 
ability to iterate and update relevant software rapidly. As a result, the time and effort 
required to identify and mitigate errors in these lower-risk domains are relatively 
small, making them more tolerant of mistakes generated by LLMs.

Given the assessment of risks described above, it is important to reiterate that humans 
are an essential part of using generative AI tools as part of any process and should not 
be replaced wholesale at this stage of their maturity. Moreover, given the nascent nature 
of the first generation of LLMs applied in software engineering, it is essential to have 
skilled software and systems engineers, as well as subject matter experts, who can spot 
where generated documentation or code is inaccurate and ensure that the key context is 
not lost. These human skills are important and necessary, even as generative AI tools 
continue to improve and provide significant new capabilities.

For example, today’s LLMs that generate code have been trained on imperfect 
code from open-source repositories, such as GitHub and Stack Overflow. Not surpris-
ingly, the code they generate may also be imperfect (e.g., there may be defects and 
vulnerabilities). It is therefore essential to leverage human insight and oversight across 
the SDLC through all the Requirements, Architecture and Design, Implementation, 
Testing and Evaluation, and Deployment phases shown in Figure 7.2.

7.3.3 ai augMentation acroSS SdLc phaSeS

The application of AI across SDLC phases can also be expressed in terms of how 
much of the SDLC is supported with LLMs. As mentioned in earlier sections, LLMs 
can be applied to specific SDLC phases, but what if an LLM, or combination of LLM 
agents, assist humans across multiple SDLC phases in a coordinated or integrated 
approach? The application of LLMs to the SDLC can be viewed at different layers of 
the SDLC, each with specific benefits. Table 7.1 provides a summary of LLM appli-
cation from this multi-layered SDLC perspective.

This multi-layered SDLC view provides additional insights into how LLMs can 
be applied to the SDLC. For example, consider a hypothetical SDLC where LLMs 
are applied as described in the previous section in localized phases, including 
Implementation, Testing and Evaluation, and Deployment. Connecting these three 
SDLC phases with another LLM to assist humans in optimizing across these activi-
ties is an example of a cross-functional layer, as described in Table 7.1. Extending this 



195Transforming Software Engineering and Software Acquisition

concept, an LLM that assists humans across all phases of the SDLC is an example of 
orchestration, which enables broader insight and assistance to human software devel-
opers. By linearizing the iterative SDLC depicted in Figure 7.2 and adding the layers 
from Table 7.1, we can visualize the application of LLMs across the SDLC as shown 
in Figure 7.4.2

In addition, this multi-layered view guides what SDLC data would be needed to 
enable the use of LLMs across the SDLC. For example, an LLM that connects mul-
tiple SDLC phases, such as Implementation and Deployment, must have access to 
data across these SDLC phases. This dependency may require LLMs to understand 
different data types, such as code and testing results. It may also require prompt 
engineering from human developers on the most important SDLC aspects, such as 
minimizing software defects for safety-critical systems or performing fuzz testing 
to augment security analysis. These higher-level perspectives point to a future state 
with flexible and highly interactive human/LLM teaming that enables humans to 
prioritize the most critical tasks across the SDLC.

TABLE 7.1

Layers of LLM Application to SDLC

SDLC Layer Description

None No use of LLMs in the SDLC

Localized Application of LLMs to specific SDLC phase or phases, without 
coordination across phases

Cross-functional Application of LLMs across multiple SDLC phases, with coordination 
across multiple phases to assist humans across multiple SDLC phases

Orchestration Application of LLMs across all phases of the SDLC to assist humans in 
all aspects of the SDLC

FIGURE 7.4 Layers of LLM application to SDLC.
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7.4 CONCLUDING REMARKS

This chapter highlighted opportunities to employ generative AI—specifically 
LLMs—in a wide range of SDLC activities. We explored the transformative poten-
tial of LLMs in software engineering, focusing on how these models can enhance 
various SDLC phases. We covered both the benefits and challenges of integrating 
LLMs (such as their ability to accelerate tasks like code generation, testing, and 
documentation) while also noting common LLM risks (such as generating incorrect 
or incomplete outputs).

Inserting LLMs into the SDLC for software teams can be viewed from multiple 
perspectives. There are many established frameworks for examining and enabling 
technology insertion or iterative improvements in software development activities, 
each offering different perspectives on adoption and integration. Some examples 
include the following:

• The Technology Acceptance Model focuses on usefulness and ease of use, 
helping developers assess whether a new tool will enhance workflow.

• Diffusion of Innovation Theory categorizes adopters into groups (innova-
tors, early adopters, majority, and laggards) and explains how new technolo-
gies gradually gain acceptance.

• Agile Change Management aligns technology adoption with Agile workflows, 
ensuring seamless integration through iterative feedback and adaptation.

• The DevOps CALMS Framework (Culture, Automation, Lean, 
Measurement, Sharing) emphasizes continuous improvement, fostering  
collaboration and technical advancements in development practices.

Given the rapid pace of advancement of LLMs and their capabilities across the 
SDLC, an approach that focuses on incremental insertion in specific SDLC phases 
to accomplish a desired objective is a good approach. Starting with small teams or 
individuals can also be helpful and provide a foundation to explore specific risks and 
opportunities. For example, consider an organization that does software development 
in multiple systems or products, and a small team for a legacy product continues to 
be costly to sustain due to limited market and budget. This software context is a 
common example in industry and government organizations and forces teams to find 
higher efficiency in software updates to address bugs or new software security fixes.

In this example, LLMs might enable efficiency in the Implementation and Testing 
and Evaluation phases to enable timely (and correct) code updates followed by addi-
tional testing to ensure the updates are correct. This application of LLMs could take 
the form of engineers using a chat interface or using a software development tool 
specific to the activity, such as testing. In this example, a new workflow would be 
created, improved, and then potentially shared with other teams in the organization. 
As more LLM-based tools become available, we expect that some will target this 
type of software context and provide an overarching LLM Cross-Functional or even 
orchestration solution.

As we emphasized in this paper, many SDLC activities will require hybrid tools 
and humans with targeted support from generative AI to accomplish a shift in their 
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effective execution. Accomplishing this transition successfully first requires under-
standing the nature of these activities and where LLMs can be applied. Software 
architecture is an example of such exploration; while some architectural activities 
enable effective incorporation of generative AI into SDLC workflows, others do not 
(Ivers and Ozkaya, 2025). Any first step in investigating where to start applying 
LLMs in the SDLC should start with understanding the decomposition of activities 
into tasks, aligning subtasks with the strengths of generative AI, and designing the 
new workflows with a collaborative approach that includes generative AI, other AI, 
additional automated tools, and human experts.

Many such explorations are already progressing rapidly in software engineer-
ing, and anecdotal and empirical research is emerging that evaluates the capa-
bilities of available LLMs and codifies various success and failure examples. This 
research—including examples we describe in this paper—is crucial for effective 
use of LLMs as an effective partner in software engineering. The key gap, how-
ever, is our understanding of what being a useful partner may mean. Software 
engineers and LLMs accomplishing software-reliant system development can take 
many forms depending on the nature of the SDLC activities. Software engineer-
ing research must also make progress in exploring the forms of this partnership 
and provide exemplary effective approaches, as well as anti-patterns, to establish 
robust LLM-supported workflows.
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NOTES

 1 DevSecOps stands for “development, security, and operations” and it provides an inte-
grated approach and toolset to deliver incremental software updates while considering 
the security implications throughout the update.

 2 The arrow from Deployment to Requirements reflects the iterative nature of these activ-
ities, repeated through the SDLC.
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8.1 INTRODUCTION

Traditional manual methods of verifying consistency between code and documen-
tation are time-consuming and do not scale up to larger software-reliant systems. 
Although large language models (LLMs) are not consistency checkers, they can 
assist in checking for patterns given a set of artifacts and enough examples in the 
training data. Throughout this chapter, we use a drone avionics case study to discuss 
how LLMs may assist with assessing compliance of code with mandatory regulatory 
standards codified in documents. To advance research on this topic, we introduce a 
novel framework that augments LLMs with advanced data structures to automate the 
detection of document incompleteness, inconsistencies, and discrepancies (DIID) in 
software-related artifacts across the software development life cycle (SDLC). DIID 
detection is useful for software developed for high-stakes domains to ensure relevant 
artifacts (e.g., requirements, architecture, design, code, and tests) conform to regula-
tory requirements (such as FDA, FAA, and DoD standards).

Incompleteness, inconsistencies, and/or discrepancies between regulatory docu-
ments and project-specific documents are often indicators of potential non-conformance 
or risk. Addressing these issues today requires engineering teams to conduct extensive, 
tedious, and error-prone manual investigation or data clarification. Incompleteness 
could indicate that a regulatory requirement is not addressed or does not apply to a 
system, or it could be a simple omission. Inconsistencies and discrepancies can occur 
between regulatory documents as emerging technologies yield new standards and best 
practices that may be different from—or even conflict with—previous or overlapping 
regulations. While incompleteness, discrepancies, and inconsistencies may be fine in 
some contexts, i.e., they are not always incorrect or problematic, in other cases, they 
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indicate the need for additional investigation. In most cases today, however, identifying 
these issues is a tedious, error-prone, and human-intensive activity.

Software engineering teams in high-stakes domains are under mounting pres-
sure to navigate the extensive maze of regulations and manage increasingly complex 
software systems without compromising on quality or safety. This challenge is com-
pounded by the need to accelerate engineering and deployment processes to main-
tain a competitive edge against adversaries. It is therefore crucial for these teams to 
employ innovative tools that enhance efficiency through automation, particularly for 
frequent and time-intensive tasks, such as identifying inconsistencies and discrepan-
cies in documents.

Detecting inconsistencies and discrepancies within and between documents is a 
necessary and important first step. This process is not the same, however, as recom-
mending solutions or resolving these issues automatically. Assessing whether LLMs 
fit a specific use case requires weighing risks of using an LLM against its benefits 
(Bellomo et al., 2023).

Given the mission- and safety-critical nature of government-acquired software sys-
tems, any automation should ensure that trained people remain central to the activi-
ties and confirm the safety and accuracy of the software engineering processes. This 
research area thus involves augmenting people in the software engineering activities 
primarily by automating DIID detection. Once DIID is detected, future work can 
develop solutions for corrective action. Entirely automating the resolution of DIID via 
LLMs is not currently viable given the level of technology maturity and potential risks.

This chapter focuses on DIID detection in the software domain. However, the 
challenges and importance of DIID detection apply to many domains, including law, 
medicine, government compliance, and education. Leveraging the ability of LLMs 
to examine extensive documents or datasets depends on accurate DIID detection to 
extend their benefits beyond merely assisting humans in highly specialized tasks or 
summarization. In software engineering and the SDLC, DIID detection is an impor-
tant activity for scaling LLM use by improving consistency checking across artifacts, 
both within and across SDLC activities.

The remainder of this chapter is organized as follows: Section 8.2 describes the DIID 
challenges in standards and policy documents, including providing formal definitions 
for incompleteness, inconsistency, and discrepancy to help identify and summarize 
relevant research. Related work on DIID detection is evaluated in Section 8.3. A rep-
resentative software engineering case study is presented in Section 8.4 to demonstrate 
traceability from the generalized software engineering policies, standards, and guid-
ance documents to DoD system-specific software documents and information. Section 
8.5 presents concluding remarks and outlines future research and advancements.

8.2  DETECTING INCOMPLETENESS, INCONSISTENCIES, AND 
DISCREPANCIES IN STANDARDS AND POLICY DOCUMENTS

SDLC activities must often adhere to national and/or international regula-
tory requirements to ensure security, safety, and other important properties in 
high-stakes domains, such as healthcare, automotive, and aerospace. For exam-
ple, all medical device software in the United States must follow Food and Drug 
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Administration (FDA) software standards. Likewise, software in cars and trucks 
must follow  regulatory standards established by the National Highway Traffic Safety 
Administration (NHTSA). Moreover, software in airplanes and drones must comply 
with standards set by the Federal Aviation Administration (FAA). These software 
standards are described across multiple (often large) documents, ranging from direc-
tives or standards that require compliance to more general guidance that recom-
mends best practices or common approaches.

Completeness and consistency between regulatory documents and project-specific 
software documents or artifacts should be confirmed by software developers and reg-
ulatory authorities and re-verified throughout the SDLC in high-stakes domains. This 
section explores techniques for detecting DIID. Here, we explore whether  generative 
artificial intelligence (AI) technologies in general—and LLMs in particular—offer 
new opportunities to automate DIID detection.

All DIID categories indicate potential problems with the content, but they dif-
fer in their specific implications. In this work, we use the following definitions for 
these concepts:

• Incompleteness refers to when important context or terms are missing 
within or between documents. For example, if a software safety policy 
document states the software architecture must provide a detailed analy-
sis of safety-critical signals, but a derived statement requires the software 
architecture to just provide a detailed analysis of signals, the “safety- 
critical” context is both important and missing. Incompleteness indicates 
that some requirements or analysis are missing or that the system con-
text does not warrant specific requirements. In either case, additional 
human review and analysis are recommended to rectify incompleteness 
to reduce risk.

• An inconsistency refers to contradictions, lack of agreement/uniformity, or 
cohesion within a single document or across multiple documents. For exam-
ple, safety and security are used synonymously (or with significant overlap) 
in some domains, while in other domains, they imply two completely dif-
ferent sets of requirements. Inconsistencies may not indicate a significant 
error but can create confusion for readers and reviewers. In addition, such 
inconsistencies may also suggest incompleteness.

• A discrepancy refers to a lack of compatibility or a divergence within or 
between documents related to facts that are either direct (e.g., factual) 
or derived (e.g., policy, narrative, or theoretical). For example, different 
response measures (0.01 sec versus 0.1 sec) listed for the same functionality 
in different components in a safety-critical system can result in fatal failures 
in software. Discrepancies can indicate a more significant error or issue, 
particularly if the information is used for confirmation or decisions.

These definitions are typical of what is found in dictionaries and literature on human 
interpretation or document analysis. Although there is no comprehensive list of dif-
ferent types of DIID, common types and examples are summarized in Table  8.1 
below.



204 Artificial Intelligence and Large Language Models

8.3 RELATED WORK ON DIID DETECTION

Related work to advance DIID detection can be grouped into document analysis, 
prompt engineering and prompt patterns, and human analysis, as discussed below.

 1. Document Analysis: Document analysis research is a relevant area of related 
work for DIID detection in software engineering. This analysis is a common 
topic of interest across many domains, including healthcare (Shokrollahi 
et  al., 2023; Moilanen et  al., 2022), financial or business environments 
(Cao et al., 2024; Han et al., 2023; Shukla et al., 2023), and the analysis of 
legal documents (Bauer et al., 2023; Deroy et al., 2023; Prasad et al., 2024). 
Document analysis is used in most of these domains both to provide sum-
maries and insights into data for a given domain. Some approaches include 
building domain-specific models (Wu et al., 2023), though other approaches 
use existing models and attempt to address document scale and establish 
effectiveness measures.

A primary area of research for DIID detection is a response to the issue 
of generated document summaries being inconsistent with the original 
document (Laban et al., 2023; Lattimer et al., 2023; Luo et al., 2023; Tang 
et al., 2023). These discussions confirm the importance of consistency in 
document summarization and analysis. These reports also highlight the 
risks of using these systems in production use cases, including a medical 
domain example that underscores serious risks from inconsistencies (Tang 
et al., 2023).

A recent paper proposes a benchmark called SUMMAC that includes 
proposed measurement and inconsistency detection datasets to address 
inconsistencies in summaries (Laban et  al., 2021). Inconsistency checks 
between an original document and a summarized document are a sim-
pler use case and differ from DIID detection across multiple and different 

TABLE 8.1

Common Types of Incompleteness, Inconsistencies, and Discrepancies

Incompleteness Inconsistency Discrepancy

• Incomplete: Important 
context or terms are 
missing. 

• Terminology: Using different 
terms interchangeably without 
clear definitions or consistency.

• Structural: Lack of uniform 
structure in presenting 
information.

• Factual Discrepancies: 
Conflicting factual information.

• Policy or Procedural 

Discrepancies: Deviations from 
established protocols.

• Narrative Discrepancies: 
Different user stories fail to align.

• Theoretical Discrepancies: 
Actual results conflict with 
theoretical predictions.
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documents. However, the discussions on evaluation and testing datasets are 
promising and were assessed as part of our DIID detection work.

Another related area of research is detecting hallucinations in 
LLM-generated output, not limited only to document summaries (Fallah 
et  al., 2024; Rawte et  al., 2024). To address this challenge, some solu-
tions are white-box approaches that require detection mechanisms within 
the model (Zhu et al., 2024), though this approach is not suitable for DIID 
detection in software engineering for average users. For example, LLM 
fine-tuning approaches can refine LLM responses with additional data, but 
may alter the LLM responses in unintended ways. Black-box solutions for 
DIID detection (i.e., where there is no requirement to look inside an LLM) 
are much easier for users to apply, but are limited to constraints of the LLM 
developers, such as being limited to smaller documents.

A limitation in current document analysis approaches is the evaluation 
of “long” documents (Cao et al., 2024; Pradeep et al., 2023). Although the 
definition of “long document” is subjective, there are multiple summariza-
tion successes for short text, such as news summaries (Barta et al., 2024; 
Goyal et  al., 2023). Proposed approaches for analyzing larger documents 
include chunking (Schwaber-Cohen, n.d.), architectural approaches using 
Retrieval-Augmented Generation (RAG) to enable LLM integration with 
large datasets (Gao et  al., 2024; Ke et  al., 2024; Retrieval Augmented 
Generation (RAG) for LLMs—Nextra, n.d.), multi-agent-based approaches 
(Zhao et  al., 2024), fine-tuning or modification of the models to adjust 
sequence length (Chen et al., 2023; Ding et al., 2023), building new models 
(Cohan et al., 2018), and hybrid approaches that give LLMs access to meta-
data about documents (Saad-Falcon et al., 2023). New testing frameworks 
and datasets are also necessary to assess their effectiveness on long docu-
ments (C. Wang et al., 2024).

Of these multiple approaches to support long documents or larger data-
sets, RAG-based and agent-based approaches are particularly applicable 
to DIID due to their architectural benefits. For example, key architectural 
qualities needed for DIID in software engineering projects are (1) scalabil-
ity, which supports larger and larger datasets, and (2) extensibility, which 
supports more data types over time, beyond documents. RAG-based and 
agent-based approaches provide this flexibility, although RAG retrieval 
accuracy is dependent upon multiple factors, including the data storage 
approach (Zhang et al., 2024).

 2. Prompt Engineering and Prompt Patterns: The flexibility of LLMs to 
support a wide range of uses effectively is supported in part by prompt engi-
neering, which involves structured interactions with—and programming 
of—LLM computational systems to solve complex problems via natural 
language interfaces (Liu et  al., 2023). Prompt patterns (White, Fu et  al., 
2023) codify best practices for phrasing prompts to maximize extraction 
accuracy and provide knowledge transfer mechanisms to problem-solve 
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with LLMs more accurately. Prompt patterns also enable more effective and 
repeatable performance of LLMs, and many patterns have been identified 
for a range of task objectives (White, Hays et al., 2023).

Prompt engineering is a key capability that provides new opportunities 
for human interactivity with documents and data for DIID detection in soft-
ware engineering. For example, the Context Manager pattern (White, Fu 
et al., 2023) directs an LLM to set the context. Prompt engineering, includ-
ing identification and refinement of relevant prompt patterns, is thus central 
to our DIID research. When DIID types are narrowly defined and examples 
are provided to LLMs through fine-tuning or prompt engineering, DIID 
detection can be improved for specific use cases (Hegselmann et al., 2024).

 3. Human Analysis: The primary means for performing DIID detection is 
currently people, so considering research beyond the field of computer sci-
ence helps characterize DIID’s current effectiveness and limitations. One 
recent example (Schoor et  al., 2023) conducted an experiment with ~160 
college students who read two short texts, some with consistent information 
and others with inconsistent information, and then wrote a short essay. This 
experiment explored reading behaviors and outcomes, and it highlighted the 
following points relevant for software acquisition:
• When people encounter discrepancies in information, their “attention 

to sources” increased. This finding is relevant to software acquisition 
because the discussion also indicated that context and document sources 
are important in DIID detection.

• Users of any solution will require more information about the sources 
behind the finding before accepting—or perhaps even considering—
any suggestion from an AI-augmented tool about DIID detection.

 4. Testing and Evaluation Frameworks: Testing frameworks that can assess 
LLM strengths and weaknesses for detecting DIID are needed to provide 
a consistent means of assessing the many available LLMs and versions.  
A proposed testing protocol for DIID for document summaries (Laban 
et  al., 2023) is promising because it provides tests specific to DIID and 
benchmarks for recent LLMs. This work provides a useful DIID detection 
test framework and dataset because it considers multiple discrepancy exam-
ples across multiple LLMs and compares the results of a few benchmarks. 
It also highlights the importance—and many challenges—of creating an 
effective testing framework, particularly because accurate labeling of test 
data is hard to scale. However, their approach—like previous approaches—
is limited to only a subset of the DIID detection needed for software acqui-
sition and does not cover all the types shown in Table 8.1.

A related new area of research is generative information retrieval (Gen-IR), 
which focuses on building more effective testing of generative AI-augmented 
systems for use cases like document summarization and grounded answer 
generation (Arabzadeh & Clarke, 2024; Bénédict et al., 2023). This research 
area is promising since it provides testing datasets and baselines that may be 
relevant to DIID detection. However, the testing bias of prompts and the lim-
ited scaling of human validation remain a challenge for this research area.
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8.4 A SOFTWARE ENGINEERING SAFETY CASE STUDY

The case study below provides additional context and illustrates DIID detection con-
cepts in a research and development project being conducted at the Carnegie Mellon 
University (CMU) Software Engineering Institute (CMU/SEI). This case study 
involves a software team developing control software for a drone that must meet 
system and software safety requirements defined in government regulatory policies 
and guidance. In addition, the software team is applying industry standards, such as 
software safety analysis and secure coding, to enhance confidence in the software. 
These regulatory documents provide a starting point for examining DIID detection.

Figure  8.1 provides a software safety example, where it is important to detect 
DIID at every step between the policies, standards, and guidance documents (shown 
in the upper left) tracing through to the safety verification documents (shown in the 
lower right). DIID considerations are related to the case study summarized below, 
with examples for each circled letter in Figure 8.1:

 A. Regulatory Documents: DIID can occur between multiple policy, stan-
dards, and guidance documents. For example, a software safety standard 
states that safety requirements traceability must be performed and must fol-
low a specific format, but a separate organizational safety policy states that 
the need for a software safety requirements traceability is flexible and says 
nothing about requiring a specific format.

 B. Safety Requirements: DIID can occur between regulatory documents and 
safety requirements documents that list safety requirements derived from 
the regulatory documents that are relevant to a specific system. For exam-
ple, an engineering team identifies a set of 24 safety requirements, but one 
of the safety requirements states that a Failure Modes, Effects & Criticality 
Analysis (FMECA) (Gargama and Chaturvedi, 2011) must be performed 
and always report any fault condition, but another regulatory document 
which also requires FMECA requires the system to always return to a safe 
state, not just report the fault.

FIGURE 8.1 A software engineering safety case study.
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 C. Derived Safety Requirements: DIID can occur between safety require-
ments documents and derived safety requirements that extend the safety 
requirements from the top level to every software module or component in 
the system. For example, in a software system with seven software modules, 
five of the modules have derived safety requirements that limit the use of 
dynamic memory allocation, but two modules have no such requirement.

 D. Safety Verification: DIID detection can occur with safety verification 
 documents that summarize verification evidence (such as test results, 
analysis results, etc.) when compared to the derived safety requirements. 
For example, a derived safety requirement states that a software module 
that processes three types of data messages must always reject improperly 
formatted messages (such as messages with potentially corrupted data). 
However, the safety verification information for that software module 
indicates that only one of the three message types was tested for rejecting 
improperly formatted messages.

The example shown in Figure 8.1 highlights the following four themes:

 1. DIID detection requires analysis of multiple large documents. For exam-
ple, for step A, the set of documents can be numerous (10+ documents), and 
many of the documents are 50 pages or more.

 2. DIID detection can require consideration of system-specific context or 
information. For example, for step B, the regulatory documents are general 
for any system, but the safety requirements are specific to one system.

 3. DIID detection is an important consideration at every step, but sometimes 
at different levels of abstraction. For example, for step C, the safety 
requirements are a summary for the entire software system and may have 
10–20 general software safety requirements, but the derived safety require-
ments are detailed for all software system components and will be a much 
larger list.

 4. DIID detection can include comparison of different types of information. 
For example, for step D, the derived safety requirements are detailed require-
ments, but the safety verification information could be analysis results, test 
results, or other supporting evidence, including graphical information.

These themes provide insight into common limitations of current DIID approaches 
and suggest opportunities for using LLMs as part of new solutions to automate DIID 
detection.

8.4.1 appLying chatgpt-4o to detect diid

We now build upon the software safety example shown in Figure 8.1 to explore DIID 
detection more thoroughly using a National Aeronautics and Space Administration 
(NASA) software safety standard called the “SOFTWARE ASSURANCE AND 
SOFTWARE SAFETY STANDARD” (2022 NASA-STD-8739.8B). This NASA 
software safety standard is a publicly available, 65-page PDF file that defines 
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“the requirements to implement a systematic approach to Software Assurance 
(SA), software safety, and Independent Verification and Validation (IV&V) for 
software created, acquired, provided, or maintained by or for NASA.” It includes 
topics on software safety requirements and independent verification and vali-
dation that are similar to many government and commercial software safety 
documents.

For our case study, this NASA software standard is part of circled letter A in 
Figure 8.1. It describes software safety requirements that must be supported. In a 
large software-reliant acquisition program, this document would be one of many 
standards that the software must support, but we will just use one standard for 
this example.

With the software safety standard defined for circle A in Figure 8.1, consider a 
list of Safety Requirements in circle B. Requirements of this type are commonly 
expressed in word processing documents, spreadsheets, or a requirements manage-
ment tool. There might be dozens of general safety requirement statements that 
derive from the standards in circle A. For example, a requirement from the NASA 
standard could include the following requirement from page 27 of the standard: “The 
software detects inadvertent memory modification and recovers to a known safe 
state.” This software safety requirement is derived directly from the standard and 
represents a top-level requirement of the software.

Continuing to trace through the steps in Figure  8.1, the Derived Safety 
Requirements in circle C are more specific decompositions of the requirements in 
circle B to specific parts of the system. Examining the memory requirement, there 
are multiple cases of potential “inadvertent memory modification” that should be 
considered. Some examples include:

• Detecting accidental memory corruption from a software defect or bug
• Detecting memory modifications from a malicious virus that is running on 

the system and possibly changing memory
• Detecting memory modifications on the heap, the stack, or both.

For our case study example, we consider the system as a drone or vehicle that must 
be resilient to accidental memory corruption but assert that malicious viruses will 
be prevented via cybersecurity practices and network protection mechanisms. With 
this system context, we identify the following Derived Safety Requirements for 
circle C:

• The software must detect accidental heap memory corruption from a soft-
ware defect or bug.

• The software must return to a known safe state when accidental heap mem-
ory modification is detected.

Tracing to the last step in Figure 8.2, the items in circle D are safety verification 
statements from the system/software developer that provide evidence that software 
safety requirements are met. Documents in this circle D group include architecture 
documents, design documents, code, and software test results. For example, a design 
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document provided by software developers might have the following statement about 
the software:

• The software design includes a “System Monitor” component that detects 
heap memory modifications and, when detected, returns the system to a 
known safe state.

Using the information from each stage of Figure  8.2, we applied ChatGPT-4o to 
detect DIID via a browser interface. In particular, we uploaded the NASA 8739.8 
PDF file and included the text prompt shown in Figure 8.2 to ChatGPT-4o.

Within seconds, ChatGPT-4o provided the informative response shown in Figure 8.3.
ChatGPT-4o’s response in Figure 8.3 shows how it first analyzed and compared 

the NASA standard to each of the statements from each stage shown in Figure 8.1, 
including Safety Requirements, Derived Requirements, and Safety Verification 
Documents. In each stage, ChatGPT-4o provided a summary about DIID along with 
some comments. For example, in the Derived Safety Requirements, ChatGPT-4o 
identified the statements “address specific scenarios of memory corruption and 
recovery” and then states that the requirements “narrow the scope” compared to 
the NASA standard. These statements are correct, and the ChatGPT-4o response 
is the type of insight that can aid system and software engineers reviewing these 
statements.

I will provide a list of statements, from so
ware requirements and development

documents, and I want to detect where the statements are inconsistent, incomplete,

or there are discrepancies as compared to the NASA 8739.8 so
ware standard. 

Please be specific in your responses and provide suppor�ng ra�onale for the

answers. 

The Safety Requirements for the so
ware include the following statement: 

� The so
ware detects inadvertent memory modifica�on and recovers to a known

safe state.

The Derived Requirements for the so
ware include the following statements: 

� The so
ware must detect accidental heap memory corrup�on from a so
ware

defect or bug 

� The so
ware must return to a known safe state when accidental heap memory

modifica�on is detected. 

The Safety Verifica�on documents from the so
ware developer including the

following statement: 

� The so
ware design includes a “System Monitor' component that detects heap

memory modifica�ons and, when detected, returns the system to a known safe

state. 

Analyze these statements as compared to the NASA 8739.8 standard and iden�fy

where the statements are inconsistent, incomplete, or there are discrepancies as

compared to the NASA 8739.8 so
ware standard.

FIGURE 8.2 ChatGPT-4o prompt to detect document incompleteness, inconsistencies, and 
discrepancies (DIID).
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In addition to the response above, ChatGPT-4o also provided the recommenda-
tions shown in Figure 8.4. Not only are these recommendations accurate, but they 
also provide keen insights into the level of evidence and data that provides confidence 
in software safety, at least with respect to memory corruption. These types of rec-
ommendations can help software developers and certification authorities provide a 
data-driven and independent view of software safety information.

To assess the provided statements against the NASA-STD-8739.8 So�ware Assurance and So�ware

Safety Standard, let's examine the consistency, completeness, and alignment of each statement.

Safety Requirements

• "The so�ware detects inadvertent memory modifica�on and recovers to a known safe state."

This aligns with the NASA-STD-8739.8 safety-cri�cal so�ware requirements that mandate so�ware

must:

• Detect, report, and take correc�ve ac�on if the system reaches a poten�ally hazardous state.

• Ini�alize to a known safe state on startup or a�er restarts.

The statement meets the standard broadly but lacks explicit details about the mechanisms for detec-

�on and recovery.

Derived Requirements

1. "The so�ware must detect accidental heap memory corrup�on from a so�ware defect or bug."

2. "The so�ware must return to a known safe state when accidental heap memory modifica�on is 

detected."

Both derived requirements address specific scenarios of memory corrup�on and recovery. However:

• These requirements narrow the scope to heap memory corrup�on, poten�ally excluding other 

types of inadvertent memory modifica�ons (e.g., stack or global memory) that could lead to un-

safe states. The standard requires a broader coverage of detec�ng any hazardous memory con-

di�on.

Safety Verifica
on Document

• "The so�ware design includes a 'System Monitor' component that detects heap memory modifi-

ca�ons and, when detected, returns the system to a known safe state."

This statement aligns well with the derived requirements but does not fully encompass the broader

safety requirement. The focus is on heap memory modifica�ons, which may not cover all poten�al

inadvertent memory issues. Furthermore:

• There is no explicit men�on of how the "System Monitor" achieves these ac�ons, which is neces-

sary for verifica�on against the standard's emphasis on traceability and hazard mi�ga�on.

Iden
fied Inconsistencies and Gaps

1. Incompleteness of Scope:

The safety requirement covers all inadvertent memory modifica�ons, but the derived require-

ments and verifica�on statements only address heap memory. This discrepancy could lead to insuf-

ficient coverage of other cri�cal memory areas.

2. Verifica�on Specificity:

The verifica�on statement describes a system monitor but lacks details about tes�ng and valida-

�on, which are required to ensure compliance with the standard's rigorous safety verifica�on pro-

cesses.

3. Traceability and Tes�ng:

The derived requirements and safety verifica�on document should include bi-direc�onal traceabil-

ity to show alignment with safety-cri�cal requirements. This traceability ensures completeness in

iden�fying and mi�ga�ng all hazards associated with memory modifica�ons.

FIGURE 8.3 ChatGPT4o DIID detection response.
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Current methods of detecting DIID are time-intensive and require humans to 
both find and analyze these statements at each stage to ensure software safety. This 
safety requirement example depicted in Figure 8.1 shows how ChatGPT-4o can assist 
humans in detecting DIID quickly in standards and policy documents for additional 
analysis. LLMs are becoming more capable and accurate, and this example demon-
strates the vital role LLMs will have in assisting software engineers. The analysts, 
who are assumed to be experts in safety-critical requirements and regulations, can 
use this information to locate related areas in documents and rectify them.

This example demonstrates how LLMs can detect DIID and provide useful assis-
tance to human software engineers. However, it also hints at areas of caution for soft-
ware engineering and the essential role of experienced software engineers. For example, 
while ChatGPT-4o’s recommendations are accurate compared to the NASA standard, 
human engineers should decide if some requirements do not apply to the system context.

This case study example also applies LLMs to areas that play to the strengths 
of LLMs. For example, determining what the decomposed software safety require-
ments should be for a specific system context is an important analysis that should be 
driven by humans with a review process, and using LLMs could be high risk if the 
LLM is incorrect in generating the requirements. However, using LLMs to detect 
DIID has lower risk because the LLMs are analyzing information we provide, which 
yields better and more accurate LLM responses.

The potential time savings and impact of using LLMs for DIID detection can be 
best understood by considering the software development context and expanding on 
the use case. DIID detection can be applied in multiple dimensions to extend and 
expand the approach, as shown in Figure 8.5, which provides a matrix for under-
standing the complexity of identifying DIID in the context of software policies 
or standards relative to software development artifacts. The vertical axis, labeled 
“Policy Scale,” reflects the number of policy or standard documents being examined. 
At the top of the scale, the task involves identifying DIID across multiple policy 
documents, which inherently requires a more comprehensive review. In contrast, the 
bottom portion of the scale focuses on DIID detection within a single policy docu-
ment, narrowing the scope of analysis, which often simplifies the process.

Recommenda�ons

1. Expand the derived requirements to include all types of inadvertent memory modifica�ons

(heap, stack, and global memory) to align with the broader scope of the safety requirement.

2. Provide detailed descrip�ons in the safety verifica�on document about how the "System Moni-

tor" func�ons and include valida�on methodologies.

3. Ensure traceability between the safety requirement, derived requirements, and verifica�on

steps to sa�sfy the traceability criteria outlined in NASA-STD-8739.8.

4. Include specific test cases and results for memory corrup�on scenarios, demonstra�ng the sys-

tem's capability to detect and recover from various types of memory issues.

By addressing these gaps, the requirements and verifica�on processes will be�er align with NASA's

so�ware safety standards. Let me know if you'd like to refine any of these points or need addi�onal

guidance.

FIGURE 8.4 ChatGPT-4o DIID recommendations.
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The horizontal axis of the figure, labeled “Software Artifact Scale,” indicates 
the number of software artifacts involved in the comparison. As we move towards  
the right, the scale increases to multiple software artifacts being compared against the 
policy or standard documents. The more complex scenario is shown in the upper-right 
quadrant of the matrix; it requires a broader analysis of multiple documents and arti-
facts, potentially revealing more extensive DIID issues. In the lower-left quadrant, 
the analysis focuses on comparing a single policy document with a single software 
artifact, which is a less complex but still important comparison. Together, these axes 
define the scope of the DIID analysis, with the scale increasing both vertically (more 
policies to compare) and horizontally (more artifacts to assess), leading to a more 
detailed and expansive investigation of DIID across the SDLC.

As the scale of DIID detection increases, the estimated time savings from 
AI-assisted detection become more significant. In smaller-scale scenarios, such as 
comparing a single policy document to one software artifact, LLMs can quickly 
identify inconsistencies and discrepancies, potentially reducing the manual effort 
required. As the scope expands, however, the time savings increase significantly, 
particularly when multiple policy documents and software artifacts are involved.

LLMs can process large volumes of data, cross-reference multiple documents and 
artifacts simultaneously, and flag discrepancies at a faster rate than human analysts. 
With each increase in both policy and software artifact scale, AI-assisted systems 
reduce the overall time needed for human detection, enabling more time for humans 
to perform deeper analysis to assess and resolve the identified DIID. The ability of 
LLMs to handle these complex, large-scale comparisons not only accelerates the 
DIID detection process but also ensures a higher level of accuracy and consistency, 
making them an invaluable tool as the scale of the analysis expands.

8.5 CONCLUDING REMARKS

This chapter explored using LLMs to improve software verification and compliance with 
regulatory standards. Using a software safety case study, we explored how the opportuni-
ties and risks of applying LLMs in the SDLC can be addressed and integrated into new 
SDLC workflows. We demonstrated using LLMs to perform DIID detection in software 
safety requirements and artifacts in the context of a NASA software safety standard.

FIGURE 8.5 Scaling DIID detection.
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The following are key observations and ongoing areas of study in conducting the 
DIID analysis work described in this chapter:

• LLM-Driven DIID Detection Can Help Ensure Compliance in 

High-Stakes Domains: LLMs are maturing to the point where they can 
be applied to detect and rectify DIID in software-reliant systems. DIID 
detection is increasingly important in high-stakes (and thus often regulated) 
domains, such as healthcare, aerospace, and defense. This chapter provided 
a foundation for understanding the capabilities and future directions of 
DIID detection, which are critical to ensure compliance and minimize risks 
associated with non-conformance to regulations.

• Leveraging Vector and Agent-based LLM Architectures Enhances 

Document Analysis Efficiency: The emerging role of LLMs augmented 
with vector databases and/or agent-based architectures has demonstrated 
promising results that enhance the efficiency and accuracy of DIID detec-
tion. By leveraging semantic similarity across texts, LLMs offer an inno-
vative approach to handling the expansive and complex documentation 
inherent in government projects. Moreover, the introduction of prompt 
engineering as a means to customize LLM interactions via prompt pat-
terns (White, Fu, et  al., 2023) enables newly tailored automation, align-
ing closely with the specific requirements and frameworks of software 
acquisition.

• Collaboration between Developers and LLMs is Essential for Effective 

Software Engineering: It is unrealistic to expect today’s LLMs to gener-
ate complete and flawless software-reliant systems from scratch. Instead, 
they should be viewed through the lens of generative augmented intel-
ligence (AI+), where developers work together with AI-augmented tools. 
We are applying this type of collaboration in our research, teaching, and 
programming (e.g., by working hand-in-hand with LLMs like ChatGPT, 
Gemini, and Claude), but we do not expect them to generate all software 
artifacts. Instead, we do much of the design, decomposition, and some of 
the implementation tasks, and then have LLMs augment us and our team-
mates with tasks otherwise tedious and/or error-prone to perform manu-
ally. We thus use LLMs to supplement our skills, rather than to supplant 
them, recognizing that the effective use of LLMs requires a combination 
of prompt engineering and human oversight to maximize benefits and 
minimize risks.

Our work to date provides a basis for additional research in the following areas that 
extend the potential benefits for software acquisition and potentially into other domains:

• Recommending Resolutions: Our future work will focus on the seman-
tic and contextual information used in DIID detection to suggest relevant 
recommendations for resolving identified issues. We also expect prompt 
engineering will provide humans with effective methods and tools to 
gain insight into specific contexts and codify prompt patterns to resolve 
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DIID detections. Future research should also include testing frameworks 
and benchmarks that characterize and enable validation of provided DIID 
recommendations.

• Extending into AI-Augmented Software Engineering: The example 
shown in Figure 8.1 can be extended beyond safety verification to include 
inconsistency checks against various software engineering artifacts, for 
example to assist with requirements elicitation. The application of LLMs 
to software engineering and related artifacts is an active area of research 
(Carleton et al., 2021, 2023; Ozkaya et al., 2023).

• Ethical Considerations: Bias and fairness are known challenges with 
LLMs, so future research should consider the impact of these issues in the 
context of SDLC processes. Research concerning fairness in document 
summarization (Zhang et al., 2023) provides insights on how to character-
ize and possibly mitigate these issues.

Looking ahead, the opportunity for further research on AI-augmented DIID  detection 
is both extensive and enticing. The potential to expand the scope of LLM applications 
to encompass recommendation systems for resolving DIID detections or to integrate 
LLMs more deeply into other stages of software engineering underscores the poten-
tial impact of this research. Further research is needed to refine the accuracy of detec-
tion mechanisms, enhance the utility of LLMs for non-specialist users, and extend the 
capabilities to more complex and diverse document sets. By streamlining software 
acquisition processes, these advances can safeguard the integrity and efficacy of mis-
sion- and safety-critical applications and operations in high-stakes domains.
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9.1 INTRODUCTION

Artificial intelligence (AI) started early in computer science and engineering. 
Scientists and engineers tried to create systems capable of performing tasks 
requiring human intelligence. The ambition was to create a system that works 
like the human brain (McCulloch & Pitts, 1943) and then to achieve machine 
intelligence (Turing, 1950). In 1956, the term “Artificial Intelligence” was used to 
describe intelligent machines (McCarthy, 1956, 1988). Since then, AI has never 
stopped developing. However, due to the limitations of technology and computer 
processing power, progress was relatively slow until recent decades. Since the 
development of the Transformer architecture (Vaswani et al., 2017) and the sub-
sequent release of ChatGPT, an autonomous machine learning system and large 
language model (LLM) developed by OpenAI in late 2022 and its success, AI 
applications have suddenly accelerated. According to The Guardian, it became 
the fastest-growing consumer software application in history, gaining over 100 
million users and contributing to the growth of OpenAI’s current valuation of $86 
billion (Guardian, 2024).

LLMs are a specific application of AI, particularly within the subfield of natural 
language processing (NLP) (Fanni et al., 2023). NLP enables machines to inter-
pret and generate human language, while LLMs are able to do so on a large scale. 
These models are part of a broader category known as generative AI (GenAI), which 
focuses on creating content such as text, images, or audio. AI applications, including 
ChatGPT, like all new technologies, offer a variety of benefits to users, organiza-
tions, and governments as well as educational institutions. However, AI and LLMs 
have drawbacks due to their impacts on various areas such as education and society, 
particularly cybersecurity, privacy, and trust. Quickly after the release of ChatGPT, 
multiple investigations, reports, and research started to look at many aspects of these 
technologies. This chapter reviews the areas impacted by LLMs in cybersecurity, 
privacy, trust, and various related issues. The chapter concludes with user awareness 
and future perspectives.
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9.2 INTERACTION WITH AI CHATBOTS

A chatbot is a computer program that simulates and processes human conversation 
(either written or spoken), allowing humans to interact with digital devices as if com-
municating with a real person. Chatbots can be simple programs that answer a simple 
query with a single-line response. They can also be sophisticated digital assistants 
that learn and evolve to deliver increasing levels of personalization as they gather 
and process information. Human interaction with almost all chatbots powered by AI 
is through NLP by text input or voice-to-text when users speak their questions into 
a device, which converts the speech into text for the chatbot to process and respond. 
NLP enables AI to interpret and respond to text or speech inputs, facilitating commu-
nication between humans and applications, such as chatbots, voice assistants, support 
systems, autonomous vehicles, or other machines (Adamopoulou and Moussiades, 
2020).

Just like in natural language, two people might express themselves differently or 
phrase the same question in various ways. They might use different words to describe 
their needs or may not yet have the skills to clearly articulate the task. Sometimes, 
for specific tasks, users are trained to write in a particular style or use specific guide-
lines for consistency. Even in these cases, people might spontaneously produce dif-
ferent formulations. People might not use the same questions or descriptions when 
formulating their needs or have not learned the skills to formulate the task. Creating 
input prompts in specific ways to guide the AI model’s responses is called “prompt 
engineering.” How a question or statement is phrased can significantly impact the 
information returned by the AI.

9.3 PROMPT ENGINEERING

Repetition prompt engineering refers to developing and optimizing prompts to uti-
lize LLMs effectively. For example, one might ask, “I want to go on vacation. 
Where should I go?” AI might answer one way since the request lacks precision. 
Now, if the user asks, “You are a professional guide in Rome. For a 3-day fam-
ily trip with two kids of 5 and 10 years old to Rome, can you create an itinerary 
including daily schedules and accommodation suggestions?” AI will provide more 
specific response. The same can be true for image, music, sound generation, etc. 
The different descriptions might provide different answers. Various prompt engi-
neering guidelines exist for LLM users, AI researchers, and all information seek-
ers in domains such as healthcare (Heston & Khun, 2023), security, and education 
(Marvin et al., 2024).

It is essential to highlight two key aspects of prompt engineering. First, there is a 
distinct difference between using search engines and LLMs. While a search engine 
can provide a list of relevant sources from a single keyword, an LLM prompt needs 
to be more detailed, setting the context for the response by specifying elements such 
as the scenario and response parameters—what, where, when, why, who, and how. 
The Transformer model, which powers LLMs, processes information iteratively, 
first establishing context before generating facts, making context a crucial factor in 
obtaining accurate responses.
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Second, effective interaction is necessary to achieve a satisfactory response from 
an LLM. After receiving an initial answer, users can refine their queries by request-
ing more details, asking for examples, modifying parts of the response with new 
information, and so on. Engaging in dialogue is key to optimizing the quality of 
responses and achieving successful prompting.

9.4 CONTENT GENERATION FOR CYBERATTACKS

People use AI chatbots for various purposes, including text creation and content gen-
eration, email drafting, coding, solving coding problems, debugging, and generating 
images and sounds. Like all tools, they help people and organizations improve their 
productivity and efficiency to accomplish various tasks with lower costs due to a 
lower need for human resources, which makes them favorable for all enterprises.

Content generation for legitimate tasks improves productivity and also benefits 
cyber-attackers’ tasks. Attackers can generate content quickly and create spam 
mail. Attackers might use AI chatbots as much as developers do, for example, code 
vulnerability detection to find vulnerabilities easily and start attacks, engage in 
social engineering, etc. All these factors have a significant impact on cybersecu-
rity. Interestingly, it is reported that a hacker has created a version of ChatGPT, but 
with malicious intent: Meet WormGPT, a chatbot designed to assist cybercriminals 
(Burgess, 2023).

Coders might also use an LLM to produce code. LLM-produced code might be 
insecure; thus, deploying insecure code to a production application might uninten-
tionally introduce vulnerabilities. This is particularly troubling for users with little 
prior knowledge or incomplete coding knowledge. In a 2021 study, researchers found 
that GitHub’s Copilot—a code-generating predecessor to ChatGPT—produced secu-
rity issues around 40% of the time (Arghire, 2021).

In recent years, OpenAI claims it has established policies and implemented 
measures to prevent cyber-attackers from using ChatGPT for malicious purposes 
(OpenAI, 2024). These measures include content filtering to detect and block inap-
propriate or harmful content and monitoring and logging to detect patterns of mis-
use. Access control to the most potent versions of the model is needed to reduce the 
likelihood of the technology falling into the wrong hands and to create channels 
for reporting misuse. Some techniques, such as rate limiting, anomaly detection, 
and prompt engineering, seem to be employed to limit the ability of users to gener-
ate harmful content or automate malicious activities. However, many different tech-
niques were also created to bypass these measures.

9.5 JAILBREAKING

The term jailbreaking is generally used for devices such as iPhones that are “locked 
down,” and users cannot install apps that Apple has not approved. An example of 
jailbreaking an iPhone would be using a tool to bypass Apple’s security restric-
tions. Once jailbroken, the user can install apps that are not available on the App 
Store. Jailbreaking an iPhone gives users the power to customize their device beyond 
Apple’s factory restrictions and download and install unauthorized apps from outside 
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the official App Store. However, it comes with significant risks to users’ data and 
mobile security (https://www.aura.com).

In the context of AI, jailbreaking is getting a GenAI system model, such as an AI 
chatbot, to do or say unintended things through prompting. This is possible due to an 
architectural problem that does not differentiate between original developer instruc-
tions and user input instructions.

Jailbreaking uses several adversarial prompt techniques to trick an LLM into 
answering specific questions beyond the restrictions. Prompts that successfully jail-
break the model often provide context for specific scenarios that the model has not 
been trained against.

Jailbreaking can be used on both the defensive and offensive sides of cybersecu-
rity. On the offensive side, malicious actors can exploit this jailbreaking to bypass 
ethical constraints and extract restricted or harmful outputs from the model (Gupta 
et al., 2023). Cyber offenders can use GenAI to perform cyberattacks by directly 
extracting the information or circumventing OpenAI’s policies. For example, attack-
ers can use the GenAI tools to create a convincing social engineering attack, phish-
ing attack, attack payload, and malicious code snippets that can be compiled into an 
executable malware file (Poremba, 2023). Cyber defenders can also use it to enhance 
their threat intelligence capability by extracting insights and identifying emerging 
threats (Kost, 2023).

Jailbreaking and related terms are often used interchangeably with “Direct 
Prompt Injections.” However, these techniques are not the same. Jailbreaking is a 
technique used to bypass ethical, safety, or operational restrictions set by device 
producer. Jailbreaking could involve direct prompt injections but may include other 
techniques like exploiting system flaws or vulnerabilities.

9.6 PROMPT INJECTION

According to IBM, “A prompt injection is a type of cyberattack against large lan-
guage models (LLMs). Hackers disguise malicious inputs as legitimate prompts, 
manipulating generative AI systems (GenAI) into leaking sensitive data, spreading 
misinformation, or worse.” (Kosinski & Forrest, 2024).

Several prompt injection techniques can be used, making LLM applications 
answer specific questions beyond the restrictions by answering any queries. Prompts 
that successfully jailbreak the model often provide context for scenarios that the 
model has not been trained against. GenAI models cannot understand the difference 
between original developer instructions and user input instructions.

There are two types of prompt injections: Direct and Indirect.

9.6.1 direct proMpt injection

Direct prompt injection refers to a manipulation technique in which a user inputs a 
carefully crafted instruction into an AI model designed to bypass its usual content 
moderation, security, or operational constraints. It involves giving the model prompts 
designed to alter its behavior, often causing it to output information it otherwise 
would not. Thus, direct prompt injection allows attackers to exploit backend systems 
by interacting with insecure functions and data stores accessible through the LLM.

https://www.aura.com
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One common technique is “Do Anything Now (DAN).” DAN is a prompt that can 
direct LLM applications to operate beyond their restrictions, safeguards, and ethical 
guidelines and answer any queries. For instance, you can tell an LLM to generate two 
types of responses whenever you ask a question. One response is how the AI model 
would usually reply, and the other response would be giving inappropriate advice, 
revealing sensitive information, or performing unethical tasks.

9.6.2 indirect proMpt injection

The indirect prompt injections make an LLM accept input from external sources 
controlled by an attacker. In this case, the attacker embeds a prompt injection in 
the external content, hijacking the conversation context. Thus, these results make 
LLM output less reliable and enable the attacker to manipulate the user. The indirect 
prompt injections do not need to be human-visible/readable if the text is parsed by 
the LLM.

Indirect prompt injection can result in an infection attack in which the attacker 
embeds malicious or misleading instructions into the model’s input or output via 
the training data of the AI system, and influencing its output when the data is 
accessed. The attacker’s objective can be instructing the AI to disclose informa-
tion or behave in unintended ways, infecting the model with specific behaviors, 
information, or responses such as hallucination. Hallucination is the term used to 
describe the situation when LLM models output false information as if it were true 
(Maynez et al., 2020).

9.7 SOCIAL ENGINEERING

Social engineering is any action used to influence a person to take an action that may 
or may not be in their best interest. In the context of information security, it refers to 
the psychological manipulation of people into performing actions or divulging confi-
dential information. Social engineering techniques aim to gain unauthorized access 
to systems or information to commit acts such as fraud, network intrusion, industrial 
espionage, or identity theft (Moallem, 2019).

There are many ways that LLMs can be used for social engineering. One example 
would be to write a scam email. In a targeted attack, information about the victims 
can be quickly and easily collected and used in scam phone calls, phishing emails, 
etc. AI tools can also generate multiple scam messages and code variations, making 
it difficult for spam filters and malware detection systems to identify repeated pat-
terns (Cole, 2023).

To better understand how attackers can capitalize on GenAI, investigators con-
ducted a study to see if GenAI models have the same deceptive abilities as the 
human mind in writing phishing emails following a social engineering approach 
(Carruthers, 2023). The researcher then used simple prompts to collect specific infor-
mation needed to create a phishing email and, based on that, asked a GenAI model 
to develop highly convincing phishing emails in just five minutes. The same task was 
given to the investigator team. It took them about 16 hours to do so.

In an illustration, Jeff Crum at IBM shows that phishing emails written by humans 
are more convincing than those generated by AI. However, it seems extremely 
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difficult for even a knowledgeable human to beat AI’s 5-minute efficiency (Crum, 
2024). Consequently, with good skill in prompt injection, one can imagine how effi-
cient social engineers can be in creating scenarios for any type of tricking, such as 
phone calls and text messages.

9.8 DATA PROTECTION

Extensive usage of LLMs in applications such as chatbots raises many issues related 
to safeguarding sensitive user information. Training LLMs requires collecting and 
processing a massive amount of data, including user data. Like all systems, LLM 
data might also be subject to a data breach. For example, in 2023, a cyber-attacker 
gained access to the internal messaging systems of OpenAI, the maker of ChatGPT, 
and stole details about the design of the company’s AI technologies (Metz, 2024). 
There are also other issues, such as the protection of collected personal and sensitive 
training data and protection from information leakage. For instance, in one reported 
case, employees unintentionally leaked internal source code to ChatGPT, highlight-
ing the risk of accidental data exposure when using public LLM tools (Ray, 2023). In 
another example, a group of security researchers revealed a new attack that secretly 
commands an LLM to gather people’s personal information—including names, ID 
numbers, payment card details, email addresses, mailing addresses, and more—from 
chats and send it directly to a hacker (Burgess, 2024).

GenAI data security risks might also occur, usually due to bugs or security vul-
nerabilities in the core platform, such as Cross-Site Scripting (XSS) or vulnerabilities 
related to LLM plugins and add-on tools developed to enhance the system’s capabili-
ties. Plugin vulnerability, if exploited, could facilitate the theft of plugin credentials, 
granting attackers unauthorized access to associated accounts. Such breaches com-
promise individual user accounts and pose broader security risks to organizations 
leveraging these plugins within their infrastructure (Carmel, 2024).

9.9 DATA BREACH

LLMs rely massively on the dataset that is used to train the model. A large amount of 
data on the Internet relates to people. Consequently, storing and processing massive 
amounts of data makes them prime targets for data breaches. Cyber-attackers might 
gain unauthorized access or manipulate model inputs or outputs, compromising the 
model’s integrity and the confidential data it holds. In 2023, Samsung discovered an 
accidental leak of sensitive internal source code by an engineer who used ChatGPT 
to assist with coding tasks, inadvertently inputting confidential data into the AI 
model. The data included proprietary source code and internal meeting notes related 
to hardware development.

In another case, OpenAI reported that on March 20, 2023, it discovered a bug in the Redis 
client open-source library that allowed some users to see titles from another active user’s chat 
history. OpenAI reported identifying the bug and resolving the issue (OpenAI, 2023).

People input sensitive data like clinical notes into tools like ChatGPT; for exam-
ple, a physician might use an LLM to analyze patient data or generate reports and 
enter some identifiable patient information in the request submitted to the LLM. 
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However, users might not realize that once their personal information is entered, it is 
used to train models (Jones, 2024; Roy, 2024).

Due to the extensive usage of LLMs in various applications and the large amount 
of data they handle, the number of data breaches might be even more significant once 
this technology propagates and expands.

9.10 DATA PRIVACY

Another cybersecurity issue of LLMs, including ChatGPT, is data privacy.
Training data might include personal data such as text conversations, speech, and 

other publicly available personal information. For example, Google’s data privacy 
policy indicates, “We may collect information publicly available online or from other 
public sources to help train Google’s AI models and build products and features 
like Google Translate, Bard, and Cloud AI capabilities” (Google, 2023; Weatherbed, 
2023). The ChatGPT training data can also include data from public dialogue sites 
or forums such as Reddit, Facebook, Quora, and so on, unless the sources blocked 
OpenAI’s crawler, which will limit ChatGPT’s ability to access them (Bogle, 2023; 
Burgess, 2023; Thorbecke, 2023).

Social media technologies—with their elaborate infrastructures for uploading, 
commenting, liking, and sharing—have created an almost ideal environment for 
manipulation and abuse through misinformation such as fake news or junk news. The 
media landscape has changed as distrust in the media continues to grow. The influ-
ence of fake news at a political level is very sensitive since it shapes elections, but in 
many other areas, misinformation and fake information indirectly shape the popula-
tion’s behavior. Examples of this are scientific issues or medical and pharmaceutical 
topics, to name a few. Consequently, the effect of trust in LLMs, including ChatGPT, 
in shaping people’s behavior will be one of the significant areas of investigation.

A study utilized a tool to examine contextual privacy leaks in LLMs, revealing 
concerns about data privacy. The findings indicate that, despite extensive fine-tuning 
with reinforcement learning, ChatGPT discloses private information in situations 
where humans typically would not—57% of the time for GPT compared with 39% 
for humans (Mireshghallah & Kim, 2024).

Another privacy and AI concern is that LLMs can aggregate dispersed personal 
data to create comprehensive profiles of individuals. Such profiles can then be mis-
used for malicious activities such as identity theft, financial fraud, manipulation, 
sabotage, blackmail, discrimination, and harassment. Attacks can be personal, eco-
nomic, political, and criminal.

9.11 CONTENT OWNERSHIP AND COPYRIGHT

ACM and IEEE do not permit listing AI as a co-author of scientific publications. 
Creating all types of content—text, image, audio, and video—using AI like ChatGPT 
poses significant copyright concerns, mainly when the AI draws inspiration from 
copyrighted material, including licensed open-source resources (Lee et al., 2024).

In general, creating new original content is protected under copyright laws. The 
U.S. Copyright Office recognizes copyright only when a human being creates the 
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work, and nonhuman authors are excluded from this right. Copyright holders are 
also responsible for enforcing their rights and acting against unauthorized use. Now, 
through interaction with GenAI, humans can generate human-like text, translate 
languages, and write different types of creative content (Zirpoli, 2023). A question 
that arises is about ownership of the copyrighted content created in interaction with 
AI. Also, GenAI becomes an active stakeholder in content creation. Thus, can it be 
considered a “coauthor” of the content (Bozkurt, 2024)? Considering that GenAI uti-
lizes human language and sometimes uses sophisticated prompts to generate outputs, 
should it at least be acknowledged that the content created is a co-creation? Knowing 
that GenAI learns and produces responses based on pre-existing work, how much 
copyrighted material is used to inspire the content creator (Eke, 2023; Bakla, 2023)? 
ChatGPT can generate text that is similar to existing content; using this feature to 
plagiarize content from other sources might be considered as copyright infringement 
and can result in legal action.

9.12 ETHICS AND SOCIETAL IMPACTS

Several areas of concern regarding the ethical and societal impacts of LLMs exist. 
Primarily, extensive data collection may be ethically questionable or illegal, depend-
ing on where it comes from or how it is obtained. LLM models such as ChatGPT rely 
on a large amount of text amassed on the Internet, making the origin challenging to 
detect. Consequently, establishing their outputs’ originality, verifiability, and accu-
racy will remain questionable and challenging (Stahl & Eke, 2024).

Other ethical and societal issues are misinformation and disinformation (Hsu &  
Thompson, 2023). In the case of misinformation, it involves false or inaccurate 
information shared without the intent to deceive. It is often spread due to misun-
derstanding, lack of fact-checking, or unintentional errors. For example, one might 
share a fake news article on social media without realizing it is false. In the case 
of disinformation, it involves false or misleading information deliberately created 
and spread with the intent to deceive or manipulate public perception. For example, 
people may use fake information and chatbots to lobby for political influence in elec-
tions (Sanders & Schneier, 2023).

Additionally, the question arises of how human-like robots will be treated—as 
machines or as living entities deserving of rights? Consequently, many moral and 
ethical questions must be considered as these technologies develop, enabling new 
possibilities (Vincent, 2022).

Another issue is exposing children to harmful content. This is one of the reasons 
Italy temporarily suspended the processing of personal data by OpenAI (Pollicino 
et al., 2023). The Italian data protection authority was concerned that data were being 
collected that may not have been in compliance with data protection law. Another 
reason was the lack of age verification by the platform, which could expose children 
to harmful content.

Several tools are being developed to assess the trustworthiness of GenAI models 
along different dimensions, such as privacy (Wang et al., 2023; Bahrami et al., 2024). 
However, it is still too early to say that these tools are fully reliable.
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An emerging ethical issue in AI is the authenticity of authorship and identity in 
publicly available resources. For instance, the recently published book “Forager’s 
Harvest 101”, credited to Diane Wells et al. (2024), raises questions about authen-
ticity when a closer examination reveals that the author’s profile photograph was 
generated by StyleGAN2 (Karras et al., 2020), an AI model capable of creating 
highly realistic but entirely synthetic images. This situation casts doubt on whether 
the content was genuinely authored by a human or generated by AI. In cases like 
this, the ethical implications extend beyond transparency; misinformation on criti-
cal topics—such as foraging, which requires accurate knowledge of edible and toxic 
plants—could pose serious risks to readers. By blurring the lines between genuine 
expertise and AI-generated content, such practices can mislead readers into trusting 
information that lacks human oversight, accountability, and authenticity, ultimately 
compromising safety and ethical standards in knowledge dissemination.

9.13 TRUST

Social psychology widely studies how people trust a person, a community, a society, 
or an organization. Trust in computers and computer applications has also been the 
subject of extensive research due to their widespread use in everyday life (Hancock 
et  al., 2011). Studies on human–automation interaction have shown that excessive 
trust can lead to complacency and automation bias, where users fail to question or 
verify automated recommendations (Parasuraman & Manzey, 2010).

People expect software to deliver the truth, the whole truth, and nothing but the 
truth, i.e., to be 100% reliable. This expectation is justified in the case of classi-
cal programming based on the deterministic approach, even if it is very difficult to 
achieve. However, this expectation is not justified in the case of AI, especially AI 
based on machine learning, which is used in LLMs. Given a context, the goal of an 
LLM is to estimate the next word in the sentence on the basis of pre-processed big 
data. By definition, an estimate may differ from the true value. As a result, an LLM 
may “hallucinate,” giving false or even fabricated answers, including nonexistent 
academic citations (Buchanan et al., 2023), that mislead the user. For an inexperi-
enced user, hallucinations are difficult to recognize. They should verify any fact that 
is provided by an LLM by checking with reputable sources. Even if they are aware of 
the possibility of hallucinations, users usually do not check all the facts provided by 
the LLM because it is too much work. Furthermore, when an LLM presents a 100-
word text as output, 97 words of which are correct and just three words of which are 
a hallucination, the user gains confidence in the text and easily overlooks these three 
erroneous words (Walczak & Cellary, 2023).

Even worse than factually incorrect LLM answers are logically incorrect answers. 
LLMs can be used to solve some mathematical problems. In some cases, not only 
are the solutions of such problems wrong, but so is the explanation provided by an 
LLM. As a result, a misled user learns not only false facts but also flawed methods 
(Walczak & Cellary, 2025).

The next problem with LLMs based on machine learning that can mislead 
users is bias. Bias in machine learning describes a consistent, inherent deviation in 
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responses that results in a systematic skew from accurate outcomes across similar 
types of data or situations.

A distinction can be made between technical and social bias. Technical bias 
includes model bias, algorithmic bias, and data bias. Model bias is not only unavoid-
able but also necessary for machine learning to make predictions. Algorithmic bias 
comes from the functioning of the Transformer—the core program of GenAI used 
in LLMs. Data bias occurs when the training dataset does not accurately represent 
the real world.

Social bias refers to the presence of prejudicial assumptions or discrimination. 
It can occur in two ways. First, the training dataset used in an LLM contains his-
torical, societal, or cultural biases against certain groups of individuals based on 
attributes such as race, gender, age, sexual orientation, religion, and more. The LLM 
will then reproduce these biases. Even if overtly biased features are removed from 
the training dataset, machine learning systems can still learn bias through unobvious 
attributes that correlate with sensitive attributes. Second, it can occur when human 
trainers label data in the fine-tuning process according to their subjective beliefs and 
opinions.

To debias, LLMs filter out responses that are deemed inappropriate or refuse to 
respond to prompts that are deemed inappropriate. But in a multicultural world, who 
has the right to decide what is appropriate and what is not?

9.14 MANIPULATION OF USERS’ PROMPTS

Modern LLMs such as ChatGPT have evolved beyond text generation to now offer 
the ability to create multimedia content, including images, audio, and interactive ele-
ments. This marks a significant advancement in AI, enabling users to produce visuals 
and other media directly from written prompts, expanding creative and professional 
applications. Image generation, as implemented in models like DALL-E, relies on a 
technique called diffusion (Sohl-Dickstein et al., 2015). Diffusion models start with 
random noise and iteratively refine it, guided by the textual input, until a coherent 
image emerges that aligns with the prompt. This process leverages deep neural net-
works trained on large datasets of paired images and text to capture complex visual 
representations, making it possible to generate high-quality, customized images from 
simple descriptions.

In the pursuit of delivering high-quality, user-satisfying results, image genera-
tion models often go beyond directly interpreting the user’s prompt. Instead, they 
enhance it by adding context, descriptive details, or stylistic guidance, generating 
a “system prompt” (Reynolds & McDonell, 2021). By interpreting the underlying 
intention behind a prompt, the model can create highly varying visuals. Consider 
the following user prompt submitted to ChatGPT: “Generate an image of a group of 
people on a city street.”

ChatGPT uses its integrated DALL-E image generator to create the image. However, 
ChatGPT passes to the generator an enhanced system prompt instead of the original 
user’s prompt. The actual system prompt processed by DALL-E was the following: 
“A lively group of diverse people walking and interacting on a bustling city street 
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during daytime. They are surrounded by tall buildings, shop fronts, and street signs, 
with some trees and benches along the sidewalk. The scene captures a modern, urban 
atmosphere with various individuals talking, carrying shopping bags, and some look-
ing at their phones. Cars are parked along the street, and the sky is clear with sunlight 
reflecting on the buildings.” The generated image is presented in Figure 9.1.

It is clear that if the system prompt was different, the image would also be differ-
ent. Consider the system prompt: “A group of drugged people walking, staying and 
sitting on a dirty city street. The scene includes men and women of various ages and 
ethnicities. They are wearing dirty and ragged wear. The background shows slums. 
It’s a cloudy day.” This prompt could also be an extension of the same user prompt, 
but the resulting image (Figure 9.2) is highly contrasting with the first one. Again, the 
question arises: who has the right to change user prompts?

9.15 CONSEQUENCES OF AI RESPONSES

Figure 9.3 summarizes the consequences of correct and incorrect LLM responses. 
When a user treats an LLM answer as mere inspiration, the likelihood of significant 
consequences is reduced. The higher risk of significant consequences occurs when 
an unknowing user uses an LLM to search for knowledge to solve a serious problem. 
Then, an LLM hallucination can turn into a disaster.

Consider that a user gets suggestions for a three-day family trip to Rome and 
gets a list of places to visit. The itinerary suggested might be good and acceptable. 
In addition, if some suggestions are not good, the consequences of visiting an unin-
teresting place are not catastrophic. Now, imagine if a user asks about vaccines and 
the output is unreliable scientific data, and the information offered is misinformation 
based on fake data. Then, the consequences could be far more severe.

FIGURE 9.1 An image generated by DALL-E based on system prompt 1.
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9.16 LAWS AND REGULATIONS

The need for laws and regulations becomes urgent as people and organizations 
continue to massively use LLM technology and its impact on social life, jobs, and 
society. Since AI technologies, specifically LLMs including ChatGPT, became very 
popular quickly, the legislative body could not provide the needed laws and regula-
tions. On the other hand, large companies do not necessarily want more legislation, 
as they wish to retain the flexibility to do as they wish. Consequently, they engage in 
extensive lobbying for the most minimal regulations.

Three basic approaches to AI regulation can be distinguished (Kwan et al., 2024) 
as follows:

• European Union’s approach—rights driven top down (27 governments);
• USA approach—market driven public/private partnership (government/

industry);
• China approach—state driven top down.

FIGURE 9.2 An image generated by DALL-E based on system prompt 2.
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The most precise and developed is the EU AI Act adopted by the European Council on 
May 21, 2024, which will be gradually applied within 3 years (European Parliament, 
2024; EU AI Act, 2024). The AI Act adopts a risk-based approach, where risk is 
defined as “the combination of the probability of an occurrence of harm and the 
severity of that harm” (EU AI Act, Chapter II, Art. 3).

Four levels of risk are distinguished.

 1. Unacceptable risk—Prohibited AI systems (EU AI Act, Chapter II, Art. 5)
 2. High-risk AI systems (EU AI Act, Chapter III, Art. 6, Annex III)
 3. General Purpose AI systems posing systemic risks (EU AI Act, Chapter V)
 4. Low risk AI systems (EU AI Act, Chapter X)

AI systems can be both standalone and embedded in other software products.
Prohibited AI systems include:

• Deploying subliminal, manipulative, or deceptive techniques;

FIGURE 9.3 Consequences of large language model (LLM) responses.
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• Exploiting vulnerabilities;
• Biometric categorization;
• Social scoring;
• Assessing the risk of an individual committing criminal offenses;
• Compiling facial recognition databases;
• Inferring emotions in workplaces or educational institutions;
• “Real-time” remote biometric identification in publicly accessible spaces 

for law enforcement, with some exceptions.

AI systems are considered high-risk if they profile individuals. High-risk AI systems 
include:

• Non-banned biometrics;
• Critical infrastructure;
• Education and vocational training;
• Employment, workers management, and access to self-employment;
• Access to and enjoyment of essential public and private services;
• Law enforcement;
• Migration, asylum, and border control management;
• Administration of justice and democratic processes.

Providers of high-risk AI systems must:

• Establish a risk management system;
• Conduct data governance;
• Draw up technical documentation;
• Design high-risk AI systems for record-keeping throughout the system’s 

lifecycle;
• Provide instructions for use to downstream deployers to enable the latter’s 

compliance;
• Design high-risk AI systems to allow deployers to implement human 

oversight;
• Design high-risk AI systems to achieve appropriate levels of accuracy, 

robustness, and cybersecurity;
• Establish a quality management system to ensure compliance.

General-purpose AI systems can serve a variety of purposes for both direct use and 
for integration with other AI systems. They may or may not pose a systemic risk. 
Providers of general-purpose AI systems that do not pose systemic risks must:

• Draw up technical documentation, including training and testing process 
and evaluation results;

• Draw up information and documentation to supply to downstream providers 
that intend to integrate the general-purpose model into their own AI;

• Establish a policy to respect the Copyright Directive;
• Publish a sufficiently detailed summary about the content used for training.
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If a general-purpose AI system poses a systemic risk, its provider, in addition to the 
four obligations listed above, must:

• Perform model evaluations, including adversarial testing to identify and 
mitigate systemic risk;

• Assess and mitigate possible systemic risks;
• Track, document, and report serious incidents and possible corrective mea-

sures to the European AI office and relevant national competent authorities;
• Ensure an adequate level of cybersecurity protection.

The low-risk AI systems must obey a code of practice that will be developed soon.
In the United States, there is currently no legislation equivalent to the European 

Union’s AI Act. However, an “Executive Order on the Safe, Secure, and Trustworthy 
Development and Use of Artificial Intelligence” was issued by President Joe Biden in 
October 2023 (Biden, 2023). Unlike a law, an executive order does not impose manda-
tory compliance requirements; rather, it applies solely to the executive branch of the 
federal government. The executive order outlines the following eight guiding principles:

• AI must be safe and secure;
• Promote responsible innovation, competition, and collaboration;
• Support and protect US workers;
• Advance equity and civil rights;
• Protect American consumers;
• Protect Americans’ privacy and civil liberties;
• Manage the risks from the Federal Government’s own use of AI;
• The Federal Government should maintain global leadership in its respon-

sible use of AI.

In August 2023, the Chinese government enacted “The Interim Measures for the 
Management of Generative Artificial Intelligence Services” (CAC, 2023). This regu-
lation governs the provision and use of AI within China, mandating the use of data 
and models from legitimate sources, ensuring that intellectual property rights are not 
infringed, and requiring that personal data are used only with consent. Additionally, 
it emphasizes the need to enhance the authenticity, accuracy, objectivity, and diversity 
of training data. The regulation also requires providers to register their products with 
the government, following a security assessment, before offering services to the public.

9.17 USER PERCEPTION AND AWARENESS

People use the Internet to quickly solve various problems, such as finding resources, 
answering questions, or gaining knowledge. Primarily, ease-of-use, speed, up-to-
date information availability, and low-cost solutions make computer interaction 
attractive to users.

Although users expect information to be accurate, reliable, and trustworthy, as men-
tioned earlier, the average user may still need to verify the credibility of the source. This 
could involve checking reviews, ratings, or news reports. When it comes to LLMs like 
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ChatGPT, relying on hallucinated data or misinformation can lead to significant issues. 
Since ChatGPT’s release, numerous studies have explored users’ perceptions of the model 
and their awareness of the validity, accuracy, reliability, and trustworthiness of its outputs.

One of the primary areas of usage is in educational instruction from high school 
to university; students use AI applications to write reports, dissertations, code, create 
artworks, or learn about various topics (Walczak & Cellary, 2023). Students benefit 
from AI’s availability 24/7 for immediate assistance (Baidoo-Anu & Owusu Ansah, 
2023). Their goals might be to gain knowledge, solve academic challenges, or receive 
additional explanations (Lund & Wang, 2023).

In a study investigating undergraduate students’ perceptions of and awareness 
regarding the use of ChatGPT as a regular assistant, it was found that the perceived 
ease of use and perceived usefulness of ChatGPT significantly shape students’ atti-
tudes toward the tool. When students find ChatGPT easy to use and beneficial, their 
overall attitude toward the tool is likely to be positive. This study underlines the 
importance of a user-friendly interface, clear communication, privacy concerns, and 
the social influence of ChatGPT (Albayati, 2024).

Research investigating the acceptance of AI-infused systems between younger and 
older people suggests that younger people generally are more open to the idea of AI and to 
being able to experience new technologies, whereas older people tend to be apprehensive 
and have a harder time perceiving AI as useful or reliable (Ismatullaev & Kim, 2024).

In another experiment, researchers investigated how successfully people decide 
when to rely on AI-based advisors, using a realistic and engaging task to illustrate 
this. Participants’ performance improved with a highly skilled agent but quickly pla-
teaued, as they relied uncritically on the agent. Participants relied too little on lower-
skilled agents (Dunning et al., 2024).

A study exploring factors influencing user perspective of ChatGPT as a technol-
ogy that assists in healthcare decision-making suggests that ChatGPT improved 
access to healthcare information, especially in remote or underserved areas, and acts 
as a support tool for healthcare professionals, potentially enhancing the quality of 
care and efficiency in healthcare systems. However, there’s also the risk of misinter-
pretation of information provided by ChatGPT, which could result in inappropriate 
self-diagnosis or treatment decisions (Choudhury et al., 2024).

9.18 CONCLUSIONS AND FUTURE PERSPECTIVE

As with all revolutionary technologies, AI and LLMs bring transformative possi-
bilities alongside profound challenges. The advantages of AI—spanning improved 
productivity, enhanced decision-making, and seamless communication—make its 
adoption highly appealing across industries and societies. However, these benefits 
come with equally pressing challenges, particularly in the areas of cybersecurity, 
privacy, and trust, which require careful attention. This chapter has shown that while 
some risks, such as inaccurate recommendations, may bear limited consequences, 
others, such as data breaches, identity theft, or the dissemination of misinformation, 
could pose substantial threats to individuals and organizations alike.

A unique characteristic of LLMs is their probabilistic nature, making their 
responses inherently uncertain. Unlike traditional software systems built on deter-
ministic algorithms, LLMs rely on statistical patterns in data to generate outputs, 
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which can occasionally lead to errors or even the phenomenon of “hallucinations,” 
where the model confidently presents false information. This unpredictability can be 
harmless in low-stakes contexts, but when used in areas like healthcare, legal advice, 
or financial guidance, it can result in significant harm if users rely on unverified or 
incorrect information.

The potential for misuse in AI also adds a layer of complexity, where threat actors 
can exploit these tools for malicious purposes. Cybercriminals may use AI to generate 
convincing phishing emails, social engineering scripts, or even malicious code, leverag-
ing the sophistication and efficiency provided by LLMs. Moreover, emerging techniques 
such as prompt injection and jailbreaking allow attackers to bypass model safeguards 
and prompt the generation of harmful content, further intensifying cybersecurity risks. 
These vulnerabilities underline the need for robust, ongoing efforts to secure LLMs 
against exploitation, as well as strategies to mitigate the consequences of misuse.

Ethical considerations are equally paramount in the development and deployment 
of AI technologies. Issues around data privacy, content ownership, and social bias 
reflect a broader concern about accountability and fairness. AI systems, trained on 
vast datasets, often reflect the biases and imperfections inherent in their data sources, 
raising questions about social justice, equity, and the integrity of AI-driven outcomes. 
Additionally, the blurred lines between human-generated and AI-generated content—
exemplified by AI-generated images used for author profiles or even possibly entire 
written works—create a credibility gap. Readers, patients, and consumers need trans-
parency about whether the information they receive originates from a verified human 
source or an AI model. Without this transparency, there is a real risk of eroding public 
trust in information as AI systems become more entrenched in society.

To mitigate these risks, it is essential to implement strict ethical guidelines 
and operational safeguards in AI systems. Developers and stakeholders must pri-
oritize data security and adopt practices that protect against data breaches, pri-
vacy violations, and unauthorized model manipulation. Policymakers should also 
take an active role in establishing regulatory frameworks that govern the ethical 
use of AI, addressing the nuances and risks of rapidly evolving AI technologies.

In summary, while LLMs like ChatGPT offer unprecedented capabilities, they 
also pose significant challenges that require a balanced, cautious approach. Their 
safe integration into society demands a commitment to ethical principles, rig-
orous security measures, and continuous public awareness. Only through these 
concerted efforts can we maximize AI’s benefits while minimizing its potential 
harms, ensuring that the technology serves humanity responsibly and ethically.
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10.1 INTRODUCTION

10.1.1 perSonaS at a gLance

Personas, conventionally defined as fictional but realistic human characters repre-
senting an actual user segment (Salminen, Wenyun Guan, Jung, & Jansen, 2022; 
Nielsen, 2019), are an essential technique for user-centered design (UCD) and 
human–computer interaction (HCI). Since their introduction (Cooper, 1999), perso-
nas have been enhancing the design process by allowing key stakeholders (design-
ers, product developers, decision-makers) to empathize with users and contextualize 
information in a grounded form (Bødker, Christiansen, Nyvang, & Zander, 2012; 
Grudin & Pruitt, 2002). Personas have been applied in marketing and social sci-
ence (Guan, Salminen, Nielsen, Jung, & Jansen, 2021; Salminen, Wenyun Guan, 
et al., 2022) and implemented in various industries, including software development, 
healthcare, higher education, robotics, cybersecurity, games, and recommendation 
systems (Salminen, Wenyun Guan, et al., 2022; Anvari, Richards, Hitchens, & Tran, 
2019; Nielsen, Hansen, Stage, & Billestrup, 2015; Goodman-Deane et al., 2018).

In addition to the commercial use of personas, which most persona applications 
target, there has been an increase in the usage of personas for social good (PFSG). 
PFSG refers to the application of personas toward beneficial social goals, such as 
sustainability, social justice, and quality of life (Jansen, Jung, Salminen, An, & 
Kwak, 2018; Guan, Salminen, Jung, & Jansen, 2023). These advancements in per-
sona application are driven by broader trends in the HCI landscape, which is paying 
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more attention to applying UCD to societal purposes, such as those embodied in 
the United Nations (UN) Sustainable Development Goals (SDGs)—sustainable HCI 
(sHCI) being a leading example (Hansson, Cerratto Pargman, & Pargman, 2021). 
Simultaneously, personas are increasingly being applied beyond the scope of product 
development, extending to awareness, engagement, communication, and develop-
ment projects and solutions in a broader range of human activity (Guan et al., 2023; 
Wilson, De, Forbes, & Sachy, 2020).

Personas are widely used in HCI and UCD for increasing empathy (Salminen, 
Santos, Jung, & Jansen, 2023; Nielsen, 2019; Cooper, 1999) and relatability (Jansen, 
Salminen, Jung, & Guan, 2021a), which in turn improve the design and decision- 
making process. A correctly formulated persona can provide a deeper understanding 
of the end user (Salminen, Jung, Chowdhury, Sengün, & Jansen, 2020). While the 
term end-user (user) is used here as an example, personas could be expanded to any 
group of people and, more broadly, any group of parties in an ecosystem, which we 
will discuss in Section 10.4. Furthermore, personas can also convey the needs of the 
target group, which helps designers empathize with the needs and expectations of a 
real user to develop more contextualized applications (and, more broadly, solutions) 
(Jansen et al., 2021a; Grudin, 2006). In almost any decision-making process, perso-
nas help decision-makers make impactful strategic decisions by helping them change 
their perspective (Salminen, Wenyun Guan, et al., 2022; Guan et al., 2023). Personas 
can mitigate confirmatory and self-referential biases by “stepping beyond” their own 
experiences and taking the perspective of others (potential users, affectees, and other 
stakeholders) represented by personas (Nielsen, 2002; Bødker et al., 2012). Similarly, 
personas also help different stakeholders in a project to communicate with each 
other more concretely, as they present a true representation of user needs (Salminen, 
Wenyun Guan, et al., 2022; Jensen, Elverum, & Steinert, 2017). According to the 
theory of personas (Grudin, 2006), a high-quality persona, which generally includes 
attributes such as demographics, behaviors, pain points, and goals, can improve the 
likelihood of making informed design choices that resonate with users (Sengün, 
Salminen, Jung, Aldous, & Jansen, 2024).

Over the years, personas have evolved into various types and forms (Salminen, 
Jung, & Jansen, 2022). As personas were considered a qualitative method in their 
inception paper (Cooper, 1999), the early years of persona generation generally 
applied qualitative methods. These methods involved subject matter experts (SMEs) 
often collecting data through through ethnographic studies, surveys, or focus groups 
(Jansen, Salminen, Jung, & Guan, 2021b). There has been a shift in persona genera-
tion from qualitative to quantitative methods (Jansen, Salminen, & Jung, 2020). The 
creation of personas using quantitative methods primarily includes (1) data-driven 
persona creation (using algorithmic methods based on numerical and textual data 
(Jansen et al., 2020)), (2) automatic persona generation (continuous updating of per-
sonas on the latest available data (Jung, Salminen, Kwak, An, & Jansen, 2018; Jansen, 
Jung, & Salminen, 2019)), and (3) generative artificial intelligence (GenAI) persona 
generation (using large language models (LLMs) (Shin, Hedderich, Rey, Lucero, & 
Oulasvirta, 2024) and diffusion models (Zhou et al., 2024)). The personas generated 
by using GenAI technologies are called GenAI personas. Among GenAI personas, 
the current work focuses on LLM-generated personas, which are partially or fully 
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generated using LLMs (Shin et al., 2024). Despite these advancements, marginal-
ized communities, based on either their race, gender, religion, or demographics in 
the global populace distribution, are often ignored or misrepresented in data-driven 
persona creation (Salminen, Jung, & Jansen, 2021). This misrepresentation is mainly 
due to a lack of representation in the data, challenges with aggregation, and the 
inherent algorithmic biases in data-driven persona generation (Salminen et al., 2021; 
Salminen, Froneman, Jung, Chowdhury, & Jansen, 2020). This chapter discusses 
the applicability of LLM-generated personas for PFSG, ranging from representing 
minority views on one end to modeling the complete ecosystem on the other.

10.1.2 hci and genai LandScape

While GenAI technology is not novice, the release of ChatGPT by OpenAI (OpenAI, 
2022) has created a butterfly effect (Nah, Zheng, Cai, Siau, & Chen, 2023), in which 
LLMs have shown potential in nearly all aspects of human activity, from acting as 
a learning companion (Salminen, Jung, et al., 2024) to solving sustainability chal-
lenges (Vinuesa et  al., 2020). However, these advanced LLM-based systems are 
prone to challenges, for example, inherent bias, lack of diversity and inclusivity, and 
non-transparent or opaque functional mechanisms (Nah et al., 2023; Cachat-Rosset 
& Klarsfeld, 2023; Farahani & Ghasemi, 2024; Roche, 2023). Studies have attempted 
to address these challenges (Farahani & Ghasemi, 2024; Zhuo, Huang, Chen, & 
Xing, 2023), e.g., by developing ethical guidelines and frameworks (Roche, 2023; 
Cachat-Rosset & Klarsfeld, 2023; Nah et al., 2023). However, the challenge of inclu-
sive design (Goodman-Deane, Bradley, Waller, & Clarkson, 2021) and fairness in 
LLMs (Anthis et al., 2024) remains persistent.

The impact of GenAI, in general, and LLMs, in particular, on HCI is increas-
ingly prominent, as HCI practitioners and researchers reshape how users interact 
with systems. HCI researchers are exploring how LLMs can enhance user experi-
ences by addressing concerns about usability, transparency, and ethical implications 
(Nah et  al., 2023). LLMs’ ability to personalize interactions and automate tasks 
presents an opportunity for HCI practitioners (Schuller et al., 2024; Salminen, Liu, 
et al., 2024) to explore LLMs and develop interactive and engaging interactions (Choi 
et al., 2025).

Applying LLMs in persona creation has become a topic of interest within the 
HCI community (Cho, Jon, Jin, Jung, & Oh, 2024; Shin et al., 2024; Schuller et al., 
2024). Specifically, LLMs can help streamline persona development by processing 
large datasets to identify user patterns (Salminen, Liu, et al., 2024) and create coher-
ent and cohesive text for persona generation (Shin et al., 2024). However, the use of 
LLM-generated personas has also increased the risks related to bias and inclusivity, 
as training data or model parameters may not accurately reflect the diversity of the 
target user base (Goodman-Deane et  al., 2021; Cachat-Rosset & Klarsfeld, 2023; 
Amin et al., 2025).

The HCI community’s relationship to LLMs and its use in practice is a balanc-
ing act between risk and opportunity. In one body of research, HCI scholars are 
extremely critical about replacing authentic user research with fabricated repli-
cas or surrogates (i.e., “synthetic users”). In contrast, another body of research 
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suggests that LLMs have benefits in various persona generation tasks, ranging 
from data analysis to the write-up (Shin et al., 2024; Salminen, Liu, et al., 2024; 
De Paoli, 2023). These perspectives indicate that different studies have been car-
ried out for assessing LLMs in HCI in general and persona generation in particu-
lar, which are done primarily case by case (Shin et al., 2024; Schuller et al., 2024; 
Nah et al., 2023). This represents a significant research gap in the existing body 
of knowledge.

To this end, the motivational question behind our work is as follows: How to use 
LLMs in HCI for persona creation? To answer part of this question, we suggest one 
prominent use case for LLMs in HCI: data-driven persona generation. More par-
ticularly, we suggest that using LLMs could address some of the shortcomings of pre-
vious technologies in data-driven persona generation, namely (1) lack of attention to 
minority views (Salminen et al., 2021) and (2) lack of attention to modeling dynamic 
scenarios in an ecosystem setting.1 We propose two approaches to addressing these 
challenges through LLM-generated personas. Consequently, this chapter addresses 
two vital research questions (RQs):

• RQ1: How to ensure that marginalized communities’ voices are represented 
in LLM-generated persona processes?

• RQ2: How can LLM-generated personas be deployed to model an entire 
ecosystem?

We address these RQs through conceptual examination, providing illustrative 
examples of our suggested approaches. The following section presents the literature 
background of this work. The following two sections dive into our two suggested 
approaches: (1) representing minority viewpoints using LLM-generated personas in 
the context of the marginalized population in the Global South and (2) modeling 
entire ecosystems (industrial, societal, and natural) using LLM-generated perso-
nas. We conclude by discussing design principles, key takeaways, and directions for 
future research.

In a nutshell, this book chapter makes notable conceptual contributions to using 
LLMs in HCI (and beyond). Essentially, we propose new targets for LLM-based 
persona generation, including minority perspectives and “voices that would not 
otherwise be heard,” such as those of marginalized communities in the Global 
South and non-human parties in ecosystems. We also propose new and innova-
tive evaluation techniques that have not been previously deployed for personas, 
stemming from the fact that personas have a strong tradition in HCI and business 
disciplines. Our contribution draws attention to representing ecosystem parties, 
including non-humans, using personas and creating interactive “playgrounds” 
where decision-makers can engage with these personas, thereby obtaining a 
more holistic perspective of different parties (actors and subjects) in the ecosys-
tem. Consistent with the theory of personas (Grudin, 2006), this approach could 
perpetuate empathy and mitigate self-centered bias when decision-makers take 
actions that affect the ecosystem, whether that ecosystem is industrial, societal, 
or ecological in nature.
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10.2 LITERATURE BACKGROUND

10.2.1 pfSg: opportunitieS and riSkS

Personas are generally used in commercial use cases (Salminen, Wenyun Guan, 
et  al., 2022) (i.e., developing targeted personas to develop and align a product or 
service to market needs). While personas are effective for commercial purposes, they 
also have the potential to contribute to social good (Guan et al., 2023). For example, 
in policymaking, the persona of the target group could be used to better align policy 
actions (Department of the Prime Minister and Cabinet (DPMC), 2023). There is 
an increasing trend to combine business needs with social good. To this end, PFSG 
helps decision-makers empathize with parties who benefit or are affected by the pol-
icy, leading to actions that are more focused on user empowerment and improving 
community well-being.

Persona science emphasizes the alignment of the needs of the targeted user groups 
with the persona, ensuring that personas are not only representative tools but are 
actionable to tackle real-world issues within a broad societal frame (Guan et  al., 
2023). Furthermore, incorporating additional information, such as narrative informa-
tion, including social attitudes and cultural backgrounds, with persona profiles gives 
a richer understanding of user contexts, which in turn facilitates designs aimed at 
social change (Salminen, Wenyun Guan, et al., 2022). Additionally, personas can be 
particularly effective in designing platforms that improve civic engagement, encour-
aging active participation in governance and community activities (Guan et al., 2023). 
Lastly, the strategic use of diverse personas can also enhance cross-cultural commu-
nication, promoting inclusivity and dialogue among different cultural groups, which 
is essential in addressing global challenges such as inequality (Salminen, Wenyun 
Guan, et  al., 2022). In general, the use of PFSG helps to understand various user 
needs and to create impactful designs that align with broader social objectives (Guan 
et al., 2023).

Building upon existing applications of PFSG, there is significant potential in inte-
grating personas with the study of human–nature interactions (HNI) in addition to 
HCI. In this context, HNI research explores how people engage with and relate to 
their natural environment, encompassing aspects such as environmental stewardship, 
sustainability practices, and the psychological benefits of nature (Capaldi, Passmore, 
Nisbet, & Zelenski, 2014; Kim, Park, & Lee, 2015). Considerations from sustain-
ability studies can help develop personas that reflect the social and economic dimen-
sions of user groups and their interactions with the natural world (Lee & Jung, 2019; 
Johnson, Martinez, & Liu, 2020). Similarly, personas can help represent the needs of 
all the stakeholders in HNI, including both the human and non-human participants 
(e.g., plants, trees, animals, birds, materials) (Yanlic & Coskun, 2024).

Integrating HCI with ecological systems requires a fundamental shift away 
from human-centered design toward an ecosystem-aware approach that considers 
the complex interdependencies between digital technologies, human activities, and 
environmental sustainability (Knowles, Bates, & Håkansson, 2018). As sustainabil-
ity becomes increasingly central to HCI research, there is a growing recognition 
that the field must move beyond incremental improvements in energy efficiency to 
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address systemic challenges at the intersection of computing, society, and ecology 
(Bremer, Knowles, & Friday, 2022). Drawing from theories of group cognition and 
sustainable HCI, we can envision tools and systems that make visible the nested 
relationships between individual behaviors, collective practices, and environmental 
impacts (Borge & Xia, 2023). This requires developing new interaction paradigms 
that foreground ecological considerations alongside usability, fostering what has 
been termed “cyber-sustainability” (Preist, Schien, & Blevis, 2016).

Although personification (use of human-like characteristics for non-human par-
ties) of the ecosystem could be challenging, it is essential to consider that experts 
in ecological landscapes (Vergani & Di Liberto, 2024) have used personification to 
establish personalities of different non-human parties (MacKinlay & Shaw, 2023). 
Furthermore, through personification, humans empathize with non-human par-
ties more strongly, leading to an overall increase in the improvement of interaction 
(Cherry et al., 2022). For instance, a persona representing community leaders in the 
context of sustainability could include attributes related to their interaction with 
the environment and non-human parties, environmental advocacy, and sustainable 
resource management. This would ideally encourage policymakers to design ini-
tiatives that support community development and ecological sustainability (Smith, 
Nguyen, & Brown, 2021).

Furthermore, integrating HNI into persona development can help identify and 
address barriers to sustainable practices, such as people’s lack of access to green 
spaces or inadequate environmental education (Johnson et al., 2020; Wang, Zhao, & 
Chen, 2019). This conceptual linkage not only enriches the depth and relevance of 
PFSG projects but also ensures that solutions are aligned with the ecological realities 
and aspirations of the target populations (human and non-human) alike (Smith et al., 
2021). Consequently, expanding PFSG to include HNI represents a promising avenue 
to create more comprehensive and effective personas that drive meaningful social 
and environmental change (Capaldi et al., 2014; Kim et al., 2015; Lee & Jung, 2019; 
Johnson et al., 2020; Smith et al., 2021).

10.2.2 LLM-generated perSonaS: opportunitieS and riSkS

LLM-generated personas use the natural text generation qualities of LLMs to cre-
ate human-interpretable, coherent textual profiles (Schuller et al., 2024). This com-
bination allows for a more immersive UX for personas, as users can interact with 
personas that closely mimic actual human characteristics and behaviors. This has 
enabled persona generation partially supported by LLMs (Shin et al., 2024) or fully 
automated (Schuller et al., 2024). The specific workflows in which personas are gen-
erated while keeping SMEs in the loop have showcased the quality and depth of 
information (Salminen, Liu, et al., 2024; Shin et al., 2024). This introduces the spe-
cific new avenues that LLMs have opened. LLMs demonstrate the ability to generate 
coherent persona narratives in minutes, compared to the traditional persona creation 
process that could take hours or days. When provided with clear prompts (instruc-
tions), these models can create detailed representations, including background sto-
ries, pain points, and behavioral patterns with internal consistency (Sattele & Carlos 
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Ortiz, 2024). LLMs are also good at maintaining internal narrative coherence and 
overall quality (Salminen, Liu, et al., 2024).

However, these opportunities are counterbalanced by specific risks: First, LLMs 
consistently sanitize reality, as evidenced in both the Iztapalapa water crisis case 
(Sattele & Carlos Ortiz, 2024), where serious issues like water truck hijackings were 
understated, and in addiction personas where harsh realities were softened (Salminen 
et al., 2024). Second, the models exhibit systematic biases—from demographic skew-
ing toward younger age groups to strong US-centricity (85.6% of generated personas 
being American without any prompt specification). Third, the hallucination problem 
manifests itself in the generation of plausible but factually incorrect details, such as 
personas with contradictory medical conditions or financially improbable scenarios 
(Salminen, Liu, et al., 2024).

10.3  SUGGESTED APPROACH 1: MODELING MINORITY 
VIEWPOINTS IN A DATA-DRIVEN PERSONAS

10.3.1  potentiaL iMpact of uSing LLMS to ModeL 

MarginaLized vieWpointS

LLMs, with their ability to generate multiple personas in parallel and contribute to 
real-time changes in the persona based on contextualization, have the potential to 
significantly impact the fields of persona generation, especially for minority com-
munities. As LLMs can generate multiple personas without additional cost, the 
persona set (a collection of personas) can be expanded to include all possible minori-
ties. Similarly, as LLMs can generate cohesive text in real-time, the generated per-
sonas could be used interactively. Thus, research on LLM-generated personas has 
the potential to significantly impact the field of persona development, PFSG, and 
policy-making for marginalized communities. Developing more accurate and cultur-
ally sensitive LLM-generated personas could contribute to a better understanding 
of marginalized and socially challenged communities. Research in LLM-generated 
personas can thus lead to more inclusive and effective decision-making processes as 
policymakers access a closer-to-truth representation of such communities.

10.3.2 eXaMpLe conteXt

We illustrate the challenges of data-driven personas and the potential use case of 
LLMs to represent minority views by considering the case of representing margin-
alized communities using the Global South as a context. The Global South region, 
which includes Latin America, Asia, Oceania, and Africa, is the most populous region 
in the world, accounting for 88% of the world’s population (Kishore Mahabani, 2024). 
However, despite its large population, the Global South faces severe challenges when 
modeling minorities, especially using any data-driven approach. These challenges in 
representing marginalized communities in the Global South include a lack of targeted 
population data, inaccurate data, lack of cultural contextualization, and algorithmic 
bias. Due to its population, demographics, challenges in minority populations, and age 
distribution (World Economics, 2024), the Global South appears to be a prominent 
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(yet underrepresented) target population for LLM-generated personas. Such minority 
personas serve as crucial tools for understanding the complex intersections of tra-
ditional values, technological adoption, and educational aspirations in marginalized 
communities. To better illustrate this, we can consider the example of Indigenous 
students in higher education institutions in Peru, as illustrated in Figure 10.1.

10.3.3  addreSSing the repreSentation of Minority 

vieWpointS in LLM-generated perSonaS

The effective representation of marginalized communities by LLM-generated 
personas is focused on three dimensions: (1) understanding the paradigms of 
LLM-generated personas, (2) manifestations of different strategies, and (3) technolo-
gies to improve the LLM-generated personas. These dimensions are driven by the 
positive impact on PFSG, contributing to an increase in transparency in representa-
tion. The overall space is presented in Figure 10.2b.

The research aims to identify different improvements and enhancements to the 
foundational LLMs for LLM-generated personas and assess their impact in the PFSG 
context for modeling the marginalized community in the Global South. To address 
LLM-generated personas in a minority-friendly manner, we propose structured 
research that would follow the steps of real-data collection, persona generation, and 
evaluation of the personas through quantitative (statistical) and qualitative methods.

The proposed methodological structure is presented in Figure 10.2a.
In our methodology for minority-friendly LLM-generated personas, the survey 

data will be collected from the community through a questionnaire. These data will 
be cross-referenced with simulated survey data to identify the efficacy of data simu-
lation to enhance the diversity of the datasets. These data will then be passed on to 
a pipeline using LLMs and enhanced techniques (1) retrieval-augmented generation 

FIGURE 10.1 A representative minority persona for a rural student.
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(RAG) (i.e., textual generation supported by a larger context from a knowledge 
base), and (2) fine-tuned LLMs (i.e., a model that is trained over specific data to 
enhance its robustness), to develop persona sets. These persona sets will then be 
collectively assessed for quantitative metrics highlighting diversity, stereotyping 
(making assumptions about prejudice), distribution, and robustness. Similarly, quali-
tative metrics such as identification, perception, and usability by SMEs will also be 
measured. Through this process, the appropriate paradigms of persona enhancement 
for marginalized communities will be identified and used to create truly representa-
tive personas. These personas can then be applied in policy-making workshops with 
actual policymakers to identify their effectiveness and correlate them to the user’s 
use case to address policy-making needs.

FIGURE  10.2 Comprehensive framework for personas for social good (PFSG). (a) The 
end-to-end methodology for generating and validating personas, showing the flow from 
stakeholder input to beneficiary impact. (b) The conceptual framework showing the layered 
approach from solution space to core implementation, highlighting the connection between 
marginalized communities and policymakers.
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The ethical considerations for applying LLM-generated personas for modeling 
minority viewpoints are extensive and critical, given the focus on LLM-generated 
personas for marginalized communities in the Global South. These include but are 
not limited to: (1) obtaining genuine informed consent from participants and ensur-
ing robust data privacy and protection measures that comply with both local and 
international regulations; (2) implementing rigorous strategies to identify, mitigate, 
and transparently report on biases in data collection, persona generation, and result 
interpretation; and (3) establishing transparency in the process for LLM-generated 
personas, including clear communication of the limitations and potential biases to 
all stakeholders, especially key decision-makers. The approach should also (1) con-
sider and safeguard against potential misuse of the developed personas; (2) assess 
long-term impacts on policy-making and perceptions of marginalized communities; 
(3) ensure meaningful involvement of community members throughout the research 
process; and (4) establish clear protocols for benefit-sharing with participating 
communities.

10.4  SUGGESTED APPROACH 2: MODELING ENTIRE 

ECOSYSTEMS AS DATA-DRIVEN PERSONAS

10.4.1 ModeLing ecoSySteMS uSing perSonaS

As defined in the preceding section, an ecosystem encompasses a collection of par-
ties. These parties can include actors, who actively participate in the activities of the 
ecosystem, and subjects, who are indirectly involved in or affected by the activities 
of others in the ecosystem (Brussard, Reed, & Tracy, 1998). We will refer to them as 
parties hereafter. As a collection of multiple parties, ecosystems are prone to a series 
of complex interactions with other parties within and between ecosystems (Brussard 
et al., 1998; Green & Sadedin, 2005; Gross, Toombs, Wain, & Walorski, 2011).

This ecosystem modeling is essential for understanding and addressing different 
challenges in a broad spectrum of domains, ranging from environmental science, 
industry, and social systems, as they all form an ecosystem in one way or another 
(Brussard et  al., 1998; Holling, 2001; Geary et  al., 2020). For example, in ecol-
ogy, modeling the natural ecosystem is essential for understanding the interactions 
between different biotic factors (living components) and abiotic factors (nonliving 
parties in the ecosystem) and understanding the impact of a change in the ecosystem 
(Keystone et al., 2015). Similarly, for the societal ecosystem, understanding the dif-
ferent perspectives of different members of society is crucial for establishing and cre-
ating an action plan (Piussi & Farrell, 2000). For the industrial ecosystem, modeling 
the different actors and understanding their position on the challenge of supply chain 
or risk management is crucial (Carpenter, Kitchell, & Hodgson, 1998).

Even though the science of modeling ecosystems is not new (Geary et al., 2020), 
representing ecosystem parties as personas appears to be novel, and, to our knowl-
edge, has not been attempted before. Several methods and techniques exist for mod-
eling ecosystems in different domains such as ecology, management sciences, HCI, 
and HNI (Acs, Stam, Audretsch, & O’Connor, 2017; Evans, 2003; Holling, 2001), 
among others. First, these different modeling methods are often time-consuming 
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and require SMEs to understand and model the ecosystem. Second, these ecosystem 
models are static in nature and thus do not offer dynamic handling of the interac-
tions. Third, while these interactions are formulated, they are formulated from an 
outsider’s perspective. Our approach of using LLM-generated personas can address 
these shortcomings by offering a direct representation of the needs of different stake-
holders, empathizing with them, and enabling interactive representations.

Personas inherently bridge the gap between the decision-makers and the members 
of the ecosystem by providing them with an empathetic representation of different 
parties. By representing different parties as personas in this ecosystem model, one 
can interact, empathize, and relate to their perspective and pain points with a reduc-
tion in self-referential biases. LLM-generated personas help reduce the challenge of 
the outsider’s perspective in ecosystem modeling. While personas could potentially 
solve the challenges of externality (third-person) in ecosystem modeling, they do not 
solve the challenges related to the complexity of time and expertise when considered 
in their traditional form (classical qualitative or mixed method personas) (Chapman &  
Milham, 2006). This challenge faced by conventional personas, related to time, 
effort, and resource hunger, is solved by LLM-generated personas. LLM-generated 
personas are scalable, indicating that little or no effort is required to generate either 
one persona or a persona set consisting of hundreds of them. This, in turn, dem-
onstrates that persona sets that involve all the different parties in an ecosystem 
could be generated without significant human effort. Furthermore, to improve the 
contextualization of LLM-generated personas, techniques such as RAG2 and fine- 
tuning3 can help to create more contextualized personas in a grounded form.

Technically, LLMs can process large amounts of unstructured data and generate 
coherent, contextually relevant text (Brown et al., 2020), which makes LLMs suitable 
for creating detailed personas representing various stakeholders within an ecosys-
tem. This data is dependent on different ecosystems. For example, in the industrial 
ecosystem, this data could include information on key customers, the performance 
of companies, and policies for regulators. For a societal ecosystem, the data can be 
the civic rights of the residents, the residents’ population demographics, and civic 
engagement surveys. Lastly, for natural ecosystems, this data would include eco-
logical reports by the SMEs, personality traits of different non-human parties of the 
ecosystem, and data about the population growth over time.

The concept of personas can be extended to represent all parties within an eco-
system, not just end-users and not just humans. By creating personas for every stake-
holder group, including suppliers, regulators, competitors, and even environmental 
entities, we can try to capture the full spectrum of perspectives, constraints, and 
interactions that shape the ecosystem. This comprehensive approach allows for a 
more holistic understanding of the system, facilitating the identification of potential 
conflicts, synergies, and emergent behaviors that may be overlooked when focusing 
solely on end-users (or people, in general).

Ecosystem models require simulation of complex interactions, representing dif-
ferent stakeholders as dynamic agents (Sun, Sun, & Strang, 2016). LLM-generated 
personas could be incorporated into ecosystem modeling to represent different 
stakeholders. This enables exploring how changes in one part of the system can rip-
ple through and affect other components, a concept known as emergent behavior 
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(Holland, 1992). Additionally, LLM-generated personas can enhance predictive 
capabilities by enabling scenario analysis. Scenario analysis defines and implements 
different strategies and interventions in a virtual environment before implementation 
(Meierhofer et  al., 2021). Moreover, modeling the complete ecosystem can enable 
clear communication and interactions between the different stakeholders, facilitat-
ing effective communication and perpetuating empathy across the ecosystem parties 
(Dietz, Ostrom, & Stern, 2003). LLM-generated personas, in general, could be used 
to model these interactions.

Leveraging LLMs in ecosystem modeling offers significant potential advantages, 
including increased realism, improved adaptability, facilitated stakeholder engage-
ment, and informed policy-making. For instance, in urban planning, integrating 
LLM-generated personas representing residents, businesses, and city officials can 
help design infrastructure projects that balance economic development with com-
munity well-being and environmental sustainability (Batty, 2018).

10.4.2 perSona ecoSySteM ModeLing fraMeWork

In order to extend the concept of persona development from end users to modeling com-
plete ecosystems, we present a four-stage Persona Ecosystem Modeling Framework 
(PEMF). These four stages are (1) Stage01: Key Stakeholder Mapping and Selection, 
(2) Stage02: Data Collection and Persona Generation, (3) Stage03: Persona Validation 
and Selection, and (4) Stage04: Persona Ecosystem Playground (PEP).

Stage 01: Key Stakeholder Mapping and Selection. The first stage of the pro-
cess is mapping and selecting stakeholders within the ecosystem. This stage involves 
mapping out the entire network of parties (whether actors or participants). These 
stakeholders generally include primary stakeholders, who are directly involved or 
affected, and secondary stakeholders, who have indirect influences. For example, 
in modeling the renewable energy ecosystem, stakeholders might include renewable 
energy companies, traditional fossil fuel companies, government regulators, environ-
mental non-governmental organizations (NGOs), consumers, financial institutions, 
and technology providers (Kunhikrishnan & Jose, 2021). After establishing the over-
all stakeholder map of the ecosystem, it is important to select the relevant stakehold-
ers to be included in the ecosystem model. This selection is made on the basis of the 
nature of the problem, as well as the ecosystem.

Stage 02: Data Collection and Persona Generation. This stage involves two steps, 
primarily as qualitative and quantitative data collection and persona generation.

As LLMs are used for persona generation, data sources are required for two dif-
ferent domains. First, qualitative data are required for the LLM contextualization. 
These data could include (1) industry reports that provide market trends and finan-
cial data, (2) academic literature that offers theoretical frameworks and empirical 
studies, (3) policy documents detailing regulations and governmental strategies, (4) 
social media and news articles reflecting public opinions and emerging issues, and 
(5) SME interviews or surveys providing insights from professionals within the eco-
system. These data could be used to contextualize the LLM either with RAG or 
fine-tuning for the given ecosystem.
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Moreover, quantitative data are also collected, which could include (1) popula-
tion metrics such as demographic information about the population/sample space 
of each stakeholder, (2) behavior and personality metrics, including data on goals, 
motivations, interactions, and preferred mode of communication, and (3) economic 
and engagement metrics indicating consumption and social media metrics. These 
quantitative data are used for persona development. Considering the previous exam-
ple, qualitative datasets would help contextualize the LLM with industry-specific 
knowledge and help create a common context. The understanding of consumers’ atti-
tudes towards renewable energy adoption is modeled through the quantitative data on 
their environmental concerns, economic considerations, and social influences (Lee, 
Zukauskaite, & Barvidaite, 2017). These data support the creation of representative 
LLM-generated personas.

Once data are collected, the next step is persona creation. Personas are created 
following a persona generation process where LLMs are used to enrich the data, 
while an algorithmic data-driven approach enhances the persona generation work-
flow. Personas are generated using quantitative data, which involves (1) attribute 
selection, (2) dimensionality reduction or clustering, and (3) enrichment (Nielsen, 
2013; Salminen et al., 2018). The first two actions in this process are carried out by 
the SME with the help of algorithmic methods or directly with algorithmic methods, 
while enrichment is carried out by LLMs, which are contextualized on qualitative 
datasets (Shin et al., 2024).

The personas encapsulate demographic information and specific attributes such 
as goals, challenges, behaviors, and typical interactions with other stakeholders. The 
LLM processes the data to produce coherent, contextually relevant narratives that 
accurately represent each stakeholder. For example, a persona for an “Eco-Conscious 
Consumer” might emphasize their commitment to reducing their carbon footprint, 
their willingness to pay a premium for sustainable energy options, and their influ-
ence on peers through advocacy and social media engagement (Li, Shi, Guo, & 
Zhao, 2020). Through generating personas for all stakeholders, not just end-users, 
we extend the traditional use of personas and enable a more holistic model of the 
ecosystem (Grudin & Pruitt, 2006).

Stage 03: Persona Validation and Selection. The third stage in the process is per-
sona validation and selection, which involves validating the persona sets, represent-
ing each party of the ecosystem on three dimensions. The first dimension deals with 
the diversity of the persona set. This metric of diversity is measured to ensure that the 
persona set selected for the specific party is the true representative of all the groups in 
the population of the given party. The second dimension includes validation of per-
sonas against HCI scales like the Persona Perception Scale (PPS) (Salminen, Santos, 
et al., 2020) to assess the persona on measures such as clarity, empathy, credibility, 
completeness, consistency, likability, and similarity. The third dimension of valida-
tion includes human-in-the-loop involvement, where an SME or other representative 
of the stakeholder party validates the persona to be a representative of the population 
in question. This validation also helps the persona ecosystem modelers select the 
relevant personas representative of each group, based on the criterion decided as a 
threshold for the given personas.
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Stage04: Persona Ecosystem Playground (PEP). The last and final stage of the 
PEMF process is the Persona Ecosystem Playground (PEP). A PEP is an interac-
tive sandbox environment in which the selected personas representing different 
parties in the ecosystem are deployed so that they can interact with each other. 
In PEP, each persona representative of the party acts as an agent: an automated 
representative of the party of the ecosystem. This agent acts as a representation 
of real and grounded problems, challenges, behaviors, and characteristics of the 
party of interest.

PEP can support both human-to-persona interactions (HPIs) and persona-to- 
persona interactions (PPIs). HPIs are interactions in which users can engage with 
personas through dialogues and scenario-based activities, whereas PPIs are interac-
tions where personas interact with each other according to predefined behavioral 
rules and decision-making processes. PEP is implemented using LLM-agent-based 
modeling platforms, such as LangChain4 or Lang-graph,5 which are capable of mod-
eling complex systems and collections of LLM agents (in our case as LLM generated 
personas). These interactions also help capture emergent behaviors resulting from 
interactions between various agents (Wilensky & Rand, 2015). For instance, in the 
renewable energy ecosystem model, PEP can be used to interact with the personas 
in the ecosystem about a policy change proposed by the personas of the government 
regulator and to understand its effects on investment decisions by financial institution 
personas and adoption rates among consumer personas. The aim is to allow users to 
take the perspective of different ecosystem parties.

This methodology is summarized in Figure 10.3.

10.4.3 appLication of peMf in variouS ecoSySteMS

To illustrate the framework’s usability in different dimensions, we will apply the 
PEMF framework to model three different ecosystems: (1) the industrial ecosystem 

FIGURE 10.3 Theoretical framework to indicate the creation of a persona-based ecosystem.
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by modeling the automotive industry, (2) the societal ecosystem through modeling 
an urban ecosystem, and (3) the natural ecosystem through modeling a forest. These 
ecosystems are considered examples and could be applied to other ecosystems as well.

10.4.3.1 Modeling Industry Ecosystems as Personas

The application of PEMF has potential in various industries (see Table 10.1). In the 
healthcare sector, this approach can simulate interactions among patients, health-
care providers, pharmaceutical companies, insurance firms, and regulatory agencies, 
thus improving patient care pathways and policy development (Ferrucci, 2012). The 
agricultural industry can benefit by modeling relationships between farmers, distrib-
utors, retailers, consumers, and environmental entities to improve supply chain effi-
ciency and sustainability practices (Rose et al., 2016). In the financial services sector, 

TABLE 10.1

Examples of Industry Ecosystems

Ecosystem Key Components Characteristics and Examples

Technology Hardware manufacturers
Software developers
Cloud service providers
App stores

Interconnected platforms, extensive developer 
communities, devices and services integration.

Examples: Apple, Google, Microsoft,
Amazon.

Automotive Vehicle manufacturers
Parts suppliers
EV charging networks
Autonomous technology

Collaborative R&D for electric and autonomous 
vehicles, partnerships with tech companies, 
integration with smart cities.

Examples: Tesla, Toyota, General Motors, Ford.

Healthcare Hospitals
Pharmaceutical companies
Insurance providers
Health tech startups

Data-driven care, AI diagnostics, digital health 
records, focus on personalized medicine.

Examples: UnitedHealth Group, Pfizer,
Johnson & Johnson, Cerner.

Financial services Banks
Fintech companies
Payment processors
Cryptocurrency platforms

Digital transformation, blockchain integration, 
bank-fintech partnerships, focus on 
cybersecurity.

Examples: JPMorgan Chase, PayPal, Visa, Square

Retail E-commerce platforms
Logistics providers
Payment gateways
Suppliers

Omni-channel retail, AI-powered personalization, 
robust supply chain networks.

Examples: Walmart, Alibaba, Amazon, Shopify.

Energy Traditional energy 
providers

Renewable energy
Companies
Smart grid providers
Government agencies

Renewable transition, smart grid integration, 
advancements in energy storage, and 
sustainability efforts.

Examples: ExxonMobil, Tesla Energy,
Siemens, BP.

Entertainment and
media

Content creators
Streaming platforms
Social media
Advertising networks

Digital content distribution, data-driven 
recommendations, integration with 
user-generated content.

Examples: Disney, Netflix, Spotify,
YouTube.
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creating personas for banks, investors, regulators, fintech startups, and customers 
can help stakeholders to understand market dynamics and manage systemic risks 
(Philippon, 2016). The automotive industry is another area where this methodology 
can be applied to model the complex interactions between manufacturers, suppliers, 
dealers, customers, policymakers, and environmental groups (Wells & Nieuwenhuis, 
2010). To illustrate the usability of PEMF in industrial ecosystems, the automotive 
industry is modeled as an example. This ecosystem modeling is carried out to under-
stand the perspective of different parties on the penetration of electric vehicles (EVs) 
in the market.

Context: Due to the UN SDGs (United Nations, 2015) and the shift toward merg-
ing products and services so that they provide commercial and societal benefits, the 
automotive industry is undergoing a significant transformation driven by techno-
logical advancements, environmental concerns, and changing consumer preferences 
(NEF, 2020) to focus on green technology. One such green technology in the automo-
tive ecosystem is electric vehicles, and we are modeling the automotive ecosystem 
to understand the perspective of different stakeholders on their penetration in the 
market.

Stage 01: Stakeholder Mapping and Selection: The first step involves systemati-
cally identifying all relevant stakeholder groups within the automotive ecosystem. 
These include primary stakeholders (parties) like (1) traditional automobile manu-
facturers (traditional internal combustion engine (ICE) vehicle and EV manufactur-
ers); (2) suppliers (companies providing parts and components, including batteries, 
semiconductors, and raw materials to all the manufacturers (Schmidt, Hawkes, 
Gambhir, & Staffell, 2017)); (3) dealers and retailers (entities responsible for the sale 
and distribution of vehicles to consumers); (4) consumers (individual and fleet buyers 
with varying preferences and needs); and (5) government regulators (agencies setting 
safety standards, emissions regulations, and providing incentives for EV adoption 
(Wang et al., 2019)). Some other secondary stakeholders could include (1) environ-
mental NGOs (organizations advocating for sustainable practices and reduced emis-
sions); (2) technology firms (companies developing autonomous driving technologies, 
connectivity solutions, and mobility services (Litman, 2020)); (3) energy providers 
(utility companies and charging infrastructure providers supporting EV adoption); 
and (4) financial institutions (banks and investors financing automotive ventures and 
consumer purchases).

Stage 02: Data Collection and Persona Generation: According to PEMF, in the 
second stage, quantitative and qualitative data are collected. The qualitative data 
sources include (1) industry reports indicating market trends, sales figures, techno-
logical advancements (McKinsey & Company, 2016); (2) academic literature includ-
ing research on consumer behavior, supply chain management, and environmental 
impact (Graham-Rowe et  al., 2012); (3) policy documents outlining government 
regulations, incentives, and strategic roadmaps (European Commission, 2019); (4) 
social media and news articles representing public opinion, emerging trends, and 
stakeholder communications (Yang & Lee, 2018); and (5) SME interviews and sur-
veys that present insights from industry professionals, analysts, and consumer focus 
groups (Chandra, Gulati, & Kandlikar, 2010).
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In addition, quantitative data are also collected, which include (1) population sta-
tistics representing age, gender, income levels, education, and geographic distribution 
for consumers; company size, revenue, number of employees, and market share for 
manufacturers and suppliers  (McKinsey & Company, 2016); (2) behavioral metrics 
indicating purchase frequency, brand loyalty, and vehicle usage patterns for different 
vehicle types among consumers; procurement volumes, order frequencies, and supply 
chain reliability metrics for suppliers (Wells & Nieuwenhuis, 2010); engagement in 
different sustainability programs (Yang & Lee, 2018) for all the stakeholders in the 
ecosystem; (3) economic indicators such as revenue, profit margins, investment levels, 
and R&D expenditure for automobile manufacturers, technology firms, and financial 
institutions  (McKinsey & Company, 2016); (4) regulatory metrics including compli-
ance rates, number of regulatory filings, fines, and adherence to safety and emis-
sions standards for government regulators and manufacturers (Wang et al., 2019); and 
(5) operational metrics like production volumes, inventory levels, supply chain effi-
ciency, and logistics performance indicators for manufacturers and suppliers (Wells 
& Nieuwenhuis, 2010).

The qualitative data are used to contextualize the LLMs, while the quantitative 
data are used for persona generation. For example, in the case of a traditional ICE 
automobile manufacturer, the company size, revenue, and number of employees 
will be used to establish the demographic distribution of the company, while its 
behaviors, motivation, and goals are gauged from its sales, engagement in sustain-
ability initiatives, positioning, and growth projections. For instance, understanding 
consumer attitudes toward EVs requires data on environmental awareness, cost 
considerations, range anxiety, and charging infrastructure availability (Moons & 
Pelsmacker, 2012).

Using the collected data, we develop LLM-generated personas for each of the 
stakeholders. The personas capture demographics, goals, motivations, challenges, 
behaviors, and typical interactions. Example personas include:

 1. The traditional ICE automaker, who is focused on ICE-based vehicles only 
while keeping the market share, is concerned about retooling costs, main-
taining market competitiveness, and managing workforce reskilling.

 2. The EV manufacturer, who is working for innovation and production of 
EVs only, and prioritizes sustainability, technological advancements, and 
expanding market share in the growing EV segment.

 3. The supplier, who is someone who manufactures and provides materials to 
both EV and ICE manufacturers, is focused on maintaining supply chain 
reliability, managing production efficiencies, and fostering strong relation-
ships with both traditional and EV manufacturers.

 4. The dealer and retailer, who are responsible for the sale and distribution of 
vehicles to consumers, are actively involved in customer service, inventory 
management, and adapting sales strategies to accommodate the increasing 
demand for EVs and connected vehicles.

 5. The eco-conscious consumer, a consumer who is aware of their impact 
on the environment and is making conscious decisions to minimize the 
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impact. They are willing to adopt EVs, despite higher upfront costs, and 
is influenced by environmental benefits, government incentives, and social 
responsibility.

 6. The government regulator, a government body representative who is 
focused on increasing ways to support and enhance EV production through 
green subsidies.

Stage 03: Persona Validation and Selection: The generated personas are evaluated 
by (1) cross-referencing with the baseline data for diversity estimation, (2) being 
assessed and evaluated on the PPS (Salminen, Santos, Jung, Chowdhury, & Jansen, 
2019) for understanding the usability of these personas, (3) reviewed by the SMEs 
to be considered usable, and (4) reviewed by the stakeholders to understand their 
relatability.

Stage04: Persona Ecosystem Playground: After validation, the personas of each 
stakeholder are integrated into an interactive simulation environment as chatbot/inter-
active personas using an LLM framework (e.g., LangChain- and LangGraph-based 
interfaces). For example, the simulation can model the effects of increased govern-
ment incentives for EVs by observing how these incentives influence consumer 
adoption rates, manufacturer strategies, and supplier dynamics (He, Zhan, & Hu, 
2017). Deploying personas using LangChain and LangGraph enables the creation of 
a responsive and adaptable ecosystem model that can be used to test and visualize the 
potential impacts of different policy and market interventions.

10.4.3.2 Modeling Societal Ecosystems

Similar to modeling an industrial ecosystem, the same principles can be expanded 
to societal ecosystems. Societal ecosystems include a diverse array of environments, 
where each ecosystem is composed of different parties, including actors (citizens, res-
idents, legislators, and regulators) and subjects (children, pets, and other non-active 
participants in the ecosystems) (see Table 10.2). For instance, in urban ecosystems, 
personas might represent different socioeconomic groups, local businesses, munici-
pal governments, and environmental organizations focused on sustainability (Jacobs, 
1961). In rural ecosystems, personas could include farmers practicing sustainable 
agriculture, community leaders promoting renewable energy, and cooperatives 
supporting environmental conservation (Brown, 2008). Energy ecosystems might 
involve personas representing consumers, renewable energy providers, policymak-
ers, and environmental activists (Scheer, 2004). In the case of a social ecosystem, 
we will apply the PEMF to an urban ecosystem, where a new awareness campaign is 
being launched to increase recycling.

Context: An urban ecosystem is selected for a pilot program to launch an aware-
ness campaign through local online and offline channels to increase the adoption of 
recycling in society. To better understand the different stakeholders’ perspectives, the 
ecosystem of the society is modeled using PEMF.

Stage 01: Stakeholder Mapping and Selection: The initial step involves identifying 
parties in the urban ecosystem that are directly or indirectly affected by/or affecting 
the said campaign. Some key parties include: (1) eco-conscious residents, who are 
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TABLE 10.2

Examples of Societal Ecosystems Focused on Sustainability and Their Key 

Components

Ecosystem

Key Actors and  

Components Characteristics and Examples

Sustainable urban Eco-conscious residents
Green businesses
Government agencies
Environmental NGOs
Sustainable infrastructure

Focus on sustainable living, green economy, 
environmental policies, and sustainable 
infrastructure.

Examples: Urban gardeners, renewable energy 
companies, city environmental departments, 
public transit systems.

Rural sustainability Organic farmers
Community cooperatives
Renewable energy projects
Conservation groups

Emphasis on sustainable agriculture, resource 
conservation, and community-based 
environmental initiatives.

Examples: Organic farms, wind energy 
cooperatives, local conservation trusts.

Energy transition Consumers
Renewable energy
Providers
Policy makers
Activists

Transition from fossil fuels to renewable 
energy sources, policy development, and 
public acceptance.

Examples: Solar panel users, wind farm 
operators, energy regulators, and 
environmental activists.

Circular economy Manufacturers
Recycling firms
Consumers
Policy makers

Focus on resource efficiency, waste reduction, 
and sustainable production and consumption.

Examples: Companies using recycled 
materials, zero-waste stores, environmental 
legislation.

Educational Students
Teachers
Administrators
Policy makers

Knowledge exchange, sustainability 
education, and curriculum development 
focused on environmental awareness. 
Examples: Environmental science students, 
eco-friendly school programs, and education 
ministries promoting sustainability.

Healthcare Patients
Providers
Public health officials
Regulators

Focus on public health, access to healthcare, 
environmental health issues, and policy 
regulation.

Examples: Community health clinics, 
hospitals reducing carbon footprint, and 
health departments addressing 
pollution-related diseases.

Digital Online users
Content creators
Platform administrators and 
cybersecurity experts

Virtual interactions, information exchange on 
sustainability topics, digital activism, and 
online governance.

Examples: Environmental bloggers, 
sustainable technology developers, social 
media campaigns for climate action.
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individuals and families committed to recycling practices; (2) green businesses that 
are enterprises that recycle frequently; (3) government agencies, including municipal 
departments, responsible for environmental policies, sustainable urban planning,

and resource management for recycling (UN-Habitat, 2009); (4) environmental 
NGOs that are non-profit organizations advocating for enhanced recycling initia-
tives and encouraging community through engagement (Putnam, 2000); (5) recy-
cling infrastructure, which refers to elements like waste collection, disposal, and 
management facilities (Beatley, 2011); (6) volunteers, who are members of the com-
munity who actively engage and support the recycling cause; and (7) media houses 
that actively contribute to the awareness campaign.

Stage02: Data Collection and Persona Generation: For this purpose, qualitative 
data sources include studies on sustainable behaviors, community participation 
in environmental initiatives (Stern, 2000), and interviews with SMEs, including 
recycling experts, waste management organization members, and environmental-
ists. Quantitative data sources include (1) demographic statistics of the population, 
including age, sex, household income, marital status, and education (United Nations, 
2018); (2) behavioral data such as the adoption of recycling habits, reception to sus-
tainability practices, consumption, and waste management routines; (3) operational 
indicators such as the number of waste collectors, waste collection and management 
pipelines, and awareness campaign metrics; and (4) infrastructure metrics such as the 
number of green buildings, availability of public transit, and renewable energy usage 
(Glaeser & Gyourko, 2010). Based on the data collected, personas are generated for 
different parties as follows:

 1. The eco-conscious resident, who is conscious of their impact on the envi-
ronment and actively participates in recycling initiatives through sustain-
able lifestyle choices, participation in community environmental programs, 
and advocacy for green policies.

 2. The green business, which is a business or local shop focused on imple-
menting and adopting recycling processes across its supply chain.

 3. The government agency, which is a regulatory body that is driven to create 
a positive impact by promoting recycling across the societal ecosystem.

 4. The environmental NGO that represents the actions taken by non-govern-
mental organizations to promote recycling initiatives in society.

 5. The general public who represents the general public of the ecosystem that 
will be directly impacted by the campaign.

Representative personas for these stakeholders are presented in Figure 10.4.
Stage 03: Persona Validation and Selection: Similar to the previous case, the 

personas are validated through four steps (1) cross-reference with baseline data; (2) 
measurement of diversity; (3) assessing decision-makers’ perceptions of the personas 
using scales like the PPS (Salminen, Santos, et al., 2020); and (4) validation of the 
personas by SMEs and establishing the reliability of the personas by representative 
members. In this case, the addition of the participants from the community in the 
design process would reduce self-referential bias.
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Stage 04: Persona Ecosystem Playground: Validated personas are integrated into 
an interactive simulation environment, allowing for interactions based on predefined 
behavioral rules related to sustainability. This supports scenario exploration, such as 
modeling the impact of implementing awareness campaigns for recycling; improving 
the energy-efficiency consciousness on urban energy consumption; or assessing how 
the expansion of public transit affects carbon emissions and social equity (Newman 
& Kenworthy, 1999).

10.4.3.3 Modeling Natural Ecosystems as Personas

Like industrial and societal ecosystems, natural ecosystems can also be modeled 
by adopting PEMF. However, as the natural ecosystem comprises both human and 
non-human parties, additional considerations of non-human personas (representa-
tion of a non-human (living or non-living thing) by a persona) should be considered. 
Natural ecosystems comprise diverse environments, each characterized by unique 
species compositions and environmental factors (see Table  10.3). For instance, in 
grassland ecosystems, personas represent various herbivores such as bison and 
pronghorn, their predators like lions and coyotes, and the grasses that form the 
ecosystem’s foundation. In desert ecosystems, personas include specially adapted 
plants like cacti and succulents, nocturnal rodents such as kangaroo rats, reptiles 

FIGURE 10.4 Representative personas for two of the stakeholders in different ecosystems.
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TABLE 10.3

Examples of Natural Ecosystems and Their Key Components

Ecosystem

Key Species and 

Components Characteristics and Examples

Forest Dominant tree 
species

Understory plants
Apex predators
Soil 
microorganisms

Complex canopy structures, layered vegetation, top-down 
trophic interactions, and nutrient cycling facilitated by 
decomposers.

Examples: Oak trees (Quercus robur), ferns, wolves (Canis 

lupus), fungi.

Grassland Grasses
Herbivores
Predators
Soil nutrients

Open canopy with dominant grasses, herbivore-driven grazing 
patterns, predator-prey dynamics, and efficient nutrient 
recycling.

Examples: Bison (Bison bison), lions (Panthera leo), prairie 
dogs, nitrogen-fixing bacteria.

Desert Cacti and 
succulents

Desert rodents
Reptiles
Drought-tolerant 
microbes

Sparse vegetation adapted to arid conditions, nocturnal and 
burrowing animals, extreme temperature adaptations, and 
specialized water-conserving mechanisms.

Examples: Saguaro cactus (Carnegiea gigantea), kangaroo rat 
(Dipodomys spp.),

Gila monsters, xerophilic bacteria.

Tundra Mosses and lichens
Herbivores
Carnivores
Permafrost soil

Low temperatures, short growing seasons, limited vegetation 
types, specialized adaptations for cold, permafrost-dependent 
soil structure. Examples: Arctic moss (Calliergon 

giganteum), caribou (Rangifer tarandus), polar bears (Ursus 

maritimus), cold-tolerant fungi.

Freshwater Fish
Amphibians
Aquatic plants
Microorganisms

Diverse aquatic habitats, essential roles in water purification, 
complex food webs, and high biodiversity.

Examples: Trout (Oncorhynchus mykiss), frogs (Rana spp.), 
cattails (Typha spp.), nitrifying bacteria.

Marine Coral
Marine mammals
Plankton
Seagrasses

Saltwater ecosystems with high biodiversity, symbiotic 
relationships, critical roles in carbon cycling, and complex 
trophic structures.

Examples: Coral polyps (Acropora spp.), dolphins (Delphinus 

delphis), copepods, eelgrass (Zostera marina).

Mountain Alpine plants
Mountain ungulates
Predatory birds
Snow microbes

Varied microclimates, altitude-dependent species 
distributions, specialized adaptations to steep terrains, and 
seasonal migrations.

Examples: Edelweiss (Leontopodium alpinum), mountain 
goats (Oreamnos americanus), eagles (Aquila chrysaetos), 
psychrophilic bacteria.

Polar Polar bears
Penguins
Algae
Ice-dwelling 
microbes

Extreme cold environments, ice-dependent habitats, unique 
reproductive strategies, and sensitivity to climate changes. 
Examples: Polar bears (Ursus maritimus), emperor penguins 
(Aptenodytes forsteri), ice algae, psychrotolerant bacteria.
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like Gila monsters, and drought-tolerant microbes. Tundra ecosystems might be 
modeled through personas representing Arctic mosses and lichens, herbivores like 
caribou, carnivores such as polar bears, and permafrost-dependent soil microorgan-
isms. Freshwater ecosystems would involve personas for various fish species like 
trout, amphibians such as frogs, aquatic plants like cattails, and microorganisms 
responsible for nutrient cycling. Marine ecosystems would encompass diverse spe-
cies, including coral polyps, plankton, fish species, and marine mammals like dol-
phins and whales. Mountain ecosystems might feature personas for alpine plants like 
edelweiss, mountain ungulates such as mountain goats, predatory birds like eagles, 
and snow microbes. Lastly, polar ecosystems would include personas represent-
ing polar bears, emperor penguins, specialized algae, and ice-dwelling microbes. 
Representing these ecosystems could make LLM-generated personas an instrument 
for ecological research and conservation efforts. To implement the PEMF in natural 
ecosystems, a forest ecosystem is modeled as an example.

Context: Among the land-based natural ecosystems, forests are considered one of 
the most biodiverse and ecologically significant ecosystems, playing a crucial role in 
carbon sequestration, climate regulation, and providing habitat for numerous species 
(Carpenter et al., 1998). More specifically, we will focus on a sub-ecosystem within 
the forest ecosystem that involves and deals with food-based interactions among dif-
ferent parties of the ecosystem. To further ground the example and make it manage-
able, we will model the sub-ecosystem in the context of observing the impact of 
climate change on food abundance for different members of the ecosystem.

Stage 01: Stakeholder Mapping and Selection: The foundational stage in the PEMF 
is stakeholder mapping and selection, which, in the case of natural ecosystems, would 
involve the selection of species and environmental factors that define the ecosystem. 
These elements are categorized into: (1) producers, which are dominant tree species 
such as oaks, pines, and maples that form the canopy and act as primary producers by 
converting solar energy into chemical energy through photosynthesis; (2) understory 
plants, which generally include shrubs, ferns, and herbaceous plants like blueberries 
and wildflowers that inhabit the forest floor, contributing to biodiversity and provid-
ing habitat and food sources for various fauna; (3) consumers, which are herbivores 
such as white-tailed deer and insects like caterpillars; carnivores including wolves 
and owls; and omnivores like raccoons and bears that interact within the food web; 
(4) decomposers, which are parties such as fungi, bacteria, and detritivores including 
earthworms that break down dead organic matter, recycling nutrients back into the 
soil; and (5) abiotic factors including climate variables (temperature, precipitation), 
soil composition (pH, nutrient content), water availability, and geological features 
(topography, elevation), influencing species survival and interactions.

Stage 02: Data Collection and Persona Generation: As all the personas generated 
in this case are non-human personas, the quantitative data collected for persona gen-
eration would be different. The qualitative data sources include (1) ecological studies, 
such as detailed research on species behavior, habitat preferences, reproductive strat-
egies, and interspecies relationships (Carpenter et al., 1998); (2) field observations, 
which represent direct observations of species interactions, migration patterns, feed-
ing behaviors, and responses to environmental stimuli; and (3) SME interviews, which 
that provide insights from ecologists, conservationists, and wildlife experts regarding 
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species roles, threats, and conservation needs especially with regards food imbal-
ance. Similarly, for persona generation, the quantitative data sources would include, 
in addition to the normal population metrics, representative personality traits includ-
ing the quantitative measures of species’ behavioral and physiological characteristics 
that influence their roles within the ecosystem. These representative personality traits 
could include: (1) activity levels (metrics such as daily movement zones/ranges and 
durations, eating/consumption frequency, and periods of rest); (2) herd and commu-
nity parameters (data on group size, social hierarchy, and interaction frequency within 
species populations); (c) breeding and reproductive rates (information on breeding 
cycles, clutch sizes, offspring survival rates, and age of sexual maturity); (d) territo-
rial range (measurements of territory sizes, overlapping ranges among individuals or 
groups, and migration patterns); (e) diet preferences (quantitative data on food intake 
types, quantities, and foraging behaviors); and (f) adaptability metrics (indicators 
such as cortisol levels, resilience to environmental stressors, and recovery times after 
disturbances). These data allow the creation of persona components such as behavior, 
goals, motivations, key traits, and values for these non-human personas.

Based on the data collected, the following non-human personas are created for 
different key stakeholders identified in the first stage. Some of these personas include:

 1. Producers, representing dominant tree species such as oak, pine, and maple, 
which show consistent growth rates, photosynthetic efficiency, and territo-
rial strategies;

 2. Understory plants that include shrubs, ferns, and herbaceous plants like 
blueberries and wildflowers, which showcase growth patterns, have lower 
sunlight requirements, and soil nutrient uptake;

 3. Consumers, including herbivores like white-tailed deer and insects such as 
caterpillars; carnivores such as wolves and owls; and omnivores including 
raccoons and bears. All of these focus on strong feeding habits, territorial 
behaviors, reproductive cycles, and dominance-driven personality;

 4. Decomposers that are parties like fungi (Agaricus bisporus), bacteria 
(Bacillus subtilis), and detritivores such as earthworms, which show traits 
like symbiotic relationships and recycling behaviors driven by soil health 
improvement;

 5. Abiotic factors that represent non-living environmental elements such as 
climate variables (temperature, precipitation), soil composition (pH, nutrient 
levels), water availability, and geological features (topography, elevation).

On the basis of the persona data collected for each stakeholder group, personas are 
created. Representative personas of these different stakeholders are presented in 
Figure 10.4.

Stage 03: Persona Validation and Selection: Similar to previous validation 
approaches in industrial and societal ecosystem models, personas are validated 
through (1) cross-validation with the underlying population characteristics; (2) 
assessed on the PPS scale (Salminen et  al., 2019) and evaluated by SMEs to ver-
ify their accuracy and relevance. To ensure the accuracy and representativeness of 
the generated personas, a validation process is employed, which includes cross- 
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referencing persona attributes against empirical data and established ecological stud-
ies to verify their accuracy and relevance, SME (ecologists and environmental sci-
entists) conduct comprehensive reviews of the personas, assessing their authenticity, 
ecological validity, and alignment with real-world species behaviors and interactions, 
and secondary stakeholder (conservation organizations, field experts, and ecologi-
cal stakeholders) provide feedback to enhance the accuracy of the persona to real 
and actual behaviors and traits.

Based on the collected feedback, necessary adjustments are made by refining the 
input data or modifying the parameters of the LLMs used, thereby addressing any 
identified discrepancies or biases (Sheng, Joe, Alambo, & Solaiman, 2021). This 
iterative validation process enhances the credibility and utility of the personas in 
subsequent modeling and simulation activities.

Stage 04: Persona Ecosystem Playground: Once validated, the personas are inte-
grated into an interactive simulation environment where these non-human personas 
can communicate with each other as well as with the persona users—humans—who 
use these personas for making different key decisions. This PEP environment allows 
personas to interact based on predefined behavioral rules and ecological processes, 
supporting both inter-species and HPIs for scenario exploration. For instance, the 
simulation can model the impact of climate change on species distribution and inter-
actions, observing how altered temperatures and precipitation patterns influence eco-
system balance (He et al., 2017). Additionally, the platform can simulate the effects 
of conservation interventions, invasive species introductions, or habitat fragmenta-
tion, providing valuable insights into potential ecosystem responses and resilience.

10.4.4 forMS of interaction

In these PEPs, various forms of interactions occur. These interactions include (1) 
one-to-one interactions between personas, (2) one-to-many interactions between per-
sonas, and (3) HPIs.

The primary form of interaction is the persona-to-persona interaction, where per-
sonas representing different parties within the ecosystem engage based on predefined 
rules and interactions, leading to specific decision-making processes. These interac-
tions can be categorized into one-to-one, one-to-many, or many-to-one interactions.

In one-to-one interactions, two personas directly engage with each other. This form 
allows for detailed modeling of relationships such as negotiations, partnerships, or con-
flicts between individual parties. For example, in the industrial ecosystem of the automo-
tive industry, modeling a negotiation between an EV manufacturer persona and a battery 
supplier persona can reveal how supply agreements impact production and innovation.

In one-to-many interactions, a single persona interacts with multiple personas, 
while in many-to-one interactions, multiple personas interact with a single persona. 
This form of interaction is crucial for modeling scenarios where parties have wide-
spread influence or are influenced by collective behaviors. For example, a govern-
ment regulator (one) advocating for electric vehicles can influence several traditional 
automotive manufacturers (many) to strategize and plan for the production of elec-
tric vehicles. In contrast, multiple suppliers (many) competing for contracts with a 
single EV manufacturer (one) can have a greater influence on market dynamics.
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These interactions help us understand (1) the propagation of influence through the 
ecosystem and (2) the formation of collective behaviors and perspective formulation, 
especially for personas belonging to different stakeholder groups.

Another significant form is the persona-to-human interaction, which allows per-
sona users and decision-makers to engage directly with personas within the sim-
ulation. This interactivity enables persona users to explore “what-if” scenarios by 
making decisions, posing questions, altering parameters, and observing how perso-
nas respond. The benefits of persona-to-human interactions include (1) experiential 
learning (learning of different perspectives through engagement);

(2) enhanced comprehension of system complexities (understanding the causal 
and non-causal interactions); and (3) the integration of human expertise (to drive 
the direction) into the simulation. For instance, in a simulation of sustainable urban 
development, a user acting as a city planner could interact with various personas 
such as the Eco-conscious Resident Persona, the Green Business Persona, and the 
Government Agency Persona. The user could propose a new policy to implement 
city-wide renewable energy initiatives and observe how each persona responds: (1) 
The Eco-conscious Resident Persona may express support, highlighting the envi-
ronmental benefits and willingness to participate; (2) the Green Business Persona 
might evaluate the economic implications, considering the costs of transitioning to 
renewable energy sources and potential market advantages; and (3) the Government 
Agency Persona could discuss regulatory hurdles, budget constraints, and the need 
for stakeholder engagement.

Similarly, a user acting as a policy analyst might interact with the EV Manufacturer 
Persona and the Government Agency Persona to explore the impact of introducing 
a new subsidy for EVs. By engaging with these personas, the user can delve into the 
economic, environmental, and logistical implications of such a policy. The user initi-
ates a conversation with the Government Agency Persona:

10.5 DISCUSSION

This chapter presents a different perspective on the use of LLM-generated personas 
to increase their application from a minority viewpoint to a majority viewpoint in 
ecosystem models. Addressing RQ1, we present a methodology to enrich and enhance 
LLM-generated personas through RAG and fine-tuned models to create persona sets. 
These persona sets are generated using the primary data and are evaluated to ensure 
their validity. Regarding RQ2, we present a framework (PEMF) to model ecosystems 
using personas. The two types of personas are compared in Table 10.4.

For this, we create a four-stage framework, including (1) stakeholder mapping and 
segmentation, (2) data collection and persona generation, (3) persona validation and 
selection, and (4) persona ecosystem playground creation.

The validation of LLM-generated personas presents a methodological challenge: 
while SMEs provide domain expertise, they may carry their own biases, potentially 
perpetuating the very issues these personas aim to address. For minority viewpoint 
personas, establishing ground truth requires direct validation from community mem-
bers, supported by quantitative metrics derived from demographic and behavioral 
data. This dual approach helps mitigate individual biases while ensuring authentic 



266 Artificial Intelligence and Large Language Models

representation. The complexity of validation increases for personas in the ecosystem 
due to the distinction between known and emerging behaviors. Known behaviors, 
such as documented regulatory interactions or market responses, can be validated 
against historical data. However, emergent behaviors in complex multi-stakeholder 
scenarios lack historical precedent for validation. Here, validation must focus on 
the logical consistency of interactions and the underlying assumptions driving these 
emergent patterns, rather than a direct comparison with historical data. This limita-
tion should be explicitly acknowledged when using ecosystem personas for predic-
tive modeling.

10.5.1 deSign principLeS

LLM-generated persona systems involve distinct design considerations. We outline 
three primary considerations:

• Realism and Validity: The personas generated, whether for minority 
representation or majority representation, have to be realistic and valid. 
Realism refers to the true representation of the parties and capturing the 
ecosystem knowledge base, while validity indicates that the personas are 
up-to-date and correspond to the current user state. For natural ecosystems, 
realism is based on ecological data and biological behaviors, while for indus-
try ecosystems, it involves accurate representations of market dynamics, 
organizational roles, and economic principles. Both systems benefit from 
realistic models to simulate authentic interactions, whether these involve 
species within an ecosystem or companies within an industry. Mere realism 
is not adequate; the personas need to be valid, as in representative of the 
true entity they aim to represent.

TABLE 10.4

Comparison of Persona Types in LLM-Generated Personas

Aspect Minority Viewpoint Personas Ecosystem Personas

Focus Single perspective from marginalized 
communities

Multiple stakeholders within complete 
ecosystems

Primary purpose Inform inclusive policy-making decisions Model system-wide interactions and 
relationships

Stakeholders Individual human perspectives from 
underrepresented groups

Multiple entities (human and 
non-human) across ecosystem

Data sources Community surveys, cultural studies, 
demographic data

Domain reports, interaction data, 
behavioral metrics

Generation
method

LLMs with cultural contextualization 
and sensitivity

LLMs with domain-specific RAG and 
fine-tuning

Validation Community verification and cultural 
sensitivity checks

Cross-validation with baseline data and 
PPS assessment

Key example Maria Fernandez: Indigenous student 
balancing traditional values with 
modern education

Automotive ecosystem: Manufacturers, 
suppliers, consumers, and regulators 
interacting in EV transition
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• Adaptability and Responsiveness: The personas should be adaptable to 
different scenarios and responsive to internal and external changes. In 
nature ecosystems, adaptability captures species’ responses to environmen-
tal changes, like predator-prey dynamics. In industry ecosystems, adapt-
ability reflects how businesses respond to market shifts, competition, or 
regulatory changes. These scenario parameters could be provided by the 
administrator of the LLM-generated persona system. Additionally, feed-
back loops could be built to provide information on real-time events (e.g., 
obtained through press releases) that would then be used as scenarios to 
initiate interaction sessions between the actors. Also, both ecosystem types 
benefit from flexible scenario exploration. Users can experiment with dif-
ferent climate conditions or species in nature ecosystems or with various 
business strategies and regulatory environments in industry ecosystems. 
Overall, initiation plays a key role in the direction in which the interaction 
takes place, as it provides the context and purpose for interaction. In one 
extreme, there are preset scenarios to choose from. In the other extreme, 
users may freely set initial conditions.

• Scalability and Complexity Management: The personas developed, 
whether using PEMF or for minority visualization, should be scalable and 
able to enhance or reduce complexity as and when required. Nature eco-
systems can involve intricate webs of species interactions, just as indus-
try ecosystems can involve complex networks of business relationships. 
Scalable interfaces that manage complexity without overwhelming users 
are essential for both, enabling users to zoom in on individual personas or 
zoom out to view the entire ecosystem. For example, the LLM-generated 
persona system could introduce each persona briefly at the beginning of an 
interaction session.

Certainly, this list of principles is neither definitive nor complete. However, 
we do believe these principles to be among the key considerations for designing 
LLM-generated persona systems.

10.5.2 future reSearch directionS

Here, we identify and propose research directions (RDs) for future work on 
LLM-generated PFSG.

First, while there has been research addressing the problems of the marginalized 
communities in the development phase through inclusive personas (Goodman-Deane 
et al., 2018; Marsden & Haag, 2016), there has been no focus on the usage of per-
sonas for the reduction of inequality and betterment of marginalized communities 
(Salminen, Wenyun Guan, et al., 2022). To this end, we propose:

• RD1: How can LLM-generated personas accurately reflect the socio-eco-
nomic and cultural realities of marginalized communities?

• RD2: How can stereotypical and biased personas be minimized in 
LLM-generated personas?
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Second, while personas have been used in some of use cases for social good, they 
have been primarily driven by commercial applications (Salminen, Wenyun Guan, 
et al., 2022). Due to this, there is a scarcity of research in the PFSG domain (Guan 
et al., 2023; Salminen, Wenyun Guan, et al., 2022), as most of the research is focused 
on the commercial (software design, marketing, and other) aspects. PFSG has a 
strong impact in a broad spectrum of areas, including (1) healthcare, where it could 
be implemented to improve well-being and access to services for vulnerable pop-
ulations; (2) in education, to design inclusive educational tools; (3) sustainability, 
where it is deployed to promote sustainable practices among varying user demo-
graphics; (4) social justice, for creating narratives around users’ political views and 
social attitudes; and in (5) community engagement, to enhance social cohesion and 
civic participation (Guan et al., 2023; Salminen, Wenyun Guan, et al., 2022). One 
such area is policy-making, where the involvement of all stakeholders is essential 
for creating policies that can be adopted holistically by the community (Anthony, 
2024). Therefore, we propose RD3: How can LLM-generated personas be utilized to 
improve the formulation of targeted social policies?

Third, while major governmental organizations have considered personas as a 
driver for policy-making (Andrews, 2013; Department of the Prime Minister and 
Cabinet (DPMC), 2023), little research has been focused on identifying the key chal-
lenges of the personas for policy-making. This is further complicated for the special 
case of marginalized and under-represented communities (e.g., minority races, rural 
population), who lack proper representation in the policy-making process. Moreover, 
using LLMs to develop personas further adds to the complications, as these tools are 
not only prone to algorithmic bias but are also susceptible to possible hallucinations 
(the challenge for LLMs to generate coherent and comprehensible but factually and 
contextually incorrect output). To better study and understand the ethical and social 
challenges of using LLM-generated personas as a tool in policy-making, especially 
for marginalized and socially challenged communities, we propose the following 
RDs:

• RD4: What ethical challenges arise from deploying LLM-generated perso-
nas in policy-making for socially challenged communities?

• RD5: What actionable ethical guidelines can be developed to mitigate 
these challenges?

10.5.3 key takeaWayS

In this work, we have illustrated, through concrete examples, the potential of LLMs 
to address the persona-generation task in HCI, ranging from the micro-level rep-
resentation of marginalized, fringe, or minority perspectives to modeling entire 
ecosystems. The fundamental principle in these endeavors is basing the personas’ 
information on primary data. Otherwise, there is a risk of the LLMs perpetuating 
stereotypes and biases that relate to whole ecosystems and individual ecosystem 
stakeholder groups. Simulations based on LLM-generated personas can only be valid 
when they rely on primary data. They might appear useful even without this linkage, 
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which is problematic: there is a perilously easy route of using LLMs to generate 
personas without basing them on primary data. The fluency and apparent realism of 
the outcomes can easily fool decision-makers into thinking that such personas are 
valid (because they look like valid ones!), while in fact, they are not. Therefore, the 
research-based, data-driven approach we proposed in this work is recommended in 
lieu of using non-contextual prompts with vanilla LLMs.

We believe that our approach to LLM-generated persona systems has educa-
tional value and accessibility value. Modeling ecosystems through LLM-generated 
personas is suitable for a range of educational purposes, from understanding bio-
diversity to exploring business strategy. The conversational user interface makes 
the LLM-generated persona system suitable for novices and experts alike, and the 
interactive nature of the system supports learning and engagement in both con-
texts. LLM-generated personas can also support the development of ethical and 
sustainable behaviors, as they can help users consider the consequences of their 
actions. In nature ecosystems, this could involve conservation efforts, while in 
industry ecosystems, it could involve corporate social responsibility or sustainabil-
ity. Users’ interactions can mirror real-world impacts and considerations, similar 
to the dynamics of gameplay. Ideally, observing the persona-to-persona interaction 
and participating in HPI encourage critical thinking and a deeper understanding of 
systemic interactions.

10.6 CONCLUSION

This research proposes ways to address significant gaps in the development and 
application of personas, particularly concerning ethical and social considerations 
for marginalized communities and the lack of representation of ecosystems com-
prising multiple parties. Through investigating and refining methodologies aimed at 
producing more inclusive and representative personas, we proposed ways to reduce 
biases and improve the functionality of AI systems in tackling real-world challenges. 
LLM-generated personas can contribute meaningfully to the fields of HCI and UCD, 
establishing new frameworks and guidelines that can be applied in policy-making 
and social initiatives. This work aspires to create a more equitable digital environ-
ment where AI systems reflect and serve the diverse needs of global user communi-
ties and ecosystems in need.

NOTES

 1 By ecosystem, we refer to a community or collection of inter-dependent parties (actors 
and subjects) which interact with each other for a specific purpose. These parties may 
or may not be humans.

 2 For example, using the relevant information about a country’s culture to enrich the per-
sona of leadership.

 3 For example, the model is re-trained for the specific industry.
 4 https://www.langchain.com/.
 5 https://langchain-ai.github.io/langgraph/.

https://www.langchain.com
https://langchain-ai.github.io/langgraph


270 Artificial Intelligence and Large Language Models

REFERENCES

Acs, Z. J., Stam, E., Audretsch, D. B., & O’Connor, A. (2017, June). The lineages of the entre-
preneurial ecosystem approach. Small Business Economics, 49(1), 1–10. doi:10.1007/
s11187-017-9864-8.

Amin, D., Salminen, J., Jansen, B.J., Shin, J. and Kim, D.H., 2025. Generative AI personas 
considered harmful? Putting forth twenty challenges of algorithmic user representation 
in human-computer interaction. International Journal of Human-Computer Studies, 
p.103657.

Andrews, B. (2013, August). Using Personas to Make Better Policy. https://openpolicy.blog.
gov.uk/2013/08/08/using-personas-to-help-improve-policy-making/.

Anthis, J., Lum, K., Ekstrand, M., Feller, A., D’Amour, A., & Tan, C. (2024, May). The 
Impossibility of Fair LLMs. arXiv. https://arxiv.org/abs/2406.03198.

Anthony, B. (2024, March). The role of community engagement in urban innovation towards 
the co-creation of smart sustainable cities. Journal of the Knowledge Economy, 15(1), 
1592–1624. doi:10.1007/s13132-023-01176-1.

Anvari, F., Richards, D., Hitchens, M., & Tran, H. M. T. (2019, May). Teaching user centered 
conceptual design using cross-cultural personas and peer reviews for a large cohort of 
students. In: 2019 IEEE/ACM 41st International Conference on Software Engineering: 
Software Engineering Education and Training (ICSE-SEET), Montreal, QC, Canada, 
pp. 62–73. doi:10.1109/ICSE-SEET.2019.00015.

Batty, M. (2018). Inventing Future Cities. MIT Press.
Beatley, T. (2011). Green Cities of Europe: Global Lessons on Green Urbanism. Island Press.
Bødker, S., Christiansen, E., Nyvang, T., & Zander, P.-O. (2012). Personas, people and partici-

pation: Challenges from the trenches of local government. In: Proceedings of the 12th 
Participatory Design Conference on Research Papers (PDC ‘12), Roskilde, Denmark, 
p. 91. doi:10.1145/2347635.2347649.

Borge, M., & Xia, Y. (2023). Beyond the individual: The regulation and negotiation of socio-
emotional practices across a learning ecosystem. Journal of the Learning Sciences, 
32(3), 325–375. doi:10.1080/10508406.2022.2157725.

Bremer, C., Knowles, B., & Friday, A. (2022). Have we taken on too much? A criti-
cal review of the sustainable HCI landscape. In: Proceedings of the 2022 CHI 
Conference on Human Factors in Computing Systems, New Orleans, LA, pp.  1–11. 
doi:10.1145/3491102.3517698.

Brown, L. R. (2008). Plan B 3.0: Mobilizing to Save Civilization. W.W. Norton & Company.
Brown, T. B., Mann, B., Ryder, N., Subbiah, M., Kaplan, J., Dhariwal, P., Neelakantan, A., 

Shyam, P., Sastry, G., Askell, A., Agarwal, S., Herbert-Voss, A., Krueger, G., Henighan, 
T., Child, R., Ramesh, A., Ziegler, D. M., Wu, J., Winter, C., Hesse, C., Chen, M., Sigler, 
E., Litwin, M., Gray, S., Chess, B., Clark, J., Berner, C., McCandlish, S., Radford, A., 
Sutskever, I., & Amodei, D. (2020, July). Language Models are Few-Shot Learners. 
arXiv. https://arxiv.org/abs/2005.14165.

Brussard, P. F., Reed, J. M., & Tracy, C. R. (1998). Ecosystem management: What is it really? 
Landscape and Urban Planning, 40(1–3), 9–20.

 Cachat-Rosset, G., & Klarsfeld, A. (2023). Diversity, equity, and inclusion in artificial intel-
ligence: An evaluation of guidelines. Applied Artificial Intelligence, 37(1), 2176618. doi
:10.1080/08839514.2023.2176618

Capaldi, S., Passmore, H. A., Nisbet, E. K., & Zelenski, J. M. (2014). The connection between 
nature and wellbeing: A systematic review of the literature. Journal of Environmental 
Psychology, 40, 409–418.

Carpenter, S. R., Kitchell, J. F., & Hodgson, J. G. (1998). Ecosystem Management: Principles 
for a Sustainable Future. Island Press.

https://doi.org/10.1080/08839514.2023.2176618
https://doi.org/10.1145/3491102.3517698
https://doi.org/10.1080/10508406.2022.2157725
https://doi.org/10.1145/2347635.2347649
https://doi.org/10.1007/s13132-023-01176-1
https://doi.org/10.1109/ICSE-SEET.2019.00015
https://doi.org/10.1007/s11187-017-9864-8
https://arxiv.org/abs/2005.14165
https://openpolicy.blog.gov.uk/2013/08/08/using-personas-to-help-improve-policy-making
https://arxiv.org/abs/2406.03198
https://openpolicy.blog.gov.uk/2013/08/08/using-personas-to-help-improve-policy-making
https://doi.org/10.1007/s11187-017-9864-8
https://doi.org/10.1080/08839514.2023.2176618


271Large Language Models in Human–Computer Interaction

Chandra, A., Gulati, N., & Kandlikar, M. (2010). Green drivers or free riders? An analysis of 
tax rebates for hybrid vehicles. Journal of Environmental Economics and Management, 
60(2), 78–93.

Chapman, C., & Milham, R. P. (2006, October). The personas’ new clothes: Methodological 
and practical arguments against a popular method. In: Proceedings of the Human Factors 
and Ergonomics Society Annual Meeting, San Francisco, CA, vol. 50, pp.  634–636. 
doi:10.1177/154193120605000503.

Cherry, C., Thomas, G., Groves, C., Roberts, E., Shirani, F., Henwood, K., & Pidgeon, N. 
(2022). A personas-based approach to deliberating local decarbonisation scenarios: 
Findings and methodological insights. Energy Research & Social Science, 87, 102455.

Cho, S. H., Jon, S., Jin, Y., Jung, J., & Oh, C. (2024). Understanding the dynamics in creating 
domain-specific AI design guidelines: A case study of a leading digital finance company 
in South Korea. In: Extended Abstracts of the 2024 CHI Conference on Human Factors in 
Computing Systems, Honolulu, HI. doi:10.1145/3613905.3650759.

Cooper, A. (1999). The Inmates Are Running the Asylum: Why High Tech Products Drive Us 
Crazy and How to Restore the Sanity, 1st edn. Sams-Pearson Education.

De Paoli, S. (2023). Writing User Personas with Large Language Models: Testing Phase 6 of a 
Thematic Analysis of Semi-Structured Interviews. arXiv. https://arxiv.org/abs/2305.18099.

Department of the Prime Minister and Cabinet. (DPMC). (2023, June). Personas. https://www.
dpmc.govt.nz/our-programmes/policy-project/policy-methods -toolbox/design-thinking/ 
personas.

Dietz, T., Ostrom, E., & Stern, P. C. (2003). The struggle to govern the commons. Science, 
302(5652), 1907–1912.

European Commission. (2019). Clean Mobility. European Union.
Evans, M. D. (2003). Biodiversity and ecosystem function: Current knowledge and future 

directions. Ecological Complexity, 1(1), 3–10.
Farahani, M. S., & Ghasemi, G. (2024). Artificial intelligence and inequality: Challenges and 

opportunities. Qeios, February 11, 2024.
Ferrucci, D. (2012). Artificial intelligence for healthcare: Opportunities and challenges. 

Journal of the American Medical Informatics Association, 19(5), 764–771.
Geary, W. L., Bode, M., Doherty, T. S., Fulton, E. A., Nimmo, D. G., Tulloch, A. I., & Ritchie, 

E. G. (2020). A guide to ecosystem models and their environmental applications. Nature 
Ecology & Evolution, 4(11), 1459–1471.

Glaeser, E. L., & Gyourko, J. (2010). Housing supply and housing bubbles. Journal of Urban 
Economics, 67(2), 198–213.

Goodman-Deane, J. A.-L., Bradley, M., Waller, S., & Clarkson, P. J. (2021, August). Developing 
personas to help designers to understand digital exclusion. Proceedings of the Design 
Society, 1, 1203–1212. doi:10.1017/pds.2021.120.

Goodman-Deane, J., Waller, S., Demin, D., González-de Heredia, A., Bradley, M., & Clarkson, 
J. P. (2018, June). Evaluating inclusivity using quantitative personas. In: Proceedings of 
Design Research Society Conference, London, UK. doi:10.21606/drs.2018.400.

Graham-Rowe, E., Gardner, B., Abraham, C., Skippon, S., Dittmar, H., Hutchins, R., & 
Stannard, J. (2012). Mainstream consumers driving plug-in battery-electric and plug-in 
hybrid electric cars: A qualitative analysis of responses and evaluations. Transportation 
Research Part A: Policy and Practice, 46(1), 140–153.

Green, D. G., & Sadedin, S. (2005). Interactions matter—complexity in landscapes and eco-
systems. Ecological Complexity, 2(2), 117–130.

Gross, S., Toombs, A., Wain, J., & Walorski, K. (2011). Foodmunity: Designing commu-
nity interactions over food. In: Proceedings of the 2011 Annual Conference Extended 
Abstracts on Human Factors in Computing Systems—CHI EA ’11, Vancouver, BC, 
Canada, p. 1019. doi:10.1145/1979742.1979504.

Grudin, J. (2006). Why personas work: The psychological evidence. In: J. Pruitt & T. Adlin (Eds.), 
The Persona Lifecycle, pp. 642–663, Elsevier. doi:10.1016/B978-012566251-2/50013-7.

https://doi.org/10.1016/B978-012566251-2/50013-7
https://doi.org/10.1177/154193120605000503
https://doi.org/10.21606/drs.2018.400
https://doi.org/10.1145/3613905.3650759
https://doi.org/10.1145/1979742.1979504
https://doi.org/10.1017/pds.2021.120
https://www.dpmc.govt.nz/our-programmes/policy-project/policy-methods-toolbox/design-thinking/personas
https://arxiv.org/abs/2305.18099
https://www.dpmc.govt.nz/our-programmes/policy-project/policy-methods-toolbox/design-thinking/personas
https://www.dpmc.govt.nz/our-programmes/policy-project/policy-methods-toolbox/design-thinking/personas


272 Artificial Intelligence and Large Language Models

Grudin, J., & Pruitt, J. (2002). Personas, participatory design and product development: An 
infrastructure for engagement. In: Proceedings of Participation and Design Conference 
(PDC2002), Malmö, Sweden, p. 8.

Grudin, J., & Pruitt, J. (2006). Personas, participatory design and product development: An 
infrastructure for engagement. In: Proceedings of the Participatory Design Conference, 
Trento, Italy, vol. 11, pp. 144–161.

Guan, K. W., Salminen, J., Jung, S.-G., & Jansen, B. J. (2023, September). Leveraging personas 
for social impact: A review of their applications to social good in design. International 
Journal of Human–Computer Interaction, 40, 1–16. doi:10.1080/10447318.2023.2247568.

Guan, K. W., Salminen, J., Nielsen, L., Jung, S.-G., & Jansen, B. J. (2021). Information 
design for personas in four professional domains of user experience design, health-
care, market research, and social media strategy. In: Proceedings of the 54th Hawaii 
International Conference on System Sciences (HICSS’21), Maui, HI, p. 10. doi:10.24251/
HICSS.2021.540.

Hansson, L. E. J., Cerratto Pargman, T., & Pargman, D. S. (2021, May). A decade of sustain-
able HCI: Connecting SHCI to the sustainable development goals. In: Proceedings of 
the 2021 CHI Conference on Human Factors in Computing Systems, Yokohama, Japan, 
pp. 1–19. doi:10.1145/3411764.3445069.

He, X., Zhan, X., & Hu, Y. (2017). The impact of policy incentives on electric vehicle adoption 
in China. Transportation Research Part A: Policy and Practice, 103, 188–200.

Holland, J. H. (1992). Complex adaptive systems. Daedalus, 121(1), 17–30.
Holling, C. S. (2001). Understanding the complexity of economic, ecological, and social sys-

tems. Ecosystems, 4(5), 390–405.
Jacobs, J. (1961). The Death and Life of Great American Cities. Random House.
Jansen, B. J., Jung, S.-G., & Salminen, J. (2019). Creating manageable persona sets from large 

user populations. In: Extended Abstracts of the 2019 CHI Conference on Human Factors 
in Computing Systems, Glasgow, Scotland, pp. 1–6. doi:10.1145/3290607.3313006.

Jansen, B. J., Jung, S.-G., Salminen, J., An, J., & Kwak, H. (2018, March). Leveraging 
online social media data for persona profiling. In: Qatar Foundation Annual Research 
Conference Proceedings, Doha, Qatar, vol. 2018, ICTPP78. Hamad bin Khalifa 
University Press. doi:10.5339/qfarc.2018.ICTPP78.

Jansen, B. J., Salminen, J. O., & Jung, S.-G. (2020, March). Data-driven personas for enhanced 
user understanding: Combining empathy with rationality for better insights to analytics. 
Data and Information Management, 4(1), 1–17. doi:10.2478/dim-2020-0005.

Jansen, B. J., Salminen, J., Jung, S.-G., & Guan, K. (2021a). Evaluating data-driven personas. 
In: B. J. Jansen, J. Salminen, S.-G. Jung, & K. Guan (Eds.), Data-Driven Personas: 
Synthesis Lectures on HumanCentered Informatics, pp. 209–237. Springer. doi:10.1007
/978-3-031-02231-9_1.

Jansen, B. J., Salminen, J., Jung, S.-g., & Guan, K. (2021b). Selecting the appropriate per-
sona creation method. In: B. J. Jansen, J. Salminen, S.-G. Jung, & K. Guan (Eds.), 
Data-Driven Personas: Synthesis Lectures on HumanCentered Informatics, pp.  209–
237. Springer. doi:10.1007/978-3-031-02231-9_10.

Jensen, M., Elverum, C., & Steinert, M. (2017, March). Eliciting unknown unknowns with 
prototypes: Introducing prototrials and prototrial-driven cultures. Design Studies, 49, 
1–31. doi:10.1016/j.destud.2016.12.002.

Johnson, A., Martinez, K., & Liu, Y. (2020). Barriers to sustainable practices: Insights from 
human-nature interaction studies. Environmental Management, 55, 789–805.

Jung, S.-G., Salminen, J., Kwak, H., An, J., & Jansen, B. J. (2018). Automatic persona genera-
tion (APG): A rationale and demonstration. In: Proceedings of the 2018 Conference on 
Human Information Interaction&Retrieval—CHIIR’18, New Brunswick, NJ, pp. 321–
324. doi:10.1145/3176349.3176893.

https://doi.org/10.1145/3290607.3313006
https://doi.org/10.1145/3176349.3176893
https://doi.org/10.1007/978-3-031-02231-9_10
https://doi.org/10.1145/3411764.3445069
https://doi.org/10.1016/j.destud.2016.12.002
https://doi.org/10.2478/dim-2020-0005
https://doi.org/10.1007/978-3-031-02231-9_1
https://doi.org/10.5339/qfarc.2018.ICTPP78
https://doi.org/10.1080/10447318.2023.2247568
https://doi.org/10.24251/HICSS.2021.540
https://doi.org/10.24251/HICSS.2021.540
https://doi.org/10.1007/978-3-031-02231-9_1


273Large Language Models in Human–Computer Interaction

Keystone J. R., Tilman, D., Polley, H. W., & Reich, P. B. (2015). Biodiversity enhances ecosys-
tem resilience to climate extremes. Nature, 526, 574–577.

Kim, J., Park, S., & Lee, H. (2015). Human-nature interactions: Enhancing environmental 
stewardship through urban green spaces. Urban Forestry & Urban Greening, 14, 45–53.

Kishore Mahabani. (2024, February). Measuring the power of the global south. The 
World Today, February–March, 2024. https://www.chathamhouse.org/publications/
the-world-today/2024-02/measuring-power-global-south.

Knowles, B., Bates, O., & Håkansson, M. (2018). This changes sustainable HCI. In: 
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems, 
Montreal, QC, Canada, pp. 1–12. doi:10.1145/3173574.3174045.

Kunhikrishnan, T., & Jose, S. (2021). Stakeholder engagement in renewable energy transi-
tions: Lessons from social innovation. Energy Research & Social Science, 80, 102211.

Lee, A., Zukauskaite, M., & Barvidaite, V. (2017). Consumer behavior towards green energy: 
Evidence from a Lithuanian household survey. Energy Policy, 106, 733–743.

Lee, O.-J., & Jung, J. J. (2019, September). Integrating character networks for extracting narra-
tives from multimodal data. Information Processing & Management, 56(5), 1894–1923. 
doi:10.1016/j.ipm.2019.02.005.

Li, Y., Shi, Y., Guo, J., & Zhao, X. (2020). Modeling consumer behavior in the sharing econ-
omy using activity theory and agent-based modeling. Technological Forecasting and 
Social Change, 155, 119986.

Lipeipei Sun, Tianzi Qin, Anran Hu, Jiale Zhang, Shuojia Lin, Jianyan Chen, Mona Ali, and 
Mirjana Prpa. 2025. Persona-L has Entered the Chat: Leveraging LLMs and Ability-
based Framework for Personas of People with Complex Needs. In Proceedings of the 
2025 CHI Conference on Human Factors in Computing Systems (CHI ‘25). Association 
for Computing Machinery, New York, NY, USA, Article 1109, 1–31. https://doi.
org/10.1145/3706598.3713445.

Litman, T. (2020). Autonomous Vehicle Implementation Predictions: Implications for Transport 
Planning (Tech. Rep.). Victoria Transport Policy Institute.

MacKinlay, R. D., & Shaw, R. C. (2023). A systematic review of animal personality in conser-
vation science. Conservation Biology, 37(1), e13935.

Marsden, N., & Haag, M. (2016). Evaluation of gendermag personas based on persona attributes 
and persona gender. In: M. Kurosu (Ed.), International Conference on Human-Computer 
Interaction, Lecture Notes in Computer Science, vol. 9733, pp. 122–127, Springer.

McKinsey & Company. (2016). Automotive Revolution—Perspective towards 2030: How the 
Convergence of Disruptive Technologydriven Trends Could Transform the Auto Industry. 
McKinsey & Company, New York, NY, USA.

Meierhofer, J., Schweiger, L., Lu, J., Züst, S., West, S., Stoll, O., & Kiritsis, D. (2021). Digital 
twin-enabled decision support services in industrial ecosystems. Applied Sciences, 
11(23), 11418.

Moons, I., & Pelsmacker, P. D. (2012). Emotions as determinants of electric car usage inten-
tion. Journal of Marketing Management, 28(3–4), 195–237.

Nah, F. F.-H., Zheng, R., Cai, J., Siau, K., & Chen, L. (2023, July). Generative AI and 
ChatGPT: Applications, challenges, and AI-human collaboration. Journal of Information 
Technology Case and Application Research, 25(3), 277–304.

New Economics Foundation. (2020). Reinventing the Wheel: Mobility’s Coming 
Transformation. NEF.

Newman, P., & Kenworthy, J. (1999). Sustainability and Cities: Overcoming Automobile 
Dependence. Island Press.

Nielsen, L. (2002). From user to character: An investigation into user-descriptions in sce-
narios. In: Proceedings of the 4th Conference on Designing Interactive Systems: 
Processes, Practices, Methods, and Techniques, London, England, pp.  99–104. 
doi:10.1145/778712.778729.

https://doi.org/10.1016/j.ipm.2019.02.005
https://doi.org/10.1145/3173574.3174045
https://doi.org/10.1145/778712.778729
https://doi.org/10.1145/3706598.3713445
https://doi.org/10.1145/3706598.3713445
https://www.chathamhouse.org/publications/the-world-today/2024-02/measuring-power-global-south
https://www.chathamhouse.org/publications/the-world-today/2024-02/measuring-power-global-south


274 Artificial Intelligence and Large Language Models

Nielsen, L. (2013). Personas: User Focused Design, 1st ed. Springer.
Nielsen, L. (2019). Persona writing. In: L. Nielsen (Ed.), Personas: User Focused Design, 

pp. 55–81. Springer. doi:10.1007/978-1-4471-7427-1_4.
Nielsen, L., Hansen, K. S., Stage, J., & Billestrup, J. (2015). A template for design perso-

nas: Analysis of 47 Persona descriptions from Danish industries and organizations. 
International Journal of Sociotechnology and Knowledge Development, 7(1), 45–61. 
doi:10.4018/ijskd.2015010104.

OpenAI. (2022). Introducing ChatGPT. OpenAI. https://openai.com/chatgpt/.
Philippon, T. (2016). The Fintech Opportunity (Tech. Rep. No. w22476). National Bureau of 

Economic Research.
Piussi, P., & Farrell, E. P. (2000). Interactions between society and forest ecosystems: 

Challenges for the near future. Forest Ecology and Management, 132(1), 21–28.
Preist, C., Schien, D., & Blevis, E. (2016). Understanding and mitigating the effects of device 

and cloud service design decisions on the environmental footprint of digital infrastruc-
ture. In: Proceedings of the 2016 CHI Conference on Human Factors in Computing 
Systems, San Jose, CA, pp. 1324–1337. doi:10.1145/2858036.2858378.

Putnam, R. D. (2000). Bowling Alone: The Collapse and Revival of American Community. 
Simon and Schuster.

Roche, C. (2023). Ethics and diversity in artificial intelligence policies, strategies and initia-
tives. AI and Ethics, 3(4), 1095–1115.

Rose, D. C., Sutherland, W. J., Parker, C., Lobley, M., Winter, M., Morris, C., & Dicks, L. V. 
(2016). Decision support tools for agriculture: Towards effective design and delivery. 
Agricultural Systems, 149, 165–174.

Salminen, J., Froneman, W., Jung, S.-G., Chowdhury, S., & Jansen, B. J. (2020, April). The 
ethics of data-driven personas. In: Extended Abstracts of the 2020 CHI Conference 
on Human Factors in Computing Systems Extended Abstracts, pp. 1–9, Honolulu, HI. 
doi:10.1145/3334480.3382790.

Salminen, J., Jung, S.-G., & Jansen, B. (2022, March). Developing persona analytics towards 
persona science. In: 27th International Conference on Intelligent User Interfaces, 
Helsinki, Finland, pp. 323–344. doi:10.1145/3490099.3511144.

Salminen, J., Jung, S.-G., & Jansen, B. J. (2021, December). Are data-driven personas con-
sidered harmful? Diversifying user understandings with more than algorithms. Persona 
Studies, 7(1), 48–63. doi:10.21153/psj2021vol7no1art1236.

Salminen, J., Jung, S.-G., Chowdhury, S., Sengün, S., & Jansen, B. J. (2020, April). Personas 
and analytics: A comparative user study of efficiency and effectiveness for a user iden-
tification task. In: Proceedings of the 2020 CHI Conference on Human Factors in 
Computing Systems, pp. 1–13. New York, NY. doi:10.1145/3313831.3376770.

Salminen, J., Jung, S.-G., Medina, J., Aldous, K., Azem, J., Akhtar, W., & Jansen, B. J. 
(2024, July). Using cipherbot: An exploratory analysis of student interaction with an 
LLM-based educational chatbot. In: Proceedings of the Eleventh ACM Conference on 
Learning @ Scale, Atlanta, GA, pp. 279–283. doi:10.1145/3657604.3664690.

Salminen, J., Liu, C., Pian, W., Chi, J., Häyhänen, E., & Jansen, B. J. (2024, May). Deus ex 
machina and personas from large language models: Investigating the composition of 
ai-generated persona descriptions. In: Proceedings of the CHI Conference on Human 
Factors in Computing Systems, Honolulu, HI, pp. 1–20. doi:10.1145/3613904.3642036.

Salminen, J., Santos, J. M., Jung, S., Chowdhury, S. A., & Jansen, B. J. (2019). Persona percep-
tion scale: Developing and validating an instrument for human-like representations of 
Data. International Journal of Human-Computer Studies, 129, 1–14.

Salminen, J., Santos, J. M., Jung, S.-g., & Jansen, B. J. (2023, December). How does an imagi-
nary persona’s attractiveness affect designers’ perceptions and IT solutions? An experi-
mental study on users’ remote working needs. Information Technology & People, 36(8), 
196–225. doi:10.1108/ITP-09-2022-0729.

https://doi.org/10.1145/2858036.2858378
https://doi.org/10.21153/psj2021vol7no1art1236
https://doi.org/10.1145/3334480.3382790
https://doi.org/10.1145/3613904.3642036
https://doi.org/10.1108/ITP-09-2022-0729
https://doi.org/10.1145/3313831.3376770
https://doi.org/10.1007/978-1-4471-7427-1_4
https://doi.org/10.4018/ijskd.2015010104
https://doi.org/10.1145/3490099.3511144
https://doi.org/10.1145/3657604.3664690
https://openai.com/chatgpt


275Large Language Models in Human–Computer Interaction

Salminen, J., Santos, J. M., Kwak, H., An, J., Jung, S.-g., & Jansen, B. J. (2020, September). 
Persona perception scale: Development and exploratory validation of an instru-
ment for evaluating individuals’ perceptions of Personas. International Journal of 
Human-Computer Studies, 141, 102437. doi:10.1016/ j.ijhcs.2020.102437.

Salminen, J., Sengün, S., Kwak, H., Jansen, B. J., An, J., Jung, S.-g., Harrell, D. F. (2018, June). 
From 2,772 segments to five personas: Summarizing a diverse online audience by gen-
erating culturally adapted personas. First Monday, 23(6). doi:10.5210/fm.v23i6.8415.

Salminen, J., Wenyun Guan, K., Jung, S.-G., & Jansen, B. (2022, April). Use cases for 
design personas: A systematic review and new frontiers. In: Proceedings of the 2022 
CHI Conference on Human Factors in Computing Systems, New York, NY, pp. 1–21. 
doi:10.1145/3491102.3517589.

Sattele, V., & Carlos Ortiz, J. (2024). Generating user personas with AI: Reflecting on its 
implications for design. In: C. Gray, E. Ciliotta Chehade, P. Hekkert, L. Forlano,  
P. Ciuccarelli, & P. Lloyd (Eds.), DRS2024: Boston, pp. 1–9. Boston, MA, USA.

Scheer, H. (2004). The Solar Economy: Renewable Energy for a Sustainable Global Future. 
Earthscan.

Schmidt, O., Hawkes, A., Gambhir, A., & Staffell, I. (2017). The future cost of electrical 
energy storage based on experience rates. Nature Energy, 2(8), 17110.

Schuller, A., Janssen, D., Blumenröther, J., Probst, T. M., Schmidt, M., & Kumar, C. (2024). 
Generating personas using LLMs and assessing their viability. In: Extended Abstracts 
of the 2024 CHI Conference on Human Factors in Computing Systems, New York, NY. 
doi:10.1145/3613905.3650860.

Sengün, S., Salminen, J., Jung, S.-G., Aldous, K. K., & Jansen, B. J. (2024, July). “There’s 
something about noura”: Exploring think-aloud reasonings for users’ persona choice in a 
design task. In: Designing Interactive Systems Conference, IT University of Copenhagen, 
Denmark, pp. 1234–1247. doi:10.1145/3643834.3661512.

Sheng, E., Joe, L., Alambo, A., & Solaiman, I. (2021). A societal-aware methodology for man-
aging bias in AI applications. Patterns, 2(6), 100238.

Shin, J., Hedderich, M. A., Rey, B. J., Lucero, A., & Oulasvirta, A. (2024, July). 
Understanding human-AI workflows for generating personas. In: Designing 
Interactive Systems Conference, IT University of Copenhagen, Denmark, pp. 757–781. 
doi:10.1145/3643834.3660729.

Smith, T., Nguyen, P., & Brown, C. (2021). Enhancing community well-being through 
human-nature interaction Personas. Journal of Community Psychology, 49, 123–140.

Soon-Gyo Jung, Joni Salminen, Kholoud Khalil Aldous, and Bernard J. Jansen. 2025. 
PersonaCraft: Leveraging language models for data-driven persona development. Int. 
J. Hum.-Comput. Stud. 197, C (Mar 2025). https://doi.org/10.1016/j.ijhcs.2025.103445.

Stern, P. C. (2000). Toward a coherent theory of environmentally significant behavior. Journal 
of Social Issues, 56(3), 407–424.

Sun, Z., Sun, L., & Strang, K. D. (2016). Big data analytics services for enhancing business 
intelligence. Journal of Computer Information Systems, 56(2), 133–145.

UN-Habitat. (2009). Planning Sustainable Cities: Global Report on Human Settlements 2009. 
Earthscan.

United Nations. (2015). Transforming Our World: The 2030 Agenda for Sustainable 
Development. United Nations General Assembly.

United Nations. (2018). World urbanization prospects: The 2018 revision. Department of 
Economic and Social Affairs, Population Division, New York, NY.

Vergani, F., & Di Liberto, F. (2024). Designing from the plants’ perspective: A field case study 
in urban forest of “la goccia”. In: C. Gray, E. Ciliotta Chehade, P. Hekkert, L. Forlano, 
P. Ciuccarelli, & P. Lloyd (Eds.), DRS2024: Boston, pp. 1–9. Design Research Society.

https://doi.org/10.1016/j.ijhcs.2025.103445
https://doi.org/10.1016/j.ijhcs.2020.102437
https://doi.org/10.1145/3613905.3650860
https://doi.org/10.1145/3643834.3661512
https://doi.org/10.1145/3643834.3660729
https://doi.org/10.5210/fm.v23i6.8415
https://doi.org/10.1145/3491102.3517589


276 Artificial Intelligence and Large Language Models

Vinuesa, R., Azizpour, H., Leite, I., Balaam, M., Dignum, V., Domisch, S., & Fuso 
Nerini, F. (2020, January). The role of artificial intelligence in achieving the 
Sustainable Development Goals. Nature Communications, 11(1), 233. doi:10.1038/
s41467-019-14108-y.

Wang, L., Zhao, M., & Chen, R. (2019). Global perspectives on incentive policies for electric 
vehicle adoption. Sustainable Cities and Society, 44, 597–603.

Wells, P., & Nieuwenhuis, P. (2010). Understanding the changing automotive industry: 
Dynamics of supply and demand. International Journal of Automotive Technology and 
Management, 10(2–3), 121–135.

Wilensky, U., & Rand, W. (2015). Introduction to Agent-based Modeling: Modeling Natural, 
Social, and Engineered Complex Systems with NetLogo. MIT Press.

Wilson, A., De, P. S., Forbes, P., & Sachy, M. (2020, November). Creating personas for politi-
cal and social consciousness in HCI design. Persona Studies, 4(2), 25–46. doi:10.3316/
informit.032482973719629.

World Economics. (2024, August). Global South [Economic Data]. https://www.worldeco-
nomics.com/Regions/Global-South/default.aspx.

Yang, S., & Lee, H. (2018). Identifying electric vehicle drivers’ characteristics and their 
intention to adopt electric vehicles. Transportation Research Part D: Transport and 
Environment, 57, 116–127.

Yanlic, B. S., & Coskun, A. (2024). Understanding the Needs of Nonhuman Stakeholders in 
Design Process: An Overview of and Reflection on Methods. arXiv. https://arxiv.org/
abs/2407.14750.

Yoonseo Choi, Eun Jeong Kang, Seulgi Choi, Min Kyung Lee, and Juho Kim. 2025. Proxona: 
Supporting Creators’ Sensemaking and Ideation with LLM-Powered Audience Personas. 
In Proceedings of the 2025 CHI Conference on Human Factors in Computing Systems 
(CHI ‘25). Association for Computing Machinery, New York, NY, USA, Article 149, 
1–32. https://doi.org/10.1145/3706598.3714034.

Zhou, L., Fang, Y., Ding, S., Cheng, Y., Yan, B., Zhu, W., Bao, S., Wang, J., & Song, S. (2024). 
Vivid-persona: Customizable persona tool with interactive and immersive experiences. 
Journal of Engineering Design, 36, 1–22. doi:10.1080/09544828.2024.2383543.

Zhuo, T. Y., Huang, Y., Chen, C., & Xing, Z. (2023, May). Red Teaming ChatGPT Via 
Jailbreaking: Bias, Robustness, Reliability and Toxicity. arXiv. https://arxiv.org/
abs/2301.12867.

https://doi.org/10.1145/3706598.3714034
https://doi.org/10.1038/s41467-019-14108-y
https://doi.org/10.1080/09544828.2024.2383543
https://www.worldeconomics.com/Regions/Global-South/default.aspx
https://doi.org/10.3316/informit.032482973719629
https://arxiv.org/abs/2407.14750
https://arxiv.org/abs/2407.14750
https://arxiv.org/abs/2301.12867
https://arxiv.org/abs/2301.12867
https://www.worldeconomics.com/Regions/Global-South/default.aspx
https://doi.org/10.1038/s41467-019-14108-y
https://doi.org/10.3316/informit.032482973719629


11 Theoretical Foundations 

of Human Factors and 

Trustworthiness in Large 

Language Models

Kitty Kioskli

11.1 INTRODUCTION

The integration of large language models (LLMs) into knowledge-intensive, deci-
sion-support, and communication systems signals a paradigmatic shift in the nature 
of human–machine interaction. These models, characterized by high-dimensional 
linguistic fluency and domain-agnostic generativity, have not only expanded the 
functional landscape of artificial intelligence (AI) but also introduced new epistemic, 
relational, and psychosocial complexities (Zhou & Li, 2023). In practice, LLMs 
increasingly serve as intermediaries in domains as diverse as mental health, legal 
reasoning, and education, where they interface with users not merely as computa-
tional tools but as entities perceived rightly or wrongly as intentional, conversational, 
and socially aware (Cheng et al., 2023; Suresh et al., 2023). Crucially, the interaction 
between users and LLMs is rarely neutral or purely functional. Rather, it is situ-
ated within a broader ecosystem of sociotechnical expectations, cognitive heuristics, 
and embedded power relations. This interaction is further shaped by affective states, 
institutional branding, and the cultural legibility of the AI system’s interface (Shin & 
Park, 2022). Users do not approach LLMs as blank slates; they carry with them prior 
experiences, interpretive frameworks, and social scripts that inform their interpreta-
tion of the model’s behavior, its tone, responsiveness, and perceived transparency. 
These micro-evaluations coalesce into trust judgments, which are rarely linear and 
often evolve dynamically with each encounter (Wu et al., 2023).

Trust, in this context, cannot be reduced to mere system usability or technical 
performance. Rather, it must be understood as an emergent construct co-produced 
through human–machine interaction over time. According to Mayer, Davis, and 
Schoorman (1995), trust is defined as “the willingness of a party to be vulnerable 
to the actions of another party based on the expectation that the other will perform 
a particular action important to the trustor, irrespective of the ability to monitor 
or control that other party.” This definition highlights the inherently relational and 
risk-laden nature of trust, which becomes especially salient in interactions with 
opaque, probabilistic systems like LLMs. Recent work on adaptive trust calibra-
tion has emphasized that trust in LLMs is context-sensitive, historically contingent, 
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and deeply shaped by the psychosocial makeup of the user (Zhang et  al., 2022). 
For instance, the same probabilistic output may be interpreted as reassuring in one 
context and as opaque or even deceptive in another, depending on the stakes, user 
expertise, and domain conventions. In this light, trust is less a stable state and more 
a dynamic cognitive-affective response, regulated by factors such as cognitive load, 
interface design, and institutional cues (Chugunova & Seleznova, 2022). The com-
plexity of trust in LLMs becomes even more apparent when examined through a 
socio-technical lens. Here, trust is not located solely in the dyadic interaction between 
user and system but emerges from the broader assemblage of algorithms, interface 
logics, policy regimes, and organizational narratives that structure this interaction. 
The implications are profound: design interventions aimed at increasing explainabil-
ity or feedback may fail if they do not account for the lived experience of the user or 
the power asymmetries embedded in AI infrastructure (Dellagiacoma et al., 2022; 
Kioskli et al., 2024). Thus, understanding trust in LLMs demands a shift away from 
prescriptive models toward an empirical, user-sensitive approach that foregrounds 
context, contingency, and interpretive variability.

The psychosocial dimensions of trust in LLMs also demand critical interroga-
tion. Recent studies suggest that the degree of perceived social presence-whether 
the system appears empathic, human-like, or contextually attuned-can significantly 
modulate user trust, often irrespective of output accuracy (Sykora et al., 2023). This 
presents a paradox: users may develop relational dependencies on systems that are 
not epistemically transparent or normatively aligned with human ethical standards. 
The anthropomorphic design of LLM interfaces, particularly in domains involv-
ing emotional labor or care (e.g., mental health chatbots), amplifies these dynam-
ics, generating trust based not on verifiability but on perceived emotional resonance 
or responsiveness (Cheng et al., 2023). The implications of such interactional mir-
roring, where systems simulate understanding without possessing it, are not merely 
philosophical but profoundly operational, affecting user decision-making, emotional 
well-being, and even identity negotiation. Moreover, the experience of trust is never 
isolated from structural factors. As Kioskli et al. (2024) argue, human–AI interac-
tion must be situated within an integrative risk management framework that includes 
psychological, contextual, and institutional dimensions. Trust is not solely built on 
perceived competence or fairness; it is mediated by users’ broader sense of proce-
dural justice, digital agency, and perceived alignment between their goals and those 
of the system or its governing institutions. In other words, the trust equation extends 
beyond the model to encompass the infrastructure, policy environment, and organi-
zational culture that deploy it.

It is also important to recognize the temporal dynamics of trust. Trust can degrade, 
stabilize, or increase over time, depending on a user’s cumulative experience and the 
system’s perceived trajectory of improvement or stagnation. Longitudinal user stud-
ies have demonstrated that early positive experiences with LLMs can create a form 
of affective inertia, wherein users remain loyal or tolerant of future failures based 
on earlier perceived reliability (Zhou & Li, 2023). Conversely, a single high-stakes 
failure, especially one that violates moral or cultural expectations, can lead to dis-
proportionate distrust or disengagement, even if the error is statistically rare (Suresh 
et al., 2023). Given these complexities, it is insufficient to approach trust in LLMs 
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through deterministic models or technical metrics alone. Instead, a multidisciplinary, 
empirically grounded approach is necessary-one that foregrounds user subjectivity, 
environmental context, and system design in equal measure. This chapter therefore 
adopts a socio-technical lens, informed by cognitive psychology, human–computer 
interaction, and critical systems thinking, to examine how trust is co-constructed, 
maintained, and occasionally broken in the context of LLMs. By weaving together 
theoretical frameworks and empirical insights, it aims to offer a foundation for 
designing, regulating, and deploying LLMs in ways that are not only technically 
effective but also socially trustworthy and ethically responsive.

11.2  UNDERSTANDING HUMAN FACTORS 
IN HUMAN–AI INTERACTION

The rapid expansion of LLMs in public-facing and expert-in-the-loop systems has 
foregrounded the need to interrogate the human factors that underpin user interac-
tion, interpretation, and trust. These models, while powerful in output, are dependent 
on users’ cognitive, emotional, and contextual capacities to be engaged responsi-
bly. Human–AI interaction is not merely an interface problem; it is a relational and 
interpretive act shaped by the psychological constraints and social scripts that users 
carry into each interaction. Trust, reliance, and even rejection of LLMs are rarely 
grounded in performance metrics alone; rather, they emerge through dynamic, con-
textualized user experiences that often deviate from the system designer’s assump-
tions (Kocielnik, Amershi, & Bennett, 2022).

Cognitive load is one of the foundational constructs for understanding human 
engagement with complex AI systems. In LLM-mediated tasks, such as document 
summarization, decision support, or dialogue management, users must not only pro-
cess the content but also assess the plausibility, relevance, and trustworthiness of 
the output in real time. This evaluative labor increases when explanations are either 
absent or fail to align with users’ mental models, often resulting in disengagement 
or overreliance (Lai, Wu, & Tan, 2021). This is especially critical in high-stakes 
domains, where the perceived authority of the AI can obscure the user’s sense of 
accountability or critical distance. Recent studies demonstrate that trust in AI can 
be misleadingly stable when users rely on shallow cues like fluency or formatting, 
even when the underlying reasoning is flawed (Buçinca, Malaya, & Glassman, 
2021). This phenomenon, where apparent confidence in output triggers passive trust, 
is a manifestation of cognitive offloading. Instead of applying reflective scrutiny, 
users defer to the AI, particularly under time pressure or when domain knowledge 
is limited. In this regard, LLMs may not just assist cognition they may displace it. 
See Figure 11.1.

Yet, trust is not uniformly distributed across users. Psychosocial dimensions such 
as age, digital literacy, institutional exposure, and emotional state significantly mod-
ulate how people perceive and respond to LLMs. A user unfamiliar with AI may 
perceive neutrality in tone as “objectivity,” while another may detect subtle rein-
forcement of bias. These interpretations are shaped by lived experience, sociocul-
tural knowledge, and power awareness, which are factors that are often excluded 
from the design logic of ostensibly “universal” AI systems (Binns et al., 2020).
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Table 11.1 provides a summary of psychosocial variables that influence user trust 
trajectories in interactions with LLMs, as derived from the existing literature.

Table 11.1 outlines key psychosocial factors, such as cognitive load, digital lit-
eracy, emotional state, and social identity, that influence how users trust and respond 
to AI systems. For each variable, it explains its impact on trust dynamics and offers 
design recommendations, like simplifying interfaces, tailoring transparency, and 
promoting equity through culturally- and socially-aware design.

FIGURE  11.1 Cognitive and affective dimensions shaping user trust in large language  
models (LLMs).
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Beyond cognitive heuristics and surface-level perceptions, LLM interaction 
demands consideration of user explanation preferences and interpretive anchoring. 
A central human factor in AI systems, particularly those operating through natural 
language, is the user’s ability to construct a coherent mental model of how the system 
operates. When users fail to develop such a model, trust may become decoupled from 
understanding, leading to dependency or unjustified rejection (Eiband et al., 2021). 
Explanation strategies must therefore serve dual roles: enabling operational clarity 
while fostering subjective validation. Yet, these goals often conflict. Users do not 
simply want to “know how it works”; they want to understand why it behaves as it 
does, in a way that resonates with their context and values. See Table 11.1.

Trust is shaped not only by what is said but how and when it is said. This is 
particularly true in language-based systems, where tone, structure, and vocabulary 
co-create perceived intention. Research by Dodge et  al. (2021) shows that users 
respond differently to the same explanation content depending on the timing and 
modality of delivery, whether embedded in a conversation, post-hoc, or on-demand. 
These preferences vary across user profiles, reflecting both psychosocial traits and 
task-specific needs. A system that explains too much can frustrate or patronize; one 

TABLE 11.1

Psychosocial Variables Influencing User Trust Trajectories in LLM Interactions

Psychosocial Variable Influence on Trust Dynamics Design Considerations

Cognitive load High load may lead to overreliance or 
disengagement, reducing critical 
evaluation of output.

Simplify interfaces; use 
just-in-time explanations; 
avoid information overload.

Digital literacy Low literacy increases reliance on 
interface cues (tone, fluency) over 
substantive evaluation.

Tailor transparency levels; 
provide guided interaction 
pathways.

Emotional state Stress or urgency amplifies deference to 
perceived authority or fluent output.

Use emotionally calibrated 
responses; signal uncertainty 
with care.

Domain expertise Experts are more sensitive to epistemic 
gaps, less persuaded by superficial cues.

Offer layered explanations; 
support challenge, override, 
and system probing.

Institutional trust Users with high institutional trust may 
extend that trust to associated AI systems.

Transparently communicate 
system provenance, backing, 
and ethical frameworks.

Cultural frame Cultural norms influence how users 
interpret AI behavior (e.g..,  politeness, 
authority).

Localize design language; avoid 
overgeneralized behavior 
profiles.

Prior ai experience Familiarity shapes expectations, 
calibration, and tolerance for system 
ambiguity or failure.

Allow personalization and 
adaptive trust scaffolding based 
on interaction history.

Social identity/power 
awareness

Users from marginalized groups may 
approach systems with heightened 
skepticism.

Recognize asymmetries; design 
for relational equity and 
epistemic humility.
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that explains too little may appear evasive or untrustworthy. Designing for the “right 
amount” of explanation remains a deeply human-centered challenge. The emotional 
affordances of LLM interaction are often underestimated in system design, yet they 
are central to understanding user trust trajectories. Afroogh et al. (2024) argue that 
trust in AI cannot be reduced to a single factor such as accuracy or transparency; 
rather, it emerges from a complex interplay of technical, social, and ethical dimen-
sions. Their review underscores that users often evaluate trustworthiness not only 
on whether systems deliver correct outcomes, but also on whether they demonstrate 
alignment with human values and intentions. In practice, this means that perceptions 
of fairness, accountability, and responsiveness weigh as heavily as performance met-
rics, shaping a relational form of trust that extends beyond mere functionality.

While initial impressions and first-use experience shape the early trajectory of 
human–LLM interaction, long-term engagement introduces a fundamentally different set 
of psychosocial dynamics. Trust, in this temporal frame, becomes less reactive and more 
adaptive-a learned behavior influenced by repeated exposure, observed consistency, and 
the user’s evolving mental model. As Schneider, Langer, and Butz (2022) demonstrate, 
trust calibration is rarely linear. Users may oscillate between reliance and skepticism 
based on system responsiveness, emotional labor, and error recovery over time.

In longitudinal contexts, users shift from initial curiosity and caution to more rou-
tine, patterned interactions. This habituation process is not inherently problematic- 
indeed, it can improve efficiency and reduce cognitive burden. However, as Ren, 
Huang, and Park (2023) note, habituation may also suppress critical reflection, partic-
ularly when early positive experiences solidify into unexamined trust. This adaptive 
trust is often reinforced by social and institutional signals, user reviews, branding, 
endorsements, or default system integration, creating a perceived social norm around 
AI reliability. Moreover, the development of trust is increasingly relational. LLMs 
deployed in dialogic or assistive contexts, such as writing aides or therapeutic bots, 
engage users in ongoing narrative and emotional framing. Over time, users begin to 
anthropomorphize the system, projecting traits like consistency, helpfulness, or even 
empathy onto its persona. This projection is not a mere illusion but a psychologically 
functional response to systems that mimic human cadence and emotional scaffold-
ing (Preece & Shneiderman, 2021). However, it raises ethical questions when user 
vulnerability intersects with algorithmic opacity.

Users also adapt their behavior based on prior system performance. They may 
develop strategies to “game” or bypass limitations, for instance, by phrasing prompts 
in ways they believe yield better results. These behaviors, as shown in Liao, Gruen, 
and Miller’s (2020) research, reflect a form of meta-interaction: users not only 
engage with the content but with their evolving expectations about the system’s 
behavior. Such adaptations complicate the assumption that trust can be measured 
solely through static satisfaction or task success metrics. The temporal character of 
trust is further complicated by update cycles, model drift, and interface redesign. 
A previously “trusted” LLM may change subtly or significantly between versions; 
retraining, policy updates, or architectural shifts can disrupt the stability of user 
interaction. These changes, when poorly communicated, erode what Schneider et al. 
(2022) describe as interactional continuity-the user’s sense that the system is predict-
able, familiar, and aligned with prior expectations.
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What becomes clear across this landscape is that trust in LLMs is best understood 
not as a single moment or feature but as a temporally extended, emotionally layered 
process. It reflects not just system capability but the user’s evolving sense of agency, 
safety, and purpose in the interaction. This requires a rethinking of how designers 
approach longitudinal usability and psychological safety, moving beyond task suc-
cess to include indicators such as self-efficacy, narrative control, and trust resilience.

11.3  CONCEPTUALIZING TRUST AND 
TRUSTWORTHINESS IN AI SYSTEMS

Trust in AI systems, and in LLMs more specifically, is not a discrete variable that 
can be “optimized,” but a socially situated, interpretive construct embedded within 
a constellation of psychological, organizational, and communicative dimensions. 
In contrast to traditional software systems, LLMs occupy a unique affective and 
epistemic space: they communicate in natural language, they generate information 
probabilistically, and they are frequently invoked in contexts where the distinction 
between tool and interlocutor is unstable. As a result, trust becomes less about system 
outputs in isolation and more about how those outputs are received, interpreted, and 
morally situated by human users (Vianello et al., 2023).

Contemporary models of trust in AI often draw upon classical organizational 
frameworks that emphasize three antecedents: ability, integrity, and benevolence 
(Hoffman et al., 2021). While these constructs provide a useful starting point, their 
applicability to LLMs is not straightforward. Ability, in a human context, implies 
competence rooted in intentional learning and domain expertise. In LLMs, “abil-
ity” is measured algorithmically via benchmarks and data coverage but may still 
yield hallucinations or biased output due to latent flaws in training data. This diver-
gence raises a psychosocial tension: users may perceive an LLM as capable because 
of its fluency or speed, while remaining unaware of its structural limitations. See 
Figure 11.2.

Integrity and benevolence, likewise, become complicated when applied to sys-
tems lacking volition. Nonetheless, users often anthropomorphize LLMs and inter-
pret design signals (e.g., confidence cues, disclaimers, politeness strategies) as 
indicators of moral stance or trustworthiness (Niculae et  al., 2023). This is not a 
cognitive error to be corrected; it is a relational phenomenon shaped by language 
itself. The medium through which LLMs operate invites social interpretation, which 
then becomes embedded in the user’s trust posture. What appears to be a neutral 
sentence may be read as considerate or dismissive, helpful or evasive, depending on 
the user’s psychosocial orientation and the interaction context. Moreover, trust in 
LLMs is not necessarily grounded in verifiability. Instead, it often emerges from sur-
face features that act as credibility cues: tone, structure, response latency, and even 
the perceived confidence of the model. Niculae et al. (2023) demonstrate that users 
consistently over-trust outputs from LLMs framed as authoritative, even when the 
content is demonstrably flawed. This dynamic, where epistemic authority is inferred 
from presentation rather than grounded evidence, reflects broader trends in platform 
communication, but it is particularly acute in AI-mediated contexts, where the line 
between machine and messenger blurs.
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Table 11.2 summarizes cross-cultural and contextual factors that modulate trust 
in LLM systems, as identified in the existing literature. This table highlights how 
contextual factors, such as culture, language, media exposure, and socioeconomic 
status, influence how users form trust in LLM systems. It also offers design recom-
mendations, including localized interaction styles, support for dialect diversity, sim-
plified user interfaces, and transparent institutional accountability to build inclusive 
and equitable AI systems.

As Jakesch et al. (2021) argue, the perceived fairness of algorithmic systems also 
mediates trust, even in the absence of full transparency. Users are more likely to 
trust a system they feel is “trying” to be fair, even if its inner logic remains opaque. 
This finding suggests that trust is not a product of rational deliberation alone, but a 
relational and affective state molded by past experiences, institutional narratives, and 
contextual expectations. See Table 11.2.

The tension between perceived trust and actual trustworthiness in AI systems 
stems, in part, from the failure to reconcile surface-level user cues with underlying 
system properties. Trust, as a lived experience, is modulated by emotional, contex-
tual, and symbolic factors. Trustworthiness, by contrast, is a normative and technical 
construct, denoting a system’s consistent alignment with principles such as accuracy, 
transparency, and fairness. The challenge for designers and researchers is not merely 
how to improve model behavior, but how to make trustworthiness legible to users 
without resorting to reductive proxies like confidence scores or authority framing 

FIGURE 11.2 Reconceptualizing trust antecedents in human–LLM interaction.
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(Seth, Shen, & Narayanan, 2022). Transparency is often presented as the antidote 
to mistrust. However, empirical studies show that naive implementations of trans-
parency-such as full exposure to decision logic or confidence intervals-can backfire 
when users lack the cognitive scaffolding to interpret them. Bhatt et al. (2021) suggest 
that uncertainty itself can serve as a form of transparency, especially when contextu-
alized appropriately within user goals. In this framing, uncertainty signals not model 
failure but epistemic humility a quality more likely to foster calibrated trust than 
blind assurance. Emotional resonance plays a critical but underexplored role in per-
ceived trustworthiness. When LLMs acknowledge ambiguity, use hedging language, 

TABLE 11.2

Cross-Cultural and Contextual Factors Modulating Trust in LLM Systems

Contextual Dimension Influence on Trust Formation

Implications for Design and 

Deployment

Cultural trust norms Expectations of authority, 
communication politeness, and 
institutional roles vary by culture.

Localize interaction style; support 
culturally relevant formality, 
hierarchy cues, and deference 
patterns.

Language and dialect LLMs trained on dominant 
language corpora may 
misinterpret or exclude minority 
linguistic forms.

Support dialectal diversity; use 
culturally representative training 
data; allow phonetic and 
regional input.

Technological access and 
history

Historical disenfranchisement or 
exclusion from digital 
infrastructure breeds baseline 
skepticism.

Account for digital trauma; design 
for inclusion, transparency, and 
reparability across populations.

Institutional association Trust in AI is shaped by perceived 
legitimacy of host institutions 
(e.g., government and private 
sectors).

Signal institutional accountability 
clearly; disclose affiliations and 
redress channels.

Media and misinformation 
exposure

High exposure to misinformation 
or AI fear narratives may reduce 
initial trust thresholds.

Provide proactive epistemic 
scaffolds; clarify LLM 
capabilities and limitations 
upfront.

Socioeconomic status (SES) Users from lower SES 
backgrounds may face constraints 
in digital fluency, bandwidth, or 
safety.

Avoid cognitive overload; 
simplify UX; prioritize mobile 
and low-resource usability.

Regulatory environment National and regional AI laws 
impact perceptions of safety, 
rights, and recourse.

Adapt disclosure practices to 
local law; reference user rights 
and local ethical frameworks 
explicitly.

Historical power structures Users in post-colonial, 
authoritarian, or highly surveilled 
societies may distrust AI by 
default.

Emphasize user autonomy; embed 
opt-out and control mechanisms; 
design for visibility over 
automation.
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or reflect user sentiment, they tend to be evaluated as more trustworthy, even when 
their outputs are less assertive or definitive (Binns et al., 2020). This reflects a deeper 
psychosocial logic: users are not simply seeking accuracy, but systems that respect 
their agency, acknowledge complexity, and reinforce their sense of epistemic control. 
Trust in these instances is affective and dialogic, not merely rational.

Institutional and process-based trust also factor prominently into human–LLM 
relations. Raji et al. (2020) propose that trustworthiness is not located solely in the 
model, but in the end-to-end pipeline that governs its creation, testing, deployment, 
and maintenance. Users may never encounter the dataset, training architecture, or 
audit protocol behind an LLM, but they are sensitive to whether the system “feels” 
like it was built responsibly. Institutional cues, such as disclaimers, feedback mecha-
nisms, and data provenance indicators, can serve as trust scaffolds, offering users 
meta-information that shapes interpretation. This is where psychosocial and techni-
cal design must converge. As Seth et al. (2022) show, poorly calibrated models, those 
that express excessive certainty in incorrect outputs, cause users to either over-trust 
or disengage entirely. Even highly accurate systems can erode trust if their expressive 
behavior contradicts the user’s experience or domain norms. In this way, trustwor-
thiness becomes an expressive property: not only what the system does, but how it 
communicates its doing.

Designing for trust in LLMs requires more than the mitigation of error or 
enhancement of interpretability; it requires a deliberate reorientation toward epis-
temic modesty and interactional transparency. As Harrison et al. (2021) suggest, 
users are more likely to trust systems that acknowledge the limits of their knowl-
edge or defer to user judgment in ambiguous cases. This trust is not diminished by 
uncertainty; rather, it is reinforced when systems provide cues that they are open to 
being questioned, corrected, or contextualized. In LLMs, such cues may take the 
form of hedged language, responsive clarification, or adaptive dialogue patterns-all 
of which can signal respect for the user’s interpretive agency. Equally crucial is the 
alignment between the system’s epistemic posture and the user’s mental model of 
how intelligence operates. Ullman et al. (2020) argue that systems must be intel-
ligible not only in a technical sense but also in a cognitive one. If users assume 
the LLM “understands” as a human does, or holds beliefs and intentions, this can 
create a disconnect between expected and actual behavior, particularly when the 
system produces content that appears plausible yet lacks grounding. Closing this 
gap requires not just better explanations, but an improved design of interaction 
rituals-how information is requested, offered, corrected, and reframed across 
repeated encounters.

Finally, trust in LLMs is not an individual event; it is a distributed process that 
involves institutions, systems, designers, and communities. Alvarado (2023) concep-
tualizes AI as an epistemic technology, a tool that not only generates information but 
also structures how knowledge itself is produced, shared, and legitimized. In this 
framing, trust in AI extends beyond verifying the correctness of outputs; it entails 
recognizing the epistemic roles these systems assume within human practices of 
inquiry. Users are asked, implicitly, to accept AI not merely as a computational assis-
tant but as a co-participant in processes of reasoning and sense-making. Such a shift 
raises critical questions of authority and accountability: whose knowledge practices 
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are embedded in the model, and whose perspectives are excluded? Trust, therefore, 
becomes a matter of negotiating epistemic legitimacy, demanding transparency 
about the cultural, social, and methodological commitments inscribed in AI design.

11.4 TRUST IN PRACTICE: USER PERCEPTIONS OF LLMS

While trust in LLMs has been theorized through cognitive models and normative 
design principles, its actualization occurs in the lived, contingent experience of users. 
These experiences are marked by ambiguity, affect, and adaptation, shaped less by 
system accuracy in isolation and more by the user’s ongoing interpretation of cues, 
outcomes, and perceived intent. Trust, as it unfolds in practice, is never static; it is 
recursive, performative, and bound to social context.

Across studies, users consistently report that they rely on interactional fluency 
rather than underlying transparency as a key trust cue. Bach and Holmström (2024) 
note that user trust in AI systems is shaped less by abstract technical performance 
than by perceivable qualities such as transparency, explainability, and reliability. 
Their review highlights that when users can make sense of how and why an AI system 
produces outcomes, they are more likely to attribute credibility and competence to it. 
In this way, the interpretability of the system functions as a proxy for trust, signaling 
not only functional adequacy but also ethical alignment with user expectations.

At the same time, users bring to the interaction varied mental models of what 
the system is and how it operates. These models are often fuzzy, partial, or implic-
itly drawn from social analogies rather than technical knowledge. Bargas-Avila and 
Hornbæk (2021) argue that in the absence of clear conceptual scaffolding, users often 
adopt anthropomorphic metaphors, interpreting LLMs as advisors, helpers, or even 
companions. These roles come with embedded expectations of honesty, support, 
and reliability expectations that the system has not committed to, but is nonetheless 
judged by. See Figure 11.3.

Trust in LLMs does not unfold uniformly across users; it is profoundly shaped by 
prior knowledge, digital literacy, cultural frameworks, and the institutional context 
of use. While novice users may interpret fluency as competence, more experienced 
or domain-specific users are often attuned to subtle markers of epistemic uncertainty. 
The same interface may therefore foster trust in one context and prompt skepticism 
in another, not because the model has changed, but because the user’s interpretive 
lens has (Srivastava, Holstein, & de Freitas, 2022). As Park and Shin (2021) argue, 
requests for transparency are not uniformly distributed: users with lower algorith-
mic literacy often prioritize fairness and responsiveness over technical disclosure. 
Conversely, users with higher domain expertise tend to evaluate LLMs through 
lenses of auditability, reliability, and consistency. These divergent preferences pro-
duce intersecting trust ecologies, where no singular design cue can satisfy all trust 
expectations simultaneously. The implication is that trust must be contextualized, 
not generalized.

Table 11.3 provides a summary of differentiated trust expectations shaped by user 
profiles and contextual factors, as derived from the existing literature.

Table 11.3 categorizes different user profiles, such as novice users, experts, emo-
tionally distressed individuals, and task-focused professionals, highlighting their 
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FIGURE 11.3 Interpretive pathways from interactional fluency to perceived trustworthi-
ness in LLMs.
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primary trust drivers, typical vulnerabilities, and corresponding design recommen-
dations. It emphasizes the importance of tailoring AI system design to meet diverse 
user needs through strategies like plain language, transparency, adaptive interfaces, 
and user agency support.

Designers who ignore this diversity often default to a monolithic trust model-one 
that assumes all users seek similar levels or forms of explanation. But as Lee, Kim, 

TABLE 11.3

Differentiated Trust Expectations Based on User Profiles and Contextual 

Factors

User Profile Primary Trust Drivers

Common Trust 

Vulnerabilities

Design 

Recommendations

Novice user (low 
literacy)

Simplicity, fluency, 
politeness, and visual 
coherence

Over-trust from interface 
polish; limited error 
detection

Use plain language 
explanations; avoid 
overconfident tone; 
scaffold uncertainty 
gently

Expert user 
(domain 
specialist)

Alignment with epistemic 
norms, consistency, 
precision

Distrust when facing 
hallucinations or vague 
justifications

Offer layered 
explanations; enable 
audit or trace paths; 
allow challenge 
mechanisms

Emotionally Perceived empathy, Overreliance due to Use affect-sensitive

Distressed user reassurance, tone vulnerability; language; offer

matching emotional disclaimers in a

resonance mistaken supportive tone

for accuracy

Marginalized user Cultural respect, 
transparency of institutional 
origin, non-extractive tone

Skepticism due to past 
exclusion, bias, or 
invisibility

Disclose institutional 
actors; foreground 
participatory values; 
reinforce user agency

Task-oriented 
professional

Task relevance, speed, 
accuracy, documentation 
support

Frustration from 
hallucinations or 
irrelevant verbosity

Prioritize task clarity; 
structure outputs with 
summaries, options, 
and citations

High-trust default 
user

Brand familiarity, smooth 
interaction, minimal 
friction

Uncritical acceptance of 
flawed or biased outputs

Encourage reflective 
prompts; allow 
toggled transparency

Critical media 
consumer

Evidence-backed claims, 
citations, counterfactuals

Distrust if model lacks 
justification or hedges 
excessively

Provide embedded 
sources; allow user to 
probe, ask for 
alternatives

Institutionally 
constrained user

Compliance with 
organizational tech or 
automation policies

Apparent trust masking 
enforced compliance; 
disengagement from 
critique

Signal recourse 
mechanisms; clarify 
limits of system 
authority
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and Liao (2020) emphasize, explanation strategies must be user-contingent: some 
users require epistemic transparency to validate system behavior; others seek only 
social reassurance or narrative alignment. When these needs are misread, such as 
when a novice user receives a dense confidence interval instead of a simple rationale, 
trust may not erode immediately, but it becomes brittle, vulnerable to rupture under 
stress or uncertainty. See Table 11.3.

These dynamics are magnified in sociotechnical environments where LLMs are 
deployed at scale. In healthcare triage, legal consultation, or educational platforms, 
users often interact with AI under constrained timelines and heightened emotional 
states. In such contexts, the psychosocial burden of evaluation increases. Users may 
not only lack the cognitive bandwidth to critically interrogate outputs, but may also 
actively defer to perceived system authority as a way to reduce emotional dissonance. 
This is not trust as belief; it is trust as coping (Rahwan et al., 2021). Moreover, even 
when users question an LLM’s response, their willingness to reject it is not solely 
determined by perceived error. Social and institutional pressures, such as fear of 
appearing uninformed, deferring to system branding, or organizational policies dis-
couraging manual override, can inhibit disconfirmation, preserving the appearance 
of trust where none may exist. Here, compliance should not be mistaken for trust, 
especially in data derived from click-throughs or retention metrics. What is observed 
as interaction may, in fact, be resignation.

What emerges is a portrait of trust that is neither universal nor static. It is entan-
gled with emotion, literacy, power, and policy. To understand trust in practice, we 
must study it not as a trait to be cultivated, but as a social signal-one that both reflects 
and obscures the deeper currents of interactional vulnerability and resilience. Trust, 
when studied in practice, reveals not just how users relate to LLMs, but how they 
understand their own agency within the interaction. A key finding across recent lit-
erature is that perceived agency, the sense that one can question, override, or co-steer 
the AI, plays a significant role in shaping trust trajectories (Wang et  al., 2021). 
Users do not simply evaluate the system’s competence; they evaluate their role in 
the system’s logic. When LLMs invite clarification, acknowledge error, or allow for 
user correction, trust becomes interactive rather than transactional. However, many 
LLM-based interfaces do not meaningfully integrate user feedback. Feedback mech-
anisms, if present, are often symbolic “thumbs up/down” buttons detached from any 
observable consequence. This disconnect erodes user motivation and leads to a deg-
radation of what Benbasat and Wang (2020) call process trust: confidence not only 
in system output, but in the process by which the system evolves. Without visibility 
into how feedback alters the system, user agency becomes performative rather than 
participatory.

Furthermore, Liao, Gruen, and Miller (2020) show that users often suppress 
feedback when it threatens to disrupt the flow of interaction. In dialogic systems 
like LLMs, feedback is perceived not just as evaluative but as socially consequen-
tial. Critiquing the model may feel awkward or futile, particularly when the system 
appears responsive or benevolent. This reflects the psychosocial complexity of user 
feedback-users may defer not because they trust, but because they fear interrupting 
a socially coherent exchange. To foster sustainable trust, designers must therefore 
move beyond static transparency features and implement reflexive trust architectures, 
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which are systems that can signal internal change, invite epistemic dialogue, and 
support situated feedback. This includes visual indicators of update cycles, adaptive 
transparency based on user familiarity, and layered control over interaction depth. 
Such mechanisms do not eliminate uncertainty but mediate it, transforming ambigu-
ity from a threat into a site of shared interpretive labor.

To make these dynamics more tangible, consider two domain-specific examples 
where trust in LLMs is shaped not by general functionality but by contextually 
embedded expectations. In a mental health chatbot setting, users often seek empa-
thetic affirmation rather than factual precision. A user experiencing anxiety might 
trust the LLM not because its suggestions are clinically validated, but because the 
language feels attuned and supportive. Here, trust emerges from affective alignment, 
which is the model’s ability to mirror emotional tone and offer perceived presence 
(even in the absence of psychological expertise). However, this affective trust can be 
fragile: a single off-tone response, such as dismissive wording or a generic sugges-
tion, may rupture the perceived alliance, particularly when the user is in a height-
ened emotional state. Conversely, in a financial advisory context, the trust calculus 
shifts. Users evaluating investment recommendations assess LLM outputs through a 
lens of procedural reliability and verifiability. Trust here is predicated on perceived 
auditability-whether the model can justify its rationale in terms aligned with finan-
cial norms. A fluent but unverifiable recommendation may actually decrease trust, 
particularly for expert users attuned to regulatory and economic nuances. These con-
trasting cases reveal that trust is not a uniform metric of system quality, but a variable 
expression of user need, risk perception, and contextual stakes.

In summary, user trust in LLMs is not a one-time calibration task; it is an ongoing 
negotiation, shaped by relational cues, institutional scaffolding, and system respon-
siveness. Recognizing trust as a co-authored and context-bound experience is essen-
tial for designing systems that do more than perform well-they must also relate well, 
adapt responsibly, and sustain user agency over time.

11.5 ETHICAL AND SOCIETAL DIMENSIONS OF TRUST

Trust in AI systems cannot be divorced from the broader ethical and societal frame-
works within which these technologies are developed, deployed, and experienced. 
For users, trust is not only a product of how an LLM behaves in a technical sense, but 
of whether the system aligns with deeper values of fairness, accountability, transpar-
ency, and respect. When these values are perceived to be compromised, trust dete-
riorates not because of poor performance, but because of perceived moral failure.

This tension is especially pronounced in systems that appear intelligent while 
remaining fundamentally opaque. The epistemic opacity of LLMs, which is their 
inability to explain decision-making in human-understandable terms, challenges 
basic ethical expectations about autonomy, agency, and consent. Crawford (2021) 
emphasizes that AI systems are never neutral; they are embedded within power 
structures, informed by extractive data practices, and deployed in contexts that 
amplify or obscure existing inequalities. In this light, trust in LLMs becomes a 
matter not of technical assurance, but of political legitimacy. Moreover, the deploy-
ment of LLMs in public infrastructure (e.g., government services, social security, 
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health triage) introduces institutional trust into the equation. Choung, David, and 
Ross (2023) contend that ethical concerns and trust in AI are inseparable, since per-
ceptions of fairness, transparency, and accountability directly shape whether users 
accept or resist these systems. They show that even technically proficient models face 
skepticism when embedded in opaque decision-making processes, especially where 
outcomes have social or political stakes. Trust, in this view, cannot be engineered 
solely through performance metrics; it requires institutional commitments to open-
ness and responsiveness that acknowledge users as stakeholders rather than passive 
recipients of automated judgment.

Users may trust an LLM’s response in a moment of convenience, yet maintain 
broader distrust in the system as a whole-a form of compartmentalized trust that 
reflects the psychosocial need to navigate opaque systems without endorsing them. 
As Whittaker et al. (2021) show, this fragmentation is intensified in contexts where 
LLMs are used to mediate human behavior, such as in criminal justice or education, 
where even small misalignments between system goals and human values can pro-
duce structural harm. Ethical trust in LLMs is not forged in isolation; it is entangled 
with histories of surveillance, exclusion, and systemic inequity. As these models 
increasingly operate in spaces once governed by human discretion, such as benefits 
determination, parole evaluation, and job screening, they bring with them not only 
predictive capacity but also the logics of automation. These logics, as Eubanks (2021) 
argues, are often skewed by socioeconomic bias: automating systems tend to repli-
cate the assumptions and blind spots of those with institutional power, regardless of 
the intentions behind their deployment.

The result is that trust becomes deeply contested. For some, LLMs may repre-
sent a promise of efficiency or impartiality. For others, particularly those historically 
subject to over-surveillance or algorithmic misclassification, they signify further dis-
enfranchisement. In these contexts, trust is not a default state to be earned; it is a 
barrier to be overcome. Trust also becomes politicized when LLMs are used to make 
or justify decisions about identity, access, and credibility.

Table 11.4 summarizes ethical risks and structural harms that shape user trust in 
LLM systems, as identified in the existing literature.

Table 11.4 outlines five key domains where ethical risks and structural harms affect 
user trust in LLMs, including data labor, institutional alignment, cultural marginal-
ization, automation bias, and procedural ethics. For each domain, it links ethical con-
cerns, such as hidden labor or opaque governance, to trust implications and provides 
real-world examples, like AI in immigration or healthcare, to illustrate the impact.

Even the language of “AI ethics” itself can obscure more than it reveals. Tsamados 
et al. (2022) warn that ethics, when operationalized as checklists or regulatory boxes, 
risks abstracting trust from lived experience. A system that meets formal fairness cri-
teria may still feel deeply untrustworthy to those on the receiving end of automated 
judgment. In such cases, the perception of injustice is itself a form of harm-not simply 
an artifact of misunderstanding, but a valid signal that something essential is missing 
from the interaction. Designing for ethical trust, then, means acknowledging that not 
all users are positioned equally in the sociotechnical landscape. Marginalized users 
are more likely to be exposed to opaque systems without recourse, to experience 
alienation in voice-based interactions, or to interpret neutral design choices as forms 
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of cultural erasure. In these cases, trust is not a UX problem or a communication gap. 
It is a signal of broader epistemic inequality, whose voices are heard, whose values 
are encoded, and whose autonomy is respected (See Table 11.4).

Trustworthiness in AI is not achieved solely through better technical design; it 
is co-produced through institutional mechanisms of accountability, public engage-
ment, and transparent governance. The limits of current trust paradigms are not just 
epistemological but structural. Many existing frameworks reduce trust to individual 
perception or usability, ignoring the broader infrastructures that enable, constrain, or 
bypass trust altogether. One promising direction involves shifting from ethical inten-
tions to procedural accountability. Morley et al. (2021) note that while ethical prin-
ciples such as fairness, transparency, and justice are now ubiquitous in AI discourse, 
their operationalization remains inconsistent and fragmented. Ethics, to be trusted, 
must be translated into institutional processes, including audit trails, redress systems, 
and stakeholder-inclusive design protocols.

Algorithmic Impact Assessments (AIAs) represent one such attempt to embed 
accountability into system lifecycles. Metcalf et al. (2021) emphasize that AIAs are 
not merely tools for documentation; they are sites of negotiation where stakeholders 
debate values, anticipate harms, and demand transparency. When conducted seri-
ously, they facilitate trust not as persuasion but as verification rooted in due process 
and openness. However, when performed as bureaucratic rituals, they risk becoming 
superficial signals devoid of substantive accountability. Equally critical is the role of 
participatory design in shaping trustworthy AI. Green and Viljoen (2020) propose 
“algorithmic realism” as a framework that foregrounds the lived realities of those 
subject to AI systems. Rather than assume that trust can be engineered, they advo-
cate for inclusive co-design, where affected communities are not merely consulted 

TABLE 11.4

Ethical Risks and Structural Harms Shaping User Trust in LLM Systems

Domain Ethical Concern Trust Implication Illustrative Example

Data labor Hidden human 
annotation, 
moderation trauma

Fragile trust based 
on unseen suffering

Ghost work in content 
moderation

Institutional alignment Opaque governance 
and lack of redress

Distrust in 
public-sector LLM 
use

AI in welfare or 
immigration

processing:

Cultural 
marginalization

Disregard for local 
context and voice

Perceived AI 
neutrality masks 
erasure

Voice assistants 
ignoring 
non-dominant 
dialects

Automation bias Over-reliance in 
high-stakes 
domains

Trust-by-default 
masks systemic 
bias

AI triage in healthcare 
without patient 
override

Procedural ethics Ethics as checklist or 
compliance ritual

Symbolic ethics 
reduce perceived 
legitimacy

Shallow Algorithmic 
Impact Assessments 
(AIAs)
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but given material influence over system design and deployment. In this model, trust-
worthiness is not granted by default, but built iteratively through mutual recognition, 
dialogue, and adaptability.

What emerges from these perspectives is a conception of trust as inherently politi-
cal and contingent. It cannot be reduced to a static property of systems or an internal 
state of users. Trust is an index of relational ethics-how systems behave, how institu-
tions respond, and how users are positioned within sociotechnical hierarchies. To 
design for trustworthiness is therefore to engage not only in interface refinement but 
in systemic reform.

11.6 FUTURE DIRECTIONS AND OPEN QUESTIONS

As LLMs continue to be integrated into high-stakes decision-making systems and 
everyday digital infrastructure, the question is no longer whether users should trust 
these systems, but how that trust can be earned, contextualized, and continually 
recalibrated. The challenge is not one of incremental optimization, but of concep-
tual realignment: moving from trust as a static design goal to trust as a co-evolving 
psychosocial process, shaped by diverse users, fluctuating norms, and system dyna-
mism. One critical frontier lies in adaptive trust calibration-the ability of systems to 
respond to user signals and context in a way that preserves interpretive agency while 
mitigating over- or under-reliance. Current LLMs offer limited support for dynamic 
adaptation based on user needs or emotional states. Yet empirical research increas-
ingly shows that trust miscalibration, whether through premature overconfidence or 
persistent doubt, can undermine both task outcomes and user well-being (Rahwan 
et al., 2021). Future models must move beyond confidence scoring to design inter-
action patterns that respond reflexively to user cues such as hesitation, revision, or 
disengagement.

Related to this is the issue of transparency’s diminishing returns. Ananny and 
Crawford (2021) argue that the dominant discourse of “explainable AI” often treats 
transparency as a moral good without questioning what, to whom, and for what pur-
pose transparency is enacted. When systems provide justifications that are either too 
technical, too shallow, or too generic, users may experience confusion or cognitive 
overload rather than clarity. Future work must shift from “telling users everything” 
to enabling actionable, contextual understanding, especially when decisions involve 
risk, ambiguity, or ethical complexity. Another underexplored area is cross-cultural 
trust variation. Much of the current research assumes Western-centric norms of 
agency, fairness, and autonomy. However, studies in cooperative AI and global digi-
tal ethics have shown that conceptions of trust and what constitutes a trustworthy sys-
tem can differ dramatically depending on cultural values, regulatory expectations, 
and historical legacies of technology governance. For instance, a system that fore-
grounds individual control and customization may be appealing in liberal democra-
cies, but less meaningful in collectivist cultures where institutional endorsement or 
community validation play stronger roles in trust formation.

As LLMs become embedded in long-term digital ecosystems, their trust dynam-
ics will need to extend beyond immediate interactional quality. A major gap in 
current research is the temporal dimension of trust-how trust builds, erodes, and 
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stabilizes across weeks, months, or years of user interaction. One critical challenge is 
how LLMs should communicate their evolution. Model updates, retraining cycles, or 
shifts in underlying data are often invisible to users. When these changes affect tone, 
accuracy, or behavior without acknowledgment, users may interpret them as arbitrari-
ness or deception. Transparency here cannot be an abstract virtue; it must be interac-
tionally and temporally situated. Systems need to disclose when, how, and why they 
change-ideally in ways that empower rather than overwhelm. Equally pressing is the 
need to develop participatory infrastructures for LLM oversight. Viljoen, Narayanan, 
and Pasquale (2022) argue that algorithmic accountability cannot be fully internal to 
design teams or developers. Instead, trust must be co-constructed with the communi-
ties affected by AI through deliberative engagement, feedback loops with demon-
strable impact, and institutionalized pathways for redress. This reflects a shift from 
compliance-based ethics to relational legitimacy-where trust emerges from mutual 
recognition and sustained dialogue.

In this light, the prevailing focus on individual fairness or user-level calibration 
may be insufficient. As Binns (2020) points out, structural fairness-how systems dif-
ferentially affect groups across demographic, geographic, or economic lines-often 
conflicts with user personalization. Addressing this tension requires a broader lens 
on trust: one that incorporates social solidarity, justice, and shared epistemic respon-
sibility. The question is not simply, “Does this user trust this system?” but, “Is this 
system trustworthy in the society it helps shape?” This expansion also necessitates 
critical engagement with power and voice. As D’Ignazio and Klein (2020) argue, 
data infrastructures are never neutral; they encode values, erase dissent, and amplify 
dominant narratives. Trust in LLMs must therefore include space for contestation-not 
all users will or should trust AI, especially when it reinforces marginalization. 
Designing for trustworthy AI means not only supporting belief but enabling dis-
agreement, refusal, and collective resistance when warranted. Ultimately, the future 
of trust in LLMs will hinge on our ability to treat trust as a layered, participatory, and 
ethically situated process. This includes respecting uncertainty, designing for vari-
ability, and enabling institutions, not just interfaces, to bear the weight of responsibil-
ity. Open questions remain: How do we measure trust without instrumentalizing it? 
How do we differentiate trust from dependence? And how do we ensure that systems 
worthy of trust are not only possible but prioritized?

11.7 CONCLUSION

Trust in LLMs is not a monolithic construct, nor is it reducible to technical perfor-
mance or usability. As this chapter has argued, trust is a socially embedded, psycho-
logically mediated, and politically situated phenomenon emerging at the intersection 
of cognition, design, ethics, and institutional practice. To understand trust in LLMs 
is not to ask whether users “believe” in the system but to inquire into the conditions 
under which trust is invoked, withheld, negotiated, or imposed. Throughout this 
chapter, we have shown that user trust is shaped by an array of human factors: cog-
nitive load, mental models, prior experience, and emotional disposition. LLMs do 
not simply “perform” a task; they perform a relationship. They produce language 
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in ways that simulate intention, attentiveness, and even moral agency cues, which 
users, especially in moments of uncertainty, often interpret as grounds for trust. 
But this interpretive process is uneven, filtered through lived experience, cultural 
norms, and the sociotechnical scripts that govern our interactions with authority 
and automation.

Trust, however, is not merely a psychological state. It is also a structural outcome 
mediated by the design of systems, the values of institutions, and the visibility (or 
absence) of accountability mechanisms. When systems fail to align with users’ ethi-
cal expectations by omitting uncertainty, ignoring feedback, or reinforcing historical 
inequities, trust erodes not because the user is irrational, but because the system is 
no longer relationally or ethically legible. In this sense, trustworthiness must pre-
cede trust. Systems must be designed to be deserving of trust before they can right-
fully claim it. We have also emphasized the importance of temporal and contextual 
variation in trust. User trust in LLMs does not remain stable across interactions or 
domains; it adapts based on system evolution, feedback processes, and moments of 
vulnerability. A trustworthy LLM must therefore be capable not only of produc-
ing reliable outputs but of sustaining dialogic integrity over time, acknowledging 
change, enabling calibration, and respecting user agency in every interaction. Trust 
cannot be maintained by interface design alone; it must be scaffolded by institutional 
transparency, participatory governance, and epistemic humility. At a societal level, 
trust in LLMs is bound up with broader questions of justice and legitimacy. Who 
gets to define what is fair, transparent, or appropriate in AI behavior? Whose values 
are encoded into training data, interface norms, or feedback channels? These ques-
tions are not peripheral to trust; they are central. For many users, especially those 
from marginalized communities, trust is not something they give freely to systems 
that resemble past instruments of control or exclusion. To design for trust, then, is to 
design with and not just for the communities affected.

Ultimately, this chapter calls for a redefinition of trust in LLM contexts-not as 
a static attribute to be engineered but as a living relationship to be cultivated. This 
requires models that adapt, institutions that listen, and designers who understand 
that trustworthiness is not only a matter of logic, but of ethics, dialogue, and care. 
As we move into a future where LLMs are increasingly integrated into decision- 
making, education, governance, and care work, the stakes of trust grow ever more 
profound. We must ensure that trust is not manipulated, coerced, or assumed, but 
earned through transparency, responsiveness, and mutual respect.
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12.1 INTRODUCTION

Advancements in generative artificial intelligence (AI) and the widespread appli-
cation of large language models (LLMs), such as ChatGPT and Gemini, have led 
to millions of people adopting these technologies. Furthermore, this growing adop-
tion spans across diverse groups, including students, academics, engineers, lawyers, 
designers, writers, media professionals, programmers, politicians, artists, other pro-
fessions, and individuals from all walks of life worldwide.

The impact of LLMs has already been observed on various industries, includ-
ing education (Milano et al., 2023; Peláez-Sánchez et al., 2024; Chu et al., 2025), 
healthcare (Meskó, 2023; Omar et al., 2024; Zhang et al., 2025), finance (Maple & 
Sabuncuoglu, 2024; Zhao et al., 2024; Lee et al., 2025), law (Adams, 2024; Europol, 
2023; Lai et  al., 2024), software engineering (Fan et  al., 2023; Hou et  al., 2024; 
Zheng et al., 2025), programming (Kazemitabaar et al., 2024; Nam et al., 2024; Yan 
et  al., 2025), cybersecurity (Ferrag et  al., 2024; Yamin et  al., 2024; Zhang et  al., 
2025), and UX design (Shi et al., 2023; Zhou et al., 2024; Luo, 2025).

Meanwhile, numerous studies examine both the applications of LLMs and the 
associated challenges. Bharathi Mohan et  al. (2024) highlight seven challenges, 
namely training data, tokenization, computational requirements, fine-tuning, infer-
ence latency, limited context length, knowledge updating, and refinement. They 
also specify nine risks: bias, hallucination, lack of explainability, reasoning errors, 
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prompt and data injection, adversarial attacks, behavioral changes, and spelling and 
counting errors. Raiaan et al. (2024) identify open issues and challenges, including, 
in addition to the above challenges, dynamic evaluation needs, evaluation complex-
ity, output understandability, contextual constraints, and real-time responsiveness. 
Patil and Gudivada (2024) discuss the challenges of content toxicity, hallucinations, 
biases, carbon footprint, as well as cost and resources.

When asked about future applications of LLMs,1 popular LLMs identified future 
use cases as depicted in Table 12.1.

This chapter aims to document the outcomes of a workshop that brought together 
practitioners, researchers, and scholars from the fields of AI, natural language processing 

TABLE 12.1

Future Use Cases of LLMs as Identified by Popular LLMs in their Most 

Recent Versions in May 2025

Future Use Cases ChatGPT Gemini DeepSeek Claude Llama Copilot

Medical research X X

Business and 
enterprise

X X X X

Civic engagement 
and governance

X X

Creative industries X X X X X X

Cybersecurity X

Domain-specific and 
specialized AI

X X

Education/learning X X X X X X

Finance

Healthcare X X X X

Hyper-personalized 
AI agent

X

Legal and 
governance

X X X

Robot control/
enhanced 
human–computer 
collaboration

X X

Scientific discovery X X X X X

Software 
development

X

Language translation 
and localization

X

Public opinion and 
sentiment analysis

X

x: denotes that the LLM identified the specific future use case.
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(NLP), and human–computer interaction (HCI). The workshop focused on examining 
the impact of LLMs on various aspects of our lives, exploring their multifaceted impli-
cations for daily activities, industry, academia, and society at large. The primary empha-
sis was on the intersection of human interaction with AI technology. Far from being 
redundant in a crowded field, this work aimed to adopt a human-centered, co-creative 
inquiry approach, reframing the discussion around LLMs through a real-world experi-
ence lens.

In this chapter, we aim to deepen our understanding of generative AI by analyz-
ing the outcomes of using LLMs and exploring both current and potential future 
applications. By leveraging recent developments and real-world use cases, we seek to 
anticipate the evolving role of LLMs through the following questions:

• Which parts of our lives have already changed?
• Which parts of our lives are going to be changed?
• What are the anticipated challenges associated with the future use of AI 

technologies?

12.2 METHODOLOGY

The questions at hand were elaborated through two interconnected workshops, each 
designed to address specific aspects. The first workshop was carried out in the con-
text of the AI-HCI Conference 2024, aiming to elicit contributions from the research 
community addressing different daily living contexts where LLMs have an impact. 
The second workshop, building on the shared content of the first workshop, was car-
ried out online as a co-creation activity, entailing brainstorming, data collection, and 
a follow-up data analysis.

12.2.1 WorkShop 1: acadeMic inquiry through conference SubMiSSionS

The first workshop was held as part of the AI-HCI conference 2024, aiming to engage 
participants in a discussion on the impact of LLMs on various aspects of life, facili-
tating knowledge sharing and collaborative exploration of the topic. Contributions 
were solicited on the following topics of interest:

• Human–AI Interaction: Insights on user experiences and the impact of AI 
and LLMs.

• User Experience Design/User Studies: Research and practices related to 
crafting interactions with AI and LLMs.

• Industry/Business Applications: Real-world case studies and applications 
of AI and LLMs.

• Ethical and Societal Implications: Ethical considerations and societal 
challenges arising from the widespread use of AI and LLMs.

• Privacy and Security: Data privacy and security concerns associated with 
AI and LLMs.

• Scientific Research: Contributions and advancements of LLMs in scientific 
research.
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• Law and Regulations: Legal and regulatory perspectives on the use of 
LLMs.

• Education: Strategies for teaching and managing the use of LLMs and gen-
erative AI in educational settings.

• Media Companies: Utilization of generative AI and LLMs for media con-
tent creation.

• Software Engineering: Generation and verification of source code using 
LLMs.

• Life: The overall impact of LLMs and generative AI on daily life.

Eight submissions were accepted for a 4-hour workshop covering diverse topics, includ-
ing education and technology, online learning inclusivity, the impact of generative AI 
and LLMs, mental health in high-pressure fields, artificial reasoning, user research, 
and AI-enhanced image generation. Further details are provided in Section 12.3.

12.2.2 WorkShop 2: co-creation and coLLaborative topic eXpLoration

To deepen the insights gathered from the first workshop, multiple 1-hour online ses-
sions were conducted. In more detail, the activities carried out explored the following 
questions:

• What parts of life will AI / LLM impact?
• How do AI and LLMs change our lives?
• What are or will be the key challenges?
• What could be some futuristic scenarios of using LLMs?

This workshop adopted a co-creative approach, employing collaborative methods 
to explore the challenges and potentials of LLMs in everyday life. In total, 25 par-
ticipants engaged in interactive activities on a shared digital board, including brain-
storming, mapping, and scenario construction.

The exploration of the questions was structured in three phases. Ideation was the 
first phase, during which participants individually contributed ideas on the shared 
board. The synthesis phases followed, where through collective discussions, the 
group synthesized individual inputs into cohesive themes, visualizing the intercon-
nections between different perspectives and concerns. Finally, the validation phase 
involved iteratively refining the synthesized themes through group feedback, ensur-
ing that the final outputs represented a balanced and nuanced understanding of the 
impact of LLMs. The results of this process are presented in Section 12.4.

Following the conclusion of the workshop, participants were asked to send more 
extended scenarios of futuristic use cases of LLMs and were given as an example the 
ISTAG Scenarios for Ambient Intelligence in 2010, which were created in 2001 (European 
Commission, 2001). The final elaborated scenarios are presented in Section 12.5.

Upon completing both workshops, the insights gathered from the conference 
submissions and the co-creation activities were elaborated by three researchers, 
following a thematic analysis approach aiming to produce a comprehensive under-
standing of the impact of LLMs on daily life. The themes that emerged from both 
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workshops were systematically compared, allowing for the identification of con-
verging insights and contrasting viewpoints, reflected in the discussion section of 
this chapter.

12.3 WORKSHOP SUBMISSIONS

Participants interested in attending Workshop 1 submitted position papers outlining spe-
cific application domains for the use of LLMs. The papers addressed a wide range of 
topics, including the use of LLMs in education, the perception of LLMs within the pro-
gramming community, machine translation (MT) from English to Chinese using LLMs, 
industrial design image creation with generative AI, AI in reasoning and decision-mak-
ing, the role of LLMs in generating design input for product development, and knowledge 
generation through LLMs. A summary of each individual position paper follows.

Rebecca McNulty’s position paper examines the implementation of generative 
AI policies in U.S. higher education, with a particular emphasis on their impact on 
instructional design in online learning environments. Her objective is to develop 
actionable guidelines tailored for instructional designers, especially those engaged 
in digital education. These guidelines seek to address key questions surrounding the 
integration of generative AI in academic contexts, including: (1) What constitutes 
learning with generative AI? (2) How can learning outcomes supported by AI be 
effectively assessed? (3) How should academic integrity and the concept of cheating 
be redefined in the age of generative AI? and (4) In what ways can generative AI 
be leveraged to promote student success and enhance future career readiness? The 
development of these guidelines requires input from diverse stakeholders, includ-
ing student leaders and faculty, and must emphasize adaptability to keep pace with 
the rapidly evolving capabilities of AI technologies. A flexible and inclusive pol-
icy framework not only supports ethical decision-making but also guides informed 
instructional design in an AI-enhanced educational landscape.

Carrie Ching and André Frank Krause investigate the role of LLMs in higher 
education, centering their research on the question: Do LLMs genuinely benefit stu-
dents in higher education? To explore this inquiry, the authors have formulated 24 
hypotheses, which they intend to test through surveys administered at an internation-
ally oriented university of applied sciences in Germany. Key hypotheses include: (1) 
Across disciplines, nationalities, and levels of study, students do not perceive LLM 
tools as more beneficial than traditional study aids; (2) LLMs are primarily used for 
paraphrasing text, summarizing content, enhancing readability, acting as study com-
panions or tutors, providing topic overviews, serving as alternative search engines, 
and initiating literature research; (3) most students have not invested substantial time 
in learning prompt engineering; (4) faculty have observed a decline in student perfor-
mance across various assessment formats following the public release of ChatGPT; 
(5) most professors and lecturers have not significantly modified their teaching prac-
tices in response to ChatGPT’s emergence; (6) however, the majority have made sub-
stantial changes to their assessment methods; and (7) many remain uncertain about 
the effectiveness of these changes in detecting plagiarism. This research aims to 
provide empirical insight into the evolving relationship between generative AI tools 
and educational practices.
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Yao Sun and Lijing Wang examined the perception of ChatGPT within the Stack 
Exchange online Q&A community, focusing on two primary research questions: (1) 
What are the dominant topics and sentiments surrounding ChatGPT in user-gen-
erated content? and (2) How do these topics and sentiments differ across various 
subcommunities? To address these questions, the authors employed topic model-
ing and sentiment analysis to extract and analyze prevailing themes and attitudes 
across Stack Exchange subsites. The dataset comprised 17,957 posts containing the 
keyword “ChatGPT,” collected from 173 Stack Exchange subsites between April 
2019 and June 2023. These subsites were grouped into four categories: AI-related 
subsites, technical subsites (e.g., AskUbuntu, Android Enthusiasts, Mathematics), 
non-technical subsites (e.g., Coffee, Music Fans, Pets), and Stack Overflow. The 
analysis revealed that users in AI-related subcommunities expressed relatively high 
levels of trust in ChatGPT, whereas members of Stack Overflow demonstrated nota-
bly more skepticism, reporting over 5% less trust than their AI-focused counter-
parts. This skepticism may stem from dissatisfaction with ChatGPT’s performance 
on coding-related queries. Furthermore, users in technical subcommunities, in gen-
eral, exhibited lower trust in ChatGPT compared to those in non-technical subcom-
munities. These findings highlight the contextual variability in user attitudes toward 
generative AI tools within online knowledge-sharing platforms.

Ming Qian and Chuiqing Kong investigated the application of LLMs for MT from 
English to Chinese, with a particular focus on the translation of conceptual content. 
Their findings indicate that LLMs perform effectively when translating relatively 
simple concepts, such as identifying an author’s stylistic features or converting mea-
surement units (e.g., from the Imperial system to the International System of Units). 
However, the authors also explored the performance of LLMs when translating more 
complex concepts from Chinese into English and identified several limitations: (1) 
lack of consistency—LLMs frequently acquire relevant knowledge but fail to apply 
it coherently throughout a translation, leading to internal contradictions; (2) inef-
ficient speed–accuracy trade-offs—LLMs struggle to balance response speed with 
translation accuracy, often exhibiting suboptimal performance in managing this 
trade-off; and (3) dependence on chain-of-thought (CoT) prompting—LLMs ben-
efit significantly from CoT prompting to improve reasoning capabilities and concep-
tual accuracy in complex translation tasks. These findings underscore the potential 
and limitations of LLMs in achieving high-fidelity conceptual translation across 
languages.

Lance Chong conducted a preliminary study to evaluate the capabilities of 
DALL·E, a text-to-image model, and ChatGPT-4 developed by OpenAI across three 
distinct design domains: (1) preproduction design for animation, (2) industrial and 
consumer product design, and (3) fashion-oriented footwear design. The analysis 
was framed using an information theory-based approach, specifically the Networked 
Two-Way Communication Channel model. The findings indicate that enhancements 
in LLM user interfaces could substantially improve multimodal interaction within 
design workflows. Notably, the study underscores a critical limitation of current 
LLM-based tools: the underrepresentation of non-verbal and non-linguistic aspects 
integral to many design practices. This gap highlights an important opportunity 
for future research aimed at integrating artistic and craft-based knowledge into the 



306 Artificial Intelligence and Large Language Models

development of next-generation LLMs, as well as optimizing their interfaces to bet-
ter support creative and visually driven disciplines.

Adrienne Raglin, Anjon Basak, Prabhat Kumar, Somiya Metu, John Richardson, 
Mark Mittrick, Justin Rawal, and Erin Zaroukian investigate the role of artificial 
reasoning in LLMs, focusing on six key areas: (1) Causal Reasoning—the ability 
to understand cause-and-effect relationships, particularly through the concepts of 
intervention and counterfactuals. LLMs can generate and identify counterfactual 
scenarios (i.e., “what-if” situations) and, when provided with textual descriptions of 
video scenes, can infer causal relationships among objects, actions, and events. (2) 
Theory of Mind (ToM)—the capacity to model the mental states of others, typically 
through linguistic cues. The authors argue that fully developing ToM capabilities 
in AI systems will require multimodal inputs beyond language alone, implying a 
shift from language-only LLMs to more integrated architectures. (3) Agent-Based 
Modeling—a foundational method for building autonomous decision systems. 
LLMs can enhance agent-based models by decomposing complex tasks into man-
ageable subtasks, thereby improving decision-making efficiency. (4) Context-Aware 
Simulation—adaptive simulation environments that respond dynamically to evolv-
ing contexts. LLMs contribute by identifying decision points and proposing optimal 
courses of action. (5) Metareasoning—metacognitive strategies for monitoring and 
controlling reasoning and problem-solving processes. In the study, an agent employs 
metareasoning to select an optimal pathfinding algorithm while avoiding adver-
saries, with the support of LLMs in hypothesizing potential adversarial behaviors. 
(6) Complex Decision-Making—decision processes involving multiple variables, 
uncertainty, and interdependencies. LLMs assist by generating plausible scenarios, 
feedback, and evaluative metrics to serve as inputs for algorithmic decision-making. 
Collectively, the research highlights the expanding role of LLMs in augmenting arti-
ficial reasoning across a broad spectrum of cognitive functions.

Joerg Beringer and Thomas Geis have developed a professional service called 
Product Context Analyzer, aimed at supporting product development professionals 
in efficiently identifying critical contextual information and user requirements. The 
service leverages automated structuring of unstructured data to produce clear and 
concise representations of users, goals, tasks, objects, pain points, user stories, and 
user requirements. The service significantly reduces the time required to extract rel-
evant insights—from what traditionally takes days or weeks to mere minutes. Rather 
than replacing conventional user research, Product Context Analyzer is designed to 
complement the manual effort by shifting the emphasis from extensive data collec-
tion to the validation and refinement of research findings. Product Context Analyzer 
enhances the efficiency and accuracy of early-stage product definition and user-cen-
tered design processes.

Mark Nuppnau, Khalid Kattan, and Robert G. Reynolds investigate the appli-
cation of LLMs and other machine learning tools in generating knowledge to 
inform and enhance the optimization of deep learning algorithms. Their research is 
grounded in the Cultural Algorithm (CA), an evolutionary framework that integrates 
domain-specific knowledge to improve the efficiency and effectiveness of the opti-
mization process. As a hyper-heuristic extension of genetic algorithms and swarm 
intelligence, the CA is designed to support multiple interacting knowledge sources, 
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each contributing uniquely to a shared search strategy. Central to this framework is 
the use of pattern recognition across related problem domains, enabling the algo-
rithm to steer the search process more strategically. This knowledge-driven guid-
ance not only enhances optimization performance but also provides interpretability, 
contributing to the development of more transparent, reliable, and safe AI systems. 
Each knowledge source within the CA framework plays a distinct role in refining the 
search dynamics and accelerating convergence toward optimal solutions.

The position papers served to broaden the workshop group’s perspective on the 
use of LLMs, offering a foundational basis for identifying impact domains and chal-
lenges, as well as the future potential uses of LLMs.

12.4 MAPPING THE IMPACT AND CHALLENGES OF LLMS

12.4.1 the iMpact of LLMS on daiLy Life activitieS

Initially, participants explored what parts of life AI and LLMs change in our lives 
today and how. In this regard, impact was identified in several everyday life domains, 
enhancing efficiency, offering personalization and accessibility, altering everyday 
practices, ways of working, and how we interact with each other. In particular, analy-
sis of participants’ contributions to the workshop revealed the following domains of 
impact.

• Language and Communication: One domain of impact was multilingual 
communication, where LLMs can empower real-time translation of writ-
ten and spoken languages. This moderates existing practices of using dic-
tionaries and human translators. Cross-cultural exchange is also facilitated, 
in-person and online, increasing diversity and inclusion. However, partici-
pants emphasized that challenges remain in the design of real-time transla-
tion tools, particularly regarding speed, accuracy, user interface complexity, 
and accessibility.

• Companionship and Social Interaction: A notable change was discussed 
regarding social interactions and how individuals, especially older adults or 
socially isolated persons, seek companionship. Typically, people use online 
forums or social networks to fulfill their needs. Increasingly, people are 
now engaging with LLMs for conversations and support. This behavioral 
shift has advantages, but it also raises critical concerns regarding emotional 
well-being and social detachment.

• Healthcare and Mental Health: In relation to the above topic on compan-
ionship, LLMs are also gradually being used for consultation, wellness sup-
port, and even for interpreting medical data. This holds significant potential 
for personalized consultancy and treatment; however, it is also closely con-
nected with issues related to relying on non-human agents for sensitive 
information, accuracy concerns, and ethical ramifications.

• Information Retrieval and Conceptual Learning: Information search, 
traditionally conducted through search engines and encyclopedias, is now 
streamlined with LLMs responding to natural language queries. In addition 
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to retrieving content easily for one’s personalized inquiries according to 
their needs, users can also benefit from summarized content and immediate 
conceptual clarifications. As a result, LLMs can promote personalization 
and productivity, although questions arise regarding their impact on critical 
thinking and source transparency.

• Creative and Professional Content Creation: Content creation has been 
hugely affected by LLMs, in various fields ranging from journalism to 
instructional design, report writing and book authorship, and movie and 
media production. LLMs augment human creativity by offering rapid con-
tent generation, linguistic refinement, and multimedia instructional mate-
rial. In some cases, research and context exploration are also conducted with 
the use of LLMs (e.g., expanding writers’ knowledge on a topic, providing 
background information about a journalistic article, offering insights, and 
complementing a write-up for movie scripts). This transformation chal-
lenges traditional roles of authorship and editorial review, while raising 
concerns about accuracy and authenticity.

• Software Development and Data Analysis: With the use of LLMs, 
non-experts can conduct data analysis or develop simple software using 
natural language commands. In addition, LLMs can generate synthetic 
data for research “on the spot.” This has an impact on how new research 
ideas and projects are generated, having the potential to fundamentally 
reshape software development and research workflows. Caveats are obvi-
ously in order, pertaining to the quality of outcomes, affected by the 
data used and generated, as well as issues of ethics, user autonomy, and 
oversight.

• Overall, participants highlighted a new ecosystem of intelligence, even 
emphasizing that the dimensionality of human existence is expanded, from 
the 3D physical world to the many-dimensional digital world of the mind. 
The speculative remark that an AI system might someday be indistinguish-
able from a human candidate for academic, military, or political positions 
raises profound ontological questions. In a digital society where identity, 
performance, and credibility can be simulated with high fidelity, discerning 
humans from artificial agents becomes not only technically complex but 
also ethically crucial. With these concluding remarks, the workshop pro-
ceeded with discussing challenges stemming from the wide adoption and 
penetration of LLMs in various human activities.

12.4.2 chaLLengeS

Despite the considerable impact of LLMs already marked in numerous daily activi-
ties, participants also highlighted several challenges and potential harms that need 
to be addressed.

• Legal and Ethical Concerns: Issues relevant to copyright, intellectual 
property rights, and liability were extensively discussed. For example, if an 
LLM-generated suggestion causes harm (e.g., in medical or legal domains), 
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it remains unclear who bears responsibility—the developer, the user, or 
the model itself. Although there have been some efforts to frame the legal 
landscape, legal frameworks have not kept pace with this rapidly evolving 
technological domain yet.

• Scope of Use and Quality Assurance: Participants voiced concerns about 
how to verify and validate LLM outputs regarding their accuracy and qual-
ity, identify hallucinations, and measure how well and how useful LLMs 
are. The need for automated or software-assisted procedures was brought 
up, along with new human reviewing methods, complemented with appro-
priate criteria for various domains and contexts of use, as well as metrics 
for system performance and user satisfaction. Overall, it was noted that 
the absence of robust quality assurance mechanisms limits the responsible 
deployment of LLMs, especially in high-stakes contexts.

• Data Security and Privacy: As LLMs interact with users and collect highly 
sensitive data—serving as companions, advisors, and creative partners—
the risk of data breaches or misuse increases. The issue of training LLMs 
through stored conversations raises privacy concerns. In addition, altering 
training data through malicious attacks can tamper with the outcome of 
LLMs, potentially inflicting harm to the well-being of users. Personalized 
LLMs, especially those hosted on cloud platforms, pose novel threats to 
individual privacy.

• Explainability and Trust: While LLMs can produce important outcomes, 
their reasoning process is often opaque. Shared explanation content is often 
about technical attributes of the AI model that can be difficult to understand 
for end users. Due to the characteristics of AI technology, the outcome can 
be incorrect. The lack of transparency reduces the human’s ability to under-
stand and, to some extent, control the reasoning process. This includes the 
existence of bias that can be caused by the AI model, the available source 
content, or both. Participants suggested a need for new forms of “explain-
ability through prompting,” and better UI/UX design to support interpret-
ability. The need for clear policies and regulations was also raised.

• Synthetic Content and Reality Distortion: The generation of synthetic 
data, LLM derivatives, and potential information bubbles introduces both 
creative possibilities and risks of misinformation. It was identified that a 
generation of synthetic data (LLM derivatives) will be witnessed in the 
near future. The compounded use of generated content may lead to a drift 
from empirical reality, particularly in sensitive domains like journalism or 
education.

• Social and Environmental Consequences: The societal impacts identified 
include heightened digital inequality, the erosion of interpersonal relation-
ships, and the amplification of algorithmic biases. Overreliance on technol-
ogy was also raised as an important concern. Participants voiced numerous 
questions, such as “What happens with populations who do not have access 
to technology?”, “Will we stop interacting with each other? Asking an LLM 
is easier than human relationships which involve disagreement,” “Will this 
technology support the increased isolation of cultures and the production 
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of cultural silos?”, or “Are we generating informational walls that work to 
separate us?” Participants warned of a “tragedy of the commons” scenario, 
where shared social and ecological responsibilities are neglected due to the 
opacity and complexity of AI systems. Environmentally, the energy cost of 
training and deploying large models was raised as a growing concern.

• Human Adaptation and Cognitive Load: LLMs require users to develop 
new forms of interaction, including prompt engineering and synthetic rea-
soning—connecting separate ideas and information to achieve understand-
ing and build new knowledge. This cognitive shift can be empowering but 
also challenging, particularly for those not technically inclined or aware of 
the underlying mechanisms. For persons who lack technical skills, keeping 
up with the fast-paced evolution of technology may be a considerable chal-
lenge, putting them at risk of exclusion.

• Artificial Agency Not Distinguishable from Human Agency: Taking into 
consideration that LLMs are increasingly achieving outcomes that may be 
hard to distinguish from human output, depending on the task at hand, one 
potential point of concern is being able to discern artificial agency from 
human agency, especially for non-tech-savvy users. Although this may be 
beneficial in some cases (for instance, in customer support service), this 
property raises profound ontological questions about the use of technology 
and the interaction between humans. Beyond ethical dilemmas, one ques-
tion that was posed was whether human performance/expertise will in the 
future be assessed against LLM performance/expertise, which is gradually 
becoming the norm.

12.5 FUTURE SCENARIOS

After identifying the impact domains and the challenges, we asked the workshop 
participants to send in futuristic scenarios that answer the following questions: Who 
is the central character? Where is the central character? Why is the central character 
using the LLM? What is the interaction with the LLM?

We have received fifteen scenarios that can be grouped into three categories: (1) 
Assistance for students and researchers, (2) Assistance for everyday situations, and 
(3) Assistance for selected professions.

12.5.1 aSSiStance for StudentS and reSearcherS

The first group of scenarios centers around students and researchers, encompassing 
five scenarios (Figure 12.1).

The first scenario, referred to as “Turbo Tutor,” centers around a student fac-
ing challenges in learning new concepts. As students often struggle with grasp-
ing complex ideas, the LLM serves as an interactive tool, providing explanations 
for various topics, such as mathematical formulas or programming languages, 
in a manner similar to a human tutor. In addition to concept explanations, the 
LLM supports students in preparing for exams. Students can request the LLM to 
clarify specific concepts, while the LLM can also proactively engage by asking 
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relevant questions to assess the student’s understanding. By providing feedback 
on the student’s responses, the LLM helps to enhance comprehension and gradu-
ally build mastery of the topic. Ultimately, the LLM prepares students for tests by 
posing exam-level questions, guiding them through the process of effective exam 
preparation.

The second scenario, titled “Persistent PhD Student,” explores the use of LLMs 
in the pursuit of a doctoral dissertation. In this context, the LLM supports a wide 
range of tasks, including brainstorming, knowledge retrieval, ideation, identifying 
research gaps and formulating research questions, proposing research approaches, 

FIGURE 12.1 Future scenarios—LLMs for students and researchers.
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controlling laboratory equipment, writing papers, and designing presentations and 
posters for both physical and virtual environments. It is even used for peer review 
and other academic activities. The student tends to accept the LLM’s responses at 
face value, rarely questioning their validity unless the output appears clearly flawed. 
As a result, the boundary between creative and administrative research activities 
becomes increasingly blurred. If the PhD supervisor adheres to a more traditional, 
pre-LLM approach—favoring human-generated insights over machine-generated 
ones—tension may arise between the student and the supervisor due to differing 
perspectives on the role of AI in research.

The next scenario is titled “Persuasive PhD Supervisor.” In this case, the PhD 
supervisor adheres to a traditional, pre-LLM research approach, placing strong 
emphasis on human creativity as the core driver of scholarly work. While LLMs 
are incorporated into the research process, their role is limited to administrative 
tasks—such as checking for plagiarism, conducting information searches, recording 
and storing data, and serving as a digital assistant. Crucially, the LLM is not used for 
identifying research gaps, formulating research questions, or defining methodologi-
cal approaches to answer those questions—activities regarded as the researcher’s 
primary intellectual contribution. This traditional stance can lead to tension when 
working with PhD students who embrace a “post-LLM” research paradigm—one 
that relies heavily on AI-generated insights and tends to prioritize the LLM’s outputs 
over human guidance, even that of the supervisor. Conflicts may emerge when stu-
dents question or resist the supervisor’s advice that diverges from the recommenda-
tions provided by the LLM.

The fourth scenario, titled “Amazing Assistant,” explores the use of the LLM 
in supporting research activities. In this scenario, the main character is a research 
student, particularly one who may struggle with formulating research questions or 
hypotheses. The LLM aids the student in articulating clear and precise research ques-
tions or hypotheses, providing valuable guidance in the early stages of the research 
process. Additionally, the LLM assists in planning the research by helping the stu-
dent select appropriate and established research methods to address the questions or 
evaluate the hypotheses effectively.

The fifth scenario, titled “Enlightening Ethnographer,” focuses on the application 
of a specific research method—ethnographic research. In this scenario, the main 
character is an ethnographic researcher investigating the nutritional needs of a par-
ticular tribe. The analysis of biological samples collected from the tribe will con-
tribute to understanding these nutritional requirements. Additionally, information 
regarding hunting and fishing techniques is recorded and input into the LLM. The 
LLM then assists the researcher in formulating new research hypotheses that drive 
the study forward, such as exploring the tribe’s cooking techniques and how they 
relate to their nutritional needs.

12.5.2 aSSiStance for everyday SituationS

The second group of scenarios is everyday scenarios, benefitting potentially many 
citizens. Figure 12.2 summarizes LLM tasks and features as described in the below 
scenarios.
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The first everyday scenario, titled “Butler Brainard,” revolves around a family 
member who seeks support in managing daily tasks such as cooking and driving. 
When tasked with preparing a meal, the LLM takes into account taste and food 
preferences, medical records, and laboratory data to recommend tasty and healthy 
recipes. It can also order any missing ingredients and arrange for their delivery 
to the home. Additionally, the LLM provides explanations about the food and the 
history of the recipe to family members. After the meal, it collects feedback and 
preferences to refine future cooking plans. In the context of driving, when operating 
a self-driving car, the LLM ensures a safe journey while also pointing out notable 
sights along the way. It maintains continuous communication with the passenger, 

FIGURE 12.2 Future scenarios—LLMs for everyday situations.
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efficiently handling other tasks in parallel, such as scheduling a doctor’s appoint-
ment or preparing the annual tax return.

The second scenario, titled “Auntie AlwaysRight,” centers around a parent who is 
unsure how to respond to a child displaying unusual behavior (from the adult’s per-
spective). In this scenario, the parent turns to an LLM for guidance on child-rearing 
and how to address specific situations. The LLM offers daily advice and provides a 
monthly plan, outlining key developmental milestones and important considerations 
for raising the child.

Another scenario, titled “Best Buddy,” features a character who can be anyone. In 
this scenario, the LLM serves as the ultimate companion, offering assistance in any 
context. The LLM continuously observes and records the individual’s environment, 
actions, and conversations, allowing it to gain a deep understanding of the person’s 
surroundings, behaviors, language, beliefs, preferences, and values throughout their 
life. It provides both solicited and unsolicited advice based on this extensive knowl-
edge. The LLM identifies the individual through biometric data, such as iris scans, 
voice, and/or facial recognition. Given its comprehensive record of the person’s expe-
riences, the LLM is capable of replaying events from years past. Security mecha-
nisms are in place to protect the LLM, ensuring that it remains virtually immune to 
hacking attempts.

The next scenario, titled “Word Wizard,” involves a global nomad, professional 
translator, or any individual who regularly works with multiple languages. The user 
writes a text in a foreign language and seeks assistance to refine the writing so that it 
appears as though it were authored by a native speaker. The user inputs the text into 
the LLM, which then enhances it according to specific guidelines, such as adapting 
the tone to be informal, technical, or suited for news writing, among other styles.

A similar scenario, titled “Form Fairy,” involves a person who needs to complete 
a form, such as when visiting a doctor’s office. In this scenario, the LLM is employed 
to automatically fill out the form, either using unstructured data provided by the user 
or by leveraging stored historical data.

The next scenario, titled “Audacious Accessibility,” features a visually impaired 
individual wearing smart glasses equipped with a built-in camera, microphone, 
and speakers. The sensory data—both visual and acoustic—are captured and pro-
cessed by the LLM. The LLM analyzes the environment, including emotional cues, 
and provides real-time guidance to the visually impaired person through spoken 
instructions, such as directing them from the entry of a room to a specific spot. In 
a similar scenario, another individual who is deaf wears the same smart glasses. 
The sensory inputs are processed and converted into text, which is displayed on 
the glasses, allowing the deaf person to read and understand the information. This 
setup also enables them to engage in conversations by reading the spoken dialogue 
in real-time.

The final scenario in this group is titled “Afterlife Ally.” The main charac-
ter in this scenario can be anyone, with the LLM representing a deceased indi-
vidual, such as a family member. This setup allows anyone to interact with the 
person who has passed away, whether by engaging in casual conversation, seek-
ing advice, or asking for opinions on various topics happening in the world.  
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The scenario offers a source of comfort to those interacting with the memory of 
the deceased individual.

12.5.3 aSSiStance for SeLected profeSSionS

The last group of scenarios addresses the needs of selected professionals. An illus-
tration of LLM contributions in the identified scenarios is provided in Figure 12.3.

The first professional scenario, titled “News Nerd,” features a journalist who is 
tasked with writing news stories. In this scenario, the LLM is utilized to create and 
refine these stories. The LLM has access to real-time data, enabling it to validate the 
facts presented in the news and ensure the accuracy of the information.

The second professional scenario, titled “Product Probe,” centers around a product 
manager in search of a new, successful software product. In this scenario, the LLM 
is used to generate a fully functional product prototype. A product manager specifies 
the new product and the LLM provides product options. While going through itera-
tions of refining the specification, the LLM provides refined versions of the product. 
Once finalized, the software prototype can be shared and tested globally in real-time, 
enabling immediate feedback and insights that inform further improvements.

The last professional scenario, titled “Policy Pal,” features a politician, such as a 
minister or secretary, who is striving to achieve a specific societal goal but is unsure 
of the best approach. In this scenario, the politician turns to the LLM for guidance 

FIGURE 12.3 Future scenarios—LLMs for professionals’ assistance.



316 Artificial Intelligence and Large Language Models

on how to pursue objectives like reducing poverty. The LLM provides one or more 
strategic plans, considering the potential impact on various societal sectors, such as 
the top 1%, upper class, middle class, lower class, politicians, industries, military, 
education, different regions and countries, as well as the environment.

12.6 DISCUSSION

To investigate how artificial intelligence and LLMs are transforming everyday life, 
we conducted two workshops. Workshop 1 took place as an onsite workshop at the 
AI-HCI 2024 conference, held in affiliation with the HCII 2024 conference. In 
response to a call for participation, eight submissions were accepted. The primary 
objective of this initial workshop was to establish a baseline understanding of par-
ticipants’ current experiences and research interests with LLMs. In workshop 2, we 
conducted a series of 1-hour online sessions to explore impact domains, challenges 
of LLMs, and future scenarios of LLMs.

Taken together, the two workshops facilitated a comprehensive exploration that 
progressed from current experiences and challenges to forward-looking, “envi-
sioned” scenarios for the integration of LLMs in everyday life.

12.6.1 neW chaLLengeS

In addition to well-documented challenges—such as ethical and legal concerns, 
transparency and explainability, bias and fairness, accuracy and reliability, social 
and environmental impacts, and issues related to security and privacy—the work-
shop identified three emerging areas of concern: (1) synthetic content and reality dis-
tortion, (2) human adaptation and cognitive load, and (3) the knowledge benchmark 
is shifting from humans to LLMs, resulting in a loss of trust to humans.

The challenge of synthetic content and reality distortion arises from the growing 
capabilities of AI systems to generate not only synthetic content but also derivative 
AI systems—what may be referred to as synthetic AI. Both original AI (i.e., systems 
developed directly by humans) and synthetic AI (i.e., systems derived from other AI 
systems by an AI system) are capable of producing synthetic content, potentially 
leading to the emergence of self-sustaining synthetic realities. A central challenge 
moving forward will be the ability to distinguish between original and synthetic con-
tent, as well as between original and synthetic AI. The degree of derivation—defined 
by the number of generational steps from an original AI or reality—may serve as a 
useful metric in this differentiation. Additionally, it will be important to evaluate 
both qualitative and quantitative differences between original and synthetic outputs, 
and to understand their respective impacts, whether beneficial or detrimental.

The challenge of human adaptation and cognitive load highlights the increas-
ing demands placed on users to learn and adapt to new interaction paradigms. As 
part of digital literacy, previous generations became accustomed to the WYSIWYG 
(What You See Is What You Get) user interface, developed in the 1970s and widely 
adopted in the 1980s. In contrast, today’s LLMs employ a conversational, text-based 
interface reminiscent of command-line user interfaces from the 1960s. The practice 
of prompt engineering is emerging as a new skill set, yet no standardized interaction 
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conventions have been established for managing the opaque reasoning processes of 
LLMs. Users are often left to develop their own strategies for interpreting or coping 
with this opacity—whether through trial and error, adaptive heuristics, or simply by 
ignoring it. Given the historical shift from command-line to graphical user inter-
faces, it remains an open question whether a similar evolution will occur to support 
the usability of LLM-driven systems.

One of the most significant emerging challenges is the increasing shift of the knowl-
edge benchmark from humans to LLMs, resulting in a loss of trust in humans. This 
development carries profound epistemological consequences, potentially signaling a 
shift in the prevailing standard of knowledge—from human reasoning to AI-derived 
outputs. As LLMs become more widely adopted, there is a growing risk that individu-
als may place greater trust in AI-generated responses than in human judgment (Zhao 
et al., 2023). This shift could represent a departure from Descartes’ foundational epis-
temic claim—Cogito, ergo sum (“I think, therefore I am”)—toward a new and poten-
tially problematic standard: Respondit, ergo verum (“It answered, therefore it is true”). 
Such a transition demands rigorous empirical and theoretical examination, particularly 
regarding trust calibration, epistemic authority, the evolving role of critical reasoning, 
and the question of who ultimately holds the final say in an AI-mediated society.

12.6.2 neW ScenarioS

Many of the future scenarios discussed during the workshops build upon existing 
concepts, yet a smooth and beneficial interaction in the foreseen contexts requires 
addressing recognized risks and challenges. In addition, several proposed scenarios 
stand out for their potential impact and originality.

One such scenario, “Butler Brainard,” is notable not for its individual use cases—
which are relatively familiar—but for its vision of integrating LLMs into broader 
AI ecosystems, such as autonomous vehicles. In this configuration, the LLM does 
not merely perform tasks but functions as a high-level coordinator across multiple 
domains. It facilitates parallel task execution and supports human users by prioritiz-
ing tasks and enhancing cognitive focus. This orchestration of complex systems posi-
tions the LLM as both an assistant and an enabler of higher-order decision-making, 
thereby improving overall system performance and human effectiveness.

A similarly innovative concept emerges in the “Best Buddy” scenario, which 
imagines an LLM—or a comparable AI system—serving as a deeply personalized 
companion. This vision is both compelling and unsettling. On one hand, such a sys-
tem could offer insights and support that surpass typical human capabilities. On the 
other hand, it might accumulate an unprecedented level of intimate knowledge about 
an individual, surpassing even the deepest human relationships. This raises critical 
questions: Who bears responsibility for the guidance such systems provide? How 
might our understanding of trust, privacy, and interpersonal dynamics shift in a 
world where individuals routinely engage with AI companions?

The “Audacious Accessibility” scenario highlights the potential of AI to act as a 
communication bridge between individuals. While its primary focus is on enhanc-
ing accessibility for people with sensory impairments—such as blindness or deaf-
ness—the scenario can be extended to address a broader range of needs, including 
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bridging learnable skill gaps. For instance, real-time translation of spoken or writ-
ten language could support inclusive communication across linguistic and educa-
tional boundaries.

Finally, the “Policy Pal” scenario shifts the focus from individual applications 
to societal challenges, envisioning LLMs as tools for informing public policy at 
regional and global levels. This scenario suggests that advanced AI systems could 
play a constructive role in shaping evidence-based policy and supporting more trans-
parent, informed decision-making processes.

Collectively, these scenarios illuminate the dual-edged nature of LLMs’ expand-
ing capabilities. On one side, they offer extraordinary potential for knowledge access, 
personalization, human–human, and human–AI collaboration. On the other hand, 
they introduce new risks related to misuse, ethical uncertainty, and social disruption. 
With great power comes great responsibility—and a central question emerges: Who 
will have access to these transformative tools, and who will be left behind?

12.6.3 anSWerS to the WorkShop queStionS

We can now address the three questions posed in this paper.

Which parts of our lives have already changed?
Current observations suggest that LLMs have already transformed aspects of daily 
life that are centered on information processing. LLMs are widely used to under-
stand and generate information-rich content, such as text and images. However, 
their impact remains limited in domains involving physical tasks or direct hard-
ware manipulation—such as driving, gardening, cooking, or doing laundry.

Which parts of our lives are likely to change in the future?
Insights drawn from the future scenarios indicate that LLMs, and AI more broadly, are 
poised to influence nearly all aspects of life. As LLMs are increasingly integrated with 
robotic systems and computer vision technologies, their support may extend to physical 
activities as well. Scenarios like Butler Brainard and Audacious Accessibility envision 
LLM-powered companions that significantly augment human knowledge and capabili-
ties. The Policy Pal scenario illustrates the potential of LLMs to contribute meaning-
fully to societal challenges and governance at regional and global scales.

What are the anticipated challenges associated with the future use of AI technologies?
Workshop participants identified a wide spectrum of established challenges associated 
with AI systems, including ethical and legal concerns, transparency and explainabil-
ity, bias and fairness, accuracy and reliability, social and environmental impacts, and 
issues related to security and privacy. In addition to these, three emerging challenges 
were highlighted: (1) synthetic content and reality distortion, (2) human adaptation 
and cognitive load, and (3) distinguishing AI-generated content from that produced 
by humans.

Synthetic content and reality distortion pertain to the increasing capacity of AI 
systems to generate synthetic content and to create derivative AI models—here 
referred to as synthetic AI. These developments may contribute to the formation of 
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self-reinforcing synthetic realities. A critical concern moving forward is the ability to 
distinguish between original and synthetic content or systems, and to evaluate their 
respective societal impacts—both beneficial and detrimental.

Human adaptation and cognitive load address the growing cognitive demands 
placed on users as they adapt to novel modes of interaction. Whereas earlier gen-
erations of users became accustomed to WYSIWYG (What You See Is What You 
Get) interfaces, contemporary LLMs primarily employ conversational, text-based 
interactions that resemble early command-line environments. Prompt engineering 
is emerging as a new form of digital literacy; however, standardized conventions for 
interacting with the opaque reasoning processes of LLMs are not yet established. 
Recent research efforts are already exploring direct manipulation interfaces and their 
impact on user interaction and performance (Masson et al., 2024). How LLM inter-
faces will evolve—analogous to the historical progression from command-line to 
graphical user interfaces—remains an open question.

The potential challenge of the increasing shift of the knowledge benchmark from 
humans to LLMs (Zhang et al., 2023) can have a significant impact not only on AI 
but also on the interaction between humans. Critical questions include how such 
a transformation in trust dynamics can be managed and how to maintain human 
accountability. Of particular concern is the need to prepare future generations to 
manage how to use AI and whom to trust—through education that emphasizes both 
the capabilities and limitations of AI systems, as well as the unique capability of 
human reasoning and critical thinking.

12.6.4 refLection on WorkShop MethodoLogy

The results of the workshop suggest that the applied methodology is effective in 
eliciting novel insights. This highlights its potential as a new benchmark for com-
parative human-AI evaluation. By anchoring the discussion in existing practices, the 
format creates a shared experiential foundation among participants. This common 
ground enables meaningful reflection on present-day challenges and facilitates the 
identification of domains where emerging technologies may have the most significant 
impact. The structure of the workshop—beginning with an intensive 4.5-hour ses-
sion followed by a series of 1-hour online meetings—allowed participants to reflect 
on specific topics over time and revisit them in subsequent sessions, thereby avoiding 
the limitations of conventional time-boxed formats.

The innovation methodology employed in the workshop is grounded in the 
view that innovation is a non-linear, iterative process (Kline & Rosenberg, 2009). 
Innovation techniques are commonly classified as either intuitive or logical (Shah 
et al., 2003). The formats used in both workshops fall under the category of “intuitive 
innovation” techniques, and more specifically, the “hybrid” subcategory (Shah et al., 
2003). It combines divergent ideation methods, such as brainstorming, with progres-
sive structuring techniques applied in an iterative manner.

Several other established innovation methodologies provide useful points of 
comparison. These include classic brainstorming (Osborn, 1953; Murphy et  al., 
2023), SCAMPER—an acronym for “Substitute, Combine, Adapt, Modify, Put to 
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another use, Eliminate, and Reverse” (Eberle, 1996; Chulvi et al., 2013), TRIZ or 
the “Theory of Inventive Problem Solving” (Altshuller, 1984), and Design Thinking 
(Simon, 1969; Liedtka, 2015). Empirical studies have shown that brainstorming, as 
an intuitive method, tends to produce more novel ideas than TRIZ and SCAMPER 
(Chulvi et al., 2013). However, brainstorming is generally constrained to short dura-
tions, typically up to 60 min (Pauls & Kenworthy, 2019). In contrast, the extended 
workshop format described here—spanning multiple weeks with both in-person and 
online components—provided participants with the opportunity to engage more 
deeply with the material and develop ideas over time.

In summary, the workshop format demonstrates strong potential for generating 
original, human-centered insights and for supporting the co-creation of forward- 
looking, transformative scenarios. Further research is warranted to quantify the 
degree of novelty produced by this format in comparison with other intuitive innova-
tion techniques and to explore its applicability across different domains.

12.6.5 LiMitationS

The workshop format, while effective in many respects, presents several limitations. 
A key constraint was time: the in-person session conducted during the conference 
lasted 4.5 hours and was followed by a series of 1-hour online meetings. Although 
this distributed format enabled extended engagement and reflection, it also intro-
duced logistical challenges.

In particular, participant attendance varied across sessions, leading to fragmented 
engagement. Not all participants were able to attend every meeting, which may have 
resulted in an uneven understanding of prior discussions and workshop outcomes. 
This discontinuity could have influenced the depth, consistency, and collaborative 
synthesis of insights generated throughout the process.

In addition, as with any research involving human participants, the outcomes 
produced are directly influenced by the expertise and personalities of the persons 
involved. To counterbalance any personal bias effects, the approach followed was to 
engage as many participants as possible, carry out structured discussions, and ana-
lyze findings with a well-established methodology.

12.6.6 future reSearch

Future iterations of this workshop could be conducted periodically, incorporating 
updated baselines of future current practices to explore emerging trends and envision 
new future scenarios, as well as “dark” scenarios to emphasize challenges and risks. 
This longitudinal approach would allow for tracking the evolution of ideas and chal-
lenges over time.

Additionally, the workshop format itself warrants further investigation. A valu-
able research direction would be to examine which specific components of the meth-
odology—such as position papers, impact domains, challenges, future scenarios, 
and participants—most significantly contribute to the generation of innovative ideas. 
Understanding these dynamics could inform the design of more effective participa-
tory foresight methods.
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NOTE

 1 The following prompt was used: “Role: You are a researcher who writes a white paper 
about the future use of LLMs including their challenges. What are future use cases for 
the use of LLMs and their challenges?” It is noted that although LLMs may be support-
ing a use case, it is not marked in Table 1, if the LLM did not indicate this as a future use 
case. For example, although all LLMs may be used for language translation, the option 
is only selected for Claude, since it was the only LLM that identified it as a potential 
future use case. Such features may be considered as an LLM skill or behavior that arises 
as a byproduct of scaling up models or using them in real-world scenarios, even if they 
are not explicitly listed or advertised as a feature.
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