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Preface

This book offers an overview of the emerging area of autonomic business. A key
differentiating feature of autonomic business compared to digital business is that Al
becomes the primary driver of automation within an organization. With digital busi-
ness gradually giving way to autonomic business, there is a need to transition the
conversation and address the new opportunities and challenges a plethora of new Al
technologies are beginning to present to the enterprise.

Executive leaders will be tasked with understanding and leading changes in the
Al era. However, it is becoming increasingly difficult for them to grasp the details
of what Al means in a business context. Even more so, it is harder to foresee what
will take place in the next few years as the Al wave ushers in a new era of unprec-
edented automation for organizations. This book provides insight into this future
and the actions and plans organizations can put in motion today to start their Al
transformation journey.

With over 20 years of R&D in Al applications, followed by executive business
roles in key global technology and analyst organizations, the author of the book
clearly lays out the vision of an Al-driven business where intelligent agents take
charge of processes and systems (assuming the role of the ‘pilot’ rather than the
‘co-pilot’). This bold vision and idea is not new. It actually dates to the mid-1990s,
if not earlier, when visionaries in the domain of multi-agent systems started working
on Al prototypes validating the concept of Al-driven autonomous operations and
value chains.

It took another 30 years for the technologies to develop and fuse to make that
vision a reality. Big leaps along the way included realizing an interconnected and
mobile world, followed by digital, data, and cloud technologies taking centre stage
and reaching global scale. This allowed a new generation of algorithms to learn the
patterns of human intelligence by digesting vast amounts of data, achieving incred-
ible powers along the way in cognition, natural language understanding, and
decision-making, beyond what was thought possible only a few years ago.

The era of autonomic business, partly or largely run by intelligent agents, is now
on the cusp of becoming a reality. It is the firm belief of the author that autonomic
business is not about machines dictating what humans do, but rather executing
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processes and tasks on our behalf, gradually reducing the degree of attention and
effort we need to expend to achieve our goals and objectives, hence the notion of
autonomic systems instead of fully autonomous ones.

This book provides the necessary tools and frameworks to understand this change
and allow business and technology leaders to execute an autonomic business vision
while controlling risks and managing expectations. Change is never easy, and even
more so when it entails giving systems increasing levels of autonomy to achieve
goals on our behalf. However, change is often inevitable, and this is where this book
puts the reader centre stage and in the driving seat, ready for the Al era.

Reading, UK Christos Voudouris
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Chapter 1 )
Digital Business to Autonomic Business il

Technological change has been unprecedented in the past 30 years, driven by inno-
vation in information systems, telecommunication services, and electronics, all
combining to deliver wave after wave of business transformation. Technological
change is in some ways irrevocably linked to business transformation and vice
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versa, with disruptive technologies fuelling business innovation, which in turn pro-
vides the funding and resources for the next wave of technological advancements to
take place.

This continuous interplay between technology and business change has mani-
fested itself into discrete and clearly identifiable periods or eras defined by certain
technologies becoming enablers for new ways of doing business. In each of these
eras, it was not always clear upfront what business and operating model changes
were needed to take full advantage of the new technologies, often leading to a steep
learning curve based more on a trial-and-error approach rather than a systematic
way of leveraging new technologies and deploying them to maximum effect. As we
are about to embark on the next wave of business transformation based on Al tech-
nologies, this book aims to provide a comprehensive guide on the changes to be
expected and what practical steps organizations can take to prepare so that they can
thrive rather than merely survive.

This upcoming wave of technological change is profoundly different from all the
previous ones in that Al introduces the notion of autonomy for machines to decide
and act to levels unparalleled compared to historical precedents, with ever-
diminishing human input and supervision required. A clear distinction to make here
is whether Al systems to be considered will be self-governing or self-managing. It
could be argued that Al setting its own rules and governance may be some years
away, and it is probably the case if one considers the whole enterprise with its board
and CEO, where business governance cannot possibly be transferred to a machine
setting the company strategy and allocating resources accordingly to achieve its
goals. In that sense, it is more reasonable to consider the notion of self-managing
systems that can serve their purpose, delivering the desired business outcomes in a
limited context largely on their own, ideally minimizing human effort to steer the
technologies towards the desired goals and outcomes.

We are not saying something groundbreaking here, but as humans, we rather
prefer Al to be working more like our ‘gut’ rather than our ‘brain’ at least in the
short to medium term until we build the necessary trust in the reasoning and plan-
ning abilities of the emerging Al solutions. Perhaps a better word to describe such
technology is ‘autonomic’ rather than ‘autonomous’, which, similarly to our ‘auto-
nomic nervous system’, takes care of key functions for us with limited attention in
a self-managing and self-adaptive fashion rather than dictating our goals and actions.

In fact, one may consider an autonomic scale ranging from the pure and simple
automation you find in a thermostat to the fully autonomous cars driving you to your
destination or domestic robots of the future taking care of home chores all without
requiring constant input and supervision.

This brings us to the title of the book, which is Autonomic Business Transformation.
The aim is to capture the range of possible outcomes we can expect from applying
Al-based self-managing technologies and systems to transform a business across
the full spectrum from simple forms of automation all the way to autonomous sys-
tems and in-between. Before we delve into the topic, we explore a few definitions
that can clarify the concepts and define the scope of this work as well as provide a
historical perspective on how the topic has developed.
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We are clearly entering a period of change driven by Al technologies. This follows
along era defined by digital technologies and the adoption of digital business. While
the work on digital transformation is not yet complete, we are undoubtedly entering
a new period or era that can be considered the ‘post-digital’ business era [1].

One key defining feature of this emerging period is the increased ability of sys-
tems equipped with Al capabilities to operate with partial or full autonomy, execut-
ing tasks on behalf of their users. This is not a completely new idea, as automation
is a well-known and understood concept in engineering, examined under disciplines
such as control theory [2], which dates to the nineteenth century. However, the
degree of anthropomorphic capabilities exhibited by Al-based systems is now
reaching such a level that automating human tasks requiring certain levels of intel-
ligence can now be considered within reach [3].

Thus, a key enabler of this upcoming period is the introduction and adoption of
these Al-enhanced, partially or fully autonomous systems across all spheres of life,
including their business applications. Several definitions exist to capture these sys-
tems, starting with Autonomic Computing introduced by IBM [4]. In their defini-
tion, Autonomic Computing is the self-managing approach to computing in which
systems can automatically configure, optimize, and heal themselves. This term has
been further developed by Gartner, which also defined autonomic systems and
included them in their 2022 Top Technology Trends report [S]. According to Gartner,
autonomic systems are self-managing physical or software systems, performing
domain-bounded tasks, which exhibit three fundamental characteristics:

Autonomy: Execute their own decisions and tasks autonomously without external
assistance.

Adaptivity: Modify their behaviour and internal operations based on experience,
changing conditions, or goals.

Agency: Have a sense of their own internal state and purpose that guides how and
what they learn and enables them to act independently.

These definitions start to paint the picture of the key attributes of the upcoming
period, with properties such as self-managing, self-healing, autonomy, continu-
ous learning, and agency characterizing both physical and software technological
innovations enabled by Al. One term that seems to encapsulate all these properties
and is increasingly used to refer to these systems is Al agents, with the overall sys-
tems which includes orchestration and governance referred to as agentic Al. We will
use the term Al agents throughout this book to refer to autonomic systems under-
pinned by autonomic computing. There is no clear consensus on a definition, but Al
agents have a strong link to autonomous agents [6] and agent-based computing [7].

Autonomy and agency are interlinked concepts but not identical. According to
the Cambridge English Dictionary, agency is defined as the ability to take action or
to choose what action to take [8], while autonomy is the ability to make your own
decisions without being controlled by someone else [9]. For Al agents to be trans-
formational in a business context, they need to exhibit both autonomy and agency to
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a certain degree so that, given a goal, they can make decisions on how to best achieve
it, have the capacity to act on these decisions, and choose which actions are best to
take. Although necessary, autonomy and agency are not sufficient characteristics.
To successfully operate, Al agents would also require sufficient computational abil-
ity to model their complex environments, allowing them to modify their behaviour
to reach a set goal or meet certain performance criteria. This brings the notion of
adaptivity as the third pillar for Al agents, which is essentially no different from
adaptive control or learning control in traditional control systems theory [10]. To
summarize (= Fig. 1.1), Autonomy, Agency, and Adaptivity (Triple-A) are three
key defining characteristics of Al agents as considered in this book. Providing clar-
ity on these aspects can help the domain maintain its integrity and avoid gradual
dilution.

Overhyping Al agents and trivializing the term to refer to anything that uses Al
will only raise false expectations and hinder true business value realization. There
has been tremendous enthusiasm for Al agents since late 2024, continuing unabated
in 2025. Prominent technology leaders such as Marc Benioff of Salesforce [11],
Satya Nadella of Microsoft [12], and Sam Altman of OpenAl [13] have all pro-
claimed that Al agents will soon join the workforce as digital labour. However, with
tech companies and their marketing departments entering the fray, it is unlikely that
views will converge around one agreed definition soon, as each company will try to
align the concept with its own capabilities and plans.

The current spectrum of uses for the term Al agents varies from enhanced chat-
bots and Al assistants to general Al systems interacting with humans and perform-
ing tasks, to new apps powered by Al offering domain-specific expertise. Similarly,
any software incorporating aspects of generative Al [14], a key technology in the
current Al wave, is often labelled as agentic, adding to the overall confusion.

Using the three defining characteristics of Autonomy, Agency, and Adaptivity
can help us distinguish between genuine agentic systems versus more traditional

Fig. 1.1 Autonomy,
Agency, and Adaptivity are
three defining Al agent
characteristics

Al Agents
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customer service or transactional application software rebadged as agentic by mar-
keting departments.

1.2 Defining Autonomic Business

Turning now to the business application of Al agents, one can consider them to
perform several activities within a business context, from executing individual tasks
to coordinating processes to delivering or procuring products and services. They can
interact with humans, IT systems, or even other Al agents to achieve their goals.
This goes beyond traditional approaches such as business process management
(BPM) [15] or robotic process automation (RPA) [16], introducing concepts such as
autonomic business operations [17] and, more broadly, the overall concept of auto-
nomic business.

We define autonomic business (or AB for short) as the form of business where Al
agents, exhibiting their key defining characteristics of Autonomy, Agency, and
Adaptivity to varying degrees, are deployed within an organization to achieve its
business strategy and enterprise objectives. Autonomic businesses have the ability
to learn, configure, and optimize themselves and generally respond in a self-
managing fashion to changing internal and external conditions.

In our definition, Enterprise Governance as described by the likes of IBM [18],
i.e. aligning strategic objectives to processes and resources, is largely still human-
driven, hence the use of the term ‘autonomic’. If an enterprise in the future is also
partly or fully governed by Al agents, it may be characterized as a fully or partly
‘autonomous’ business. However, it is unlikely that in the short to medium term, or
even in the long term, businesses will abolish roles like the CEO or abandon corpo-
rate governance and delegate all that to Al agents, even if they attain full Triple-A
capabilities comparable to human levels. This may not be a decision necessarily
dictated by the capabilities of the technologies but perhaps due to law and regula-
tion, at least as they stand for the foreseeable future, whereas they mandate that
companies be managed by human directors and officers who bear fiduciary duties
and legal responsibilities (e.g. see [19]).

1.3 Waves of Technology: A Historical Perspective

A historical perspective on how we arrived at the beginning of this new period or era
with the emergence of Al agents giving rise to autonomic business can provide
additional insight and understanding. One way to describe different eras is through
the concept of industrial revolutions [20]. Some may argue whether Industry 4.0 or
5.0 captures the essence of autonomic business. In our view, Industry 4.0 [21] and
5.0 [22] are broader in scope and perhaps more relevant to a European and rather
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manufacturing audience, as these themes originate from the original industrial revo-
lution itself.

Autonomic business is narrower and specifically focused on the changes to the
business and operating models of organizations as they are impacted by technologi-
cal developments. The wider implications for society and humanity could be better
captured by these other terms and definitions of the era we live in.

Considering this narrow business and operating model view, one may identify
some discrete periods or eras enabled by specific technological advancements. We
list these in Table 1.1.

One interesting observation from glancing at the table is the spread of the impact
from ICT technologies, starting from the back office and operations, moving
through to the front office, and culminating in the digitization of end products and
services, which brings us to our current time. The autonomic business enables the
creation of a whole machine-driven layer within and across organizations, with
varying degrees of autonomy and self-managing capabilities, sitting below the
human interaction layer and acting on its behalf. This avenue is explored further
with regard to machine customers in a recent book by Scheibenreif and Raskino [23].

It is interesting to note that most technological eras span around a decade and a
half without showing significant acceleration between one era and the next, at least
up to now. This seems to be constrained by the ability to productize, introduce, and
absorb new technologies within organizations and from the vendor community as
well as develop new technologies that will fuel the next wave. If the pattern is
repeated, then this will be despite the substantial funding allocated in Al such as the
investment in generative Al and foundation models by the digital giants. These
investments are currently further fuelled by increased venture capital investment in
Al agent startups as well as public funding support for Al as it is the case in Europe
[24]. For example, according to CB Insights [25], investment in Al agents reached
$980 M in 2024 up to July, almost double the amount for the entire previous
year, 2023.

A recently compiled Al agent index capturing commercially deployed or open-
source projects [26] shows that Al agent deployments are accelerating, with half of
all systems in the index deployed in the second half of 2024. Most of these

Table 1.1 Evolution of business eras and their technological drivers

Rapidly growing Main impact
Period/Era Dates technologies areas Key change
IT-enabled 1990s—2000s | ERP, CRM, MRP, Back office, | Improved operations
business SCM, 2G / ISDN operations through the use of IT
Electronic 2000s—2010s | Internet, web, mobile, | Front office New ways of selling
business 3G/ADSL through web and mobile
Digital 2010s—2020s | Cloud, IoT, data and | Product and | New digital products
business analytics, APIs, 4G / services and services

VDSL
Autonomic 2020s—2030s | AI, LLMs, Al agents, | All New machine layer
business 5G / fibre within and across

organizations
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deployments are from US companies, with big companies representing nearly three-
quarters of the deployments. The focus so far has been primarily on software engi-
neering and computer automation. This suggests that, at least in the current growth
phase, the emphasis is on automating structured tasks such as coding or navigating
interfaces, rather than more challenging problem-solving and reasoning that some-
one may have expected given the increased hype on AI’s abilities.

However, this does not seem to sap enthusiasm in the industry. In another report
by Deloitte [27], it is predicted that 25% of companies using generative Al will
proceed to POCs of agentic Al in 2025, with the figure growing to 50% by 2027.
Some use cases in certain industries may see actual adoption into existing work-
flows in 2025, especially by the second half of the year.

An even more optimistic assessment is provided by Boston Consulting Group
[28], which projects that the market for Al agents will grow at a 45% CAGR, reach-
ing $52.1 billion by 2030 from $5.7 billion in 2024. One may wonder what is fuel-
ling this optimism and where do we go from here.

1.4 How AI Agents Impact the Business Model

Fundamental to the impact of any technological wave, and its promise for adoption
is its effect on the business model, which is the heart of the business where value is
generated. In the previous section, we considered autonomic business, encompass-
ing the impact of Al agents on all aspects of the business, in contrast to previous
waves that tended to have a more focused impact on operations, back office, or
products and services. To demonstrate this further, we consider the simple concept
of the business model canvas, a tool typically used by venture capitalists when eval-
uating new businesses [29]. The business model canvas captures the following
areas, each with its unique potential to be disrupted by AI agents. These are merely
examples in each category and the list is also not exhaustive in terms of potential
impact areas:

Customer segments: New Al agent customers procuring services on behalf
of others.

Value propositions: New services targeted at Al agents representing customers.

Channels: Selling through and to Al agents.

Customer relationships: Connecting to customers through agentic experiences
and interfaces.

Revenue streams: New revenue streams through sales to Al agents.

Key resources: Digital workers implemented as Al agents.

Key activities: Autonomic business operations with Al agents orchestrating pro-
cesses and executing tasks.

Key partners: New agentic ecosystems supporting dynamic service composition
through multi-agent collaboration.

Cost structure: Relying on Al-based automation to optimize operational costs
and dynamically adapt to demand fluctuations.
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By looking at the above list, one can easily see that Al agents can add a machine-
driven dimension to all these areas, which is a testament to the far-reaching impact
an autonomic business model may have compared to a traditional one. The potential
of AT agents across a business model can be truly transformational. We will analyse
how to tap into this transformation throughout this book and how practitioners and
executives can prepare for this upcoming business model evolution or, as some may
say, revolution.

Al agents have a range of applications from personal assistants under the control
of individuals all the way to enterprise software executing autonomously business
workflows. In this book, we focus on the latter rather than the former since we
strongly believe the more structured enterprise environment is a fertile area for this
technological revolution to reap its early benefits. The idea of applying Al agents to
business workflows is not new so we examine its origins below and how we arrived
at this latest inflection point.

1.5 Origins of Autonomic Business and Why Now

Autonomic business has its origins in the mid-1990s and even earlier when multi-
agent systems (MAS) [30] were applied in the context of business process automa-
tion, with standards developed by academia and industry (e.g. IEEE
FIPA—Foundation for Intelligent Physical Agents [31]) on how these systems can
interoperate within and across organizations. The author of this book worked on this
topic as far back as 1995, developing prototype systems for managing business
processes using Al agents for projects sponsored by the UK and the EU. One nota-
ble project sponsored by UK’s Department of Trade and Industry, called ADEPT
[32-34], explored the specific use of agents in fully automating end-to-end business
processes, ultimately winning the British Computer Society’s IT Award for
Innovation in 1997 [35].

One of the key concepts pursued at the time was the notion of agent-based com-
puting as an alternative way of architecting systems [36, 37], utilizing two funda-
mental principles:

Decomposing the overall system functionality into functional modules that can
be implemented and managed by individual AI agents.

Developing a standardized architecture for the capabilities of agents to encom-
pass coordination, reasoning, planning and scheduling, task execution, etc.

The R&D community invested in the topic, organized efforts to formulate agent
standards, and developed toolkits to support agent-based computing. This came in
the form of the FIPA organization [31] under the auspices of IEEE and the develop-
ment of communication languages for agents, such as the Agent Communication
Language [38]. Telecommunication companies were particularly interested at the
time, devoting significant funding in agent toolkit development, most notably
Telecom Italia with their open-source JADE platform [39] and BT with their ZEUS
toolkit [40], which was later also open-sourced [41].
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The concepts were quite advanced for their time, even advocating the use of
autonomous agents operating across businesses with little or no human intervention.
EU-funded R&D activities, such as the AgentCities.RTD program [42], explored
this later concept. The author of this book even conceived a project on Generative
Software Development [43, 44] together with UCL and Prof. Anthony Finkelstein,
which now seems like a good idea to pursue but was clearly ahead of its time back
in the mid-2000s. With renewed interest in Al agents, these early concepts of agent-
based ecosystems cannot be excluded in the near future, nor the idea of self-
generating agentic technologies. We will discuss agentic ecosystems later in this
book and explore its potential applications.

The author having worked on or managed some of these advanced projects such
as ADEPT [32], ZEUS [41], AgentCities.RTD [42], and topics on Generative
Software Development [43] during his time at BT Labs was genuinely intrigued as
to what motivated large organizations, especially in the telecom sector, to invest so
heavily in these nascent technologies. Although anecdotal, one big concern at the
time was that the digital operation of the network (e.g. through the introduction of
the digital switching System X [45]) would eventually lead to insurmountable man-
agement issues for classic software architectures based on object-oriented program-
ming. This would have required agent-oriented programming and the automation of
software development to make things work.

Of course, at the time, this was not proven to be the case with IP networks able
to scale globally. Interest eventually waned on autonomous agent-managed net-
works even among the most committed R&D teams especially as the focus shifted
to Internet, web, and mobile innovations that started to gain momentum around the
same time. Although some work continued in exploring use cases for Al agents,
such as addressing distributed resource allocation [46] or empowering workers
through personal agents [47], the broader vision of an autonomous, Al-driven net-
work was ultimately set aside. Remarkably, nearly 30 years later, that vision is now
on the cusp of becoming a reality (see Sect. 5.5). So, what changed to bring the
spotlight back to autonomic business and the potential of Al agents in telecoms but
also in so many other domains?

Early agentic approaches primarily relied on rule-based systems and symbolic
Al for reasoning, necessitating the creation of specific communication languages
and domain ontologies. This complexity limited their widespread adoption and
practical application. However, the advent of generative Al [14] and large language
models (LLMs) [48] has significantly enhanced AI agent capabilities, paving the
way for the realization of autonomic business. This new generation of agents pos-
sesses a flexible and powerful ‘brain’ capable of navigating real-world uncertainties
and communicating in natural language.

Moreover, emerging protocols such as the Model Context Protocol (MCP) by
Anthropic [49] and the Agent2Agent protocol by Google [50] (see Sect. 3.2.3)
enable these agents to access tools, data, and information, as well as exchange con-
text information. These advancements allow agents to operate effectively in diverse
IT and software environments. The integration of natural language and machine
data capabilities further enhances their flexibility, making them valuable tools,
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co-pilots, or companions for regular employees in human-dominated, IT-driven
business environments, rather than specialized software tools limited to a few tech-
nology experts as it was the case in the past.

1.5.1 What Comes After Autonomic Business: X-Verses
and the Rise of Quantum Computing

Before we delve deeper into Al agents and autonomic business, one might wonder
what could follow as the next era. Predicting the future has always been challeng-
ing, as it often hinges on the convergence of multiple technologies to create the next
wave. Based on our current understanding of emerging technologies and technology
trends, we can anticipate that quantum computing [51], Artificial General
Intelligence (AGI) [52, 53], and 6G communication technologies [54] will play
significant roles. Additionally, a more advanced version of the Metaverse [55],
which has yet to fully materialize, may also contribute.

Given the emerging layers of interaction between machines and humans, it is
plausible to envision the rise of several digital spaces, or X-verses. These could be
machine-driven, human-driven, or hybrid environments where humans and
machines interact seamlessly across digital and physical realms. We expect this
X-Verse Business to emerge sometime in the 2030s. In many ways, it may deliver
some of the experiences envisioned by the Metaverse, but with a stronger emphasis
on Al and supported by a highly advanced computational infrastructure that blends
virtual realities with the physical world. These realities will be powered by 6G com-
munications utilizing Terahertz spectrum, with fibre networks and cloud computing
infrastructure tightly integrated through new approaches such as optical comput-
ing [56].

Figure 1.2 illustrates this projected period, extending from autonomic business to
what might come next.

One key technology trend likely to underpin this advanced computational infra-
structure is quantum computing. To develop the digital worlds of the future, we will
need to harness the principles of quantum mechanics that govern the real world.

* ERP ¢ Cloud * X-Verses

* CRM o Internet e loT . Al * AGI

* MRP/SCM « Web * D&A & APIs o LLMs * Quantum

* 2G/ISDN « Mobile * 4G /VDSL « Agents * 6G / Optical
* 3G/ADSL * 5G/Fibre

Fig. 1.2 The business eras and associated technological advancements
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Despite being identified as a promising technology for years, quantum comput-
ing has yet to make the predicted impact. This is not uncommon for breakthrough
technologies, as Al itself experienced several cycles of excitement and disillusion-
ment before reaching its current state. A critical challenge for quantum computing
is identifying and tackling the specific computational tasks central to Al and machine
learning, so that the training and execution of even larger models can be signifi-
cantly accelerated [57, 58]. Achieving this could make currently intractable prob-
lems solvable.

Figure 1.3 depicts a potential technology stack of the future as discussed in this
section.

1.5.2 Translating Theory into Action for Autonomic Business

The book is intended for practitioners and executives interested in gaining a head
start on understanding Al agents and identifying opportunities within their business
to apply autonomic business concepts.

In the previous sections, we offered a historical perspective, examining technol-
ogy waves and associated business model transformations up to Al agents and auto-
nomic business (AB). This topic is further explored in Part I, ‘Understanding the
Autonomic Business’, which delves into the details of AB, the underlying technolo-
gies, and real-world examples. Chap. 2, ‘Maturity Levels and Evolution Path’,
focuses on measuring and scaling an autonomic business, laying out the entire spec-
trum of approaches to automating tasks, processes, decisions, and business goals
from limited IT support in each of these areas to full autonomy. We also examine the
limits of this approach and how the impacts on productivity may provide the busi-
ness case for scaling Al technologies further to achieve higher levels of autonomy
in systems.

Chapter 3, ‘Technology Foundation of Autonomic Business’, takes a deep dive
into the underpinning technologies and how they are fused together to drive the AB

Fig. 1.3 A potential
technology stack of the
future
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wave, primarily by Al but also by combining other emerging technologies. We
explore how all these technologies are packaged together in Al agents and the key
functional blocks of an advanced Al agent architecture. The chapter is kept at a high
level so it is not a barrier for non-technical audiences to understand.

Chapter 4, ‘Developing Multi-Agent Systems for Autonomic Business’, adopts a
more technical viewpoint explaining the key concepts behind architecting multi-
agent systems including the design and functionalities of individual Al agents. A list
of available Agent toolkits and frameworks is presented.

After explaining the technology, we explore examples of autonomic business in
Chap. 5, ‘Autonomic Business in the Real World’. A diverse range of real-world
cases is explored, from Al agents performing customer service tasks to robotic
agents in EV factories to autonomous operations and business models in retail
stores, railways, telecommunication networks, and financial services. This chapter
helps paint a picture of what is coming, showcasing several businesses already
deploying semi-autonomous or fully autonomous technologies.

Part II, ‘Autonomic Business Transformation’, explores the ways in which we
propose to manage AB, reflecting both the long-term view of what is needed and the
more immediate requirements. Chapter 6, ‘Evolving the Team’, explores the orga-
nizational implications of AB across different phases of maturity, describes how to
reshape the executive team to respond to the new challenges, and offers a template
for creating an AB transformation blueprint. Chapter 7, ‘New Capabilities and
Challenges’, elaborates further on the enterprise technical and operational capabili-
ties required to underpin AB and highlights the potential challenges in their devel-
opment, providing guidelines on how to mitigate them. Chapter 8, ‘Developing an
Autonomic Strategy and Business Architecture’, is central to preparing for the long
term by establishing a strategy for AB, developing an architecture centred on Al
agents, and setting the proper foundation for governing agent operations at scale
through establishing an Autonomic Business Operating System (ABOS).

Essential to the success of Al agents and, as a result, autonomic business is trust-
ing the underlying technologies and systems. To achieve this, the necessary levels of
oversight and control need to be established, including adhering to existing and
upcoming regulatory requirements. This is detailed in Chap. 9, ‘Instituting Control
and Oversight’, where we consider how to build trust within the organization
towards Al technologies, look at the risks associated with the deployment of Al
agents, and approaches to institute oversight and control, and examine the wider
national and international Al governance and regulatory efforts.

Part I11I, ‘“The Future of Autonomic Business’, focuses on the future opportunities
from AI agents. Chapter 10, ‘Agentic Ecosystems’, is exploring how AB ecosys-
tems may evolve to create a wider opportunity for Al-driven marketplaces where
businesses and individuals trade services and products through Al agents. This con-
cept of agentic ecosystems is clearly articulated, and emerging examples are pre-
sented in the context of travel and HR vertical sectors. Chapter 11, ‘Robotics
Revolution’, takes the idea of Al agents one step further to its ultimate destination,
which is that of intelligent robots becoming a reality, roaming the physical world
and entering practical use across multiple enterprise sectors. The current landscape
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of robotic systems is explored along with examining the huge future potential in
industrial and domestic applications.

The last chapter in the book is the ‘Epilogue’. In this chapter, we summarize
some of the findings and themes discussed throughout the book and position Al
agents and AB in the context of a human-centric vision of the enterprise and the
wider world. We focus on the opportunities from AB rather than the risks and how
it can be approached as a positive force for change and enhancing human lives.



Part I
Understanding the Autonomic Business



Chapter 2 )
Maturity Levels and Evolution Path yi=ied

As discussed in the introduction, autonomic business can encompass a range of
outcomes, from simple forms of task or process automation supported by IT to
autonomous Al agents orchestrating and executing tasks. Given the scale and diver-
sity of organizations, there is bound to be an uneven application of Al and agentic
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technologies within an organization, making it challenging to measure and under-
stand the level of maturity regarding the application of Al as a whole.

Without the ability to measure, it is difficult to understand how to improve and
scale autonomic approaches and the application of Al agents within a business. At a
high level, this can be seen as a journey from manual processes to automated pro-
cesses, but this is likely just one dimension of an autonomic transformation journey.
This journey is not new; several IT systems such as Enterprise Resource Planning
(ERP), Customer Relationship Management (CRM), and Supply Chain Management
(SCM) have, in one way or another, encoded these processes and workflows in their
functionality, enabling best practices to become repetitive and adopted across entire
verticals and industries.

We should be able to track several other dimensions beyond processes and their
management. In a previous incarnation of the idea of digital workers, a set of tech-
nologies developed around robotic process automation (RPA) focused on automat-
ing not the management of processes but the underlying execution of tasks by
machines [16]. Although the technology was brittle and not robust to changes, task
execution is another useful dimension to measure the degree to which machines can
replace humans in executing individual tasks within a workflow or process.

Thus far, one might claim there is no notion of autonomy or adaptivity, although
a certain degree of agency may be exhibited by such systems. Adding decision-
making automation at least provides robust agency characteristics and can certainly
allow for adaptivity if there are learning aspects on how decisions are made and
improved over time to optimize system performance. Thus, decision-making is
another important dimension, especially if it encapsulates aspects of machine learn-
ing in the process. But isn’t this what data and analytics (D&A) platforms and
machine learning (ML) tools have been promising today, on top of BPM and RPA
foundations?

What distinguishes Al agents that brings a new dimension previously unexplored
by past automation innovations? The answer lies in the word ‘autonomy’ itself.
What really distinguishes this wave compared to previous ones is the ability to give
goals to systems and allow them to reason and coordinate to achieve them with
limited or no human input. While this does not yet represent full autonomy, since
humans still primarily define the overarching goals, it is easy to envision a future
where human-driven goal setting occurs at increasingly strategic levels within the
organization. In such a structure, Al agents operating at lower levels could autono-
mously establish their own sub-goals, effectively enabling a self-managing enter-
prise aligned with the broader objectives.

In summary, we can list these four dimensions where the Triple-A (Agency,
Adaptivity, Autonomy) properties of Al agents can be leveraged within an auto-
nomic business context:

Process automation.
Task execution.
Decision-making.
Goal setting.



2.1 Machine and Human Symbiosis 19
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Task Making & Setting
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Fig. 2.1 Key business dimensions enabled by Al agent: Agency, Adaptivity, and Autonomy

The degree to which the above are still human-driven or machine-driven largely
dictates the degree of autonomic behaviours exhibited within a business. Figure 2.1
depicts how process/task automation, decision-making, goal setting align with the
Agency, Adaptivity, Autonomy as the key defining properties of Al agents.

2.1 Machine and Human Symbiosis

Across the four dimensions mentioned, the balance between human and machine
input can vary widely. On one end, processes can be human-driven with minimal
technological support, while on the other end, a machine-driven environment may
require little human input, with humans primarily handling exceptions or approving
Al actions.

To explain this spectrum of states, we define four levels as follows:

Human-driven: The majority of interactions are driven by humans with limited
machine support.

Machine-assisted: The majority of interactions are driven by humans, but with
tools aiding the effort.

Machine-collaborative: Machines play an increased role in performing tasks and
share the load with human actors.

Machine-driven: The majority of interactions are driven by machines, with
humans assuming supervisory roles and/or handling exceptions.

These states can apply separately to each dimension, such as process manage-
ment, task execution, decision-making, and goal setting. The capabilities of Al dic-
tate the extent to which human actors are displaced in each dimension, creating an
order from easier to harder, where intelligence can play a bigger role:

Process management/workflows.
Individual task execution.
Decision-making.

Goal Setting.
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Given the diversity within a business, some areas may exhibit higher levels of auto-
mation and approach autonomy, while others may not. How can we combine these
ideas to create an autonomic scale to assess the prevailing behaviours in certain
parts of a business or the business as a whole? We address that in the next section.

2.2 Defining an Autonomic Scale

It is often the case that someone reinvents the wheel when defining a new scale for
a new domain. To avoid that here, we are not introducing a new scale; instead, we
are adapting the existing SAE J3016 standard levels for autonomous vehicles [59,
60] and applying them to a business context.

This approach ensures that certain audiences will already be familiar with the
concept. The SAE levels are also being adopted in other domains, such as Rail
Automated Train Operation standards [61]. Therefore, it makes sense to map auto-
nomic business (AB) to a recognized autonomy scale and model that is gaining
traction in various fields, rather than creating a new framework from scratch.

Similar to the standards developed in the automotive industry for self-driving
vehicles [59], an autonomic business exhibits different prevailing levels of auto-
mation, ranging from limited IT support to a fully autonomous business (—
Fig. 2.2):

Level 0 - Limited IT Support.
Level 1 - Human Assistance.
Level 2 - Human Augmentation.
Level 3 - Conditional Autonomy.
Level 4 - High Autonomy.

Level 5 - Full Autonomy.

In levels 1, 2, and 3, the business is primarily human-driven, with goal setting,
decision-making, task execution, and process management partly or fully dependent
on humans utilizing IT tools to varying degrees to realize the organization’s busi-
ness and operating models.

> > > > >

Fig. 2.2 The autonomic business scale
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Fig. 2.3 Detailed view of the autonomic business scale across key business dimensions

In levels 4 and 5, the business is mainly machine-driven, with goal setting,
decision-making, task execution, and process management partly or fully dependent
on Al agents interacting with humans and other Al agents to realize the organiza-
tion’s business and operating models. Figure 2.3 depicts a more detailed view of the
autonomic scale.

Mapping a business or parts of it across this framework, or creating a heatmap of
key business functions, can be a valuable tool for understanding the maturity of a
business. It can also help identify ways to move between levels, aiding in the strat-
egizing and planning of an autonomic transformation journey.

It is reasonable to assume that most businesses are currently at levels 0-2, with a
few exceptions reaching Level 3/4. We will explore examples of businesses in these
higher levels in Chap. 5 later in the book.

2.3 Advancing Maturity Levels Through
Enabling Technologies

Given the proliferation of IT in business since the mid-1980s, one can safely assume
that Level 0, where limited support is in place to underpin process management
through ERP, CRM, or SCM systems, is present in the majority of businesses today
and has been for some time.

Moving to Level 1, where machines assist humans with task execution and drive
most processes, can also be considered already in place, at least in medium to large
enterprises. These organizations deploy tools to improve employee productivity,
with CRM or ERP systems driving business workflows, although substantial human
input is still required to handle exceptions and direct workflows. The use of RPA has
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also been partly successful over the past 2-3 years, increasing enterprise
capabilities.

The situation may differ for Small Medium Enterprises (SMEs), which, beyond
using common office tools, may lack dedicated tools to aid in their specific domains
or enterprise systems to execute business workflows. However, the use of Software-
as-a-S (SaaS) products has significantly improved the availability of software capa-
bilities, especially in the last decade.

A key transition occurs at Level 2, which we call Human Augmentation. This is
the leap many enterprises today attempt to make, utilizing previous generations of
Al-supported technologies (e.g. data and analytics) and introducing new generative
Al use cases and tools. Provided this builds on solid levels of process management
and task automation, it has the potential for enterprises to reach best practice levels
for their industry vertical without necessarily becoming early adopters of immature
technologies and applications.

Despite the extensive use of technology at Level 2, the enterprise is still human-
driven in its entirety, with systems lacking autonomic characteristics. However,
agency and adaptivity can be exhibited depending on the degrees of automated
decision-making and the provided process management and task execution
automation.

This brings us to the next level of maturity, Level 3, which we call Conditional
Autonomy. At this level, large parts of the work, including aspects of decision-
making, are largely automated, with machines assisting in goal setting. However,
humans are still responsible for setting these goals and acting in an override or cor-
rective mode if exceptions occur.

Although few companies may fully operate at this level, individual units within
organizations can exhibit Level 3 characteristics. For example, advanced planning
and scheduling systems used in logistics or manufacturing operations represent a
Level 3 type of organization, especially when considering the increased use of
robotics in manufacturing or warehouse environments. We will examine such an
example with the automotive factory of the future later in the book (see Sect. 5.2).
Similarly, metro rail operations or certain automated transport systems can also be
seen as exhibiting largely autonomous systems controlling the trains, with human
override ensuring safety and compliance (see Sect. 5.3).

In a service context, we explored the concept of intelligent Service Chain
Management in a previous book [62], focusing on the application of Al in automat-
ing the planning and scheduling of resources for service organizations, striving to
achieve automation levels similar to those found in manufacturing environments
through Supply Chain Management applications.

Recent cases of automation using generative Al agents for customer service,
which we will also look at later in this book (see Sect. 5.1), exhibit similar scenarios
to those found in manufacturing and transport, with a large part of customer interac-
tions handled by Al agents.

One may appreciate that when the adoption of AI agents reaches across large
parts of the organization, with multi-agent systems taking responsibility for running
processes and executing tasks, we start reaching Level 4 of autonomy. We identified
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some cases, representing early examples of such scenarios, such as the operations of
autonomous retail stores, management of telecom networks, and algorithmic trad-
ing in a fintech context.

Finally, we may consider Level 5, where Al agents are also involved in goal set-
ting for large parts of an organization, exhibiting full autonomy. Such organizations
do not currently exist, but one can imagine the potential at a small scale where Al
runs a website or provides services within a very limited scope. Certainly, ideas on
this have been suggested, though they are only experimental, and it will take some
time to reach the mainstream. For medium and large organizations, that future is
perhaps a decade away or even more. The enabling technologies mapped against the
levels of autonomy are summarized in Fig. 2.4.

2.4 Human-Machine Interaction Across Maturity Levels

In traditional packaged application products that dominated the IT-enabled business
era, business users accessed standardized application functionality through mono-
lithic systems with little adaptability or configurability. As we moved into the digital
era, applications became more modular and configurable. This resulted in the user
interface (UI)/user experience (UX) becoming less tightly connected to the business
logic layer, relying instead on APIs to access business logic functionality.
Functionality also started to be delivered as composable components rather than
monolithic application suites.

Despite an increased focus on user experience in the digital era and the ability to
provide adaptive applications by decoupling business logic from the UI layer, there

Fig. 2.4 Enabling technologies for different levels of the autonomic business scale
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was little conceptual change in how humans interacted with tools for conducting
their work. In some ways, this resulted in the massive productivity savings, often
touted by large IT programs, failing to materialize.

Ultimately, the next evolution that will enable autonomic business will likely
involve redefining the UI/UX to move towards an agentic user experience, where Al
takes on the role of co-pilot or co-worker. Large language model (LLM) technolo-
gies will enable increasingly natural language interactions, initially in text format,
with multimodal interactions between humans and anthropomorphic agents (also
known as digital humans [63]) additionally envisaged whether these are replicas of
real humans or synthetic personalities.

Agentic UX is a nascent topic, making it difficult to predict how it will develop.
However, all the work done during the digital era to develop APIs and convert
monolithic applications into configurable components can support this upcoming
era. Al agents, through their agency characteristics, will be able to decide what tools
or APIs to use to execute their actions. They will increasingly be able to compose
new applications by assembling existing software components, requesting other
agents to produce capabilities for them, or even authoring code as required to enact
their processes and achieve their goals.

Goal setting and task delegation from humans to agents can be seen as a key new
form of human—machine interaction, as seen now through prompting generative Al
models and steering them towards desired effects. Similarly, the reverse may be
experienced, with Al delegating tasks to human workers, as has recently been the
case with PaymanAl [64].

As multi-agent systems take hold, the human role is moving towards the edge of
platforms, with conversational agents interfacing with human process stakeholders
and internal processes and tasks largely orchestrated and executed through agent-to-
agent communications. Localized or centralized monitoring of agent operations
may still involve human control and the ability to override decisions and actions in
a supervisory role. This is no different from today’s robotic factories, although the
new context will largely be in the area of services where human involvement is still
dominant.

Agentic UX is not only about human-to-machine interactions but also about
machine-to-machine interactions, especially in the context of cross-business trans-
actions. This distinction between Human-2-Agent (H-2-A) and Agent-2-Agent
(A-2-A) user experiences may eventually cause the capabilities to diverge. While
H-2-A has a limiting factor at present, A-2-A can be optimized and evolve into new
forms or languages of communication. Historically, Agent Communication
Language [38] is one example of such Agent Communication Protocol. Most recent
developments in this area are the development of Model Context Protocol by
Anthropic [49] and also the Agent2Agent protocol developed by Google [50] both
of which will be explored later in this book. Even non-symbolic ways of exchanging
information such as neural weights cannot be excluded (e.g. for the purposes of
transfer learning between agents) or collaborative problem-solving. One such
experiment is described in [65].
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Although this has been the domain of sci-fi, human-to-agent neural interfaces
can be envisaged in the twenty-to-thirty-year horizon, as explored by companies
such as Neuralink [66].

This evolution from digital UX to agentic UX and the split between H-2-A and
A-2-A, aligned with the requirements of the autonomic scale, is depicted in Fig. 2.5.

The H-2-A UI/UX is expected to receive intense focus over the next 2 years.
Given the ability of agents to execute various tasks on behalf of the user, the notion
of a largely static interface becomes insufficient to engage users across a variety of
situations and information presentation needs that may arise during task execution.
The ability to dynamically generate user interfaces based on task context becomes
paramount. This ‘Generative UI’ is already the target and ambition of a startup
called “dev/agents’, created by former Android leaders aiming to build the equiva-
lent of an operating system for Al agents [67].

A similar concept based on generative principles is the creation of avatars on
demand, customized for different industries and situations. These digital humans
can even take the form and mimic their users after a short period of training [68]. In
a way, human users cannot be in different places at the same time, but their avatars
can do that so they effectively represent them. Similarly, businesses can train digital
humans to facilitate H-2-A interactions with their clients. These digital humans can
serve many customers simultaneously, which is a current limitation with single
human operators. Training these models on specific domain data can prevent Al
agents from responding to arbitrary requests outside the business’s domain.

NVIDIA unveiled such a prototype Al avatar at Computer Electronics Show
(CES) 2025 called R2X [69]. The R2X is rendered and animated using NVIDIA’s

Digital
Business Era

Autonomic
Business Era

Fig. 2.5 Evolution of UI/UX across the autonomic business scale and the emergence of agen-
tic UI/UX
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Al models, and users can run the avatar on popular LLMs of their choice, such as
OpenAI’s GPT-40 [70] or xAI’'s Grok [71]. Users can interact with R2X through
text and voice, upload files for processing, or allow the Al assistant to view what’s
happening on their screen or through their camera (— Fig. 2.6).

2.5 Autonomic Business Timing and Impact

As with many strategic technology trends, the impact profile may be spread over
several years. The typical adoption of new technologies is characterized by the
S-curve model, while the hype cycle introduced by Gartner captures the expectation
side of technology. In their 2024 Hype Cycle for Generative Al [72], Gartner con-
siders autonomous agents as having a transformational impact over the next
10 years. However, views differ on this, with tech sector executives like Eric Schmidt
predicting such impacts may occur sooner, within the next 2-3 years [73].

Relying on historical precedent, technology adoption curves are compressed and
accelerated over time. This was demonstrated by Michael Felton in his New York
Times article, which showed adoption curves for computers, cell phones, and the
Internet spreading within decades or less [74]. These curves were compared to more
fundamental innovations such as the telephone, automobile, and electricity, which
took several decades to reach similar levels (— Fig. 2.7).

Therefore, it is not unreasonable to expect that Al, and more specifically innova-
tions founded on agentic Al such as autonomic business, will develop faster than
previous waves.

Fig. 2.6 Example of humanoid avatar created by NVIDIA interacting with the user.
Source: NVIDIA
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Fig. 2.7 Technology adoption is accelerating over the decades

Several factors support this hypothesis. Investment in Al agents is accelerating,
as indicated by recent reports (e.g. by CB Insights [25]). Major technology giants
such as Microsoft, Meta, Google, Amazon, Nvidia, Salesforce, and others are not
only increasing their investments in Al but are also focusing more on Al agents in
their recent announcements [75—-80]. Additionally, a plethora of smaller players and
startups are working from the bottom-up, trying to disrupt the main players and gain
a foothold in other horizontal agentic platforms or vertical applications. The scaling
hypothesis suggests that frontier models will grow by several factors of x10 in capa-
bilities, potentially reaching near-AGI capabilities sooner rather than later.
Furthermore, combining innovations from Al and other technologies can have a
combinatorial innovation effect, accelerating this present wave more than previ-
ous ones.

However, none of the above is a foregone conclusion. There are doubts about
whether the reasoning capabilities of agents can be trusted as robust and reliable
[81]. This touches on the core argument of whether neural networks can reason
similarly to symbolic approaches to logic or be even better at processing language
than anything ever produced by classical Linguistics as argued by Geoffrey Hinton
[82]. The knowledge available on the Internet is limited and even referred to as the
‘fossil fuel” of Al [83], so LLMs may face barriers in finding additional information
to train on. The scalability of agent ecosystems may also come into question too,
given the complexity of these systems and the potential lack of effective coordina-
tion mechanisms when they reach a certain scale. Additionally, there is the threat of
governments imposing restrictions due to perceived or real cybersecurity or safety
risks, especially concerning physical Al systems.
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2.6 Model Scaling and Productivity Savings

Neural networks are not a new approach to Al, but their recent success is largely due
to the scaling effect, where more data and larger neural networks produce far supe-
rior results. This progress was made possible by the advent of the Internet and the
wider availability of large datasets. Looking back, the success of the ImageNet proj-
ect in 2013 in vision and object recognition was a starting point [84], demonstrating
the power of deep learning powered by GPUs, yielding impressive results. Another
milestone was the AlphaGo algorithm [85], which decisively defeated one of the
world’s best players using Google’s reinforcement learning algorithm.

The first transformer paper, which is the technology behind today’s large lan-
guage models (LLMs), was published in 2017 [86]. OpenAl used this technology in
GPT-1 [87] and GPT-2 [88], released in 2018 and 2019, respectively. GPT-2 dem-
onstrated the scaling concept, where a tenfold increase in parameter count and train-
ing set size significantly improved its capabilities compared to GPT-1. This was
somewhat expected, given that previous approaches to natural language processing
(NLP) relied on supervised learning and heavily annotated datasets. This caused a
‘Eureka’ moment, primarily due to scale, and as it was later described by Bill Gates,
he thought this was ‘the most important advance in technology since the graphical
user interface’ [89].

This has resulted in ever-increasing efforts to train even larger models with
orders of magnitude more parameters and network layers. Training these models to
achieve the next level of performance can easily cost hundreds of millions of dol-
lars. Assuming we continue to see a 4x growth in scaling over the coming years, it
may require several billion dollars to make the next jump purely through scaling.
There are, of course, algorithmic improvements using reasoning approaches to call
an LLM multiple times to solve challenging benchmarks and AGI tests, giving
credit to the claim that we are perhaps an algorithm away from AGI, even using
some of today’s so-called frontier models.

However, there are limits to this scaling in terms of improving performance as
the model scales, assuming the multi-billion price tag can be afforded to create the
so-called Al gigafactories [24] to make it happen. The rule is empirical, and there
are practical issues as the models scale, which fall into four areas [90]:

Power constraints: As models grow, it takes several months to train and fine-tune
them. This puts an enormous burden on power requirements, even by industrial
standards, requiring several gigawatts to power Al operations.

Chip production: Graphic Processing Units (GPUs) and other alternatives such
as Al Application-Specific Integrated Circuits (ASICs) are required in large quanti-
ties to develop a frontier model. For example, xAI’s development of the Grok 2.3
large language model required a supercluster called Colossus, comprising 100,000
GPUs [91]. There is limited supply capacity from hardware manufacturers, making
it difficult, not to mention potential supply chain disruptions due to geopolitical ten-
sions or regional wars.
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Data scarcity: Data used for training general frontier models primarily includes
all Internet data, but that is finite. Unless synthetic data can be produced, it will
become increasingly hard to find new data to improve model scaling. This is why
data has been called the ‘fossil fuel’ of Al, given that it is a finite resource [83].
Obviously, multimodal or enterprise data can be utilized, but that will be finite too.
Moreover, the cost of accessing data is increasing as providers such as Reddit, NY
Times and others either gate their data from Al crawlers or start charging for API
access. Unless synthetic data closes the gap, large models will not be able to train
on datasets of the required size to make use of the additional dimensions in the neu-
ral network [92]. Symbolic AI may help by inferring new knowledge creating ‘rea-
soning’ feedback loops enriching and augmenting existing datasets.

Latency wall: As models get bigger, more sequential operations are required to
train them. This leads to speed limits due to the latency of modern GPU setups [90].

It is also important not to underestimate the scale of the learning models them-
selves, which leads to issues and errors when coding and training over long periods,
introducing implementation risks found in similar complex and convoluted engi-
neering projects.

Assuming most of the above barriers can be overcome, the multi-billion price tag
of developing even larger and more advanced frontier models needs to have a real-
istic business justification. There is an irrevocable link between autonomic business
and generative Al. Autonomic business needs to justify generative Al investments,
and generative Al investments are needed to make autonomic business happen. To
understand the scale of potential cost savings, consider that global labour compen-
sation is approximately $60 trillion per year [93]. Even without factoring in acceler-
ated economic growth from Al automation, if it becomes feasible to develop Al
capable of effectively substituting human labour, investing billions in Al gigafacto-
ries or projects of that scale to capture even a fraction of this $60 trillion flow would
be economically justified.

Given this potential, achieving complete or near-complete automation earlier
could be worth a substantial portion of global output, let alone a few billion dollars.
Recognizing this immense value, investors may redirect significant portions of their
capital from traditional sectors into Al development and its essential infrastructure
(energy production and distribution, semiconductor fabrication plants, data cen-
tres). This potential for unprecedented economic growth could drive trillions of dol-
lars in investment in Al development [90].

However, there is an opposing viewpoint on productivity benefits. Daron
Acemoglu, Institute Professor at MIT, estimates that only a quarter of Al-exposed
tasks will be cost-effective to automate within the next 10 years, implying that Al
will impact less than 5% of all tasks. He forecasts that AI will increase US produc-
tivity by only 0.5% and GDP growth by only 0.9% cumulatively over the next
decade [94]. He also questions whether Al adoption will create new tasks and prod-
ucts, saying these impacts are ‘not a law of nature’.

Ultimately, it is too early to predict with certainty how this will play out. Will Al
impact global productivity by a large percentage or have a very small impact, even
for advanced economies? It is the use of Al to realize autonomic business that will
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have to prove the point, as Al agents using sophisticated LLMs or other cognitive
models seamlessly integrate into existing workflows, manipulate browser windows
or virtual machines, and operate independently in the background. These agents
will eventually look and feel like ‘employees’. As with many other technologies
over the years, it will take a little longer for that to happen and for human trust to be
established. Even if that happens, it will be the job of humans for a while to manage
them, ensure they’re safe, and oversee their security.

2.7 Disrupting the Disruptors

The development of new large language models has become an expensive endeav-
our, akin to the economics of heavy industries like steel. At the end of the day, new
Al gigafactories will require ‘giga-investments’ and better have a ‘giga-payback’.
Constrained funding flows may result in larger models being released at slower
rates, with improvements becoming more marginal and primarily focused on the
‘long tail’ of knowledge. This area, where correlations can be made across disci-
plines and domains, has traditionally been challenging for humans, who tend to
specialize in specific fields. Making connections across disciplines may lead to dra-
matic innovations in areas such as biology which could be transformative for certain
industries (e.g. pharmaceuticals) but, as well, it may prove a highly risky endeavour
should these breakthroughs fail to materialize.

Open-sourcing large language models will also become increasingly question-
able for investors in these organizations. Even if these models are open-sourced,
significant costs will remain in inference rather than training for those that want to
use them. The industry, which positions itself as a disruptor, can be disrupted by
advancements in algorithms that achieve similar performance to scaled-up large
language models at a fraction of the cost. This can be accomplished through differ-
ent training methods, as demonstrated by the Chinese startup DeepSeek [95], or
through improved reasoning at inference time, where a model is invoked multiple
times to refine its responses. These approaches can produce results that would typi-
cally require a significantly scaled-up model, as shown by OpenAI’s ol, 03, and
o4-mini models [96].

There is a substantial risk of spending hundreds of billions on assembling a com-
plex hardware platform, requiring massive amounts of energy, and scrambling to
find new sources of data or generate more using synthetic data, only to be outpaced
by an unknown startup that innovates on top of a smaller and cheaper to use open-
source model. We believe the balance will shift from mounting huge efforts to con-
tinue scaling models to becoming more efficient algorithmically at both training and
inference time to achieve similar levels of improvement.
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Technology Foundations of Autonomic yi=ied
Business

Autonomic business heavily relies on combining technological advancements that,
individually, are not sufficient to enable it. It is the combination of these technolo-
gies, collectively referred to as agentic Al, that has provided the foundation for
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building Al agents and the emergence of autonomic business as a result. It has been
a long journey for some of these technologies.

In this chapter, we explore the core technologies and innovations behind agentic
Al enabling technologies that can amplify the impact of Al agents in both the digi-
tal and physical worlds and finally explore some promising directions that may have
a profound impact on the area over the coming years.

3.1 The Rise of AI Agents

Agentic Al is not entirely new, but the term emerged more prominently in the sec-
ond half of 2024 to describe the next level of Al advancements following gener-
ative AL

The concept of agent-based computing has its roots in the 1990s and 2000s [7].
It extends component-based approaches that dominated software and application
thinking from the days of object-oriented programming to cloud-native container-
based applications. Al agents offer a way to design complex systems by modelling
them as a set of multiple distinct and independent functional components.
Furthermore, Al agents enable the aggregation of different functionalities such as
planning, reasoning, learning, and coordination into a cohesive whole.

The first Al agent standards were developed by FIPA in the late 1990s and early
2000s, aiming to define how to implement agent platforms and how these platforms
should interoperate [31]. Despite several agent platforms adopting the FIPA stan-
dards, such as JADE [39], Zeus [40], and FIPA OS [98], this initial attempt at Al
agents did not gain commercial momentum or practical use cases beyond the early
examples.

While the area of Al agents became dormant from a commercial perspective in
the mid-2000s, the rise of the Internet and mobile technologies realized an intercon-
nected and mobile world, empowering individuals and societies while democratiz-
ing the distribution of content and information. This was followed by data and cloud
technologies taking centre stage and reaching global scale, dramatically increasing
processing power and storage. Digesting terabytes of web and other data, deep
learning algorithms became capable of encoding patterns of human intelligence into
compact neural network models, developing an implicit ‘world model’ to reason
about. These algorithms and models, along with other technologies, are now com-
bining to provide the foundations for autonomic business.

3.2 Core Agentic Technologies

As large language models (LLMs) have demonstrated impressive capabilities and
gained immense popularity, researchers have begun leveraging these models to con-
struct Al agents. A pivotal moment in enhancing the capabilities of these agents was
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the introduction of LLMs as the main planning and reasoning engine. This step did
not happen overnight and is still ongoing.

Specifically, LLMs are employed as the primary component of the ‘brain’ or
controller of these agents, expanding their perceptual and action space through
strategies such as multimodal perception and tool utilization. These LLM-based
agents can exhibit reasoning and planning abilities comparable to symbolic agents.
They can also acquire interactive capabilities with the environment by learning from
feedback and performing new actions. Additionally, LLMs undergo pre-training on
large-scale corpora and demonstrate the capacity for generalization, allowing for
seamless transfer between tasks without the need to update parameters, which
underpins agent versatility.

While several foundational models are now widely available, they are still not
sufficient to reason and plan as a complete functioning ‘brain’ for agents, moving
away from the disappointing and often frustrating experience users had with the first
generation of chatbots. However, given the intense R&D efforts in this area, signifi-
cant improvements in capabilities are expected over the next 12—24 months.

Let us explore some of the key technological developments behind the emerging
generation of LLM-powered Al agents.

3.2.1 Planning and Reasoning

With every new iteration of frontier models such as Claude (Anthropic) [99], Grok
(xAI) [100], GPT (OpenAl) [101], Llama (Meta) [102], and Gemini (Google) [103],
we can expect capabilities to continue improving proportionally to the scale of the
model. This matters in a couple of ways for realizing this new generation of
Al agents.

Firstly, while specific communication languages were previously defined for
agents (such as ACL defined by FIPA [38]) to exchange messages between them,
and human-to-agent interfaces were rather bespoke, this new generation of agents
can utilize their LLM engine to communicate in natural language or using multi-
modal inputs. This greatly simplifies human-to-agent communication, making it
universally applicable thus removing the need for specialized input methods.

Secondly, the planning and reasoning capabilities, previously based primarily on
rules or other symbolic Al approaches, can now be approached using techniques
such as Chain of Thought (CoT) [104] and ReAct [105], prompting the LLM to plan
the steps required to reach a goal. This prompting can be done behind the scenes as
part of the reasoning logic of the tool rather than requiring repeated human input.

One might question whether the capabilities of LLMs can replace the deep and
precise planning exemplified by goal-driven workflows, rules, or other symbolic Al
approaches. This is a valid concern. Fundamental to reasoning is the ability to have
a model of the world to reason about how to achieve one’s goals.

For symbolic agents to reason effectively, they were typically equipped with an
ontology describing the domain they operated in and well-defined planning
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algorithms to search the space of possible solutions to achieve a certain goal.
Techniques such as partial order planning [106] were used to schedule and execute
actions. The question arises: is all of this still needed, or can the LLM model under-
take these tasks?

The answer lies somewhere in between, at least for this generation of LLMs,
which makes Al agents a powerful way to extend LLM capabilities. LLMs may be
internally learning a model of the world that goes beyond statistical correlations
between words, and there is research pointing to some evidence of this [107].
However, this internal model of the world developed by LLMs is not yet accurate
and powerful enough to replace the deep and precise approach often required to
solve real-world problems or execute enterprise processes.

Wrapping an LLM inside an agent and addressing its deficiencies by providing
more structured and programmatic logic, such as workflows, explicit standard oper-
ating procedures, structured roles, and communication protocols in a multi-agent
context (e.g. MCP [49] and Agent2Agent [50]), can overcome these limitations
until the next generation of models improves and becomes more capable of navigat-
ing an enterprise as a human employee can do today.

According to the Berkeley Artificial Intelligence Research (BAIR) team [108],
composite systems are easier to improve, are more dynamic than single LLMs, and
have more flexibility in terms of meeting user-specific performance (and cost) goals.
They are also arguably more controllable and trustworthy, as composite outputs can
be filtered and vetted by other components instead of relying on a single source of
truth (a lone LLM).

3.2.2 Use of APIs and Tools

Among the various capabilities that LLMs can be trained on are writing API calls
and utilizing third-party tools. Techniques such as Gorilla [109], Toolformer [110],
and APIgen [111] can enhance the LLM’s ability to utilize millions of APIs and
tools, rather than just refining its conversational skills.

Commonly incorporated tools include web browsing, calculators, translation
systems, and Python interpreters. API calls function similarly to tool usage, allow-
ing the LLM to significantly expand its capabilities without dealing with low-level
implementation details.

One limitation is the inability of certain LLMs to use tools in a chain (i.e. using
the output of one tool as the input for another tool). This is because API calls for
each tool are generated independently; consequently, there are no examples of
chained tool use in the training datasets. Additionally, the LLM-based agent has
often the API and tool logic hard-coded into its model, rather than being able to call
other agents depending on the context and tap into additional tools and APIs. This
last limitation has been addressed with protocols which allow for such external tool
and API use as these are described in the next section.
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3.2.3 Communication and Coordination

Beyond single Al agents, multi-agent systems involve several Al agents collaborat-
ing to achieve a user goal. Striking the right balance between autonomy and align-
ment emerges as a central challenge in LLM-powered multi-agent systems. These
systems must navigate a fine line—being autonomous enough to manage the inter-
play between multiple LLM-powered agents while remaining aligned with user
intentions and goals.

Most current LLM-based multi-agent frameworks utilize unconstrained natural
language as a communication interface. Despite the versatility of natural language,
a question arises: does pure natural language communication suffice for solving
complex tasks? For example, in the telephone game (or Chinese whispers), after
several rounds of communication, the original information may become distorted,
so it is difficult to encode things like standard operating procedures [263].

Similar to the Agent Communication Language [38] developed under FIPA stan-
dards [31], a new wave of communication protocols is emerging for LLM-powered
agents to enable multi-agent system development. The focus is on standardizing
how Al agents can:

Access external tools, data, and information sources.

Communicate and coordinate with each other across platforms.

The Model Context Protocol (MCP) developed by Anthropic [49], which has
received wide publicity and adoption, addresses the first need. It significantly
enhances Al agents’ capabilities by enabling direct, bi-directional communication
with external systems. This advancement allows Al agents to access real-time infor-
mation from external databases, manage file systems, and interact seamlessly with
external platforms. Agent2Agent (A2A), developed by Google, focuses on the sec-
ond need of cross-agent communication and coordination [50]. The Agent
Communication Protocol (ACP) developed by IBM [112, 113], originally inspired
by MCP, is evolving towards discovery, delegation, and multi-agent orchestration
features. A recent addition, as of March 2025, is Cisco’s AGNTCY, which offers
capabilities in agent discovery, identity, messaging, and observability, while also
integrating with A2A and MCP [270].

It is inevitable that further variations of structured communication protocols such
as MCP, A2A, ACP and AGNTCY will emerge to facilitate and streamline the com-
munication of agents and expand access to external resources and services [114].

Furthermore, internal agent definitions are also becoming more structured and
formalized, for example, by establishing a schema and format for each agent role in
a multi-agent system and requesting that individual agents provide the necessary
outputs based on their specific role and context. This approach ensures that agents
and contextual resources can accomplish complex tasks consisting of various inter-
connected sub-tasks while remaining adequately aligned with the intentions and
goals of their users.
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3.2.4 Ontologies and Digital Twins

An ontology is a semantic component widely used in multi-agent systems (MAS)
that formally describes knowledge as a set of concepts within a domain and the
relationships between them. Ontologies formalize the structure of knowledge by
defining concepts and relationships within a specific domain, relying on an underly-
ing database structure to store and retrieve information. Similarly, a digital twin
(DT) is used to facilitate the storage of knowledge, acting as an extensive database
that stores and provides real-time access to data [115].

The most common way of representing knowledge is through ontologies.
Ontologies are used to manage the knowledge of the physical world in the cyber-
world, powered by real data obtained by the DT. In such cases, ontologies are used
as tools to digitize the knowledge of the environment and physical objects needed
by the agents to make decisions. This use of ontologies improves and facilitates
interaction between agents. Moreover, DTs are sometimes seen as databases. In
these cases, the DTs of different physical entities represent large knowledge data-
bases that agents can observe, make decisions based on, and act upon.

The concept of the digital twin of the organization (DTO) shares many similari-
ties with the concept of digital twins but applies it to a whole organization and its
processes [116, 117, 220]. In contrast to digital twins in manufacturing, where data
for modelling are derived from IoT (Internet of Things) sensors, DTO data about the
progress of organizational business processes are received from information
systems.

By expanding the digital twin idea from digital representations of physical items
to include digital representations of the entire organization, a DTO acts as a living
digital simulation model of the organization that updates and develops as the com-
pany grows. It also allows scenarios to be fully evaluated to anticipate the perfor-
mance of prospective tactics and plans once ready.

Ontologies and digital twins will play an ever-increasing role as Al agents get
applied in enterprise context both to formalize the concepts and relationships within
the specific business domain so that multi-agent systems can function on a shared
common understanding of business definitions and to allow for simulation and
what-if scenario modelling so Al agents can test different tactics or strategies before
taking decisions that impact the real business.

3.2.5 Large Action and Multimodal Models

While LLMs are trained to understand words and phrases and create original, gram-
matically correct text, large action models (LAMs) are advanced Al models that
understand language and can ‘think’ through tasks to get things done [118, 119].
They can handle different kinds of information such as pictures, videos, and sounds,
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making them work more like how humans use digital content. Benefits of LAMs
include:

Cost reductions: By automating tasks, reducing errors, and using resources
more efficiently.

Improved decision-making: LL.Ms offer information, and LAMs take actions
based on that information, leading to faster and more data-driven decisions.

New business models: By combining understanding and action, companies can
create completely new services, such as automatic customer service systems, self-
running warehouses, or Al-powered product design.

LAMs are gaining traction as a sophisticated alternative to traditional robotic
process automation. Companies like Automation Anywhere and UiPath have begun
integrating generative Al into their existing RPA toolkits, yet a new startup, Orby
Al is challenging these established players [120]. Orby’s LAM simply observes a
user at work, learns what can be automated, and creates the actions to implement it.
Users then approve the process and can modify the actions at any time; this allows
continuous improvement as Orby learns more.

The key advantage of LAMs lies in their capacity for adaptive learning and
context-aware decision-making. Unlike RPA, which typically relies on rule-based
logic, LAMs can assess situations and generate appropriate responses in real time.
This adaptability is invaluable in industries such as finance and healthcare, where
conditions can rapidly fluctuate.

There is potential for large multimodal models (LMMs) to be the main engine
for creating a LAM. LMMs can process and understand multiple types of data
modalities. These multimodal data can include text, images, audio, video, and
potentially others. ECLAIR described in [121] provides a good example and over-
view of the approach. Through the use of LMMs and learning directly from users,
ECLAIR addresses three main shortcomings of traditional process mining and RPA
(high setup costs, brittle execution, and burdensome maintenance). Approaches
such as ECLAIR and Orby can help achieve the promise of enterprise workflow
automation. This topic is explored further in the context of agent-based business
process management below.

3.2.6 Process Management and Workflow Execution

Agent-based business process management has already been realized at the proto-
type level during past work of the author [33], where business logic was coded into
service definitions executable by a workflow engine, with goals set by the agents
achieved through invocations of these workflows. However, there were two draw-
backs to the approach. First, it had shortcomings in dealing with uncertainty, espe-
cially as reflected in exceptions in processes, which caused process flows to halt and
require human intervention. Secondly, the approach had difficulty integrating with
existing systems through the use of APIs, which were not well developed at the
time. LLM-based Agents utilizing frameworks such as MCP and Agent2Agent can
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overcome these issues opening new horizons to realize autonomic processes and
business operations orchestrated and executed by Al agents. However, architecture
and design questions come into the fore.

Creating a multi-agent workflow for a given process can involve many decisions,
such as how many agents to include, how to assign agent roles and capabilities, how
the agents should interact with each other, and whether to automate a particular part
of the workflow. There may not be a one-size-fits-all answer, and the best solution
might depend on the specific application. This raises important questions: For what
types of tasks and applications are multi-agent workflows most useful? How do
multiple agents help in different applications? For a given task, what is the optimal
(e.g. cost-effective) multi-agent workflow?

We delve into this topic in Chap. 4 where we examine in more detail how to
design a multi-agent system (MAS) to underpin an autonomic business.

3.3 Enabling Technologies

Al agents will have limited abilities to operate in either digital or physical worlds
unless they are enabled by a host of other technologies that are not directly linked to
Al but, nonetheless, they are essential to provide connectivity, access to data and
software, ability to control the environment, traceability, and security. We list these
key enabling technologies for Al agents below.

3.3.1 5G and Internet of Things

As Al agents start to operate in the physical world in the context of autonomous
vehicles, drones, or even domestic robots, the need for wireless communications
becomes important as well as the ability to connect to individual devices on the
network to perform tasks or collect data. A couple of technologies in the form of 5G
networks [122] and Internet of Things [123] can now enable a wireless intercon-
nected world making the job easier for Al agents to be applied in domains not
strictly confined to the virtual side but also increasingly in robotic applications
which will gradually emerge as the capabilities of Al agents extend to navigating
physical worlds and manipulating objects.

3.3.2 APIs, Components, and Cloud-Native Apps

As part of the digital era, a whole host of legacy systems have been either reengi-
neered into components and moved onto the cloud (e.g. cloud-native development)
or now exposing their functionality and data through a comprehensive set of APIs
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opening up their architecture. This is in sharp contrast to the monolithic ERP and
CRM systems of the past.

An important element of modern Al agent systems is the ability to access these
APIs and applications/components to perform various tasks as required to achieve
their goals and objectives. The availability of so many tools and APIs as well as
code in the form of open source is providing a rich environment for agents to per-
form complex tasks by assembling composite functionalities in real time through
‘gluing’ together tools, components, and APL

3.3.3 Immersive Experiences

Immersive experiences and in particular the concept of the Metaverse [55] had
attracted significant attention prior to the advent of generative Al For a period of the
time in the early 2020s, it looked as if this was going to be the dominant technology
trend. Despite the investment from digital giants such as Facebook and Apple, the
area did not grow as significantly as predicted.

Nonetheless, the capabilities developed in the form of virtual worlds and blend-
ing of the physical and digital can be utilized by AI agents to communicate in the
form of digital humans creating a mixed reality view where Al agents and humans
through their avatars can coexist. It may be the case that it will be indistinguishable
to interact with AI agents instead of humans in these virtual worlds and this comes
with its own risks too [124].

Furthermore, digital representations of the physical world can also have other
uses for Al agents allowing them to train using ‘replicas’ of the physical world
ahead of real-world deployments with fields such as autonomous cars already ben-
efiting from testing their technologies in such virtual simulation environments [125].

3.3.4 Smart Sensors and Actuators, Smart Environments

An area often ignored but also of significant importance in the advancement of Al
agents and other domains is that of smart sensor technologies [126]. Modern envi-
ronments from smart buildings to smart cities to smart cars are equipped with arrays
of sensors and actuators which can capture multiple streams of data (video, sound,
temperature, humidity, etc.) and adjust parameters in real data to meet human pref-
erences. Proliferation of these sensors and actuators means that even a single mod-
ern vehicle may be instrumented with 100 s of devices all networked together and
acting as one intelligent system.

Intelligent assistants can be layered onto smart cars, buildings, or even entire
smart cities, autonomously working to optimize human environments in line with
user goals and directives. Once again, it’s not just Al agents alone, but a suite of
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complementary technologies that enable the instrumentation and dynamic adjust-
ment of these smart environments.

3.3.5 Blockchain

There is an expectation that Al agents will handle the majority of blockchain trans-
actions in the near future. This is due to the combination of blockchain’s transparent
ledger and smart contracts being an excellent infrastructure choice for Al agents,
enabling them to operate their own wallets and verify data rights and provenance for
the information they use to make decisions [268]. Data and intellectual property
rights are becoming increasingly sensitive issues, with high-profile cases involving
newspapers and songwriters objecting to their intellectual property being used to
train Al systems.

Users can own and safely monetize their data using NFTs, while Al agents can
securely use this data without infringing on IP rights, allowing them to learn and
evolve. Blockchain can facilitate such win-win scenarios. In an agent-driven web
economy, smart contracts will also play a central role, with Al agents, for example,
arranging payments for goods and services only once delivery is confirmed or ser-
vice level agreements have been met.

Additionally, blockchain’s decentralized, immutable ledger system provides a
secure and auditable way to record and share agent decisions in multi-agent sys-
tems. This ensures traceability and accountability for autonomous agents and their
actions [127].

3.4 What’s the Next Big Thing in Agentic Technologies?

Closing the previous chapter, we discussed how developments in algorithms can
disrupt big investments in scaling large language models. In this section, we high-
light three disruptive technologies which hold a lot of promise in the two-to-five-
year time horizon in the context of the Al technological period and autonomic
business era.

3.4.1 Reinforcement Learning

Reinforcement learning (RL) is a form of machine learning that enables Al agents
to learn to take actions in dynamic environments to maximize a specific reward
signal [128]. Using RL, an Al agent can learn to perform a task through trial and
error, without any prior knowledge.
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A core concept in RL is the exploration—exploitation trade-off. The AI agent
must explore its environment and try new actions to discover which ones yield
rewards (exploration) while also preferring actions that have previously been
rewarded (exploitation). The agent must balance these two approaches, continu-
ously trying new actions while favouring those likely to lead to higher rewards.

In an enterprise context, an Al agent can be set a goal to achieve a specific out-
come. If a reward signal can be defined for actions that bring the agent closer to this
outcome, RL can be applied to guide the agent without the need for prior learning
or training.

Although this example is simple and generic, it demonstrates the power and
potential of RL to be applied in dynamic and unpredictable environments, such as
enterprises. It can enable agents to achieve specific objectives without the overhead
of extensive and costly training phases.

3.4.2 Combining Neural and Symbolic Al

Symbolic AI and Neural Al do not necessarily compete for application to the same
problem; instead, they can be combined [131], with each approach playing to its
strengths. Neural networks, through deep learning, can recognize patterns in images,
such as the placement of objects in the real world. Consequently, Convolutional
Neural Networks (CNNs) [129] and Recurrent Neural Networks (RNNs) [130] have
become popular for tasks like image and speech recognition.

Meanwhile, symbolic Al and modelling approaches, such as knowledge graphs,
can formally model the information held by CNNs or RNNs into a framework for
validation, explanation, and reasoning. Combining symbolic and neural approaches
enables Al agents to enhance their logic and reasoning capabilities, increasing their
ability to explain how they arrived at certain decisions and making it easier to vali-
date these decisions.

Symbolic Al may also accelerate training and inference on the neural side,
improving the economics of Al, which are currently questionable, especially when
creating ever-larger models that cost hundreds of billions each. If certain knowledge
can be codified using symbolic approaches, this can act as a ‘data compression’
technique to reduce the overall size of neural networks required to achieve specific
performance levels.

Last but not least, symbolic Al through its inferencing capabilities can enrich and
augment existing knowledge and information giving rise to the intelligent ways of
generating synthetic data for training LLMs.
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3.4.3 Technology Fusion for Physical AI Agents

The fusion of technologies is crucial for enabling physically embodied Al, allowing
autonomous agents to operate effectively in the real world. Consider the example of
an autonomous car. Several advanced sensors, such as cameras, LIDAR, ultrasound,
and radar, are required to provide the car with an accurate model of its surroundings.
This data needs to be processed by Al techniques, such as neural networks, to
understand the vehicle’s environment and accurately assess the situation. Specialized
GPU hardware for neural inference may be installed on board to meet the real-time
requirements of the automotive domain.

LLM-based technologies may be used to manage interactions with vehicle users,
executing their commands through a natural language interface. More deterministic,
rule-based processing may be applied to control steering, acceleration, and braking.
Advanced modelling may be needed to accurately predict the future movements of
other cars or pedestrians, with some approaches utilizing agent-based modelling
and simulation.

Furthermore, an autonomous vehicle may rely on 5G/6G communications to
exchange information with cloud servers, for example, to plan routes to reach the
desired destination. Realizing a complex physical autonomous system requires the
fusion and combination of multiple technologies to create such an innovative sys-
tem and application.

Similarly to autonomous vehicles, domestic robots based on LLM-based agents
can be developed through tech fusion becoming something for everyone to own to
improve their daily lives like the next car or major home appliance. The same
applies to autonomic businesses and incorporating a large robotic workforce to
automate large parts of manual work. This ‘robotics’ phase of Al agents through
fusing with other technologies may be in itself the pinnacle of the current Al wave
and come to symbolize it in the same way the mobile phone or the Internet charac-
terized previous eras.

A map of technologies related to Al agents and multi-agent systems as presented
in this chapter is provided in Fig. 3.1.

It is interesting to note that several of the above technologies have achieved
major breakthroughs over the past 5-10 years. This progress helps explain the
strong re-emergence of the Al agent field in the current timeframe.
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Fig. 3.1 A map of technology areas related to Al agents and multi-agent systems
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Chapter 4 )
Developing Multi-Agent Systems il
for Autonomic Business

As Al agents gain adoption, business activities shift away from pure innovation and
experimentation into how someone can go about designing a multi-agent system
(MAS) to start applying autonomic business concepts at scale in the enterprise. We
devote this chapter to the key principles of designing multi-agent systems and the
inner workings of Al agents. This part of the book is intended for a more technically
minded audience, so readers who prefer to focus on value and potential applications
may choose to skip ahead to the next chapter.
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4.1 Deciding Your Al Agents

Key concept in designing a multi-agent architecture is to determine the different
roles that agents will play within the system and how they will collaborate to achieve
the goals of the users and stakeholders involved in the specific enterprise domain
[132]. In the design process described below, we draw upon methodologies from
legacy agent-building toolkits such as ZEUS [40, 41] and JADE [39], which offer a
more robust foundation for agent modelling compared to many contemporary Al
agent toolkits, which are still evolving in this regard.

Following the logic of assigning an agent to orchestrate a process, the question
arises of how individual activities and tasks can be modelled by agents or how
stakeholders and users in the process may be modelled by agents too. The MAS
designer would need to identify such candidate entities in an enterprise domain that
would make appropriate agents to model sub-tasks, sub-services, and actors within
an enterprise-level process. To determine which agents should be created, we must
first understand how the application domain is divided, particularly in relation to the
roles of the actors within it.

One approach is to create an agent for each role, such as agents to interact with
specific types of users or agents to provide task-specific expertise. However, just
because agents offer a means of distributing an application does not mean that activ-
ities should be distributed as widely as possible. In fact, it is often more efficient to
centralize certain activities through systemic or utility agents, which are developed
to provide centralized services to other agents within the multi-agent architecture
similar to a shared-services function in a real business.

Additionally, agents are often distinguished from other software systems by their
ability to interact intelligently with other agents and human users. In a multi-agent
system, resources and services may not be directly accessible but are invoked by
requesting access through the agent responsible for their control.

The purpose of this is to help separate resources from the entities that will use
them to provide services. This is particularly relevant in domains where agents may
serve as interfaces to third-party systems and external resources and services,
including access to large language models (LLMs). Therefore, specific sources of
information, specialized services, or domain expertise often make a good choice for
agents when creating a MAS design.

Ultimately, individual actor roles in a business process do not necessarily need to
be modelled as individual agents and it is more likely the case that they are com-
bined into single agents. The specific parts or responsibilities that persons, systems,
or organizations play in a process are essentially grouped together and performed by
a single agent.
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4.2 Individual Agent Architecture

Once the set of agents to be designed is clearly defined, and the roles and collabora-
tion models are established, we will proceed with elaborating the Agent Architecture.
This involves designing the individual agents and detailing the specific capabilities
required for each under the following general functionality areas/modules.

4.2.1 Coordination Engine and Communication Protocols

This module makes decisions concerning the agent’s goals based on requests
received from humans or other agents. Inputs can be text, multimodal, or, in more
structured domains, may follow specific communication languages or protocols. In
most current settings, one may assume that an agent is dealing with one request at a
time, but in the general case and for long-running tasks, there is a requirement for
an agent to handle several requests simultaneously (e.g. invocation of the same busi-
ness process for several different customers). The coordination engine may have
access to information about the agent itself, such as profile and role information,
including the service(s) the agent can provide, as well as information about other
agents in the multi-agent system and the service(s) they can offer.

Given a request in a certain protocol, the coordination engine could resort to pre-
defined or previously learned behaviours, such as engaging in negotiations with other
agents using techniques like contract-net [133] to fulfil the request. In more uncertain
cases, it may pass the request to the Reasoning module to set goals or make decisions
on how the specific requests can be fulfilled.

Protocols such as Agent2Agent from Google, ACP from IBM or
Cisco’s AGNTCY should help provide interoperability across different agent plat-
forms and implementations. This space of Al agent communication protocols is what
is attracting enormous interest in the current phase, as discussed in Sect. 3.2.3. This is
to be expected, since they are building toward the equivalent of “TCP/IP” to under-
pin the future of multi-agent AL

Different technologies can be utilized to implement a coordination engine,
including graph-type or workflow-type logic that keeps an internal state of interac-
tions with the external environment, directly calling a Retrieval-Augmented
Generation (RAG) pipeline or utilizing an LLM, embedded within a reasoning
module as explained below, to formulate a response.

4.2.2 Reasoning

This module engages in an intelligent thought process to formulate a response that
satisfies a given request. Outputs can be decisions for certain actions (e.g. producing
a text output that answers a question) or, in more complex situations, setting the
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goal(s) to be achieved to satisfy the request. For each goal, the reasoning module
may plan a set of actions or delegate this to a dedicated planner and scheduler mod-
ule specialized in implementing specific goals or decisions made by the reasoner.

Depending on the situation, the reasoning module may hand back control to the
coordination engine, providing a set of goals to be achieved externally or a response
to be returned to the user (or requesting agent) if the service request cannot be ful-
filled. The reasoning module can be implemented in several ways. Key inferencing
techniques include:

Neuro-symbolic reasoning: Chain of Thought (CoT) [104], Tree of Thought
(ToT) [134], ReAct [105], Q* framework [135].

Probabilistic reasoning: Fuzzy logic [136], Bayesian reasoning [137].

Symbolic reasoning: Logic Programming (LP) [138], Constraint Logic
Programming (CLP) [139], Case-Based Reasoning (CBR) [140], knowledge
graphs [141].

These inferencing techniques can be underpinned by one or more cognitive mod-
els (mostly LLMs with current agents but expandable in future), such as:

Neural network models: Large language models and their variations such as
small language models (SMLs) [142], large Action models (LAMs) [118, 119],
large multimodal models (LMMs) [143], large reasoning models (LRMs) [144],
large cognitive models (LCMs) [145].

Digital models: Digital twins [115], simulation models.

Mathematical models: Weather, molecular, etc.

Additionally, the system may possess short-term memory or long-term memory
functionality to improve its reasoning effectiveness and provide context to specific
requests (e.g. a personal agent capturing a person’s preferences).

4.2.3 Planning and Scheduling

If the agent possesses a dedicated planning and scheduling module, it can refine any
goals or decisions taken by the reasoning module to formulate a more detailed set of
steps or workflows for execution. In a programmatic implementation of this mod-
ule, there may be databases of ready-made plan/task templates instantiated to
achieve specific goals using standard notations or languages like BPML/BPMN
[146]. Alternatively, the system may employ symbolic techniques such as partial
order planning [106] utilizing the Planning Domain Definition Language (PDDL)
[147] to derive a set of steps instead of a predefined workflow.

In a more agentic scenario involving LLMs, the planner and scheduler may be
the same module as the reasoner or a separate module. This module would access
one or more of the agent’s cognitive models and inferencing techniques to attempt
different actions or paths to achieve the desired goals or implement decisions.

In contrast, in a more complex environment such as a factory or fleet manage-
ment scenario, a dedicated scheduler module may be required to assign tasks to
resources (e.g. humans, robots, equipment, other resources) for execution. Other
branches of Al such as Constraint Logic Programming have proven quite successful
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in tackling complex real-world scheduling problems [148]. Essential to this module
is orchestrating the set of actions that lead to the desired outcome or goal, as well as
replanning or rescheduling as required in case of resource failures also known as
dynamic scheduling [149].

4.2.4 Task Execution

This module is crucial for carrying out the steps or tasks determined by the reason-
ing module and detailed by the planning and scheduling module. Depending on the
agent’s available skills and tools (internally or externally through protocols such as
MCP [49]), various perception (task input) or action (task output) activities can be
performed:

Interfaces: Text or multimodal input/output.

Programmatic tools: APIs, components, databases, code generation, code execu-
tion, computer/browser use, classic/agentic RPA.

Embodiment (in case of robotics): Sensors, actuators, motors.

During task execution, observation and feedback are often essential to integrate
the results of the action on the environment.

4.2.5 Learning

Lastly, the agent may also be equipped with a learning module. This module can
enhance the agent’s inference logic and cognitive models to improve performance
or learn how to achieve goals using either supervised (e.g. causal graphs [150]) or
unsupervised learning techniques (e.g. reinforcement learning [128], long short-
term memory (LSTM) [151]).

4.3 Creating an Ontology for Agents

To implement Al agents, we must provide (or define, if it’s a new domain) the
domain ontology: the declarative knowledge that represents the significant con-
cepts, attributes, and values within the specific application domain, as well as the
relationships between them. If work has already been done on the data platform and
a harmonized data model with well-defined semantics across the organization, the
source of the ontology will be in place in the form of a data glossary (business defi-
nitions), data dictionary (data specifications), and data catalog (metadata about data
assets). For new domains, this harmonized data layer would need to be developed
following standard data modelling approaches. It will often involve the identifica-
tion of the following:
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The key entities within the enterprise domain and their relationships.
The attributes of each entity and the types of each attribute.
Constraints or functional relationships between the attributes.

The significance of an entity is easily assessed: if meaningful interaction cannot
occur between agents without both parties being aware of it, then the entity is sig-
nificant and must be modelled. The ontology can be a shared resource across the
multi-agent system and may simply provide access to the underlying data platform
and associated data glossary, data dictionary, and data catalog, with specific data
assets acting as context for the LLM or other advanced cognitive models (LAM
[118, 119], LMM [143], LRM [144], LCM [145]) deployed by the Al agent to rea-
son on incoming requests.

Enterprise knowledge is a key component of Al agents. A good knowledge man-
agement approach should incorporate mechanisms for knowledge curation, a
semantic layer to define relationships between data elements, and standardized defi-
nitions to ensure consistency.

The internal architecture of a fully fledged AI agent as explained in this chapter
is depicted in Fig. 4.1.

4.4 Implementation and Deployment

During the implementation stage, we will select the appropriate frameworks, tools,
and models for developing the MAS architecture and individual agents, possibly
favouring rapidly evolving open-source tools and models (e.g. LLMs, low-code
tooling, agent frameworks). In the agent instantiation phase, individual agents will
be configured to fulfil their process or task-specific responsibilities. Additionally, a
configurable template will typically be populated for each agent to capture the agent
abilities, role, collaboration models, and position in the multi-agent organization
hierarchy.

Request
or

—
Response

Action
—

_—
Result

Fig. 4.1 The internal architecture of a fully fledged Al agent
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Further work may be needed for systemic or utility agents that provide support
services to the ecosystem (see Chap. 10 for concrete examples). The number and
nature of these agents will be determined during the project, based on the support
needs for operating the agent MAS architecture or in some cases provided by the
agent toolkit containing predefined agents capturing key systemic capabilities
essential to the architecture.

4.4.1 Demonstrating Trustworthiness

As with other software domains, each agent must be tested independently to ensure
it behaves as expected and it is trustworthy. Given the stochastic nature of Al models
and the need for continuous agent learning in certain parts of the MAS architecture,
a simulation environment can also be developed to perform extensive testing. This
ensures agent behaviours meet defined metrics and objectives under varying condi-
tions and input parameters. Testing the interaction and communication between
agents within the same simulation environment will allow for end-to-end integra-
tion and testing. Statistical techniques can be deployed to ensure observed variabil-
ity is within acceptable bounds, similar to assessing autonomous vehicle safety with
a certain degree of statistical certainty.

4.4.2 Trialing the Integrated Solution

Based on the simulation results, one or more real-world scenarios can be clearly
identified, formulated, and targeted for trials. These scenarios should represent the
expected use of the multi-agent platform from the end users’ perspective. The multi-
agent platform and its components will be customized to cater to the selected trial
scenarios. This involves using the MAS platform to model detailed domain pro-
cesses and desired user interfaces, customizing and finalizing these processes and
interfaces to suit the solutions being trialled.

A comparative and in-depth analysis of the trial results will typically follow, aim-
ing to identify areas where the services and/or platform require improvements,
while highlighting their key benefits and limitations. The evaluation should not be
limited to technical and usability issues but should also focus on a socio-economic
assessment of the MAS to support wider Al agent adoption within the enterprise.
Through typical agile approaches [152], the project team will iterate on the MAS
architecture and solution, while driving ever-increasing process and task scope
within the domain, embedding the multi-agent system within the business.



52 4 Developing Multi-Agent Systems for Autonomic Business
4.5 Agent Frameworks and Toolkits

Below, we examine the latest frameworks and toolkits that support the implementa-
tion of multi-agent systems as described in this chapter. The area is currently very
active, so this list is not exhaustive and represents a snapshot of the most popular
frameworks and toolkits at the time of writing.

Despite the emergence of several agentic models and frameworks, the majority
focus on the LLM aspect, with multi-agent capabilities still developing. There is, of
course, the older generation of agent toolkits and frameworks, such as JADE [39]
still popular within the academic community, but these lack the LLM integration
that drives the current agentic wave. In terms of modelling multi-agent systems, the
following toolkits and frameworks currently stand out.

4.5.1 CrewAl

CrewAl is a Python framework designed for developing multi-agent systems [153].
It aligns well with the concept of roles for agents as explained in this chapter. Tasks
are performed by the agents or delegated to other agents, and they retain context
within a workflow, enabling the execution of more complex processes. The platform
is fully customizable but requires programming expertise, rather than being a visu-
ally driven agent design environment.

4.5.2 Autogen, Semantic Kernel, and Magnetic-One

Microsoft has offered three flavours of multi-agent related tools or frameworks
[154—-156]. Magnetic-One is the primary multi-agent concept, featuring an orches-
trator agent that collaborates with several utility agents, including:

Websurfer agent. Performs web tasks

Filesurfer agent: Navigates files and directories

Coder agent: Writes code

Computer terminal agent: Executes line commands for the Coder Agent to gen-
erate software

The roles of these agents are relatively fixed, and they operate within the
Microsoft Semantic Kernel infrastructure. As the name implies, Semantic Kernel
facilitates the integration of LLMs, such as GPT-4, into agents. AutoGen Studio, a
low-code tool built into Magnetic-One, provides a visual drag-and-drop interface
for building workflows.
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4.5.3 LangGraph

LangGraph is designed for building agents with stateful properties, which are essen-
tial for handling complex requests and long-term interactions [158]. As the name
implies, a graph model is used to orchestrate workflows. LangGraph Studio, a visual
tool, is provided for prototyping and deploying agents, while LangSmith completes
the toolset and is used to monitor performance.

LangGraph was developed by the same team that created the popular LangChain
framework, which helps integrate LLMs into applications. However, LangChain
alone is not sufficient, as it can only model simple linear workflows and is therefore
unable to handle long-running multi-agent interactions.

A similar concept of using a graph model for coordination and reasoning was
also adopted by the ZEUS toolkit [40].

4.5.4 OpenAl Swarm

This is Open AI’s take on multi-agent systems [159]. It is based on a stateless
approach where agents hold roles and include internal functions but also have the
ability to hand off conversations and delegate tasks to other agents based on the
conversation flow.

The framework is called experimental and although it is simple to use the lack of
state information limits its applicability to the design and architecture principles
described in this chapter.

4.5.5 IBM BeeAl

This open-source platform developed by IBM aims to enable developers to run pop-
ular open-source Al agents from different frameworks and build their own [160].
Support for multi-agent systems builds on the ACP protocol discussed earlier in the
book [113], which currently uses MCP’s Anthropic [49], although it is expected to
become independent soon.

Initial versions of the platform were based on visual low-code tools geared
towards business users. However, the latest iterations have pivoted more towards the
developer community. Through BeeAl and ACP, IBM is clearly hoping to attract
developers and move towards producing and managing a more universal MAS
standard.
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4.5.6 Amazon BedRock Agents

AWS’s flagship generative Al product BedRock has also introduced multi-agent
collaboration features with BedRock Agents [161]. A supervisor agent guides spe-
cialized agents to contribute their expertise to a larger workflow by focusing on
specific tasks. The supervisor agent can route simple requests directly or, in com-
plex situations, break down the problem and delegate sub-tasks to ‘subagents’
as needed.

4.5.7 Google Agent Development Kit (ADK)

Last but not least Google’s Agent Development Kit (ADK), introduced in April
2025, is a comprehensive framework for managing the lifecycle of single- and
multi-agent systems [269]. Built with compatibility in mind, it is both model-agnos-
tic and deployment-agnostic, aiming to bring the familiar experience of software
development into agent development.

In terms of support for developing multi-agent systems, various types of agents
can be composed such as:

e LLM Agents: Al agents powered by an LLM

*  Workflow Agents: Coordination agents designed to orchestrate the execution of
flows by their sub-agents.

¢ Custom Agents: Allowing to develop arbitrary non-LLM logic and build com-
plex workflows as described in this chapter.

Considering the capabilities of previous generations of agent toolkits for multi-
agent modelling, developed around the FIPA standards [31], there is still much to be
desired from the latest generation of LLM-based agent toolkits. However, given the
popularity of the topic and significant efforts by leading tech companies, this gap is
expected to close soon.
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Autonomic business is not a distant vision; examples of it already exist in today’s
businesses. In this chapter, we will explore these examples and provide insights into
where the business opportunities to apply autonomic business (AB) are today. It is
crucial for executives to understand Al agents and where they can add value to the
business. While one may initially associate operational efficiencies with autonomic
business, the most significant benefits in the long run will come from the changes to
the business model that Al agents can effect.
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5.1 Agentic Customer Service

One area where business opportunities exist is customer service automation. This
area has seen the introduction of chatbots over the past few years, which, together
with RPA, has given rise to the concept of hyper-automation [162]. However, the
experience has not been satisfactory, with chatbots often unable to answer customer
questions and RPA proving brittle to interface and process changes in the business.
The promise is that Al agents will change this with their generative Al reasoning
and language capabilities.

With OpenAl introducing ChatGPT, the opportunity to replace chatbots with Al
agents became more tangible for businesses. One of the early adopters making
headlines is Klarna, a financial services company. Their case has been described in
several recent announcements, which we will summarize below [163, 164].

Klarna’s Al agents have been handling around two-thirds of customer service
chats, performing the equivalent work of 700 full-time agents with customer satis-
faction scores comparable to human agents. Furthermore, they report improvements
in customer resolution times and a drop in repeat inquiries. While some may debate
the improvement statistics, there are tangible aspects such as the ability of Al agents
to operate 24/7 and communicate in more than 35 languages, which is indisputable.
The cost to source similar human language skills and operate them in a 24/7 setup
would have been substantial. The Al agent is accessible within the company’s
mobile app shown in Fig. 5.1.

In addition to customer service support, the company has introduced another Al
agent in the form of a shopping assistant, offering a chat-based shopping experi-
ence. This assistant helps users spend less time and supports them in finding the
right goods at the right price. The Al assistant provides personalized product

Fig. 5.1 Klarna’s Al agent focusing on customer service and issue resolution. Source: Klarna
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recommendations, expert advice, category and brand comparisons, and access to
customer reviews as shown in Fig. 5.2.

While these are straightforward examples of how generative Al can power Al
agents interfacing with customers, an even more interesting development at Klarna
was the announcement by their CEO [165] that they will be shutting down some of
their SaaS applications, such as Salesforce and Workday, in favour of a lightweight
stack supported by Al Later in this chapter, we will explore how these strategies
may work architecturally, but it is fascinating to see Klarna contemplating such an
approach despite the early phase in the development of mature Al agent solutions to
replace the SaaS layer and absorb its business logic. This may seem counterintuitive
at first, but ultimately, the logic of Al agents moves us in this direction, as high-
lighted by remarks from Microsoft’s CEO, who also predicted the end of SaaS [166].

5.2 Robotic EV Factory

The real impact of Al agents will be in the physical world when the embodiment of
Al systems is achieved. An early example of this can be found in robot-heavy facto-
ries. Digital twins and Business Operating Systems, which we will explore later in
the book (see Chap. 8) as architectural options to orchestrate robotic operations, are
already utilized in such environments.

One example is Hyundai’s next-generation EV factory in Singapore [167]. The
factory utilizes 200 robots, which perform 50% of all tasks. It is an excellent show-
case of how humans, robots, and Al systems can work in harmony in a human-
centric environment. Al agents can take the form of physical robots or intelligent
systems, as seen in Hyundai’s EV factory (— Fig. 5.3).

Fig. 5.2 Klarna’s Al agent acting as a shopping assistant. Source: Klarna
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Fig. 5.3 Hyundai’s robotic automotive factory in Singapore. Source: Hyundai Motor Group
Innovation Center Singapore (HMGICS)

Humans and robots work together to install parts on EV cars, such as crash pads
and rear bumpers. The entire car body is moved by automated guided vehicles,
while inspections are largely automated. Robots handle more than 60% of compo-
nent process management, ordering, and transportation.

Operating as a digital twin Meta-Factory, the facility synchronizes the virtual
and physical worlds in real time. Employees can simulate tasks in the digital virtual
space while robots physically move components on the production line. This con-
cept is gaining momentum, with other manufacturers like BMW also creating digi-
tal twins of their factories to assess what-if scenarios [168].

Today, humans use the digital twin to assess these options, but this foundation
can pave the way for Al to use digital twins as its core cognitive model to test and
validate different scenarios, improving operations driven by reasoning techniques
such as LLMs.

5.3 Automatic Train Operations

One domain that has advanced significantly in autonomous operations is the rail-
ways. Similar to autonomous vehicles, the industry has developed standards for
higher degrees of automation. GoA4, or unattended operations, is the highest level,
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allowing for automatic train protection for safety, driving, route setting, and ensur-
ing timely operations [61]. The system takes over responsibilities for speed, driving,
acceleration, braking, collision avoidance, emergency detection, and response using
sensors and Al-based incident management. There is no requirement for drivers,
attendants, or other staff to be on board for safe operations, although they may be
present for other reasons such as customer service. Several lines worldwide are cur-
rently operating at the GoA4 level with the latest one being the Thessaloniki Metro
line in Greece which opened in late 2024 [169].

Operating systems with high degrees of automation in unattended mode is a
significant achievement, especially when applied beyond the metro environment
into main railways. The Netherlands’ national rail company NS, together with the
Spanish train manufacturer CAF, recently and successfully ran an autonomous train
near the Dutch city of Groningen, with the vehicle coupling and detecting obstacles
without a driver [170] (— Fig. 5.4).

With railways being one of the most safety-critical domains for applying auto-
mation at these levels, we can learn a lot about how to approach risk assessment
and ensure the design of safe autonomic systems. One methodology applied in the
design of these complex digital railways is the System of Systems approach [171].
In Chap. 9, we will explore in detail how a System of Systems approach can be
useful in the context of risk assessing complex autonomic business models and
operations.

Fig. 5.4 Automatic Train Operation (ATO) is able to detect dummies on the track and stop the
train automatically. Image property of CAF
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5.4 Autonomous Retail Stores

Al is enabling a significant transformation in retail with the emergence of various
autonomous store concepts. This takes the idea of a traditional vending machine and
applies it to the entire store, making the shopping experience even more stress-free
and frictionless.

In an autonomous store, customers can enter, browse, and shop without the fric-
tion of waiting in line, scanning items, or paying at a terminal (— Fig. 5.5). A prime
example is Rewe’s autonomous supermarket in Hamburg, Europe’s largest, with a
surface area of 1200 m? [172]. The solution is based on a 3D model of the supermar-
ket that digitally maps its surroundings and movements. Similar to other digital twin
models, it allows the system to track purchases and charge only for items taken by
customers. Due to data privacy concerns regarding facial recognition, such systems
minimize any customer images captured. The technology can be used alone or com-
bined with other sensors to improve the accuracy of computer vision.

Despite some earlier abandoned efforts by Amazon in this area [173], it seems a
new wave of solutions with improved algorithms and sensors is emerging.
Companies like Rewe and others are investing more in the technology to realize the
vision of autonomous stores.

Fig. 5.5 Autonomous stores gain traction with ‘pick and go’ sections getting introduced.
Source: REWE
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5.5 Autonomous Telecom Networks

Telecoms have long envisioned automating their network operations to the extent
that no human intervention is required to keep their core networks running. This
vision has gradually come to fruition over the past few years. TM Forum coordina-
tion standards in this space recently published a specification for Level 4 (L4)
autonomous networking [174], which assumes operators apply Al agents to ensure
that the network makes decisions based on awareness information and instructs
modules to take further actions without manual interventions. This includes net-
work self-optimization and self-healing with minimal human intervention. As these
agents are created, further phases of multi-agent operations and distributed decision-
making will follow.

Although there were no examples of L4 networks until recently, this is no longer
the case. Tsinghua University in Beijing reported that it began operating its network
in autonomous mode in September 2024 [175]. This is a non-profit network with
16,000 nodes. However, this is not the only case; China Mobile also recently
announced that it will activate its L4 network serving over 1 billion users in 2025
after completing an L4 trial in an area with over 100 million users [175]. Operating
a network of that scale at L4 is unprecedented. The underlying solution involves an
Al model supporting 10 billion parameters, including several smaller AI/ML pre-
dictive models, along with the ability to simulate scenarios to support automated
decisions.

5.6 Financial Services Robo-Advisors

Financial services have been benefiting from autonomic business (AB) models for
years. Although not explicitly called agents, human wealth managers have been
using automated portfolio allocation since the early 2000s. Clients had to employ a
financial advisor who used the software to leverage this capability. This all changed
in 2008 when Betterment and Wealthfront released the first so-called robo-advisors
[176]. At the core of these early-generation agents was a mathematical framework
for crafting a portfolio that maximizes returns for a given risk level.

Generative Al has given another boost to this concept with Al now incorporated
in advisory workflows with clients in places such as Morgan Stanley where Al assis-
tants can be used to provide insights to human advisors, facilitate note-taking, and
streamline aspects of client meetings. It is easy to foresee LLM technologies and
assistants integrated more and more with robo-advisory mathematical models and
live market data to substitute the work of human advisors. This may not be desirable
in all segments of this industry especially where a deep understanding of client
needs and a high degree of trust are required. In Fig. 5.6, we present a possible evo-
lution for robo-advisors inspired by a technology roadmap proposed by Deloitte
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Fig. 5.6 Roadmap for evolution of robo-advisors

back in 2018 [177]. To our knowledge, fully autonomous robo-advisors as shown in
the figure are not widely available as of today.

Fraud prevention is another area where pattern matching and machine learning
have been used for years processing multi signals to decide if a transaction repre-
sents a risk and be potentially fraudulent. Similarly, mortgage applications have
been scored by specialized algorithms to aid human decision-making. Again, there
is strong foundation to create a largely autonomic business since the mathematical
logic and frameworks pre-exist so it is more the case of Al agents completing the
picture by orchestrating workflows and automating further customer interactions.

5.7 Further Real-World Examples

Autonomic business models are starting to develop in several other areas. Examples
include autonomous farming, with M&S conducting real-world trials [178], robotaxi
companies like Waymo reaching nearly mainstream status [179], and autonomous
warehouse robotics introduced by companies such as Amazon [180] and Nokia
[181]. Additionally, industries like autonomous delivery [182], bus services [183],
and shipping [184] are experimenting with autonomous operations, even if they
haven’t fully developed autonomic business models yet. Al-assisted diagnosis is
making inroads in healthcare while transport companies have been using with suc-
cess Al or operations research algorithms to improve routing of vehicles and man-
agement of inventories.

A common trend among these examples is the development of advanced tech-
nologies, drawing on Al, digital twins, robotics, and data and analytics. These tech-
nologies are reaching levels where they can be successfully integrated into
production-quality systems that can operate even in critical safety environments, up
to Level 4 on the autonomic scale. This allows for the automation of tasks and
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processes previously performed or coordinated by humans, now to be managed by
intelligent systems.

These intelligent systems possess cognitive models to reason and make deci-
sions, often utilizing digital models of the real world (e.g. digital twins, simulations)
to test and apply their decisions. We already covered aspects of this emerging archi-
tecture for intelligent systems in the form of Al agents in the previous chapter.

System of Systems, digital twins, Business Operating Systems, and other model-
ling approaches are used to create the blueprints for autonomic business and assess
its risks. These modelling approaches and others will be explored in Chaps. 8 and 9.

5.8 Where to Focus Your AB Efforts

Drawing on the examples in this chapter, we will outline below some key principles
on how to extract maximum value from a transition to autonomic business.

5.8.1 Transform the Core Operations of your Business

It is often the case that Al is applied in support functions rather than the core opera-
tions of the business. This type of exercise is typically cost-driven and fails to unlock
both revenue and cost-saving opportunities. If we draw on the example of the robotic
factory, autonomic train operations, and the autonomous telecom network, all these
cases drive an autonomic business transformation to the core of the business rather
than making some marginal improvements at the edges. This does not mean that
there are no opportunities to streamline operations or reduce costs in support pro-
cesses which should also be followed up but should not be the main focus and target
of an AB transformation initiative.

5.8.2 Prioritize Carefully Your Initiatives

Like other transformation programmes, a list of opportunities across the business
would need to be gathered and then evaluated. Typically three areas will not be
addressed when evaluating each opportunity:

Value creation potential (not only cost savings but also revenue generation).

Resource requirements (what is the investment required to realize the
opportunity).

Implementation risk (this may not only reflect technological risk but also legal or
regulatory risks which increasingly apply to AI).

Any high value, low risk, low resource projects are the starting areas to create a
foundation for AB and prove to the business that autonomic concepts can work and
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bring quick value to the business. The financial services example where Al assis-
tants are used to support advisors as quick win brings this consideration to light.

A visual representation of a range of initiatives along the axes described above is
depicted in Fig. 5.7. Such a visualization approach can ease prioritization.

5.8.3 Combine Revenue Generation with Cost Reduction

With Al agents there is a unique opportunity to target the technology to opportuni-
ties that both generate revenue and reduce cost. The example of autonomous stores
as well as the Klarna Al shopping assistant exemplifies this opportunity. New shop-
ping experiences can attract customers be it due to convenience (‘pick and go’ in the
case of autonomous stores) or better personalization and choice (Al shopping assis-
tance experience).

This is then combined with the automation benefits emanating from autonomic
business operations with limited human intervention and oversight required. The
double effect of both more revenue and reduced costs can make the business hyper-
competitive versus other businesses where you can pull one lever but only at the
expense of the other.

5.8.4 Be Ambitious and Think Outside the Box

Many business and IT leaders have experienced numerous unsuccessful projects
and transformations, making them sceptical or even cynical about the potential of
new technologies. They often try to fit new projects and proposals into familiar
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Fig. 5.7 A simple mapping of initiatives against their value, risk, and resource profile can ease
prioritizing
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patterns based on their past experiences regarding speed of progress and likelihood
of success. While this approach has the positive aspect of applying past learnings, it
also limits their ability to think outside the box and fully leverage what new tech-
nologies can enable.

For example, logic may dictate that the existing CRM system needs to be modi-
fied to support an agentic operation. A vendor may even try to convince you that this
is absolutely necessary. However, more innovative thinking may suggest that agents
and generative Al are transformative enough to reconsider many of your CRM and
other SaaS applications. Imagine a world where agents execute work on employees’
behalf without them having to access a myriad of apps to collect and collate results.
This ambitious drive is exemplified by the Klarna case, where they were not afraid
to decommission several legacy applications in areas where Al could have a direct
impact and provide an adequate substitute for SaaS.

5.8.5 Act Rapidly and Decisively

This wave may be faster than the digital one and those missing out in the beginning
will have to face a steeper climb and find it difficult to catch up later on. The ‘sit and
wait’ approach that may have worked in previous eras may not work in this case.
The huge amounts of investment top-down from big tech and bottom-up from start-
ups are bound to close functionality gaps so an autonomic business vision may
arrive sooner rather than later [73].

This may lead to hypercompetitive companies start springing up with more force
and speed than in the digital era, taking over from overstaffed and legacy tech-
loaded incumbents which are unable to transform because they (a) do not trust the
new technologies and (b) haven’t got the decisiveness for change. The potential for
an ‘extinction-level event’ in the business landscape across industries cannot be
ruled out.

So far in the book, we have explored the concepts and technologies behind auto-
nomic business. However, this is only part of the purpose behind this book. The
main objective is to help practitioners and executives initiate and manage all aspects
of autonomic business transformation. In the second part of the book, we delve into
this subject, focusing more on organizational and transformational aspects and less
on the technological aspects of this remarkable revolution.
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A pivotal element of the transformation strategy involves embedding autonomic
technologies into the core of the business and promoting collaboration between
technology and business teams. As Al agents usher in autonomic business, organi-
zations will evolve into Al-human hybrid environments. In these settings, a sub-
stantial portion of marketing, sales, operations, and other domains will be driven by
machine-based decisions and workflows, with humans taking on roles of oversight
and monitoring. This ensures fallback mechanisms are in place, given the complex-
ity of self-managing and self-adaptive systems.
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This journey will unfold in several phases, akin to the introduction and adoption
of digital technologies in the previous era. Moreover, the issue of trust is already
playing a significant role, which was less prominent in earlier waves. However, not
everything is entirely new. Intelligent systems have been allowed to make decisions
for several decades. In areas such as transport and logistics, advanced algorithms,
some inspired by reinforcement learning such as Guided Local Search developed by
the author of this book [185], routinely make routing, scheduling, and task alloca-
tion decisions, something that would have been unimaginable 40 or 50 years ago.

6.1 The Introduction Phase

A valuable transitional concept from the digital transformation wave to the intro-
duction of Al is having business technologists champion the use of Al across the
organization. Establishing centres of excellence [187] and transformation networks
[188] can accelerate the change in legacy enterprise environments. These efforts can
be guided by introducing executive-level champions, such as creating the role of a
Chief Al Officer.

Drawing from the digital experience and the role of Chief Digital Officers
(CDOs), the model is to have this role and capability as a change agent, eventually
handing over a transformed enterprise to traditional roles such as the Chief
Marketing Officer (CMO), Chief Operations Officer (COO), Chief Technology
Officer (CTO), and Chief Information Officer (CIO) once Al technologies are
embedded in the business and most of the change work has been completed.

Reflecting on CDOs, most digital programs never fully completed or realized the
benefits and outcomes set at the outset with these roles persisting for years even up
to the current day. This may be partly due to the vagueness attached to digitization
and what it means for a specific business. Despite numerous and valiant attempts to
provide clear definitions [189], a disambiguation of what a truly digitally trans-
formed business looks like was never achieved for the average enterprise.

No doubt Al-centred transformations may suffer from the same lack of clarity
and will need clear direction and objectives. Later in the book in Chap. 8, we explore
how to mitigate this by defining and documenting an autonomic business strategy
and architecting change to realize this strategy.

However, it is important to realize that the introduction and initial transformation
phase will not be very effective in the long run unless enterprise-wide roles adapt to
serve the needs of an autonomic business. Therefore, a Chief Al Officer or a CTO/
CIO overseeing the initial introduction of Al and agentic technologies should even-
tually give way to a comprehensive transformation program that seeks to align
enterprise-wide roles to the new reality, rather than trying to guide Al efforts from a
single function or role for a prolonged period of time.

Given the accelerated pace of Al, this phase may take between 6-18 months
for mid-size firms. In many cases, the limiting factors are more cultural and gover-
nance-related, affecting the ability to gather insights quickly and transition to the
next phase.
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6.2 The Acceleration Phase

The acceleration and real transformation phase will see Al agents more widely
deployed, leading to a situation where human-driven and Al-driven activities start to
coexist. This hybrid workforce will not emerge immediately, as issues like trust and
the effectiveness of new technologies may take time to be addressed in an enterprise-
wide context. Even if some technical challenges are overcome, trust issues may
linger and will likely require special focus and attention.

Initially, human employees may direct Al agents to perform specific tasks, such
as preparing reports and collecting data on behalf of a human user. Gradually, this
will evolve into a multi-agent system scenario where personal and system-wide
agents collaborate to serve the needs of human users, who will either sit at the
perimeter of this multi-agent system or have centralized control of key functions. As
the number of agents proliferates, some agents will become more specialized, while
others will assume more coordination and decision-making responsibilities. A
machine layer is likely to eventually emerge, working mostly or largely autono-
mously, with humans receiving services from this layer or tasked with the supervi-
sion and monitoring of Al agents, and having the ability to override key decisions
and activities within the MAS architecture.

At this point, the organizational design will shift to something similar to the
example depicted in Fig. 6.1.

This phase will require at least 12 to 24 months in most organizations. The limit-
ing factors will shift toward organizational readiness, challenges in scaling multi-
agent systems, establishing trust in Al agents and regulatory clearance, particularly

in more sensitive domains.

6.3 The Establishment Phase

Once multi-agent systems gain a foothold in managing complex tasks and pro-
cesses, the organization will reach the establishment phase of an autonomic busi-
ness model. Initially, this may only pertain to autonomic operations, but as the
agentic economy gains momentum with customers delegating buying decisions to
their personal Al agents, it will also extend to presenting an agentic business front-
end. This will enable the business to participate in agentic commerce ecosystems, as
explored later in this book (see Chap. 10).

A key characteristic of this phase is that internal roles within the enterprise may
start to significantly shift from traditional roles. This shift may also apply to the
roles of key suppliers and partners to the enterprise.

Let’s examine some of the key executive roles and how they need to evolve to
support the needs of an established autonomic business model (see Fig. 6.2):

Chief Executive Officers (CEOs)/Chief Commercial Officers (CCOs): Lead the
transition to autonomic business by orchestrating an effective and efficient internal
and external Al ecosystem designed to realize the enterprise strategy and objectives.
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Chief Operations Officers (COOs): Take responsibility for running and growing
an organization where autonomic operations are partly or largely in place. The role
of Chief Autonomics Officer emerges, focusing on directing and monitoring
Al-driven or Al-enabled processes and tasks.
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Chief Technology Officers (CTOs)/Chief Enterprise Architects (CEAs): Take
responsibility for designing and developing a multi-agent architecture that aligns
with the company’s business processes and value chains. The role of Chief
Autonomics Architect emerges, replacing or supporting the CTO/CEA.

Chief Data and Analytics Officers (CDAO): Focus on data acquisition and learn-
ing, providing the foundations for AI models and algorithms to be customized to the
organization’s business and operating models.

Throughout the organization, we can also expect changes, with certain depart-
ments or functions transitioning to self-managing systems and self-adapting opera-
tions run by multi-agent systems. Figure 6.3 illustrates this future where multi-agent
systems emerge in the organizational chart, managing entire processes or depart-
ments with a mixed human—machine workforce extending to several levels.

The establishment phase may require anywhere between 18 months to 5 years, or
even longer, as security, ethical, governance, legal and regulatory challenges and
uncertainties take centre stage. The three phases of initiation, acceleration, and
establishment of an autonomic business and organizational enablers and changes
appearing in each phase are presented in Fig. 6.4. The end-to-end journey across the
three phases may take anywhere between 3 years to nearly a decade, or even longer.

6.4 Impact on Employees: What to Expect

Some may argue that a fully-fledged autonomic business model could take sev-
eral years to materialize. However, given the rapid pace of change and the current
investment in maturing Al technologies, a two- to three-year timeframe for
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Fig. 6.3 Humans and Al agents working together to achieve complex enterprise objectives
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Fig. 6.4 Adoption phases of autonomic business and organizational enablers and changes signify-
ing transition to each phase

realizing a version of a business model that we may recognize as autonomic busi-
ness may not be too far-fetched. Organizations need to start preparing now for the
transition from a largely human-driven enterprise to Al-driven business and auto-
nomic operations. This transition may present more challenges than anticipated.
Humans have developed the skills to direct and teach other humans for millennia,
but the same cannot be said for interactions between humans and Al agents.
Movies such as 2001: A Space Odyssey provide a glimpse of the difficulties that
could arise when humans try to work together with intelligent machines.
Nonetheless, there will also be practical challenges, at least in the short term, as
the technology can be quite complex and require significant handholding from
human operators to deliver the expected results. The burden will most likely be
falling on the shoulders of IT departments playing the role of ‘HR’ for this new
army of Al digital workers [259].

There are qualitative differences from past automation efforts and technologies.
Systems to date have shown little ability to learn and adapt. Implementing a new
ERP or CRM system meant that human users had to learn and adapt to comply with
the workflows implemented in these solutions or modify them at significant expense
to meet user and enterprise-specific requirements and business flows. Al agents rep-
resent a unique opportunity for systems to learn and discover how to achieve goals
within a business without adhering to fixed workflows. This provides immense flex-
ibility and potentially removes the need to endlessly customize and support applica-
tions to meet human requirements.

However, this does not eliminate the burden of setting the right goals for Al
agents and learning how to control them, so they achieve these goals effectively and
efficiently. Initially, this may be required at the micro level, where agents perform
specific tasks, but later on, at the macro level, where agents are in charge of whole
processes and end-to-end flows. The discipline of AgentOps can help in this area, as
will be explored in the next chapter.

To understand what a technology-heavy autonomic business environment might
look like, we can examine the tech-heavy equivalents of traditional industries, such
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as fintech, insurtech, and proptech. For example, fintech companies often boast high
percentages of technology staff, with cases like Alipay and its parent AntGroup hav-
ing over 60% of staff dedicated to tech roles [190]. It is not unreasonable to assume
that businesses successfully transitioning to an autonomic business model will rely
more on business technologists with a heavy focus on understanding Al and agentic
technologies. These technologists will monitor and maintain autonomic operations
as they are upgraded and customized to meet a rapidly changing external environ-
ment increasingly focused on machine-to-machine transactions.

Previous industrial revolutions had a profound impact on employment and soci-
eties. One key question is whether autonomic business will lead to widespread
unemployment or create opportunities for reskilling. Emerging evidence suggests
that employers will prefer employees with Al skills over those without, even if they
are less experienced in the specific domain [191]. This preference makes sense in
the ‘Introduction’ phase of autonomic business, as these ‘business technologists’
will be essential for laying the foundations for what is to follow. As companies
move into the acceleration phase, the focus will shift to human—-machine collabora-
tion, with employees orchestrating the work of Al agents. Once multi-agent systems
can start performing the work of entire teams, the workforce will undoubtedly expe-
rience significant disruption.

There will be many challenges along the way. LLM-based Al agents are based on
non-deterministic approaches, making them less predictable than rule-based sys-
tems or traditional application software. Like new employees, Al agents will require
training and oversight, as they are bound to initially make frustrating mistakes.
Their behaviour may sometimes appear inconsistent and not aligned with
expectations.

Management-level agents may need to be developed to supervise other agents,
enforce company policies, reduce errors, and remedy miscommunications with cus-
tomers. Similar to employee retirement, issues such as transferring Al agent learn-
ings and knowledge to new generation architectures and upgraded Al software may
become central to avoid prolonged training and testing of each generation of Al
agent technology.

To manage these challenges, new jobs may be created in the economy, similar to
the digital giants that emerged from the Internet era, such as Google, Facebook,
Amazon, Uber, and Airbnb. These new giants could focus on agentic commerce,
becoming brokers or aggregators of agent ecosystems that provide specialized Al
technologies to different vertical industries.

Given the pace of innovation and the ever-reducing cost of developing high-
performing LLM models (e.g. DeepSeek [95]), one may wonder whether organiza-
tions will be fast enough to adopt new technologies ahead of their competitors.
Ultimately, agentic Al and multi-agent systems offer the opportunity to create high-
performing teams that seamlessly collaborate across organizational boundaries,
something long sought after for human teams. Businesses that seize this opportunity
may quickly overtake inefficient legacy businesses that stick to their old ways of
working.
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6.5 Creating a Transformation Blueprint

It is crucial to plan the autonomic business (AB) transformation into a cohesive
blueprint that links investment in Al technologies with organizational changes and
competitive advantage, considering the external context and environment. Such a
blueprint should address four key thematic areas as also highlighted in a recent
survey of extracting business value from AI [192]:

Al capability: This area concerns the creation of a robust autonomic business
strategy coupled with strong company-wide governance to realize it. This strategy
would need to be translated into a fit-for-purpose multi-agent architecture which in
its turn will have to be realized deploying suitable Al cognitive models that leverage
the organization’s data and technology resources.

Al-enabled change: The difficult task of Al-enabled change lies in the core of
being able to create value from investments in Al capability development. Systematic
process and task automation across the enterprise, followed by decision-making and
goal setting automation utilizing a human-led machine workforce, will have to be
planned and executed. This implies new roles and organizational capabilities having
to be created along with structural changes to align the enterprise to its autonomic
business strategy objectives. These objectives will increasingly concern the agentic
value proposition towards customers, rather than purely focusing on internal opti-
mization initiatives.

Al value creation: The above changes will have to be reflected in improved finan-
cial performance. This may initially come from operational efficiency and improved
customer experience but gradually the focus is bound to shift on customer value
through agentic ecosystem creation (see Chap. 10). Continuous innovation delivery
should underpin all the above areas to lead to sustained enterprise value generation.

Enterprise context and environment: The impact on customers, partners, and
suppliers will be profound and if not planned and managed appropriately may hin-
der internal AT adoption. The enterprise will have to transform its whole ecosystem
or pivot to a new ecosystem to realize the full benefits of an AB transformation.
External battles with competitors as well as legal and regulatory challenges may be
more profound compared to previous transformations. Potential or actual responses
from these external actors would have to be assessed, evaluated, and responded.

The linkages between these four thematic areas and their respective sub-topics
are illustrated in Fig. 6.5.

6.6 Key Challenges in Autonomic Business Transformation

Any Al transformation, particularly an autonomic business transformation, is
expected to face several challenges that may hinder change. Based on the transfor-
mation blueprint above, we can highlight seven areas that form a framework for
capturing and systematically addressing these challenges:
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Fig. 6.5 A transformation blueprint for autonomic business

Leadership alignment and support behind a clear and comprehensive AB
strategy.

Defining investment in Al resources required to deliver the AB strategy, includ-
ing securing lead partner and customer participation.

Clear approach to sourcing the prerequisite data and technology foundations to
enable Al agents to operate effectively.

Assessment of current process inventory to determine suitability for transitioning
to autonomic operations.

Evaluation of current culture in terms of compatibility with the mission and
vision of the Al strategy.

Creation of a strong Al business case that does not conflict with existing Digital
and Cloud strategies.

Articulation of specific Al benefits that can be readily measured and monitored.

These challenges are not independent but rather interconnected in a circle of
reinforcement, as shown in Fig. 6.6. Addressing them leads to an overall improve-
ment in the organization’s ability to deploy and leverage Al to create business
value [192].

Both the key aspects of the transformation blueprint and the challenges, along
with strategies to tackle them, are explored in detail in the following chapters.
Before we conclude this chapter on team evolution, it is worth exploring one more
concept: how a super small company can become an Al giant by adopting and scal-
ing an autonomic business model.
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Fig. 6.6 Key challenges to absorb Al technologies and enable autonomic business

6.7 Autonomic Business Singularity

In January 2024, OpenAI’s Sam Altman captured headlines with his speculation
about the emergence of the world’s first one-person billion-dollar company, enabled
by advances in Al [193]. Instagram famously had only 13 employees when it was
sold to Facebook, setting a precedent for digital giants achieving unicorn status
despite low headcount [194]. Imagine what an Al giant could look like in a hypo-
thetical future where business growth using autonomous Al agents becomes uncon-
trollable and irreversible.

This scenario can be seen as the business equivalent of a singularity, where an
upgradable business model enters a positive feedback loop of self-improvement
iterations, causing a rapid increase in competitive advantage. This ‘black hole’
effect could absorb or obliterate all competition in a specific market. Although this
is an intriguing idea, it faces certain challenges, such as the ability of others to easily
replicate the same business model, creating other similar super-competitive entities.
Additionally, market regulations could impose controls to prevent such entities
from gaining a dominant position, although slow initial responses by governments
may well lead to detrimental impacts. This is similar to how digital giants rapidly
dominated e-commerce and social media with regulators playing catchup ever since.

Leaving aside such extreme scenarios, autonomic businesses reaching Level 4 or
5 on the autonomic scale could give rise to companies with very few human
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employees, scaling through the use of Al agents to become the unicorns of the
future, even in traditional sectors and industries. One can imagine a company with
25-50 employees generating $1 billion in revenue or $20-$40 million in revenue
per employee, relying largely on multi-agent systems to manage operations and
transact with customers and suppliers. Very small teams managing such large orga-
nizations would require the emergence of a new kind of human employee with the
following characteristics [261]:

Significant knowledge breadth across various functions of the business to over-
see and direct the underlying autonomic operations.

Technological understanding of AI and eagerness to follow developments, adopt-
ing and integrating the latest Al innovations into the business.

Deep understanding of human and Al collaboration to maximize the benefits of
a human-led machine workforce.

These scenarios make it even more important for businesses today to adopt an
autonomic business model before Al agents emerge through startups in their respec-
tive domains. Al agents will spark a new wave of innovation, with autonomic busi-
ness concepts starting to emerge and gradually dominate as the next wave after
digital business. Changes will be faster than previous waves, and those missing out
may face a huge productivity gap and a mountain to climb over the next decade.
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Transitioning to an autonomic business (AB) model necessitates the development of
new organizational capabilities while also presenting a unique set of challenges. As
a technology-driven transformation, AB does not occur in isolation; rather, it builds
upon existing competencies and previously established frameworks. For most
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organizations, the journey towards AB maturity begins with foundational IT stan-
dards and best practices, most notably those outlined in the Information Technology
Infrastructure Library (ITIL) [195].

Today, ITIL is widely recognized and well understood by IT professionals.
Foundational ITIL training has become commonplace, with many IT department
staff members completing certification courses to ensure alignment with industry
standards. These technology operational practices need to evolve and get extended
to cater for the needs of autonomic business.

7.1 Evolution of Technology Operational Practices

ITIL has proven effective for traditional IT environments, where long implementa-
tion cycles were typically followed by a transition into steady-state service opera-
tions. However, the rise of digital technologies and the widespread adoption of agile
methodologies, aimed at accelerating software development, highlighted the need
for a more responsive and integrated approach to infrastructure and operations.

This need gave rise to DevOps [196], a methodology that extends agile and lean
principles beyond development. DevOps emphasizes automation, collaboration,
and continuous integration, enabling organizations to streamline workflows and
build infrastructure that supports the continuous delivery of software. By bridging
the gap between development and operations, DevOps has become a critical enabler
of modern, fast-paced application lifecycles.

As data and analytics gained prominence, a similar evolution unfolded. Inspired
by DevOps and agile methodologies, DataOps [197] emerged to bring the same
focus on speed, quality, and continuous improvement to data workflows. Rooted in
lean principles, DataOps aims to streamline the development and deployment of
data pipelines, ensuring they are agile, reliable, and scalable.

As data pipelines expanded beyond traditional reporting, powering real-time
insights and automated decision-making, the need to manage the full lifecycle of Al
and machine learning (ML) models became apparent. This led to the rise of MLOps
and AIOps [198], which apply DevOps-inspired practices to the operationalization
of AI/ML.

The objective remains consistent across these evolutions: to define best practices
and provide tools that support the end-to-end lifecycle of AI/ML models, enhancing
their speed, reliability, and effectiveness in delivering actionable insights and auton-
omous decisions.

A familiar pattern emerges: each technological shift in software development
and operations gives rise to a corresponding set of engineering practices and tools
that bridge the gap between innovation and operationalization. These practices con-
sistently aim to improve speed, quality, and automation.

In the context of autonomic business (AB), we can identify two distinct layers of
engineering required to support the development and operation of agentic
capabilities:
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* Cognitive model engineering: This layer focuses on the foundational cognitive
models, such as large or small language models, which power agentic capabili-
ties across the enterprise. Assuming the use of Retrieval-Augmented Generation
(RAG) pipelines [199] and other model workflows, LLMOps / LangOps [200]
represent the emerging set of best practices and tools for developing, deploying,
and managing these models effectively.

* Agentic system engineering: At the level of individual agents and multi-agent
systems, there is a growing need for AgentOps [201]—a discipline focused on
engineering practices that support the lifecycle management, coordination, and
orchestration of autonomous Al agents.

We will explore both LLMOps/LangOps and AgentOps in greater detail in the
following sections. The objective remains consistent: to establish best practices and
provide tools that support the end-to-end lifecycle of AI/ML models, enhancing
their speed, reliability, and effectiveness in delivering actionable insights and auton-
omous decisions.

7.2 Cognitive Model Engineering: From LangOps
to ModelOps

At the heart of recent advancements in agentic technologies is the ability to harness
large language models (LLMs) to reason, plan, and execute actions that fulfil spe-
cific goals whether defined by human users or initiated by other agents in a multi-
agent system. LLMs offer broad cognitive capabilities, enabling them to address a
wide range of topics and tasks. However, in enterprise settings, such general-purpose
intelligence is not always necessary or even desirable.

In many cases, small language models (SLMs) [142], designed with a narrower
focus, are better suited for domain-specific applications. These models not only
align more closely with targeted agentic tasks but also offer significant advantages
in terms of computational efficiency for both training and inference.

Between these two extremes lies a middle ground: domain-specialized LLMs.
These are large models fine-tuned or pre-trained on specific disciplines such as law,
science, and mathematics offering deep contextual understanding within a
defined scope.

In this context, the foundational layer of agentic systems across the enterprise
may rely on a diverse ecosystem of language models, including:

* Frontier LLMs for general-purpose reasoning
* SLMs for lightweight, task-specific operations
e Specialized LLMs for domain expertise

The development and operation of these models, along with the pipelines that
prepare inputs and extract outputs, require dedicated engineering practices. This
emerging discipline is known as LLMOps or LangOps. It encompasses best
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practices and tools for managing the lifecycle of language models, including accu-
racy validation, deployment automation, and continuous improvement.

We are already witnessing the evolution of LangOps, with early tools and frame-
works focusing on model evaluation, monitoring, error reduction, and rapid itera-
tion. As a variety of cognitive models are deployed including Large Action and
Multimodal Models, this area is likely to evolve into ModelOps covering a wide
range of Al models underpinning agentic operations.

7.3 Agentic Systems Engineering: AgentOps

Single-agent operations typically evolve around LangOps or ModelOps, which
focus on managing the interfaces between an Al agent and its users, other agents, or
integrated tools. As the concept of the autonomic business (AB) expands to encom-
pass Al-driven modelling of entire processes and systems, the need arises for more
sophisticated architectures, namely multi-agent systems (MAS).

Chapter 8 explores the architectural foundations of MAS in greater detail. From
both technological and business perspectives, developing and operating one or more
MAS platforms across the enterprise introduces a new level of complexity; one that
must be automated, monitored, and continuously improved. These challenges are
not unlike those encountered in managing highly distributed systems.

While agent toolkits for building, deploying, and operating MAS are not new,
many have been developed over the years, particularly within academic and research
communities; these earlier systems were largely rule-based and deterministic. In
contrast, today’s LLM-powered agents exhibit stochastic behaviour, requiring new
approaches to engineering and operations.

Once a solid LangOps or ModelOps foundation is in place to manage the lan-
guage model or other cognitive model components of agentic functionality, a
higher-level operational layer can be introduced to support the distributed develop-
ment, testing, and live operation of a MAS. This is essential to ensure that agents
perform accurately within domain-specific tolerances and meet the trustworthiness
requirements necessary for real-world deployment.

Key capabilities in this emerging discipline of AgentOps include [260]:

* Automated MAS creation and orchestration

* Rigorous testing and validation frameworks

* Real-time observability, telemetry, and monitoring

* Continuous improvement and lifecycle management

AgentOps is already gaining traction as a critical enabler in enterprise-scale Al
agent services such as those provided by Azure [202]. In the next section, we will
summarize all these key X-Ops capabilities and map them to the autonomic maturity
scale, helping organizations identify which capabilities are most relevant to their
current stage of transformation.
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7.4 Mapping Capabilities to the Autonomic Scale

Figure 7.1 illustrates how various X-Ops (DevOps, DataOps, etc.) disciplines align
with the levels of the autonomic maturity scale.

At Level 0 (Limited Support), foundational IT processes and standards are estab-
lished through frameworks like ITIL, which provide the baseline for structured IT
service management within the enterprise.

Progressing to Level 1 (Human Assistance), the shift towards more agile and
responsive development practices becomes essential. This stage introduces DevOps,
enabling faster and more reliable application delivery through integrated develop-
ment and operations toolchains.

As machine capabilities begin to augment human decision-making, Level 2
(Partial Automation) calls for DataOps. This discipline focuses on building robust,
scalable data pipelines that support both human insights and automated analytics.

At Level 3 (Conditional Automation), AI/ML models are deployed to automate
decision-making processes. This necessitates the adoption of AIOps/MLOps, which
ensures the reliable development, deployment, and monitoring of AI/ML models
across the enterprise.

Moving into Level 4 (Goal-Oriented Automation), Al agents powered by LLMs
begin to assist users not just in decisions, but in setting and achieving goals. Here,
LangOps or ModelOps becomes critical for managing a diverse ecosystem of lan-
guage models, ensuring their accuracy, efficiency, and alignment with busi-
ness needs.

Finally, at Level 5 (Full Autonomy), agents operate independently across com-
plex processes. This level introduces AgentOps, a discipline focused on the

Fig.7.1 Mapping X-Ops capabilities across the different levels of maturity in the autonomic busi-
ness scale
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orchestration, monitoring, and continuous improvement of multi-agent systems. As
autonomy increases, so does the need for advanced AgentOps capabilities to ensure
trustworthiness, safety, and performance in live environments.

7.5 How IT’s Role Will Change

As autonomic business redefines enterprise operations, the role of IT must evolve
along the maturity X-Ops curve, as outlined earlier. This evolution involves trans-
forming and layering new capabilities atop traditional ITIL frameworks. However,
this shift presents a significant challenge particularly for organizations that have
heavily outsourced their IT functions, leaving them with diminished internal capa-
bilities and a strategic disadvantage.

In this context, organizations face two primary paths forward:

* Insourcing the transformation to build an internal AB capability
» Switching to new providers that specialize in agentic transformation, enabling a
shift from an application-centric to an agent-driven operational model

Rather than deploying and maintaining a multitude of applications, the focus will
shift towards identifying, sourcing, onboarding, training, and monitoring Al agents.
This mirrors the responsibilities of HR departments managing human employees.
As such, IT’s role is poised to evolve into a kind of agentic HR, overseeing the
robotic workforce that powers AB [259].

The transformation of IT infrastructure to support these complex systems will be
equally demanding, especially for organizations that have yet to complete their
cloud and digital transformations. According to Gartner, by 2028, at least 15% of
day-to-day work decisions will be made autonomously by Al agents [203]. This will
require robust data and analytics capabilities, along with vast datasets to train and
optimize these agents.

Vendors, too, face disruption. Traditional systems integrators, currently employ-
ing thousands for application development and support, will face a shift in demand.
As AT agents increasingly wrap tools and APIs to perform tasks on behalf of users,
the need for conventional application development will diminish. Any remaining
work will be heavily automated through generative software development. This
necessitates a major pivot, from applications to agents, posing a significant transfor-
mation challenge for vendors.

Overall, these changes will reshape enterprises internally and redefine their rela-
tionships with IT and technology suppliers. Tech-savvy organizations with insourced
capabilities will be better positioned to lead in the autonomic business era. In con-
trast, those reliant on outsourced IT will need to forge closer partnerships with lead-
ers in agentic Al, potentially phasing out traditional application vendors that fail
to adapt.
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True autonomic businesses are likely to have up to 70-80% of their workforce in
technology roles, with 20-30% of these specializing in Al and data, a clear indicator
of the strategic importance of these capabilities in the future enterprise.

7.6 Defining the Roles of the Agentic Architect and Engineer

As the Al agent estate within enterprises continues to expand, the burden on IT and
technology staff to provide oversight and assurance will grow significantly. This
will drive the emergence of the new specialist roles of agentic architects and agentic
engineers tasked with designing and implementing multi-agent systems across the
enterprise.

These roles must be highly dynamic and responsive, as multi-agent systems are
inherently non-deterministic and may alter their behaviour based on incoming data.
Anomalies or cascading errors within such environments may require immediate
intervention to preserve operational stability. In some cases, this could even neces-
sitate architectural changes to reroute workflows around degraded components of
the system.

Given the critical role of data in shaping Al agent behaviour, the responsibilities
of data and analytics professionals will also evolve. Their focus will shift towards:

* Monitoring and validating the performance of autonomous Al agents
* Improving data quality to enhance the accuracy and reliability of agent-driven
decisions

To support this new paradigm, enterprises will need to develop next-generation
IT support workflows. These workflows should enable both human users and Al
agents to report issues as they arise. Al systems may initially triage these issues and
apply temporary fixes, escalating more complex problems to human experts, either
in agentic engineering or in data analytics, depending on whether the root cause lies
in agent functionality, data integrity, or both.

7.7 Data and Learning Foundations

The Internet has often been described as the fossil fuel for training large language
models (LLMs) [83], a highly valuable yet finite resource. This limitation constrains
the potential of current-generation LLMs and underscores the growing importance
of synthetic data, multimodal inputs, simulations, and other generated data sources
to sustain future advancements in Al training.

At the enterprise level, internal data and business processes form a critical foun-
dation for Al agents. These agents must learn from and reason within the context of
this proprietary information. To support this, organizations will need a robust data
platform that brings the enterprise’s domain ontology to life.
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Establishing such a platform is a foundational step towards enabling an auto-
nomic business. It requires:

* A harmonized data model with consistent semantics across the organization
* A well-defined domain ontology, expressed through:

— A data glossary (business definitions).
— A data dictionary (technical specifications).
— A data catalog (metadata about data assets).

This shared semantic framework enables Al agents to communicate effectively,
grounded in a common understanding of enterprise context.

Looking beyond the enterprise, cross-company agentic interactions will demand
similar efforts at the industry level. Standardized domain ontologies and interoper-
able data platforms will be essential for enabling autonomous agents to operate
across organizational boundaries, facilitating intercompany transactions and col-
laborative agentic ecosystems.

The importance of data in underpinning agentic supply chains cannot be over-
stated. As illustrated in Fig. 7.2, industry- and enterprise-wide domain ontologies,
supported by mature data management platforms, will form the bedrock of agentic
Al and Autonomic Business.

This is not to suggest that everything must be built from the ground up. Significant
progress has already been made through various data standardization and ontology
initiatives across industries. Examples include the TM Forum standards in telecom-
munications [204], HR Open Standards in human resources [205], and the Financial
Industry Business Ontology (FIBO) in finance [206], among others.

7.8 Process and Task Foundations

Sitting atop the enterprise data platform is typically a layer of process- and task-
specific applications and tools, responsible for orchestrating and automating large
portions of business operations.

This process and task layer is poised for a profound transformation with the rise
of Al agents. Rather than interacting directly with applications and tools, human

Industry Industry
Domain Domain
Ontology Ontology

Fig.7.2 Ontologies and data management platforms will enable internal and external agentic sup-
ply chains
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users will increasingly delegate tasks to intelligent agents. These agents, leveraging
APIs, tools, and browsing capabilities, will autonomously execute the necessary
actions to fulfil user-defined goals.

Historically, enterprise automation relied on RPA technologies, which used
Optical Character Recognition (OCR) to interpret screen content, some dating back
to the mainframe era, and executed scripted, deterministic workflows to automate
data entry and routine tasks. While these legacy systems laid the groundwork by
capturing key processes and orchestrating workflows, they were limited in flexibil-
ity and adaptability.

The next evolution is an agentic RPA, powered by large language models (LLMs)
and agentic browsing capabilities, as discussed in Chapter 3 on technology founda-
tions. Unlike traditional RPA, which is rule-based and brittle, LLM-powered agents
are context-aware, adaptive, and capable of reasoning in real time.

The key distinctions between LLM-based agents and classic OCR-based RPA
are illustrated in Fig. 7.3, highlighting the shift from static automation to dynamic,
intelligent task execution [121].

As multi-agent systems are introduced, direct agent-to-agent communication
will become increasingly prevalent (see Sect. 2.4). In this evolving landscape,
human users will shift towards a supervisory role, focusing on monitoring, over-
sight, and intervention when necessary, while Al agents take on a growing share of
process execution and task automation.

7.9 Validation Verification and Testing

As Al agents take on greater responsibilities within an autonomic business (AB)
framework, the need for rigorous validation, verification, and testing becomes criti-
cal. Unlike traditional systems that rely heavily on predefined, well-documented

Classic RPA * Hard-coded * Rule-based *» Manual
based on OCR process . Deterministic auditing
* Takes long * Real time * Takes long
time « Brittle time
Agentic RPA with * Automated « Reasoning- * Automated
LMMs and Processing based auditing
Mapping « Stochastic * Self
browser use « Real time « Robust improving
e Realtime ¢ Realtime

Fig. 7.3 Differences between classic RPA and agentic RPA
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processes, agentic systems ideally learn and adapt, absorbing information and pro-
cess flows through observation, interaction, and discovery.

In this paradigm, the system doesn’t just follow the business; it learns how the
business operates, identifies opportunities for optimization, and even enhances leg-
acy functionality. This represents a fundamental shift: rather than forcing the busi-
ness to conform to rigid system constraints (often at high cost), the system adapts to
the business, evolving to support and improve it.

7.10 Organizational Sandboxes

Concepts such as the digital twin of an organization and agent-based simulation
become essential when creating safe, realistic sandboxes to unlock the full potential
of autonomous agents without risking disruption to live operations. These environ-
ments allow agents to demonstrate reasoning, cognitive, and decision-making capa-
bilities in controlled settings. Once validated in simulation or through interaction
with a digital twin, agents can be more confidently transitioned into real-world
deployment.

Simulation environments also serve as training grounds, enabling agents to refine
their skills in complex or edge-case scenarios. These environments help agents learn
to recognize outliers, adapt to unexpected inputs, and develop robust response pat-
terns. This approach can be extended further by modelling customers, suppliers, or
partners through digital twins that reflect their behaviours derived from event data
stored in the enterprise’s data layer.

Digital twins provide the structural framework to collect and contextualize data
across the business ecosystem. They enable agents to learn and reason within spe-
cific domains, not only from text and visual data but also from event sequences,
actions, and interactions that drive business outcomes. In some cases, agents may
even require embodiment, operating in physical environments such as warehouses,
factory floors, and offices, mirroring the data-rich learning processes seen in auton-
omous vehicle development.

To support this evolution, large multimodal models (LMMs) and large action
models (LAMs), as introduced in Sect. 3.2.5, will complement LLMs by enabling
agents to operate across text, video, and physical action domains. These models
form part of a growing cognitive model repertoire, which agents can invoke to per-
form specialized tasks. Techniques like reinforcement learning help agents learn
action sequences to achieve goals, while transfer learning allows capabilities to be
shared across agents without retraining from scratch.

Emerging concepts such as large cognitive models and large reasoning models
are pushing the boundaries further. These advanced models either enhance the
underlying modality (text, video, physical actions) or introduce new reasoning and
learning algorithms that can be modularly applied creating a powerful, composable
Al architecture. This mirrors developments in other domains where users can
assemble new algorithms from reusable components, including prior work on algo-
rithmic composition by the author (see [207]).
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7.11 Functionality Reuse

Existing modular platforms and applications, API catalogs, and component librar-
ies, as discussed in Sect. 3.3.2, will play a pivotal role. These building blocks of
business logic allow agents to dynamically generate or compose functionality to
meet both human and agentic needs. Since many business processes are already
encapsulated in applications or modular components, agents can leverage API or
browser access to orchestrate these elements into coherent plans of action. Just as a
central data platform enables intelligent data use, an application and API ecosystem
empowers agents to synthesize adaptive business functionality, an approach illus-
trated in Fig. 7.4.

7.12 Role of Enterprise Application Platforms

Emerging agentic capabilities from major enterprise application platforms, such as
Salesforce’s Agentforce [208], Microsoft’s Copilot [209], and SAP’s Joule [210],
are designed to leverage their existing enterprise data models while integrating Al
agent functionality. This paradigm is depicted in Fig. 7.5. The strategy aims to pre-
vent disintermediation by newer, pure agentic approaches that bypass traditional
CRM or ERP systems altogether. Instead of relying on legacy platforms, these
newer approaches tap directly into data management platforms, utilizing APISs,
components, and application marketplaces to dynamically generate functionality in
response to both human and agentic needs.

Real-time
Functionality
Generation
Agent Capabilities

Browser Use
API Calls

Data Integration

Code Generation

Fig. 7.4 Autonomic business involves agents composing functionality in real time
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Fig. 7.5 Agentic capabilities centred around modules of enterprise platforms

While some may argue that it will take years before traditional enterprise plat-
forms are fully replaced by their agentic counterparts, the marketing and hype
around agentic capabilities is already well underway, often preceding any founda-
tional architectural changes. Much of today’s enterprise software will likely be
rebranded as ‘AI’ or ‘agentic’, echoing past transitions such as the shift from on-
premises to cloud-native applications, where reengineering was often superficial.

The real test lies ahead and whether Al agents can be composed and deployed
independently, accessing data resources directly without needing to be wrapped
within or layered on top of traditional enterprise suites. Over time, agentic toolkits
and frameworks are likely to prevail, as there is no inherent need for a legacy soft-
ware layer to mediate between the business logic embedded in Al agents and the
underlying data and technology infrastructure.
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94 8 Developing an Autonomic Strategy and Business Architecture

An essential aspect of realizing an autonomic business model within an enterprise
is to develop the necessary strategy and framework to facilitate such a transforma-
tion. In this chapter, we will explore the foundations of planning and implementing
an architecture for autonomic business transformation. The concepts discussed
draw upon established best practices from business process management, enterprise
architecture, and digital transformation. Although these practices predate the cur-
rent Al wave, they can be effectively utilized in an autonomic business context.
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Fig. 8.1 The topics to be addressed in setting out an autonomic business strategy

8.1 Starting with Your Autonomic Business Strategy

An architectural vision for an autonomic business needs to be grounded in the over-
all strategy of the enterprise. A practical starting point is to formulate this strategy
by answering key questions about autonomic business and aligning it with the over-
all business ambitions and objectives. This can be encapsulated in a single docu-
ment outlining the pillars of the strategy from both a technological and, more
importantly, a business perspective. Some of the topics to be included in such an AB
Strategy document are:

* Drivers of AB within the business: Whether it’s the need to reduce costs, intro-
duce new products, or increase customer centricity.

* Major challenges: Gaining trust and confidence across the business and exter-
nally in Al systems reaching higher levels of autonomy.
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* Key phases along the AB journey: Transitioning the business from simple task
and single process automation to Al agents assuming responsibility for multiple
processes, decision-making, and goal setting.

* AB governance structures: Establishing an Autonomic Business Council with
key stakeholders to ensure Al adoption is managed effectively from both a finan-
cial investment and risk perspective.

* Principles for deploying AI agents: Clearly articulating any core aspects of
deploying Al agents in the business, including any non-negotiable aspects that
may constrain AI’s reach and/or remit.

These key pillars to be articulated in an AB strategy document are shown in
Fig. 8.1.

8.2 Revaluating Your Cloud and Digital Strategies

An autonomic business (AB) strategy should not exist in isolation; it must be com-
bined and reconciled with existing cloud and digital strategies. There will be areas
of overlap to address, as well as synergies to identify and leverage. More impor-
tantly, it is crucial to determine whether previous cloud or digital plans remain still
relevant, especially concerning medium and long-term goals.

The main impact on existing plans centres around the shift from an application
world, where users navigate numerous interfaces to perform tasks, to an agentic
world, where users state goals to agents that achieve tasks, hiding much of the com-
plexity from the users. In the future, even the human role in stating goals may be
replaced by highly autonomous multi-agent systems.

Given this uncertainty, any plans to reengineer legacy applications, especially
user interfaces, should be reviewed and possibly adjusted to reflect a shift to agentic
and programmatic user experiences. These experiences can be more readily utilized
by agents rather than perfecting a digital or web experience for human users, which
may be less important in the long run, particularly in the enterprise context. This
may differ in a personal agent or consumer context.

Similarly, agents will gradually become capable of learning business logic on the
fly, rather than hardcoding these processes into back-end enterprise platforms. This
single aspect alone can revolutionize how business support systems are imple-
mented and deployed, or if they are even needed at all, since they ultimately wrap
databases that agents can access directly once they master the enterprise’s business
logic as this was discussed in the previous chapter.

For example, rather than the business adapting to preconfigured workflows,
agents adapt to the business, lessening the burden on enterprises and creating an
adaptive approach to new system implementations. In a way, large language models
can identify patterns of words and predict the most likely next word. It is not unrea-
sonable to think that AI agents, using improved LLMs in conjunction with other
advanced cognitive models as they were discussed in previous chapters such as



8.3 Mapping Business Processes to AI Agents 97

LMMs and LAMs, will be able to learn patterns of actions in a business context to
achieve their goals and then predict and execute the next action. Thus, the workflow
is not preprogrammed in the agent but learned from thousands of similar workflows,
applying this knowledge and context to work within their operating environment.

A practical approach to track dependencies is to use application inventories to
rationalize any transformation plans so that the enterprise can invest in strategic
rather than tactical solutions. This may lead to changing or stopping several activi-
ties in areas such as below:

* Reengineering legacy apps to be cloud-native: This may ultimately be a futile
effort, especially if these legacy systems can be encapsulated as tools and lever-
aged by Al agents. Once the majority of business logic resides within agents that
interact directly with the data layer, many traditional back-end systems can be
retired.

* Redesigning the UI of back-end apps: Enhancing the user experience of back-
end applications might offer diminishing returns. Instead, it may be more impact-
ful to focus on API development that enables richer, more agentic user
experiences.

e Implementing complex and rigid business workflows: In the medium to long
term, Al agents are likely to support adaptive, goal-driven workflows. Rather
than investing in traditional, inflexible workflow systems, it makes more sense to
prioritize building a harmonized data layer, empowering agents to access and
utilize organizational knowledge more directly and efficiently.

* Investing in private cloud infrastructure: This strategy may need to be recon-
sidered in light of the shift towards Al supercomputing. Future infrastructure
should account for GPUs, Al-specific ASICs, advanced networking, and systems
capable of supporting both open-source and commercial AI models.

As the AB strategy develops and gains momentum, it can gradually subsume and
integrate previously developed cloud and digital strategies. Investment will shift
from ‘legacy’ digital or cloud initiatives that will not bring long-term benefits
towards Al investments that can provide higher operational savings or commercial
benefits through autonomic processes and agent ecosystem business models, rather
than betting on the elusive user productivity or customer experience benefits of
previous eras.

8.3 Mapping Business Processes to AI Agents

Setting the overall direction and aligning cloud and digital strategies with it can
provide clear guidelines across the organization. However, it needs to be combined
with capturing both the business and technology baseline to be grounded in real
potential use cases and benefits. This can be achieved through a situation assess-
ment of both the business and technology landscape, which can then highlight the
opportunities and challenges related to the use of Al agents in the business.
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Fig. 8.2 A human is expected to coordinate a multi-agent system but that role may be replaced by
an agent in future

A modelling aspect of multi-agent systems already studied and applied to enter-
prise automation by the author is agent-based business process management [32,
33]. To explore this modelling, let’s first clarify how a business process is
defined [211]:

A business process, business method, or business function is a collection of related, struc-
tured activities or tasks performed by people or equipment (including Al agents), in which
a specific sequence produces a service or product that serves a particular business goal for
a particular customer or customers.

A simple mapping of business processes to Al agents can be done based on each Al
agent’s ability to perform one or more services. A service can correspond to some
arbitrary activity related to managing the service lifecycle from creation to provi-
sioning to management. The simplest form of service is that of a task which repre-
sents an atomic unit that cannot be subdivided any further.

Al agents can combine atomic units, such as tasks, into more complex services
through ordering these tasks and applying conditional statements to control the
flow. This does not necessarily require advanced reasoning or cognitive capabilities
such as LLMs; in its simplest form, it can be achieved by classic workflow systems,
as shown by the author in related past works [32, 33].

Given that the nesting of services can also be arbitrarily complex, at the topmost
level, an entire business process can be viewed as a service and assigned to an Al
agent. The assumption here is that although one agent is responsible for managing
a service (i.e. business process), the orchestration and execution of its sub-services
may involve several other agents. This last step is still lacking in recent incarnations
of Al agents by major enterprise vendors such as Salesforce (Agentforce [208]) and
Microsoft (Copilot [209]), which leave much to be desired. Currently, enterprise
vendors expect a human to coordinate a set of agents through a centralized agent Ul
(e.g. the Copilot concept in the case of Microsoft). However, it will not be surprising
if, in the near future, the need for such a UI diminishes or changes altogether if the
role of a human as a coordinator/orchestrator is also passed to an Al agent (—
Fig. 8.2).
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Fig. 8.3 Agents can be assigned to orchestrate processes delegating task or sub-process execution
to other agents

In the same context, if agents are to become fully autonomous, there should be
no control dependencies between them. Therefore, if an agent requires a service
managed by another agent, it cannot simply instruct it to start the service. This is
one of the major features distinguishing multi-agent systems from other forms of
distributed systems. Instead, autonomous agents must come to a mutually accept-
able agreement about the terms and conditions under which the desired service will
be performed (such contracts are called service level agreements, or SLAs). This
aligns well with process modelling, where SLAs or OLAs need to be defined across
process boundaries. In this case, Al agents are tasked with self-organizing to define
and operate under such SLAs/OLAs to realize a fully autonomic vision of operations.

The mechanism adopted by Al for making SLAs is negotiation. This is a joint
decision-making process in which the parties state their (possibly conflicting)
demands and then move towards agreement through a process of concession or
search for new alternatives. The agent literature provides several insights in this
area, including past standard definitions pursued by organizations such as FIPA in
the IEEE context [31]. We will not extensively explore this topic here, but a sum-
mary view of the requirement is provided below.

To negotiate with one another, agents need a protocol that specifies the role of the
current message interchange, e.g. whether the agent is making a proposal or
responding with a counterproposal, or whether it is accepting or rejecting a pro-
posal. This requires some form of structured inter-agent communication protocol
rather than free-form chat-like interactions. Emerging protocols such as Agent2 Agent
by Google [49], IBM’s ACP [112] or Cisco’s AGNTCY [270] may address this gap
for a standardized coordination layer. Additionally, agents need a means of describ-
ing and referring to the domain terms involved in the negotiation. For example, both
agents need to be sure they are describing the same service even though they may
have different (local) names for it and represent it differently. This heterogeneity is
inherent in most organizations because each department typically models its own
information and resources in its own way, often hidden in the depths of their back-
end systems. Thus, when agents interact, several semantic mappings and transfor-
mations may need to be performed to create a mutually comprehensible
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Table 8.1 Business process assessment template for building a process inventory

Process name/owner
Stakeholders

Application vendor(s)
Current autonomic level
Desired autonomic level
Security/privacy requirements
Criticality

Performance characteristics
SLAs/OLAs

Process descriptions
Resources

(a) Resource level information
(b) Scheduling & planning
automation

Tasks

(a) Task-level information

(b) Task-level automation

Tactical

Name of the process and its designated owner

Key individuals or groups involved or impacted
Vendors providing supporting applications

Current level on the autonomic scale

Target level on the autonomic scale

Data protection, compliance, and security needs
Importance to business: Low/medium/high
Throughput, latency, reliability, etc.

Service level agreements/operational-level agreements
BPML/BPMN diagrams or textual descriptions

Type, quantity, and specifications of resources used

Tools or methods used for resource scheduling and planning
automation

Description of individual tasks within the process

Reuse of RPA templates, scripts, and configurations for
automation

External

Transformational

Internal

Fig. 8.4 Creating a mapping of opportunities across different parts of the business can help visual-

ize impact
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information-sharing language or so-called domain ontology as discussed in Sect.
3.2.4 and also Sect. 4.3. We explore further the topic of ontologies later in this
chapter.

Overall, the mapping of business processes to Al agents is well within the capa-
bilities of current technologies. This concept is illustrated in Fig. 8.3, where an
orchestrator agent oversees the end-to-end business process or service. It coordi-
nates a ‘workforce’ of specialized agents, each responsible for executing specific
sub-processes and tasks that support the overarching workflow. This architectural
model is highly scalable and can be extended to multiple hierarchical levels. When
fully implemented, it has the potential to comprehensively represent and manage
the entire process and task landscape of an organization.

Similar to ‘workload’ in the cloud context, these agentic business processes can
act as the ‘units’ of transformation in an autonomic business transformation context
as we will see in the next section.

8.4 Creating a Process Inventory
and Identifying Opportunities

An autonomic business (AB) strategy can be applied process by process. Therefore,
creating an inventory of these processes is essential, even if it initially captures only
atomic tasks that need to be autonomously managed and executed. For each pro-
cess, it is important to consider the information that would be useful to capture.
Below are some examples of information that can bring to life aspects of a process
that need consideration in the AB content (— Table 8.1). The approach is similar to
strategies used in breaking down a cloud strategy into a set of workload migra-
tions [212].

Once the list of processes within the scope of AB is captured and analysed,
including understanding automation potential down to the task level, a ‘heat map’
can be produced. This heat map outlines opportunities for introducing AB and Al
agents at different parts of the business, either at the task level or, in the near future,
at the whole process level.

Further mapping of these opportunities across different departments can serve as
a starting point for identifying promising areas for autonomic business transforma-
tion. As discussed in Sect. 5.8, these opportunities should focus on transforming
core operations and the company’s offerings rather than merely optimizing support
functions. Figure 8.4 presents a 2x2 matrix for creating such a mapping.
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8.5 Autonomic Business Strategy in Practice

In practice, the autonomic strategy works as follows. Assuming you have produced
your autonomic business strategy, established your autonomic strategy council, and
set out your principles, you have also at least started creating the process inventory
and identifying promising areas to start applying AB within the business.

When a request comes in for an enhancement or replacement of a legacy applica-
tion performing a specific sub-process or task, the opportunities to apply an Al
agent approach should be assessed based on the agreed autonomic business strategy
and its principles. This may involve developing an Al agent tool for the specific task
at hand using existing building blocks or emerging platforms supporting agentic
functionality as presented in Sect. 4.5 or procuring a dedicated Al agent tool as a
turnkey solution.

In the case of major transformation projects or extensive process change initia-
tives, the opportunity to transition entire traditional process flows into autonomic
operations and services arises. A multi-agent approach may be more suitable in this
case, and an agentic migration plan would need to be developed.

In the next section, we explore how to approach multi-agent modelling and
architecture, including some of the architectural choices to be made.

8.6 Balancing Autonomy and Alignment

One of the key challenges in the effective operation of LLM-powered and other
multi-agent architectures, particularly those driven by stochastic cognitive models,
is achieving an optimal balance between autonomy and alignment [213].

On one hand, systems must align with the goals and intentions of human users.
On the other hand, they need to accomplish user-prompted objectives in a self-
organizing manner. A highly autonomous system may efficiently tackle complex
tasks but risks straying from its intended purpose if insufficiently aligned, poten-
tially leading to unexpected consequences and uncontrollable side -effects.
Conversely, a strongly aligned system may adhere closely to its intended purpose
but lack the flexibility and initiative to respond effectively to novel situations.
Modern architectures incorporate various approaches and mechanisms to integrate
these cross-cutting concerns throughout their infrastructure and operational
dynamics.

LLM-powered multi-agent systems exhibit a nuanced interplay between auton-
omy and alignment, shaped by tensions among three primary decision-making enti-
ties: human users, LLM-driven agents, and the governing mechanisms embedded
within the system. Alignment ensures the system’s actions remain consistent with
human intentions and values, while autonomy enables agents to self-organize and
operate independently of predefined rules even without direct human supervision.
Additionally, in user-driven systems, it is crucial to differentiate between generic
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alignment mechanisms, designed by system architects to guide core functionalities,
and user-specific preferences, which reflect the individualized needs of system
users. We provide below a couple of examples at the extreme end of the range of
possible configurations.

* Rule-driven automation (minimal autonomy, minimal alignment): In this
configuration, both autonomy and alignment are at their lowest levels. The sys-
tem operates strictly based on predefined scripts and fixed conditions set by its
architects, with alignment aspects incorporated during development. At this
level, user influence is entirely absent, neither pre-runtime nor during runtime
can behaviour be adjusted. However, this structured approach is well-suited for
repetitive, well-defined tasks that demand consistency and minimal adaptability.
An example in this category is provided below:

— Traditional ATM software follows predefined rigid logic in its operations.
There is no adaptation to individual users. The system is highly predictable
and therefore safe with regard to handling cash and personal bank accounts.

¢ User-responsive autonomy (maximum autonomy, maximum alignment):
This represents the highest level of both autonomy and alignment, where LLM-
powered agents can self-organize and continuously learn from their environment
and real-time user adjustments. This configuration fosters a dynamic, collabora-
tive interaction between users and agents, making it ideal for complex, unpre-
dictable environments that require both autonomous decision-making and
real-time adaptability to user inputs. An example in this category is pro-
vided below:

— An Al agent acting as a personal assistant anticipates user needs and adapts its
behaviour to meet them. It can act without getting micromanaged and it can
perfectly align itself to the goals and preferences of its user as they evolve
over time.

Suppliers Inputs Operations Offerings Channels Customers
Al Agent Al Agent Al Agent Al Agent Al Agent

Al Agent NPS Conversion
Stas Churn Engagement

Adoption Acg. Cost

++ | OLAs
Al Agent

- ..

Al Agent

- -

Al Agent Al Agent

Al Agent Al Agent

Fig. 8.5 Overview of the Autonomic Business Operating System modelling approach
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It is important to understand the requirements of the domain to strike the right
balance in terms of configuration. For example, a user-responsive autonomy archi-
tecture may be risky for a safety-critical system and vice versa rule-driven automa-
tion may be inflexible for a dynamic decision support system. Ultimately, Al agents
and more so multi-agent systems require a strong governance mechanism to provide
the necessary guardrails. An approach to that is explored in the next section.

8.7 Autonomic Business Operating System

As an organization aiming for the highest level of autonomy and alignment, it is
crucial to align enterprise-level business outcomes with enterprise-level autonomic
operations while maintaining high levels of autonomy to remain agile and adaptive.
Following the concept of a Business Operating System (BOS) [214], it is necessary
to develop a standard common collection of business processes and/or business pro-
cess improvement methodologies to manage strategy development and execution.

The objectives of such systems are to ensure daily work is focused on the orga-
nization’s strategic objectives and is performed in the most efficient way. These
systems address the questions ‘why’ (purpose of the work), ‘what’ (specific objec-
tives of the work), and ‘how’ (the processes used to accomplish the work).
Additionally, a third objective can be added: to improve the business system itself
by identifying or enhancing the component tools and techniques.

The same BOS concept applies to autonomic operations and the need for devel-
oping an autonomic operating system. This system ensures that the totality of
Al-driven operations within a business (e.g. a collection of MAS platforms deployed
across different parts of a business and its operations) is aligned and laser-focused
on the organization’s enterprise-wide objectives, delivering measurable outcomes
while the entire internal Al agent ecosystem is capable of self-improvement. In this
way, BOS can provide the guardrails for autonomic operations, ensuring they are
aligned with business outcomes while achieving high degrees of autonomy.

Following the BOS concept and applying it to autonomic business, we can define
the following areas as the scope of an Autonomic Business Operating System
(ABOS) (- Fig. 8.5):

* Suppliers: The individuals, organizations, or systems that provide the inputs
necessary for autonomic operations. These can be human- or machine-driven
entities that form part of the organization’s physical supply chain (or digital ser-
vice chain [62]).

e Inputs: The data, information, materials, or other digital or physical resources
required to execute autonomic operations.
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* Operations: The processes and resources used to perform a series of steps or
activities that transform inputs into outputs. This includes both human and
machine resources, as well as I'T systems and broader organizational capabilities
(e.g. networks, facilities). In a truly autonomic operations setup, Al agents are in
charge of orchestrating process and executing tasks under varying degrees of
human monitoring and oversight.

* Offerings: The outcomes produced by autonomic operations, such as the com-
pany’s products and services delivered to customers. This may include digital
offerings like data and APIs, and in the future, agentic or robotic services, which
will be explored in the next two chapters.

e Channels: The pathways through which offerings are delivered to customers.
Channels can be direct or indirect, involving third-party retailers, distributors, or
partners.

* Customers: The end users or beneficiaries of the company’s offerings. These
can be internal or external. As with suppliers, these may also increasingly include
machine customers [23].

This follows a similar approach to the BOS model proposed in [215] and the
Digital Orchestra model introduced in [188], both within the context of digital busi-
ness. It also represents a slightly extended version of the SIPOC model (Suppliers,
Inputs, Processes, Outputs, Customers) [216, 217], which is widely used in business
process management and lean manufacturing.

Enterprise Autonomic Ops AgentOps
Performance Intelligence ModelOps
Autonomic
Operations
Human Centre
Oversight & Control
ABOS

Agent Governance
& Operations Model

Enterprise Digital Twin

Fig. 8.6 Autonomic Operations Centre architecture based on digital twins and ABOS
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With AI agents taking responsibility for processes, ABOS can provide a holistic
view of the business, capturing key metrics to support performance management.
Service level agreements (SLAs) with external parties, operational-level agree-
ments (OLAs) between internal teams, and customer satisfaction measures such as
Net Promoter Score (NPS) [218] with defined targets can be agreed upon and moni-
tored by Al agents to assess the organization’s operational performance. This
operational-level intelligence can feed into a broader Enterprise Performance
Management framework [219], where higher-level agents monitor and optimize
strategic goals over time. This may involve proposing, or even autonomously enact-
ing, adjustments to various elements of the ABOS to enhance long-term perfor-
mance (e.g. reallocating resources, composing new product offerings, altering
channel configurations, or enlisting new suppliers).

Higher levels of instrumentation and strategic analysis can be achieved by intro-
ducing a digital twin of the organization (DTO) [116, 117], which can be used to
optimize an autonomic business transformation. This aligns with the approach pro-
posed in [220], which advocates using a DTO to guide digital transformations. A
DTO offering a virtual representation of the enterprise, collecting real-time data
directly from Al agents, can be seen as the next step in the evolution of current pro-
cess mining techniques [221].

By applying BOS principles and implementing them through a DTO, organiza-
tions can establish a centralized view of autonomic operations via an Autonomic
Operations Centre (AOC). This setup enables a feedback loop that monitors and
adjusts enterprise-level parameters, ensuring that autonomic operations meet SLAs,
OLAs, and NPS targets while also adhering to financial, ethical, and other con-
straints. It also facilitates the dynamic adjustment of resources, inputs, and outputs
to improve long-term performance.

With AOCs, much like today’s Network Operations Centers (NOCs) in telecom-
munications, Rail Operations Centres (ROC) in railways or Flight Operations
Centers (FOCs) in aviation, future businesses can benefit from centralized monitor-
ing of autonomic operations to maintain full control and oversight of an autonomic
enterprise. Figure 8.6 depicts this vision of using AOCs in conjunction with ABOS
and digital twin to institute enterprise-wide control of autonomic operations.

This type of Intelligent Operations Centre is not something for the distant future
since versions of it are currently in operation across the world in the context of
monitoring smart cities [222]. It is only a matter of time before integrating more
advanced Al models and agents in the application layer of these Intelligent
Operations Centres.

Further approaches for agent control and oversight are discussed in the next
chapter.
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Instituting Control and Oversight il

Human control and oversight of autonomic business (AB) and its associated pro-
cesses are paramount. The more autonomy these systems have, the more monitor-
ing, explanations, and control are required. This is crucial for ensuring the adoption
of AB. We will examine both the soft aspects of aligning AB with company values,
vision, and mission and the hard aspects of implementing effective mitigations and
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process controls to ensure the safety and security, including cybersecurity, of auto-
nomic systems and AB as a whole. Additionally, new regulatory tools need to be
developed to manage the impact that autonomic business can have on individuals,
companies, the economy, and society as a whole.

A shift to autonomic business goes beyond a typical business model change, rais-
ing numerous issues and questions, some of which fundamentally touch on topics
such as ethics and trust. These topics have been recently discussed in the broader Al
context, but it is even more critical for enterprises to clarify their mission and vision
when shifting to an autonomic business approach.

It is reasonable to expect employees to worry about their jobs and for other inter-
nal and external stakeholders to doubt the wisdom of switching to Al-driven pro-
cesses and systems. In this context, it is important to prove the effectiveness of Al
agents step by step and gain the trust of relevant stakeholders. Although some far-
fetched scenarios depicted in sci-fi movies of Al taking over and going out of con-
trol are unlikely to materialize in the foreseeable future, it is reasonable to question
the reasoning and planning abilities of Al agents, as well as their accuracy in execu-
tion. This is especially true when moving away from the structure and predictability
associated with symbolic Al to trusting stochastic algorithms and models.

9.1 Winning the Hearts and Minds

Establishing trust in autonomic business (AB) transformations often requires a top-
down approach, reflected in the company’s mission or vision statements. Placing
humans at the centre of this transformation and highlighting the benefits of self-
managing, self-adapting systems in improving operations and building new cus-
tomer ecosystems is crucial. If enterprises are willing to share some of the benefits
of Al agents with their workforce, this messaging can be accepted and even enthu-
siastically received. For example, with potential productivity gains, an enterprise
might consider implementing a four-day work week or revamping employee com-
pensation as productivity benefits start to materialize. Conversely, cutting costs to
the bone and releasing experienced resources could undermine the setup and over-
sight of autonomic processes. Ultimately, it is up to the enterprise to make strategic
choices at the highest level that will determine the success of any autonomic busi-
ness initiatives.

Winning the hearts and minds of the workforce regarding AB should be a priority
to ensure new technologies are not rejected before being tested and tried. There are
several reasons to be optimistic that Al agents can be successfully integrated into
enterprises this time around:

* Executive buy-in: The wide appeal of tools such as ChatGPT from OpenAl and
Copilot from Microsoft means executives are already aware of and exposed to
these new technologies. They may be even using these tools to write their emails
or prepare their presentations. This reduces the need for lengthy explanations
compared to previous technological innovations.
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* Willing workforce: Today’s workforce, especially younger generations, is open
to accepting new technologies, having grown up in a technology-rich environ-
ment. Their relationship with technology and openness to trying new things is
vastly different from previous generations.

* Human-friendly interface: Unlike some previous technology innovations, the
use of natural language to communicate between agents and humans eases chal-
lenges at the interface layer. The promise of Al agents behaving as digital humans
with increasing anthropomorphic characteristics removes several barriers to
interaction and adoption.

* Learning and adaptation capabilities: Previous iterations of agentic technolo-
gies utilized symbolic rule-based approaches, which proved brittle when applied
to real-world problems. Modern Al agents can learn and adapt to their environ-
ment, making them more robust and capable of handling a wider range of sce-
narios and use cases.

* Validation, verification, and vesting: Powerful cloud infrastructure allows for
modelling the real world and simulating the behaviour of Al agents, providing
statistical certainty that complex Al systems will operate within prescribed safety
and security envelopes.

In summary, Al agents represent a human-friendly, flexible technology that,
although complex, can be extensively tested and validated to win the trust of a new
generation of executives and employees alike. While extensive control and over-
sight are still necessary, these efforts are worthwhile given that Al has a high chance
of delivering on the expectations that previous Al eras failed to meet.

9.2 Understanding AI Agent Risks: System
of Systems Approach

As with other complex systems, a systematic approach is required to assess risks
from Al agents and arrange appropriate mitigations. A well-understood methodol-
ogy for analysing complex systems relies on System of Systems (SoS) approaches
[223]. An SoS is a set of independent systems that cooperate to achieve emergent
behaviour. SoSs have been used in critical domains such as defence, transportation,
energy, and healthcare, all of which directly impact society.

When assessing risk from a safety or security perspective, it often involves evalu-
ating the risk of individual Constituent Systems (e.g. individual Al agents) and then
extending that assessment to the overall risk at the System of Systems level (e.g.
multi-agent systems) [224, 225]. This area can be fertile ground for future research
and provides a solid foundation for a more systematic analysis of this topic.

Let’s examine below the main categories of risk emanating from the use of agen-
tic technologies. For a more detailed list of risks, the reader may refer to [226]
which provides a good survey of this area.
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9.3 Consistency and Performance

Al agents can generate responses that appear factual but are actually incorrect. This
is largely due to the non-deterministic nature of large language models (LLMs),
which introduces significant variability in outputs. Common issues include:

* Incoherent or nonsensical outputs (a.k.a hallucinations) may arise depending on
the specific LLM used.

¢ Outputs may reflect harmful stereotypes present in the training data, resulting in
biased or offensive responses.

¢ Weak reasoning and planning may lead to producing either overly lengthy or
flawed sequences of actions that fail to achieve user goals.

 Errors can stem from limitations in the underlying data or the models themselves.

* Because responses can vary between similar requests, and the agent’s logic is
embedded in opaque neural network structures, diagnosing errors is difficult.

* Variability in responses can lead to inconsistent treatment of similar cases, rais-
ing fairness issues.

* Al agents may unintentionally transform misleading inputs, such as deepfakes or
false information, into outputs that are then distributed within or beyond the
organization.

¢ When most responses are accurate, users may develop unwarranted confidence
in the system, making them more vulnerable to occasional but significant errors.

9.4 Legal and Regulatory Risks

Handing control of personal and financial data to an Al agent, and enabling it to
make decisions or transact on behalf of the user, exposes individuals and organiza-
tions to legal risks. These risks must be addressed through robust frameworks that
define what agents can do and who is ultimately accountable. Initial legal risks are
discussed below:

* Inadequate legal or regulatory frameworks pose risks when agents are used to
make decisions or conduct transactions on behalf of individuals or
organizations.

¢ Vendors of Al agent software may face lawsuits if their systems cause harm due
to design flaws or insufficient safeguards.

* The use of diverse online data sources to train Al agents may raise intellectual
property concerns and lead to litigation (e.g. The New York Times lawsuit against
OpenAl [227]).

* Al agent systems operating across borders may involve foreign entities that are
not subject to local laws or regulatory oversight.

» Erroneous outputs from Al agents, especially in sensitive areas like customer
service or medical diagnosis, can expose organizations to legal and financial
liabilities.
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9.5 Data Accuracy, Protection, and Privacy

The topic of data is critical when it comes to Al agent risks. The amounts of data
used by Al agents are enormous. We should not forget that some of the underlying
foundational models are trained on all sources of publicly available data. Several
risks can surface in this area:

* Al agents may be using outdated information or information based on biased
data, leading to errors or, even worse, causing offence to others.

» Handling sensitive personal or corporate data needs to be managed carefully to
avoid any data leakages during interactions with third-party Al agents or LLMs.

¢ Third-party data use needs to be controlled and scrutinized to avoid IP and copy-
right violations.

» Personal data is bound to be a major issue when Al agents are allowed to access
the desktop directly or read someone’s emails to automate user tasks, as that can
inadvertently expose private information.

» Using Al agents to automate the home or buildings may lead to sound or image
information being processed, which may be subject to misuse.

9.6 Coordination and Control

As agent systems become more complex and multi-agent systems are increasingly
realized, new risks may emerge related to the control and coordination of both indi-
vidual agents and MAS systems as a whole. Some examples of these risks include:

¢ Unstructured communication between agents, which can lead to unpredictable
outcomes and/or misuse of resources either by individual agents or across the
entire MAS.

e Lack of rational behaviour by Al agents, resulting in failure to fulfil contracts or
deliver services they have agreed to with other agents.

* Error cascades within a MAS, which may spiral out of control with limited abil-
ity to intervene or reverse the effects.

» Safe individual operations combining in unforeseen ways to produce dangerous
outcomes.

» Sophisticated Al agents learning to bypass guardrails to achieve their goals, or
poorly designed guardrails themselves causing unintended issues.

9.7 Society, Economy, and the Environment

This category of risk will become increasingly important as Al and agentic solu-
tions start to scale and proliferate within business and society. Early examples of
risks in this category include:
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* Replacement of human employees by Al agents can have serious impacts on
society, creating divisions between those who benefit from Al and those who are
marginalized through its use.

» Environmental impacts from data centres utilized by Al systems, with increased
carbon emissions [228] or the use of valuable water resources for cooling [229].

* Anthropomorphic Al agents may have profound implications in terms of users
starting to over-rely on or place inappropriate trust in such systems, opening the
door to exploitation from companies supplying the technology.

9.8 Cybersecurity and Safety

Al agents present serious security and safety challenges due to their handling of
sensitive personal and corporate data, as well as their growing ability to autono-
mously execute actions across digital, and increasingly physical, domains (e.g.
autonomous vehicles).

Infiltration of MAS ecosystems by rogue or malicious Al agents is similar to
today’s cyber threats but within the context of agent-based ecosystems. Al agents
could be hijacked or manipulated by malicious actors to gain access to other sys-
tems, extract sensitive information, or perform automated attacks.

* The use of Al in critical systems raises serious concerns about how safety can be
ensured when Al agent outputs are non-deterministic and may vary even under
similar conditions.

» Granting Al agents access to personal computers and information increases the
risk of malicious actors gaining deeper access to files, financial data, and per-
sonal information or using the agent’s knowledge for impersonation.

* Control over home or business environments, including environmental sensors
and actuators, introduces both cybersecurity and physical safety risks.

» Financial data is another major area of concern, especially if Al agents are per-
mitted to make payments or purchases on behalf of users.

We summarize the main categories of risk in Fig. 9.1.

All the above risks, along with others more specific to vertical applications of Al
agents, will need to be systematically addressed and mitigated. These risks apply
both at the individual AI agent level and at the multi-agent system (MAS) level.

Similar to other critical domain applications like the railways, risk management
will need to be conducted across the lifecycle of the systems from the design phase
to delivery, operations, and eventual decommissioning [230]. Below, we examine
some approaches that help address these risks and build trust in Al agents.
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Fig. 9.1 Main categories of risk associated with Al agents

9.9 Techniques for Aiding Control and Oversight

A palette of approaches already exists to aid in the control and oversight of Al tech-
nologies, specifically Al agents. We explore this range of techniques and examine
their approach and potential.

9.9.1 Human in the Loop

This is the most basic technique deployed to allow for so-called conditional auton-
omy. The basic principle is that a human operator or controller monitors system
actions and is ready to override outputs as required to correct the actions of autono-
mous systems. This approach is widely applied in the sensitive defence and trans-
port domains [231], where control can be turned over to a human operator to approve
actions or decide on next steps under certain conditions.
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9.9.2 Reinforcement Learning from Human or AI Feedback

Reinforcement Learning from Human Feedback (RLHF) [232] is one of the most
widely used methods to train Al models to act in accordance with human prefer-
ences. This technique is particularly suited for training natural language models
where there is no clear objective for reinforcement learning, as in the game domain.
For example, RLHF can steer LLM output away from toxic responses or spreading
dangerous information. Attempts to automate and scale RLHF are leading to the
creation of algorithms where feedback to an Al system is produced by another Al
system. Reinforcement learning from Al Feedback has shown promise in multiple
areas, such as autonomous vehicles, where scaling is paramount.

9.9.3 Simulation and Digital Twins

An enterprise is a complex system in itself. Unleashing a multi-agent system to
autonomously perform processes and tasks in an enterprise context is hard to test
effectively unless a digital model of the enterprise is developed to allow for training
and testing of Al agents before they are deployed in the real environment. A digital
twin of the organization structures data collected from a business to create its digital
equivalent. This approach can be leveraged here, with Al agents being trained and
developed using a high-fidelity digital twin of the business, which can emulate the
real business in sufficient detail. Extensive testing under different conditions can
take place using such digital twin models to provide statistical evidence that Al
agents will behave within desirable boundaries and error rates. This can focus on
both day-to-day scenarios and outlier cases where Al agents need to respond to criti-
cal situations or unforeseen circumstances that occur more rarely in the real world.

9.9.4 Observability

As explored in the previous chapter, instrumentation and telemetry from Al agents
individually and MAS as a whole are important to infer the internal state of complex
systems. This is often referred to as observability (the ability to infer internal state
from observed outputs) and is not a new concept, deriving its roots from traditional
control theory but now finding renewed appeal in the context of Al [233]. This typi-
cally takes the form of creating dashboards to monitor metrics for AI models in
several critical dimensions (e.g. quality of inputs, business value of decisions, com-
pliance checks, operational/performance parameters).
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Observability and AgentOps will become extremely important for visibility,
guardrails, and operationalizing agents at scale and improving trustworthiness.
Privacy and security will become key inhibitors, and there will be more vendors
providing auditing mechanisms for LLMs, individual Al agents, and multi-agent
systems.

9.9.5 Explainability/Interpretability

It is important to demystify agent decisions to increase trust in the systems and
progress towards granting more autonomy in setting goals and making decisions.
This requires interpreting how the underlying system works, translating inputs into
outputs, and explaining decisions taken by the systems. Symbolic Al and rule-based
systems are more amenable to verifying their workings and reasoning. However,
this is far more difficult with neural networks. Nonetheless, research efforts are
intensifying in these areas since it is well understood how important these topics are
[107, 127].

9.9.6 Al to Monitor Al

Ultimately, Al systems can be trained to assume a supervisory role over other Al
systems. We saw a form of this in the RLHF technique mentioned earlier. The same
applies to countering cyber threats, where Al techniques can counter Al adversaries.
Similarly, Al systems can generate synthetic data to enhance and improve the train-
ing of other Al systems.

All the above techniques, and others to emerge, ultimately need to be utilized as
part of a wider set of governance activities to provide control and oversight to Al
agents. Nothing can substitute good governance when something as important as
autonomic business is introduced into an organization. We explored aspects of that
in the previous chapter, but to reiterate some of the concepts, the strategy needs to
be documented, and appropriate roles/groups need to be created to provide over-
sight of all autonomic business activities across a business.

Figure 9.2 depicts the various techniques explored in this section for exercising
AT agent oversight and control.

Beyond internal mechanisms for governance, risk, and control of Al, increasing
external regulation will come into play to impact how autonomic business is imple-
mented in organizations. We look at these wider efforts to govern and regulate Al
agents and Al in general in the following section.
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Fig. 9.2 Methods for exercising agent oversight and control

9.10 Wider AI Governance and Regulation Efforts

The rapid pace of Al developments has initiated global efforts to coordinate Al gov-
ernance and regulation. At the UN level, two agencies are tasked with coordinating
Al topics: UNESCO, which published recommendations on the ethics of Al in
2021, and the International Telecommunications Union (ITU), which organizes the
Al for Good global summits, bringing together international stakeholders to explore
ATD’s role. The ITU also focuses on applications of Al in areas such as natural disas-
ter management. A UN inter-agency working group on Al, jointly led by ITU and
UNESCO, has been formed to coordinate Al efforts across UN agencies and
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member states. Despite the UN’s interest in playing a role in Al governance, aspira-
tions to establish new institutions to govern Al have not yet been fulfilled. A high-
level AI advisory board established by the UN, working on ‘Governing Al for
Humanity’, published its final report in September 2024 [234].

Another international organization with significant contributions is the OECD,
which had its Al principles adopted by its 38 member states in 2019. These princi-
ples were updated in May 2024 and guide Al organizations in developing trustwor-
thy AI while providing recommendations to policymakers on setting effective Al
policies [235]. The OECD Al principles formed the basis for the G20 Al principles
[236]. The Global Partnership on Al (GPAI), another initiative supported by the
OECD, fosters collaborations towards the responsible development and use of
Al While these initiatives do not directly regulate Al, they represent political com-
mitments, and there is an expectation for members to promote and implement the
recommendations.

Focusing on regulation, the EU legislated the Al Act, which officially entered
into force on August 1, 2024 [237]. The rules establish obligations for Al based on
its potential risks and impact levels. Certain applications, such as social scoring
systems, are banned under the act as high risk, while others, such as job applicant
selection and creditworthiness assessments, are classified as high risk and are regu-
lated with a broad set of requirements. These include ensuring high-quality datasets,
appropriate technical documentation, strict record-keeping standards, transparency
by design, human oversight, accuracy, robustness, and security of Al systems. High-
risk Al systems must undergo Conformity Assessments to demonstrate compliance
before market entry, including generating and maintaining extensive documentation
and evidence.

The EU AI Act also sets out controls on the deployment of foundation models,
such as large language models. The requirements for these models focus primarily
on transparency, with obligations on technical documentation, compliance with
copyright law, and providing detailed summaries about the content used for train-
ing. Models that present systemic risks, defined as those where the cumulative
amount of compute used for their training exceeds 10"* floating-point operations
(FLOPs), must also perform model evaluations, including adversarial testing to
identify and mitigate systemic risks, assess and mitigate possible systemic risks,
track, document, and report serious incidents, and ensure an adequate level of
cybersecurity protection.

In the United States, the Executive Order on the Safe, Secure, and Trustworthy
Development and Use of Artificial Intelligence (EO) [238] takes a principles-based
approach, unlike the EU’s detailed legal framework. It emphasizes safety, innova-
tion, and ethical considerations. Although the priorities are clearly set out, specific
regulations or standards are left to different executive departments across sectors to
formulate. Nonetheless, there is broad agreement between the EU Al Act and the
US EO on the need for innovation, enhanced cybersecurity, privacy and data protec-
tion, and continuous evaluation and testing of Al systems to ensure safety, reliabil-
ity, and adherence to prescribed boundaries. In the latest development on this,
President Donald Trump recently rescinded Biden’s Executive Order, mentioned
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above along with several other Biden-era directives. He issued a new executive
order on Al under the title ‘Removing Barriers to American Leadership in Artificial
Intelligence’ [239]. This move signalled a shift in federal Al policy, focusing more
on accelerating Al development and reducing regulatory constraints.

Efforts to regulate Al exist in other large economies, such as China, where the Al
regulatory regime is rapidly evolving. Measures taken in China cover generative Al,
Al recommendation algorithms, and deep fakes [240].

9.11 Geopolitical Dimensions

Several Chinese innovations have recently received praise in the field of Al and Al
agents. Deepseek [95] and the Al agent Manus [241] are prime examples of this in
recent months. There is no doubt that China is catching up to the United States in
Al Europe appears further behind but should not be discounted, as it possesses both
the talent and the financing needed to compete in this space [24]. From startups in
each region to large tech companies, the battle lines are getting drawn, and invest-
ment is aligning behind the goal of realizing the full potential of generative Al and
Al agents.

With Al being heavily explored in a defence industry context, one may wonder if
we are on the brink of an ‘Al-driven arms race’, reminiscent of the nuclear arms
races of the past. Key nations are not only seeking to acquire but also to demonstrate
access to the most advanced models and technologies.

It is only natural for countries to act in their national interest. However, as safety
concerns grow and geopolitical tensions rise, we may see Al becoming a central tool
for promoting and protecting each nation’s global standing.

9.12 Legal and Ethical Considerations

Although AI agents are not specifically addressed by the above-mentioned initia-
tives and regulatory frameworks, there are clear gaps in current efforts, especially in
a couple of areas:

* Legal status of AI agents: How to treat Al agents under different laws and regu-
lations. For example, can an Al agent sign a contract on behalf of an organiza-
tion? This would require granting agents legal ‘personhood’ status, similar to
corporations, so they can enter into contracts, own property, etc. What happens if
the terms of a contract are violated? Would the Al agent be held accountable? It
is not easy to ascribe intentions to an algorithm to imply malice. One approach is
to view Al technology not in terms of its independent agency but in terms of the
people and companies that design, deploy, offer, and use the technology. To sim-
plify regulating Al, some advocate that we may need to focus on the human
beings behind it [242].
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e Alignment with human ethical norms: As discussed in the chapter on architec-
ture, aligning autonomous multi-agent systems with users and the enterprise as a
whole is a challenging topic. As Al systems become more complex, it is hard for
humans to interpret how certain decisions are made by an Al system. In pursuing
their objectives, Al agents may not follow human ethical norms. This can be as
simple as breaking a promise to another agent or human if a more profitable
activity arises. Some may argue that a rational Al agent should only make prom-
ises it intends to keep. But then, how can we ascribe intentions to an algorithm?

To ensure accountability, Al agents should either be linked to a responsible per-
son or business, or eventually be given legal status themselves, similar to corpora-
tions. This would allow them to be sued, own assets, and be regulated, helping
manage risks in a world where Al agents may outnumber humans [243].

9.13 Dealing with Uncertainty

Al is advancing at breakneck speed. Some argue that we should pause development
until we can establish proper guardrails for the technology [226, 244]. However,
governments and legislators are often not the fastest-moving actors in society, typi-
cally following rather than leading in response to potential crises and emergencies.
The EU AI Act is groundbreaking for a body often criticized for being slow-acting
and bureaucratic. The counterargument is that it may stifle innovation within the
EU, especially when places like the United States offer a more flexible Al regula-
tory environment. The issue is that by the time governments realize something has
become truly dangerous, it may already be too late, with economic interests being
so significant that they also dictate political outcomes.

British-Canadian computer scientist Geoffrey Hinton, regarded as the ‘godfa-
ther’ of artificial intelligence (AI) and awarded the Nobel Prize in Physics earlier
this year for his contributions to Al, estimated there is a ‘10% to 20%’ chance that
the technology will result in humanity’s demise over the next 30 years [245]. We
may question how he estimated that percentage, and despite his impeccable scien-
tific credentials, he would be challenged to produce any formulas or facts. Similar
to the nuclear danger and the Doomsday Clock [246], Al clocks have now emerged
to indicate how close we are to preventing an Al world disaster [247]. Again, it will
be hard for these same well-respected academics to explain why it is 25 minutes or
30 minutes to midnight until all hell breaks loose and multi-agent systems go rogue,
with whatever that implies for a humanity dependent on them.

In our view, humanity needs to start dealing with the fact that we have now devel-
oped technologies with unprecedented power, such as nuclear and Al, and we need
to learn how to design, deploy, and use them safely and securely for the common
good rather than our own destruction. This requires us to elevate our efforts to do all
the detailed work described in this book to transform organizations to be ready to
use these technologies sensibly and responsibly.
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Scientists are often too close to the details of their inventions to understand their
true practical dimensions and potential. Conversely, lawmakers and politicians are
often too far removed from the technology to accurately understand its potential and
consequences. It often comes down to executives, practitioners, and engineers who
need to make things work for real people in the real world, who are also the main
readers of this book.

It is often these silent hard workers, who avoid making outlandish claims or see-
ing existential risks, that keep technologies in check and compensate for any miss-
ing guardrails or regulations playing catchup. They have what many call common
sense as a backstop to any potential shortcomings. Attaining common sense is a
glass ceiling for Al agents, and until this glass ceiling is shattered, we will not be
fully handing the reins to Al anytime soon.
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Up to this point in the book, the focus has primarily been on either single agents or
multi-agent systems. However, in the not-so-distant future, we can expect individu-
als and businesses to utilize agents and multi-agent systems in the thousands, mil-
lions, or even billions, considering the global scale of the Internet economy. The
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question arises: how will these agents communicate with each other at such scales?
This question has been addressed in the past primarily through R&D activities. For
example, the creation of an agent ecosystem was contemplated in the EU-funded
AgentCities R&D program [42]. More recently, the concept has gained traction in
the context of financial trading [248], games [249], and cryptocurrencies [250]. We
will refer to a large-scale agent ecosystem as AgentVerse and set some foundational
concepts on how such an ecosystem may function. Some of these agent ecosystem
ideas are drawn from publicly funded research work in which the author partici-
pated [42]. Let’s start by defining what this concept may look like.

The AgentVerse vision is that of an agent ecosystem where autonomous Al
agents representing businesses and individuals can interact with each other in a
peer-to-peer manner to enable the execution of transactions such as the provision of
services and products. There could be implementations of the AgentVerse concept
within a business to facilitate internal transactions (IntraVerse) or externally across
organizations (ExtraVerse).

AgentVerse by its nature is a decentralized and open environment. It will also
require Al agents to have sufficient common understanding of the domain through
some shared ontology (see also Sect. 7.7). This is required to enable an AgentVerse
to operate as a reliable, commercial-grade system. Platforms and services in such an
environment would need to be publicly accessible (or accessible within the enter-
prise) depending on the scope of the agent ecosystem.

In the case of geographically driven implementations (e.g. an agentic ecosystem
for a city), one might imagine a local or central government authority operating or
regulating such a platform for businesses registered under their jurisdiction and
offering products and services within the geography (e.g. restaurants, hotels, trans-
port services, tradesmen, local shops). An agent ecosystem of this type will be pop-
ulated with Al agents representing both businesses and their potential customers.
Generic facilities such as payments, identification, cloud hosting, and data platform
may be provided by the platform operator itself.

10.1 Agent Interoperability

While it may be relatively straightforward for agents representing users or service
providers to access pre-existing facilities and services on such platforms, the real
potential will be realized when these agents can act together, dynamically creating
new business propositions (e.g. new services) by composing existing ones provided
by others.

A certain degree of interoperability such as agent protocols and standards will
need to be developed and agreed upon. We saw emerging examples of that in sec-
tions where we discussed emerging agent protocols such as MCP, Agent2Agent,
ACP and AGNTCY. At the most basic level, similar to the internal enterprise con-
text, a common ontology must be available for all agents participating in the plat-
form to harmonize their understanding and enable consistent trading and service
performance.
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Assuming these foundations are in place, basic services should be able to com-
bine into more complex ones, with agents communicating, negotiating, agreeing on
commitments, and forming contracts. Once a request is issued on the platform,
agents representing individuals or organizations may form groups to dynamically
compose the requested capabilities. Tasks such as finding several individual con-
tractors for a construction project could be organized and agreed upon in hours or
days rather than weeks or months.

With significant participation, there will always be agents interacting and trad-
ing, similar to a real marketplace or economy, reducing friction and delays present
in today’s business environments.

10.2 Agent Types in an AgentVerse

Emulating a real marketplace or economy, we can envisage several types of agents
participating for an AgentVerse to function:

* Business agents: These Al agents represent businesses and participate in the
AgentVerse to sell or buy products and services. They are enabled to negotiate
and enter into contractual agreements to deliver or procure these products and
services on behalf of the entities they represent.

* Broker/aggregator agents: These agents act as intermediaries between buyers
and sellers, facilitating transactions. In domains such as travel, insurance, and
utility services, these agents process options from several business agents selling
these services and help buyers find the best prices (aggregators) or offer more
specialized services by combining various options (brokers).

* Personal agents: These Al agents represent individual humans interested in
finding information or procuring goods and services. They present business
agents or broker agents with the person’s requirements, receive proposals, pos-
sibly eliminate some proposals, reissue modified versions of the user needs, and
present the selected proposals to a human for selection. Personal agents interact
with their users in a personalized way and hold information about user prefer-
ences and constraints to provide context and handle requests more efficiently.

* Information/review agents: These agents provide information about available
services in an AgentVerse, potentially including review information collected
from buyers and/or curated by the organizations behind the agents. They act as
guides to the AgentVerse.

» Systemic/utility agents: These agents provide basic generic facilities and shared
services to other agents, such as administration, payment, identity, and security,
ensuring the smooth operation of the AgentVerse. They also implement any stan-
dards or controls for the platform’s operations.

To bring the notion of an agentic ecosystem to life, let’s consider a couple of
examples: one focusing on the travel domain and the other on the human
resources domain.
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10.3 TravelVerse: Transforming the Travel Experience

The travel domain exemplifies an area where Al agents can revolutionize the user
experience for both businesses and individuals. In this scenario, organizations offer-
ing travel-related services can create their own business agents to participate in one
or more AgentVerses. The list of participating businesses can include:

* Hotels, B&Bs, or other types of accommodation providers
¢ Restaurants, bars, clubs

¢ Cinemas, theatres, entertainment services

* Public transport, taxi services, car rental firms

¢ Museums, galleries, exhibitions

» Parking facilities

Alongside business agents for these organizations, there may also be travel bro-
ker or travel aggregator agents that bundle the above services into bespoke travel
packages (brokers) or provide comprehensive lists of options for booking certain
services (aggregators). Information/review agents can provide information or
reviews on all the available types of services. Emergency services agents can pro-
vide assistance when travelling dealing with any unforeseen events or circum-
stances. A traveller with a personal agent could register with the TravelVerse and
issue requests to cover their needs for planning a trip to a destination. The personal
agent can act as a concierge for the traveller, providing an end-to-end travel experi-
ence, simplifying the organization of a trip, and removing the hassle of arranging
individual activities given the sheer volume of available options. Planning and bud-
geting for the whole trip can be much easier for the traveller, while businesses sell-
ing services to travellers can gain maximum exposure and reach.

One interesting observation is that while these services can already be booked
online today, wrapping them to be operated as Al agents does not require fundamen-
tally reinventing these online services. However, the availability of these services
through Al agents transforms the experience from the customer perspective. The
personal agent carries much of the burden of chaining services together, searching
and suggesting alternatives, collating review information, and offering recommen-
dations sourced through communication with other agents in the AgentVerse.

Assuming the Generative Ul concept explained in Sect. 2.4, the whole presenta-
tion is also a bespoke experience, whether delivered on a desktop or mobile device.
On the business side, the use of agents has an equalizing effect, moving power away
from dominant digital platforms (e.g. Airbnb, Uber, Expedia) since even the small-
est businesses will be enabled to participate in these agentic ecosystems and offer
their services either directly or through a new generation of agent-based brokers and
aggregators.

One may wonder whether there will be only a few or several AgentVerses spe-
cializing in travel. This is hard to predict, as was the case with the Metaverse and
whether one or more Metaverses would dominate when it was making headlines a
few years ago. The ability to ‘federate’ AgentVerses may actually remove such
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Fig. 10.1 Overview of a Travel Verse agentic ecosystem

barriers, and there are incentives to do so given the ability to scale further by buying
or receiving services through this approach.

Dynamic composition of services is another interesting dimension for innova-
tion, where an event can be organized requiring multiple trips to be coordinated
(e.g. wedding, conference). Special agents may be able to dynamically compose
such complex offerings, subcontracting aspects of the request to a variety of other
agents throughout the ecosystem. The possibilities are endless (— Fig. 10.1).

10.4 HRVerse: Revolutionizing Recruitment

Al agents can significantly transform the Human Resources (HR) domain by auto-
mating the entire recruitment process from both the candidate’s and the employer’s
perspectives. The HR domain involves various processes managed by HR depart-
ments or third-party intermediaries (e.g. recruiters) who assist employers in sourc-
ing, selecting, and hiring candidates.

An Al-driven approach decomposes the recruitment process into a set of per-
sonal agents assigned to human participants (e.g. job seeker, hiring manager). These
Al agents use natural language processing to understand requirements and develop
action plans to execute tasks, leading to successful hires.

Each personal agent can possess specific expertise and achieve high levels of
personalization through functionalities that include AI models, planning and sched-
uling, communication and coordination, and specialized software tools and API
capabilities for HR tasks.

For example, a jobseeker personal agent can engage with candidates to under-
stand their expertise, skills, and aspirations regarding potential roles. Similarly, a
hiring manager agent or recruiter agent can gather the company’s requirements for
roles, including skills, qualifications, and experience, and tailor these to the



128 10  Agentic Ecosystems

organization’s context before automatically processing and posting job listings for
potential matches.

Additional utility agents can perform various tasks across the HR domain,
such as:

* Matchmaking agents: Match jobs advertised in the HR ecosystem with candi-
date profiles using intelligent algorithms, eliminating human bias, and ensuring
strong process governance.

e Interview scheduling agents: Plan and schedule interviews involving all rele-
vant participants and automate certain aspects of the interview process.

* Contract processing agents: Draft employment contracts customized to differ-
ent roles and undertake the process of finalizing these contracts coordinating
between candidates and employers.

* Reference checking agents: Automate the process of seeking and receiving ref-
erences, validating certificates and qualifications, obtaining criminal/tax records,
and arranging medical exams if required by the role.

* Legal advice agents: Provide legal services related to employment law, advising
both job seekers and employers.

* Job scanning and publishing agents: Scan existing job sites to offer jobs from
the wider Internet to candidates’ personal agents or publish jobs from employers
on various external websites.

This list is not exhaustive but provides a glimpse into the diverse functionalities
required and highlights the specialization of AI models and algorithms needed to
support these tasks (Fig. 10.2).

For the HR process to be coordinated end-to-end, personal, business, and utility
AT agents must interact with each other and human actors in a secure environment,
with a focus on data privacy, regulatory compliance, and confidentiality due to the
sensitive nature of the domain.

0 eee 0

Fig. 10.2 Overview of an HRVerse agentic ecosystem
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Similar to the Travel Verse, a successful HRVerse platform can profoundly impact
the HR landscape by automating tasks and transactions that currently require sig-
nificant human effort and coordination. While humans will remain the decision-
makers, Al agents can simplify options and choices for both job seekers and hiring
managers.

The platform can also be used for mass recruitment campaigns across industries
(e.g. seasonal jobs in agriculture, tourism) or facilitate work across countries with
special visa requirements, streamlining and simplifying current processes.

10.5 The Future of Agentic Ecosystems

The concepts discussed can be replicated across various verticals to create agentic
ecosystems that transact a wide range of goods and services, from property and
telecommunications to health and financial services. In the financial services sector,
we anticipate significant growth in payments conducted by agents, with some com-
panies already offering agent wallets to facilitate these transactions. Additionally,
cryptocurrencies are expected to receive a boost from agentic ecosystems, similar to
the growth seen with meme currencies.

For AgentVerses to be trusted, a certain degree of regulation and central authority
is necessary, whether operated by private or public entities. While these are still
early days, the success of nascent AgentVerses could lead to a proliferation of the
concept. This brings us to the idea of an X-Verse, where different digital worlds
coexist with various purposes and experiences. Some of these worlds may be domi-
nated by transacting Al agents, while others focus on human entertainment, poten-
tially cohabited by both humans and Al agents.

Last but not least, assuming Al agents can be treated as digital labour one may
envisage agentic ecosystems devoted to trading into agent capabilities themselves.
Similar to Software as a Service (SaaS), the notion of Agentic Services may develop
not only targeting the productivity tool market but also the overall world labour
market (e.g. hiring of Al agents for customer service or other jobs similar to human
labour hiring). How these services will be charged remains an open question.
Suggestions to date include basing it on the amount of work completed, a discount
of the equivalent human salary, the amount of time it took to complete work, or
charging per conversation/answer provided by the Al agent.
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Al agents can be understood as progressing through two waves of technological
innovation, each with significant business transformation potential. The first wave,
currently underway, focuses on virtual or digital agents. This wave has been explored
extensively throughout the chapters of this book, highlighting how these Al agents
are reshaping digital interactions, automation, and decision-making processes.

The second wave is poised to bring even more profound change. It centres on Al
agents embodied in physical forms: robots capable of perceiving, acting, and engag-
ing with the physical world. This development will unlock an unprecedented range
of applications, marking the beginning of the long-anticipated revolution in robotics.
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In this chapter, we will explore the current landscape of so-called embodied Al,
the influence of large language model (LLM) agents in this space, and how organi-
zations can harness robotics today to drive autonomic business transformation.

11.1 Autonomy in Robotics

Robotics in manufacturing has a long and enduring legacy of enhancing productiv-
ity and driving automation. In Chap. 5, we explored the example of an automated
EV factory, where robots play a central role in operations. Since the 2000s, the use
of robotics has expanded beyond manufacturing into other sectors, notably with the
emergence of autonomous vehicles and drones across land, air, and sea domains.

The transformative potential of these technologies is evident in various applica-
tions: drones are now widely used across multiple industries, autopilot systems are
becoming standard in automotive contexts, and innovations in rail, maritime, and
shipping sectors continue to accelerate.

For instance, the Port of Rotterdam anticipates that by the 2030s, marine traffic
entering and exiting the port could be autonomously managed [251]. Fully autono-
mous metro systems, operating without drivers, have already been successfully
deployed in several regions [169]. In logistics, warehouse robots are routinely used
by major retailers such as Ocado and Amazon [180]. On the battlefield, drones, both
aerial and maritime, are reshaping modern warfare, offering a glimpse into how
future conflicts may be fought and won.

Despite these advancements, today’s robotics systems are still far from achieving
full autonomy. Most continue to operate under human supervision, with critical
decision-making and tasking largely handled by humans rather than Al agents.
While deep learning and neural networks have significantly advanced image recog-
nition, even the most sophisticated robots, such as those developed by Boston
Dynamics, rely heavily on algorithms focused on sensor integration, dynamics, and
control. Al plays a crucial role in the stack, but it does not yet dominate every layer
of robotic intelligence.

The author of this book has previously explored the application of Al techniques
to autonomous mobile robots, yielding promising results [252]. However, for any-
one involved in developing autonomous robotic systems, it quickly becomes clear
how challenging it is to deploy robots in unpredictable, real-world environments:
beyond the controlled conditions of a lab and beyond narrowly defined tasks in
scope and duration.

While AT has significantly advanced the processing of sensor data, improved the
accuracy of image recognition, and, with the advent of large language models
(LLMs), greatly enhanced natural language interaction, the physical aspects of
robotics remain a major hurdle. Tasks such as navigating unstructured environments
or manipulating objects with human-like dexterity continue to pose substantial
challenges.

As with Al agents, robotics may be on the cusp of a new wave of innovation,
driven by the convergence and maturation of several enabling technologies. These
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Fig. 11.1 Integrating Al agents into robots

advances are paving the way for robots that can operate effectively in real-world
settings and within broader enterprise contexts.

A high-level architecture for integrating Al agents into robotics is illustrated in
Fig. 11.1. In this model, sensors collect environmental data, which is processed by
a perception module that transforms raw inputs into meaningful patterns. This
enables the Al agent to construct a model of the external world and evaluate the
consequences of its actions. Based on its objectives, the agent engages in reasoning,
planning, and task scheduling, which may lead to actions such as navigating through
space or manipulating objects.

These high-level decisions are translated by a motion planning and control mod-
ule into low-level commands for the robot’s actuators. The resulting physical actions
alter the environment, generating new sensory inputs that feed back into the system,
creating a continuous loop of perception, reasoning, and action.

Although the equivalent of large language models (LLMs) in the form of Large
Motion and Vision Models is still in its early stages [253, 254], one can envision a
future where these models evolve and converge, integrating language, perception,
and motion into a unified framework or a coordinated set of models. This conver-
gence could ultimately pave the way for intelligent, autonomous robots capable of
operating effectively in real-world environments.

11.2 Extracting Value from Robotics

Autonomic operations will take on new dimensions as Al agents and robotics con-
verge into intelligent autonomous machines, capable of interacting with the physi-
cal world and moving beyond the confines of purely digital environments. While
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today’s Al agents primarily impact office-based and professional work, intelligent
autonomous machines are poised to transform manual and blue-collar work, par-
ticularly in unstructured environments that have so far been less susceptible to auto-
mation than the controlled settings of factories.

In general, the cost of a device is a function of its complexity and size. Assuming
humanoid robots reach a level of complexity and scale comparable to that of a
motorcycle or a car, their prices are likely to decrease with mass production, eventu-
ally becoming affordable for average households and businesses.

A new industry will emerge around the manufacturing, deployment, servicing,
and upgrading of these robots. Companies with expertise in automotive or home
appliances are well-positioned to enter this market from a hardware perspective.
Automotive firms such as Tesla and Hyundai already have a strong presence in
robotics, with Hyundai (through Boston Dynamics) also showing early signs of suc-
cessful commercialization. On the software side, tech vendors will play a key role
in developing core operating systems and adding value through programmable
skills and functionalities built on top of the hardware platform. This evolution
could mirror the PC industry, where a standard hardware and OS foundation sup-
ports a wide range of applications tailored to diverse needs.

Leasing models may help reduce the cost of ownership, while specialized auton-
omous vehicles, such as self-driving cars and trains, represent the next evolutionary
step, offering alternatives to today’s non-autonomous transport systems.

A comprehensive autonomic strategy should consider both digital and physical
(embodied) Al agents. Organizations can begin by automating processes, decisions,
and tasks, and eventually augment their workforce with robots as these become
more accessible and cost-effective, potentially reaching price points similar to cur-
rent vehicles or industrial machinery. Within a 10- to 20-year timeframe, we may
see the emergence of hybrid Al workforces, where virtual agents and physical
robots collaborate to complete projects with minimal human supervision.

These robots could take on high-risk tasks in hazardous environments, such as
post-nuclear accident zones, deep-sea operations, and extraterrestrial missions for
mining or construction on the Moon or Mars, where human presence is either dan-
gerous or impractical.

However, progress in these areas will not be uniform or immediate. Significant
engineering challenges remain across multiple domains, including mechanical and
electrical engineering, sensor technologies, materials science, energy management,
and battery efficiency. Overcoming these hurdles will be essential to enabling robots
to operate reliably over extended periods, with minimal recharging and increasing
levels of autonomy.

Below are the key domains where robotics can be effectively leveraged to deliver
value in the short term:

* Industrial robots:
Robots used in manufacturing, performing tasks such as painting, welding,
and component handling, have been deployed for decades. They continue to
deliver tangible benefits by improving quality and automating production lines.
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* Domestic robots:

From robotic lawn mowers to vacuum cleaners, robotics is increasingly find-
ing applications in home environments. As costs decline and efficiency improves,
these robots will become more common in everyday domestic tasks.

* Transport and logistics robots:

Self-driving cars and trains, drones, and warehouse robots are already demon-
strating significant potential. These technologies are being actively deployed in
logistics and supply chain operations, with autonomy levels advancing rapidly.

* Military robots:

While military applications raise important ethical considerations, certain use
cases, such as bomb disposal and surveillance, are already in use and generally
considered non-contentious.

* Retail and service robots:

In sectors like healthcare, hospitality, entertainment, and retail, robots can
deliver substantial enterprise value. Examples include surgical assistance in hos-
pitals, tour guiding in public venues, performance roles in entertainment, and
customer service tasks such as checkout and delivery in retail.

* Agricultural robots:

Robotics in agriculture can enhance efficiency in tasks such as seeding, water-
ing, weeding, and harvesting. With several enabling technologies maturing, this
sector is poised for significant progress.

Figure 11.2 illustrates these primary areas where robotics can be applied today to
extract value.

11.3 Challenges Facing Today’s Robotic Technologies

Despite rapid advancements, current robotic technologies face several significant
challenges that limit their broader adoption:

* Unpredictable real-world environments: Robots often struggle to operate reli-
ably in dynamic, unstructured environments. Unforeseen events can disrupt their
operations, and unlike humans, robots are typically unable to adapt in real time
to such variability.

* Limited integration of AI agents: As discussed earlier in this chapter, the inte-
gration of Al agents into robotic systems remains limited. In many domains,
human supervision is still essential to ensure tasks are completed successfully
and to manage exceptions that arise during operation.

* Need for improved human-robot interaction: In certain contexts, particularly
in healthcare and social care, robots must interact closely with humans to be
effective. For example, assisting patients or the elderly requires a level of empa-
thy, adaptability, and communication that remains challenging for current
systems.
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Fig. 11.2 Robotic applications that can be leveraged today

¢ Safety, security, and ethical considerations: The integration of robots into
society raises important safety and ethical questions. These concerns must be
addressed proactively and incorporated into the design and R&D phases, rather
than being treated as afterthoughts.

To date, many of these challenges have not been fully addressed by reinforce-
ment learning (RL) or other machine learning techniques. Overcoming them may
require a combination of RL with large-scale models in language, perception, and
motion, augmented by neuro-symbolic approaches that can better navigate the com-
plexity of real-world environments. The author has previously applied a neuro-
symbolic approach based on fuzzy logic in the context of autonomous mobile robots
[255]. The method enabled the system to interpret its environment through sym-
bolic reasoning, which was then rapidly translated into numerical and effective
motion planning and control though a fuzzy decision tree architecture.

Along with new algorithmic approaches, a major mind shift, as discussed in the
following section, may play an equally critical role in accelerating this journey
towards truly autonomous, intelligent robotic systems.
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11.4 Humanoid vs Specialized Robots

The future of robotics does not necessarily lie in humanoid forms, nor should that
be the primary goal. Humans have been shaped by evolution to survive in their natu-
ral habitat, not to efficiently perform tasks like transporting goods in warehouses or
conducting surgical procedures. Yet, the robotics industry has long been captivated
by the idea of humanoid robots, with recent examples such as Tesla’s Optimus robot
[264] and Figure’s “Figure 02” autonomous humanoid robot [265] continuing
this trend.

Instead, robot design should be optimized for the specific task at hand, tailored
to the function and the environment in which the task must be performed. Striving
to replicate human balance, dexterity, or reasoning may be an unnecessarily com-
plex challenge, especially when such capabilities are not required for tasks like
pallet transport or highway navigation. Just as airplanes do not need flapping wings
to fly, mimicking nature should not be the objective, and in many cases, it may even
hinder the development of practical robotic solutions.

The focus should shift towards specialized robots with increasing degrees of
autonomy, capable of executing tasks efficiently in complex and unpredictable real-
world settings. Moving beyond the humanoid paradigm opens the door to designing
solutions that are viable today, not decades from now. Generative Al and Al-driven
design tools can be harnessed to create highly optimized robotic forms [266],
purpose-built to outperform humans in specific tasks.

This is not to say that humanoid designs have no place, particularly in environ-
ments built for human use, such as homes, offices, and cell stations in factories
[267]. However, humanoid form should be the outcome of a design process that
prioritizes function over form, not the starting point. By doing so, we can accelerate
the practical benefits of the robotics revolution and deploy useful systems
much sooner.
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The advent of autonomic business is inevitable as technologies like Al agents reach
maturity levels suitable for everyday use. Combined with other technologies such as
those explored in earlier chapters, they become even more powerful. These tech-
nologies harness recent innovations across diverse fields and disciplines to deliver
new user experiences and create a machine layer that underpins most aspects of
modern life, effecting changes not seen since the advent of the Internet and mobile
technologies. With agentic ecosystems and robotics the future is going to be a dif-
ferent world to that experienced to date both for individual and businesses.
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Because of this fundamental shift where humans have to share the workplace
with intelligent machines, this time the autonomic business transformation also
raises philosophical and existential concerns, similar to those seen with advance-
ments in nuclear technology. It is intriguing when public figures quote percentages
on the likelihood of Al turning bad or good, as if they can predict such outcomes.
One certainty is that the purpose of developing new technologies should be clearly
focused on serving a human-centric vision of the enterprise and the world, rather
than confusing the ability of machines to think with their ability to set their own
high-level vision and goals.

Machines should not be treated in isolation from humans or declared a separate
species antagonizing humans because they can reason, plan, and achieve their goals
through task execution. More importantly, they cannot exist without ultimately
serving some goal or purpose relevant to humans. Even a utopian or dystopian
vision where machines attain physical embodiment in the form of humanoid robots,
as explored in the previous chapter, with some form of consciousness taking over
the planet is simply a science fiction conversation at this stage. It undermines the
significance and seriousness of already substantiated risks to humans, such as cli-
mate change, nuclear proliferation, the rise of autocratic regimes, and social media
manipulation.

This is not to say that oversight and control of Al systems should not be applied
and improved, as explored in past chapters. Rather, it stresses the need for a human-
centric approach to autonomic business and Al agents, where self-managing, self-
adapting technologies ultimately serve human goals.

It is safe to assume that Al agents will shape the upcoming wave of innovation
[256], with autonomic business concepts starting to emerge and gradually dominate
as the next wave after digital business. Early studies on the rise of agentic [257] and
generative Al [258] suggest that changes will be faster and more profound than
previous waves, with those missing out potentially facing a huge productivity gap
and a mountain to climb later on. Participating as individuals and enterprises is the
best way to shape the evolution of these powerful tools and mitigate any risks asso-
ciated with their application.

The degree of resistance to autonomic business is likely to be influenced by
demographics, geography, and wider socio-economic factors. In some ways, the
ground for autonomic business adoption is more fertile compared to previous waves.
Executives are more exposed to new Al technologies through personal experiences,
and a younger workforce is more open to the idea of autonomic operations as they
are more amenable to sharing personal data and information online and through
social media.

Al agents will be pervasive and quickly proliferate as today’s application ven-
dors move to offering agentic user experiences and develop multi-agent approaches
to autonomously execute and troubleshoot even the most complex workflows.
Businesses should explore areas of opportunity now, develop use cases, and prog-
ress with AI agent design and piloting. At the same time, businesses should com-
mence to formulate a comprehensive autonomic business strategy and principles to
set the guidelines and stay at the forefront of this unprecedented wave of
transformation.
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Starting work on longer-term strategies is equally, if not more, important than
experimenting with Al agents. The right decisions at the start of the journey can
provide the right foundations, evolve capabilities in a coordinated fashion, and con-
trol risks more effectively. The journey will bring unexpected challenges, as was the
case with previous waves, and past journeys such as cloud and digital transforma-
tions haven’t been fully completed. A review of past cloud and digital plans through
the lens of autonomic business should be considered. For example, reengineering
legacy applications to be cloud-native or adopting web technologies can be a step
that becomes obsolete when these applications can be replaced by Al agents execut-
ing advanced versions of RPA that can adapt to the intricacies of these legacy appli-
cations, delivering on user goals and shielding them from navigating a myriad of
applications and interfaces to achieve the same results.

Lastly, autonomic business should not be limited to operations. While Al agents
represent tremendous potential in creating self-managing and self-adapting opera-
tions, the larger potential lies in agentic ecosystems and AgentVerses. When these
agent-driven marketplaces emerge and combine with technologies like digital con-
tracts and currencies, they can set the foundation for an agentic web economy that
may eclipse current human-driven markets. The ability to offer and buy services in
such an agentic web economy may achieve similar importance to the web presence
in the early e-commerce days.

Ultimately, autonomic business will be judged by its contribution to creating a
better place for humans, where Al agents create frictionless experiences for us in
pursuing our goals and desires. Much of today’s insecurity with Al, and more spe-
cifically Al agents, comes from their increasing ability to perform some of our cur-
rent tasks and jobs. We have increasingly defined ourselves by the work we do and
the positions we hold in organizations. In that race, we often deprioritized the
importance of lifelong learning, participating in politics to better our societies,
expressing ourselves through the arts and written works, debating with others to
advance understanding, and investing time to guide the next generation to avoid our
mistakes. Who associates a profession or position with Plato, Aristotle, or Socrates?
They were known simply as philosophers or polymaths.

Al agents do not deprive us of pursuing or substituting any of these activities.
Instead, they create more space and time to deepen our understanding of ourselves
and our world. It is important to distribute more fairly the wealth created by the
unprecedented levels of productivity and innovation to come. Otherwise, a new
autonomic-type divide may emerge, where businesses and individuals benefiting
from increased automation create a stranglehold and quasi-monopoly on the under-
lying models and algorithms. Movements such as open-sourcing Al technologies
and frontier models are critical to avoid such extremes.

In time, the next wave of technologies will take over from Al as autonomic busi-
ness and agents are woven into the fabric of societies and economies. It is hard to
predict what will come next, but several existing candidates, such as quantum com-
puting, hold significant promise. We are conditioned to think that because the last
few waves focused on information and communication technologies, the next ones
will be as well. This may be proven entirely false, with breakthroughs in mathemat-
ics, physics, energy production, or biology heralding new waves and eras. The
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destination is not always as important as the journey. Many of us enjoy the journey
as well. Having started on Al algorithms and agent R&D back in 1995 as my first
job in the telecommunications industry, I have certainly enjoyed this 30-year jour-
ney and hopefully accurately captured my experiences and knowledge in this book
so the current and next generation of practitioners and executives can learn from the
experiences and learnings of the past. Someone may claim that Al may be able to
write similar books in a few years, and that may come true, but it will always be
original human thought that comes through these books too.

Going back to my Greek roots, I always think of Homer, Plato, Aristotle, and
Socrates, whose teachings I studied through my school years. Their thoughts in
written form have survived and travelled through the ages. These thoughts are now
encoded in the weights of neural networks, propagated and amplified through count-
less inferences taking place every millisecond, benefiting the work and life of other
humans. This is a remarkable achievement for our human species to be admired and
embraced until the next one which with the help of Al agents can be even greater...
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