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Landslides, floods, pandemics, geopolitical unrest—disasters are increasing in frequency,
severity, complexity, and emerging in unexpected locations. Addressing these esca-
lating challenges demands comprehensive knowledge, innovative concepts, advanced
methodologies, and resilience-building strategies.

The new book series, Civil Protection, Disaster Management, and Resilience, offers
essential insights, practical tools, and proven best practices for navigating today’s
multifaceted risk landscapes. The series launches with seven foundational volumes
aligned with the EU’s EUMA postgraduate curriculum, serving as a critical resource
for foundational and advanced education and real-world applications. For more
details about the EUMA curriculum and its objectives, visit the EUMA homepage
(https://postgraduatecenter.univie.ac.at/en/euma).

This book series serves as a foundational resource for professionals across various
fields of Disaster Risk Management, as well as for students and researchers in related
disciplines.

Looking ahead, the series remains open to new contributions, inviting academics and
practitioners to expand its scope with fresh perspectives and emerging ideas. Whether
you are shaping policy, advancing academic research, or implementing solutions on the
ground, this series equips you to address the underlying causes and key drivers of today’s
dynamic risks, fostering safer, more resilient societies.

Interested in contributing? Contact the publishing editor or the assisting editor
(euma@univie.ac.at) to join this vital and evolving initiative.
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Foreword by the Commissioner to the EUMA
Book Series Volumes

Crises today are more complex and interconnected than ever before.

The world is warming at an unprecedented pace, especially in Europe, with global
temperatures now approaching 1.5 °C above pre-industrial levels. In this context of grow-
ing geopolitical uncertainty, the need for strong preparedness and response systems has
never been clearer.

Recent record-breaking wildfires, floods and other extreme weather events—all linked
to climate change—illustrate the mounting impact of a heating planet and the urgency of
building resilience not only to natural disasters but also to human-made crises such as
conflict.

One of the European Commission’s top priorities is to strengthen crisis management
and civil preparedness across Europe—to move from reacting to crises to being ready for
them. This means fostering a genuine culture of preparedness and resilience, one that is
woven into every part of our societies—from schools and communities to governments
and businesses.

But we cannot do this alone. Collaboration is key—and the academic community has a
crucial role to play. By educating students and practitioners in Disaster Risk Management,
universities help us raise awareness, build a shared understanding of the risks we face and
inspire the innovation and mindset needed to turn preparedness into a way of life.

This book series marks an important milestone for the EUMA project—Creating a
European Higher Education Network for Master’s Programmes in Disaster Risk Manage-
ment—and for the postgraduate Master’s degree in International Disaster Management
and Civil Protection it has developed.

Supported by the EU’s preparedness capacity-building tools, the EUMA series repre-
sents a renewed drive to bring research, innovation and practical action closer together.
It reflects the European Commission’s commitment to embedding knowledge-based
strategies into preparedness and response, and demonstrates the concrete value of EU
programmes that strengthen our collective resilience.
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The Preparedness Union Strategy is our compass—guiding us towards a new level of
collective readiness that is proactive, interconnected and truly integrated.

This book series supports one of its key actions: bringing preparedness into education.
By focusing on higher education and developing a robust Master’s programme, the EUMA
project has helped build a holistic approach to preparedness—one that equips future
generations with the knowledge and skills needed to manage disaster risks effectively.

I want to warmly congratulate all those who contributed to this series. I am confident
that your work will offer valuable insights for our shared mission—a safer and better-
prepared Europe.

As the risks we face become ever more complex, we remain committed to deepening
partnerships with academic and research institutions, and to promoting lifelong learning.
Together, we can harness knowledge and innovation to build a resilient Europe—one that
is always ready for what lies ahead.

Brussels, Belgium Hadja Lahbib
European Commissioner for Equality
Preparedness and Crisis Management
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Introduction to Geopolitical and Security
Issues in Risk Management

Raul Savimaa

Abstract

The Europe’s security landscape changes in response to converging geopolitical, tech-
nological, and environmental risks. Triggered by a number of recent transboundary
crises such as migration, pandemics, and hybrid threats, the European Union faces
increasing pressure to enhance resilience,strategic autonomy, and crisis preparedness.
Traditional, state-centric risk management models are insufficient for addressing com-
plex, interconnected polycrises that span sectors and borders. Case studies highlight
the need for integrated, adaptive, and community-based approaches. There is empha-
sised the importance of inclusive governance, cross-sectoral coordination, and societal
engagement in strengthening resilience. The focus is on the need for systems-based,
flexible strategies that align technological capabilities with socio-political realities to
safeguard stability, cohesion, and democratic integrity.

Keywords

Polycrises « Geopolitical security « Risk management « Comprehensive national
defense « Civil protection

Over the past decade, Europe has undergone a profound transformation in its geopo-
litical and security landscape. A continent long associated with post-Cold War stability
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and progressive integration is now confronting a convergence of systemic risks that tran-
scend national borders and challenge traditional modes of governance. Russia’s full-scale
invasion of Ukraine in 2022 marked a pivotal rupture in the European security order,
reintroducing military aggression as a tool of foreign policy and intensifying strategic
uncertainty across the continent. The reverberations of this conflict extend far beyond
Eastern Europe, reshaping the calculus of collective defense, civil protection, and crisis
preparedness across the European Union and its neighborhood.

Concurrently, the European Union has faced a series of transboundary crises, from the
2015 migration wave to the COVID-19 pandemic and a persistent barrage of hybrid threats
including cyberattacks, disinformation, and sabotage. These crises were complex, nonlin-
ear, and cascading in nature. They expose structural weaknesses in Europe’s capacity to
respond coherently across member states and sectors. They also underscore the growing
interdependence of natural, technological, and geopolitical risks in shaping public safety,
political cohesion, and societal resilience.

The emergence of a multipolar world order has further complicated Europe’s strategic
environment. The EU faces mounting pressure to strengthen its strategic autonomy and
operational readiness. This includes reevaluating the scope and scalability of its Common
Foreign and Security Policy (CFSP), enhancing the resilience of its critical infrastructure,
and integrating civilian, military, and societal dimensions of risk management.

Particularly for member states on the EU’s eastern frontier, such as Estonia, Latvia,
Lithuania, and Poland, the return of great power competition has catalyzed comprehensive
national defense reforms. These encompass not only military preparedness but also civil
defense, public communications, and the safeguarding of democratic institutions against
foreign interference. Simultaneously, Southern Europe confronts climate-induced disasters
with increasing frequency, while Central European states contend with energy secu-
rity, migration pressures, and cyber vulnerabilities. This geographic variability highlights
the need for differentiated but coordinated security strategies within the EU framework,
including civil protection and civil defense.

Moreover, hybrid threats have become central to Europe’s security concerns. The
threats and actions may be intentional, ambiguous, and often below the threshold of
conventional warfare. From sabotage of critical infrastructure to information manipula-
tion and covert financial influence, these threats erode trust in institutions and strain
the social fabric. The European Union and NATO have responded by intensifying col-
laboration, particularly on cybersecurity and the protection of undersea cables, energy
systems, and transportation networks. Still, significant governance and capability gaps per-
sist, especially in translating strategic concepts into localized, interoperable, and inclusive
preparedness mechanisms.

This altered geopolitical situation also has an influence on civil protection. It empha-
sizes that not only should traditional areas of civil protection and assurance of public
safety against natural catastrophes such as flooding, forest fires, and heat waves be con-
sidered, but also aspects of civil defense. The concept of risk management must therefore
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evolve beyond technocratic models to account for the politicization of crisis response,
the intersectoral nature of vulnerabilities, and the need for whole-of-society engagement.
A resilient Europe will depend not only on advanced threat detection technologies or
integrated command structures but also on civic education, media literacy, and adaptive
governance. The interplay between geopolitics and security management is no longer
a peripheral concern, but yet again a defining challenge for the continent’s stability,
sovereignty, and solidarity.

This book sets out to address these issues across eight chapters that explore the
multidimensional nature of geopolitical and security risks in contemporary Europe.
From chemical safety and digital infrastructures to cultural resilience and environmen-
tal threats, each contribution offers a focused perspective on how risk management is
being reconceptualised in light of emerging challenges.

Chapter 2 by Andres Parve and Jaan Tross investigates the evolving role of civil pro-
tection in the face of Europe’s growing geopolitical insecurity, using Estonia as a case
study. The authors examine how transboundary crises, including military aggression and
hybrid threats, challenge conventional crisis management systems. They argue for a shift
from state-centric approaches to more integrated, risk-informed strategies that emphasize
resilience and adaptability.

Chapter 3 by Reelika Kuusik and Reet Kasepalu explores the dilemma between trans-
parency and security in managing chemical risks under the EU’s Seveso III Directive
and the TEIA Convention. As geopolitical tensions increase, the public disclosure of
information about hazardous industrial sites may expose vulnerabilities to hostile actors.
The chapter proposes a calibrated approach to chemical safety governance that preserves
public awareness while mitigating exploitation risks through selective transparency and
strengthened international cooperation.

Chapter 4 by Jaanika Puusalu discusses the implications of digital under-adoption on
societal security. Highlighting the increasing reliance on ICT tools for crisis preparedness,
the author warns that uneven adoption across social groups can undermine the effec-
tiveness of digital solutions. The chapter calls for inclusive design, usability testing, and
public engagement to ensure that digital risk management tools enhance rather than hinder
societal resilience.

Chapter 5 by Aule-Merlin Vihlver delves into the underexplored interface between civil
defense and the cultural sector. Through empirical analysis, the chapter demonstrates how
community houses and cultural institutions can function as critical resilience centers dur-
ing crises. By integrating cultural resources into civil protection strategies, authorities can
foster local engagement, improve communication, and expand the reach of preparedness
initiatives.

Chapter 6 by Georg-Henri Kaup examines the role of third-country actors, notably
Russia and China, in the early COVID-19 response in Italy. The chapter illustrates how
medical and logistical assistance from these powers influenced public perceptions and
challenged EU cohesion. By framing these interventions as forms of “disaster diplomacy,”
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the chapter offers a geopolitical reading of humanitarian aid and its potential to shift
alliance structures.

Chapter 7 addresses the limitations of traditional crisis management in the face of
multimodal crises. It introduces a scenario-based risk analysis model tailored to vital ser-
vice providers. The chapter argues that resilience requires accounting for compound risks
and resource conflicts that arise when multiple crises occur simultaneously. A systems-
thinking approach is advocated to improve prioritization, coordination, and continuity
planning.

Chapter 8 explores the preparedness of local communities to confront polycrises,
i.e., complex, interconnected crises spanning multiple domains. Based on recent surveys
and case studies, primarily in Estonia, the chapter identifies key drivers of community
resilience and proposes policy measures to strengthen local-level capacities. It emphasizes
the importance of decentralized governance, public—private partnerships, and targeted risk
communication in enhancing crisis readiness.

Through these chapters, this volume offers a multifaceted examination of how geopo-
litical and security risks are reshaping crisis management and resilience-building across
Europe. By spanning topics from chemical safety and digital vulnerability to cultural
infrastructures and the geopolitics of humanitarian aid, the chapters collectively under-
score the inadequacy of conventional, state-centric frameworks in addressing today’s
complex risk landscape. Instead, they advocate for more integrated, adaptive, and
community-based approaches that account for both technological and socio-political
dimensions of crisis response. Through empirical insights and theoretical advancements,
the book contributes to a deeper understanding of Europe’s evolving security environ-
ment and presents actionable strategies for fostering resilience in an era of increasingly
intertwined threats.

Open Access This chapter is licensed under the terms of the Creative Commons Attribution 4.0
International License (http://creativecommons.org/licenses/by/4.0/), which permits use, sharing,
adaptation, distribution and reproduction in any medium or format, as long as you give appropri-
ate credit to the original author(s) and the source, provide a link to the Creative Commons license
and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by statu-
tory regulation or exceeds the permitted use, you will need to obtain permission directly from the
copyright holder.
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Contemporary Challenges and Needs
for Civil Protection Due to Geopolitical
Security Threats in Europe: The Case
of Estonia

Andres Parve® and Jaan Tross

Abstract

This article examines the evolving landscape of civil protection in Europe, driven by
escalating geopolitical tensions, the proliferation of transboundary crises, and the acute
security threats precipitated by the Russian Federation’s invasion of Ukraine. As tradi-
tional state-centric and reactive disaster management models prove inadequate against
complex hybrid operations and military threats, there is a critical need for a compre-
hensive, whole-of-society approach. Utilizing Estonia as a longitudinal case study, the
research traces the nation’s civil protection policy evolution from its post-Soviet re-
establishment to the contemporary Civil Protection 2.0 framework adopted in 2024.
The analysis highlights how recent geopolitical shocks have catalyzed a paradigm
shift, leading to the integration of civil and military preparedness, increased proac-
tive funding, and a focus on societal resilience. The findings indicate that effective
transboundary crisis management requires network-based governance, sustained finan-
cial investment, and the harmonization of civil and security crisis frameworks. The
paper concludes by recommending enhanced European crisis preparedness, stronger
EU-NATO cooperation, and a unified strategic direction to safeguard democratic
institutions and populations against multifaceted geopolitical threats.
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2.1 Introduction

The dynamics of crises are evolving in tandem with global geopolitical shifts and the dras-
tic impacts of climate change. Europe increasingly faces transboundary crises, including
compound crises, characterized by complex and hardly predictable trajectories (Ansell
2010). A transboundary crisis is defined by its emergence, spread, and impact across
geographical, political, cultural, linguistic, and legal borders. The multifaceted nature of
these crises distinguishes them from traditional crises, which are often confined to the ter-
ritory of a single nation-state. Systemic disruption underscores the cascading effects and
interconnectedness inherent in these crises, suggesting that conventional state-centric or
sector-based crisis management approaches are inherently limited. The potential for rapid
escalation and unpredictable course of transboundary crises further complicates effective
response efforts.

Following the end of the Cold War, the global order transitioned to a unipolar system
dominated by the United States. Simultaneously, the focus of crisis response began to
broaden from military threats to natural hazards and technological disasters. The concept
of disaster management was developed as a cyclical process encompassing prevention,
mitigation, preparedness, response, and recovery. This wider perspective on threats and
the understanding of the causes and effects of natural and technological hazards led to the
emergence of “disaster management” as a more holistic approach compared to the primar-
ily defense-oriented “civil protection.” The emphasis on the disaster cycle, vulnerability,
and resilience within disaster management marked a shift from a purely reactive response
model toward a more proactive and risk-informed approach (Roth 2019; Wolbers et al.
2021).

Since the beginning of the 21st century, US involvement in the Wars in Afghanistan
and Iraq have contributed to the weakening of its geopolitical influence (Walt 2018). This
may be attributed to a number of factors, including the protracted nature of these conflicts
and expenditure incurred, leading to a reduced appetite domestically for involvement in
global affairs, as well as negative coverage of the campaigns damaging US credibility
on the world stage. The recent re-election of Donald Trump has also resulted in changed
American strategic objectives favoring a more inward-looking stance, further rendering
the prospects of Europe’s security architecture uncertain. Concurrently, the growing role
of new major powers such as China, India, and Russia and their cooperation within the
BRICS + alliance has created an alternative geopolitical power vertical, resulting in these
countries fulfilling diplomatic and military functions that were previously the preserve of
the US. Russia’s invasion of Ukraine in 2022 has significantly impacted the European
security environment, highlighting the need to reassess geopolitical strategies and coop-
eration in the region (Qaisrani 2023). At the core of this altered security landscape is an
intensified confrontation between different political, economic and societal systems. The
Western value system, based on human rights, democracy and the rule of law, is under
pressure, while the ideological counterweight to it is increasing (Riigikogu 2025). Covert
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competition has been replaced by open opposition, and the preservation of the rules-based
international order is of existential importance for the European Union. In this context,
the European Union’s Common Foreign and Security Policy (CFSP), whose aim is to pre-
serve peace, strengthen international security and promote democracy and cooperation, is
of critical significance.

2.2 Current Geopolitical Security Threats in Europe

Geopolitically, crises have contributed to the formation of a more multipolar global system
(Lehne 2020). The European Union has been affected by several significant transboundary
crises in recent years: The 2015 migrant crisis represented a substantial increase in the
influx of refugees and migrants into Europe, primarily from the Middle East, Africa, and
Asia; in the area of cross-border health cooperation, COVID-19 exposed shortcomings in
coordination and resource sharing in transboundary health policies; and to date, the EU’s
central role alongside the US has become weaker and more ambiguous due to the rise
of other geopolitical actors. Transboundary crises are not only internal challenges for the
EU but also significantly affect its role and influence worldwide.

Different regions of Europe face highly diverse risks. While Southern Europe confronts
natural hazards resulting from altered weather conditions annually, member states border-
ing Russia directly perceive military and non-military security risks. European countries
have historically approached and organized their disaster management and civil protec-
tion structures differently, reflecting their unique historical experiences, political systems,
and threat perceptions. Some countries have adopted a centralized approach to emergency
management and civil protection, while others prefer decentralized systems. The roles
of the military and civilian authorities in disaster management and civil protection also
vary across European nations. Organizational structures for disaster management and civil
protection in Europe are not uniform, reflecting diverse administrative traditions.

On February 24, 2022, Russia launched a military offensive against Ukraine, creat-
ing a new security reality in Europe and the Baltic Sea region. While not all threats
and opportunities have yet materialized, they will undoubtedly impact global security.
This impact is not evenly distributed, with Russia’s neighbors bearing the brunt of the
pressure (Saar 2024). Russia’s goal and interest lie in restoring spheres of influence
in Europe, and the events in Ukraine demonstrate its willingness to use direct military
force indiscriminately, employing hybrid activities to achieve this. Non-military means
can encompass all resources available to a state that influence actions in favor of the
state employing hybrid activities. Such means can include economic pressure; restricting
access to energy resources; political subversion and the incitement of internal opposition;
artificially induced human migration; cyberattacks; information operations; propaganda;
disinformation; diplomatic pressure; and the use of special services or private military
companies. In the event of hybrid attacks, an incident may initially appear unintentional,
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resembling wear and tear, a technical malfunction, or an accidental occurrence (Muuga
et al. 2025). A hybrid attack or hybrid campaign is a strategic decision by an adversary
to conduct coordinated attacks, often, but not always, combining multiple different attack
vectors. The attack is intentional, coordinated, and driven by a conscious (state-level)
intent, not an exploitation of chance; actions are deliberately taken below the threshold of
military conflict or the activation of NATO Article 5.

Over the past three years, Russia has orchestrated numerous attacks and disruptions,
including cyberattacks, propaganda, arson and sabotage, with the aim of sowing division,
undermining support for Ukraine and weakening European governments. The Associ-
ated Press has identified 59 incidents across Europe where Russia, Russia-linked groups,
or its ally Belarus have been accused of cyberattacks, disseminating propaganda, plan-
ning assassinations or perpetrating vandalism, arson, sabotage, or espionage (Burrows
2025). The EU and NATO have intensified cooperation in protecting critical infrastruc-
ture, including underwater infrastructure, following Russia’s full-scale war of aggression
against Ukraine on February 24, 2022 (Muuga et al. 2025).

Beyond its interest in expanding its sphere of influence, Russia is undermining the
European security order and in the longer term may resort to military force against EU
and NATO countries. The West and Russia are entering a new security environment char-
acterized by military confrontation, increasing the prospects of accidental or deliberate
direct conflict. This new security situation revives several Cold War concepts in a new
interpretation, affecting nations’ independent military and domestic defenses, international
relations, resilience, and strategic communication. Additionally, a more uncertain eco-
nomic outlook and the potential social impacts of an economic downturn could lead to
public dissatisfaction and a decline in support for state authorities. A dissatisfied populace
is highly susceptible to hostile influence operations, potentially resulting in civil unrest
and an increase in public order violations/crime.

The European Union’s security policy possesses both strengths and weaknesses in
addressing transboundary crises. Strengths include a supranational political system that
allows for the delegation of authority for crisis management. In 2025, the European
Union faces a new geopolitical reality where the influence of Western nations is wan-
ing. Consequently, the EU requires a new strategic direction that considers the altered
international security environment. While EU civilian missions and crisis management
capabilities have proven effective in the past, they are no longer sufficient in the current
geopolitical context, where major powers no longer adhere to a single dominant force.

The EU’s traditional focus on economic integration is inadequate for coping with the
new geopolitical reality, and stronger and more decisive leadership is required (Lehne
2020). The EU must adapt to the changing geopolitical reality by strategically leveraging
its economic and institutional strengths and developing a more decisive leadership style
to protect its interests and values at the global level. The weaknesses of the EU’s security
policy often stem from the tension between national sovereignty and the need for collec-
tive action. It is frequently unclear who the critical actors are and what their mandates
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entail. Governments are reluctant to delegate decision-making authority to international
institutions, and EU agencies often lack decisive decision-making powers.

23 Contemporary Challenges for Civil Protection

Russia’s invasion of Ukraine has clearly demonstrated that security crises are not limited
to military conflict but also trigger humanitarian crises, natural hazards, and economic
shocks. The current situation reflects geopolitical warfare, where security policy is closely
intertwined with geopolitical interests. The EU must therefore strengthen its preparedness
and crisis management capabilities, encompassing both civilian and military readiness.

This field has undergone various developments since World War I, evolving to the com-
prehensive “whole-of-society” approach to civil protection observed today (Tross 2023a,
b). The aim of civil protection is to safeguard people and society in crisis situations during
both peacetime and wartime. Civil protection is predicated on individuals’ capacity to pro-
tect themselves and assist each other in times of crisis until help arrives. Today, disaster
management and civil protection are increasingly converging, with civil protection often
viewed as an essential component of broader disaster management efforts. In many areas,
such as preparedness, early warning systems and emergency response, the responsibili-
ties of disaster management agencies and civil protection organizations overlap. However,
distinct areas of focus or organizational structures may remain that differentiate disaster
management and civil protection in contemporary Europe.

Research methods in civil protection are extensive, covering topics ranging from cri-
sis management and agreed-upon areas of civil protection (sheltering, evacuation, early
warning) to cybersecurity and crisis communication. A primary focus of research has
been on crisis management competencies such as sensemaking, a process through which
individuals or groups attempt to understand a complex or ambiguous situation (Wolbers
2021). Distributed sensemaking considers the complexity that arises when multiple groups
simultaneously try to comprehend a situation. Ethical—political leadership is also a crucial
element of crisis management (Jungwon and So 2022). American management theorists
distinguish between the concepts of crisis management and emergency management in the
public sector (Kapucu and Van Wart 2011). According to them, crisis management is more
of a response function than a planning function, involving the management of change
characterized by surprise due to the unexpectedness or magnitude of the event, a short
timeframe, and critical importance in terms of life-and-death decisions or organizational
threat.

Contemporary crises are far-reaching and necessitate a “whole-of-society” approach,
involving cooperation among state authorities, international organizations, private enter-
prises, and civil society that must be prepared for multifaceted crises that can include
both natural hazards and military conflicts. In the EU context, this also implies better
cooperation with NATO and the development of stronger security mechanisms.
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Fig.2.1 Number of requests for assistance (RFA) to the UCPM by EU Member States and Partic-
ipating States when national response capacities have been overwhelmed. (European Commission
2024)

European society faces an increasing threat from the deteriorating global security sit-
uation and the convergence of other hazards and shocks, including health and hybrid
threats, earthquakes, and disruptions to critical infrastructure (European Commission
2024). While the threats are EU-wide and the need for assistance is on an upward trend
(Fig. 2.1), the EU’s policy and legal framework has developed to a limited extent, and the
capacity for horizontal coordination in responding to crises is also lacking.

Traditional hierarchical management structures may not be sufficient for resolving
transboundary crises, as these require flexibility, rapid information exchange, and collab-
oration among various stakeholders. Network-based governance, founded on horizontal
cooperation and partnerships, offers a better approach to managing such complex situ-
ations (Ansell 2010). The success of network-based governance depends on trust, the
establishment of common goals, and effective communication among the involved parties.

The Swedish Civil Contingencies Agency (MSB) has established a robust concep-
tual framework, asserting that society confronts a multitude of intricate threats and risks.
This reality places escalating demands on preparedness and the concurrent management
of diverse disruptions and events impacting society. Future preparedness and citizen
resilience must address a broad spectrum of threats, ranging from accidents and natural
hazards to military readiness (Swedish Civil Contingencies Agency 2023).

Furthermore, diverse engagement methods should be employed to ensure the partic-
ipation of various interest groups and the diversity of their contributions. This includes
interactive formats that allow participants to actively contribute and express their view-
points. Effective communication and feedback are critical for identifying and refining
capability gaps. Dialogue with participants, openness to new ideas, and a willingness to
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adapt ideas based on received feedback must be maintained. This approach enhances the
reliability of the analysis results and ensures broader support from stakeholders.

In this kind of situation, we should minimize hindsight bias—the systematic tendency
to view past events as having been more predictable and inevitable than they were. When
researchers write about crises as if their outcomes were obvious or readily preventable,
they underplay the forward-looking ambiguity that decision-makers face. Depicting that
ambiguity more faithfully—and analyzing events with less hindsight bias—helps practi-
tioners appreciate that organizing under pressure is complex, contingent, and only partially
controllable (Laere 2013). For crisis managers, reducing hindsight bias matters because it
prevents oversimplified causal stories that misallocate blame, false confidence in one “cor-
rect” course of action, and overfitting procedures to the last event rather than preparing
for non-analog futures. Accordingly, training, after-action reviews, and doctrine should
foreground uncertainty and variability, not retrospective certainty; the aim is to accept
and work with uncertainty rather than to narrate it away.

24 EU Strategic Directions and Future Perspectives

In a deteriorating security environment, it is imperative to enhance the crisis resilience of
nations and populations. Within the EU, further development of a common preparedness
to respond to crises and threat scenarios with severe consequences affecting the safety of
member states’ populations, including military conflict, is necessary. The EU possesses
several instruments to protect its interests and develop resilience; the primary issue lies in
the more strategic use of existing tools and the harmonization of understanding that EU
crisis resilience and security are a unified whole, and crisis resilience must be considered
across all work processes. Crisis resilience ensures that the EU as an entity is harder to
attack and recovers faster, whether this concerns a natural hazard, hybrid attacks or other
crises. Hybrid activity presents a complex and multifaceted challenge to contemporary
international security. The combined use of military and non-military means to achieve
political objectives below the threshold of open conflict requires a thorough understanding
and coordinated countermeasures, primarily because underestimating these multifaceted
threats by perceiving them merely as "less than warfare" is a profound strategic and
conseptual error (Bargaonau & Negrea-Busuioc 2024).

Several strategic documents have been prepared to strengthen the EU’s preparedness.
One of the latest central guidance documents is Sauli Niinistd’s (2024) report “Stronger
Together: Enhancing Europe’s Civil and Military Preparedness,” presented to the Euro-
pean Council in 2024. The report emphasizes that the EU and its member states’ capacity
to respond to crises must be comprehensive and systemic (Comprehensive Preparedness).
Its main objective is to ensure that the EU and its member states can continue to function
under all circumstances. This comprehensive preparedness challenge is at the heart of the
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report, referring to the need to strengthen Europe’s ability to protect its vital governmental
and societal functions against all potential threats and crises.

The principles of the Niinistd report should be reflected in future Preparedness Union
Strategy and the White Paper on the future of European Defence.

The EU faces a future characterized by complex and interconnected crises driven by
factors such as climate change, technological advancements, and geopolitical instability.
Increasingly intricate, transboundary, and cross-sectoral crises are anticipated. This neces-
sitates a shift from reactive management to proactive preparedness. Likely future threats
include climate-induced disasters, pandemics, cyberattacks, and geopolitical conflicts. The
European security landscape has changed dramatically, highlighting vulnerabilities and
risks. Therefore, a proactive, integrated approach to preventing and managing these threats
is required, necessitating the transcending of sectoral boundaries and the integration of
civil and military preparedness.

2.5 The Estonian Experience

During the Soviet occupation, classical civil defense dominated in Estonia, based on
the Soviet civil defense system. In September 1991, three weeks after the restoration of
Estonia’s independence, the government discussed the reorganization of the former civil
defense system and decided to create a new civil protection agency under the Ministry
of the Interior, the Rescue Board (Government of the Republic 1991). The Rescue Board
developed a draft civil protection law, which was adopted in June 1992. The law included
modern civil protection features, such as an all-hazard approach and a society-wide coop-
eration network, as well as several specific activities (training, early warning, evacuation,
supplies, etc.) (Civil Protection Act 1992).

In 1993, the process of a more modern crisis management approach began in Estonia,
and the implementation of the Civil Protection Act and the development of the field took a
back seat. In 2001, a new Emergency Preparedness Act was adopted, based on the concept
of crisis management, but it reflected most of the modern civil protection principles. The
law included an all-hazard approach and aimed to create society’s crisis management
capability, covering all hazards between peace and war. For years, the concept of civil
protection was overshadowed by the concepts and activities of emergency preparedness
and crisis management (Emergency Preparedness Act 2000).

The creators of the Emergency Preparedness Act intended for the organization of emer-
gency preparedness and crisis management measures to protect the population in both
non-military and military crises (Emergency Preparedness Act 2000). However, the focus
was only on peacetime crises. Even in the case of peacetime crises, the activities mainly
focused on the distribution of tasks among state institutions responsible for crisis manage-
ment, particularly in the case of so-called soft crises, and the perspective of protecting the
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population was sidelined. Measures directly related to military crises were mostly unde-
veloped. There were several reasons for this. The goals were ambitious, and there was
a lack of financial resources, as well as knowledge and experience, to implement what
was stipulated in the law. Perhaps not everything stipulated in the law was important. The
main issue was that there was no political or societal pressure to implement the measures,
primarily due to changed priorities and the security environment (Tross 2023a, b). “Due
to the reduction of military security threats and the need to build up basic capabilities
for national defense and internal security, less and less attention was paid to wartime
civil protection” (Civil Protection Concept 2018). In the years following the departure
of Russian troops in 1995, there was also optimism about the possibility of democracy
in Russia, and it seems that immediately after joining NATO, people felt safe under its
protective umbrella (Tross 2023a, b). This was reflected in the security threat assessments
and crisis scenarios of the time. The 2001 National Security Concept statement regarding
military risk: “Estonia does not see a direct military threat to its security now or in the
near future. The end of the Cold War has reduced the possibility of a military conflict
affecting all of Europe and also the risk of conflict in the Baltic Sea region.” (National
Security Concept 2001). The 2004 National Security Concept states: “The possibility of
a military conflict affecting all of Europe and also the risk of conflict in the Baltic Sea
region has been reduced to a minimum. Membership in NATO and the European Union
further reduces the military threat to Estonia.” (National Security Concept 2004). The
2010 National Security Concept places a strong emphasis on terrorism and its prevention.
In terms of security policy, it is emphasized that the state ensures the protection of the
population in emergencies, with the goal of enhancing risk communication and support-
ing voluntary activities (National Security Concept 2010). The threat assessments of the
time are reflected in sectoral documents. The concept for developing an early warning
system, approved by the government’s crisis committee in 2006, focused only on non-
military threats. For example, the use of sirens was only foreseen in companies handling
hazardous chemicals and their danger zones, as well as areas where dangerous cargoes
are concentrated (Rescue Board 2006). The Rescue Board’s crisis plan, completed in
2007, does include a separate evacuation annex, but it is stated that the document does
not address scenarios of military threats (Rescue Board 2007). The 2009 revision of the
Emergency Act further distances itself from the all-hazard approach and explicitly states
that the law does not regulate preparation for crises caused by military threats (Emergency
Act 2009).

The first clear sign of the need to adjust civil protection policy was Russia’s military
action in Georgia in 2008. In the following years, the goal of ensuring the organization
of civil protection was set in the documents of the Rescue Board. At the Rescue Board’s
vision conference in 2012, it was emphasized that historically, rescue and civil protection
activities have been combined in the Rescue Board, and an integrated civil protection
agency must be re-established to always protect the population (Tross 2012). The Rescue
Board’s 2015-2025 strategy, completed in 2014, emphasizes the cross-border problems
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associated with globalization, including armed conflicts and terrorism, which the rescue
field must address. One of the strategic goals is to transform the Rescue Board into a
proactive civil protection organization (Rescue Board 2014).

A significant impetus for updating civil protection policy was Russia’s annexation of
Crimea in 2014 and the war in Donbass that began the same year (Tross 2023a, b, p. 50).
The coalition agreement formed after the 2015 parliamentary elections in Estonia empha-
sized civil protection and informing and training people on how to act in crisis situations
(Coalition Agreement 2015). To implement this activity, a civil protection working group
force was formed, tasked with developing Estonia’s civil protection concept (Government
Action Program 2015). It was emphasized that the goal of civil protection is to raise the
awareness, skills, and preparedness of the population for possible crisis situations (includ-
ing terrorist activities and military conflict) and to ensure the protection of the population
through the cooperation of various institutions (Civil Protection Concept 2018). At the
NATO summit in 2016, national resilience requirements for enhancing civil preparedness
were agreed upon, and this was reflected in the 2017 revision of the Emergency Act (Tross
2023a, b). The law was supplemented with several important civil protection measures,
such as risk communication and the organization of large-scale evacuations (Emergency
Act 2017).

The 2017 National Security Concept for the first time defined the goal of civil
protection:

The goal of Estonia’s civil protection is to protect people, the environment, and property on
its territory in the best possible way during various human and natural emergencies, crises,
and wartime situations. (National Security Concept 2017)

On February 15, 2018, the government approved the Civil Protection Concept by a deci-
sion of the government cabinet meeting. The concept outlined ten measures aimed at
reducing the impact of crisis situations on people’s lives and health and preventing or
mitigating severe consequences as much as possible. The measures were supplemented
with their approximate implementation costs (Civil Protection Concept 2018). The lack of
a clear leading agency and financing were reasons why primarily teaching and risk com-
munication measures were implemented from the concept during 2018-2021, and even
these were not carried out consistently (Tross 2023a, b).

The COVID-19 crisis and the war in Ukraine, as well as the subsequent refugee
migration, demonstrated to Estonia that the impact of a crisis can be faster and more
unpredictable than society’s preparedness to cope with it. The changed security situation
does not only mean more attention to military defense; equally important is raising crisis
resilience, or resilience in general, within the state and society. Resilience here primarily
means the ability to withstand a crisis and, if necessary, adapt to a changed environment.
Coping with crises and the success of actions during them depend on the preparedness of
the entire society, meaning every stakeholder and sector must be prepared.
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Ensuring security and resilience in the state and society is a continuous, ongoing,
and purposeful activity. It must be reflected in the thinking, preparedness, actions, and
cooperation of constitutional institutions, executive power, local governments, businesses,
organizations, communities, and individuals.

Funding for civil protection and additional national defense was opened after Russia’s
full-scale military attack on Ukraine in the spring of 2022. The Estonian government
decided to strengthen rescue and demining capabilities in ensuring civil protection,
including large-scale evacuation, sheltering, chemical rescue, collapse rescue, demining
operations, and medical capacity. Funding decisions for additional capability development
and the strengthening of national defense were rapidly adopted in two stages: An initial
€340 million for military defense and approximately €40 million for strengthening broad-
based national defense, followed by a second tranche of €476 million euros for military
defense and approximately 46 million euros for strengthening comprehensive national
defense in the areas of civil protection and internal security (Government Security Cab-
inet 2022). For the first time, dedicated funding for the development of civil protection
measures was allocated through the 2022 supplementary state budget law and the 2023
state budget law.! The Ministry of the Interior and the Rescue Board identified six prob-
lematic work directions for the coming years: public awareness, early warning, sheltering,
large-scale evacuation, provision of critical services during wartime, and local-level crisis
preparedness (Ministry of the Interior 2022).

In February 2023, the Estonian parliament (Riigikogu) approved an updated national
security policy document, which states that the greatest security threat to Estonia is the
Russian Federation, and that this threat is existential and long-term. The military threat
to Estonia has also increased over the past year. The National Security Concept includes,
for the first time, all the key principles of modern civil protection. The goal of civil
protection is to increase people’s preparedness to cope independently in crises, defined
through an all-hazard approach aimed at protecting people in crises during both peace-
time and wartime. An important principle is the cohesion and collective effort of the entire
society, where all parties—individuals, communities, volunteers, entrepreneurs, local gov-
ernments, and state institutions—play a crucial role. The document also includes the
principle of task continuity, meaning that everyone performs their regular duties during
crises and wartime. Additionally, it is foreseen that the state budget strategy will ensure
continuous funding for the development of civil protection. (National Security Concept
2023, p. 2).

I The supplementary budget for 2022 allocated €17.4 million to the Rescue Board for the reinforce-
ment of civil protection and crisis preparedness. Furthermore, decisions made within the framework
of the state budget strategy (RES) for 2023-2026 provided an additional €33.8 million for the same
objectives. During the formulation of RES 2024-2027, a total of €10.7 million was allocated to the
Rescue Board for the execution of broad-based national defence tasks, of which €2.1 million was
earmarked for utilization in 2024 (Ministry of the Interior 2024).
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On February 22, 2024, the Republic of Estonia approved the civil protection goals and
action plan for the next four years, known as the Civil Protection 2.0 framework doc-
ument (civil protection policy), which follows the civil protection concept approved in
2018. While the previous concept focused mainly on natural or other civil crises from a
civil protection perspective, the updated view places significant emphasis on the popula-
tion’s coping, prevention, and protection in the event of a military crisis. Based on the
experiences of the war in Ukraine, traditional civil protection activities (public and local
government crisis awareness, early warning, risk communication, evacuation, sheltering,
etc.) have been supplemented with rescue and demining work, emergency aid and disaster
medicine, emergency social assistance, mental health and psychosocial support during a
crisis, and civil protection management. The civil protection framework document sets
goals for Estonia to move toward over the next ten years to ensure the functioning of
the state and the well-being of people even in the most extensive and demanding crises
(Civil Protection Framework Document 2024). Over the next four years, the state will
develop crisis awareness and self-sufficiency, early warning solutions, local government
crisis capabilities and the business continuity of institutions involved in crisis resolution
from a civil protection perspective (Civil Protection Working Plan 2024-2027 2024). The
crisis resilience of the population is a priority for Estonia’s European Union policy for
2023-2025 as well.

Comparing the 2018 and 2024 concepts, one of the most significant differences in risk
mitigation is the absence of planned targeted funding in the earlier document and the
planning of budgetary resources and/or the provision of guidelines for their planning in
the new document. For example, the goal of rescue operations in wartime is to ensure
the survival of human lives in accidents. The existing base budget does not allow for the
resolution of long-term large-scale crises and/or preparation for military crises. The expe-
rience in Ukraine has shown that more rescue equipment, protective clothing, machinery,
vehicles, etc. are consumed or destroyed in wartime. It is important to increase the conti-
nuity, autonomy, and supply security of the Rescue Board, as well as the awareness and
skill level of its personnel (Civil Protection Framework Document 2024).

In conclusion, the various events of the last six years have increasingly highlighted that
the existence of financial resources and the certainty that these are permanent resources
are the foundation for risk prevention and crisis preparedness. There remains a need
to increase the crisis resilience of the state and the population, with the focus directed
toward preparedness to respond to crises, and rapid assistance in the event of threats
crossing national borders, including requesting and receiving assistance in the event of
major security threats.

Currently, the Estonian government has focused on actively developing the field of
civil protection and allocating the necessary resources from the state budget for this pur-
pose. An important conclusion for the future, in the context of the Ukraine-Russia war, is
the continuous preparedness for crisis management and the implementation of measures
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to increase societal resilience, with the overarching theme being comprehensive prepared-
ness. This must be a broad, all-encompassing planning basis for the protection of people
in both peacetime and wartime. It is necessary to create societal cohesion and a collective
effort where cooperation with various partners plays a crucial role.

In the changed security environment and in the context of threat assessments, it is
necessary to act quickly and decisively (see e.g., National Security Concept 2023). It
is essential to find the broadest possible support in society for decisions, make critical
decisions, and implement them.

2.6 Conclusions and Recommendations

Transboundary crises represent a significant and evolving threat to the security and sta-
bility of the European Union, challenging its governance structures and necessitating a
fundamental reassessment of its security policy. While the EU has developed consider-
able crisis management capabilities, persistent weaknesses stemming from the complexity
of multi-level governance and the tension between national sovereignty and the need
for collective action hinder the realization of its full potential. The increasing frequency
and complexity of future challenges, ranging from climate change to cyber threats and
geopolitical instability, demand further strengthening of the EU’s security policy through
enhanced preparedness, coordination and resilience. By learning from past crises, fos-
tering cooperation among member states and international partners, and embracing a
comprehensive, whole-of-society approach to security, the EU can enhance its capacity
to effectively address the dynamics of transboundary crises and safeguard its citizens and
interests in an increasingly uncertain world.

Ensuring security and crisis resilience in society is a continuous, ongoing, and purpose-
ful activity. It must be reflected in the thinking, preparedness, actions, and cooperation
of constitutional institutions, the executive branch of government, local government units,
businesses, organizations, communities, and individuals. Against the backdrop of Nordic
initiatives, Europe is strengthening its civil defense” capabilities. It is likely that today’s
view of civil protection will be broadened to encompass the needs of civil defense.

The EU’s security policy must evolve to respond to the rapidly changing geopolitical
situation and emerging crisis threats. Key recommendations at the EU level include:

e Harmonization of Civil and Security Crises: Civil and security crises must be treated
as a unified whole to prevent crises and respond effectively.

2 In its broadest sense, civil defence constitutes non-military defence activities, while in a narrower
sense, it refers to the protection of civilians during wartime. In this form, it can be found within the
framework of total defence and various other national defence concepts, with the central tenet being
the protection of civil society from an armed adversary.
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¢ Enhancing European Crisis and Defense Preparedness: This includes strengthening
both civilian structures and military readiness.

e Strengthening EU-NATO Cooperation: To create a common security architecture and
ensure the unity of member states in security policy.

e Promoting a More Federal Approach within the EU: To reduce the divergence of
member states’ political interests and accelerate joint security decisions.

In conclusion, the EU’s challenges are linked to geopolitical changes, transboundary
crises, and the need to reform security policy. The Europe of the future must be stronger,
more united, and strategically prepared for various threats and crises.
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Abstract

In an era of heightened geopolitical tensions, ensuring chemical safety across the Euro-
pean Union presents a critical dilemma: Balancing the transparency required for public
safety and environmental protection with the need to safeguard sensitive information
from potential security threats. The SEVESO Directive mandates EU member states
to publicly disclose information about industrial sites handling hazardous chemicals,
fostering transparency, and risk awareness. Similarly, the TEIA Convention obligates
member states to consult neighboring countries on hazardous industrial activities with
potential transboundary effects. Hereon with Russia’s and Belarus’ accession to the
convention, this obligation takes on heightened significance, raising questions about
trust, transparency, the potential misuse of publicly available data, and the reliability
of cross-border information sharing in the current geopolitical climate. This chapter
explores whether public transparency remains the optimal approach for chemical safety
in the current security climate. It examines whether restricting access to sensitive data
could reduce vulnerability to malicious actors, while acknowledging the inherent vis-
ibility of large-scale industrial sites, which cannot be entirely concealed, even from
basic aerial surveillance. The chapter proposes a nuanced approach, advocating for
selective transparency and reinforced international cooperation mechanisms to ensure
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both public safety and national security in chemical risk management across the EU
and its neighboring regions.
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3.1 Introduction

Chemical safety is a critical concern in Europe due to the potential risks associated with
hazardous industrial activities. The chemical, petrochemical, and metal refining industries
play a crucial role in the European economy, yet they also pose significant safety and
environmental hazards. Accidents involving dangerous substances can lead to catastrophic
consequences, including explosions, toxic releases and contamination of water sources,
affecting human health, ecosystems and infrastructure. The need for strong regulatory
measures to prevent industrial disasters and mitigate their effects has been a longstanding
priority within the European Union (EU) and beyond.

Ensuring chemical safety requires a delicate balance between transparency and secu-
rity. Transparency is essential for public safety, as communities have the right to be
informed about potential hazards, safety measures and emergency procedures. However,
excessive disclosure of sensitive information—such as the locations, operational details
and hazardous substances stored at industrial sites—may inadvertently create security vul-
nerabilities. Hostile state or non-state actors could exploit public databases, open-source
intelligence (OSINT) and modern surveillance technologies to target critical infrastructure
for sabotage, cyberattacks or other forms of hybrid warfare.

To address chemical safety risks, the EU and the United Nations Economic Commis-
sion for Europe (UNECE) have established two key regulatory frameworks: the Seveso I11
Directive and the TEIA (Transboundary Effects of Industrial Accidents) Convention. This
chapter explores the complex relationship between transparency and security in chemical
safety regulation. It examines:

e The evolution of the Seveso Directive and its increasing emphasis on transparency,

e The TEIA Convention’s role in transboundary cooperation, as well as Russia’s and
Belarus’ historical involvement in its framework,

e The security risks associated with public disclosure in an era of hybrid warfare, cyber
threats and geopolitical instability,

e The legal and strategic challenges of restricting public information while maintaining
sufficient public awareness and regulatory oversight.
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By analyzing these aspects, the chapter seeks to answer a critical question: how can
Europe maintain high standards of chemical safety while minimizing the risks associated
with transparency in an increasingly complex geopolitical landscape?

3.2 Regulatory Frameworks for Chemical Safety in Europe

3.2.1 The SEVESO Directive

A series of major accidents in the European chemical industry in the 1970s led to long
discussions in the European Parliament on the need for regulation. Although most Euro-
pean Union member states had national systems in place for regulating hazards at that
time, it was still necessary to establish measures at the international level. The Seveso
Directives aim to regulate the activities of the chemical industry (Versluis et al. 2010).
Over the years, the Seveso Directive has been updated, and new requirements have been
adopted to reduce the likelihood of accidents and establish a higher level of protection
(Swuste and Reniers 2017):

e Seveso I directive (Council Directive 82/501/EEC of 24 June 1982)—minimum
requirements were set for harmonization, focusing on the handling of hazardous sub-
stances. The main requirements included, for example: The designation of a competent
authority; obligations for establishments (such as preparing documentation) and for the
competent authority to prepare an external emergency response plan; the obligation
to notify the European Commission of major accidents; and the maintenance of an
accident database by the European Commission.

e Seveso II Directive (Council Directive 96/82/EC of 9 December 1996)—this directive
supplemented the Seveso I Directive, for example: greater emphasis on domino effects;
an expanded list of hazardous chemicals; the introduction of two threshold quanti-
ties; the establishment of an inspection requirement; and the introduction of land-use
planning.

e Seveso III Directive (European Parliament and Council Directive 2012/18/EU, 4 July
2012; came into force on 1 June 2015)—completely replaced the Seveso II Directive.
The third directive is largely linked to the implementation of the CLP Regulation.
Several other amendments were made to the directive. This included modifications
requiring that information be provided to the public electronically; that authorities
share information with the public regarding major accidents; that public participation
be required in land-use planning; and that inspection requirements be expanded.

The Seveso III Directive applies to all European Union member states as it is a European
Union regulation. This means that all European Union member states must transpose
this Directive into their law. Estonia has transposed the Seveso III Directive with the
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Chemicals Act (Riigikogu 2015). Additionally, the Directive is also implemented in non-
European Union countries such as Norway and Iceland, as well as Canada and New
Zealand. The Seveso III Directive establishes a framework for preventing major accidents
involving hazardous substances and mitigating their effects on human health and the envi-
ronment. It aims to ensure a high and uniform level of protection across the Union through
consistent and effective measures (European Parliament and Council 2012). The Seveso
III Directive applies to approximately 12,000 industrial sites across the European Union
that store or handle chemical and petrochemical substances or conduct metal refining
processes (Holla et al. 2021).

The Seveso III Directive places strong emphasis on transparency by mandating pub-
lic disclosure of information regarding hazardous industrial sites. The Directive requires
operators and authorities to ensure that the public have access to the information, such as
information on safety measures and requisite behavior in the event of a major accident,
general information on major-accident hazards and on potential effects on human health
and the environment in the event of a major accident and the inventory of dangerous sub-
stances. Some information must be made available permanently and some upon request.
Furthermore, transparency is reinforced through active public participation in the land-use
planning process, thereby allowing communities to be involved in the decision-making
related to industrial site development (European Parliament and Council 2012) By foster-
ing greater openness, transparency helps to improve public awareness, preparedness and
engagement in decision-making related to industrial accident prevention and emergency
response.

3.2.2 The TEIA Convention

Since the early 1990s, the United Nations Economic Commission for Europe (UNECE)
has concentrated its efforts on preventing industrial accidents and especially their trans-
boundary effects in its region, which stretches from Canada and the United States of
America in the west to the Russian Federation and Central Asia in the east. Its work led
to the adoption of the Convention on the Transboundary Effects of Industrial Accidents
(TEIA Convention) on March 17, 1992. It was signed by 26 UNECE member coun-
tries and the European Union, and entered into force on April 19, 2000. It now has over
40 contracting Parties (United Nations Economic Commission for Europe). Estonia rat-
ified the TEIA Convention in 2000 (Piiriiilese Toimega To0stusdnnetuste Konventsiooni
Ratifitseerimise Seadus 2000).

The TEIA Convention aims at protecting human beings and the environment against
industrial accidents by preventing accidents as far as possible, preparing and responding
to potential inland industrial accidents that have the capacity to produce transboundary
effects. TEIA ultimately strives to protect nations and local people from the catastrophic
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impacts of these industrial accidents. The TEIA Convention fosters proactive international
collaboration among contracting Parties before, during, and after an industrial accident.

The TEIA Convention has three official languages: English, French, Russian. These
languages are used for official documents, communication, and interpretation within the
framework of the convention. The Russian Federation ratified the TEIA Convention in
1994 and Belarus in 2003 (United Nations Treaty Collection 1992). Both countries have
actively participated in activities related to the Convention. Their members have partic-
ipated in the work of the Bureau (United Nations Economic Commission for Europe)
and the Working Group on Implementation (United Nations Economic Commission for
Europe), but at present, their representatives no longer take part. It needs to be noted that
at the last meeting of the Conference of the Parties in 2024 (COP-13), a Belarusian mem-
ber once again applied for a position in the Working Group on Implementation (WGI), a
subsidiary body set up to address matters related to the implementation and development
of the UNECE Industrial Accidents Convention. However, no consensus was reached, and
a secret vote was held, resulting in the Belarusian member not being elected to the work-
ing group. (General Secretariat of the Council 2024) The TEIA Convention assumes that
all parties provide financial resources for the implementation of the workplan activities.
At the COP-13 meeting, an overview of financial contributions was presented, with Russia
notably absent from the report (United Nations: Economic and Social Council 2024). Rus-
sia has not contributed to the TEIA Convention since 2020. The COP-13 resources report
for 2023-2024 lists country-by-country contributions and shows the Russian Federation
with no entry, while the last documented payment is a July 2020 transfer of $250,000 to
a dedicated trust fund for a Central Asia project. (United Nations: Economic and Social
Council 2024).

The Seveso III Directive and the TEIA Convention both focus on the prevention of
major accidents involving hazardous chemicals and mitigating their consequences for
human health and the environment. However, the TEIA Convention specifically addresses
transboundary industrial accidents, emphasizing transparency and cooperation between
countries to ensure effective accident prevention and response. While the Seveso III
Directive applies to the European Union and its member states, focusing primarily on
national accidents, it does not explicitly cover transboundary effects. However, trans-
parency obligations require that affected countries be notified if a cross-border accident
is likely. In contrast, the TEIA Convention has a broader geographical scope, directly
addressing transboundary industrial accidents and fostering open information sharing and
collaboration among nations. Together, these frameworks strengthen industrial safety and
transparency, ensuring both regional and international protection against major accidents
while enhancing public trust and cross-border cooperation.
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3.3 The Geopolitical Dilemma: Transparency Versus Security

Hybrid warfare methods have become a widespread geopolitical tool, particularly in the
context of Russia’s efforts to destabilize the European Union (EU) and NATO member
states without direct military confrontation. Russia’s hybrid strategy includes cyberattacks,
disinformation campaigns and energy coercion, all aimed at exploiting vulnerabilities and
weakening Western cohesion. This has been formally acknowledged in joint statements
by the European Commission and NATO, emphasizing that countering hybrid threats is
now a priority in the EU’s security policy (European Commission & High Representative
of the Union for Foreign Affairs and Security Policy 2016; NATO 2024). One of the most
prominent elements of hybrid warfare is disinformation, which Russia has systematically
used to manipulate public opinion and erode trust in democratic institutions. For instance,
the EUvsDisinfo platform documented over 14,000 cases between 2015 and 2023 where
Russia deliberately spread false narratives targeting the EU’s stability (East Stratcom Task
Force 2023).

Russia, in its war against Ukraine, has demonstrated its willingness to attack civil-
ian infrastructure, causing extensive damage to critical service providers such as power
plants and district heating facilities (Kalniete and Pildegovi¢s 2021). These attacks are
strategically aimed at deepening societal crises, instilling fear, weakening resistance, and
disrupting emergency response operations. Such hybrid threats are increasingly recog-
nized as both societal and legal challenges, typically addressed by civil authorities rather
than military forces (Borch and Heier 2024). Given this pattern of targeting essential
infrastructure, there is a growing concern that industries handling hazardous chemicals
could become potential targets in future conflicts. A deliberate attack on chemical produc-
tion or storage facilities could result in toxic releases, contamination of water supplies,
and mass casualties, further exacerbating chaos and undermining public safety. A cru-
cial challenge in addressing hybrid warfare lies in the legal and strategic limitations
of international law. While hybrid operations may cause severe disruptions, they do not
always constitute an “armed attack” under international law, making military retaliation
legally complex (Krishnan 2024). This legal ambiguity allows Russia to operate in a gray
zone, where provocative actions escalate tensions without crossing the threshold of formal
warfare.

The academic world is particularly vulnerable to hybrid threats due to its openness,
commitment to academic freedom, institutional autonomy and extensive global cooper-
ation. According to EU documents, these characteristics make universities and research
institutions prime targets for foreign interference, disinformation and intellectual property
theft (The European Centre of Excellence for Countering Hybrid Threats 2024). However,
if openness and transparency make academia susceptible to hybrid threats, could the same
risks extend to broader regulatory frameworks, such as the Seveso III Directive and the
TEIA Convention? Both frameworks emphasize public disclosure and cross-border coop-
eration, particularly regarding hazardous industrial sites and accident prevention. While
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these policies are essential for safety and environmental protection, they may unintention-
ally create vulnerabilities by making sensitive industrial and chemical information more
accessible—not just to the public but potentially to hostile state and non-state actors.

This raises a critical security dilemma: how do we balance transparency and acces-
sibility with the need to safeguard critical infrastructure and research from foreign
manipulation or sabotage? As with academia, ensuring robust security measures, con-
trolled information access and international risk assessments may be necessary to prevent
hybrid threats from exploiting well-intentioned regulatory frameworks. That said, while
limiting public access to industrial data may seem like a security measure, it does not
eliminate the visibility of critical infrastructure. Refineries, chemical plants, and other
hazardous facilities cannot be hidden from modern surveillance tools, such as:

e Satellite Imagery and Aerial Reconnaissance: High-resolution satellite images are
widely available, providing detailed views of industrial sites.

e Drone Surveillance: Even commercially available drones can be used to monitor
infrastructure.

e Publicly Available Maps and Open-Source Intelligence: Platforms such as Google
Maps, OpenStreetMap, and other geospatial tools already make industrial sites easy
to locate.

Thus, even if public databases restrict certain details, key infrastructure remains iden-
tifiable. This raises the question: does restricting public databases meaningfully reduce
security risks, or does it merely shift the focus from open transparency to clandestine
surveillance by hostile actors?

34 Strategies for Balancing Transparency and Security
3.4.1 Selective Transparency

The Seveso III Directive requires operators and authorities to ensure that the public has
access to necessary information, but it also requires the classification and restriction of
certain types of sensitive information for security reasons. The main aim is to strike a
balance between the public’s right to know and the protection of critical infrastructure
that could be exploited for malicious purposes. There are different approaches.

In accordance with Article 21, Paragraphs 3 and 4 of the Seveso III Directive, the
European Commission has established two databases: one related to establishment data
(eSPIRS (European Commission JRCentre 2023)) and the other concerning past accidents
(eMARS (European Commission (n.d.))).
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e In eSPIRS, Member States are permitted to classify certain establishment information
as confidential and therefore not accessible to the public, for any reasons specified
in Directive 2003/4/EC of the European Parliament and Council of 28 January 2003
regarding public access to environmental information.

e In the public version of eMARS reports, do not disclose the location or names of
companies involved in accidents to prevent the database from being used for criticiz-
ing countries or companies or for legal proceedings. In a login-restricted view, the
authorized person sees that information.

In the Netherlands, a map application (Interprovicionaal Overleg) is in use that provides
an overview of hazards, including a specific map layer that displays the locations of
Seveso establishments along with some related data. The purpose of the risk map is to
enhance public awareness of environmental risks in their living areas. Another goal is to
assist specialists in preventing disasters and serious accidents.

In Canada, the database ECCC E2 Online Reporting System (Government of Canada
2022) is in use, in which company data is collected, including company locations, chem-
ical names and quantities, and other relevant information. The locations of companies are
also mapped. This is a portal accessible only to registered users, such as company employ-
ees and competent authorities. The database does not have a public view. In Croatia, the
PROT/OVPN register (Republica Hrvatska 2024) is in use and provides an overview of
companies and past incidents. The register has both a public view and a login-restricted
view. In Belgium, a dedicated website (Belgian Federal Government Seveso Risk (n.d.))
is available to the public, providing information about Seveso establishments, competent
authorities, and guidelines on how to act in case of an accident. The website also includes
a map application showing the locations of the establishments and a list of them.

3.4.2 Strengthening Cross-Border Trust and Cooperation

According to Article 23 of the TEIA Convention, the member parties must report period-
ically on the implementation of the convention. To assist all the parties in the completion
of the reporting on implementation, they can use the countries’ reports that were submit-
ted during the previous rounds and which can be found on a special password-protected
webpage. (UNECE).

Additionally, a dedicated website (United Nations Economic Commission for Europe)
has been created, which acts as a repository for good practices reported by the committed
parties and countries in their national implementation reports. This includes additional
good practices identified by the WGI through its analysis of those reports and other
communications. An e-tool has also been created under the leadership of the Russian
Federation, which is based on a document (United Nations Economic Commission for
Europe 2014) “User-friendly version of the Benchmarks for the implementation of the
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Convention on the Transboundary Effects of Industrial Accidents.” It has been developed
to provide the focal points of beneficiary countries with a tool for the automatic, indepen-
dent evaluation of the implementation of the convention’s provisions and to offer an easy
way to create a self-assessment report. The WGI has also discussed the idea of creating
a list of cross-border impact establishments.

3.4.3 Case Study Examples from Estonian Enterprises

Information about Seveso and non-Seveso sites can be found from the map application
(Fig. 3.1) of the Land and Spatial Development Board (Maa-ja Ruumiamet 2025). The
data owners are the Estonian Rescue Board and the Consumer Protection and Technical
Regulatory Authority, and it is based on the establishment’s documentation (such as a
risk assessment). The data have been made public through spatial data (Kuusik 2025).
The purpose of the map application is to inform the public and the people at risk, and
to provide information to various authorities which are related to risk analyses, spatial
planning, and preparedness planning. The following information has been made available
to the public: the name, type, address, activity of the organization, information about
domino effects and affected sites, the nature of the main danger (toxicity, heat radiation,
overpressure, promoting combustion), chemicals, leaflet address (Seveso-only sites), dan-
ger zones, and coordinates. Estonia has published a publicly accessible list of Seveso
sites (Kuusik (n.d.)) and an external emergency response plan (Kuusik 2025) providing
essential information on hazardous establishments and preparedness measures.

In Estonia, a discussion took place in 2022 regarding whether the public availability
of such data in its current form aligned with security considerations. It was debated that
access to the map application could be restricted by requiring user identification (e.g.,
login via an ID card), thereby ensuring oversight of users and limiting access to Estonian

Fig.3.1 Overview of the map application of the Land and Spatial Development Board: Map extract
as of 26.02.2026 from the map application "Hazardous Facilities, Water Supply, Water Safety". The
left side displays the interactive map, where users can locate both Seveso and non-Seveso sites. On
the right, detailed information about a selected organization is presented
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residents. However, it was also acknowledged that, under the Seveso III Directive, estab-
lishments with a high risk of major accidents are required to publicly disclose information
electronically about potential risks, safety measures, and recommended actions in case of
an incident. Ultimately, a publicly accessible version of the data was maintained, albeit
with certain restrictions: information on chemical quantities is no longer disclosed, and
for pyrotechnic and explosive activities, details on operations and specific chemicals are
not provided.

3.5 Conclusion

Chemical safety in Europe operates at the intersection of public transparency, regula-
tory oversight, and security concerns. The Seveso III Directive and the TEIA Convention
have played a vital role in preventing major industrial accidents, improving emergency
preparedness, and ensuring public access to safety-related information. However, the
increasing complexity of hybrid threats, geopolitical tensions, and technological advance-
ments have raised new challenges in balancing open information sharing with the need to
protect critical infrastructure from potential misuse.

One of the key dilemmas in modern chemical safety governance is the tension between
transparency and security. On the one hand, public disclosure of industrial hazards
enhances community awareness, risk preparedness, and regulatory accountability. On the
other hand, excessive transparency may expose vulnerabilities, particularly when deal-
ing with strategic infrastructure that could become a target for cyberattacks, sabotage or
geopolitical exploitation. The Seveso III Directive, for example, mandates public access
to safety measures and hazardous substance inventories, a policy that strengthens indus-
trial safety but also raises concerns about security risks in an era of heightened global
instability.

While restricting public access to industrial data might seem like a viable solution
to mitigate security threats, it does not eliminate the visibility of critical sites. Modern
surveillance tools, including satellite imagery and drone reconnaissance, make it virtually
impossible to conceal chemical facilities from potential adversaries. Belarus and the Rus-
sian Federation remain Contracting Parties to the TEIA Convention, with the attendant
rights to participate in its institutions. At the same time, Belarus’s 2024 candidacy for
the Working Group on Implementation was not elected, and the Russian Federation has
not made a financial contribution since 2020. Against this backdrop, it is prudent to fore-
ground a governance risk: information-sharing arrangements designed for cross-border
safety (e.g., hazard notifications, inventories of hazardous installations, mutual-assistance
planning) may become vulnerable to strategic instrumentalization under adverse geopo-
litical conditions. The point is not to allege misuse, but to make explicit that TEIA’s
cooperative data flows require proportionate safeguards (access control, auditable use,
reciprocity rules, and clear redress mechanisms) to protect their safety purpose without
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eroding international cooperation. As international trust becomes increasingly fragile, reg-
ulatory bodies must reassess the security risks associated with cross-border transparency
obligations.

Moving forward, chemical safety governance must evolve to address these emerging
challenges. Potential solutions might include refining selective transparency policies, such
as implementing tiered access models where public safety information remains available
while sensitive operational details are restricted to verified authorities. Additionally, data
classification frameworks within eMARS and eSPIRS, as well as national databases to
prevent unintended information exposure. Security-driven resilience measures could also
be enhanced by investing in cybersecurity protections for industrial facilities, particularly
intrusion detection systems and industrial control systems security. Cooperation between
regulatory agencies and intelligence services could be increased to mitigate hybrid threats
targeting industrial sites. Information-sharing protocols within TEIA to ensure that geopo-
litical tensions do not compromise industrial safety cooperation, and developing regional
security frameworks that address the intersection of transparency obligations and critical
infrastructure protection to strengthen international trust and risk management.

The future of chemical safety governance will depend on striking a balance between
public right-to-know policies and the necessity of safeguarding industrial infrastructure.
The Seveso III Directive and TEIA Convention have established robust safety standards,
but as geopolitical risks evolve, policymakers must ensure that regulatory transparency
does not inadvertently expose Europe’s chemical sector to new forms of security threats.
The next phase of industrial safety policy must be guided by a nuanced approach that
upholds public safety, regulatory accountability, and national security in equal measures.
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Abstract

Recognition of the growing number of threats to both the well-functioning of the state
and its individual resident’s well-being has led many countries to identify and develop
novel means for societal resilience-building as central components of any risk man-
agement programmes. In keeping with more general trends towards technologically
and digitally enhanced states, digital and ICT solutions are widely seen as a suitable
development path. Where the goal is to boost resilience through increasing crisis pre-
paredness, any means introduced must reach as wide an audience as possible to be
effective; thus, accessibility is a central consideration in their selection and develop-
ment. This is reflected in the increasing popularity of relatively simple digital means
such as web pages, social-media profiles and applications. Even if the introduced tools
are sufficiently accessible and suitable in other ways, however, if they are to fulfil their
purpose, and indeed, not undercut societal resilience, they must still be adopted for
use across the relevant social groups. This chapter explores this problem of adoption
or uptake and the various concerns, including security concerns that it raises.
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4.1 Introduction

Risk management and crisis management concerning societal threats have long been fun-
damental aspects of building state resilience. However, faced with growing geopolitical
tensions, new security challenges, the rise of climate-change-triggered extreme weather
events and the experience of a global pandemic, many states are developing new risk and
crisis management measures and programmes. These programmes typically include mea-
sures to enhance societal resilience, whereby the aim is to prepare the members of society
for identified possible crisis situations and enhance the capacity of society to continue
functioning during them (i.e. build social crisis preparedness).! Information and technol-
ogy tools (ICT) are at the core of many of these initiatives. Yet, more action is called
for, especially in Europe (Niinisté 2024). In this regard, the European Electronic Com-
munications Code (Directive 2018/1972) established in 2018 required states to develop a
cell-broadcasting-based public warning system by 2021. By the beginning of 2024, how-
ever, several countries were still only in testing and launch phases (EENA n.d.), while
an EU-wide plan for further crisis preparedness was only introduced in 2025 (European
Commission 2025).

Crisis management refers to an entity’s capacity to respond to crises when they hap-
pen and are ongoing. ICT introduced for this purpose ranges from complex censoring
technologies to automated systems for searching for survivors and identifying (invisi-
ble) hazards at disaster sites to Internet of Things devices that can be used for real-time
monitoring.> Cellular alert systems are also common solutions due to the robustness of
the underlying infrastructure.’ Simple web-based means can also be an effective compo-
nent of crisis-response, as they provide efficient, accessible channels for sharing real-time
data and information with the public—e.g. information about evacuations, shelters, and
so on—as can the dissemination of more general guidance materials (Santos-Reyes and
Beard 2011). A good example of the latter is how effectively ICT means have been used
to communicate essential security information to the public during Russia’s full-scale
invasion of Ukraine (Zarembo et al. 2024).

Tt is worth noting that, understood this way, societal resilience is a wider concept than civic
resilience, which focuses more specifically on the crisis resilience of civil infrastructure and civil
dimensions of the state—i.e., processes and functions such as healthcare that formally support state
functioning in times of crisis, including during the time of war (NATO 2024).

2 The author acknowledges that different countries across the world develop and adopt distinct satel-
lite and cell broadcast means for up-to-date information sharing and public warning. Due to these
services using distinct infrastructure, demanding different type of commitments, and being primar-
ily used as a means of crisis management, this chapter will not consider the implementation and
public adoption concerns that might emerge with these technologies. For a fuller discussion of these
aspects, see Goniewicz and Burkle (2019).

3 Indeed, whilst the device settings might differ, as does who has access to the messages, services
that use mobile broadband and/or location to send push notifications do not demand prior installation
of an app or signing up to a service from the users.
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Risk management encompasses any activity that entails planning for and mitigating
different (crisis) scenarios that might occur in the future. The aim of risk management
is, therefore, to enhance societal preparedness for possible crises by being sufficiently
prepared to respond to unforeseen events. One aspect of this (and where risk management
and crisis management overlap) is building the capacity to keep any relevant services
or processes operating as smoothly as possible, even during the event. Just as important,
however, is ensuring that the public are properly informed and educated. Similarly to crisis
management, ICT tools as information channels have become common, with custom-made
or customised apps, web pages, and public profiles for the relevant institutions on popular
social media platforms all widely used for this purpose. Examples include rescue services
using Meta or X profiles and the designated “Kyiv Digital™* or “Ole valmis!™ introduced
by Ukraine and Estonia, respectively. Despite the broad range of means that have been
introduced in the EU, however, analysis has also shown that the systems currently in place
still require improvement as well as more frequent testing (Niinisto 2024).

The following discussion is concerned principally with risk management. It focuses
on some of the simpler ICT tools that can be incorporated into risk management proce-
dures as a means to disseminate public information about measures that can be taken to
increase societal resilience, including crisis preparation means, and for enhancing public
awareness of possible threats, early warning systems and alert procedures. These kinds of
tools are especially suitable for public risk management because of their ease of use and
accessibility. Despite these strengths, however, it cannot be assumed that there will be
broad public adoption of any such tools introduced and, crucially, it must be considered
whether increasing dependence on such means can actually contribute to undermining
public awareness and preparedness-raising efforts.

The aim of this chapter is to draw out and help understand the opportunities and
potential negative effects of adoption. To do so, it draws on recent research to provide a
theoretical overview of the general concerns that come with implementing digital tools
and (online) means in risk management—especially those used as public information
channels regarding crisis preparation—and situates the issue of uptake within this.®

The general takeaway of the discussion is that overreliance on ICT tools and online
applications in risk management can lead to serious security concerns at the levels of soci-
etal resilience, safety and individual well-being. Mitigating these concerns thus demands
critical assessment and understanding of when and in what form ICT means are suitable

4 “Kyiv Digital” is a multifunctional Ukrainian application for residents of and visitors to the capital
that was launched in 2021 and has been customised following the outbreak of the war to provide, for
example, information about air alerts.

5 “QOle valmis!” (Be Prepared!) is an Estonian mobile app that provides instructions for preparing for
different (crisis) situations, e.g., in the event of a power outage, natural disaster, or the disruption of
vital services.

61t is worth noting that these concerns also apply to the use of similar technologies in crisis man-
agement. For example, the use of mobile applications (with push notifications) or sharing relevant
information on official social media accounts.
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for risk management and raising resilience through crisis preparedness, as well as iden-
tification of any associated risks—both in general and with specific means. The more
specific takeaway is that—though ICT means are generally seen as efficient and suitable
for societal crisis preparedness on a large scale—it is crucial that there is sufficient public
adoption of any means introduced, as well as that it is possible for all of the population to
use them. If either of these goals is not secured, the utility of any means introduced will
be greatly reduced, and so dependence on them can prevent both individuals and society
from being sufficiently prepared for crises. Crucially, though, efforts to meet both goals
can be hindered in a number of ways. Direct attacks on infrastructure are, of course, a
major source of risk. Yet, there are other concerns that can also play a role and which
have received less attention. A number of these will be discussed in this chapter.

The issues discussed in this chapter emerge from the broader phenomenon of digi-
talisation and the increasing dependence on ICT at a global level. Given that scope, the
discussion is not focussed on any specific state. Before moving on, then, it is important to
recognise that the precise nature of the concerns faced by specific states will always dif-
fer, depending upon factors such as the socio-cultural acceptance of technology, economic
welfare, and so on.

The discussion is divided into three sections: Sect. 4.2 explains the context, motivation
and scope of the chapter’s topic; Sect. 4.3 discusses the two dimensions of risk—users
and services/products; Concluding Sect. 4.4 suggests some methods for mitigating the
risks described in Sect. 4.3.

4.2 Context, Motivation, and Scope

4.2.1 The Digitally Enhanced State and Society

The rapid development and adoption of digital tools, i.e. digitalisation, at all levels of
society has led to a situation where the majority of formal as well as informal societal
functions and processes are, in one form or another, supported by digital tools. Although
the precise level of adoption is contingent on various factors such as societal openness to
new technology, the accessibility to territory and what can be afforded, the phenomenon
is experiencing accelerated growth, catalysed by the COVID-19 pandemic (Grinin et al.
2022) and commercial generative Al solutions (Kelley et al. 2021; Roberts and Cand
2024).

As digital technologies have come to enhance both the everyday lives of individuals
and state functioning, it is important to recognise that it is both modern society and
the modern state that are becoming digitally enhanced as a result. This encompasses
governance, both public and private sectors, and many societal interactions. One aspect
of this is how digitalisation can enhance and facilitate the interactions between a state and
its residents. For instance, digitalisation can make bureaucratic processes easier to access,
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e.g. online tax declarations or applications for benefits; it also provides new means with
which the state can inform and monitor its residents more effectively, e.g. COVID-19
tracing apps. Such enhancements can, in turn, potentially increase the state’s capacity to
fulfil the expectation/responsibility of ensuring—and even enhancing—the well-being of
the individual.

The other side of this process of digital enhancement, however, is digital dependence.
Gregersen et al. define this at the individual level as “a non-voluntary dependence on
digital devices and platforms for social interactions across all spheres of social life”
(Gregersen et al. 2023, p. 973). Following this, digital dependence at the state level might
be described as a necessary dependence on digital devices and platforms across all spheres
of state functioning and all spheres of societal functioning. Increasing digital dependence
across these two spheres, however, generates two broad areas of risk: possible threats to
the underlying ICT infrastructure and possible threats associated with the adoption and
use (or uptake) of digital technologies.

The threats to services and infrastructure, and how they can undermine societal func-
tioning, have been widely discussed. ICT infrastructure consists of both physical objects
and virtual services (Sachs 2004; Thedéen 2006). These are vulnerable to damage caused
by accidents, extreme weather conditions, human error, incompatibility between tech-
nologies and various other factors. Importantly, the increase in societal dependence on
digital solutions has also made ICT infrastructure a target for intentional and purposeful
efforts to compromise the systems’ functioning. This has, for one, attracted malicious
activities aimed at financial or ideological gain, e.g. sabotage and cyberattacks. At the
same time, the means for exploiting the risks inherent in digital dependence have also
become part of the hybrid warfare toolkit that can be used to systematically undermine
the functioning of the state itself. Within the context of current geopolitical tensions,
Russian and Chinese efforts to exploit the EU’s digital dependence offer a good example
of this. As in other domains, direct attacks on infrastructure can be employed to under-
mine any systems in place as a part of risk management programmes and, consequently,
weaken societal resilience by way of societal crisis preparedness—or even to create a
crisis situation directly.

Though the infrastructural risks have received much discussion, there is another, less
discussed aspect to digital dependence that also raises significant concerns with respect
to risk management—technological path dependency (Puffert 2004). The concept of path
dependency is grounded in the economic constraint that, when carrying out any policy or
plan involving technology, a specific technological path must be chosen, and once chosen,
the continuity of that technology must be ensured. In the context of the digitally enhanced
state or society, path dependence is grounded in the ways that ICT tools and services are
deeply embedded into the functioning of both the state and society and, consequently,
the ways in which both state and society become dependent on the continuing provision
and updating of such services. That is to say that once the methods of providing services
are chosen, keeping those services operating becomes an imperative for the state. Insofar
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as this happens under the conditions of limited resources, the possibility of developing
alternative solutions therefore becomes severely restricted. This dependence on one path
chosen raises two core concerns. First, the sustainability of the path depends on the avail-
ability of the tools and services needed to ensure continuity. Second, once a path has
been chosen, it is necessary that that path is accepted and adopted by all relevant parts
of society, which then requires that the necessary ICT resources for providing the given
services are available to all relevant parts of society. Thus, any gap in the resources nec-
essary for sustainable service provision or a shortfall in acceptance of the chosen path
can undermine whatever services the state provides. It may also engender ill-feeling and
distrust towards the particular parties that instigated the installation of the ICT tools and
services in question.

4.2.2 Risk Management, Societal Resilience and the Importance
of Path Acceptance

Risk management can be undertaken in smaller- or larger-scale units. Societal resilience,
in this regard, is the largest unit to which risk management practices are applied.

The importance of societal resilience is twofold. On the one hand, society, more so
than any specific organisation, institution or specific group of people, is a complex sys-
tem, entailing many greatly differing processes. To enhance the resilience of a society
as a whole, therefore, it is necessary to recognise that all society members—as a part
of one of these different processes—need to recognise their contribution to the overall
resilience of the society and act accordingly. On the other hand, society consists of dis-
tinct individuals who differ in age, gender, beliefs, skills, experiences and many other
categories, and every one of them is a contributor to the well-functioning of the society.
Since this last consideration includes societal resilience, therefore, the societal resilience
of individuals is of central importance to societal resilience at the largest unit of scale.
And since every individual fits in many categories, the full range of those categories must
be accommodated to ensure their resilience.

It is because of the importance of individual resilience, then, that public technological
path acceptance—and especially the adoption of relevant technologies among the relevant
parts of the population—is central to risk management in the digitally enhanced state.
For, to the extent risk management becomes dependent on ICT tools—especially for risk
management communication—individual resilience will also become dependent on those
tools. Thus, if those tools are not adopted, societal resilience will be compromised.

Having given a general overview of the importance of technological path acceptance
and adoption to risk management with respect to societal resilience—and why this should
be a concern—the next section will look at two more specific areas of concern when it
comes to the use of ICT solutions: concerns relating to the users and concerns relating to
the service providers.
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4.3 Concerns with Dependence on ICT Tools and Means
4.3.1 Users and Adoption-Related Concerns

The key point in the following discussion is that individual engagement with any means
of risk mediation is mostly a matter of voluntary choice. There are some exceptions—
for instance, early warning and crisis management tools can include location- and mobile
network-based push notification systems. And as these systems have become crucial com-
ponents of ensuring individual well-being in crises situations, the relevant tools are often
“enforced” upon the population by the state. Still, these are exceptions, and voluntary
initiatives remain the rule. Reflecting that, many state and relevant institutions have made
significant efforts to develop online tools that can help residents better understand and
recognise the kinds of threats that can lead to a crisis. Threat education often also includes
providing instructions on how individuals (and small social units such as families) can pre-
pare for crisis situations so as to be self-sufficient during the crisis as much as possible.
Whatever effort is put into providing these resources, however, it is still necessary for
individuals to adopt and use them. This extends to any technologies necessary for that.
Yet, while this requirement hardly goes unrecognised, it seems to be widely assumed that,
in a digitally enhanced state, it will be met as a matter of course—as, for example, with
the, in retrospect, grossly inflated expectations concerning the adoption rate of COVID-19
mobile applications in the US (Li et al. 2021) as well as in the UK and mainland Europe
(Sujarwoto and Maharani 2023) at the height of the pandemic. Technology acceptance
research, however, has long emphasised that perceived usefulness as well as perceived
ease of use are crucial for any technology adoption, alongside contextual social factors
and individual attitude (Davis 1989) (For contemporary discussion on technology use for
democracy, see Ceccarini et al. (2023)).

4.3.2 The Four Phenomena Hindering ICT Adoption

The assumption of adoption, then, is challenged further by research into ICT use that has
identified four phenomena of modern digitalised processes that could plausibly hinder
the adoption of novel technological means to building societal resilience—no matter how
digitally enhanced the state is.

Firstly, the move by many risk management-related institutions to use custom apps,
websites and social media websites as public information sources marks a departure from
more traditional hierarchical approaches to risk communication. This allows for infor-
mation dissemination to be decentralised, including enabling users to contribute to the
information field (Kar 2016). There are clear benefits to this approach, yet opening con-
tributions up in this way also gives rise to several areas of concern. One problem is that
the information users provide may not come from verified sources and, correspondingly,



42 J. Puusalu

may include misinformation (Aven and Thekdi 2022; Mayorga et al. 2020; Pennycook
and Rand 2021). Insofar as individuals might believe this misinformation, as Newman
et al. (2022) point out, they may become vulnerable to harms that, if they engaged with a
more hierarchical system, they would be more aware of. Another related problem is that
any social media platforms and apps that are publicly open might also attract malicious
actors interested in identifying and exploiting the particular vulnerabilities of any target
community or society (Zarembo et al. 2024). Allowing user contributions may raise the
possibility that the information that would help such actors achieve those goals would be
shared and accessible to those actors.

A growing awareness of these problems with the mixed quality and veracity of infor-
mation that can be encountered online may help with these issues. Yet it remains often
difficult for individuals to distinguish between good information and misinformation or
to separate the genuine contributor or source from the fraudulent one. Correspondingly,
there are and remain many people who prefer not to engage with the relevant communi-
cation platforms and apps for the sake of safety—even as, and indeed because, they have
become more informed about the risks.

Secondly, as well as trust in the information provider, the success of awareness-raising
programmes, as well as the likelihood that people will follow the guidance provided,
also depends on individuals frusting the state directly when it comes to doing its part in
ensuring their individual well-being. As Wong and Jensen explain:

If the public trusts the authorities to fulfil their duty of care, the persuasiveness of risk informa-
tion will be higher, the public will be more accepting of risks and uncertainties, and discursive
conflicts will be significantly reduced (Wong and Jensen 2020, p. 1).

However, as the introduction of COVID-19 safety measures demonstrated, gaining trust
involves striking a fine balance, where individuals need to recognise the validity and rel-
evance of the measures implemented while being confident that the state will not use
them in inappropriate ways and will lift them when they are no longer relevant. The
positive side of this equation was evidenced by a study by Fischer et al., which found
that “if people perceive that they will receive relevant, accurate, and timely warnings,
they are more likely to use a warning app and comply with the information received”
(Fischer et al. 2019, p. 642). The failure to achieve sufficiently widespread adoption of
contact tracing apps introduced during COVID-19 illustrates the other side, with indi-
vidual concerns about data security, and trust in the state to satisfy these concerns,
considered to be significant causes of that failure (White and van Basshuysen 2021).
Cultivating trust thus depends upon making the right judgements about any measures
introduced. Over-implementation and over-use might hinder future uptake because the cit-
izens deemed the measures introduced before to be irrelevant or intrusive (Sorell 2023).
Under-implementation may lead them to lose confidence in the state’s capacity to fulfil
its duty of care.
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Thirdly, given how significant a part of many people’s daily lives technology has
become, the suggestion that one needs to engage with another digital venue—even for
the sake of enhancing one’s own preparedness for crisis—might have a reverse effect. For
instance, the conditions of so-called technostress (from work or study environments) can
also spill over to other fields of life, e.g. personal well-being (Batta and Kar 2023; Chen
and Muthitacharoen 2016), while cognitive overload from too many information streams
can lead to a decreased capacity to process information (Arnold et al. 2023; Yu et al.
2023). In either case, this may result in a lack of enthusiasm or interest in engaging with
any technology-based risk-management resources provided by the state.

The fourth concern is the most pressing and likely to be the largest contributor to any
discrepancy between the digital path taken and society’s uptake of the relevant technolo-
gies: the digital divide. As noted before, the adoption and use of online means in digitally
enhanced states is something that is often taken for granted, and the future vision is usu-
ally that this will increase. However, there are in any society people who either cannot
use or access the relevant digital technologies—due to a lack of skills, access to the tech-
nology, access to an Internet connection, and so on—or do not want to—for ideological
reasons, for example. Because this digital divide is unlikely to disappear, therefore, the
more communication with the state, as well as awareness raising, is funnelled through
digital and online channels, the more essential information those society members on the
wrong side of that divide will miss. By streamlining the communication channels in such
a way then, some people will be in a vulnerable position from the get-go. If that threat is
neglected and the equal importance of those groups’ preparedness is overlooked, instead
of increasing societal resilience, it may be that further security threats are introduced.

A further dimension of societal resilience in digitally enhanced states is digital
resilience—that is the resilience of the digital services, tools and devices that the state
and society have come to depend upon (Wright 2016). The next section discusses various
challenges states can face with regard to this as an aspect of societal resilience.

4.3.3 Technology Use and Accessibility-Related Concerns

States differ in the resources—physical as well as economic—they have available to build
an ICT infrastructure that could support any digital tools that might help enhance social
resilience and preparedness for crisis. One consequence of this is that states may have
to rely on private companies (including global ones) and solutions (Breaugh et al. n.d.)
to provide relevant services. Moreover, it can be assumed that the smaller the state and
scarcer the resources, the more they must rely on private entities for the development
and maintenance of ICT resources. In regard to this concern, Europe is upping efforts
to gain technological sovereignty (Bauer and Erixon 2020) in response to its recognised
high level of dependence on foreign technological input (Edler 2024). Another reason
states might be attracted to solutions provided by private companies is if those services
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have already become established as popular among the groups relevant to the state’s risk
management approach (e.g. as with official use of Twitter (Panagiotopoulos et al. 2016),
Facebook (Lwin et al. 2018), Weibo and WeChat (Feng and Umaier 2023), and TikTok
(Zhang et al. 2024). However, attempts to streamline risk management by adopting pri-
vate, global services (including popular ones) can raise problems with regard to continuity,
accessibility, and the actual utility of the tools they provide.

As far as continuity goes, a dependence on either custom-developed or customised
application-based solutions may become problematic down the line due to the inevitable
need for operating systems and applications to be updated. Updates are necessary to
ensure that both operating systems and applications remain secure and, relatedly, to ensure
user safety and privacy. However, every new update also brings changes to how operating
systems and applications interoperate and how they do so securely. When it is the oper-
ating system that is updated, it is very often the case that the relevant applications must
also be updated if they are not to become incompatible and, due to that, unusable or dys-
functional. Whenever a state provides any services via custom/customised applications,
therefore, the digital resilience of the state becomes dependent on the developers’ long-
term commitment to ensuring continuing compatibility with the latest operating system
updates.

Similar concerns arise from the longer-term direction of technological progress as it
applies to both operating systems and the underlying technologies that support any such
systems. Every generation of an operating system will at some point be gradually phased
out (including, eventually, the cessation of security updates) and replaced with a newer
one. If an application used in a state’s risk management approach is only compatible with
a specific operating system or specific technologies any utility it might offer will at some
point disappear. Having noted this concern, however, it is worth emphasising that it is
less often the case that applications are tied to specific generations of operating system or
technology to this extent than some other solutions are tied to underlying technologies.
Hence the principal concern with regard to continuity remains the support needed to
maintain up-to-date compatibility.

When it comes to accessibility, depending on external private companies and the ser-
vices they provide to enhance or maintain societal resilience is also a gamble. The social
media platform X (previously known as twitter.com) offers a telling example of this
and how access issues can emerge suddenly and in a way that is entirely out of the
state’s hands. Twitter had long been a popular social media platform among public insti-
tutions and socially relevant movements as a key part of their online presence. During
the COVID-19 pandemic, it was not uncommon for public institutions to use their Twit-
ter profiles for risk and crisis management purposes as public information channels. At
this time, the platform was not only widely adopted but entirely free of charge to users
and, crucially, accessible to people who did not have user accounts. Following Twitter’s
change of ownership in 2023 and its rebranding as X.com, however, this changed, with
some features of the platform being made paid only and, most significantly, full access to
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profiles now requiring a user account. These changes in accessibility therefore compro-
mised the approach of institutions who were using the platform to share information with
the public, or of users who had adopted it as an information source.

A related problem with using other organisations’ platforms as public information
channels means that the information provider is subject to the rules imposed by those
organisations on how the platform is used. In particular, the organisations that provide the
platforms are the ultimate gatekeepers when it comes to what information is shared on
those platforms and—though subject to local regulations—they have the power to decide
who or what can post on the platforms. These decisions can be influenced by the plat-
form owners’ views, local political interests, and actors and so on. Due to the subjective
nature of this control mechanism, therefore, the rules and access conditions that institu-
tions must operate within can easily change in a way that states cannot directly manage.
This problem is exacerbated when the platforms used are global as well as provided by
global private companies and so may be influenced by actors and concerns otherwise
entirely disconnected from the local population who are the intended recipients of the
risk management information. Due to that, institutions that are responsible for providing
public safety-related information may lose the ability to post to the platforms they use
as information channels even though their function is a politically neutral one. Indeed,
this possibility has arguably become a reality in 2025 under the new administration in the
USA (where the major platform operators are based), as represented, for instance, by the
wide application of newly introduced prohibitions against diversity, equity, and inequality
(DEI) programmes (The White House 2025). In January 2025, for example, The Cen-
ters for Disease Control and Prevention (CDC) were required to withdraw publications
containing any of a list of terms associated with DEI movements (gender, LGBT, biolog-
ically female), as well as temporarily taking down critical safety information associated
with that work previously available online (Incorvaia 2025).

4.4 Mitigating Concerns

While novel ICT means might be relatively easy to develop and ICT solutions might offer
relatively easy means with which to enhance societal resilience and crisis preparedness,
the factors that might affect path acceptance and adoption need to be assessed alongside
the uses and opportunities they offer. And indeed, there is evidence that in different coun-
tries societal attitudes vary when it comes to technologically enhancing state services, in
general and with respect to societal security (Kaun et al. 2024). A survey conducted by
Kaufhold et al. (2020) between 2017 and 2019 in Germany, which by then had already
developed several crisis information applications, found that while people with experi-
ences of apps did consider these to be useful tools, radio, TV and communication with
other people as well as directly approaching rescue services remained more popular as
information sources.
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Furthermore, the positive attitudes towards the relevant apps and actual usage showed
discrepancies—i.e. the support for state-provided apps was higher than the actual usage of
those already introduced (Kaufhold et al. 2020). This attitude—a technological positivism
that is not correlated with the acceptance and adoption of the available technologies—
is also well illustrated by the fate of several contact tracing apps developed during the
COVID-19 pandemic. For example, despite initial optimism, Estonia’s HOIA app failed
to reach the necessary population-wide adoption level for it to serve its purpose (Allik
2021). Of course, a state-mandated approach, even if in breach of individual rights, may
have had a larger impact without needing to establish trust in the state’s use of technology.
Indeed, this was just the case with South Korea’s successful introduction of similar track-
and-trace applications during the pandemic. Such an approach, however, can only ever be
a short-term crisis solution (in democratic states at least) if it is not to damage societal
trust in the state, which, as discussed before, is a necessary component of any measures
introduced to maintain societal resilience (Sorell 2023).

While adoption is a necessary consideration for any ICT means aimed at enhancing
societal resilience, it is just as necessary that those measures be developed according to
the needs of the communities that they are intended for. Baibarac and Petrescu (2019)
suggest that any proposed means aimed at enhancing urban resilience collectively via
information sharing and support must be developed via co-design processes.

In this regard, the community’s contribution plays an important role in determining
whether a resilience tool is effective on multiple levels, most importantly:

(i) Communities need to be involved to identify how the tool can work for their good,
and

(ii) Key members of that community need to be adopters and supporters of the tool for
it to garner a wide userbase.

As noted earlier, among the concerns about adoption are those stemming from just how
much digital technologies and information flow are embedded in daily lives. Firstly, there
is a concern that there is a technological saturation point, beyond which individuals
may feel overwhelmed and be resistant to engage with yet another information channel.
Secondly, the saturation of technology might be accompanied by a glut of information,
whereby people consider themselves to have no need for further tools, as they feel they are
already sufficiently informed with respect to their safety. To mitigate both of these risks,
the current technological and informational situation of the potential audience should be
critically analysed prior to introducing any new channels of information. And an impor-
tant aspect to this is that the state must get its messaging right—with respect to both
specific means and, more importantly, its general programme of technological develop-
ment. Even if they are all aimed at simplifying the user’s engagement with the state and
minimising the need for individual users’ interactions, for example, introducing too many
ICT solutions without communicating their benefits is likely to hinder their adoption.
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For example, Estonia’s Digital Agenda 2030 promises to simplify and reduce individual
users’ need to interact with the state (Ministry of Economic Affairs and Communications
2021). However, so many ICT solutions have been introduced without doing the work
to ensure potential users understand how they are all linked that there is a risk of the
message getting lost, which may, in turn, lead to a decline in interest—especially in those
tools that do not suit users’ immediate and everyday needs. The European Digital Iden-
tity Regulation, for example, is harmonising national electronic identification schemes
by requiring every member state to introduce by 2026 a digital ID wallet to be issued
either by public authorities or recognised private entities (Regulation 2024/1183). While
national digital ID systems have been recognised in the EU for a decade already, they
have, so far, become an essential part of life online in only a few countries (e.g. Esto-
nia and Denmark) (Henley and Krupa 2025). As discussed earlier, voluntary adoption
requires the public to trust the state, therefore it is necessary for state institutions to make
sure individuals recognise the relevance of those tools to their own lives and negotiate
between communicating trustworthiness, timeliness, and not seeming overbearing. Par-
ticularly with the capacity of digital technologies to be used to impose social control
and large-scale surveillance, this also involves finding the correct balance between the
state ensuring security and oppressing members of society—and again communicating
that to the potential users (Bell 2006; Asgarinia 2023). In the EU, the collection and pro-
cessing of application and website users’ data, for example, is regulated by the General
Data Protection Regulation (GDPR); however, there is a notable lack of communications
explaining those regulations, the reasons for their introduction, and what compliance with
them would require. The importance of messaging, then, requires continuous explanation
via public awareness campaigns. Continuing to provide alternative, non-digital messaging
and communicate their availability may also help support such campaigns by mitigating
fears of imposed social control.

Finally, similarly to resilience building in any specific company or process, when devel-
oping tools to bolster societal resilience, it is important to recognise that no tool should
be too situation-specific if it is to be effective in the middle of an ongoing crisis—as
any such situation will be unique, comprising a complex set of interacting factors (Aven
2016; Langeland et al. 2016); therefore, tools deployed should be broadly applicable to
a range of situations. While in the EU public warning capabilities have been improved
considerably by the requirement under the European Electronic Communications Code
to implement a mobile-based warning system, the rapidly changing climate and security
situation also demands robust plans and processes regarding how and when they are to be
used.
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4.5 Conclusion

Recognition of the growing number of threats to both the well-functioning of the state and
its individual residents’ well-being has led many countries to identify and develop novel
means for societal resilience building as central components of any risk management
programmes. In keeping with more general trends towards technologically and digitally
enhanced states, digital and ICT solutions are widely seen as a suitable development path.
Where the goal is to boost resilience through increasing crisis preparedness, however,
any means introduced must reach as wide an audience as possible to be effective. Yet,
as discussed in this chapter, even if the introduced tools are sufficiently accessible and
suitable in other ways, if they are to fulfil their purpose, and indeed, not undercut societal
resilience, they must still be adopted for use across the relevant social groups.
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The concepts of Risk Society, Multidimensional Crises, and Polycrises have become
increasingly embedded in contemporary discourse, reflecting a world where individ-
uals, businesses and states face both local and global risks. These evolving threats
pose complex challenges for crisis preparedness and response. This chapter examines
the principles of civil defence in Estonia. It outlines the institutional framework for
safeguarding the population during crises and examines potential ways to integrate
the cultural sector into civil defence efforts, primarily through community houses as
resilience centres. Drawing on expert interviews and survey data collected through
an empirical study, the chapter highlights key opportunities and challenges in fostering
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5.1 Introduction

Civil defence encompasses efforts to prepare a nation’s population for crises and a set of
actions to safeguard people when a crisis occurs. The goal of civil defence is to ensure the
protection of people in any crisis. It involves a range of measures undertaken by govern-
ments, local authorities, organizations, communities, and individuals. Typically, national
civil defence organizations serve as lead agencies responsible for coordinating other enti-
ties involved in civil protection efforts. The duties of civil protection agencies include
the effective implementation of strategies aimed at protecting both the population and the
state during periods of threat and danger (Akimbayev et al. 2024).

Research by Parker et al. (2019) on civil defence and crisis management within the
EU has revealed significant differences among national systems in terms of adminis-
trative responsibilities, legal frameworks, and operational procedures. In most European
member states, civil defence responsibilities are managed by national civil defence orga-
nizations, which typically operate under the administration of the Ministry of the Interior,
the Ministry of National Defence, or the Ministry of Citizen Protection.

5.2 Interdisciplinary Approaches to Civil Defence

The field of civil protection is inherently interdisciplinary, as it requires collaboration
across various disciplines to effectively prepare for and manage risks associated with
emergencies and disasters. This interdisciplinarity is particularly evident in two key areas:
crisis classification and the implementation of civil defence measures. Broadly speaking,
crises can be categorized into two types: (1) natural crises and (2) human-induced (man-
made) crises. Depending on the origin of the crisis, both preventive and reactive civil
defence measures must be tailored to the specific situation.

For example, territorial threat analysis enables authorities to allocate resources more
efficiently before and during natural disasters. This process, which involves assessing geo-
graphical variations, often requires input from environmental scientists and geographers
(Pokorny et al. 2020). Similarly, a study by Sobolewski (2020) highlights the role of
military support in non-military crises, using the Polish Armed Forces as a case study.
Additionally, if any danger to the health and life of the population arises, the health sec-
tor becomes involved. Education is another essential component of civil protection, as it
is crucial for both the general population and public sector (and private sector) employ-
ees. Research by Soumaya (2024) demonstrates that training significantly enhances the
performance of civil defence workers by improving their skills and increasing their abil-
ity to adopt new methods. Moreover, regulatory and legal considerations—both domestic
and international—are integral to civil defence planning and execution. These examples
illustrate that the development and implementation of civil defence measures are at the
intersection of many different areas and disciplines.
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53 Civil Defence in Estonia

Like the United States and many other European countries, Estonia follows an all-hazards
approach to civil defence. This approach ensures preparedness for both military and peace-
time crises, encompassing measures that account for the full scope of emergencies and
disasters (Tross 2023).

This section provides an overview of the fundamental principles of civil defence
in Estonia, drawing on national policy documents and regulations that shape the field.
According to the Preamble of the Constitution of the Republic of Estonia, the state
has an obligation to safeguard internal and external peace and ensure societal security
(The Constitution of the Republic of Estonia). This includes planning and, when neces-
sary, implementing measures to protect residents in emergency situations. Systematic and
coordinated civil defence measures are employed to manage various crises, encompassing
preventive, preparatory, reactive and restorative activities.

In 2023, the Estonian parliament (Riigikogu) approved the Estonian National Secu-
rity Concept.! This document defines the objectives of security policy, emphasizing
Estonia’s comprehensive national defence strategy. This strategy integrates military and
non-military capabilities and resources while involving the public, private, and third
sectors. The framework document outlines sector-specific objectives essential for safe-
guarding Estonia’s sovereignty and independence. The primary goal of civil defence is to
support the population during crises, including wartime, and to enhance self-reliance. Civil
defence during crises entails preparedness for early warning systems, rescue operations,
evacuation, sheltering, first aid, disaster medicine, essential social assistance, psychosocial
crisis intervention and other critical services. For civil defence to function effectively, indi-
viduals must be able to support themselves and assist others until official help arrives. The
Concept underscores that the resilience of both the state and society must be developed
comprehensively and in a coordinated manner, requiring effective cooperation between
constitutional institutions, national authorities and local governments. It also adheres to
the principles of continuity and subsidiarity, ensuring that responsibilities are fulfilled
both in peacetime and during crises or war (Ministry of Defence 2023).

Estonia’s first Concept for Civil Defence was published in 2018 and defines civil
defence as follows: “Civil protection is a system of measures aimed at protecting people
in emergency situations and against threats to national security or constitutional order”
(Government Office and Ministry of Interior 2018, p. 7). The term “emergency” is legally
defined in the Emergency Act (Hddaolukorra seadus) as “an event, a chain of events, or a
disruption of a vital service that poses a threat to public health and safety, causes signifi-
cant material or environmental damage, or leads to severe disruptions in essential services.
Managing such situations necessitates rapid and coordinated action across multiple agen-
cies, alternative management structures, and the mobilization of additional personnel and

! The edition is the fifth Estonian National Security Concept, the previous concept being devised in
2017. The document is drafted by the government and approved by parliament.



56 A-M. Vihlver

resources” [Emergency Act § 2(1)]. The same Act also defines “vital service” as “a service
critical to societal functioning, the disruption of which poses an immediate risk to life,
health, other essential services, or national security” [Emergency Act § 2(4)]. Accord-
ing to § 36 of the Emergency Act, vital services include mobile telecommunications,
digital identification, electricity and natural gas supply, road infrastructure maintenance,
healthcare services, financial transaction systems, and water supply and sewerage man-
agement. The Act also specifies the authorities responsible for ensuring continuity in these
services.”

In February 2024, the Estonian government approved the second framework documents
for civil defence: the Civil Defence Framework Document and Civil Defence Action Plan
2024-20273 (Government Office et al. 2024a, b). This document defines sectoral objec-
tives and roles within the framework of comprehensive national defence, responding to
the evolving security landscape. The framework builds upon the Estonian National Secu-
rity Concept and aims to provide a structured and coherent development strategy for civil
defence, emphasizing clarity of roles. The document designates the Government Office as
the coordinating entity for civil defence activities, with various ministries responsible for
implementation. Relevant institutions are tasked with peacetime preparations, ensuring
operational readiness in collaboration with partner organizations. The key stakeholders
include the Ministry of the Interior, the Ministry of Social Affairs, the Social Insurance
Board, the Health Board, the State Chancellery, the Estonian Rescue Board, local gov-
ernments, and private and third-sector organizations (Government Office et al. 2024a,
b).

The framework document outlines nine key civil defence measures, setting target activ-
ity levels and preventive development actions to ensure their effectiveness during crises.
These measures prioritize readiness for worst-case scenarios, ensuring the country can
also manage less severe crises effectively. The primary areas of focus include:

Warning messages,

Rescue operations,

Mass evacuation,

Sheltering,

First aid and disaster medicine,

Essential social assistance,

Psychosocial crisis intervention,

Crisis preparedness for the public and local governments,
Crisis management and coordination.

A i I i

2 Authorities organising continuity thereof: The Ministry of Justice and Digital Affairs, The Min-
istry of Climate, The Ministry of Social Affairs, The Ministry of Culture, The Bank of Estonia, The
Ministry of Regional Affairs and Agriculture, and local authorities.

3 Neither the entire Civil Defence Framework Document nor Civil Defence Action Plan 2024-2027
is intended for public use.
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The priority areas of civil defence include enhancing public crisis awareness and
independent readiness, developing emergency warning solutions, strengthening local gov-
ernments’ crisis capabilities, and ensuring service continuity among agencies responsible
for crisis response (Government Office et al. 2024a, b). Volunteerism and public engage-
ment are crucial for societal crisis preparedness, with the state actively supporting and
promoting volunteer contributions to crisis resilience and response (Government Office
2025). The Estonian Concept for Civil Defence categorized civil defence activities into
three areas: raising awareness, ensuring population protection, and providing assistance
(Government Office and Ministry of Interior 2018). These activities are guided by the
National Risk Assessment, which is overseen by the Government Office (2025). Across
all policy documents, the emphasis remains on institutional cooperation to safeguard
residents during crises.

Estonia’s crisis management cycle adheres to the Principle of Subsidiarity, whereby
the responsibility for managing a crisis event rests with the lowest and most appropriate
administrative level. Local governments are the first responders to crises within their
jurisdictions. If the situation escalates, higher-level authorities such as the Rescue Board
intervene. The Rescue Board functions as Estonia’s national civil defence organization
under the Ministry of the Interior (Ministry of Interior 2021).

In summary, the key trends in Estonian civil defence focus on increasing public readi-
ness to withstand crises independently and strengthening cooperation among stakeholders.
Civil defence planning follows an all-hazards approach, addressing the nature of potential
threats rather than their origins. This ensures that measures are applicable to all types
of crises, whether civil or military, while maintaining the principles of continuity and
subsidiarity in crisis management.

5.4 Collaboration Between Civil Defence and the Cultural
Sector: Opportunities and Challenges

The principles and measures of Estonian civil defence emphasize the importance of coop-
eration among various stakeholders to enhance the resilience of both individuals and the
state while ensuring public safety during crises. The Civil Defence Framework Document
and the Civil Defence Action Plan 2024-2027 outline civil defence measures, target levels
and responsible agencies. However, the pathways to achieving these targets remain largely
unrestricted, apart from regulatory constraints. Given the increasing number of diverse and
unpredictable risks, it is essential to analyse and, where feasible, implement innovative
approaches to strengthen resilience. As civil defence in Estonia is fundamentally built on
contributions from multiple societal sectors, this section explores the intersection of civil
defence and the cultural sector in achieving civil defence objectives.

As civil defence in Estonia is fundamentally built on contributions from multiple
societal sectors.
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The cultural sector is a vast domain encompassing a range of institutions and activities
across private, public, and third-sector organizations. Due to its broad scope, a compre-
hensive list of activities is difficult to compile. Within this context, the role of cultural
institutions will first be examined as physical spaces. Secondly, the professional perspec-
tive of those working in the cultural sector will be considered. Lastly, public attitudes
towards the cultural sector and its integration with civil defence will be analysed.

In the context of this chapter, the terms cultural institution, cultural centre, and com-
munity house* are not interchangeable, even though they are often used in overlapping
ways in policy and practice. For analytical clarity, this chapter employs the following
distinctions. The term cultural institution is used as the broadest category, encompass-
ing museums, theatres, galleries, archives, and other organizations dedicated to cultural
production, preservation, and dissemination. Within this domain, cultural centres and com-
munity houses are understood as locally accessible, publicly oriented facilities that provide
opportunities for cultural participation, learning, and social engagement. They are multi-
functional spaces that often act as hubs for community activities in addition to hosting
professional cultural performances. In the Estonian context, a cultural centre (rahvamaja)
is a public space where local residents can participate in various cultural and community
leisure activities, either by creating their own cultural content or by enjoying profes-
sional cultural performances. As of May 2023, there were 376 cultural centres in Estonia
(Kulbok-Lattik et al. 2023).

Cultural institutions serve as multifunctional spaces beyond their primary cultural pur-
pose. A qualitative content analysis by Pfeifere (2022) on the role of cultural centres in
European countries underscores this notion. Her study categorizes cultural centre func-
tions into four key areas: arts and culture, education, leisure and recreation, and social
engagement. Educational functions include informal learning opportunities, lifelong learn-
ing programmes, and interactive activities such as workshops, debates, and lectures.
Social functions encompass integration activities, cross-cultural dialogue, and commu-
nity engagement through artistic and cultural initiatives (Pfeifere 2022). Likewise, modern
museums foster a dynamic relationship between culture and learning, offering educational
programmes through exhibitions, guided tours, lectures, seminars, and workshops (Tisliar
2017). These examples highlight cultural institutions as community hubs rather than mere
venues for professional artistic pursuits.

Given these existing roles, cultural institutions could be leveraged to support civil
defence objectives. According to the Estonian Civil Defence Framework Document, pub-
lic awareness and training are essential for enhancing crisis preparedness (Government
Office et al. 2024a, b). Cultural institutions could serve as ideal venues for civil defence
education, offering lectures, seminars, workshops, and training exercises. Additionally,
they could be utilized as crisis response facilities, providing essential services such as
first aid, emergency social care, evacuation shelters, and resilience centres.

4In this chapter, the terms “community house” and “cultural centre” are used interchangeably.
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Ownership structures must also be considered when integrating cultural institutions
into civil defence frameworks. Cultural institutions are categorized into three primary
ownership types: governmental, private, and public—private partnerships. From a civil
defence perspective, collaboration with government-owned institutions is often the most
efficient, posing fewer administrative challenges than partnerships with private institu-
tions. However, further academic and participatory research is needed to draw definitive
conclusions. An expert interview with a representative from the Estonian Rescue Board
highlights that community centres owned by local governments are well-suited for
civil defence initiatives due to their structured governance, which ensures systematic
implementation of national civil defence measures (Vihlver 2025).

Ownership structures must also be considered when integrating cultural institutions
into civil defence frameworks.

Cultural managers play a crucial role in facilitating cultural engagement by creat-
ing opportunities for participation in cultural activities, both as creators and consumers
(Mets and Viia 2019). The field of cultural management requires a blend of leader-
ship, communication, creativity, cultural intelligence, and specialized knowledge. Many
of these competencies—such as effective communication, adaptability, and organizational
skills—are also critical in civil defence contexts. The Estonian Civil Defence Frame-
work Document includes several measures requiring such skills, particularly in organizing
essential services and disseminating crisis-related information.

Creative professionals, too, contribute significantly to society. Their skills, character-
ized by innovative thinking, adaptability, collaboration, curiosity, emotional intelligence,
and a willingness to take risks, could be harnessed for civil defence efforts. To enhance
crisis awareness and resilience, national authorities and local governments could collabo-
rate with creative professionals to use artistic mediums as information dissemination tools.
Examples include thematic exhibitions, documentary content for social media, and tele-
vision campaigns to raise awareness of civil defence measures. For example, at the end
of 2022, the Estonian National Museum opened the exhibition “Be Prepared! My Story
of Coping in a Crisis.” The exhibition presented the experiences and advice of Estonian
citizens on how to manage in emergency situations. Under the initiative of the Esto-
nian National Museum, the Estonian Rescue Board, and the Women’s Voluntary Defence
Organisation, stories, photographs, and artefacts were collected, while actors from Paide
Theatre produced thematic video narratives. (Estonian National Museum 2022).

Thirdly, there is the issue of public attitudes towards cultural sector integration with
civil defence. Empirical evidence suggests that cultural centres have already played a role
in civil defence efforts in Estonia. For instance, during the COVID-19 pandemic, cultural
centres facilitated vaccination programmes and rapid testing initiatives (Vire 2021; Tallinn
2022). Similarly, following the outbreak of the full-scale war in Ukraine, community cen-
tres became focal points for grassroots mobilization, such as organizing sock-knitting
campaigns for Ukrainian soldiers (Kulbok-Lattik et al. 2023). Further support for this
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integration comes from the research of Paton (2007), who examined the factors influenc-
ing trust in information sources during natural disasters. His study found that people are
more likely to trust and follow instructions from an informant in a crisis if they have had
prior positive interactions with them. These interactions do not necessarily need to be
related to disaster preparedness but can stem from previous engagement in other areas,
such as regular contact with officials from public institutions. This finding is particularly
relevant in rare and unfamiliar crisis situations, such as volcanic eruptions or earthquakes,
where people tend to seek guidance from institutions they already trust.

These instances indicate a willingness within the cultural sector to engage in civil
defence efforts. However, fully institutionalizing this integration will require time, both
in terms of organizational adaptation and shifts in public perception.

5.4.1 Perspectives of Cultural Workers on Resilience Centres

This and the following section build upon the author’s article, “The Potential of Using
Local Government’s Community Houses (Rahvamajad) as Resilience Centres,” published
in 2025 (Vihlver 2025).

Effective and timely crisis communication supports appropriate resident responses dur-
ing emergencies, whereas slow or ineffective communication can lead to misinformation,
panic and inappropriate behaviour. A well-structured information flow system must be
established before a crisis occurs, taking into account regional specificities and community
size. Additionally, it must be tested in advance to identify potential weaknesses and fail-
ures (Comfort and Haase 2006). The Civil Defence Framework Document emphasizes the
necessity of utilizing multiple threat notification and crisis communication channels (Gov-
ernment Office et al. 2024a, b). One effective approach is the establishment of resilience
centres—physical locations managed by local governments or communities, where resi-
dents can access information, guidance, and assistance during a crisis (Estonian Rescue
Board 2024). These centres must be prepared during the crisis readiness phase, ensuring
that residents are informed in advance about where to seek help in times of emergency
(Government Office et al. 2024a, b).

Survey results indicate a high willingness among cultural workers to support resilience
centre operations, though some expressed concerns regarding their crisis-related expertise.
Cultural workers were asked to rate, on a six-point scale, the suitability of incorporating a
resilience centre function within cultural centres, with 6 representing “very suitable” and
1 indicating “not suitable at all.” A majority—61% of cultural workers—considered this
integration suitable. However, responses varied based on experience, with cultural workers
having over ten years of experience rating suitability lower (4.48) than those with up to
ten years of experience (4.86).

The overall readiness of cultural workers to engage in resilience centre operations
is high, with 81% of respondents willing to participate. Respondents showed a slightly
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higher willingness to serve as support workers rather than information mediators. Infor-
mation mediators are responsible for communicating with crisis management personnel
and conveying essential guidelines to residents, whereas support workers assist in logis-
tical tasks, such as operating diesel generators and organizing spaces. Five respondents
indicated that they were unwilling to take on either role.

The overall readiness of cultural workers to engage in resilience centre operations is
high.

Cultural workers identified a lack of knowledge as the main obstacle to their par-
ticipation in resilience centres, while personal qualities were seen as their strongest
assets in fulfilling these roles. Additional barriers included a lack of relevant skills and
health conditions. Notably, nearly half of the respondents reported no hindrances to
their participation, while two respondents stated that no conditions would support their
involvement.

Engaging cultural workers in crisis management and resident protection efforts can be
highly beneficial, as they are familiar with local residents, facilitating swift and effective
crisis response. Based on the findings of this study, future research could focus on identi-
fying the key competencies required for resilience centre personnel and the most effective
training methods for cultural workers. Such research would help assess whether train-
ing cultural workers within cultural centres is a viable and resource-efficient approach to
enhancing community resilience during crises.

5.4.2 Cultural Centres as Resources for Civil Defence

This section provides an overview of empirical evidence suggesting that cultural centres
have already played a role in civil defence efforts in Estonia. An expert interview with
a representative from the Estonian Rescue Board indicates that, if a cultural centre has a
basement or other suitable shelter space, it could be used as a refuge during military con-
flicts. Additionally, cultural centres could serve as evacuation sites. However, the expert
suggests that cultural centres would primarily be suitable for responding to milder civil
crises, such as prolonged power outages (Vihlver 2025).

Vihlver (2025) conducted a survey among local governments to assess their perspec-
tives on the role of cultural centres in civil defence. Respondents identified several key
functions, including providing information and guidelines, serving as gathering points, and
facilitating the distribution of food and drinking water. Evacuation and sheltering func-
tions were also mentioned. Furthermore, local government representatives highlighted the
importance of preparedness activities, such as organizing training sessions and emergency
drills. These findings indicate a shared view among experts and local officials that cultural
centres could integrate civil defence functions, particularly those related to disseminating
information and fostering community resilience.
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Experts suggest that cultural centres are well-suited to function as resilience centres
due to their existing infrastructure and human resources. Cultural centre employees are
often deeply embedded in the local community, facilitating effective communication and
coordination during crises. Additionally, cultural centres are well-known landmarks, mak-
ing them easily accessible. Local government representatives recognize the potential to
expand these functions, noting that many cultural centres have ample space for gatherings.
Moreover, during crises, cultural activities are typically suspended, ensuring the availabil-
ity of these spaces. Some centres are also equipped with autonomous power sources,
such as generators or wood-burning stoves. However, it is acknowledged that not all cen-
tres have sufficient storage capacity for emergency supplies or the necessary level of
autonomy.

Cultural centres are well-suited to function as resilience centres due to their existing
infrastructure and human resources.

The Kaja Cultural Centre in Tallinn exemplifies the potential for cultural centres
to serve as resilience hubs. Its designated functions include disseminating information,
providing first aid and offering temporary accommodation—an essential function of an
evacuation site. The building has an independent power supply, ensuring warmth and
lighting for several days (Tallinn.ee 2023). Similarly, the Sdmeru Centre is prepared to
function as a resilience hub, offering heated spaces, water, and sanitation facilities dur-
ing crises (Rakvere Municipality [s.a.]). The centre accommodates municipal offices, a
community club, a day centre, and a library (Aasa 2020).

5.5 Conclusion

This chapter builds on the principles of Estonian civil defence and the role of culture
in resilience, aiming to introduce a fresh and unexplored dimension of civil defence.
Estonia’s civil defence policy prioritizes increasing the population’s ability to cope inde-
pendently in crisis situations, a goal that necessitates multifaceted efforts and innovative
solutions.

The chapter explored the interaction between civil defence measures and the cultural
sector using Estonia as a case study. Findings indicate that the cultural sector holds signif-
icant potential for supporting civil defence initiatives. Cultural institutions can function as
centres for crisis education and resilience, while cultural workers offer valuable skills for
crisis management. Precedents from Estonia also suggest a degree of public readiness for
such integration. However, to fully realize this potential, further research and structured
collaboration between civil defence authorities and cultural institutions will be essential.
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Abstract

This chapter examines how non-EU, i.e., “third” countries—namely China and Rus-
sia—exercised influence through medical assistance during the early months of the
COVID-19 pandemic in Italy. By analyzing government documents, media coverage,
and policy communications from February to May 2020, the chapter shows that third-
country aid arrived at a pivotal moment when Italy’s healthcare system, lacking critical
resources, was overwhelmed. Swift, highly visible support from China and Russia
significantly shaped Italian public opinion, raising questions about the reliability of
traditional partners such as the European Union and the United States. Although these
interventions momentarily boosted the popularity of closer ties with non-EU actors,
the chapter argues that deep-rooted political affiliations and economic interdependen-
cies ultimately reaffirmed Italy’s traditional geopolitical orientation. Over time, more
cohesive EU policies—ranging from emergency funding measures to a comprehensive
recovery plan—mitigated early skepticism about European solidarity. In assessing the
short- and long-term repercussions of this “disaster diplomacy,” this chapter demon-
strates how acute crises can serve as catalysts for geopolitical maneuvring and tests
of international alliances. It concludes that, based on the Italian case, while immediate
displays of foreign aid can shift public perception, entrenched alliances tend to endure
once the immediate crisis subsides.
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6.1 Introduction

With 519 COVID deaths per 100,000 people (as of June 2024), Italy was struck worst
among Western! nations by the COVID-19 pandemic (Mathieu et al. 2020). On March 19,
2020, Italy surpassed China to become the country with the biggest number of COVID
deaths in the world at the time (Coronavirus, 1’Italia supera la Cina 2020). With over 700
thousand deaths, 2020 ended up becoming the deadliest year in Italy since the Second
World War (WWII) (skytg24 2021).

Barnett (2005) observes that humanitarianism has, by the third millennium, become
“firmly part of politics” (Barnett 2005). Drury et al. (2005), examining U.S. humanitarian
aid policies between 1964 and 1995, likewise conclude that American aid officials “do
what is politically relevant,” and that “U.S. humanitarian aid is strongly political” (Drury
et al. 2005). In the context of disaster risk management, this intertwining of humanitarian
action and geopolitics underscores the influence of powerful states and their strategic
interests on aid distribution. Barnett and Weiss (2011) further illustrate how:

“Humanitarianism cannot help but become part of politics and governance, and even
coincide with the grand strategies of powerful states” (Barnett and Weiss 2011).

Thus, Barnett and Weiss (2011) reinforce the idea that geopolitical dynamics hold
a central place in shaping not only the allocation of resources but also the broader
frameworks within which disasters are anticipated and addressed.

This chapter examines the involvement of non-EU countries—primarily China and
Russia—in Italy’s COVID-19 emergency response, highlighting how these interventions
intersected with broader geopolitical strategies. The analysis begins by situating Italy
in its historical and geopolitical context, followed by case studies of aid and “disaster
diplomacy” by third countries. Section 6.5 explores the impact of these interventions on
Italy’s immediate risk management, while Sect. 6.6 delves into the longer-term geopolit-
ical implications for Italy’s foreign policy alignment and EU unity. Section 6.7 offers a
critical assessment of how “disaster diplomacy” played out in this scenario, and Sect. 6.8
puts forward lessons learned and recommendations for future crises. Finally, Sect. 6.9
concludes with reflections on the complexities of managing disasters amid competing
geopolitical interests, while Sect. 6.10 offers prospects for international cooperation in
health emergencies. This chapter employs documentary sources, media content analy-
sis, and targeted policy review to examine how Chinese and Russian aid intersected with
Italy’s crisis management and to what extent this influenced Italy’s geopolitical alignment.

! Defined here as “a member of the Western European and Others Group at the United Nations.”
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6.2 Methods
6.2.1 Design and Scope

This chapter uses a mixed-methods design combining (i) documentary research, (ii)
qualitative media content analysis, and (iii) targeted policy review to examine how
third-country assistance (notably from China and Russia) interacted with Italy’s emer-
gency management during the first wave of the COVID-19 pandemic (February—May
2020). The unit of analysis for the media component is the individual newspaper article;
for the documentary/policy component it is the individual official document or communi-
cation. The geographical focus is national-level (Italy), with the EU-level included where
it is pertinent, i.e., where it directly affected Italy’s public debate (e.g., export controls,
Civil Protection Mechanism activations, SURE/NextGenerationEU).

The chapter’s analytic aims are to: (a) reconstruct a time-sequenced event log of
requests, shipments, and policy decisions; (b) characterize how aid from non-EU states
was framed in Italian mass media at the time; and (c) interpret short-term perception shifts
and longer-term geopolitical continuity in light of EU actions that followed.

6.2.2 Data Sources and Sampling

Primary materials comprised press releases, situation reports, and official bulletins from
the Ttalian Ministry of Health/Protezione Civile, the European Commission, and the World
Health Organization. Where relevant, Prime Minister’s Office and Ministry of Foreign
Affairs statements, and embassy communiqués (e.g., Chinese Embassy announcements)
were captured to contextualize bilateral aid. These documents anchor dates and quantities
(e.g., shipments, staffing deployments) and the sequence of EU measures (from initial
export restrictions to emergency financing and the recovery plan).

The media sample consisted of seven of Italy’s highest-circulating newspapers, selected
to reflect ideological diversity and editorial breadth (including La Stampa, Corriere della
Sera, La Repubblica, plus four other national dailies of comparable reach). The time
window was February 1 —-May 31, 2020. Inclusion criteria: articles that mention foreign
assistance, assess solidarity/inaction, or take a stance toward China, Russia, the EU, or
the US in the context of Italy’s COVID-19 emergency. Articles were identified via site
searches and public archives using Italian keywords (illustrative terms included “Cina,”
7 “aluti, solidarieta,” “Unione Europea,” “export,”’

9 < ELINT3

mascherine,” “ventilatori,

ELINT3 ¢

“Russia,
“divieti”).

Where available, contemporaneous polls (e.g., the SWG survey reported 7 April 2020)
and selected social media posts of official channels (e.g., the Chinese Embassy in Italy)
were treated as contextual evidence to triangulate media frames with public sentiment.
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6.2.3 Coding and Analysis

A structured event log was compiled with fields for date, actor (China, Russia, EU,
Italy, US/other), measure or shipment (e.g., masks, ventilators, medical teams; EU instru-
ments), source(s) (official and/or media), and verification status. Inclusion rule: claims
about shipments or policy acts were logged only when corroborated by either (i) an offi-
cial communication and at least one mainstream outlet, or (ii) two mainstream outlets of
record (national or international). This yielded a chronology used to interpret perception
swings versus subsequent policy stabilization.

Articles were coded by the author using a pre-specified codebook with the following
top-level categories:

e Aid source (China/Russia/EU/US/other).

e Aid modality (PPE/ventilators/medical staff/logistics/financial/policy).

e Frame (e.g., solidarity/helpfulness, strategic opportunism/“disaster diplomacy,” EU
inaction/fragmentation, EU responsiveness/recovery, skepticism/controversy).

e Stance/valence toward the aid source (positive/neutral/negative), based on headline
language and lead paragraphs.

e Visibility markers (e.g., visuals of cargo planes, numbers emphasized, mentions of
high-profile visits/phone calls), used to proxy salience and spectacle.

Coding proceeded in two passes: an initial calibration on a small subset to refine opera-
tional definitions, then full coding of in-scope articles. Ambiguous items were assigned a
neutral stance by default and flagged for cross-checking against the documentary timeline.
The interpretive synthesis juxtaposed early-phase media frames (March—April) with the
later EU policy ramp-up to assess whether initial “aid optics” had enduring geopolitical
effects.

EU-level acts (export controls, Temporary Framework on state aid, SURE, and
NextGenerationEU) were read for problem framing, instrument choice, and timing rel-
ative to Italy’s peak needs to understand why short-term sentiment could diverge from
long-term alignment. These materials anchor the claim that institutional gravity re-asserted
itself once EU responses scaled.

6.2.4 Limitations and Validation

Early-pandemic reporting sometimes contained incomplete or shifting figures on
caseloads and shipment contents. The event log therefore prioritized cross-checked entries
(see inclusion rule above) and updated items where official corrections emerged.
Focusing on seven leading dailies risks over-weighting agenda-setting outlets. Diversity
of editorial lines was used as a partial countermeasure; still, media frames are not treated
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as public opinion, only as inputs to it. Where polls existed, they were used for context—
not as causal proof.

Coding was conducted by the author; without a second coder, inter-coder reli-
ability cannot be reported. To mitigate bias, the codebook defined decision rules
(default-to-neutral if ambiguous; explicit language required for positive/negative stance),
and borderline items were revisited after timeline triangulation.

The focus is Italy; EU actions are used where they shape Italy’s context. Findings
are analytically transferable but not statistically generalizable without further comparative
work.

6.2.5 Ethics and Data Availability

All sources used in this chapter are publicly accessible government/organization docu-
ments, media articles, and publicly reported polls; no human subjects were interviewed,
and no personal data were processed, meaning ethics approval and informed consent are
not applicable.

6.3 Geopolitical Context of the COVID-19 Crisis in Italy
6.3.1 Italy’s Geopolitical Positioning Pre-COVID-19

Geopolitically, Italy has been a member of the American-led “Western camp” since 1948,
when American aid delivered under the European Recovery Plan (the ERP; more com-
monly referred to as the “Marshall Plan”) created enough goodwill among the Italian
population to preclude the pro-Soviet Popular Democratic Front (Fronte Democratico
Popolare), made up of the Italian Communist Party (Partito Comunista Italiano) and the
Italian Socialist Party (Partito Socialista Italiano), from winning the 1948 Italian general
election. The following year, led by a pro-American government led by the center-right
Christian Democracy (Democrazia Cristiana) party, Italy became a founding member of
the American-led military alliance, the North Atlantic Treaty Organization (NATO), which
the Italian government at the time (correctly) perceived as the “fulcrum” of future West-
ern political and military cooperation. Furthermore, Italy took a leading role in the first
intergovernmental, pan-European institutions created by ERP recipients—the Council of
Europe (1949), the European Payments Union (1950) and the European Coal and Steel
Community (1950; the precursor to the EU). Italy’s center-right government understood
that Italy had more to win than to lose from looser trade barriers and free movement of
people in Western Europe. Gilbert (2024) argues that pursuing the pan-European project
became an essential part of post-WWII Italian identity (Gilbert 2024).
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As a result, Italy’s relationship with both China and Russia—the other protagonists
of this story—was viewed with a degree of suspicion by the bulk of Italy’s politicians
and print media from 1948 up to the start of the COVID-19 pandemic. Italy did not
recognize the People’s Republic of China until 1970 (Storia and Diplomazia: Rassegna
Dell’ Archivio Storico Del Ministero Degli Affari Esteri 2013). In 2019, the Italian parlia-
mentary security committee described fears of Chinese state actors penetrating Italy’s
planned 5G networks as “well-founded” and suggested excluding Chinese companies
from public tenders for the supply of 5G technology to Italy (Fortuna 2019). Never-
theless, in March 2019, Italy signed a memorandum of understanding with China on
cooperation within the framework of China’s 21st Century Maritime Silk Road Initia-
tive (more commonly referred to as the “Belt and Road Initiative”). The memorandum
outlined cooperation between China and Italy in policy, infrastructure development, trade
and investment, financial matters and green development via high-level visits, information
sharing and joint research (Baldassarre 2019). The memorandum was signed by an Italian
government made up of two parties, which had not existed during the Cold War—the
left-wing populist Five Star Movement (Movimento 5 Stelle) and the right-wing pop-
ulist League (Lega)—and were thus not party to the post-WWII, pro-U.S. and pro-EU
consensus that had formed among Italian parties that had existed during the Cold War
(including the Italian Communist and Socialist Parties that had both adopted pro-NATO
and pro-EU positions by the 1980s) (Cristiani 2019). As a result, the decision to sign the
memorandum by the government was criticized by Italy’s opposition politicians and major
newspapers, with nefarious connections suggested between certain government officials
and China (Pompili 2019).

While the powerful Italian Communist Party provided a conduit between the Soviet
Union and Italy after WWII, its absence from every Cold War-era Italian national gov-
ernment meant that Italy remained solidly anchored in the U.S.-led “Western camp”
during the Cold War. Soviet—Italian relations were characterized by mutual economic
interest in the Cold War era—the Italian state oil company ENI became the first oil
company in a NATO country to purchase crude oil from the Soviet Union during the
Cold War in the 1960s, and the Italian automobile company FIAT set up a factory in
the USSR in the 1970s. Russo—Italian relations in the post-Cold War era were colored
by the strong personal relationship between Russia’s president Vladimir Putin (in office:
2000-08; since 2012) and Italy’s Prime Minister Silvio Berlusconi (in office: 1994-95;
2001-06; 2008-11), which led, among all else, to the establishment of a NATO—Russia
Council in Pratica di Mare, Italy, in 2002. After Berlusconi’s ouster in 2011, bilateral
relations between Italy and Russia cooled somewhat, with Italy’s first post-Berlusconi
prime minister, Mario Monti, deferring to policies toward Russia agreed on the EU level.
Nevertheless, legacies of the Cold War and Berlusconi eras kept Italy as one of the closest
Western countries to Russia after 2011: in 2012, ENI, with the Italian government’s sup-
port, partook in the building of a gas pipeline (South Stream) opposed by the EU (Siddi
2012).
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Nevertheless, the support of close relations with Russia in Italy remained the remit of
the business community and politicians whose parties that had originated after the Cold
War (Berlusconi’s Forza Italia, the Five Star Movement, and Lega). Italian politicians and
media that had their legacies in the Cold War era remained skeptical of close relations
with Russia. In 2016, La Stampa (founded in the nineteenth century), the fourth-largest
Italian newspaper by circulation at the time, with a socially liberal outlook, accused Russia
of being behind a campaign to discredit a constitutional referendum (ultimately defeated)
called by Matteo Renzi, Italy’s prime minister between 2014 and 2016, who had gotten
a start in an outgrowth of the Christian Democracy Party (the party, as well as the Italian
Communist and Socialist Parties, had dissolved in the early 1990s, with their former
members establishing dozens of new political parties) (Iacoboni 2016).

6.3.2 Initial Impact of the COVID-19 Pandemic

Late February and early March of 2020 saw the Italian healthcare system buckle under
the pressure of the COVID-19 pandemic. Despite introducing Europe’s first nationwide
restriction on movement and public gatherings on March 9, 2020 (Horowitz 2020a), Italian
hospitals experienced an acute shortage of both personnel (as doctors and nurses became
ill with COVID) and equipment (respirators, ventilators, and face shields) (Horowitz
2020b). The shortages in equipment became severe enough to prompt private enterprises
in the Italian textile, printing, beverage, chemical and engineering sectors to start pro-
ducing facial masks. However, as most of these products were produced without the
proper certification, they rarely made it to hospitals and were mostly sold or donated
to private consumers instead. The crisis became so dire as to prompt the Italian mili-
tary and gendarmerie to deploy their doctors and nurses to public hospitals, as well as to
deploy military engineers to a factory that produced ventilators (Busto Arsizio, in ospedale
mascherine con la stampante 3D 2020; Easy Covid 19, la maschera da sub si trasforma in
respiratore 2020; Le valvole per la rianimazione scarseggiano 2020; L’Istituto Poligrafico
contro il Coronavirus 2020; Cupelli 2020; De Stefani 2020; Giacomino and Scaparone
2020; Bergamini and Bucci 2020; Patucchi 2020; Pelosi 2020; Pietrobelli 2020).

6.3.3 The EU’s Lack of Coordinated Response

On March 11, 2020, Italy’s ambassador to the EU accused the other member states of a
“lack of solidarity,” pointing out how the EU institutions were engaging in mere “consul-
tations” and not devising “emergency actions that are quick, concrete and effective.” The
statement came in the context of a refusal of EU members to answer Italy’s call for extra
supplies of medical equipment. Instead, both Germany and France imposed restrictions on



72 G-H. Kaup

the export of medical equipment (Boffey 2020), with Germany further prohibiting inter-
national corporations, such as the U.S.’s 3 M, from exporting surgical gloves, respirators,
masks, protective goggles, vizors, and other protective equipment from their German fac-
tories on March 12 (Coronavirus, La Germania Strozza I’Italia Sulle Mascherine 2020).
This led to accusations of Germany “‘suffocating Italy” in the Italian media. In the words
of the Italian ambassador to the EU, Italy “asked to activate the European Union mecha-
nism of civil protection for the supply of medical equipment for individual protection. But
unfortunately, not a single EU country responded to the commission’s call. Only China
responded bilaterally. Certainly, this is not a good sign of European solidarity” (Boffey
2020). The inaction of the EU was in sharp contrast to the immediate measures taken by
China and Russia, which started shipping equipment and medical professionals to Italy in
the first few months of the pandemic (Chazan et al. 2020).

6.4 Key Third-Country Interventions

In the Italian context, the term “third countries” (paesi terzi) generally refers to countries
that are not part of the EU (Glossario 2020).

On March 11, 2020, the Chinese embassy in Italy announced the sending of a million
masks, 1000 ventilators, and 9 specialized doctors from China to Italy. The 30-ton ship-
ment, which arrived on March 13, was organized by the Chinese Red Cross. Afterward,
the Chinese government promised to deliver 100 million masks to Italy from March 25
onwards, with 20 million masks delivered each week (China Sends Medical Supplies,
Experts to Help Italy Battle Coronavirus 2020; Dalla Russia con amore, in arrivo gli aiuti
di Putin 2020; Pelosi 2020).

After a phone call between Italy’s then prime minister, Giuseppe Conte, and the Rus-
sian president, Vladimir Putin, on March 22, Russia dispatched nine 45-ton Ilyushin 11-76
cargo planes to Italy in a 24-h period to deliver 10 million masks, 600 ventilators, hazmat
suits, swabs for COVID tests, 13 military-grade sanitation vehicles (with “From Russia
with Love” painted on them in Russian, English, and Italian), as well as 122 doctors, 66
of them specialists in bacteriological warfare from the Russian military (Dalla Russia con
amore, in arrivo gli aiuti di Putin 2020; Dalla Russia con amore 2020).

6.5 Impact of Third-Country Involvement

On March 11, 2020, after news of the Chinese shipment of masks, ventilators and doctors
had been declared on the Facebook page of the Chinese embassy in Italy, posts such as

“thank you,” “you are great,” and “unlike Europe, you are showing solidarity,” appeared
under the post from Italian Facebook users. Luigi di Maio, Italy’s foreign minister at the
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time, attributed the successful acquisition of masks and pulmonary respirators to hav-
ing “called China” on the “La Vita in Diretta” television show (broadcast on the Italian
state-owned public broadcaster’s flagship television channel, Rai 1) on March 10, and pro-
ceeded to emphasize how Italy’s role as the only large Western country that had signed
a memorandum of understanding on China’s Belt and Road initiative had enabled the
Chinese help to arrive quickly (Pompili 2020). Italy’s decision to sign the memorandum
of understanding in March 2019 had received negative backlash from both the EU and
the U.S. (Ghiretti 2021; Yang and Gattolin 2023). As the Chinese aid planes arrived on
March 13, Di Maio described the event as “what we call solidarity” in a live transmission
on Facebook (Jakhnagiev 2020). As Chen (2021) has demonstrated, Chinese aid was not
viewed negatively by any of Italy’s seven largest newspapers by circulation, regardless of
their ideological alignment, in March—April 2020 (Chen 2021). On April 7, 2020, 36% of
Italians polled believed that Italy should look more to China to develop its alliances out-
side Europe. Only 30% supported maintaining Italy’s traditional, post-WWII geopolitical
stance (Palo 2020).

On the other hand, prominent Italian politicians who had started their careers during
the Cold War downplayed or even attacked the Chinese aid shipments. Senator and former
speaker of the Italian lower parliamentary chamber from 2001 to 2006, Pier Ferdinando
Casini, commented on April 7, 2020, how the April 2020 survey, which showed more Ital-
ians favoring a geopolitical alliance with China than with the U.S., demonstrated “that the
level of geopolitical awareness in Italy is very low. ... Even in a completely transformed
world, believing that our new strategic partners are China and Russia means being very
superficial” (Palo 2020). Maurizio Gasparri, a senator and the Italian minister of com-
munications between 2001 and 2005, accused the then Italian foreign minister, Luigi di
Maio, of being an “incapable, incompetent and inadequate person,” for only such a person
could praise “a country [China] that represents the biggest problem on the planet from
the point of view of unfair competition, pollution, denial of freedoms and the spread of
epidemics” (Bracalini 2020).

Russian aid received an even less hospitable reception from Italian media and politi-
cians than that offered by China: La Stampa, the fourth-largest Italian newspaper by
circulation at the time, with a socially liberal outlook, quoted a nameless Italian politi-
cal source who claimed that “80 percent of [Russian] supplies ... [were] useless, just a
pretext [for spying by the Russian military]” on March 24 (Iacoboni 2020). On the same
day, the head of Pitt Europa (a European federalist political party and an outgrowth of the
Cold War-era Radical Party), Simona Viola, called the Russian military-medical mission
an “act of political subordination of Italy by Russia.” The party Italian Radicals (Radicali
Italiani; it shares its outlook and historical legacy with Piu Europa) was similarly critical,
asking if Russia’s “gifted horse” was not a “Trojan horse” in actuality (Dalla Russia con
amore 2020).
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6.6 Geopolitical Implications of Third-Country Involvement
6.6.1 Italy’s Geopolitical Alignment

Even in early 2020, prominent Italian politicians who had started their careers during the
Cold War dismissed the then-popular idea of Italy fundamentally changing its geopolitical
position. Senator and former speaker of the Italian lower parliamentary chamber from
2001 to 2006, Pier Ferdinando Casini, commented on April 7, 2020, how Italy showed
“such a strong interconnection in the economic system and in values,” with the U.S., that
“thinking ... a historic pillar like the U.S. can be replaced overnight is completely wrong.
I believe that the concept of “the west” is in crisis and that the relationship with the U.S.
needs to be re-built but that is where we need to start. Considering all this, there is no
doubt that China and Russia have a consolidated relationship with Italy that needs to be
strengthened. But friendship or collaboration is one thing, and a strategic and geopolitical
alliance is another” (Palo 2020).

Casini’s view crystallized that of the Italian political and media establishment. In the
months and years following the pandemic, several articles critical of Chinese and Rus-
sian aid (mostly accusing China and Russia of ulterior motives) appeared in the largest
Italian newspapers by circulation (Cassati and Muglia 2020; Sarzanini 2022). In the first
Italian national elections since the pandemic in 2022, both the League and the Five Star
Movement lost seats in Italy’s lower chamber of parliament (59 and 58, respectively).
Brothers of Italy (Fratelli d’Italia)—an outgrowth of the Cold War-era neo-fascist and
strongly anti-communist Italian Social Movement (Movimento Sociale Italiano) (Spotts
and Wieser 1986; Ciucci 2022), which continues its predecessor’s Atlanticist (pro-NATO,
pro-American-troops-in-Italy) course (Vitale 2022)—went on to become the largest party
in the Italian lower house (with 26% of the vote) and form the new government, which
is in place until this day. While the current government includes the League and Berlus-
coni’s Forza Italia as minor partners, it has taken a clearly anti-Russian and pro-NATO
stance in foreign policy, as well as renounced the 2019 memorandum of understanding
with China (Il senso del viaggio di Giorgia Meloni in Cina 2024; L’atlantismo di Giorgia
Meloni ¢ un fatto piuttosto recente 2022).

6.6.2 Impact on EU Unity

The initial reluctance—or inability—of key EU members to supply medical equipment to
Italy in early 2020 shook many Italians’ faith in European solidarity, amplifying Euroscep-
tic narratives. Italian media outlets repeatedly highlighted how countries like Germany
and France imposed export restrictions on protective gear instead of coming to Italy’s
aid (Boffey 2020). Meanwhile, the swift arrival of medical equipment from China and
Russia contrasted with the slow decision-making process within the EU, contributing to
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the perception that the Union was either unwilling or unable to act in a crisis (Chazan
et al. 2020).

However, later EU actions—such as the redirection of the EU’s cohesion policy funds
to help member states strengthen their health systems and preserve jobs in March 2020
(Inforegio—Cohesion Policy Action against Coronavirus 2020); a temporary framework
for state aid to allow governments to provide liquidity to businesses facing economic hard-
ship due to COVID-19 in March 2020 (Temporary Framework—European Commission
2020); a temporary instrument to help member states cover the costs of national short-time
work schemes designed to protect employees in April 2020 (SURE—European Commis-
sion 2023); and ultimately the creation of the “Next Generation EU” recovery plan in May
2020 (Recovery Plan for Europe—European Commission 2020)—helped repair some of
the damage to the EU’s image in Italy. Eurosceptic feeling in Italy had cooled to such an
extent by 2022 that the Brothers of Italy party—which had formerly supported the idea of
Italy withdrawing from the Eurozone—abandoned the idea in the run-up to the elections
(De Romanis 2022).

6.7 Critical Analysis of Disaster Diplomacy

“Disaster diplomacy” posits that crises can serve as catalysts for improved international
cooperation or, conversely, highlight and exacerbate existing geopolitical divides. Italy’s
COVID-19 experience quickly became a stage for outside actors to project influence
through high-profile aid shipments. China’s and Russia’s interventions were not simply
humanitarian gestures but strategic moves to showcase their global stature and cultivate
goodwill—especially at a moment when Italy’s traditional partners seemed slow to help.

However, short-term perceptions and longer-term policy choices often diverge. In the
immediate phase of the crisis (March—April 2020), visible, fast aid deliveries from China
and Russia generated positive public sentiment and a fleeting sense among some Ital-
ians that the country might “pivot” geopolitically. The large-scale medical missions,
replete with media coverage of planes touching down with supplies and specialized teams,
underscored a level of responsiveness that the EU initially struggled to match. This was
particularly salient in the face of Italy’s acute shortages in personal protective equipment
and ventilators.

Over time, however, Italy’s deep-rooted alignments reasserted themselves. Establish-
ment figures were quick to caution against drawing sweeping conclusions from the early
pandemic period. Senator Pier Ferdinando Casini and others stressed the economic inter-
connection and shared values between Italy and the U.S., making a complete shift away
from the Euro-Atlantic sphere unlikely. Moreover, the eventual ramp-up of EU assis-
tance—ranging from the Temporary Framework for state aid to the landmark “Next
Generation EU” funds—helped counter the narrative that Brussels was indifferent to
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Italy’s plight. This more robust European response, combined with concerns over Chinese
and Russian motives, tempered any serious talk of a fundamental realignment.

In geopolitical terms, therefore, third-country aid to Italy functioned as both a life-
line and a leverage point. It momentarily shook Italy’s confidence in the EU but did not
fundamentally alter Rome’s longstanding alliances. The 2022 elections reaffirmed this
continuity, as parties with Cold War—era roots—or those staunchly committed to NATO—
consolidated power, while the initially enthusiastic, populist forces that had courted
closer ties with China and Russia lost ground. Indeed, after the immediate emergency
waned, skepticism toward the motives behind “gifted” aid resurfaced, with major news-
papers critiquing both Beijing and Moscow. Overall, Italy’s case illustrates how “disaster
diplomacy” often achieves more symbolic wins than structural shifts in foreign policy—
especially when the country receiving aid has established alliances, institutional ties and
political legacies that guide its strategic direction.

6.8 Lessons Learned and Recommendations
6.8.1 Lessons

Timely and Visible Responses Matter: Major crises often amplify how quickly and vis-
ibly aid is delivered. In Italy’s early COVID-19 experience, immediate and large-scale
shipments from non-EU countries gained outsized public attention, temporarily reshaping
perceptions of allied support. This underscores the high stakes of speed and symbolism in
disaster relief: states or institutions that fail to act swiftly risk ceding both humanitarian
and diplomatic ground.

Domestic and External Pressures Intersect: Global emergencies invite domestic
political scrutiny over how international aid is procured and allocated. In Italy, public
frustration with delayed EU assistance contrasted sharply with gratitude for prompt out-
side aid, complicating the foreign ministry’s balancing act. This suggests that effective
geopolitical risk assessment must account for domestic sentiment as much as external
relationships, ensuring that internal and external priorities align.

Coordinated Mechanisms are Key: Fragmented responses—from the EU and indi-
vidual member states—initially eroded trust in established alliances. Italy’s requests for
medical equipment went unanswered at first, prompting a spike in Eurosceptic narratives.
This dynamic highlights the broader lesson that robust, pre-established crisis management
structures can mitigate negative perceptions and prevent opportunistic external actors from
filling aid gaps.
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6.8.2 Recommendations

Enhance EU-level Crisis Coordination: Strengthening joint frameworks for emergency
stockpiling and rapid response is critical for maintaining unity and credibility. If Italy, or
any other EU member, perceives inertia from Brussels, it may again pivot—or at least
appear to pivot—toward non-EU partners. A more cohesive EU crisis mechanism would
streamline access to shared medical resources, preventing the early-stage inconsistencies
seen in 2020.

Diversify Supply Chains: Limiting reliance on a single provider for critical equipment
can reduce vulnerability to geopolitical pressures. In Italy’s case, heavy dependence on
external suppliers for masks and ventilators allowed countries like China and Russia to
project influence. Going forward, more diverse sourcing—combined with internal EU
production capacity—would bolster strategic autonomy and reduce potential leverage by
outside actors.

Develop Clear Communication Strategies: Transparent information about aid pro-
curement and distribution can shape domestic and international narratives. In the spring
of 2020, sporadic messaging left many Italians concluding that outside help was more
effective than European solidarity. By crafting unified communication plans, policymak-
ers can pre-empt confusion, safeguard public trust, and minimize any geopolitical fallout
arising from perceptions of inaction or disorganization.

6.9 Conclusion
6.9.1 Summary of Findings

The analysis presented throughout this chapter shows that Italy’s severe health emergency
during the early months of COVID-19 rapidly became a stage for foreign aid interven-
tions, most notably from China and Russia. In immediate terms, these high-profile aid
deliveries filled a critical gap in protective equipment, ventilators, and medical personnel.
Italian public perception briefly tilted in favor of non-EU actors whose swift assistance
stood in contrast to the initial inertia of Europe’s Civil Protection Mechanism.

Yet, as demonstrated in previous sections, short-term impacts did not definitively alter
Italy’s longstanding geopolitical commitments. The political establishment’s deep-rooted
affiliations with the EU and the U.S.—as well as the eventual establishment of large-
scale European support packages—ultimately reinforced Italy’s traditional orientation.
From this vantage point, the overall effectiveness of third-country interventions was par-
tially overshadowed by the EU’s more cohesive, longer-term recovery measures. The case
thus underscores how initial, visible aid can influence public opinion, but longstanding
alliances and economic interdependencies often drive a return to established geopolitical
pathways.
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6.9.2 Final Reflections

Italy’s COVID-19 experience highlights a fundamental tension between urgent humani-
tarian responses and geopolitical maneuvring. Aid from China and Russia was undeniably
effective in addressing immediate resource shortages, but it also served as a conduit for
both countries to strengthen their soft-power foothold. Meanwhile, the EU’s initially slow
and fragmented crisis coordination exacerbated Italy’s sense of vulnerability and fuelled
skepticism about European solidarity.

Over time, however, more comprehensive European initiatives—ranging from shared
stockpiles to financial recovery packages—helped restore faith in the EU’s capacity
to handle large-scale crises. This dual dynamic illustrates the complexities of disas-
ter risk management: even when urgent humanitarian needs are at stake, major powers
weigh strategic, reputational, and economic interests. For Italy, managing these compet-
ing pressures required careful navigation of its existing Euro-Atlantic commitments and
an increasingly multipolar world order.

6.10 Perspectives
6.10.1 Outlook for International Cooperation in Health Emergencies

As with any highly publicized crisis, Italy’s pandemic experience offers instructive lessons
for future international health emergencies. First, rapid and visible assistance can shift
public sentiment, at least temporarily, indicating the powerful influence of timely aid on
political narratives. Second, the resurgence of Italy’s traditional alliances and the bolster-
ing of EU-wide support mechanisms reveal that longstanding institutional frameworks
generally maintain their gravitational pull, even when new actors enter the scene.

Crucially, this interplay of immediate needs versus enduring alignments suggests that
sustained coordination—rather than ad hoc or unilateral interventions—delivers the most
robust and lasting solutions. In moving beyond a zero-sum approach, global and regional
bodies alike must streamline crisis management protocols, diversify supply chains, and
ensure transparent communication. By doing so, international cooperation in health emer-
gencies can become a platform for meaningful multilateral engagement, rather than a
mere bidding ground for geopolitical influence.
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7.1 Introduction

This chapter focuses on ensuring service continuity of vital service providers in the case
of multiple simultaneous crises. Traditional risk and crisis management approaches focus
on a single event at a time, its consequences and mitigation mechanisms. However, such
an approach does not cover the cases of multiple critical events occurring at the same
time, as often the same resources are planned and deployed for supporting service conti-
nuity in several critical points. For example, following the traditional crisis management
analysis in an organization or company, electricity backup may be installed and available
for critical points, usually for one or two at the same time, but not for all if multiple
events occur at the same time.

Services are typically categorized as vital services (mandated by the state for soci-
etal functioning), business-critical services (essential for achieving strategic objectives),
continuity-critical services (necessary for supporting vital or business-critical services),
and non-critical services (services with minimal impact during disruptions).

Units managing vital or critical services must conduct continuity risk analyses, develop
response plans, and maintain readiness. Plans typically include identifying critical func-
tions, assessing vulnerabilities, defining minimum requirements, planning mitigation,
assigning responsibilities, and testing the continuity system.

In the case of a vital service, the prioritization of critical threats is not always the option
as any of such threats may still cause interruption of continuity of the vital service. It is
important to understand the characteristics of multimodal crises and their influence on
the resilience of organizations. Therefore, a scenario-based approach for risk analysis and
management for organizations that provide vital services is introduced in the chapter in
more detail.

Modern societies depend on the uninterrupted delivery of vital services such as energy,
water, healthcare, and telecommunications. To ensure continuity of vital services, risk
analysis and crisis mitigation plans are elaborated and established in service-providing
organizations and enterprises. Those plans and risk and crisis management approaches
usually concentrate on coping with a single event, its consequences and mitigation
mechanisms.

However, the increased interconnections of different global processes and their influ-
ence on enterprises and organizations worldwide has brought to the situation where
multiple, overlapping threats emerge simultaneously, compounding risks and straining
response mechanisms for organizations. Processes of an organization and services that are
provided by the organization, including vital services, are increasingly threatened by the
complexity and unpredictability of such interconnected crises. Traditional risk and crisis
management models, that focus on single-event scenarios, are often insufficient in these
dynamic environments. As organizations seek to enhance their resilience, there is a grow-
ing need for IT supported, integrated, scenario-based approaches to crisis management
that account for interconnected risks, temporal dynamics and cascading effects.
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Traditional crisis management frameworks frequently fall short in addressing multi-
modal crises because they tend to focus on individual components of a crisis without
accounting for broader systemic interactions. This fragmented approach often leads to
resource conflicts, where the same assets are allocated to address multiple crises, thereby
reducing overall resilience. Addressing multimodal crises necessitates a comprehensive
perspective that understands and integrates the interdependencies between events and their
cascading effects.

Multimodal crises that influence vital services may have simultaneous impacts in dif-
ferent potential points of failure and may have different implications, such as physical
infrastructure, the cyber domain, and quality of service parameters. In such cases, con-
ventional crisis response strategies that focus on a single point of failure each may fail
to allocate resources effectively, as the same assets may be needed to address multiple
threats at once. Decision-making frameworks must adapt to the fact that prioritizing one
risk may leave other vulnerabilities exposed, potentially compromising service continuity.

Such crises may originate from natural disasters accidents or deliberated man-made
actions. As the major contemporary societal risks currently implicate both safety and
security, safety and security risks should be governed with an integrated approach (Hansen
and Antonsen 2024, p. 2).

This chapter is structured according to the following: Risk management from the mul-
timodal crisis perspective is analysed in the Sect. 7.2. Section 7.3 analyses the factors to
consider when designing a crisis response system for an organization. A scenario-based
risk and crisis management approach to handle multimodal crises is described in the
fourth section, followed by the conclusions at the end of the chapter.

7.2 Risk Management of Multimodal Crises Perspective
7.2.1 Systemic View of Multimodal Crises

A crisis, in scientific terms, is a complex and time-sensitive event characterized by a
significant deviation from normal conditions, posing a threat to the stability, integrity or
functionality of a system or organization (Bundy et al. 2017, p. 1662; Merriam-Webster
2024).

At their core, crises are characterized by heightened uncertainty, urgency, and the
potential for adverse outcomes, necessitating prompt and decisive action to mitigate risks,
manage consequences and restore stability (Lagadec 1993, p. 12; Mosteanu 2024, p. 445).

The threats that affect the continuity of providing the service by an organization can
be divided into three groups: (1) natural disasters, (2) loss of performance due to long-
term use of technical systems and (3) man-made actions. Examples of natural disasters
are storms, heavy rain, flooding, forest wildfires, snowstorms and earthquakes. Due to the
climate changes in the last decades, extreme weather conditions and natural disasters have
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Fig.7.1 Different threat Climate changes
domains in recent years for
Europe
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become more frequent. Yet the actual technical systems and built environments are not
often modified to endure changes in heat, cold or flooding.

Loss of performance due to long-term use is more common in cases of economic
pressure. In such situations the modifications are avoided until they are absolutely needed
and therefore the number of cases of performance loss due to long-term use is increasing.

Besides human errors, man-made hostile actions vary depending on the purpose and
means. In increasing age of digitalization, many man-made attacks and errors happen in
the digital domain, but they have influence in the physical sphere.

Considering the external operating environment for an organization in Europe, various
new events and increasing threats have come to the fore in last few years. Sources for
those threats can be categorized into five main categories as indicated in Fig. 7.1: cli-
mate changes, pandemics and threats to health, geopolitical pressure, energy crisis and
economic pressure.

Those threats may emerge simultaneously resulting in multiple potential critical events
for the organization/company at the same time. Such threats may actuate multiple critical
events that may be related with each other or independent from each other. As a result,
a potential crisis or multiple crises may emerge that influence the organization/company
multimodally.

Resulting from the previous, a multimodal crisis for an organization may be caused by
a large single event or a set of multiple critical events. In both cases there is a cumulative
effect to the organizational performance. Such a crisis that influences the organization/
company multimodally can be defined as a multimodal crisis. In a multimodal crisis, the
organization (its crisis response team or control room) must respond to multiple crises
simultaneously and also share the resources to tackle with the event.

From a systems perspective, multimodal crises emerge simultaneously across processes
and inter-process channels, disrupting organizational performance and service availability
on multiple fronts. They are often triggered by a number of critical events occurring
in quick succession, exert simultaneous pressures on different aspects of a system and
producing a cumulative effect on organizational processes and outcomes, often resulting
in greater damage than a single crisis scenario.
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Hostile man-made attacks in the form of hybrid attacks often comprise direct attacks
together with orchestrated indirect attacks to vital service providers and sometimes timed
for the emergence of additional natural disasters (e.g. storms, flooding, etc.). Such multi-
modally emerging critical events put higher stress on the security systems of organizations
and difficulty to continue providing the business continuity. Therefore, it is important that
the risk and crisis management systems should be focussed also to handle multimodal
crises and to tackle increased uncertainty.

Glette-Iversen and Flage (2024) point out five main lines of thinking concerning how
unpredictable events can be delineated: unpredictability as the lack of ability to assign
(meaningful) probabilities, unpredictability as the lack of ability to establish accurate
models or cause-effect relationships, unpredictability as the lack of precursor signals
and warnings, unpredictability as (irreducible) uncertainty, and unpredictability as lack
of knowledge (Glette-Iversen and Flage 2024, pp. 2, 5). To reduce unpredictability, risk
analysis for an organization should tackle to all those five types of unpredictability and
develop relevant prevention strategies.

7.2.2 Risk and Crisis Management for Vital Service Providers

Risk and crisis management serve as vital frameworks for organizations to anticipate,
mitigate and respond effectively to potential threats and disruptions. Central to these prin-
ciples is the identification and assessment of risks across key domains, including financial,
operational, reputational and strategic areas. Through systematic evaluation, organizations
can prioritize risks based on their likelihood and potential impact, enabling the strategic
allocation of resources and the development of proactive mitigation strategies. Cultivat-
ing a culture of risk awareness and transparency is equally crucial, fostering employee
participation in risk identification and reporting to enhance organizational resilience.

Crisis preparedness involves a range of activities, including risk assessment, planning,
training, simulation exercises and resource stockpiling. However, preparedness begins
with a foundational awareness of risks within and around the organization. With this,
organizations should overcome the gap on how to translate theoretical models of crisis
management into real activity (Aven 2023, pp. 3-5), or how to use risk and vulnerabil-
ity analyses in organizational learning for crisis prevention and preparedness (Eriksson
2023).

Organizations providing vital services, such as energy supply, water systems, health-
care and communication networks play a critical role in societal stability. The definition
of vital services varies by country (e.g. Herrera and Maennel 2019; Mehvar et al. 2021;
Santos et al. 2014.), reflecting differences in critical infrastructure durability, resource
availability and external threats. The common characteristics are that these services are
essential for maintaining societal functionality, and any interruption due to crises can have
widespread consequences or even danger to life and health.
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In case of threat to disruption of a vital service, rapid and decisive action is imperative
to safeguard organizational continuity. Effective crisis management involves clear commu-
nication channels, swift decision-making protocols, and resource mobilization. Predefined
crisis response plans tailored to specific scenarios streamline coordination efforts, ensur-
ing cohesive and systemic responses. Partnerships with external stakeholders, including
government agencies and community groups, strengthen collective capacity to manage
crises collaboratively.

In addition, effective risk and crisis management require a commitment to continu-
ous learning and adaptation. Post-crisis debriefings and comprehensive reviews provide
opportunities for introspection, enabling organizations to identify gaps, refine strategies,
and bolster preparedness for future contingencies. A dynamic and iterative approach fos-
ters a resilient organizational culture capable of navigating uncertainty with agility and
confidence.

There are different organizational and coverage levels of the crisis management. At the
state, country, or national level, risk and crisis management entail sophisticated strategies
and intergovernmental cooperation to address multifaceted challenges. Similar applies at
municipality level where risk and crisis management are vital for ensuring the safety,
security and resilience of local communities.

Crisis preparedness at enterprise, company and organizational level requires the main
commitment from the respective organization. It is a critical function that ensures an
entity’s resilience and ability to respond effectively to emergencies. Organizations need
to establish structured crisis management frameworks to mitigate risks, maintain oper-
ations, and safeguard stakeholders. This level of crisis management operates between
broader national or local authority responses and the immediate on-site incident response,
bridging strategic decision-making with operational execution to minimize the disruption
of a critical service.

Key crisis management activities at the organizational level include risk assessment,
systematic risk analysis, contingency planning, training and continuous improvement.
Organizations bear the primary responsibility for developing and implementing crisis
management policies tailored to their specific risks and operational environments. This
includes ensuring compliance with legal and regulatory requirements, establishing crisis
response teams and fostering a culture of preparedness. Transparency and accountability
are essential in maintaining stakeholder trust and ensuring effective crisis resolution.

At the lowest operational level, crisis management at the site of an event entails a struc-
tured and dynamic approach aimed at mitigating immediate risks, ensuring the safety of
personnel and facilitating the rapid restoration of normalcy. Crisis management teams at
organizational/company level employ advanced technologies, such as real-time monitor-
ing systems, geographical information systems (GIS), and remote sensing platforms, to
enhance situational awareness assess the extent of damages, identify emerging hazards,
mitigate the impact of events, optimize resource utilization, and expedite the recovery
process.
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7.3 Factors to Consider When Designing a Crisis Response
System for an Organization

7.3.1 Integrated Management Systems for Organizations

The introduction of ISO-based management systems is always a strategic decision of the
organization. Implementing an ISO-based management system can help improve the over-
all performance of the organization, as well as create a solid foundation for a sustainable
development initiative.

To give a better focus to the functioning of the organization, many companies have
brought their work organization into line with the requirements of the ISO 9001:2015
standard (Quality management systems - Requirements). ISO 9001:2015 promotes the
adoption of process-oriented approaches in the development of the Quality Management
System. Understanding and managing interrelated processes as a system contributes to
the intended results of the effectiveness and efficiency of the organization. ISO 9001
implements the principles of continuous improvement, risk-based thinking which opens
the possibility of dealing with both risks and opportunities. There are around 838,000
valid certificates of ISO 9001 for 1.25 million sites worldwide (ISO 2025).

There are two more standards that organizations also frequently implement. ISO
45001:2018 (Occupational health and safety management systems. Requirements with
guidance for use) aims to create a framework for managing occupational safety and work
environment risks and opportunities—which is expressed in the prevention of injuries
and health damage to employees, ensuring safe and healthy workplaces. Therefore, it
is extremely important for the organization to minimize hazards caused by occupational
health and safety (OHS) risks through effective prevention and protection measures.

Since the company’s activities inevitably affect the environment, it is frequently the
case that, having implemented ISO 9001:2015, the activities of the organization are also
applied to comply with ISO 14001:2015 (Environmental management systems, Require-
ments with guidance for use). ISO 14001:2015 seeks to strike a balance between society’s
expectations of sustainable development, organizational transparency and accountability,
along with increasingly stringent legislation.

Having implemented more than one of these ISO standards, the management system
of the organization can be called an integrated control system.

7.3.2 NIS 2 Directive

To ensure Europe’s cybersecurity, the European Parliament adopted the NIS Directive
on network and information systems in 2016 (Directive 2016/1148 of the European Par-
liament and the Council concerning measures for a high common level of security of
network and information systems across the Union (the “NIS Directive”)). When the
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Directive entered into force, it was seen that its implementation by the Member States led
to fluctuations in the content and quality of the requirements laid down.

In order to extend, harmonize and strengthen cybersecurity requirements, the NIS2
Directive, which is part of the EU’s cybersecurity strategy, has now been adopted as of
2022 ((Directive (EU) 2022/2555 of the European Parliament and of the Council of 14
December 2022 on measures to ensure a high common level of cybersecurity in the Union
and amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972 and repealing
the Directive (EU) 2016/1148 (NIS 2 Directive). While the NIS1 Directive categorized
service providers as operators of essential services and digital service providers, the NIS2
Directive changed the classification of essential and important entities.

The NIS2 Directive aims to strengthen the cybersecurity of companies providing crit-
ical services. Continuity of services, cyber hygiene, access control, cryptography and
secure authentication must be ensured. As an important change, the NIS2 Directive has
introduced a move of cybersecurity issues beyond IT departments. This means that cyber-
security risk management measures must be approved at the level of the company’s
management—hence the requirement for board members to participate in industry-related
training.

Thus, companies in EU Member States that are involved in providing vital services
rights today have two options—either to certify themselves in accordance with the NIS2-
based national legislation established on the part of the Member State, or to implement
ISO 27001:2022 standard (Information security, cybersecurity and privacy protection.
Information security management systems. Requirements) compliance. Companies oper-
ating in different markets predominantly choose ISO 27001 compliance because it reduces
the complexity of the integrated management system.

Thus, in the coming years, the number of ISO 27001 certified companies in the EU will
also increase significantly. For example, in Estonia, the established information security
standard “E-ITS” (eits.ria.ee) is fully compliant with ISO 27001. The Estonian infor-
mation security standard ensures comprehensive protection of business processes and
information systems used to perform public tasks.

7.4 Scenario-Based Risk and Crisis Management
for Multimodal Crises

7.4.1 Integrated Risk Management and the Need for Systemic
Approaches

Risk management in an organization should correspond to the increasing likelihood of
simultaneous and multimodal threats. The dynamic nature of risks should be considered
(Glette-Iversen et al. 2023, p. 11) together with human factors in a socio-technical system
that provides vital services (Nolan-McSweeney et al. 2023, pp. 10-13). ISO 31010:2010
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presents 31 techniques for different contexts, thus the selection of methods depends on
available expertise, resource constraints and organizational capacity. Low-ranked risks
require monitoring but no immediate action, while moderate risks demand preventive
measures to prevent escalation. High or very high risks necessitate recovery plans and
prioritized mitigation, with strict timelines—within three to six months for significant
risks, and immediate action for intolerable risks.

Bow tie diagrams are effective tools for visualizing threats, consequences, and con-
trols. Preventive and mitigative actions, along with responsibilities and timelines, should
be systematically documented. Biases in risk assessments, such as overconfidence or con-
firmation bias, must be addressed as well as cognitive pitfalls (Hunt and Naweed 2023,
pp- 3-8).

For growing complexity of threats and potential multimodal appearance, the usual
Excel-based methods should be extended with scenario-based risk modelling. Visualized
scenarios help reveal interdependencies and cascading effects across organizational lay-
ers. ISO 31010:2018 provides relevant methods for scenario modelling, where risks at one
level can trigger events at another. This chain-of-risk approach (Fig. 7.2) enables identi-
fication of critical risks and analysis gaps. The green circle indicates the event that starts
the chain of multiple events possibly in different locations and channels.

Risks should be categorized by impact (e.g. financial, reputational, environmental) and
type (e.g. compliance, security, third-party) to support cross-organizational generalization
and prioritization. Risk categorization enables a consolidated overview, allowing senior
management to focus on top risks across categories.

The interdependence between services and processes, service-based and cross-service
risk analyses should be conducted. Scenario-based models provide early insight into

A strong storm
is causing power The boiler house cannot receive the

outages in the area necessary fuel quantities to
continue heat production

A power outage stops the
operation of the fuel pump

'
L4
in the boiler house The heat boiler operates at
D underload or switches to
emergency mode
Circulation pumps cannot
5 distribute enough heat
The system pressur through the network

and temperature drop
below the norm

Heat exchangers cannot
transfer enough heat

.

Fig.7.2 The principle of risk chain formulation
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Fig.7.3 Events that create cascading scenarios leading to failure of district heating system

risks arising from the interaction of causes and consequences. Risk assessment pro-
ceeds through scenario development, probability and impact evaluation, and bow-tie
diagramming, with risk aggregation for upper management levels.

The actual risk picture is significantly more complex, consisting of a large number of
risks and their interconnections as illustrated in Fig. 7.3. The overall integrated picture
enables us to understand how a single event influences the outcome of providing services
in an enterprise.

The scenario diagram depicted on Fig. 7.3 illustrates how multiple, interconnected fail-
ures, ranging from environmental conditions to technical and human errors, can cascade
into a widespread multimodal crisis in a district heating network. This example demon-
strates the importance of holistic crisis management and adaptive business continuity
planning.

This diagram represents a failure cascade scenario in a district heating system. Several
initial trigger events are visualized:

e A storm causes power outages,
Mechanical failure in the main pump,
Software update failure in control systems,
Water treatment malfunction,

Incorrect valve closure (human error),
Cyberattack,



7 Resilience and Service Continuity for Vital Services Providers ... 93

e Excavation damage to the pipeline.
Each initial trigger leads to progressive system degradation.

e Fuel supply interruptions — boiler underload — low pressure — reduced circula-
tion — cooling of network — widespread heat disruption

e Sensor/control failure — over/under heating — pipeline or equipment damage

e Sediment build-up — clogging — pressure increases — leaks/failures

e [eaks— water loss— pressure drop — freezing — traffic accident— access disrup-
tion — delayed repair

The causal chains are interconnected, simulating a multimodal crisis scenario where one
failure can interact with or amplify others. The overall picture supports understanding
what are the critical chains that interrupt provision of critical services.

Based on the scenario-based approach it is possible to evaluate which chains and nodes
should be strengthened to increase the resilience of a critical service.

7.4.2 Using a Scenario-Based Approach for Crisis Management

Unlike traditional crises triggered by singular events, multimodal crises arise from mul-
tiple concurrent events across domains, producing interdependent, cascading effects that
intensify vulnerabilities. These crises challenge conventional crisis management due to
their complexity and require integrated, adaptive responses.

Multimodal crises are defined by multidimensional impacts, often spanning geographi-
cal, sectoral, and organizational boundaries. For example, a natural disaster may coincide
with a resource shortage, compounding disruptions. Such crises may result from intercon-
nected or unrelated events, or from a single large-scale incident generating widespread
effects. In all cases, the cumulative impact on organizational performance is significant.

Given this complexity, organizations must recognize how disruptions affect service
delivery and implement robust business continuity strategies. Organizations should also
prepare for crisis communication, which varies depending on the level of public interest.
Crisis management must also integrate operational tools (continuity plans, communication
protocols) with broader governance frameworks, balancing rules-based compliance with
principles-based adaptability. This dual approach enhances organizational resilience under
pressure.

An organization understands the critical paths to ensure resilience of a critical service.
In case of the crisis event, scenario-based approach supports better situation awareness and
understanding the extent of the crisis and potential recovery paths. There can be discussion
whether a rule-based or principle-based approach is preferred to be more efficient in crisis
management. However, both rules-based and principles-based approaches act as a duality,
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to create an integrated whole, rather than as a dualism, where they are in opposition to
each other (Pilbeam et al. 2025, p. 12).

The potential benefit of the scenario-based approach for crisis management and pre-
vious existence of scenario-based risk picture together with relations is more realistic
mode-based situation awareness.

7.4.3 Implementation of the Integrated Approach

A core challenge in risk management is recognizing how interconnected events can trigger
cascading effects. Seemingly minor issues may escalate into significant incidents, acting
as catalysts for further disruptions. For instance, a supply chain delay may evolve into
financial losses, reputational harm or regulatory consequences. Similarly, a small technical
fault could cause broader system failures if not addressed promptly.

Focussing on event chains rather than isolated incidents reveals the dynamic nature of
risk propagation. This perspective helps identify critical intervention points where early
action can disrupt escalation pathways and prevent major crises.

Scenario-based risk analysis delivers actionable insights by evaluating both the like-
lihood and impact of potential events. This dual assessment enables categorization
into small, medium, or large impacts, supporting prioritization and efficient resource
allocation.

For example, a high-impact scenario like a cyberattack on critical infrastructure would
involve detailed analysis of exploited vulnerabilities and potential systemic effects. In
contrast, a minor disruption such as a short communication outage may require minimal
intervention but should still be monitored.

Effective risk management hinges on distinguishing between risks of varying severity.
Prioritizing high-impact scenarios ensures resources are directed where they matter most,
avoiding diluted efforts. This prioritization also informs strategic planning by intervening
early in high-risk event chains so minimizing both the likelihood and cost of adverse
outcomes.

Proactive risk management emphasizes anticipation over reaction. Through compre-
hensive risk mapping and scenario analysis, organizations can identify and address
threats before they materialize. These insights support broader initiatives such as busi-
ness continuity and crisis planning. For example, anticipating supply chain risks might
prompt supplier diversification and enhanced logistics visibility. Similarly, heightened
cybersecurity concerns can drive investment in detection systems and employee training.

The introduced method represents a shift from traditional risk management towards a
proactive, systems-based approach that enhances decision-making under uncertainty.

When implementing scenario-based risk and crisis management, there are a number of
relevant aspects of modelling technologies that can be considered for analysis of inter-
related, often simultaneous processes and in order to obtain a comprehensive situational
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picture, as described by Hassel et al. (2022, p. 5), Colombo and Golzio (2016, pp. 48—
55), Lorraine et al. (2025, p. 13), Tavana (2008), Chu et al. (2024), Qabaja et al. (2023),
Cheminod et al. (2013), Phiri and Tembo (2022), Ingvarson and Hassel (2023, p. 11),
Cedergren and Hassel (2022, pp. 1-5), Stefana and Paltrinieri (2021, p. 13) and Saghafian
et al. (2025, p. 6).

7.5 Conclusions

Multimodal crises are quite common nowadays. The EU is seeking to strengthen the
business environment of companies in its Member States in such a way as to increase
the soundness of the functioning of companies providing essential services by putting in
place its own measures. This article analysed the positive impact of the implementation of
ISO standards in the implementation of the EU’s efforts and showed how the organization
of risk management and crisis management can be combined into a single logical whole
through scenario-based analysis of risks.

The increasing prevalence of multimodal crises has highlighted the critical need for
innovative approaches to risk and crisis management. These crises, characterized by their
simultaneous and interconnected impacts across multiple domains, pose significant chal-
lenges to traditional management frameworks. As demonstrated throughout this article,
conventional methods that address crises in isolation are insufficient in navigating the
complexities of modern, overlapping threats.

The research emphasizes the role of a scenario-based risk management approach in
addressing the unique challenges posed by multimodal crises. Grounded in systems think-
ing and supported by ISO-based management standards, this method enables organizations
to anticipate and mitigate the cascading effects of simultaneous crises. By fostering
a holistic understanding of interdependencies and resource demands, organizations can
enhance their resilience and adaptability, ensuring the continuity of vital services even
under extreme conditions.
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Disaster and Crisis Preparedness
of Communities

Raul Savimaa

Abstract

Polycrises are characterized by the simultaneous occurrence of multiple, interconnected
crises of different natures, some of them short-term, some long-term. The changed
global security environment, the COVID-19 pandemic, ongoing climate change and
potential security threats have created conditions for long-term polycrises. They pose a
significant challenge to the disaster and crisis preparedness of communities worldwide.
As they may impact the continuity of several critical services, readiness of individuals
and communities to cope with disasters and crises needs to be adjusted to cope with
the current threats. Better resilience enables communities to effectively manage and
recover from unexpected disruptions, thereby safeguarding lives, infrastructure, and
the economy. This chapter examines how the communities and residents in Estonia are
prepared for short- and long-term crises and for their potential cumulative influence
regarding internal security and public safety. A set of surveys and case studies from the
period 2023-2024 is presented and analysed in the paper. Estonia is taken as an exam-
ple of a country on the Eastern border of the EU where the natural, health (COVID-19)
and geo-political threats in last few years have been combined. This chapter identi-
fies key factors that influence the preparedness and resilience of communities during
polycrises. Based on the research results and the theoretical and background materials
discussed in the paper, suggestions are made on policy development on how to increase
crisis preparedness of the residents and the communities.
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8.1 Introduction

A crisis, in scientific terms, is a complex and time-sensitive event marked by a signifi-
cant deviation from normal conditions, threatening the stability, integrity, or functionality
of a system or organization (Bundy et al. 2017, p. 1662; Merriam-Webster 2024). Crises
manifest across various domains, including natural disasters, technological failures, socio-
political unrest, economic downturns and public health emergencies. At their core, crises
are characterized by heightened uncertainty, urgency and the potential for adverse out-
comes, necessitating prompt and decisive action to mitigate risks, manage consequences
and restore stability (Lagadec 1993, p. 12; Mostenau 2024, p. 445).

Historically, crisis preparedness has primarily focussed on local industrial or natural
disasters. The changed global security environment, the COVID-19 pandemic, ongoing
climate change, and potential security threats have created conditions for long-term poly-
crises. Preparedness for disruptions to critical services and emergencies is now essential
for municipalities and residents alike. Communities and their respective NGOs play a vital
role in improving resilience and managing crises effectively, as outlined in this paper.

However, in recent years, threats and potential crises emerge from several societal
domains. Climate changes directly influence the everyday activities of people: in some
European countries there are more intense heat waves, in others more storms or flooding
or more volatile weather. Severe weather such as heavy storms may also cause interrup-
tions of different services, including vital services like electricity or water supply. Absence
of electricity in turn may cause interruptions of transportation services, availability of lig-
uid fuel for motor vehicles as well as disruption of banking services and operation of
grocery stores. There can be also other reasons, natural or man-made threats and events
that may lead to crises in society or community. Such threats may emerge from different,
apparently independent sources such as climate change, pandemics, geopolitical tensions
or hybrid attacks, but still influence society and/or communities simultaneously and in a
multi modal way (e.g. as described earlier, absence of electricity, transportation availabil-
ities and lack of food). Such simultaneous occurrence of multiple, interconnected crises
from different domains is defined here as polycrises.

Polycrises differ from singular events as they involve a complex interplay of systemic
vulnerabilities, cascading effects, and interconnected risks, which amplify their collec-
tive impact. For example, a natural disaster such as a hurricane may trigger secondary
crises like infrastructure failures, power outages and supply chain disruptions. These
challenges can then be compounded by socio-economic or public health crises. Con-
sequences continue much longer than the temporal span of the initial triggering event.
Long-term consequences of a large natural disaster, pandemic or a hybrid attack can
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be shortages of essential goods, economic instability and social unrest. Disruptions in
one domain can precipitate cascading effects across interconnected systems. Furthermore,
these crises often span geographical regions, sectors and organizational hierarchies, com-
plicating response coordination and resource allocation. This “domino effect” underscores
the need to address complex risk interactions and foster resilience through integrated crisis
management approaches.

Polycrises are characterized by high uncertainty and unpredictability arising from
multiple factors, feedback loops and emergent dynamics. Their simultaneous occurrence
challenges communities and governments by exposing the limitations of traditional crisis
management that focuses on isolated events. As conventional risk assessment and pre-
paredness methods fall short, adaptive strategies are needed to address evolving risks. This
shift calls for holistic approaches integrating cross-sectoral perspectives and fostering col-
laboration among diverse stakeholders. Key components include robust risk assessments,
scenario planning and contingency measures to mitigate systemic vulnerabilities, enhance
community resilience and ensure effective responses to interconnected crises.

The convergence of multiple crises demands a rethinking of how to manage security at
local, national and international levels. Communities, governments, and NGOs must work
collaboratively to build resilience and address systemic vulnerabilities. Recommendations
include enhancing risk awareness and public education to prepare residents for complex
crises, building local partnerships to foster coordinated response efforts, conducting regu-
lar risk assessments and scenario planning to adapt to evolving threats, and shifting from
reactive crisis management to proactive preparedness strategies.

A core element of effective management of large-scale crises is community prepared-
ness. The degree to which communities are involved in crisis response depends on the
nature and scale of the event. Whether addressing natural disasters, socio-political unrest
or technological disruptions, communities’ ability to prepare for, respond to and recover
from crises is critical for maintaining societal stability and reducing the human, economic,
and environmental toll of such events.

Prepared communities are better equipped to safeguard lives, infrastructure, and the
economy. They can mobilize resources, implement emergency plans and coordinate
response efforts swiftly, reducing the impact of crises. To enhance preparedness, com-
munities and NGOs can conduct regular risk assessments, establish clear communication
channels, promote public education on disaster awareness and response strategies, and
build strong local networks and partnerships to ensure a coordinated and inclusive
approach to crisis management.

This chapter examines the pivotal role of disaster and crisis preparedness in communi-
ties facing polycrises. It advocates for a multidisciplinary approach to crisis management,
emphasizing the contributions of governance, communication, technology and community
engagement. Decentralized governance and public—private partnerships are highlighted
as key to effective resource mobilization and risk management. The study outlined
underscores the importance of risk awareness, resource allocation, social cohesion and
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collaborative response strategies, arguing that strong community-level preparedness is
essential for managing complex crises.

The rest of the chapter is organized as follows. Section 8.2 reviews essence of cri-
sis management levels from national level down to local level and explains the role of
municipalities in the crisis management. The role of communities in crisis prepared-
ness is reviewed in Sect. 8.3. Section 8.4 presents and analyses five case studies on
crisis preparedness of communities in Estonia. The conclusions and recommendations are
presented at the end of the chapter.

8.2 Crisis Management with Communities

Preparedness for crises and the mitigation of potential risks form the cornerstone of effec-
tive risk and crisis management. The overall process is essential for authorities, service
providers and organizations to anticipate, mitigate and respond effectively to potential
threats and disruptions while working towards the restoration of normal operations. Sim-
ilarly, this is also important on a residential level, although not always handled by a
systematic approach.

8.2.1 Levels of Crisis Management

Three temporal and logical stages in crisis management can be distinguished (Lettieri
et al. 2009, p. 125): pre-crisis (the period before the disaster occurs), crisis (the actual
occurrence of the event) and post-crisis (the period from the crisis subsiding to the return
to normal conditions). The integrated process of crisis management consists of prevention,
planning, response, recovery and learning (Coombs 1999; Pearson and Clair 1998).

Traditional crisis management systems predominantly rely on top-down planning
approaches, implemented at national, regional, municipal and incident-specific levels.
These systems emphasize immediate and professional responses to disasters, requiring
detailed and structured plans at each administrative level. While this approach has proven
effective in managing discrete crisis events such as natural disasters or industrial acci-
dents, it often struggles to address the prolonged and multifaceted nature of certain crises,
particularly those involving cascading or systemic impacts.

At the national level, risk and crisis management employ sophisticated strategies and
intergovernmental cooperation to address complex challenges. Government agencies con-
duct comprehensive assessments across economic, environmental, politica, and societal
dimensions to guide strategic planning and policy development, aiming to prevent, miti-
gate, and respond to crises such as natural disasters, public health emergencies, terrorism
and geopolitical conflicts (Bjorck et al. 2024). Coordinated response frameworks facilitate
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information sharing, resource mobilization and decisive action, while transparent public
communication fosters trust and community resilience.

At the municipal level, risk and crisis management are essential for ensuring local
safety, security and resilience. Municipal governments identify and address risks (such
as natural disasters, infrastructure failures, public health emergencies and social unrest)
by collaborating with businesses, community organisations and emergency responders to
leverage local expertise and resources.

Dedicated emergency management agencies are established to develop and implement
crisis response plans, coordinate emergency operations, and disseminate critical infor-
mation. These agencies also foster trust and resilience through proactive community
engagement, enabling local authorities to better anticipate and manage crises.

The interplay between nationwide and municipal crisis management and organizational
preparedness is symbiotic. While governmental and local authorities provide regula-
tory frameworks, infrastructure support and coordinated emergency response, businesses
contribute by investing in local infrastructure, forming public—private partnerships and
adhering to safety standards. This collaboration enhances information sharing, resource
allocation and coordinated responses, with insights from corporate practices informing
more adaptive governmental strategies for emerging threats.

At the event site, crisis management requires a structured yet adaptable approach.
When an emergency occurs (be it a natural disaster, industrial accident, or other incident)
multidisciplinary teams are swiftly mobilized to assess the situation, establish command
centres, and activate response protocols. These teams include emergency responders,
medical personnel, engineers and communication specialists.

However, there remains a gap between planned crisis management strategies and actual
situational awareness, which limits support in scenarios where multiple crises occur
concurrently.

8.2.2 Municipalities in Emergency Management

Crisis management, including emergency preparedness, response and the continuity of
vital services, is governed by the Emergency Act (2017). This legislation outlines the
responsibilities of state and municipal authorities in organizing crisis management and
ensuring societal resilience. A business continuity strategy for vital service providers
should be developed while local authorities are mandated to prepare a risk analysis of
the local authority, considering the national risk analysis.

Organizations providing vital services play a pivotal role in societal stability. Vital ser-
vices, ranging from energy and water supply to healthcare and communication networks,
are essential for maintaining functionality during crises. A local authority organizes in its
administrative territory the continuity of some vital services like district heating, ensuring
the operability of local roads, and water supply and sewerage.
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Subsection 2! of Section 6 of the Local Government Organisation Act (1993) stipu-
lates, in relation to crises, that a local government shall contribute to the evacuation of
persons and the accommodation, catering and medical care of evacuees. Pursuant to Sub-
section 1 of the same section, a local government shall organize the provision of social
services, housing and communal services, water supply and sanitation, waste management
and the construction and maintenance of rural municipality or city roads in its administra-
tive area, unless these tasks have been assigned to someone else by law. Subsection 3 also
stipulates that a local government shall also decide and organize those local life issues
that have been assigned to it by other laws or that have not been assigned to someone
else by law to decide and organize.

However, how is it determined how exactly a local government ensures crisis man-
agement capacity is managed by the authority itself? Predefined crisis response plans and
partnerships with external stakeholders strengthen the collective capacity to manage crises
collaboratively (Whitacre 2021). Although the implementation of uniform crisis manage-
ment methods throughout the country is important, to improve the resilience of the local
area, it is important that preparedness for dealing with crises is sufficiently provided at the
level of local governments (Tej et al. 2014, p. 4). Therefore, crisis management practices
and effectiveness may also vary (Hede 2018, p. 33).

When dealing with crises, local governments may encounter different situations within
their administrative area (natural disasters, man-made disasters), but they may also be
affected by disasters that occur elsewhere, but to which the local government population
is involved (e.g. major natural disasters in other regions, etc.) (Hede 2018, pp. 5-7).
Crisis exercises and constant maintenance of preparedness help local governments ensure
resilience in, among other aspects, the following aspects: adaptability (ability to learn,
acquire new solutions), adaptation and redundancy (ability to replace components if one
of them fails), and better capacity for resource mobilization (Steen and Morsut 2019,
pp. 4-5).

8.3 The Role of Communities in Crisis Preparedness
8.3.1 The Importance of Communities

There is no single definition for communities, it varies depending on context. Clark (2007,
pp. 4-5) draws from multiple perspectives to suggest that the concept of community
includes identity and belonging, inclusion and exclusion, as well as dimensions of place,
time, and social interaction. Most often, communities are characterized by geographical
and/or social belonging (Clark 2007, p. 5). Still, both residents and community associa-
tions often have differing understandings of what constitutes a community. Recognizing
these differences is essential to fostering a shared understanding (Vihma and Lippus 2014,

p- 8).
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In traditional emergency management research, communities are typically viewed as
groups of people living in the same area or near common risks (McAslan 2011, p. 6).
However, this location-based definition overlooks other key dimensions, such as shared
interests, values, activities, and social structures. Understanding community behaviour
requires recognizing that communities are rarely uniform and that the roles and relation-
ships among their members are complex. One community (e.g. residents of a specific
region) may encompass multiple sub-communities, such as cultural associations, interest
groups, or hobby clubs. Individuals often belong to several communities simultaneously,
connected by factors such as location, occupation, economic status, gender, religion, or
recreational interests (Turner 2010, p. 281).

Communities are also dynamic, forming around shared goals and disbanding once
those goals are achieved (McAslan 2011, p. 6). Interest- and principle-based communities
can significantly influence the functioning of location-based communities. For this reason,
it is important to consider these dynamics when evaluating the performance of community
associations, particularly in the context of crisis management.

One defining feature of a community is social capital—the informal norms that fos-
ter cooperation among individuals, citing honesty, commitment and trustworthiness as
key examples (Fukuyama 2001, pp. 7-8). Social capital underpins community inclusion,
or community participation, which ensures that all individuals, regardless of abilities,
education, socioeconomic status or other factors are valued and respected members of
the community (Fieldhouse and Donskoy 2013). In countries where local communities
actively participate in local government and national decision-making, community partic-
ipation has long been a key component of social capital (Roseland and Spiliotopoulou
2017).

There are a number of factors that determine community resilience (Patel et al.
2017, pp. 21-23): local knowledge, community networks and relationships, communi-
cation, healthcare, governance and management, resources, economic support, readiness
and mental outlook.

Community participation involves people addressing issues that matter to them, shap-
ing policies, and contributing to service planning, development and delivery (Adema et al.
2016). However, participation is ineffective if it only involves superficial consultation or
fails to address the core concerns of the target group (Bishoge et al. 2019). In the context
of crisis preparedness, members of community associations may be interested in con-
tributing to preparedness efforts, even if these activities are not explicitly outlined in their
association’s general objectives.

Community associations embody the collective civic activity within a society. They
unite neighbours or individuals with shared interests, enabling them to plan, organize and
collaborate with local governments and provide a platform for citizens to voice opinions
and collectively improve their quality of life (Sarbanes and Skullney 1995). A substantial
body of research supports the benefits of a bottom-up approach, where active local com-
munity involvement helps achieve regional and national goals more effectively (Koontz
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and Newig 2014; Meslin 2010; Russell 2015). However, combining bottom-up and top-
down approaches creates a hybrid model in which both central and local factors contribute
to effective policy implementation (Khan and Khandaker 2016) as top-down approaches
alone are insufficient for sustainable development (Ulate et al. 2018).

In Estonia, community societies and NGOs largely depend on active, enterprising indi-
viduals with strong communication skills. The “anchor community” is defined by the
presence of a central strong institution or facility, such as a school, library or company.
These institutions often serve as focal points for the surrounding region, attracting resi-
dents and people with shared interests (Paas and Pegolainen-Saar 2022; Taylor and Luter
2013). The strategic documents also highlight the need to enhance crisis preparedness
and post-crisis damage mitigation through the collaboration of state institutions, local
governments and communities (Siseministeerium 2020, p. 32).

8.3.2 Community Associations as Supporters of Crisis
Management

As a rule, the initial basis for the emergence of community associations has been the
desire to promote cultural life, get along with each other or to solve an existing prob-
lem (Vihma and Lippus 2014, p. 24). Supporting residents’ crisis preparedness could be
one (additional) area of community association activity, if it is a sufficiently important
common problem for the residents of the region.

Community crisis preparedness has been studied from various different viewpoints:
Martin et al. (2023) analyse the decision-making process and community involvement
in improving the living environment. Cass et al. (2022) analyse community expectations
to reduce regional flood risks, while Khan et al. (2022) and Chen et al. (2020) analyse
crisis communication and community involvement during the COVID-19 pandemic, and
Nahkur et al. (2022) analyse the involvement of volunteers in crisis management activities
in Europe.

Still, no voluminous literature exists on the role of community associations in sup-
porting residents’ crisis preparedness. The involvement of the community and community
associations could be useful not only in an actual crisis, but also in emergency prepared-
ness and response planning, including considering the consequences. The opinion of local
communities is expected to be the basis for implementing better quality plans and policies
based on local realities (DCAH 2021, p. 3). Linnell (2013) has described ways to involve
communities in crisis management. Based on his observations, volunteers and communi-
ties are mainly involved not so much in crisis preparedness planning, but as supporters of
crisis and natural disaster mitigation, e.g. as providers of shelter, distributors of food and
essential goods, or as performers of essential recovery work Linnell (2013, pp. 22-23).
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8.3.3 The Potential of Prepared Communities

Organized and prepared communities can contribute to the crisis preparedness of citizens
and support local authorities in different stages of crisis management. Involvement of
communities in risk reduction analysis enables them to exhibit and use their competence
regarding local conditions, environment, potential vulnerabilities and early response to
potential threats. For example, in areas prone to natural disasters such as floods, earth-
quakes, or wildfires, community members can provide valuable insights into high-risk
zones, evacuation routes and early warning signs. This localized knowledge is vital for
authorities when developing risk assessments and crisis management plans tailored to the
specific needs of a community.

To enhance preparedness, communities or respective NGOs can conduct regular risk
assessments, establish clear communication channels and engage in public education
on disaster awareness and response strategies. Also, building strong local networks
and partnerships ensures a more coordinated and inclusive approach to crisis manage-
ment. Community-based organizations can support public security efforts by engaging in
awareness campaigns, educational programmes, and training sessions focussed on risk
prevention. By promoting hazard awareness and preparedness measures, communities
can reduce their vulnerability to crises. For instance, in areas vulnerable to hurricanes,
community-led workshops on disaster preparedness, covering topics such as emergency
kit assembly, first aid, and evacuation procedures can save lives and reduce property
damage when a disaster strikes.

Prepared communities can provide enhanced crisis response. The capacity of a com-
munity to mobilize quickly and efficiently can be critical to the overall effectiveness of
response efforts. Public security agencies rely on community members to provide timely
information about local conditions, which can help in making informed decisions about
resource allocation, emergency response routes, and communication strategies. Commu-
nity members often act as first responders, providing initial care and assistance to affected
individuals before professional emergency services arrive.

Fostering strong communication channels between local authorities and community
leaders can streamline crisis response operations. Trusted community figures, such as
religious leaders, school administrators, or neighbourhood association heads, can act as
intermediaries, facilitating the dissemination of accurate information and helping to quell
panic. In this way, community networks can serve as force multipliers, extending the
reach and effectiveness of official response efforts in the crucial early hours of a crisis.

Prepared communities and their organisations in a region enable effective manage-
ment and recovery from unexpected disruptions, thereby safeguarding lives, infrastructure
and the economy. Prepared communities can swiftly mobilize resources, implement
emergency plans and coordinate response efforts, reducing the impact of crises.

Beyond immediate response, long-term resilience-building within communities is
essential for public security and crisis management. Resilient communities are better



108 R. Savimaa

equipped to handle future crises, whether they be natural disasters, economic shocks,
or public health emergencies. Resilience can be fostered through infrastructure improve-
ments, social programmes, and continuous community education. Community-driven
initiatives that focus on sustainability, such as strengthening local economies, investing
in climate-resilient infrastructure, and supporting public health initiatives, all contribute
to long-term stability. A resilient community is one that is not only prepared for crises
but also able to recover quickly, reducing the long-term social and economic impacts of
disasters.

8.4 Case Study on Crisis Preparedness of Communities

There has been increasing interest in understanding the potential preparedness of the
population and communities and therefore in recent years there has also been several
surveys conducted to analyse the preparedness of citizens and communities.

For the whole of Estonia, Kantar Emor conducted an index survey of the popula-
tion’s awareness of emergency preparedness in 2019, 2021 and 2023 (Kantar 2023) at
the request of the Estonian Rescue Board. According to this, the proportion of those who
have never thought that their family or home could be in a serious emergency in the two
years preceding the survey has dropped from 46% in 2019 to 23% in 2023. The main
likely emergencies in their area were an interruption of vital services for more than 48 h
and exceptional weather conditions. 59% of respondents indicated that they had purchased
supplies to cope with an emergency. The survey (Kantar 2023, p. 26) concluded that the
potential resilience of houses from an emergency perspective and familiarization of res-
idents with the emergency code of conduct has increased. The study also drew attention
to the fact that the level of provision of homes with what is necessary for a crisis is still
low and that information from the local government reaches only less than half of the
residents, and the level of satisfaction with it is also low.

There have also been more detailed studies focussing on municipalities, commu-
nity organisations or on residents of specific communities. Some of these are reviewed
hereunder.

8.4.1 Readiness for Crisis Management in Municipalities

The tabletop exercise on crisis preparation of municipalities was conducted in 2023 to
evaluate the crisis preparedness of all 79 Estonian local governments in the event of a
nationwide power outage. Organized by the Estonian Rescue Board, the exercise involved
926 participants from municipal crisis teams and their collaboration partners, using the
Board’s virtual crisis training platform (Savimaa and Vernik 2023, p. 42). Observers from
various institutions also participated.
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The exercise simulated a winter power outage, initially planned for four hours, with
scenarios escalating to a long-term outage. Exercise covered four stages: planning activ-
ities during a 24-h advance warning; managing the immediate effects of the outage;
escalating to a prolonged outage; and conducting a post-exercise resource analysis.

This exercise demonstrated that local authorities possess a strong overall readiness for
crisis situations. Municipalities were mostly prepared for short-term crisis management,
with crisis teams convened and roles clearly defined. However, gaps in detailed advance
planning were noted, suggesting that some responses were guided more by the exer-
cise questions than pre-existing strategies. In terms of risk communication, authorities
expressed competence in providing timely information during short outages. Yet, con-
cerns emerged regarding the sustainability of proposed solutions for longer-term scenarios.
For example, the use of physical messengers to deliver information in communication
blackouts was often suggested but lacked sufficient resource planning. The study empha-
sized the importance of predefined information boards and schedules to ensure consistent
updates.

During prolonged outages, municipalities demonstrated a capacity to adapt initial four-
hour outage plans to 48-h scenarios. While this adaptability was a positive outcome,
weaknesses were apparent in anticipating secondary challenges, such as heating out-
ages in apartment buildings, food supply chain disruptions, and operational continuity
of stores without functioning cash registers. Resource estimates for these challenges were
insufficient.

Responses also highlighted concerns about post-crisis recovery, particularly the restora-
tion of critical infrastructure, such as heating, water systems, and wastewater treatment,
which could take weeks in some cases. Additionally, the dependency on individual lead-
ers, such as mayors, for communication and coordination raised sustainability concerns
in prolonged crises (unlikely for municipalities, for larger authorities, there are several
spokespersons who can fulfil the communication tasks during long crises).

Despite these challenges, the municipalities demonstrated a strong capacity for crit-
ical analysis during the exercise. Many acknowledged their limitations and proposed
actionable steps to address shortcomings.

Based on the findings, several proposals were developed to enhance municipal crisis
preparedness (Savimaa and Vernik 2023, p. 62):

e Detailed continuity planning: municipalities should conduct thorough analyses of busi-
ness continuity, including resource availability for prolonged power, communication,
and heating outages, while addressing food and fuel supply issues.

e Community engagement: local governments could involve additional volunteers in
delivering messages and gathering situational updates during crises.

e Scheduled information updates: it is suggested to establish fixed times and locations
for disseminating updates, ensuring residents know where and when to access crucial
information.
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e Tailored public guidance: municipalities should adjust preparedness communica-
tion to reflect specific local vulnerabilities, ensuring that residents and communities
understand how to respond effectively.

e Inter-municipal learning: municipalities should share insights from exercises like this
to improve collective readiness across regions.

8.4.2 Crisis Preparedness Studies in Muuga and Harku

Crisis preparedness studies in Muuga and Harku communities were conducted in 2023
(Savimaa 2024a, p. 11) and 2024 (Savimaa 2024b, p. 11), respectively. The studies
employed a mixed-methods research design, integrating quantitative survey analysis with
qualitative case studies. The surveys aimed to quantify awareness levels, preparedness
measures, risk perceptions, and community engagement in crisis management. To enhance
the reliability and validity of the findings, the study employed triangulation by comparing
survey results with qualitative insights. The combined methodological approach allows for
a holistic understanding of community crisis preparedness, offering data-driven insights
that inform policy recommendations for enhancing resilience at the local and national
levels.

The study consisted of five sections (perception of threat, awareness of local problems
and resources, preparation for crises, assessment of crisis capacity of a community asso-
ciation, and sociodemographic aspects). The Study of the Muuga community consisted of
a total of 57 questions and sub-questions, while the study on Harku community consisted
of 31 questions.

Muuga is located near industrial zones and the largest port in Estonia. The residents
reported heightened awareness of industrial accidents and related risks. A majority had
considered potential threats such as armed conflict, extended service outages and chem-
ical leaks. 65% of respondents had prepared for a potential crisis, mainly focussing on
essential services like water, power and healthcare. Two-thirds had emergency supplies,
while 50% periodically checked their stockpiles. Only 7% had practiced emergency pro-
cedures at home. Communication was limited, with only 12% discussing preparedness
with neighbours. Knowledge of local emergency plans was inconsistent. The study high-
lighted the need for enhanced local awareness campaigns, focussing on practical guidance
rather than amplifying risk perception.

Harku is a suburban area with fewer industrial risks. The respondents exhibited dif-
ferent patterns of preparedness. Residents were more concerned about natural disasters,
such as storms and extended power outages. Residents identified water supply, electric-
ity, and healthcare as critical services. Many considered storms as the most likely crisis.
Two-thirds of respondents had emergency supplies, and nearly all had first aid kits. How-
ever, less than half had stored adequate water supplies. Financial and storage limitations
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hindered some residents’ preparedness. Many respondents sought additional training and
clearer communication from local authorities.

These findings correlate with public opinion surveys on internal security carried out
in 2022 for the whole of Estonia. Respondents have crisis-preparedness supplies mainly
in the form of first aid supplies, hygiene products, food and cash, while less than half of
respondents have an independent heating device, a battery-powered radio and sufficient
drinking water at home (Turu-uuringute 2022, pp. 47-49).

The surveys indicated three main differences between crisis preparedness of Muuga
and Harku residents: risk context due to the geographical situation; difference in pre-
paredness levels; and difference in community engagement. Muuga faces industrial
and port-related risks, reflected in residents’ focus on chemical leaks and accidents.
Harku’s concerns revolve around natural disasters due to its suburban and coastal setting.
Awareness of industrial risks was higher in Muuga, whereas Harku residents prioritized
weather-related crises.

Residents of Muuga demonstrated slightly higher engagement in emergency plan-
ning, such as evaluating resource accessibility and checking stockpile quality. Harku
residents had better access to basic first aid supplies but lacked adequate water reserves.
Respondents from Harku reported stronger interest in community training and workshops,
while Muuga’s findings revealed limited neighbour-to-neighbour communication on pre-
paredness. Harku showed greater reliance on local government for crisis management,
compared to Muuga’s self-reliant approach.

There were detected also six similarities between the crisis preparedness of residents
of Muuga and Harku:

e In both areas, electricity, water, and healthcare were deemed the most critical services
during a crisis.

e Approximately two-thirds of residents in both regions had emergency supplies,
emphasizing food and first aid kits.

e Common obstacles included financial limitations, lack of storage, and perceived low
likelihood of crises.

e Both studies identified a gap in crisis communication channels and public awareness
of local resources.

e Respondents in both areas expressed interest in improving community resilience
through training and collaborative efforts.

e Both studies emphasized the need for clear, localized crisis response plans.

The results are similar in the survey by Paadik (2024) on residents’ preparedness for long-
term crises in Estonia, highlighting that around 80% of the respondents believe that they
are more likely to recognize a long-term crisis. Still, the result also points to a certain
uncertainty or lack of awareness regarding the primary signs of a crisis. The survey results
also indicated that people feel least prepared for persistent terrorist threat, cyberattack,
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CBRNE (Chemical, Biological, Radiological, Nuclear and/or Explosives) incident, foreign
attack/war, and industrial accident/leak. The highest rated self-awareness is preparedness
for a pandemic. This can be attributed to the recent COVID-19 pandemic, which has
increased awareness and preparedness for such situations. (Paadik 2024, p. 63).

While a significant portion of respondents had considered crisis preparedness, their
practical readiness varied widely, therefore the survey on long-term crises presented the
following recommendations: expand community education, strengthen local collaboration,
enhance resource accessibility, and improve crisis communication (Paadik 2024, p. 63).
Similarly, in another survey conducted by Saar Poll OU in 2020, 23% of respondents
strongly believed that, in addition to the police and rescue services, businesses and com-
munities should participate in ensuring security, and additionally 58% of the respondents
agreed with this (Saar Poll 2020, p. 26).

8.4.3 (Crisis Readiness of Estonian Community Associations

Here are summarized two studies that assessed the crisis readiness of Estonian commu-
nity associations, focussing on their awareness of local threats, available resources, and
capacity for crisis management. The research aimed to determine the roles community
associations play in preparing for crises, ensuring community resilience and fostering
sustainability. Data in the first study was collected in 2023 via an online survey targeting
all community associations in Estonia, excluding apartment associations due to differing
operational objectives. A total of 395 invitations were distributed, yielding 104 responses
from active associations (Savimaa and Kont 2023, p. 80). The second study in 2025, the
sample consisted of representatives of Estonian regional community associations that have
applied for support from the Civil Society Foundation for the development of civil protec-
tion capabilities and crisis preparedness (Jogi 2025, p. 35). There responded 46 regional
community associations out of 104 potential respondents.

The first survey revealed that community associations have a good understanding of
their operational areas, particularly physical conditions like road networks (61% reported
a thorough understanding). However, systematic awareness of potential hazards remains
inconsistent, with many associations lacking structured threat mapping or risk analysis.
Cooperation with external organizations was identified as another area for improvement;
only half of the respondents reported working with the Rescue Board, and just a quarter
collaborated on crisis preparedness initiatives.

Approximately 50% of respondents expressed readiness to assist their communities
during crises, with many already contributing to daily safety measures and providing
advisory support. Collaboration with local governments was deemed adequate, and asso-
ciations frequently participated in resolving crisis events. Respondents shared numerous
insights and experiences, including the need for greater local government initiatives, better
leadership, and increased access to training on crisis planning.



8 Disaster and Crisis Preparedness of Communities 113

The second study analysed knowledge of community associations about potential crises
in their region. Most associations assessed their understanding of the crises as good.
Community associations have received several information leaflets and appreciated also
practical trainings. The knowledge of residents developed through training is one of the
elements of community resilience (Jogi 2025, p. 55).

Also, most community associations assessed their readiness for a crisis as at least
satisfactory in terms of knowledge and skills, as well as supplies and services necessary
for life. However, less than half of the societies have a gathering place with heating,
electricity and a water supply, meaning that less than half of the societies can speak of
the existence of a local resilience centre. Local crisis preparedness would benefit if there
were more community societies with the possibility of a resilience centre. Still, most
of the community associations studied can provide residents with such modest physical
amenities as a warm space with electricity and water supply for some hours or days (Jogi
2025, pp. 56-57).

The research results of the second survey also show that community associations need
practical training and exercises, especially in first aid, general crisis preparedness, evacu-
ation and sheltering, and cooperation with other organizations. Of the material resources,
community associations need the most generators, rooms for storing and gathering sup-
plies, fuel and drinking water supplies. Comparing the size of the community society’s
area of operation, it turned out that societies with a smaller area of operation consider
their activities to be more active. Societies with a smaller area of operation are better
aware of the vulnerable people living in the area. Community societies with a smaller
area of operation rated their readiness for crisis situations higher in terms of knowledge
and skills and higher in terms of supplies and services necessary for life. In addition,
community societies with a smaller area of operation rated their contacts and cooperation
with the local government as closer (Jogi 2025, pp. 57-58).

As a result of both surveys, community associations can be advised to be active in
communicating with municipalities. The survey results show that in several cases com-
munity associations have been the initiator and more active party in cooperation with local
governments (Jogi 2025, p. 58). Local governments could have a better understanding of
the crisis preparedness of communities (Jogi 2025, p. 58).

Based on the studies, there can be outlined six key suggestions for community
associations (Savimaa and Kont 2023, pp. 102-103; Jogi 2025, pp. 58-60):

1. Conduct systematic mapping of regional threats and risks.

2. Update business continuity plans annually.

3. Strengthen crisis communication strategies and diversify communication channels,
especially online as this requires less effort to reach more people. Focus also on
younger residents who it may be are not interested in participating in the physical
events of the community association.

4. Practical crisis and first aid training would be necessary to increase resilience.
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5. Foster community mental health to build resilience.

6. Enhance collaboration with local, national, and international organizations, including
municipality, the Rescue Board, the Defence League, the Red Cross and the Women’s
Shelter.

For municipalities there can be outlined the following suggestions:

1. Increase cooperation with community associations on crisis preparedness.
2. Provide training on crisis planning and evaluate the quality of completed plans.
3. Establish and communicate the locations of emergency centres, if possible.

Community associations play a crucial role in local crisis management but face chal-
lenges such as limited systematic awareness and insufficient collaboration with external
entities (Savimaa and Kont 2023, pp. 103-104). The proposals outlined aim to strengthen
their capacity to support local governments and residents during crises, enhancing overall
community resilience. By addressing these gaps, community associations can be better
equipped to mitigate risks and respond effectively to emergencies.

8.5 Conclusions

The evolving nature of polycrises necessitates a fundamental shift in crisis manage-
ment towards community-centred preparedness. This research underscores the critical role
of local communities in responding to and recovering from such complex disruptions,
emphasizing the importance of tailored, inclusive and collaborative strategies.

Findings from studies conducted in Estonia, particularly in Muuga and Harku, reveal
shared vulnerabilities and opportunities for enhancing community resilience. Key themes
include the necessity of localized training programmes, inclusive crisis education for
vulnerable populations, and simulations to raise public awareness. Clear and consistent
communication channels are also vital; these must combine digital tools with traditional
media and updated routines to maintain trust and enable timely coordination during
emergencies.

Resource accessibility emerged as a universal concern. Ensuring households have
emergency supplies and backup utilities is crucial, particularly during prolonged crises
such as power outages. In tandem, community hubs and local associations should facilitate
resource distribution, disseminate information, and support coordination. Inter-municipal
knowledge exchange, including sharing best practices from tabletop exercises, also proves
benefits for regional capacity building.

Given the compounding nature of polycrises, community preparedness must adopt
a systems-based approach. This includes comprehensive risk education, which enables
residents to understand interconnected hazards, such as how economic shocks might
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exacerbate social unrest or health crises. Contingency planning at the community level
is essential, involving residents in the co-creation of evacuation protocols, resource
allocation strategies, communication plans and the identification of vulnerable individuals.

Social cohesion is a recurring determinant of resilience. Strong community ties fos-
ter rapid mobilization, effective resource sharing and mutual support. Programmes that
promote trust (such as volunteer initiatives, local festivals and inclusive neighbourhood
engagement) are integral to building these bonds. Equally important is access to both
physical and informational resources, supported by training in first aid, disaster response
and digital literacy.

Technology plays an increasingly central role. Innovations such as Al-based early
warning systems, satellite imagery for damage assessment, and mobile apps for coor-
dination offer new means to improve preparedness and response. However, such systems
must prioritize transparency and cybersecurity to ensure reliability and trust during crises.

To institutionalize these practices, six policy recommendations are advanced:

Allocate sustainable funding for community-level preparedness.

Empower local leadership through training and peer exchange.

Foster social cohesion and ensure inclusivity, especially for marginalized groups.
Integrate community insights into national crisis strategies.

Cultivate public—private partnerships to mobilize resources and innovation.

Invest in technology adoption and infrastructure to enhance cooperation between
municipalities and community associations and within communities.

Ultimately, resilient communities serve as the foundation of effective national crisis
responses. By equipping local populations with the knowledge, tools and support they
need, governments can create adaptive, responsive systems capable of managing the
increasing complexity of global threats. Community resilience is not merely supportive
of public security; it is essential to it.
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