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Preface

Linux system administration often requires you to remember precise commands, interpret
unfamiliar output, and respond quickly when something goes wrong. Al can make that work
faster and more approachable by helping you turn plain-English requests into commands and
scripts, explain output, analyze logs, and troubleshoot errors directly from the command line.

This book shows you how artificial intelligence fits into the Linux world and how system
administrators, engineers, and DevOps professionals can use it to simplify repetitive or
complex administrative tasks. The aim is not to replace Linux knowledge. Instead, you will
learn how to combine sound system administration practices with Al assistance, while still
reviewing and understanding a generated command or script before you run it.

You will prepare a practical Linux workspace and then work with ChatGPT CLI, Shell Genie,
and Aider, with Anthropic Claude available as an alternative command-line workflow. Starting
with installation and configuration, you will use these tools to generate Bash scripts from
plain-English instructions, interpret command output, analyze logs, build scheduled jobs,
troubleshoot problems, and create security-hardening scripts.

The book follows a step-by-step approach, with each chapter adding a new layer of knowledge.
Short knowledge checks help reinforce the main ideas, and the final project brings the tools
together in an Al-assisted system administration workflow that creates and schedules a useful
script.

My goal is to help you become comfortable and confident using Al as a Linux copilot. By the
end of the book, you will be able to automate routine work, solve problems more quickly, and
decide when Al-generated output is safe and appropriate to use in a real Linux environment.

Who this book is for

This book is for aspiring and early-career Linux system administrators, Linux learners, IT
support professionals, infrastructure engineers, and DevOps practitioners who want to use Al
tools to work more efficiently at the command line. It is also useful for experienced
administrators who are new to Al-assisted workflows. Basic familiarity with Linux is helpful,
but the opening chapter refreshes the essential command-line concepts used throughout the
book.
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What this book covers

Chapter 1, Foundations of AI-Driven Linux System Management, reviews the Linux command line,
files and directories, permissions, processes, services, and other fundamentals needed for the
Al-assisted tasks later in the book.

Chapter 2, Preparing Your System Workspace, guides you through preparing a Linux machine or
virtual machine, checking connectivity, understanding the workspace, and installing the
supporting software and dependencies used by the featured tools.

Chapter 3, Using ChatGPT and Claude from the Linux Command Line, introduces the project-
specific ChatGPT CLI workflow, walks through its installation and configuration, and adds
Anthropic Claude as an alternative terminal-based workflow.

Chapter 4, Using ChatGPT CLI for Linux Administration, applies plain-English prompting to
practical tasks such as generating Bash scripts, interpreting command output, troubleshooting
errors, analyzing logs, and automating routine administration.

Chapter 5, Generating Linux Commands with Shell Genie, shows how Shell Genie converts
natural-language requests into Linux commands and how to review, refine, and use those
suggestions safely.

Chapter 6, Using Aider for Bash Scripting and Linux Automation, introduces Aider as an Al partner
in the terminal and demonstrates how to create and refine Bash scripts and Linux-focused
code, including when working with or without Git integration.

Chapter 7, Bringing It All Together, recaps the tools with an emphasis on ChatGPT CLI and leads
you through a mini-project in which you create, test, and schedule an Al-assisted system
administration script.

To get the most out of this book
e Linux system or virtual machine on which you have permission to install software and
run administrative commands
e Aworking internet connection

e Basic familiarity with navigating the Linux command line; Chapter I provides a
refresher

e Administrative access through sudo where an exercise requires it
e Python and other dependencies introduced during the setup chapters

e Any API key, account, or service access required by the Al command-line tool you
choose to configure
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Al-generated commands and scripts should always be reviewed before execution,
especially when they use elevated privileges, modify system configuration, delete files,
or affect production services. Tool interfaces and installation steps can change over
time, so refer to the relevant project documentation if your installed version differs

from the examples.

Download the color images

Your purchase includes a color, DRM-free PDF copy of this book, ideal for viewing color images,
screenshots, and diagrams. Refer to the Free benefits with your book section at the end of the
Preface to unlock your PDF copy.

Conventions used

There are a number of text conventions used throughout this book.

Code in text: Indicates code words in text, environment variables, class and method names,
filenames, extensions, paths, commands, and user input. For example: "Use systemctl to

inspect the status of a service."

A block of code is set as follows:

#!/usr/bin/env bash
service=ssh

sudo systemctl status "$service"

Any command-line input or output is written as follows:

sudo journalctl -u ssh --since "1 hour ago"

Bold: Indicates a new term, an important word, or words that you see on the screen. For
example: "Select System info from the Administration panel."

Warnings or important notes appear like this.

Tip

Tips and practical recommendations appear like this.
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Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book or have any general
feedback, please email us at customercare@packt.com and mention the book's title in the

subject of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you have found a mistake in this book, we would be grateful if you reported this to
us. Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the

form.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact
us at copyright@packt.comwith a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and
you are interested in either writing or contributing to a book, please visit http://

authors.packt.com/.


http://www.packt.com/submit-errata
http://www.packt.com/submit-errata
http://authors.packt.com/
http://authors.packt.com/
http://authors.packt.com/
http://authors.packt.com/
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Free benefits with your book

This book comes with free benefits to support your learning. Activate them now for instant
access (see the "How to unlock" section for instructions).

Here's a quick overview of what you can instantly unlock with your purchase:
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How to unlock

Scan the QR code (or go to packtpub.com/unlock). Search for this book by name, confirm the

o]

edition, and then follow the steps on the page.

OF

UNLOCK NOW

Note: Keep your invoice handy. Purchases made directly from Packt don't require one.


https://packtpub.com/unlock
https://packtpub.com/unlock
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Stay ahead in Al-powered networking — join
16,000+ subscribers

Alis changing how networks are designed, managed, automated, and secured. The AI Network
Engineer newsletter delivers focused, practical insights to help networking professionals keep
pace with this shift.

Each issue explores topics such as:

e Al-assisted network automation and troubleshooting
e Agentic workflows for network operations

e  MCP, network copilots, and emerging Al tools

e Guardrails for safe and reliable automation

e Real-world approaches to building Al-ready networks

Whether you're a network engineer, infrastructure professional, automation specialist, or
technology leader, The Al Network Engineer helps you understand what is changing (and how
to apply it) without the noise.

Scan the QR code to join for free and get weekly insights straight to your inbox:

https://theainetworkengineer.substack.com/


https://theainetworkengineer.substack.com/
https://theainetworkengineer.substack.com/

Preface xvi

Share your thoughts

Once you've read Agentic Linux Administration, we'd love to hear your thoughts! Scan the QR
code below to go straight to the Amazon review page for this book and share your feedback.

https://packt.link/r/1808724798

Your review is important to us and the tech community and will help us make sure we're
delivering excellent quality content.


https://packt.link/r/1808724798
https://packt.link/r/1808724798

Foundations of Al-Driven Linux
System Management

When you first come across terms such as artificial intelligence (AI) and Linux, they can
sound like two large and complicated subjects. If you are new to technology, don't worry. We
are going to keep things simple and build the foundation step by step.

We will first look at what Linux is, then explore what artificial intelligence means, and finally
see how the two can work together. We will also examine how AI supports system
administrators and how it is already changing IT and DevOps work in the real world.

In this chapter, we'll cover the following topics:
e Understanding Al and Linux
e How Al can help system administrators
e How Al is transforming IT and DevOps

Let's start with Linux.

Download the PDF version of this book

Your purchase includes a DRM-free PDF copy of this book, the code bundle, and a range
of exclusive benefits. To unlock everything, follow the Free benefits with your book section

in the Preface.
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Understanding Al and Linux

Linux is an operating system, just like Microsoft Windows or Apple macOS. However, it is used
extensively for servers, cloud systems, security tools, data centers, websites, and enterprise IT
systems.

Many organizations choose Linux because it is stable, fast, powerful, flexible, and free to use. It
gives administrators a great deal of control over how a system is configured and managed.

Linux is also open source, which means that its design and source code are publicly available. A
large global community helps keep it updated, secure, and reliable. Linux is known for running
smoothly even when it is handling heavy workloads.

The best part is that once you learn Linux, you can apply those skills to many different systems
and working environments.

Now, let's talk about AI, which stands for artificial intelligence.

Al is a technology that helps computers process information, identify patterns, and make
decisions in intelligent ways. You may already interact with Al without realizing it. For
example, Al may be involved when a phone suggests a reply, Google Maps recommends a
route, or a website recommends products.

Al learns patterns from data and uses that knowledge to help solve problems. When we bring
Al and Linux together, something very powerful happens. Linux manages the underlying
system, while Al helps make working with that system easier and smarter.

Instead of manually typing long commands, interpreting complex error messages, or searching
through large amounts of documentation, you can use tools such as ChatGPT CLI, Shell Genie,
and Aider to help understand and resolve problems.

Al can help you create scripts, automate tasks, analyze logs, improve security, and receive
recommendations in clear language. This means that you do not need to remember every
Linux command before beginning to perform useful work.

In this relationship, Al becomes your assistant in Linux. For example, if a Linux service is not
working, you can ask an Al tool to help identify the issue and explain it in understandable
terms.

The combination of Al and Linux is therefore not just about learning commands. It is about
working smarter, faster, and with greater confidence. If you are not from an IT background, Al
can help guide you through unfamiliar tasks one step at a time.
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So, take a deep breath and believe in yourself. We will build these skills gradually and turn
what may initially look complicated into something simple, practical, and meaningful for your
future.

How Al can help system administrators

Before looking at how Al can help, we first need to understand the role of a system

administrator.

A system administrator, often shortened to system admin or sysadmin, manages an
organization's computer systems and helps ensure that they continue to operate smoothly.

Common system administration responsibilities include:

e Creating user accounts

e Assigning permissions

o Installing software

e Updating systems

e  Checking available storage

e Monitoring logs for problems

e Managing backups

e Restarting and maintaining services
e Helping keep systems secure

These tasks may sound straightforward, but as a company grows, many of them must be
repeated again and again. This can take a considerable amount of time. This is where Al
becomes helpful.

For example, imagine that a system administrator needs to create five new users with similar
permissions. Instead of creating every user individually, the administrator can ask an Al tool to
generate a script that handles all five accounts.

Al can also recommend commands for setting password policies, configuring firewall rules, or
restricting access. Just as importantly, it can explain why those commands may be needed.

Troubleshooting is another area in which Al can help. Linux sometimes produces long and
confusing error messages that can be difficult to interpret. Instead of immediately spending
time searching online or reading lengthy documentation, a system administrator can ask an Al
tool to analyze the error.

Depending on how the tool is being used, it can examine supplied system messages, logs, or
terminal output and explain the issue in simpler language. It may also suggest possible
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solutions, commands, or next steps. In the practical examples later in this book, the relevant
command output or log excerpt is supplied to the Al tool manually.

Al can also assist with documentation. Many administrators perform their tasks correctly but
forget to document the steps afterward. An administrator can provide a short description of
the work completed, and Al can help turn that description into a clearer and more professional
record.

Now, let's talk about automation, which is one of the most useful applications of Al for system
administrators.

Instead of manually completing the same tasks every day, an administrator can use Al to help
create scripts that perform those tasks automatically. These tasks might include checking disk
space, cleaning temporary files, verifying the status of a service, or sending alerts.

For security-related work, Al can offer suggestions for improving system safety, identifying
weak points, and creating audit or compliance checklists. Rather than spending hours trying to
determine the correct command or method, an administrator can ask Al for guidance and
receive a response in clear language.

This can make system administration work smoother, faster, and less stressful. With Al
support, even someone who is new to Linux can approach unfamiliar tasks with greater
confidence.

With Al by your side, you are not alone while learning, solving problems, and developing into a
stronger and more capable system administrator.

How Al is transforming IT and DevOps

Al is already helping professionals in real working environments, particularly in areas such as
IT and DevOps.

DevOps is a collaborative approach in which development and operations teams work together
to build, test, update, and maintain applications. Its goals include faster delivery, continuous
improvement, and reliable system performance.

In the past, DevOps teams had to perform many activities manually. These included testing
code, reading logs, monitoring performance, and resolving system issues. This often required
significant time, effort, and attention.

Today, many companies use Al to make DevOps work easier, faster, and less stressful. Al can
monitor systems, identify patterns, and help teams respond to changing conditions.

Alright, let's look at a few examples.
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Netflix

Netflix (https://netflixtechblog.com/cloud-efficiency-at-netflix-f2a14295583)
provides an example of how data and Al can support large-scale services. Netflix's engineering
teams use centralized platform data to understand resource inventory, ownership, usage, and
cost. This data helps them identify usage and cost patterns and make informed decisions about
cloud efficiency.

Looking ahead, Netflix has also described plans to use predictive analytics and machine
learning to optimize usage and detect cost anomalies. In simple terms, this can help teams
spot inefficient resource use or unexpected costs earlier and decide where action is needed.

By giving engineering teams clearer information about resource use, efficiency, and cost, this
approach supports better decisions about how cloud infrastructure is managed. The goal is
smoother, more efficient operation at scale.

Amazon

Amazon Web Services (AWS) (https://aws.amazon.com/devops-guru/features/) provides
another practical example. Amazon DevOps Guru uses machine learning to analyze
operational data, application metrics, and events, identify behavior that differs from normal
patterns, and present recommendations for current or predicted operational issues.

Al-assisted detection does not automatically stop every problematic release. It gives
administrators insights and recommendations so they can decide what action to take. For
workloads with recurring demand patterns, Amazon EC2 Auto Scaling can also use predictive
scaling to forecast demand and add capacity before the expected load arrives.

Increasing resources during high-traffic periods helps maintain performance. Reducing them
when traffic is lower can help control costs.

Google
Google Cloud (https://docs.cloud.google.com/cloud-assist/investigations) offers
similar Al-assisted operations through Gemini Cloud Assist. It can correlate logs, metrics,

traces, and configuration data, summarize complex log entries, explain error messages, and
provide troubleshooting recommendations.

In simple terms, Al can help operations teams identify and investigate issues more quickly.
Gemini Cloud Assist can support investigations and recommend actions, but it acts only with
explicit user authorization rather than resolving issues on its own.

These examples show that Al is not simply a future idea in DevOps. It is already being used to
support daily IT operations.


https://netflixtechblog.com/cloud-efficiency-at-netflix-f2a142955f83
https://netflixtechblog.com/cloud-efficiency-at-netflix-f2a142955f83
https://aws.amazon.com/devops-guru/features/
https://aws.amazon.com/devops-guru/features/
https://docs.cloud.google.com/cloud-assist/investigations
https://docs.cloud.google.com/cloud-assist/investigations

Chapter 1

With Al handling or assisting with repetitive tasks, DevOps teams can spend more time
planning, improving systems, and creating new solutions. Al and DevOps are becoming a
strong team, helping organizations deliver reliable services with fewer errors and greater
confidence.

Summary

In this chapter, you learned the foundations of Linux and artificial intelligence and explored
what happens when they are brought together. Linux provides a stable, flexible, and widely
used operating environment, while Al can help make working with that environment simpler
and more efficient.

You also learned about the responsibilities of a system administrator and how Al can assist
with scripting, automation, troubleshooting, documentation, and security-related tasks.
Finally, we looked at how Al is already supporting IT and DevOps operations in large-scale
environments.

Knowledge check
Test your understanding of the concepts covered in this chapter.
1. Whatis Linux?
a. An Al-powered monitoring tool
b. Anoperating system
c. Aprogramming language
d. Acloud storage service
2. Whatdoes it mean when Linux is described as open source?
a. Itcan only be used on public servers
b. Itdoes notrequire security updates
c. Itssource code is publicly available
d. Itcanonly be managed through the command line
3. Which of the following is a common responsibility of a system administrator?
Designing marketing campaigns

a
b. Creating user accounts and assigning permissions

o

Producing product recommendations for customers

a

Developing mobile games
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4. How can Al assist with Linux troubleshooting?
a. By preventing every possible system failure
b. Byreplacing the operating system
c. Byanalyzing supplied errors or logs and explaining them in simpler language
d. Byremoving the need to monitor systems
5. Which task is a suitable candidate for Al-assisted automation?
a. Checking disk space every day
b. Choosing a company name
c. Designing an office floor plan
d. Conducting an employee interview
6. Whatis DevOps?
a. A Linux distribution designed for developers
b. A security tool for managing passwords

c. Acollaborative approach in which development and operations teams work

together
d. An AI'model that generates Linux commands
7. What do the Netflix, Amazon, and Google examples illustrate?
a. Alisonly being considered for future IT systems
b. Alis already being used to support large-scale IT operations
c. Alremoves the need for development and operations teams

d. Alisused only to create user accounts

Answers

1. b. An operating system. Linux is an operating system used across servers, cloud
environments, security tools, and many other systems.

2. c.Its source code is publicly available. Linux is open source, allowing a global

community to examine, maintain, and improve it.

3. b. Creating user accounts and assigning permissions. User and permission
management is one of the common responsibilities of a system administrator.

4. c.Byanalyzing supplied errors or logs and explaining them in simpler language.
Al can help interpret complex information and suggest possible next steps.

5. a.Checking disk space every day. This is a repetitive task that can be performed
automatically through a script.
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6. c.A collaborative approach in which development and operations teams work
together. DevOps helps teams build, test, update, and maintain applications more
efficiently.

7. b. Alis already being used to support large-scale IT operations. The examples
demonstrate how Al can assist with monitoring, resource management, software

delivery, and troubleshooting.



Preparing Your System
Workspace

Before working with Al tools inside Linux, we need a complete and reliable workspace. In this

chapter, we will install VirtualBox on Windows, create a CentOS Stream virtual machine,

explore the Linux environment, connect to it remotely through SSH, and verify that its network

connection is working correctly.

We will also look at some of the Al tools available to system administrators. By the end of the

chapter, the Linux environment should be ready for the practical Al-assisted tasks covered
later in the book.

In this chapter, we will cover the following topics:

Installing VirtualBox

Creating and configuring a CentOS virtual machine
Connecting through PuTTY

Exploring the Linux environment

Verifying network connectivity

Reviewing Al tools for system administrators

Let's get started!

Technical requirements

To follow the hands-on procedures in this chapter, make sure the following are available:

A 64-bit Windows host supported by the selected VirtualBox release, with
administrator access and hardware virtualization enabled
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e Astable internet connection for downloading VirtualBox, PuTTY, and the CentOS

Stream installation image
e Thelatest available Oracle VirtualBox release for Windows hosts
e Thelatest available CentOS Stream x86_64 DVD ISO

e Atleast 4 GB of memory, one CPU core, and 30 GB of storage allocated to the virtual
machine, in addition to the resources required by the Windows host

e PuTTY for SSH connection if connecting from Windows OS

Installing VirtualBox

We will begin by downloading and installing VirtualBox, the virtualization software used to
create and run the Linux virtual machine.
1. Open a web browser and go to the official VirtualBox downloads page at https://
www.virtualbox.org/wiki/Downloads. On the home page, select the download option

to open the VirtualBox downloads page.

18 VirtualBox Home  Downloed  Documentation  Community (@

Download VirtualBox

The VirtualBox Extension Pack is available for perscnal and educational use on this page under the PUEL license, The VirtualBox Extension Pack is sise
avallatie under or terms. By Y¥ou agree to the terms and conditions of the respective license.

VirtualBox 7.2.4 Extension Pack

Vlllllllllll
= ﬂ‘luﬁ_llox_ﬂla;'of&?ﬂan__u = VirtualBox Extension Pack

I VirtualBox 7.2.4 slatform packages VirtualBox Ext Pack Per | Use and Educational L -
i a iy This VirtualBox Extension Pack Personal Use af ucational License
| @l Windows hosts governs your access to and uza of the Virtus|Box Extension Pack. 1t does
Bl ™acos / Intel hosts ot apply to the VirtualBex base package and/or 155 source code, which are
M macos / appla Silicon hosts licensed under version 3 of the GNU General Public License “GPL").

(PUEL) v

I [ Linux distributions
I Ky Solaris hosts Sea our FAQ for answers to comman quastions.
{ L K solaris 11 IPS hosts VirtualBox Extension Pack Personal Use and Educational License

Figure 2.1: VirtualBox downloads page showing the available platform packages
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Preparing Your System Workspace

VirtualBox provides different installation packages for each host operating system. This
chapter demonstrates the Windows workflow, so select Windows hosts. The installer

will begin downloading.

Once the download is complete, open the installer. Wait for the VirtualBox setup
window to appear, and then select Next.

Accept the license agreement and select Next to continue.

The following screen presents the installation settings. Retain the default selections

unless the host system requires a different configuration and select Next to continue.

The installer may warn that the network connection could be interrupted temporarily
while the VirtualBox networking components are installed. This is expected during the
installation. Select Yes to continue.

"M Oracle VirtualBox 7.2.4 X

During the installation of Oracle VirtualBox 7.2.4 Networking,
your network will be disconnected. Ensure any operations
requiring network connection are complete before continuing.

Version 7.2.4 (amd64) No

Figure 2.2: VirtualBox installer warning that the network connection may be temporarily interrupted
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7. Theinstaller then presents optional settings such as adding VirtualBox to the Start

menu and creating a desktop shortcut. These options are selected by default and can be
retained. Select Next to proceed.

¥# Oracle VirtualBox 7.2.4 Installer X

Custom Setup

Select the features to install

Select one or more startup options

r—=——"=""==7"71

| Add to Start menu |
e ] * ]
Create a desktop shortcut

Start by default when opening .ova or .ovf files

Version 7.2.4 (amd64) Previous Next Cancel

Figure 2.3: VirtualBox installer showing the default shortcut and file-association options

When the Ready to Install screen appears, select Install and wait for the installation
to finish.

9. On the final screen, keep Start Oracle VirtualBox selected and click Finish. VirtualBox
should open automatically.

The VirtualBox interface confirms that the application has been installed successfully and is
ready to create the Linux virtual machine.
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]| \ ‘ | Y L (1L
e R e < v —J b 4
& & Jpen  Preferences pori  Expo
tl
wvork with your computer

k Create a new virtual machine
£l Open a saved Virt

Import a VM from open virtualization or cloud formats

Refer to the VirtualBox documentation or press F1 for help.
o Visit virtualbox,org to download test builds, access the source code, and more.

Figure 2.4: Main Oracle VirtualBox interface displayed after installation

So this is a simple explanation of how we download and install VirtualBox step-by-step in a
clear and easy way.

Creating and installing the CentOS virtual machine

With VirtualBox installed, we can download CentOS Stream, create the virtual machine, and
install the operating system.

Downloading the CentOS Stream I1SO
Before creating the virtual machine, we need to download the CentOS Stream ISO file.

1. Open aweb browser and go to the official CentOS downloads page at https://

www. centos.org/download/index. html. Select the Download option on the CentOS

home page.

2. The Download page displays the available CentOS Stream versions. Select CentOS
Stream 10 or the latest version available, and locate the ISO download.


https://www.centos.org/download/index.html
https://www.centos.org/download/index.html
https://www.centos.org/download/index.html
https://www.centos.org/download/index.html
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3. Select Mirrors under the ISOs column and download the x86_64-dvd1 ISO.

v @ Diwroed - Tha ComtQs Proger X |+ = g ]

% centos.ong/downioad/ x ©

# CentOS

Download

= Table of Contents v

CentOS Stream

Continuously defivered distro that tracks just ahead of Rad Hat Enterprise Linux [RHEL) developmaent, positioned as a midstream between Fadors Linux and

RHEL, For anyone interested in participating sr< collatoraling in the RHEL pcosystem, CentOS Stream is your refiable platlom for inn
B N S S S S S S S S S S S S S S U TR A S S N S A 1
& Architecture 1SOs R Cloud Containers Vagrant

Figure 2.5: CentOS download page showing the available CentOS Stream release and the x86_64 DVD
I1SO option

PMs
i
i

4. The DVDISO is alarge download, and its filename reflects the selected CentOS Stream
release and x86_64 architecture.

Because the precise filename and size may change, confirm the downloaded

ISO in the system's Downloads folder before continuing.

Creating the virtual machine

Now it is time to create the virtual machine and attach the ISO that will install CentOS. We will
use the VirtualBox application installed in the previous section.

1. Open VirtualBox and select New. A window appears in which we can enter the basic

information for the virtual machine.
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2. Enter arecognizable name, such as Cent0S-Linux. Retain the default folder location
unless the virtual machine files need to be stored elsewhere.

3.  Setthe operating system type to Linux, select Red Hat as the distribution, and confirm
that the version is Red Hat (64-bit).

/5 New Virtual Machine

Virtual machine name and operating system

VM Name  CentOS-Linux

VM Folder C\Users\Administrator\VirtualBox VMs

150 Image  <not selected>

OS Edition
OS  Linux
OS Distribution Red Hat
OS Version Red Hat (64-bit)

O Proceed with Unattended Installation

Set up unattended guest OS installation
Specify virtual hardware

Specify virtual hard disk

| Finish | Cancel

Help

Figure 2.6: VirtualBox new virtual machine window

4. Next, configure the virtual hardware. On this screen, we adjust the memory and CPU

values according to what our system can support.
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The screenshot reflects the values used in the original demonstration. For this book's
setup, use 4 GB of memory and one CPU core. These options can still be adjusted
according to what the host computer can support.

15 New Virtual Machine - (m] X
Virtual machine name and operating system

Set up unattended guest OS installation

Specify virtual hardware

S L R e R A e e B 1) | R §
4MB 16384 MB
I Number of CPUs -t 2 AV
1 ] ' 1 1 1 Ll 1 - e
1CPU 8CPUs
() use Rt b

Specify virtual hard disk

Help [ Finish | Cancel

Figure 2.7: VirtualBox virtual hardware settings showing memory and CPU allocation

5. Then we scroll down to the next section, where we create the virtual hard disk. Here,
we keep the default settings and change the storage size to 30 GB, which is enough for
the installation, updates, and tools we'll use later.

6. After confirming the settings, select Finish.

The new virtual machine appears in the VirtualBox list with a summary of its memory,
processor, storage, and network configuration.
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|Vn Oracle VirtualBox Manager
Ede Machine Help
O g v -
New Open  Settings ard  Start
Ll
357 CentOS-Linux
| & (©) Powered Off

cce
1

e Details &) 1 &

= General = Proview

Name: CentOS-Linux

Oparating System: Red Hat (64-bit) [
& System

Base Memory: 3120 MB

Processors: 2

Boot Order. Floppy, Optical, Hard Disk

Acceleration:  Nested Paging, PAE/NX KVM Paravirtualization

CentOS-Linux

B Display
Video Memory: 16 M8
Graphics Controfler: VMSVGA

Remote Desktop Server:  Disabled
Recerding: Disabled

W Storage
Controller: IDE

IDE Primary Device 0:  [Optical Drive] Empty
Controller; SATA

SATA Port 0:

4 Audio

Host Driver: Default
Controller:  ICH AC97
@' Network
Adapter 1: - Intel PRO/1000 MT Desktop (NAT)

CentOS-Unuxndi (Normal, 30.00 GB)

£ usB
USB Controller:  OHC, EHCI
Device Filters  0(0 active)
~ Shared folders

None

&/ Description

None

Figure 2.8: VirtualBox Manager showing the newly created CentOS Linux VM and its hardware summary

This means our virtual machine has now been successfully created and is ready for the

operating system installation in the next steps.

Configuring the virtual machine settings

Now we have a few more settings to adjust before starting our virtual machine.

1. Click the Settings button at the top, and a new window appears with different options

on the left side.

2. Inthe System tab, locate Pointing Device and select USB Tablet from the drop-down

list. This setting provides smoother mouse movement inside the Linux desktop.
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3.

4.

Next, open the Network tab. Adapter 1is normally configured to use Network Address
Translation, or NAT. Change it to Bridged Adapter.
With bridged networking, the virtual machine behaves like another device on the same

network and receives its own IP address from the router. This will make it easier to

connect to the machine through SSH later.

If bridged networking is unavailable on a corporate, public Wi-Fi, or managed
network, keep Adapter 1 set to NAT. For PuTTY access from the same Windows
host, add a TCP port-forwarding rule in VirtualBox with host IP 127.0.0.1,
host port 2222, and guest port 22. Then connect PuTTY to 127.0.0.1 on port

2222 instead of using the virtual machine's bridged IP address.

.~ CentOS-Linux - Settings

" General
§ | | System
- Display

2/ Storage

ﬁ Network

(&’ Serial Ports

(7 uss

J Shared Folders

E_] User Interface

() Audio Input

Network
Adapter 1 Adapter 2 Adapter 3 Adapter 4

Enable Network Adapter
Attached to Bridged Adapter v
D TN NN T S . . S —_—
Name Realtek 8821CE Wireless LAN 802.11ac PCI-E NIC

Adapter Type. InteT PROTTOO0MT Deskiop (B2sd0em) T o
Promiscuous Mode Deny

MAC Address  0800273481F3

&

Virtual Cable Connected

Serial Ports
Port 1 Port 2 Port 3 Port 4

[ ok ] cancel

Help

Figure 2.9: VirtualBox network settings showing Adapter 1 configured as a bridged adapter

Now open the Storage settings. The optical drive appears as Empty, indicating that no

installation image is attached.



19 Preparing Your System Workspace

Select the optical drive icon and browse to the CentOS Stream x86_64 DVD ISO
downloaded earlier. Choose the ISO so that VirtualBox attaches it as a virtual DVD. The
optical drive should now display the selected CentOS image.

) CentOS-Linux - Settings = o %
Basic M search settings £
-' General Storage
Devices Attributes
*LJ yatem &Y Controller: IDE Optical Drive IDE Primary Device 0 v (5

© CentOS-Stream-10-latest-x86_64-dvd. | () Live co/ovD

-‘ Display
I < Con_trolleT.SAﬂ' e

2] CentOs-Linuxvai Information

Type Iimage

(’VJ Audio Size 8.55GB

Location C:\Users\Administrator\Downlo...
ﬂ Rethork Attached to --
f} Serial Ports
<& ~ -
L) uss <« s g
[ Shared Folders Audio

Enable Audio
d User Interface
Host Audio Driver Default 52
([ ok ] cancel Help

Figure 2.10: VirtualBox storage settings showing the CentOS Stream ISO attached to the virtual optical
drive

This means the machine is now ready to boot from the installation file.

5. Select OK to save the settings.

Now that everything is ready, it's time to start the virtual machine.
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Installing CentOS Stream
Here are the steps:
1. Onthe VirtualBox Manager screen, select the virtual machine and click Start. As soon

as we click it, a new window opens, which is our virtual machine screen. Maximize the

window if necessary so that the installation interface is easier to read.

2. Ontheboot screen, select the Install Cent0S Streamoption and press Enter.

GRUB wversion 2.12

Install CentO0S Stream 10

gt ks @ad i opdesi naibil gnt0S Stream 10
Install CentO0S Stream 10 in FIPS mode
Troubleshooting —->

Use the T and ! keys to select which entry is highlighted.
Press enter to boot the selected 0S, “e’ to edit the commands
before booting or ‘c’ for a command-line.

The highlighted entry will be executed automatically in 53s.

Figure 2.11: CentOS Stream boot screen with the installation option selected

3. Wait while the required files load. When the first installation screen appears, retain

English as the installation language and select Continue.
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Now a new window appears, and this screen is called INSTALLATION SUMMARY.
This page shows all the basic settings we must check before installing CentOS.

INSTALLATION SUMMARY CENTOS STREAM 10 INSTALLATION
& CentOS
Bus

s s e e e e e e s e e S e e s =y
| LOCALIZATION SOFTWARE SYSTEM I
I I
: Keyboard Installation Source @ Installation Destination :
1 Engish (US) Auto-detected source " Nodisks selected 1
1 I
I !
| Language Support Software Selection KDUMP 1
: Engish (United States) Server with GUI Kdump s enabled :
1 ]
: Time & Date > Network & Host Name :
| United States/Eastern Time Connected: enp0s3 I
| timezone |
| I
I !
: USER SETTINGS :
| I
| @, RootAccount :
: B oot occount s disobled 1
I I
i e !
1 User Creation |
| @ No user will be created |
| I
[ e e T e e I

Quit

A Please complete items marked with this icon before continuing to the next step.
Figure 2.12: The installation summary screen on the VM
4. First, select Installation Destination. Choose the 30 GB virtual disk created earlier,

retain the remaining default settings, and select Done.
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5. Next, select Network & Host Name. Confirm that the network switch (Ethernet) is
enabled.
At the bottom of this window, there is a text box where we can type a hostname. Here
we type, for example, Cent0S-Linux, and then we select Apply, followed by Done.

NETWORK & HOST NAME ) CENTOS STREAM 10 INSTALLATION

1 1
& Ethernet (enp0s3) ‘!‘ Ethernet (enp0s3) 1 () 1
Intel Corporstian BZS40EM Gigakit Etherret Contraller (PRO/U00 MT Desktip Addpter)
Connected 1 1
e el
Hardware Address 08:00:27:34:81F3
Speed 1000 Mb/s

IP Address 192.168.100.242/24
Default Route 1921681001

DNS 1921681001

Configura..
-+ - g

Host Name: [| ] Apply Currenthostname:  localhost

Figure 2.13: CentOS Network & Host Name screen showing Ethernet enabled

6. Leave the Root Account option disabled. We will connect through SSH using the
regular administrative account and use sudo only when elevated privileges are
required.

Keeping direct root login disabled reduces risk and gives each administrative action a
clearer audit trail.

7. Next, select User Creation. Create the regular user account by entering the full name
and username, for example, Imran Afzal, with a generated username similar to

iafzal.
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8. Below that, you will notice two checkboxes already selected by default. This means this
user will require a password to log in and will also have administrative privileges. Enter

and confirm a suitable password.
9.  Once the required settings are complete, select Begin Installation. Wait for the
installation to finish, and then select Reboot System.
10.  After the virtual machine restarts, select the account created during installation and
enter its password. When the desktop loads, skip the optional system tour.

Nov17 1:338AM

Figure 2.14: CentOS desktop displayed after the first successful login

Open the Terminal application from the desktop. The shell prompt should display the logged-
in username and the machine hostname.
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iafzal@CentOS-Linux:~ aa

W ARWES
Figure 2.15: CentOS terminal showing the username and hostname in the shell prompt

This confirms that CentOS, the hostname, and the user account have been configured
successfully.

Now that our system is ready, the next step is to connect this Linux machine remotely using
PuTTY.

Connecting through PuTTY

PuTTY is an SSH client that allows a Windows computer to connect securely to the CentOS
virtual machine. This makes it possible to manage Linux without working continuously
through the VirtualBox console.

Before connecting, make sure the OpenSSH server is installed, running, and allowed through
the CentOS firewall. In the CentOS terminal, run:

sudo dnf install -y openssh-server

sudo systemctl enable --now sshd
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sudo firewall-cmd --permanent --add-service=ssh

sudo firewall-cmd --reload

1. Before opening PuTTY, identify the IP address assigned to the CentOS machine. In the

CentOS terminal, run:

ip a

Locate the IPv4 address assigned to the main network interface. In our setup, the
interface is enp@s3, and its address is 192.168.100.242.

iafzal@CentOS-Linux:~ as

iafzal@Cent0S-Linux:~$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_lft forever preferred_lft forever
2: enp0®s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default glen 1000
link/ether 08:00:27:34:81:f3 brd ff:ff:ff:ff:ff:ff
altname enx0800273481f3
inet 192.168.100.242/24 brd 192.168.100.255 scope global dynamic noprefixrou
te enp@s3
valid_1ft 86311lsec preferred_lft 86311lsec
inet6 fe80::a00:27ff:fe34:81f3/64 scope link noprefixroute
valid_lft forever preferred_l1ft forever
iafzal@Cent0S-Linux:~$ I

Figure 2.16: CentOS terminal showing the output of ip a, with the enp0s3 interface and its assigned IPv4
address visible

The address shown in the book is only an example. Use the address assigned to

the virtual machine in the current environment.
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2. Open PuTTY on the Windows host. Enter the CentOS IP address in the Host Name (or
IP address) field. Retain port 22 and confirm that SSH is selected.

If PuTTY is not installed, download the current Windows installer from the
official PuTTY website at https://putty.org/index.html and complete the

installation before continuing.

3. Enter aname such as Cent0S-Linux under Saved Sessions, and select Save. Saving the

session is optional, but it prevents the IP address from having to be entered each time.

@ PuTTY Configuration ? X
Category:
(=)-Session A Basic options for your PUTTY session )
¢ ‘Logging : = '
&-Terminal Specify the destination you wantto connectto
--Keyboard Host Name (or IP address) Port
- Bell 192.168.100.242 22
- Features : : - S
&-Window Connection type:
- Appearance ©ssH (OsSerial (O)Other:  Telnet v
--Behaviour
- Translation Load, save or delete a stored session
) Selection Saved Sessions
1P Goloues CentOS-Linux
(=)-Connection f
- Data Default Settings Load
Proxy CentOS-Linux
- SSH “Sa e
- Serial S
: Telnet Delete
~Rlogin
‘.. SUPDUP
Close window on exit:
OAways (O Never © Only on clean exit

Cancel

Figure 2.17: PuTTY configuration window


https://putty.org/index.html
https://putty.org/index.html
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Select Open to initiate the SSH connection. On the first connection, PuTTY displays the
server's host key. This message is normal because it is the first time we are connecting
to this machine. We simply click Accept to save the SSH key and continue.

Enter the regular username created during installation, followed by its password. A
successful login displays the CentOS shell prompt inside PuTTY.

@ iafzal@Cent0S-Linux:~ = m] X

g login as: iafzal
& 1afzal192.168.100.242's password:
Web console: https://CentOS-Linux:9090/ or https://192.168.100.242:9090/

Last login: Mon Nov 17 01:37:53
[iafzal@CentOS-Linux ~]1$ B

&

Figure 2.18: PuTTY terminal showing a successful SSH login to the CentOS virtual machine

This completes the setup of the CentOS virtual machine in VirtualBox and the remote SSH
connection from Windows through PuTTY.

Exploring the Linux environment

Now that the CentOS virtual machine is running, we can explore the system and practise a few
basic commands. These commands will help you identify the system, navigate the filesystem,
create files, inspect logs, and understand permissions. This basic understanding will help a lot

later in the book when we work on servers, automation, and daily Linux tasks.

Checking the user and system identity

Open the terminal locally or connect through the saved PuTTY session.

Run the following command to identify the currently logged-in user:

This command helps us confirm which user is currently logged in. In Linux, this is

important because different users have different permissions, and some commands can
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only be run by certain users. The output should display the username created during
installation.

e Next, we type the following command:

hostname

This command displays the name of the machine we are working on. This is useful
when working with multiple servers or remote systems, because the hostname helps
you quickly identify which machine you are connected to.

e To display more detailed system information, run:

uname -a

The uname command displays system information. The -a option requests all available

information, including the kernel version and system architecture.

iafzal@CentOS-Linux:~ s

$ whoami
iafzal
2 $ hostname
Cent0S-Linux
f $ uname -a
Linux CentOS-Linux 6.12.0-153.e110.x86_64 #1 SMP PREEMPT_DYNAMIC Wed Nov 5 12:
1:56 UTC 2025 x86_64 GNU/Linux

|

Figure 2.19: Terminal output from whoami, hostname, and uname -a
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Now, let's move on and learn about the Linux filesystem.

Exploring the Linux filesystem

Linux uses an organized directory structure that begins at /, which is called the root directory.

Clear the terminal and list the directories under the root directory:

clear
1s /

The output includes directories such as /home, /etc, /var, /bin, /usr, /tmp, and /root.
Each directory has a particular purpose:

e /home contains the home directories of regular users.

e /etc contains system-wide configuration files.

e /var contains variable data such as logs, caches, and mail-related files.

e /binprovides access to common commands such as 1s, cp, mv, mkdir, and rm.

e /usr contains programs, libraries, and shared files used by the operating system and

installed applications.
e /tmpisused for temporary files.
e /root is the home directory of the root user.

To inspect some of these directories, run:

1s /home
1s /etc
1s /var
1s /bin

1s /usr

Let's move on and learn how to navigate inside the Linux filesystem.

Navigating between directories

Run pwd to display the current working directory:

pwd
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For the demonstration account, the output should be similar to:

/home/iafzal

Move explicitly to the user's home directory:

cd /home/iafzal

Replace iafzal with the username created during installation.

Create a directory named test and confirm that it exists:

mkdir test

1s

Now intentionally run the following incorrect command:

cd /test

The leading / tells Linux to look for test directly under the root directory. Because the directory

was created inside the user's home directory, Linux returns a "No such file or directory"

€rror.

Correct the path by running:

cd test/
pwd

The working directory should now be similar to:

/home/iafzal/test

Return to the home directory with:

pwd

The tilde character, ~, represents the current user's home directory.
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[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux

[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzallCentOS-Linux
/home/iafzal

[iafzal@CentOS-Linux
[iafzallCentOS-Linux
[iafzallCentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux

[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
-bash: cd: /test: No
[iafzallCentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
/home/iafzal/test
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzal@CentOS-Linux
[iafzallCentOS-Linux
[iafzal@CentOS-Linux
/home/iafzal
[1afzal@CentOS-Linux

ls /usr

cd /home/iafzal/

mkdir test
1s

~1%

~]1$ cd /test

such file or directory
~1%

~]1$ cd test/

test]$

test]$ pwd

test]$
test]$
test]$ cd ~
~1$

~]1$ pwd

~15

Figure 2.20: Terminal showing navigation between the home directory and the test directory

This small practice helps us to understand how to move inside directories, how a wrong path

gives an error, and how Linux responds to commands.

Creating and reading a file

Let's move on and learn how to create a file in Linux. For this, we use a simple command called
touch:

touch file.txt

The main purpose of the touch command is to create an empty file, meaning a file with no text

inside.

Linux does not display a success message, so run 1s to confirm that the file exists:

IIIHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
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Write text into the file:

echo "Hello Linux" > file.txt
The > operator redirects the output from echo into file.txt.
Display the file contents:

cat file.txt

The terminal should print:

Hello Linux

[iafzalBCentOS-Linux ~]$
[iafzallCentOS-Linux ~]§
[iafzallCentOS-Linux ~]§ touch file.txt
[iafzal@CentOS-Linux ~]§ 1ls

file.txt
[iafzal@CentOS-Linux ~]§$

[iafzallCentOS-Linux ~]§

[iafzal@CentOS-Linux ~]§ echo "Hello Linux" > file.txt
[iafzal@CentOS-Linux ~]$

[iafzalfCentOS-Linux ~]$

[iafzall@CentOS-Linux ~]$ cat file.txt

Hello Linux

[iafzal@CentOS-Linux ~]§ I

Figure 2.21: Terminal showing file.txt being created, populated with Hello Linux, and displayed with cat
Next, we check if this machine has internet connectivity.

Checking basic internet connectivity

Many Linux tasks depend on internet access, including installing software, downloading
packages, and updating the system.

To confirm the network connection, we type the following command:

ping google.com

The ping command sends packets to the destination and waits for responses. Each response

shows how long the packet took to return, measured in milliseconds.

Press Ctrl+C to stop the command. The resulting summary shows how many packets were
transmitted and internet connectivity received and whether any packet loss occurred.
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[iafzal@CentOS-Linux

[iafzal@CentOS-Linux

[iafzal@CentOS-Linux touch file.txt

[iafzal@CentOS-Linux 1s

L p Doc s D¢ ds file.txt

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$ echo "Hello Linux" >

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$ cat file.txt

Hello Linux

[iafzal@CentOS-Linux ~]$

[iafzalfCentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$ ping google.com

PING google.com (142.250.187.46) 56(84) bytes

64 bytes from pnfjra-ag-in-f14.1el00.net (142. . .46) : icmp seg=l ttl=119

64 bytes from pnfjra-ag-in-f14.1el00.net (142. . .46): icmp segq=2 ttl=119
bytes from pnfjra-ag-in-f14.1el00.net (142. . .46) : icmp_seq=3 ttl=119
bytes from pnfjra-ag-in-f14.1el00.net (142. 4 .46): icmp seg=4 ttl=119 .
bytes from pnfjra-ag-in-f14.1el00.net (142. 3 .46): icmp seq=5 ttl=119 time=62.

--- google.com ping statistics ---

6 packets transmitted, 5 received, 16.6667% packet loss, time 5015ms
rtt min/avg/max/mdev = 42.662/46.937/62.091/7.583 ms
[1afzallCentOS-Linux ~]§

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~1$ [J

Figure 2.22: Terminal showing successful responses from ping google.com and the summary
Let's move on and look at system logs, which are useful when troubleshooting issues in Linux.

Reading system logs

System logs record errors, warnings, authentication attempts, network activity, and other
system events. They are useful when something goes wrong because they help explain what
happened and when it occurred.

To open the standard log directory and list its contents, run:

cd /var/log

1s

Depending on the logging services installed, this directory may contain files such as boot. log,

messages, secure, and cron.

If the messages file is present, attempt to open it as the regular user:

cat messages

The command should return a permission error because ordinary users cannot read some
sensitive log files.
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Run the command again with administrative privileges:

sudo cat messages

Enter the regular user's password when prompted.

If /var/log/messages is not present, the system journal can be inspected with sudo

journalctl -n 20 instead.

CentOS-Linux ~]§
ontOS-Linux ~]§
entOS-Linux ~]§ ed /var/leg
entOS-Linux log]$

leg)

log)$ ls

irewalld hawkey.log
dnf.librepo.lo : lastlog e 3 ja  secure

cat messages
denied
[iafzal@CentOS-Linux logl$ sudo cat messages

We trust you have received the usual lecture from the local System
Administrator. It usually boils down to these three things:

espect the privacy of others.
Think before you type.
With great power comes great responsibility.

For security reasons, the ord you type will not be visible.

[20do]" pazaword for iafz

Figure 2.23: Terminal showing access to the messages log with sudo

Each log entry contains information such as a date and time, hostname, process name, and
message.
Working with elevated privileges

The root user has unrestricted control over the Linux system. This makes root access powerful,
but it also means that an incorrect command can damage the system.

In this example, we open an administrative login shell with:

sudo -i

Enter the regular user's password when prompted. The sudo command opens an
administrative shell, and the prompt changes from $, which identifies a regular user, to #,

which identifies the root shell.

After opening the administrative shell, running 1s shows the contents of the root user's home

directory rather than the regular user's home directory.
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Move to /etc and display a detailed listing:

cd /etc

1s -1tr

The options used with 1s provide a long listing and sort entries by modification time in reverse

order, placing the most recently modified entries toward the bottom.

The listing shows permissions, ownership, group, size, modification time, and the name of
each file or directory.

G 1 s

zoot root

oot root

xoot root

Toot root

root root

xoot root

Toot root

oot root

Toot root

root root

root root

zoot root

Toot root

Toot root

Toot root

root root 8 126 passwd-
root root :26 gshadow-
Toot root H roup-
gnome-remote-desktop gnome-remote-d

Toot root

root root

Toot root

root root

oot root X :26 nsswitch.conf -> /etc/authselect/nsswitch.conf
root root 5 localtime -> ../usr/share/zoneinfo/US/Eastern
root root :26 adjtime
Toot root : locale.conf
oot root

root root

Toot root

root root

root root

root root

root root

root root

root root

root root

zoot root

root root

root root

root root

colord colord

root

BHNAHAHHHHHHHENHUHEHHENWWRNRNEHERNNRNN RN W WN®WW 6NN R ol

Figure 2.24: Terminal showing the listing from /etc

This way of viewing files is useful when we want to track recent changes or troubleshoot
configuration files.

Let's move on and learn about permissions and how we can change them.
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Inspecting and modifying permissions

Return to the administrative shell's home directory and create a test file:

cd ~
touch test.txt

1s -1tr

A newly created file may display permissions similar to:

The first character identifies the item type. A hyphen indicates a regular file. The remaining

characters are divided into three permission groups:

e The first group, rw-, applies to the owner.
e The second group, r--, applies to the file's group.
e The third group, r--, applies to everyone else.

Within each group, r means read, w means write, and x means execute.

You can add execute permission to the file using:

chmod +x test.txt

Run 1s -1tr again and observe where the x permission appears:

1s -1tr
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[root@CentOS-Linux
[rootlCentOS-Linux
[root@CentOS-Linux
[rootlCentOS-Linux
[root@CentOS-Linux
[root@CentOS-Linux
[root@CentOS-Linux
[rootl@CentOS-Linux
[root@CentOS-Linux
total 4

-XrW-r--r--.
[root@CentOS-Linux
[rootlCentOS-Linux
[rootlCentOS-Linux
[rootlCentOS-Linux
[rootl@CentOS-Linux
[root@CentOS-Linux
total 4

-rw-- :
Frwxr-xr-x] 1 root

[root@CentOS-Linux

etcl#
etcl#
etc]# cd ~
~1#

~1#

~]1# touch test.txt

~1#
~1#
~1# 1s -ltr

997 Nov
0 Nov

root
root
~1#

~1#

~1# chmod +x
~1#

~1#

~1# 1ls -1ltr

robt:997 Nov
root 0 Nov

SEN

1% 01:28
17 07:49

anaconda-ks.cfg
test.txt

test. txt

17 01:28
17 07:49

;anaconda?ks.Cfg'
test. txt

Figure 2.25: Terminal comparing the permissions of test.txt before and after chmod +x test.txt

These commands provide a foundation for navigating directories, creating files, checking

connectivity, reading logs, working with elevated privileges, and managing permissions.

When the privileged work is complete, return to the regular user account:

Verifying network connectivity

Before installing packages or Al tools, we need to confirm that the CentOS virtual machine has
a working network connection.

The virtual machine was configured earlier to use a bridged adapter. Before starting it, open its
VirtualBox network settings and confirm that Bridged Adapter remains selected.
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Bridged mode makes the virtual machine work like a separate device on the same
network. It receives its own IP address from the network router, just like any other

computer or laptop in the house or office.

This makes remote access through SSH and external connections much easier. That's

why we use bridged mode here.

Start the virtual machine, sign in, and open the terminal.

The first thing we do is check the network connection status. For this, we type the following
command:

nmcli device status

nmcli stands for NetworkManager command-line interface. The command displays each

network device, its type, and its current state.

The main Ethernet interface should appear as enp@s3 or a similar name, with its state shown

as connected. The 1o device is the loopback interface.

- Novi8 6:26 AM R U
iafzal@CentOS-Linux:~ . =

- S - — — —_— A "
I-lafzalf\)CentOS—L1nux:~$ nmcli device status

DEVICE TYPE STATE CONNECTION
I enp@s3 ethernet connected enpds3 I
1o loopback connected (externally) lo

iafzal@Cent0S-Linux:~$ I
SN BN G G AT B B B B

Figure 2.26: Terminal output from nmcli device status showing the Ethernet interface as connected and the
loopback device

Next, display the available interfaces and IP addresses:
ip a

Locate the IPv4 address assigned to the main interface. Here we have 192.168.100.242, but

the address will vary between environments.
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An address beginning with 192. 168 belongs to one of the private IPv4 address ranges and

indicates that the machine has received an address from the local network.

If the interface shows DOWN or NO-CARRIER, or no IPv4 address is assigned, recheck the

VirtualBox network settings.

Next, we check routing because routing decides how this machine sends traffic outside the
local network, especially when accessing the internet or external systems:

ip route

Look for an entry beginning with default. This entry identifies the gateway used when the

machine sends traffic outside its local network.

In this case, the default gateway is 192.168.100. 1, and the local network is shown as
192.168.100.0/24. These values are specific to that environment and will differ for other

readers.

If no default route appears, the machine may have an IP address but still be unable to reach the

internet.
- Nov 18 6:27 AM
|afzal@CenEO$-Lmux:~

iafzal@Cent0S-Linux:~$ ip route

default via 192.168.100.1 dev enpOs3 proto dhcp src 192.168.100.242 metric 100
192.168.100.0/24 dev enpOs3 proto kernel scope linksrc 192.168.100.242 metric 100
iafzal@Cent0S-Linux:~$

iafzal@Cent0S-Linux:~$

iafzal@Cent0S-Linux:~$ [j

Figure 2.27: Terminal output from ip route showing the default gateway and local network route

Further, we also need to check DNS.

Testing DNS resolution

DNS, or the Domain Name System, converts human-readable domain names into IP
addresses. Without working DNS resolution, many internet services will fail even when the
network interface and route are configured correctly.

If nslookup is not installed, install the bind-utils package first:

sudo dnf install -y bind-utils
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Then test DNS resolution:

nslookup google.com

A successful response identifies the DNS server that handled the query and returns one or more
addresses for google. com.

The IP addresses returned for google. com can change. You should confirm that the command

returns a valid response rather than expecting the exact address shown here.

Nov18 6:27 AM

iafzal@CentOS-Linux:~

iafzal@Cent0S~Linux:~$ ip route

default via 192.168.100.1 dev enp0s3 proto dhcp src 192.168.100.242 metric 100
192.168.100.0/24 dev enp0Os3 proto kernel scope link src 192.168.100.242 metric 100
iafzal@Cent0S-Linux:~$

iafzal@Cent0S-Linux:~$

iafzal@Cent0S-Linux:~$ nslookup google.com

Server: 192.168.100.1

Address: 192.168.100.1#53

Non-authoritative answer:
Name: google.com
Address: 142.250.202.142

Name: google.com
Address: 2a00:1450:4019:80f::200e

Figure 2.28: Terminal showing a successful nslookup response for google.com

Once DNS is confirmed, the connection has passed the required checks. A service restart is not
needed during normal verification.

Restarting and checking NetworkManager

Restart NetworkManager only as a troubleshooting step. Perform this action from the
VirtualBox console rather than an active SSH session, because the restart can interrupt the
remote connection.

From the VirtualBox console, run:

sudo systemctl restart NetworkManager

Enter the user password if prompted.

Check the service status:

sudo systemctl status NetworkManager
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The service should report that it is active and running.

- Novi18 6:31 AM S0 06
iafzal@CentOS-Linuwx:~ — tl status Networ g = = X
Name: google.com

Address: 142.250.202.142

Name: google.com

Address: 2a00:1450:4019:80f::200e

iafzal@ECent0S-Linux:~$ sudo systemctl restart NetworkManager
[sudo] password for iafzal:
iafzal@Cent0S-Linux:~$
iafzal@Cent0S-Linux:~$ systemctl status NetworkManager
® NetworkManager.service - Network Manager
Loadafo!ﬂ‘d TTusFTLiB7Bystend/system/NetworkManager . service; onabled; preset: enabled)
Active! active (running) Since Tue 2025-11-18 06:28:11 EST; 3min 5s ago
Invocation)] fe®fa28débff42fdiis1d4b7b137b3f9
Docs: !name worMnager(s)
Main PID: 3601 (NetworkManager)
Tasks: 4 (limit: 17261)
Memory: 3.6M (peak: 4.1M)
CPU: 223ms
CGroup: /system.slice/NetworkManager.service

3601 /usr/sbin/NetworkManager --no-daemon

Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.8637] policy: set 'enp0s3' (enp0s3) as default for IPy|
Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9186] device (enp0s3): state change: ip-config -> ip-¢
Nov 18 ©6:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9271] device (enp0s3): state change: ip-check -> secon
Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9291] device (enp0s3): state change: secondaries -> aclg
Nov 18 ©6:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9296] manager: NetworkManager state is now CONNECTED_S
Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9355] device (enp0s3): Activation: successful, device @
Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9486] manager: NetworkManager state is now CONNECTED_G|
Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9539] manager: startup complete
Nov 18 06:28:13 Cent0S-Linux NetworkManager[3601]: <info> [1763465293.9581] dhcp6é (enp0s3): activation: beginning transactiofy
Nov 18 06:28:14 CentOS-Linux NetworkManager[3601]: <info> [1763465294.0375] dhcpé (enp0s3): state changed new lease
Lines 1-22/22 (END)

Figure 2.29: Terminal showing NetworkManager in an active and running state

You can also see the word enabled, meaning it will automatically start every time the machine

boots.

The logs below also show messages like connected and activation successful, confirming that
our network interface is active and everything is fine. This confirms that the network is fully
working and ready to use.

These are the simplest ways to confirm that your machine has internet access, because without
a working network connection, many commands, updates, and installations will not work

properly.

Reviewing Al tools for system administrators

Linux administrators regularly work with terminal commands, logs, networking, security,
scripting, and automation. Al-assisted tools can support many of these tasks by translating
natural-language requests, explaining errors, analyzing information, and helping generate
scripts.
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The following overview introduces several categories of Al tools.

e GitHub Copilot CLI works inside the terminal and can help generate commands from
natural-language requests. For example, an administrator could describe a task such

as:

Compress all log files in /var/log and move them to the backup directory.

The tool can then suggest a corresponding Linux command. This can help beginners
who are still learning command syntax and experienced administrators who want to
work more quickly.

e Warp Terminal includes an Al assistant that can explain errors, suggest corrections for

commands, and assist with shell scripts and Bash automation.

e Elastic Al Assistant works with data stored in the Elastic Stack. Administrators can
use natural-language questions to investigate system, firewall, or application logs and

receive more readable explanations.

e Wazuh AI Analyst can summarize security events, help identify suspicious activity,
and support investigation of repeated or unauthorized SSH login attempts.

e Visual Studio Code can support Bash, Python, YAML, Terraform, and Ansible
development through Al coding extensions such as GitHub Copilot and Amazon Q
Developer.

e Tabbyis an open source, self-hosted Al coding assistant. A local deployment can be
useful when an organization wants code-completion services to run inside its own

environment.

Cloud platforms also provide Al assistants, including Amazon Q Developer, Azure Copilot,
and Gemini Cloud Assist. Their current capabilities include explaining resources, supporting
operational investigation, and helping administrators work with cloud environments through
natural-language requests.

The practical chapters in this book focus on three command-line tools: ChatGPT CLI for
prompts, scripts, troubleshooting, and log analysis; Shell Genie for translating plain-English
requests into Linux commands; and Aider for working with Bash files and script templates.
The broader tools above provide context, while these three form the hands-on path through
the rest of the book.

Al tools can make system administration smoother and faster, but their commands, scripts,
explanations, and recommendations still need to be reviewed before they are used on a Linux
system.
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Summary

In this chapter, we prepared the workspace required for the practical exercises in the rest of the
book. We installed VirtualBox, created a CentOS Stream virtual machine, configured its
hardware and networking, and installed the operating system.

We then explored the Linux environment through basic commands, filesystem navigation, file
creation, logs, administrative privileges, and permissions. We also connected to the virtual
machine through PuTTY and verified its network interface, IP address, routing, DNS resolution,

and NetworkManager service.

Finally, we reviewed several ways in which Al-assisted tools can support command generation,
scripting, troubleshooting, log analysis, security, and cloud-based system administration. The
Linux workspace is now prepared for installing and configuring the Al tools used in the
following chapters.

Knowledge check
Test your understanding of the concepts covered in this chapter.
1. Whatis the purpose of VirtualBox in this chapter's setup?
a. Toreplace the Windows host operating system
b. To create and run the CentOS virtual machine
c. To analyze Linux log files
d. To configure the network router
2.  Whatis one effect of configuring the virtual machine to use a bridged adapter?
a. The virtual machine receives an address on the same network as the host
b. The virtual machine can no longer access the network
c.  The virtual machine automatically becomes the network router
d. VirtualBox removes the virtual hard disk

3. Which command displays the currently logged-in user?

a. hostname
b. pwd

c. whoami
d. uname-a
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4.  What does the root directory / represent?
a. The home directory of the root user only
b. The starting point of the Linux filesystem hierarchy
c. The directory used only for log files
d. The directory in which VirtualBox is installed

5. Which command displays the current working directory?

a. pwd
b. «cd

c. touch
d. cat

6. Whatinformation does nmcli device status provide?
a. The contents of a text file
b. The state of the available network devices
c. The permissions assigned to a file
d. The current kernel version
7. Whatdoes a default entry in the output of ip route identify?
a. The current Linux user
b. The directory opened by default
c. The gateway used to reach networks outside the local subnet
d. The default file permissions
8. Whatdoes a successful nslookup google.com result confirm?
a. Therootuseris enabled
b. DNSresolution is working
c. Thevirtual disk has enough free space

d. PuTTY has saved the SSH session

Answers

1. b. To create and run the CentOS virtual machine. VirtualBox provides the
virtualized hardware environment in which CentOS is installed.

2. a.The virtual machine receives an address on the same network as the host.

Bridged mode makes the VM appear as another device on the local network.

3. c.whoami. This command displays the username associated with the current session.
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b. The starting point of the Linux filesystem hierarchy. All Linux directories and
files are organized beneath /.

a. pwd. The command prints the path of the current working directory.
b. The state of the available network devices. The output identifies devices and
indicates whether they are connected, disconnected, or unavailable.

c. The gateway used to reach networks outside the local subnet. The default route
is used when no more specific route matches the destination.

b. DNS resolution is working. A successful result shows that the system can translate
the domain name into an IP address.






Using ChatGPT and Claude from
the Linux Command Line

Linux administrators spend much of their working day in the terminal. When a command is
forgotten or an error appears, the usual response is to open a browser, search for an answer,
and then return to the terminal. Doing this again and again interrupts the work. A command-
line Al workflow keeps the question, explanation, and next step in the place where the taskis
already happening.

In this chapter, we will first understand what the term ChatGPT CLI means in the context of
this book and why it can be useful to Linux users. We will then verify Python, install pip and
the OpenAl Python SDK, create an API key, and build a small Python program that sends
prompts from the CentOS terminal. We will also set up Anthropic Claude as an alternative
command-line workflow. Finally, we will make the program interactive so you can enter a
different question each time it runs.

In this chapter, we will cover the following topics:

e Understanding ChatGPT CLI

¢ Installing Python, pip, and the OpenAl SDK

e Creating an OpenAl API key

e Sending the first request from a Python script
e Making the program interactive

Let's get started!
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Download the PDF version of this book

Your purchase includes a DRM-free PDF copy of this book, the code bundle, and a range
of exclusive benefits. To unlock everything, follow the Free benefits with your book section

in the Preface.

Technical requirements
To follow the hands-on procedures in this chapter, make sure the following are available:

¢ The CentOS Stream virtual machine prepared in Chapter 2
e A working internet connection from the virtual machine
e A web browser for accessing the OpenAl Platform or the Anthropic Console

e An OpenAl Platform account with API access and an API billing method or credits, or an
Anthropic Console account with an API key and billing enabled, depending on the

workflow followed

e Atexteditor such as Vim

Understanding ChatGPT CLI

Before we talk about ChatGPT CLI, let's make the idea simple by starting with ChatGPT itself.

ChatGPT is an Al tool that can answer questions, explain commands, help diagnose errors, and
create scripts from instructions written in normal English. Most people begin by using
ChatGPT in a web browser. They enter a question on the website and read the answer there. A
command-line workflow brings the same kind of interaction into the Linux terminal, where a

system administrator is already working.

CLI stands for command-line interface. It means that we interact by typing commandsin a
terminal instead of clicking buttons in a graphical window. In this book, the term ChatGPT CLI
refers to a small command-line workflow that uses the official OpenAl Python SDK and a
Python script to send prompts to an OpenAl model. It does not refer to a separate application
installed under the package name ChatGPT CLI.
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Why a command-line Al workflow is useful

System administrators already spend much of their time in the terminal, so keeping Al
assistance there can be very useful. If you forget how to create a new user, restart a service,
change permissions, or fix an error, you do not need to leave the terminal, search online, and
then come back. You can simply ask a question such as, 'How do I add a new user in Linux?"'
and receive the answer inside the terminal.

Another powerful use of ChatGPT CLI is creating Bash scripts. For example, you can ask for a
script that checks disk usage, monitors logs, or schedules backups. This saves time when the
script is long or when you are not completely sure about the syntax. Instead of starting with a
blank file, you can describe the task in normal English and use the generated script as a
starting point.

ChatGPT CLI is also helpful when Linux returns an error that looks confusing. Searching for the
same message online can take time, but in the terminal you can provide the error and ask,
'What does this mean, and how can I fix it?' The response can explain the problem in simpler
language and suggest the next step.

The same approach works with complicated commands. If a command contains many options
and symbols, ask ChatGPT CLI to explain every part step by step. This does more than provide
an answer: it helps you understand the command while you are working with it.

That is what makes the command-line workflow powerful for Linux users. It keeps the work,
the explanation, and the learning process together in the terminal.

The ChatGPT CLI helps you learn while working, but the generated answer is still a
suggestion. Read every command and script before running it, check that paths and
account names match the system, and never paste passwords, API keys, private

configuration, or sensitive production logs into a prompt.

Installing Python, pip, and the OpenAl SDK

In this section, we will install Python, pip, and the package required for our ChatGPT
command-line workflow. These tools are important because the program is written in Python,
and the OpenAl SDK is installed as a Python package. Before we build the program, we must
make sure Python and pip are installed and working properly.
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Log in to the CentOS virtual machine with the account created in Chapter 2. The examples use
the iafzal account, but your username may be different. Administrative installation

commands use sudo only where elevated privileges are required. The Python script itself does

not need to run as root.

1. Check the installed Python 3 version:

python3 --version

If the command prints a version number, Python is installed and ready to use. The

exact version may differ from the version shown in the following figure.

[iafzallCentOS-Linux ~]$
{i:f;?:l"c.:-qfﬁs-‘[‘iqﬂv ~]Q

[iafzallCentOS-Linux ~]$ python3 --version

Python 3.12.11
[1aEZ31T@NEOS=LINUX =] 5

Figure 3.1: Checking the Python 3 version in the CentOS terminal

The CentOS Stream installation used here includes Python 3 because many system
tools and services depend on it, which is why the command may work even though we
have notinstalled Python ourselves. We only need to install it manually if it is missing,
or use a different installation method if a newer version or specific development
features are required.

2. If Python is missing, install it with dn+:

sudo dnf install python3 -y

The -y option answers yes to the package manager's confirmation prompt. If Python is
already installed, dnf reports that the package is present and there is nothing to do.
That message is also a useful confirmation that we can continue to the next

requirement.

3. Install pip for Python 3:

sudo dnf install python3-pip -y

pip is the Python package manager. Python runs the program, while pip downloads

and installs additional Python libraries from package indexes. Python alone does not
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install the OpenAl package used by this program, so we need pip before we can

complete the command-line setup.

[iafzal@CentOS-Linux ~]$ sudo dnf install python3-pip -y

Last metadata ex ion check: 0:00:43 age on Fri 28 Nov 2025 06:28:53 AM EST.

noarch

Total download size:

Installed size: 14 M
loading Packages:
on3-pip-23.3.2-7.ell0.noaxch.xrpm

Figure 3.2: Installing the python3-pip package with dnf

4. Confirm that pip is available:

python3 -m pip --version

Using python3 -m pip makes it clear that pip belongs to the same Python 3 interpreter

that will run the program.

5. Install or upgrade the OpenAl Python SDK:

python3 -m pip install --upgrade openai

The --upgrade option is important because it tells pip to install the newest available
SDK release even if an older release is already present. Without it, pip may leave an

existing version unchanged. An older SDK may not support the methods or features
used in the chapter, which can lead to errors or missing functionality later.

Wait while pip downloads and installs the required packages. When the installation finishes
without an error, Python, pip, and the OpenAl SDK are all ready. We now have the three pieces

needed to build the command-line program.

Creating an OpenAl API key

The Python SDK needs an API key before it can send a request to an OpenAl model. The OpenAl
Platform is where we manage API keys, check API usage, explore developer documentation,
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and connect tools or applications to OpenAl models. The key identifies the API project and
authorizes requests made from the Linux machine, so it must be treated as a secret.

Now we will create the key, make it available to the CentOS terminal, and verify that our
ChatGPT CLI workflow is working properly. We will begin in the browser and then return to
Linux to run the first request.

1. Open aweb browser and go to https://platform.openai.com/. The platform requires
an account before its API features can be used. Sign in with one of the options offered
on the page, such as email, Google, Microsoft, Apple, or phone. If you do not yet have

an account, select the Sign up option and create one first.

& Wekome back - Openal x  +

<« C @& authopensicomiog-n

OpenAl Platform

Welcome back

il address

Continue

Don't have an account? Sign ug

OR

Continue with Google

A

&  Continue with Apple
Continue with Microsoft

Q, Continue with phone

Figure 3.3: OpenAl login page


https://platform.openai.com/
https://platform.openai.com/
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2.  After signing in, return to the main platform dashboard. In the interface, the Developer
quickstart block contains a Get started option. Clicking on it will navigate you to the
following screen:

v @ Oeveloper quickstart - Opend - X o Sy
€ 5 @ %5 platform.opensi.com/docs/quickstart v O :
OpenAl Platform Docs AP reference o

[ - -

Q search om K .
: Developer quickstart a1 e
Get started Take your first steps with the OpenAl AP, Analyze images and files
Ovenvigv:
Quickstart The OpenAl API provides a simple interface to state-of-the-art Al models for text generation,
Models natural language processing, computer vision, and more. Get started by creating an AP key and
Pricing running your first API call. Discover how to generate text, analyze images, build agents, and more. Build agents
Libraries
Create and export an APl key

Core concepts

Create an APl Key

Before you begin, create an APl key in the dashboard, which you'll use to securely access the APIL

Text generation

Inages and vision
Audio and spesch Store the key in a safe location, likea .zshre file or another text file on your computer. Once
Structured outout you've generated an AP| key, export it as an environment variable in your terminal.

Function caling macOS / Linux Windows

Using GPT-5
:i‘gme TeReparie: Export an emviromment varisble o raclh oe Lirse systers =]
P L export CPENAI_API_KEY="your_api_key_here"

gents
Chnday) Y: OpenAl SDKs are configured to automatically read your AP key from the system environment.
<> Cookbook e o e S e o i e oS e M o i w0 o9, o S S
TR Install the OpenAl SDK and Run an API Call

Figure 3.4: The Developer quickstart page
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3.

On this page, click on Create an API key. A pop-up opens asking for the name of the
key. You can give any name, for example, OPENAI_API_KEY. Leave the rest of the settings

as default and click Create secret key:

i it oo R T S et w S P Sth ST R SOneie

| Create new secret key
Owned by

You Service account

This API key is tied to your user and can make requests against the
selected project. If you are removed from the organization or project, this
key will be disabled.

Name Optional

OPENAI_API_KEY]

Project

Default project &

Permissions

All Restricted Read only

Cancel Create secret key

Figure 3.5: Creating an API key in the OpenAl Platform

After selecting Create secret key, the secret key appears in a box with a Copy button.
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Save your key

Please save your secret key in a safe place since you won't be able
to view it again. Keep it secure, as anyone with your API key can

. make requests on your behalf. If you do lose it, you'll need to
generate a new one.

v

Learn more about API| key best practices 0
F,_______—____,_

\

I ( Sk-proj-..........Q......... ] I

Permissions

Read and write API resources

% Done

Figure 3.6: The generated secret key

This key is extremely important, and OpenAl displays it only once. Make sure to copy it
and store it in a safe place, such as a password manager or another approved secret-
management location. If you lose it, you will need to create a new one.

Never paste the real key into the Python source file, a screenshot, a shared
document, or a source-code repository. If a key is exposed, revoke or rotate it

immediately and update the Linux environment with the replacement.
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Exporting the API key in Linux

Return to the CentOS terminal and export the key as an environment variable. Replace
your_api_key_here with the secret copied from the OpenAl Platform:

export OPENAI_API_KEY="your_api_key_here"

This command sets the variable for the current shell session. To verify the configuration
without printing the secret, run the following command:

python3 -c "import os; print('OPENAI_API_KEY is set' if

os.getenv('OPENAI_API_KEY') else 'OPENAI_API_KEY is not set')"

If the terminal prints OPENAI_API_KEY is set, the current shell can provide the key to the
Python SDK. A new shell session will need the variable to be exported again unless it is
configured through an approved persistent secret-management method.

For those using Claude instead of ChatGPT

If you prefer to use Anthropic Claude instead of ChatGPT, you can follow a very similar
command-line workflow. The Linux administration tasks later in the book do not depend on
one specific Al provider. The main difference is the Python SDK, API key environment variable,
and the Python code used to send the request.

1.  First, install or upgrade Anthropic's Python SDK:

python3 -m pip install --upgrade anthropic

2. Create an API key in the Anthropic Console, then export it in the current Linux shell.

Replace the example value with your own key:

export ANTHROPIC_API_KEY="your_api_key here"

3. Verify that the environment variable is set without displaying the secret:

python3 -c "import os; print('ANTHROPIC_API_KEY is set' if

os.getenv('ANTHROPIC_API_KEY') else 'ANTHROPIC_API_KEY is not set')"

4. Next, create a small Python file named claude-test.py:

vim claude-test.py
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5. Add the following code:

from anthropic import Anthropic

client = Anthropic()

question = input("Enter your question: ")

message = client.messages.create(

model="claude-sonnet-5",
max_tokens=1024,
messages=[
{"role": "user", "content": question}

])

print("\n--- AI Response ---\n")

print(message.content[0].text)

6. Savethefile and runit:

python3 claude-test.py

7. When prompted, enter a Linux question such as:

What is Linux?

Claude will return the response directly in the terminal. From this point forward, a reader

using Claude can use claude-test.py anywhere the book asks the reader to run
chatgpt-test.py. The Linux commands, Bash scripts, troubleshooting steps, and verification

procedures remain the same.

Claude model identifiers may change over time. If claude-sonnet-5 is unavailable,
select a currently supported Claude text model in your Anthropic API account and

update the model value accordingly.
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Reviewing the OpenAl Python example

The OpenAl Platform Developer quickstart provides example code in several programming
languages. The Overview page may initially show JavaScript because it is a common choice for
application development. Select Python from the language drop-down menu. The Python
example imports the SDK, creates a client, selects a model, supplies an input prompt, and

prints the returned text. This is the same basic pattern we will now place in a file on the Linux
machine.

Model names and availability change over time. The screenshot shows gpt-5. 1, which
was current when it was captured. In the scripts below, gpt-x. x is a placeholder.

Replace it with the exact model ID of a current text model available to your API project.

v @ Owerview - Openal AP x @ APIkeys- OpenAl API x |+ - o] X
& 2 5 platform.openal.comy/docs/overview?lang=python w o
OpenAl Platform Docs  APireference o
Q Search i K
dobsa pe e e EE e PPy
Overview I python @ I
Quickstart | from openai imgort OpenAl |
Models Developer quickstart | client « OpenAl() |
Pricing Make your first APl request in minutes. I response = client.responses.create( |
Ubiadies Learn the basics of the OpenAl platform. nodel="gpt-5,1",
| input="Write a short bedtime story abcut 3 unicorn.” |

Get started ) |
Core concepts I
Text generation | print(response.output_text) |

Images and vision

Audio and speech Models
Strustured cutput

Funetion caling

Using GPT-5.1

Migrate to Responses
AP

Agents

Owerview v GPT-5.1 Naw GPT-5 mini GPT-5 nano

> Cookbook The best model for coding ancd agentic tasks. A faster, cost-efficient version of GPT-5 for well-  Fastest, most cost-efficient version of GPT-5,
with configurable reasoning effort defined tasks,

AR Forum

Figure 3.7: Python example and model choices in the OpenAl Platform

At the time of writing, the platform compared gpt-5.1, gpt-5-mini, and gpt-5-nano. The

larger model was presented for more advanced work, the mini model as a lighter and more
cost-effective option, and the nano model as the fastest option for simple tasks. Treat these
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descriptions as a snapshot and check the current model catalog before choosing a model for a
production workflow.

If you want to explore other models, click on View all and open the current model catalog and
compare the available options. The exact names shown in the platform can differ by date, API
project, and access level, so use the model that fits the task and is available to the project.

Sending the first request from the terminal

Now itis time to return to the CentOS terminal, create a small Python file, and test the
complete setup. The file will send one question to the model and print the answer in the

terminal.

The terminal screenshots in this section were captured from a root shell. The Python
scripts do not require elevated privileges and can be run from the regular user account

used throughout the procedure.

1. Create a file named chatgpt-test.py in Vim:

2. Press i to enter insert mode and add the following code:
from openai import OpenAI
client = OpenAI()
response = client.responses.create(

model="gpt-x.x",

input="What is the role of AI in Linux?",

print(response.output_text)

The OpenAl import makes the SDK client available to the program. OpenAI() creates
the client and automatically reads OPENAI_API_KEY from the environment. The

responses.create() call selects the model and sends the question, 'What is the role of
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Alin Linux?' Finally, response.output_text retrieves the generated text so that

print() can display it in the terminal.

3. Press Esc, type :wq, and press Enter to save the file and leave Vim.

4. Run the program:

python3 chatgpt-test.py

As soon as the command runs, Python loads the SDK, authenticates with the
environment variable, and sends the question to the selected model. The terminal may
appear to wait for a few seconds while the request is processed and the response is
generated. When the answer is ready, the script prints it directly below the command.

[rootECentOS-Linux ~]# vim chatgpt-test.py
[ entOS-Linux ~]#%

doesn’t have a single “role” in Linux; instead, it appears in several layers of the Linux ecosysten:

. *+plat for AT Development and Resea
PyTorch, Ten , JAX, etc.) are developed for and heavily used on Linux.
aux is the standard 0 on servers, HPC clusters, and cloud instances where large models are trained.

. **Integration with GFUs, TPUs, and Specialized Hardware**
- Linux has strong driver and toolkit support for NVIDIA (CUDA), AMD (ROCm), Intel oneAPI, and various AL accelerators.
- This makes Linux the main environment for high-performance training and inference.

[3. **AI Tools and Libraries in the Distribution Ecosystem**
- Packages for Python, R, Julia, and C++ AT libraries are readily available via distro repos, Conda, pip, etec.
- Many distros (e.g., Ubuntu, Fedora, Arch) provide prepackaged AI/ML stacks and containers (Docker, Pedman, Singularity).

. WWAT hanced System Administration and Monitoring**
- Al is used on Linux sexvers to detect amomalies in logs, predict failures, or autoscale services.
- Tools use ML to analyze metrics (CPU, memory, network, disk) r capacity planning and security (intrusion/ancmaly detection).

top and User Applications*+*
AT shows up in:
e editors (code completion, refactoring suggestions).
audio te denoising, upscaling, transeription).
- Chatbots and assistants (local or remote LIMs accessed via terminals or GUIs).

. **AT for Security and Networking**
- ML models help classify traffic, detect malware, and identify suspicious behavior on Linux-based firewalls, routers, and servers.
- IDS/IPS systems running on Linux often embed anomaly-detection models.

open and customizable, it’s a popular platform to self-host LIMs (e.g., Llama, Mistral), vector DBs, and entire RAG stacks.,
= Tools like Ollama, LM Studio (via Wine/containers), and various CLI nners are commonly deployed on Linux.

. YRAI-A > nt of Linux Itselfr*+
- Dev write, r , and refactor kernel and userland code, though final decisions remain with human maintainers.
- Al can help triage bug reports, cluster similar issues, or suggest test cases.

| Linux is the pri y op i system *for* AI (where AI is developed, trained, and deployed).
- AL is i ingl n* Linux environments to automate, optimize, secure, and enhance how the system is administered and used.

[£ you say what aspect you’re interested in (e.g., kernel, desktop, self-hosted LIMs, DevOps), I can give more specific examples or tools.
[zooteCentOS-Linux ~1% [l

Figure 3.8: Verifying the first OpenAl API request from the CentOS terminal

A clear, detailed response confirms that the Python environment, pip package, API key,
network connection, model access, and API request are all working together. At this point, the
basic ChatGPT CLI setup is complete.
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Making the program interactive

The first version works, but it uses a fixed question. If we want to ask something different, we

have to open the file, replace the text, save it, and run it again. We can make the program

smarter and more flexible by asking for the question when the script starts and passing that

value to the API request.

Open the file again:

vim chatgpt-test.py

Replace the original contents with the following version:

from openai import OpenAI

client = OpenAI()

question = input("Enter your question: ")

response = client.responses.create(
model="gpt-x.x",

input=question,

print("\n--- AI Response ---\n")

print(response.output_text)

Here, the built-in input () function displays Enter your question: when the program
starts. Whatever is entered is stored in the question variable. The API call then uses

that variable instead of the fixed sentence from the first version, so the script sends a
new prompt each time it runs. The extra print statement places a clear AT response

heading before the returned text, making the terminal output easier to read.

Save the file, leave Vim, and run the updated program:

python3 chatgpt-test.py

When the program asks for a question, enter a prompt such as the following and press

Enter:

What is Linux?
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The script sends exactly that question to the model and waits for the response. After a
moment, the answer appears below the AI Response heading. The question variable

now removes the need to reopen and edit the file for every prompt.

vim chatgpt-test.py
#

thon3 chatgpt-test.py
?

Linux is an open-source operating system, similar in purpose to Windows or mac0S, but built differently:
*xKernel##: Strictly speaking, "Linux" is the kernel-the core program that manages hardware (CPU, memory, disks, e
#*Operating systen (distribution)##: In everyday use, people say "Linux" to mean a full 0S built arcund the Linux ke: such as Ubuntu,
etc
source code is publicly available. Anyone can view, modify, and share it under licenses like the GPL.

oud infrastructure}

Comron on r :
lopers and pow

me what context you care about (e.g., “for programming. ' “for gaming,* “for s §"), T can explain Linux specifically for that use.

Figure 3.9: Running the interactive command-line assistant

From now on, run the same file, type any question you want to ask, and receive the response
directly inside the CentOS terminal. We now have a simple, reusable command-line assistant:
run it, type the question, and read the answer without leaving the terminal.

Summary

In this chapter, we introduced the command-line workflow referred to as ChatGPT CLI in this
book. We saw how it can reduce context switching for Linux users by bringing explanations,
troubleshooting help, command guidance, and script generation into the terminal. We also
emphasized that Al-generated commands and scripts must be reviewed before they are run.

We then verified Python, installed pip and the OpenAl Python SDK, created an API key, and
made the key available through the OPENAI_API_KEY environment variable. Finally, we built a
Python program that sent a request through the Responses API and improved it so a new
question can be entered each time the program runs. We also configured Claude as an
alternative by installing the Anthropic Python SDK, exporting ANTHROPIC_API_KEY, and

creating claude-test. py.

The Linux environment can now communicate with an OpenAl or Anthropic model from the
command line. In the next chapter, we will use this foundation for practical system-
administration tasks such as generating Bash scripts, explaining command output, analyzing
logs, and building reusable automation.
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Knowledge check

Test your understanding of the concepts covered in this chapter.

1. What does CLI stand for?

a.
b.
C.

d.

Configured library input
Central Linux installation
Command-line interface

Command link integration

2.  Which command checks the installed Python 3 version?

a.
b.
c.

d.

python3 --version
python3 --install
pip3 --python
dnf --python3

3.  Whatis the purpose of pip in this chapter?

a.
b.
c.
d.

To configure the CentOS network
To install Python packages such as the OpenAI SDK
To create an OpenAl account

To start the SSH service

4. Whyis OPENAI_API_KEY used instead of placing the secret directly in the Python file?

a.
b.
C.

d.

It removes the need for an API account
It changes the Linux hostname
It installs the selected model

It keeps the secret out of source code

5. Which method sends the prompt in the Python example?

a.
b.
C.

d.

client.responses.create()
client.files.upload()
python3.input()

dnf.responses.create()

6. What makes the second version of chatgpt-test.py interactive?

a.

b.

Ituses input () to capture a question when the script runs

It stores the API key in the source file
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c. Itruns the script asroot

d. Itopensthe OpenAl Platform in a browser

Answers

1. c.Command-line interface. A CLI accepts typed commands and text instead of relying
on a graphical interface.

2. a.python3 --version. The command prints the installed Python 3 version.

3. b. Toinstall Python packages such as the OpenAl SDK. pip is the Python package
manager.

4. d.Itkeeps the secret out of source code. The SDK reads the key from the environment
instead.

5. a.client.responses.create(). This call sends the input to the selected model through
the Responses APL

6. a.Itusesinput() to capture a question when the script runs. The stored value is

passed to the API request.



Using ChatGPT CLI for Linux
Administration

In the previous chapter, we built a small Python program that lets us send prompts to an
OpenAl model from the Linux terminal. Now we will put that command-line assistant to work.
Instead of asking only general questions, we will use it to create scripts, investigate errors,
schedule recurring tasks, interpret logs, review security recommendations, and automate user
creation.

These are practical system-administration tasks, and several of them can change the machine.
Al can provide a useful starting point, especially when you are still learning Bash syntax, but it
does not know the full purpose, access policy, or current state of your system. Throughout the
chapter, we will slow down long enough to inspect the generated response, test it in the lab,
and verify the result before treating it as complete.

In this chapter, we will cover the following topics:

e Generating and reviewing a Bash system-health script
e Troubleshooting a file-permission error

e Creating and scheduling a disk-monitoring cron job

e Interpreting system and kernel logs with Al assistance
e Reviewing security-hardening recommendations safely
e Creating and verifying a user-account script

Let's get started!
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Technical requirements

To follow the hands-on procedures in this chapter, make sure the following are available:

The CentOS Stream virtual machine prepared in Chapter 2
A working internet connection

The command-line assistant configured in Chapter 3: chatgpt-test.py with
OPENAI_API_KEY, or claude-test.py with ANTHROPIC_API_KEY

A text editor such as Vim

Enough API access or credits to run the example prompts

Following a safe Al-assisted workflow

The fastest way to use Al is not to run the first answer immediately. A safer rhythm is to
ask, inspect, test, execute, and verify. Begin with a precise prompt. Read the entire
response and identify every command, path, username, package, and privilege it uses.
Test the least destructive part first, preferably in the virtual machine. Use sudo only for
the individual operations that need it, and then verify the outcome with an

independent Linux command.

When a response proposes several fixes, treat them as alternatives rather than a
checklist to run from top to bottom. The correct choice depends on what the system is
meant to do. If a command modifies authentication, networking, the firewall, SELinux,
user accounts, or system files, make sure you understand the effect and have a rollback

path before continuing.

Generating a system-health script

Many Linux users, especially beginners or busy administrators, do not remember every

command or Bash scripting rule. Writing a script manually can take time, require

troubleshooting, and introduce mistakes. We will begin with a small script that collects four

useful signals from the Linux machine: CPU load, memory usage, disk usage, and network

connectivity. This is a good first example of how a plain-English request can reduce that effort

and produce a more consistent starting point.

Instead of typing a long script from memory, run the Python assistant created in Chapter 3 and

describe the required checks in simple English. A user who is still learning Bash can focus first
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on what the script must do, then study the generated commands and syntax before using
them.

If you created claude-test.py in Chapter 3, you can run python3 claude-test.py
instead of python3 chatgpt-test.py throughout this chapter. Enter the same
prompts shown in the examples. The generated Linux commands or scripts may vary
slightly, so review them before >running them and verify the result using the standard

Linux commands shown in the chapter.

Run the command-line assistant:

python3 chatgpt-test.py

At the prompt, enter a request that names the checks and the target shell clearly:

Create a Bash script for Linux that displays CPU load, memory usage, disk usage,

and network connectivity. Add comments that explain each section.

After the prompt is submitted, the assistant sends the request to the API and returns a
generated Bash script after a short wait.

#!/usr/bin/env bash

echo "=== System Resources ===

uptime

echo

echo "=== Memory Usage ===

free -h

echo

echo "=== Disk Usage ===

df -h

echo
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echo "=== Network Connectivity ===
if ping -c 1 -W 2 8.8.8.8 >/dev/null 2>&1; then
echo "Network: Online (able to reach 8.8.8.8)"
else
echo "Network: Offline or cannot reach 8.8.8.8"
fi

The exact answer may vary, even when the prompt is the same. Do not copy it immediately.
Read it from the beginning, confirm that it matches the request, and identify what each
command is doing. In this example, the response uses uptime, free -h,df -h,and ping.

uptime reports how long the machine has been running and includes load averages. free -h
summarizes memory in human-readable units, while df -h reports filesystem usage. The ping
test sends one packet and waits up to two seconds. A failed ping can mean the host is

unreachable or ICMP traffic is blocked, so it is only one connectivity signal rather than proof
that the entire network is offline.

The comments beginning with # separate the checks and explain the purpose of each part.
That is particularly useful for beginners because the output is not only automation; it is also a
script that can be read and learned from. The generated response may also remind us to save
the codein a . sh file, make it executable, and then run it.

Once we understand the generated script and confirm that it matches what we requested, save
the code in a . sh file, make it executable, and then run it:

1. Create afile named check_system.sh:

vim check_system.sh

2. Paste the reviewed script, then press Esc, type :wq, and press Enter.

3. Make the file executable:

chmod +x check_system.sh

Newly created files are not automatically executable. chmod +x adds execute

permission, which tells Linux that this trusted file may be run as a program.

4. Finally, run the script:

./check_system.sh
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[root@CentOS-Linux ~1#
[root@CentOS-Linux ~]#
[root@CentOS-Linux ~1#_./check system.sh
System Resources ——
03:53:08 up 14 min, 3 users, load average: 0.00, 0.11, 0.17

—= Memory Usage =——=

total shared buff/cache available
dem: 2.6Gi 14Mi 653Mi 1.5Gi
Bwap: 3.0G1

=== Disk Usage =—=
"ilesystem Size Used Avail Us

/dev/mapper/cs-root 26G 4.8G 226 1
1.3G 0 1.3G6
1.4G 84K 1.4G

538M 7.9M 530M

1.0M 0 1.0M /run/credentials/systemd-journald.service
960M 469M 492M 4 /boot

269M 132K 269M 1% /run/user/1000

=== Network Connectivity ===

Jetwork: Online (able to reach 8.8.8.8)
frootfCentOS-Linux ~]#
[root@CentOS-Linux ~]# m

Figure 4.1: Running the Al-generated system-health script

When the script runs, the four sections should appear one after another without requiring us
to enter each health-check command manually. Compare the result with what the script is
supposed to collect. If a command is unavailable or a path does not match the system, return to
the script and adjust it only after understanding the change. We have now turned one plain-
English request into a repeatable Linux health check.

Troubleshooting a permission error

Linux commands and their output can feel confusing when we are still learning the system. An
error message often tells us what failed but not why. In this example, we will reproduce a
Permission denied error, ask the command-line assistant to explain it, and then confirm the
diagnosis with Linux commands. Creating the test condition ourselves makes the procedure
reproducible instead of assuming that a prepared file already exists.
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Run this example from a regular user account rather than a root shell. The root user can

read the file even after the owner read bit is removed, so the intended Permission

denied message would not appear.

1. Create a small test file:

printf 'Hello test\n' > testfile.txt

2. List the current directory to confirm that testfile.txt and the chatgpt-test.py

assistant are both available:

1s

The Python file connects the terminal to the OpenAl model, while testfile.txt gives

us a simple file on which to reproduce the error.

3. Remove the file owner's read permission:

chmod u-r testfile.txt

4. Trytoread thefile:

cat testfile.txt

cat is a common Linux command for displaying the contents of a file without opening
itin a text editor. Here it returns an error instead of the expected text, which tells us
that something is preventing the current user from reading the file.

The terminal should report the following error:

cat: testfile.txt: Permission denied

5. Instead of guessing at the cause or searching through unrelated answers online, run
the Python assistant. Paste the failing command together with the exact error message
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so that the model has both the action and its result, then ask it to begin with diagnosis

rather than immediately changing the system:

python3 chatgpt-test.py
I ran “cat testfile.txt® and received “cat: testfile.txt: Permission

denied” . Explain the likely causes and give me safe commands to inspect the

file before changing anything.

That message means testfile.txt" .

Iry these steps (run in the same ¢

12:00 testfile.txt

- First part ( ns
- Next two ( ali i and group

you own the file but it’s not readable, add read permission:

hmod u+r testfile.txt

you don't own the file but have sudo rights, you
with su

cat testfile.txt

r change its permissions/

, root-owned system file), you may only be supposed tc access it with sudo,
ng on policy.
of:

ls -1 testfile.txt

Figure 4.2: ChatGPT CLI response to the permission error

The response may offer several possible solutions:
o First,itmay suggest1s -1 testfile.txt to check the file's owner and
permission bits.
o Second, if the owner lacks read permission, it may recommend chmod u+r

testfile.txt.
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1s

-1

o Third, if the file belongs to another user or genuinely requires elevated access, it

may mention sudo or a carefully reviewed ownership change with chown.

o Finally, if the file is inside a protected system directory, access may depend on
that directory and the system policy. These are alternatives to investigate, not
four commands to run automatically.

Begin with the least invasive diagnostic command:

1s -1 testfile.txt

In this lab, the r permission is missing. Because we created the file as the current user

and deliberately removed that user's read bit, the error has a clear cause.

The minimum correction is to restore that one permission:ls

chmod u+r testfile.txt

Now retry the original command:

cat testfile.txt

The content should now appear.

testfile. txt

I can tell you exactly what command to run.
[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$§ 1ls -1 t file.txt

——Wem—————= . 1 iafzal iafzal Nov 29 08:17 testfile.txt
[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$ chmod u+r testfile.txt
[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux cat testfile.txt

Hello test

[iafzal@CentOS-Linux

Figure 4.3: Inspecting the file and restoring owner read permission

The same pattern can be used for other Linux problems. When a command fails, behaves

unexpectedly, or produces output that is difficult to understand, provide the exact command

and message, ask for an explanation, inspect the system state, and apply only the fix supported

by the evidence.
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We did not use sudo or change ownership because the evidence showed that the
current user already owned the file. This is an important troubleshooting habit: use Al
to generate hypotheses, then choose the smallest change supported by the system's

actual state.

Creating and scheduling a disk-monitoring job

A script becomes more useful when Linux can run it automatically. In this section, we will ask

the assistant for a disk-usage script that adds a timestamp to every entry and for the exact cron

line that runs it every two minutes. The short interval lets us watch the first entry appear and

then confirm that the schedule continues without manual input. In a real environment, the

interval would be chosen according to the monitoring requirement.

1.

2.

CentOS uses the Cronie implementation of cron. Before scheduling the job, make sure

the package is installed and the crond service is running:

sudo dnf install cronie -y

sudo systemctl enable --now crond

systemctl status crond --no-pager

Run the command-line assistant and enter the following prompt:

python3 chatgpt-test.py
Create a Bash script that checks disk usage and writes the result with a

timestamp to a log file in my home directory. Then provide the exact cron

entry to run the script every two minutes.

The location named in this prompt is deliberate. If the log directory is not specified, a
generated answer may place the file at /var/log/diskmonitor.log. This looks
reasonable because /var/log is the standard system log location, but a normal user
usually cannot create or write files there. If we kept that path and ran the job from the
user's crontab, the script would fail with a permission error. This workflow therefore
keeps the log at $HOME /diskmonitor. log, where it can be written without a root
session.

This is an important part of working with generated scripts: even when the logic is

correct, every path and privilege assumption must match the account that will run the
code.
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A concise version of the generated script s as follows:

#!/usr/bin/env bash

LOGFILE="$HOME/diskmonitor.log"

echo
} >> "$LOGFILE"

The braces group the timestamp, disk report, and blank line so that one redirection
appends the complete entry to the log. Because $HOME belongs to the user whose

crontab runs the job, no root permission is required.

Create diskmonitor. sh, paste the reviewed script, and save it:

vim diskmonitor.sh

Make the script executable:

chmod u+x diskmonitor.sh

Verify the executable permission before continuing:

1s -1 diskmonitor.sh

The execute bit should now be present. The diskmonitor. log file will not exist until

the script runs for the first time, so its absence at this point is expected.
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6.

7.

10.

11.

Run the script manually before scheduling it:

./diskmonitor.sh

cat "$HOME/diskmonitor.log"

The manual test separates script problems from scheduling problems. If the first log
entry appears, find the absolute path of the script:

pwd

In this example, the path is /home/iafzal/diskmonitor.sh. If your username or

location differs, use the path printed by pwd in the next step.

Open the current user's crontab:

crontab -e

Add the following entry, replacing the path if needed:

*/2 * * * * /home/iafzal/diskmonitor.sh

The five scheduling fields represent minute, hour, day of month, month, and day of
week. */2 in the minute field means every two minutes.

Save the crontab and confirm the installed entry:

crontab -1

Wait for the first two-minute interval, then display the log:

cat "$HOME/diskmonitor.log"

The first scheduled run should add a timestamp followed by a fresh df -h report. This

confirms that cron executed the script automatically. Wait for another four minutes
and display the file again.
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/dev/mapper/cs-root  26G 19% /

devtmpfs 1.3G g 0% /dev

tmpfs 1.4G6 E 0% /dev/shm

tmpfs 538M /xun

tmpfs 1.0M . /run/credentials/systemd-journald.service
/dev/sda2 960M /boot

tmpfs 269M /xun/usexr/42

tmpfs 269M ¥ /run/user/1000

[iafzal@CentOS~-Linux ~]$

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$ cat /home/iafzal/diskmonitor.log
===== 2025-11-29 10:20:01 =====

Filesystem Size Used Avail Use% Mounted on
/dev/mapper/cs-root 26G 4.8G 226G %/

devtmpfs 1.36 1.36 % /dev

tmpfs 1.46 1.46 %t /dev/shm

tmpfs 538M . 530M % /run

tmpfs 1.0M 1.0M % /run/credentials/systemd-journald.service
/dev/sda2 960M 492M /boot

tmpfs 269M 269M /run/usexr/42
tmpfs 269M 269M /run/user/1000

==== 2025-11-29

Filesystem Size % Mounted on

/dev/mapper/cs-root 26G " /

devtmpfs 1.36 . /dev

tmpfs 1.46G ¥ /dev/shm

tmpfs 538M : /run

tmpfs 1.0M . /run/credentials/systemd-journald.service
/dev/sda2 960M % /boot

tmpfs 269M ¥ /run/user/42

tmpfs 269M ¥ /run/user/1000

2025-11-29(10: :01
Filesystem Size Mounted on
/dev/mapper/cs-root 26G /
devtmpfs s . /dev
tmpfs . % /dev/shm

Figure 4.4: Confirming repeated disk-usage entries from the cron job

Two more entries, each separated by approximately two minutes, confirm that the job
is continuing to run according to the schedule rather than succeeding only once.

The two-minute interval is intended only for this lab and will continue growing
the log until it is removed. When the test is complete, run crontab -e, delete
the diskmonitor. sh line, save the file, and use crontab -1 to confirm that the

entry is gone.

Interpreting system logs with Al

System and application logs preserve the clues that Linux services, the kernel, and background
processes leave behind. They are especially useful when something is not working and we need
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to understand what happened behind the scenes. The difficulty is that log output can be dense,
repetitive, and full of unfamiliar component names. Al can help translate a message into
simpler language, but the explanation is only as useful as the context supplied with the log.

1. Start by viewing the most recent journal entries at error priority:

sudo journalctl -p err -n 50

journalctlreads the systemd journal. -p err limits the result to error priority and

more severe messages, and -n 50 returns the most recent 50 matching entries.

2. Tolook specifically for kernel messages containing the word error, run:

sudo dmesg -T | grep -i "error"

dmesg reports kernel-level and hardware-related messages, which a normal user may
not be allowed to view completely. sudo supplies the required privilege for this read-
only command, while the pipe sends the output to grep so that only lines containing

error are shown. This produces a shorter set of messages to investigate.

Before sending any log text to an external Al service, remove secrets and
information that should not leave the system. This can include tokens,
passwords, email addresses, usernames, hostnames, IP addresses, customer
data, private paths, and configuration values. Share the smallest excerpt that

contains the error and enough surrounding context to interpret it.

Figure 4.5: Filtering kernel messages for errors in the virtual machine
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3.

The lab output contains repeated vmwgfx messages stating that the driver appears to be

running on an unsupported hypervisor.
Instead of pasting the line alone, include the operating system, hypervisor, symptoms,

and a request for safe verification steps:

I am running CentOS Stream in VirtualBox. The desktop is working, but

“dmesg’ reports: ‘vmwgfx seems to be running on an unsupported hypervisor".

Explain the likely cause in simple terms. Before suggesting a fix, list

safe commands or VM settings I can check. Do not assume that I should

disable a driver.

ix will fall back to

[ can give exact he best graphics setup and how ko remove or f£ix that error specific

Figure 4.6: ChatGPT CLl interpretation of the vmwgfx message

The response explains that vmwgfx is a VMware-compatible graphics driver and that
the message can appear when the guest loads it without detecting the VMware
hardware environment it expects. In a virtual machine, that can affect VMware-specific
graphics features or 3D acceleration. The desktop may continue working because the
guest can fall back to another display path, but that does not make the message safe to
ignore without checking the actual hypervisor and symptoms.
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The message is consistent with the guest loading a VMware-compatible
graphics driver while running under a different virtualization environment.
That explanation is a hypothesis, not permission to ignore the error
automatically. Confirm the selected VirtualBox graphics controller, check
whether the display has real symptoms, and compare any proposed change
with the documentation for the installed CentOS and VirtualBox versions. If the
desktop is stable, record the finding and avoid changing drivers merely to

silence a message.

Repeat the process with the next distinct error line. In our lab, the second and third entries lead
to similar explanations about vmwgfx, virtual graphics, and 3D acceleration. Seeing the same
diagnosis more than once helps us recognize that the messages belong to one repeated issue
rather than three unrelated failures.

The generated response may also include distribution-specific fixes, such as apt commands for
Ubuntu or Debian, Fedora-specific commands, or instructions to disable or blacklist the driver.
This machine runs Cent0S Stream, so do not copy commands intended for another

distribution, and do not disable a driver merely because it appears in a suggested fix.

The same approach applies to other logs. Copy the exact message, identify the distribution and
version, name the hypervisor or application, explain what changed before the error, and say
what has already been tested. Ask the model to separate likely causes from verification steps.
This reduces manual searching and makes unfamiliar logs easier to understand, especially for
beginners, but the system's observed behavior remains the final evidence and we still decide
what to run.

Reviewing security-hardening recommendations

Security hardening is an excellent example of why AI output must be reviewed in context. A
server that accepts remote SSH connections, a local workstation, and a disposable lab VM do
not need identical settings. A generic hardening script can close the administrator's access,
disable a required service, or replace a working firewall policy.
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Abroad request could ask the assistant for a checklist and a separate script for every

recommendation. Before generating executable scripts, begin with a more reviewable prompt:

python3 chatgpt-test.py

Create a basic security-hardening checklist for CentOS Stream. Group the

recommendations by risk area. For each item, explain what it changes, what could

break, how to verify it, and how to roll it back. Do not assume that every

recommendation should be applied automatically.

The generated checklist covers ten useful areas:

Keep the operating system and packages updated, because outdated software can
contain known vulnerabilities that attackers are able to exploit.

Configure firewalld so that only the services or inbound ports the machine actually
requires are exposed, while other inbound traffic remains blocked.

Harden SSH by reviewing direct root access, preferring key-based authentication where
appropriate, limiting authentication attempts, and evaluating any port change in the
context of the environment.

Review user accounts and password policy by disabling unused accounts and
validating password strength, expiration, and history requirements.

Disable services the system does not need, such as NFS or FTP when they have no
defined purpose, to reduce the number of exposed components.

Keep SELinux in enforcing mode unless a validated exception is required, rather than
turning off an important security control to avoid investigating a denial.

Collect and audit security-relevant logs so that authentication attempts, privileged
actions, and other important events can be investigated later.

Review filesystem permissions on sensitive and shared locations, including
configuration under /etc and temporary locations such as /tmp and /var/tmp.

Use sudo instead of routine direct root logins and record privileged activity so that
administrative changes remain attributable.

Use AIDE to create a file-integrity baseline and detect when monitored files or

attributes change unexpectedly.

The generated answer may also provide a separate script for each recommendation, complete

with filenames and execution instructions. That makes the output look ready to use, but each

script still needs an individual review because the controls affect different parts of the system.
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Do not copy and run the complete set of generated hardening scripts on a real system.
Review one control at a time in a snapshot or disposable VM. Confirm the machine's
purpose, preserve an active recovery path, record the current configuration, and test the

rollback before applying authentication, firewall, SSH, SELinux, or service changes.

Trying one focused control with AIDE
To keep the hands-on example focused, we will try only the final checklist item, AIDE. In simple
terms, AIDE works like a guard for selected system files: it records a known baseline and later

reports what has changed. A reported difference does not prove that an attacker or malware
changed the file, because legitimate updates also modify the system. It tells us where to
investigate.

Create 10_install_aide. sh with the following reviewed script:

#!/usr/bin/env bash

set -e

if [[ $EUID -ne @ ]]; then
echo "Run this script with sudo." >&2
exit 1

fi

echo "[*] Installing AIDE..."
dnf install -y aide

echo "[*] Initializing the AIDE database..."

aide --init

echo "[*] Activating the new database..."

mv /var/lib/aide/aide.db.new.gz /var/lib/aide/aide.db.gz

echo "[*] Running the first integrity check..."

aide -check
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Make the file executable and run it with sudo:

chmod +x 10_install_aide.sh

sudo ./10_install_aide.sh

When the script starts, the terminal shows the AIDE package being downloaded and installed,

followed by database initialization.

# vam 10_install_aide.sh

chmod +x 10 install aide.

| 156 kB

30 xB/s | 156 kB

Instal
Running

ystem-admin-c

Figure 4.7: Installing AIDE and creating the initial integrity baseline

Initialization can take time because AIDE reads many files and records their attributes. The
script then moves the newly created database into the active location and performs an initial
comparison. These progress messages show which stage is running, but a completed
command is not proof that monitoring is fully configured. Review the output and any reported
differences.
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Creating a user-account script safely

The final example asks the assistant for a user-account creation script that can be used directly
in the Linux lab. It automates a common administrative sequence: accept a username, check
whether the account exists, create it if needed, set a temporary password, require a password
change at first login, and record the action. Because user management changes authentication
and requires elevated privileges, every part of the generated script must be reviewed before it is
run.

Ask the assistant for the workflow without putting a shared default password in the source
code:

1. Runthe command-line assistant:

python3 chatgpt-test.py
Create a Bash script for CentOS Stream that accepts a username, checks
whether the account already exists, creates it if needed, prompts the

administrator to set a temporary password interactively, forces a password

change at first login, and logs the administrative actions to " /var/log/

usercreate.log” . Do not hardcode or log a password.

The generated answer includes the requested username argument, existing-user check,
account creation, temporary-password step, forced password change, and action log. It
may also suggest a filename, the chmod command needed to make the file executable,
and an example showing how to pass the username. After reviewing the output and
removing the unsafe hardcoded-password approach, the complete script is as follows:

#!/usr/bin/env bash

set -u
LOGFILE="/var/log/usercreate.log"

if [[ $EUID -ne @ ]]; then
echo "Run this script with sudo." >&2
exit 1

fi

if [[ $# -ne 1 ]]; then
echo "Usage: $0 <username>" >&2
exit 1

fi
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USERNAME="$1"

log() {

printf '%s : %s\n' "$(date '+%Y-%m-%d %H:%M:%S')" "$1" | tee -a
"$LOGFILE"
}

if id "$USERNAME" &>/dev/null; then
log "User '$USERNAME' already exists. No changes made."
exit o

fi

if useradd "$USERNAME"; then
log "User '$USERNAME' created successfully."
else
log "ERROR: Failed to create user '$USERNAME'."
exit 1
fi

echo "Set a temporary password for '$USERNAME'."
if passwd "$USERNAME"; then
log "A temporary password was set for '$USERNAME'."
else
log "ERROR: Failed to set a password for '$USERNAME'."
exit 1
fi

if chage -d @ "$USERNAME"; then

log "User '$USERNAME' must change the password at next login."
else

log "ERROR: Failed to require a password change for '$USERNAME'.

exit 1
fi

log "User creation process for '$USERNAME' completed."

The script still needs root privileges because it creates an account and writes to /var/
log, but the administrator can grant those privileges to this one execution with sudo

instead of remaining logged in as root.
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This keeps the privileged boundary clear. The script file can be created and reviewed as

the normal user; only the account-management execution receives sudo privileges.

Create create_user. sh, paste the reviewed script, and save it:

vim create_user.sh

Make the script executable:

chmod +x create_user.sh

Run it with the test username anderson:

sudo ./create_user.sh anderson

After the username is supplied, the script creates the account and passwd prompts for a
temporary password. Enter a value that follows the lab system's password policy. The
characters are not displayed, which prevents the password from appearing on screen,
and the command asks for the value again to confirm it. The script then expires that
password so the new user must replace it at first login.

Verify the account identity and home directory:

id anderson

1s -1d /home/anderson

Verify the password state and expiry information:

sudo passwd -S anderson

sudo chage -1 anderson
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[root@CentOS-Linux ~]# vim create_user.sh
[root@CentOS-Linux ~]# chmod +x create_user.sh
[root@CentOS-Linux ~]#
[root@CentOS-Linux ~]# ./create_user.sh anderson
2025-12-05 09:14:13 : User 'anderson' created successfully.
2025-12-05 09:14:13 : Default password set for user 'anderson'.
2025-12-05 09:14:13 : User 'anderson' is forced to change password at next login.
2025-12-05 09:14:13 : User creation process for 'anderson' completed.
[root@CentOS-Linux ~]#
[root@CentOS-Linux ~]# id anderson
id=1001 (anderson) gid=1001(anderson) groups=1001(anderson)
[root@CentOS-Linux ~]#
[root@CentOS-Linux ~]# 1s -1d /home/anderson
. 3 anderson anderson 78 Dec 5 09:14
[root@CentOS-Linux ~]#
[root@CentOS-Linux ~]# passwd -S anderson
anderson P 1970-01-01 0 99999 7 -1
[root@CentOS-Linux ~]#
[root@CentOS-Linux ~]# chage -1 anderson
Last password change : password must be changed
Password expires : password must be changed
Password inactive : password must be changed
Account expirss : never
Minimum number of days between password change : 0
Maximum number of days between password change : 99999
Number of days of warning before password expires s 7

[root@CentOS-Linux ~]# [}

Figure 4.8: Verifying the newly created user and first-login password change

Begin with id anderson. A successful result displays the UID, GID, and group

information, confirming that the account exists.

Next,1s -1d /home/anderson should show a home directory owned by anderson with

the expected group and permissions.

Then inspect the password state with passwd -S. The letter P indicates that a usable

password is set, while the remaining fields describe password-age information.

Finally, chage -1 should report that the password must be changed. Together, these

checks confirm that the account, home directory, temporary password, and first-login
expiry policy were all created as intended.

This is the complete verification loop: the script reports success, and independent Linux
commands confirm each result instead of relying on that message alone.

If anderson is only a disposable lab account, remove it after verification with sudo
userdel -r anderson. Check the username carefully before running this command

because -r also removes the user's home directory and mail spool.
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Summary

In this chapter, we moved from a working command-line assistant to practical Linux
administration. We generated a Bash health-check script, reproduced and diagnosed a
permission error, and created a disk-monitoring script that cron ran on a two-minute
schedule. In every case, the Al response was a starting point, while Linux commands and
observed output provided the verification.

We also used system and kernel logs to build a context-rich troubleshooting prompt, reviewed
a broad security-hardening checklist without applying it blindly, and tried one focused control
by installing and initializing AIDE. Finally, we revised a user-creation script so that it checks
for an existing account, prompts for a temporary password without hardcoding it, forces a
first-login password change, and records the administrative actions.

The key lesson is that Al can accelerate Linux work, but safe administration still depends on
understanding scope, privilege, system context, verification, and rollback. In the next chapter,
we will examine Shell Genie and use natural-language requests to generate Linux commands

for common tasks.

Knowledge check
Test your understanding of the practical workflows covered in this chapter.
1. Why should an Al-generated Bash script be read before it is executed?
a. Toinstall Bash automatically
b. Tomake the terminal prompt change color
c. To confirm its commands, paths, privileges, and effects
d. To prevent the file from being saved

2. Which command restores read permission for the owner of testfile.txt?

a. chmod u+r testfile.txt
b. chmod u-r testfile.txt
c. chown root testfile.txt
d. sudorm testfile.txt
3. Why is the disk-monitoring script tested manually before it is added to cron?
a. To separate script problems from scheduling problems

b. Tomake cronrun as root
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C.

d.

To delete the log file

To disable the crond service

4.  Whatdoes */2 mean in the minute field of the example cron entry?

a.
b.
C.

d.

Wait two minutes after login
Run at 2:00 only
Run twice per month

Run every two minutes

5. What should be done before sending production log text to an external Al service?

a.
b.
C.
d.

Convert every line to uppercase
Remove secrets and sensitive information and share only the needed excerpt
Run the terminal as root

Disable systemd-journald

6. Why should broad Al-generated hardening scripts not be run as a single batch?

a.
b.
C.

d.

CentOS cannot run Bash scripts
They can break required services, networking, or administrative access
AIDE replaces the Linux kernel

firewalld works only in a browser

7. Whatis the purpose of aide --initin the example?

a.
b.
c.

d.

To edit the crontab
To add a Linux user
To create an initial file-integrity database

To reset the firewall

8. Why does the revised user-creation script use passwd interactively?

a.
b.
C.

d.

Answers

To avoid hardcoding or logging a shared plaintext password
To remove the user's home directory
To run the script without privileges

To disable the account permanently

1. c.To confirm its commands, paths, privileges, and effects. Generated code must

match the actual system before it is trusted.

2. a.chmod u+r testfile.txt. It adds read permission for the file owner.
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a. To separate script problems from scheduling problems. A successful manual run

confirms that the script itself can write the expected log entry.
d. Run every two minutes. The step value applies to the minute field.

b. Remove secrets and sensitive information and share only the needed excerpt.

Logs can expose confidential system and user data.

b. They can break required services, networking, or administrative access. Each
control needs system-specific review, verification, and rollback planning.
c. To create an initial file-integrity database. Later checks compare the system with

that baseline.

a. To avoid hardcoding or logging a shared plaintext password. passwd collects the

temporary password without placing it in the script.






Generating Linux Commands
with Shell Genie

In the previous chapters, we prepared the CentOS environment and used a ChatGPT CLI
workflow to ask questions, explain errors, and create scripts. Now we will add another
assistant to our toolkit. Shell Genie accepts an instruction written in simple English, turns it
into a Linux command, shows us that command, and asks whether we want it to run the
command for us.

That small difference makes Shell Genie useful when we know what we want the system to do
but cannot remember the exact syntax. A beginner can learn by reading the generated
command, while an experienced administrator can save time on repetitive typing. In this
chapter, we will install and configure Shell Genie, then use it for compression, file operations,
password management, package installation, script creation, and basic system checks.

In this chapter, we will cover the following topics:

e Understanding Shell Genie

e Installing and configuring Shell Genie on CentOS

e Generating commands for compression, file operations, and password management
e Creating Bash scripts and interacting with the Linux system

Let's get started!
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Technical requirements
To follow the demonstrations in this chapter, make sure the following are available:

e The CentOS Stream virtual machine prepared in Chapter 2
e Theuser account used in the earlier chapters, with sudo privileges
e Python 3.10 or later and a working internet connection

e The OpenAl API key created in Chapter 3, if the OpenAl backend is selected

Understanding Shell Genie

Shell Genie is a command-line tool that listens to simple English instructions and generates
the corresponding Linux command. Instead of trying to remember a long or unfamiliar
command, we can tell Shell Genie what we want to accomplish and let it translate that request
into terminal syntax. It behaves like a friendly assistant standing beside us at the command
line.

This is especially helpful for new users and for people who do not use advanced Linux
commands every day but still need to manage a system smoothly. Shell Genie was created as
an open-source project by Dylan Castillo. Because its source is available under an open-source
license, learners and administrators can inspect the project, install it without a license fee, and
adapt the code to their needs.

A quick note before we continue: Shell Genie is retained here because its English-to-
command workflow remains useful to study. However, the project repository was
archived on March 4, 2024, and the maintainer states that it is no longer maintained.
The installation, backends, and API connection shown in this chapter therefore reflect

the recorded environment and may require adaptation on a newer system.

Think about a simple situation in the kitchen. If we need a cup of tea, we can tell someone,
"Make me a cup of tea." We do not have to list the ingredients, explain every step, or specify
how long the water should boil. The other person already knows how to turn that simple
instruction into action. Shell Genie follows the same idea. We can say, "Compress this
directory," and it works out the Linux command that performs the task.
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The main purpose is to reduce complexity and make the terminal feel less confusing. It can
save time, remove some of the fear around unfamiliar syntax, and help beginners learn
gradually because the final command appears on the screen before it is run. We can read the
command, connect the English request to the Linux syntax, and remember more of it the next
time. For an advanced user, the same process can speed up repetitive work and reduce tedious

typing.
How Shell Genie complements ChatGPT CLI

Shell Genie and ChatGPT CLI overlap, but they are not doing exactly the same job in this
workflow. ChatGPT CLI acts more like an intelligent mentor. We can use it to explain an error,
create or improve a script, examine code, and work through a problem step by step. Shell Genie
is more focused: it converts a plain-English request into a runnable Linux command as quickly
as possible.

In this book, ChatGPT CLI is our shorthand for the terminal-based Python and OpenAI SDK
workflow introduced in Chapter 3; it is not a separate OpenAl product.

Used together, the two tools form a practical combination. Shell Genie can generate a
command immediately, while ChatGPT CLI can explain that command, troubleshoot it,
customize it, or expand it into a complete ChatGPT CLI script or scheduled task. One tool helps
us move quickly from intention to command; the other helps us understand and develop the
solution further.

Installing and configuring Shell Genie on CentOS

We will now install Shell Genie on the CentOS machine. The demonstrated environment uses
Python 3.12.11, which is already present, so there is no need to install another Python version
before continuing.

Checking Python and pip

First, confirm the installed Python version:

python3 --version

The output returns:

Python 3.12.11
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Next, check whether pip is available:

IIlHHHIIIHHHHHiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

On our machine, this command is not found. CentOS offers to install the python3-pip package,

but we enter n because this walkthrough uses Python's built-in ensurepip module instead.

Install package 'python3-pip' to provide command 'pip3'? [N/y] n

Run the following command:

python3 -m ensurepip --upgrade

The -m option tells Python to run a module. In this case, ensurepip creates or repairs the pip
installation directly from the Python environment, and - -upgrade asks it to install the bundled
version if the existing pip is older. Because the system site-packages directory is not writable
by this user, pip is installed in the user environment. When the command finishes, the
message confirms that pip has been installed successfully.

[iafzal@CentOS-Linux ~]$ python3 -m ensurepip --upgrade

Defaulting to user installation because normal site-packages is not writeable
Looking in links: /tmp/tmpnuScvélz

Processing /tmp/tmpnubScvé6lz/pip-23.3.2-py3-none-any.whl
Installing collected packages: pip

Successfully installed pip-23.3.2
[TafzaIRTeAtoS-Tinux ~T%
[LafzallCentOS-Linux ~]$
[iafzal@CentOS-Linux ~]$ ﬂ

Figure 5.1: Checking Python and installing pip with ensurepip

Installing pipx and Shell Genie

Next, we install pipx. The reason is simple: pipx installs Python command-line applications in
isolated virtual environments. Shell Genie can therefore use its own packages without mixing
them into the system Python environment or another Python application.

python3 -m pip install --user pipx

The --user option places pipx in the current user's environment rather than writing to system

directories. The installation provides pipx 1.8.0 along with its required packages.
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= (18
Requirement already sat 35 B =1.9.4 in /us = 3.12 te-packages (from pipx) (3.2.2)
Requirement already sati 0 X y .12 te-packages (from pipx) (24.2)

Collecting platformdir 1 (from pipx)
nloading platformdir .5.0-py3-none-any.whl.metadata (12 kB)

20 ng userpath!=1.9,

Downleoading userpath-1.9.2-p c v.whl.metadata (3.0 kB)
Collecting click (from userpath!=

Downloading click-8.3.1-p
Pownloading pipx-1 y3-none-any.whl (78
Pownloading platformdirs-4.5.0-py3-none-any.whl (18 kB)
Ppownloading userpath-1.9 ) V. ¥ (9.1 kB)
Downloading click-8.3.1-py3-none-any.whl (108 kB)

nstalling collected packag platformdirs, click, userpath, pipx
Successfully installed cl -8.3.1 pipx~1.8.0 platformdirs-4.5.0 userpath-1.9.2

[ ] A new release o i is available: ->
[ ] To update, run:

Figure 5.2: Installing pipx in the user environment

Make sure the pipx executable directory is on the user's PATH:

python3 -m pipx ensurepath

The output says that /home/iafzal/.local/bin is already in PATHand that pipx is ready
to go.

>% ensurepath
\ PATH,

have been appended to

* &

Figure 5.3: Confirming that the pipx executable is available on PATH

PATH is the list of directories the shell searches when we enter a command, so this
confirmation means we can run pipx without typing its full location.
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Now install Shell Genie:

pipx install shell-genie

pipx downloads Shell Genie and prepares it inside an isolated environment. This may take a
short while.
[iafzal@CentOS-Linux ~]$ pipx install shell-genie

installed package shell-genie 0.2.10, installed using Python 3.12.11
These apps are now globally available

- shell-genie
done! ¥ # » )
[TafzallcCentOs-Linux ~]$ |

Figure 5.4: Installing Shell Genie with pipx

When the process finishes, the installation message confirms that the shell-genie application

is available.

Resolving the Click compatibility error

Initialize the application:

shell-genie init

Oops, the first attempt produces a long traceback that ends with the following message:

TypeError: Secondary flag is not valid for non-boolean flag.
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locals

{)

= <module 'builtins' (built-in)>

' /home/iafzal/.local/bin/shell-ge

<_frozen importlib external.SourceFileLoader object at Ox
' main "

<typer.main.Typer object at 0Ox
<module 'sys' (built-in)>

me/ 1a «d
in get_group
ome /i 11/ .1loca
n get group from .
O A

7 in get command from info

me fzal/.1 1/st s 11 1ie/lil
3 in get params convertors ctx param name from function

ypeExrror: Secondary flag is not valid for non-boolean flag.
[1dTzq1@CeAToS-Linlk "=]% .

Figure 5.5: The Click compatibility error during Shell Genie initialization

Do not worry. In our environment, this happens because Shell Genie receives a newer version
of Click than it can use. Click is the Python library that handles command-line options.
Because pipx gives Shell Genie its own isolated environment, we can target that environment
and install an earlier Click release without changing Click for the entire system.

/home/iafzal/.local/share/pipx/venvs/shell-genie/bin/python3 -m pip install

'click<8.3.0'
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The command removes Click 8.3.1 and installs Click 8.2.1inside the Shell Genie virtual

environment.

The path contains the demonstration username. If you are using a different account,

replace /home/iafzal with that user's home directory. The version numbers describe
the recorded environment, so apply this downgrade only if shell-genie init ends

with the same compatibility error.

[iafzaldCentOS-Linux ~]§ /home/iafzal/.local/share/pipx/venvs/shell-genie/bin/python3 -m pip install 'click<B.3.0'
Collecting click<8.3.0
Downloading click-8.2.1-py3-none-any.whl.metadata (2.5 kB)
Downloading clic o & y3-none-any.whl (102 kB)
Installing collected pac es: click
Attempting uninstal
Feundseni sééngein

talling click-8.3.

g Linux ~]§
[iafzal@CentOS-Linux ~]$ JJ

Figure 5.6: Installing Click 8.2.1 in the Shell Genie environment

Run the initialization command again:

shell-genie init

This time, the backend selection menu appears, which confirms that the compatibility change

worked.

[iafzal@CentOS-Linux ~]$
[iafzal@CentOS-Linux ~]$

[iafzallCentOS=Linux ~]$ shell-genie init
Select backend: ;[openai-gpt-3.5-turbo/free-genie]: E

Figure 5.7: Resolving the Click compatibility error

Selecting the backend and saving the configuration

The menu shows two backend choices, openai-gpt-3.5-turbo and free-genie. The first
option sends requests to an OpenAl model and requires an API key. The second is the free
backend offered by the project. Because we used OpenAl in the previous chapters, we select the
same route here.
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The free-genie service was offered without an availability guarantee, and OpenAl has
announced the retirement of the gpt-3.5-turbo model family on October 23, 2026.
Because Shell Genie is no longer maintained, its OpenAl backend may stop working
when that model is retired. The following steps reproduce the demonstration at the

time of writing rather than presenting this backend as a current long-term integration.

openai-gpt-3.5-turbo

Shell Genie now asks for the OpenAl API key created earlier in Chapter 3. Paste your own key in

the terminal. Never copy a key from a screenshot or include your key in a screenshot that will
be shared:

<your-openai-api-key>

Next, Shell Genie asks whether the detected operating system is CentOS Stream 10 (Coughlan).
Enter y to confirm:

Is your OS CentOS Stream 10 (Coughlan)? [y/n]: y

Shell Genie displays the selected backend, operating-system details, Bash shell, and API-key
field, then saves the configuration in the following file:

/home/iafzal/.config/.shell_genie/config.json

The configuration file contains the API key in plain text. Restrict it so that only the current user
can read or modify it:

chmod 600 /home/iafzal/.config/.shell_genie/config.json

Protect the key: Do not commit this file to version control or share an unmasked
terminal capture. If a key is exposed, revoke it and create a replacement. The

initialization output below is recreated with the key redacted.
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[iafzal@Cent0S-Linux ~]$ shell-genie init
Select backend: [openai-gpt-3.5-turbo/free-genie]: openai-gpt-3.5-turbo
Enter an OpenAI API key: <redacted>
Is your 0S Cent0S Stream 10 (Coughlan)? [y/n]: y
The following configuration will be saved:
'backend': 'openai-gpt-3.5-turbo'’
‘os': 'linux'
‘os_fullname': 'Cent0S Stream 10 (Coughlan)'
‘shell': ‘'bash’

‘openai_api_key': '<redacted>’

Config file saved at /home/iafzal/.config/.shell _genie/config.json

Figure 5.8: Initializing Shell Genie with the API key redacted

At this point, the setup is complete and Shell Genie is ready to receive an English request.

Testing Shell Genie by installing Apache

Let's test the installation with a simple task. Ask Shell Genie to install the Apache server:

shell-genie ask "install apache server"

Shell Genie converts the request into the following command:

sudo dnf install httpd

This is the CentOS command for installing the httpd package. Shell Genie shows the command
and asks whether we want to run it. The demonstration enters y so that Shell Genie executes

the command automatically:

Do you want to run the command? [y/n]: y

Read before you run: Shell Genie can generate an incorrect or damaging command.
Before entering y, make sure you understand the command, confirm every path and
package name, and check that it does only what you requested. In this example, httpd

is the expected Apache package on CentOS.
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S-Linux ~]$ shell-genie ask "install apache serv
nf install

Architecture Version Repositor

N

httpd
installing dependencies:

appstream

appstream
appstream
appstream
appstream

e

installing weak dependencies:
apr-util-openssl

Figure 5.9: Reviewing the Apache packages and dependencies before installation

Because the generated command uses sudo, the system may request the user account

password. DNF then lists httpd and its dependencies and asks for another confirmation. Enter
y again at the transaction prompt:

Is this ok [y/N]: y

DNF downloads and installs httpd together with the required packages. When Complete!
appears, Apache has been installed.

Figure 5.10: Installing Apache from a Shell Genie request

All of that started with one short English sentence. This is a good example of how Shell Genie
connects an everyday request to the command CentOS expects.
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Generating commands from English

Now that Shell Genie is installed and working, we can use it for several everyday Linux tasks.
We will start with compression, move an archive before deleting the original, and then change
the current user's password. Each example follows the same rhythm: describe the result in
plain English, read the generated command, allow Shell Genie to run it, and verify what
changed.

Compressing the Documents directory

First, list the sample files in the Documents directory.

If these files are not already present from your lab setup, create the same ten empty sample
files before continuing:

mkdir -p /home/iafzal/Documents && touch /home/iafzal/Documents/

file{1,3,5,7,9}.sh /home/iafzal/Documents/file{2,4,6,8,10}.txt

The brace expressions expand to the five odd-numbered . sh filenames and the five even-

numbered . txt filenames shown in the demonstration.

1s -1tr /home/iafzal/Documents/

The Documents directory contains ten empty sample files: filel.sh, file2.txt, file3.sh,
filed.txt,file5.sh, file6.txt,file7.sh, file8.txt, file9.sh, and filel@.txt. The

mixture of text files and Bash script files gives us a small directory to archive.

Ask Shell Genie to compress the directory:

shell-genie ask "Compress the Documents directory in /home/iafzal/"

Shell Genie generates:

tar -czvf /home/iafzal/Documents.tar.gz /home/iafzal/Documents

Here, tar creates the archive, - c starts a new archive, -z applies gzip compression, -v lists each

file asitis added, and - f identifies the archive filename. Enter y when Shell Genie asks whether

to run the command.

Do you want to run the command? [y/n]: y
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~1$
~1$

~]1$ 1ls -1ltr /home/iafzal/Documents/

file9.sh
file8.txt
file7.sh
file6.txt
file5.sh
filed.txt
file3.sh
file2.txt
filel.sh
£filelO. txt

Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec
Dec

iafzal iafzal
iafzal iafzal
iafzal iafzal
Ao Nt i plog iafzal iafzal

=rw=-r~=r--: 1
1
1
1
-rw-r--r--. 1 iafzal iafzal
1
1
1
1

g e g
—EW=L==p==,

iafzal iafzal
iafzal iafzal
iafzal iafzal
iafzal iafzal

~EW=E==T==,
—ZW-T-=r~~,
—EW-Y-=p=—,
i Sl

CO0OO0O0O0CO0OO0OO0O0O
Lo,

-rw-r--r--. 1 iafzal iafzal
iCentOS-Linux ~]$

entOS-Linux ~]$
iCentOS-Linux ~]$§ shell-genie ask "Compress the Documents directory in /home/iafzal/"
tar -czvf /home/iafzal/Documents.tar.gz /home/iafzal/Documents
Do you want to run the command? [y/n]: y
tar: Removing leading '/' from member names
/home/iafzal/Documents/
/home/iafzal /Documents/filel.sh
/home/iafzal/Documents/file2. txt
/home/iafzal/Documents/file3.sh
/home/iafzal/Documents/filed. txt
/home/iafzal/Documents/file5.sh
/home/iafzal/Documents/file6. txt
/home/iafzal/Documents/file7.sh
/home/iafzal/Documents/£file8. txt
/home/iafzal/Documents/file%.sh
/home/iafzal/Documents/filel0. txt

Figure 5.11: Shell Genie generating and running the tar command

As tar works, it lists the ten files. It also reports that it is removing the leading / from member
names. This is normal: storing relative paths in the archive avoids recreating files from an
absolute root path during extraction.

Verify that the archive exists in the home directory:
1s -1tr me/iafzal/

[iafzallCentOS-Linux ~]

[iafzal@CentOS~-Linux ~]$ 1ls -ltr /home/iafzal/
total 4
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.

12:41
12:41
12:41
12:41
12:41
12:41
12:41
5 & B

11:

iafzal iafzal Dec
iafzal iafzal Dec
iafzal iafzal Dec
iafzal iafzal Dec
iafzal iafzal Dec
iafzal iafzal Dec
drwXr-xr-x. iafzal iafzal 6 Dec
drwxr-xr-x. iafzal iafzal 172 Dec
-rw-r--r--. 1 iafzal iafzal 251 Dec
[1atzallCentOS-Linux ~|S5 |

NNMNNNMNNNDNNN
O 01 B B b D D D D

Figure 5.12: Verifying the Documents.tar.gz archive in the home directory
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A new file named Documents. tar.gz appears beside the Documents directory, confirming that

the directory was compressed and the archive was saved where we requested.

Copying an archive before deleting the original

Let's change the scenario. First, confirm that Downloads is empty:

1s -1tr /home/iafzal/Downloads/

Now give Shell Genie a slightly larger instruction. We want it to copy the archive into
Downloads and only then remove the original from the home directory:

shell-genie ask "Delete the Documents.tar.gz file in /home/iafzal/, but before you

do that, first copy the file into /home/iafzal/Downloads/"

Shell Genie translates the request into two commands joined with &&:

cp /home/iafzal/Documents.tar.gz /home/iafzal/Downloads/ && rm /home/iafzal/

Documents.tar.gz

The cp command copies the archive. The && operator tells Bash to run rm only if cp succeeds.
That ordering matters because the original should not be removed when the copy fails. The rm
command permanently removes only the original Documents.tar.gz archive from /home/
iafzal;it does not delete the Documents directory or the copy in Downloads. Confirm both

paths before entering y to execute the generated command.

Do you want to run the command? [y/n]: y

Check the home directory first:

1s -1tr /home/iafzal/

Documents.tar.gz is no longer there, so the remove part is completed. Next, inspect

Downloads:

1s -1tr /home/iafzal/Downloads/
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[iafzal@CentOS-Linux ~]§

[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$§ 1ls -ltr /home/iafzal/Downloads/

total 0

[iafzal@CentOS-Linux ~]§

[iafzal@CentOS-Linux ~]$ shell-genie ask "Delete the Documents.tar.gz file in /home/iafzal/, but before yo
loads/"

Command: cp /home/iafzal/Documents.tar.gz /home/iafzal/Downloads/ && rm /home/iafzal/Documents.tar.gz

Do you want to run the command? [y/n]: y

[iafzal@CentOS~-Linux ~]$§

[iafzal@CentOS-Linux ~]$ 1ls -ltr /home/iafzal/

total 0
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.

141
:41
141
Dec 141

Dec 4

4

4

4

iafzal iafzal Dec 4 :41
4

5

5

Dec

iafzal iafzal
iafzal iafzal

iafzal iafzal

6

6
iafzal iafzal 6 Dec

6

6

iafzal iafzal 6 Dec :41 Desk
drwxr=-xr-x. iafzal iafzal 172 Dec 114

drwxr-xr-x. iafzal iafzal 30 Dec 119
[iafzal@CentOS-Linux ~]§

[iafzal@CentOS-Linux ~]$ ls -ltr /home/iafzal/Downloads/
total A

FXw-xr . 1 iafzal iafzal 251 Dec 5 11:19

A ks R
(TafZaTeCentus“Timax™ 7" |y

MRNRNNOMNNN

Figure 5.13: Copying the archive before deleting the original

Documents.tar.gz appears in Downloads. This verifies both parts of the instruction: Shell

Genie copied the archive to the new location and then deleted the original.

Changing the user password

For the next example, we will perform a user-account task. Ask Shell Genie to change the
password of the iafzal user:

shell-genie ask " ge the iafzal user password."

The generated command is:

passwd iafzal

Enter y to allow Shell Genie to run it. The passwd command first asks for the current password,

then asks for the new password, and finally asks us to retype the new password. Nothing
appears on the screen while a password is being entered; this is normal terminal behavior.
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[iafzal@CentOS-Linux ~]$

[iafzallCentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$ shell-genie ask "Change the iafzal user password."
Command: passwd iafzal

Do you want to run the command? [y/n]: y

Current password:

New password:

Retyvpe. new password.

passwd: password updated successfully

(TafzaTtCentoSTLiTTuxXx™"~ 19 [7‘3

Figure 5.14: Changing the current user's password

The final success message confirms that the password was changed. In just these three
examples, the same plain-English interface has handled an archive, a conditional file
operation, and an account-management command.

Creating scripts and interacting with the system

Shell Genie can also combine several shell operations into one generated command. In the next
two examples, we will create a Bash file, write commands into it, make it executable, and run
it. A task that normally takes several separate commands begins with one English instruction.
Creating and running an EPEL installation script

In the first request, we ask Shell Genie to create a script in Downloads that installs the

epel-release package, give the script execute permission, and run it:

shell-genie ask "Create a Bash file inside /home/iafzal/Downloads that contains

code to install the epel-release package, give the file executable permission and

run it"

The generated command performs all three parts:

echo -e "#!/bin/bash\nsudo dnf install epel-release -y" > /home/iafzal/Downloads/
install_epel.sh && chmod +x /home/iafzal/Downloads/install_epel.sh && /home/

iafzal/Downloads/install_epel.sh

The echo command writes the shebang and dnf command into install_epel.sh. The >
operator creates the file or replaces its existing contents. chmod +x makes the script executable,
and the final path runs it. The && operators keep the sequence in order so each stage begins

only after the preceding command succeeds.
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Enter y when Shell Genie asks whether to execute the command:

you want to run the command? [y/n]: y

The script uses sudo, so enter the iafzal account password if prompted.
fhome/iafzal/Downloa
:30:18 AM EST,
Architecture

noarch e extras-comnon

/ kB
kB/s | 2.1 kB

ialInterestGroup) <security@centos.org>"
CentDS:

: Policy rejected no cation signature (Prir 3inding) requiring second pre-im

£05-Linux ~1§ J§
Figure 5.15: Installing the epel-release package

DNF downloads epel-release and imports the repository signing key. In the demonstrated

CentOS Stream 10 environment, the output also includes an EPEL policy or revocation-
signature warning and suggests enabling CRB with /usr/bin/crb enable. After the

transaction finishes, DNF prints Complete!

The CRB line is an advisory message rather than a failure of this transaction. CRB supplies
dependencies required by some EPEL packages. If a later EPEL package reports a missing
dependency, enable CRB as suggested and retry that package installation; no additional CRB
action is needed for the completed epel-release installation shown here.

Verify that the Bash file was created:

1s -1tr /home/iafzal/Downloads/
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[iafzallCentOS-Linux ~]$

[iafzallfCentOS-Linux ~]$

[1afzallCentOS-Linux ~]$ 1ls -ltr /home/iafzal/Downloads/
total 4 i |
-rwxr-xr-x. 1 iafzal iafzal 45 Dec 6 07:36 '{éi_._l_lsta el.sh
[iafzal@CentOS-Linux ~]$ |

Figure 5.16: Creating and running the EPEL installation script

The output shows install_epel.sh with execute permission. The demonstrated file is 45
bytes, which confirms that Shell Genie created it in the requested directory and populated it
with the package-installation command.

Creating and running a system-check script
For the final example, ask Shell Genie to create a script in Documents that reports memory, disk

usage, and network status, then make the script executable and run it:

shell-genie ask "Create a Bash file in /home/iafzal/Documents that checks memory,

checks disk usage, and shows network status, then make it executable and run it."

Shell Genie generates the following combined command:

echo -e '#!/bin/bash\nfree -m\ndf -h\nip a' > /home/iafzal/Documents/
system_check.sh & & chmod +x /home/iafzal/Documents/system_check.sh && /home/

iafzal/Documents/system_check.sh

The generated script contains three familiar system commands. free -mdisplays memory
figures in mebibytes, df -h displays filesystem usage in human-readable units, and ip a
displays the network interfaces and their addresses. As before, chmod +x makes the new file

executable and the final path runs it.

Enter y to run the complete sequence:

Do you want to run the command? [y/n]: y
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[iafzallCentOS-Linux ~]1$
[iafzal@CentOS-Linux ~]$ shell-genie ask "Create a Bash file in /home/iafzal/Documents that checks memox]
ke it executable and run it.
Command: echo -e '#!/bin/b. free -m\ndf -h\nip a' > /home/iafzal/Documents/system check.sh && chmod
/home/iafzal/Documents/sys k.sh
Do_you _want to run_the command? [y/nl:
total used J shared buff/cache available
iMem : 2686 14 697 1433

Swap: 3071
Filesystem Size
/dev/mapper/cs-root 266G
devtmpfs 1.36G6
1.46G . % /dev/shm
538M . /run
1.0M X % /run/credentials/systemd-journald.serxvice

960M 450M /boot
269M 132K 269M /run/user/1000
: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred lft forever
ineté /128 scope host noprefixroute
valid 1ft forever preferred lft forever
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fq codel state UP group default glen 1000
link/ether 08:00:27:15:fb:dc brd ff:ff:ff:£€:FF: £F
altname enx08002715fbdc
inet 192.168.100.28/24 bxd 2.168.100.255 scope global dynamic noprefixroute enp0s3
valid 1ft 84380sec preferred 1lft 84380sec
inet6 /64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
FiafzaleCantOos-Linux ~15 @

Figure 5.17: Creating and running the system-check script

The output appears in the same order as the script. First we see the memory totals, used
memory, and available memory. Next we see the mounted filesystems and their disk usage.
Finally, ip a displays the loopback interface and the main enp@s3 network interface. In our
demonstration, enp@s3 has the IPv4 address 192.168.100.28/24; the address on another
machine will probably be different.

This example brings the chapter's main idea together. We did not write each Bash line
manually. We described the intended result in ordinary English, Shell Genie assembled the file-
creation and execution command, and the resulting script interacted with the system to collect
useful information.

Summary

In this chapter, we introduced Shell Genie as a command-line assistant that converts plain-
English instructions into Linux commands. We used the kitchen tea example to see why this
approach feels natural: we describe the outcome, and the assistant translates that intention
into the steps the system requires. We also compared Shell Genie's command-focused role
with the broader explanatory and scripting role of ChatGPT CLI.

We then installed pip with ensurepip, installed pipx and Shell Genie in the user environment,

corrected the demonstrated Click compatibility error, selected the OpenAl backend, and saved
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the Shell Genie configuration. A simple request generated the dnf command that installed

Apache.

Finally, we used English requests to compress a directory, copy an archive before deleting the
original, change a user password, create and run an EPEL installation script, and create a script
that reports memory, disk usage, and network status. Each task showed the generated Linux
syntax and then verified the result on the CentOS machine.

Knowledge check
Test your understanding of the concepts and commands covered in this chapter.

1. Whatis Shell Genie primarily designed to do?
a. Replace the CentOS operating system
b. Convert plain-English instructions into Linux commands
¢.  Monitor hardware without running commands
d. Store API keys in the Linux kernel

2.  Why is pipx used to install Shell Genie?
a. Itinstalls command-line applications in isolated environments
b. Itchanges the Linux hostname
c. Itreplaces the Bash shell
d. [Itcreates avirtual machine

3.  Whatdid the Click compatibility command change?
a. Itremoved Python from CentOS
b. [Itinstalled an earlier Click release only in Shell Genie's pipx environment
c. Itchanged the user password
d. Itenabled Apache at boot

4. What does && do in the generated copy-and-delete command?
a. Itrunsrm only if cp succeeds
b. Itrunsboth commands at exactly the same time
c. Itcompresses both commands
d. Itsendsboth commands to a remote machine

5. Which command was generated to change the iafzal user password?
a. usermod iafzal

b. passwd iafzal
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6.

c. password --reset iafzal
d. sudo useraddiafzal
Which three commands were placed in system_check.sh?
a. lIs,pwd, and whoami
b. tar,cp,andrm
c. free-m,df-h,andipa

d. dnf, rpm, and systemctl

Answers

1.

b. Convert plain-English instructions into Linux commands. Shell Genie translates
the requested outcome into terminal syntax and displays the generated command.
a. Itinstalls command-line applications in isolated environments. This keeps Shell

Genie's Python dependencies separate from system packages and other applications.

b. Itinstalled an earlier Click release only in Shell Genie's pipx environment. The
demonstrated command replaced Click 8.3.1 with Click 8.2.1 for this application.

a. It runs rm only if cp succeeds. This preserves the requested order and prevents the
original archive from being removed when the copy command fails.
b. passwd iafzal. The command prompts for the current password and then requests

the new password twice.

c. free -m, df -h, and ip a. These commands report memory, filesystem usage, and
network-interface information, respectively.






Using Aider for Bash Scripting
and Linux Automation

In the previous chapter, we used Shell Genie to turn simple English instructions into Linux
commands. Now we will take that idea a step further with Aider. Aider is an Al assistant that
works inside the terminal and helps us create, read, and improve code. We can describe what
we need in ordinary English, and Aider can turn that request into a Bash script or Linux
command.

That is especially useful when we are still learning. We may understand the task perfectly but
not remember every bracket, option, loop, or systemctl command. Instead of getting stuck on
syntax, we can explain the outcome we want, study what Aider produces, and decide whether
to apply or run it. Experienced administrators can use the same workflow to save time when
creating repetitive snippets and script templates.

In this chapter, we will first understand where Aider fits into a Linux workflow. We will then
install it with pipx, connect it to an OpenAl model, and test the connection by asking for the
firewall status. After that, we will create and run an Apache installation script, followed by a
second script that loops through log files and adds a cron job.

In this chapter, we will cover the following topics:

e Understanding Aider and when to use it

¢ Installing and configuring Aider on CentOS

e Using Aider to create and run a Bash snippet

e Generating a loop, a cron job, and a reusable script template

Let's get started!
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Technical requirements
To follow the demonstrations in this chapter, make sure the following are available:

e The CentOS Stream virtual machine prepared in Chapter 2

e The user account used in the earlier chapters, with sudo privileges
e Python 3.12 and pipx, as configured in the preceding chapters

e Aworking internet connection

e An active OpenAl API key and API billing or credits

Understanding Aider and when to use it

Let's begin with a simple question: what exactly is Aider? Think of Aider as a helpful Al partner
that sits with us inside the terminal. Itis designed to help us write code, edit existing files,
understand what a program is doing, and fix problems. We do not need to start by giving it
perfect code. We can start with a sentence in simple English.

For example, suppose we enter the following request at the Aider prompt:

create a bash file that prints hello

Aider can turn that request into a small Bash script such as:

#!/bin/bash
echo 'Hello, World!'

There are two useful ideas in this tiny example. First, Aider understands the intention even
though the request does not contain Bash syntax. Second, it gives us working code that we can
read. The first line tells Linux which interpreter should run the file, and the second line prints
the message. This is why the tool can help beginners learn instead of simply hiding the
command line from them.

Aider is not limited to complete programs. We can also ask it for a Linux command. Suppose
we want to create a directory inside Documents and then list the files. We could describe the

task like this:

make a directory inside Documents and list all files
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Aider can turn that request into a command such as:

mkdir -p Documents/new_folder ; 1ls -1

Here, mkdir creates the new_folder directory. The -p option also creates any missing parent
directories and avoids an error if the directory already exists. After the semicolon, 1s -1
displays a detailed listing of the current working directory, where the Documents directory
appears. To inspect the new directory itself, use 1s -1d Documents/new_folder. One sentence

has therefore become two connected shell operations.

This is the basic pattern we will use throughout the chapter: tell Aider what we want, read the
proposed code or command, allow the requested file change, and then choose whether to run
the shell commands. Aider is helping, but we remain in control of the decisions shown at the
terminal.

Using Aider with Git

One of Aider's strongest features is its integration with Git. When we work inside a Git
repository, Aider can keep track of the files it changes and commit those changes with
descriptive messages. We can review what was modified, move through the history, and undo
an Al change if it does not produce the result we expected.

This is useful when a project contains several files or when we are improving existing code. We
can ask Aider to improve a function, fix an error, or update part of a script, and Git gives us a
record of the work. In other words, Aider can help with the code while Git helps us keep that
work organized and recoverable.

Working without Git

Aider can also work when Git is not connected. It can still read files, understand instructions,
generate code, and propose shell commands. What we lose is the automatic Git history and the
easy ability to review or undo changes through commits.

That is the mode used in the practical demonstrations in this chapter. We will start Aider with
--no-git so that the focus remains on the Bash requests and system interaction. The startup
screen will therefore report Git repo: none and Repo-map: disabled. This does not mean

Aider has failed. It simply confirms that Git integration has been intentionally disabled for this
session.

When --no-git is used, Aider does not create Git commits for its edits. Keep a separate

copy of any important file before experimenting.
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Installing and configuring Aider

We are now ready to install Aider. Log in to the CentOS machine and open the terminal. We
will use pipx because it installs a Python command-line application in its own isolated

environment. This keeps Aider and its dependencies separate from the system Python
packages.

Installing Aider with pipx

Run the following command:

pipx install aider-chat

The download and installation can take a little time. In our environment, pipx installs the
aider-chat 0.86.1 package using Python 3.12.11 and reports that the aider application is now
globally available. The word globally here means that the aider command is available from the
user's shell; the Python packages themselves still remain inside pipx's isolated environment.

Verify the installed version:

aider --version

The demonstrated system returns:

aider 0.86.1

[iafzal@Cent0S—-Linux ~1%

[iafzal@CentOS-Linux ~1$

[iafzal@Cent0S-Linux ~1$ pipx install aider-chat
installed package aider-chat ©.86.1, installed using Python 3.12.11
These apps are now globally available

- aider
done! &4 # 4
[iafzal®CentOS-Linux ~]$ aider —--version
aider 0.86.1 -
[1afzal@Cent0S ux ~1%

Figure 6.1: Installing Aider and checking its version

If a later version appears on your machine, that simply means pipx downloaded a newer
release. The screens or default model may be different, but the installation has still succeeded
if the version command returns normally.



17 Using Aider for Bash Scripting and Linux Automation

Providing the OpenAl API key

Aider needs access to a language model before it can answer our requests. We use an OpenAl
model, so we provide the same OpenAl API key used in the earlier chapters. Export it as an
environment variable in the current shell:

export OPENAI_API_KEY='<your-openai-api-key>"'

Replace <your-openai-api-key> with the real key. The export command does not print a
success message. It makes the value available to programs launched from this terminal session,
including Aider. If the terminal is closed, the variable will normally need to be exported again

in a new session.

Starting Aider without Git

Start Aider with Git integration disabled:

The startup information confirms the connection and the selected mode. In our environment,
Aider displays the following details:

[iafzal@Cent0S-Linux ~]$ aider --no-git
Using gpt-40 model with API key from environm

Aider v0.86.1
Main model: gpt-4o0 with diff edit format

Weak model: gpt-4o-mini
Git repo: none
Repo-map: disabled

Figure 6.2: Starting Aider without Git

The main model handles the coding request. The weak model can be used for smaller
supporting tasks. Git repo: none and Repo-map: disabled are expected because we started

the program with --no-git. When the green > prompt appears, Aider is ready.
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Testing the connection

Before asking Aider to create a complete script, let's test it with a straightforward system-
administration question. At the Aider prompt, enter:

check firewall status

Aider proposes the following command:

sudo systemctl status firewalld

It also explains that firewalld is commonly used to manage firewall rules on Linux and that a

different command might be needed if the system uses another firewall tool. Notice that Aider

has not run anything yet. It shows the shell command and asks for confirmation:

Run shell command? (Y)es/(N)o ask again [Yes]:

Enter y. Because the command uses sudo, enter the user account password when prompted.

[iafzal@C )$-Linux ~]$ aider --no-git

Tokens: 2.4

Loaded
Active:
Invocation:

3

Figure 6.3: Checking the firewall status through Aider
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The systemctl output identifies firewalld.service as the dynamic firewall daemon. In the
demonstrated environment, Loaded shows enabled and Active showsactive (running).
This confirms both that the service is currently running and that it is configured to start
automatically.

The status display opens in a pager and ends with (END). Press q to return to the Aider prompt.

Our first test is complete: Aider understood a short English request, selected a CentOS
command, asked before executing it, and showed the live service status.

Creating and running a Bash snippet

Now let's move from a single command to a complete Bash file. We want a script that installs
the Apache HTTP Server, enables it at boot, starts it now, and displays its status. Normally, that
requires several commands and a little care with their order. We will ask Aider to assemble the
snippet and save it for us.

Start Aider again if it is not already running:

At the Aider prompt, enter the full request:

Write a Bash snippet to install httpd, enable it, start it, and check its status,

then save the file in /home/iafzal/Documents

Aider sends the request to the configured model and replies that it will create /home/iafzal/

Documents/install_httpd.sh. It then displays the proposed file contents.

The generated script is:

#!/bin/bash

sudo yum install -y httpd

sudo systemctl enable httpd

sudo systemctl start httpd
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sudo systemctl status httpd

Let's pause and read what Aider produced. The shebang selects Bash. yum install -y installs
the httpd package and answers yes to the package transaction. systemctl enable creates the
boot-time link, systemctl startlaunches the service immediately, and systemctl status
shows whether Apache is running. Aider has kept the four tasks in the same order in which we
requested them.

The white SEARCH/REPLACE block shown by Aider is its proposed edit format. Because thisis a

new file, there is no previous content to search for. The replacement side contains the complete
script. Aider also proposes two shell commands for the next stage:

chmod +x /home/iafzal/Documents/install httpd.sh

/home/iafzal/Documents/install_httpd.sh

Approving the file and shell commands

Aider first asks whether it should create the new file:

Create new file? (Y)es/(N)o [Yes]:

Enter y. Aider confirms that it applied the edit to /home/iafzal/Documents/
install_httpd. sh. It then asks whether it should run the chmod command and the script:

Run shell commands? (Y)es/(N)o/(D)on't ask again [Yes]:

Enter y again. Aider makes the file executable and runs it. When sudo asks for the user

password, enter it.
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[fhome/ 1atzal/Documents/install DLtpd-sh

Sx ./ systemd/system/httpd
e httpd.ser

Leaded ded (/usr/lib/sy md, ttpd.service; preset: di=

Active ive (running) since Sun 2025 07 09:01:04 ; 170ms ago
Invocation: 648673271eld447¢aB551a07307033

Docs: man:httpd.service(8)
Main PID:
Sta’ :

ted symlink '/etc/s s/httpd. sexvice’

Memory
CeU

CGroup:

d[1]: Starting httpd vice - The Apache HTH
pd) [3828) : httpd.service: Referenced but unse
d([3828] : AHO00558: httpd: Could not reliably dc=
emd[1]: Started httpd.ser e - The Apache HT
d[3828] : Sexver configured, listening on: portig

Figure 6.4: Creating and running the Apache installation script

On our machine, httpd is already installed, so yum reports that there is nothing to do. The
enable command creates a symbolic link for httpd. service, and the status output shows both

enabled and active (running).

The httpd status also includes Started, listening on: port 80. This confirms that Apache has
started and is listening for web traffic on its normal HTTP port. The AHO@558 message visible in

the output is a warning that Apache could not determine a fully qualified server name; it does
not mean the service failed to start. Press q if the output stops at (END) so that you can return

to Aider.
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Generating loops, cron jobs, and script templates

Our final example brings several Bash ideas together. Imagine that a CentOS administrator
wants to go through the log files one by one and also wants a system-check command to run
every ten minutes. Instead of creating the loop, cron syntax, and executable file separately, we
will describe the complete requirement to Aider.

Start Aider in the same no-Git mode:

At the prompt, enter:

Create Bash snippets for a CentOS admin who needs a loop to process log files, a

cron job to run a system check every 10 minutes, and save the file in /home/

iafzal/Documents/. Then give it executable permission before running.

Aider breaks the task into five parts: create the Bash file, add a loop, add the cron job, make the
script executable, and run it. It chooses the filename /home/iafzal/Documents/

system_check.sh and displays the following template:

#!/bin/bash

for log_file in /var/log/*.log; do

echo "Processing $log_file"

done

(crontab -1 2>/dev/null; echo "*/10 * * * * /usr/sbin/system_check") | crontab -

The for loop takes every filename matching /var/log/*. log and stores one name at a time in
the log_file variable. The echo command prints Processing followed by that filename. The
comment inside the loop marks the place where the administrator can add the real processing
command later. As generated, this is a template: it identifies the log files but does not read,
transform, archive, or delete them.

The final line reads the current crontab, hides the error that appears when no crontab exists,
appends a new entry, and writes the combined result back with crontab -. The five asterisks
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represent the cron schedule fields. */10 in the minute field means every ten minutes. In the

generated draft, the scheduled command is /usr/sbin/system_check.

Before running this draft, notice two details. Aider creates /home/iafzal/Documents/
system_check. sh, but the cron line points to /usr/sbin/system_check, which does
not exist in this workflow. If the path were corrected but the cron-update command
remained inside the script, each scheduled run could add the entry again. Keep the
generated output above as a record of what Aider proposed, but correct the template

before approving it.

Replace the generated file content with the following version, which keeps the demonstrated
log-file loop and leaves cron registration as a separate, one-time step:

#!/bin/bash

for log_file in /var/log/*.log; do

echo "Processing $log file"

done

After correcting the file, use the two shell commands proposed by Aider:

chmod +x /home/iafzal/Documents/system_check.sh

/home/iafzal/Documents/system_check.sh

Approve the new file when Aider asks:

Create new file? (Y)es/(N)o [Yes]: y

Then approve the chmod and execution commands:

Run shell commands? (Y)es/(N)o/(D)on't ask again [Yes]: y

Aider creates system_check. sh, applies execute permission, and runs it. The output lists the
log files one by one, including boot . log, dnf.librepo.1log, dnf.log, dnf.rpm.log,

hawkey.log, and usercreate. log. That output comes from the echo command inside the loop.
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Aider next asks whether the command output should be added to the chat. Enter y. It reports
that seven lines of output were added and returns to the prompt. Adding output can be useful
when we want Aider to examine the result, explain an error, or help with the next change.

Add command output to the (Y)es/(N)o/ t ask again [Yes]: y

==
/home/iafzal/Documents/system check.sh
Create ne file? (Y (N)o [Yes]: y

home/iafzal/Documents/system check.sh

chmod +x /home/iafzal/Documents/system check.sh
/home/iafzal/Documents/system check.sh
Run shell commands? (Y) '(N)o/(D)on't ask again [Y

Running chmod +x /home/iafzal/Documents/system check.sh

Running /home/iafzal/Documents/system check.sh
Processing /var/log/boot.log

Processing /var/log/dnf.librepo.log

Processing /var/log/dnf.log

Processing /var/log/dnf.rpm.log

Processing /var/log/hawkey.log

Processing /var/log/usercreate.log

Add command output to the chat? (Y)es/(N)o/(D)on't

Added 7 lines of output to the chat.

s/system check.sh ‘g
.

Figure 6.5: Creating and running the log-processing script

Exit Aider when the demonstration is complete:

IIIEiHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Now add the cron entry once, using the path of the file Aider actually created:

(crontab -1 2>/dev/null | grep -vF "/home/iafzal/Documents/system_check.sh"; echo

"*/1@ * * * * /home/iafzal/Documents/system check.sh") | crontab -

The grep command removes any existing entry for this script before the corrected schedule is

added. This prevents the command from creating duplicate entries when it is run again.
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Verifying the cron entry and script

Back at the normal shell prompt, list the current user's crontab:

With the correction applied, the output should be:

*/10 * * * * /home/iafzal/Documents/system_check.sh

This confirms that the cron entry was added for the iafzal user and is scheduled every ten
minutes. Figure 6.6 retains the original /usr/sbin/system_check output; the corrected result

on your system should use the Documents path shown above.

Next, inspect the Documents directory:

1s -1tr /home/iafzal/Documents/

[iafzal@CentOS-Linux ~]$
[iafzal@CentOS-Linux ~]$
[iafzal@CentOS-Linux ~]$ crontab -1
*/10 * * * * /usr/sbin/system_check
[iafzal@CentOS-Linux ~]$

[iafzal@CentOS-Linux ~]$
[iafzal@CentOS-Linux ~]$ ls -ltr /home/iafzal/Documents/
total 8

-rwxr-xr-x. 1 iafzal iafzal 231 Dec 7 09:00 install httpd.sh
-rwxr-xr-x. 1 iafzal iafzal 295 Dec 7 09:09 system check.sh -.
[1afzal@CentOS-Linux ~]$ "

Figure 6.6: Verifying the cron schedule and generated scripts

The listing contains install_httpd.sh and system_check.sh. Both permission strings begin with
-I'WXr-Xr-x, so the owner can read, write, and execute the files, while the group and other users
can read and execute them. The exact size of system_check. sh will differ from the screenshot

because we corrected the generated cron logic before saving the file.

We have now verified both results that Aider created: the script exists with execute permission,
and the cron entry exists in the user's crontab. This is a good habit whenever an Al tool
changes the system. Do not stop at the generated answer; use ordinary Linux commands to
confirm what was actually written or scheduled.
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Summary

In this chapter, we introduced Aider as a terminal-based Al assistant that translates plain-
English instructions into Bash code, Linux commands, and file edits. We installed Aider with
pipx, configured the OpenAl API key, and used --no-git to work without Git integration. We
then used Aider to check the firewall status, create and run an Apache installation script, and
generate a log-file loop with a corrected cron entry scheduled every ten minutes.

These examples showed how Aider can simplify scripting and system administration while
still asking for confirmation before creating files or running commands. However, because
--no-git does not provide Git commits or an easy way to undo changes, all generated scripts,

commands, and schedules should be reviewed and verified using standard Linux commands.

Knowledge check
Test your understanding of the concepts and commands covered in this chapter.
1. Whatis Aider primarily used for in this chapter?
a. Replacing the CentOS kernel
b. Translating plain-English requests into code, files, and shell commands
c. Hosting a website without a web server
d. Managing VirtualBox snapshots
2.  Why is pipx used to install aider-chat?
a. Itinstalls the application in an isolated Python environment
b. Itdisables the network connection
c. Itcreates the Documents directory
d. Itreplaces Git
3. Whatdoes the --no-git option do?

a. Ituninstalls Git from CentOS
b. Itprevents Aider from using Git for the current workflow
c. Itdeletes all Git repositories
d. Itprevents Aider from reading files

4.  Which command did Aider propose to check the firewall service?
a. sudo systemctl status firewalld

b. sudo firewall --list
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c. nmcli firewall status
d. iproute firewalld
5. Whatis the purpose of chmod +x in the two script examples?
a. To compress the files
b. To make the files executable
c. To copy the files into /usr/sbin
d. Toaddthem to Git
6. Whatdoes *10 in the minute field of a cron entry mean?
a. Runat10:00 only
b. Run every ten hours
c.  Runevery ten minutes
d. Run on the tenth day of each month
7. What does the generated log loop do as written?
a. Itdeletes everylogfile
b. Itprints each matching log filename and leaves a placeholder for processing
c. Itcompresses the logs
d. Itsendsthelogs to Aider automatically
8. Which command verifies the current user's cron entries?
a. cron --status
b. systemctl list-cron
c. crontab -1

d. s /etc/cron

Answers

1. b. Translating plain-English requests into code, files, and shell commands. Aider
acts as an Al assistant inside the terminal.

2. a.Itinstalls the application in an isolated Python environment. This keeps Aider's
dependencies separate from the system Python packages.

3. b.Itprevents Aider from using Git for the current workflow. The startup screen

therefore reports no Git repository and a disabled repository map.

4. a.sudo systemctl status firewalld. The resulting output shows whether firewalld is
loaded, enabled, and active.

5. b. To make the files executable. The scripts can then be run by entering their paths.
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6. c.Run every ten minutes. The remaining asterisks match every hour, day of the

month, month, and day of the week.

7.  b. It prints each matching log filename and leaves a placeholder for processing. No
real log-processing command has been added yet.

8. c.crontab -1. This lists the cron entries belonging to the current user.



Bringing It All Together

We have reached the final chapter, so this is a good time to step back and look at what we have
built. We began with a Linux machine and gradually introduced three Al-assisted tools:
ChatGPT CLI, Shell Genie, and Aider. Each tool helped us in a different way, but the purpose
was always the same: to make Linux administration easier to understand, faster to perform,
and less intimidating when we do not remember every command.

In this chapter, we will first recap those tools, with special attention to ChatGPT CLI as the
central assistant used throughout the book. Then we will bring everything together in one
practical mini project.

The project is intentionally more detailed than a single command. It collects the current users,
recent login history, and local account names; writes each result to a log file; displays the logs;
and runs again automatically. This gives us a final opportunity to see how an English request
becomes a working Linux workflow while we continue to read and verify every part of the
result.

In this chapter, we will cover the following topics:

e Reviewing ChatGPT CLI, Shell Genie, and Aider

e Understanding how the three tools fit into one Linux workflow
e Using ChatGPT CLI to generate a user-audit Bash script

e Creating the script and making it executable as root

e Scheduling the script in the root user's crontab

o Verifying the repeated audit output and generated log files

Let's bring everything together!
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Technical requirements
To follow the demonstrations in this chapter, make sure the following are available:

e The CentOS Stream virtual machine prepared in Chapter 2
e The custom chatgpt-test.py terminal program created in Chapter 3

e A working OpenAl API key and API billing or credits configured for that program

Throughout the book, we have referred to the custom Python terminal program as ChatGPT
CLI. It is the project-specific chatgpt-test.py program built with the OpenAl Python SDK, not
a separately installed official ChatGPT CLI product. In this final chapter, we continue to use the
book's established name while running the file from the user's home directory.

Recapping the Al-assisted Linux toolkit

Before we begin the project, let's quickly recap the three tools. We did not introduce them so
that one tool could replace the other two. Each one has a particular strength. Once we
understand those strengths, we can choose the tool that fits the task instead of forcing every
job through the same interface.

ChatGPT CLI as the central assistant

ChatGPT CLI gave us the greatest flexibility. We used it from the terminal, but we could still
explain a problem in natural language. It could create Bash scripts, explain an error, analyze
log information, and guide us through a task step by step. We did not have to leave the Linux
environment and search for every command separately. We could stay at the prompt, explain
what we wanted, and continue the conversation.

That flexibility is useful for both beginners and experienced administrators. A beginner may
know the goal but not the exact syntax. An experienced administrator may know the
commands but want to save time on a repetitive script or a long troubleshooting sequence. In
both cases, ChatGPT CLI is the central interface in this book's workflow: we give it a question, a
problem, or a task, and it helps us work toward the result.

Itis still important to remember what we have practiced throughout the book. A generated
command is a proposal, not proof that the task is complete. We read the command, understand
the paths and privileges it uses, run it when appropriate, and verify the real system state
afterward.

Shell Genie for quick commands

Shell Genie is helpful when the requirement is smaller and more direct. We can enter an
everyday instruction such as create a new folder, and Shell Genie turns it into a shell
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command. This makes it a convenient companion when we need a quick command and do not
need a longer conversation or a complete script.

In the demonstrations, Shell Genie used the same OpenAl API key that we configured for the
other OpenAI-backed tools. This means that the tools can draw on the same model service,
although each program is configured and run independently. Shell Genie does not replace
ChatGPT CLI. It supports it by handling short command-generation tasks quickly.

Aider for working inside scripts

Aider becomes especially Auseful when we are already working inside code. It can help us
finish a script, correct syntax, create a file, and update code step by step. In Chapter 6, we used
plain-English requests to create Bash files and then decided whether Aider should apply the
file changes and run the proposed shell commands.

Aider also used the configured OpenAl API key in our demonstrations. Its strength is not that it
is another name for ChatGPT CLI. Its strength is the editing workflow around files and code,
including its ability to work with Git when that integration is enabled.

The simplest way to remember the relationship is this: use Shell Genie for a quick command,
use Aider when working inside a script or code project, and return to ChatGPT CLI when we
need the widest control over a question, problem, or detailed task. The three tools complement
one another. Together, they give us several ways to bring Al assistance into the Linux terminal
without taking the final decision away from the administrator.

Mini project: Creating and scheduling a user-audit
script

Now let's use ChatGPT CLI for a complete system-administration project. The goal is to create
a script that records who is logged in, shows recent login history, lists the user accounts known
to the system, and saves those results in separate log files. We will then schedule the script to
run every minute and confirm that the scheduled execution is producing output.

This is a useful final example because the request contains several connected tasks. Instead of
asking eight separate questions and joining the answers ourselves, we will describe the
complete requirement in one prompt. ChatGPT CLI will organize the request into a Bash script
and propose a cron entry. We will then create and schedule the script exactly as demonstrated.

Starting ChatGPT CLI as root

Open the saved SSH session for the CentOS machine and log in as root. We use the root account
because the script is created and scheduled as an administrative task.
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After logging in, list the files in the root user's home directory:

The directory returns:

anaconda-ks.cfg chatgpt-test.py create_user.sh

If you followed the Claude alternative in Chapter 3, start claude-test.py instead of
chatgpt-test.py and enter the same project prompt shown below. Claude can
generate the same type of Bash user-audit script and cron suggestion. As with any Al-
generated administration command, review the output and verify the actual files,

permissions, cron schedule, and logs before considering the task complete.

The chatgpt-test.py file is the Python-based ChatGPT CLI program created earlier in the
book. Start it with:

python3 chatgpt-test.py

When the program displays Enter your question:,itisready for the project request.

[rootl@CentOS-Linux ~]1# ls

anaconda-ks.cfg create user.sh
[root@CentOS-Linux ~

[rootlCentOS-Linux ~]#

[root@CentOS-Linux ~]# python3 chatgpt-test.py
inter your question: [

Figure 7.1: Starting the ChatGPT CLI program from the root account

The prompt is long, and that is intentional. We want to see whether the tool can understand a
complete scenario rather than a short command. Enter the following request as one prompt:

Create a simple Bash script for a Linux system administrator that (1) gets the

current date and time, (2) lists all currently logged-in users using the who

command and saves the output with date and time into /tmp/logged_in_users.log, (3)

shows recent login history using the last command and saves it with date and time
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into /tmp/login_history.log, (4) displays all system user names by reading the /
etc/passwd file and saves them with date and time into /tmp/system_users.log, (5)
automatically creates all log files if they do not exist, then (6) displays the

contents of all three log files on the screen, (7) verifies the log files by

listing them using 1ls, and finally (8) provides the cron job line to run this

script every 1 minute for a normal user without requiring root access, using only
simple Linux commands and keeping the script easy to understand and suitable for
CentOS.

Notice how specific the request is. It names the Linux commands, the three output paths, the
information that each file should contain, the schedule, and the intended CentOS
environment. Those details help the model produce an answer that is closer to the workflow
we want.

Reviewing the generated script

ChatGPT CLI responds with a simple, commented Bash script named user_audit.sh. The

generated script is:

#!/bin/bash

NOW="$(date '+%Y-%m-%d %H:%M:%S")"

LOGGED_IN_LOG="/tmp/logged_in_users.log"
LOGIN_HISTORY_LOG="/tmp/login_history.log"
SYSTEM_USERS_LOG="/tmp/system_users.log"

echo
} >> "$LOGGED_IN_LOG"

echo "===== Login history at: $NOW =====
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} >> "$LOGIN_HISTORY_ LOG"

echo "===== System users at: $NOW =====

cut -d: -f1 /etc/passwd
echo
} >> "$SYSTEM_USERS_LOG"

echo "=== Contents of $LOGGED_IN_LOG ==="

cat "$LOGGED_IN_LOG"

echo

echo "=== Contents of $LOGIN_HISTORY_LOG ==="
cat "$LOGIN_HISTORY_LOG"

echo

echo "=== Contents of $SYSTEM_USERS_LOG ==="
cat "$SYSTEM_USERS_LOG"

echo

echo "=== Verifying log files in /tmp ==="

1s -1 "$LOGGED_IN_LOG" "$LOGIN_HISTORY_LOG" "$SYSTEM_USERS_LOG"

Let's walk through the script before creating it. The shebang selects Bash. The NOW variable
runs date once and stores a timestamp in the format year-month-day hour :minute:second.
The next three variables give readable names to the paths in /tmp. Using variables makes the

later commands easier to read and reduces the need to repeat each complete filename.

Each pair of braces groups several commands so that all their output can be redirected
together. The >> operator appends that output to the relevant log. If the file does not exist, the
shell creates it automatically. That is how requirement 5 is satisfied even though the generated
comments move directly from step 4 to step 6. If the file already exists, the new timestamped
section is added instead of replacing the earlier results.

The who command records the users who are currently logged in. The last command reads
login history from /var/log/wtmp and can show user sessions, system boots, and reboots. Its

output will vary according to the records retained on the machine and any log rotation. The
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cut command uses a colon as the field separator and prints the first field from every line of /
etc/passwd. That first field is the username, so the resulting file includes regular users as well

as system and service accounts.

After collecting the information, the script uses cat to display all three cumulative log files.
Finally, Is -1 verifies that the files exist and shows their permissions, owner, group, size, and
modification time. This final check is important because it confirms the files on the Linux
system rather than relying only on the generated explanation.

After the script, ChatGPT CLI proposes making it executable:

chmod +x /path/to/user_audit.sh

It then suggests editing the current user's crontab and adding this generic entry:

crontab -e

¥ k% x * /bin/bash /path/to/user_audit.sh >/dev/null 2>&1

The five schedule fields all contain an asterisk, so the command is eligible to run every
minute. /bin/bash runs the script, and the final redirections discard both normal output and

error output. The response explains that a normal user can install this entry in that user's own
crontab.

The live demonstration now adapts the generic answer to the root-based workflow. The script
is saved in /root, the root user installs the cron entry, and the output is preserved in a file

instead of being discarded.

Creating user_audit.sh

Return to the shell and list the current directory:

The listing does not yet contain user_audit.sh because ChatGPT CLI generated text; it did not

create a file on the system.

Create the file with Vim:

vim user_audit.sh
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Enter insert mode, paste the generated script from the previous section, and then save and
close the editor. Back at the root prompt, give the script execute permission:

chmod +x user_audit.sh

Because the current directory is /root, the full path to the executable file is /root/
user_audit.sh. The execute permission is required by the cron line used in the demonstration

because that line calls the script directly.

Scheduling the script

Open the root user's crontab:

crontab -e

Add the exact line used in the demonstration. It intentionally differs from the generic non-root
cron line generated earlier:

*¥/1 * * * * /poot/user_audit.sh > /root/user_audit_cron.out 2>&1

The */1 expression in the minute field means every one minute. The remaining fields allow
every hour, day of the month, month, and day of the week. The command runs /root/
user_audit.sh directly. A single > sends its normal output to /root/user_audit_cron.out,

and 2>&1 sends errors to the same file.

Save and exit the crontab editor. The system reports crontab: installing new crontab. In our
environment, it also reports that a backup was saved to /root/.cache/crontab/crontab.bak.

The job is now installed for the root user.

The every-minute schedule is used here so that the result can be observed quickly. The
job remains installed and continues to run after the demonstration unless the root

crontab is edited again.
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Verifying the cron output

Immediately after installing the crontab, list the root home directory:

IIIHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Atfirst, user_audit.shis presentbutuser_audit_cron.out may not be. This is expected if the

next minute boundary has not arrived. Wait for one minute and run Is again. The new output
file should now appear:

anaconda-ks.cfg chatgpt-test.py create_user.sh user_audit_cron.out

user_audit.sh

[rootlCentOS-Linux ~]#
£CentOS-Linux ~]# crontab -e
installing new crontab
ackup of root's previous crontab saved to /root/.cache/crontab/crontab.bak
[rootlCentOS-Linux ~]1#
[rootlCentOS~Linux ~]# 1ls
anaconda-ks.cfg chatgpt-test.py create user.sh user audit.sh

[root@CentOS-Linux ~]#

[rootlCentOS-Linux ~]1#

[rootlCentOS-Tinux.~l#.1ls o o
anaconda-ks.cfg chatgpt-test. create_user.sh hseq_
[rootlCentOS-Linux ~]# oz
[root@CentOS-Linux ~]# [

Figure 7.2: Verifying that cron created the audit output file

This before-and-after check proves that cron started the script. Now display the captured
output:

cat user_audit_cron.out
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; leeg god mien =S @30S miyt e G5 w2 mili0 =8:7 148:5 1841

safzal seat0 2025-12-10 06:59 (login screen)
Lafzal  tty2 2025-12-10 06:59 (tty2)

root pts/1 2025-12-10 07:01 (192.168.100.154)

#==== Logged-in users at: 2025-12-10 07:37:01

lafzal seat0® 2025-12-10 06:59 (login screen)
.afzal  tty2 2025-12-10 06:59 (tty2)

root pts/1 2025-12-10 07:01 (192.168.100.154)

Logged-in users at: 2025-12-10 07:38:01
seat0d 2025-12-10 06:59 (login screen)
tty2 2025-12-10 06:59 (tty2)
pts/1 2025-12-10 07:01 (192.168.100.154)

#== Contents of /tmp/login_history.log ===
== Login history at: 2025-12-10 07:36:01
pts/1 192.168.100.154 Wed : logged irn
pts/1 192.168.100.154 Wed - (00:00)
tty2 tty2 Wed - logged in
seat0 login screen Wed : logged in
system 6.12.0-164.e110. Wed : running
pts/2 192.168.100.154 Sat : (00:38)
pts/1 192.168.100.154 Sat 6 : (00:39)
tty2 tty2 Sat (3+07:38)
seat0 login screen Sat (3+07:38)
system 6.12.0-164.e110. Sat running
pts/1 192.168.100.154 Fri (60:00)
tty2 tty2 Fri (1+12:49)
seat0 login screen Fri (1+12:49)
system 6.12.0-164.el110. Fri running
pts/1 192.168.100.154 Fri (01:19)
pts/1 192.168.100.154 Fri (00:11)
pts/1 192.168.100.154 Fri (00:00)
tty2 tty2 Fri (01:34)
seat0 login screen Fri (01:34)
system 6.12.0-164.e110. Fri running
pts/1 192.168.100.154 Thu (19:27)
tty2 tty2 Thu (19:28)
seat0 login screen Thu (19:28)
system boot 6.12.0-164.e110. Thu running
tty2 tty2 Thu (00:40)
seat0 login screen Thu (00:40)
system boot 6.12.0-153.el10. Thu running

EEEREEEEFEREOOOQOUOOOOOONOGOOO

Figure 7.3: Reviewing the timestamped audit output
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The output begins with the contents of /tmp/logged_in_users.log and contains
timestamped sections at ©7:36:01,07:37:01, and 07:38:01. Each section is followed by the

output of who, so we can see which user sessions existed when that run took place.

The next section displays /tmp/login_history.log. Its last output contains root and iafzal

login sessions, together with system boot and reboot entries. The recorded remote session
includes 192.168.100.154, an address from the private 192.168.0.0/16 range. It identifies the

demonstrated local-network session rather than a publicly routable host. This information
helps an administrator see not only who is connected now but also which recent sessions and
system starts have been recorded.

The /tmp/system_users.log section contains the usernames extracted from /etc/passwd. The
recorded system includes familiar built-in accounts such as root, bin, daemon, adm, mail,
nobody, dbus, sshd, and chrony; service accounts such as cockpit, tcpdump, apache, and
gnome-remote-desktop; and the demonstrated user accounts iafzal and anderson. The exact

list will vary as packages and users are added to a machine.
At the end of the output, the script verifies the three files with 1s -1. The demonstrated listing

is:

-rw-r--r--. 1 root root 630 Dec 10 07:38 /tmp/logged_in_users.log
-rw-r--r--. 1 root root 6183 Dec 10 07:38 /tmp/login_history.log

-rw-r--r--. 1 root root 1068 Dec 10 07:38 /tmp/system_users.log

The root owner and group reflect the account under which the cron job ran. The sizes show
that the files now contain data, and the 07:38 modification time matches the most recent
execution shown in the output. Because the script uses >>, each scheduled run adds another

timestamped section to the three /tmp files.

The demonstrated -rw-r--r-- permissions allow every local user to read these files.
Because the files are stored in the shared /tmp directory and contain account and
session information, treat this exact layout as a demonstration. On an operational
system, review the storage location and restrict access according to the sensitivity of

the audit data.

There is one more detail worth noticing. Each run appends a timestamped section to the
three /tmp logs. The cron entry uses a single > for user_audit_cron.out, so that output file is

replaced on each run rather than appended to. However, the script displays the complete
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contents of all three growing logs each time, so user_audit_cron.out still contains repeated,

cumulative information and grows as the source logs grow. That behavior is part of the
demonstrated script and explains why several timestamps appear together.

Removing the every-minute test schedule

The one-minute interval makes the result easy to observe, but the root job will continue
running until it is removed. After verifying the output, reopen the root user's crontab:

crontab -e

Delete the following test entry, then save and close the editor:

¥/1 * * * * /poot/user_audit.sh > /root/user_audit_cron.out 2>&1

Confirm that the entry is no longer installed:

Removing the cron entry stops future executions. The script and the generated log files remain
available for inspection until they are removed separately.

This project began with a long English description rather than Bash syntax. ChatGPT CLI
identified the separate requirements, created variables for the file paths, grouped the
commands, added timestamps, selected append redirection, displayed the results, and
proposed a cron schedule. We then moved from the generated answer back to ordinary Linux
administration: we created the file, assigned permission, installed the schedule, waited for
cron, and inspected the real output.

That is the larger lesson from the book. We do not need to reduce every request to one short
sentence, and we do not need to know every command before asking for help. We can describe
the outcome carefully, give the tool the paths and constraints it needs, and then use our Linux
knowledge to review and verify the result. The Al assistant helps us reach the command or
script, but the administrator remains responsible for what runs on the system.

Summary

In this final chapter, we brought together the roles of ChatGPT CLI, Shell Genie, and Aider:
ChatGPT CLI for flexible questions and multi-step tasks, Shell Genie for quick command
generation, and Aider for working directly with scripts and code. We then used ChatGPT CLI to
generate a user-audit script, created and scheduled it as root, verified the timestamped login
and account data written to the three /tmp logs and the captured cron output, and removed
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the every-minute test schedule. The project reinforced the book's central practice: describe the
required outcome clearly, read the generated commands and scripts, and confirm their real
effects with standard Linux tools.

Knowledge check
Test your understanding of the tools and the final mini project.
1.  Which tool is presented as the central assistant for questions, problems, and detailed
tasks?

a. VirtualBox
b. ChatGPT CLI
c. crond
d. Vim

2. When is Shell Genie most useful in the workflow described in this chapter?
a.  When a quick Linux command is needed from an everyday-language request
b. Wheninstalling the CentOS operating system
c.  Whenreplacing the root account
d. When editing a Git commit history

3. What does the who command contribute to user_audit.sh?
a. Alistofallfilesin /tmp
b. The current date only
c. Alistof currently logged-in users
d. The cron service status

4.  Why do the three log files appear automatically if they do not already exist?
a. The>> append redirection creates a missing destination file
b. Thels command creates each file
c. Theroot account creates every file at login
d. Vim creates files in /tmp automatically

5.  Whatdoes cut -d: -fl /etc/passwd display?

The password of each user

a
b. The first colon-separated field, which contains each username

o

Only currently logged-in users

A

The last login time for root
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6. Which cron entry is installed in the demonstrated root workflow?

a.
b.
C.

d.

*10 * * * * fusr/sbin/system_check
@reboot [root/user_audit.sh
*/1* * ** [root/user_audit.sh > /root/user_audit_cron.out 2>&l

00 *** /tmp/system_users.log

7.  Why does user_audit_cron.out contain repeated information over time?

a.
b.
C.

d.

cron runs the script repeatedly, and the script displays cumulative log contents
The who command always runs three times
chmod duplicates the file

crontab copies /etc/passwd every second

8. What final habit does the project emphasize after Al generates a command or script?

d.

Answers

Delete the terminal history immediately
Run every suggestion without reading it

Verify the real files, permissions, schedules, services, or output with Linux

commands

Replace Bash with Python for every task

1. b. ChatGPT CLI It is presented as the central interface for flexible questions,

troubleshooting, and detailed tasks.

2. a.When a quick Linux command is needed from an everyday-language request.
Shell Genie complements the longer ChatGPT CLI workflow.

3. c.Alist of currently logged-in users. The script appends the who output beneath a

timestamped heading.

4. a.The>> append redirection creates a missing destination file. It then adds new

output to the end on later runs.

5.  b. The first colon-separated field, which contains each username. This includes

regular users and system or service accounts.

6. c.*1**** [root/fuser_audit.sh > /root/user_audit_cron.out 2>&1. It runs the root-

owned script every minute and captures normal and error output in one file.
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7. a.cronruns the script repeatedly, and the script displays cumulative log contents.

Each run therefore captures earlier entries together with the newest one.

8. c. Verify the real files, permissions, schedules, services, or output with Linux
commands. The generated explanation is only the starting point for system validation.
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