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Foreword

In my lab at the University of Rochester, we spent over a decade building
Al systems that listen to a patient’s voice and watch their facial movements
to detect early signs of Parkinson’s disease and autism, often before a
clinician ever sees them. The models we built were sophisticated. The
algorithms were sound. But the hardest problem was never the model. It
was the data.

We learned this lesson the way most researchers do: painfully. Our early
systems would perform beautifully on curated datasets and then fall apart in
the real world—not because the neural networks were wrong, but because
the data feeding them was incomplete, inconsistent, or stripped of the
context that gave it meaning. A voice recording without metadata about the
patient’s medication timing was just noise. A facial expression without the
conversational context was ambiguous at best, misleading at worst. The
signal was always there—the data just wasn’t ready to reveal it.

That experience, repeated across clinical studies, national-scale health Al
deployments in Saudi Arabia, and advisory work with the National
Academies, has given me a deep conviction: the organizations that will lead
in the Al era are not the ones with the most powerful models. They are the
ones with the most deliberately architected data.

This is precisely the argument that Navnit, Kien, Srikanth, and Harsha make
in AI-Ready Data Blueprints, and they make it with a clarity and practical
depth that is rare in technical writing.

What strikes me most about this book is that it’s written based on practical
field experience and the examples reflect real customer work that most
organizations commonly run into. The authors don’t shy away from the
uncomfortable truth that nearly 60% of organizations have not adapted their
data strategies for generative Al, even as they pour resources into proofs of
concept. They don’t pretend that choosing the right foundation model is the
hard part. Instead, they confront the real bottleneck head-on: data
preparation matters five to six times more than model selection. Having
witnessed this firsthand—from building Al health systems that serve



millions to advising governments on national Al strategy—I can tell you
that number feels exactly right.

The book’s journey mirrors the journey every serious Al practitioner must
take. It begins with the foundational question of what makes generative Al
fundamentally different from traditional analytics and machine learning, a
distinction that too many organizations still underestimate. It then builds
systematically through the framework for Al-ready data, the unglamorous
but essential work of data wrangling and preparation, the governance and
security challenges that become existential at enterprise scale, the
architecture of knowledge bases and vector databases, and finally the hard-
won wisdom of making Al applications production-ready.

I was particularly drawn to the chapters on data governance and production
readiness. In my work serving in a senior Al leadership role for the
government of Saudi Arabia, | saw firsthand how governance is not a
constraint on innovation but a prerequisite for it. When you are deploying
Al systems that touch the healthcare of an entire nation, the questions of
data quality, security, compliance, and responsible Al are not afterthoughts.
They are the foundation upon which trust is built. The authors understand
this deeply, and their treatment of responsible Al principles (fairness,
transparency, accountability, privacy, reliability, and human oversight)
reflects a maturity that comes only from real-world implementation
experience.

What also resonates with me is the book’s vision of where we are headed.
The evolution from simple Al assistants to autonomous agents demands a
fundamentally different relationship with data. Agents don’t just retrieve
information—they reason over it, act on it, and learn from it. The data
infrastructure required to support that level of autonomy is qualitatively
different from anything we have built before. The authors’ framework for
understanding this evolution, along with their practical guidance for
preparing for it, is both timely and essential.

I have spent my career at the intersection of Al and human well-being,
building systems that amplify human ability rather than replace it. The



authors share this orientation. Their insistence that data is a strategic asset
worthy of deliberate architecture is not just a technical argument: it is a
statement about values. It says that we owe it to the people who will be
affected by our Al systems to get the foundations right.

Whether you are an executive trying to understand why your generative Al
initiative stalled, a data architect redesigning pipelines for the Al era, or a
practitioner building your first production RAG system, this book will meet
you where you are and take you where you need to go. The blueprint is in
your hands.

Now it's time to build.

Ehsan Hoque, PhD

Full professor of computer science, University of Rochester

Senior Al leadership, government of Saudi Arabia

Presidential Early Career Award for Scientists and Engineers (PECASE)
MIT Technology Review Innovator Under 35



Preface

You’re holding a book that was born from a simple observation: most Al
projects don’t fail because of bad models; they fail because of bad data.

For the last two years, we have been working alongside organizations of
every size across industries as they’ve raced to adopt generative Al. We’ve
watched brilliant teams build impressive prototypes, only to see them stall
on the road to production. The pattern was always the same. The models
worked fine. The prompts were clever. But the data underneath? It wasn’t
ready.

That pattern was the motivation for writing this book.

When ChatGPT launched in November 2022 and reached 100 million users
in just 60 days, it set off a wave of excitement and panic across the
enterprise world. Suddenly, every boardroom was buzzing with terms like
“RAG,” “vector databases,” and “agentic AL Companies spun up proofs of
concept by the dozen. But as a recent AWS study found, while data leaders
overwhelmingly acknowledge the importance of preparing data for
generative Al use cases, nearly 60% report that they have not yet made the
necessary changes to their company’s data strategies. That gap between
knowing data matters and actually making it work 1s what this book is
about.

We wrote AI-Ready Data Blueprints for the people in the trenches: the data
architects redesigning pipelines for Al workloads, the engineers wrestling
with chunking strategies, the leaders trying to figure out why their Al
chatbot keeps hallucinating, and the governance teams wondering how to
keep deployments safe and compliant. Whether you’re an executive trying
to understand why your GenAl initiative stalled or a hands-on practitioner
building your first production retrieval-augmented generation (RAG)
system, we wanted to give you something practical—not theoretical, not
hype-driven, but grounded in what actually works.
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What You’'ll Find Inside

This book follows the journey your data takes—from raw, messy, and
scattered to Al-ready, governed, and production-grade.

We start by laying out why generative Al demands a fundamentally
different approach to data than traditional analytics or machine learning. It’s
not just about cleaning up tables anymore. It’s about preserving meaning,
modeling relationships, and building systems that can reason, not just
retrieve.

From there, we walk you through a comprehensive framework for Al-ready
data, covering everything from capturing business logic and context to
ensuring quality and consistency to managing the security and compliance
challenges that come with putting Al into the real world. We explore the
nuts and bolts of knowledge bases, vector databases, chunking strategies,
and retrieval optimization, because the research is clear: how you prepare
your data matters five to six times more than which model you choose.

We also confront the challenges you’ll face after you develop a working
prototype, delving into topics such as production readiness, automated
reasoning, intelligent semantic metadata layers, and the emerging landscape
of agentic Al platforms. These aren’t abstract concepts. The insights we
provide come from real implementations, including organizations managing
quadrillions of files accumulated over decades.

Blueprints, architecture diagrams, and sample code are available via the
book’s companion website and GitHub repository.
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Who This Book Is For

If you’ve ever stared at a GenAl demo and thought, “This is amazing—now
how do I make it work with our data?” this book is for you. We wrote it for
a broad audience: executive leaders, data architects, engineers, Al
practitioners, and the domain experts who hold the business knowledge that
makes Al actually useful. You don’t need to be a machine learning

researcher to get value from these pages. You just need to care about doing
Al right.

The idea for the book came about after the four of us got together to discuss
building data foundations for GenAl for an episode of the podcast Navnit
had been hosting on his YouTube channel. We all come from the world of
data and Al at AWS. We’ve collectively spent decades helping
organizations navigate the messy reality of enterprise data. What unites us
is a shared conviction: your data is a strategic asset worthy of deliberate
architecture. Get this right, and everything else follows. Get it wrong, and
no amount of model sophistication will save you.

We tried to write the book we wished we’d had when this all started—one
that’s honest about the challenges, specific about the solutions, and practical
enough to use in your production workload.

The blueprint is in your hands. Now it’s time to build.

Conventions Used in This Book
The following typographical conventions are used in this book:
ltalic

Indicates new terms, URLSs, email addresses, filenames, and file

extensions.

Constant width

Used for program listings, as well as within paragraphs to refer to
program elements such as variable or function names, databases, data
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types, environment variables, statements, and keywords.

NOTE

This element signifies a general note.

WARNING

This element indicates a warning or caution.

Using Code Examples

Supplemental material (code examples, exercises, etc.) is available for
download at https.//oreil.ly/code-samples.

If you have a technical question or a problem using the code examples,
please send email to support@oreilly.com.

This book is here to help you get your job done. In general, if example code
is offered with this book, you may use it in your programs and
documentation. You do not need to contact us for permission unless you’re
reproducing a significant portion of the code. For example, writing a
program that uses several chunks of code from this book does not require
permission. Selling or distributing examples from O’Reilly books does
require permission. Answering a question by citing this book and quoting
example code does not require permission. Incorporating a significant
amount of example code from this book into your product’s documentation
does require permission.

We appreciate, but generally do not require, attribution. An attribution
usually includes the title, author, publisher, and ISBN. For example: “A/-
Ready Data Blueprints by Navnit Shukla, Kien Pham, Srikanth Sopirala,
and Harsha Tadiparthi (O’Reilly). Copyright 2026 Navnit Kumar Shukla,
AZ25 Lab, Harsha Tadiparthi and Srikanth Sopirala, 979-8-341-63179-3.”


https://oreil.ly/code-samples
mailto:support@oreilly.com

If you feel your use of code examples falls outside fair use or the
permission given above, feel free to contact us at permissions@oreilly.com.

O’Reilly Online Learning

NOTE

For more than 40 years, O’Reilly Media has provided technology and business training,
knowledge, and insight to help companies succeed.

Our unique network of experts and innovators share their knowledge and
expertise through books, articles, and our online learning platform.
O’Reilly’s online learning platform gives you on-demand access to live
training courses, in-depth learning paths, interactive coding environments,
and a vast collection of text and video from O’Reilly and 200+ other
publishers. For more information, visit Attps.//oreilly.com.

How to Contact Us

Please address comments and questions concerning this book to the
publisher:

O’Reilly Media, Inc.

141 Stony Circle, Suite 195

Santa Rosa, CA 95401

800-889-8969 (in the United States or Canada)
707-827-7019 (international or local)

707-829-0104 (fax)


mailto:permissions@oreilly.com
https://oreilly.com/
https://oreilly.com/

support@oreilly.com

https.//oreilly.com/about/contact. html

We have a web page for this book, where we list errata and any additional
information. You can access this page at https://oreil.ly/ai-ready-data-
blueprints.

For news and information about our books and courses, visit
https://oreilly.com.

Find us on LinkedIn: Attps://linkedin.com/company/oreilly-media.

Watch us on YouTube: https://youtube.com/oreillymedia.
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Chapter 1. Introduction to Al-
Ready Data Foundation

In this chapter, we will examine the rapid growth of generative Al (GenAl)
technologies and introduce the critical data infrastructure needed for their
successful implementation. The unprecedented adoption of foundation
models has dramatically outpaced organizations’ data readiness, creating a
significant gap between experimentation and production deployment.

We’ll explore how this gap manifests in practice: according to recent
research by McKinsey, while 79% of organizations are regularly using
GenAl 1n at least one business function, only 7% have fully scaled Al use to
production. It’s a well-known fact now that the primary cause of this failure
isn’t model selection—it’s inadequate data preparation. Traditional data
architectures optimized for analytics and machine learning simply cannot
support the semantic understanding, real-time context, and cross-domain
reasoning that GenAl applications require.

As GenAl evolves from simple assistants to autonomous agents, the
demands on data infrastructure grow increasingly complex. Each
evolutionary stage—from basic Al assistants to copilot assistants to
retrieval-augmented generation (RAG)-based agents to agentic Al—
introduces fundamentally different requirements for how data is structured,
accessed, and governed.

This chapter identifies five architectural patterns that consistently emerge
among organizations successfully bridging the production gap: knowledge
graphs for contextual intelligence, event-driven architecture for real-time
Al, lakehouse platforms for unified data, semantic search for meaning-
based retrieval, and agent-ready properties for autonomous access. Through
real-world examples—including a global retailer’s evolution from
traditional dimensional models—we demonstrate how these patterns work
together to enable production success.
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Introduction and Market Context

On November 30, 2022, OpenAl launched ChatGPT 3.5 as a “research
preview”’, with the aim of gathering feedback and understanding its
capabilities and limitations.

However, the launch was met with a surge of interest, and the new model
quickly became a viral phenomenon, unleashing a technological force that
would rapidly reshape the world in ways we are only beginning to
understand. Within two months, ChatGPT had amassed over 100 million
users, becoming the fastest-growing consumer software application in
history. Within just 60 days, it achieved a user base that had taken
Instagram two and a half years and TikTok nine months to build.

Unlike previous technological advances—such as the combustion engine in
the 1860s, the internet in the 1990s, smartphones in 2007, and cloud
computing in the early 2010s—which saw gradual adoption, generative
Al’s impact was democratized almost immediately.

GenAl has placed powerful content creation capabilities in everyone’s
hands—often requiring just a simple natural language prompt or even a
spoken command. Now, anyone can generate content in their area of
interest or expertise, whether it’s creating images, writing scripts, producing
videos, or coding. This newfound accessibility has revolutionized
productivity, empowering individuals—regardless of technical expertise—
to effortlessly create content of any kind.

Knowledge workers across industries—including software developers,
content creators, analysts, researchers, consultants, and other professionals
who primarily work with information—have experienced a dramatic
acceleration in their workflows, with tasks that once took days now
completed in mere hours or even minutes. This seamless integration of
GenAl through intuitive natural language interfaces that (unlike previous
enterprise software that demanded extensive onboarding) require no
specialized training has fueled an unprecedented wave of adoption across
both consumer and enterprise landscapes.


https://oreil.ly/F4lBD
https://oreil.ly/ZYwwZ

Witnessing the transformative potential of GenAl, organizations rapidly
entered what industry analysts termed GenAl panic mode—a rush to
implement generative Al capabilities driven more by competitive pressure
than strategic planning. C-suite executives across sectors demanded
immediate generative Al initiatives, pushing their teams to launch proofs of
concept shortly after ChatGPT’s debut in November 2022.

A 2024 analysis by Arize Al of US Securities and Exchange Commission
(SEC) filing data indicated that 64.6% of Fortune 500 companies had
mentioned Al in their most recent annual reports—an increase of 250.1%
since 2022. Over one-fifth of the companies specifically referenced
generative Al, and more than half (281) cited it as a risk factor, compared to
just 49 in 2022. Figure 1-1 visualizes this rapid growth in uptake and
awareness.

GenAl adoption and risk metrics
473.5%

250.1% O

64.6%

100 million usersin
60days

Al mentions in S~ Al mentions in
Fortune 500 Fortune 500
Increase in Al mentions ; Companies mentioning
ChatGPT users in reports fact r:ilcrlltsillil ons Alin annual reports
Increase in Al risk
factor citations

Figure 1-1. GenAl adoption statistics, including ChatGPT's unprecedented adoption figures and
Arize Al's observations about trends in mentions of Al in Fortune 500 companies’ annual reports
between 2022 and 2024

Boardroom discussions suddenly incorporated technical terminology
previously confined to Al research papers. Terms like “foundation model,”
“knowledge base,” “prompt engineering,” “RAG architecture,” “vector
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database,” “agents,” “confabulation” (aka “hallucination”), and “agentic
AI” became part of executive vocabulary virtually overnight.

This corporate enthusiasm (or FOMO—fear of missing out) intensified as
additional foundation models entered the market in rapid succession. Within
the six-month period following ChatGPT’s release, several competitors
launched their own offerings, including (to name just a few):

e Anthropic’s Claude

e Google’s Bard

e Meta’s Llama

e Amazon’s Titan and Bedrock
e Alibaba’s Tongyi Qianwen

e Stability.ai’s Diffusion models

The proliferation of models further fueled the competitive urgency among
organizations to adopt generative Al technologies, with customers actively
seeking guidance on available options to accelerate their proofs of concept
and consumer adoption translating into unprecedented enterprise
deployment.

JPMorgan Chase has scaled generative Al to 200,000 employees across its
global operations, representing one of the largest enterprise Al deployments
in financial services history. Similarly, Siemens has integrated Amazon
Bedrock into its Mendix platform, now serving over 50 million users across
more than 200,000 applications. The development velocity is equally
remarkable: BT Group deployed Amazon CodeWhisperer (now integrated
into Q Developer) to 1,200 engineers, automating 12% of their work and
generating over 100,000 lines of code in just four months.

Yet beneath this adoption frenzy lies a critical challenge: most organizations
are discovering that their existing data infrastructure cannot support
production GenAl applications. While experimentation is widespread,
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scaling to production reveals fundamental gaps in how enterprise data is
structured, accessed, and governed.

To understand why traditional data architectures fail with GenAl, we must
first examine what makes generative Al fundamentally different from
previous Al approaches. These technical differences directly drive the
infrastructure challenges organizations face when moving from
experimentation to production.

What Makes Generative Al Different

Generative Al marks a fundamental shift in how Al systems are built and
what they can do. Traditional Al systems typically focused on
classification, prediction, or recommendation based on structured inputs.
They relied on narrow task-specific models that required labeled datasets or
reinforcement signals to improve over time. In contrast, generative models
—particularly large foundation models—are capable of creating entirely
new content, including text, images, music, video, and even code.

What makes foundation models revolutionary isn’t just their scale or output
diversity but their learning methodology (see Figure 1-2). Instead of
depending primarily on human-labeled data (as in supervised learning) or
trial-and-error reward loops (as in reinforcement learning), these models
use self-supervised learning—a method where the model teaches itself to
understand and generate language, images, or code by predicting masked or
missing elements within raw, unlabeled data.



What makes generative Al different from other AI?
How GenAl works

Machine Simple — —» Simple
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Figure 1-2. Traditional supervised learning (with labeled data and explicit training), used in machine
learning and deep learning, versus self-supervised learning

This process mirrors how humans learn—by observing, inferring, and
forming internal representations of the world without always requiring
explicit instruction. For example, when you teach your toddler about a dog,
a cat, or any other animal, they don’t just learn about that specific kind of
animal. They soon begin to differentiate between different types of animals,
and eventually, they start distinguishing between various breeds within each
category.

The Transformer Architecture: The Technical Foundation
of GenAl

At the heart of modern generative Al lies the Transformer architecture—a
deep learning breakthrough that has revolutionized how Al systems process
and generate content. Introduced in the seminal 2017 paper “Attention Is
All You Need” by Ashish Vaswani and the team from Google, Transformers
enable models to capture complex relationships within data through a
mechanism called self-attention.
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The self-attention mechanism allows the model to weigh the importance of
different parts of the input when generating each part of the output. This
enables the model to maintain coherence and context over long sequences
of text or other data, something previous architectures struggled with. Key
technical aspects of Transformers that impact data requirements include:

Parallel processing

Unlike previous sequential models (recurrent neural networks, long
short-term memory networks), Transformers process all input tokens
simultaneously, enabling efficient training on massive datasets.

Context windows

Transformers operate within fixed-length context windows, requiring
data infrastructure that can effectively manage and retrieve relevant
context.

Positional encoding

Transformers use positional encodings to understand sequence order,
necessitating data preparation that preserves meaningful sequential
relationships.

Attention mechanisms

The self-attention mechanism creates a computational graph connecting
every token to every other token, enabling rich contextual
understanding but requiring substantial computational resources.

These architectural characteristics directly influence how data must be
structured, stored, and retrieved for effective GenAl implementations.
Traditional data architectures optimized for row-based or columnar access
patterns are often ill-suited for the contextual, token-based access patterns
required by Transformer models.

Enterprise Data as the Key Differentiator



While foundation models provide powerful general capabilities, their true
business value emerges when they connect with your organization’s unique
data. This connection transforms general-purpose Al systems into
specialized business tools that understand your industry context, company
terminology, and domain-specific knowledge.

Organizations that build effective bridges between their proprietary data and
foundation models gain significant competitive advantages through more
accurate, relevant, and trustworthy Al solutions. Four strategies are
commonly used to achieve this:

Context engineering

Using RAG to provide your proprietary information as context to
foundation models. Requires low-latency semantic search across vector
embeddings with real-time updates.

Fine-tuning

Adapting pretrained foundation models with your domain-specific
datasets. Requires versioned, high-quality labeled datasets with clear
lineage tracking.

Custom model training

Building purpose-built models optimized for your specific use cases and
data. Requires massive parallel access to diverse datasets, optimized for
throughput rather than latency.

Model optimization

Creating smaller, more efficient models through techniques like
distillation and pruning that capture the capabilities of larger models
while requiring fewer resources.

As we’ll explore further in Chapter 2, these implementation patterns form a
continuum of structural coupling between enterprise data and model
behavior. As organizations leverage these capabilities, their GenAl adoption



typically evolves through distinct stages, each placing different demands on
data infrastructure. We’ll examine those stages in “The Evolution of GenAl
Applications”.

Contextual Intelligence: A Simple Example

Understanding the technical foundations of generative Al—contextual
intelligence, self-supervised learning, and semantic understanding—is
crucial because they enable increasingly sophisticated applications. To
illustrate the power of the self-attention mechanism, consider a simple but
meaningful experiment. Ask a generative image model to create an image
of “a man sitting by a bank,” and you may receive a picture of someone
seated outside a financial institution. Now, change the prompt to “a man
fishing by a bank,” and the resulting image will likely be of someone by a
riverbank (Figure 1-3). The model isn’t randomly guessing—it’s using
context from surrounding words to disambiguate between different
meanings of the word “bank.”

i by i Bt 8 man Pinbineg by o buask.
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Figure 1-3. Example images generated by the prompts “‘a man sitting by a bank” and “a man fishing
by a bank,” using Amazon Nova Canvas

Now, consider how a single word can completely shift pronoun reference in
language understanding, as shown in Figure 1-4. In the sentence “The
trophy doesn’t fit in the suitcase because it is too big,” “it” clearly refers to
the trophy. But change just one word—*“The trophy doesn’t fit in the
suitcase because it is too small”—and now “it” refers to the suitcase. The
same grammatical structure, the same pronoun, but the context provided by
“big” versus “small” fundamentally changes which object is being



referenced. This demonstrates how models must leverage contextual clues
and real-world knowledge about physical constraints to correctly interpret
meaning.

The context demonstration

Sentence1 Sentence 2

The trophy doesn't fitinthe
suitcase because it is too big.

The trophy doesn't fit in the
suitcase because it is too small.

Question: What does “it" refer to?

>

Question:; What does "it" refer to?

Figure 1-4. An example of contextual pronoun reference

This ability to infer meaning from context demonstrates the model’s
internal grasp of semantic relationships—a key difference from traditional
systems that rely on keyword matching or rigid labels. As generative
models train on more diverse and expansive data, their understanding
deepens, allowing them to perform tasks they were never explicitly trained
for.

This type of contextual reasoning isn’t magic—it’s learned during training.
To understand how generative Al models distinguish meaning with such
nuance, we need to look at how they represent language internally.

Representing Meaning in Vector Space

How does a GenAl model understand if words are semantically close
together? This contextual understanding is mathematically grounded in how
models represent words, phrases, and even concepts as vectors in high-
dimensional space (Figure 1-5). Words with similar meanings or contextual
usage appear closer together, while unrelated or differently used terms
appear farther apart.
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Figure 1-5. A 2D vector space visualization showing how different meanings of “bank” are
positioned in relation to other words

In this example:

29 ¢¢

e Bank (finance) is close to terms like “loan,
“finance.”

money,” and

e Bank (river) appears near “water,” “fishing,” and “river.”

e The angle between the two “bank’ vectors is large, indicating low
cosine similarity (i.e., low contextual overlap).



This structure enables generative Al systems to reason semantically rather
than syntactically, making them capable of performing contextual search,
summarization, question answering, and creative generation tasks in ways
traditional Al cannot. This semantic search capability—which we’ll explore
as one of the five emerging architectural patterns later in this chapter—is
becoming a foundational requirement for enterprise Al systems.

Enterprise Example: Cross-Document Understanding in
Customer Support

To illustrate how this vector-based understanding applies in business
settings, consider a customer support knowledge base with the following
entries:

e Product X requires firmware version 2.1 or higher when used with
the Y3000 controller.

e The Y3000 controller was deprecated in November 2023 and
replaced with the Y3500 model.

e Y3500 controllers are backward compatible with all products
requiring Y3000 controllers.

When a support agent asks, “What firmware does Product X need?”
traditional keyword-based systems would likely return just the first
document. But a GenAl system using semantic understanding can:

e Recognize that all three documents are contextually related
through their shared reference to controllers.

e Understand the temporal relationship between the Y3000 and
newer Y3500 models.

e Connect the compatibility statement to provide a complete answer
that includes both the original requirement and the updated
controller information.



This ability to draw context across multiple documents, as shown in
Figure 1-6, is what makes GenAl fundamentally different from traditional
data systems, whose data architectures often fail to support these
capabilities effectively.
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Figure 1-6. How self-attention enables sophisticated cross-document understanding, connecting
information across the three documents to provide a complete answer about firmware requirements



Understanding how GenAl models process and represent meaning is key to
designing intelligent systems—but it’s only part of the picture. As these
technologies evolve from simple assistants to autonomous agents,
organizations are responding by building new data architectures that bridge
the gap between traditional systems and Al-ready infrastructure (see

Table 1-1).

Table 1-1. Differences between traditional Al and generative Al

Characteristic

Learning
method

Understanding

Representation

Capabilities

Data
requirements

Infrastructure
needs

Traditional Al

Supervised learning
with labeled data

Syntactic pattern
matching

Feature vectors

Classification,
prediction,
recommendation

Structured, labeled
datasets

Batch processing,
data warehouses

Generative Al

Self-supervised learning from
raw data

Semantic contextual
understanding

Contextual embeddings in
vector space

Generation, reasoning,
contextual understanding

Diverse, contextual data with
relationships

Real-time retrieval, vector
databases, context
management

The Evolution of GenAl Applications



As generative Al technologies mature, we’re witnessing a rapid evolution in
their applications, from simple assistants to increasingly autonomous
agents. This progression represents not just technical advancement but a
fundamental shift in how Al systems interact with data, users, and the world
—one that organizations must understand to prepare their data
infrastructure for both current and future Al capabilities.

From Assistants to Agents: The Four Stages of GenAl
Evolution

The evolution of GenAl applications can be understood through four
distinct stages (shown in Figure 1-7), each building upon the capabilities of
the previous stage while introducing new data requirements and
organizational challenges.

Less
Proactive  human
o oversight
Agentic Al systems ]
RAG ]
) Copilot ]
@) GenAl }
N More
Reactive human
oversight

Figure 1-7. The four stages of GenAl evolution



Stage 1: Al assistants—information retrieval and basic task
completion

The first generation of GenAl applications focused on providing
information and completing simple tasks in response to direct user queries.
These assistants, like early versions of ChatGPT and Gemini, excelled at:

* Answering factual questions based on their training data

Generating content like emails, summaries, or creative writing

Providing explanations of concepts or procedures

Translating between languages

These systems relied primarily on their pretrained knowledge, with limited
ability to access or reason about new information. Their data requirements
were relatively straightforward—they needed high-quality training data but
had minimal need for real-time data integration or complex knowledge
management.

Stage 2: Copilot assistants—collaborative work with humans

The second stage saw GenAl systems evolve into copilots that work
alongside humans, augmenting their capabilities in specific domains.
Examples include GitHub Copilot for coding, Microsoft 365 Copilot for
productivity, and Adobe Firefly for creative work. These copilots:

Understand domain-specific contexts and terminology

Generate domain-appropriate content and suggestions

Learn from user feedback and preferences

Integrate with existing tools and workflows

Copilots introduced more complex data requirements, including the need to
access domain-specific knowledge bases, understand proprietary data
formats, and maintain context across user sessions. They began to blur the



line between general and specialized Al systems, requiring more
sophisticated data integration strategies.

Stage 3: RAG-based agents—enhanced knowledge and
contextual understanding

The third stage introduced retrieval-augmented generation to overcome the
limitations of pretrained knowledge. RAG-based agents can:

e Access and reason over enterprise knowledge bases in real time
e Provide up-to-date information beyond their training cutoff

e Ground their responses in specific documents or data sources

e Connect information across previously siloed sources

RAG significantly increased the complexity of data requirements,
necessitating:

e Vector databases for semantic search

e Embedding pipelines for converting documents to vector
representations

e Metadata management for source attribution

e Content refresh mechanisms to maintain currency

Organizations implementing RAG-based agents discovered that their
existing data architectures were often inadequate for these new
requirements, leading to the implementation challenges we’ll discuss later
in this chapter.

Stage 4: Agentic Al—autonomous decision making and action

The fourth and current frontier of GenAl evolution is agentic Al—systems
that can autonomously plan and execute complex tasks with minimal
human supervision. These agents:

e Break down complex goals into actionable steps



e Access multiple tools and APIs to accomplish tasks

e Make decisions based on real-time information

e Learn from successes and failures to improve performance
e Operate with increasing levels of autonomy

Agentic Al represents a quantum leap in data requirements and
organizational readiness. These systems need not only access to information
but also:

e Permission frameworks for controlling actions

e Monitoring systems for oversight

Feedback mechanisms for learning

Security controls to prevent misuse

Trust verification for data sources

Stage 4 is already emerging in specialized domains. Amazon’s million-plus
robots demonstrate autonomous decision making in logistics, making
independent decisions about package handling, route optimization, and
inventory management.

The Increasing Complexity of Data Requirements

Each evolutionary stage introduces new data requirements and challenges,
as shown in Table 1-2.
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Table 1-2. The evolution of generative Al

Primary Key data Organizational
GenAl stage data focus requirements challenges
Al assistants Pretrained High-quality Managing
knowledge training data expectations
about knowledge
limitations
Copilot Domain- Integration with Balancing
assistants specific proprietary assistance with
knowledge systems and human expertise
formats
RAG-based Enterprise Vector databases,  Breaking down
agents knowledge embedding data silos,
bases pipelines, ensuring data
metadata quality
management
Agentic Al Multisource Permission Security,
knowledge frameworks, governance,
and action monitoring liability,
permissions systems, trust observability and
verification control

This evolutionary complexity explains why so many organizations struggle
to move beyond experimentation and why organizations that successfully
implemented earlier GenAl applications may still have difficulty with more
advanced implementations—each stage requires fundamentally different
data architecture considerations. However, by studying the patterns



emerging among successful implementations, we can identify specific
architectural approaches that address these escalating requirements.

What Leading Organizations Are Building
Today

While the gap between experimentation and production remains significant,
with less than 10% of organizations successfully scaling GenAl today, a
clear trend is emerging among those who succeed. Rather than waiting for
perfect solutions, leading organizations are building systems implementing
distinct architectural patterns that transform traditional data infrastructure
into Al-ready foundations that help them move from proof of concept to
production.

The Production Reality Check

The 2025 edition of the McKinsey Global Survey on Al reveals a striking
implementation gap. While 88% of organizations now use Al in at least one
function—up from 72% in 2024—the transition from pilot to production
remains difficult. Success in capturing meaningful enterprise value varies
sharply by use case complexity: 15-20% of organizations have successfully
scaled Al for document processing and customer service; 10—15% have
moved beyond experimentation in content generation and data analysis; and
less than 10% (currently estimated at 6% of “high performers”) have
successfully deployed Al for complex decision-making or autonomous
agents.

In our own work, we have seen these challenges firsthand. One client had to
roll back their GenAl deployment not because of model or prompt issues
but due to poor data quality; while everything performed well in a test
environment, real-world production use revealed data inconsistencies that
forced a complete halt. They are now focusing on rebuilding their data
foundation.


https://oreil.ly/ryNP6

We’ve also led successful implementations, such as a variance analysis
solution for a chief financial officer’s office that processes enterprise
resource planning (ERP) data, calculates variances, and uses Al to draft
financial commentaries. In another instance, we helped a client build a
marketing chat agent that generates localized content for their field teams.

In these types of real-world implementations, five distinct architectural
patterns have emerged. These aren’t just theoretical frameworks; they are
proven approaches designed to overcome the limitations of traditional data
architectures when meeting the specific demands of GenAl.

Emerging GenAl Architectural Patterns

This section explores the five emerging architectural patterns in detail.

Pattern 1: Knowledge graphs for contextual intelligence

What it is: Knowledge graphs connect disparate data sources through
explicit relationship mapping, creating a semantic network that enables
cross-domain reasoning. Unlike traditional databases that store isolated
records, knowledge graphs represent entities (customers, products,
transactions) and their relationships (purchased, returned, recommended) as
interconnected nodes.

Why it matters for AI: GenAl agents need to understand context across
organizational boundaries. When a customer service agent asks, “Why did
this customer return three orders last month?” the answer requires
connecting customer data, order history, product specifications, shipping
logistics, and support tickets—data that typically lives in separate systems.
Knowledge graphs make these connections explicit and queryable.

Field example: A financial services organization implemented a knowledge
graph connecting customer profiles, transaction histories, market data, and
regulatory requirements. Its RAG-based compliance agent can now answer
questions like “Which customers are affected by the new EU regulation?”
by traversing relationships across previously siloed datasets. Analysis time
dropped from days to minutes.
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Data requirements:
e Graph databases (Neo4j, Amazon Neptune) for relationship storage
 Entity resolution pipelines to identify and merge duplicate entities
¢ Ontology management for consistent relationship definitions
e Continuous synchronization from source systems

This pattern is visualized in Figure 1-8.

Evolution to data mesh: Leading organizations are extending this pattern by
treating knowledge graphs as federated data products. Rather than
centralizing all data into a single graph, they’re creating domain-specific
knowledge graphs (customer graph, product graph, supply chain graph) that
agents can discover and query autonomously. This data mesh approach
enables scale without centralized bottlenecks.

[ Entities ][ Relationship ] [ Ontologies ]

Data ingestion

Semantic layer

T

Knowledge graph

Figure 1-8. Knowledge graphs for contextual intelligence

Pattern 2: Event-driven foundations for real-time Al

What it is: Event-driven architectures replace batch processing with
streaming data pipelines that capture and propagate changes as they occur.
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Every business event—a customer purchase, inventory update, price
change, or support ticket—flows through event streams that multiple
systems can consume in real time.

Why it matters for AI: Agents need fresh context, not stale data from last
night’s batch job. When a customer asks, “Is this item in stock?”’ the answer
must reflect inventory changes from seconds ago, not yesterday’s snapshot.
Event-driven architectures ensure agents always work with current
information.

Field example: A retail organization replaced its nightly batch extract,
transform, load (ETL) process with Kafka-based event streaming. Customer
behavior events (page views, cart additions, purchases) flow continuously
to the vector database, updating product embeddings in near real time. The
recommendation agent is able to respond to trending products within
minutes, not days, resulting in an increase in conversion rates.

Data requirements:
* Event streaming platforms (Kafka, Amazon Kinesis)
e Change data capture (CDC) from source systems

e Stream processing frameworks (Flink, Spark Streaming) for
transformation

e Low-latency vector database updates

Figure 1-9 visualizes this pattern.
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Figure 1-9. Event-driven foundations for real-time Al

Real-time context refresh: The most sophisticated implementations extend
this pattern to continuously update vector embeddings as source documents
change. When a product specification is updated, the embedding pipeline
automatically regenerates vectors and updates the semantic search index,
ensuring agents never retrieve outdated information.

Pattern 3: Lakehouse as unified Al platform

What it is: Lakehouse architecture converges data lakes and data
warehouses into a unified platform that supports both analytics and Al
workloads. Built on open table formats such as Apache Iceberg, Delta Lake,
and Apache Hudi, lakehouses provide ACID transactions, schema
evolution, and time travel (the ability to query historical snapshots of data)
on data lake storage, combining the flexibility of lakes with the reliability of
warehouses.

Why it matters for AI: Traditional architectures force organizations to
choose between data lakes (flexible, unstructured) and data warehouses
(structured, performant). GenAl needs both: unstructured documents for
RAG, structured data for analysis, and the ability to join them seamlessly.
Lakehouses permit this.



Field example: A healthcare organization consolidated 15 years of clinical
research data—structured trial results, unstructured research papers, patient
records, and regulatory documents—into an Iceberg-based lakehouse. Its
research agents can now query across all data types using a single interface,
joining structured trial outcomes with unstructured researcher notes. Data
preparation time dropped from weeks to hours.

Data requirements:
e Open table formats (Iceberg, Delta Lake, Hudi) for unified storage
e Multi-engine access (Spark, Trino, Athena) for diverse workloads

e Unified governance (Lake Formation, Unity Catalog) across all
data

e Support for diverse data types (structured, semistructured,
unstructured)

Figure 1-10 illustrates this pattern.
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Figure 1-10. Lakehouse as unified Al platform

Multimodal evolution: Leading organizations are extending lakehouses to
support multimodal data—text, images, audio, video, and structured data in
a single platform. This enables agents to reason across modalities,
analyzing product images alongside customer reviews and sales data or
correlating audio transcripts with structured call center metrics.

Pattern 4: Semantic search as the new query layer

What it is: Semantic search replaces traditional keyword-based retrieval
with vector-based similarity search. Documents are converted to high-
dimensional embeddings that capture meaning, enabling retrieval based on
conceptual similarity rather than exact word matches.



Why it matters for AI: RAG-based agents are only as good as their retrieval
systems. When a user asks, “How do we handle European data privacy
requirements?” keyword search might miss documents that discuss “GDPR
compliance” or “EU data protection regulations.” Semantic search
understands these are related concepts and retrieves all relevant documents.

Field example: A manufacturing company built a semantic search layer
over 30 years of engineering specifications. Its design agent can now find
similar components across decades of documentation, even when
terminology has evolved. Engineers ask questions in natural language
(“Find lightweight materials suitable for high-temperature applications™)
and receive relevant specs from documents that never used those exact
words.

Data requirements:

e Vector databases (Pinecone, OpenSearch, pgvector, etc.) for
embedding storage

e Embedding models (e.g., text-embedding-ada-002, Titan
Embeddings) for document vectorization

e Hybrid search capabilities combining semantic and keyword
retrieval

e Metadata filtering for access control and relevance refinement

Implementation insight: The most effective implementations use hybrid
search, combining semantic similarity with keyword matching and metadata
filters. This ensures agents retrieve documents that are both conceptually
relevant and precisely match specific criteria (date ranges, document types,
security classifications).

Pattern 5: Agent-ready digital properties

What it is: Organizations are redesigning their digital properties—websites,
products, APIs, and documentation—to be consumed by Al agents rather
than just humans. This includes structured data markup (Schema.org),



machine-readable APIs, and agent-friendly documentation that enables
autonomous discovery and interaction.

Why it matters for Al: In the emerging agent-driven economy, customers
won’t browse your website—their agents will. If your product information
isn’t machine-readable, your competitor’s agent will recommend their
product instead. Agent-ready properties ensure your business remains
discoverable and accessible in an Al-mediated world.

Field example: An ecommerce company restructured its product catalog
with Schema.org markup, created OpenAPI specifications for all services,
and built an agent-accessible API layer. When shopping agents query “Find
ergonomic office chairs under $500 with next-day delivery,” the system
responds with structured product data that agents can directly compare and
act upon. Agent-driven sales now represent 12% of revenue and growing.

Data requirements:
¢ Structured data markup (Schema.org, JSON-LD) for content
e API-first design with OpenAPI/GraphQL specifications

e Agent-friendly documentation (machine-readable, not just human-
readable)

e Authentication and rate limiting for agent access

e Usage analytics to understand agent behavior patterns

Strategic imperative: This pattern represents a fundamental shift in how
organizations think about their digital presence. Just as mobile-first design
became essential in the smartphone era, agent-ready design is becoming
critical in the Al era. Organizations that delay this transformation risk
becoming invisible to the agents that will mediate future customer
interactions.

From Patterns to Practice



These five patterns aren’t mutually exclusive—the most successful
implementations combine multiple patterns. For example, a retail
organization might use knowledge graphs to connect customer and product
data (pattern 1), event streaming to keep that data current (pattern 2), a
lakehouse to unify structured and unstructured sources (pattern 3), semantic
search for agent retrieval (pattern 4), and agent-ready APIs for external
access (pattern 5).

The key insight is that these patterns address the fundamental mismatch
between traditional data architectures and GenAl requirements. Traditional
systems were optimized for human analysts running SQL queries on
structured data. GenAl systems need semantic understanding, real-time
context, cross-domain reasoning, and autonomous access—capabilities that
require fundamentally different architectural approaches.

Organizations that successfully implement these patterns tend to share
common characteristics: they start with a single pattern aligned to their
highest-value use case, prove value quickly (typically in three to six
months), and then expand to additional patterns as their Al capabilities
mature. They don’t wait for perfect solutions—they build, learn, and iterate.

This iterative approach to architectural implementation reflects a deeper
difference between GenAl and traditional machine learning (ML) projects.
To successfully implement the architectural patterns outlined here,
organizations must also understand how GenAl development cycles differ
fundamentally from traditional ML approaches. These process differences
directly impact how and when architectural patterns should be
implemented.

Development Cycles: ML Versus GenAl

Understanding the fundamental differences between traditional machine
learning and GenAl development cycles is essential for organizations
seeking to move beyond experimentation to production deployment. These
differences explain why successful ML practices often fail when applied to
GenAl implementations.



Traditional Machine Learning Development Cycle

The traditional ML development cycle, shown in Figure 1-11, follows a
well-established pattern that has evolved over decades of practice.

Problem
definition

Monitoring Data
and improvement investigation

Data

Deployment preparation

Evaluation Development

Figure 1-11. The traditional machine learning development cycle

The steps are:

1. Problem definition. In this initial stage, teams clearly articulate the
business challenge and define specific, measurable outcomes. This
establishes the scope and success criteria for the entire project. Key
requirements in this stage include:

— Clearly defined business problem with specific metrics



— Narrow scope focused on a single prediction or
classification task

— Explicit definition of inputs and outputs

— Clear success criteria based on accuracy, precision, recall,
etc.

2. Data investigation. During this discovery phase, data scientists
explore available data sources, understand their structure, and

assess quality and relevance to the defined problem. Key activities
in this stage include:

— Analyzing structured data from enterprise systems
— Identifying and selecting relevant features

— Performing statistical analysis to understand data
distributions

— Defining training, validation, and test datasets

3. Data preparation. This critical preprocessing stage transforms raw
data into a suitable format for machine learning algorithms,
addressing quality issues and creating optimized inputs. Key
activities include:

— Feature engineering to create model inputs
— Data cleansing and normalization
— Handling missing values and outliers

— Creating balanced datasets for training

4. Development. In the model development phase, data scientists
select and implement appropriate algorithms, tune parameters, and
iteratively improve performance based on validation results. This
stage involves:



— Selection of appropriate algorithms (random forest,
gradient boosting, etc.)

— Hyperparameter tuning and optimization
— Model training on labeled datasets
— terative improvement based on validation results

5. Evaluation. The evaluation stage rigorously tests model
performance against objective metrics using held-out data to
ensure reliability and effectiveness. Key tasks in this stage include:

— Rigorous testing against held-out test data

— Performance measurement using established metrics
— Comparison against baseline models

— Statistical significance testing

6. Deployment. During deployment, the validated model is prepared
for production use, integrated with existing systems, and
documented for operational teams. Key activities in this stage
include:

— Model serialization and packaging

— Integration with production systems

— Batch or real-time inference setup

— Creating documentation and handing over to operations

7. Monitoring and improvement. The final ongoing stage establishes
continuous monitoring processes to ensure sustained performance
and enable iterative enhancements. It involves:

— Performance monitoring against established metrics

— Drift detection and model retraining



— A/B testing of model improvements

— Establishing feedback loops for continuous enhancement

This traditional cycle is well suited for predictive and classification tasks
with clearly defined inputs and outputs. It relies heavily on structured data
and explicit feature engineering, with success measured through objective
performance metrics. The process is inherently iterative, with insights from
monitoring and improvement feeding back into problem definition to drive
continuous refinement.

GenAl Development Cycle

In contrast, the GenAl development cycle, shown in Figure 1-12, introduces
fundamentally different patterns and requirements.
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Figure 1-12. The generative Al development cycle

This cycle can also be separated into seven stages:

1. Use case definition and model selection. This first stage focuses on
defining broader goals (e.g., “improve customer support”) and
selecting appropriate foundation models (GPT, Claude, Llama,
etc.) that align with the use case requirements and organizational
constraints. Additional tasks include:

— Consideration of model capabilities, limitations, and
biases



— Evaluation of hosting options (API services versus self-
hosting)

— Definition of success criteria beyond traditional metrics

2. Knowledge integration and context engineering. This unique
GenAl stage involves connecting enterprise knowledge sources
with the foundation model, ensuring relevant information is
properly represented and accessible. This is where the five
architectural patterns described in “What Leading Organizations
Are Building Today” become critical. Key tasks include:

— Identification of enterprise knowledge sources

— Development of document processing and chunking
strategies

— Embedding generation and vector database selection
— Metadata enrichment and retrieval strategy design

— Integration of structured and unstructured data sources

3. Prompt engineering and system design. This critical design phase
focuses on crafting effective instructions for the model and
establishing frameworks to ensure appropriate responses and
safeguards. It involves:

— Design of effective prompts and system instructions
— Creation of few-shot examples and templates

— Development of evaluation and filtering mechanisms
— Integration with external tools and APIs

— Implementation of guardrails and safety measures

4. Fine-tuning and customization (optional). In this optional but
powerful stage, foundation models are adapted to specific domains



or tasks through additional specialized training. It encompasses:
— Creation of fine-tuning datasets
— Selection of appropriate fine-tuning techniques

— Use of parameter-efficient tuning methods (LoRA,
QLoRA)

— Evaluation of fine-tuned model performance

— Trade-off analysis between fine-tuning and RAG
approaches

5. Evaluation and alignment. This phase incorporates both objective
metrics and human assessment to ensure outputs meet quality,

safety, and alignment standards across diverse scenarios. It
involves:

— Human evaluation of outputs for quality and relevance
— Red teaming for safety and security vulnerabilities

— Ensuring alignment with organizational values and
guidelines

— Testing across diverse scenarios and edge cases

— Evaluation of hallucination rates and factual accuracy

6. Deployment and integration. The deployment stage focuses on
integrating the GenAl system with existing workflows while
establishing proper monitoring, feedback mechanisms, and user
training. Key tasks include:

— Integration with existing workflows and systems
— Implementation of monitoring and logging

— Establishment of feedback collection mechanisms



— User training and change management

— Implementation of governance and compliance controls

7. Continuous learning and improvement. This ongoing phase
emphasizes the dynamic nature of GenAl systems, with continuous
collection of feedback and regular updates to both the system and
its knowledge bases. It involves:

— Collection and analysis of user feedback

— Monitoring of model performance and usage patterns
— Identification of failure modes and edge cases

— Regular updates to knowledge bases and context

— Adaptation to evolving user needs and expectations

Table 1-3 summarizes the structural differences between traditional ML and
GenAl development cycles.



Table 1-3. Key differences between ML and GenAl development cycles

Aspect

Problem scope

Data
requirements

Model
development

Engineering
focus

Evaluation
methods

Deployment
pattern

Success
criteria

Failure modes

Traditional ML
cycle

Narrow, well-defined
prediction tasks

Structured, labeled
datasets

Custom models built
from scratch

Feature engineering

Objective metrics
(accuracy, F1, etc.)

Static model
deployment with
periodic retraining

Quantitative
performance metrics

Gradual performance
degradation

GenAl development
cycle

Broad, open-ended
generation and reasoning
tasks

Diverse knowledge sources,
both structured and
unstructured

Adaptation of pre-trained
foundation models

Context engineering and
prompt design

Subjective assessment and
human evaluation

Dynamic systems with
continuous knowledge
updates

User satisfaction and
business value metrics

Catastrophic failures
(hallucinations, harmful
outputs)



Traditional ML GenAl development
Aspect cycle cycle

Governance

d Model documentation ~ Comprehensive safety, ethics,
needs

and monitoring and alignment controls

Data Infrastructure Implications

The development cycle differences outlined in Table 1-3 directly impact
data infrastructure requirements, creating fundamental challenges for
organizations attempting to leverage existing ML investments for GenAl
applications. The five architectural patterns we looked at earlier address
these implications:

Knowledge management versus feature stores

Traditional ML relies on feature stores with structured, engineered
features, whereas GenAl requires comprehensive knowledge
management systems that maintain context and relationships. A
telecommunications company found its carefully engineered features
(like “average call duration) were unsuitable for its GenAl customer
service assistant—the features stripped away the contextual richness
needed for helpful responses.

Solution: Knowledge graphs (pattern 1) preserve relationships and
context that feature stores eliminate.

Static versus dynamic data access

ML models access static datasets that change only during periodic
retraining, but GenAl needs real-time awareness. A global bank’s
GenAl system continued providing outdated policy information for
weeks after a regulatory update, creating compliance exposure.

Solution: Event-driven architectures (pattern 2) ensure agents always
work with current information.



Batch versus interactive processing

ML workflows optimize for throughput through batch processing, but
GenAl demands low-latency interactive processing. A manufacturing
company’s overnight data pipeline couldn’t support its GenAl
maintenance assistant, which needed subsecond response times.

Solution: Lakehouse architectures (pattern 3) support both batch
analytics and interactive Al workloads.

Structured versus contextual storage

Traditional ML data is optimized for tabular storage, but GenAl
requires unstructured, context-rich information. A healthcare provider’s
systems stored diagnosis codes but couldn’t maintain narrative context
of patient histories.

Solution: Semantic search (pattern 4) enables retrieval based on
meaning, not just structure.

Metric-driven versus feedback-driven improvement

ML systems improve through metric optimization, but GenAl evolves
through ongoing user feedback and continuous learning. A retail
organization’s recommendation system improved based on conversion
metrics, but its GenAl shopping assistant needed to incorporate
subjective feedback and continuously update product knowledge.

Solution: Agent-ready architectures (pattern 5) include feedback loops
and continuous learning mechanisms.

Architecture Evolution in Practice: From
Traditional ETL to GenAl-Ready Pipelines

To truly unlock the transformative potential of GenAl, enterprises must
evolve beyond the traditional AI/ML and big data paradigms shown in
Figures 1-13 and 1-14. Generative Al calls for a fundamentally new



approach to how data is stored, processed, retrieved, and governed.
Unlocking its full potential requires a shift in thinking—from structured,
batch-oriented pipelines to flexible, real-time, context-aware architectures
designed for unstructured and dynamic content.
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Figure 1-14. GenAl data foundation

Key Differences Between Traditional and GenAl Data
Foundations

Before we dive into a real-world example, let’s quickly review the key
differences. Table 1-4 provides an overview.



Table 1-4. Key differences between traditional and GenAl data foundations

Aspect

Data types

Context
requirements

Query patterns

Processing
mode

Storage
paradigm

Update
frequency

Schema
requirements

Governance
focus

Retrieval
method

Traditional data
foundation

Primarily structured,
some unstructured

Limited context, often
single-record processing

Predictable, explicit
queries

Primarily batch with
some streaming

Table-oriented
(rows/columns)

Periodic refreshes

Rigid schemas required

Access control and
compliance

Exact match, keyword-
based

GenAl data foundation

Heavily unstructured with
complex relationships

Rich contextual
relationships across data
sources

Semantic, similarity-based,
and context-aware retrieval

Real-time, interactive, with
dynamic context windows

Vector-based with semantic
relationships

Continuous integration of
new knowledge

Schema-flexible with
emphasis on embeddings

Ethics, bias detection, and
responsible use

Similarity-based, semantic
understanding



Traditional data

Aspect foundation GenAl data foundation
i-cahng. Volume (petabytes of Context (maintaining
tmension structured data) relationships at scale)

Real-World Example: Evolving from Kimball to Medallion
to GenAl-Ready Architecture

How are organizations practically implementing the architectural evolution
required for GenAl success? Let’s examine a specific case study that
demonstrates this transformation.

The challenge: multi-billion-row fact tables in the GenAl era

A global retailer with a transaction history exceeding 3 billion rows was
migrating from a traditional Kimball star schema to a medallion
architecture with bronze (raw), silver (cleansed and standardized), and gold
(curated) data layers, as illustrated in Figure 1-15, while simultaneously
building its first GenAl applications.
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Figure 1-15. Moving from a traditional star schema to a medallion architecture

The existing model looked like this:

-- Traditional dimensional model with separate fact and dimension tables

CREATE TABLE gold.fact_sales (
transaction_id BIGINT,
date_key INT,
product_key INT,
store_key INT,
customer_key INT,
quantity INT,
amount DECIMAL(12,2)

)

CREATE TABLE gold.dim_product (
product_key INT,
product_id VARCHAR(50),
product_name VARCHAR(100),
category VARCHAR(50),
subcategory VARCHAR(50),
brand VARCHAR(50)

)

CREATE TABLE gold.dim_store (
store_key INT,
store_id VARCHAR(20),
store_name VARCHAR(100),



region_id VARCHAR(10),
city VARCHAR(50),
state VARCHAR(2)

);

This traditional approach, while effective for historical reporting, presented
several challenges for GenAl applications:

e Product descriptions and details were limited to structured fields.
e There was no semantic understanding of product relationships.

e Natural language queries about products were not supported.

e There was no support for image data or rich content.

e Updates were batch-oriented, potentially leading to stale data.

The solution: a hybrid approach for GenAl readiness

The organization implemented a hybrid approach that preserved core
dimensional assets, ensuring consistent business definitions across the
enterprise, while creating GenAl-optimized data structures:

e Purpose-built, denormalized fact tables aligned to specific business
domains

e Designs optimized for both human analytics and Al consumption

For their implementation, they created two types of gold layer assets:

-- For data within SPICE limits (< 1B rows)
CREATE TABLE gold.daily_aggregated AS
SELECT

date_key,

region_1id,

product_category,

SUM(amount) as daily_total,

COUNT(DISTINCT customer_id) as customer_count
FROM silver.transactions
GROUP BY 1,2,3;
-- For detailed data exceeding SPICE limits
-- Use direct query mode



CREATE VIEW gold.transaction_details AS
SELECT * FROM silver.transactions;

To flatten data for Al consumption, they created denormalized views
specifically for the GenAl applications:

CREATE TABLE gold.store_performance AS
SELECT
t.transaction_id,
.transaction_date,
.amount,
.product_name,
.category,
.subcategory,
.store_name,
.region_1id,
.city,
s.state
FROM silver.transactions t
JOIN silver.products p ON t.product_id = p.product_id
JOIN silver.stores s ON t.store_id = s.store_id;
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GenAl-enhanced data pipeline architecture

To support the GenAl applications, the organization implemented a
comprehensive data pipeline that extends beyond traditional ETL. This
pipeline implements all five patterns introduced earlier:

# Python code for a GenAI-ready retail data pipeline
# 1. Extract comprehensive product and transaction data
def extract_retail_data():
# Extract structured data from traditional sources
structured_data = extract_from _database("SELECT * FROM source.products")
# Extract unstructured data from multiple sources
product_descriptions = extract_from_cms("product_descriptions")
product_images = extract_from_asset manager("product images")
customer_reviews = extract_from_reviews_system("customer_reviews")
social_media_mentions = extract_from_social_platforms("brand_mentions")
return {
"structured": structured_data,
"descriptions": product_descriptions,
"images": product_images,
"reviews": customer_reviews,
"social": social _media_mentions



# 2.

def

# 3.

def

# 4.

def

}

Process and enrich data for GenAI consumption
process_for_genai(raw_data):
# Process structured data
products_df = process_structured_data(raw_data["structured"])
# Generate text embeddings for product descriptions (Pattern 4: Semantic
# Search)
description_embeddings = generate_embeddings(
raw_data["descriptions"],
model="text-embedding-ada-002"
)
# Extract features from product images (Pattern 3: Multimodal Lakehouse)
image_features = process_1images_with_vision_model(raw_data["images"])
# Analyze sentiment and extract topics from reviews
review_insights = analyze reviews with_nlp(raw_data["reviews"])
# Process social media for brand sentiment
social_sentiment = analyze_social_sentiment(raw_data["social"])
# Create unified product embeddings
unified_embeddings = create multimodal_embeddings(
text=description_embeddings,
images=image_features,
reviews=review_insights,
social=social_sentiment

)
return {
"structured_data": products_df,
"embeddings": unified_embeddings,
"metadata": extract_metadata(raw_data),
"relationships": identify_product_relationships(products_df, \
unified_embeddings)
}

Store in hybrid GenAI-optimized architecture
store_genai_data(processed_data):
# Store structured data in traditional warehouse (for reporting)
store_in_warehouse(processed data["structured data"])
# Store embeddings in vector database (Pattern 4: Semantic Search)
store_1in_vector_db(
embeddings=processed_data["embeddings"],
metadata=processed_data[ "metadata"]
)
# Store relationships in graph database (Pattern 1: Knowledge Graphs)
store_1in_graph_db(processed_data["relationships"])
# Update real-time search index for AI applications
update_search_index(processed_data)
# Create knowledge graph for complex reasoning (Pattern 1)
update_knowledge_graph(processed_data["relationships"])
Implement real-time updates for GenAI applications
setup_realtime_genai_pipeline():



# Set up event listeners for product updates (Pattern 2: Event-Driven)
setup_event_listeners([

"product_updates"”,

"i{nventory_changes",

"price_updates",

"new_reviews",

"social_mentions”

D
# Implement change data capture for structured data (Pattern 2)

setup_cdc_pipeline()
# Monitor content management system for description updates
monitor_cms_changes()

Results and benefits

When they later implemented an Al assistant to answer business questions,
this hybrid approach proved invaluable:

e The Al could efficiently access domain-specific data while
maintaining consistent definitions across the enterprise.

e Natural language queries like “Show me products similar to our
best-selling winter jackets” became possible through semantic
search (pattern 4).

e Real-time inventory context enabled the Al to provide accurate
availability information (pattern 2).

e (Cross-domain insights emerged from connecting product data with
customer reviews and social sentiment (pattern 1).

For example, when a store manager asked the Al assistant, “Today’s sales
are 15% below forecast, what should I do?” the system could respond with:
“Today’s sales pattern is similar to what we saw last quarter during the
supply chain disruption. Based on historical data, promoting
complementary products in categories X and Y typically recovers 8—12% of
the shortfall. Current inventory levels support this strategy.”

Scaling strategies for the Al era



As the retailer’s data volumes grew from billions to trillions of rows, they
implemented several strategies to maintain performance:

Domain-driven modeling
Creating separate gold datasets for merchandising, store operations, and
finance teams (pattern 1, data mesh evolution)

Thoughtful partitioning

Partitioning transaction data by date and region (pattern 3)

Aggregation layers

Building daily, weekly, and monthly aggregates for common queries

Metadata enrichment

Adding clear business descriptions to all fields (pattern 5)

Vector optimization

Implementing hierarchical vector indexes for faster similarity
search (pattern 4)

Caching strategies

Implementing intelligent caching for frequently accessed
embeddings (pattern 2)

Why this matters: The data foundation for Al success

This approach made the organization’s business logic accessible to both
traditional business intelligence (BI) tools and its GenAl applications. The
transparency of having calculations in the data transformation layer rather
than database procedures improved documentation and ultimately the
accuracy of dashboards and Al-generated insights.

By moving complex business logic from opaque procedures to transparent
transformations in the gold layer, they created a single source of truth that



both visualization tools and Al models could leverage consistently.

As the retailer’s GenAl implementation expanded, they discovered that
their data architecture decisions had far-reaching implications:

* Data quality became paramount. Al systems amplified any
inconsistencies or errors in the data.

o Context preservation was critical. Maintaining relationships
between data elements enabled more sophisticated Al
reasoning (pattern 1).

* Real-time updates were essential. Stale data led to outdated Al
responses that undermined user trust (pattern 2).

» Metadata richness enabled better Al performance. Well-
documented data helped Al systems provide more accurate and
relevant responses (pattern 5).

This evolution from traditional Kimball dimensional modeling to GenAl-
ready architecture demonstrates the practical steps organizations must take
to bridge the gap between experimental Al applications and production-
ready systems that deliver real business value. More importantly, it shows
how the five architectural patterns introduced in this chapter work together
in practice to create a comprehensive GenAl data foundation.

Preparing for the Agent-Driven Future

While the implementation approaches discussed so far address current
GenAl requirements, as we look beyond today’s GenAl implementations
toward a future increasingly shaped by autonomous Al agents,
organizations must prepare their data infrastructure for more fundamental
shifts in how information is accessed, processed, and acted upon. This
section explores key trends that will define data readiness in an agent-
driven world and provides guidance for organizations seeking to position
themselves advantageously in this emerging landscape. Again, the
architectural patterns we’ve seen can help in navigating this transition.



“Jeeves Does the Shopping”: The Agent-Mediated
Consumer Experience

One of the most transformative scenarios emerging from agentic Al is what
we might call the “Jeeves does the shopping” paradigm, where Al agents
act as intermediaries between consumers and businesses, fundamentally
changing how products and services are discovered, evaluated, and
purchased.

In this scenario:

e Consumers delegate purchasing decisions to Al agents that
understand their preferences, budget constraints, and needs.

e Agents negotiate directly with businesses on behalf of consumers,
comparing options across multiple providers.

e Traditional marketing becomes less effective as agents filter
promotional content based on objective criteria.

¢ Product and service attributes become machine-readable
requirements rather than emotional appeals.

e Price transparency increases dramatically, as agents can instantly
compare options across providers.

For organizations, particularly in retail and consumer services, this shift
requires a fundamental rethinking of data readiness across various
dimensions:

e Product information: All product attributes must be structured in
machine-readable formats that agents can parse and
compare (pattern 5).

e Pricing models: Dynamic pricing systems must be designed to
interact with Al agents through standardized interfaces (pattern 5).

e [nventory systems: Real-time inventory data must be accessible to
agents to prevent fulfillment failures (pattern 2).



o Service level agreements (SLAs): Performance guarantees must be
formalized in ways that agents can verify and enforce (pattern 5).

Search Engine Optimization: From Keywords to Agent
Optimization

As Al agents increasingly mediate information discovery and decision
making, traditional search engine optimization (SEO) will evolve into a
new discipline we might call agent optimization (AO).

This transformation fundamentally changes how organizations must
structure their data to be discoverable and relevant, as shown in Table 1-5.

Table 1-5. Traditional SEO versus agent optimization

Traditional SEO Agent optimization
Keyword optimization Structured data optimization
Content readability for Machine-readable attribute
humans standardization

Backlink authority Verifiable trust credentials
User engagement metrics Objective performance metrics
Emotional appeals Quantifiable value propositions

This shift requires organizations to:

e Implement comprehensive structured data markup using standards
like Schema.org and industry-specific ontologies (pattern 5)



e Develop machine-readable performance metrics that can be
independently verified by agents

» Create standardized interfaces for agent interactions that enable
automated comparison and negotiation (pattern 5)

e Establish verifiable trust mechanisms that agents can use to assess
reliability and quality (pattern 1)

e Maintain perfect data hygiene, as inconsistencies that humans
might overlook will disqualify offerings from agent consideration

Agents Have No Allegiance: Preparing for Radical
Transparency

Perhaps the most profound implication of an agent-driven world is that Al
agents have no inherent allegiance to specific brands, providers, or
platforms. Unlike human consumers, who develop loyalty based on
emotional connections, past experiences, or simple inertia, agents make
decisions based solely on their optimization criteria and available data. This
creates a marketplace defined by radical transparency and objective
comparison, where:

o Switching costs approach zero, as agents can instantly evaluate
alternatives without emotional attachment.

e Historical relationships provide minimal advantage unless they
translate to objectively superior offerings.

e Brand value derives from verifiable performance rather than
emotional associations.

e Hidden fees or quality issues cannot be obscured by marketing or
psychological manipulation.

e Value must be explicitly quantifiable in terms agents can process
and compare.



For organizations accustomed to competing based on brand loyalty,
emotional connections, or information asymmetry, this represents an
existential challenge. Success in an agent-driven world requires
restructuring data and operations around objective value delivery that can
withstand algorithmic scrutiny. This is where the five architectural patterns
become essential—they provide the foundation for competing in a radically
transparent marketplace.

Business Autopilot: Autonomous Operations and
Decision Making

Beyond consumer interactions, agentic Al enables what we might call
“business autopilot”—the autonomous execution of core business processes
with minimal human intervention. This capability is emerging across
functions:

e Supply chain: Autonomous inventory management, supplier
selection, and logistics optimization (patterns 1, 2, 3)

e Marketing: Automated campaign creation, targeting, and
performance optimization (patterns 2, 4, 5)

o Customer service: End-to-end issue resolution without human
escalation (patterns 1, 4, 5)

e Financial operations: Automated cash flow management,
investment decisions, and risk hedging (patterns 1, 2, 3)

* Product development: Al-driven feature prioritization and design
iteration (patterns 1, 3, 4)

For these autonomous operations to function effectively, organizations must
develop data infrastructure that supports:

¢ (lear decision boundaries and authorization frameworks that
define where and how agents can act autonomously (pattern 5)



e Real-time monitoring systems that track agent actions and
outcomes (pattern 2)

e Feedback mechanisms that enable continuous learning and
improvement (pattern 5)

e Explainability tools that help humans understand agent
decisions (pattern 1)

e Override capabilities that allow human intervention when
necessary (pattern 5)

Data Readiness Checklist for the Agent-Driven Future

To prepare for this agent-driven future, organizations should assess their
data readiness across these key dimensions:

Structured data accessibility

* All product/service attributes are available in machine-readable
formats.

» APIs provide standardized access to all relevant business data.
e Real-time data updates are available through event streams.

e Comprehensive metadata describes the meaning and context of all
data elements.

Performance transparency

» Key performance metrics are objectively defined and measurable.
e Historical performance data is accessible and verifiable.

e Service level guarantees are formalized and machine-readable.



e Performance monitoring is continuous and transparent.

Trust and verification

e Data provenance is tracked and verifiable.

e Quality assurance processes are documented and accessible.

e Third-party certifications are available in machine-readable formats.

e Trust credentials are standardized and verifiable.

Agent interaction capabilities
e Standardized interfaces are available for agent queries and
transactions.
e Negotiation protocols are defined for pricing and terms.

» Feedback mechanisms are in place for service quality.

e Exception handling processes are established for unusual situations.

Governance and control

e (lear permission frameworks are defined for agent actions.

e Audit trails are maintained for all agent interactions.

¢ QOverride mechanisms are available for human intervention.

e Compliance with evolving governance and regulatory requirements
is ensured.



Organizations that proactively address these readiness factors will be well
positioned to thrive in the emerging agent-driven economy, while those that
delay may find themselves increasingly marginalized as agent-mediated
transactions become the norm. The five architectural patterns introduced in
this chapter provide the technical foundation for achieving this readiness.

Blueprint: Implementation Guidance

The explosive growth of generative Al has created both unprecedented
opportunities and significant challenges for organizations across industries.
As we’ve explored throughout this chapter, the gap between experimental
proofs of concept and successful production deployments stems largely
from inadequate data foundations—but this gap is bridgeable.

Where to Start

Your starting point depends on your organization’s current data maturity
and GenAl ambitions.

If you’re just starting (experimentation stage)

Start with: Pattern 4 (semantic search) + pattern 3 (lakehouse).

Why: Semantic search delivers immediate value for document retrieval and
knowledge management use cases, while a lakehouse provides the unified
storage foundation you’ll need for future patterns.

Timeline: 3—4 months to first production use case.

Example use cases. Internal knowledge base search, document Q&A,
policy/procedure assistants.

Success metric: Reduce time to find information by 50%+.

If you have basic GenAl running (pilot stage)

Add: Pattern 2 (event-driven architecture) + pattern 1 (knowledge graphs).



Why: Event-driven architecture ensures your agents work with current
information, while knowledge graphs enable cross-domain reasoning that
unlocks more sophisticated use cases.

Timeline: 4—6 months to enhance existing applications.

Example use cases: Customer service agents with real-time context, supply
chain optimization, cross-functional analytics.

Success metric: Expand from single-domain to cross-domain use cases.

If you’re scaling production (growth stage)
Add: Pattern 5 (agent-ready) + advanced capabilities across all patterns.

Why: Agent-ready design positions you for the coming agent-driven
economy, while advanced capabilities (data mesh, multimodal, real-time
context refresh) enable autonomous operations.

Timeline: 6-12 months to full agent-ready transformation.

Example use cases: Autonomous purchasing agents, business autopilot
functions, agent-mediated customer experiences.

Success metric: Enable autonomous agent operations with minimal human
intervention.

The Decision Tree: Which Pattern First?

Begin by identifying your highest-value use case. That will guide you to the
pattern you’ll want to start with:

Document/knowledge retrieval? — Start with pattern 4 (semantic search)

e Quick wins with existing document repositories
e Foundation for RAG-based agents

e Timeline to production: 3—4 months



Cross-domain insights? — Start with pattern 1 (knowledge graphs)

e (Connects siloed data sources

e Enables sophisticated reasoning

e Timeline to production: 4-6 months

Real-time decision support? — Start with pattern 2 (event-driven)

» Ensures agents work with current data

e Prevents stale information issues

e Timeline to production: 3—5 months

Unified analytics + AI? — Start with pattern 3 (lakehouse)

e (Consolidates data infrastructure

e Supports both BI and Al workloads

e Timeline to production: 4-6 months

External agent access? — Start with pattern 5 (agent-ready)

e Positions for agent-driven economy

e Enables autonomous interactions

e Timeline to production: 69 months

Remember: The most successful implementations combine multiple
patterns. Start with one, prove value quickly (3—6 months), and then expand



to additional patterns as your Al capabilities mature.

Your Action Plan

In the next 30 days:
1. Assess your current data maturity against the five patterns.
2. Identify your highest-value GenAl use case.
3. Select your starting pattern based on the decision tree.

4. Assemble a cross-functional team (data engineering, AI/ML,
business stakeholders).

5. Define success metrics that go beyond technical performance to
business value.

In the next 90 days:
1. Implement your first pattern for a focused use case.
2. Establish feedback loops with end users.
3. Document learnings and architectural decisions.
4. Begin planning for your second pattern.

5. Build organizational capability through training and change
management.

In the next 612 months:
1. Expand to multiple patterns as use cases mature.
2. Scale successful implementations across the organization.
3. Establish governance frameworks for agent operations.

4. Prepare for the agent-driven future with machine-readable data.



5. Measure and communicate business value to secure continued
investment.

Summary

In Chapter 2, we’ll dive deep into the technical implementation of the Al-
ready data framework, providing detailed architectural patterns, technology
selections, and governance models that enable successful production
deployment. We’ll explore specific Amazon Web Services (AWS) services,
implementation approaches, and best practices for organizations at different
stages of their Al journey.

The window for competitive advantage is narrow. Organizations that build
Al-ready data foundations now will lead in the agent-driven economy,
while those that maintain traditional approaches risk becoming invisible to
the agents that will mediate future customer interactions.

The question isn’t whether to prepare for the agent-driven future—it’s
whether you’ll be ready when it arrives.



Chapter 2. Data Framework for
GenAl and Agentic Al
Applications

In this chapter, we’ll provide a comprehensive roadmap for building an Al-
ready data framework tailored to the complex needs of enterprise GenAl
applications. We will:

e Examine the core architecture and its essential components to
understand how each piece supports scalable, real-time, context-
rich Al

e Take a deep dive into each layer of the framework, revealing how
business logic, data quality, security, and collaboration are
embedded throughout

e Explore implementation considerations and best practices,
including actionable guidance for overcoming common challenges
in data integration, governance, and adaptation

e Study real-world examples and case studies, illustrating how
leading organizations have transformed their data ecosystems to
unlock the full potential of GenAl

This chapter establishes the foundational principles for Al-ready data and
presents practical strategies that will underpin your GenAl journey. As you
progress, keep in mind that true GenAl success is determined not just by
advanced models but by the strength and adaptability of your underlying
data infrastructure. The framework you build here will be the cornerstone
for all future GenAl innovation and operational excellence.



Introduction: Building the Foundation for Al-
Ready Data

In the world of generative Al, success isn’t just about having the most
sophisticated models or the cleverest prompts. It’s about having a robust
foundation that can reliably deliver the right data, at the right time, in the
right format. Think of it as building a house—while everyone notices the
beautiful architecture and interior design, it’s the foundation that determines
whether the house will stand the test of time. Similarly, while Claude,
ChatGPT, and other large language models (LLMs) capture our imagination
with their capabilities, it’s the underlying data framework that determines
whether an enterprise GenAl implementation will succeed or fail.

Recent enterprise implementations reveal a stark reality: industry research
from Gartner and others indicate that the vast majority of Al and GenAl
project failures are driven by data quality, readiness, and governance issues
—not model limitations. This shouldn’t surprise us. Most organizations
believe they have data ready for generative Al. The reality? They don’t.
Your existing data practices, built for traditional analytics and reporting,
simply won’t support generative Al without fundamental transformation.

An AWS-sponsored Chief Data Officer study highlights a core challenge:
93% of CDOs say having a clear data strategy is essential for realizing
value from generative Al, yet 57% admit they have not adapted their data
strategy to support it at scale. In practice, this means that relatively few
organizations have data that is clean, well-governed, and readily accessible
—structured to support training, fine-tuning, and scaling Al solutions—
while much of their information remains fragmented, inconsistent, or
locked in silos.

Public LLMs such as GPT-4 and Claude have broadened access to
advanced Al capabilities, but they’ve also fueled a misconception that
GenAl success depends mostly on choosing the right model or crafting
clever prompts. The truth is more complex. Enterprise GenAl and agentic
Al applications must handle:
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Massive volumes of proprietary data

Complex security and compliance requirements

Integration with existing systems

Real-time processing needs

e Continuous learning and adaptation

In reality, the key differentiator is often whether organizations can deliver
trustworthy, well-prepared data pipelines to feed and sustain their Al
systems.

The Evolution of Data Frameworks

The evolution of data frameworks from traditional systems to architectures
ready for GenAl and agentic Al reflects a series of transformative
developments in data processing, management, and integration (see

Figure 2-1).
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Figure 2-1. The evolution of data frameworks

Early Days (2015-2019)

In the early days of big data, frameworks like Hadoop and later Apache
Spark were built to process massive volumes of structured data, primarily
through batch-oriented workloads. Hadoop’s distributed storage enabled



scalable, cost-efficient data handling, while Spark introduced in-memory
computing for faster, iterative analytics. Key characteristics of this era
included:

Emphasis on big data processing
Frameworks were optimized for handling massive datasets, primarily
structured data.

Batch-oriented architectures
Data processing was typically performed in batches, with limited
support for real-time analytics.

Limited support for unstructured data
Most solutions struggled to accommodate unstructured data such as
text, images, or video.

Basic governance capabilities

Data governance features were rudimentary, often limited to basic
access controls and auditing.

Transition Period (2020-2022)

As data types and business requirements evolved, frameworks began to
incorporate more advanced capabilities. This period was marked by a shift
toward real-time data processing and improved support for diverse data
types. Notable developments included:

Introduction of real-time processing
Frameworks started to support streaming data, enabling near-
instantaneous analytics and decision making.

Enhanced support for unstructured data

Solutions began to offer real-time tools such as streaming analytics
platforms (Apache Kafka, Apache Flink) and real-time search and



indexing engines (Elasticsearch) capable of analyzing unstructured
information.

Improved governance features
Enhanced data governance, including lineage tracking, policy
enforcement, and compliance, became standard.

Initial Al-specific optimizations

Early adaptations were made to support Al and machine learning
workloads, laying the groundwork for future advancements.

GenAl Era (2022—-Present)

The GenAl era is marked by the rise and mainstream adoption of generative
Al models such as LLMs and multimodal Transformers. These systems are
designed to generate new content—text, images, audio, and video—by
learning from vast, diverse datasets. Key framework advances in this era
include:

Seamless integration across sources

Frameworks began enabling unified access to structured,
semistructured, and unstructured data from internal and external
sources, supporting the large-scale training needs of generative models.

Continuous, adaptive data flows

Real-time data ingestion and processing became standard, supporting
the continuous learning cycles required by generative Al and ensuring
models remain current and relevant.

Advanced data governance and security

As generative models became enterprise-critical, frameworks evolved to
ensure data quality, lineage, privacy, and regulatory compliance at scale.

Knowledge base and contextual awareness foundations



Early integration of knowledge bases and contextual data allowed
generative models to provide more relevant, accurate, and business-
aware outputs.

Scalability for AI workloads

Data architectures were designed to efficiently scale for the immense
computational and storage demands of training and deploying
generative models.

Agentic Al Era (2024—-Present)

The agentic Al era builds on GenAI’s foundation but introduces Al agents
capable of autonomous decision making, real-time adaptation, and
multistep task execution with minimal human intervention. Frameworks
have further evolved to meet the unique demands of these advanced
systems, with capabilities including:

Autonomous data management

Al-driven automation now handles data discovery, quality monitoring,
and optimization, reducing manual intervention and accelerating
innovation.

Contextual awareness and knowledge graphs

Integration of knowledge graphs and rich contextual data empowers
agentic Al agents with a deeper understanding of organizational
processes, relationships, and intent, supporting more sophisticated
reasoning and planning.

Collaborative and modular orchestration

Frameworks support the orchestration of multiple specialized agents,
each handling different aspects of complex workflows, enabling
collaborative problem solving and dynamic adaptation.

Real-time, adaptive learning



Agentic Al systems continuously learn and adjust their actions based on
real-time feedback and changing conditions, further supported by
resilient monitoring and debugging tools.

Enterprise-scale security and compliance

With increased autonomy, frameworks enforce even more rigorous
governance, privacy, and auditability to ensure safe, ethical, and
compliant Al operations across the enterprise.

Unprecedented scalability

Architectures are designed for distributed, scalable computing to handle
the ever-increasing complexity and data volumes associated with
autonomous, agentic Al applications.

In summary, data frameworks have progressed from batch-oriented, big
data solutions to real-time, Al-optimized architectures—culminating in
today’s agentic Al era, where data systems are foundational to enabling
autonomous, intelligent agents that drive business transformation.

The Need for a New Approach: Core
Requirements for Al-Ready Data

As organizations transition from experimental generative Al initiatives to
enterprise-scale deployments, the demands placed on data frameworks have
increased dramatically. The rapid adoption of GenAl and agentic Al in
enterprise environments has highlighted the critical need for a new
approach to data management and infrastructure. Success in this new era
requires more than just storing and retrieving information—it calls for a
fundamental shift in how data is captured, connected, and contextualized.

To support this evolution, a modern data framework must address several
critical requirements that form a comprehensive foundation for Al-ready
data. These requirements are designed to meet the unique challenges posed



by GenAl and agentic Al, including the need for context-rich information,
real-time processing, and adaptive learning capabilities.

Figure 2-2 illustrates the core requirements and guiding principles for
creating Al-ready data environments that enable generative Al and agentic
Al systems to learn, adapt, and provide value at scale:

e Capturing business logic and context

* Ensuring data quality and consistency

e Managing complexity and diversity

e Maintaining security, compliance, and privacy

e Enabling information sharing and collaboration

e Supporting scale and performance

e Managing data as a strategic product

e Empowering users with documentation and guidance

In the following pages, we will explore each of these pillars in detail. In
doing so, we will establish a comprehensive framework for Al-ready data.
This framework will serve as the basis for subsequent sections in this
chapter, where we’ll dive deeper into practical implementation strategies,
best practices, and real-world case studies that demonstrate how leading
organizations are transforming their data ecosystems to fully leverage the
potential of GenAl and agentic Al.
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Figure 2-2. The Al-ready data framework

Capturing Business Logic and Context

Generative Al must understand not only the outcomes of business decisions
but also the thought processes, trade-offs, and logic behind them.
Traditional data systems often record only final decisions, leaving Al blind
to the expertise that shaped those choices. To truly capture organizational
intelligence, systems must:

Recognize business patterns

Document how decisions are made—weighing customer feedback,
technical constraints, market opportunities, and business goals—so Al
can learn the reasoning behind actions, not just the results.

Preserve context

Ensure every decision is accompanied by its full context, including
supporting data, past experiences, customer history, and evolving
business priorities. This enables Al to understand not just what works
but why it works.

Track evolution



Business knowledge is dynamic. Capture how strategies, products, and
customer needs change over time, so Al can learn from the
organization’s growth and adaptation.

Ensuring Data Quality and Consistency

A robust data framework is essential for maintaining high standards of data
quality and consistency across the organization. Key practices include:
Preserving data integrity

Maintain accuracy and reliability as data flows between disparate
sources and systems.

Standardizing data formats

Use consistent formats and representations to enable seamless
integration and interoperability.

Implementing validation mechanisms

Detect and correct anomalies to ensure data remains trustworthy for Al
models.

Managing Complexity and Diversity

Modern data environments are increasingly complex, with a wide variety of
data types, sources, and relationships. An effective framework must:

Accommodate diverse data types

Support both structured and unstructured data, from internal systems to
external sources.

Orchestrate complex data flows

Efficiently manage data movement and transformation across multiple
platforms and systems.

Include diverse perspectives



Reflect different customer segments, market conditions, and decision
approaches to reduce bias and broaden Al understanding.
Manage intricate dependencies

Address the relationships and dependencies within and across datasets
to ensure coherence and relevance.

Maintaining Security, Compliance, and Privacy

With increasing regulatory scrutiny and the sensitive nature of enterprise
data, security and compliance are non-negotiable. Organizations must:

Enforce robust security controls

Protect data assets from unauthorized access and breaches.

Ensure regulatory adherence

Comply with relevant laws and regulations across jurisdictions.

Protect privacy while preserving value
Create clear rules for handling personal and sensitive data, balancing
privacy requirements with the need for context-rich information.
Maintain audit trails

Support transparency and accountability with detailed logs of data
access and changes.

Enabling Information Sharing and Collaboration

Generative Al finds its most valuable insights across departmental
boundaries. To maximize its potential, organizations must:

Break down data silos

Foster information sharing between teams so Al can recognize patterns
and connections that span the organization.



Enable rather than restrict

Provide teams with quick, governed access to data to accelerate insight
generation and innovation.

Supporting Scale and Performance

Enterprise GenAl deployments demand frameworks that can scale
efficiently and deliver high performance. Essential capabilities include:

Handling massive data volumes
Scale to accommodate rapidly growing data without performance
degradation.

Providing real-time processing

Support timely insights and actions with real-time data processing.

Optimizing resource utilization

Maximize efficiency and minimize costs in data management and
processing.

Managing Data as a Strategic Product

Data is a valuable, evolving product that requires active management.
Organizations should:

Track data usage and needs

Monitor how teams use data and systematically improve its value.

Version and evolve data

Keep historical data versions to show how decisions and business logic
change over time.

Brand quality data



Clearly indicate data that meets quality and governance standards to
encourage proper usage.

Empowering Users with Documentation and Guidance

Effective documentation is critical for both users and Al. Organizations
should:

Create clear, actionable guides

Provide concise documentation that connects data to business choices
and highlights what matters most.

Keep documentation current

Update guides as data and processes change, ensuring Al and users are
always working with the latest information.

A Core Framework for Al-Ready Data

The core framework for Al-ready data presented here represents a
comprehensive approach to building and maintaining data infrastructure
capable of supporting advanced generative Al and agentic Al systems in
enterprise environments. Rather than treating data management as a series
of isolated technical challenges, this framework provides an integrated
perspective that addresses the full spectrum of requirements for Al success.
In this section, we will examine each component of the framework in detail,
exploring its key elements, implementation best practices, and real-world
applications. By considering how leading organizations have successfully
implemented these concepts, you’ll gain practical insights for transforming
your own data ecosystem.

Our exploration will reveal how these interconnected components work
together to create a robust, scalable, and adaptable foundation that not only
supports current Al initiatives but also enables future innovation. Whether
you’re just beginning your Al journey or looking to enhance existing



capabilities, this framework provides a structured approach to building and
maintaining Al-ready data systems that deliver lasting business value.

Capturing Business Logic and Context

As organizations scale GenAl and agentic Al systems, the ability to capture
and operationalize business logic and context becomes a foundational
enabler of success. Traditional data systems often fail to encode the
reasoning, trade-offs, and domain knowledge that drive business decisions,
leaving Al models blind to the “why” behind the data. As illustrated in
Figure 2-3, this component of the framework addresses these gaps by
detailing how to systematically capture, structure, and inject business logic
and context into enterprise data environments, empowering GenAl and
agentic Al systems to deliver accurate, explainable, and actionable insights.
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Figure 2-3. Capturing business logic and context

Al-ready data

This section outlines the essential components that enable the systematic
capture and operationalization of business logic and context within the Al-
ready data framework. These elements are critical for empowering GenAl
and agentic Al systems to deliver accurate, explainable, and adaptive

insights:

Define contextual metadata and business glossaries

A robust framework for capturing business logic and context begins
with contextual metadata and business glossaries. These elements
provide Al models with the definitions, usage examples, lineage, and
category tags that clarify how data should be interpreted within an



organization’s unique environment. By standardizing terminology and
mapping business concepts to data fields, organizations ensure that both
humans and Al systems share a common understanding of data meaning
and intent. For example, a financial services company might use a
business glossary to define “customer risk profile” consistently across
all departments, ensuring that Al models trained on this data interpret
risk factors uniformly.

Establish hierarchical structures and taxonomies

Hierarchical structures—such as taxonomies and controlled
vocabularies—organize data into logical categories and subcategories,
making it easier for Al models to infer relationships and dependencies.
These structures enable Al to reason about broader and narrower
concepts, supporting more nuanced analysis and recommendation
engines. For example, a retail organization might implement a product
taxonomy that classifies items by category, subcategory, and stock
keeping unit (SKU), allowing Al-powered recommendation systems to
suggest related products based on customer behavior.

Formalize ontologies and business rules

Ontologies formalize business logic by encoding rules, constraints, and
relationships between data entities. This enables Al models to reason
about complex business scenarios, such as eligibility criteria, approval
workflows, or regulatory compliance. Ontologies also support dynamic
adaptation, allowing agentic Al systems to update their logic as business
requirements evolve. For example, a pharmaceutical company might
use an ontology to model relationships between drugs, diseases, and
biological pathways, empowering Al to predict drug interactions and
accelerate discovery pipelines.

Construct knowledge graphs for unified context

Knowledge graphs integrate metadata, glossaries, taxonomies, and
ontologies into a unified, machine-readable representation of



organizational knowledge. They connect disparate data sources,
enabling Al models to traverse complex relationships and access
context-rich information at scale. Knowledge graphs are especially
valuable for retrieval-augmented generation (RAG) architectures, where
GenAl models retrieve relevant context before generating responses.

Enable continuous learning and adaptation

Agentic Al systems thrive on continuous learning and adaptation. By
capturing feedback loops, evolving business logic, and updating context
as new information becomes available, organizations ensure that Al
models remain aligned with current business priorities and regulatory
requirements. This requires mechanisms for versioning business logic,
tracking changes, and auditing decision paths. For example, an
ecommerce platform might use agentic Al to dynamically adjust
shipping strategies based on real-time inventory, carrier performance,
and customer preferences, without manual rule updates.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing business logic and context capture. This section provides
actionable guidance for organizations to effectively deploy and maintain
these framework components. These best practices ensure that business
knowledge is systematically captured, structured, and made accessible to
GenAl and agentic Al systems in ways that maximize value while
minimizing implementation challenges:

Centralize and standardize business logic

Centralizing business logic in a semantic layer—rather than embedding
it in individual applications or BI tools—ensures consistency,
reusability, and scalability. This approach decouples logic from
implementation, enabling Al models to access a single source of truth
for business rules and definitions. Use ontology-based semantic layers
to model business domains, leveraging standards like Web Ontology



Language (OWL) or Resource Description Framework (RDF) to ensure
interoperability and future-proofing.

Automate context injection

Automate the injection of business context into data pipelines using
metadata management platforms, knowledge graphs, and knowledge
base and vector database technologies. This reduces manual effort and
ensures that Al models always have access to the latest context.
Implement automated orchestration frameworks that map business
terminology to data semantics, enabling GenAl models to understand
and explain their responses in business terms.

Empower subject matter experts

Engage domain experts to annotate datasets, validate business logic, and
refine ontologies. Their insights are critical for ensuring that AI models
capture the nuances of business decision making. Establish governance
processes for expert review and approval of business logic updates,
ensuring that changes are traceable and auditable.

Support real-time and adaptive workflows

Design data architectures that support real-time context updates and
adaptive workflows, enabling agentic Al systems to respond
dynamically to changing business conditions. Leverage orchestration
layers and Model Context Protocol (MCP) servers to manage agent
state, session memory, and reasoning strategies in real time.

Ensure explainability and governance

Incorporate mechanisms for transparency and explainability into the
data framework. Transparency ensures data lineage, transformation
tracking, and regulatory compliance, while explainability extends this
visibility to Al-driven decisions, tracing how business logic, contextual
updates, and model inferences contributed to a specific outcome.



Documenting these elements enables organizations to both audit the
data pipeline and understand the reasoning process behind Al outputs.

Real-world examples

To illustrate the practical application of business logic and context capture,
let’s review some real-world examples from leading organizations. These
case studies demonstrate how the key elements of this framework have been
implemented to drive tangible business outcomes and Al-powered
innovation. By examining these successful initiatives, you’ll gain valuable
insights into overcoming common obstacles and aligning data infrastructure
with the needs of advanced generative Al and agentic Al systems:

Retail: dynamic inventory management

Walmart deploys agentic Al systems that forecast demand, synchronize
store-level stock with distribution centers, and trigger autonomous
shelf-scanning robots. These systems rely on a knowledge graph that
integrates inventory data, sales trends, and supply chain metrics,
enabling real-time adjustments to inventory strategies and reducing
stock-outs.

Financial services: personalized financial advice

JPMorgan’s Coach Al retrieves research, anticipates client questions,
and suggests next-best actions during market swings. The system
leverages a semantic layer that encodes business logic and client
context, enabling advisors to deliver personalized, data-driven
recommendations at scale.

Healthcare: organ donor screening

A healthcare company uses a GenAl assistant augmented by context
grounding to streamline organ donor screening. The Al system retrieves
and interprets complex eligibility criteria from regulatory documents,
providing clinicians with instant, context-rich assessments and reducing
manual review time.



Pharmaceuticals: drug discovery

Pharmaceutical firms use ontologies to model relationships between
drugs, diseases, and biological pathways. This enables Al models to
predict drug interactions and accelerate discovery pipelines, leveraging
formalized business logic to drive innovation.

Summary

Capturing business logic and context is a foundational pillar of the Al-ready
data framework. By encoding domain knowledge, standardizing
terminology, and integrating context directly into data architectures,
organizations enable GenAl and agentic Al systems to deliver insights that
are accurate, explainable, and adaptive. Best practices—such as centralizing
logic in semantic layers, automating context injection, and supporting real-
time updates—ensure Al remains aligned with evolving business priorities
and regulatory requirements. Real-world applications across retail, finance,
healthcare, and pharmaceuticals highlight the transformative value of this
approach, demonstrating how embedding business logic and context turns
Al from a black box into a trusted decision partner that drives tangible
outcomes.

Ensuring Data Quality and Consistency

As organizations increasingly adopt GenAl and agentic Al, the quality and
consistency of the underlying data become foundational to their
effectiveness and reliability. Poor data quality can lead to inaccurate,
biased, or even harmful Al outputs, undermining trust and business value.
This section outlines the key elements of a robust data quality and
consistency framework, best practices for implementation, and illustrative
real-world examples (Figure 2-4).
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Key elements

Let’s examine the key elements in the framework for ensuring data quality
and consistency. This section outlines the essential components that enable
organizations to maintain high standards of data integrity and reliability
within the Al-ready data framework. These elements are critical for
empowering GenAl and agentic Al systems to produce accurate,
trustworthy, and valuable insights:

Operationalize core data quality standards

For Al systems, data quality is typically assessed across several critical
dimensions:

* Accuracy: Data must accurately represent real-world entities or
events. Inaccurate data leads to faulty Al predictions and decisions.

e Completeness.: All necessary information should be present. Missing
data can introduce bias or reduce model effectiveness.

* Consistency: Data should be uniform across sources and formats.
Inconsistent data complicates integration and analysis.



e Timeliness: Data must be current and relevant to the context in
which the Al operates.

e Validity: Data must conform to defined rules and formats.
e Uniqueness.: Each data point should be distinct and not duplicated.

e Dependability: Data should be reliable and not subject to
unexpected changes or corruption.

» Relevance: Only data pertinent to the AI’s objectives should be
used. Irrelevant data introduces noise and reduces model
performance.

Embed governance and metadata into platform architecture

Data governance establishes policies, roles, and processes to ensure data
remains secure, compliant, and fit for purpose. Governance frameworks
are essential for managing structured, semistructured, and unstructured
data, and for enabling cross-functional decision making. Metadata
management maintains documentation and definitions for data
elements, enhancing transparency, discoverability, and lineage tracking.
Metadata is especially critical for GenAl, which often relies on
unstructured content.

Manage data throughout its lifecycle

To ensure ongoing quality and compliance, manage data across all
stages of its lifecycle:

e (Collection: Collect structured, unstructured, and multimodal data
from trusted, representative sources.

e (Cleansing: Remove duplicates, handle missing values, and correct
errors.



e Labeling: Add labels, metadata, and context to align with supervised
learning and agent reasoning needs.

o Storage: Securely store datasets and embeddings in warehouses,
lakes, or vector databases with governance controls.

e Usage: Train, fine-tune, and evaluate generative models; enable
agentic systems to reason, act, and adapt using curated knowledge.

e Archiving/deletion: Archive or delete outdated or unnecessary data
to maintain relevance and compliance.

Unify fragmented data ecosystems

Agentic Al systems require seamless access to integrated data across the
enterprise. Data silos can hinder the systems’ ability to act
autonomously and deliver contextually relevant results. Integration
strategies and tools are essential to unify disparate data sources.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing robust data quality and consistency measures. This section
provides actionable guidance for organizations to effectively deploy and
maintain these framework components. These best practices ensure that
data quality is systematically managed, monitored, and improved, enabling
GenAl and agentic Al systems to operate with reliable and consistent
information:

Establish a data governance framework

Articulate what constitutes high-quality data for your organization, and
document these standards. Assign data stewards—individuals or teams
responsible for maintaining data quality and enforcing governance



policies. Carefully document policies and procedures to ensure all data
management practices are transparent and accessible.

Assess and monitor data quality

Regularly assess data against quality metrics, identifying and
prioritizing areas for improvement. Use automated tools to continuously
monitor data pipelines, detect anomalies, and alert teams to issues in
real time. Leverage data observability platforms that provide
comprehensive monitoring, lineage tracking, and anomaly detection
capabilities, enabling proactive issue resolution.

Automate data quality management

Use Al-driven tools to automatically detect and correct errors,
standardize formats, and deduplicate records. Intelligent agents can
validate data as it enters the system. Agentic Al can learn preferred
formats and apply standardization rules across the organization.

Foster a culture of data quality

Educate employees on the importance of data quality and provide
training on best practices. Airbnb, for example, launched a “Data
University” to increase and improve engagement with data tools.

Involve data stewards, IT, compliance, and business users in data
quality initiatives to ensure alignment and adoption across teams.

Leverage Al for data quality enhancement

GenAl and agentic Al can automate data profiling, error detection, and
correction, reducing manual effort and improving accuracy. Intelligent
agents can automatically generate metadata, track lineage, and map
interdependencies, enhancing transparency and compliance. Agentic Al
can enforce governance policies, detect violations, and alert
stakeholders in real time.

Real-world examples
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To illustrate the practical application of data quality and consistency
measures, let’s review some real-world examples from leading
organizations. These case studies demonstrate how the key elements of this
framework have been implemented to drive tangible improvements in Al
performance and business outcomes. By examining these successful
initiatives, you’ll gain valuable insights into overcoming common data
quality challenges and aligning your data infrastructure with the exacting
needs of advanced generative Al and agentic Al systems:

Healthcare: accurate and consistent patient records

In healthcare, maintaining accurate and consistent patient records is
critical. Agentic Al systems can cross-reference data between electronic
health records (EHRs), insurance systems, and pharmacies,
automatically detecting and correcting inconsistencies. This ensures that
healthcare professionals have access to reliable information, reducing
the risk of medical errors and improving patient outcomes.

Ecommerce: high-quality product listings

Ecommerce platforms rely on accurate and up-to-date product data. Al-
driven data quality systems automatically validate, deduplicate, and
enrich product listings, ensuring that customers receive reliable
information and improving sales conversion rates.

Financial services: real-time fraud detection and compliance

In fintech, agentic Al systems analyze real-time transaction data to
detect fraudulent activity and ensure compliance with regulatory
requirements. Strong data governance and continuous data quality
checks are essential for maintaining the integrity and trustworthiness of
these systems.

Industrial loT: General Electric's Predix platform

GE’s Predix platform uses automated data quality tools to manage
massive volumes of industrial data. These tools perform continuous data
cleansing, validation, and monitoring, ensuring that AI models have



access to accurate and reliable data for predictive maintenance and
operational insights.

Summary

Ensuring data quality and consistency is a cornerstone of the Al-ready data
framework, especially for GenAl and agentic Al systems. By focusing on
core data quality dimensions, implementing robust data governance,
leveraging automated tools, and fostering a culture of continuous
improvement, organizations can unlock the full potential of advanced Al
technologies. Real-world examples from healthcare, ecommerce, financial
services, and industrial [oT demonstrate the tangible benefits of prioritizing
data quality in Al initiatives. As Al systems become more autonomous and
impactful, the importance of high-quality, consistent data will only continue
to grow.

Managing Complexity and Diversity

Modern Al systems—particularly GenAl and agentic Al—are built on data
ecosystems that are more complex and diverse than ever before. This
complexity arises from the proliferation of data types, sources, and intricate
relationships that must be managed to ensure robust, scalable, and unbiased
Al outcomes. Addressing these challenges requires a dedicated framework
that embraces diversity, orchestrates complexity, and maintains coherence
across the data landscape (Figure 2-5).
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Figure 2-5. Managing complexity and diversity

Key elements

Let’s examine the key elements in the framework for managing complexity
and diversity in data. This section outlines the essential components that
enable organizations to effectively handle the varied and intricate nature of
modern data ecosystems within the Al-ready data framework. These
elements are critical for empowering GenAl and agentic Al systems to
operate across diverse data types, sources, and relationships, ensuring
robust, scalable, and unbiased Al outcomes:

Accommodate diverse data types

Al systems must support both structured data (e.g., databases,
spreadsheets) and unstructured data (e.g., text, images, sensor data),
often originating from internal systems and external sources. For GenAl
and agentic Al, this means:

» Integrating data from a wide variety of formats and modalities (text,
images, audio, video, time series, etc.)



e Ensuring compatibility and interoperability across data types, which
1s crucial for training multimodal AI models and for enabling
agentic systems to operate effectively in varied environments

e Leveraging international standards and domain-specific
vocabularies (such as ICD-10 for healthcare or ISO-8601 for time)
to maintain semantic consistency across datasets

Orchestrate complex data flows

Efficiently managing data movement and transformation across multiple
platforms and systems is essential due to the distributed nature of
modern data ecosystems. This includes:

e Automating data ingestion, transformation, and synchronization
processes to minimize manual intervention and reduce errors

* Employing data integration tools and pipelines that can handle real-
time streaming, batch processing, and hybrid cloud environments

* Implementing robust data lineage tracking to ensure traceability and
transparency in data flows, which is vital for compliance and model
auditability

Include diverse perspectives

To reduce bias and broaden Al understanding, it is critical to reflect
different customer segments, market conditions, and decision
approaches in the data. This requires:

e Collecting and curating data that represents the full spectrum of user
experiences, behaviors, and demographics

e Regularly auditing datasets for representation gaps and proactively
sourcing data to fill those gaps, thereby supporting fairness and



inclusivity in Al outcomes

* Engaging with stakeholders from varied backgrounds to inform data
collection and labeling strategies

Manage intricate dependencies

Modern datasets are interrelated, with dependencies both within and
across data assets. Managing these dependencies ensures coherence and
relevance. This involves:

e Mapping relationships between data entities, such as linking
customer transactions to product inventories or connecting sensor
data to maintenance logs

e Using metadata and data catalogs to document dependencies and
enable efficient impact analysis when changes occur

* Applying data classification and governance practices to control
access, ensure compliance, and maintain data integrity as
dependencies evolve

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing effective management of data complexity and diversity. This
section provides actionable guidance for organizations to deploy and
maintain these framework components successfully. These best practices
ensure that diverse data types are integrated seamlessly, complex data flows
are orchestrated efficiently, and intricate dependencies are managed
effectively, enabling GenAl and agentic Al systems to leverage the full
spectrum of available information:

Standardize data classification and cataloging



Classify data by type, source, sensitivity, and business relevance to
enable targeted management and security controls. Use modern data
catalog tools to provide a unified view of all data assets, their lineage,
and dependencies.

Implement automated data integration and transformation

Deploy ETL (extract, transform, load) and ELT (extract, load,
transform) pipelines that can handle diverse data types and sources.
Integrate data quality checks and validation steps into every stage of the
pipeline to catch anomalies early.

Conduct diversity and bias audits

Regularly assess datasets for diversity, balance, and potential sources of
bias. Involve cross-functional teams—including domain experts, data
scientists, and ethicists—in reviewing data collection and curation
processes.

Manage metadata and dependencies

Maintain comprehensive metadata for every dataset, including details
on data origin, update frequency, and relationships to other datasets. Use
dependency mapping tools to visualize and manage the impact of
changes across interconnected data assets.

Enable continuous feedback and iteration

Establish feedback loops between data publishers and Al practitioners,
enabling ongoing refinement of data practices based on real-world
usage and evolving requirements. Monitor data flows and dependencies
in production environments, using observability platforms to detect and
resolve issues proactively.

Real-world examples

To illustrate the practical application of managing data complexity and
diversity, let’s review some real-world examples from leading



organizations. These case studies demonstrate how the key elements of this
framework have been implemented to drive tangible improvements in Al
capabilities and business value. By examining these successful initiatives,
you’ll gain valuable insights into navigating the challenges of diverse data
landscapes and aligning your data infrastructure to support the sophisticated
needs of advanced generative Al and agentic Al systems:

Healthcare: multimodal patient data integration

A leading hospital system integrates structured EHR data, unstructured
clinical notes, imaging data, and real-time sensor feeds to power GenAl
models for diagnostics and personalized care. Automated pipelines
orchestrate data flows from disparate sources, while metadata catalogs
document dependencies and ensure compliance with privacy
regulations.

Ecommerce: Customer 360 and recommendation engines

A global retailer combines transactional data, clickstreams, social media
content, and product reviews to build a comprehensive view of each
customer. Data diversity and dependency management enable accurate
recommendations and personalized experiences, while regular audits
ensure representation across customer segments.

Industrial loT: predictive maintenance

An industrial conglomerate collects sensor data from thousands of
machines, integrating it with maintenance logs and supply chain
information. Automated data flows and dependency mapping allow
GenAl and agentic Al systems to predict equipment failures and
optimize inventory, reducing downtime and costs.

Social sector: diversity data frameworks

Organizations in the social sector implement frameworks to ensure that
diversity data is collected, processed, and applied in an inclusive and
user-centered manner. This includes sector-wide standards,



organizational strategies, and individual-level privacy protections to
foster equity and representation in Al-driven initiatives.

Summary

Managing complexity and diversity in data is not simply a technical
challenge—it is a strategic imperative for organizations building GenAl and
Agentic Al systems. By accommodating diverse data types, orchestrating
complex flows, including multiple perspectives, and managing
dependencies, organizations can ensure their Al-ready data frameworks are
robust, inclusive, and future-proof. These practices not only enhance Al
performance and reliability but also foster trust and innovation across the
enterprise.

Maintaining Security, Compliance, and Privacy

With the rapid adoption of GenAl and agentic Al systems, organizations
face unprecedented regulatory scrutiny and must appropriately manage the
sensitive nature of enterprise data. Security, compliance, and privacy are not
optional—they are foundational to building trust, avoiding legal exposure,
and enabling responsible Al innovation. This section outlines the essential
elements, best practices, and real-world applications for maintaining
security, compliance, and privacy in Al-ready data environments (Figure 2-
6).
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Key elements

Let’s examine the key elements in the framework for maintaining security,
compliance, and privacy in Al-ready data environments. This section
outlines the essential components that enable organizations to safeguard
sensitive information, adhere to regulatory requirements, and protect
individual privacy while leveraging the power of Al. These elements are
critical for empowering GenAl and agentic Al systems to operate
responsibly and ethically, building trust and ensuring legal compliance in an
era of unprecedented data utilization:

Enforce robust security controls

In addition to traditional data protection, security controls must include
fine-grained access controls, Al-specific threat mitigation, and



enforceable guardrails. Security architectures should integrate policy
enforcement directly into data and model workflows to reduce risk:

e Use encryption (at rest and in transit), tokenization, and secure
storage practices to safeguard data assets from unauthorized access
and breaches.

e Implement strict authentication and authorization mechanisms (role-
based access control, least privilege principles, regular access
reviews) to ensure only approved users and systems can access
sensitive data.

e Address new risks introduced by Al, such as data leakage through
prompts or model memorization, by deploying Al-aware data loss
prevention (DLP) tools and monitoring Al model interactions.

e Apply consistent guardrails and automated policy enforcement to
block threats, prevent policy violations, and reduce the risk of
generating or exposing unwanted or harmful content.

Ensure regulatory adherence

Regulatory adherence requires coordinated global compliance
strategies, automated policy controls, and clear data sovereignty
boundaries:

e Stay current with evolving regulations like the General Data
Protection Regulation (GDPR), Health Insurance Portability and
Accountability Act (HIPAA), California Consumer Privacy Act
(CCPA), and EU AI Act, ensuring that data handling, processing,
and Al model training comply with all applicable laws.

e [everage automated tools to monitor, enforce, and document
compliance activities, reducing manual errors and streamlining
audits.



e Respect jurisdictional requirements regarding where data is stored
and processed, especially when using cloud or hybrid environments.

Protect privacy while preserving value

Organizations must protect individual privacy while preserving the
analytical and operational value of data. This requires disciplined data
minimization, anonymization and masking techniques, and deliberate
design choices that balance privacy safeguards with downstream utility:

e Collect only the data necessary for Al objectives and clearly define
its intended use, reducing exposure and risk.

e Use Al-driven tools to automatically discover, classify, and
anonymize personal or sensitive data before it is used in AI models
or shared externally.

e Develop clear policies that protect individual privacy while enabling
context-rich data for Al, ensuring that privacy requirements do not
unduly hinder innovation.

Maintain audit trails

Comprehensive logging and audit trails are required to ensure
transparency and accountability and enable automated monitoring and
rapid incident response:

e Record all data access, usage, and changes, including who accessed
what data, when, and for what purpose.

e Use audit trails to support investigations, demonstrate compliance,
and foster trust with regulators, partners, and customers.



e Deploy tools that automatically track and report on data flows,
access, and policy violations, enabling real-time response to
incidents.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing robust security, compliance, and privacy measures. This
section provides actionable guidance for organizations to effectively deploy
and maintain these crucial framework components. These best practices
ensure that data protection is systematically integrated into AI workflows,
regulatory adherence is automated where possible, and privacy preservation
becomes a fundamental aspect of Al system design and operation:

Adopt an Al-ready security framework

Integrate security and compliance controls throughout the Al lifecycle
—from data ingestion and training to deployment and inference—rather
than treating them as afterthoughts.

Automate privacy and compliance operations
Use platforms that consolidate privacy and compliance activities,
provide real-time risk insights, and automate regulatory reporting.

Implement Al-aware data classification

Automatically identify and label sensitive data that should not be
exposed to Al training or inference, using pattern matching and deep
learning.

Provide continuous education and policy updates

Train staff on security and privacy best practices, and update policies
regularly to reflect new threats and regulatory changes.

Certify responsible Al practices



Seek external certifications (e.g., TRUSTe) to demonstrate commitment
to responsible Al and transparent data handling.

Real-world examples

To illustrate the practical application of security, compliance, and privacy
measures in Al-ready data environments, let’s review some real-world
examples from leading organizations. These case studies demonstrate how
the key elements of this framework have been implemented to achieve a
balance between innovation and protection. By examining these successful
initiatives, you’ll gain valuable insights into overcoming common
challenges in data security and compliance, while aligning your Al
infrastructure with evolving regulatory landscapes and stakeholder
expectations:

Financial services: enforcing robust security controls

JPMorgan Chase implemented custom monitoring systems to detect and
prevent sensitive financial data from leaking through employee
interactions with ChatGPT and other generative Al tools. This included
Al-aware data loss prevention capabilities that could identify potentially
risky content in prompts and block them in real time.

Financial services: ensuring regulatory adherence

Goldman Sachs built an automated compliance monitoring system
called “Al Guardian™ that tracks all Al model training data against
regulatory requirements from various jurisdictions, including GDPR,
CCPA, and financial regulations like MiFID II. The system uses natural
language processing (NLP) to automatically classify data types,
maintains a dynamic map of regulatory alignments, and can
automatically adjust data access or model parameters if it detects
potential compliance risks.

Technology: protecting privacy while preserving value



Apple’s federated learning system for keyboard prediction preserves
user privacy by keeping personal data on devices while still allowing
the Al model to learn and improve. This approach enables Apple to
enhance its predictive text capabilities without collecting or storing
sensitive user data centrally.

Summary

Security, compliance, and privacy are inseparable from the Al-ready data
journey. By enforcing robust security controls, ensuring regulatory
adherence, protecting privacy while preserving value, and maintaining
detailed audit trails, organizations can confidently harness the power of
GenAl and agentic Al. These practices not only reduce risk and support
compliance but also build the trust essential for responsible and sustainable
Al adoption.

Enabling Information Sharing and Collaboration

Generative Al and agentic Al systems derive their greatest value from the
ability to recognize patterns, generate insights, and automate actions that
span traditional organizational boundaries. To unlock this potential,
organizations must adopt a framework that prioritizes information sharing
and collaboration, breaking down silos and enabling governed, rapid access
to data (Figure 2-7).
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Figure 2-7. Enabling information sharing and collaboration

Key elements

Let’s examine the key elements in the framework for enabling information
sharing and collaboration in Al-ready data environments. This section
outlines the essential components that allow organizations to break down
data silos, foster cross-departmental cooperation, and maximize the value of
their data assets. These elements are critical for empowering GenAl and
agentic Al systems to access a comprehensive, organization-wide
knowledge base, leading to more insightful and context-aware Al

outcomes:

Break down data silos

Foster cross-departmental data sharing and implement unified data
platforms supported by robust metadata management and data
cataloging:
e Al systems are most effective when they can access data from
multiple business units—sales, marketing, operations, finance, etc.



—to uncover insights that would remain hidden in isolated datasets.

Implementing centralized or federated data platforms allows teams
to contribute to and draw from a shared pool of high-quality,
governed data, reducing duplication and inconsistency.

Use enterprise data catalogs to make data assets discoverable and
understandable across teams, ensuring that context and lineage are
preserved.

Enable rather than restrict

Implement governed self-service access, role-based and contextual
controls, and collaboration platforms that empower responsible data

e Provide teams with quick, governed access to data, balancing the
need for security and compliance with the imperative for agility and
innovation.

Implement fine-grained access controls that empower users to
access the data they need, while protecting sensitive assets and
ensuring compliance with regulations.

e Adopt collaboration platforms that integrate with data management
systems, allowing both technical and nontechnical users to share,
annotate, and discuss data in real time.

Promote a culture of collaboration

Provide cross-functional data stewardship, transparent documentation,
and structured feedback loops that continuously improve data quality
and trust:



e Encourage business and technical teams to jointly own and steward
data assets, ensuring alignment on data definitions, quality
standards, and usage policies.

e Maintain clear documentation and transparent processes for data
sharing so users understand data sources, transformations, and
limitations.

e Establish mechanisms for data users to provide feedback to data
publishers, creating a virtuous cycle of data improvement and
increased trust.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing effective information sharing and collaborative data
practices. This section provides actionable guidance for organizations to
deploy and maintain these crucial framework components. These best
practices ensure that data sharing is streamlined yet governed, collaboration
is encouraged while maintaining security, and both technical and
nontechnical users can contribute to and benefit from the organization’s
collective intelligence:

Adopt Al-powered data management platforms

Leverage platforms that automate data discovery, access provisioning,
and policy enforcement, making it easier for teams to find and use data
responsibly.

Automate data access monitoring

Use automated tools to monitor and audit data access, ensuring
compliance while minimizing friction for legitimate users.

Standardize data formats and semantics



Ensure data shared across departments adheres to common standards
and vocabularies, enabling seamless integration and interpretation.

Encourage data literacy

Invest in training programs that help all employees understand how to
access, interpret, and use shared data effectively and responsibly.

Real-world examples

To illustrate the practical application of information sharing and
collaboration in Al-ready data environments, let’s review some real-world
examples from leading organizations. These case studies demonstrate how
the key elements of this framework have been implemented to drive
innovation, accelerate decision making, and unlock new insights across
diverse business units. By examining these successful initiatives, you’ll
gain valuable insights into overcoming common barriers to data sharing,
fostering a collaborative data culture, and aligning your information
infrastructure to support advanced generative Al and agentic Al
applications:

Data access and collaboration with Al

Organizations like Paycor and Holiday Inn Club Vacation use Al-
powered data management to democratize data access and foster
collaboration, enabling faster and more informed decision making while
maintaining security and compliance.

Al agent engineering

By orchestrating intelligent agent workflows across hybrid ecosystems,
Wescom Financial empowers both technical and business teams to
access and act on trusted data, accelerating automation and innovation
without complex coding.

Al readiness



Open Data Institute’s Al readiness framework emphasizes the
importance of ongoing dialogue and feedback between data publishers
and users, ensuring that data practices evolve in response to real-world
needs and fostering a collaborative data culture.

Summary

Enabling information sharing and collaboration is essential for maximizing
the impact of GenAl and agentic Al systems. By breaking down data silos,
enabling governed self-service access, and fostering a culture of
collaboration, organizations can accelerate insight generation, drive
innovation, and ensure that Al initiatives deliver enterprise-wide value. This
framework not only supports technical integration but also encourages the
organizational mindset and practices necessary for sustained Al success.

Supporting Scale and Performance

Enterprise GenAl and agentic Al deployments demand frameworks that can
scale efficiently and deliver high performance. As data volumes surge and
real-time insights become mission-critical, robust approaches to scale and
performance are essential for both reliability and innovation. This section
outlines the key elements, best practices, and contextual considerations for
supporting scale and performance in Al-ready data environments (Figure 2-
8).
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Key elements

Let’s examine the key elements in the framework for supporting scale and
performance in Al-ready data environments. This section outlines the
essential components that enable organizations to handle massive data
volumes, provide real-time processing capabilities, and optimize resource
utilization for GenAl and agentic Al systems. These elements are critical
for ensuring that Al initiatives remain robust, cost-effective, and capable of
delivering actionable insights at enterprise scale:

Handle massive data volumes

Architect for large data volumes using elastic scalability, distributed
data platforms, and efficient ingestion pipelines capable of sustaining
Al-scale workloads:

e Al systems must accommodate rapidly growing datasets—
structured, unstructured, and multimodal-—without performance
degradation. This requires elastic infrastructure that can dynamically
scale storage and compute resources in response to demand.



e Leveraging distributed databases, data lakes, and cloud native
storage solutions enables parallel processing and efficient data
access, even as data volumes grow exponentially.

e High-throughput ingestion pipelines are necessary to continually
feed large-scale AI models with fresh data, supporting both batch
and streaming inputs.

Provide real-time processing capabilities

Enable real-time processing through low-latency pipelines, event-driven
architectures, and edge or hybrid processing models that support
responsive Al systems:

e Pipelines optimized for minimal latency, from data ingestion to
model inference, are required to support real-time insights and
actions.

e Adopting event-driven frameworks allows Al systems to react
instantly to new data or triggers, which is especially important for
agentic Al that must autonomously respond to changing
environments.

e For applications requiring ultra-low latency (e.g., [oT, autonomous
systems), processing data at the edge or in hybrid cloud
environments can further reduce delays.

Optimize resource utilization

Implement dynamic allocation, cost-aware infrastructure design, and
integrated monitoring and observability to balance performance and
efficiency:

e Al workloads are often bursty and unpredictable. Automated
orchestration tools (e.g., Kubernetes, serverless platforms) can



allocate resources on demand, maximizing efficiency and
minimizing idle capacity.

 Intelligent workload placement, tiered storage, and model
optimization (e.g., quantization, pruning) help control costs while
maintaining performance.

e Continuous monitoring of system performance, resource usage, and
bottlenecks ensures that scaling strategies remain effective and
efficient over time.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing scalable and high-performance data infrastructure. This
section provides actionable guidance for organizations to effectively deploy
and maintain these crucial framework components. These best practices
ensure that data architectures can dynamically adapt to growing demands,
support low-latency operations, and efficiently manage resources across
complex Al workloads:

Adopt cloud native and distributed architectures

Use cloud native services and distributed computing frameworks (like
Apache Spark, Databricks, or cloud Al platforms) to support elastic
scaling and high availability.

Automate data pipeline management

Employ orchestration tools to automate data ingestion, transformation,
and delivery, ensuring that pipelines can scale seamlessly as data
volumes grow.

Leverage caching and data partitioning

Use caching strategies and partition data intelligently to reduce access
times and balance loads across the infrastructure.



Integrate real-time analytics engines

Incorporate real-time analytics tools (such as Apache Kafka, Flink, or
cloud native equivalents) to enable continuous, low-latency data
processing and model serving.

Continuously benchmark and tune

Regularly benchmark system performance and tune configurations,
leveraging Al-specific monitoring tools to identify and address
bottlenecks.

Real-world examples

To illustrate the practical application of scalable and high-performance data
solutions in Al environments, let’s review some real-world examples from
leading organizations. These case studies demonstrate how the key elements
of this framework have been implemented to achieve remarkable
improvements in processing capacity, response times, and operational
efficiency.

By examining these successful initiatives, you’ll gain valuable insights into
overcoming common scalability challenges, optimizing performance for Al
workloads, and building a data infrastructure capable of supporting the most
demanding generative Al and agentic Al applications:

GenAl in ecommerce

Large retailers use distributed data lakes and real-time analytics to
personalize recommendations for millions of users simultaneously,
scaling up during peak shopping periods without service degradation.

Agentic Al in industrial lIoT

Manufacturing firms deploy agentic Al agents at the edge to monitor
equipment health in real time, triggering maintenance actions instantly
and optimizing resource usage across thousands of devices.



Financial services

Banks process billions of transactions daily, using cloud native, event-
driven architectures to detect fraud in real time and scale infrastructure
dynamically during high-traffic events (e.g., Black Friday, tax season).

Summary

Supporting scale and performance is essential for the success of enterprise
GenAl and agentic Al systems. By handling massive data volumes,
enabling real-time processing, and optimizing resource utilization,
organizations can ensure their Al initiatives remain robust, cost-effective,
and capable of delivering actionable insights at any scale. This framework
is foundational to unlocking the full potential of Al-ready data in dynamic,
data-intensive environments.

Managing Data as a Strategic Product

Treating data as a strategic product is fundamental to realizing the full
potential of GenAl and agentic Al systems. The framework presented here
elevates data management from a technical task to an enterprise-wide
discipline, emphasizing active stewardship, continuous improvement, and—
most importantly—data product thinking. This approach transforms how
data 1s created, maintained, and consumed, ensuring it delivers lasting
business value and Al readiness (Figure 2-9).
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WHY DATA PRODUCT THINKING IS ESSENTIAL

Data product thinking marks a fundamental shift: data is intentionally
managed as a product, not treated as a mere byproduct. Each data
product has clear ownership, defined consumers, measurable quality
standards, and a lifecycle that aligns with both business and Al
objectives.

Data products are vital for GenAl and agentic Al systems, serving as
specialized containers of domain-specific intelligence. They bridge the
gap between siloed data and cross-functional workflows by acting as
bounded sources of contextual and domain-specific information. This
enables agents to consistently and efficiently query, interpret, and
understand data across different domains.

By leveraging a unified data product platform with semantic layers,
organizations can standardize how terms are defined and interpreted,
ensuring that both LLMs and Al agents can access metrics in a
consistent manner. This standardization is especially important for
cross-domain functions, as it supports robust data governance, enhances
semantic understanding, and facilitates the creation of knowledge
graphs that link entities across domains.

Ultimately, data products address the common challenges of data silos
and inconsistent terminology, which often hinder the effectiveness of Al
systems in complex business environments.

Key elements

Let’s examine the key elements in the framework for managing data as a
strategic product in Al-ready environments. This section outlines the
essential components that enable organizations to treat data as a valuable
asset, actively manage its lifecycle, and continuously improve its quality
and relevance for Al applications. These elements are critical for ensuring
that data delivers lasting business value and remains fit for purpose in
supporting advanced GenAl and agentic Al systems:



Track data usage and needs

Monitor how teams and Al systems use data to identify gaps,
redundancies, and opportunities for improvement. Systematically
analyze usage patterns to prioritize enhancements, retire obsolete
datasets, and ensure data investments align with evolving business and
Al requirements.

Version and evolve data

Maintain historical versions of data to capture how decisions, business
logic, and data structures change over time. This practice supports
auditability, regulatory compliance, and transparency, which are critical
for Al explainability and trustworthiness.

Brand quality data

Clearly indicate which datasets meet quality and governance standards,
making it easy for users and Al systems to identify “trusted” data.
Branding data in this way encourages proper usage and promotes
confidence in Al outputs.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing data product management practices. This section provides
actionable guidance for organizations to effectively deploy and maintain
these crucial framework components. These best practices ensure that data
is curated, versioned, and evolved systematically, with clear ownership,
defined quality standards, and measurable value metrics aligned with both
business and Al objectives:

Establish data product catalogs

Use modern data catalogs (e.g., Collibra, DataHub, Atlan) to register,
document, and monitor data products, making them discoverable and
trustworthy.



Automate data quality and observability

Integrate tools (e.g., Soda Core, Great Expectations, Monte Carlo) to
automate quality checks and observability, publishing service level
objectives (SLOs) and service level indicators (SLIs) for each data
product.

Foster cross-functional teams

Build long-lived teams that span business and technical roles, jointly
owning the lifecycle and value delivery of data products.

Brand and certify trusted data

Clearly label data products that meet governance and quality standards,
and provide transparency into their lineage, usage, and compliance
status.

Iterate with feedback

Continuously collect and act on feedback from data consumers and Al
practitioners to evolve data products and address emerging needs.

Real-world examples

To illustrate the practical application of managing data as a strategic
product in Al environments, let’s review some real-world examples from
leading organizations. These case studies demonstrate how the key elements
of this framework have been implemented to drive innovation, improve
decision making, and create new value streams through data-driven Al
initiatives. By examining these successful initiatives, you’ll gain valuable
insights into overcoming common challenges in data product management,
fostering a data-centric culture, and aligning your data strategy to fully
leverage the potential of generative Al and agentic Al systems:

Tracking data usage and needs



Leading financial institutions such as Capital One are building Al-ready
data ecosystems that provide rich observability into how teams and Al
systems use data assets. By analyzing usage patterns across datasets,
they can identify which data is most valuable for Al applications, where
critical gaps in coverage exist, and which datasets are underused or
obsolete. This kind of insight-driven data management reduces
redundant storage and improves Al model performance by enabling
better data selection and prioritization.

Versioning and evolving data

LinkedIn has developed DataHub, an open source metadata platform
that tracks datasets, schemas, features, dashboards, and Al models,
along with their relationships and changes over time. DataHub provides
schema history and end-to-end data lineage, allowing teams to see how
schemas evolve and how data flows through pipelines and analytics
systems. These capabilities help data and Al teams maintain model
accuracy and support explainability by giving clear visibility into the
datasets, transformations, and historical schema changes that underpin
recommendations and other model outputs.

Branding quality data

American Express places strong emphasis on data quality and
governance to support its Al and analytics initiatives, particularly in
fraud detection and risk modeling. By investing in robust data
management practices and high-quality training data, the company has
achieved significant improvements in fraud detection accuracy and risk
model performance.

Summary

Managing data as a strategic product—underpinned by data product
thinking—is the most important enabler for Al-ready data. This approach
ensures data is actively managed, trusted, and purpose-built for Al and
business value. By treating data as a product, organizations can break down



silos, foster innovation, and deliver reliable, compliant, and high-impact Al
solutions at scale.

Empowering Users with Documentation and Guidance

Effective documentation and guidance are essential for both human users
and Al systems. As Al adoption accelerates, the complexity of data
ecosystems grows, and the need for clear, actionable, and current
documentation becomes a strategic differentiator. This final component of
the Al-ready data framework ensures that data is not just available but
trustworthy and usable for Al-driven innovation (Figure 2-10).
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Key elements

Let’s examine the key elements in the framework for empowering users
with documentation and guidance in Al-ready data environments. This
section outlines the essential components that enable organizations to create
clear, actionable, and current documentation for both human users and Al
systems. These elements are critical for ensuring that data assets are not just



available but truly usable and trustworthy for Al-driven innovation,
fostering effective utilization of GenAl and agentic Al systems:

Create clear, actionable guides

Provide concise documentation that connects data assets directly to
business choices and highlights what matters most. Documentation
should explain data sources, definitions, intended use cases, and any
business logic or transformations applied. Actionable guides empower
users and Al practitioners to make informed decisions, reducing
ambiguity and the risk of misinterpretation.

Keep documentation current

Up-to-date documentation is critical for supporting Al model retraining,
compliance audits, and adapting to regulatory or operational changes.
Continuously update guides as data, processes, and business needs
evolve, ensuring users and Al systems always work with the latest
information. Maintain version control and change logs to track updates
and ensure transparency.

Implementation best practices

Now, let’s explore some practical strategies and proven approaches for
implementing robust documentation and guidance practices. This section
provides actionable guidance for organizations to effectively create,
maintain, and disseminate clear and up-to-date documentation. These best
practices ensure that users and Al systems can confidently leverage data
assets, understand their context and limitations, and adhere to governance
policies, maximizing the value and reliability of Al initiatives:

Standardize documentation practices

Use templates and checklists to ensure consistency across datasets,
including sections for data definitions, business context, quality metrics,
and usage guidelines.

Integrate documentation with data catalogs



Make documentation discoverable alongside data assets in enterprise
catalogs or portals so users and Al systems can easily access the
information they need.

Automate documentation updates

Leverage metadata management tools to automate the capture of
schema changes, data lineage, and quality metrics, reducing manual
effort and minimizing outdated information.

Encourage continuous dialogue

Establish feedback channels for users to suggest improvements or flag
issues, fostering a collaborative approach to documentation and data
stewardship.

Train teams on documentation standards

Ensure that both data publishers and consumers understand the
importance of documentation and are equipped to contribute to its
creation and maintenance.

Real-world examples

To illustrate the practical application of empowering users with
documentation and guidance in Al environments, let’s review some real-
world examples from leading organizations. These case studies demonstrate
how the key elements of this framework have been implemented to enhance
data literacy, improve Al model interpretability, and accelerate adoption of
data-driven practices across the enterprise. By examining these successful
initiatives, you’ll gain valuable insights into overcoming common
documentation challenges, fostering a culture of transparency and
knowledge sharing, and aligning your documentation strategy with the
evolving needs of generative Al and agentic Al applications:

Creating clear, actionable guides



Netflix has built internal data portals on top of its Metacat metadata
platform to make big data assets more discoverable and understandable
across the company. These portals surface technical and business
metadata about datasets and metrics (such as schemas, ownership, tags,
and lifecycle information), helping analytics and product teams find the
right data and understand how it is used in reporting and decision
making. By improving data discovery and shared understanding of key
metrics, Netflix reduces the risk of misinterpretation and helps new
team members become productive with data more quickly.

Keeping documentation current

Microsoft provides detailed, regularly updated documentation and
lifecycle guidance for Azure Al services, including model versioning
and upgrade policies that help customers keep track of changes to
models and APIs. Azure also maintains centralized update feeds that
notify users when services change or new capabilities become available,
helping reduce the lag between platform updates and customer
implementations. This combination of lifecycle guidance and timely
updates supports more accurate and maintainable Al solutions for
enterprise customers.

Standardizing documentation practices

Many cloud engineering teams, including those working with Google
Cloud, adopt a “documentation as code” approach in which
documentation is stored in version control alongside source code,
reviewed like code changes, and often validated with automated checks.
Standardized templates and structured content make it easier to include
consistent sections such as definitions, examples, and limitations, which
improves documentation quality and reduces time spent searching for
information.

Summary



Empowering users with documentation and guidance is a foundational pillar
for Al-ready data. By creating clear, actionable, and current documentation,
organizations ensure that both people and Al systems can confidently
leverage data for innovation, compliance, and business value. This
framework not only supports technical excellence but also cultivates a
culture of transparency, trust, and continuous improvement—key
ingredients for Al success.

Al-Ready Data Blueprints for the Data
Framework: Practical Implementation Guide

The following are some actionable blueprints for implementing GenAl and
agentic Al systems in enterprise environments, based on the comprehensive
Al-ready data framework discussed in this chapter.

Blueprint 1: Business Context Intelligence Engine

Objective: Systematically capture and operationalize business logic,
decision context, and organizational knowledge for Al systems (Figure 2-
11).
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Figure 2-11. Blueprint for business context intelligence engine



Phase 1: Context foundation (months 1-2)

Core infrastructure setup

e Deploy semantic layer technologies.

e Implement knowledge graph platforms (e.g., Amazon Neptune).

o Establish a business glossary management system.

e (Create hierarchical taxonomy structures.

Key actions

e Document decision-making workflows with supporting rationale.

e Map business concepts to data fields using controlled vocabularies.

e Build a decision genealogy tracking system.

e (Create contextual metadata schemas.

Success metrics

e 100% of critical business terms defined in glossary

e Decision traceability implemented for top five business processes

e Knowledge graph connecting 80% of enterprise data entities

Phase 2: Intelligent context injection (months 3—4)

Automation layer

e Deploy orchestration frameworks for context mapping.



e Implement MCP for agent state management.
e Build automated business logic validation systems.

e Create real-time context update mechanisms.

Tools and technologies

e Amazon DataZone for metadata management
e LangGraph, CrewAl, and Strands for workflow orchestration

e Vector databases (OpenSearch, Pinecone, FAISS) for semantic
search

e RAG architectures for context-aware Al responses

Blueprint 2: Adaptive Data Quality Orchestration

Objective: Maintain enterprise-grade data integrity, consistency, and
reliability throughout the Al lifecycle (Figure 2-12).
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Figure 2-12. Blueprint for adaptive data quality orchestration
Phase 1: Quality assessment and monitoring (months 1-2)

Data quality dimensions implementation

e Accuracy: Deploy Great Expectations for validation rules.

Completeness: Implement missing data detection and flagging.

Consistency: Standardize formats using Apache Iceberg/Delta Lake.

Timeliness: Implement real-time data freshness monitoring.

Uniqueness. Build deduplication pipelines with ML-based
matching.

Infrastructure setup

e Monte Carlo for data observability

e AWS Glue for automated quality checks



e Apache Airflow for pipeline orchestration

e Data lineage tracking with Amazon DataZone and DataHub

Phase 2: Self-healing data systems (months 3—-4)

Agentic quality management

e Deploy Al agents for automated data cleansing.
e Implement predictive data quality monitoring.
e Enable dynamic validation rule updates.

e Build automated impact analysis for quality issues.

Success metrics

* 95% data accuracy across all sources

o <2% missing values in critical datasets

e Real-time quality alerts with <5 minute response time
e 80% reduction in manual data quality interventions

Blueprint 3: Orchestrating Data Diversity and Complexity

Objective: Establish an automated data ecosystem that effectively
integrates, catalogs, and monitors diverse data types while maintaining
quality and reducing bias (Figure 2-13).
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Figure 2-13. Blueprint for orchestrating data diversity and complexity

Phase 1: Data classification, integration, and cataloging
(months 1-2)

Key actions

e Integrate structured (databases, spreadsheets) and unstructured data
(text, images, sensor feeds) from both internal and external sources.

e Deploy ETL/ELT pipelines capable of handling batch and real-time
streaming data. Use tools like Apache Kafka and Apache NiFi to
automate ingestion and transformation.

e Implement modern data catalog tools (e.g., AWS Glue, Collibra,
DataHub) to classify data by type, source, sensitivity, and business
relevance. Capture comprehensive metadata, including data origin,
update frequency, and relationships.

Infrastructure setup

e SageMaker Lakehouse or Databricks Lakehouse for unified access
to polyglot data sources



e Apache Iceberg for scalable analytics and consistent data formats

e Metadata management platforms (e.g., Collibra or Apache Atlas) for
lineage and dependency tracking

Phase 2: Diversity, bias auditing, and dependency management
(months 3—4)

Key actions

e Regularly assess datasets for representation gaps and potential
sources of bias. Involve cross-functional teams—including domain
experts, data scientists, and ethicists—in reviewing data collection
and curation.

e Use metadata catalogs and dependency mapping tools to visualize
and manage the impact of changes across interconnected data assets.

e Establish feedback loops between data publishers and Al
practitioners, enabling ongoing refinement of data practices based
on real-world usage.

Agentic Al enablement

e Implement monitoring and observability platforms like Amazon
Bedrock Agentcore Observability to detect and resolve issues
proactively.

e Build adaptive data flows that adjust to changes in volume,
structure, and business needs.
Success metrics

e 100% of critical datasets cataloged with complete metadata and
lineage



e Diversity audits conducted quarterly; representation gaps reduced by
50% in first year

e Automated pipelines handle >90% of new data sources with
minimal manual intervention

e All data dependencies mapped and visualized for top-priority
business domains

Blueprint 4: Security-First Al Data Platform

Objective: Implement robust security, compliance, and privacy controls for
Al-ready data (Figure 2-14).
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Figure 2-14. Blueprint for security-first Al data platform

Phase 1: Security architecture and access controls (months 1-
2)
Key actions

Establish zero-trust foundations:

e Implement identity-first architecture.



e Use role-based access control (RBAC) with least privilege policies
for all data assets.

e Automate onboarding/offboarding processes for data consumers and
Al practitioners.

Implement data encryption management:

* Ensure AES-256 encryption for data at rest (data lakes, warehouses,
document stores) and in transit (APIs, ETL streams).

e Integrate key management (using AWS Key Management Service,
Azure Key Vault, or HashiCorp Vault).

Deploy Al-aware data loss prevention:

e Roll out Fasoo AI-R or equivalent DLP tools tailored for high-risk
Al data flows (model inputs/outputs, prompt logs).

e Regularly scan for unauthorized data exfiltration and sharing.

Implement sensitive data tokenization:

e Use dynamic tokenization solutions for personally identifiable
information (PII), protected health information (PHI), and financial
data.

e Integrate with ETL/ELT pipelines for on-the-fly masking and
reconstructing.

Phase 2: Compliance automation and privacy preservation
(months 3—4)

Key actions

Automate privacy governance:



e Implement TrustArc (or OneTrust) for automated policy
enforcement, consent management, and privacy risk scoring.

e Use embedded compliance workflows for GDPR, CCPA, HIPAA,
etc.; monitor regulatory change feeds continuously.

Enable immutable audit logging:

e Build audit trail automation using append-only, tamper-evident
logging—for example, via Apache Atlas or cloud native tools.

e Ensure event logs cover all data access, modifications, and flows,
supporting forensics and compliance reporting.

Implement privacy-preserving machine learning:

e Adopt differential privacy mechanisms for model training data
(Laplace or Gaussian noise injection methods).

e Enable federated learning for distributed data sources to allow
model updates without centralizing sensitive data.

e Integrate homomorphic encryption for computation on encrypted
inputs, supporting advanced privacy scenarios.

Enforce data minimization and purpose limitation:

e Implement tagging and purpose-bound access on data assets.

o Establish automated workflows to regularly purge unnecessary data
or restrict use to authorized purposes only.

Success metrics

e 100% of critical datasets secured via RBAC and AES-256
encryption



e All access and changes logged in immutable, auditable format

e Automated compliance workflows achieve 100% regulatory policy
alignment

e Sensitive data consistently protected via DLP, tokenization, and
privacy controls

e Federated learning and privacy-preserving Al enable analytics on
distributed, private datasets

¢ 90% reduction in manual intervention for compliance, audit, and
privacy operations

Summary

Success with GenAl and agentic Al depends not on sophisticated models or
clever prompts but on building a strong data foundation. As discussed at the
start of this chapter, the primary obstacles to effective GenAl adoption are
rooted in data—not model—Ilimitations. Traditional data frameworks, built
for static analytics, are unable to meet the demands for scale, complexity,
and adaptability that modern Al systems require.

To achieve enterprise-scale GenAl and agentic Al, organizations must
fundamentally rethink their data strategies. This involves capturing business
logic and context, ensuring rigorous data quality and consistency, managing
complexity and diversity, maintaining robust security and compliance,
enabling seamless collaboration, supporting scalability and high
performance, treating data as a strategic product, and providing clear,
actionable documentation for users.

In the chapters ahead, we will explore essential topics such as data
wrangling and preparation, data governance, security, compliance, and the
use of knowledge bases and vector databases. We will also examine



advanced techniques for data extraction, chunking, and optimization in Al
applications.

Ultimately, robust Al-ready data frameworks are the cornerstone of GenAl
and agentic Al success. By investing in these foundational elements,
organizations can unlock Al solutions that are reliable, scalable, and
transformative.



Chapter 3. Data Wrangling and
Data Preparation for GenAl and
Agentic Al Applications

Imagine a global financial institution that has invested millions in cutting-
edge generative Al models, only to discover that their carefully curated data
—meticulously prepared for traditional analytics—fails to support even
basic reasoning tasks. Their customer service Al struggles to connect
information across systems, their risk models can’t incorporate unstructured
regulatory guidance, and their market intelligence system generates
inaccurate insights due to semantic inconsistencies across data sources.
Despite world-class data infrastructure and analytics capabilities, they find
themselves at a competitive disadvantage against more nimble competitors
who have reimagined their data foundations for the Al era.

The Enterprise Challenge

This scenario is playing out across industries as organizations confront an
uncomfortable reality: data preparation approaches that served them well
for decades are fundamentally inadequate for the demands of generative Al
and agentic systems. The gap isn’t merely technical—it represents a
paradigm shift in how organizations must conceptualize, structure, and
evolve their data assets to remain competitive in an Al-driven economy.

Purpose and Audience

This chapter serves as both a strategic guide and a practical handbook for
organizations navigating the transformation from traditional data
management to Al-ready knowledge systems. It is written for a diverse
enterprise audience, including:



e Executive leaders seeking to understand the strategic implications
of GenAl data readiness

e Data and Al architects responsible for designing next-generation
information systems

e Data engineering teams tasked with implementing and operating
Al-ready data pipelines

e Business domain experts who must collaborate with technical
teams on semantic modeling

Rather than focusing narrowly on either strategic concepts or technical
implementation details, this chapter integrates both perspectives to provide
a comprehensive framework for successful transformation. By the end of
the chapter, readers will understand not just what needs to change in their
data preparation approaches but why these changes are essential and how to
implement them effectively.

The Market Imperative

The statistics paint a clear picture of both urgency and opportunity.
Enterprise adoption of GenAl has exploded over the past two years,
creating time pressure for organizations to establish the data foundations
necessary for competitive success. This rapid adoption curve is driven by
compelling business outcomes across industries:

e Financial services firms report achieving a 45% improvement in
customer satisfaction and a 40% reduction in resolution time with
the use of GenAl-powered advisory systems.

e Case studies show Al-enabled diagnostic and documentation tools
delivering 25-35% faster diagnosis and up to 25% lower
administrative costs for healthcare providers.

» Adopters of advanced analytics and Al-driven planning tools have
been able to realize 20-40% improvements in supply chain
resilience/service and 10-35% reductions in inventory costs.
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Yet these outcomes remain elusive for organizations that fail to transform
their data infrastructure. Gartner found that by the end of 2025, at least 50%
of generative Al projects were abandoned after the proof-of-concept stage,
mainly because of poor data quality, inadequate risk controls, rising costs,
and unclear business value. The gap between aspiration and execution is
widening, with early movers establishing competitive advantages that will
be increasingly difficult for followers to overcome.

The investment signals are equally compelling. The global Al governance
market was valued at $309 million in 2025 and is projected to grow to
roughly $4.8 billion by 2034, at a compound annual growth rate of about
36%. Major technology companies including Google, Meta, Microsoft, and
Amazon are expected to spend up to $630 billion in 2026 on data center
construction for Al infrastructure, a 62% increase over the record $388
billion in 2025 spending. These investments underscore the strategic
importance of establishing robust data foundations that can support the
scale and sophistication of enterprise Al applications.

The Strategic Advantage

Organizations that successfully transform their data preparation capabilities
will achieve more than technical excellence—they will establish sustainable
competitive advantages through:

Speed to insight
Reducing the time from data acquisition to Al-generated insight from
weeks to minutes

Knowledge integration
Breaking down silos to enable reasoning across previously disconnected
domains

Adaptive intelligence

Building systems that continuously learn and evolve with changing
business conditions
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Decision advantage

Providing decision makers with contextually relevant insights that
competitors cannot match

Operational resilience

Creating self-healing data systems that maintain quality and reliability
at scale

The transformation journey is challenging but essential. As GenAl
technology moves from experimental to production use across industries,
the window to establish leadership is rapidly narrowing. Organizations that
delay risk falling behind, forced to compete against established Al-native
capabilities while bearing the additional costs of legacy system integration
and organizational change management.

Transformation Journey Preview

The journey from traditional data management to Al-ready knowledge
systems is illustrated in Figure 3-1.

Evolution

It follows a predictable path for most organizations:

1. Assessment: Understanding current capabilities and identifying
critical gaps

2. Foundation: Establishing the core infrastructure and governance
frameworks

3. Semantic enrichment: Building the layers that transform data into
knowledge



4. Integration: Connecting Al systems to enterprise knowledge
sources

5. Optimization: Enhancing performance, quality, and the user
experience

6. Evolution: Moving toward autonomous systems and continuous
learning

This chapter provides a comprehensive roadmap for navigating each stage
of this journey, combining strategic perspective with practical
implementation guidance to help organizations build the data foundations
necessary for GenAl success.

Understanding the Paradigm Shift

To understand the magnitude of transformation required for GenAl
applications, we must first examine the established paradigms that have
governed enterprise data preparation for the past two decades. Traditional
machine learning data preparation has followed a well-established
methodology optimized for supervised learning algorithms that consume
clean, structured, and labeled datasets. This conventional approach, while
highly effective for its intended purpose, reveals significant limitations
when applied to the semantic understanding and contextual reasoning
requirements of GenAl applications.

The Established Machine Learning Data Pipeline

The traditional workflow has evolved into a standard five-stage progression
that has powered countless successful ML deployments across industries:

1. Data ingestion begins with extracting information from various
sources, including relational databases, APIs, and filesystems,
establishing the raw material foundation for analytical processing.



2. Cleansing systematically addresses missing values, outliers, and
inconsistencies to ensure data quality meets the statistical
requirements of ML algorithms.

3. Transformation operations follow established patterns including
normalization, encoding categorical variables, and feature scaling
to prepare data for algorithmic consumption.

4. Feature engineering represents the creative pinnacle of traditional
data preparation, where domain expertise and statistical techniques
combine to create derived variables that enhance model
performance through carefully crafted representations of
underlying patterns.

5. Model training completes the cycle as the prepared dataset feeds
into algorithms that optimize parameters based on labeled
examples, establishing the predictive capability that drives
business value.

This pipeline architecture has matured through decades of refinement,
supported by robust tools such as AWS Glue for data integration,
SageMaker Data Wrangler for advanced preparation, SQL and ETL
frameworks for transformation logic, pandas for data manipulation, and
Apache Airflow for workflow orchestration. These tools have enabled
organizations to build sophisticated analytical capabilities that drive
business value through predictive insights and automated decision making.

The Tabular Data Paradigm and Its Constraints

Traditional machine learning operates within a paradigm fundamentally
oriented toward tabular data structures, where information is organized into
rows and columns with well-defined schemas and predictable relationships.
This approach excels at capturing statistical patterns within structured
datasets, enabling algorithms to identify correlations, trends, and predictive
relationships that support business analytics and operational optimization.



However, this tabular orientation creates inherent limitations when applied
to GenAl requirements. The focus on feature extraction optimizes for
statistical performance rather than semantic preservation, often discarding
the contextual richness and relational complexity that GenAl systems
require for reasoning and generation tasks. Traditional approaches designed
to work primarily with structured data formats also struggle to
accommodate the unstructured text, multimodal content, and dynamic
knowledge sources that form the foundation of modern AT applications.

Consider the practical example of predicting taxi fares from historical trip
data. Traditional ML approaches excel at this challenge by extracting
structured features including pickup time, distance traveled, weather
conditions, and historical demand patterns. These carefully engineered
features enable accurate fare prediction through regression algorithms that
identify statistical relationships between input variables and pricing
outcomes.

Yet this same data preparation approach cannot support a GenAl system
designed to understand natural language queries about transportation
options, reason about route alternatives based on real-time conditions, or
provide contextual recommendations that consider user preferences, traffic
patterns, and dynamic pricing factors. The semantic gap between statistical
feature extraction and contextual understanding represents a fundamental
constraint that traditional approaches cannot bridge.

The Conceptual Revolution in Data Processing

GenAl applications require a wholly different approach that prioritizes
semantic understanding over statistical optimization. Where traditional ML
seeks to identify predictive patterns through engineered features, GenAl
systems must understand semantic relationships, contextual nuances, and
dynamic knowledge connections that enable reasoning and generation
capabilities.

The core transformation involves moving from feature extraction to
knowledge representation. Traditional approaches optimize for



mathematical relationships between variables, while GenAl systems must
preserve and enhance the semantic meaning embedded within unstructured
content, multimodal data sources, and dynamic knowledge relationships
that span organizational boundaries and data formats.

As illustrated in Figure 3-2, the paradigm shift encompasses multiple
dimensions, including:

e Data types (from structured tabular data to multimodal
unstructured content)

e Processing focus (from statistical patterns to semantic
understanding)

e Output goal (from predictions and classification to reasoning and
generation)

e Architecture (from batch pipelines to real-time streaming)
e Update frequency (from periodic retraining to continuous learning)

This shift is not merely technical but conceptual—it requires organizations
to fundamentally rethink how they approach data preparation, moving from
a focus on extracting features for prediction to preserving context for
reasoning.
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Figure 3-2. Traditional ML versus GenAl data preparation approaches

New Processing Paradigms and Technical Requirements

The GenAl data preparation workflow introduces new classes of processing
tasks that go well beyond traditional ETL. The examples given here
illustrate how these emerging tasks redefine the overall data processing
paradigm.

Document parsing and semantic chunking

Document parsing capabilities must handle diverse formats, including PDF,
DOCX, HTML, and multimedia content, while preserving semantic
structure and contextual relationships that enable Al systems to understand
not just content but meaning and intent.

Maintaining the contextual richness necessary for Al reasoning demands a
shift in focus from technical optimization to semantic preservation. Text
chunking and context segmentation require sophisticated algorithms that
maintain coherent meaning boundaries rather than relying on arbitrary size
limits imposed by technical constraints. Recent evaluations show that
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chunking strategy can change retrieval performance by dozens of
percentage points, with semantic or structure-aware approaches often
outperforming simple fixed-size methods on complex documents.

Entity extraction and vector embedding

Entity extraction and tagging through named entity recognition (NER) is
essential for identifying and categorizing semantic elements within
unstructured content. Modern LLLM-based NER systems handle variations,
synonyms, and noisy text more effectively than traditional methods,
enabling organizations to automatically identify and classify the semantic
building blocks that form the foundation of knowledge representation.

Vector embedding generation transforms textual and multimodal content
into high-dimensional representations that capture semantic similarity and
contextual relationships. These embeddings enable the similarity-based
retrieval that forms the foundation of retrieval-augmented generation
(RAQG) systems, allowing Al applications to access relevant information
based on meaning rather than keyword matching or structured queries.

Multimodal integration and semantic normalization

Modern GenAl applications demand seamless integration of structured and
unstructured data sources that extends beyond traditional ETL processes to
include semantic normalization and ontology alignment. This integration
challenge requires ensuring consistent meaning across diverse data formats,
sources, and organizational contexts while preserving the semantic
relationships that enable Al systems to reason across different modalities.

In this context, data augmentation involves linking relational records with
unstructured text, images, audio, and video, all while maintaining the
semantic coherence needed for cross-modal reasoning. This marks a clear
break from legacy practices that handled each data type separately and calls
for new architectural patterns capable of managing the complexity of
multimodal semantic integration.

Semantic normalization ensures that similar concepts are represented
consistently across different data sources, enabling Al systems to
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understand, for example, that “customer,” “client,” and “account holder”
refer to the same semantic entity despite different technical representations.
This normalization process demands sophisticated ontology management
and semantic mapping capabilities that traditional data preparation
workflows were not designed to support.

The Business Impact of the Paradigm Shift

The business impact of this paradigm shift extends far beyond technical
implementation details. Organizations that successfully navigate this
transformation are achieving unprecedented business outcomes:

e Al-enabled clinical trial intelligence platforms have reduced key
analysis and decision cycles from days or even weeks down to
minutes by automating ingestion and normalization of trial and
real-world data, dramatically accelerating parts of the drug
development process.

e Hospitality companies that unify guest data and use it to
personalize offers have reported roughly 15-20% higher average
spend per stay and up to 40% improvements in repeat bookings, as
personalization lifts both booking conversion and loyalty.

e Manufacturers that connect previously siloed operational data to
power predictive maintenance routinely report 30—50% reductions
in unplanned downtime and about 20-30% lower maintenance
costs, as condition-based interventions replace reactive repairs.

These outcomes are not achieved through incremental improvements to
existing data infrastructure but through a fundamental reimagining of how
data is prepared, enriched, and made available to Al systems. The
organizations achieving these results have embraced the paradigm shift,
investing in new capabilities while evolving their data culture, governance
practices, and operational models.

Self-Assessment: Where Is Your Organization Today?
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Understanding your organization’s current position in this transformation
journey is essential for effective planning and investment prioritization. The
following assessment framework helps you evaluate your readiness across
key dimensions:

Data foundation readiness

O

O

We maintain comprehensive metadata for all critical data assets.

Our data architecture supports both structured and unstructured
content.

We have established lakehouse capabilities that enable flexible data
access.

Our infrastructure supports real-time data processing and streaming
analytics.

Semantic processing capabilities

O

O

O

We have implemented entity extraction for unstructured content.

Our systems maintain semantic relationships between related
concepts.

We have established ontologies for key business domains.

We can generate and maintain vector embeddings for content.

Al integration readiness

O

O

Our knowledge bases support natural language queries.

We have implemented vector search capabilities.



[1 Our APIs provide context-aware information access.

[0 We maintain comprehensive data lineage for Al-generated insights.

Governance and quality framework

[0 Our quality framework addresses semantic coherence and factual
accuracy.

[1 We have established governance processes for knowledge graph
evolution.

[1 Our compliance framework addresses Al-specific regulatory
requirements.

[1 We maintain comprehensive audit trails for Al decision support.

Organizational capabilities

[J We have established semantic modeling expertise.

[1 Our teams understand vector database management and
optimization.

[1 We have integrated data engineering and Al development
workflows.

[J Our organization has established clear data ownership and
stewardship.

Organizations typically fall into one of four maturity stages based on this
assessment:



1. Foundation building (0-25% maturity): Establishing basic
infrastructure and governance

2. Capability development (26—50% maturity): Developing semantic
processing and initial Al integration capabilities

3. Optimization (51-75% maturity): Enhancing performance, quality,
and scalability

4. Innovation (76—100% maturity): Leading with advanced
capabilities and continuous evolution

Understanding your current maturity level helps prioritize investments and
establish realistic timelines for transformation. Most organizations begin
their journey at the foundation building stage, requiring 12—18 months to
develop the capabilities necessary for effective GenAl implementation.

Building Blocks of GenAl-Ready Data

Successful GenAl implementation requires a foundation of specialized data
capabilities that transform raw information into Al-ready knowledge. This
section explores the essential building blocks that organizations must
develop to support sophisticated reasoning and generation tasks.

Semantic Understanding Fundamentals

At the heart of GenAl data preparation lies semantic understanding—the
ability to capture, preserve, and enhance the meaning embedded within
information, rather than merely its statistical properties. This represents a
fundamental shift from traditional data processing that focuses on structure
and format to an approach that prioritizes meaning and context.

From syntax to semantics

Traditional data processing operates primarily at the syntactic level,
concerned with data formats, schema definitions, and transformation rules.



While these remain important, GenAl systems require an additional layer of
semantic understanding that captures:

e Entities (the distinct objects, concepts, or things represented in the
data)

e Attributes (the properties or characteristics that describe entities)
e Relationships (the connections and associations between entities)

e Context (the situational factors that influence meaning and
interpretation)

This semantic layer enables Al systems to understand that a “customer” in
the customer relationship management (CRM) system and a “policyholder”
in the insurance database refer to the same real-world entity, despite
different technical representations. Without this semantic understanding, Al
systems cannot effectively reason across organizational silos or provide
contextually relevant responses to complex queries.

Ontologies and knowledge modeling

Ontologies provide the formal framework for semantic understanding,
defining the concepts, categories, and relationships that exist within a
domain of discourse. They serve as the semantic backbone for GenAl
systems, enabling consistent interpretation of information across diverse
sources and contexts.

Eftfective ontology development requires collaboration between domain
experts who understand the business concepts and technical teams who
implement the semantic models. Organizations should begin with focused
domain ontologies that address specific business areas before expanding to
enterprise-wide semantic models. This incremental approach delivers
immediate value while building toward comprehensive semantic
understanding.

Modern approaches leverage generative Al to accelerate ontology
development, automatically extracting concepts and relationships from



technical documentation and business materials. These Al-assisted
approaches can reduce ontology development time by 60-70% compared to
manual methods, enabling organizations to rapidly establish semantic
foundations without extensive specialized expertise.

Vector embeddings and similarity search

Vector embeddings transform semantic understanding into a computational
format that Al systems can efficiently process and reason over. These high-
dimensional numerical representations capture the meaning of text, images,
audio, and other content types in ways that enable similarity-based retrieval
and semantic reasoning.

Embedding generation and management

Embedding models transform content into vector representations by
analyzing contextual patterns and semantic relationships. These models
have evolved rapidly, with modern approaches providing increasingly
accurate semantic representations across multiple languages and content

types.

Organizations must establish embedding pipelines that can:

e Select appropriate embedding models for different content types
and use cases

e Generate consistent embeddings across distributed processing
environments

e Update embeddings when source content or embedding models
change

e Optimize dimensionality and storage for performance and cost
efficiency

The embedding generation process must balance semantic accuracy with
computational efficiency, particularly for large-scale implementations that
may process millions or billions of documents. Organizations should
implement incremental embedding strategies that selectively refresh



affected vectors when underlying content changes rather than regenerating
all embeddings periodically.

Vector search and retrieval

Vector search enables Al systems to find information based on semantic
similarity rather than exact keyword matching. This capability forms the
foundation of RAG systems that combine the reasoning capabilities of large
language models with the factual accuracy of enterprise knowledge bases.

Effective vector search implementation requires:

e Indexing strategies that balance query performance with storage
efficiency

e Similarity metrics appropriate for different content types and use
cases

e Hybrid approaches that combine vector search with traditional
keyword matching

 Filtering capabilities that incorporate business rules and access
controls

Organizations should implement vector search capabilities that deliver
subsecond query performance while supporting billions of vectors,
powering real-time Al applications that require immediate access to
relevant information.

Knowledge Graphs and Relationship Modeling

Knowledge graphs extend semantic understanding by explicitly modeling
relationships between entities, enabling sophisticated reasoning across
complex information landscapes. Unlike traditional relational databases that
focus on structured records, knowledge graphs emphasize connections and
context that support inference and discovery.

Knowledge graph fundamentals



Knowledge graphs represent information as a network of entities connected
by typed relationships, creating a flexible and expressive model that can
capture complex real-world semantics. This approach enables Al systems

to:

Navigate relationship paths to discover nonobvious connections

Understand hierarchical and associative relationships between
concepts

Infer new relationships based on existing knowledge patterns

Maintain context across multiple information domains

Organizations should implement knowledge graph capabilities that
complement vector embeddings, combining the strengths of both
approaches to enable comprehensive semantic understanding and reasoning.

Implementation approaches

Knowledge graph implementation can follow multiple patterns, depending
on organizational needs and existing infrastructure:

Native graph databases like Amazon Neptune provide purpose-
built storage and query capabilities optimized for relationship-
centric data.

RDF triplestores offer standards-based semantic modeling aligned
with W3C recommendations.

Graph layers built on existing databases provide relationship
modeling without migrating data.

Virtual knowledge graphs federate information across multiple
systems through semantic mapping.

Most organizations benefit from hybrid approaches that combine these
patterns based on specific use cases and existing investments. The
implementation should prioritize semantic consistency, relationship



expressiveness, and query performance while maintaining integration with
existing data infrastructure.

Real-Time Data Processing Requirements

GenAl applications demand current information to provide accurate and
relevant responses. Unlike traditional ML models that operate on static
datasets with periodic updates, GenAl systems must incorporate new
information continuously while maintaining semantic consistency and
quality standards.

Streaming semantic processing

Real-time semantic processing enables organizations to incorporate new
information as it emerges, ensuring that Al systems have access to current
knowledge for reasoning and generation tasks. This capability becomes
particularly important for applications in dynamic domains including
financial services, healthcare, and media, where information currency
directly impacts decision quality.

Effective implementation requires:
e FEvent-driven architectures that process information as it changes

o Streaming semantic enrichment that maintains consistency with
batch processing

e [ncremental knowledge updates that preserve semantic
relationships

e Change data capture methodologies that identify and process
modifications

Organizations should implement architectures that support both batch and
streaming semantic processing, enabling flexible approaches based on data
characteristics and application requirements.

Consistency and currency management



Maintaining semantic consistency while incorporating new information
introduces significant challenges, particularly in distributed environments
where updates may occur across multiple systems and knowledge domains.
Organizations must implement:

e JVersioning strategies that track knowledge state over time

e Consistency guarantees that ensure coherent reasoning across
updates

e Currency metadata that enables time-aware information access

e Conflict resolution mechanisms that handle contradictory
information

These capabilities ensure that Al systems reason over consistent knowledge
states while incorporating new information as it becomes available.

GenAl Data Preparation Maturity Model

The GenAl data preparation maturity model shown in Figure 3-3 provides a
framework for understanding capability evolution across five stages.

Organizations typically progress through these stages sequentially, though
they may advance at different rates across different business domains or
data domains. The model provides a roadmap for capability development
while helping organizations benchmark their progress against industry
standards.



Stage 1: Foundation
« Basic data quality and completeness
» Initial metadata management
- Structured data integration
» Batch processing pipelines
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Stage 2: Semantic enrichment
« Entity extraction and tagging
+ Ontology development
« [nitial vector embeddings
» Knowledge graph foundations

Capability evolution

Stage 3: Vector intelligence
» Advanced embedding strategies
« Optimized vector search
« Hybrid retrieval approaches
« Semantic consistency management

Capability evolution

Stage 4: Dynamic knowledge
« Real-time semantic processing
» Continuous knowledge updates
« Cross-domain reasoning
« Automated quality assurance

Business
value

Capability evolution

Stage 5: Autonomous operations
» Self-healing data pipelines

» Predictive quality management
« Automated semantic discovery
« Continuous optimization

Figure 3-3. GenAl data preparation maturity model




Case Study: Retail Organization Transformation

A major retail organization implemented a comprehensive semantic layer
connecting product data in S3, customer transactions in Redshift, and
marketing insights from software as a service (SaaS) applications. The
transformation journey detailed here illustrates the progressive development
of GenAl data capabilities.

Initial state

The organization struggled with fragmented data across dozens of systems,
preventing unified customer understanding and limiting Al effectiveness.
Product information existed in multiple formats with inconsistent attributes,
while customer data remained siloed across online and in-store systems.

Transformation approach
The organization adopted a phased implementation strategy:

1. Foundation (months 1-3)

Established lakehouse architecture with S3 and Redshift integration,
implemented comprehensive metadata management, and developed
initial data quality frameworks

2. Semantic enrichment (months 4—6)

Developed retail domain ontology, implemented entity extraction for
product descriptions and customer feedback, and established initial
knowledge graph connecting products, customers, and transactions

3. Vector intelligence (months 7-9)

Implemented embedding generation for product descriptions, customer
reviews, and support interactions; deployed vector search capabilities in
OpenSearch; developed hybrid retrieval combining vector and keyword
search

4. Integration and optimization (months 10—12)



Connected GenAl applications to semantic layer through APIs,
implemented monitoring and quality assurance, and optimized
performance for production scale

Outcomes and lessons

The implementation required six months of ontology development and data
mapping but delivered transformative business outcomes:

e GenAl assistants can now answer complex questions like “Which
products are trending among first-time buyers this month?”” by
automatically identifying relationships between customer
segments, product categories, and temporal patterns.

e Customer service resolution time was reduced by 35% through
contextually relevant information access.

e Marketing campaign effectiveness was improved by 28% through
more precise customer segmentation and product
recommendations.

e New product development cycles were shortened by 40% through
integrated customer feedback analysis.

Key success factors included establishing clear governance processes for
semantic relationship validation and maintaining data quality standards
across the semantic processing pipeline. The organization emphasized
business alignment throughout the implementation, ensuring that semantic
models reflected business understanding rather than technical structures.

The Semantic Layer Architecture

The semantic layer represents the most critical architectural innovation in
the evolution from traditional data management to Al-ready knowledge
systems. This layer transforms raw enterprise data into contextually rich,
semantically meaningful information that enables Al systems to understand



relationships, infer connections, and generate insights that extend far
beyond simple data retrieval.

Architectural Overview and Core Principles

A semantic layer serves as a connective framework that leverages shared
language to unify information across enterprise systems, tools, and
domains. This framework enables both humans and machines to interpret
data in context and lays the foundation for enterprise-wide Al capabilities.
Unlike traditional data abstraction layers that focus on query optimization
and performance, semantic layers prioritize meaning, relationships, and
contextual understanding.

The semantic layer architecture shown in Figure 3-4 follows a layered
approach that transforms raw enterprise data through progressive
enrichment stages, culminating in Al-ready knowledge that can support
sophisticated reasoning and generation tasks. Each layer builds upon the
previous one while maintaining clear separation of concerns, allowing
organizations to implement components incrementally while ensuring
scalability and maintainability at enterprise scale.
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Figure 3-4. Semantic layer architecture for GenAl applications

We recommend following these core architectural principles:



Semantic preservation

Maintaining meaning and context throughout the processing pipeline

Relationship centricity

Emphasizing connections between information elements

Multimodal integration

Supporting diverse data types within a unified semantic framework

Dynamic evolution

Accommodating continuous knowledge updates and model refinement

Scalable processing

Supporting enterprise-scale information volumes and query loads

Governance integration

Embedding quality, security, and compliance throughout the
architecture

These principles guide implementation decisions across all architectural
layers, ensuring that the resulting system supports both current and future
Al capabilities while maintaining enterprise requirements for reliability,
security, and governance.

Data Foundation Layer: Building on Lakehouse
Architecture

The foundation layer establishes the underlying data infrastructure that
supports semantic processing at enterprise scale. Modern implementations
leverage lakehouse architectures that combine the scalability of data lakes
with the performance and governance capabilities of data warehouses.

Key components



The key components of this layer include:

e Object storage, providing cost-effective, scalable storage for
diverse data types including structured databases, unstructured
documents, images, audio, and video content

e Table formats like Apache Iceberg, enabling ACID transactions,
schema evolution, and time travel capabilities for structured data

* Analytical databases delivering high-performance query
capabilities for complex analytical workloads

o Streaming infrastructure supporting real-time data ingestion and
processing

The lakehouse approach offers several advantages for semantic processing,
such as unified storage for all data types, schema evolution capabilities that
accommodate changing data structures, and ACID transaction support that
ensures data consistency across complex semantic processing workflows.
These capabilities become essential as organizations scale semantic
processing to handle billions of relationships and real-time knowledge
updates.

Implementation considerations
Organizations should implement data foundation layers that:

e Support both structured and unstructured data sources

e Accommodate real-time streaming alongside batch processing

Provide flexible access patterns for diverse processing needs

Implement comprehensive security and access controls

Optimize storage costs through intelligent tiering and lifecycle
policies

The foundation layer should balance performance, flexibility, and cost
efficiency while providing the robust infrastructure necessary for enterprise-



scale semantic processing.

Metadata and Ontology Management: Creating Semantic
Understanding

The metadata and ontology layer transforms technical data descriptions into
business-meaningful semantic definitions that Al systems can understand
and reason over. This layer establishes the vocabulary and relationships that
enable Al systems to understand data context and meaning across diverse
organizational domains.

Key components

The key components of this layer include:

* Metadata catalogs providing centralized discovery and
understanding of data assets

e Business glossaries establishing consistent terminology and
definitions

e Ontology management systems maintaining formal semantic
models and relationships

e Semantic mapping tools connecting technical structures to business
concepts

Ontology management becomes critical for establishing consistent semantic
relationships across diverse data sources. Organizations must develop
domain-specific ontologies that capture business concepts, relationships,
and rules while maintaining alignment with industry standards and
regulatory requirements. This includes mapping technical field names to
business concepts and establishing hierarchical relationships that Al
systems can leverage for reasoning and inference.

Implementation considerations



Organizations should implement metadata and ontology management layers
that:

e Balance formal semantic rigor with practical business usability

e Support collaborative development between technical and business
teams

e Enable incremental evolution as business understanding develops

e Maintain version control and change management for semantic
models

» Integrate with existing metadata systems and governance
frameworks

The metadata and ontology layer should prioritize business alignment,
ensuring that semantic models reflect organizational understanding rather
than technical constraints or artificial structures.

Transformation and Enrichment Pipeline: Adding
Intelligence to Data

The transformation layer handles the complex processing required to
convert raw data into semantically rich formats that Al systems can
consume effectively. This layer must handle diverse data formats while
preserving the semantic meaning and contextual relationships that enable
sophisticated reasoning.

Key components

The key components of this layer include:

e Document processing to extract structure and meaning from
unstructured content

e FEntity recognition to identify and categorize semantic elements

e Relationship extraction to discover connections between entities



e Semantic enrichment to add context and meaning to raw
information

Enrichment processes include entity extraction, relationship identification,
and contextual tagging that enhance raw data with semantic annotations.
Natural language processing capabilities extract entities, sentiments, and
topics from unstructured text, while computer vision services analyze
images and videos to extract semantic information. These enrichment
processes create the semantic annotations that enable Al systems to
understand content meaning and context across multiple modalities.

Implementation considerations

Organizations should implement transformation and enrichment pipelines
that:

Balance processing speed with semantic accuracy

Support both batch and real-time processing patterns

Implement quality validation at each processing stage

Maintain provenance information for derived insights

e Scale to handle enterprise volumes while controlling costs

The transformation pipeline must ensure that enrichment processes enhance
rather than degrade the quality of semantic relationships. This requires
sophisticated quality monitoring and validation processes that can detect
semantic inconsistencies and ensure that transformation workflows
maintain the semantic integrity necessary for reliable Al reasoning.

Vectorization and Indexing Infrastructure: Enabling
Semantic Search

The vectorization layer transforms semantically enriched data into vector
embeddings that enable similarity-based search and retrieval capabilities
essential for GenAl applications. This layer creates the computational



representations that allow Al systems to find relevant information based on
meaning rather than exact matches.
Key components

The key components of this layer include:

e Embedding models that transform content into vector
representations

e Jector databases that store and index embeddings for efficient
retrieval

e Similarity search capabilities to find related content based on
semantic proximity

e Hybrid retrieval, combining vector search with traditional
approaches

Vector indexing strategies must balance query performance with storage
efficiency while supporting the scale requirements of enterprise Al
applications. Organizations should implement hybrid approaches that
combine vector similarity search with traditional keyword search to provide
comprehensive retrieval capabilities. Proper indexing configuration can
deliver subsecond query performance while supporting billions of vector
embeddings, enabling real-time Al applications that require immediate
access to relevant information.

Implementation considerations
Organizations should implement vectorization infrastructure that:
e Selects appropriate embedding models for different content types

e Optimizes index structures for query performance and storage
efficiency

e Implements versioning and update strategies for embeddings

e Balances precision and recall based on application requirements



e Supports filtering and hybrid search capabilities

The vectorization process requires careful consideration of embedding
model selection, dimensionality optimization, and update strategies that can
maintain semantic consistency as knowledge bases evolve. Organizations
must implement versioning and rollback capabilities that enable rapid
recovery from embedding updates that introduce inconsistencies or
performance degradation.

APIs and Reasoning Layer: Enabling Al Consumption

The final layer provides the interfaces and reasoning capabilities that Al
applications consume to access semantic knowledge. This layer abstracts
the complexity of semantic data access while providing the rich contextual
information that Al systems require for sophisticated reasoning and
generation.

Key components

The key components of this layer include:

e Knowledge APIs providing programmatic access to semantic
information

e Context management to maintain state and relevance across
interactions

* Reasoning frameworks supporting inference and relationship
traversal

e Orchestration capabilities to coordinate complex information
access patterns

API design should prioritize semantic query capabilities that allow Al
systems to request information based on conceptual relationships rather
than specific data locations. This includes support for natural language
queries, contextual filtering, and dynamic relationship traversal, enabling



Al systems to discover relevant information across the semantic knowledge
graph without requiring predefined query patterns.
Implementation considerations

Organizations should implement APIs and reasoning layers that:

e Provide consistent access patterns across diverse knowledge
sources

e Support context-aware information retrieval
e Implement appropriate caching strategies for performance
e Maintain comprehensive security and access controls

e Enable monitoring and observability for operations management

The reasoning layer must provide comprehensive context management that
enables Al systems to maintain conversation state, user preferences, and
task-specific context while accessing enterprise knowledge. This requires
sophisticated caching strategies and context-aware indexing, permitting
rapid access to relevant information based on current conversation state and
user profile.

Component Interactions and Data Flows

The semantic layer architecture operates through coordinated interactions
between components, with data flowing through progressive enrichment
stages that transform raw information into Al-ready knowledge. This
section describes key interaction patterns.

Ingestion and enrichment flow

The ingestion and enrichment flow governs how raw data is onboarded and
progressively enriched into structured, semantically annotated knowledge
that downstream Al services can consume efficiently:

1. Raw data enters through the foundation layer from diverse sources.



2. Metadata services catalog and classify incoming information.

3. Transformation pipelines extract entities and relationships.

4. Semantic enrichment adds contextual annotations.

5. Vector embeddings are generated for processed content.

6. Knowledge graphs are updated with new entities and relationships.

This flow operates in both batch and real-time modes, with appropriate
optimizations for different processing patterns and data characteristics.

Query and retrieval flow

The query and retrieval flow orchestrates how Al applications pose
questions to the semantic layer and receive contextually relevant, high-
quality responses in near real time:

1. Al applications submit queries through knowledge APIs.
2. Context management services enrich queries with relevant context.

3. Query planning optimizes retrieval strategy based on query
characteristics.

4. Vector search identifies semantically relevant content.
5. Knowledge graph traversal discovers related information.

6. Results are assembled, filtered, and returned to the requesting
application.

This flow prioritizes response time and relevance, with sophisticated
caching and optimization strategies that enable subsecond performance for
interactive Al applications.

Knowledge evolution flow

The knowledge evolution flow manages continual updates to the knowledge
base so that new information is integrated safely while preserving



consistency, governance, and traceability:

1. New information is detected through change data capture or
explicit updates.

2. Affected knowledge components are identified through
dependency analysis.

. Incremental processing updates only necessary elements.
. Consistency validation ensures semantic coherence.

. Version management maintains state for audit and rollback.
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. Notification services alert dependent systems about relevant
changes.

This flow maintains knowledge currency while preserving semantic
consistency and enabling traceability for governance and compliance
requirements.

Implementation Considerations and Common Patterns

Organizations implement semantic layer architectures through different
patterns, based on their existing infrastructure, technical capabilities, and
strategic priorities. This section outlines the common patterns.

Cloud native implementation

Cloud native implementations leverage managed services for each
architectural component, minimizing operational overhead while
maximizing scalability and reliability. This pattern is ideal for organizations
with limited existing infrastructure or those prioritizing rapid
implementation and operational efficiency.

Key services in AWS implementations include:

e Amazon S3 and Lake Formation for the foundation layer



e AWS Glue Data Catalog and Amazon DataZone for metadata
management

e Amazon Comprehend and SageMaker for transformation and
enrichment

e Amazon OpenSearch and Aurora with pgvector for vectorization

e Amazon Bedrock and API Gateway for Al consumption

The cloud native pattern enables rapid implementation with minimal
infrastructure management but may require adaptation of existing processes
and tools to align with cloud service capabilities.

Hybrid integration pattern

Hybrid implementations integrate cloud services with existing on-premises
infrastructure, balancing innovation with continuity. This pattern is
appropriate for organizations with significant existing investments or
specific requirements that necessitate maintaining certain components on-
premises.

Common hybrid architectures include:

* On-premises data sources connected to cloud processing through
secure gateways

¢ Cloud-based semantic processing with results synchronized to on-
premises systems

» Distributed processing that balances workloads between cloud and
on-premises resources

e Unified governance frameworks that span both environments

The hybrid integration pattern preserves existing investments while
enabling incremental adoption of cloud capabilities but introduces
additional complexity in integration, security, and operations.

Specialized domain pattern



Domain-specific implementations focus on particular business areas with
well-defined semantic requirements, enabling rapid value delivery while
building toward enterprise-scale capabilities. This pattern is effective for
organizations seeking to demonstrate value quickly while managing
implementation complexity.

Typical domain implementations include:

e Customer intelligence domains integrating CRM, support, and
interaction data

e Product information domains unifying specifications,
documentation, and feedback

e Operational domains connecting process, equipment, and
maintenance information

e Regulatory domains integrating policies, requirements, and
compliance evidence

The specialized domain pattern delivers focused value while building
organizational capabilities but requires careful attention to cross-domain
integration as implementations expand.

Evolutionary implementation

Most organizations benefit from evolutionary implementation approaches
that:

1. Begin with focused use cases that demonstrate clear value
2. Implement architectural components incrementally

3. Expand semantic coverage across domains progressively
4. Enhance capabilities based on operational experience

5. Scale infrastructure as adoption increases



This approach balances immediate value delivery with long-term
architectural integrity, enabling organizations to learn and adapt while
building toward comprehensive semantic capabilities.

AWS Reference Architecture and
Implementation

The AWS ecosystem provides a comprehensive platform for transforming
enterprise data into Al-ready knowledge through an integrated suite of
services that span the complete data-to-Al pipeline. This section explores
how organizations can leverage AWS’s capabilities to build production-
scale GenAl applications while maintaining enterprise-grade security,
governance, and performance requirements.

AWS Ecosystem Overview for GenAl Data Preparation

AWS offers services that address each layer of the semantic architecture,
from foundational data management to advanced Al capabilities. Drawing
on our experience implementing these patterns with enterprise customers,
we focus here on the services and combinations that consistently work in
real-world GenAl and agentic Al deployments.

The reference architecture in Figure 3-5 illustrates how AWS services
integrate to create a comprehensive platform for GenAl data preparation.
The architecture follows the layered approach described in “The Semantic
Layer Architecture”, with specific AWS services implementing each
architectural component.
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Figure 3-5. AWS reference architecture for GenAl data preparation

Applications

Important architectural principles include:




Service integration
Seamless connections between AWS services minimize integration
complexity.

Managed services

Fully managed options reduce operational overhead.

Scalability

Automatic scaling accommodates growing data volumes and user loads.

Security

Comprehensive security controls protect sensitive information.

Observability

Integrated monitoring provides operational visibility.

Cost optimization

Efficient resource utilization minimizes expenses.

These principles guide implementation decisions across all architectural
layers, ensuring that the resulting system meets enterprise requirements
while minimizing operational complexity and cost.

Key AWS Services and Capabilities

Let’s look at the key AWS services and capabilities that accompany each
layer of the semantic architecture:

Data foundation

Amazon S3

Durable, cost-effective object storage for structured and
unstructured data, with multiple storage classes for cost optimization



Apache Iceberg integration (via AWS Glue and S3 tables)

ACID transactions, schema evolution, and time travel for lakehouse-
style tables on S3 that require transactional consistency and rollback
capabilities when processing errors occur

Amazon Redshift
High-performance analytics over large datasets with tight S3
integration via Redshift Spectrum

Amazon S3 Vectors

Native vector storage and search at scale directly in S3 for many
RAG and similarity use cases

Metadata and semantic processing

AWS Glue Data Catalog

Central technical metadata catalog for schemas, tables, and jobs

Amazon DataZone
Business-facing catalog, discovery, and governance with generative
Al-powered metadata enrichment

Amazon Comprehend
NLP for entities, sentiment, and topics, including custom entity
recognition for domain-specific vocabularies

Amazon Textract

Extraction of text, forms, and tables from PDFs and images while
preserving document structure

Transformation and enrichment



AWS Glue
Serverless ETL/ELT for batch and streaming, including Amazon Q-
powered natural language pipeline authoring

Amazon SageMaker Data Wrangler
Visual environment for data exploration, transformation, and quality
checks for ML/AI workloads

Amazon Bedrock Data Automation

Unified API to process unstructured multimodal content
(documents, images, audio, video) and orchestrate model calls
Vectorization and search

Amazon OpenSearch Service

Hybrid lexical and vector search, suitable for application search and
GenAl retrieval

Amazon Aurora PostgreSQL with pgvector

Vector search integrated into relational workloads

Amazon Bedrock Knowledge Bases

Managed retrieval (RAG/GraphRAG) with multimodal support for
text and visual content
GenAl API and agentic orchestration layer

Amazon Bedrock

Unified API for foundation models and generative Al capabilities

Amazon Bedrock AgentCore



Agentic orchestration across tools and data sources with built-in
observability

Amazon SageMaker

Unified environment for custom model development, training, and
deployment alongside GenAl experimentation

Integration Patterns and Service Selection

Organizations implementing GenAl data preparation on AWS should
consider several integration patterns based on their specific requirements
and existing investments.

RAG implementation pattern

Retrieval-augmented generation combines LLM reasoning with enterprise
knowledge bases using AWS services. A typical RAG implementation
includes the following capabilities:

e Document processing (Amazon Textract and Comprehend)

Vector embedding generation (Amazon Bedrock or SageMaker)

Vector storage and indexing (OpenSearch Service)

e Query processing and retrieval (Bedrock Knowledge Bases)

Response generation (Bedrock foundation models)

Unified data and Al pattern

This pattern provides a single environment for data, analytics, and Al using
Amazon SageMaker. Key capabilities include:

e Data discovery and preparation (SageMaker Unified Studio)

e Semantic enrichment (integrated Al services, e.g., Comprehend,
Bedrock)



Model development and training (SageMaker training and
notebooks)

Deployment and monitoring (SageMaker pipelines and endpoints)

Governance and collaboration (centralized controls within
SageMaker and integrated data catalogs)

Multimodal content processing pattern

Multimodel content processing is a pattern for organizations with large
volumes of documents, images, audio, and video. Key capabilities include:

Content ingestion (Amazon S3)

Automated multimodal processing (Amazon Bedrock Data
Automation)

Semantic enrichment and entity extraction (Amazon Comprehend
and related services)

Vector embeddings for all modalities (Bedrock or SageMaker)

Unified knowledge representation (stored via S3, OpenSearch,
and/or S3 Vectors, and surfaced through Knowledge Bases)

By leveraging AWS’s comprehensive ecosystem and following these
implementation patterns, organizations can build robust GenAl data
preparation capabilities that deliver the performance, scalability, and
security required for enterprise applications while optimizing operational
efficiency and cost effectiveness.

Governance, Quality, and Observability

The dynamic nature of GenAl systems introduces unprecedented challenges
for data governance, quality assurance, and observability. Unlike traditional
data pipelines that operate on relatively static datasets with predictable
transformation patterns, GenAl applications continuously evolve their



knowledge bases through real-time updates, embedding refreshes, and
semantic relationship changes that can affect system behavior in subtle but
significant ways.

This evolution demands new approaches to tracking data lineage, ensuring
quality consistency, and maintaining operational visibility across complex,
distributed Al systems that must balance autonomy with accountability.
Organizations must develop governance frameworks that can accommodate
this dynamism while maintaining the auditability and compliance
requirements essential for enterprise operations in increasingly regulated
environments.

Expanded Quality Dimensions for GenAl Data

Data quality assessment for GenAl applications must evolve beyond
traditional statistical measures to encompass semantic coherence evaluation
and contextual appropriateness. While traditional dimensions remain
important, they must be supplemented with new quality measures that
directly impact Al reasoning capabilities, as shown in Figure 3-6.
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Figure 3-6. Traditional versus GenAl data quality dimensions

Traditional quality dimensions

When evaluating the reliability and usability of data, several traditional
quality dimensions help ensure that information is fit for purpose and
trustworthy for decision making. These include:



Completeness: Are all required data elements present?
Accuracy: Does the data correctly represent reality?

Consistency: Is the data consistent across systems and over time?
Timeliness: Is the data current enough for its intended use?

Uniqueness.: Are duplicate records properly managed?

GenAl-specific quality dimensions

The traditional data quality dimensions are complemented by new GenAl-
specific dimensions that capture how well Al-generated outputs preserve
meaning, reliability, and usefulness in semantically rich, knowledge-
intensive applications:

Semantic coherence: Do semantic relationships maintain logical
consistency?

Contextual relevance: Is information appropriate for specific
contexts?

Factual accuracy: Are facts and assertions objectively correct?

Knowledge graph consistency: Are entity relationships logically
valid?

Embedding quality: Do vector embeddings accurately represent
meaning?

Temporal consistency. s time-sensitive information properly
managed?

Cross-domain alignment: Are concepts consistent across domains?

Quality assessment approaches

Effective quality assessment for GenAl data requires multiple
complementary approaches, including:



Automated validation using rules and statistical analysis

Semantic validation through logical consistency checking

Factual verification against authoritative sources

User feedback on relevance and usefulness

o Al performance monitoring to identify quality-related issues

Organizations should implement continuous quality monitoring that
combines these approaches, providing comprehensive visibility into data
quality across all dimensions that affect Al system performance.

Governance Framework Essentials

Effective governance for GenAl data preparation requires frameworks that

accommodate dynamic knowledge evolution while maintaining appropriate
controls and accountability. The governance framework should address the

five key areas outlined here.

Data and knowledge ownership

Establish clear ownership and stewardship for data assets and derived
knowledge, including:

e Source data ownership: Who owns and controls original data
sources?

e Derived knowledge ownership: Who owns semantic models and
enrichments?

e Embedding ownership: Who controls vector embedding
generation?

e Update authority: Who can modify knowledge representations?

e Usage rights: Who can access and use knowledge assets?



Clear ownership enables appropriate decision-making authority while
establishing accountability for quality and compliance.

Policy management

Develop and maintain policies that guide GenAl data preparation,

including:

e Quality policies that define standards for data and knowledge
quality

Security policies that establish controls for data protection

Privacy policies that define requirements for personal information

Compliance policies that address regulatory and legal requirements

e Operational policies that guide day-to-day management and use

All policies should be documented, communicated, and regularly reviewed
to ensure they remain appropriate as technology and requirements evolve.

Process governance
Implement governed processes for key activities, including:
e Data ingestion controls for adding new information sources

e Semantic modeling processes for developing and evolving
ontologies

e Knowledge updates procedures for maintaining knowledge
currency

e Quality management processes for monitoring and improving
performance

e Issue resolution procedures for addressing quality problems

Governed processes ensure consistent execution while maintaining
appropriate controls and documentation.



Technology governance

Establish governance for technology components, including:

Architecture standards for guiding component selection and
integration

Configuration management for controlling system configurations
Change management for implementing system changes
Version control for managing semantic models and embeddings

Technology evaluation for assessing new capabilities and
approaches

Technology governance ensures consistency and compatibility while
enabling appropriate innovation and evolution.

Measurement and reporting

Implement comprehensive measurement and reporting, including:

Quality metrics to observe performance across all quality
dimensions

Operational metrics for system performance and reliability

Compliance metrics to evaluate adherence to policies and
requirements

Value metrics for business outcomes and benefits

Improvement metrics to track progress on enhancement initiatives

Regular reporting provides visibility to stakeholders while supporting
continuous improvement and accountability.

A Governance and Quality Monitoring Framework



The governance and quality monitoring framework outlined in Figure 3-7
integrates policy, process, and technology to provide comprehensive
oversight of GenAl data preparation.
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Figure 3-7. A comprehensive governance and quality monitoring framework

Let’s look at the key components.

Policy layer

The policy layer establishes standards and requirements:



Governance policies define ownership, authority, and
accountability.

Quality standards establish requirements across all dimensions.

Security and privacy requirements protect sensitive information.

Compliance controls address regulatory obligations.

Operational guidelines direct day-to-day activities.

Process layer

The process layer operationalizes governance through controlled and
auditable workflows:

e Quality assessment evaluates data against established standards.
o [ssue management addresses identified problems.

e Change control manages modifications to knowledge assets.

* Audit processes verify compliance with requirements.

e Continuous improvement enhances capabilities over time.

Technology layer

The technology layer enables automation and scale by embedding
governance into the environment:

e Quality monitoring tools track metrics across dimensions.
e Alerting systems identify issues requiring attention.

e Audit logging maintains comprehensive activity records.
e Dashboards provide visibility to stakeholders.

e Remediation tools support issue resolution.

Measurement layer



The measurement layer defines how governance effectiveness is quantified
and monitored:

Key risk and quality metrics track completeness, accuracy, privacy,
and fairness.

Service level indicators and objectives are set for data freshness,
latency, and reliability.

Dashboards and scorecards surface performance to data owners
and executives.

Feedback loops from users and auditors inform improvements to
policies and processes.

Improvement layer

The improvement layer closes the loop by turning monitoring insights into
concrete changes:

User feedback and incident reviews surface issues and
enhancement opportunities.

Post-implementation reviews assess control effectiveness and
business impact.

Root-cause analysis drives updates to policies, processes, and
tooling.

Experimentation and A/B testing validate new controls and quality
techniques.

Governance backlogs and roadmaps prioritize and track
continuous improvements.

Integration approach

The framework operates through integrated workflows:

Policies establish requirements and standards.



Processes implement policy requirements.
Technologies enable and enforce processes.
Monitoring identifies issues and improvement opportunities.

Reporting provides visibility and accountability.

Monitoring and Observability Approaches

Monitoring and observability are unified within this framework to ensure
holistic insight into the performance, reliability, and ethical behavior of
GenALl systems.

A comprehensive observability approach captures real-time signals from
infrastructure, data pipelines, Al reasoning layers, and user interactions,
enabling proactive governance and continuous assurance.

Key monitoring and observability capabilities include:

Latency and performance tracking across data and inference stages
Model drift and data drift detection to maintain accuracy over time
Hallucination rate monitoring for generative output quality

Cost monitoring and optimization to control resource efficiency

Access violation and data usage monitoring for security
enforcement

Bias, fairness, and ethics checks to ensure trustworthy outcomes
User experience monitoring to understand end-to-end performance

Root-cause and trend analysis to identify degradation patterns

These capabilities provide a unified view of system health and integrity,
linking technical operations with governance outcomes. The insights feed
directly into remediation workflows and compliance documentation.



Regulatory Compliance and Assurance

Regulatory compliance in GenAl environments requires audit-ready
evidence that reflects both deterministic and probabilistic reasoning
processes. Governance frameworks must capture lineage, context, and
traceability for all data—model—output relationships to satisfy emerging
global Al regulations.

Key compliance and assurance strategies include:

e Full lineage tracking of data, knowledge, and semantic model
evolution

o FExplainability documentation for reasoning and decision chains

e Bias and fairness assessments incorporated into monitoring
pipelines

e Privacy-preserving controls for sensitive data handling
e Human-in-the-loop oversight embedded in critical decision paths

* Audit trail preservation for verifiable compliance

By integrating observability, compliance, and continuous improvement,
organizations establish a sustainable governance architecture—one that
balances innovation velocity with operational integrity and trustworthiness.

Case Study: Financial Services Governance
Implementation

A global financial services company leveraged semantic layer architecture
to create a unified metrics layer across their enterprise data landscape. The
implementation integrated AutoML capabilities into workflows for Excel
and Power BI analysts while migrating analytics infrastructure to
Snowflake and Amazon SageMaker on AWS. The semantic layer enables
consistent metric definitions across departments while supporting advanced
analytics and Al-driven insights.



Initial governance challenges

The organization faced significant governance challenges, including:
e Regulatory requirements for explainability and audit trails
e Inconsistent metric definitions across business units
e Data quality issues affecting Al system reliability
e Limited visibility into semantic processing and reasoning
e Complex compliance requirements for financial reporting

These challenges threatened to limit Al adoption and value realization,
requiring a comprehensive governance approach.
Governance solution

The organization implemented a multilayered governance framework,
including:

A semantic governance board

A cross-functional team with authority over semantic models

A quality framework

Comprehensive standards across traditional and GenAl dimensions

Lineage tracking

End-to-end visibility from source data to Al outputs

Automated monitoring

Real-time quality and compliance verification

Audit capabilities

Comprehensive evidence preservation and reporting



The implementation demonstrated the importance of regulatory compliance
integration, requiring comprehensive audit trails for semantic relationships
and ensuring that Al-generated insights remain traceable to authoritative
sources.

Outcomes and lessons

The governance implementation delivered significant benefits:
e A 40% reduction in compliance reporting time
e Improved accuracy and consistency of regulatory submissions
e Enhanced confidence in Al-generated insights
e Faster approval for new Al use cases

e Reduced risk of regulatory penalties

Key lessons included the importance of early governance integration, cross-
functional collaboration, and automated compliance mechanisms that
minimize manual overhead while maintaining comprehensive controls.

By implementing comprehensive governance, quality, and observability
frameworks, organizations can deploy GenAl applications with confidence
at enterprise scale while maintaining the trust and accountability that
stakeholders require. These capabilities are not merely compliance
overhead but essential enablers for sustainable Al adoption and value
realization.

Advanced Topics: Agentic Al Data
Requirements

Agentic Al systems place continuous pressure on data infrastructure
because they do not just consume a static corpus; they observe, act, and
learn in real time. This section focuses on three advanced requirements:
continuous learning architecture, agent-specific retrieval and context, and
enterprise patterns where these capabilities deliver meaningful value.



Agentic Al Fundamentals and Data Implications

The emergence of agentic Al represents the next evolutionary step beyond
generative Al, where Al systems not only generate responses but actively
pursue goals, make decisions, and take actions in dynamic environments.
These systems operate as autonomous agents that can reason about complex
scenarios, adapt to changing conditions, and learn from interactions while
maintaining consistency with organizational objectives and constraints.

Continuous learning, real-time ingestion, and embedding
freshness

Agentic Al requires knowledge that evolves at roughly the same pace as the
environment it is reasoning about. That implies:

* Real-time ingestion and change capture so that new events,
documents, and transactions flow into the semantic layer
continuously rather than in large, infrequent batches

o [ncremental updates to embeddings, indexes, and knowledge
graphs so that only affected content is refreshed when something
changes, instead of regenerating the entire corpus

e FEvent-driven enrichment where downstream processes (chunking,
entity extraction, embedding generation, graph updates) are
triggered by data changes rather than fixed schedules

o Selective invalidation and rebuild of cached results and
denormalized views when source data or schemas change,
minimizing both staleness and unnecessary recomputation

There is a growing body of research and optimization techniques around
approximate nearest neighbor search, vector index maintenance, and
freshness trade-offs, but for most enterprise teams the design goal is simple:
keep the “working set” of knowledge current via efficient incremental
updates rather than trying to keep every artifact perfectly up to date at all
times.



From an architectural perspective, this pushes you toward streaming and
micro-batch patterns that feed your embedding pipelines, graph updaters,
and search indexes, with monitoring that tracks both freshness (how old the
data behind a given answer is) and coverage (which domains or sources are
included in the “live” semantic layer).

Agent-specific retrieval and context management

Unlike simple RAG systems, agentic architectures often involve multiple
agents collaborating over time, each with its own role, memory, and
responsibilities. That drives more sophisticated data and context
requirements:

Session context

The retrieval layer must be able to incorporate ongoing conversational
history, intermediate plans, and prior tool calls, not just the latest user

query.
Short-term memory

Agents need fast access to artifacts created during the current task
(temporary notes, partial results, intermediate summaries) that may
never be committed to long-term storage.

Long-term personalization

For user-facing agents, retrieval should incorporate user preferences,
historical interactions, and role/permission context to filter and
prioritize information.

Task and role awareness

Different agents (planner, researcher, executor, reviewer) may require
different retrieval profiles, some optimized for broad exploration, others
for precise fact lookup or policy verification.

Temporal context
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The system must understand “current,” “recent,” and “historical” in
business terms, routing queries to data that is fresh enough and tagged
with relevant time windows.

In practice, this means the retrieval layer is no longer a single generic RAG
endpoint. Instead, you design agent-specialized retrieval policies (what they
can see, how far back they look, which sources they trust) and pair them
with context managers that decide what to retain, summarize, or forget from
each interaction. The data preparation challenge is to expose metadata and
controls—timestamps, sensitivity labels, access policies, source reliability
scores—that agents can use to make these decisions automatically.

Enterprise Implementation Examples

Organizations across industries are implementing agentic Al systems with
sophisticated data preparation capabilities that enable continuous learning
and adaptation. These implementations provide valuable insights into
effective approaches and common challenges. To give just a few examples:

e In a customer service setting, agentic Al systems combine live
interaction data (current session), customer history (purchases,
tickets, preferences), and rapidly changing knowledge (policies,
product documentation, known issues). Data pipelines must ingest
new tickets and interactions continuously, incrementally update
embeddings for modified articles or macros, and maintain per-
customer context stores that agents can read and write during a
conversation. Retrieval policies enforce that agents see only
information allowed for that customer and channel, while temporal
filters ensure responses reflect the latest policies and offers rather
than outdated versions.

e In manufacturing, agentic systems monitor sensor data,
maintenance logs, supplier updates, and production schedules to
propose actions such as rescheduling jobs or preemptive
maintenance. Here, real-time ingestion from operational



technology/IoT systems feeds streaming enrichment and
incremental updates to feature stores, graph structures (asset
hierarchies, line dependencies), and vector indexes used for
similarity-based retrieval of past incidents. Agents require context
that spans immediate signals (current anomalies), recent history
(last runs, last failures), and long-term patterns (degradation
trends), and they must respect strict safety and compliance
constraints when recommending or executing actions.

These examples highlight the core data requirement for agentic Al: not just
rich static knowledge but continuously updated, role-aware, and context-
sensitive semantic layers that agents can trust and adapt as they learn and
act over time.

The Future: Autonomous and Al-Assisted
Data Wrangling

The evolution of data wrangling for GenAl applications is rapidly
progressing toward autonomous systems that can discover, classify, and
prepare data with minimal human intervention. This transformation
represents a fundamental shift from manual, rule-based data preparation to
intelligent, adaptive systems that leverage Al to understand data semantics,
identify quality issues, and optimize processing workflows automatically.
As organizations scale their GenAl implementations, the complexity and
volume of data preparation tasks will exceed human capacity, making
autonomous data wrangling not just advantageous but essential for
competitive success.

Al-Powered Data Discovery and Intelligent Classification

The integration of Al into data engineering workflows has transformed
pipeline creation and maintenance, with modern systems handling complex
ETL processes while significantly reducing manual intervention and
maintaining high accuracy. Machine learning now automates semantic layer



maintenance by detecting synonym relationships across sources (for
example, linking “cust id,” “client identifier,” and “customer number”) and
generating draft semantic models from technical documentation,
accelerating ontology development and reducing dependency on scarce
experts. Advanced discovery combines pattern detection with contextual
understanding to identify high-value data assets and prioritize them for
enrichment and quality improvements, ensuring automation effort aligns
with business value.

Conversational Data Preparation and Natural Language
Interfaces

Conversational interfaces are democratizing data wrangling by allowing
business users to specify data requirements in natural language instead of
SQL, Python, or complex ETL tools. Natural language and multimodal
interfaces (voice plus text) let users iteratively refine pipelines through
dialogue, reducing analysis time and reliance on data specialists while
keeping control in the hands of domain experts. These systems translate
business intents like “show me all customers who haven’t purchased in six
months but had high engagement scores” into multisource queries with the
required joins, filters, and quality checks, and will increasingly support
collaborative sessions where multiple stakeholders codesign and validate
data flows.

Autonomous Quality Assurance and Self-Healing
Systems

Next-generation pipelines will use closed-loop feedback between Al
performance and upstream data quality, automatically adjusting preparation
logic when they detect degradation or increased hallucination risk.
Autonomous quality monitoring will track semantic coherence, factual
accuracy, and contextual fit, and self-healing mechanisms will quarantine
bad sources, roll back harmful embedding updates, and trigger reprocessing
when thresholds are breached. These same systems will tune performance
parameters—scaling resources, shifting workloads, and adapting caching



strategies—based on live usage patterns, blending quality management and
reliability engineering into a single continuous control loop.

Future Directions and Research Frontiers

The future of autonomous data wrangling lies in emerging research areas
that will further transform how organizations prepare and manage data for
Al applications, such as:

e Multimodal understanding that unifies text, images, audio, video,
and structured data into a single semantic representation

e Collaborative Al systems that act as expert partners, learning
continuously from human interactions and organizational context

e FExplainable automation that clearly justifies data preparation
decisions and recommendations in business-friendly language

e Self-evolving knowledge systems that detect gaps and
inconsistencies, reason over existing knowledge, and proactively
enhance enterprise knowledge bases

Action Plan

The journey from traditional data wrangling to GenAl-ready data
preparation represents more than a technological evolution—it constitutes a
fundamental reimagining of how organizations structure, govern, and derive
value from their data assets. As we stand at this critical inflection point, the
organizations that successfully navigate this transformation will establish
sustainable competitive advantages through Al systems capable of
reasoning, learning, and adapting in ways that were previously impossible.

Key Principles

Throughout this chapter, we’ve explored several fundamental principles that
should guide your transformation journey. Here’s a brief summary:



Semantic preservation over feature extraction
Maintain meaning and context throughout the data preparation pipeline
instead of reducing information to statistical features.

Relationship-centric data modeling
Emphasize connections between information elements to enable
sophisticated reasoning across organizational knowledge.

Multimodal integration
Unify diverse data types within coherent semantic frameworks that
support comprehensive understanding.

Dynamic knowledge evolution
Build systems that continuously incorporate new information while
maintaining semantic consistency and quality.

Governance by design
Embed quality, security, and compliance throughout the architecture
rather than adding them as afterthoughts.

Human—AI collaboration
Design systems that augment human capabilities rather than replacing
them, combining the strengths of both.

Incremental transformation

Build capabilities progressively through focused use cases that
demonstrate value while managing complexity.

These principles provide a foundation for successful transformation,
guiding both strategic decisions and tactical implementation choices as you
build your GenAl data capabilities.



Immediate Next Steps by Maturity Level

The self-assessment presented earlier in this chapter (see “Self-Assessment:
Where Is Your Organization Today?”’) can help you identify your
organization’s current maturity level. Organizations at different maturity
levels should focus on different immediate actions to advance their
transformation journey:

Foundation building stage (0-25% maturity)

e Conduct a comprehensive readiness assessment to identify key gaps
and opportunities.

e Establish a data foundation that supports both structured and
unstructured content.

e Implement basic metadata management to improve data discovery
and understanding.

e Develop initial governance frameworks that can evolve with your
capabilities.

e Select a focused pilot use case that demonstrates clear value with
manageable complexity.

Capability development stage (26—50% maturity)

e Implement semantic enrichment for priority content domains.
e Develop vector embedding capabilities for key information sources.

o Establish knowledge graph foundations for critical business
domains.



e Implement initial vector search capabilities to enable similarity-
based retrieval.

* Expand governance frameworks to address semantic quality and
relationships.

Optimization stage (51-75% maturity)

e Enhance real-time processing capabilities for dynamic knowledge
updates.

e Implement comprehensive observability across all architectural
layers.

e Optimize vector search performance for interactive Al applications.

e Expand semantic coverage across additional business domains.

e Implement advanced quality monitoring with automated validation.

Innovation stage (76—100% maturity)

e Implement autonomous data wrangling for appropriate domains.

Develop predictive optimization capabilities that anticipate needs.

Implement self-healing data pipelines with automated remediation.

Explore emerging technologies for competitive differentiation.

Share expertise and insights with the broader community.



These targeted actions provide a starting point for your transformation
journey, focusing efforts on the capabilities most relevant to your current
maturity level while building toward comprehensive GenAl data readiness.

Long-Term Strategic Considerations

As you develop your long-term strategy for GenAl data preparation,
consider these strategic factors that will influence your success:

Organizational capabilities and ecosystem

Build deep internal skills, formal learning paths, and centers of
excellence while engaging partners, communities, and providers that
accelerate your roadmap.

Responsible AI and compliance

Define clear ethical principles, align governance and monitoring to
emerging regulations, and ensure explainability, traceability, and human
oversight are designed in.

Competitive differentiation and technology evolution

Use your unique data and domain expertise to create defensible
capabilities, while maintaining a technology radar and flexible
architecture that can absorb new services and techniques without
constant rework.

Summary

The shift from traditional data pipelines to GenAl-ready knowledge systems
is no longer optional; it is the foundation for how enterprises will compete,
differentiate, and operate in an Al-first economy. Organizations that move
early on semantic foundations, governance by design, and real-time
knowledge will set a pace their slower peers cannot easily match.



Success in this space depends less on any single tool and more on a
consistent architectural vision, disciplined execution, and a willingness to
let humans and Al specialize in what each does best. If you treat this
chapter as a playbook—starting with one or two high-impact use cases and
expanding outward—you can turn GenAl data preparation from an
experimental project into an enduring strategic capability.



Chapter 4. Data Governance,
Security, Compliance, and
Orchestration for GenAl

As organizations rapidly adopt generative Al applications to transform their
operations, a critical challenge emerges: How do you ensure these powerful
systems operate safely, securely, and responsibly while maintaining the data
integrity that underpins their effectiveness? The proliferation of Al systems
handling vast amounts of structured and unstructured data has elevated data
governance from a traditional IT concern to a mission-critical capability that
can determine the success or failure of Al initiatives. Unlike conventional
data management approaches designed for structured databases, Al
applications demand a fundamentally different governance framework—one
that can handle the complexities of unstructured data, manage the unique
risks posed by large language models, and ensure compliance with evolving
regulatory requirements.

This chapter provides a comprehensive roadmap for implementing robust
data governance, security, and orchestration frameworks specifically
designed for generative Al applications. You’ll discover how Al data
governance differs from traditional approaches and explore the nine
fundamental components that form an effective Al governance operating
model, from data stewardship and metadata management to data quality
assurance and security protocols. The chapter delves deep into responsible
Al principles, offering practical guidance on implementing fairness,
transparency, accountability, privacy protection, reliability, and human
oversight in your Al systems. You’ll learn hands-on techniques for protecting
sensitive information, implementing content filtering and topic restrictions,
and ensuring end-to-end data protection throughout your Al pipeline.

Beyond governance and security, this chapter equips you with the knowledge
to orchestrate complex Al workflows effectively through operational



practices for managing large language models (LLMOps). We’ll explore
various orchestration patterns for retrieval-augmented generation (RAG)
systems and agentic Al frameworks, complete with practical code examples
and implementation strategies using modern orchestration tools like Strands
Agents. Whether you’re building simple linear RAG applications or
sophisticated multi-agent systems, this chapter provides the technical
foundation and best practices needed to deploy Al applications that are not
only powerful and efficient but also secure, compliant, and trustworthy.

Data Governance and Data Security for Al
Applications

Data governance and security have become critical pillars for organizations
deploying Al systems. In this section, we’ll examine what they entail.

Data governance is a structured approach for organizations to manage and
use their data by combining technology, people, and processes.

Data security encompasses the strategies and implementation of controls that
determine what data can be viewed, by whom, and under what conditions.
This includes managing access permissions, identifying and protecting
sensitive data such as personally identifiable information, implementing
encryption and monitoring, and maintaining regulatory and compliance
postures aligned with frameworks like GDPR, HIPAA, and SOC 2.

Data governance, while essential, is often perceived as a complex and
challenging undertaking, and due to its complexity, it is often only partially
implemented. Organizations commonly launch separate initiatives to
evaluate the full range of capabilities and prioritize only a few for rollout. In
the past five years or so, however, as organizations have increasingly adopted
data-first strategies, the need for robust data governance has become more
apparent.

The field continues to mature, and we anticipate significant advancement
over the next five years. The future success of data governance likely lies in
its seamless integration into data applications, becoming an inherent



component rather than a separate initiative. This evolution is already visible
in how basic data governance principles, such as data quality checks, null
value handling, and data type validations, are now naturally embedded
within data pipelines from their initial development.

This organic integration represents a shift from viewing data governance as a
separate, burdensome process to seeing it as an integral part of the data
management lifecycle. As this trend continues, data governance will likely
become more streamlined, efficient, and user-friendly while maintaining its
crucial role in ensuring data integrity and compliance.

Data sovereignty is another critical consideration in Al data governance. As
organizations deploy Al systems that process data across multiple regions,
they must ensure compliance with local data residency and sovereignty
requirements. Different data protection regulations, such as the EU’s GDPR,
Brazil’s Lei Geral de Protecao de Dados (LGPD), and various Asia—Pacific
frameworks, impose specific rules about where data can be stored, processed,
and transferred. Cloud providers like AWS offer data residency controls and
regional service availability to help organizations meet these requirements,
but the responsibility for compliance ultimately rests with the organization.

While data security is traditionally integrated into the broader data
governance framework, it deserves special attention in the age of Al. The
unstructured data flowing into vector stores, embedding models, and
knowledge bases at an unprecedented rate often bypasses conventional
access controls and audit trails designed for structured, well-cataloged data.
Without robust classification, lineage tracking, and encryption at every stage,
organizations face significant compliance and breach risks, especially as Al
agents autonomously retrieve and act on this data.

This emphasis reflects the evolving landscape where organizations must
navigate complex security challenges posed by diverse data types, formats,
and sources that fuel Al systems. Data security has evolved far beyond a
compliance checkbox—in an Al-driven world, understanding and
implementing robust security measures is essential to maintaining a
competitive edge, protecting intellectual property, and building the trust that
sustains long-term Al adoption.



Let’s begin by considering how Al data governance differs from traditional
data governance.

The Al Data Governance Operating Model

Traditional data governance has historically focused on structured data
within relational online analytical processing (OLAP) systems, such as data
lakes and data warehouses. This approach relied on an operating model built
around three key elements: people, process, and technology.

Although Al data governance requires a more comprehensive approach that
encompasses both structured and unstructured data, the core building blocks
—the fundamental components of traditional data governance outlined in
Figure 4-1—still apply.
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Figure 4-1. Al data governance operating model

The key components of this holistic framework are:

Data stewardship

The assignment of responsibility to individuals (data stewards) for
overseeing the definition, quality, accessibility, and integrity of both



structured and unstructured data throughout its lifecycle, ensuring the
data can be used properly across the organization while maintaining
compliance with organizational policies and regulations.

In practice, data stewardship is a dynamic function. Data stewards sit
closest to the business context of the data within each data-producing
domain. They determine which components within a specific data
domain should be accessible to which roles and which data assets are
suitable for different consumers. Data stewards work with data
engineering teams to prepare the data accordingly and orchestrate the
data approval process on behalf of the producing domain.

Data quality management

Processes and controls that keep data accurate, complete, consistent, and
timely through validation, cleansing, and standardization, to ensure Al
systems can train and operate on reliable data.

Metadata management

The practice of capturing, organizing, and maintaining information about
data (metadata)—such as its source, structure, lineage, and usage—to
enable transparency, traceability, and effective governance across all data

types.

Master data management (MDM)

A set of processes and tools for creating and maintaining a single,
consistent, and accurate view of critical business data entities (such as
customers or products) across the organization, ensuring the quality,
accessibility, and security of both structured and unstructured data.

Data lifecycle management

The end-to-end management of data from its initial creation and
collection through storage, usage, and archival to eventual deletion,
ensuring that data remains high-quality, secure, and compliant with
privacy regulations such as GDPR and CCPA.



Data security

The implementation of policies, technologies, and controls to protect data
from unauthorized access, breaches, and misuse, including encryption,
access controls, and monitoring, with special attention to the unique risks
posed by Al systems. Includes regular and systematic examination of
data management practices, data usage, and compliance with governance
policies, including the creation of audit trails to track data access,
changes, and lineage for both structured and unstructured data.

Issue escalation and accountability

Formal processes for identifying, reporting, and resolving data-related
issues, with clearly defined roles and responsibilities to ensure timely
resolution and accountability for data governance failures or breaches.

Training and communication

Ongoing education and awareness programs to ensure all stakeholders
understand data governance policies and best practices, the new risks and
requirements created by Al, and their roles in maintaining data quality,
security, and compliance.

These components collectively form the foundation of a robust Al data
governance framework, ensuring that both structured and unstructured data
are managed responsibly, securely, and in alignment with organizational and
regulatory standards.

Differences in Governance of Structured and
Unstructured Data

While the fundamental components of data governance remain the same for
both structured and unstructured data, it is worth noting that the approaches
and techniques used to implement them may differ significantly. The areas
where Al governance tends to diverge most from traditional data governance
are data stewardship, metadata management, data quality, and data security.



Together, these form the strategic foundation for effective governance: data
stewardship and metadata management enable Al systems to interpret and
use data correctly, data quality ensures that the data feeding Al systems is
reliable, and data security protects the entire pipeline from ingestion through
inference. In the following sections, we’ll explore each of these areas in turn.

Data Stewardship and Metadata Management

Data stewardship and metadata management are tightly coupled. As
mentioned previously, data stewardship is often the role of a data steward
who has a sound understanding of the business use of the data. They sit at the
intersection of data security and metadata management—it is their
responsibility to ensure that the technical metadata is translated to business
terms. This typically involves building a business glossary that can be
broadly used across the organization. In the past, this was often done by
simply adding short descriptions, with the assumption that a human would be
reviewing those descriptions and be able to make sense of them. However,
for Al agents to make effective use of the business glossary, the descriptions
must be verbose as well as concise, carefully constructed to ensure that there
are no overlapping definitions and that agents can accurately determine when
to use each data object.

Making Data Accessible for Humans and Agentic Al

Consider Table 4-1, which illustrates a simplified version of a human gene
dataset organized in a structured format (some additional columns typically
found in a gene dataset have been removed). Imagine this as part of your data
lake. Suppose you want to enable an Al application to analyze this table and
answer questions related to drug discovery. However, some of the column
names—the technical metadata provided in this table—may be difficult for
both users and applications to interpret, making it challenging to understand
the meaning of each column and how to effectively utilize the data.



Table 4-1. Human gene catalog

geneid genename chr strand
ENSG00000139618 BRCA2 13 +
ENSG00000141510 TP53 17 —
ENSG00000157764 BRAF 7 +
ENSG00000198786 CFTR 7 —
ENSG00000121879 EGFR 7 +

To make your structured data more accessible and useful for both users and
Al applications, it is essential to have a business glossary developed by a
data steward. This glossary should use clear, descriptive terms that are easy
to understand from a business perspective and outline when and where each
data element can be used. Modern Al systems depend on such glossaries to
interpret and work productively with your data.

Let’s see what such a glossary might look like:

Table description

tn

~

h



This table provides a comprehensive catalog of human protein-coding
genes, integrating standardized identifiers and key biological attributes
from major genomic databases. Each row represents a unique gene and
includes its genomic coordinates, official nomenclature, functional
summaries, cross-references to external resources (such as Ensembl,
NCBI, OMIM, HGNC, and UniProt), as well as known synonyms and
canonical transcript information. This structure supports robust gene
annotation, disease association studies, and cross-database integration for
research and clinical genomics. Each column in the genomic data table
has its biological significance and indicates how and when it can be used.

Column definitions
e geneid
Format: String (e.g., ENSG00000139618)

Description: Unique gene identifier from the Ensembl database,
following the format ENSG + 11 digits. Used universally to reference
genes across genomic databases. This column can be used to join
with the Shet, missense tolerance data, and transcript tables.

e genename
Format: String (e.g., BRCA2, TP53)

Description: Official gene symbol approved by the HUGO Gene
Nomenclature Committee (HGNC). Standardizes gene names for
consistency in research and clinical contexts.

e chr
Format: Integer (e.g., 7, 17)

Description: Chromosome number where the gene 1s located.
Humans have 22 autosomes (1-22) and 2 sex chromosomes (X/Y).

e strand



Format: String (+ or —)

Description: Indicates which DNA strand encodes the gene:

+ = Forward/positive strand (5° — 3')

— = Reverse/negative strand (complementary strand)

start
Format: Integer (e.g., 32315474, 32400266)

Description: Genomic coordinates marking the gene’s start position
on the chromosome, based on a reference genome assembly (e.g.,
GRCh38).

end
Format: Integer (e.g., 32315474, 32400266)

Description: Genomic coordinates marking the gene’s end positions
on the chromosome, based on a reference genome assembly (e.g.,
GRCh38).

genesum
Format: String (e.g., “Breast cancer type 2 susceptibility protein”)

Description: Concise functional summary of the gene, often sourced
from NCBI’s Gene database or the UniProt database. Use this column
to understand the disease condition to better filter the right gene of
interest.

entrezid

Format: Integer (e.g., 675 for BRCA2)



Description: Unique identifier from NCBI’s Gene database. Critical
for cross-referencing gene data in biomedical research.

e genesyn
Format:. Array of strings (e.g., ['[FAD1', ‘FANCDI1'] for BRCA?2)

Description: Alternative names or historical symbols for the gene
(e.g., outdated symbols or aliases).

e uniprot accs
Format:. Array of strings (e.g., ['P51587'] for BRCA?2)

Description: Primary protein accession numbers from UniProt
database, referencing the gene’s canonical protein product.

When establishing glossary definitions for your organization, you have the
flexibility to use any tool that best fits your needs. Some organizations opt to
develop custom in-house solutions, while others leverage commercial
platforms such as Collibra, Amazon SageMaker Catalog, or Informatica
Business Catalog. Experience across organizations of various sizes
consistently shows that no single tool offers a complete solution—each
comes with its own strengths and limitations. True effectiveness arises from
the combination of the right tools with skilled people and well-defined
processes; technology alone does not guarantee success in Al governance.

Testing Our Tools

As stated earlier, Al systems require clear instructions on how to use the
available data. These instructions are often sent as part of the prompt—
referred to as context—that allows large language models to perform the
desired tasks. Modern LLMs such as Anthropic’s Claude, OpenAl’s
ChatGPT, Meta’s Llama, and Amazon’s Nova models support context
lengths ranging from around 128k to 1M tokens, so these prompts can be



very large. For perspective, a 200k token limit can fit about 500 pages of
text, which is more than sufficient for most enterprise use cases.

Consider our previous example of enabling Al applications to leverage the
gene catalog table to answer questions related to drug discovery. The
question we want to answer is: How many protein-coding genes are present
on each chromosome?

Let’s assume we’ve created our business glossary in Amazon SageMaker
Catalog. The following code excerpt fetches the table definitions needed to
answer this question. If you use a different catalog tool, the API will be
different, but most commercial tools in the market support this function:

# Instantiate Unified Studio Catalog
client = UnifiedStudioClient()

# API call to central business glossary, SageMaker Catalog
response = client.get_table(
GetTableRequestTypeDef(
ProjectIdentifier=project_id,
TableName=gene

)

# Define the output template in JSON format with the fields of interest
# from the business catalog
return tdefinition

{
"TableName": response["TableName"],
"Description": response.get("Description", "No description available"),
"Columns": [
{
"Name": col["Name"],
"DataType": col["DataType"],
"BusinessDescription": col.get("BusinessGlossaryTerm", "")
}
]
}

Now, build your prompt template using the table definitions, as shown in the
following code excerpt:



# Prompt template to pass gene table schema and descriptions and help
# the model answer questions related to gene catalog data.

prompt_template = (
You are a friendly bot, an expert in the field of genomics.
## Task
Generate an ANSI SQL query related to drug discovery using the context
provided to you.
## Context
The context provided to you contains the schema of a table from a database
with detailed descriptions about the table and its columns, when to use
each column, and for what purpose.

"TABLE-DEFINITION: {tdefinition}\n|n"
"EXAMPLES: {examples}|\n|n"

## Model Instructions

- The TABLE-DEFINITION is in JSON format

- You MUST interpret the question and understand what table(s) and column(s)
you will need to generate the right SQL

- You MUST think before generating the SQL

- SQL MUST be syntactically correct and in ANSI format

## Response Style and Output Format Requirements
- You MUST respond with a SQL query
- You MUST generate the SQL response using the CONTEXT provided to you

## Success (Criteria
- Generate syntactically correct ANSI SQL

mimn

Answer:

SELECT chromosome, COUNT(*) AS gene_count

FROM human_gene_catalog

WHERE array_length(uniprotprimaryaccessions) > 0
GROUP BY chromosome

ORDER BY gene_count DESC;

Our hypothetical Al application will be able to answer the question
accurately thanks to the definitions in the business glossary, which were
passed as a JSON object, without an application developer or prompt
engineer being required to explicitly add each definition into the prompt.



As long as you have clear and comprehensive business glossary definitions,
you can create prompts in this format that can be reused with nearly any
table in the organization, across various Al applications. This approach
eliminates the need for a data steward to specify which data is required to
answer questions for a given Al application and enables seamless scalability.

Next, we’ll turn our attention to two other key elements in the Al data
governance operating model: data quality and data security.

Data Quality

The quality of your insights depends directly on the quality of the data you
use. Organizations are generally familiar with standard data quality checks
for structured data, such as identifying null values in columns and validating
data types. Over time, many have also developed comprehensive frameworks
for use case—specific validations, including checks for timestamp
conversions to epoch time, range validations, etc. Today, these are table
stakes in data transformation pipelines for structured data.

Modern Al use cases, however, tend to leverage more unstructured data,
which is in greater abundance within most organizations. So, for the rest of
this chapter, we will focus on data governance through the lens of Al using
unstructured data.

Despite advances in structured data quality, many organizations still face
challenges in even defining what data quality means for unstructured data, as
well as in developing effective data validation rules and strategies to address
these challenges for successful Al initiatives.

There are a variety of data validation rules that can be applied to unstructured
data, particularly text. Common examples include:

File format validation

Ensuring files are in accepted formats such as HTML, PDF, TXT, DOC,
or PPT.

Metadata format validation



Checking that metadata files are in formats like JSON.

Metadata field checks

Verifying the presence and correctness of fields such as title, description,
and category for a given document.

Table extraction

Extracting tables from PDFs, DOCs, or image files, along with associated
titles.

Image extraction

Identifying and extracting specific points of interest from images, such as
detecting the highest peak in a graph. Images can be part of image files
like PNGs or other document types like PDFs.

Header, footer, and text normalization

Removing headers and footers or normalizing text in emails and HTML
documents.

Range validation

Ensuring extracted text values fall within acceptable ranges (for example,
verifying that ratings are numeric values between 1 and 5).

This list is not exhaustive. The specific data validation rules required will
depend on the particular use case. For example, when processing customer
service emails, it is important to remove extraneous text—such as the
headers, footer, and signature highlighted in bold in Example 4-1—to
provide the language model with cleaner input. This not only improves data
quality for the model but also reduces the total number of input tokens,
which directly impacts the cost of inference.

Example 4-1. Sample customer service email

From: %*%% g¥*%%y

Sent: Monday, April 6, 2026 8:00 PM

To: *kk gkkky



Subject: Re: Help & Support: Requesting a Quote

Dear Customer,

Good day.

Thank you for choosing XYZ LLC!

I am happy to provide you a quote for the below-mentioned item.

If you have an account with us please provide your account number, and I
will provide you with your account pricing.

If you do not have a business account with us and would like to set one up,
please visit our website at www.xyz.com and click on 'My Account' in

the top-right corner. A drop-down menu will appear, and you may choose
'Register for an Account' then follow the instructions to apply for an
account.

Thank you for your patience in this matter.

I appreciate your business. Please contact us again if we can help you with
anything in the future.

Thank you,

*k%k

Customer Service Representative

XYZ LLC

A part of ABC Products division

For quick and easy access to
xyz.com<https://urldefense.com/v3/__https://linkprotect.cuasvc.com/url?a=ht>
please click below:
[cid:image003.jpg@O1DOA73.1264B0Z0]<https://urldefense.com/v3/__https>

You will typically use regular expressions in your preferred programming
language to remove the highlighted sections of emails like these, as these
parts are unnecessary for Al applications and can introduce unwanted noise.

By establishing robust data quality and validation practices for both
structured and unstructured data, organizations create a reliable foundation
on which broader governance concerns such as security, privacy, and
responsible Al can be effectively addressed. Data security has the highest
priority. It’s so important that the following two sections, on responsible Al
and data privacy and security for generative Al, are dedicated to this topic.

Responsible Al

There is no single, universally accepted definition for responsible Al. That
said, following prominent organizations such as the Institute of Electrical and
Electronics Engineers (IEEE), the Organisation for Economic Co-operation
and Development (OECD), and Harvard University’s Berkman Klein Center



for Internet & Society, as well as the EU’s Ethics Guidelines for Trustworthy
Al and UNESCO’s Recommendation on the Ethics of Al, we will define it as
follows: the practice of designing, developing, deploying, and using Al
systems in ways that are ethical, transparent, fair, and accountable, ensuring
alignment with human values and societal well-being.

Table 4-2 outlines the core principles of responsible Al.

Table 4-2. Responsible Al principles

Principle Description (Al that...)
Fairness Avoids bias and discrimination
Transparency = Makes decisions that are explainable and understandable

Accountability Ensures responsibility for decisions is clear and
mechanisms for redress are available

Privacy and Protects individual data and ensures security
security

Reliability Functions safely and as intended

Human Maintains human control and judgment
oversight

Let’s take a closer look at each of these principles and see how you can
enforce them in your Al applications.

Fairness

The fairness principle, in simple terms, dictates that the Al application must
not show any bias or discriminate in its responses. To illustrate, suppose a



company uses an Al-driven hiring tool to screen resumes for job applicants.
The goal is to quickly identify the most promising candidates based on their
qualifications and work history.

Here’s an example of how unintentional bias may arise in such a scenario:

e The Al model is trained or fine-tuned on past hiring data from the
company, which over several years favored applicants from certain
universities and inadvertently overlooked candidates from other
schools, including minority-serving institutions.

e Without proper evaluation for fairness, the AI model learns these
historical preferences and assigns a higher rank to applicants from
favored schools—even if they have similar or weaker qualifications
compared to others.

e As aresult, qualified candidates from less-represented backgrounds
have a lower chance of being selected for interviews, reinforcing
existing inequalities.

Tools to detect bias

To mitigate bias, there must be a way to detect it in the first place. There are
several tools available for this purpose. Table 4-3 lists some popular open
source options, along with tools from the major cloud providers.



Table 4-3. Fairness evaluation tools

Provider

AWS

Azure

Google Cloud

Open source

Tools

SageMaker Clarify,
Bedrock with an LLM
as a judge

Fairlearn (integrated),
Responsible Al
Dashboard

Vertex Al Fairness
Evaluation, What-If
Tool

IBM AIF360,
Fairlearn, Aequitas

Notable features

Dataset/model bias analysis,
legal metrics, explainability
dashboards

Interactive dashboard,
mitigation algorithms, full
workflow integration

Built-in fairness metrics,
interactive analysis, subgroup
diagnostics

Extensive fairness metrics,
dashboards, bias mitigation
algorithms

Although they vary in their specific methods for assessing fairness, these
tools all share the same underlying goal.

How to handle bias

Once bias is detected, it’s important to determine how to mitigate it. Two
common approaches, especially when using the RAG pattern, are prompt

engineering and implementing guardrails.

Prompt engineering involves carefully designing and adjusting prompts to
steer the LLLM toward neutral, inclusive, and contextually appropriate
responses. For example, if biased outputs are observed, prompts can be
rephrased to include clear directives about neutrality or to explicitly exclude
sensitive attributes. This helps reduce the likelithood of the Al producing
biased or stereotypical answers.



The other common technique is using security guardrails or similar safety
tools to define denied topics, configure content filters, and establish
thresholds for filtering harmful or biased content. Tools such as Amazon
CloudWatch can then be used to monitor and analyze when and how bias
interventions are triggered. Guardrails can also be used for the automatic
removal or redaction of personally identifiable information, helping prevent
unfair or discriminatory outputs related to sensitive data.

Transparency

The principle of transparency states that the processes and decisions made by
Al systems must be explainable and understandable to humans. Foundation
models’ capacity for explanation serves as a cornerstone for comprehension,
illuminating the pathways through which these systems reach their
conclusions. This explanatory function not only demystifies the decision-
making process but also opens avenues for systematic enhancement of
response quality. By examining the underlying reasoning mechanisms,
researchers and practitioners can identify potential weaknesses, refine model
behavior, and build more reliable and transparent Al systems.

Explainability and monitoring are the focal points to attain the right level of
transparency. Depending on where you are running the Al application, there
are several mechanisms and tools that can help with these. We’ll consider
some of the options here, using AWS offerings as an example. Rest assured,
a comparable set of capabilities can be achieved with native services offered
by other cloud providers as well.

Amazon Bedrock offers various built-in model transparency features that
support explainability. These include:

e Response provenance tracking, showing which data from the
context influenced the output. Using citations in the Bedrock
Converse API, you can retrieve references to the chunks used in the
response.

e Confidence scoring mechanisms that indicate model certainty.



e [nput and output token counts, which provide visibility into the size
of prompts and generated responses.

* Reasoning steps in the output when using a reasoning model for
inference.

o Watermarking for generated content. Bedrock’s Titan models
include invisible watermarking for generated images, increasing the
traceability of Al output.

In addition, Amazon SageMaker provides comprehensive explainability
tools:

e SageMaker Clarify offers feature importance analysis, bias
detection, and model interpretability metrics.

e SageMaker Model Monitor enables continuous tracking of model
behavior and performance drift.

e SageMaker Experiments allows systematic comparison of model
variants and their reasoning patterns.

Further insight into a model’s responses can be gained through the use of
traces, which we’ll consider momentarily.

The second foundation of transparency is monitoring. Effective monitoring
of generative Al applications provides critical visibility into their current and
longitudinal performance while ensuring transparency through
comprehensive logging. This enables validation of both functional and
security aspects, fostering trust in the application and confidence in its
reliability.

Audit logs and monitoring enable the tracking and auditing of model usage
and system actions, ensuring transparent documentation of how and when
models are accessed or modified. This also includes tracking model
responses. All the major public cloud providers support this functionality
through their native service logging capabilities:



e On AWS, you will find these details under CloudTrail and
CloudWatch logs.

e On Azure, you will find them under Azure Log Analytics,
diagnostic logging, and Azure monitor logs.

¢ On Google Cloud Platform (GCP), they are under cloud logging and
cloud audit logs.

Additional monitoring to increase transparency across metrics such as costs,
latency, and response traces can be achieved using observability tools such as
the open source Langfuse and MLFlow Tracing, Datadog LLM
Observability, and Helicone, to name a few. Two important mechanisms
supporting this observability are tracing for GenAl systems and telemetry
capture and export for agents.

Tracing with LLMs

A particularly powerful monitoring technique for generative Al systems is
tracing, which captures the full lifecycle of prompts, model interactions, and
responses. To illustrate this concept, consider the example trace in Figure 4-2
from the Langfuse observability interface for a request served by the
Amazon Nova model in Amazon Bedrock. A trace in Langfuse typically
represents a single request or operation. It contains the overall input and
output of the function, as well as metadata about the request, such as the user,
session, and associated tags.
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Figure 4-2. A Langfuse trace for a Bedrock RAG API request (see a larger version of this figure)

Let’s break down the highlighted parts of this figure:

1. LLM configuration and output metrics for the request, including
latency, cost, model name, and max tokens


https://oreil.ly/pP5mi

2. The augmented context that is sent to the LLM
3. The user’s question
4. The model’s output

5. Additional metadata that may be needed to dive more deeply into
this API request

Together, these elements give you an end-to-end view of how the RAG
pipeline handled a single request, making it easier to debug issues, optimize
performance, and improve answer quality over time.

Capturing and exporting telemetry

In an agentic architecture, you may use a different set of tools and
capabilities altogether to monitor application behavior. OpenTelemetry
(OTEL) provides a flexible and widely adopted framework for emitting
telemetry data for both single-agent and multi-agent orchestration systems.
This data can then be consumed by any OTEL-compatible backend tool for
visualization, troubleshooting, and evaluation. Common tools used for this
purpose include Prometheus, Grafana, Jaeger, Zipkin, Dynatrace, and
Datadog.

The best choice of tools and approaches for capturing and exporting
telemetry from agents typically depends on the type of telemetry signal
(metrics, traces, logs) you need, your integration requirements, and your
observability stack. Here are a few common patterns:

Native agent instrumentation

Agents can write telemetry events, metrics, or traces directly to log files
or stdout in a structured format (e.g., JSON or CSV). External log
scrapers (such as Fluent Bit or Filebeat) can then collect and forward this
data for analysis and visualization.

You can also use popular language-specific libraries (e.g., Micrometer for
Java, StatsD clients, or Prometheus client libraries) to emit custom
metrics directly to compatible backends.



Export to dedicated monitoring systems

Suppose you’re using Prometheus as your monitoring system. Agents can
expose metrics in the Prometheus exposition format via an HTTP
endpoint, enabling it to poll and scrape the data for monitoring and
alerting. This approach is well suited for time-series metrics, but not for
traces or logs. Similar functionality can be achieved with many other
systems on the market, including for traces and logs.

Direct export to backends and middleware

Agents may emit telemetry as structured log entries to Elasticsearch or
Logstash endpoints, usually over HTTP.

For cloud native agents, telemetry can be pushed directly to services like
AWS CloudWatch, Azure Monitor, or Google Cloud Operations via their
APIs.

Accountability

Key accountability requirements for responsible Al systems include:

e (lear responsibility chains for outcomes, including tracing who is
accountable for different stages and components

e Effective mechanisms for redress and correction when things go
wrong, ensuring harms or errors are identified and addressed

Let’s quickly consider how you can implement these accountability
requirements across AWS, Microsoft Azure, and GCP.
Responsibility

To enforce clear responsibility chains:

e Use cloud audit trails and versioning via GenAIOps pipelines to
attribute actions and changes to specific users.

e Maintain documentation of model lineage, deployment, and data
usage using built-in tools and logging across providers.



e Reference frameworks such as the Cloud Security Alliance’s Al
Controls Matrix to map and document responsibilities among teams
and stakeholders.

Correction

You must also provide effective mechanisms for correction, so issues can be
addressed when something goes wrong:

e Use contextual grounding checks to detect hallucinations and filter
responses by verifying that model outputs are factually accurate and
grounded in the source material. Major public cloud providers and
open source initiatives offer guardrails that support this
functionality.

e Enable human-in-the-loop oversight and appeals by allowing
reviewers to override, reprocess, or roll back Al decisions when
flagged.

Privacy and Security

Data privacy and security encompasses measures such as encryption, access
controls, data masking, and regular monitoring to safeguard information
assets.

When working with unstructured data such as text and images, organizations
must adopt robust security measures to protect sensitive information and
ensure compliance with privacy regulations. The following strategies are
widely recommended.

Encryption at rest and in transit

Data files should always be encrypted, both while stored (“at rest””) and while
being transmitted (“in transit”). All major cloud providers offer built-in
encryption capabilities for their storage services (e.g., Amazon S3, Azure
Blob Storage) that can be leveraged to automate this critical aspect of data
security.



Sensitive data identification and redaction

It is essential to identify and appropriately handle sensitive information
embedded within unstructured data. What might this information look like?

Example 4-2 highlights the key PII elements in our example email from
earlier, including the email addresses of the sender and receiver, the name of
the customer, and the name of the customer service representative.

Example 4-2. Pl in our customer service email

From: markl@xyz.com

Sent: Monday, April 6, 2026 8:00 PM

To: dbarns@mycompany.com

Subject: Re: Help & Support: Requesting a Quote

Dear Dan Barns,

Good day.

Thank you for choosing XYZ LLC!

I am happy to provide you a quote for the below-mentioned item.

If you have an account with us please provide your account number, and I
will provide you with your account pricing.

If you do not have a business account with us and would like to set one up,
please visit our website at www.xyz.com and click on 'My Account' in

the top-right corner. A drop-down menu will appear, and you may choose
'Register for an Account' then follow the instructions to apply for an
account.

Thank you for your patience in this matter.

I appreciate your business. Please contact us again if we can help you with
anything in the future.

Thank you,

Mark Lamberg

Customer Service Representative

XYZ LLC

In “Sensitive Information Protection” we’ll explore how you can handle PII
in items such as this using prompt engineering and LLMs. Note, however,
that while LLMs with well-crafted prompts can detect common PII elements
like names and email addresses, they are not reliable for identifying all forms
of sensitive data, such as Social Security numbers (SSNs), national ID
numbers, or financial account numbers that may appear in unexpected
formats. For robust PII protection, organizations should use dedicated tools
such as Amazon Bedrock Guardrails (which can detect and redact PII in both
user inputs and model outputs at runtime), Amazon Comprehend, Amazon



Macie, Azure Al Language PII Detection, or Google Cloud Data Loss
Prevention (DLP) API.

Access control in vector stores

When storing unstructured data in a vector database, it is important to
implement access controls that mirror the row-level security (RLS) found in
traditional relational databases. This can be achieved by designing the vector
store schema to include relevant metadata fields. For instance, if the vector
store (e.g., OpenSearch) contains customer order data, each embedded vector
chunk for orders should be tagged with the corresponding username. Then, if
a user requests information about their past orders, queries can be filtered by
this metadata during data retrieval, ensuring that users only have access to
their own information and not to data belonging to others.

By systematically applying these measures, organizations can significantly
reduce the risk of data breaches and maintain the confidentiality and integrity
of unstructured data assets.

Reliability

Reliability in responsible Al means ensuring that systems are robust,
consistent in their performance, and safe, delivering results as intended even
under varying or unexpected conditions. Thorough testing is expected before
deployment.

All the major cloud providers offer native tools for enforcing reliability in Al
applications. For example:

e On AWS, use SageMaker Clarify for predeployment bias detection
and explainability assessment; SageMaker Model Monitor to track
model performance, identify drift, and alert on anomalous behavior
in production; and Amazon Bedrock Guardrails to implement safety
guardrails to block harmful content, filter hallucinations, and apply
customized safety checks. Use automated reasoning for factual
accuracy and enhanced robustness. In a typical product setup, your



orchestration layer will ensure these components fall in place so
everything 1s automated end to end.

e On Microsoft Azure, use the Responsible Al dashboard to conduct
error analysis, identify cohorts with higher failure rates, and
understand error distribution pre- and post-deployment. Use Azure
Monitor to continuously monitor model and infrastructure health
(CPU, memory, inference success rates). Automate alerting and
remediation when performance degrades.

e On GCP, use Vertex Al Model Evaluation for predeployment
validation, including accuracy, bias, and robustness tests. Enable
Vertex Al Model Monitoring to detect data drift and unexpected
behavior in deployed models. Use Google Cloud’s Recommended
Al Controls Framework within Audit Manager to automate
continuous compliance and reliability audits. Define the scope, run
assessments, and generate automated reports documenting reliability
controls.

Human Oversight

Human oversight in Al ensures:
e Meaningful human control over Al systems

e Involvement of a human in the loop (HITL), especially for critical
decisions

This approach is required by regulations such as the EU Al Act and is
foundational for responsible Al practices.

There are multiple stages in the overall GenAl application lifecycle where
HITL involvement must be considered. Table 4-4 lists these stages and
outlines the tasks for which human oversight might be required.



Table 4-4. Recommendations for HITL involvement across the agentic and
RAG application lifecycle stages

Agentic/RAG
lifecycle stage

Data collection and
preparation

Data labeling and
annotation

Model training and
fine-tuning

Evaluation and
validation

Deployment/integration

Inference/serving

Monitoring and
feedback

HITL
required?

Sometimes

Always

Sometimes

Always

Sometimes

For critical
tasks

Often

Example HITL tasks

Spot-checking data quality,
validating exclusion/inclusion
choices

Ensuring labels are accurate,
resolving ambiguity,
correcting errors

Prompt design, reviewing
fine-tuning data, setting
thresholds

Manual reviews for factuality,
safety, bias, and ethical issues

Approving go-live decisions,
especially where risk is high

Real-time intervention in
critical, high-impact, or
safety-sensitive decisions

Reviewing flagged outputs,
investigating edge cases or
escalations



Agentic/RAG HITL

lifecycle stage required? Example HITL tasks

Retraining and Sometimes Prioritizing retraining areas

improvement based on human-verified
failures

Human-in-the-loop involvement is mandatory for critical stages that impact
safety, compliance, or ethical considerations and is recommended for
continual oversight elsewhere to maintain responsible Al operation.

Next, we’ll turn our attention to data privacy and security—two foundational
elements of Al data governance whose importance cannot be overstated.

Data Privacy and Security for GenAl
Applications

There is a paradigm shift in handling data privacy and security for
unstructured data, driven by the rapid adoption of Al applications that
process, generate, and reason over vast volumes of text, images, and other
unstructured formats—data types that traditional security frameworks were
never designed to govern.

Table 4-5 illustrates the key capabilities of data privacy and data security that
your Al application needs to consider.



Table 4-5. Data privacy and security capability matrix

Capability Data privacy Security
Content safety and filtering v

Sensitive information protection (PII) v/

Topic restriction and word filtering v v

Hallucination prevention (factuality) v

Data encryption (at rest/in transit) V' (platform-
level)

Access control and authentication V' (platform-

(IAM) level)

Network security (VPC, PrivateLink) V' (platform-
level)

Audit logging and monitoring v (platform-
level)

End-to-end data protection v v

As you can see, certain capabilities—specifically, topic restriction and word
filtering and end-to-end data protection—extend across the data privacy and
broader application security domains.

This section will concentrate on exploring the data privacy capabilities, as
these are often the areas where enterprises face the most significant
challenges. Before delving into these specific capabilities, however, it is



important to first clarify what that term means. Data privacy refers to the
practice of protecting personal or sensitive information from unauthorized
access, use, disclosure, or destruction. It involves policies, processes, and
technologies designed to ensure that individuals’ data is collected, processed,
stored, and shared in ways that respect their rights and comply with legal and
regulatory requirements.

Sensitive Information Protection

There are several techniques to handle sensitive data. These include:
e Prompt engineering with LLM

e External tools like Amazon Bedrock Guardrails, Amazon
Comprehend, Amazon Macie, Azure Al Language PII Detection,
and Google Cloud Data Loss Prevention (DLP) API

In this section, we’ll demonstrate how to use the first technique to handle
sensitive information in text data, again using our sample customer service
email as an example document. In Example 4-2, we identified the PII
elements in this document: the names and email addresses of the sender (the
customer service representative) and the receiver (the customer). The
following snippet shows the prompt template code you will need to identify
and redact these elements:

# Template for the user message with placeholders
prompt_template = (
## Task
You MUST identify SENSITIVE data elements from the E-MAIL provided to you.

## Context

The emaill consists of interactions from external customers with customer
service representatives of XYZ, a medical device manufacturer and seller.
"EXAMPLES: {email_examples} \n\n"

"ENTITIES: {entities} \n\n"

"E-MAIL: {email} \n\n\n"

## Model Instructions
-You MUST use the EXAMPLES provided to arrive at the right intent for a
given email.



-You MUST use the ENTITIES to find all the sensitive elements of interest
in the email.

-COUNT the number of exchanges between XYZ customer reps and external
customers in the E-MAIL thread.

-Replace ALL the sensitive entities from the E-MAIL using **#*%**%,

## Response Style and Output Format Requirement

-You MUST respond in text format.

-In your response, DO NOT start with "Let me analyze the email and determine
the intent".

-You MUST generate the response with a confidence score (0-100%) based on
the CONTEXT and EXAMPLES provided to you.

## Success Criteria
-Entity detection MUST focus on extracting ALL ENTITIES found in the E-MAIL
-Output text generated MUST replace sensitive ENTITIES with #**#**%*

NOTE

The full code using the Amazon Bedrock model is available in the book’s GitHub
repository.

The prompt template includes clear instructions with a modular approach,
specifying a list of entities to extract and replace within a context. It also
provides examples to teach the model how to identify and mask sensitive
data. Example 4-3 shows the output the model generates, with sensitive
entities in the email masked.

Example 4-3. Response produced by model, with PII identified and redacted

From: ***%%
Sent: Monday, April 6, 2026 8:00 PM

TO: *kkk*

Subject: Re: Help & Support: Requesting a Quote

Dear *****’

Good day.

Thank you for choosing XYZ LLC!

I am happy to provide you a quote for the below-mentioned item.

If you have an account with us please provide your account number, and I
will provide you with your account pricing.

If you do not have a business account with us and would like to set one up,
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please visit our website at www.xyz.com and click on 'My Account' in
the top-right corner. A drop-down menu will appear, and you may choose
'Register for an Account' then follow the instructions to apply for an
account.

Thank you for your patience in this matter.

I appreciate your business. Please contact us again if we can help you with
anything in the future.

Thank you,

*k%kk*%

Customer Service Representative

XYZ LLC

Sensitive Entities Detected:
1. Full Name: Mark Lamberg (replaced with #**#*%)
2. Email Addresses:

- markl@xyz.com (replaced with ***%%)

- dbarns@mycompany.com (replaced with #*****)

Number of Exchanges: 1 (initial customer service response)

Confidence Score: 95% (based on clear identification of sensitive entities and
following the example provided)

Again, note that while the prompt-based approach demonstrated here works for common
PII elements like names and email addresses, it should not be relied upon as the sole PII
detection mechanism. For comprehensive protection, you will need to use more
sophisticated tools such as Amazon Bedrock Guardrails’ sensitive information filters,
which can detect dozens of PII types (including SSNs, credit card numbers, and
international ID formats) in a single API call, applied to both inputs and outputs.

Understanding data sensitivity is crucial for protecting confidential
information and ensuring compliance with regulatory standards. Building on
this foundation, it becomes equally important to consider how generative Al
systems can be guided to avoid producing or engaging with sensitive content
—this 1s where topic restriction and word filtering come into play.

Topic Restriction and Word Filtering

LLMs are trained to answer questions across a diverse range of topics.
However, when enterprises deploy these models, they need to ensure that



their applications’ responses are confined to the topics of interest. As well as
ensuring relevance, this helps reduce costs and prevents security exploits
where attackers attempt to misuse the application to answer unrelated
questions.

This requires organizations to integrate topic restriction and word filtering
before and after the LLM within the application design, as shown in

Figure 4-3.
Response
LLM
Ta p'il': restriction Topic restriction
and word filter and word filter

Figure 4-3. Integrating topic restriction and word filtering into application design

There are several ways to implement these filters. When operating in a public
cloud environment, organizations can leverage the provider’s native tools.
Some providers, such as AWS, offer topic and word filtering capabilities that
integrate with any model, allowing these filters to be applied even when
using custom models.

Popular content filtering tools include:

e Azure Al Content Safety

Google Vertex Al Safety Filters

Amazon Bedrock Guardrails

Llama Guard (open source)

NVIDIA NeMo Guardrails (open source)

To illustrate how you can leverage these tools in your Al applications, let’s
walk through a quick example using Amazon Bedrock Guardrails.



Suppose you are building an Al chatbot for fintech company ABC Inc.
Frontier models such as Claude and ChatGPT are built to reliably follow
prompt instructions. You can use a simple prompt like the following—
available for download in the book’s GitHub repository—to establish an
initial layer of protection by instructing the model to answer only questions
related to topics relevant to your application. In this case, we’re telling the
model to respond only to questions about the company’s products and
services, which are passed dynamically into the prompt:

system_prompt = f"""You are a virtual customer service agent for ABC Inc., a
fintech company in the USA.

<rules>

- Only respond to questions related to ABC Inc.'s {products} and {services}.

- If asked about anything else, politely inform the user that you can only
assist with ABC Inc.-related inquiries.

- Do not discuss any sensitive financial information or provide financial
advice.

- Keep responses concise and professional.

- The company phone number is +100022200

- The company email is abc@example.com

</rules>

mn

The example interactions shown here illustrate how the LLM might respond
when using this prompt. As expected, the chatbot answers the question about
the company’s products correctly while declining to respond to a question on
an unrelated topic:

Questionl: What is the best stock to invest in?
Answer: I apologize, but as a customer service agent for ABC Inc., I am not able
to provide any investment advice or recommendations. ABC Inc. is a fintech
company that offers financial services, but we do not give specific stock or
investment advice. For any questions related to our products and services,
please

feel free to contact us at +100022200 or abc@example.com. I'd be happy to assist
you with those types of inquiries.

Question2: Hi, what are the credit cards available?

Answer: Hello, thank you for your inquiry about ABC Inc.'s credit card
offerings.

We currently provide the following credit card products:
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- ABC Rewards Card - This card offers 2x points on all purchases and has no
annual fee.

- ABC Premium Card - This card provides 3x points on select purchases, airport
lounge access, and a $100 annual travel credit. It has a $195 annual fee.

- ABC Business Card - Designed for small business owners, this card offers
3x points on business-related expenses and has no annual fee.

For more detailed information on the features and benefits of each card, please
visit our website at abcbankingsolutions.com or contact our customer service
team

at +100022200. We'll be happy to assist you in finding the right credit card
solution for your needs.

While this approach works well for a small set of restrictions, prompts
quickly become complex and difficult to manage when enterprise-grade
privacy and security controls require more extensive rules for the model to
follow. In these cases, using content filtering tools such as Amazon Bedrock
Guardrails becomes essential.

Filtering Tools

Guardrails are essential for constraining model behavior and enforcing safety
policies. In Amazon Bedrock, you define a guardrail either through the AWS
Management Console or programmatically via the API. Figures 4-4 and 4-5
depict guardrail configurations in the console for topic filtering and word
filtering, respectively.

You may configure up to 30 topics for each guardrail, enabling the LLM to
focus more precisely on the specific requirements of your Al application.
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Figure 4-4. Topic filter configuration for ABC Inc.

The “Filter profanity” checkbox simplifies autodetecting and blocking
profane words in inputs and outputs, without you needing to explicitly add
them in a prompt. You can also choose to add up to 10k words or phrases to
filter out (for example, the names of competitors such as XYZ Bank and
RRRCorp). This approach is more modular and manageable than the one
demonstrated in “Topic Restriction and Word Filtering”, where all the rules
are explicitly entered into a single prompt.
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Figure 4-5. Word filter configuration for ABC Inc. (see a larger version of this figure)

The following code snippet (available in the GitHub repository) shows how
you can use Amazon Bedrock Guardrails programmatically:

response = bedrock.converse(
modelId="anthropic.claude-haiku-4-5-20251001-v1",
### You can replace the model with any other preferred option

system=[
{
"text": system _prompt
}
],
messages=[
{
"role": "user",
"content": [
{
"guardContent": {
"text": {
"text": user_1input
}
}
}
]
}

1,
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guardrailConfig={
"guardrailldentifier": "ABCDEFG", ### Replace with your guardrail ID
"guardrailVersion": "DRAFT", ### Replace with version number if
published
"trace": "enabled"

}
)

Here, we use the standard Amazon Bedrock Converse API template and
include the guardrailConlfig field to apply a guardrail to the request. The
guardrail identifier and version can be retrieved from the AWS Management

Console under the Amazon Bedrock Guardrails section or programmatically
using the Bedrock API.

End-to-End Data Protection

Regardless of where you host your Al application, it’s likely to directly or
indirectly touch several components that you should consider protecting. For
example, the application’s API calls to a foundation model and the
input/output data exchanged during those calls should be encrypted.

Data protection in the context of a generative Al can be achieved using a
combination of encryption at rest and in transit. Table 4-6 illustrates various
components that your application may encounter and indicates which type of
encryption you must consider for each.



Table 4-6. End-to-end encryption matrix for Al applications

Component

Data storage

Model artifacts

Input data
pipelines

Inference and
API endpoints

Internal service
communication

Encryption
at rest

Yes

Yes

Yes

N/A

N/A

Encryption
in transit

Yes

Yes

Yes

Yes

Yes

Description

Databases, data
lakes, and filesystems
holding training data,
prompts, and outputs

Trained models,
checkpoints, and
weights stored for
deployment or reuse

Data ingestion and
preprocessing
pipelines moving
data from raw
sources to storage or
model

Communication
channels for user
requests and Al
responses

Data exchanged
between
microservices,
compute nodes, or
containers within the
application



Encryption Encryption

Component  atrest in transit Description
Output data Yes Yes Generated content,
storage logs, and metadata

stored after inference
or generation

Backup and Yes N/A Backups of data and

archive models

systems

Configuration  Yes Yes API keys,

and secrets credentials, and
configuration files
used by the
application

When operating in a public cloud environment, encryption management is
partly simplified by the provider’s shared responsibility model, which
secures certain components on your behalf. However, it’s important to
understand how these responsibilities are divided and ensure that their
implementation meets your organization’s security standards.

Up to this point, we have focused on the essential governance approaches
and security considerations involved in developing a generative Al
application. While these foundational elements are necessary, there is another
crucial aspect that must be addressed when managing a generative Al system
in a production environment. Let’s take a closer look at this important
component.

LLMOps: Al Workflow Orchestration



LLMOps refers to the set of practices, tools, and methodologies for managing
the complete lifecycle of large language model applications, including
development, deployment, and ongoing operations. The workflow
orchestration in this context involves coordinating a sequence of tasks (such
as data curation, model training, retrieval, evaluation, and monitoring) to
ensure scalability, reproducibility, and usability of resources. As LLM-based
systems become more complex, especially those leveraging RAG or agentic
Al robust orchestration is critical for the application’s reliability and
performance.

Al workflow orchestration forms the backbone of modern LLMOps, tying
together data ingestion, retrieval, prompt engineering, model execution,
result aggregation, validation, and feedback loops. In RAG systems, it
controls the data flow between search components and generators; in agentic
Al systems, it coordinates multiple specialized agents to solve complex tasks
collaboratively. Effective orchestration not only streamlines operations but
also enables scaling, rapid iteration, and compliance with enterprise
requirements for governance and monitoring.

Orchestration Patterns for Al Applications

As Al systems evolve from simple request/response interactions to
autonomous, goal-directed behaviors, several distinct orchestration patterns
have emerged. Each pattern offers different trade-offs between complexity,
flexibility, and control. Understanding them helps you select the right
architecture for your specific use case.

In this section, we’ll cover the most widely used patterns that are relevant to
RAG. We’ll consider orchestration patterns for agentic Al in “Agentic
Patterns™.

Linear (chained) orchestration

With linear orchestration, illustrated in Figure 4-6 for an example retail use
case, data retrieval and generative steps are performed in a strict sequence—
e.g., retrieve relevant passages — pass to LLM for synthesis. This pattern
simplifies debugging and allows easy monitoring.
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Figure 4-6. Linear orchestration flow diagram for a user question

The orchestrator in Figure 4-6 could be a simple Python application running
in a Docker container, or Python code deployed to a serverless compute
service in a public cloud (such as AWS Lambda on AWS or Azure Functions
on Microsoft Azure).

The diagram illustrates the orchestration flow for the following user
interaction, where a customer wants to use the retail company’s Al chatbot to
seek information about their products and warranties:

User: List condensation pumps and their warranty information

Here’s a step-by-step description of the flow on the backend to answer this
user question:

1. The orchestrator first sends a request to the Products knowledge
store (often a vector store), which contains product documentation.

2. The Products knowledge store finds all chunks relevant to
condensation pumps, ranks them, and sends them back to the

orchestrator along with metadata such as product_1id.

3. The orchestrator then sends another request to the Warranty
knowledge store, which may be another vector store or a columnar
store such as MongoDB for better accuracy.



4. The Warranty knowledge store responds with relevant chunks of
warranty information for condensation pumps, along with metadata

such as product_1id.

5. The orchestrator then sends a request to the data processing
application to combine the contexts retrieved.

6. The data processor combines the context chunks retrieved from both

the knowledge stores using the metadata product_1id and sends the
result back to the orchestrator.

7. The orchestrator augments the prompt with the combined context
and sends it to the LLM.

8. The LLM sends its response to the user.

This pattern is sequential; no steps can be skipped. It’s easy to set up,
suitable for less complex scenarios, and a great choice for beginner-level
implementations. Adding functionality, however, can be complex and risky,
potentially breaking existing features while creating unwieldy prompts that
are hard to manage at scale. Next, we’ll look at another architecture that can
overcome these limitations.

Modular and concurrent orchestration

Decoupling retriever, generator, and other pipeline steps facilitates scaling,
addition of new components, and independent updates to each component. It
also enables some steps to be run concurrently and accommodates the
decomposition of prompts, to alleviate the difficulty of managing large
prompts. This pattern, illustrated in Figure 4-7 for the same example use case
described in the previous section, is a common choice for maintainable and
robust RAG solutions.
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Figure 4-7. Modular and concurrent orchestration

The primary objective is to separate orchestration logic from individual
business functions by delegating the responsibility to a dedicated
orchestrator. This approach not only promotes clear separation of concerns
but also enables greater modularity and flexibility within the system.
Breaking the processing into discrete, manageable components allows each
function to focus on its specific task, while the orchestrator manages the
sequence, coordination, and error handling across these components.

Imagine a workflow where a user submits the following question:
User: Provide the status of my order # 76378299

Figure 4-7 shows the precise steps that need to be followed to fulfill this user
request. We’ll give some examples of architecture components in the
following breakdown, but the same task can be accomplished in any public
cloud or on-premises environment.



The request is first sent to a dedicated orchestrator such as AWS Step
Functions or Azure Logic Apps, which manages the step sequence, flow
logic, and state in a synchronous design. The workflow proceeds as follows:

1.

The orchestrator initiates an intelligent routing service, commonly
implemented as a Python or Java application deployed on a
serverless platform such as AWS Lambda or Azure Functions, or
alternatively on containerized infrastructure. This routing
component acts as the system’s decision hub, determining the
appropriate processing path for each incoming request. Steps 2 and
3 describe how this decision is made.

. A user request may contain one or more infents, such as retrieving

order status, modifying an order quantity, or requesting product
specifications and warranty details. To ensure the correct data
sources are queried, the router sends the user’s query to an LLM to
perform intent detection. In this example scenario, the intent will be

detected as order_status.

. Based on the detected intent, the router’s rules engine determines

the appropriate data source to route the request to—the orders
database, in this example. The router then constructs a database
query with deterministic filters such as user_1id and order_1id to
ensure only the relevant data is fetched. Concurrent queries to
multiple data stores may be issued during this step if necessary.

. The router sends the retrieved data to the orchestrator. In our case,

the response will include the order number and status as well as the
initial user query.

. The orchestrator invokes a data-processing component—for

example, Python or Java code running on AWS Lambda, Azure
Functions, or a Docker container—that aggregates the retrieved
context, augments the prompt, and performs responsible Al
guardrail validation.



6. Once processing is complete, the data processor returns the enriched
prompt to the orchestrator. This final prompt contains not only the
original user query but also the contextual information, retrieved
knowledge, and structural enhancements that will guide the
language model toward generating a more accurate and
comprehensive response.

7. The orchestrator submits the augmented prompt to the large
language model for inference. This marks the transition from the
preparation and enrichment phases to the generation phase, where
the LLM processes the prompt and formulates its response based on
the expanded context provided through the RAG pipeline.

8. The generated response is then transmitted back to the orchestrator.
At this point, an additional guardrail validation step (not illustrated
in Figure 4-7) may be implemented before the final response is
delivered to the user. This final check ensures the output meets the
system’s safety and quality standards before reaching its intended
recipient.

The response to the user might look like this:

Assistant: The provided order # 76378299 was shipped on April 30, 2026, with an
estimated delivery date of 5/4/2026.

Do you want me to confirm the delivery address?

This modular pattern is well suited to Al applications that require specialized
processing with high precision across a limited set of tasks. It provides
significant flexibility, allowing individual components to be modified,
updated, or replaced without disrupting the broader system—an important
advantage in rapidly evolving Al environments. It also offers improved
scalability over sequential processing approaches, as specialized modules can
operate independently and scale according to demand. However, the pattern’s
reliance on an intelligent routing component introduces potential
vulnerabilities. As the system expands to support a wider range of tasks, the
router’s decision-making logic grows in complexity, potentially leading to a



degradation in response quality and creating a single point of failure that
could compromise the entire system’s reliability.

Agentic Al orchestration frameworks address some of these limitations by
enabling systems to coordinate multiple specialized agents that can perform a
broader range of tasks more autonomously. The next section introduces
several common agentic patterns and walks through a detailed example of
agentic orchestration.

Agentic Patterns

There are several popular orchestration patterns for agentic Al applications.
These include:

Sequential (pipeline) pattern

Specialized agents are invoked in a fixed order, each refining or
transforming the data before passing it to the next agent. Well suited to
multistep reasoning or data transformation flows.

Concurrent (fan-out/fan-in) pattern

Multiple agents work independently and in parallel on the same input or
problem, and their outputs are collected and reconciled. Promotes speed
and diversity in problem solving.

Supervisor agent with specialized agents

A supervisor agent acting as an orchestrator dynamically delegates tasks
to the agents most capable of performing them, allowing for
specialization and adaptability.

Planning/adaptive pattern

Agents use planning capabilities to break complex tasks into subtasks,
which are dispatched for parallel or sequential resolution by the system.
This pattern is foundational in agentic design and is exemplified by
frameworks like HuggingGPT and AutoGen.



Swarm of agents

Agents coordinate via explicit handoff or collaborative group
conversations to complete workflows, ensuring that context is preserved
and results are synthesized effectively.

Given the swift evolution of agentic systems, the landscape remains highly
dynamic, with no single approach emerging as the definitive solution. To
provide a concrete illustration of orchestration in agentic Al, we’ll focus on
one pattern that has gained particular prominence and appears with
increasing frequency across various implementations.

Supervisor agent with specialized agents

This is a centralized coordination pattern where a supervisor agent acting as
an orchestrator manages multiple specialized agents, each handling specific
domains (e.g., data analysis, content generation, API calls). The supervisor
breaks down complex tasks into subtasks and routes them based on agent
capabilities. It then consolidates the results, combining the outputs from
multiple agents as needed.

A wide range of orchestration frameworks are available today, each with its
own strengths and trade-offs. As with the orchestration patterns, it’s
important to note that no single framework is universally superior; selecting
the right solution depends on your specific requirements and context. You
should carefully evaluate the available options to determine which best
aligns with your project’s needs. At the time of writing, popular frameworks
include:

Strands Agents

A model-driven, open source orchestration framework that enables the
development of single- and multi-agent Al systems. It supports flexible
agent architectures (ranging from supervisor-specialist hierarchies to
agent graphs and peer-to-peer “swarms”) and offers robust AWS
integration and built-in observability. Designed for rapid enterprise
deployment, Strands Agents simplifies the composition and coordination



of agents with minimal code, making it a top choice for production-
grade, highly scalable agent workflows.

LangGraph

A graph-based framework for fine-grained orchestration of multiple
agents, supporting complex workflows with explicit multi-agent
coordination. LangGraph is designed for power users; it has a steeper
learning curve but offers significant flexibility for building custom
pipelines and RAG workflows.

CrewAl

Provides a role-based, high-level abstraction that simplifies organizing
agents into collaborative teams. It is designed for quick prototyping and
human—AI and multi-agent cooperation, making it well suited for early-
stage multi-agent projects.

OpenAl Swarm

A lightweight, experimental framework focused on routine-based agent
orchestration and agent-to-agent handoffs. While not yet intended for
production use, it is highly customizable and useful for experimentation,
learning, and early-stage development.

AutoGen

An adaptive, open source framework that supports asynchronous
collaboration among agents communicating via message passing. It is
popular for research and prototyping, where agent behavior needs to be
iteratively refined.

In the following section, we’ll walk through an example implementation.

Example use case and implementation: ecommerce customer
support



Our example demonstrates a multi-agent customer support system built on
the Strands Agents framework, showcasing intelligent request routing
through a simplified hub-and-spoke architecture.

The design centers on a Strands supervisor agent that acts as the system’s
orchestrator. It analyzes incoming customer requests and routes them to one
of four specialized agents:

A technical support agent that handles login issues, password resets,
and technical troubleshooting

A billing support agent that manages refunds, charges, and invoice

inquiries

A product information agent that provides product details and
recommendations

An order status agent that tracks shipments and delivery
information

Figure 4-8 illustrates this architecture.

[ Customer interface |
rstl'EII'IdeFamEWUrk ] ' Customer
Supervisor < request
agent
’ — l -l ) Final
Specialized
agents l v L response |
Technical Billing . Pﬂd”'%t Order ( »
supportagent | | support agent in ‘gﬁttm“ status agent
[ Enterprise ]
datasources w
Knowledge Blllmg Frnduct Order
base data catalog data

.
r.

Figure 4-8. Agent orchestration with Strands Agents

All customer requests flow through the central orchestrator, which
determines the appropriate specialist agent to handle each request. The



individual agents use Strands’ built-in or custom tools to interact with
enterprise data sources.

The routing logic uses an LLM call to perform the initial request
classification. For example, requests containing terms like “login” or
“password” are routed to the technical support agent, while requests
containing keywords such as “refund” or “charge” are directed to the billing
support agent. Note that while this example uses keyword-based routing for
clarity, more advanced approaches can leverage natural language
understanding and reasoning-capable models to determine intent and select
appropriate tools without explicit keyword matching.

All agents inherit from the base Strands Agent class, leveraging the
framework’s built-in capabilities for tool management and execution flow.
Enterprise data tools return predefined responses based on detected request
types, such as:

e Technical issues: “Try clearing your browser cache and cookies.”

e Billing queries: “Your refund will appear in three to five business
days.”

e Product information: “Premium laptop with Intel 17, 16GB RAM -
$1,299.”

The system also includes error handling for routing failures, tool execution
errors, and invalid inputs, logging errors and enabling graceful recovery
during operation.

The complete implementation code and additional documentation are
available in the book’s companion GitHub repository. The provided code
includes comprehensive unit tests for individual agent responses and
integration tests validating the complete request-to-response flow. Test
scenarios cover the four primary support categories with expected routing
behavior and response validation.

This design demonstrates the core concept of intelligent agent orchestration
while maintaining simplicity for rapid prototyping and experimentation. The
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Strands Agents framework provides a solid foundation for extending the
system toward a production-ready deployment.

Summary

This chapter covered the essential pillars for deploying generative Al
applications responsibly and effectively. We explored how Al data
governance extends traditional frameworks to encompass unstructured data,
examined the critical role of data stewardship and metadata management in
making data accessible to both humans and Al agents, and established data
quality standards for unstructured data. We then examined responsible Al
principles—fairness, transparency, accountability, privacy, reliability, and
human oversight—with practical implementation guidance across major
cloud platforms. The chapter concluded with a discussion of LLMOps
orchestration patterns, progressing from linear RAG pipelines through
modular concurrent architectures to multi-agent systems using frameworks
like Strands Agents. Together, these practices form the foundation for Al
systems that are not only powerful but also secure, compliant, and
trustworthy.



Chapter 5. Knowledge Bases
and Vector Databases

In today’s Al-driven enterprise landscape, the ability to ground generative
Al applications in accurate, up-to-date organizational knowledge has
become a competitive imperative. This chapter explores the data strategy
foundations that enable organizations to build production-ready GenAl and
agentic Al systems through three critical pillars: knowledge bases, retrieval-
augmented generation (RAQG), and vector databases.

The GenAl Data Challenge

Traditional large language models, while powerful, face fundamental
limitations when deployed in enterprise environments. They operate with
static training data, often outdated by months, and lack access to proprietary
organizational knowledge. This creates a critical gap between Al
capabilities and business needs—one that costs organizations both accuracy
and competitive advantage.

Unstructured data is widely estimated to comprise 80-90% of enterprise
information, with enterprise data volumes growing at around 55-65% per
year.! Yet most organizations struggle to leverage this data effectively,
lacking the technical infrastructure needed to access, integrate, and utilize
unstructured data in trusted ways. As a result, the vector database market is
rapidly expanding: projections suggest it will grow from $2.55 billion in
2025 to over $15 billion in 2035, reflecting the increasing demand for
infrastructure capable of managing and retrieving this data at scale.

This chapter centers on three interconnected technologies that form the
backbone of modern GenAl applications: knowledge bases that organize
and synchronize enterprise data; vector databases that store and index that
data as high-dimensional embeddings; and RAG as the architectural pattern
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that ties them together, routing queries through knowledge bases, retrieving
semantically relevant context from vector indexes, and grounding LLM
responses in factual, up-to-date information.

Knowledge Bases: Data Organization and Storage

Knowledge bases have evolved over their lifetime from static repositories
into dynamic, intelligent systems that serve as the orchestration layer for
enterprise Al retrieval. At its core, a knowledge base functions as the
interface to one or more vector databases or other retrieval indexes,
managing how organizational data is ingested, transformed, and made
searchable throughout its lifecycle.

A knowledge base does not simply store data; it coordinates the periodic
synchronization of enterprise data sources—documents, databases, APIs,
and other repositories—into the underlying vector databases, ensuring that
embeddings remain current as source content changes. When an application
needs to retrieve relevant context, it queries the knowledge base, which in
turn searches across its connected vector database indexes and returns
semantically relevant results. RAG is the primary method by which
knowledge bases are consumed: a user’s query is routed through the
knowledge base’s retrieval mechanisms, relevant context is assembled from
the vector indexes, and that context is provided to the LLM to ground its
response 1n factual, up-to-date information. In this sense, knowledge bases,
vector databases, and RAG are not independent technologies but tightly
integrated components of a single retrieval architecture, where the
knowledge base serves as the coordination point that binds them together.

Vector Databases: Data Representation and Similarity
Search

Vector databases store high-dimensional vector embeddings that represent
text, images, and other data types, optimized for similarity search
operations. These specialized databases enable GenAl applications to



quickly retrieve semantically similar information rather than relying on
exact matches.

Leading solutions like Pinecone, Weaviate, Chroma, and Milvus have
evolved from niche technology to critical enterprise infrastructure, with
67% of organizations already using vector databases in production as of
2025.

Retrieval-Augmented Generation: Data Retrieval and
Context Assembly

RAG enhances LLMs by incorporating information retrieval before
generating responses, significantly reducing hallucinations while providing
up-to-date, contextually relevant information. Originally introduced by
Meta in 2020, RAG has become essential for reliable Al applications that
need access to specific knowledge beyond their training data.

The core RAG process involves receiving a user query, retrieving relevant
documents from a knowledge base, providing this context to the LLM along
with the query, and generating responses that incorporate both parametric
knowledge and retrieved information. This approach offers immediate
access to historical data, improved accuracy, and cost-effective resource
utilization.

Why These Technologies Are Essential

The convergence of these three pillars addresses critical enterprise Al
challenges that have historically limited GenAl adoption.

Perhaps most significantly, RAG systems improve accuracy and trust by
grounding responses in external information. Recent research shows that
multistep retrieval pipelines can boost performance on complex queries
from roughly 40% to 66% accuracy, highlighting substantial gains over
nonretrieval approaches. This enables organizations to deploy GenAl with
greater confidence in production environments.
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As well as improved accuracy, these technologies permit a real-time
relevance that static models cannot achieve. Knowledge bases can be
continuously updated, allowing GenAl applications to access current
information that extends well beyond the training cutoff date inherent to
large language models. This capability proves essential for enterprise
contexts where information changes rapidly and decisions depend on the
most current data available.

The economic case for this architectural approach is equally compelling. By
retrieving information from external sources rather than encoding it entirely
in model parameters, organizations achieve more efficient computational
resource utilization. This retrieval-based strategy reduces the need for
frequent, expensive model retraining while maintaining access to expanding
knowledge bases. Finally, vector databases provide the scalability that
enterprise deployments demand, handling similarity searches across billions
of vectors while supporting applications ranging from simple question
answering to complex multistep reasoning tasks.

Knowledge Base Fundamentals: From Data
to Knowledge

With the strategic importance of knowledge bases established, we now turn
to the practical question: How do organizations transform raw enterprise
data into structured, Al-ready knowledge?

Data Architecture for Knowledge Bases

Viewing knowledge bases through a data architecture lens reveals the
critical infrastructure decisions that determine whether a system can scale,
maintain quality, and deliver trustworthy responses.

Knowledge base components through a data lens

Modern knowledge bases for GenAl applications are built upon the
semantic layer architecture introduced in Chapter 3, consisting of five



layers that progressively transform raw enterprise data into Al-ready
knowledge. Each layer builds upon the previous one while maintaining
clear separation of concerns, enabling incremental implementation.

Data foundation

The foundation layer establishes the underlying infrastructure supporting
knowledge base operations at enterprise scale. This encompasses data
ingestion pipelines collecting information from documents, databases,
APIs, and real-time streams, along with storage infrastructure that combines
data lake scalability with warehouse governance. This layer must support
both structured and unstructured data sources while implementing
comprehensive security and access controls from the outset.

Metadata and ontology management

The metadata and ontology layer transforms technical data descriptions into
business-meaningful semantic definitions that GenAl systems can
understand and reason over. Metadata catalogs provide centralized
discovery of knowledge assets, while business glossaries establish
consistent terminology across the organization. Ontology management
maintains formal semantic models capturing domain-specific concepts and
relationships, connecting technical data structures to business meaning,
critical for accurate retrieval and response generation.

However, ontology management in the context of GenAl knowledge bases
requires more than static taxonomies or flat metadata schemas. As
enterprise data grows in complexity, the relationships between entities—
how a regulatory filing connects to a specific business unit, how a product
specification relates to a supplier contract, or how a customer interaction
ties to a compliance obligation—become as important as the entities
themselves. Vector embeddings alone, while powerful for capturing
semantic similarity, are fundamentally limited in their ability to represent
these explicit, typed relationships. An embedding can tell you that two
documents are semantically similar, but it cannot tell you why they are
related, what the nature of that relationship is, or how to traverse a chain of
connections to arrive at a more complete answer.



This is where graph databases become essential to the ontology layer.
Graph databases such as Amazon Neptune, Neo4j, and similar platforms
represent knowledge as networks of nodes (entities) and edges
(relationships), providing a natural data structure for encoding the formal
ontologies that knowledge bases depend on. Unlike relational databases that
require complex joins to navigate relationships, or vector databases that
operate on proximity rather than explicit connections, graph databases
natively model the kind of multihop, relationship-rich reasoning that
enterprise Al applications increasingly demand. A well-constructed
knowledge graph can capture that a specific regulation governs a particular
financial product, which is offered by a business unit, which reports to a
regional division, and make that entire chain of reasoning available to the
LLM at retrieval time.

The emergence of GraphRAG architectures reflects this growing
recognition that vector similarity search and graph traversal are
complementary rather than competing approaches. In a GraphRAG
implementation, the knowledge base combines vector indexes for semantic
similarity search with graph structures for relationship-aware retrieval.
When a user asks a question that requires understanding connections across
multiple entities, such as “What are all the compliance requirements
affecting our derivatives trading desk?” the system can use vector search to
identify semantically relevant documents while simultaneously traversing
the knowledge graph to surface related regulations, products, organizational
units, and historical audit findings that a pure embedding-based approach
would miss. As noted in Chapter 3’s discussion of the semantic layer
architecture, knowledge graphs extend semantic understanding by explicitly
modeling relationships between entities, enabling sophisticated reasoning
across complex information landscapes that vector embeddings alone
cannot achieve.

For organizations building Al-ready data infrastructure, investing in graph-
based ontology management delivers compounding returns. Each new data
source integrated into the knowledge graph enriches the relational context
available to every existing node, making retrieval progressively more



accurate and contextually complete. Domain-specific ontologies built using
standards such as OWL or RDF, as discussed in Chapter 2, ensure
interoperability across systems while capturing the business rules,
hierarchical structures, and associative relationships that Al systems need
for inference and reasoning. The ontology should follow the principle of
being mutually exclusive and collectively exhaustive, ensuring that each
piece of information has a single source of truth and that the Al can find
answers with a high degree of confidence. This graph-based approach to
ontology management transforms the metadata layer from a passive catalog
of data descriptions into an active reasoning infrastructure that
fundamentally improves the quality and depth of knowledge base retrieval.

Transformation and enrichment pipeline

The transformation layer handles the complex processing required to
convert raw data into semantically rich formats optimized for GenAl
consumption. Document processing extracts structure and meaning from
unstructured content such as PDFs, emails, and images. Data cleansing
addresses inconsistencies and format standardization, while entity
recognition and relationship extraction discover semantic elements and
connections within content. Quality validation at each processing stage
ensures that transformation workflows maintain the semantic integrity
necessary for reliable Al reasoning.

Vectorization and indexing infrastructure

The vectorization layer transforms semantically enriched data into vector
embeddings that enable similarity-based search, the foundation of RAG
systems. Embedding models convert text, images, and other content into
high-dimensional vector representations, which are then stored in vector
databases such as Pinecone, Weaviate, Milvus, or Chroma. These databases
enable similarity search that finds semantically related content based on
meaning rather than exact keyword matches. Proper indexing configuration
delivers subsecond query performance while supporting billions of
embeddings.

APIs and reasoning



The final layer provides the interfaces and orchestration capabilities that
GenAl applications use to access knowledge. Knowledge APIs offer
programmatic access to semantic information, while query interfaces
support natural language queries and contextual filtering. Context
management maintains state across multiturn interactions, and retrieval
orchestration coordinates complex information access patterns for RAG
workflows. This layer abstracts the complexity of semantic data access
while providing the rich contextual information that LLMs require for
grounded responses.

Governance: Embedded throughout

Rather than existing as a separate layer, data governance is embedded as a
foundational principle throughout all five layers (see “Architectural
Overview and Core Principles”). Quality controls validate data at each
processing stage, security protocols enforce access controls across all
layers, compliance frameworks ensure regulatory requirements are met
from ingestion through retrieval, and lineage tracking maintains audit trails
from source data to Al-generated outputs. This integrated approach ensures
that governance enhances rather than impedes knowledge base operations,
enabling organizations to deploy GenAl applications with confidence at
enterprise scale.

Evolution from traditional to GenAl knowledge bases

Traditional knowledge bases were designed for a world of structured
queries and explicit relationships. GenAl applications, however, demand
flexible, semantically aware systems that can surface relevant information
based on meaning rather than exact matches. This evolution represents a
fundamental shift in how organizations manage and leverage their data
assets, and it has led to significant changes in how knowledge bases are
implemented. Traditional systems relied on rule-based approaches and
logical assertions, requiring manual updates and struggling with natural
language complexity. In contrast, modern GenAl knowledge bases leverage
vector embeddings in high-dimensional space to represent semantic
relationships, enabling similarity-based retrieval rather than exact matching.



Table 5-1 highlights the key differences.

Table 5-1. Key differences between traditional and GenAl knowledge bases

GenAl-
Aspect Traditional enabled Data impact
Data structure  Rigid schemas Flexible, Allows handling of
semantic diverse data types
Data access Exact Semantic Enables conceptual
keyword similarity discovery of relevant
match data
Data updates Manual, Automated, Maintains real-time
periodic continuous data freshness
Data Explicit links  Inferred from  Supports discovery
relationships only semantics of hidden data
connections
Data scale Limited by Billions of Enables scaling to
structure vectors enterprise data

volumes

Real-world example

JPMorgan Chase exemplifies this data-first GenAl strategy, with a “deep
focus on data products” enabling firm-wide Al capabilities. The
organization’s approach includes early adoption with back-office use cases,
rigorous ROI measurement, and preparing data infrastructure for enterprise-
scale Al integration. A key aspect involves preparing data for Al systems
through integration of both unstructured and structured data sources. As
Katie Hainsey, managing director and head of AI/ML and data and analytics
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at JPMorgan Chase, explained: “That’s what’s going to set us up for the
future, to enable these tools and capabilities. From my point of view it’s
about, how do we make the data Al ready?”

Data Preparation Pipeline for Knowledge Bases

Transforming raw enterprise data into Al-ready knowledge requires a
systematic approach that balances thoroughness with efficiency. The data
preparation pipeline is the most critical factor in RAG system success, with
research consistently showing that improvements to data processing yield
significantly higher returns than investments in model sophistication alone.

Organizations must implement robust preprocessing pipelines to ensure data
quality before integration into knowledge bases. Key preprocessing steps
include data cleansing to correct duplicates, errors, and missing values; data
transformation to ensure consistency across formats like JSON, XML, or
CSV; and data validation through schema validation, constraint checking,
and anomaly detection.

Seven-stage data transformation

The journey from raw data to retrievable knowledge follows seven distinct
stages, each with specific operations, quality implications, and
recommended tooling. Table 5-2 outlines these stages and their relative
impact on overall system performance, with chunking strategy and data
cleansing improvements each delivering up to 35% better retrieval

accuracy. 2



Table 5-2. Data transformation pipeline stages and quality impact

Stage

1. Data
selection

2. Data
cleansing

3. Data
enhancement

Data
operations

Source
evaluation,
relevance
filtering

Deduplication,
error
correction,
standardization

Metadata
tagging, entity
extraction,
classification

Quality
impact

Tools/techniques

High—garbage Data catalogs,

in, garbage out
(GIGO)
principle

Critical—35%
performance
impact

High—up to
21% gains in
retrieval
accuracy
through
metadata
enrichment,
with precision
improving
from 73% to
83% when
combining
metadata-
enriched
chunking with
optimized
embedding
techniques.

source audits

Data quality tools,
pandas

LLM-based
classification, NLP
pipelines, entity
extraction models



Stage

4. Data
filtering

5. Data
chunking

6. Data
embedding

7. Data
automation

Data
operations

Noise removal,
low-value
content
elimination

Semantic
segmentation,
context
preservation

Vector
representation
generation

Continuous
refresh,
monitoring,
updates

Real-world example

Quality
impact

Medium—
reduces
retrieval noise

Critical—35%
performance
impact

High—27%
performance
impact

Critical—
maintains
freshness

Tools/techniques

Custom rules, ML
filters

Semantic chunking,
LLMs

Embedding models

Knowledge base
sync services,
Airflow, event-
driven pipelines

The Telco-RAG system demonstrates advanced data preparation for
technical domains, implementing glossary-enhanced processing to handle
telecommunications jargon and technical terms. The system uses query
augmentation with glossary enhancement, neural network routing for
relevant document filtering, and enhanced prompts that incorporate domain
terminology for improved LLM response generation. It addresses domain-
specific challenges by integrating specialized glossaries and lexicons into
embedding and query enhancement steps, fine-tuning embedding models on
domain corpora, and using hybrid search methods that combine vector
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similarity with keyword matching for accurate retrieval of technical
content.

This comprehensive approach to data preparation ensures that knowledge
bases can effectively support GenAl applications across diverse domains,
from general enterprise use cases to highly specialized technical fields
requiring domain expertise and terminology handling.

Data Types and Management Strategies

Effective knowledge bases must accommodate the full spectrum of
enterprise data, from unstructured documents and multimedia to precisely
structured databases and everything in between. Each data type presents
distinct challenges for storage, processing, and retrieval. Increasingly, the
most powerful GenAl applications combine multiple data types through
hybrid strategies that leverage the unique strengths of each.

Unstructured data: The 80-90% challenge

The vast majority of enterprise data today is unstructured, and data volumes
are growing at an unprecedented rate. As a result, unstructured data
represents the dominant challenge in enterprise Al implementations,
creating both massive opportunities and significant technical hurdles for
organizations. Much of this data—emails, PDFs, images, audio and video
files—remains trapped in silos across document systems.

According to Salesforce, such data “could be highly valuable, providing
businesses with Al insights that are more accurate and comprehensive
because they are grounded in customer information.” However, they note
that many organizations struggle to leverage it effectively, because they
“lack the technical wherewithal to see, access, integrate, and make use of
their unstructured data in any trusted way.”

The processing pipeline shown in Figure 5-1 transforms raw unstructured
data through five systematic stages. Data extraction parses source files such
as PDFs, Word documents, images, audio, and email using tools like
Tesseract, PyPDF, and Whisper. Data normalization standardizes formats,


https://oreil.ly/B0jsB

fixes encoding issues, and aligns schemas to produce clean UTF-8 text with
consistent structure. Data enrichment applies entity recognition, metadata
tagging, and topic classification to add semantic context. Finally, data
vectorization generates semantic embeddings in 768—1,536 dimensions and
builds indexes for efficient similarity search.

n' - ' i ) - ! . n'

Raw data Data Data Data Data
sources extraction normalization enrichment | | vectorization
PDFs, Word docs, Ly Textparsing, [y Format standard, |y,|Entity recognition.ly,f ~ Semantic
images, audio, OCR processing, encoding fixes, metadata tagging, embeddings,
video, email audio schema classification vector indexing,
L J | transcription | | alignment ]| IR similarity searc )

Processing details

EET
-
-

Enrichment
Input formats Tools QOutput Named entity Vector output
pdf, .docx, jpg, Tesseract, Clean UTF-8 text, recognition, 768-1,536
.png, .mp3, PyPDF, Whisper, standardized part-of-speech dimensions,
.mp4, .em! unstructured structure tagging, topic HNSW/IVF index
classification

Figure 5-1. Unstructured data processing pipeline

Data quality challenges by type

Each category of unstructured data presents distinct quality challenges that
organizations must address during the data preparation process.

Text data often contains inconsistencies, missing values, and redundant
information, making it challenging to extract high-quality insights without
extensive data cleansing. Image data introduces its own complications, with
quality variations, OCR errors, and absence of contextual metadata making
visual content processing challenging. Audio data may present issues with
transcription accuracy, speaker identification, and temporal alignment,
affecting processing workflows. Table data extracted from documents
suffers from structure preservation difficulties, relationship maintenance
issues, and OCR accuracy problems that can compromise the integrity of
the underlying information.

Data handling strategies



Organizations commonly employ three key strategies to manage
unstructured data effectively. Semantic chunking preserves meaning across
data segments by maintaining meaningful information boundaries rather
than arbitrary divisions. This approach creates chunks based on topical
coherence and significantly impacts retrieval performance. Multimodal
alignment links text descriptions with images and tables through unified
embeddings that create shared embedding spaces where different modalities
can be represented and compared. Metadata enrichment adds searchable
context to raw data through user-based tagging by domain experts, Al-
based content indexing for automated classification, and enhanced
annotations that improve searchability across the knowledge base.

Structured data: Precision and relationships

While unstructured data dominates enterprise volumes, structured data
provides the precise, queryable foundation that permits deterministic
retrieval and complex relationship modeling in knowledge base systems. It
supports deterministic access patterns and the complex analytical queries
essential for business intelligence and operational systems. Explicit
relationships, along with well-defined schemas and constraints, enable
easier validation and quality assurance.

Integrating structured data from multiple sources, however, introduces
several technical challenges that organizations must address to create
unified, queryable knowledge bases. Table 5-3 summarizes the primary
integration challenges, their root causes, and proven solution approaches.



Table 5-3. Structured data integration challenges and solutions

Solution
Challenge Description approach Data impact
Schema Different data Schema mapping  Enables
heterogeneity  structures across  (syntactic + unified queries
sources semantic)
Entity Same entities Entity resolution  Creates a
duplication represented (probabilistic, single source
differently ML) of truth
Data type Incompatible Normalization, Ensures
conflicts formats, units, standardization consistency
encodings
Relationship Maintaining Knowledge Enables
preservation connections graphs, foreign complex
between data keys reasoning

Schema mapping addresses semantic heterogeneity by translating entities
from one semantic space to another. Entity resolution identifies and links
records referring to the same real-world entity across different data sources,
creating unified views essential for knowledge bases.

Relationship preservation presents perhaps the most consequential
integration challenge for knowledge bases, because the connections
between structured data entities—foreign key relationships, hierarchical
dependencies, temporal sequences, and cross-table associations—carry
critical business logic that vector embeddings alone cannot represent. When
structured data from a CRM, ERP, or regulatory system is ingested into a
knowledge base, flattening records into independent chunks for embedding



destroys the relational context that makes the data meaningful. A customer
record disconnected from its associated transactions, a product specification
separated from its regulatory approvals, or a financial instrument stripped of
its counterparty relationships loses the reasoning pathways that an LLM
needs to generate accurate, complete answers. Knowledge graphs address
this challenge by explicitly modeling entities as nodes and their connections
as typed edges, preserving the relational structure that existed in the source
systems. As discussed in “Metadata and ontology management”, graph
databases such as Amazon Neptune and Neo4j provide native support for
multihop traversal, enabling RAG systems to follow relationship chains—
for example, tracing from a specific trade to its booking entity, to the
applicable regulatory framework, to the most recent compliance finding—
and deliver that full relational context to the LLM alongside the
semantically retrieved content.

Hybrid data strategies

Modern enterprises employ three primary patterns for combining structured
and unstructured data. The first pattern pairs vector search for semantic data
with SQL for precise structured queries, leveraging the strengths of both
semantic understanding and exact matching within a single application. The
second pattern combines knowledge graphs for explicit data relationships
with embeddings for similarity search, enabling systems to traverse defined
relationships while also discovering semantically related content through
vector representations. The third pattern adopts a lakehouse architecture
that provides a unified data platform with vector extensions, delivering
integrated solutions for structured, semistructured, and unstructured data
within a single storage and compute layer.

Real-world example

Goldman Sachs demonstrates effective hybrid data integration through its
enterprise GS Al Platform, which combines structured and unstructured
data processing within a compliance-first architecture. The platform
integrates multiple AI models, including GPT-4, Gemini, Llama, and
Claude, all operating behind the firm’s firewall with comprehensive
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governance controls. At its core, the system combines structured transaction
data and regulatory rules with unstructured content through retrieval-
augmented generation, routing all queries through an internal gateway that
adds proprietary data and context before reaching the models. The platform
maintains complete audit trails of all Al interactions, allowing compliance
teams to trace the information given to or generated by Al, which model
was used, and who initiated each interaction. A secure compliance gateway
applies prompt filtering, data anonymization, and policy checks to ensure
no sensitive information is sent to models and all outputs comply with the
firm’s policies and regulatory requirements. This hybrid approach has
achieved over 50% adoption among 46,000+ employees, with reported
productivity increases of 20% among developers and a 35% reduction in
false positive rates across anti-money laundering and transaction
monitoring systems.

Data Quality: The Make-or-Break Factor

The success of GenAl applications fundamentally depends on the quality of
the underlying data. As organizations increasingly adopt GenAl and agentic
Al systems, poor data quality emerges as the most significant barrier to
effective implementation, leading to inaccurate outputs, reduced trust, and
failed deployments.

Common data quality problems in knowledge bases

Knowledge bases for GenAl applications face recurring data quality issues
that directly impact retrieval accuracy and response reliability. Table 5-4
identifies the most prevalent problems, their effects on GenAl outputs, and
proven strategies for detection and mitigation.
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Table 5-4. Data quality problems in knowledge bases and mitigation

Strategies

Problem

Inaccurate

data

Stale data

Duplicate data

Incomplete
data

Siloed data

Impact on
GenAl

Hallucinations,
wrong answers

Outdated
responses,
irrelevance

Bias, redundant
retrieval

Partial answers,
gaps

Limited context,
fragmented
knowledge

Detection
method

Validation
checks, source
audits

Freshness
monitoring,
timestamps

Similarity
detection,
hashing

Coverage
analysis,
completeness
metrics

Source
inventory,
accessibility
tests

Mitigation
strategy

Authoritative
sources, fact
checking

Automated
refresh, event-
driven updates

Deduplication
pipelines

Data enrichment,
gap filling

Data integration,
unified access

Research shows that data quality issues have cascading effects throughout
GenAl systems. As Monte Carlo Data notes, poor data quality determines
whether organizations will see “breakthrough insights or cascading
failures,” with bad predictions compounding as they increase their reliance
on Al. Inaccurate data leads to faulty Al predictions and decisions, while
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missing data can introduce bias or reduce model effectiveness. The
challenge is particularly acute because Al systems amplify any
inconsistencies or errors in the data—flawed training data results in custom
(or customized) models that repeatedly produce errors and unfair outcomes,
and may even amplify the bias inherent in the data.

Data quality metrics for continuous monitoring

Organizations must implement comprehensive monitoring across multiple
dimensions to ensure reliable Al outputs. Accuracy rate measures the
percentage of factually correct data points through validation against
authoritative sources, while freshness score tracks the average age of data
and update latency, critical for maintaining relevance in dynamic domains.
Completeness index captures the percentage of required attributes
populated, ensuring comprehensive information coverage across the
knowledge base. Consistency measures evaluate the contradiction rate
across sources to maintain uniformity in data representation, and
provenance coverage tracks the percentage of data with traceable origins,
enabling transparency and accountability throughout the system.

The framework emphasizes that data quality assessment should occur
across several critical dimensions: accuracy, completeness, consistency,
timeliness, validity, uniqueness, dependability, and relevance. Each
dimension requires specific monitoring approaches and automated tools for
continuous assessment.

Leading organizations demonstrate the transformative power of data quality
initiatives through measurable business outcomes. NatWest Bank, for
example, achieved a 150% improvement in customer satisfaction after
integrating GenAl with its chatbot systems. This significant gain resulted
from ensuring the bank’s knowledge base contained accurate, up-to-date
customer information and policy data. NatWest’s success underscores how
data quality directly impacts customer experience when Al systems rely on
knowledge bases for real-time responses.

Goldman Sachs, meanwhile, reported a 20-29% productivity increase in the
first year of implementing its RAG-augmented Al assistant that retrieves
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internal knowledge for staff. The success stemmed from implementing
rigorous data governance and continuous data quality checks is essential for
maintaining system integrity and trustworthiness. By prioritizing clean,
well-structured data over model sophistication, Goldman Sachs
demonstrated that data architecture choices drive meaningful productivity
gains.

These examples illustrate that investing in data quality delivers measurable
business outcomes. Organizations that prioritize core data quality
dimensions create the foundation for reliable Al outputs. The
implementation requires establishing strong data governance frameworks,
automating quality processes through Al-driven tools, and fostering a
culture of data quality through cross-team collaboration. As Al systems
become more autonomous and impactful, the importance of high-quality,
consistent data will only continue to grow.

Vector Database Fundamentals: Data
Representation

The optimization techniques we’ve been discussing depend on a
foundational capability: transforming unstructured data into mathematical
representations that machines can search and compare. This section
examines the core technologies that make semantic retrieval possible, from
the embedding models that convert text into high-dimensional vectors to the
specialized database infrastructure designed to store and query billions of
these vectors at scale.

Embeddings and Data Quality

Embeddings transform unstructured data into numerical representations that
capture semantic meaning. Vector embeddings are high-dimensional
numerical representations of data (text, images, audio) in multidimensional
space, where semantic similarity is represented by proximity. They enable
concept matching rather than just keyword matching, understanding



relationships between words and ideas, and more precise search capabilities
for Al applications.

The quality of input data is a fundamental determinant of embedding
effectiveness, often more so than model selection. While larger embedding
models can achieve higher accuracy—for example, 80.5% for OpenAl’s
1,536-dimension text-embedding-3-large model versus 75.8% for the
smaller 768-dimension variant—these gains assume clean, well-prepared
data. Studies consistently show that noisy, poorly structured, or irrelevant
data significantly degrades retrieval accuracy in embedding-based systems,
making data preparation the highest-leverage optimization for RAG
systems. Data quality improvement yields higher returns than switching to
more expensive models; a 5% gain in accuracy from a model upgrade is
unlikely to make up for the performance hit caused by errors or
inconsistencies in the underlying data.

Dimensionality represents one of the most consequential trade-offs in
embedding model selection, directly affecting retrieval quality, storage
costs, query latency, and infrastructure requirements. Higher dimensions
generally improve recall and capture richer semantic details because each
additional dimension gives the model more mathematical “room” to encode
fine-grained distinctions between concepts. Encoding the difference
between “credit risk” and “market risk,” for instance, may require
dimensional capacity that a smaller embedding space simply cannot
represent. OpenAl’s text-embedding-3-large at 3,072 dimensions, for
example, captures nuances that the 1,536-dimension variant cannot, and
that variant in turn outperforms the 768-dimension text-embedding-3-small
on complex semantic tasks.

However, these gains come at a compounding cost: doubling the
dimensionality doubles the storage footprint per vector, increases memory
consumption for in-memory indexes and slows similarity computations
because each distance calculation must traverse more dimensions. For a
knowledge base containing 100 million vectors, the difference between 768
and 3,072 dimensions translates from approximately 300 GB to 1.2 TB of
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raw vector storage before indexing overhead—a meaningful infrastructure
cost that scales linearly with the document corpus.

Research shows that many embedding dimensions are redundant, encoding
overlapping or negligible semantic information. Studies demonstrate that
removing up to 50% of dimensions through techniques like principal
component analysis (PCA) or Matryoshka Representation Learning (MRL)
results in only minor accuracy drops (less than 10%) on retrieval and
classification tasks. MRL is particularly noteworthy because it trains
embeddings so that meaningful representations exist at multiple
dimensionalities within the same vector. An organization can thus generate
a high-dimensional embedding once and truncate it to a lower
dimensionality at query time, depending on whether the use case prioritizes
precision or speed. OpenAl’s text-embedding-3 models support this
natively through the dimensions parameter, allowing organizations to store
full-resolution (3,072-dimension) embeddings and serve reduced-dimension
versions for latency-sensitive applications without recomputing them. This
approach gives enterprises a practical path to optimizing the
precision/performance trade-off: use higher dimensions for complex
analytical queries where retrieval accuracy 1s paramount, and truncated
dimensions for high-volume, latency-sensitive workloads (such as
customer-facing chatbots) where sub-100 ms response times matter more
than marginal precision gains.

Vector Database Infrastructure

Traditional databases optimize for exact matching and structured queries,
while vector databases optimize for similarity search and high-dimensional
data. This fundamental difference drives the need for specialized
infrastructure capable of handling billions of vectors with subsecond query
resolution times and supporting real-time retrieval for Al applications.

Vector databases implement five essential operations:

e Data ingestion converts content into vectors and stores them with
associated metadata.
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e Data indexing builds efficient search structures (such as HNSW,
IVF, and PQ) to support fast retrieval.

e Data retrieval performs similarity search using approximate
nearest neighbor (ANN) algorithms.

e Data updates manage inserts, deletes, and modifications to stored
vectors and metadata.

e Data filtering combines vector similarity search with metadata-
based filtering.

Production RAG systems rarely rely on a single retrieval method. As
discussed in “Data retrieval optimization for RAG”, hybrid search
combines dense vector similarity with sparse keyword matching to capture
both semantic meaning and exact terminology. A financial analyst
searching for “Basel III capital adequacy requirements,” for example, needs
the semantic understanding to find related regulatory content and the
keyword precision to match the specific regulatory framework by name.

Supporting this hybrid approach at enterprise scale requires combining
multiple indexing strategies, each optimized for a different retrieval
pathway. The choice of index type, and how multiple indexes are combined,
directly determines whether a system can maintain subsecond query
performance as the knowledge base grows from millions to billions of
vectors. Options include:

Inverted index
Extremely fast for keyword/Boolean queries, provides lexical baseline
for hybrid search

HNSW (Hierarchical Navigable Small World)
Graph-based ANN index with very high recall and fast query time, but

high memory cost

IVF-Flat (Inverted File with Flat storage)



Good balance between memory and query efficiency, scales to billion-
scale datasets

PQ (product quantization)

Excellent memory efficiency, reduces storage by large factors with
some accuracy trade-off

Open Source Solutions

Open source vector databases provide cost-effective, flexible solutions for
organizations seeking greater control over their vector infrastructure. Each
solution offers distinct advantages based on data scale, performance
requirements, and operational complexity. The open source landscape has
matured rapidly. Just a few years ago, most of these projects were
experimental tools used primarily by ML researchers, but the surge in RAG
adoption following the release of ChatGPT in late 2022 accelerated their
development into production-grade infrastructure. Today, the five leading
open source options span a wide spectrum, from Chroma’s developer-
friendly simplicity for prototyping and small-scale applications to Milvus’s
distributed architecture capable of handling over 10 billion vectors for
enterprise deployments. Organizations evaluating these solutions should
focus on three primary decision factors: data capacity requirements (how
many vectors the system must handle), key technical differentiators (such as
GPU acceleration, hybrid search, or SQL integration), and licensing terms
that affect commercial deployment.

Table 5-5 compares the leading open source vector databases across these
dimensions to support informed selection decisions.



Table 5-5. Open source vector database comparison

Database

Milvus

Qdrant

Weaviate

Chroma

pgvector

Data
capacity

10B+ vectors

Billions

Billions

<1M vectors

50M+
efficiently

Key data
features

14 index
types, RaBitQ
72% memory
reduction

GPU
acceleration,
advanced
filtering

Hybrid search
(vector +
keyword),
MUVERA
encoding

Simple API,
auto-
embedding

PostgreSQL
extension,
SQL
integration

Data Indexing Algorithm Comparison

Best data
scenarios

Large
enterprise
datasets

High-
performance
data retrieval

Mixed data
types

Prototyping,
small datasets

Existing
PostgreSQL
data

Lice

Apac

Apac

BSD

Apac

Postg



The choice of indexing algorithm is one of the most consequential
infrastructure decisions in a vector database deployment, because it
determines the fundamental trade-off between retrieval accuracy (recall),
query speed, and memory consumption. A brute-force exact nearest
neighbor search would guarantee perfect recall but becomes
computationally prohibitive at scale—scanning every vector in a 100-
million-record knowledge base for each query would take seconds rather
than milliseconds. ANN algorithms solve this by building specialized data
structures that trade a small amount of recall for dramatically faster search,
typically achieving 90-99% recall while reducing query latency by 10—
100x compared to brute-force approaches.

The five algorithms presented in Table 5-6 represent distinct architectural
approaches to this trade-off. HNSW builds a multi-layer graph structure
where each node connects to its nearest neighbors, enabling the algorithm
to “hop” through the graph toward the query’s nearest vectors with very
high recall (95-99%) and very fast query speeds. It’s the default choice for
most RAG applications handling up to 500 million vectors, though its graph
structure must reside in memory, which drives significant RAM
requirements. [VF-Flat takes a different approach by partitioning the vector
space into clusters and only searching the most relevant partitions at query
time, achieving a strong balance between memory efficiency and query
speed that scales well from 100 million to 1 billion vectors. IVF-PQ
combines this clustering with PQ compression, dramatically reducing
memory consumption at the cost of moderate recall degradation (85-90%)).
This makes it practical for billion-vector-scale deployments where keeping
all vectors in memory is not economically feasible. Disk ANN pushes this
even further by storing its graph index on disk rather than in memory,
enabling 10-billion-vector-scale deployments with minimal RAM but
requiring longer build times. ScaNN, developed by Google, optimizes
specifically for hardware acceleration on GPUs and TPUs, delivering very
fast query speeds across any data scale when specialized compute
infrastructure is available.



Table 5-6. Vector database indexing algorithm comparison

Data Query

Algorithm structure Build time speed Men

HNSW Multilayer Slow Very fast High
graph

IVF-Flat Clustered Fast Fast Medi
partitions

IVF-PQ Clustered + Fast Very fast Low
compressed

DiskANN Disk-resident  Very slow Fast Very
graph

ScaNN Optimized for Medium Very fast Medi
hardware

Data Compression Techniques

Modern vector databases employ sophisticated compression methods to
optimize storage and performance, including:

e Scalar quantization: Float32 — Int8 = 75% size reduction,
minimal quality loss

e Binary quantization: Float32 — 1-bit = 97% size reduction,
moderate quality loss

e Product quantization: Subspace compression = 10-30x reduction



For example, Milvus RaBitQ achieves up to 32x compression size while
maintaining 95% recall.

Data Governance Feature Comparison

Enterprise deployments require robust governance capabilities that extend
beyond raw performance metrics. When a financial services firm or
healthcare organization evaluates vector databases, security certifications,
encryption standards, and access control models often carry more weight
than query latency benchmarks—a vector database that cannot demonstrate
SOC 2 compliance or GDPR-ready data isolation may be disqualified
regardless of how fast it performs. The governance gap between open
source and commercial offerings represents one of the most significant
hidden costs in vector database selection, because organizations choosing
open source solutions must build and maintain encryption, access control,
backup, monitoring, and compliance infrastructure themselves.

Table 5-7 compares governance capabilities across two deployment models
—open source (self-managed) and commercial (vendor-supported)—to help
organizations assess the operational overhead each option requires beyond
the core vector search functionality. As discussed in “Data Governance and
Data Security for Al Applications”, these capabilities are not optional
features but foundational requirements that must be addressed before
production deployment.



Table 5-7. Data governance capabilities across vector database deployment
models

Feature Open source Commercial managed

Data encryption Manual setup Built-in (at rest + in
transit)

Data access Self-implemented Enterprise RBAC, SSO

control RBAC

Data backups Manual Automated, point-in-time

Data monitoring  Self-hosted tools Built-in dashboards

Data compliance  Self certification SOC 2, ISO 27001,
GDPR

Data isolation Manual multitenancy Native multitenant

Selecting Based on Data Requirements

With the landscape of open source, commercial, and managed vector
database solutions established, the practical question becomes: Which
solution fits a specific organization’s needs? The answer depends not on
which database ranks highest on benchmarks but on how well its
characteristics align with four intersecting requirements: data scale, data
sensitivity, existing infrastructure, and budget constraints. Organizations
frequently make the mistake of selecting a vector database based on a single
dimension, typically choosing the fastest or most feature-rich option, only
to discover months into implementation that it cannot meet their
compliance requirements, does not integrate with their existing data



infrastructure, or costs far more to operate at their actual data volumes than
projected.

The decision framework that follows evaluates each dimension
independently, but in practice they interact: a financial services firm
handling billions of vectors with high-sensitivity customer data and an
existing PostgreSQL infrastructure faces a fundamentally different selection
landscape than a startup prototyping a customer support chatbot with a few
hundred thousand documents and no legacy database constraints.
Organizations should consider all four dimensions and identify where their
requirements cluster before committing to a solution, recognizing that the
optimal choice for a development environment may differ from the best
option for production. Many organizations adopt a two-tier strategy, using a
lightweight solution like Chroma or pgvector for development and
prototyping and then migrating to a scalable solution like Milvus or
Pinecone for production workloads.

Data scale is typically the first filter in vector database selection because it
immediately eliminates solutions that cannot handle the required volume.
Organizations handling fewer than 10 million vectors can achieve cost-
effective performance with lightweight solutions like Chroma or pgvector,
where the dataset fits comfortably within a single node and operational
complexity remains minimal. At the 10 million to 1 billion vector range,
Qdrant and Weaviate offer a strong balance of performance and scalability,
providing distributed architectures and advanced indexing without the
operational overhead of fully distributed systems. Enterprises managing
over 1 billion vectors require purpose-built platforms like Milvus or
Pinecone that deliver advanced optimization for distributed workloads,
including features such as RaBitQ compression, horizontal sharding, and
tiered storage that become essential at this scale.

Data sensitivity determines where the vector database infrastructure can
physically reside and who controls access to it. High-sensitivity
environments—for example, financial services firms handling customer
data, healthcare organizations managing patient records, or government
agencies processing classified information—typically require on-premises



deployments using self-hosted solutions like Milvus or Weaviate, where the
organization retains full control over encryption keys, network boundaries,
and compliance certification. Medium-sensitivity workloads can leverage
hybrid deployment models that keep the most sensitive data on-premises
while offloading less restricted workloads to cloud infrastructure, balancing
control with operational convenience. Low-sensitivity use cases such as
public-facing knowledge bases or general-purpose research tools benefit
most from cloud native managed services that eliminate infrastructure
management entirely, allowing teams to focus on application logic rather
than database operations.

Existing infrastructure investments should heavily influence the selection
decision, because the operational cost of introducing an entirely new
database technology often exceeds the licensing cost of the software itself.
Organizations with established PostgreSQL expertise and infrastructure can
extend their existing investment with pgvector, leveraging familiar SQL
tooling, backup procedures, and monitoring systems while adding vector
search capabilities. MongoDB environments benefit from Atlas Vector
Search, which integrates vector capabilities directly into the existing
document database without requiring a separate system or data
synchronization pipeline. Greenfield projects without legacy database
constraints have the freedom to adopt purpose-built vector databases like
Pinecone that are designed exclusively for vector workloads and optimized
accordingly.

Finally, budget constraints shape the build-versus-buy trade-off that
underlies every vector database decision. Organizations with limited
budgets can deploy open source solutions like Milvus, Qdrant, or Weaviate
at zero licensing cost, though they must account for the engineering time
required to manage infrastructure, implement backups, configure
monitoring, and maintain security compliance—costs that are real but often
invisible in initial planning. Organizations that prioritize predictable
operational costs and minimal engineering overhead should evaluate
managed services such as OpenSearch Service, Pinecone, or Zilliz Cloud,



which offer transparent pricing models and shift infrastructure management
to the vendor in exchange for a recurring fee.

The choice between open source and commercial solutions ultimately
depends on balancing control, cost, operational complexity, and enterprise
requirements. Many organizations adopt a pragmatic hybrid approach, using
open source solutions for development and testing environments where cost
sensitivity is highest and then deploying managed services for production
workloads where reliability and operational simplicity justify the premium.

RAG: The Data Retrieval Layer

Earlier, we established the data foundations that make knowledge bases
effective. In this section, we will explore how retrieval-augmented
generation transforms that prepared data into dynamic, contextual Al
responses. RAG represents the critical bridge between static knowledge
repositories and intelligent applications, enabling GenAl systems to access
current organizational information rather than relying solely on training
data.

Why RAG? The Data Access Problem

Large language models have limitations that create critical gaps in
enterprise Al applications. Most notably, they operate with static training
data that has knowledge cutoffs, and they cannot access information beyond
their cutoff date (when training was completed). Fine-tuning, while
effective for specific tasks, is expensive and doesn’t scale to dynamic data
environments where information changes frequently. Organizations need
GenAl systems that can access their current proprietary data to provide
accurate, up-to-date responses grounded in authoritative sources.

RAG addresses these limitations by combining the generative capabilities
of LLMs with dynamic information retrieval, enabling Al systems to access
and reason over organizational knowledge.



The RAG Architecture: Data Flow

Understanding how data flows through a RAG system is essential for
designing effective implementations. Figure 5-2 illustrates the journey from
user query to grounded response, with each stage representing a critical data
transformation that determines output quality.

The architecture shown in Figure 5-2 transforms static Al systems into
dynamic, knowledge-aware applications that can provide contextually
relevant responses based on current information.
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Figure 5-2. RAG data flow architecture



Data-centric benefits of RAG

RAG architectures deliver distinct advantages that address the core data
challenges enterprises face when deploying GenAl systems.

Data freshness ensures that knowledge bases can be continuously updated,
allowing GenAl applications to access current information beyond their
training cutoff—a critical capability for organizations where policies,
products, and market conditions change frequently. Data grounding means
responses are backed by specific sources retrieved from the knowledge
base, significantly reducing the instances of Al hallucinations and
fabricated information that plague standalone LLM deployments. This
grounding enables data attribution, where citations provide the verification
and traceability essential for enterprise accountability and compliance
requirements. Beyond compliance, visible citations build user trust by
allowing individuals to verify the accuracy of Al-generated responses
against their original sources, transforming the LLM from an opaque oracle
into a transparent research partner.

From an operational perspective, RAG delivers data efficiency by
eliminating the need for model retraining when information changes,
allowing organizations to update their knowledge bases independently of
the underlying LLLM and make more efficient use of computational
resources. Finally, data privacy is preserved because sensitive
organizational data stays within enterprise boundaries while still powering
Al capabilities. The knowledge base never becomes part of the model’s
parameters, maintaining clear data governance boundaries.

RAG architecture evolution: From simple to agentic

RAG architectures have evolved significantly since Meta first introduced
the approach in 2020, with each generation addressing increasingly
complex data retrieval and reasoning requirements. Table 5-8 summarizes
the major architectural patterns, from basic retrieval implementations to
sophisticated agentic systems that autonomously orchestrate multistep
knowledge gathering.



Table 5-8. Comparison of RAG architecture types

RAG

architecture

Simple RAG

Simple RAG
with memory

Branched
RAG

Adaptive
RAG

Description

Basic retrieval

from a static
database

Adds storage
for previous
interactions

Determines
specific data

sources based

on input

Adjusts
retrieval

strategy based

on query
complexity

Key features

Straightforward
implementation,
minimal
complexity

Maintains
conversation
history,
provides
continuity

Targeted
retrieval,
reduced noise,
specialized
knowledge

Optimized
resource usage,
improved
accuracy

Best for

Simple
question
answering,
factual
lookups

Conversational

applications,
personalized
interactions

Domain-
specific
applications,
multidomain
systems

Applications
with diverse

query types

Lin

Lin
con
aws
mel
pre
1nte

Inc
con
pot
priy
con

Rec
acc
bra;

clas

Rec
que
clas



RAG

architecture Description Key features Best for Lin
Self-RAG Enables Reduced Applications Inc
autonomous hallucinations,  requiring high late

retrieval query  improved factual con

generation factual accuracy accuracy req

Agentic RAG  Introduces Complex Complex tasks Hig
autonomous, reasoning, tool  requiring con

agent-like use, multistep reasoning and  cha

behavior planning planning imy

deb

The evolution of RAG architectures reflects increasing sophistication in
handling complex data scenarios and user requirements. Simple RAG
provides basic retrieval functionality, while advanced architectures like
agentic RAG embed autonomous agent capabilities including planning,
reflection, tool usage, and adaptive strategies to orchestrate retrieval and
generation dynamically.

Leading financial institutions demonstrate the practical value of RAG
evolution across different architectural sophistication levels. As Finextra
reports, JPMorgan’s basic RAG implementation for know your customer
(KYC) processing achieved a 90% productivity increase, allowing 20%
fewer employees to process 48% more files and demonstrating that even
foundational RAG architectures deliver substantial returns when applied to
well-defined document processing workflows. NatWest’s deployment of
memory-enabled RAG for customer service integration with its chatbot
resulted in a 150% customer satisfaction improvement, thanks to the ability
to maintain conversation context and access current policy information.
Goldman Sachs’s implementation of a more sophisticated agentic RAG
approach for internal knowledge management, mentioned earlier in this
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chapter, delivered estimated productivity gains of up to 29% in the first
year, including making software developers 20% more productive.

The progression from basic retrieval to agentic systems represents a
fundamental shift from static information access to dynamic, reasoning-
enabled knowledge work that can adapt to complex enterprise requirements
while maintaining the core benefits of grounded, verifiable Al responses.
These implementations illustrate how organizations can start with simpler
RAG approaches and evolve toward more sophisticated architectures as
their needs and capabilities mature. The key is beginning with clear
business problems and iterating based on real-world feedback, following
the principle of starting the learning cycle rather than attempting to “boil
the ocean” from the beginning.

Data Chunking: Critical for RAG Performance

Large language models face fundamental constraints that make data
chunking essential for effective RAG implementations. LLM context
windows are limited, typically ranging from 4k to 128k tokens, while
enterprise documents often exceed these limits significantly. This creates a
critical need to retrieve the most relevant segments rather than entire
documents.

Research demonstrates that data segmentation strategy has the most
dramatic impact on RAG performance, with the study cited in “Seven-stage
data transformation” showing a 35% performance improvement from
choosing an optimal chunking strategy, compared to a 27% improvement
from better embeddings and only a 6% improvement from changing the
LLM.

The key insight to take away here is that data segmentation is five to six
times more important than model choice. This finding fundamentally shifts
how organizations should prioritize their RAG optimization efforts—
focusing on improving retrieval components yields the biggest performance
gains, rather than pursuing more sophisticated language models.
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Comprehensive data chunking strategies

Selecting the right chunking approach requires understanding how different
strategies handle document structure, semantic coherence, and retrieval
precision. Table 5-9 compares the major chunking strategies available for
enterprise RAG implementations, highlighting their trade-offs and optimal
use cases.



Table 5-9. Comparison of chunking strategies for enterprise RAG implemeni

Strategy

Fixed-size
chunking

Sentence-
based
chunking

Recursive
chunking

Description

Splits text into
equal-sized
segments (e.g.,
400 words or
800
characters)

Splits text at
natural
sentence
boundaries
using
punctuation

Applies
splitting rules
hierarchically
(sections —
paragraphs —
sentences)

Advantages

Simple
implementation,
computational
efficiency,
predictable
chunk sizes

Preserves
readability,
ensures self-
contained
chunks,
respects natural
language flow

Preserves
document
structure,
flexible
implementation,
compatible with
model context
windows

Disadvantages

May break
semantic units,
can cut sentences
awkwardly

Variable chunk

sizes, may miss
deeper semantic
relationships

More complex
implementation,
depends on
document
structure
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Strategy

Semantic
chunking

Sliding
window
chunking

Hierarchical
chunking

Description

Splits text
based on
meaning using
embeddings or
semantic
similarity

Creates
overlapping
chunks by
sliding a
fixed-size
window
through text

Preserves
document
structure in a
tree from
sections to
sentences

Advantages

Maintains
semantic
coherence,
aligns with user
intent, improves
retrieval
precision

Preserves
context across
boundaries,
improves
retrieval
accuracy,
handles
continuous text

Enables flexible
navigation,
improves
precision and
recall, adapts
scope of
returned content

Disadvantages

Computational
cost, requires
embedding
during
preprocessing

Introduces
content overlap
across chunks,
which can
consume
valuable LLM
context window
tokens with
redundant
information
during retrieval

Adds complexity
to preprocessing
and retrieval
logic
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Strategy Description Advantages Disadvantages
Topic-based Groups text by Keeps related Adds complexity,
chunking thematic units  content may require
using together, aligns  domain expertise
algorithms with user intent,
like Latent improves
Dirichlet semantic
Allocation coherence
(LDA)
Al-driven Uses LLMs to  Creates Nondeterministic
dynamic determine semantically chunk boundaries
chunking chunk coherent across repeated
boundaries chunks, ingestion runs
adaptively captures can complicate
complete reproducibility
concepts, and auditability
adapts to in regulated
document environments
structure

Research shows that optimal chunk sizes vary by dataset and task
complexity. Smaller chunks (64—128 tokens) work best for concise fact-
based queries, while larger chunks (512—1,024 tokens, or ~1,800-3,600
characters) better serve datasets requiring broad context.

Data-specific chunking guidelines

Different content types demand tailored chunking approaches to maximize
retrieval effectiveness. Table 5-10 provides recommendations based on
current best practices as of this writing for matching chunking strategies to
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specific document types and use cases commonly encountered in enterprise
knowledge bases. These recommendations assume existing LLM context
window sizes, embedding model capabilities, and preprocessing tooling
maturity; as small language models become faster and cheaper, Al-driven
dynamic chunking will likely become the default approach across most
content types, simplifying or replacing many of the rule-based strategies
described here. Notably, the key considerations listed in this table can serve
directly as prompt instructions for LLM-based chunking—rather than
implementing complex rule-based parsers, organizations can pass these
guidelines as system prompts to a small language model and let the model
handle segmentation decisions, effectively turning domain expertise into
reusable prompt templates.



Table 5-10. Chunking recommendations by content type

Recommended
Content type strategy

Legal contracts  Hierarchical

chunking
Financial Hierarchical
reports chunking
Technical Recursive

documentation  chunking

Chunk size = Overlap

512-1,024 40-50%
tokens
512-1,024 30-40%
tokens
256-512 20-30%
tokens
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Recommended
Content type strategy

Medical/clinical Semantic
texts chunking

Conversational  Sentence-based

content or turn-pair
chunking

Research Hierarchical or

papers semantic
chunking

Chunk size

256512
tokens

128256
tokens

512-1,024
tokens

Overlap

40-50%

20-30%

20-30%

~
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Content type

Customer
support logs

Product
documentation

News articles

Recommended

strategy Chunk size Overlap
Ticket-based or 128-256 30-40%
recursive tokens

chunking

Recursive 256512 20-30%
chunking tokens

Semantic 256512 10-20%
chunking tokens
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Recommended b

Content type strategy Chunk size  Overlap C
FAQs and Question/answer  128-256 10-20% ]
knowledge pair chunking tokens C
articles I
C
\
r
1
r
(
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Chunk metadata enrichment

Enriching chunks with metadata is one of the highest-impact optimizations
available beyond chunking strategy itself, with research demonstrating
retrieval accuracy gains of up to 21% and precision improvements from
73% to 83% when metadata such as entities, topics, and source attributes
are incorporated into chunk representations:

e Structural metadata: Section headings, document titles, page
numbers

e Temporal metadata: Creation date, last modified date, version
e Source metadata: Author, department, system of record

o Semantic metadata: Extracted entities, topics, categories

Overlap strategy for data continuity

Overlap strategies preserve context across chunk boundaries, preventing the
loss of meaning that occurs when related content is split between adjacent


https://oreil.ly/cAz7j
https://oreil.ly/GEihl

chunks. The appropriate overlap percentage depends on content
characteristics and retrieval requirements:

e 20-30% overlap: Standard for most documents

e 40-50% overlap: High-context dependencies (legal, medical)
e 10-20% overlap: Highly structured, standardized content

o Sliding window: Continuous overlap for narratives

Leading organizations apply domain-specific chunking strategies to
maximize RAG performance. Hierarchical chunking is a recommended
approach for financial documents, preserving the structure of reports,
tables, and regulatory filings. Legal RAG systems similarly leverage
hierarchical chunking to maintain statute structure and precedent citations,
enabling more reliable legal research and compliance checking. Healthcare
RAG implementations benefit from semantic chunking that maintains
diagnosis/treatment relationships, improving clinical decision support by
keeping medically related concepts together.

The key insight is that chunking strategy must align with document
structure and use case requirements. Poor chunking that splits meaningful
sections mid-sentence or across unrelated topics leads to fragmented
retrieval results, while proper chunking keeps context intact and enables
more accurate matches for queries. Organizations should start with simpler
chunking methods and iterate based on performance metrics to reap the full
potential benefit of this high-impact optimization.

Data retrieval optimization for RAG

Optimizing how data is retrieved can yield significant accuracy and latency
improvements in RAG systems. Table 5-11 compares the primary retrieval
approaches available, from single-method baselines to hybrid and ensemble
techniques that combine multiple data sources for improved precision.
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Table 5-11. RAG data retrieval methods

Data
Approach sources Mechanism Performance Whe
Dense only Vector Semantic Baseline Geng
embeddings similarity seme
searc
Sparse only Keyword Term Good for exact Kno
index (BM25) matching terms term
quer
Hybrid (dense  Vector Weighted 35%+on QA  Mixc
+ sparse) embeddings fusion benchmarks; type:
and keyword varies by
index domain
Ensemble Multiple Voting/ranking +20-30% High
retrievers need

Hybrid search combines multiple retrieval methods to leverage their
complementary strengths. On standard benchmarks like BEIR, hybrid
approaches consistently outperform single-method retrieval, with gains
ranging from modest improvements on domain-specific datasets to 35% or
greater on broad question-answering benchmarks, particularly for queries
that contain both semantic concepts and specific terminology

The combination of vector search with keyword-based methods like BM25
balances traditional information retrieval with neural approaches.

Data reranking strategies
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While initial retrieval returns a candidate set of relevant documents, the top
results are not always optimally ordered for the user’s specific query intent.
Reranking applies more sophisticated models to this initial set, refining the
order based on deeper semantic analysis of query—document relationships.
This two-stage approach—fast initial retrieval followed by precise
reranking—balances the need for speed at scale with the accuracy
requirements of production systems. Cross-encoder reranking, for example,
has demonstrated substantial gains across benchmarks, with improvements
of up to 10 normalized discounted cumulative gain (NDCGQG) points over bi-
encoder retrieval on MS MARCO and 59% absolute mean reciprocal rank
(MRR) improvement on financial document retrieval tasks, though it
introduces additional latency that must be managed through careful
architecture design.

Table 5-12 summarizes the primary reranking techniques and their
performance characteristics.
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Table 5-12. Data reranking strategies

Technique How it works Data impact Performance Co

No reranking  Use retrieval N/A Baseline Lo
scores as-1s

Cross-encoder  Full Rescores all +5-10 NDCG  Hig
query/document candidates points over bi-
attention encoder; up to

+28%
NDCG@10

over baseline

Multistage Fast filter — Processes top ~ Near cross- Me
precise rerank k only encoder quality
at 2-3x lower
latency
Contextual Uses user Personalized Varies by Me
context, history  relevance implementation

LLM-based LLM judges Sophisticated  Strongest on Vei
relevance scoring complex multi-
hop queries;
highest
computational
cost

Reranking improves retrieval precision by applying more sophisticated
models to an initial set of retrieved documents. Cross-encoders apply
attention mechanisms across query/document pairs for more accurate



relevance scoring, while multistage ranking uses progressively more
complex models on smaller document sets. This layered approach enables
systems to balance computational cost with precision, using fast,
lightweight methods for initial retrieval and reserving expensive cross-
encoder scoring for the most promising candidates.

Query transformation for better data retrieval

Query transformation techniques modify user queries to improve retrieval
effectiveness before the search is executed. Query expansion adds
synonyms and related terms to broaden the search scope, improving recall
for complex or ambiguous queries that might otherwise miss relevant
documents due to vocabulary mismatch. Query rewriting rephrases
ambiguous or poorly structured queries for clarity, helping bridge the gap
between how users naturally express information needs and how content is
indexed. Query decomposition breaks complex queries into simpler
subqueries, enabling more precise retrieval for multipart questions where
each component may require different information sources. Hypothetical
Document Embeddings (HyDE) takes a generative approach by first
creating an ideal hypothetical answer to the query and then using that
generated text to search for similar real documents. In the original HyDE
study, this zero-shot technique improved NDCG@10 from 44.5 to 61.3 on
TREC DL-20 compared to the unsupervised Contriever baseline—a 38%
relative gain—and achieved mean average precision (mAP) scores
competitive with supervised fine-tuned retrievers, all without requiring any
relevance labels.

These transformation techniques share a common trade-off: while they can
substantially improve recall and precision, they require careful tuning to
avoid drift from the original query intent. Organizations should implement
query transformation incrementally, measuring the impact on retrieval
quality and adjusting parameters based on domain-specific performance
metrics.

Prompt engineering for RAG: optimizing context delivery to the
LLM
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Once relevant chunks have been retrieved, reranked, and assembled, the
final, often underestimated optimization opportunity lies in how that
context 1s structured and delivered to the LLM through the prompt itself. As
illustrated in step 5 of the RAG data flow architecture (Figure 5-2), prompt
construction is the stage where the user’s query and the retrieved data are
combined into the input that the LLM will reason over. The quality of this
construction directly determines whether the model produces a grounded,
accurate response or defaults to its parametric knowledge and risks
hallucination.

Effective RAG prompt engineering involves several distinct techniques that
go beyond simply concatenating retrieved chunks with the user’s query.
System prompt design establishes the behavioral framework for the LLM,
defining its role, the domain context it should assume, and explicit
instructions to prioritize retrieved information over its training data.
Context formatting structures the retrieved chunks in ways that the LLM
can most effectively parse—for example, clearly delineating each source
with metadata labels such as document title, date, and relevance score so
the model can weigh and attribute information appropriately. Instruction
specificity directs the model on how to handle conflicts between retrieved
sources, when to acknowledge uncertainty, and whether to cite the passages
that informed its answer.

Few-shot examples embedded in the prompt template can further calibrate
the model’s behavior by demonstrating the expected format and reasoning
style for domain-specific responses.

In enterprise RAG deployments, prompt engineering extends to dynamic
prompt assembly, where the prompt template itself adapts based on query
characteristics. A simple factual lookup may require a concise system
instruction and a single retrieved passage, while a complex analytical
question may demand a more elaborate prompt that includes multiple
sources, explicit instructions for synthesis and comparison, and domain-
specific terminology or glossary context. Organizations should treat prompt
engineering as a continuous optimization discipline rather than a one-time
configuration. This means establishing prompt versioning and A/B testing



frameworks that systematically evaluate how changes to system
instructions, context formatting, and few-shot examples affect retrieval
accuracy and response quality.

The Telco-RAG system discussed earlier in this chapter illustrates this
principle through its glossary-enhanced prompts, which inject domain-
specific terminology definitions into the prompt template to help the LLM
correctly interpret and generate responses using specialized vocabulary. By
treating the prompt as an engineered component of the RAG pipeline,
subject to the same rigor as chunking strategy or embedding model
selection, organizations can extract significantly more value from their
existing retrieval infrastructure without additional investment in data
preparation or model upgrades.

Data Efficiency and Cost Optimization

Optimizing RAG systems requires carefully balancing the trade-offs
between retrieval depth, data quality requirements, and operational costs.
Table 5-13 illustrates how different retrieval strategies impact these
dimensions, from minimal top-1 approaches ideal for simple lookups to
adaptive strategies that dynamically adjust based on query complexity.



Table 5-13. Balancing data quantity versus quality in retrieval

Retrieval
strategy

Top-1 retrieval

Top-3 retrieval

Top-5 retrieval

Top-10
retrieval

Adaptive (1—
10)

Data volume

Minimal

Low

Medium

High

Variable

Data caching strategies

Quality
focus

Must be
perfect

High precision
needed

Good
precision

Coverage
priority

Context-
dependent

API cost

Lowest

Low

Medium

High

Variable

Late

Faste

Fast

Med;i

Slow

Varia

Caching mechanisms can dramatically improve performance and reduce
costs. Research across multiple semantic caching frameworks has shown
that caching can reduce query latency by 40-50% and cut redundant LLM
API calls by nearly 70% in systems with repetitive query patterns, with

cache hit rates ranging from 18—-60% depending on query diversity and

domain.

At the simplest level, many managed knowledge base and vector database
services include built-in query result caching as a platform feature. Amazon

Bedrock Knowledge Bases, for example, caches frequently accessed

retrieval results within its managed infrastructure, requiring no additional
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configuration beyond enabling the feature. Pinecone, Weaviate, and other
managed vector database services similarly maintain internal caching layers
that store hot vectors and frequently requested query results in memory,
handling cache invalidation and freshness automatically as the underlying
index is updated. For organizations using these managed services, caching
is largely transparent; the platform handles it as part of the service.

When workloads exceed what built-in platform caching can handle or when
organizations require more granular control over caching behavior, external
caching infrastructure becomes necessary. Amazon ElastiCache (Redis or
Memcached), Redis Enterprise, or similar in-memory data stores can be
deployed as a dedicated caching layer between the application and the
vector database. In this architecture, the application first checks the cache
for a matching or semantically similar query before executing a full vector
search. This approach is particularly effective for enterprise deployments
where thousands of users may ask variations of the same questions. A
financial services firm’s compliance chatbot, for example, will receive
structurally similar regulatory questions repeatedly, making cache hit rates
exceptionally high.

The most sophisticated implementation is semantic caching, which goes
beyond exact query matching to recognize that differently worded questions
may seek the same information. Semantic caching uses locality-sensitive
hashing (LSH) or lightweight embedding comparison to determine whether
an incoming query is sufficiently similar to a previously cached query/result
pair. If the similarity exceeds a configurable threshold, the cached result is
returned without executing a new retrieval and generation cycle. Libraries
such as GPTCache and LangChain’s caching modules provide ready-made
semantic caching implementations that can be integrated into existing RAG
pipelines with minimal code changes. Organizations should configure time-
to-live (TTL) policies aligned with their data freshness requirements; a
knowledge base updated hourly should invalidate cached results at a
corresponding frequency to prevent serving stale information.

Data retrieval cost management



Organizations can implement several strategies to optimize costs while
maintaining performance, including:

Token optimization

Retrieve the optimal chunk count to avoid wasting tokens.

Batch processing

Group queries to reduce API overhead and improve resource utilization.

Tiered models

Use smaller models for retrieval and larger models for generation, to
balance cost and performance.

Asynchronous pipelines

Parallelize retrieval and generation steps to minimize response latency
and improve throughput under heavy load conditions at minimal
additional cost.

Real-world example

RAG cost structures depend heavily on model selection and optimization
strategies. A system processing 10M input tokens and 3M output tokens
daily would cost approximately $55/day using GPT-40 ($2.50/1M input,
$10/1M output)—though costs escalate quickly with reasoning models like
GPT-5, where the same workload could exceed $600/day. Strategic caching
approaches can significantly reduce these costs, as described previously.
Combined with batching, tiered model routing, and token optimization,
organizations can achieve substantial operational savings while maintaining
retrieval quality.

The key to successful RAG optimization lies in implementing hybrid
retrieval approaches that combine dense vector search with sparse keyword
methods, coupled with intelligent caching and cost management strategies
that balance performance requirements with operational efficiency.
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Data retrieval optimization techniques

Modern vector databases employ sophisticated indexing strategies that
combine multiple approaches to handle diverse data types and query
patterns effectively:

Vector indexes for semantic data similarity

Graph-based methods like HNSW provide excellent recall (95-99%)
and fast query times, making them ideal for semantic search
applications.

Traditional B-tree indexes for metadata filtering
These enable efficient filtering on structured attributes such as
timestamps, categories, and user [Ds.

Combined queries

Systems can execute vector similarity search alongside metadata filters,
dramatically reducing the candidate set before performing expensive
ANN operations.

Data caching strategies

Caching mechanisms provide substantial performance improvements in
production vector database deployments:

e Query result caching stores results for frequent queries, achieving
significant latency reductions in systems with repetitive query
patterns.

e Hot data caching occurs when frequently accessed vectors remain
in memory, while cold data resides on disk storage.

e Semantic caching uses LSH to enable similar queries to reuse
cached results, reducing expensive vector database calls.

Data partitioning for scale



Effective partitioning strategies enable vector databases to handle petabyte-
scale datasets while maintaining subsecond query performance:

e Horizontal sharding distributes vectors across multiple nodes,
enabling parallel query execution.

* Metadata-based partitioning routes queries by tenant, category, or
temporal boundaries to reduce the search space.

e Hierarchical storage maintains hot data on SSDs with cold data on
disk, using smart caching to materialize frequently accessed
vectors.

Data quality monitoring in production

Production vector database systems require comprehensive monitoring to
maintain performance and accuracy. Unlike traditional databases where
query correctness is binary—the result either matches or it doesn’t—vector
database quality degrades gradually as embeddings drift, indexes fragment,
and source data evolves. Without continuous monitoring, retrieval precision
can erode silently, causing the RAG system to return increasingly irrelevant
results while still appearing to function normally. Table 5-14 defines the
five critical metrics that operations teams should track in production vector
database deployments, along with target thresholds and the action triggers
that indicate when intervention is required.



Table 5-14. Key data metrics for vector databases

Action
Metric What it measures Target threshold
Retrieval % relevant results in ~ >80% <70%,
precision top k investigate
Retrieval % relevant >90% <80%, review
recall documents retrieved indexes
Query latency  Response time (p95) <100 ms >200 ms,
optimize
Data freshness Time since last <1 hour >24 hours,
update refresh
Index quality  Percentage of true >95% <90% rebuild
nearest neighbors recall@10 index

returned by the ANN
index compared to
exact brute-force
search

Data drift detection

Continuous monitoring of embedding spaces prevents performance
degradation over time. The core monitoring discipline involves tracking
data distribution changes by measuring centroid shifts and cosine similarity
variance within the embedding space. These metrics reveal when the
semantic relationships encoded in existing embeddings begin to diverge
from the current meaning of the underlying content—a shift that can occur
gradually as new documents are ingested or as source data evolves, or



abruptly when embedding model updates alter how text is represented
mathematically.

Automated alerting systems should trigger when drift exceeds predefined
thresholds, signaling a potential need for reindexing or model alignment.
When data patterns evolve significantly beyond what drift compensation
can absorb, systems must initiate embedding regeneration to maintain
retrieval quality.

Reindexing is not a trivial operation. For enterprises with large content
catalogs containing tens of millions of documents, regenerating embeddings
can take days to weeks and incur substantial costs in embedding API calls.
An organization with 50 million chunks using OpenAlI’s text-embedding-3-
large model at current pricing would spend thousands of dollars on a single
full reindexing pass, and the compute time required to process that volume
creates a window during which the production index may serve stale or
inconsistent results.

This cost calculus becomes particularly consequential when changing
embedding models, because embeddings generated by different models
exist in incompatible vector spaces—there is no shortcut or partial
migration path. If an organization decides to upgrade from text-embedding-
3-small to text-embedding-3-large, or to switch from a proprietary model to
an open source alternative, every single chunk in the knowledge base must
be re-embedded and reindexed. The old and new embeddings cannot
coexist in the same index because their vector spaces encode semantic
relationships differently, meaning a query embedded with the new model
will return meaningless similarity scores against vectors generated by the
old model.

This reality makes the initial embedding model selection a high-stakes
decision with long-term cost implications, and it argues strongly for
investing in thorough evaluation and benchmarking before committing to a
model at scale. Organizations should also factor reindexing costs into their
total cost of ownership calculations and consider strategies such as



maintaining a parallel shadow index during model transitions to avoid
production downtime.

Several advanced drift mitigation strategies can reduce or defer the need for
costly full reindexing. Query drift compensation (QDC) projects new query
embeddings back to older embedding spaces to maintain compatibility
without regenerating the entire index, effectively translating between the
old and new models’ vector representations at query time. Hybrid or delta
indexing introduces dynamic index layers that accommodate new
embeddings while preserving the static preindexed sets, allowing
organizations to incrementally integrate updated embeddings without
rebuilding the entire index from scratch.

Domain-specific test suites provide a safety net by using curated
benchmarks to validate embedding performance after model changes,
automatically triggering rollback to the previous model if accuracy drops
below acceptable thresholds. Together, these techniques enable production
vector databases to maintain high performance while scaling to billions of
vectors, ensuring reliable data retrieval for enterprise RAG applications.

End-to-End Data Flow: KB — Vector DB — RAG

The complete data lifecycle in production GenAl systems represents a
sophisticated orchestration of multiple components working in harmony.
Based on enterprise implementations, Figure 5-3 illustrates the
comprehensive flow of this lifecycle.
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Figure 5-3. The end-to-end data lifecycle in production GenAl systems

Advanced multimodal integration

Modern RAG systems extend beyond text to handle diverse data types,
processing different content through specialized pathways within the
multimodal pipeline. Text processing follows the standard embedding and
chunking workflow for semantic search, while table processing requires



specialized extraction that generates summaries and preserves content with
location metadata to maintain row/column relationships. Visual processing
leverages vision language models to generate captions and descriptions
from images, converting visual content into searchable text representations
that can be embedded alongside traditional documents. Cross-modal
retrieval unifies these different content types into a shared semantic space,
enabling a single natural language query to surface relevant results across
text documents, tables, and images simultaneously.

Video and audio processing represent the next frontier of multimodal RAG,
particularly for media companies where vast content catalogs of broadcast
footage, podcasts, and recorded interviews contain valuable institutional
knowledge that has historically been unsearchable. These organizations are
increasingly deploying speech-to-text transcription pipelines combined with
speaker diarization and scene detection to transform hours of audiovisual
content into chunked, embedded, and retrievable knowledge base entries. A
news organization, for example, can enable journalists to semantically
search decades of broadcast archives by concept rather than relying on
manually applied tags, while a streaming platform can build
recommendation systems grounded in the actual semantic content of its
library rather than surface-level genre classifications. As transcription
models become faster and cheaper, and as embedding models increasingly
support native audio and video representations without requiring
intermediate text conversion, multimodal RAG for audiovisual content is
rapidly moving from experimental to mainstream enterprise deployment.

Real-time data synchronization

Production systems require continuous data updates to maintain accuracy.
Vector databases enable incremental updates without full index rebuilds,
supporting dynamic knowledge bases that evolve with organizational
information. This capability allows RAG systems to incorporate new
information rapidly while maintaining subsecond query performance.

Data strategy best practices



Robust data governance prevents the costly consequences of poor data
management and the business case is increasingly well documented. A 2024
McKinsey study found that 42% of enterprises deploying GenAl cited
content integrity and governance as a top-three operational risk, while
organizations with executive oversight of Al governance report 28% higher
EBIT impact from their Al investments. In practice, strong governance
frameworks deliver measurable operational benefits including reduced time
spent on compliance reporting, increased Al model reliability through
certified, high-quality datasets, and reduced hallucinations through rigorous
data selection and filtering.

Data drift detection is critical for maintaining RAG system performance
over time, and effective monitoring requires tracking distribution changes in
the embedding space to detect when model updates or evolving content
cause incompatibility. The QDC approach mentioned earlier offers a
pragmatic first response by learning a lightweight transformation that maps
embeddings from one model’s vector space into another’s. When an
organization upgrades to a new embedding model, rather than re-embedding
the entire corpus, the system trains a linear projection matrix using a
representative sample of documents embedded by both the old and new
models. This projection matrix captures the geometric relationship between
the two vector spaces, and at query time the user’s question is embedded
once using the new model and then transformed through the projection
matrix into the old model’s coordinate space, enabling similarity search
against the existing index without re-embedding a single document. The
approach is computationally inexpensive, since the projection is a simple
matrix multiplication that adds negligible latency to the query path, though
it introduces a small accuracy trade-off because the mapping between
vector spaces 1s approximate rather than exact. Organizations can also use a
dual-search strategy during transition periods, embedding the user’s query
with both models, searching each respective index and then merging and
reranking the combined results. This approach preserves full accuracy from
both indexes but doubles query-time compute cost and requires maintaining
two parallel indexes until the migration is complete.
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When drift metrics indicate that the existing index has degraded beyond
what compensation techniques can absorb, organizations must undertake a
managed reindexing process. This is not an operation that can be fully
automated in enterprise environments; it requires building a parallel shadow
index against the full document corpus using the updated embedding model,
a process that may take days to weeks for large catalogs (as discussed in
“Data drift detection”). Once the new index is built, teams must validate
retrieval quality against domain-specific test suites before any production
cutover, comparing precision, recall, and latency metrics between the old
and new indexes across a representative sample of real user queries. Only
after validation confirms that the new index meets or exceeds the
performance of the existing one should the organization execute the
cutover, typically through a blue/green deployment pattern where traffic is
shifted from the old index to the new one with the ability to roll back
instantly if unexpected issues surface in production. The old index should
be retained for a defined rollback window rather than decommissioned
immediately. Organizations should plan for this eventuality by establishing
reindexing runbooks, budgeting for periodic embedding regeneration costs
in their operational forecasts, and scheduling reindexing during low-traffic
periods to minimize the impact of running parallel infrastructure.

Empirical studies confirm that data preparation optimization delivers the
highest performance gains across the RAG pipeline, with the potential 35%
improvement from changing the chunking strategy far outweighing the
gains from changing the LLM model without improving data quality. These
observations reinforce a counterintuitive truth: organizations instinctively
reach for better models when performance disappoints, but the data
consistently shows that refining how content is segmented, embedded, and
retrieved produces far greater returns. Given the importance of chunking
strategy selection, organizations should evaluate multiple approaches for
their specific content types: from fixed-size chunking for simple
implementations with predictable sizes, to semantic chunking that maintains
coherence and improves precision, to hierarchical chunking that preserves
document structure and enables flexible navigation, to Al-driven dynamic
chunking that creates semantically coherent chunks and adapts to content



characteristics. As noted in “Data-specific chunking guidelines”, the key
considerations for each content type listed in Table 5-10 can serve directly
as prompt instructions for LLM-based chunking, turning domain expertise
into reusable prompt templates.

Finally, infrastructure selection should align with organizational needs
across the data scale spectrum. Organizations handling fewer than 10
million vectors can achieve cost-effective performance with Chroma or
pgvector, while those operating at 10 million to 1 billion vectors should
evaluate Qdrant or Weaviate for their balance of performance and
scalability. Enterprises managing over 1 billion vectors require purpose-
built solutions like Milvus or Pinecone that offer advanced optimization for
distributed workloads at scale. As discussed in “Selecting Based on Data
Requirements”, data scale is only one of four intersecting decision
dimensions: data sensitivity, existing infrastructure alignment, and budget
constraints all shape the final selection, and the right choice for a
development environment frequently differs from the right choice for
production deployment.

Summary

This chapter has taken us on a comprehensive journey through the data
infrastructure that powers modern GenAl applications. We began by
establishing the critical importance of data quality as the foundation for
successful Al implementations, demonstrating that focusing on clean, well-
prepared data delivers five to six times more impact than sophisticated
model selection. We explored the transformation from traditional databases
to specialized vector databases, examining how embeddings convert
semantic meaning into mathematical representations that enable Al systems
to understand context and relationships rather than just keywords.

Through detailed analysis of vector database solutions, from open source
options like Milvus and Qdrant to commercial platforms like Pinecone and
MongoDB Atlas, we provided practical guidance for selecting the right
infrastructure based on data scale, performance requirements, and



organizational needs. We covered optimization techniques that enable
production systems to maintain subsecond query performance while
handling billions of vectors, including hybrid indexing strategies, intelligent
caching, and data partitioning approaches.

Finally, “End-to-End Data Flow: KB — Vector DB — RAG” brought
together the complete data lifecycle, from knowledge base ingestion
through vector transformation to RAG-powered generation, illustrated by
real-world success stories from JPMorgan, NatWest Bank, and Goldman
Sachs that demonstrate measurable productivity gains of 20-90% through
data-centric Al implementations.

The central message throughout this chapter remains clear: in the GenAl
era, data quality is paramount. Organizations that master data preparation,
governance, and infrastructure, rather than chasing the latest models, will
build the foundation for sustainable Al success. The convergence of high-
quality data, specialized vector infrastructure, and continuous optimization
creates systems that deliver not just impressive demonstrations but
measurable business value that transforms how organizations operate and
compete.

1" For more information on enterprise unstructured data growth, see Salesforce’s analysis on
unstructured data and Komprise’s Al Data Preparation Guide.

Z Performance data cited here is based on Zilliz’s analysis in “Exploring Three Key Strategies
for Building Efficient Retrieval Augmented Generation (RAG)” and studies by Kunal
Sawarkar, Shivam R. Solanki, and Abhilasha Mangal at IBM and Pranav Pushkar Mishra et al.
at the University of Illinois — Chicago.
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Chapter 6. Al Application
Optimization for Production
Readiness

The gap between a working Al prototype and a production-ready system is
wider than most practitioners anticipate. Solutions that perform admirably in
development environments often falter when confronted with the scale,
complexity, and unpredictability of real-world operations. Models that
deliver impressive demos may struggle with noisy enterprise data. Agents
that respond brilliantly to curated test prompts may collapse under the
weight of million-token codebases. Systems that seem robust in isolation
may prove impossible to monitor, secure, or scale when deployed across an
organization.

This chapter exists to bridge that gap.

The Journey from Prototype to Production

Building an Al application is just the beginning. The journey from prototype
to production demands a careful orchestration of multiple optimization
strategies—enhancing response quality and accuracy, meeting stringent
performance requirements, reducing operational costs, and simplifying
system complexity. Success in this endeavor isn’t achieved through a single
technique or silver-bullet solution. Instead, it requires a comprehensive
approach grounded in one fundamental truth: your data is the lifeblood of
your Al application.

While every practitioner agrees that data quality drives Al performance, few
can articulate exactly how to prepare that data for peak results. This gap
between knowing and doing is where most Al projects stumble. The secret
lies not in complex algorithms or cutting-edge models but in how



strategically you approach your data preparation—architecting the
foundation before building the house.

Throughout this chapter, we will equip you with the strategies, patterns, and
practical guidance needed to transform your Al application from a
promising experiment into an enterprise-grade system. Our journey
proceeds through five interconnected phases.

First, we establish the foundations of data quality assessment and
preprocessing. You will learn why business outcomes must drive data
quality requirements, how to embrace flexibility over rigid schemas, and
how modular data design can optimize both storage efficiency and query
performance. Through concrete examples, we demonstrate how the same
data can serve radically different purposes depending on how it is prepared.

Second, we tackle the challenge of context management at scale. As context
windows have expanded from thousands to millions of tokens, new
strategies have emerged for handling large inputs without sacrificing output
quality. We introduce a systematic three-step process—segmentation,
segment inference, and organization—that enables your applications to
reason over datasets that would otherwise overwhelm model capabilities.

Third, we explore the frontier of automated reasoning. From token-based
triggers to architectural patterns like chain-of-thought, tree-of-thought, and
graph-of-thought, we examine how to harness the reasoning capabilities of
modern foundation models. You will learn when reasoning tokens add
value, when they introduce unnecessary overhead, and how to calibrate
these capabilities for your specific use cases.

Fourth, we introduce a transformative approach to enterprise data
management: the intelligent semantic metadata layer. As organizations
grapple with petabytes of unstructured data—documents, images, legacy
files, and specialized formats—traditional retrieval approaches fall short.
We present a pattern built on knowledge graph technology that enables Al
agents to discover, interpret, and reason over enterprise content at scale,
without requiring wholesale data migration or abandonment of existing
infrastructure.



Finally, we address the operational realities of deploying Al agents in
production environments. Accuracy alone does not guarantee success. We
provide a comprehensive framework for evaluating the capabilities your
application requires, from core runtime and deployment options to security,
observability, and multi-agent orchestration. We conclude with a
comparative analysis of leading Al agent platforms, offering guidance for
selecting the infrastructure that best aligns with your organizational
requirements.

The techniques presented here are not theoretical concepts but practical
approaches proven in production environments. They reflect lessons learned
from real-world implementations—from semiconductor manufacturers
managing quadrillions of files accumulated over decades to medical device
companies navigating complex regulatory requirements.

Whether you are preparing your first Al application for production or
optimizing an existing system for greater scale and reliability, this chapter
provides the blueprint you need. The path from prototype to production is
demanding, but with the right strategies, it is entirely achievable.

Let us begin.

Preparing Your Al Application for Production Success

Most Al initiatives falter not for lack of sophisticated models but in the
uneasy space between intention and execution, where data is not prepared
with enough strategic care. Treat data preparation as laying the structural
foundation of a building: if you rush the footings, nothing you construct on
top will stand for long. Get this right, and everything else follows. So how
do you craft a winning data strategy? The answer rests on two fundamental
pillars that we’ll explore next.

The Twin Pillars of Al Optimization

Your data preparation strategy must be guided by two inseparable factors:



e Your desired business outcomes. What specific goals must your Al
application achieve to deliver value?

e Your data readiness. What is the current state of your data
infrastructure, quality, and accessibility?

These elements are intrinsically linked and cannot be addressed in isolation.
Unlike traditional data management approaches, where you might
implement a universal solution—a canonical star schema in a data
warehouse for relational data that serves various use cases, for instance—AI
applications demand a more nuanced, context-specific approach. The one-
size-fits-all paradigm simply doesn’t apply here, at least not with our current
technological capabilities.

In the following sections, we’ll explore concrete, actionable techniques for
preparing your data infrastructure to optimize your Al application’s
performance while maintaining alignment with your specific business
objectives. These aren’t theoretical concepts, but practical approaches
proven to bridge the gap between Al potential and production reality.

Engineering Efficient Data Workflows for
Production Al Systems

In this section, you will learn how to engineer efficient data workflows for
production Al systems by aligning data quality with business objectives,
designing modular vector store indexes, managing large context windows,
and tuning automated reasoning for both performance and cost. Let’s start
by translating these high-level principles into practical data quality
assessment and preprocessing fundamentals, outlining how to inspect, clean,
and structure input data so it faithfully serves your Al objectives.

Data Quality Assessment and Preprocessing
Fundamentals



When optimizing Al applications, a critical question emerges: How do you
determine the appropriate quality of input data for your specific use case?
While Chapter 4 addressed general data quality considerations such as
sensitive data management and data formats, this chapter focuses on a more
nuanced challenge: aligning data quality with business objectives in Al
systems.

Business outcomes drive data quality requirements

The fundamental principle is straightforward: your desired business
outcome should dictate what constitutes “quality” in your input data. What
appears as noise in one context may be essential information in another.

Consider the following customer service email from the fictitious company
TechCorp. Emails typically contain two main components—headers,
highlighted in bold here (including the names and email addresses of the
sender and recipient(s), timestamps, and subject lines), and body content
(the actual message):

From: "Michael Chen" <michael.chen@techcorp.com>

Date: Monday, August 25, 2025 at 9:36 PM

To: sarah <sarah@mycompany.com>

Cc:

Subject: Resolution for Your Recent Order Issue - Order #12345

Dear Sarah,

Thank you for contacting us about the delayed delivery of your order #12345.
I sincerely apologize for the inconvenience this has caused.

I've investigated your order and found that it was delayed due to a warehouse
processing error. To resolve this immediately, I've:

e Expedited your order for next-day delivery at no additional cost
e Applied a $25 credit to your account for the inconvenience
¢ Added tracking information that you'll receive via text and email

Your order will arrive tomorrow by 6 P.M., and you'll receilve tracking updates
throughout the day.

If you have any other concerns or questions, please don't hesitate to reach out
to me directly at this email or call our priority line at (555) 123-4567.



Thank you for your patience and for being a valued customer.
Best regards,

Michael Chen

Customer Success Specialist
TechCorp Solutions
michael.chen@techcorp.com
Direct: (555) 123-4567

To see how the same data can flip between signal and noise depending on
the question you’re asking, let’s evaluate this email example through two
different business lenses:

Scenario 1: Intent classification

If your business objective is to understand customer intent for routing
emails to appropriate departments, the email headers become noise that
diminishes model performance. During the data processing phase, these
headers should be removed, allowing your foundation model to focus
exclusively on the message body, where intent is expressed.

Scenario 2: Interaction analysis

Conversely, if you need to analyze the frequency of interactions between
specific customers (e.g., Sarah) and service representatives (e.g.,
Michael Chen), the headers—particularly email addresses and
timestamps—become your primary data of interest. In this case, the
message body represents noise that should be filtered out during
processing.

The context-dependent nature of data quality challenges traditional
approaches. Attempting to force unstructured data into a rigid canonical
model with fixed quality constraints can actively impede your business
goals. Instead, maintaining access to raw, unprocessed data provides the
flexibility to extract different aspects of quality as new use cases emerge.



For practitioners familiar with traditional data analytics, this approach may
seem counterintuitive—even an antipattern. However, unstructured data
holds latent value; information deemed irrelevant today may become critical
when addressing tomorrow’s business challenges.

Efficient data management through modular design

This flexibility naturally raises a practical concern: How many copies and
versions of data should you maintain? The answer lies in thoughtful
architectural design, particularly when implementing retrieval-augmented
generation (RAG) systems with vector stores.

A well-designed vector store should avoid significant data duplication while
maintaining flexibility. Figure 6-1 illustrates this concept using our
customer service email example.
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Figure 6-1. A modular vector store design with separated email components

The architecture employs multiple indexes within the vector store:

e Index 1 contains only email headers (sender, recipient, timestamp,
subject).



e Index 2 stores email body content.

Each email goes through a processing step where it is parsed and receives a

unique identifier (email_1id_numeric) that is added to the metadata when
chunks are inserted into the vector database index. This approach mirrors
the concept of surrogate keys used to join tables in traditional data
warehouses.

If a future use case requires both components, your Al agents can query
both indexes simultaneously. Postprocessing operations can then join the
results using the shared identifier, creating a unified view of the complete
email without storing redundant copies.

Best practices for modular data design

The key principle is to conceptualize your data as modular subsets, each
containing only the minimal information required to address specific
business problems. This approach offers several advantages:

Storage efficiency

It eliminates redundant data storage.

Query performance

Smaller, focused indexes improve retrieval speed.
Flexibility

New combinations can be created as requirements evolve.

Maintenance

Updates affect only relevant indexes.

Cost optimization

Storage and processing requirements are reduced.



By adopting this modular approach, you create an adaptable foundation that
can evolve with your business needs while maintaining optimal
performance and cost-effectiveness in your Al applications. Now, let’s look
at how to prepare the right context for your Al application so it can perform
well.

Understanding Context Windows and Their Implications

Since the advent of ChatGPT 1n 2022, context window sizes have
dramatically increased. Whereas the GPT-3.5 model that powered its launch
had a maximum context length of 4,096 tokens, or approximately 3,000
words (one token is equivalent to three or four characters, or roughly three-
quarters of a word in English), some frontier models now support context
windows of up to 1M tokens. As these models improve, delivering strong
performance at large context sizes while inference costs per token gradually
decline, modern Al applications increasingly make use of larger context
sizes. However, some domains still exceed these limits. For example,
consider embedded systems code for a chip manufacturing company: the
codebase may be large enough to require more than a 1M-token context
window, which most frontier models cannot yet support.

A fundamental challenge in working with foundation models lies in the
relationship between context size and output quality. Al practitioners have
observed that as context windows expand, they often introduce noise that
can obscure critical information needed for accurate responses. This
phenomenon has led to the establishment of a key best practice: aggressive
preprocessing to eliminate unnecessary content before model inference.

When dealing with large datasets that either exceed the model’s token limit
or contain substantial noise that degrades output quality, a strategic
approach becomes essential. The solution involves implementing a
systematic process for handling large input contexts, ensuring that models
receive clean, relevant information while maintaining the depth of data
necessary for complex reasoning tasks.



Handling Large Input Contexts

As depicted in Figure 6-2, handling large input contexts is a three-step
process:

1. Segmentation

You first segment (chunk) large inputs into smaller pieces of text.

2. Segment inference

Next, you run inference on each segment. This can be done in parallel
for improved performance. For example, suppose you’re categorizing
Slack chat message history with a total data size of 1M tokens.
Assuming each segment has a 100k-token context, you can process 10
segments in parallel, with each inference categorizing its portion of the
text.

3. Organization

Finally, you combine the outputs from the previous step. In the Slack
example, the categories generated for each segment would be
aggregated using a combiner process or agent that merges all the
segment outputs and produces the final response.
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Figure 6-2. The complete process for handling large input contexts

Certain applications demand the ability to search and extract relevant
information from large contexts without the overhead of external storage
systems. This approach mirrors RAG architectures but operates entirely
within the processing pipeline, addressing critical security constraints where
organizations cannot risk exposing intellectual property or sensitive data to
persistent data stores.

Consider the challenge of working with codebases like those found in
embedded systems, as mentioned earlier. These massive monolithic files are
common across industries where legacy systems have evolved into complex,
interconnected architectures. When developers need to modify specific
functions or debug particular code sections, transmitting the entire codebase
through a model’s context window becomes both inefficient and
impractical.

The solution involves deploying a specialized search agent that operates in
discrete phases. First, it segments the large codebase into manageable
chunks and identifies relevant sections based on the specific query or
modification request. The agent then identifies the target function and its
dependencies and extracts only the pertinent code blocks, thus creating a
focused context for the primary Al system to process. After modifications



are complete, a secondary agent handles the integration phase, merging the
updated code back into the original structure while performing
comprehensive comparisons to ensure consistency and identify any
unintended changes.

This in-context search methodology preserves data security while
maintaining the analytical depth required for complex code modifications,
offering a practical alternative when traditional RAG implementations are
not viable.

Now that we’ve established the critical importance of context handling in Al
applications, we will turn our attention to a groundbreaking development
that’s reshaping how we think about inference quality: the use of reasoning
tokens.

Optimizing Inference Quality Using Automated
Reasoning

Reasoning mechanisms represent the next evolutionary step in context-
aware Al systems, where models don’t just process information—they

actively reason through problems using the contextual framework you

provide.

Automated reasoning refers to the ability of Al systems to perform logical
inference, problem solving, and decision making through systematic
computational processes. It can be categorized into three types:

e Token-based reasoning
e Architectural reasoning

e Processing patterns

Token-based reasoning

Token-based reasoning can be triggered or guided by different types of
tokens. These include:

Automated reasoning tokens



These are explicit tokens or phrases that activate reasoning processes in
Al models. Think of them as cognitive switches that tell the model to
engage in deliberate thinking.

Example: When you include phrases like “Think step by step” in your
prompt—typically the system prompt—the model recognizes this as a
signal to break down the problem systematically rather than jumping to
conclusions:

prompt = "Think step by step: How do we optimize database performance?"

Learned reasoning tokens

These are tokens that models have learned to associate with deeper
reasoning through training, even without explicit instruction.

Example: Models might learn that certain complex problem types
automatically trigger reasoning processes, such as multivariable
optimization problems or logical puzzles.

Context-sensitive tokens

These tokens adjust the model’s reasoning approach based on the
specific context and domain of the problem. The prompt and the
surrounding context determine which reasoning strategy is activated.

Example: A prompt can explicitly signal the model to apply a structured
reasoning mode:

prompt - nmmon
Use systematic reasoning to solve this:
<reasoning_mode>step_by_step</reasoning_mode>

Problem: {complex_problem}



Architectural reasoning

There are three main reasoning frameworks that structure how language
models solve complex problems: chain-of-thought (CoT), tree-of-thought
(ToT), and graph-of-thought (GoT).

Chain-of-thought

CoT reasoning involves breaking down complex problems into a logical
sequence of intermediate steps, where each step builds on the previous one.
This approach is particularly useful for tasks such as multistep analysis,
mathematical problem solving, and other complex reasoning tasks.
However, it is not necessary for all tasks and does introduce additional
overhead, including increased latency and numbers of output tokens. Simple
tasks that don’t require explanation are generally poor candidates for CoT
reasoning.

When solving a math word problem, CoT reasoning would first identify the
given information and then determine what needs to be calculated, establish
the relevant formula, perform the calculations step by step, and finally
verify the answer.

The ability to allocate tokens for reasoning allows developers to control the
depth of the reasoning process based on task complexity, with a larger
number of reasoning tokens enabling more detailed, step-by-step planning.
The reasoning trace may be visible in the model’s output when these tokens
are enabled. Importantly, reasoning tokens count toward the total output
token limit, so the number allocated must always be lower than that limit.

Here’s an example with no reasoning tokens allocated to a reasoning model:

Prompt: I have 5 apples in a basket. I added 6 bananas to it. Then I gave away
2 apples and 3 bananas but added 7 plums. I ate 2 plums and a banana. How many
total fruits are left in the basket?

Output: 10 Fruits
Input- 75 tokens, Output -203 tokens, Latency-4380 ms



Note that the model’s output includes reasoning content due to its inherent
learned reasoning capabilities, which increases the output token count. For
simplicity, we have removed this reasoning content from the output
presented in the book.

Here’s an example with 1,024 reasoning tokens allocated to the same
reasoning model:

Prompt: I have 5 apples in a basket. I added 6 bananas to it. Then I gave away
2 apples and 3 bananas but added 7 plums. I ate 2 plums and a banana. How many
total fruits are left in the basket?

Output: 10 Fruits
Input- 75 tokens, Output - 470 tokens, Latency-7132 ms

Comparing the two runs reveals significant impacts: the number of output
tokens more than doubled and the total latency nearly doubled, resulting in
significantly higher inference costs for the second run. This highlights the
importance of carefully calibrating reasoning token allocation. To avoid
overprovisioning, you should iteratively test your configuration using a
representative sample of prompts that reflects real-world usage patterns.

Tree-of-thought

ToT reasoning uses branching exploration to evaluate multiple possible
reasoning paths simultaneously, like branches on a tree, before selecting the
most promising direction. For example, when planning a project, ToT might
explore different approaches (Branch A: agile methodology; Branch B:
waterfall approach; Branch C: hybrid model), evaluate each branch’s pros
and cons, and then select the optimal path.

Graph-of-thought

GoT reasoning uses network-based relationships, forming interconnected
networks where different concepts and reasoning steps can influence each
other in complex ways. For example, in medical diagnosis, symptoms, test
results, patient history, and potential treatments form a network in which
each element can influence the interpretation of others.



Reasoning framework selection

Your prompt is crucial in determining which reasoning technique will be
used. If you need a specific technique, specify it in the prompt, like so:

prompt =
Can you solve this by using the tree-of-thought technique?
Context:

Bob is in the living room.

He walks to the kitchen, carrying a cup.

He puts a ball in the cup and carries the cup to the bedroom.

He turns the cup upside down, then walks to the garden.

He puts the cup down in the garden, then walks to the garage.
Question: Where is the ball?

Output:
# Tree-of-Thought Solution

I'll solve this by exploring multiple reasoning paths and evaluating thenm.
## Initial State Analysis

**Thought 1:** Track the ball's location through each action
**Thought 2:** Track the cup's state (upright/upside down) and contents
**Thought 3:** Identify the critical action that affects the ball

Let me explore each thought:

## Path 1: Direct Ball Tracking

**Initial**: Bob is in living room (ball location unknown initially)
**Kitchen**: Bob walks to kitchen with cup (no ball mentioned yet)
**Ball enters**: Bob puts ball IN the cup (ball is now in cup)

**To bedroom**: Bob carries cup to bedroom (ball still in cup)
**Critical action**: Bob turns cup upside down in bedroom

- **This releases the ball!** The ball falls out in the BEDROOM

. **To garden**: Bob walks to garden (ball was left behind in bedroom)
. **Cup down**: Bob puts cup down in garden (cup is empty)

8. **To garage**: Bob walks to garage (ball still in bedroom)
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**Conclusion from Path 1: Ball is in the BEDROOM**



## Path 2: Cup State Tracking

- Cup starts upright » ball can stay inside

- Cup turned upside down in bedroom » ball falls out

- Cup moved to garden while upside down » already empty
- **Ball location: BEDROOM** (where it fell out)

## Path 3: Location Verification

Could the ball be anywhere else?

- X Living room? No, ball was put in cup after leaving

- X Kitchen? No, ball added here but then moved

- **Bedroom?** Yes - cup was inverted here

- X Garden? No, ball already fell out before cup arrived
- X Garage? No, Bob went there alone

## Final Answer
**The ball is in the BEDROOM. **

The critical moment was when Bob turned the cup upside down in the bedroom,
causing the ball to fall out. The cup then traveled empty to the garden and Bob
continued to the garage, but the ball remained where it fell.

If no other structured reasoning approach is explicitly specified, CoT is
often used as by default. Depending on the task, the problem can be
dynamically classified, with the prompt adapted to leverage the most
suitable reasoning strategy.

Processing patterns

Beyond token-level and architectural techniques, many modern reasoning
models also rely on distinct processing patterns—structured ways of
organizing their thinking over time that shape how they explore options,
refine partial answers, and arrive at final decisions. Let’s examine a few
leading patterns:

Interleaved thinking

Uses alternating reasoning and response. The model alternates between
internal reasoning and generating output, refining its approach as it



progressces.

Example: When tasked with writing a complex product launch report,
the model first plans the structure and drafts an outline for global
markets, then adjusts the outline based on demographic information for
specific regions, and finally proceeds with content generation while
continuously evaluating and adjusting its approach.

Recursive reasoning

Uses self-referential problem decomposition. The model applies the
same reasoning process to progressively smaller subproblems until
reaching manageable components.

Example: When tasked with improving operational efficiency in a large
company with multiple layers of hierarchy, the model first considers
department-level improvements, then team-level optimizations, and then
individual process enhancements, applying the same analytical
framework at each level.

Multistage reasoning

Uses layered cognitive processing. This involves multiple distinct
phases of reasoning, each with its own focus and methodology.

Example: Suppose an Al assistant is tasked with designing a cost-
effective backup strategy for a company’s production database. The
model breaks the problem into four distinct stages:
1. Problem identification and scope definition
Clarify the problem by identifying critical systems, acceptable
recovery times, and budget constraints.

2. Data gathering and analysis

Collect and analyze information about current storage usage,
historical failure rates, and available backup technologies.



3. Solution generation and evaluation

Propose candidate strategies (e.g., daily full backups, continuous
replication), compare their reliability and cost, and recommend the
best option.

4. Implementation planning and risk assessment

Schedule backup jobs, define monitoring alerts, and assess risks
such as network failures or missed backup windows.

The reasoning pattern a model uses is typically determined by the prompt
structure, optional model settings, and sometimes explicit user instructions.
The following example illustrates how each of the patterns described here
can be triggered for a given question:

Question: Given the list of numbers [2, 3, 4, 5, 6], find all unique pairs
whose
sum is a prime number. Show your reasoning process.

# Interleaved Thinking System Prompt

interleaved_system_prompt = (
"You are an AI agent that alternates between thinking and acting."
"For each step: reason about which numbers might form pairs, simulate
checking their sums, observe whether the sum is prime, and repeat until all
pairs are considered."
"Present the answer at the end."

)

# Recursive Reasoning System Prompt
recursive_system _prompt = (

"You are an AI agent that recursively breaks problems into smaller

subproblems."

"For each pair, calculate the sum, check if it is prime, and if not, move
to

the next pair."

"Continue recursively until all pairs are tested, then list those whose
sums

are prime."

)

# Multistage Reasoning System Prompt
multistage_system_prompt = (



"You are an AI agent that solves problems in clearly defined stages."
"Stage 1: List all possible pairs from the given numbers."

"Stage 2: For each pair, calculate their sum."

"Stage 3: Check which sums are prime numbers."

"Stage 4: Present the pairs whose sums are prime."

NOTE

The complete code for this example is available for you to download in the book’s
GitHub repository. It has been tested to work with Amazon Bedrock models, but you can
modify it as needed for whichever model you are using. Note that not all models support
reasoning. Refer to the model card or documentation to determine if your chosen model
offers these capabilities.

Automated reasoning capabilities—whether token-based, architectural, or
pattern-driven—form the intellectual backbone of sophisticated Al decision
making. Yet their true potential remains unrealized without access to the
right data, delivered in the right context, at the right time. Reasoning alone
does not make an Al system production-ready; what separates experimental
prototypes from enterprise-grade solutions is the ability to intelligently
navigate complex data landscapes through trusted metadata layers and
connected knowledge graphs. These foundational elements transform how
Al agents discover, interpret, and act upon available data, enabling them to
operate reliably at scale in real-world environments. In the following
section, we explore how intelligent semantic metadata serves as this critical
bridge between raw reasoning power and production readiness.

Metadata Readiness for Agentic Al Systems

Building an Al agent is straightforward. However, that’s just the beginning.
Enterprise organizations are sitting on a goldmine of untapped knowledge.
As discussed in Chapter 5, industry estimates suggest that 80—90% of
enterprise data exists in unstructured formats—documents, images,
presentations, and files that traditional Al systems struggle to leverage
effectively.


https://oreil.ly/xs7Wl

The Challenges of Scale and Complexity

The scale of this challenge is staggering. A typical enterprise manages
anywhere from tens of terabytes to multiple petabytes of unstructured data,
reflecting decades of accumulated institutional knowledge and translating to
hundreds of millions—and in some cases, more than a quadrillion—
individual files. These are not abstract projections; they reflect the realities
we have witnessed firsthand across industries.

In many cases, this vast reservoir of organizational intelligence remains
untapped and unprepared for Al consumption.

The complexity within

The challenge extends far beyond sheer volume. These files span the full
spectrum of typical enterprise formats:

e Office documents, such as Word (.docx), Excel (.xls), PowerPoint
(.pp?) files

e Portable formats, such as PDFs, plain-text files, and compressed
archives (.zip)

e Legacy and specialized formats, such as proprietary engineering
files and scanned documents

More critically, the content within these files often defies simple
categorization. A single enterprise repository might contain:

e Hand-drawn engineering sketches

e Medical imaging (chest X-rays, MRIs)
e Factory process documentation

e Support manuals

e Complex data tables

e Handwritten notes and annotations



e Standard textual narratives

This heterogeneity represents the authentic composition of enterprise
unstructured data—and it poses a formidable obstacle for Al systems
attempting to extract actionable insights.

Why traditional approaches fall short

For Al agents to deliver meaningful business value, they must understand
not just what data exists but what it means in context. Traditional RAG
pipelines and vector stores, while powerful for well-structured content,
struggle to provide agents with the nuanced context required to answer
complex enterprise questions. They retrieve fragments; they do not
comprehend relationships.

A new paradigm: Intelligent semantic metadata

This is where intelligent semantic metadata enters the picture. It’s a
transformative approach to enterprise data management that bridges the gap
between raw technical artifacts and meaningful business understanding.

Rather than treating metadata as a passive catalog of file attributes, this
approach constructs rich, interconnected layers of semantic meaning that
enable Al agents to:

e Discover relevant data across fragmented repositories
e Interpret content within its proper business context

e Reason over relationships that span documents, systems, and
domains

This field is still emerging, and the pattern we present in the following
section is drawn from early but compelling successes we have observed in
production environments. What follows is not theoretical; it is informed by
real-world implementation and measurable outcomes.

Pattern: Leveraging Raw Files Directly



Many enterprises’ use cases prefer or require that Al workloads operate
directly on files in their native formats, without migration to specialized
data stores.

The reality on the ground is:

e Enterprise data resides in native formats (PDFs, CSVs, Word
documents, compressed archives, MIME files, and more) across
distributed sources.

e Embedding all files into a vector store is not an option, for various
reasons.

¢ File characteristics tend to be manageable in isolation—our
analysis at some organizations revealed an average of fewer than
20,000 tokens (approximately 40 pages) per file.
Why organizations choose this path

Customers increasingly seek solutions that can query raw files in place,
without copying data to secondary systems or migrating content into vector
databases. The drivers vary, but some of the ones we have most commonly
seen include:

Security and compliance

Sensitive data cannot leave controlled environments.

Cost

Embedding and storing billions to trillions of vectors is prohibitively
expensive.

Unproven at scale

Vector stores are not yet proven data stores for this large variety and
scale.

Operational simplicity

Avoiding yet another data store reduces architectural complexity.



Data freshness

In-place access eliminates synchronization lag.

The emergence of intelligent semantic metadata

As agentic Al systems proliferate, organizations face a common imperative:
guide Al agents to navigate vast unstructured data landscapes, traverse to
the precise documents required, and extract accurate answers.

This imperative has given rise to the concept of an intelligent semantic
metadata layer—a rich, interconnected map of enterprise content that tells
Al systems not just where data lives but what it means and how it relates to
other knowledge assets.

An analogy is instructive: just as the Hive Metastore guides processing
engines to locate the right data files within a traditional data lake, an
intelligent semantic metadata layer guides Al agents to discover, interpret,
and reason over unstructured content at scale.

Let’s explore how intelligent semantic metadata can transform your
enterprise data from a dormant archive into an active knowledge asset.

Building Data-Aware Agents Through Intelligent
Semantic Metadata

Whether an organization operates directly on raw files or augments an
existing vector database, the intelligent semantic metadata layer serves as
the connective tissue that transforms isolated documents into a navigable
knowledge graph. It provides a unified architectural approach that addresses
both enterprise patterns.

Built on knowledge graph technology, this layer creates an enriched
metadata foundation that guides Al agents and workloads to precise
information. Critically, it achieves this without requiring wholesale data
migration, rearchitecture, or abandonment of existing infrastructure
investments.



The result is a navigable semantic map of enterprise content—one that
understands not just where data resides but what it means, how it connects,
and why it matters to specific business questions. Consider Figure 6-3,
which depicts the high-level functionality of the semantic metadata layer. As
shown in the “Before” section, before your content passes through this

layer, you have a collection of isolated documents that Al agents would
need to process individually to determine what each contains and whether it
is relevant to the task at hand.

Before: isolated documents

Document 1 Document 2 Document 3 Document 4
isolated isolated isolated isolated

f ™

Transform via After: navigable knowledge graph

wﬁ
Creates

Related to

Context
Document 2

References

Document 3

Document 4
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Figure 6-3. How the intelligent semantic metadata layer functions

As this content passes through the semantic metadata layer, an Al
application can read each document, extract key information, and map it
into the properties of a graph (we’ll look more closely at how this is done in
“From Raw Content to Semantic Intelligence: Constructing the Metadata
Layer”). Existing and future Al agents can then traverse the graph to quickly
identify which documents are relevant to the task they are performing. This
is depicted in the “After” section in Figure 6-3.



Core capabilities

The intelligent semantic metadata layer delivers five foundational
capabilities that transform how Al systems interact with enterprise data:

Contextual relationship mapping

Captures explicit and inferred relationships between documents, data
assets, and business entities, enabling Al agents to traverse connections
rather than search in isolation.

Intelligent classification and semantic tagging

Automatically categorizes content using domain-aware classification
models, applying semantic tags that reflect business meaning rather than
technical attributes.

Hierarchical business taxonomy

Maintains structured taxonomies that mirror organizational knowledge
domains, product hierarchies, regulatory frameworks, and operational
categories.

Embedded semantic links

Stores semantic connections directly within node properties, enabling
rich graph traversal without costly runtime inference.

Ontology mapping and source lineage

Aligns content to enterprise ontologies while preserving full lineage,
documenting where data originated, how it has transformed, and which
systems remain authoritative. Together, these capabilities create a living
knowledge architecture that evolves alongside the enterprise, rather than
a static index that decays over time.

Operational efficiency gains

Beyond semantic richness, the intelligent semantic metadata layer delivers
measurable operational benefits that directly impact cost, performance, and



user experience. These include:
Direct graph answers

For a significant subset of queries, the knowledge graph itself contains
sufficient context to return direct answers, eliminating the need for
downstream document retrieval, chunking, or LLM processing entirely.
This dramatically reduces latency and computational costs for common
question patterns. We’ll see how this works in practice in “Example
Implementation: Leveraging Raw Files Directly”.

Intelligent graph traversal

For complex queries requiring source documentation, the metadata layer
enables precise traversal to relevant documents or, in the case of large
files, to specific document chunks. Al agents navigate semantic
relationships to locate authoritative sources, improving both accuracy
and explainability.

Reduced computational overhead

By filtering and targeting retrieval at the metadata layer, organizations
significantly reduce:

e Token consumption (LLMs process fewer irrelevant chunks)

e Embedding operations (selective vectorization is used, rather than
exhaustive indexing)

e Response latency (intelligent routing enables faster time-to-answer)

The value proposition

To summarize, Table 6-1 compares traditional RAG-based search
approaches with an intelligent semantic metadata layer along several key
dimensions.



Table 6-1. RAG-based search versus semantic metadata layer

Traditional
Dimension approach

Data Required

migration

Retrieval Similarity-based

precision

Query Always requires

resolution LLM

Scalability Degrades with
volume

Explainability =~ Opaque
embeddings

With intelligent semantic

metadata layer

Optional—works in place

Context-aware traversal

Many queries answered directly

Maintains accuracy at scale

Traceable lineage and relationships

To make things more concrete, in the next section we’ll look at a practical
example of how the intelligent semantic metadata layer functions.

Example Implementation: Leveraging Raw Files Directly

Consider a scenario where an Al agent needs to answer questions related to
the healthcare/medical field, drawing on a corpus spanning millions of files.
The example user query we’ll use for illustration purposes is:

QUESTION: "What medications were prescribed by doctors, and what are the

specific
instructions for each?"

Al agent steps



The Al agent uses the semantic metadata as a starting point, accessing it
through a graph database MCP server to discover the available schema. For
this demonstration, we’ll use Amazon Neptune as the semantic graph
database and explain the agent’s behavior step-by-step:

1. The agent starts by running schema discovery against the semantic

metadata:
get_graph_schema {}

This reveals a rich healthcare data model with different node types,
including Doctor, Prescription, Medication, Dosage, Patient,
and Healthcare_Provider, interconnected by many relationship
types.

The schema exposes key relationship patterns that will guide the
search. For instance:

—Doctor — PRESCRIBED BY — Prescription
—Prescription — CONTAINS — Medication
— Medication — HAS_DOSAGE — Dosage

This initial reconnaissance is crucial—without understanding the
graph structure, the agent would be searching blindly through
potentially millions of nodes. The schema provides the first layer of
trust: understanding what data exists and how it’s organized.

2. Next, the agent examines how medications connect to other
entities. Note that modern frontier models are able to generate code

such as this with high accuracy:

g.V().hasLabel('Medication').limit(1)

.bothE()

.project('label', 'direction', 'otherVertex')

.by(label())

.by(__.choose(__.1inV().hasLabel('Medication'),
constant('out'),
constant('in')))

.by(__.otherV().label())



json

[

{"label": "PRESCRIBED", "direction": "out", "otherVertex":
"Patient"},

{"label": "PRESCRIBED", "direction": "out", "otherVertex":
"Patient"},

{"label": "CONTAINS", "direction": "out", "otherVertex":
"Prescription"}

]

This reveals the correct traversal pattern: Medications have

incoming CONTAINS edges from Prescriptions, not outgoing
edges.

3. With the correct relationship direction identified, the agent

constructs a refined query traversing backward from Medications
to Doctors:

g.V().hasLabel('Medication').as('medication')
.1n('CONTAINS').hasLabel('Prescription').as('prescription')
.in('PRESCRIBED_BY').hasLabel('Doctor').as('doctor"')
.select('doctor', 'medication', 'prescription')
.by(valueMap('name:String', 'prescribing_doctor:String').fold())
.by(valueMap('medication_name:String', 'dosage:String’,
'frequency:String', 's3FilePath').fold())
.by(valueMap('prescriptionDate:String', 's3FilePath').fold())

: Success! The query returned:
json
{
"doctor": {
"name:String": ["Dr. Soey"],
"prescribing_doctor:String": ["50 813-263-3776"]
s
"medication": {
"medication_name:String": ["200mg"],
"dosage:String": ["3 times a day"],
"frequency:String": ["Avoid on an empty stomach"],
"s3FilePath": ["s3://.../Doc2-Masked.docx"]
s
"prescription”": {
"s3FilePath": ["s3://.../Doc2-Masked.docx"]



This establishes the complete chain of trust, Doctor —
Prescription — Medication, with each node traceable to its

source document using an s3FilePath that ensures data
provenance.

. To fetch all the files needed to answer the question, the agent
queries for all unique file paths, leveraging the filter it determined

in the previous step:

g.V().or(hasLabel('Medication'),
hasLabel('Prescription'),
hasLabel('Doctor'))
.values('s3FilePath')
.dedup().fold()

: Three unique source files identified:
json
[
"s3://.../Doc2-Masked.docx",
"s3://.../Mock data.xlsx",
"s3://.../test _docs/Doc3.docx"
]

This query establishes data lineage—the agent now knows exactly
which source documents contributed to the knowledge graph,
creating an audit trail for compliance and trust.

With provenance established, the agent downloads the source files
to verify and enrich the graph data:

aws s3 cp "s3://.../Doc2-Masked.docx" ./Doc2-Masked.docx
aws s3 cp "s3://.../Mock data.xlsx" ./Mock-data.xlsx

. The agent then dynamically interprets the files and extracts the

relevant context needed for each file to arrive at the desired output:
ANSWER:
Contains 100 patient records with prescribed medications including:

e **Thuprofen** - prescribed to multiple patients for Hypertension
and Asthma

e **Aperin** - for Asthma, Obsessive Compulsive Disorder, Anxiety



o **Amoxicillin** - for Hypertension, Asthma, Anxiety
e **Atorvastin** - for PTSD, Seizure Disorder, Hypertension,
Obsessive

Compulsive Disorder
e **Insulin** - for Asthma, Anxiety, PTSD, Seizure Disorder
e **Diazepam** - for PTSD, Obsessive Compulsive Disorder, Seizure
Disorder,

Anxiety
e **pPandac** - for Hypertension, PTSD, Obsessive Compulsive Disorder,
Asthma,

Anxiety
e **Warfarin** - for Asthma, Obsessive Compulsive Disorder, Anxiety,
PTSD,

Seizure Disorder

# Summary of Medications Prescribed by Doctors:
From the knowledge graph and source files, I found:

Dr. Moey prescribed:

e **Medication**: Ibuprofen (200mg)

e **Dposage**: 3 times a day

e **Instructions**: Avoild on an empty stomach
e **Contact**: 77 123-456-789

The Excel file shows 100 patients with various medications
prescribed, but

the specific doctor names and detailed instructions for each
medication were

only found in the graph for Dr. Moey's Ibuprofen prescription.

Note that the count of 100 patients was arrived at directly using the
metadata in the graph, where each patient 1s a node, and did not require
actual file processing.

The agent’s report that Dr. Moey prescribed Ibuprofen with specific
instructions, however, wasn’t just extracted from the graph. This
information was:

e Discovered through systematic relationship traversal
e Linked to the source file Doc2-Masked.docx

e Cross-referenced with patient records in Mock data.xlsx



e Verified through multiple query approaches

The intelligence in the approach

What made this retrieval intelligent was the agent’s systematic
methodology:

1. Plan strategically: Perform schema discovery first to minimize
unnecessary queries.

2. Adapt dynamically: When queries fail, diagnose the cause with
targeted exploration.

3. Think bidirectionally: Test relationship directions rather than
making assumptions.

4. Establish provenance: Track every piece of data back to its source.

5. Verify comprehensively: Cross-reference graph data with source
documents.

6. Optimize efficiency: Use deduplication to identify unique files
before downloading.

The more enriched the properties added to the graph nodes and edges are,
the more intelligent the semantic metadata becomes, giving agents the
ability to skip backend LLM calls and file downloads and answer queries
directly from the graph.

Example 6-1 shows a sample patient node (one of the entities in the file
Mock data.xlsx) and its properties in JSON format, representing the
metadata for that entity.

Example 6-1. The JSON representation of a patient node in the graph
database

{
"n": {
"~1d": "patient_P0003",
"~entityType": "node",
"~labels": [
"Patient"



],

"~properties": {
"medical_record_number:String": "MRN-[J".
"treatment_start_date:String": "2025-03-07",
"s3FilePath": "s3://|llkspace00s /[ lltest-data/llchill/

I 01 PRODUCTION/

Mock data.xlsx",
"national_id:String": " EENs00",
"phone_number:String": "001-373-489- ",
"home_address:String": "| Il Forest Suite 240, I Laura, Ky 92825",
"name:String": "Raj |11,
"date_of_birth:String": "2006--J1",
"email_address:String": "raj. > 1ieexample.com”
}
}
s

Figure 6-4 is a graphical representation of how nodes and edges connect to
an adverse condition. The direction of each relationship is indicated, which
helps agents understand the relationships more clearly and thus formulate
more precise queries.
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Figure 6-4. Node—edge relationships showing inbound and outbound traversals

From Raw Content to Semantic Intelligence:
Constructing the Metadata Layer

We have established what the intelligent semantic metadata layer enables
and why it matters for production-grade Al systems. But a critical question
remains unanswered: How do you build that layer?

The seamless navigation, contextual retrieval, and direct-answer capabilities
we have described are possible only because someone—or something—
constructed a richly connected knowledge structure from raw enterprise
content. This is where the engineering meets the vision.

In this section, we explore the architecture approach that transforms
unstructured data into a coherent knowledge fabric that Al systems can
reason over. You will learn how to design a graph-based semantic metadata
layer from the outside in by starting with the questions your agents need to



answer; shaping a flexible schema of nodes, relationships, and properties;
and then incrementally enriching that graph with automated metadata
extraction, robust loading and validation pipelines, and continuous feedback
loops that keep the model aligned with evolving business needs.

Start with the end in mind

The most effective approach to building a semantic metadata layer is to
work backward from consumption patterns. Before designing schemas or
processing files, organizations must develop a clear understanding of two
foundational elements:

e What data exists (the formats, volumes, content types, and
distribution of source data across enterprise systems)

e What questions will be asked (the queries, use cases, and decision
patterns that Al agents must support)

This consumption-first mindset ensures that every element of your metadata
schema serves a purpose—capturing the entities, relationships, and
attributes that directly enable the answers your users need.

Designing the graph schema

With use cases clarified, the next step is designing the schema for your
graph database. This schema defines:

Node types
The entities represented (documents, people, products, processes,
concepts)

Relationship types

How entities connect (authored by, references, belongs to, derived from)

Properties

The attributes stored on nodes and edges (dates, classifications,
confidence scores, source lineage)



Embracing iteration over perfection

There 1s no universal schema that suits all use cases—and that is a feature,
not a limitation. Graph databases offer inherent flexibility that relational
structures cannot match. Key characteristics include:

Schema flexibility

Nodes and relationships can evolve without breaking existing structures.

Additive enrichment

New properties can be attached to existing nodes as understanding
deepens.

Use case expansion

Additional node types and relationships can be introduced as new use
cases emerge.

This means schema design is never a one-and-done task. The most
successful implementations treat the metadata layer as a living asset,
iteratively refined as the organization learns more about its data, its users,
and its Al applications. Each iteration improves accuracy, expands
coverage, and enhances usability.

NOTE

Resist the temptation to try to design the “perfect” schema up front. Start with a focused
schema that addresses your highest-priority use cases, and then evolve deliberately as
requirements mature.

Extracting and generating metadata

Once the schema is defined, the next challenge is populating it with data
extracted from source files. This is where intelligent automation becomes
essential. A practical approach involves processing each file individually to



extract the entities, relationships, and attributes required by your schema.
The workflow typically follows the pattern shown in Figure 6-5.

Source file > LLM-powered Graph-ready output >
(PDF, DOCX, CSV, etc.) extraction pipeline (JSON/CSV)

o

Figure 6-5. The metadata extraction pipeline

Leveraging prompt engineering

As shown in Figure 6-5, modern extraction pipelines leverage large
language models guided by carefully crafted prompts to generate the desired
metadata. The model will:

¢ Identify named entities relevant to your domain

Classify documents according to business taxonomies

Extract relationships between concepts, people, and processes

Generate semantic tags and summaries

Output structured data conforming to your graph schema

The prompt engineering process itself becomes a reusable asset, refined
over time to improve extraction quality and adapted for different content
types within your corpus.

Handling large files

Enterprise documents vary dramatically in size. Table 6-2 lists some
common challenges for larger files that exceed practical processing limits,
as well as straightforward strategies for dealing with them.



Table 6-2. Problems and solutions when handling large files

Challenge

File exceeds token
limits

Context loss from
splitting

Relationship
continuity

Solution

Split into logical sections (chapters, pages,
segments).

Treat each segment as an independent unit with
parent-file linkage.

Maintain explicit connections between segments
and source documents.

Each segment is processed independently during extraction and then
reconnected within the graph through relationships that preserve document
integrity and navigational context.

Loading and activating the metadata layer

The final step transforms extracted metadata into an operational knowledge

graph. This involves:

e Jalidation: Ensure extracted data conforms to schema constraints
and quality thresholds.

e [ngestion: Load nodes, relationships, and properties into the graph

database.

e [ndexing: Configure indexes for efficient traversal and query

performance.

» Activation: Connect the metadata layer to Al agents and application

workloads.

Once loaded, the intelligent semantic metadata layer, powered by the
knowledge graph, guides Al systems to the precise information they need.



The iterative lifecycle

It is worth emphasizing that this process is cyclical, not linear, as outlined in
Figure 6-6.

Define Extract Load Evaluate
schema metadata graph and refine

Figure 6-6. The cyclical nature of enriching semantic metadata

As Al applications leverage the metadata layer, feedback loops reveal:
e Missing entities or relationships
e (lassification inconsistencies
e New question patterns requiring schema evolution
e Opportunities for deeper enrichment

Each cycle strengthens the foundation, progressively improving Al
application accuracy, coverage, and user trust. However, accuracy alone
does not guarantee success. The final milestone on your journey to
production readiness is ensuring your agentic applications are operationally
prepared to perform at scale.

This is no simple task. Scaling Al systems introduces complexities that
extend far beyond model performance, spanning infrastructure resilience,
monitoring, security, cost management, and graceful failure handling. The
following section provides a comprehensive guide to everything you need to
consider to confidently deploy and operate your agents at scale, achieving
true production readiness.

Key Capabilities for Production Readiness
for Agentic Al Platforms



Achieving production readiness for agentic Al applications requires a
deliberate assessment of several key capabilities, each of which plays a
distinct role in ensuring your system operates reliably, securely, and
efficiently at scale. The following framework outlines seven critical areas to
evaluate when preparing your application for production deployment.

It’s important to recognize that not every application demands every
capability. Your specific use case, organizational requirements, and risk
tolerance will determine which areas warrant the deepest investment. The
goal is not to implement everything but to make informed decisions about
what your application truly needs to succeed in production:

Core runtime and deployment

The foundation of any production-grade agent system begins with robust
compute infrastructure. This includes serverless runtime options for
elastic scalability, support for long-running workloads that exceed
typical request timeouts, session isolation to ensure secure multitenant
operations, and deployment flexibility spanning cloud native and self-
hosted environments.

Framework and protocol interoperability

As the agent ecosystem matures, interoperability has become essential.
This capability area covers support for multiple agent frameworks
(Strands, LangGraph, Llamalndex, Google ADK, OpenAl Agent SDK,
etc.), adherence to emerging protocol standards such as MCP for tool
integration, and support for agent-to-agent (A2A) communication
patterns. Together, these enable framework-agnostic deployments and
future-proof your architecture against rapid ecosystem changes.

Tool integration and execution

Agents derive much of their value from their ability to interact with
external systems. This capability encompasses API gateway
transformations, prebuilt connectors for popular services, browser
automation for web-based tasks, sandboxed code execution
environments, and file or document processing pipelines.



Memory and knowledge management

Effective context management distinguishes a capable agent from a truly
intelligent one. This area addresses how your application handles short-
term memory within a session, long-term memory across sessions,
semantic search for contextual retrieval, knowledge retrieval through
RAG, and custom stores that enable dynamic, in-context learning from
user prompts.

Security and compliance

Enterprise deployments demand rigorous security controls. This
capability area includes identity and token management, OAuth 2.0 flow
support for secure authorization, integration with enterprise identity
providers, VPC and private network deployment options, and
configurable guardrails to enforce safety boundaries and policy
compliance.

Observability and quality assurance

You cannot operate what you cannot observe. This capability area
ensures comprehensive visibility into agent behavior through
OpenTelemetry-based observability, real-time dashboards, visual
workflow debugging tools, evaluation and testing frameworks for
continuous quality assurance, and agent registries with versioning to
manage deployments over time.

Multi-agent and interaction capabilities

As agent architectures grow more sophisticated, orchestration across
multiple specialized agents becomes critical. This capability area covers
multi-agent coordination patterns, human-in-the-loop workflows that
enable oversight and intervention, and streaming response capabilities
for real-time user interactions.

Leading Al Agent Platform Choices



The landscape of Al agent platforms has matured rapidly, with several
providers emerging as frontrunners offering some or all the core capabilities
we’ve just described in recent years. This section offers a comparative
overview of the leading options available today across all of these capability
areas, based on our experience working with dozens of enterprises of
various sizes—including many Fortune 500 companies—in 2024-2025. We
consider five platforms in our comparison:

e Amazon Bedrock AgentCore

Google Vertex Al

Azure Al Foundry

LangSmith Deployment (formerly LangGraph Platform)

CrewAl Enterprise

However, a word of caution: the assessment presented here reflects a point-
in-time snapshot captured while writing this book. The Al agent ecosystem
is evolving at an extraordinary pace—new features, pricing models, and
capabilities are introduced regularly. What holds true today may shift
tomorrow. We encourage you to validate these comparisons against the
latest offerings before making architectural or vendor decisions for your
production environment.

Core Runtime and Deployment Strategy

To choose the right core runtime and deployment strategy for your agentic
applications, it helps to compare how leading platforms handle execution,
isolation, and framework integration. Table 6-3 summarizes the key
characteristics.



Table 6-3. Runtime and deployment characteristics of leading agentic Al pla.
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AgentCore’s eight-hour extended runtime capability is particularly notable
for complex, multistep agent tasks that require sustained processing over
several hours. Example use cases include procurements, order management
and logistics, quote generation, and inventory management, where two or
more interdependent tasks may be handled hours apart.

Framework, Tool Integration, and Protocol Support

To understand how each platform plugs into the emerging open tooling
ecosystem, it helps to look beyond the core runtime and examine protocol,
gateway, and execution capabilities. Table 6-4 summarizes framework-level
integration.



Table 6-4. Open framework integration comparison

Platform

Amazon
Bedrock
AgentCore

Google Vertex
Al

Azure Al
Foundry

LangSmith
Deployment

CrewAl
Enterprise

MCP
support

Yes, natively

Yes, via ADK

Via tools

Via tools

Yes

A2A
protocol

Yes

Yes

Via tools

No

No

API gateway

Lambda/API
conversion

100+
connectors,
Apigee

Logic Apps,
Azure
Functions

Custom
integration

Integration
hub

Memory and Knowledge Management Capabilities

Memory management capabilities vary significantly across platforms:

Cod¢
exec

Sandl
envir

Sandl
envir

Code
intery

Via ¢

Via a

e Amazon Bedrock AgentCore provides dual-layer memory—short-
term memory (STM) for immediate conversation context and long-

term memory (LTM) for cross-session persistence—offering

industry-leading accuracy with zero infrastructure management.

e Google Vertex Al Agent Engine includes Sessions for storing

individual user—agent interactions and Memory Bank for



personalized agent interactions. The Example Store (in preview at
the time of writing) allows dynamic retrieval of few-shot examples
to improve performance.

e Azure Al Foundry offers built-in conversation state management
that handles thread management and retrieval of conversation
history automatically, eliminating the need to build custom thread
management systems.

e LangSmith Deployment provides checkpointing and a memory
store with TTL support for both conversation threads and long-term
memory, with expiration-based cleanup.

e CrewAl Enterprise includes persistent memory and conversation
buffer capabilities with self-healing features for memory
management during complex workflows.

Security and Compliance Features

While all major providers offer enterprise-grade security, it is worth noting
that AgentCore’s integration with existing identity providers (eliminating
user migration) and its secure token vault for minimizing consent fatigue
provide distinct advantages. Google Vertex Al’s Agent Engine Threat
Detection through Security Command Center adds proactive threat
investigation capabilities. See Table 6-5 for a comparison of authentication,
identity, and compliance features.



Table 6-5. Security and compliance features of leading agentic Al platforms

Platform

Amazon
Bedrock
AgentCore

Google Vertex
Al

Azure Al
Foundry

LangSmith
Deployment

CrewAl
Enterprise

Authentication

IAM, OAuth 2.0,

Cognito

IAM, VPC-SC,
CMEK

Entra ID, RBAC,

OBO

Custom OAuth

Enterprise SSO

Identity
features

Token vault,
permission
delegation

Agent identity
(preview)

Keyless setup

API
authentication

IP protection

Compliance

VPC,
PrivateLink

HIPAA, data
residency

Enterprise
conditional
access

Varies by
deployment

HIPAA, SOC
2

Observability and Quality Assurance Support

All platforms support OpenTelemetry for standardized observability:

e Amazon Bedrock AgentCore provides comprehensive dashboards
powered by Amazon CloudWatch with real-time visibility into
agent workflows, automatic X-Ray tracing, and Transaction Search
configuration.

e Google Vertex Al integrates with Cloud Trace, Cloud Monitoring,
and Cloud Logging, with full tracing supporting OpenTelemetry

standards.



e Azure Al Foundry offers OpenTelemetry-based tracing with
Application Insights integration, providing conversation-level
visibility and telemetry for every agent decision.

e LangSmith Deployment natively integrates with LangSmith,
enabling visual debugging with detailed visibility into agent
trajectories, branching logic, and retry flows.

e CrewAl does not include native OpenTelemetry export in its core
framework, requiring third-party instrumentors. However, the
CrewAl Enterprise platform provides comprehensive built-in
dashboards, tracing, and monitoring. Its integration ecosystem with
10+ observability tools makes it highly flexible for enterprise
deployments.

Summary

The journey from Al prototype to production-ready system demands more
than technical proficiency—it requires a fundamental shift in how we
approach data, context, reasoning, and operational excellence.

This chapter has established that data is the lifeblood of your Al application
—but data quality is not absolute. It is context-dependent, shaped by
business objectives, and best served through a modular design that preserves
flexibility while optimizing performance. We tackled context management
at scale through systematic segmentation, parallel inference, and intelligent
organization strategies that prevent large inputs from degrading output
quality.

We explored automated reasoning as a powerful but calibrated capability.
Chain-of-thought, tree-of-thought, and graph-of-thought patterns offer
structured approaches to complex problems, but as the examples
demonstrated, reasoning tokens introduce real trade-offs in latency and cost
that demand careful tuning.

The intelligent semantic metadata layer emerged as a transformative pattern
for enterprises grappling with petabytes of unstructured data. Built on



knowledge graph technology, this approach enables Al agents to discover,
interpret, and reason over content at scale—delivering not just accuracy but
explainability and trust grounded in verifiable source documents.

Finally, we provided a comprehensive framework for evaluating operational
readiness across seven critical capability areas—from core runtime and
security to observability and multi-agent orchestration—alongside a
comparative analysis of today’s leading platforms to inform your
architectural decisions.

Production readiness is not a destination but a continuous practice. Each
iteration strengthens your foundation, improves accuracy, and deepens user
trust. The techniques presented here are drawn from real-world
implementations and provide practical approaches proven to bridge the gap
between Al potential and production reality.

Your data is a strategic asset worthy of deliberate architecture. Get this right,
and everything else follows.

The blueprint 1s in your hands. Now it’s time to build.
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The animal on the cover of AI-Ready Data Blueprints is a tiil
(Prosthemadera novaeseelandia).

The ti1, also known as the parson bird, is a striking species of bird native to
New Zealand. Recognizable by their iridescent green-blue plumage and
unique vocalizations, they primarily reside in native forest environments.
Ti1 are approximately 12 inches in length with strong, tapering bills,
bifurcated tongues, and a white tuft of feathers at their neck—a
distinguishing characteristic of the species.

Tu1 are omnivorous birds, primarily feeding on nectar from native flowers
but also consuming fruits, insects, and small invertebrates. Their
sophisticated vocal abilities, enabled by two voice boxes, are a significant
feature, allowing them to mimic a variety of different sounds and even
human speech. The typical lifespan of a tii1 is approximately 12 years in the
wild, although they can live longer in captivity. Currently, the tii1 is not
considered to be an endangered species; however, populations in areas
where predators have been introduced are under significant pressure.

Many of the animals on O’Reilly covers are endangered; all of them are
important to the world.

The cover illustration is by Monica Kamsvaag, based on a black-and-white
engraving from Lydekker’s The Royal Natural History. The series design is
by Edie Freedman, Ellie Volckhausen, and Karen Montgomery. The cover
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