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Preface

If you think technology can solve your security problems, then you don’t
understand the problems and you don’t understand the technology.

—Bruce Schneier, American public-interest technologist

The world has evolved to a place where the use of technology to bank,
shop, work, and connect is standard. Expected even. And whether we
realize it or not, as a result, cybersecurity has become a part of everyday
life. But exactly what is cybersecurity? Not many are aware of its core
elements—what it really means. Over the years, I have come to witness that
many have opted in to the belief that cybersecurity is an extremely complex
technical issue that someone in a dark room with lots of computer screens
should address. Maybe on TV, but in the real world, it doesn’t quite work
that way.

The goal of cybersecurity is to secure data, systems, and networks from
unauthorized access, theft, or damage. Cybersecurity in itself encapsulates
all we do to protect the confidentiality, integrity, and availability of digital
information. Practitioners call this the confidentiality, integrity, and
availability (CIA) triad. Sure, sometimes that comes with technology. But
it’s the act of using tools, processes, and strategies that keep information
safe that is truly the heart of what cybersecurity really is. Sometimes that
looks like preventing hackers from infiltrating a company’s technology
ecosystems, other times it’s making sure your personal health information
remains private. But it’s also reporting sketchy emails to your company’s
security team or something as simple as taking cybersecurity training.

It’s not uncommon for someone to think cybersecurity is limited to tools
like firewalls, antivirus software, or other complicated technologies. But at
its core, cybersecurity is truly a people challenge. What good is tech if there
is no one to install, configure, tune, or monitor that technology? Not only
do these tools and tech require people to be effective, they are in place to



defend against people—whether it’s well-intended people who make
unintended mistakes or ill-intended hackers. Numerous studies show that
most cybersecurity breaches are the result of social engineering, which is an
attack on human behavior by bad actors. Ultimately, they prove that all the
tools and tech are used by people to protect people for the sake of people.

Company employees are essential to an organization’s cybersecurity
strategy. Cultivating a culture of good security hygiene, educating
employees on identifying security incidents, and having a dedicated
cybersecurity team to guide business leaders to make smart decisions are all
essential elements of effective cybersecurity. This book will not only break
down the core elements of cybersecurity domains and their objectives, but
also explore the roles each of us can play to achieve those goals—whether
we work in cybersecurity or not.

Who Should Read This Book
This book is for anyone who interacts with digital information in their day-
to-day life. Let’s be real—that’s pretty much everyone, and that means
we’re all on the front lines of cybersecurity together. The biggest threat to
the data that cybersecurity teams work to protect is the people who,
rightfully, are given access to that data to carry out their day-to-day
responsibilities. That could look like the bank teller who cashes your check,
the front desk manager at the doctor’s office who processes your insurance
claim, the finance manager at a grocery store that accepts credit cards for
payment, the student who takes online classes, the pharmacist who fills
prescriptions, or the patient who attends appointments virtually with their
healthcare provider.

The reality is that no matter your age or occupation, technology impacts
your life in a major way. And because of that, you have a responsibility to
be a good steward of that technology and the important information within.
Regardless of whether the information being protected is your company’s
intellectual property or your health care or banking information, when the



folks who have access to said data are mindful about protecting it, it makes
the world a safer place.

This book is all about exploring and empowering the philosophy and reality
that cybersecurity is everyone’s responsibility. And it doesn’t require us to
be super technical coders. Cybersecurity is a broad spectrum of concepts
that hover over a dynamic landscape that constantly evolves and is centered
around human behavior. This book will make cybersecurity more accessible
and understandable—even actionable. Whether you are a student looking to
work in this popular industry, a business leader who uses technology and
wants to do so in a secure way, or simply someone curious about
cybersecurity—this book is for you.

I often encounter eager, smart, and motivated students and professionals
looking to break into the cybersecurity field. We’ve all heard about the
cybersecurity talent gap, and quite honestly, this industry is one that’s quite
fascinating to work in. However, though many people want to work in this
field, many of them don’t know where to start or what role or domain
they’d enjoy working in. I’ve got something for that in this book, too. At
the end of each chapter, I’ve included a section on careers to give readers a
close-up view of what it’s like to work in each domain: different roles, each
role’s responsibilities, and how they contribute to protecting a company’s
ecosystem.

Why I Wrote This Book
I started my career in cybersecurity quite unexpectedly nearly a decade ago.
I was intimidated and overwhelmed by the complex language, threat
landscape, and myriad of tools. A clear and concise yet friendly and
relatable introduction to the foundations of cybersecurity would have saved
me a lot of time and from imposter syndrome and stress.

I spent far too long being anxious and stressed about all I didn’t know or
understand. Having a book like this that outlines the interconnected nature
of tech and human behavior would have been nothing short of empowering
and refreshing. Not only would it have improved my confidence, it would



have aided me in understanding, challenging, and redesigning the
cybersecurity standards of my team and, later as I became more senior, my
organization. It also would have helped me harden my personal technology
networks at home and lessen the blow of a few breaches I’d unfortunately
been involved in.

You don’t need to be a software developer or threat hunter to benefit from
what we’ll cover in this work (although there are things this book will cover
that will help them, too). All you need is curiosity and a desire to learn how
to protect what really matters.

Navigating This Book
Chapter 1 introduces the four components of a company’s cybersecurity
ecosystem: technology, people, processes, and culture.

Chapter 2 will cover the National Institute of Standards and Technology
Cybersecurity Framework (NIST CSF) 2.0 and its six core functions:
Identify, Protect, Detect, Respond, Recover, and Govern.

Chapter 3 introduces the concept of asset management, the dangers of
shadow IT, and the importance of maintaining accurate inventories that
support regulatory compliance, like General Data Protection Regulation
(GDPR), the European Union Cyber Resilience Act, Health Insurance
Portability and Accountability Act (HIPAA), and others.

Chapter 4 will walk through third-party security, supply chain risks, and
vendor due diligence.

Chapter 5 will introduce the reader to identity and access management,
related philosophies like zero trust, and emerging trends shaping the future
of secure access.

Chapter 6 will cover information protection processes and procedures, data
loss prevention techniques, and how this domain continuously evolves to
keep pace with ever-changing threats and regulations.



Chapter 7 will introduce the reader to security operations as a continuous
capacity, including continuous monitoring, incident response, and recovery.

Chapter 8 will focus on cloud security, the shared responsibility model, and
development, security, and operations (DevSecOps).

And we wrap with Chapter 9 explaining the importance of governance, risk,
and compliance within the cybersecurity function, how risk becomes part of
everyday decisions, and how security as a practice extends far beyond the
security team.

Conventions Used in This Book
The following typographical conventions are used in this book:

Italic

Indicates new terms, URLs, email addresses, filenames, and file
extensions

TIP
This element signifies a tip or suggestion.

NOTE
This element signifies a general note.

O’Reilly Online Learning



NOTE
For more than 40 years, O’Reilly Media has provided technology and business training,
knowledge, and insight to help companies succeed.

Our unique network of experts and innovators share their knowledge and
expertise through books, articles, and our online learning platform.
O’Reilly’s online learning platform gives you on-demand access to live
training courses, in-depth learning paths, interactive coding environments,
and a vast collection of text and video from O’Reilly and 200+ other
publishers. For more information, visit https://oreilly.com.

How to Contact Us
Please address comments and questions concerning this book to the
publisher:

O’Reilly Media, Inc.

141 Stony Circle, Suite 195

Santa Rosa, CA 95401

800-889-8969 (in the United States or Canada)

707-827-7019 (international or local)
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Chapter 1. Understanding a
Company’s Cybersecurity
Ecosystem

When you see the term “cybersecurity,” what comes to mind? Techies
typing really fast on specialized keyboards, trying to stop hackers typing
even faster in dark rooms illuminated by a wall of monitors with flashing
lines of code? A department in the tech line of business at your company?
Or maybe it makes you think of having complicated passwords and
remembering not to click on links in spam emails? If any of these
associations resonate with you, you’re not alone. These are all ways I have
understood cybersecurity over the years. And I have grown to learn that it’s
a little bit of all these things, and a lot more.

The US Cybersecurity & Infrastructure Security Agency (CISA) defines
cybersecurity as “the art of protecting networks, devices, and data from
unauthorized access or criminal use and the practice of ensuring
confidentiality, integrity, and availability of information.”1 Now, who
practices this “art”? The cybersecurity team at your org does, of course. But
really, everyone should practice it. Why? Because your organization’s
cybersecurity ecosystem encompasses everything in your org, including the
tech infrastructure, people, processes, and culture. All of these components
are interconnected and affect your org’s cybersecurity.

In this chapter, you’ll learn about each component of your org’s
cybersecurity ecosystem, including what they are and how they impact how
you carry out cybersecurity.

The CIA Triad: A Foundation for
Cybersecurity



Before we go any further, it’s important to pause on a concept that shows up
everywhere in cybersecurity, even when it isn’t explicitly named. You may
hear it referred to as the CIA triad or the CIA triangle—and no, it has
nothing to do with intelligence agencies. In cybersecurity, CIA stands for
confidentiality, integrity, and availability. Together, these three principles
form one of the most widely used frameworks for understanding what
cybersecurity is trying to protect and why (see Figure 1-1).

Figure 1-1. CIA triad

At its core, cybersecurity exists to preserve these three fundamental
attributes of secure systems. When any one of them is compromised,
security has failed in some way. When all three are appropriately balanced,
organizations are better positioned to operate safely and reliably.

Confidentiality focuses on ensuring that information is only accessed by
people who are authorized to see it. This includes protecting sensitive data
like customer records, employee information, financial details, and



intellectual property from unauthorized exposure. Confidentiality is what
we think about when we talk about passwords, access controls, encryption,
and privacy. It answers the question: who should be able to see this
information?

Integrity is about trust. It ensures that information remains accurate,
complete, and unaltered unless a change is authorized and intentional. If
data is modified accidentally, maliciously, or without proper approval,
integrity is compromised. This matters because decisions are made based on
data every day. If that data cannot be trusted, neither can the outcomes built
on it.

Availability ensures that information and systems are accessible when they
are needed. This means systems are functioning, services are reachable, and
users can do their jobs without unnecessary disruption. Availability is often
the most visible aspect of cybersecurity because when systems go down,
everyone notices. Outages, ransomware attacks, and denial-of-service
events all directly affect availability.

What makes the CIA triad especially important is that these three principles
must be balanced. Strengthening one area can sometimes introduce
challenges in another. For example, adding more security controls to protect
confidentiality might make systems harder to access, impacting availability.
Cybersecurity is rarely about maximizing one principle at the expense of
the others. Instead, it is about managing tradeoffs in a way that supports
business needs while reducing risk.

As you continue through this book, you’ll see elements of the CIA triad
show up again and again. Whether you are learning about identity and
access management, information protection, security operations, or risk
management, each concept ultimately ties back to protecting confidentiality,
integrity, availability, or some combination of the three.

If you ever find yourself wondering why a particular security control exists,
the CIA triad is a great place to start. Ask yourself which part of
confidentiality, integrity, or availability that control is designed to protect.
More often than not, the answer will become clear. It certainly has for me.



With this foundation in mind, you can now begin exploring the components
that make up a company’s cybersecurity ecosystem, starting with the
technology infrastructure that supports day-to-day business operations.

Technology Infrastructure
Technology infrastructure refers to the hardware, software, systems, and
networks that support a company’s IT operations and cybersecurity
capabilities. Regardless of industry, most companies rely heavily on digital
technology, and not just to deliver offerings to customers. Many of us use
numerous functions multiple times per day, such as emailing colleagues,
creating and presenting slide decks, using an ID badge to enter an office
building, or hosting a video call with teammates in different locations. All
of these tasks are made possible because of your company’s technology
infrastructure.

Think of technology infrastructure as the digital backbone that supports
every aspect of operations across the business. Things that would fall into
the category of technology infrastructure include, for example:

Laptop and desktop computers

Software

Mobile devices (both personal and company-issued)

Cloud environments

Networking hardware

Data centers

Storage systems

Servers

Although it is technically possible to accomplish some tasks without digital
technology, such as sending a handwritten note instead of an email, it would
take a very long time. Technology infrastructure helps employees perform



tasks in less time while making sure they are done more accurately,
completely, and in alignment with laws and regulations. In this section,
we’ll explore how technology infrastructure shapes cybersecurity as a
whole, the intersectionality of tech infrastructure and cyber, and how
cybersecurity teams use technologies to achieve their goals of maintaining
confidentiality, integrity, and availability.

How Infrastructure Impacts Cybersecurity
Technology infrastructures are typically built with business and operational
performance in mind first. Typically, technology teams establish networks
and tech ecosystems to support the completion of foundational business
tasks, such as creating a product, selling it, and collecting payment. And
while those things are important, this is where cybersecurity enters the chat.

The strength of your organization’s technology infrastructure has a direct
impact on the strength of its cybersecurity. If your infrastructure’s
foundation is weak, fragmented, or outdated, any cybersecurity tool or
initiative, no matter how sophisticated, will not be strong enough to
withstand modern attacks. On the other hand, a thoughtfully developed,
modern, and scalable infrastructure gives security programs the leverage
they need to be effective and ultimately succeed.

Integrating Technology Infrastructure and Cybersecurity
Fundamentally, a cybersecurity team helps technology teams understand
potential attack vectors so they can integrate security into the ecosystem’s
core design. But what does that look like? Let’s look at a few business tasks
and align a cybersecurity effort or outcome to each in Table 1-1.



Table 1-1. Business tasks and aligned cybersecurity efforts

Business task Cybersecurity effort

Sending emails Validating that sensitive information in emails is
encrypted

Scanning your badge
to get access to an
office building

Ensuring that only current, active employees are
allowed to enter company offices based on their
credentials

Completing an
online training
course

Validating that company training courses can
only be accessed by current employees behind a
VPN (virtual private network)

As previously mentioned, an organization’s technology infrastructure and
cybersecurity posture are closely interconnected. This relationship becomes
particularly evident in the following areas:

Scaling

If a company is growing, its technology infrastructure needs to be able
to accommodate new people, tools, data, laws, regulations, and
activities. If the technology infrastructure doesn’t scale well with
business operations, that also means that the cybersecurity tooling will
not be as effective as necessary. For example, if data storage and backup
infrastructure does not scale with business growth, organizations may
experience gaps in backup coverage or recovery capabilities, increasing
the risk of data loss during outages or cyber incidents.

Compatibility

Legacy systems are those that are outdated but still operational. Many
times, legacy systems power critical business operations. The challenge
is that legacy systems usually aren’t compatible with modern security



tools. Without the appropriate ability to integrate these legacy systems
with modern security tools, a gap in coverage is created, and that creates
an opportunity for attackers to infiltrate, oftentimes without being
noticed.

Updates/Patching

Patches are updates for software that are released by software vendors
to fix known vulnerabilities, address bugs, and/or improve functionality
in technology systems, apps, hardware, or firmware. A common
strategy of attackers is to scan for systems and software that have not
been patched and use those vulnerabilities to their advantage.

Oftentimes, businesses are bound to commitments to customers,
understaffed tech teams, or unqualified resources that can make prioritizing
performing discovery around scaling, compatibility, and fixing
vulnerabilities tough. Many times, they may have the right sized teams and
budget, but not the right tooling. Every second that these items are
deprioritized is another opportunity for their networks to be breached. And
now you see why your mobile phone provider pesters you to update your
software.

Building cybersecurity into a company’s technology ecosystem is what lays
the groundwork for resilience, but it is only the first half of the story.
Integration is about establishing the rules of the game, but without
dedicated cybersecurity technologies, organizations are left playing a
dangerous game without referees or protective gear. Yes, a secure
ecosystem can set strong boundaries, but it still needs active defenders
capable of spotting trouble, shutting down threats, and adapting to new
tactics as they emerge (which, honestly, is all the time). The next section
turns the spotlight to those defenders—the technologies that act as the
shields, sensors, and, at times, superheroes of cybersecurity, working
tirelessly to transform integration into real operational protection.

Cybersecurity Technologies



Just as companies have technologies that allow them to complete tasks like
those mentioned in Table 1-1, cybersecurity teams have different types of
technology that they use to help protect and defend the company’s
technology infrastructure. These are cybersecurity technologies.
Cybersecurity technologies are the practical mechanisms that transform
security strategy into actual defense. They include the systems, tools, and
platforms designed to prevent, detect, and respond to digital threats across
an organization’s technology ecosystem. While each technology serves a
specific function, their collective strength lies in how they operate together
as a layered defense. At their core, these technologies provide the
operational backbone that enables organizations to stay resilient against a
threat landscape that is ever evolving and unpredictable. Here are a few
examples of cybersecurity technology:

Firewalls are network appliances that filter and control traffic
between your network and the outside world.

Antivirus and endpoint detection and response (EDR) detect and
neutralize malicious software (also known as malware).

Identity and access management (IAM) systems make sure that
only the right people can access the network, data, applications,
and sensitive resources. You’ll take a deeper look at IAM in
Chapter 5.

Security information and event management (SIEM) tools collect
and analyze data from the technology ecosystem to identify/detect
threats.

Data loss prevention (DLP) solutions ensure that sensitive data is
not shared outside of the organization without authorization, which
you’ll explore more in Chapter 6.

There is a wide variety of technologies that are used to enhance a
company’s security posture. Throughout the book, I’ll include some intel on
the technologies that cybersecurity teams use to enhance their cybersecurity
protection strategies.



While these technologies form the digital defenses, their effectiveness is
profoundly dependent on the people who implement, manage, and interact
with them. Indeed, the human element is an often underestimated, yet
critical, layer of a company’s security posture

People
Your org’s technology infrastructure didn’t appear out of nowhere.
Someone has to install, configure, maintain, and “do all the things” to it.
You need people to manage these operations and make smart decisions. But
people are human. No matter how advanced and sophisticated your
cybersecurity tooling is, people can be your strongest or weakest link. Have
you ever used the same password on multiple systems or websites? How
about clicking on a link in an email that looked to be legit, but you later
learned that it wasn’t? I have. And I also know of companies whose
networks or web applications have been infiltrated just because someone
made one of those simple but common mistakes.

Integrating People and Cybersecurity
Statistics show that over 60% of network breaches are rooted in human
element compromise, including social engineering. Social engineering is a
technique used by attackers to exploit human behavior to gain access to a
company’s network, systems, or data. Instead of relying on remediated
vulnerabilities, they impersonate a trusted person or organization in order to
have employees click on malicious links, share confidential access, or give
them their login credentials.

That said, being cyber-aware doesn’t 100% prevent an attack, but when
employees understand what a cyber incident is and where to report it, it
makes a world of difference by enabling the cybersecurity team to act
swiftly and with precision.

A cybersecurity team must understand how employees use systems, treat
sensitive information, and interact with customers when defining their



cybersecurity strategy. The goal is to allow employees to do all they need
but in the most secure way. Think about it: if cybersecurity best practices
slowed employees down, there is a high likelihood that they’ll circumvent
the best practices altogether. That’s why it’s very important to consider user
experience (whether internal employees or external customers) when
designing cybersecurity processes, requirements, or tools. Effectiveness and
capability are important, as is user friendliness.

The People Behind a Cybersecurity Program
When we talk about a cybersecurity team, we are not talking about one
single role or job function. Cybersecurity is made up of multiple domains,
each focused on protecting the organization in a different way. These roles
work together to reduce risk, respond to incidents, and support the business,
even though their day-to-day responsibilities may look very different.

Some cybersecurity professionals focus on prevention. These roles are
responsible for designing and maintaining safeguards that reduce the
likelihood of an attack succeeding. This includes teams that manage identity
and access, protect sensitive data, secure applications, and harden systems.
Their work helps ensure that only the right people have access to the right
resources and that information is handled appropriately throughout its
lifecycle.

Other roles focus on detection and response. These professionals monitor
systems for unusual behavior, investigate alerts, and respond when
something goes wrong. Security operations teams are often the first to
identify a potential incident and coordinate containment and recovery
efforts. Their work is fast-paced and reactive, but deeply informed by the
controls put in place by preventative teams.

There are also cybersecurity professionals who focus on governance, risk,
and compliance (GRC), which we’ll discuss in Chapter 9. These teams help
organizations understand their risk landscape, define policies and standards,
interpret regulatory requirements, and ensure that security practices align
with business and legal expectations. While their work may appear less



technical, it plays a critical role in setting direction and accountability for
the entire security program.

In addition, many organizations have specialized security roles that support
specific technologies or business areas. This can include cloud security
professionals, product or application security engineers, third-party risk
specialists, and privacy or data protection professionals. As organizations
grow and technology environments become more complex, these
specialized domains become increasingly important.

What’s important to understand is that no single role can secure an
organization on its own. Cybersecurity is a team sport. Preventive controls
influence what security operations teams monitor. Policies written by GRC
teams guide how engineers design systems. Incident learnings feed back
into training, tooling, and future decisions. Each domain depends on the
others to be effective.

This collaboration extends beyond the cybersecurity team itself. IT teams,
business leaders, legal partners, human resources, and everyday employees
all play a role in protecting the organization. The cybersecurity team
provides expertise and direction, but success depends on coordination
across the entire enterprise.

Understanding who makes up a cybersecurity team helps clarify an
important truth. Cybersecurity is not a single job you train for once. It is an
ecosystem of roles working together toward a shared goal of protecting
information, systems, and trust.

Employees: The First Line of Defense
Companies use hundreds and oftentimes thousands of tools and
technologies throughout the normal course of the day. Your cybersecurity
team is likely less than 10% of your entire workforce. And even though
cybersecurity teams have tools that monitor software and employee activity
for irregularities, having a workforce that is aware of what a security
incident is and when to alert cybersecurity teams makes a big difference.
For example, an employee reaching out to their cybersecurity team to let



them know they clicked on a link that looked like it came from a trusted
source that resulted in their computer performance slowing down will allow
the team to respond and contain an incident faster than having to detect it
independently. This is a clear example of how employees are the first line of
defense against cyber attacks.

Although the technology procured by business teams and the
policies/guidance given by the cybersecurity teams create a foundation for a
company’s cybersecurity strategy, it is the behavior of people that
ultimately determines how effective those tools and policies are. The more
employees that follow common cybersecurity best practices recommended
by cyber teams, such as using complex passwords or passphrases for
corporate credentials/logins, the more the company’s attack surface is
reduced.

I believe that the biggest threat to the information that cybersecurity teams
are tasked with protecting are employees, the people who have rightful
access to that data and use it in their day-to-day activities. And while
human error, often accidental, is common, nefarious or deliberate acts can
happen as well. While some employees unintentionally abuse this access,
there are others who do so with malice. These employees are commonly
referred to as “insider threats.” CISA defines an insider threat as “the threat
that an insider will use their authorized access, wittingly or unwittingly, to
do harm to the department’s mission, resources, personnel, facilities,
information, equipment, networks, or systems.”2 That can manifest as
damage to their company in the areas listed in Table 1-2.



Table 1-2. Potential damage from insider threats

Security
incident Definition Example

Unauthorized
disclosure of
information

When an insider shares,
leaks, or sells sensitive or
proprietary data without
proper authorization

A customer-support agent
emails a spreadsheet of
sensitive customer
information to their
personal account and it
gets published on a public
forum

Corruption,
including
participation
in organized
crime

An insider colludes with
external bad actors or
criminal networks to
exfiltrate data, facilitate
fraud, or embed malicious
code for financial gain

A developer secretly
embeds a backdoor in an
application build for a
system, then sells access
to a cyber-crime ring

Sabotage Deliberate destruction,
alteration, or disruption of
systems, data, or processes

A disgruntled IT admin
deletes or corrupts critical
log files and backups
before resigning, crippling
the incident-response
capability

Workplace
violence

Physical acts or credible
threats by an insider that
endanger people or
property, often targeting
IT assets or facilities to
cause harm or intimidation

An employee upset over a
pending termination
brings a weapon into the
data center and threatens
staff while demanding
system shutdowns



Security
incident Definition Example

Intentional or
unintentional
loss or
degradation of
departmental
resources or
capabilities

Insider actions—malicious
or accidental—that impair
the availability, integrity,
or performance of
systems, tools, or
processes essential to
operations

An employee
misconfigures a firewall
rule while testing,
unintentionally blocking
all outbound traffic and
halting customer-facing
services for hours

Are you beginning to see how cybersecurity success is largely dependent on
people? This is why companies invest in security awareness training (and
why attackers continue to use social engineering as their preferred attack
strategy). Leadership has a responsibility to keep employees aware of cyber
hygiene best practices and how to apply them in their day-to-day activities,
regardless of seniority. But how do you ensure those processes are followed
consistently? People bring cybersecurity to life, but to turn individual
actions into coordinated, repeatable outcomes, you have to move from
human skill to organizational structure. This brings us to the next core
component of the ecosystem: processes.

Processes
Process is how things get done and can apply to any operational task. For
example, think of a payroll process, a company’s hiring process, or a
procurement process. Processes are workflows that guide how tasks are
performed. Deviation from established or approved processes can have
undesired consequences. On one hand, imagine if a human resources
employee did not perform background checks before allowing new hires to
start. Or on the other hand, if a cybersecurity team did not remove a
terminated employee’s access to tools with sensitive financial information?



Both of these deviations could have serious consequences not only for the
company, but also for its employees.

How Processes Impact Cybersecurity
At the most basic level, a process is a series of defined steps designed to
achieve a specific result. In business, this can range from how employees
request vacation days to how a company evaluates new vendors. In
cybersecurity, processes are the detailed playbooks for activities like
incident response, patch management, or conducting security assessments.
At first glance, these may appear to live in separate worlds, but in reality,
they are deeply interconnected. Both operational and cyber-related
processes create an environment that either strengthens or undermines
security depending not only on how well they are designed but how well
they are followed.

Processes are important for several reasons. First, they reduce reliance on
individual memory or improvisation. When an incident occurs, a well-
documented response process ensures that the right people act in the right
order under pressure. Second, processes scale knowledge across the
organization. Not every employee is a security expert, but clear onboarding
and acceptable use policies can make sure that new hires don’t mistakenly
put sensitive data at risk. And last, processes create accountability by
defining who is responsible for each step, which can help prevent important
tasks from falling through the cracks.

It may not be obvious, but seemingly nontechnical operational processes
can have a huge impact on cybersecurity. Think about hiring and
offboarding, for example. A strong human resources process ensures that
background checks are completed, appropriate training is delivered, and
access to systems is revoked the day an employee leaves the organization.
A weak or inconsistent offboarding process could mean that former
employees retain access to sensitive accounts, an oversight that is a gift to
malicious actors and a curse to a company’s data team.



Another common process you may be familiar with is procurement. When a
company evaluates and purchases new software or services, the process it
follows can determine whether security requirements are considered up
front or bolted on later. If procurement includes a step requiring vendors to
complete a security questionnaire or demonstrate compliance with
standards like System and Organization Controls (SOC) 2 (which I’ll
discuss in later in this chapter and in others), the organization is far less
likely to adopt tools that introduce vulnerabilities. Without that process in
place, teams may bring in shadow IT (which I’ll discuss in Chapter 3) that
will unfortunately expand the attack surface.

Even finance and accounting processes play a role. A defined process for
approving wire transfers can prevent business email compromise scams
where attackers impersonate executives to trick staff into sending money.
By requiring multilevel approvals and verification outside of email, the
organization reduces the likelihood of falling victim to this kind of fraud.
These examples show how cybersecurity is not just confined to the IT
department but is embedded in the very fabric of how a company operates
day to day.

On the other side of the coin are the processes designed specifically to
protect information systems. Incident response is perhaps the most classic
example. A written, rehearsed process outlines how to identify, contain,
eradicate, and recover from an attack. Without this, panic often rules the
day, leading to inconsistent decisions and prolonged downtime.

Patch management is another important process. Software vulnerabilities
are discovered constantly, and vendors release updates to fix them. But
unless an organization has a disciplined process to inventory systems, test
patches, and deploy them in a timely fashion, known weaknesses remain
open doors for attackers. It’s not enough to have the technology available.
Without a repeatable process, patches will more than likely be deprioritized
or, worse, never get completed.

Security awareness training is another important cybersecurity process.
While the technology may involve e-learning platforms or phishing



simulations, the effectiveness comes from the process: scheduling regular
sessions, tracking participation, and following up with reinforcement over
time. Without a process, training becomes just another thing to do, and
employees are left unprepared to recognize and resist attacks.

Whether operational or cyber-specific, processes share a common impact on
cyber security: they can either build resilience or introduce risk. A sales
team that adheres to a documented process for handling customer data
makes sure that information is stored securely and shared appropriately. A
security team that follows a process for privileged access management
ensures that administrative rights are limited and monitored. But skipping
steps or failing to formalize processes usually leads to oversights that
attackers are quick (and happy) to exploit.

One way to think about processes is as the connective tissue of
organizational security. People and technology may be the more visible
components, but processes are what dictate how those elements interact and
make sure they move in the same direction. A firewall, for example, is only
as effective as the change management process that governs its rules. A
talented security analyst is only as effective as the incident escalation
process that guides how they respond to attacks.

Understanding how both operational and cyber-specific processes influence
security is only the beginning. The real challenge and opportunity lies in
weaving those processes together so that cybersecurity is not a standalone
effort, but an integrated part of how the organization works every day.
When processes for hiring, procurement, finance, and IT naturally include
security checkpoints, the organization moves from reacting to threats to
preventing them by design.

Integrating Processes and Cybersecurity
Cybersecurity teams need to have an understanding of business processes
and understand where the risks lie so that they can align capabilities to
reduce the likelihood of exposure and attack effectiveness. It’s similar to
auditing. Back when I was an auditor, when our audit plan dictated that we



work with a specific team, one of the first orders of business when kicking
off the project was performing a walkthrough of their business process. The
walkthrough consisted of interviewing the team to understand what kicks
off their process, what happens during it, what tools they use, and how
decisions are made to determine where the risk in the process exists. We
would then document each risk, determine if there were controls in place,
and perform tests to determine if the controls in place were designed and
operating effectively. The same goes for cybersecurity.

Cybersecurity Processes
But cybersecurity teams not only need to know business processes, they
need to have their own! That’s right, how cybersecurity teams perform their
work is equally important. How do they know when incidents are reported?
How do they determine what systems are critical and should have a higher
level of protection? When do they perform security reviews on vendors?

One of the most critical processes in cybersecurity is incident response. An
incident response (IR) plan is a documented strategy outlining how an
organization will detect, respond to, and recover from cybersecurity attacks
or other disruptions. Its purpose is to minimize the impact of security
breaches, data leaks, malware attacks, and other potential threats while
ensuring business continuity. Having a well documented and tested incident
response plan will give security practitioners a clear plan on how to detect,
contain, investigate, and recover from security breaches. This is a true gem
when in the middle of a high-pressure cybersecurity attack. Having a
process in place will minimize confusion, provide clarity, and make sure a
coordinated response that limits exposure and accelerates containment is
executed.

Another area where having a defined security process is important is access
management. According to the National Institute of Standards and
Technology (NIST), access management is “the set of practices that enables
only those permitted the ability to perform an action on a particular
resource.”3

https://oreil.ly/uXBiy


Two foundational principles guide effective access management: least
privilege and separation of duties. Least privilege means users are granted
only the minimum level of access required to do their jobs and nothing
more. Separation of duties ensures that no single individual has complete
control over a critical process from start to finish. Together, these principles
reduce the risk of accidental misuse, fraud, and abuse of access.

If a security team does not have a clear process for granting, reviewing, or
revoking access to systems and data, companies are at risk of users having
more access than needed. Not only does this make insider threats greater, it
also violates key compliance requirements like HIPAA and ISO 27001.

Although there are other processes, the last example I’ll discuss aligns with
the patches I discussed earlier in this chapter. Having a process defined that
guides teams on how to identify, prioritize, and apply patches is critical for
protecting against exploitable opportunities. Think about it like this:
attackers have one job. And their quick identification of exploitable
vulnerabilities (sometimes within hours) is motivation for security teams to
do this regularly and consistently.

Validating Cybersecurity Processes
As organizations design and integrate cybersecurity processes into their
daily operations, an important question quickly follows: how do we know
those processes are actually working? Defining policies and procedures is
only the first step. Organizations also need ways to evaluate whether those
processes are consistently followed, operating as intended, and capable of
protecting systems and information over time. This is where industry
frameworks play an important role. Frameworks provide structured
methods for validating cybersecurity and operational processes, offering
both internal confidence and external assurance to customers and partners.

For companies that provide services like software as a service (SaaS) to
other companies, oftentimes their business and cybersecurity processes are
evaluated for SOC 2 certification. SOC 2 is a compliance framework that
the American Institute of Certified Public Accountants (AICPA) came up



with to make sure that organizations have sufficient controls and processes
in place to protect customer data. Service organizations that store, process,
or transmit data on behalf of their clients will typically attest to being SOC
2 compliant twice a year. These service organizations can include payroll
companies, SaaS providers, or cloud providers, to name a few.



SOC 1 VERSUS SOC 2
When organizations talk about SOC reports, they are typically referring
to independent evaluations of a company’s internal controls. These
reports are commonly requested by customers who want assurance that
a service provider operates in a secure, reliable, and well-controlled
manner. There are several types of SOC reports, but the two most
commonly discussed in cybersecurity are SOC 1 and SOC 2. While
they are related, they serve very different purposes.

SOC 1 focuses on controls that impact a customer’s financial reporting.
It is primarily relevant when a service organization could affect the
accuracy of financial statements. For example, payroll providers, billing
platforms, or financial transaction processors are often required to
undergo SOC 1 assessments because errors or control failures could
directly impact financial records.

Because SOC 1 reports are tied to financial reporting, they are typically
reviewed by accounting and finance teams rather than cybersecurity
teams. While technology controls may be included, the primary
objective is financial accuracy and integrity.

SOC 2, on the other hand, focuses on how an organization protects
customer data and operates its systems. This report is far more relevant
to cybersecurity professionals. SOC 2 evaluates whether appropriate
controls exist to support security, availability, processing integrity,
confidentiality, and privacy.

In simple terms, SOC 1 answers the question: Can this company be
trusted to support accurate financial reporting?

SOC 2 answers a different question: Can this company be trusted to
securely handle customer data and systems?

Many modern technology companies, especially SaaS providers and
cloud-based service organizations, are not involved in financial
reporting for their customers. Instead, they store, process, or transmit
sensitive information. For these organizations, SOC 2 becomes the



primary framework used to demonstrate cybersecurity and operational
maturity.

Though the framework is voluntary, numerous organizations rely on this
certification to maintain customer trust and a reputation of security around
their processes. Further, compliance with the SOC 2 framework will help
organizations attract and retain customers by showing that they have a solid
security posture and are actively managing risks that would have an impact
on their customers and the safekeeping of their data through their processes.
When any team—security or otherwise—follows defined processes,
companies’ resilience against internal and external threats is significantly
enhanced.

While SOC 2 provides a clear framework for implementing the right
controls and processes, successful compliance depends on more than just
technology and documentation. The behaviors, values, and priorities of the
people within an organization play a critical role in whether those controls
are truly effective. In other words, a company’s culture can either
strengthen its cybersecurity posture or quietly undermine it, regardless of
how strong its policies may look on paper. We’ll return to this framework in
Chapters 3 and 4.

Culture
Company culture refers to the shared values, behaviors, beliefs, and norms
that reflect how employees interact, approach their work, and make
decisions at a company. And because so much of a company’s security
posture is based on how people at an organization design processes and use
technology, culture is a big underpinning of a company’s stance on how
they “do” security.

Culture and cybersecurity are deeply influenced by leadership and the tone
set at the top. When executives prioritize security and consistently
demonstrate its importance, it signals to the entire organization that
protecting data and systems is a core business value and not just a function.



Leaders who model strong security behaviors, allocate resources, and
communicate openly about risks foster a culture of accountability and
vigilance. This top-down commitment empowers employees at every level
to take cybersecurity seriously, driving consistent practices and reducing the
likelihood of human error or complacency.

How Culture Impacts Cybersecurity
Technology and processes form the foundation of a cybersecurity program,
but they do not operate in isolation. How those tools and processes are
actually used day to day is heavily influenced by organizational culture.
Culture shapes how people make decisions, how they respond to pressure,
and how seriously security expectations are taken when no one is watching.
In many cases, the difference between a strong cybersecurity posture and a
vulnerable one is not the absence of controls, but the behaviors and values
that guide how those controls are applied. How leaders behave and the
values they exemplify are powerful in shaping a company’s culture and
ultimately how the folks on their team act—especially when it comes to
cybersecurity.

Company culture is not just what you do (that’s process) but how you do it.
Is payroll processed with integrity? Or is rightful access leveraged to create
fictitious employees and run false payrolls that get directly deposited into
an account you have access to?

Are payments sent to vendors that are legitimate? Or are employees
colluding to create fake vendors and approving fake invoices so that the
accounts payable team mails checks to fraudsters that are cashed for
personal gain?

Is source code validated for integrity? Or are disgruntled employees
building a backdoor into the code so that after leaving the company, they
can leverage that access to disrupt operations and product availability?

As you can see, understanding the behaviors and motivations behind teams
and leaders is a big part of cybersecurity.



Integrating Culture and Cybersecurity
When business and cybersecurity teams operate in silos, security is often
viewed as a blocker rather than a business enabler, leading to friction,
delays, and missed opportunities. A healthy culture bridges this gap by
fostering collaboration, shared accountability, and open communication
between teams. Business leaders provide context about strategic goals, risks
and customer needs, while cybersecurity teams translate those priorities into
secure processes and technologies. This partnership creates an environment
where security is embedded into daily operations and decision making,
rather than treated as an afterthought. Ultimately, a culture that values
cybersecurity empowers employees at all levels to act as stewards of both
the company’s mission and its digital assets.

Conclusion
And there you have it. Cybersecurity is a collective of four key
components: technology, people, processes, and culture. Cybersecurity is
truly a multidimensional practice that relies on coordination across each of
these elements. Regardless of how many tools you have, you need people to
select, install, configure, operate, and monitor them. And only with the
appropriate processes, checks and balances, and culture can leadership and
a company’s customers have any confidence in an organization’s security
posture.

While understanding this ecosystem is essential, it can also be complex and
difficult to manage without a clear structure to guide decision making and
prioritization. This is where the NIST Cybersecurity Framework (CSF)
comes in. In Chapter 2, we’ll cover how it provides a common language
and organized approach for assessing, improving, and communicating
cybersecurity efforts. By connecting the many moving parts of the cyber
ecosystem to a set of well-defined functions and categories, the NIST CSF
helps organizations align their cybersecurity strategies with business goals
and regulatory requirements.



1  CISA, “What is Cybersecurity?” February 1, 2021, https://oreil.ly/cQdnT.

2  CISA, “Defining Insider Threats,” https://oreil.ly/hT2Ll.

3  CISA, “Asset Management,” https://oreil.ly/aK7L2.
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Chapter 2. NIST Cybersecurity
Framework

The NIST CSF is far more than just another acronym in the cyber alphabet
soup; it’s the ultimate GPS for navigating the wild world of digital risk.
Whether you’re brand new to cybersecurity or looking to brush up on the
basics, this framework breaks it all down into six clear, actionable
functions: Identify, Protect, Detect, Respond, Recover, and the all-important
new addition, and my favorite, Govern. Collectively, they offer a powerful
structure to help organizations not only stay secure but also think
strategically about cyber risk.

In this chapter, I’ll introduce you to the key elements of each function, why
they are important, and how today’s cybersecurity teams apply them.

Once you understand the CSF, everything else we’ll explore in this book,
like phishing attacks, vulnerability management, and cloud security will
feel more connected and less overwhelming. The CSF gives you a lens
through which you can view and understand all the moving parts of
cybersecurity.

What Is the NIST CSF?
First published in 2014, the NIST CSF was developed by NIST, a US
federal agency known for setting technical standards across industries in
response to Executive Order 13636. While originally designed to improve
the cybersecurity of critical infrastructure (such as power plants, hospitals,
and transportation systems), the framework’s utility sparked an expected
trend: organizations across other industries began to adopt it as their own
gold standard!



In 2024 NIST released the NIST CSF 2.0 with an update that modernized
the framework for today’s threat landscape. This version expanded the
framework to a wider audience, added guidance on governance and supply
chain risk, and made it better for use across companies of all sizes. It’s more
inclusive and flexible and is better positioned with how cybersecurity
actually works in the real world.

NIST continues to maintain and refine the framework. They work closely
with partners across both public and private sectors, cybersecurity
professionals, and academic institutions. Cybersecurity is truly a team sport,
and NIST’s commitment to collaboration with others in their ongoing
efforts to maintain the CSF is evidence of just that.

The NIST CSF 2.0 empowers organizations to prioritize cybersecurity
investments based on risk, not fear. It helps break down silos between IT,
security, compliance, and business leadership by creating a common
vocabulary and measurable outcomes.

The NIST CSF 2.0 consists of six core functions, also shown in Figure 2-1:

https://oreil.ly/2tzXg


Figure 2-1. CSF 2.0 core functions

Identify

Understanding what you need to protect and why it matters

Protect

Safeguarding systems and assets to prevent incidents

Detect

Spotting anomalies and potential events early



Respond

Taking swift action to contain and address incidents

Recover

Restoring operations and learning from the experience

Govern

Overseeing cyber risk management strategy, policies, roles, and
accountability

With these six functions in mind, let’s see how they work in practice.

Identify
If you don’t know what you have, how can you protect it? That simple
question captures the heart of the Identify function within the framework.
This component serves as the foundation of any sound cybersecurity
program. Its purpose? To ensure an organization clearly understands its
current cybersecurity risks by first identifying its assets, understanding their
importance, and managing them appropriately.

Let’s break that down. The Identify function encourages organizations to
take inventory of everything that matters: hardware, software, data,
systems, facilities, services, and even people. These assets power the
business. And the more critical they are to achieving your goals, the more
essential it is to protect them.

Visibility is power. Without it, decisions are based on assumptions instead
of facts. And it’s not too often I’ve seen that work out. To build a strong
foundation, organizations must continuously ask three questions: What do
we have? What could go wrong? And how can we improve our visibility for
next time?



Asset Management
The first part of the Identity function, Asset Management, is a practice
where assets are identified and governed consistent with their relative
importance to organizational objectives and the organization’s risk strategy.
That means creating inventories, assigning ownership, classifying assets by
their criticality, and ensuring the inventory stays current. Chapter 3 covers
asset management in much greater depth, but to give you an immediate
sense of how it works, let’s look at a quick, practical software inventory
example now.

Unlike hardware, which can be physically tracked, software introduces
complexity like virtual environments, cloud-based tools, shadow IT, and
continuous updates. A good software inventory doesn’t just list what’s
installed—it accounts for who owns it, how often it changes, where
vulnerabilities might exist, and how it connects to other systems. Tools like
EDR, IT service management (ITSM) platforms, and SIEM systems help,
but they don’t catch everything. That’s why active scanning like network or
agent-based discovery is often used alongside them in asset management
efforts.

NOTE
According to IBM, shadow IT is “any software, hardware or information technology
(IT) resource used on an enterprise network without the IT department’s approval,
knowledge or oversight.” I’ll talk more about this in Chapter 3.

To be clear, creating an asset inventory isn’t a one-and-done project. The
Identify function also emphasizes maintenance. New tools are purchased.
People change roles. Systems evolve. So, the framework guides us not only
to build the inventory, but to keep it updated, define asset owners, and
identify any unauthorized assets floating around.

Risk Assessment

https://oreil.ly/IEZng


The next part of the Identify function, Risk Assessment, takes things to the
next level by asking “What could go wrong?” This portion is useful in
helping you understand threats and vulnerabilities facing assets and the
potential impact of those threats. Malware, phishing, and data breaches
aren’t just buzzwords. They’re real risks with real consequences, and
understanding both their likelihood and their potential damage is a key part
of building a strong cybersecurity defense.

This idea may feel familiar if you’ve worked in internal audit, project
management, or even operations. When I worked in audit, one of the first
steps in our planning process was building a list of risks and controls. We’d
brainstorm on the following questions: What could go wrong? What
controls are in place to prevent that? What gaps exist? That mindset
translates beautifully into cybersecurity. Thinking critically about risk helps
us anticipate problems before they become incidents.

So how do teams get started with this kind of risk thinking? By asking:

What are the most important systems or data we rely on?

What could go wrong with them?

What are we doing to stop that from happening?

And (maybe most importantly) what are we not doing?

This reflection helps build a culture of awareness and shared responsibility.
The NIST glossary defines a cyber threat as “any circumstance or event
with the potential to adversely impact organizational operations.”
Understanding the nature and impact of these threats is essential not just for
prevention, but also for detection, containment, and recovery—functions
you’ll learn more about later in this chapter.

TIP
The NIST glossary is a helpful resource for unfamiliar cybersecurity terms. Bookmark
it!

https://oreil.ly/Lr3UF
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In short, the Identify function is all about clarity. It helps you map out your
environment, understand what matters most, and prepare for what might go
wrong. And while it’s foundational, it’s anything but basic. This function
supports everything else you’ll do in cybersecurity, from designing controls
to responding to incidents. So take your time with each piece of the Identify
function, build strong habits, and enjoy the process of discovery.

You’re not just building an inventory. You’re building insight and visibility.
And those two make good cybersecurity possible.

Improvements
If Asset Management is “What do we have?” and Risk Assessment is
“What could go wrong?” then the Improvements component of the Identify
function is the part that asks, “What are we going to do better next time?”
This is where the Identify function stops being a snapshot and becomes a
living practice. Cybersecurity is not a set-it-and-forget-it sport. Your
business changes. Your technology changes. Threats change. So the Identify
work has to evolve, too.

In practical terms, Improvements are about learning and maturing by using
what you’ve discovered (and what you’ve experienced) to strengthen your
understanding of risk over time. That includes taking insights from audits,
incidents, near-misses, vulnerability trends, control testing, tabletop
exercises, third-party assessments, and even “we got lucky” moments, then
turning those insights into improvements in how you inventory assets,
classify them, and assess risk. This is how an organization moves from
reacting to problems to predicting and preventing them.

Here’s what that looks like when it’s working well:

You measure your Identify function work, not just complete it

It’s one thing to say, “We have an asset inventory.” It’s another to know
whether it’s accurate, complete, and current. Mature programs define
metrics such as inventory coverage (what percentage of systems are
accounted for), time-to-update (how quickly changes get reflected),



number of unknown or unauthorized assets found, or how often
ownership and classification are missing. Metrics turn vague confidence
into evidence.

You prioritize gaps based on risk, not how something feels

Improvement doesn’t mean fixing everything at once—it means
focusing on what matters most. If your risk assessment shows that a
particular system supports revenue, customer trust, or regulated data,
then gaps in how that system is inventoried, owned, or monitored
should rise to the top. A good improvement plan connects directly to
business impact.

You build repeatable feedback loops

Feedback loops are the difference between a program and a pile of
documents. After an incident, a penetration test, a quarterly risk review,
or a major system change, teams should ask: What did we learn about
our environment? What did we assume that wasn’t true? What did we
miss? What needs to change in our asset data or risk process so we don’t
repeat this? Then they capture those changes as updates to the asset
management process, risk methodology, standards, or tooling.

You treat improvement as a roadmap, not a guilt trip

Cybersecurity teams can easily fall into a pattern of constantly pointing
out what’s broken. Improvements give you a healthier approach: create
a realistic roadmap with clear owners, timelines, and outcomes. Not
everything must be “fixed” immediately. In fact, some items can be
accepted, transferred, or deferred with a documented rationale. The key
is that decisions are intentional.

A simple way to operationalize Improvements is to maintain an
improvement backlog, a living list of issues and enhancements that are
regularly reviewed and prioritized. Think of it like a product roadmap for
your cybersecurity foundation. Items might include cleaning up duplicate



asset records, improving cloud discovery, tightening how ownership is
assigned, updating classification criteria, or refining risk scoring so it better
reflects real-world impact.

Ultimately, the Improvements portion of the Identify function is how you
build trust in your own understanding of your environment. Over time,
improvements make your inventories more reliable, your risk assessments
more accurate, and your decision making faster. And that pays off in every
other function of the framework because you can’t protect, detect, respond,
or recover well from what you don’t understand well.

Protect
The Protect function of the NIST CSF plays an important role in
safeguarding a company’s assets, data, networks, and systems from
cybersecurity threats. Once an organization understands its technology
footprint—accomplished by the activities we reviewed within the Identify
function—they are positioned to properly protect what’s there. This section
of the framework is focused on both designing and implementing the right
safeguards that will help critical services be delivered with as few
interruptions as possible. And if there is a cybersecurity incident or event,
the impact of it is minimized because of the steps taken thanks to activities
that are part of the Protect function.

The Protect function is composed of six categories:

1. Identity management, authentication, and access control

2. Awareness and training

3. Data security

4. Platform security

5. Tech infrastructure resilience

6. Protective technology



The goal of the Protect component of the framework isn’t just limited to
preventing incidents, it’s rooted in building a posture of resilience so that
the attack surface is reduced. An ounce of prevention beats a pound of cure,
and the Protect function helps create a foundation for preventive, proactive
security. This is accomplished by layering defenses and having strong
policies and access controls, driving associate awareness and secure tooling
and tech configurations. Let’s start with the perimeter.

NOTE
Cybersecurity resilience is the ability to anticipate, withstand, recover from, and adapt
to adverse conditions, stresses, attacks, or compromises on systems that use or are
enabled by cyber resources.

Identity Management, Authentication, and Access
Control
Identity management, authentication, and access control are foundational
elements of any cybersecurity strategy. Identity management is the process
of creating, maintaining, and securing digital identities for human and
nonhuman entities (hello, AI agents), applications, services, and devices
within a technology environment, ensuring that the right entities are
recognized and managed throughout their lifecycle.

Authentication is a mechanism used to verify that an identity is legitimate,
often through passwords, biometrics, or multifactor methods. Ever log into
a system and get asked to provide a six-digit code that was texted to you?
That’s authentication.

Access control builds on authentication by determining what resources an
authenticated user or system is allowed to access, based on roles,
permissions, and policies. Together these components form a foundation for
secure operations, helping organizations prevent unauthorized access and
reduce the risk of breaches.



The first subcategory of the Protect function is all about making sure that
access to physical and digital assets is limited to authorized users, devices,
and processes. This is accomplished by managing identities throughout
their lifecycles, enforcing strong authentication, and applying least-
privilege and segregation-of-duties principles. Here is what that looks like
in action:

Deploying multifactor authentication (MFA) for all critical systems
will help prevent unrightful access, even if credentials are
compromised

Enforcing least privilege access in cloud environments will help
ensure that those with access are only able to access the
infrastructure necessary to perform their role’s responsibilities

Identifying and removing unused accounts regularly will reduce
the likelihood of dormant accounts being manipulated for network
access

With effective identity and access controls, security teams are better
positioned to reduce insider threats and prevent bad actors from accessing
technology ecosystems, which is what the Protect function is all about.

Awareness and Training
Technical controls are great, but if users are not aware of cybersecurity
threats even the most sophisticated technical controls can be circumvented.
The awareness and training category is all about making sure that users at
all levels of the company understand that cybersecurity is everyone’s job
and how they can contribute to protecting the organization. The following
are some examples of activities that are done to increase awareness across
the company’s personnel footprint:

Rolling out annual cybersecurity awareness training across the
company



Phishing simulations to determine how vigilant your associate
population truly is

Crafting role-based training courses to align with security threats
for different teams

Without an associate population that is aware of how their behavior impacts
the security posture of the organization, the first line of defense is
compromised. The first line of defense is composed of the employees,
contractors, and partners who interact with the digital systems and data of a
company on a daily basis. Yes, technology plays a critical role in protecting
information, but human behavior remains a key factor in preventing cyber
incidents as well as bolstering overall resilience. Many cybersecurity
breaches occur not because of technical failures and misconfigurations, but
are rooted in human error, like clicking on malicious links, sharing
passwords, or mishandling sensitive data. If this concept sounds familiar, it
is. In Chapter 1 we talked about how people impact cybersecurity—and this
is another layer of that philosophy.

Accidental exposure of data is another risk. This happens when sensitive
files are emailed to the wrong recipient, shared without proper permissions,
or uploaded to unsecured cloud storage. While unintentional, these actions
can still result in data breaches and even sometimes regulatory
consequences.

Insider threats (malicious or negligent actions by individuals within the
organization) work against the concept of the first line of defense. These
threats can be especially damaging because insiders often have legitimate
access to systems and data. I’ve always said the biggest risk to the data the
cybersecurity team is working to protect is the people who have rightful
access to it and use it in their day-to-day activities.

Ultimately, building a strong first line of defense requires ongoing
education, awareness training, clear policies, and a culture of cybersecurity
accountability. When associate populations understand the role they play in
protecting data and systems, they become an organization’s most effective
safeguard against cyber threats.



Data Security
The data security component of the Protect function of the NIST CSF
addresses how data is managed and protected across its lifecycle. This
could be data at rest, in transit, or in use. The focus is on the CIA triad of
confidentiality, integrity, and availability of data that you learned about in
Chapter 1.

Data security is foundational to an organization’s broader information
security strategy. It includes the processes, technologies, and policies that
are designed to protect data from unauthorized access, alteration,
disclosure, or destruction. This includes safeguarding personally
identifiable information (PII), financial information, intellectual property
(IP), and internal company communications.

The importance of data security perfectly aligns with the consequences that
can result from data breaches, and they are significant. These could include
financial losses, reputational damage, legal liability, and loss of stakeholder
trust. This is especially true in regulated industries like healthcare and
finance. Data security is not just a best practice but a legal requirement.
Depending on the industry or geographic location of a company, it may
need to comply with regulatory frameworks like HIPAA, the GDPR, and
the Payment Card Industry Data Security Standard (PCI DSS).

Technological capabilities like encryption, authentication protocols, access
controls, and secure data transfer are all focused on preventing unauthorized
access. And human factors are equally as important. Employees must be
trained to recognize phishing attempts, identify deepfakes, follow secure
data handling procedures, and know how to report suspicious activity. A
data security strategy should also provide guidance around where data
resides.

The following are a few examples of some tasks a cybersecurity team
would perform that are focused on data security:

Making sure data both at rest and in transit are encrypted

Using DLP tools to detect and prevent unauthorized data sharing



Making sure data is classified appropriately and applying controls
based on the classification level

Data security is critical for establishing and maintaining organizational
resilience in the face of ever-changing cyber threats. It fosters trust among
clients, business partners, shareholders, and regulators by showing a
commitment to ethical and responsible data stewardship. For folks new to
the field of cybersecurity, understanding data security provides a valuable
entry point into the broader discipline because it highlights the
intersectionality of technology, policy, and human behavior.

Platform Security
The platform security portion of the Protect function is all about the secure
configurations and continuous protection of applications, endpoints, and
systems. Platform security is not only about hardening but also performing
continuous assessments of platforms and software environments.

NOTE
Hardening is the process of reducing vulnerabilities in systems, applications, and
networks to make them more resistant against cyber attacks.

These continuous assessments can be accomplished through actions such as
the following:

Applying secure configurations using baselines like Center for
Internet Security (CIS) Benchmarks

Ongoing patching and vulnerability management of applications
and operating systems

Making sure that devices are booted with secure software

Platform security focuses on securing foundational technology components
that make up an organization’s digital environment. This would include



things like operating systems, applications, firmware, and devices. Platform
security makes sure that systems and software aren’t easily exploitable, and
if there are known weaknesses, those are identified and remediated early on.
Think of it like the digital equivalent of securing the foundation and
structure of a house before decorating the inside. If the base isn’t solid,
everything else is at risk.

Attackers often look for weaknesses in these platforms to gain access,
escalate privileges, and even move laterally across systems. Companies
with unpatched software, misconfigured servers, and outdated devices are
often seen as easy targets. If a company’s platform security isn’t sufficient,
even the strongest passwords and best-trained users won’t be enough to stop
a breach!

Platform security in action looks like regularly applying security patches,
using hardened configurations based on industry benchmarks (like CIS or
NIST SP 800-53), disabling unnecessary services, and making sure only
trusted software is installed across a network. It also means identifying
unauthorized changes and validating the integrity of systems, especially
during boot processes.

Organizations might implement tools like configuration management
platforms, vulnerability scanners, and secure build pipelines to enforce
platform security across their technology ecosystem. Platform security is
about strengthening the digital plumbing that keeps everything running.

As you continue along the journey of unpacking the foundational and
essential concepts of cybersecurity, remember this: cybersecurity isn’t just
about the visible threats. It’s also about silently strengthening the
infrastructure that supports every digital (and human) interaction.

Technology Infrastructure Resilience
Technology infrastructure resilience focuses on designing and maintaining
technology systems that can withstand disruptions (no matter if the
disruption was caused by cyberattacks, hardware failures, or natural
disasters) and continue to support essential business operations. It’s about
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making sure that even when something goes wrong (and let’s face it,
something always goes wrong eventually), the organization keeps moving.

Resilience is a company’s ability to anticipate, withstand, recover from, and
adapt to attacks. Resilience honors the fact that incidents are not inevitable.
As a result, it is focused on minimizing the impact of attacks while working
towards recovery. It’s ultimately a nice blend of business continuity and
disaster recovery.

Without infrastructure resilience, a single failure like a ransomware attack
or a critical server crash could bring business operations to a halt. Imagine
hospitals not being able to access patient records, banks freezing
transactions, or supply chains coming to an unexpected stop. The impact
could be financial, reputational, and sometimes even life-threatening.

NOTE
A ransomware attack is a type of cyberattack where malicious software encrypts a
victim’s files or systems, making them inaccessible. The attacker then demands a
ransom payment, often in cryptocurrency, in exchange for the decryption key. These
attacks can disrupt operations, cause significant financial loss, and damage an
organization’s reputation.

So what does resilience look like in action? It’s redundant data centers. It’s
routine backups tested for integrity. It’s having alternative communication
channels ready when the main ones fail. And business and cybersecurity
teams that know exactly what to do when something breaks.

Resilience isn’t about avoiding all problems; it’s about bouncing back fast
and effectively. It’s like shock absorbers on a bike. You can’t avoid every
bump in the road, but you can make sure the wheels don’t fall off.
Technology infrastructure resilience is how continuity in the face of chaos
is planned for and created. And for those who are new to cyber, it’s a
reminder that good security isn’t just about locking everything up, it’s about
building flexible, durable systems that can take a hit and keep going.



Protective Technology
Protective technology relates to the use of technical security tools and
solutions that are designed to safeguard systems, data, and even operations.
The primary goal of protective technology is to make sure that technical
security measures are appropriately implemented, monitored, and
maintained to reduce risk and support the company’s security objectives.
This includes security tools and solutions like endpoint protection,
encryption (which was mentioned earlier), activity logging, and network
configurations. These activities allow companies to limit the spreading of
malicious software (commonly referred to as malware), prevent
unauthorized access, detect suspicious activities, and support incident
response and recovery efforts. When these protective technology tools and
solutions align with company policies and are built into the company’s
infrastructure, they are set up for success.

But what does this look like in practice? Here are a few examples of
protective technology:

Deploying firewalls to block malicious traffic

Using EDR tools to monitor device activity

Implementing data encryption for data at rest and in transit

Protective technology is like the backbone of an organization’s
cybersecurity strategy, but more technical. These tools and solutions are
how policies are enforced, activities are monitored, and digital assets are
secured.

Detect
By now, you’ve started to get the hang of things. You’ve identified your
assets, assessed the risk, and laid the groundwork for solid protections. But
here’s a hard truth about cybersecurity: no matter how well you prepare,
things will still go wrong. That’s where the Detect function of the NIST



CSF 2.0 comes in. Its role is clear: help you spot trouble before it turns into
a full-blown crisis.

The Detect function is all about timely discovery. While the Identify and
Protect functions are proactive—laying the foundation and putting up
defenses—Detect is about staying alert and aware. Think of it like a home
security system: once you’ve locked the doors and shut the windows, you
still want to know if someone tries to break in, right? Well, that’s detection.

The NIST CSF 2.0 describes the goal of the Detect function this way:
“Anomalous events are identified and assessed in a timely manner to ensure
that cybersecurity events are detected.” Anomalous events are single
occurrences or patterns that deviate significantly from baseline or expected
activity.

Detection is like having motion sensors in your house. The locks (which are
the Protect aspect) keep people out, but the sensors tell you if someone
bypassed them. In cybersecurity, not detecting problems quickly can result
in costly breaches, data loss, or extended downtime, all of which are
counterintuitive to what a company is working for.

Timely detection helps reduce the impact of incidents by enabling quicker
responses. It also supports regulatory compliance and demonstrates due
diligence to stakeholders. Most importantly, it gives your security team the
awareness they need to stay one step ahead of threats and bad actors.

What Detection Looks Like in Action
Detection is a collective of tools, processes, and people working together to
continuously monitor your environment to identify threats. Say an attacker
tries to log in using stolen credentials. A detection capability might trigger
an alert when it sees 10 failed login attempts from an unusual IP address. Or
if a file is behaving suspiciously, your endpoint protection tool might flag it
for analysis. Table 2-1 shows a few key categories and capabilities within
the Detect function.



Table 2-1. An overview of detection capabilities

Category Capability Detected activity

Anomalies
and events

Monitoring for
activities that
deviate from
normal
behavior

Unusual logins, unexpected data
transfers, or spikes in system activity

Security
continuous
monitoring

Ongoing
observation of
systems, users,
and networks

Misconfigurations, unauthorized
changes, or new vulnerabilities

Detection
processes

Making sure
detection
activities are
organized and
repeatable

Missing or inconsistent investigation
procedures, improperly tuned
detection tools, unclear roles and
responsibilities, or failure to escalate
alerts appropriately

Tools That Help with Detection
There are tools available to help companies with detection. As discussed in
Chapter 1, tools like SIEM and EDR act as the heavy lifters here,
centralizing logs and monitoring endpoints for signs of compromise.

Cybersecurity teams can also layer in additional tools, such as network
monitoring tools that watch the flow of traffic across your network and can
detect unusual behavior, like communication with known malicious IP
addresses. They can also use Threat Intelligence Feeds, which provide
external context about known threats, such as newly discovered malware or
active attack campaigns.



Though there are lots of tools to help, detection isn’t always easy. For one,
there’s the dreaded alert fatigue. This is when your tools generate so many
alerts that your team tunes them out (or worse, misses something
important). Then there are false positives, where normal activity is mistaken
for malicious behavior, causing unnecessary investigations. And let’s not
forget the challenge of visibility gaps, blind spots in systems that aren’t
properly monitored or integrated into your detection program.

That’s why tuning tools, defining clear thresholds for alerts, and regularly
reviewing detection strategy is critical. No tool is effective without people
to monitor alerts, investigate findings, and take timely and appropriate
action. Detection is as much about humans as it is about tooling and
technology.

How the Detect Function Connects to the Bigger Picture
Remember earlier when I said the functions of the NIST CSF are meant to
work together like puzzle pieces? Detect is the connective tissue between
Protect and Respond. When something bypasses your protections, and it
eventually will, activities within the Detect function ensure cybersecurity
teams know it’s happening. It gives them the chance to act, contain, and
minimize the damage before the situation escalates.

This is why the Detect function is so valuable. It doesn’t just catch bad
guys. It builds situational awareness. It empowers cyber teams to move
from being reactive to proactive. And it lays the groundwork for smart,
swift responses—something we’ll cover more deeply when we get to the
Respond function later in the chapter.

The Detect function of the NIST CSF 2.0 is a cyber team’s early warning
system. It’s how they recognize when something’s gone off track and how
they get the insight they need to respond effectively. For those new to
cybersecurity, detection may feel technical or intimidating at first. But think
of it as developing your cyber instincts.



Respond
You’ve identified critical assets, protected your systems, and built a solid
detection strategy to spot suspicious activity. But here’s a reality check:
even the best defenses don’t guarantee immunity from cyber threats.
Eventually, something will slip through. Many of us in cybersecurity often
say, “It’s not if an incident will happen, but when.” That’s where the
Respond function of the NIST CSF 2.0 takes the stage.

The Respond function is about taking deliberate, organized action when a
cybersecurity incident occurs. It answers the all-important question: Now
that something’s gone wrong, what do we do about it? Without a well-
rehearsed response, even a small incident can spiral into a full-blown crisis.
The best detection tools in the world are useless if the folks receiving the
alerts don’t know what to do next.

Why Response Is Critical
Imagine your smoke detector goes off in the middle of the night. You smell
smoke, your heart races, and you’re ready to spring into action, but do you
know where the fire extinguisher is? Do your family members know where
to meet in case of evacuation? Have you ever practiced what to do when
there’s a fire?

In cybersecurity, the stakes are just as high. When an incident is detected,
whether it’s ransomware, a phishing attack, or data exfiltration, the speed
and effectiveness of a cyber team’s response can mean the difference
between a minor event and a public disaster. A well-executed response
limits damage, reduces recovery time and cost, and shows stakeholders that
your organization takes security seriously.

Without a structured response plan, teams may panic, miscommunicate, or
take inconsistent actions that make the situation worse. Sometimes it even
leads to compliance violations. The result? Data loss, reputational damage,
and possibly hefty regulatory fines.



Respond Function Operational Categories
The NIST CSF 2.0 breaks the Respond function into several key categories.
Each phase plays a part in managing an incident from the moment it’s
identified to the moment it’s contained:

Incident Management

Incident Management is the heart of the Respond function. It involves
predefined plans and workflows that dictate how incidents are handled.
Who’s notified? What steps are taken first? When does legal get
involved? In a mature cybersecurity program, incident response plans
(IRPs) are tested and updated regularly. You definitely don’t want to get
caught dusting this off for the first time during a real breach.

Analysis

Once an incident is identified, you need to understand what happened.
The Analysis phase involves collecting logs, system data, and forensic
evidence to determine the scope and root cause. The goal? Pinpoint the
who, what, when, where, and how so you can stop the incident from
having a bigger impact and prevent it from happening again.

Mitigation

After the cause is understood, mitigation is about containing the
damage. A core part of the Respond function is to make sure that due
diligence is performed to reduce the likelihood of the incident
happening again. Maybe that means isolating infected systems,
revoking compromised credentials, or blocking malicious domains. The
faster and more precisely this is done, the better the outcome.

Communication



You can’t fight cyber fires in isolation. A key part of the Respond
function is communication about the incident and progress made to the
appropriate parties. Internal teams, executives, customers, partners, and
sometimes regulators may need to be informed. A solid communication
plan includes who gets notified and what’s shared, when and through
what channels. And yes, this includes external reporting requirements
like GDPR or state breach notification laws.

Improvements

Once the incident is contained, take a breath, but don’t stop making
progress! The Improvements category focuses on learning from what
happened. Were there delays in detection? Did the response steps go
smoothly? What could be improved for next time? The best teams turn
incidents into fuel for long-term growth.

What Response Looks Like in Action
Let’s say your company detects a ransomware attack. Once identified, the
IR plan kicks in. The security team isolates the affected systems to prevent
the spread. Forensics begins examining how the attacker gained access. Was
it a phishing email? A software vulnerability?

Meanwhile, internal stakeholders are briefed, legal prepares compliance
notices, and external partners (like cybersecurity firms or law enforcement)
are looped in as needed. The team rolls out backup systems and begins
restoring encrypted files. A few days later, leadership reviews the incident,
refines detection rules, and updates the response playbook. That’s Respond:
structured, focused, and effective.

Building a strong Respond function doesn’t happen overnight. It requires
training, planning, collaboration, and a little imagination. Tabletop



exercises, which are like fire drills for cyber, can be especially helpful.
They simulate incidents and test your team’s readiness under pressure.

Organizations should also keep their response plans aligned with business
priorities and legal obligations. The goal isn’t just to react, it’s to respond in
a way that preserves trust, limits damage, and meets your operational and
regulatory needs.

When cyber trouble knocks at your door, your Respond capabilities
determine how quickly and how well teams bounce back. It’s not enough to
know something bad is happening. Cyber teams need to have a plan, act on
it confidently, and adapt as the situation evolves.

The Respond function gives teams the tools, structure, and mindset
necessary to manage incidents instead of being managed by them. It’s the
bridge from the chaos of an attack to the stability (and peace of mind) of
recovery.

And speaking of recovery, that’s where we’re headed next. Because once
the fire’s out and the dust settles, it’s time to rebuild. The final core
operational function of the NIST CSF 2.0, Recover, is all about getting back
to business, stronger than before.

Recover
The cyber storm has passed. Intrusions were detected, response plans were
activated, and the incident was contained. But the job isn’t done. After a
cybersecurity event, the ability to recover quickly and effectively is just as
important as preventing the incident in the first place. That’s where the
Recover function of the NIST CSF 2.0 comes in.

Recover is all about restoring normal operations after a cyber disruption.
Whether your systems were taken offline by ransomware, a data breach
compromised customer records, or a distributed denial-of-service (DDoS)
attack overwhelmed your services, the Recover phase helps you get back on
your feet. And it helps you come back better than before.



Let’s say your company experiences a major outage due to a cyberattack.
Customers can’t access services, and employees can’t log in to critical
systems. The way you recover—how fast, how well, and how transparently
—will have a lasting impact. This is where reputations are either salvaged
or shattered.

Think of the Recover function as your playbook for business continuity.
Without it, your team may struggle to bring systems back online,
misunderstand priorities, or even repeat mistakes. Recovery isn’t just about
restoring data, it’s about restoring confidence. It’s the difference between
being seen as a resilient organization or one that failed under pressure.

Recover Function Operational Categories
The Recover function has three primary categories, each with an important
role to play:

Recovery Planning

Recovery doesn’t begin after an incident—it starts long before.
Recovery Planning means developing strategies and procedures that
guide how systems and assets are restored. These plans define who is
responsible for recovery tasks, the order in which systems should come
back online, and how long restoration should take. It’s the blueprint that
turns chaos into clarity, making way for a smooth path forward.

Improvements

You’ve made it through the fire and now it’s time to take notes. What
went well? What didn’t? The Improvements category makes sure that
lessons learned from incidents are documented and used to strengthen
future resilience. It’s critically important to make sure each recovery
effort makes a company’s resilience stronger so that cyber teams are



even better prepared to navigate future challenges that are certain to
come.

Communications

After an incident, communication underpins trust. No matter if it’s
internal updates to employees, status reports to leadership, or public
messaging to customers and regulators—clear and honest
communication is crucial. This part of the Recover function encourages
companies and cyber teams to be transparent and intentional in recovery
communications.

Recovery Is Everyone’s Responsibility
While the Recover function may sound like a cyber-only task, it’s actually a
cross-functional effort. Legal, compliance, HR, public relations, executives,
and customer support all have a role to play. Recovery affects everything
from customer experience to regulatory obligations, and as such, planning
should involve input across the organization.

It’s also important to test your recovery plans before you need them. Just
like fire drills and response tabletops, recovery exercises help teams
practice bringing systems back online under time pressure. They help
clarify dependencies, identify bottlenecks, and prepare people for high-
stakes scenarios.

Now that we’ve explored the five core operational functions of the
framework, you might be wondering: who makes sure all of this actually
happens? Who decides what “good” looks like for cybersecurity in an
organization? And how do you align cybersecurity with business goals,
compliance obligations, and organizational values?

That’s where the Govern function steps in.



Govern
The Govern function is the strategic engine behind the rest of the
framework. It doesn’t live in the server room, it lives in the boardroom, the
policy manual, the risk register, and the daily decision-making processes
that shape an organization’s cybersecurity posture. Govern helps you set the
direction, assign responsibility, manage risk, and ensure accountability
across all levels of the business.

If there’s a part of the framework that makes my former auditor heart sing,
it’s the Govern function. It’s the part where structure meets strategy and
where cybersecurity steps out of the server room and into the boardroom.
And while it might not have the adrenaline-pumping appeal of stopping a
security incident attack mid-flight, Govern is arguably the most critical
function in the entire CSF 2.0. Why? Because without strong governance,
even the best technical defenses can become chaotic, misaligned, and
ineffective.

In this section, we’ll dig into the components of the Govern function: how
organizations define their cybersecurity roles, establish policies, track
compliance, and ensure everyone from executives to technical teams are
rowing in the same direction. Because at the end of the day, even the most
advanced cybersecurity tools can’t help you if the boat isn’t being steered
with purpose. Let’s explore how governance makes it all work. Let’s get
into why NIST added this function in version 2.0, what it means, and how it
plays out in reality.



WHY WAS GOVERN ADDED?
In earlier versions of the framework, governance was implied but not
explicitly called out. It was sprinkled throughout the other functions
like risk management in Identify or policy decisions buried in Protect,
but it didn’t really have a defined home. That changed with CSF 2.0,
and Govern was elevated to its own function, giving it the spotlight it
deserves.

Why the change? Because organizations increasingly recognized that
cybersecurity isn’t just a technical problem, it’s a business imperative.
The lack of clear governance was contributing to security breakdowns,
compliance failures, and misplaced accountability. So NIST fixed it
with Govern anchoring the framework with a solid strategic foundation.
This encourages companies to lead cybersecurity efforts with intention
and align them with business goals.

Govern Function Operational Categories
At its core, Govern is all about setting the rules of the cybersecurity road
and making sure everyone follows them. It answers big-picture questions
such as:

Who is responsible for cybersecurity?

What policies and procedures guide our decisions?

How do we ensure compliance with laws and regulations?

What’s our risk tolerance and how is it measured?

How do we communicate cybersecurity expectations throughout
the organization?

NIST breaks the Govern function into six key categories:

Organizational Context



Understanding the business environment, mission, and operating
context

Risk Management Strategy

Defining how the organization approaches and tolerates risk

Cybersecurity Supply Chain Risk Management

Addressing risks posed by vendors, partners, and third-party providers

Roles, Responsibilities, and Authorities

Clearly assigning accountability and decision-making authority across
the enterprise

Policies, Processes, and Procedures

Developing documented rules for how cybersecurity is managed and
executed

Oversight and Review

Regularly reviewing and auditing the program to ensure it’s effective
and up to date

If this list sounds like it could have been lifted from an audit playbook,
you’re not wrong. Governance is the connective tissue that links security
efforts to measurable outcomes. Which is exactly where my auditor brain
starts getting excited!

What the Govern Function Looks Like in Action
Let’s bring the Govern function to life with a scenario. Imagine a company
that has excellent technical controls like firewalls, endpoint detection, MFA
—you name it. But they’ve never documented their risk tolerance. No one
knows who’s responsible for approving new tools. Security policies are



outdated or nonexistent. And no one has reviewed their third-party vendor
agreements in years.

If something goes wrong (and it usually does), who’s accountable? Who
signs off on incident response? How do we know we’re meeting regulatory
obligations? This is what happens when the Govern component is missing!

Now flip the script. In a well-governed cybersecurity organization, policies
are reviewed annually. Roles and responsibilities are clearly documented.
Leadership is involved in defining risk tolerance and makes informed
decisions based on it. Supply chain risks are reviewed regularly and
oversight processes ensure continual improvement.

Sound like a lot of cooks in the kitchen? It is. But when done well, the
Govern function is what keeps all the cooks doing their part in the recipe
that is cybersecurity.

Governance is the difference between having security controls and
managing them well. It’s what ensures that cybersecurity doesn’t operate in
a silo. It empowers organizations to make better decisions, reduce risk, and
respond to change with agility. It provides accountability, transparency, and
direction, all of which are essential in today’s complex digital environment.

Remember: every shiny new tool or high-stakes initiative still needs a
roadmap, an owner, and a check-in process. That’s governance in action.

Conclusion
Congrats! You’ve just taken a big step toward understanding the heart of
cybersecurity. We’ve walked through all six functions of the NIST CSF 2.0:
Identify, Protect, Detect, Respond, Recover, and Govern. You’ve probably
noticed that these aren’t standalone silos. They’re interconnected.
Governance influences every other function. You can’t protect what you
haven’t identified. You can’t detect threats if you haven’t defined what
“normal” looks like. You can’t recover confidently without a plan. And you
certainly can’t guide a cybersecurity strategy without governance anchoring
the whole program.



So give yourself a high five because you’ve got a solid foundation now.
Let’s keep building on it as we move to Chapter 3, on asset management.



Chapter 3. Asset Management

You can’t protect your cybersecurity ecosystem if you don’t know what’s in
it. This simple truth is the core foundation of asset management.

Think of it this way. Imagine someone broke into your house. How would
you know what was missing? A missing TV is easy to spot, but what about
jewelry, cash, important documents, or the spare laptop tucked away in a
closet? The answer depends on whether you already knew what you owned
and where it was. If you kept an up-to-date home inventory with photos,
serial numbers, and storage locations, you could quickly identify what was
stolen, report it to law enforcement or your insurance company, and begin
recovering. Without that inventory, you’re left walking from room to room
wondering, “Was that always there?” or “Did I own another tablet?”

Now, what if your house were your organization’s cybersecurity ecosystem?
Instead of televisions and jewelry, you’re trying to account for laptops,
servers, cloud applications, APIs, databases, and employee accounts. Before
you can protect them, patch them, monitor them, or recover them after an
incident, you first have to know they exist:

What assets do we own or control? (ownership)

Where are they physically or virtually located? (location)

Who is responsible for them? (responsibility)

How critical are they to business operations? (criticality)

What protections are in place? (enforcement)

If you don’t have clear, updated answers to these questions, your
organization is vulnerable to an attacker wreaking havoc on your stuff. No
thanks!



In this chapter, you’ll build on the foundational principles of the NIST CSF
2.0 by exploring the ever so critical role of asset management in a modern
cybersecurity program. You’ll learn what constitutes an asset and why
visibility is a prerequisite for all security controls. I’ll break down the key
elements of a robust asset management program and help you examine how
maintaining an accurate inventory is not only essential for meeting legal,
regulatory, and industrial compliance standards, but designing a security
program that is built on a foundation of visibility and resilience.

Understanding Asset Management
In the context of cybersecurity, asset management refers to the practices and
processes of knowing exactly what assets you have, where they are, who
uses them, and how they are configured so you can protect them effectively.

In this section, I’ll take you through what is considered an asset, why asset
management is critical to your cybersecurity program, and the impact of
shadow IT on asset management.

What Is an Asset?
An asset is anything that has value to an organization and, rightfully so,
needs to be protected. Its value doesn’t have to be monetary. An asset could
be a physical device like a laptop, a digital resource like a cloud application,
a database containing customer information, or even a user account that
grants access to critical systems. If losing, damaging, or compromising
something would negatively impact the organization, it’s considered an
asset from a cybersecurity perspective.

Assets can be physical or digital. Each type of asset carries its own set of
risks to your organization if they are not secured properly. Table 3-1 lists
different types of assets and their potential risks.



Table 3-1. Assets and potential risks

Asset type Examples Potential risks

Hardware Physical devices such as desktops,
laptops, smartphones, tablets,
Internet of Things (IoT) devices,
printers, routers, switches, servers,
etc.

Unauthorized
access, theft,
damage

Software Operating systems, installed
applications, cloud services, APIs,
etc.

Vulnerabilities,
unauthorized
changes

Data Customer records, financial
information, intellectual property,
and proprietary research

Breaches, leaks,
deletion,
corruption

Accounts and
credentials

User logins, service accounts,
administrative accounts, and
privileged access keys

Unauthorized
access, credential
theft, privilege
escalation, lateral
movement

Why Asset Management Is Critical for Cybersecurity
Without accurate visibility into your assets, your cybersecurity strategy will
have weak spots. The following are the main reasons asset management is
so important to an effective cybersecurity program:

Visibility and control

If you don’t know a device exists, you can’t apply security controls to it.
Asset management ensures that every server, laptop, mobile device, and



cloud service is visible and accounted for. This reduces the chance that
rogue devices or services slip through security gaps.

Risk prioritization

Not all assets are equally valuable. A public-facing web server with
customer data is a way higher priority than a retired printer in the
storage closet. Asset management can help cybersecurity teams with
this prioritization. A true asset inventory allows cyber teams to classify
and rank assets so they can focus the strongest protections on priority
assets.

Vulnerability management

Security teams run vulnerability scans to find weaknesses in systems.
Without an accurate asset inventory, those scans can miss critical
devices or flag outdated systems that no longer exist. Asset management
makes sure that vulnerability scanning covers the full cybersecurity
ecosystem so that weaknesses are identified and addressed in a timely
manner.

Incident response

When a cybersecurity incident occurs, time is critical. Having a detailed
asset inventory enables incident responders to quickly locate impacted
systems, understand their significance to business continuity, and take
them offline if needed. Without this knowledge, containment is slower,
and damage can spread rapidly.

Compliance and legal requirements

A lot of cybersecurity frameworks and regulations like the NIST CSF
2.0, ISO 27001, and CIS Critical Security Controls explicitly require
asset management. Failing to maintain an accurate inventory can lead to
compliance violations, fines, and reputational damage.

Cost and efficiency



Unused software licenses, idle virtual machines, and outdated devices
all cost money. Asset management helps identify underutilized or
unnecessary resources so they can be eliminated, leading to recouped
costs and a reduced attack surface.

You’ll learn more about how an asset management program can address
these concerns later in this chapter. But first, I need to talk about something
that has a huge impact on asset management: shadow IT.

Impact of Shadow IT on Asset Management
One of the biggest asset management challenges is dealing with shadow IT.
Simply stated, shadow IT is hardware or software deployed without the
knowledge or approval of the IT or security team.

While often driven by employees’ desire to work more efficiently or use
familiar tools, shadow IT poses significant risks to cybersecurity,
compliance, and business operations. Essentially, because shadow IT isn’t
accounted for in an asset management program, it cannot be protected.
Asset management programs must include methods for detecting and
managing these assets to ensure appropriate visibility and coverage.

Understanding the risks shadow IT poses is critical for organizations aiming
to maintain a secure and well-governed cybersecurity ecosystem and build a
sufficient asset management program.

Unsecured entry points
One of the most pressing risks of shadow IT is the creation of unmonitored
and unsecured entry points into an organization’s network. Employees may
use personal devices, unapproved cloud storage platforms, or unsecured
collaboration tools that lack the robust security controls vetted by IT and
cybersecurity teams. These tools may not have features such as multifactor
authentication, data encryption, or strong password policies, which can
make them susceptible to hacking, phishing, and malware attacks. Without
visibility into these tools, application owners are not positioned to apply



patches timely, monitor usage, or detect anomalies, leaving the door open
for cybercriminals.

Data leakage
Another risk of shadow IT is data leakage. When employees store or
transmit sensitive company information through unauthorized applications,
they risk exposing data outside the organization’s control. This can occur
through unsecured file-sharing services, personal email accounts, or chat
applications. Without proper DLP mechanisms, sensitive intellectual
property, client records, or financial data can be leaked unintentionally or
stolen maliciously. This risk is amplified if employees leave the
organization with critical information stored in personal accounts or
lingering access to company systems with sensitive data.

Organizations in regulated industries like healthcare, finance, or
government are subject to strict data protection laws like GDPR, HIPAA,
and the Sarbanes–Oxley Act (SOX) (more on regulatory considerations
later in this chapter.) Shadow IT can easily violate these requirements by
bypassing mandated security controls, retention policies, or audit trails. For
example, storing patient data in an unapproved cloud app could lead to
noncompliance penalties, legal action, and loss of certifications. Even
unintentional violations can result in reputational harm and severe financial
consequences.

When there is a security incident, security teams must quickly identify
affected systems and data to contain the breach. Shadow IT complicates this
process because unauthorized tools may not be logged in the organization’s
asset inventory. Without visibility, security cannot appropriately assess the
scope of an incident, apply patches, or remove compromised accounts
promptly, which can prolong the timeline to recovery and underestimate
incident impact.

Hidden costs
Another risk associated with shadow IT is the potential for hidden costs.
This could include duplicate subscription fees for services already provided



by the organization. Additionally, security may need to invest a significant
amount of resources to migrate data from unauthorized platforms back into
sanctioned systems, retrain users, and remediate any security gaps caused
by unapproved system use. In extreme cases, breaches stemming from
shadow IT can result in expensive forensics investigations, legal
settlements, and/or regulatory fines.

Though shadow IT often is rooted in a desire for speed, convenience, or
innovation, its risks far outweigh the benefits if left unchecked. Security
teams must work to identify and prevent it through a combination of clear
policies, employee training, and effective monitoring tools. By fostering
open communication between business units and security teams,
organizations can provide secure and approved alternatives that meet
employees’ needs without compromising security, compliance, or
operational efficiency.

Now that you understand what asset management aims to protect and
what’s at stake, let’s dive into the elements of an asset management
program.

Key Elements of a Cybersecurity Asset
Management Program
Cybersecurity asset management is not one size fits all. The specifics of the
program can vary from company to company, especially those that are more
complex or sophisticated than others. However, there are some elements
that most effective asset management programs include. They are as
follows:

Discovery

The process of creating an asset inventory starts with identifying assets
within a company’s cybersecurity ecosystem.

Classification



Once assets are identified, they are categorized based on their type,
what types of data they hold, how they are accessed (i.e., only behind a
VPN or via web), and how critical they are to business operations.
These collective elements help cybersecurity teams determine the level
of protection that each asset should receive.

Ownership

Every asset should have a dedicated, assigned owner. This person is
responsible and accountable for the asset’s security, maintenance, and
proper use.

Tracking and updates

Asset inventories are not static—they must be updated whenever assets
are added, moved, reconfigured, or retired. Outdated inventories quickly
become unreliable and less valuable when working to maintain or
approve a company’s security posture.

Integration

Asset data should be used in vulnerability management, patch
management, access control, and incident response processes as it
makes each of these processes more relevant, complete, and effective.

I’ll talk about these elements throughout the chapter. Asset management
sounds simple on the surface: “Keep a list of all the stuff we own and use.”
Easy, right? Nope! Not so fast. Let’s start at the beginning with an asset
inventory.

Gathering Asset Inventory Information
If you don’t have visibility into the tools, systems, and services people are
using, you can’t protect them or the data they handle. The antidote is a
comprehensive asset inventory. By deliberately cataloging every sanctioned
system and device, along with key details about what they do and how



they’re accessed, you create a map of your organization’s technology
landscape. It’s a treasure map, with the treasures being the valuable data
and systems you must protect. Some treasures are locked in chests behind
guard towers (VPN, encryption, firewalls). Others are sitting out in the open
(internet-facing). Without the map, you wouldn’t know where to strengthen
your defenses or where the biggest risks lie.

This map is the foundation for cybersecurity, risk management, compliance,
and incident response. The more accurate and complete it is, the better
equipped you are to detect vulnerabilities, respond to threats, and stay
compliant with regulations.

However, it’s important to note that there is no one-size-fits-all approach to
asset inventories. They require dedicated time, people, and processes to
create and maintain, which can be challenging for smaller or less mature
security teams. In some organizations, an asset inventory may be as simple
as a well-maintained spreadsheet. Others use configuration management
databases (CMDBs), IT asset management (ITAM) platforms, cloud asset
management tools, or specialized cybersecurity solutions that automatically
discover and update assets across the environment. Regardless of the tool,
the goal is the same: maintain an accurate, living inventory of the
technology the organization relies on.

Organizations with more mature cybersecurity programs often strive to
inventory every asset in their environment. Others begin by focusing on
their crown jewels: the systems, applications, and data that are most critical
to business operations or would cause the greatest financial, operational,
legal, or reputational harm if compromised. Examples of those could
include a company’s customer database, financial systems, intellectual
property repositories, production environments, identity management
systems, or domain controllers. By prioritizing these high-value assets,
organizations with limited resources can concentrate their security efforts
where they matter most while continuing to mature their inventory over
time.



Regardless of whether an organization tracks a few dozen critical assets or
hundreds of thousands of devices and applications, the inventory should be
treated as a living document. New assets are deployed, old ones are retired,
software is upgraded, and cloud resources can appear and disappear in
minutes. An outdated inventory is almost as risky as having no inventory at
all.

Let’s explore exactly what kinds of information a cybersecurity team
collects when building that inventory and why each data point matters.

Asset Name and Identifier
I don’t mean to be Captain Obvious, but starting by giving the asset a name
and identifier is the practical foundation. Every asset—whether it’s a server,
laptop, cloud application, or network device—needs a unique, recognizable
label in your inventory. The name could follow a standardized convention
(something like ATL-HR-SRV-03 for an HR server in Atlanta) or simply a
descriptive title. Including a unique ID or serial number will help ensure
there’s no confusion between Laptop in HR and the Other Laptop in HR.
This is essential when tracking usage, pushing out updates, and managing
security incidents. It will save your security team a lot of time and stress.

Asset Type and Category
Not all assets are created equal. Is it a database server? A desktop
workstation? A SaaS platform? Categorizing assets helps cybersecurity
teams prioritize protections based on the risk profile of each asset class. A
production database with customer credit card data definitely demands
tighter security controls than the office vending machine’s networked
payment reader (and yes, that needs monitoring too).

Data Stored Within the Asset
Cybersecurity is fundamentally about protecting data, so it’s critical to note
what information an asset holds. Here are some types of data that an asset
could include:



Personally identifiable information (PII)

Information that can identify an individual such as names, Social
Security numbers, phone numbers, or driver’s license numbers

Payment card information (PCI)

Credit and debit card data, like card numbers, expiration dates, and
security codes used to process payments

Protected health information (PHI)

Medical records, health insurance information, diagnoses, treatment
histories, and other healthcare-related data tied to a specific person

Intellectual property (IP)

Proprietary business information including source code, product
designs, research, trade secrets, formulas, patents, or strategic plans.

Public or nonsensitive operational data

Information that is intended for public or routine business use, such as
marketing materials, organizational charts, press releases, or publicly
available website content

Understanding the type of data allows teams to apply appropriate
safeguards, like encryption or access controls, and helps determine the
consequences (i.e., monetary fines) if that data is compromised.

Asset Accessibility
An inventory should have information about how and from where each
software asset can be accessed. Is it only reachable from inside the
company’s local network, or does it require connecting through a VPN?
VPN restrictions generally reduce exposure to external threats by adding a
secure, authenticated tunnel for remote access. If an asset is open to the



broader internet without VPN, that’s a giant neon sign telling cybersecurity
to pay close attention!

Asset Regulatory Considerations
Some software assets fall under the scope of specific laws and industry
regulations. (I’ll go over regulations in more detail later in this chapter.)
Tagging these assets in the inventory helps teams responsible for these tools
to apply the compliance-driven controls, monitoring, and documentation
that’s required. Ignoring this step can lead to hefty fines, legal
consequences, and very unpleasant conversations with auditors.

Recovery Time Objective Baseline
When disaster strikes, how quickly does an asset need to be restored to
avoid major disruption? The recovery time objective (RTO) baseline
captures that target. For example, an email system might have an RTO
baseline of four hours, while a high-traffic ecommerce site might require
recovery within minutes. This data helps inform backup schedules, business
continuity planning, and incident response priorities.

Ownership and Custodianship
Every asset should have a clearly assigned owner (usually a business
leader) and a technical custodian (someone who acts as a system
administrator). This isn’t just about accountability, it ensures that when
patches need to be applied or suspicious activity is detected, there’s a
known point of contact to coordinate with and ensure action is taken in a
timely manner.

Lifecycle Status
Assets have lifecycles: active (currently in use), under deployment (being
installed or rolled out), scheduled for decommission (planned for retirement
and removal), or archived (retained for historical, legal, or business



purposes but no longer actively used). Recording lifecycle status prevents
security teams from wasting effort on obsolete systems and ensures
decommissioned assets are properly wiped before disposal.

In short, an asset management inventory transforms a skeptical “I think we
have that system” into a confident “We know exactly what we have, where
it is, what it holds, and how to protect it.” And that is good cybersecurity.

So who gets to have all the fun and be in charge of asset management?

Careers in Asset Management
Effective asset management doesn’t belong to one person or one team. It
takes collaboration across cybersecurity, IT, engineering, and operations to
understand what technology exists, who owns it, and how it should be
protected. As a result, there are many career paths that contribute to this
work. Whether you’re interested in technical engineering, security
operations, governance, or risk management, asset management provides
opportunities to build foundational skills that are valuable throughout a
cybersecurity career. Let’s break down who does what.

Operations
In many organizations, IT Ops is the frontline librarian of the asset
inventory. They add new devices when they’re issued to employees, update
records when something breaks, and mark them retired when they’re
decommissioned. Without them, your inventory would fall out of date faster
than you can say “Excel spreadsheet” three times really fast. Common roles
include Systems Administrator, Endpoint Administrator, IT Support
Specialist, and Desktop Engineer.

Cybersecurity Governance, Risk, and Compliance
The Cybersecurity Governance, Risk, and Compliance (GRC) team usually
owns the policies and standards around asset management. Usually, they are
the ones who say things like and share communications that include “Every



device must be encrypted” or “All assets must be logged in the inventory
before they connect to the network.” In other words, they define the rules
that help keep the organization’s technology environment secure and well
managed.

GRC professionals also play a critical role during SOC 2and other
compliance audits. They’re responsible for gathering the evidence that
demonstrates asset management isn’t just a policy on paper but a process
that’s consistently followed in practice. Think of them as the rule writers,
evidence collectors, and record keepers of the asset management program.
Common roles in this area include GRC Analyst, Compliance Analyst, IT
Auditor, and Security Risk Analyst. We’ll dive much deeper into GRC in
Chapter 9, but it’s worth highlighting here because these professionals play
an important role in helping organizations maintain accurate, trustworthy
asset inventories.

Security Operations Teams
Security Operations Center (SOC) analysts are the curious detectives of
cybersecurity. They monitor assets in real time using endpoint detection
tools, vulnerability scanners, and SIEM platforms to identify suspicious
activity across the environment.

But SOC teams can’t protect what they don’t know exists. If an asset isn’t
included in the inventory, it may not be sending logs to the SIEM, receiving
vulnerability scans, or generating alerts. That creates blind spots where
attackers can operate undetected. That’s why SOC teams constantly
advocate for accurate, up-to-date asset inventories. In fact, SOC teams have
been some of my most collaborative partners in building asset inventories.
It’s because they know too well that visibility is the foundation of effective
security operations. Common roles include SOC Analyst, Threat Hunter,
Incident Responder, and Detection Engineer.

Identity and Access Management Teams



Identity and Access Management (IAM) might not sound like it overlaps
with asset management, but it absolutely does. After all, IAM determines
who has access to which assets.

IAM professionals rely on asset inventories to determine which systems
require user accounts, which applications should integrate with single sign-
on (SSO), and where MFA should be enforced. They also use inventory
information to ensure accounts are removed, disabled, or updated as assets
and employees change over time. Simply put, you can’t properly manage
access if you don’t know what systems exist. Common roles include IAM
Analyst, IAM Engineer, IAM Architect, and Privileged Access
Management (PAM) Engineer.

Application Security and DevOps Teams
Earlier in the chapter, we explored the many types of assets that exist in a
modern technology environment, from laptops and servers to cloud
workloads, containers, and APIs. Application Security (AppSec) and
DevOps teams are responsible for many of these software-based assets
throughout their lifecycle.

As new applications, cloud resources, and APIs are created, these teams
help ensure they’re properly identified, tagged, and added to the
organization’s asset inventory. Doing so allows the assets to be included in
vulnerability scans, configuration reviews, compliance assessments, and
ongoing monitoring. When these assets aren’t tracked, they can become
shadow IT or forgotten resources that increase an organization’s attack
surface. Common roles include Application Security Engineer, DevOps
Engineer, Site Reliability Engineer (SRE), and Cloud Engineer.

Keeping Inventories Up to Date
Knowing what data to collect for your asset inventory is only half the job.
The real challenge comes after the initial build—keeping the inventory
accurate over time. Technology environments are living, breathing



ecosystems. New systems are deployed, old ones are decommissioned,
software is updated, and devices are moved, reassigned, or replaced. If your
inventory can’t keep up with those changes, it will slowly (or quickly) drift
into irrelevance. An outdated inventory is like using last year’s map to
navigate a constantly shifting city. You’ll end up lost, and you’ll nearly be
sure to miss danger zones entirely.

Fortunately, security teams have a number of strategies they can use to keep
inventories fresh, relevant, and ready to support the organization’s broader
cybersecurity efforts. Let’s take a look at some of the most effective
approaches.

Automation
Manually tracking every asset in an organization is a recipe for burnout and
errors. Automation tools can scan networks, cloud platforms, and endpoints
to detect new devices, applications, and changes in configurations.
Examples include endpoint management platforms, vulnerability scanners,
and specialized asset discovery tools. Automation doesn’t eliminate the
need for human intervention, but it does reduce the risk of shadow assets
slipping under the radar.

Integrate with Business Processes
The asset inventory should not live in isolation from the rest of the
business. By integrating with IT service management platforms,
procurement systems, and onboarding/offboarding workflows, updates are
able to happen as part of regular business operations. For example:

Procurement

When a new laptop is purchased, the asset automatically gets logged in
the inventory before it’s even assigned.

IT onboarding



When a new employee receives access to a cloud service, that system
and account are recorded immediately.

Offboarding

When someone leaves, the inventory reflects the recovery and
reassignment or decommissioning of their hardware assets.

Making inventory updates part of everyday business processes ensures
changes are captured as they happen. Trust me, you do not want to discover
changes unexpectedly during an audit.

Encourage Communication with Employees
Security isn’t just the responsibility of the cybersecurity team—it’s a team
sport. Encourage employees to report new systems, tools, or devices they
start using, even if they believe they’re already approved. This can be
reinforced through internal communications campaigns, easy-to-use
reporting channels, or recognition for departments that keep their
contributions to the asset inventory current. When employees understand
that inventory accuracy improves security, reduces downtime, and prevents
compliance issues, they are more likely to participate.

Make Updates User Friendly
If updating the inventory is clunky, slow, or confusing, people will avoid
doing it. A streamlined, easy-to-access system increases compliance with
update procedures. This could be as simple as providing a lean template for
new entries. The smoother the process, the more likely that updates will
happen in a timely manner.

Perform Inventory Audits
Even with automation and integrations, it’s wise to conduct periodic manual
reviews to catch discrepancies. These audits can be quarterly or biannual,
depending on the organization’s size and risk profile. Asset inventory audit



steps could include comparing the inventory against network discovery
scans, reviewing application usage reports to spot unlogged software, or
simply checking with department heads to confirm the list of tools they use
is complete. It’s like doing a spring cleaning of your inventory—getting rid
of items that are outdated, finding missing details, and confirming that
everything on your inventory is an accurate reflection of reality.

Maintaining an accurate inventory is an ongoing operational commitment,
requiring a blend of tools, integrated business processes, and clear
communication across teams. However, these efforts serve a purpose far
greater than just internal organization. In today’s high-stakes digital
landscape, knowing exactly what you own and where your data lives is a
legal necessity.

Meeting Regulatory Requirements with Asset
Management
Regulatory compliance isn’t just a box-ticking exercise. It’s one of the
strongest motivators for building and maintaining a thorough cybersecurity
asset inventory. In earlier sections, we explored the nuts and bolts of asset
management: what to track, how to keep records current, and the risks of
letting things slip. Now, let’s zoom in on a critical reality for any
cybersecurity program: regulators care deeply about how you handle your
assets because poorly tracked assets are often the weak link in protecting
sensitive data.

Asset management intersects with regulatory compliance in a very direct
way. The most prominent regulations that we mentioned earlier (GDPR,
HIPAA, and SOX) all contain provisions that depend on knowing what
systems you have, where your data lives, who can access it, and how
quickly you can recover it if something goes wrong. In other words, you
can’t comply without a solid handle on your assets.

Regulations don’t just tell you which data to protect; they often focus on
how to safeguard it, how to detect misuse, and how to prove you’ve done it.



If your inventory is incomplete, outdated, or inaccurate, it’s almost
impossible to meet these requirements. Consider a scenario where a
customer invokes their “right to be forgotten” under GDPR. How can you
respond without knowing all the databases and applications where a
customer’s information resides? Or just try to meet HIPAA’s breach
reporting timelines when you’re not even sure which server was affected.

NOTE
Under GDPR, the right to be forgotten, also known as the right to erasure, gives
individuals the right to ask organizations to delete their personal data.

Though GDPR, HIPAA, and SOX apply to different industries and types of
data, they do share common compliance themes that are best supported by
having an asset inventory:

You can’t protect what you don’t know you have. Every regulation
assumes you can identify all systems storing regulated data.

Access control is only as strong as your asset inventory. If an asset
isn’t on your radar, you can’t enforce user permissions or monitor
activity.

Incident response depends on inventory accuracy. Quick
identification of impacted systems is the difference between a
contained incident and a security disaster.

Audit readiness requires documentation. Both regulators and
auditors will expect proof that you know where data resides and
that security controls are in place. Your asset inventory is the
beginning of that evidence.

Let’s break down how these play out under GDPR, HIPAA, and SOX.

GDPR and Asset Management

https://oreil.ly/VlNsM


GDPR applies to organizations processing the personal data of EU
residents, regardless of where the organization is located. GDPR is
famously strict, with fines up to 20 million euros or 4% of annual global
turnover (whichever is higher).

From an asset management perspective, GDPR demands:

Detailed records of processing activities

GDPR requires organizations to maintain detailed records of processing
activities, including where personal data is stored, what systems process
it, and who has access. A complete asset inventory allows you to
identify all systems (whether on premises, in the cloud, or with third-
party processors) that store or handle personal data.

Privacy by design and data minimization

GDPR requires organizations to avoid holding unnecessary copies of
personal data on forgotten servers or unapproved devices. Asset
tracking supports privacy by design by ensuring systems are regularly
reviewed for relevance and compliance.

Technical and organizational measures to protect personal data

Without knowing which assets store or process personal data, you can’t
apply encryption, patching, or access controls effectively.

72-hour breach reporting

GDPR requires organizations to quickly identify affected systems,
assess the data involved, and notify the right authorities. A current asset
inventory is critical for this speed and accuracy.

HIPAA and Asset Management
HIPAA applies to US healthcare providers, insurers, and their business
associates with the goal of safeguarding protected health information (PHI).
Violations can bring fines up to $1.5 million per year per violation category,
plus possible criminal charges.

https://oreil.ly/C_lYG


From an asset management standpoint, HIPAA’s Security Rule is
particularly relevant:

HIPAA requires a risk analysis of all systems that create, receive,
maintain, or transmit PHI. You can’t perform a complete risk
analysis if you don’t know every device, application, or database
that handles PHI.

Physical safeguards for HIPAA require controlling physical access
to facilities and devices that store PHI. Asset inventories identify
where PHI is stored—whether on workstations, mobile devices, or
servers—so you can secure those locations appropriately.

Access controls, audit controls, integrity controls, and transmission
security must be implemented. Asset inventories help ensure these
safeguards are in place across all relevant systems and not just the
obvious ones.

When devices are decommissioned, HIPAA requires secure
disposal of PHI. Asset tracking ensures no device is overlooked
during sanitization or destruction.

SOX and Asset Management
SOX was enacted to improve the accuracy of corporate disclosures and
protect investors from fraud. While not a cybersecurity law, SOX does have
direct implications for IT systems that manage financial data. From an asset
management perspective, SOX compliance often focuses on the following:

Organizations must have internal controls within financial
reporting processes. This includes knowing which systems feed
into financial reports and ensuring their integrity and security. An
asset inventory ensures all relevant systems are documented, which
will help process owners with managing their testing and
monitoring.



SOX auditors often look at whether system changes are
documented, approved, and tested before deployment. Asset
inventories help track which systems are in scope, so that nothing
slips through the cracks.

Similar to GDPR and HIPAA, SOX requires that there are
restrictions on who is able to access financial systems. An asset
inventory ensures you know all entry points and can verify that
only authorized individuals have access.

Meeting Industry Framework Compliance
with Asset Management
Regulatory compliance doesn’t stop at government mandates. Many
organizations also have to demonstrate compliance with industry
frameworks and standards that aren’t laws but still carry significant weight
in the business world. If the prior section was about avoiding fines,
lawsuits, and angry regulators, this section is about earning trust and, in
some industries, maintaining the ability to do business at all.

One of the most recognized frameworks in this category is SOC 2, a
reporting framework developed by the AICPA. While the name might
sound like something your accounting team cares about more than your IT
team, SOC 2 reports are directly relevant to cybersecurity. They evaluate
how well a company’s systems and processes align with the Trust Services
Criteria (TSC), which include:

Security

Security ensures systems are protected against unauthorized access,
both physical and digital. It covers controls like firewalls, intrusion
detection, access management, and incident response to prevent data
breaches or misuse.

Availability



Availability focuses on a system’s ability to operate reliably and meet
agreed performance commitments. It includes disaster recovery,
performance monitoring, and incident handling to reduce the likelihood
of downtime and customer disruptions.

Processing integrity

Processing integrity makes sure that systems process data completely,
accurately, and in a timely manner. It focuses on the correctness and
reliability of outputs, which is important for financial transactions and
data reporting.

Confidentiality

Confidentiality protects sensitive business information from
unauthorized access or disclosure. It applies to proprietary data, trade
secrets, or contractual agreements and uses methods like encryption and
access controls.

SOC 2 isn’t legally required, but it is market-required in many cases. If
you’re a SaaS provider cloud service company or you handle customer data
as part of your business model, prospective clients will often require a SOC
2 report before signing a contract. A clean SOC 2 report signals that your
security and privacy controls aren’t just theoretical, but that they’ve been
independently audited and verified.

SOC 2 requires companies to prove that their controls for protecting
systems and data are documented and operating effectively. And here’s
where asset management enters the picture. It’s impossible to protect what
you don’t know you have. I’ve said that a gazillion times, but it’s true! An
asset inventory is the foundation for many of the TSC because it answers
questions like:

What systems store or process sensitive customer data?

Which devices and applications have access to your network?



Are there assets with vulnerabilities that could put security or
availability at risk?

Who owns each asset, and who is responsible for maintaining its
security?

No company can get through a SOC 2 audit successfully without a strong
grip on its asset inventory. Why? Because auditors don’t just want to know
you’ve got shiny policies on paper, they want to know you understand
exactly what you own, where it is, who has access to it and how it’s being
protected.

In other words, asset management is the unsung hero of SOC 2. You can
have the most beautifully worded access control policy in the world, but if
you can’t show which laptops, servers, or SaaS platforms are at play in your
cybersecurity ecosystem, you’re basically building your security program
on quicksand. And auditors? They’ve got a keen eye for spotting shaky
foundations.

We talked about each element of the TSC, but let’s take a closer look at how
each one is dependent on having an up-to-date asset inventory:

Security

You can’t secure what you don’t know you have. An auditor will want
evidence that all endpoints, servers, and cloud services are accounted
for and protected.

Availability

If critical systems aren’t documented, how can you prove you’re
effectively managing uptime or redundancy?

Confidentiality and privacy

Data lives on assets, so if you can’t map data flows to devices, apps, and
vendors, auditors aren’t able to verify controls around confidentiality or
privacy.



Processing integrity

Auditors need to know the systems that process data are identified,
tested, and monitored.

In even simpler terms, an asset inventory will be a great help in getting to
compliance.

Conclusion
An asset inventory list is unlikely to inspire dramatic hacker scenes in a
movie, but it’s one of the most powerful defensive tools in a cybersecurity
professional’s arsenal. It’s not about micromanaging your ecosystem, but
knowing your environment so thoroughly that nothing slips past your
defenses.

In cybersecurity, visibility is amazingly critical. Asset management delivers
that visibility, turning what could be chaos into a managed, secure, and
compliant environment.

While a robust asset inventory allows you to secure your own environment,
modern organizations rarely operate in isolation. Most rely on a complex
web of external partners and vendors. In Chapter 4, you’ll shift your
attention from the challenge of securing what you own to securing your
connections.



Chapter 4. Third-Party Security

In today’s interconnected digital world, very few businesses operate in
isolation. Many rely on a complex web of cloud providers, payroll
processors, and software vendors to function. Third-party security is all
about protecting your organization from risks introduced by these external
companies, vendors, and service providers you depend on to operate. No
matter how strong your internal cybersecurity defenses are, you are only as
secure as the least secure partner, vendor, or service provider in your
network. It’s like having a state-of-the-art alarm system for your home, but
giving a spare key to your neighbor. If they lose it, your top-notch security
plan doesn’t matter.

This chapter will help you understand the impact of third parties on your
company’s cybersecurity ecosystem. You’ll explore how third-party risk is
created, why supply chains have become attractive targets for attackers, and
how real-world breaches like Target, SolarWinds, and MOVEit exposed
weaknesses across interconnected business environments. We’ll also look at
the financial, operational, legal, reputational, strategic, and cultural impacts
of supply chain attacks before walking through the third-party risk
management lifecycle, including due diligence, vendor questionnaires, SOC
2 reports, contracts, ongoing monitoring, offboarding, and career paths in
this growing area of cybersecurity. But first, let’s take a closer look at what
third-party risk really means and why defending your organization now
requires looking beyond your own walls.

Defining Third-Party Risk
Third-party security is all about protecting your organization from risks
introduced by the outside companies, vendors, contractors, and service
providers you depend on to operate. Third-party risk refers to the potential
exposure created when an organization shares data, grants system access,



relies on external software, or depends on another company to deliver a
product or service.

These risks happen because third parties operate outside your organization’s
direct control. A vendor may not follow the same security standards your
company requires. They may have weaker access controls, slower patching
practices, limited monitoring, immature incident response processes, or
fewer resources dedicated to cybersecurity. Even if your organization has
strong internal controls, those controls do not automatically extend to every
company you work with.

Third-party risk can also be introduced through access. Vendors may need
credentials, network connectivity, application permissions, API access, or
administrative privileges to provide their services. That access may be
legitimate, but it still creates a pathway into your environment. If the
vendor’s credentials are stolen, their systems are compromised, or their
employees make a mistake, attackers may be able to use that trusted
relationship to reach your organization.

Data sharing is another major source of third-party risk. Many vendors
process, store, or transmit sensitive information on behalf of their
customers. This can include customer records, employee data, payment
information, intellectual property, contracts, or business plans. If that
vendor experiences a breach, your organization’s data may be exposed even
though the incident happened outside your own systems.

Risk can also come from technology dependencies. Organizations rely on
third-party software, cloud platforms, managed services, file transfer tools,
development libraries, and business applications every day. If one of those
products contains a vulnerability, is misconfigured, or is compromised
through a malicious update, every organization that depends on it may be
affected.

The complexity grows even further when vendors rely on their own
suppliers, subcontractors, and cloud providers. These fourth-party and fifth-
party relationships create hidden dependencies that can be difficult to
identify and manage. An organization may thoroughly vet one vendor while



having little awareness of the additional companies supporting that vendor
behind the scenes.

This is why third-party risk is not limited to one vendor relationship or one
contract. It can move through connected organizations like a line of
dominoes. One weak control, compromised account, vulnerable system, or
overlooked dependency can create exposure across an entire ecosystem.
That domino effect is what makes third-party risk so closely connected to
supply chain security, which we’ll explore next.

Supply Chains and Third-Party Risk
When most people hear the term supply chain, they think about the journey
a product takes before it reaches a customer. Consider a box of cereal.
Before it appears on a grocery store shelf, ingredients must be sourced from
suppliers, transported to a manufacturing facility, packaged, shipped to
distribution centers, delivered to retailers, and ultimately purchased by
consumers. Each step in that process relies on different organizations
working together to deliver a final product.

Cybersecurity supply chains work in much the same way. Instead of
moving physical goods, organizations rely on a network of software
vendors, cloud providers, consultants, contractors, managed service
providers, and other third parties to deliver digital products and services.
Every company is part of a larger ecosystem, and each organization
depends on countless others to keep business operations running smoothly.

This interconnectedness creates tremendous business value, but it also
creates opportunities for cybercriminals. Rather than attacking a target
organization directly, attackers often look for weaknesses elsewhere in the
supply chain. By compromising a trusted vendor, software provider, or
service partner, they may gain access to dozens, hundreds, or even
thousands of downstream customers at once. Here are some of the primary
reasons cybercriminals target supply chains to carry out their attacks:

A single attack can hit numerous targets at once



Why break into one company when you can compromise a single
vendor and gain access to a large chunk of their clients? In the
SolarWinds case, one hack provided attackers with entry points into
thousands of organizations. This approach is like fishing with a net
instead of a single line: you catch a lot more with less effort. We’ll dive
more into that in the next section.

Vendors often have lower security standards

While large organizations usually have robust cybersecurity programs,
many of their smaller vendors do not. Attackers intentionally target
these weaker links because they know it’s easier to steal credentials or
exploit vulnerabilities there. Once inside, attackers use the vendor’s
trusted relationship as a way to more easily access larger, better-
defended systems.

Complexity in structure, processes, and controls create blind spots

Most companies don’t even fully understand the scope of their supply
chain. They might know who your direct vendors are, but do they know
who their vendors’ vendors are? Likely not. These hidden fourth- and
sometimes fifth-party relationships create blind spots where risks can
hide and be exploited without being detected. The MOVEit breach
illustrated this perfectly. Many affected organizations didn’t even realize
their data was at risk until after it had been stolen. This is another
example we’ll cover in the next section.

Attackers exploit trust

Business relationships are built on trust, and attackers know this. When
a company receives a software update from a trusted vendor, it’s usually
installed without question. When a vendor’s email arrives in an
employee’s inbox, they’re less likely to suspect phishing. This inherent
trust gives cybercriminals an easy way to bypass traditional defenses,
like spam filters or malware scanners, and focus on fooling the
employee.



Taken together, these factors explain why supply chain attacks have become
one of the most effective strategies in a cybercriminal’s arsenal. By
targeting trusted vendors, exploiting hidden dependencies, and taking
advantage of weaknesses across interconnected ecosystems, attackers can
achieve outsized results with relatively little effort. While the concepts may
seem theoretical, the consequences are very real. In the next section, we’ll
examine several high-profile breaches that demonstrate how third-party and
supply chain risk have impacted organizations around the world and what
security leaders and practitioners can learn from them.

Real-World Breaches
Now that you have an idea of what third-party risk and supply chain
security involves, let’s look at some infamous breaches where attackers
penetrated a company’s technology ecosystem through a third-party vendor.

Target
In 2013, retail company Target became the victim of a massive data breach
that exposed the credit and debit card information of 40 million customers.
Instead of targeting (pun intended) Target directly, attackers infiltrated a
small heating, ventilation, and air conditioning (HVAC) vendor that had
remote access to Target’s internal network.

The attackers stole the vendor’s credentials and then moved laterally within
Target’s network, eventually compromising point-of-sale systems. This
breach cost Target $162 million in expenses, not to mention reputational
damage and years of legal battles.

NOTE
Lateral movement is a technique attackers use to navigate deeper into a network after
their initial break-in. By continuously moving through the environment and upgrading
their privileges, they can maintain access while hunting your most valuable data.



This makes it easy to see that even a small, seemingly low-risk vendor can
become a massive threat if they have access to critical systems. Attackers
know that big companies often overlook the security practices of smaller
suppliers, making them easy targets.

SolarWinds Supply Chain Attack
2020 brought one of the most sophisticated third-party breaches in history.
SolarWinds is a company that provides IT management software to
thousands of organizations worldwide, including Fortune 500 companies
and US government agencies.

In this instance, attackers (who are believed to be a nation-state group)
inserted malicious code into SolarWinds’ software updates. When
SolarWinds’ customers downloaded these updates, they unknowingly
installed backdoors into their own systems. This allowed the attackers to
spy on sensitive data—some of which was communications from US
federal agencies. The breach went undetected for months, proving just how
stealthy and devastating a well-planned supply chain attack can be.

What this attack shows is that if a widely trusted vendor gets compromised,
every customer in their network is immediately at risk. This is why supply
chain security has become a top priority for governments and corporations
alike.

MOVEit Breach
The MOVEit breach was another wake-up call for organizations dependent
on third-party file transfer services. MOVEit, a popular file transfer tool
used by thousands of organizations, was exploited through a previously
unknown vulnerability in 2023.

Cybercriminals used this vulnerability to steal sensitive data from numerous
organizations including financial institutions, healthcare providers, and
government agencies. The ripple effect was massive, as many organizations
didn’t even know which vendors were using MOVEit in their systems. The
key learning here is that your company can be impacted by a third-party



breach even if it doesn’t directly use the compromised tool. A company’s
vendors’ vendors (say that fast three times)—which is what we call fourth
parties, can create hidden vulnerabilities that your security team may not
even be aware of.

The SolarWinds and MOVEit incidents illustrate a sobering reality:
organizations can suffer significant cybersecurity consequences from
systems, software, and service providers they do not directly control. In
both cases, trusted relationships became attack pathways, allowing
cybercriminals to amplify the impact of a single compromise across
hundreds or even thousands of organizations. These breaches reinforce an
important lesson for security leaders and practitioners: managing third-party
risk is not simply about evaluating vendors during procurement. It requires
ongoing visibility, oversight, and an understanding of the broader
ecosystem that supports your business. As these examples demonstrate, the
consequences of a supply chain attack can extend far beyond the initial
point of compromise.

Next, we’ll examine the business impacts of supply chain attacks and why
these incidents often create operational, financial, legal, and reputational
challenges that can persist long after the technical vulnerabilities have been
addressed.

Business Impact of Supply Chain Attacks
Supply chain attacks make it clear that your company’s cybersecurity is
only as strong as the weakest partner in the chain. In earlier chapters, I
introduced the concept of the cybersecurity ecosystem, mapped it to the
NIST CSF, and highlighted the importance of understanding what assets
you own and what assets are managed by others. Now it is time to explore
what happens when that chain breaks.

Third-party incidents and supply chain breaches are no longer rare events.
And with sophisticated adversaries, they can be common, costly, and
disruptive. We already looked at major incidents in the previous section of
this chapter, so here we’ll focus less on the technical details and more on



what these breaches actually did to the companies involved in the broader
business landscape. Spoiler alert: the damage is not confined to the IT or
cybersecurity departments.

Financial Fallout
The most obvious impact of a supply chain attack is financial loss—and
unfortunately it comes in several flavors. There are direct costs like those
associated with incident response, digital forensics, regulatory fines, legal
fees, and customer compensation. It’s not uncommon for companies that
have been compromised to offer paid credit monitoring services, but the
costs go beyond that. For example, MOVEit’s breach gave way to massive
litigation exposure across multiple sectors, and companies were forced to
spend lots just to understand the scope of their exposure. SolarWinds faced
lawsuits from both investors and customers, and quite naturally, its market
value dropped dramatically after the incident. You may have seen it in the
headlines, but in case you didn’t, Target spent hundreds of millions in
settlements, technology upgrades, and recovery measures after its third-
party supplier compromise.

And if that weren’t enough, there are also indirect financial costs that are
harder to measure but often just as significant. Business operations can
often grind to a halt during recovery, which results in lost revenue. In some
cases, insurers will raise premiums and sometimes refuse to renew cyber
policies. Future deals can fall apart if potential partners are concerned about
security controls (hello, mergers and acquisitions). These kinds of expenses
may not make the front-page headlines, but they can accumulate rather
quickly.

Reputational Damage
Trust is undoubtedly one of a company’s most valuable assets, and breaches
can erode it faster than almost anything else. When a trusted brand is
exposed through a third-party incident, customers rarely care about the
technical details of who was responsible. Think about it: if your credit card



information was stolen after shopping at a big-box retailer, you’d blame the
retailer (I certainly would). If your personal data leaks because your
hospital used a compromised file transfer service, you’d hold the hospital
accountable (again, I would!).

Reputational damage can be a particularly slippery slope. Customers may
forgive a one-time error, but repeat or highly visible breaches make them
question whether leadership really takes security seriously. Target’s brand
image suffered for years after the breach. And SolarWinds literally became
nearly synonymous with supply chain compromise. Even today, industry
conversations about software supply chain security inevitably reference that
incident.1 This is a sobering reminder that brand trust is not only built by
good marketing but also by the strength of its cybersecurity practices
throughout the supply chain.

Regulatory and Legal Consequences
Another business impact of supply chain attacks is associated with
regulators and lawmakers. Companies are increasingly being held
accountable for the security of their vendors and service providers. The
MOVEit breach sparked inquiries from state attorneys general, the SEC,
and international data protection authorities. SolarWinds executives were
called before Congress to answer for the attack, and lawsuits alleged
misleading security disclosures. And now that companies must comply with
evolving regulations like the EU Cyber Resilience Act, regulator scrutiny
won’t slow down any time soon.

The regulatory trend is clear: if you fail to manage third-party risks, you
may face penalties even if the breach technically originated outside your
direct control. This ties back to Chapter 2’s coverage of NIST CSF 2.0. The
updated framework explicitly calls for organizations to identify and manage
risks across the supply chain. It is not enough to protect only the assets you
own. You are also expected to understand and manage risks tied to third-
party providers.



Operational Disruption
Breaches are also known to often cause significant operational headaches.
Systems may need to be taken offline during the investigation and
remediation phases of the incident lifecycle (more detail on that in
Chapter 8). Vendors might even cut off service while they patch their own
vulnerabilities, leaving you scrambling for alternatives. MOVEit customers
had to quickly replace critical file transfer processes, which I am certain
caused a lot of panic, confusion, and, unfortunately, downtime.

The Las Vegas casino attacks in 2023 offer another striking example.
Casinos rely heavily on integrated systems: reservation platforms, loyalty
programs, gaming operations, and payment networks. When attackers
disrupted MGM Resorts, the company faced widespread outages. Guests
were unable to check in, slot machines malfunctioned, and staff had to
revert to pen and paper in some cases. The operational disruption lasted for
weeks, with a reported financial impact of over $100 million. That kind of
breakdown shows how supply chain and third-party attacks can ripple
across not just IT systems but the entire business and customer experiences.

Strategic Consequences
Breaches don’t just hurt in the short term. Believe it or not, they can
actually alter a company’s strategic trajectory. It is not uncommon that the
impact of a breach or a poor response from a vendor after an incident can
motivate security leaders to reconsider the products they continue to invest
in. After SolarWinds, many companies reevaluated their use of certain
software vendors and decided to shift investment toward alternatives. Target
had to overhaul its cybersecurity program and reestablish customer trust
through costly initiatives. Some organizations lose competitive edge
because they have to shift resources from innovation to damage control.

Supply chain attacks can also influence entire industries. The MOVEit
incident exposed how widely a single service was used across sectors. It
forced regulators, insurers, and corporate boards to rethink and prioritize
third-party risk management as a strategic priority. In some industries,



companies have banded together to create shared security standards,
changing the competitive dynamics in lasting ways. Even NIST published
supply chain security risk management guidance!

Human and Cultural Impact
Not only does a breach impact customers, but it has a significant impact on
employees too. A company’s employees can face long hours responding to
incidents and stressful interactions with customers and may even begin to
have uncertainty about the company’s stability. Leadership may come under
fire, and sometimes executives even lose their jobs. Even Target’s CEO
resigned in the aftermath of the breach, a reminder that security truly is
everyone’s responsibility.

As discussed in Chapter 1, people play a significant part in the
cybersecurity ecosystem. Employees are not just passive participants in the
cybersecurity of your company. They are part of the fabric of resilience and
security posture. If breaches create burnout or a culture of fear, companies
risk losing the very people they rely on to operate, recover, and adapt.
Managing the cultural impact of breaches is just as important as restoring
the technological systems that power your business.

Taken together, these impacts demonstrate that third-party and supply chain
risks are not merely technical concerns. They are business risks that can
(and do) affect revenue, operations, customer trust, regulatory standing,
strategic priorities, and organizational culture. The good news is that
organizations are not powerless. While it’s impossible to eliminate every
risk introduced by vendors and service providers, organizations can take a
structured and proactive approach to identifying, assessing, monitoring, and
reducing those risks over time. This is where third-party risk management
comes into play. In the next section, we’ll explore the third-party risk
management lifecycle and examine how organizations can build repeatable
processes to evaluate vendors, maintain oversight, and strengthen resilience
across the supply chain.



Third-Party Risk Management Lifecycle
Despite the risks introduced by the use of third parties, they are risks that
are necessary for an organization to function. Managing these third-party
relationships can feel like trying to juggle flaming swords while
blindfolded. It’s risky and stressful, and one wrong move can cause a
serious disaster.

As such, it’s critical for businesses to have a third-party risk management
(TPRM) process to identify, assess, and control risks that occur due to
interactions with their third parties. A TPRM system may not sound
glamorous, but it’s one of the most important elements of keeping a
company secure in today’s hyperconnected world.

At its core, the TPRM lifecycle, shown in Figure 4-1, is a structured process
for identifying, assessing, monitoring, and mitigating the risks that come
with relying on vendors, partners, suppliers, and service providers.



Figure 4-1. Third-party risk management lifecycle

The importance of third-party risk management becomes clear when we
think about each of the breaches we unpacked in the previous section.
Target did not fall because of poor defenses in its main systems, but because
a third-party vendor’s credentials were compromised. SolarWinds didn’t
start with an attack on its customer organizations, but a compromise in the
software supply chain. MOVEit was exploited through a vulnerability in
widely used third-party software. The pattern is clear. When adversaries
realize that your front door is reinforced steel, they start looking for your
suppliers’ janky screen door.



Would stronger third-party risk management have completely prevented
these incidents? Not necessarily. However, better vendor oversight, stronger
access controls, more rigorous security assessments, continuous monitoring,
and a deeper understanding of supply chain dependencies may have
reduced the likelihood of compromise or limited the resulting impact.
Effective third-party risk management is not about eliminating every risk. It
is about identifying vulnerabilities before attackers do, making informed
decisions about acceptable risk, and building resilience when incidents
inevitably occur.

The third-party risk management lifecycle begins with knowing who your
third parties are, which is not always as straightforward as it sounds. Many
companies are surprised at just how many vendors they rely on when they
finally make a list. After that is your risk assessment. Because not every
third party needs to be treated as though they hold the keys to the kingdom.
Some do, like your cloud provider. Others, like the catering company that
drops off muffins, probably do not. Prioritization is everything.

Once risks are identified, companies need policies for onboarding,
continuous monitoring, and regular reassessment. That means performing
due diligence and asking tough questions before signing contracts, requiring
that potential vendors have certain security practices and sometimes even
conducting audits or assessments on said vendors. Remember Chapter 2 and
the NIST CSF 2.0? The Identify function applies perfectly here. You cannot
protect what you do not know, and you cannot manage risks you never took
the time to map out.

And here is where things get sticky. Vendors typically don’t enjoy filling
out questionnaires because they can be long, detailed, and tedious. This can
lead to resistance, pleas to skip them, and significant delays. But if you’re
tasked with getting questionnaires, stick to it. Skipping them would be
equivalent to not vetting your child’s new babysitter. Would you really trust
your baby with just anyone based on a feeling and a smile?

Ultimately, a third-party risk management program is about extending your
security posture beyond your own walls.



Due Diligence
Due diligence is where the art of cybersecurity meets the science of trust.
It’s when your organization decides whether to open the gates to a new
vendor or keep them firmly on the other side of the threshold. Third-party
security teams are the guardians of those gates. Their job is to make sure
every partner, supplier, or service provider doesn’t just promise to protect
your data, but that they can prove that they are best equipped to do so.

The vendor questionnaire
Third-party security due diligence usually kicks off with a vendor
questionnaire, which is like the cybersecurity equivalent of a first date. The
questionnaire asks all the right questions to get a sense of who the vendor
is, what they value, and whether they have good security hygiene.

Security questionnaires can range from a few pages to full-blown
encyclopedias. They typically cover topics like data protection, encryption,
vulnerability management, access control, incident response, and
compliance. The goal isn’t to trip vendors up but to understand how they
operate. Do they have multifactor authentication (MFA) in place? Do they
encrypt data at rest and in transit? Do they regularly patch systems and test
for vulnerabilities?

How vendors respond to these questions tells you a lot. A mature vendor
provides clear, well-documented answers and can back them up with
evidence. A less mature one might copy and paste from policy templates or
dodge questions entirely. You learn quickly who has their security act
together and who still thinks antivirus software is enough.

Once the questionnaire is reviewed, the third-party security team may
assign a risk score or tier the vendor as high, medium, or low risk. High-risk
vendors are usually those who handle sensitive data or have deep system
integrations and because of that, they naturally get more scrutiny. Medium-
risk vendors may have limited access to company systems or data but don’t
handle the org’s most sensitive information or support its most critical
operations. Low-risk vendors, such as the ones that provide office supplies



or catering services, get a lighter touch because they don’t require as much
technological integration.

A typical vendor questionnaire might include questions such as:

Do you have a formal information security program?

Is MFA required for access to critical systems?

Is sensitive data encrypted both at rest and in transit?

Do you conduct regular vulnerability scans and penetration tests?

Have you experienced a cybersecurity incident or data breach in
the last three years?

Do you maintain a documented IR plan?

Do employees receive cybersecurity awareness training?

What certifications or independent security assessments do you
maintain, such as SOC 2 or ISO 27001?

What is your data retention and destruction process?

Can you provide evidence to support your security controls, such
as policies, audit reports, or assessment results?

How vendors respond to these questions tells you a lot. Mature vendors
typically provide clear, detailed responses and can support their claims with
evidence such as policies, audit reports, security certifications, or testing
results. They understand why the questions are being asked and view
security assessments as a normal part of doing business. Less mature
vendors may provide vague answers, struggle to produce documentation, or
rely heavily on generic policy language that does not accurately reflect their
practices. In some cases, the answers themselves may not be as revealing as
the vendor’s ability to explain and demonstrate how security is embedded
into their operations.



Of course, security teams do not simply take every questionnaire response
at face value. A vendor can claim to have strong security controls, but
claims alone do not provide assurance. This is why organizations often
request independent evidence that validates a vendor’s security program.
One of the most common ways vendors demonstrate this assurance is
through a SOC 2 report.

SOC 2 reports
As discussed in Chapter 1, SOC 2 is one of the most recognized
frameworks for proving your security posture to customers. A SOC 2 report
is an independent audit conducted by a certified public accounting firm. It
assesses how well a service provider manages security, availability,
processing integrity, confidentiality, and privacy.

When a third-party security team gets a SOC 2 report, they treat it like gold.
This document reveals not just what the vendor claims to do but what
they’ve been verified to do. It’s evidence that an external auditor has tested
their controls and found them reliable—or in some cases, maybe not so.

SOC 2 reports come in two flavors. Type I is like a snapshot that shows
whether the vendor had the right controls in place at a single point in time.
Type II is more like surveillance footage. It demonstrates that those controls
actually operated effectively over a period of months. Naturally, Type II
reports carry more weight.

But reading a SOC 2 isn’t just a box-checking exercise. Third-party teams
need to comb through the details including the scope of the report, the
period covered, any exceptions noted, and the overall opinion of the auditor.
If the report shows a control failed or wasn’t tested, that’s a red flag that
triggers follow-up questions or even mitigation plans before the vendor is
approved.

Certifications and frameworks
In addition to SOC 2 reports, vendors can present other certifications and
attestations as part of their security resume. These could include ISO 27001



certification, PCI DSS compliance for payment processors, or adherence to
HIPAA for healthcare-related services.

Third-party security teams verify that these certifications are both legitimate
and current. A five-year-old ISO certificate or a PCI attestation that expired
last summer doesn’t necessarily inspire confidence. But a current
certification isn’t enough. Ever heard of the trust but verify theory? Well, a
good third-party security team does just that. They’ll investigate beyond the
paperwork and see if the vendor’s controls actually align with their own
organization’s standards and risk appetite.

Sometimes vendors use industry standard questionnaires like the
Standardized Information Gathering (SIG) or Consensus Assessments
Initiative Questionnaire (CAIQ) from the Cloud Security Alliance (CSA).
These help align vendors to best practices and make it easier to compare
responses across different providers. Still, even the most standardized
responses can’t replace good old-fashioned judgment. The human element
in due diligence makes sure that critical thinking, curiosity, and pattern
recognition is irreplaceable.

Audits and assessments
For vendors that pose significant risk or handle mission-critical services,
due diligence often includes audits or independent assessments. These can
be virtual or on-site and typically involve interviews, evidence reviews, and
technical validation.

During an assessment, third-party security teams dig into how controls
work in practice. They might ask to see screenshots of configurations,
samples of access logs, or results from penetration tests. The goal is to
confirm that policies aren’t just sitting pretty in a binder somewhere but are
actually being followed day to day.

Audits can also assess a vendor’s incident response capabilities. How
quickly can they detect and contain a breach? Do they have a
communication plan that includes notifying customers promptly? These
questions (and their responses) are vital for understanding how a vendor



will behave under pressure. No better time to learn than before you sign an
agreement and give them access to your crown jewels.

In some cases, large enterprises perform joint exercises or tabletop
simulations with key vendors to test readiness. These activities strengthen
the relationship and ensure everyone is aligned when a real incident occurs.
An ounce of prevention is worth a pound of cure.

Cross-functional collaboration
Effective due diligence isn’t done in a vacuum. It’s a team sport involving
procurement, legal, privacy, compliance, and business owners. The third-
party security team provides the technical expertise, but they rely on these
other partners to ensure risks are managed holistically.

Legal teams review contracts to make sure security obligations are clearly
defined. Having terms that define data handling requirements, breach
notification timelines, and the right to audit in vendor contracts is critical.
The procurement team will make sure the process follows company policy
and that all required approvals are obtained before a vendor starts work.
The business owner acts as the sponsor, advocating for the vendor while
also being accountable for managing ongoing risks.

Remember earlier when we unpacked how security is everyone’s
responsibility? Well, this is another example of how that looks in action.
Each of these teams play a critical role in enhancing the security posture of
the company’s ecosystem to ensure the risk associated with letting third
parties in is not only identified, but managed and mitigated where possible.

Contracting and Procurement
Cybersecurity language in contracts sets the rules of engagement and
creates enforceable obligations. It’s how companies say, “We take our
security seriously, and we want to make sure that you do too.” These
provisions do more than assign blame after a breach. It’s bigger than that.
They define security expectations up front, enabling both proactive defense



and legal recourse. Let’s explore some of the key contract sections that are
commonly included.

Security standards and frameworks
Contracts may require vendors to follow industry standard security
practices. This can be broad or specific, depending on the customer
company’s industry, the vendor’s role, and the contract scope’s risk profile.
That contract language may read as follows: “Vendor shall maintain an
information security program aligned with the NIST Cybersecurity
Framework and ISO/IEC 27001 standards.”

This language is valuable because it ties the vendor to recognized
frameworks rather than vague promises like “taking appropriate measures,”
which is kind of like telling your dentist you floss regularly but not
explicitly specifying how often.

Data protection and access controls
When vendors handle or store sensitive information, contracts should
clarify what data is shared, how it’s stored, who can access it, and under
what conditions it can be accessed. This language could read as follows:
“Vendor shall encrypt all customer data in transit and at rest using AES-256
or stronger encryption standards. Access to customer data shall be restricted
to authorized personnel based on the principle of least privilege.”

This language helps reduce the risk of casual data exposure and ensures that
if data is intercepted or accessed, the encryption reduces the risk of it being
readable to unauthorized parties.

Incident reporting and response
Contracts must require vendors to notify clients of any incidents that impact
security. Language to encourage this could read as follows: “Vendor shall
notify Company within 24 hours of discovery of any security incident
affecting Company data and shall provide continuous updates until
resolution.”



This language eliminates the common practice of vendors discovering a
breach and then sitting on the news for weeks. Early notification of
incidents enables coordinated incident response and limits the blast radius
of a compromise.

Audit rights
It’s important for a company to contractually establish the right to inspect a
vendor’s security practices or request third-party assessments. Language to
enable this ability can read as such: “Company reserves the right to
conduct, or have conducted, annual security audits of Vendor’s systems and
processes handling Company data. Vendor shall cooperate with such audits
and remediate any identified deficiencies within 60 days.”

If a vendor refuses this clause, it may be time to ask what they’re hiding.

Subcontractor management
Vendors often work with subcontractors, and those subcontractors can
introduce new risks. Contracts should ensure vendors pass down the same
security obligations. Contract language to support this could read: “Vendor
shall impose equivalent cybersecurity obligations on any subcontractors
with access to Company data and shall remain fully liable for their
compliance.”

If not, a company may find its critical data or intellectual property being
displayed on a poorly secured laptop in an internet café halfway across the
world.

Termination and data governance
When a relationship ends, access to company data needs to go too.
Contracts should define how and when data is returned or destroyed once
an agreement expires. Contract language can read as follows: “Upon
termination of the agreement, Vendor shall return or securely destroy all
Company data within 30 days and certify such destruction in writing.”



Without this clause, sensitive data can linger in forgotten databases—which
is not ideal, especially when an incident occurs.

Ongoing Monitoring and Continuous Improvement
Due diligence doesn’t stop once a vendor is onboarded. Third-party security
is an ongoing relationship, not a one-time fling. Once a vendor is approved,
continuous monitoring kicks in to ensure their security posture doesn’t
deteriorate over time.

Continuous monitoring can take many forms: automated scanning tools that
check for exposed data or vulnerabilities, dark web monitoring for leaked
credentials, or regular reassessments and updated questionnaires. Some
companies even use third-party rating platforms that assign vendors a
dynamic security score based on internet-facing risks.

Annual or biannual reviews help confirm that certifications are still valid,
incidents are properly disclosed, and controls remain strong. If a vendor
suffers a data breach or experiences a major organizational change like a
merger or acquisition, the third-party security team reopens the case and
reevaluates the risk.

It’s also important that business leaders let security teams know when the
scope of a third-party vendor expands. Understanding how the scope of
work the third party has changed can alert the security team to additional
risk which can oftentimes yield an additional or expanded vendor risk
assessment. This is often an overlooked step, as many business leaders may
not be aware that shifting scopes need to be shared with security teams.

Vendor Offboarding
In cybersecurity, goodbyes matter just as much as hellos (honestly,
sometimes even more). Whether a contract ends on friendly terms or amid a
bunch of letters filled with fancy legal terminology, offboasrding a vendor
is a critical stage in managing security risk. If the offboarding is
mishandled, it can leave data exposed, systems vulnerable, and reputations
bruised.



The most immediate threat of mismanaged vendor offboarding is persistent
access. Former vendors may retain credentials, API tokens, SSH keys, or
even administrative access to systems and data. If their access is not
revoked, these forgotten connections become open doors for threat actors,
or worse, disgruntled insiders with a grudge and strong Wi-Fi connection.

Dormant accounts are a known weakness exploited in many breaches.
Whether it is a legacy SaaS platform or a forgotten third-party plugin, every
inch of access a vendor retains post–contract termination is a vulnerability.
Security hygiene must extend to cutting digital ties both cleanly and
completely.

From a financial perspective, failure to properly offboard can result in
ongoing payments for unused services or licenses. Sometimes organizations
can find themselves operationally dependent on systems or services
controlled by a vendor they no longer have a formal relationship with. This
can give way to costly replacements and unplanned downtime.

Just imagine if your data backup vendor has been terminated, but no one
thought to test a new backup process. Then a production environment
crashes. Suddenly, the cheapest offboarding mistake becomes the most
expensive incident of the year.

Data retention and destruction obligations are often legally binding,
particularly under regulations like GDPR, HIPAA, and various US state
privacy laws. If a vendor retains sensitive data after termination, your
organization could be held liable. Regulators do not care if the breach came
from the people your company stopped working with last month. They care
that the data was still exposed.

Contractual clauses around data return or deletion must be enforced during
offboarding. Failure to do so can lead to legal disputes, regulatory penalties,
and a starring role in a courtroom PowerPoint presentation.

Here are a few key steps cybersecurity teams can take to help sidestep the
landmines associated with vendor offboarding:

Refer to the contract!



In addition to the areas I mentioned earlier in the chapter, a vendor
agreement can also dictate termination activities. This gives security
and procurement teams leverage when the agreement comes to an end.

Create and follow a vendor offboarding checklist.

Nothing beats clarity. And repeatability. Ensuring that each vendor
follows a well-defined process taps into the cybersecurity team’s muscle
memory. The checklist can include things like revoking access, rotating
keys or secrets, collecting/returning hardware assets, confirming data
destruction/return, notifying stakeholders, and reviewing logs for
unusual access or transactions during the transition period.

Collaborate because cybersecurity teams should not be left to handle
offboarding alone.

Legal, procurement, compliance, and IT should be involved. This
ensures that contracts are honored, financial obligations are resolved,
and technical access is thoroughly revoked. And be sure to set clear
ownership for each task. Who confirms access revocation? Who
validates data deletion? Who ensures no invoices sneak through post-
termination? The fewer ambiguities, the better.

Audit and document the offboarding process.

After offboarding is complete, conduct a review. Confirm that all access
has been revoked, that data has been properly handled, and that systems
are functioning as expected without the vendor’s involvement.

Expect the unexpected.



Sometimes vendors disappear mid-contract, declare bankruptcy, or end
the relationship abruptly. Have contingency plans in place for surprise
exits. Establishing how to regain control over any co-managed
environments, access backups, and communicate with impacted
stakeholders before surprises happen helps a ton.

Vendor offboarding is where cybersecurity programs are worth their weight
in gold. Anyone can sign a contract and set up an integration. But securely
ending a vendor relationship requires diligence, coordination, and clear
procedures. It is the final act in a well-managed partnership, and ensures
that when the curtain falls, nothing dangerous is left behind in the wings.

Career Paths in Third-Party Risk
Management
It should come as no surprise that third-party risk management has emerged
as a critical cybersecurity discipline in recent years. The demand for
professionals who can assess, manage, and communicate risks associated
with external partners continues to grow. There are several common roles
within this space:

Third-Party Risk Analysts

Focus on assessing vendors and service providers. They review security
questionnaires, evaluate evidence, analyze risks, and help determine
whether a vendor meets the organization’s security requirements.

Third-Party Risk Managers

Oversee vendor risk programs and coordinate activities across security,
procurement, legal, privacy, and business teams. They help ensure that
risks are identified, documented, and managed throughout the vendor
lifecycle.



Security Assessors and Security Consultants

May conduct detailed vendor reviews, perform control assessments, and
evaluate whether third parties comply with regulatory, contractual, and
organizational requirements.

What makes third-party risk management roles unique is the blend of cyber ‐
security, business, and relationship management skills they require.
Professionals must understand security fundamentals, risk assessment
methodologies, regulatory requirements, vendor management processes,
and the technologies that support modern business operations.

Just as important are communication and influencing skills. Third-party risk
professionals spend much of their time working with people rather than
technology. They must be able to ask thoughtful questions, evaluate
evidence, negotiate remediation plans, and communicate risk to both
technical and nontechnical audiences. For those who enjoy understanding
how businesses operate and building partnerships across organizations,
third-party risk management offers a rewarding and increasingly important
career path within cybersecurity.

Conclusion
Third-party risk management is all about the inevitable. You need third
parties to make your business’s world go round. The goal is to benefit from
the services they offer, while managing the exposed risk appropriately. In a
world where supply chain attacks are on the rise, third-party security is
more important now than ever. By understanding how attackers leverage
vendors to their advantage as well as what types of data they are after, your
third-party security team can develop both proactive and reactive strategies
to minimize the risk, and impact, of cyber events.

As you’ve likely noticed throughout this book, trust is a recurring theme in
cybersecurity. Organizations trust vendors with sensitive data, critical
systems, and business operations. But how do we ensure that only the right



people have access to the right resources at the right time? The answer lies
in IAM. In Chapter 5, we will explore the controls, technologies, and
practices that help organizations verify identities, manage access, and
reduce the risk of unauthorized users gaining entry to critical systems and
information.

1  I promise, I really wanted to avoid it just because, but I had to include it in this text for that
very reason!



Chapter 5. Identity and Access
Management

You can’t protect your cybersecurity ecosystem if you don’t know who’s
accessing it. In the previous chapter, we explored how third parties expand
an organization’s attack surface by introducing new connections into the
environment. But whether access is granted to an employee, contractor,
vendor, application, or automated system, the same fundamental question
remains: how do we ensure the right entities have the right level of access at
the right time? Identity and access management (IAM) provides the answer.
IAM sits at the center of the cybersecurity ecosystem because it governs
who can access organizational resources, what they can access, and under
what conditions. As organizations become increasingly connected through
cloud services, remote work, and complex supply chains, identity has
emerged as one of the most important control points in modern
cybersecurity. In fact, identity is commonly referred to as the “new
perimeter.”

This chapter will take you from foundational concepts to advanced IAM
strategies. We’ll start by breaking down the three pillars of identity
management (identification, authentication, and authorization) and explore
how they work together. You’ll also learn about the technologies and
frameworks that make IAM possible, including single sign-on and
privileged access management.

We’ll also examine cloud-based IAM, the rise of zero trust, and the
emerging trends that will shape the future of identity, such as passwordless
authentication and decentralized identity models. Along the way, you’ll see
how IAM connects to real-world cybersecurity challenges, from insider
threats to compliance and automation.

By the end of this chapter, you’ll understand why identity is now
considered the new security perimeter and how mastering IAM principles



helps create safer, more resilient organizations in a world where digital
access never stops.

What Is IAM?
Identity and access management (IAM) is the set of policies, processes, and
technologies that ensure the right individuals get the right access to the right
resources at the right time and for the right reasons. It’s about managing
digital identities (who people and systems are) and controlling access (what
they can do).

Think of IAM as a gatekeeper with a guest list; it decides who’s allowed
inside, what rooms they can enter, and for how long.

Traditionally, IAM focused on internal users like employees accessing on-
premises systems. But the rise of cloud computing, software as a service
(SaaS), and third-party integrations has expanded IAM’s reach
exponentially. Now, organizations must manage and secure identities that
exist outside traditional boundaries.

IAM isn’t limited to employees logging into company systems. It includes
contractors, customers, vendors, cloud services, and even devices or
applications that act autonomously. As organizations adopt cloud platforms,
remote work, and automation, the number of identities they must manage
has grown quickly and so has the complexity of keeping them secure.

The reality is that most cyber attacks start with compromised credentials.
Phishing emails trick users into revealing passwords. Attackers buy stolen
logins from dark web marketplaces. Misconfigured access permissions
expose sensitive data. When identity controls fail, attackers don’t need to
hack in; they simply log in.

Effective IAM limits that risk by controlling who can access what,
monitoring how access is used, and revoking it when no longer needed. It’s
the foundation of trust in a digital ecosystem. Without strong IAM, even the
most advanced firewalls and antivirus tools are like having a high-tech
security system but leaving the front door unlocked.



IAM also plays a crucial role in compliance. Regulations like HIPAA,
GDPR, and SOX require organizations to demonstrate that only authorized
individuals can access sensitive data. Strong IAM practices make
compliance audits smoother and build customer confidence that data is
handled responsibly.

In this environment, IAM isn’t just an IT function but a strategic business
enabler. When done well, it allows employees to work efficiently without
security friction, customers to access services easily, and organizations to
protect sensitive information effectively. But if not, it can be a blocker and
pain point for not only cybersecurity teams, but their business partners.

The Three Pillars of IAM: Identification,
Authentication, and Authorization
If IAM is the foundation of digital trust, identification, authentication, and
authorization are the pillars that support it. These three concepts may sound
similar (and just to be completely honest, even I’ve confused them before),
but each plays a very distinct and essential role in how systems recognize
users and control what they are able to do. Understanding how they fit
together is key to building any secure identity framework.

Identification: Claiming an Identity
The first step in any access process is identification, which, simply stated, is
the act of claiming who you are. When you type your username into a login
screen or scan a company badge at the office door, you’re identifying
yourself to a system.

Identification, by itself, doesn’t prove anything. Anyone can type “jdoe”
into a login form, but that doesn’t mean they are Jane Doe. Identification is
simply the claim: “This is me.”

In IAM, this claim must match a known digital record. That record might be
stored in a company directory, a customer database, or a cloud identity



provider. The quality of your identification system depends on how reliably
it can match that claim to a legitimate, existing identity in the organization.

A useful analogy is a hotel front desk. When you tell the clerk your name,
you’re identifying yourself, but they’ll still need to see your ID and verify
your reservation before handing over the key. That’s where authentication
comes in.

Authentication: Proving Your Identity
Once a system knows who you claim to be, it still requires evidence to
validate that claim. This process of proving your identity is called
authentication. In the digital world, authentication typically involves
something you know, something you have, or something you are (more on
these factors later in this chapter).

The more factors involved, the stronger the authentication. That’s why
multifactor authentication (MFA), as I’ll discuss later in this chapter, has
become a standard control across organizations. Even if an attacker steals a
password, they’d still need access to a user’s phone or fingerprint to
complete the login.

Authentication is one of the most targeted stages of the access process.
Attackers use phishing, credential stuffing, and brute-force attacks to
bypass authentication and impersonate legitimate users. That’s why
continuous innovation from passwordless authentication to biometrics is
essential to keeping digital identities secure.

Authorization: Determining What You Can Do
Once your identity is proven, the next question is: what are you allowed to
do? That’s the job of authorization, which is the process of granting or
denying specific actions based on your role, privileges, or the system’s
rules.

If authentication verifies who you are, authorization determines what you
can access. For example:



A marketing analyst might be able to view sales data but not edit it.

A system administrator can install software but not modify payroll
records.

A third-party vendor may only access a specific database during a
defined project window.

Authorization decisions are governed by access control models, which we’ll
explore in a later section of this chapter. These models define how roles,
attributes, and policies determine access. The principle of least privilege is
key here: users should have only the access necessary to perform their job
and nothing more, or nothing less.

When authorization breaks down, the results can be super costly.
Overprivileged accounts increase the impact of insider threats and make
lateral movement easier for attackers. A single compromised admin account
can lead to a full-scale breach. And many times, it has!

The Three Together: A Continuous Process
While identification, authentication, and authorization are often explained
as sequential steps, in practice they form a continuous loop of trust.

Every time a user attempts a new action, the system reevaluates context. Is
this still the same user? Does this action match their permissions? Is this
request coming from a trusted device?

In modern zero trust architectures, which I’ll discuss later in this chapter,
this verification happens constantly, not just at login. Continuous
authentication ensures that access remains appropriate throughout the
session, adapting as risk changes.

Together, identification, authentication, and authorization create the
backbone of secure access. Without strong identification, you can’t know
who’s entering. Without reliable authentication, you can’t be sure they are
who they claim to be. And without proper authorization, even trusted users
could unintentionally (or maliciously) cause damage.



For cybersecurity professionals, mastering these three pillars is non-
negotiable. They underpin every IAM control from single sign-on (SSO) to
privileged access management (PAM) and form the first line of defense
against identity-based threats. In a modern organization, however, the
“person” requesting access isn’t always a human being sitting at a desk.

Digital Identities
Every person, device, and application that interacts with a digital system
carries something invisible yet powerful: a digital identity. Just like your
government-issued ID proves who you are in the physical world, your
digital identity defines you in the digital one. It is the foundation of how
systems recognize, verify, and authorize every user and process that touches
their environment.

Anatomy of a Digital Identity
A digital identity is a collection of attributes, credentials, and entitlements
that together describe and verify a person or entity online. Attributes might
include a name, email address, job title, department, or even device type.
Credentials are the proof points that verify those attributes, such as
passwords, security tokens, or biometric data. Entitlements define what that
identity can do, such as viewing certain files, accessing databases, or
running specific applications.

Think of digital identity as a combination of your ID card, your keys, and a
list of all the places you’re allowed to go, all rolled into one. It’s not a
single record but a collection of information spread across systems that
work together to determine who you are and what you can do.

Human and Nonhuman Identities
Digital identities are not exclusive to people. In modern environments,
systems, applications, and devices also possess them, a category known as
nonhuman identities (which, personally, I think sounds really cool).



Human identities are real people who interact with organizational systems
and data. These identities include employees, contractors, business partners,
vendors, and customers. When a new employee joins a company, an
identity is typically created for them and linked to information such as their
name, department, manager, job role, and location. Based on this
information, they are granted access to the systems and resources needed to
perform their job. As their responsibilities change over time, their access
should evolve as well. When they leave the organization, that access should
be removed. This process, known as the identity lifecycle, helps ensure
people have the right access at the right time and no more than necessary.

On the other hand, nonhuman identities do not belong to people at all. They
are digital identities assigned to machines, applications, services, APIs,
scripts, and Internet of Things (IoT) devices that need to interact with other
systems. While these identities do not log in with a username and password
the way a person might, they still require credentials and permissions to
perform their assigned functions. A service account may run automated
backups, an application may connect to a database, or an API may
exchange information with a third-party service. Just like human users,
these identities must be authenticated and authorized before they are
allowed to access resources.

Nonhuman identities are growing rapidly in number. In large organizations,
they can outnumber human accounts by ten to one. Because they often
operate silently in the background, they are easy to overlook, yet they pose
serious risks if not properly managed. Attackers frequently target these
service accounts to move undetected through networks or exfiltrate
sensitive data.

The Importance of Accuracy
Strong IAM depends on accurate and up-to-date identity information. When
data about users or systems becomes outdated, access controls lose
effectiveness. For example, if an employee’s role changes but their
permissions are not updated, they may retain access to sensitive information



they no longer need. This not only increases security risk but can also create
compliance issues under data protection regulations.

Organizations should work to maintain centralized identity repositories and
automate updates from authoritative sources such as human resources or
vendor management systems. Automation reduces the chance of human
error and ensures that changes in one system are reflected across all
connected platforms.

Digital Identity and Trust
In cybersecurity, trust is built on identity. Every access decision, audit, and
security control relies on knowing who or what is taking action. A well-
managed identity system does more than secure access. It builds
accountability, transparency, and confidence in digital interactions. Without
clear identity management, even the most sophisticated cybersecurity tools
lose context and visibility.

Digital identity is both a security control and a business enabler. It allows
seamless collaboration across teams, partners, and customers while
ensuring that only authorized entities interact with critical systems. In a
world where boundaries between organizations and users blur, digital
identity becomes the thread that ties trust to technology.

The concept of digital identity is more than just user accounts and
passwords. It represents the entire structure of how trust is established and
maintained in a company’s cybersecurity ecosystem. Managing it well
means keeping track of every identity across its lifecycle, whether human or
machine, and ensuring that each one only has the access it truly needs.

Authentication
Once a digital identity has been created and identified, the system must
verify that claim before granting access. This critical test of trust is known
as authentication. While identification answers, “Who do you claim to be?”
authentication answers the question, “Are you really who you say you are?”



Remember the hotel check-in analogy mentioned earlier in the chapter?
Let’s look at how authentication shows up in that instance. One of the first
things that you’re asked for at check-in is not only your credit card, but a
form of identification. This is so that the agent can validate that you are the
person who has a right to the room they are seeking access to. Or if you’ve
ever lost your hotel room key (as I have plenty of times), your ID is
required before a duplicate or replacement key is made. That is
authentication in action.

Because stolen or guessed credentials remain a primary driver of
cybercrime, a strong authentication method is one of the most effective
ways to prevent unauthorized access.

Whether it’s a simple password or as advanced as a biometric scan, the goal
is the same: to establish confidence that the access request is genuine.

The Three Factors of Authentication
Authentication typically relies on one or more categories of evidence,
known as authentication factors. Each factor represents a different way to
prove your identity to a system. The stronger the evidence, and the more
factors that are combined, the greater the confidence that the person
requesting access is legitimate.

The factors are as follows:

1. Something you know, such as a password, a personal identification
number, or an answer to a security question

2. Something you have, such as a physical token, a smart card, or a
mobile device that receives a one-time code

3. Something you are, such as a fingerprint, facial recognition
pattern, or voice print

Just like a hotel clerk asking for both your reservation name and your
physical ID, combining these different factors gives the system the absolute
confidence it needs to hand over the keys.



Password Management and Policies
For decades, passwords have been the primary means of authentication.
They are easy to implement and familiar to users, but they also represent
one of the weakest links in cybersecurity. People often reuse passwords
across multiple sites, create ones that are too simple, or fall victim to
phishing schemes that reveal them to attackers.

The first cybersecurity attack I worked on as Business Information Security
Officer was something called a cred stuffing attack. That’s when bad actors
get a hold of usernames and passwords, and “spray” them (attempt to login)
across a variety of sites to see where they can gain access. They are betting
on you using the same password—and we know most people do. That’s
why even strong passwords stolen from data breaches or guessed using
automated tools are super risky for cyber teams, and super convenient for
bad actors.

Even with modern authentication methods, passwords remain part of most
systems. So managing them securely is super essential. Poor password
practices continue to be a leading cause of breaches.

Effective password management begins with clear policy. Organizations
should require strong, unique passphrases and encourage the use of
password managers to reduce reuse and human error. Regular password
changes are less important than ensuring passwords are long and unique.

Password management tools can help securely store and autofill credentials,
while enterprise solutions provide centralized control and visibility. Even as
the industry moves toward passwordless systems, proper password practices
remain a vital layer of defense.

More recently, security practitioners increasingly encourage the use of
passphrases, which are longer and more memorable combinations of words.
Unlike traditional passwords that often consist of short, complex strings of
letters, numbers, and symbols, passphrases can be easier for people to
remember while also being more difficult for attackers to crack. For
example, a phrase such as “BlueCoffeeRidesAtSunrise” is typically much
longer and more resistant to brute-force attacks than a shorter password like



“P@ssw0rd1,” despite being easier for a human to recall. However, no
matter how long or complex a password or passphrase may be, it remains a
single factor of authentication, which makes it inherently vulnerable if
compromised.

Luckily, there are other, more advanced forms of authentication we can use
to strengthen our security stance.

Multifactor Authentication
Multifactor authentication (MFA) provides a much stronger defense than a
single factor. The concept is simple but powerful. By requiring two or more
independent proofs of identity, organizations can greatly reduce the
likelihood of compromise. For example, a banking app may require both a
password and a confirmation sent to the user’s mobile phone. Even if an
attacker manages to obtain the password, they would still need the second
factor to succeed. There’s a high likelihood that your bank’s mobile app has
this capability (mine does) and I highly encourage you to activate it. Like,
right now.

Multifactor authentication, when combined with good password hygiene,
offers powerful protection. Encouraging users to adopt passphrases that are
both complex and memorable improves compliance without sacrificing
security.

MFA dramatically reduces the success rate of phishing and credential theft
attacks. Studies show that even basic forms of MFA can prevent the vast
majority of unauthorized access attempts. Despite its effectiveness,
adoption remains uneven. Some organizations hesitate to implement it
because of cost or user inconvenience. However, the minor friction it adds
is minimal compared to the security benefits.

Modern MFA solutions are evolving beyond traditional text message codes.
Hardware tokens, authenticator apps, and biometric verification now offer
more secure and convenient options. Some advanced systems even use
adaptive MFA, which adjusts the number or type of authentication factors
required based on context. For example, a user logging in from a familiar



location might need only one factor, while an unfamiliar or high-risk login
would trigger additional steps.

The key to successful MFA deployment is balance. It must enhance security
without disrupting business operations. Clear user education, thoughtful
policy design, and careful selection of technology partners help
organizations achieve that balance. MFA should not be seen as an optional
feature, but as a fundamental layer of defense in any cybersecurity strategy.

Adaptive Authentication
Modern systems are moving beyond static, traditional MFA toward
adaptive authentication, also called risk-based authentication, which
adjusts security requirements based on context. For example, if an
employee logs in from their usual device at the office, the system might
require only a password. But if that same employee suddenly logs in from
another country at 3:00 a.m., the system could demand additional
verification because of the suspicious behavior. It may consider factors such
as the user’s location, device type, or typical behavior patterns. If someone
logs in from a trusted device at a normal time, the system might only ask
for a password. If they attempt access from a new country or at an unusual
hour, the system could require an extra step such as biometric verification
or a temporary code. This intelligent, context-aware approach balances
security and convenience for users.

Biometrics and Passwordless Authentication
Biometric authentication relies on unique biological traits such as
fingerprints, facial structure, or iris patterns. It offers a strong link between
the individual and the identity being verified, and it eliminates the need to
remember or manage passwords. Biometrics are now common on
smartphones, laptops, and access control systems, providing both security
and ease of use.

A growing trend is passwordless authentication, which removes passwords
entirely from the process. Instead, users authenticate with secure tokens,



cryptographic keys, or biometric data. This approach reduces phishing and
credential theft risks, since there are no passwords for attackers to steal or
reuse. Companies like Microsoft, Apple, and Google are leading this
movement by supporting passwordless login options for both consumers
and enterprises.

Challenges and Considerations
While advanced authentication methods strengthen security, they also
introduce new challenges. Organizations must consider privacy concerns
when collecting biometric data and ensure compliance with laws governing
its storage and use. Hardware tokens can be lost or damaged, and
multifactor systems may frustrate users if not implemented thoughtfully.
Balancing protection, privacy, and user experience is essential for a
successful authentication program.

Authentication is more than a security checkpoint. It is the gatekeeper that
determines whether every interaction in a digital system begins with trust or
vulnerability. As technology evolves, so must authentication methods.
Moving beyond passwords to multifactor, adaptive, and passwordless
systems represents not just progress, but necessity.

Authorization and Access Control Models
Once authentication verifies that a user or system is legitimate,
authorization takes over to determine what they are allowed to do. If
authentication is the key that opens the door, authorization determines
which rooms you are allowed to enter, how long you can stay, and what
actions you can take while inside.

Returning to our hotel example, presenting your driver’s license at check-in
helps the hotel verify that you are the person who made the reservation.
That is authentication. But just because you are a legitimate guest does not
mean you can access every area of the property. Your room key may grant
access to your assigned room, the fitness center, and the pool, while



restricting access to employee-only areas, executive lounges, VIP spaces, or
other guests’ rooms. In the same way, authorization determines which
resources a user can access and what actions they are permitted to perform
after their identity has been verified.

Fundamentally, authorization is about managing privileges and enforcing
limits to ensure that employees, partners, and systems interact only with the
data, applications, or environments necessary for their responsibilities. This
principle is known as least privilege, granting the minimum level of access
required to perform a task effectively.

Without clear authorization rules, organizations risk privilege creep, where
users accumulate permissions over time as they change roles or projects.
Privilege creep expands the attack surface and increases the potential
damage if an account is compromised. By strictly controlling what happens
after a user logs in, you protect the organization against both external
attackers and internal mistakes.

Access Control Models
Over time, organizations have developed several frameworks to manage
authorization consistently. These access control models define how
decisions are made about who can access what, and under what
circumstances. Let’s break them down.

Discretionary access control (DAC)
In discretionary access control, the resource owner decides who can access
their data or systems. It is flexible but risky in large organizations because
users can grant permissions freely, which may lead to inconsistent and
insecure configurations. Personal computers and file-sharing systems often
use DAC because it is simple to manage on a small scale.

Mandatory access control (MAC)
Mandatory access control is stricter and is commonly used in government
or military environments. Access is determined by a central authority based



on security labels such as “Confidential” or “Top Secret.” Users cannot
modify permissions on their own, which ensures consistency and limits data
exposure. While MAC provides strong control, it can be less efficient for
organizations that need flexibility and collaboration.

Role-based access control (RBAC)
The more organizations grow, managing individual user permissions
becomes increasingly complex. And this challenge led to the rise of role-
based access control (RBAC), which works to simplify access management
by grouping permissions under defined roles. Instead of granting privileges
to each person one by one, administrators assign them based on job
function.

For example, everyone in the Finance department might share the same role
that allows them to view budgets but not edit payroll. The HR team might
have a different role that grants access to employee data but not financial
systems. This structure ensures consistency, reduces administrative
workload, and supports the principle of least privilege.

RBAC also helps organizations respond quickly to changes. When someone
joins, changes departments, or leaves, administrators can simply assign or
revoke roles without manually updating individual permissions. It also
makes compliance audits easier, as roles clearly map to business
responsibilities and policies.

However, RBAC requires regular review. Over time, as organizations
evolve, roles can overlap or become outdated. This can lead to unnecessary
access or privilege creep. Periodic audits of role definitions, along with
automated tools that monitor usage, help keep RBAC systems clean and
effective.

In modern environments that mix cloud services and remote work, RBAC
remains one of the most widely used and proven frameworks for
maintaining secure and manageable access control.

Attribute-based access control (ABAC)



Attribute-based access control introduces more flexibility by using
attributes to make access decisions. These attributes can include user
characteristics, resource sensitivity, location, time of access, or device type.
For example, an employee might be allowed to access a report from a
corporate laptop during business hours but denied if they attempt from a
personal tablet at midnight. ABAC supports fine-grained, dynamic access
policies that adapt to changing conditions, making it well suited for cloud
and hybrid environments.

Privileged access management (PAM)
Some accounts have more power than others. Privileged accounts are those
that can change configurations, access sensitive data, or control security
settings. They include system administrators, network engineers, and even
automated service accounts. Because these accounts hold the keys to critical
systems, they are prime targets for attackers.

Privileged access management (PAM) focuses on protecting these high-risk
accounts. It enforces stronger controls, stricter monitoring, and limited use
to minimize the potential for abuse or compromise. One best practice is to
grant privileged access only when absolutely necessary and for the shortest
possible time. This approach is known as just-in-time access.

PAM solutions often include secure vaults for storing credentials, session
recording for oversight, and automatic password rotation to reduce the risk
of reuse or theft. These tools also provide visibility into who accessed what
and when, supporting both security and compliance needs.

Without proper PAM controls, a single compromised administrator account
can result in catastrophic breaches. By combining least privilege principles
with continuous monitoring and strong authentication, organizations can
keep their most powerful accounts under control.

From Static to Dynamic Control
Traditional access control models were often static. Once permissions were
granted, they remained the same unless an administrator manually changed



them. Modern systems are moving toward dynamic access control, where
decisions adjust automatically based on context, behavior, or risk level. This
shift aligns with the rise of zero trust principles, which emphasize
continuous verification rather than one-time approval.

Segregation of Duties and Policy Enforcement
Effective authorization also depends on sound policy design. One core
principle is segregation of duties, which ensures that no single user has
control over all aspects of a sensitive process. For example, the person who
approves vendor payments should not be the same person who initiates
them. This reduces the potential for fraud or accidental errors.

Policy enforcement is carried out through access control lists, policy
engines, and centralized identity platforms that evaluate each request in real
time. These technologies make sure that authorization rules are applied
consistently across systems, whether users are logging in locally or through
the cloud.

Challenges in Managing Authorization
Even with structured models, managing authorization remains complex.
People frequently change roles, departments, or projects. Third-party
vendors and contractors add additional layers of access that must be tracked
and removed when no longer needed. Cloud services multiply the number
of systems requiring integration. Without automated tools and strong
governance, authorization can quickly become outdated and inconsistent.

Regular audits, automated provisioning and deprovisioning, and access
recertification reviews help organizations maintain control. These measures
ensure that users have the right level of access at all times and that
unauthorized privileges are promptly removed.

Authorization is the backbone of digital control. It ensures that access, once
granted, is used properly and responsibly. By applying clear access models,
enforcing least privilege, and embracing adaptive, context-aware



authorization, organizations can protect sensitive resources without slowing
down productivity.

The IAM Lifecycle
In a perfect world, an employee would start their job with exactly the access
they need, and that access would vanish the moment they leave. In reality,
people are promoted, departments merge, and contractors come and go—
often leaving a trail of digital exhaust behind them.

Digital identities, both human and otherwise, are not static. They move
through a lifecycle that mirrors the journey of a person’s relationship with
an organization. This lifecycle typically includes four key stages, shown in
Figure 5-1: creation, use, modification, and deletion.



Figure 5-1. The IAM lifecycle

The creation phase begins when a new employee, contractor, service
account, applications or customer joins the organization. A digital identity
is established, often automatically through an onboarding process. During
use, the identity interacts with systems, accesses data, and performs actions
based on assigned privileges. Over time, identities evolve. Employees may
change roles, contractors may take on new responsibilities, applications
may require additional permissions, or services may be integrated with new
systems, leading to modification of access rights and permissions. Finally,
when the individual, application, or service no longer requires access, the
identity should be deactivated or deleted.

Problems often arise when that last step does not happen. Dormant or
orphaned accounts are a favorite target for attackers because they still
provide access but are rarely monitored. When a former contractor’s or



employee’s account is left active after their contract ends, it opens a
backdoor into the company’s network.

The IAM lifecycle is the framework for managing this journey from day
one to exit. It ensures that someone’s digital identity evolves alongside their
role. This lifecycle is the only way to prevent privilege creep—the slow
accumulation of unnecessary permissions—and to ensure that the most
dangerous vulnerability of all, the orphaned account, is never left active for
an attacker to find.

Perhaps the most important lesson of the IAM lifecycle is that identity
management is not a “set it and forget it” activity. Access that is appropriate
today may become excessive tomorrow as people change roles, projects
end, systems are retired, and business needs evolve. Maintaining a secure
identity environment requires continuous oversight, regular reviews, and
ongoing adjustments to ensure access remains aligned with organizational
needs. This is where more advanced IAM capabilities such as privileged
access management (PAM) and identity governance and administration
(IGA) become essential, helping organizations manage, monitor, and
govern identities throughout their entire lifecycle.

Identity Governance and Administration
(IGA)
Managing identities across an enterprise involves more than just
authentication and access control. It also requires governance, the oversight
and accountability that make sure all access aligns with policy, compliance,
and business needs. This is the focus of identity governance and
administration (IGA).

IGA solutions automate many of the complex tasks involved in user
management. They handle provisioning and deprovisioning of accounts,
approval workflows for access requests, and periodic reviews to confirm
that privileges remain appropriate. These capabilities not only improve
efficiency but also strengthen audit readiness.



A well-implemented IGA program reduces the risk of orphaned accounts,
which occur when users leave but retain system access. It also simplifies
compliance with regulations that require proof of access control and data
protection.

By aligning identity processes with business policies, IGA bridges the gap
between security teams and operational management. It ensures that
identity is not only managed but governed responsibly across the enterprise.

While IGA helps organizations determine who should have access and
ensures that access is governed appropriately, modern organizations face a
different challenge: enabling users to securely access an ever-growing
number of systems, applications, and cloud services. As workforces become
more distributed and technology ecosystems become more interconnected,
identity management must balance security, usability, and scale. This has
led to the development of modern access strategies designed to simplify the
user experience while maintaining strong security controls.

Modern Access Strategies
In the early days of IT, security was simple: if you were physically inside
the office, you were on the network. But today, the “office” is often
wherever an employee has a Wi-Fi signal. A single user might have access
to a dozen different apps. If we forced users to manage a separate identity
for each tool, we’d create identity exhaustion, leading to weak passwords
and massive security gaps. Modern access strategies such as federation and
single sign-on are solutions to this fragmentation. When combined with the
zero trust philosophy, we then have a way to verify trust in real time.

Federation and Single Sign-On (SSO)
Employees today interact with dozens of applications daily. Logging in
separately to each one is both inconvenient and insecure. Federation and
single sign-on (SSO) technologies solve this problem by allowing users to
authenticate once and access multiple systems seamlessly.



Federation enables trust between different identity providers and service
providers. When two organizations or platforms agree to trust each other’s
authentication processes, users can move between them without creating
new credentials. This is made possible through standards such as SAML,
OAuth, and OpenID Connect.

SSO extends this convenience within an organization’s environment. A user
logs in once and gains access to all authorized applications. This reduces
password fatigue, lowers help desk calls for resets, and improves user
experience. At the same time, it centralizes authentication, making it easier
to enforce security policies.

While SSO simplifies access, it also introduces risk if not implemented
securely. A compromised single sign-on account could give an attacker
broad access. Combining SSO with MFA and strong session management
ensures that convenience does not come at the cost of security.

Zero Trust and Identity
Historically, cybersecurity assumed that everything inside a network was
trustworthy, but modern threats have proven that assumption false. Today,
the industry is shifting toward a zero trust model based on a simple
principle: never trust, always verify. Identity is at the heart of this model.

In a zero trust environment, access is not granted based on location or
network connection but on verified identity, context, and continuous
assessment of trust. Every access request, whether it comes from inside or
outside the organization, is treated as potentially hostile until proven
otherwise.

IAM plays a central role in enforcing zero trust. Rather than granting access
based on a user’s location or network connection, IAM provides the
mechanisms to continuously verify identities and grant access based on
contextual risk. This means that authentication and authorization decisions
are made dynamically, considering factors such as:

User behavior



Is the activity typical for this user?

Device health

Is the laptop or device secure and recognized?

Data sensitivity

What is the value of the information being accessed?

By integrating IAM technologies such as MFA, PAM, and IGA with
continuous verification and segmentation, IAM transforms from a
gatekeeping function into a living security layer that adapts to risk in real
time. This strategy significantly reduces the potential for lateral movement
and insider threats, ensuring that trust is never assumed indefinitely, even
after access is granted.

Identity in Cloud and Hybrid Environments
Unless you’ve been hiding under a rock, you’ve probably heard
organizations talking about moving from on-premises environments to the
cloud. More on that in Chapter 8. At a high level, this shift means
organizations are relying less on applications and infrastructure hosted in
their own data centers and increasingly using services delivered over the
internet by cloud providers. Rather than employees accessing a handful of
systems inside a corporate network, they may now access dozens of cloud-
based applications from anywhere in the world. This evolution has
dramatically expanded the role of identity management. Organizations now
operate across multiple platforms, combining on-premises systems with
cloud services, which creates new challenges for maintaining consistent
access control.

Cloud identity management focuses on unifying access policies across all
environments. Centralized identity platforms, such as Azure Active
Directory or Okta, allow organizations to manage authentication,
authorization, and governance from one place. Convenient.



In hybrid environments (companies who have a combination of on-prem
and cloud infrastructures), integration is key. Systems have to synchronize
identities between local directories and cloud directories, ensuring that
access updates occur everywhere in real time. Misalignment between
environments can lead to security gaps or account inconsistencies.

Cloud identity systems also enable modern security features such as
conditional access and continuous monitoring. These capabilities make sure
that cloud adoption strengthens, rather than weakens, the organization’s
IAM posture.

Common IAM Pitfalls and Best Practices
Even the best IAM strategies can fail without proper implementation.
Common mistakes include granting excessive privileges, neglecting timely
or complete deprovisioning, and failing to monitor account activities. Each
of these can lead to data exposure or unauthorized access, which as you’ve
gathered by now can have seriously damaging consequences.

Best practices start with least privilege and continuous review. Access
rights should be regularly audited, and unnecessary permissions should be
removed promptly. Automation can help maintain accuracy and consistency
without relying on significant human interaction.

Training employees on secure access behavior is equally important. Users
should understand why authentication policies exist and how to follow
them. Security awareness transforms IAM from a technical process into an
organization-wide habit.

Finally, IAM programs should be treated as ongoing journeys rather than
one-time projects. Regular assessments, tool updates, and process
improvements ensure that identity remains a strong and resilient defense
against evolving threats.

Emerging Trends in IAM



Identity and access management continues to evolve rapidly. Artificial
intelligence and machine learning are now being used to detect unusual
behavior, automate access decisions, and enhance identity verification.

Behavioral biometrics, which analyze typing rhythm or mouse movement,
add a new layer of continuous authentication. Pretty cool, right?
Decentralized identity technologies allow users to control their own
credentials without relying on a single provider, increasing privacy and
portability.

The intersection of IAM with cybersecurity analytics is creating smarter,
more adaptive defenses. Identity is no longer just a security tool but a
central element of digital trust. And as organizations continue to expand
into multicloud and mobile-first ecosystems, IAM will remain the
foundation of secure digital interaction.

Careers in Identity and Access Management
As organizations continue to adopt cloud technologies, support remote
work, and connect with an expanding network of third parties, identity has
become one of the most important security domains. Every employee,
customer, application, device, and service account requires some form of
identity, making IAM a critical function in nearly every industry.

Professionals who work in IAM are responsible for ensuring that the right
people and systems have the right access to the right resources at the right
time. Their work helps reduce security risks, support regulatory
compliance, and improve the user experience by making access both secure
and efficient.

Common IAM career paths include:

IAM Analyst

Supports user provisioning, access requests, access reviews, and
identity-related investigations

IAM Engineer



Designs, implements, and manages IAM technologies such as directory
services, SSO, MFA, and PAM solutions

IAM Architect

Develops enterprise-wide identity strategies and designs identity
systems that integrate across cloud, on-premises, and hybrid
environments.

Privileged Access Management (PAM) Specialist

Focuses on securing highly privileged accounts and administrative
access to critical systems.

Identity Governance and Administration (IGA) Specialist

Manages identity lifecycle processes, access certifications, role
management, and compliance requirements.

Cloud Identity Engineer

Secures identities across cloud platforms and implements modern
authentication and authorization controls.

Success in IAM requires a blend of technical and business skills.
Professionals must understand authentication protocols, access control
models, cloud technologies, and identity platforms, while also collaborating
with human resources, legal, compliance, audit, and business teams.
Because identity touches nearly every system and process within an
organization, IAM professionals often develop a broad understanding of
how businesses operate.

For individuals interested in cybersecurity, IAM offers a unique opportunity
to combine security, technology, governance, and business operations. As
organizations increasingly embrace zero trust principles and cloud-first
strategies, the demand for IAM expertise continues to grow, making it one
of the most stable and impactful career paths in cybersecurity.



Conclusion
It’s clear to see how and why identity is the new perimeter of cybersecurity.
As networks grow more distributed and threats become more sophisticated,
protecting who can access what has become the cornerstone of defense.
Mastering IAM means understanding that trust is earned, verified, and
continuously monitored. And that’s because securing your company’s tech
ecosystem in a digital world requires absolutely nothing less.

But controlling access is only part of the equation. Once a user, application,
or system has been granted access, organizations must also protect the
information those identities can reach. Not all data carries the same level of
sensitivity, and different types of information require different levels of
protection throughout their lifecycle. In the next chapter, we will explore
information protection processes and procedures, including how
organizations classify, handle, store, share, and safeguard data to reduce risk
and support business objectives.



Chapter 6. Information
Protection Processes and
Procedures

At the heart of cybersecurity is a simple truth: organizations are not
protecting systems for the sake of technology. They’re protecting
information. That information is what customer records, employee data,
intellectual property, financial transactions, source code, and strategic plans
are made of. These are the assets that attackers want, regulators care about,
and businesses depend on to operate and make revenue. Information
protection processes and procedures exist to make sure that this data
maintains its confidentiality, integrity, and availability (remember the CIA
triangle?) when needed, and is used appropriately throughout its lifecycle.

If IAM answers the question, Who can access what? then information
protection answers the equally critical question, How is sensitive
information handled once access is granted? Even perfectly designed and
operating access controls mean little if data is poorly classified, weakly
protected, or inconsistently handled. History is full of breaches where
access was legitimate but protection was inadequate.

For aspiring cybersecurity professionals, information protection can
sometimes feel abstract or overly policy driven. But in reality, it is one of
the most practical and business-aligned areas of cybersecurity. It sits at the
intersection of technology, risk, compliance, and human behavior. So
understanding how information protection policies and procedures are
created, implemented, and maintained will make you a more effective
practitioner regardless of your domain. It remains important, no matter if
you work in a Security Operations Center (SOC), GRC, product security,
IAM, or engineering team.



This chapter will help you understand how organizations design effective
information protection policies, how encryption and DLP are applied in
practice, and how these protections are continuously improved to keep pace
with evolving threats and regulations. By the end of this chapter, you should
feel confident not only recognizing good information protection practices,
but also understanding the role you can play in strengthening them.

Understanding Data and Information in
Cybersecurity
In cybersecurity conversations, the terms data and information are often
used interchangeably. You will hear practitioners switch between them in
meetings, policies, and incident reports without much explanation. For
someone new to the field, this can be confusing, especially when the
distinction is presented as technical or academic. The reality is simpler and
far more practical.

At a basic level, data refers to raw facts. These are individual elements such
as numbers, text fields, records, or files. On their own, data does not always
have meaning. A single entry in a database, a log line, or a spreadsheet
column is data. Information is what data becomes when it is organized,
interpreted, or used in a way that provides context and value. When data is
combined, analyzed, or acted upon, it becomes information.

In cybersecurity, this distinction matters because attackers are rarely
interested in raw data for its own sake. They are interested in what that data
reveals. A list of email addresses becomes information when it is linked to
account access. A database of customer records becomes information when
it can be used to commit fraud, impersonate users, or undermine trust. The
impact comes from how data is used, not just from its existence.

From a protection standpoint, however, data and information are tightly
intertwined. The same controls that protect data also protect the information
derived from it. Classification schemes, access controls, encryption,
monitoring, and retention practices apply whether we are talking about a



single file or the broader insight that file enables. For this reason,
organizations often use the terms interchangeably in practice.

While a conceptual difference exists between data and information, this
book treats them interchangeably to focus on the core goal of learning how
to protect what matters. In practice, information protection isn’t just about
securing files and fields—it’s about safeguarding organizational assets as
they move through systems, people, and processes. With that foundation in
place, we can now look more closely at how data and information flow
through an organization and where protection must be applied.

The Data Lifecycle
Before we talk about policies, tools, and controls, it’s important to take a
step back and understand how data actually exists and moves within an
organization. Information doesn’t sit still—it’s created, accessed, shared,
stored, and eventually retired. Each of these moments introduces different
risks and requires different protections. Understanding the data lifecycle
gives you the foundation you need to make sense of everything that follows
in this chapter.

At a high level, the data lifecycle, also shown in Figure 6-1, includes data
creation or collection, storage, use, sharing and transmission, retention, and
disposal or destruction.



Figure 6-1. Data lifecycle flow diagram

Let’s walk through these stages and highlight what information protection
looks like at each point.

Data Creation and Collection
Data creation and collection occur the moment data first enters the
organization—when a customer fills out a form, an employee uploads a
document, or an application generates a log file. From an information
protection perspective, this stage is critical because risk begins the moment
data exists.



Key questions organizations should ask at this stage include:

What data is being collected?

Why is the data needed?

Who will use the data?

How sensitive is the data?

If sensitive data is collected unnecessarily, every downstream control
becomes harder and more expensive because every piece of sensitive data a
company collects creates an additional security obligation. In addition to
storing it, each data element needs to be protected. Sensitive data can often
end up in production databases, logs, backups, data warehouses, and third-
party tools. Each place the data lands becomes another place that requires
security controls, which then makes access management more complex.
Security teams need to understand which roles require access, design
aligned access controls, and ensure access is removed when it’s no longer
needed. Encryption requirements increase, monitoring and detection needs
expand, incident response becomes more costly, and compliance obligations
grow. Let’s take a deeper look at some of these examples.

TIP
The safest data is data you never collect.

Data Storage
Once created, data must live somewhere—databases, filesystems, cloud
storage, SaaS platforms, backups. This is where many traditional
information protection controls apply:

Data classification labels

Encryption at rest



Access controls

Secure storage configurations

Storage decisions directly affect risk. Data stored in approved, monitored
systems is far easier to protect than data scattered across personal devices,
shared drives, or unmanaged cloud tools.

Data Use
Data creates value when it is used—by employees, applications, analysts,
and systems. But this is also where legitimate access can turn into misuse,
whether intentional or accidental. Information protection at this stage
focuses on:

Least privilege access

Monitoring for unusual behavior

Preventing inappropriate copying or exporting

Ensuring data is used only for approved purposes

NOTE
Many security investigations involve authorized users doing unauthorized things.

Data Sharing and Transmission
Data is frequently shared internally between teams and systems, and
externally with partners, vendors, and customers. This stage introduces risk
because data moves beyond its original boundaries. Common protections
here include:

Encryption in transit

DLP controls



Secure file transfer mechanisms

Approval and review processes

Sharing is where many breaches and leaks occur, not because controls don’t
exist, but because data moves faster than governance.

Data Retention
Not all data needs to be kept forever. Retention defines how long data
should exist based on business, legal, and regulatory needs. From an
information protection standpoint, over-retention is a risk:

More data means a larger attack surface.

Old data is often poorly classified or protected.

Breaches involving legacy data are common.

Retention schedules help organizations balance value, compliance, and risk.

Data Disposal and Destruction
The final stage of the lifecycle is often the most neglected. Disposal of data
involves:

Secure deletion

Media sanitization

Verifiable destruction processes

Improper disposal can undo years of strong protection. If data still exists, it
can still be compromised, even if no one remembers it’s there.
Understanding the data lifecycle allows cybersecurity professionals to think
holistically about protection, rather than relying on isolated controls.

By viewing information through the lens of the data lifecycle, you can shift
from a reactive mindset to a proactive one. This holistic approach ensures



that protection isn’t just a static shield, but a dynamic process that evolves
with the data.

Data Ownership, Stewardship, and
Accountability
One of the most common points of confusion in information protection is
who actually owns the data. Many early-career cybersecurity professionals
assume that because security protects data, security must also own it. In
reality, effective information protection depends on clearly defined
ownership and accountability across the organization.

Data Ownership Versus Data Custodians
Data ownership refers to who is ultimately responsible for how data is used,
shared, and protected. In most organizations, data owners are not part of the
cybersecurity team. They are business leaders, product owners, or
operational teams who rely on the data to perform their work and deliver
value. These owners decide why the data is collected, how it supports
business objectives, and what level of risk is acceptable.

Cybersecurity and IT teams play a different but equally important role.
Rather than owning the data, they act as data custodians and advisors.
Custodians are responsible for implementing and maintaining the technical
safeguards that protect data. This includes access controls, encryption,
monitoring, and enforcement of data handling requirements. Security teams
also provide guidance to data owners on risk, regulatory obligations, and
best practices, helping them make informed decisions.

This separation of responsibilities is intentional. Business teams are best
positioned to understand the value and purpose of the data they use.
Security teams are best positioned to understand threats, controls, and risk
mitigation. When these roles are clearly defined and respected, information
protection becomes more effective and more realistic.



Why Ownership Matters
Problems arise when ownership is unclear or assumed. Policies may exist,
but no one feels accountable for enforcing them. Security teams may be
blamed for data exposure events they had no authority to prevent. Business
teams may bypass controls in the name of urgency, believing that security
will handle the risk later. These breakdowns are rarely caused by bad intent.
They are usually the result of unclear accountability.

Effective information protection programs make ownership explicit. Critical
datasets have named owners who are responsible for approving access,
reviewing usage, and making decisions about sharing and retention.
Exceptions to policy are documented and reviewed rather than handled
informally. Risk acceptance decisions are made deliberately and with
visibility, rather than by default.

Accountability in Practice
Accountability does not mean punishment. It means clarity. When everyone
understands their role, decisions happen faster and controls align more
closely with real business needs. Security teams can focus on designing
strong safeguards and monitoring effectiveness. Business teams can focus
on using data responsibly and strategically.

Accountability is what turns policies into action. Effective accountability
models include:

Named data owners for critical datasets

Defined escalation paths for exceptions

Regular reviews of access and usage

Clear consequences for misuse balanced with education



NOTE
Much of GRC work involves clarifying ownership, documenting decisions, and
ensuring accountability is sustained over time.

This balance becomes even more important in modern environments where
data moves quickly across cloud platforms, SaaS tools, and third-party
services. In these environments, security cannot rely solely on centralized
control. Instead, information protection depends on shared responsibility
supported by clear ownership and consistent governance.

For aspiring and early career cybersecurity professionals, understanding
data ownership is a critical mindset shift. Your role is not to own the data or
make business decisions for others. Your role is to help the organization
protect its information by clarifying risks, enabling informed decisions, and
building controls that support both security and business outcomes.

Strong information protection is not achieved by a single team acting alone.
It requires business leaders to own the risk while security teams act as
expert custodians. Once you establish who is responsible for the data and
how it moves through your organization, you have to turn that
understanding into action. That is where data protection policies come into
play, providing the structure needed to protect information at scale without
slowing the business down.

Developing Data Protection Policies
Policies are often misunderstood by those new to cybersecurity (and, yes,
sometimes even folks who specialize in cybersecurity). They can be
dismissed as paperwork, compliance checkboxes, or simply documents that
no one reads. In reality, well-designed data protection policies are
foundational tools that translate security intent into consistent, repeatable
behavior across an organization. They define expectations, establish
accountability, and provide a reference point when decisions need to be
made under pressure.



At a high level, data protection policies answer three essential questions:

1. What information needs to be protected?

2. How should different types of information be handled?

3. Who is responsible for protecting it?

Let’s break these questions down, starting with the most fundamental step:
identifying and classifying sensitive information.

Identifying and Classifying Sensitive Information
You cannot protect what you do not understand. Before encryption tools,
DLP platforms, or audit programs can be effective, organizations must first
gain clarity on what data they have and how sensitive it is. This process is
known as data identification and classification, and it underpins nearly
every other information protection activity.

Sensitive information is any data that, if exposed, altered, or unavailable,
could cause harm to an individual or an organization. The nature of that
harm may vary—financial loss, legal penalties, reputational damage,
operational disruption, or even physical risk—but the underlying principle
remains the same.

Common categories of sensitive information include:

Personal data

Names, addresses, email addresses, phone numbers, dates of birth

Personal financial data

Bank account numbers, credit card details, transaction histories

Government identifiers

Social Security numbers, national IDs, passport numbers

Health information



Medical records, insurance details, biometric data

Confidential business information

Intellectual property, trade secrets, source code, strategic plans

NOTE
Sensitive data requires protection due to legal, regulatory, contractual, or business risk if
compromised.

It’s important to note that sensitivity is contextual. An employee email
address published on a company website may be low risk, while the same
email address combined with a password or internal system access
immediately becomes high risk. This is why classification must be
thoughtful, not just mechanical.

Data Classification Frameworks
To bring some consistency and clarity into how data is handled,
organizations use what we call data classification frameworks. These
frameworks group information into categories based on sensitivity and
define their corresponding handling requirements.

A common and beginner-friendly classification model breaks down those
categories as follows, and as shown in Figure 6-2:

Public

Information intended for public release (like marketing materials and
press releases)

Private

Information related to an individual or small group that is not intended
for broad organizational access, but is not considered highly sensitive



(this would include performance reviews, salary information, or
personal contact details)

Internal

Information meant for internal use but not highly sensitive (things like
internal policies or organizational charts)

Confidential

Information that could cause harm if disclosed (customer data and
contracts fall into this category)

Restricted

Highly sensitive information requiring the strongest of protections
(includes things like encryption keys, Social Security numbers, and
health data)

NOTE
There is no universal classification model. What matters is that the model is clearly
defined, consistently applied, and understood by employees.

Figure 6-2. Data classification levels

Each classification level usually maps to specific requirements for the
following:

Storage



where data can live

Transmission

how data can be shared

Access controls

who can access it

Retention

how long data is kept

Disposal

how data is securely destroyed

I’ve found that a well-defined classification framework turns security from
guesswork to a repeatable process. By assigning protection requirements
based on data sensitivity, security teams can focus their strongest controls
where they matter most while avoiding unnecessary complexity for less
sensitive information.

Handling of Personal and Financial Data
Personal and financial data deserve special attention because they are
subject to stringent regulatory and contractual requirements. Laws like
GDPR, the California Consumer Privacy Act/California Privacy Rights Act
(CCPA/CPRA), HIPAA, and PCI DSS impose explicit obligations on how
this data is collected, processed, stored, and shared.

From an information protection perspective, this often means:

Mandatory classification as Confidential or Restricted

Encryption requirements both in transit and at rest

Strict access controls based on business needs



Ongoing monitoring for unauthorized access and/or exfiltration

Defined retention and deletion timelines

NOTE
Career insight: Many entry-level roles in GRC, privacy, and data protection focus
heavily on personal and financial data because regulatory expectations are clear and
enforceable.

For aspiring practitioners, understanding why these requirements exist,
rather than memorizing regulations, is key. These controls are designed to
reduce harm, build trust, and ensure accountability when something goes
wrong.

Writing Clear and Actionable Policies
Once data has been identified and classified, organizations must formalize
expectations through clear, usable policies. A strong data protection policy
does not exist to impress auditors. These policies guide real people to make
the best real decisions.

One of the most common failures in cybersecurity policy is overcomplexity.
Policies filled with dense legal language, excessive cross-references, or
vague mandates tend to be ignored. And it’s not because employees are
careless, but because the guidance is overwhelming and may not give the
reader guidance on how it can be put into practice.

Effective data protection policies usually share several common
characteristics:

Plain language

Written for the intended audience, not just fancy lawyers or super
technical security teams

Clear scope



Explicitly states who and what the policy applies to

Actionable requirements

Tells readers what they must do or not do

Aligned with reality

Reflects how organizations actually operate

NOTE
Reality check: A policy that cannot be realistically followed will eventually be violated
—intentionally or not.

Let’s compare two statements likely to be found in a data classification
policy:

“Sensitive data must be handled securely at all times.”

“Confidential and Restricted data must be encrypted when stored
outside approved enterprise systems.”

The second is specific, testable, and actionable. This is the standard to aim
for. The first tells you that it should be handled securely without giving the
reader evidence of what that means or how to do so.

Ensuring Organization-Wide Adherence
A policy that lives in a shared drive and is never referenced again doesn’t
offer much protection. Driving adherence requires a combination of
communication, training, and accountability.

Here are some key practices I’ve seen work well:

Policy awareness training tailored to different roles

Integration into onboarding for new hires



Technical enforcement where possible (e.g., blocking unencrypted
storage)

Clear ownership for policy maintenance and exceptions

NOTE
Ownership matters: Every policy should have an owner responsible for updates,
interpretation, and alignment with business changes.

For aspiring cybersecurity professionals, this is an important mindset shift:
policies are not static documents. They are living artifacts that evolve
alongside technology, threats, and business priorities.

Data Minimization and Purpose Limitation
One of the most effective information protection strategies is also one of the
least technical. It does not involve new tools, complex configurations, or
advanced analytics. It involves being intentional about how much data an
organization collects, why it collects it, and how long it keeps it. This
concept is known as data minimization, and it plays a foundational role in
reducing risk.

Data minimization is the practice of collecting and retaining only the data
that is necessary to fulfill a specific, legitimate business purpose. Purpose
limitation reinforces this idea by requiring that data be used only for the
reason it was originally collected, unless an explicit and approved change is
made. Together, these principles help organizations reduce their attack
surface before technical controls are even applied.

From an information protection perspective, every additional piece of data
represents additional risk. More data means more systems to protect, more
access decisions to manage, more opportunities for misconfiguration, and
more impact if something goes wrong. No amount of encryption or



monitoring can fully offset the risk of collecting unnecessary data in the
first place.

It is surprisingly common for organizations to collect data simply because
they can. Forms grow over time, applications log more than they need, and
legacy systems retain information long after it has lost business value. This
often happens gradually and without bad intent. Over time, however, the
organization ends up protecting data that no one actively uses and no one
clearly owns, and no one remembers why it exists.

Purpose limitation helps prevent this drift. When data collection is tied to a
defined purpose, it becomes easier to evaluate whether that purpose still
exists. If the business need disappears, the data should as well. This
discipline supports stronger retention practices and more defensible
information protection decisions.

For cybersecurity teams, data minimization changes the nature of the work.
Instead of focusing exclusively on how to protect data, teams can influence
whether data should exist at all. This is a powerful shift, especially for early
career professionals who may feel limited to operating controls rather than
shaping outcomes.

In practice, data minimization shows up in many small but meaningful
ways. Application teams may remove unnecessary fields from intake forms.
Logging configurations may be adjusted to avoid capturing sensitive
information. Retention schedules may be enforced more consistently,
ensuring that data is deleted once it no longer serves a business or
regulatory purpose.

This approach also improves usability. Fewer sensitive data elements
reduce the likelihood of accidental exposure. Simpler data flows are easier
to monitor and easier to explain during audits or assessments. When
something does go wrong, incident response teams have a smaller and more
understandable scope to investigate.

There is also a human element to data minimization that aligns closely with
your broader theme of practical, business-aligned security. People are more
likely to follow policies and controls that make sense. When users are asked



to protect data that clearly has a purpose and value, compliance feels
reasonable rather than arbitrary.

Data minimization does not mean avoiding data altogether. Organizations
need data to operate, innovate, and compete. The goal is balance.
Information protection is strongest when data collection is intentional,
usage is justified, and retention is limited.

For aspiring cybersecurity professionals, this is an important mindset to
develop early. Not every risk requires a technical control. Sometimes the
most effective protection decision is to ask a simple question: do we
actually need this data? That question, asked consistently and early, can
prevent entire classes of security incidents before they ever occur.

Implementing Encryption and Data Loss
Prevention
Once data has been identified, classified, and governed by policy, the next
step is putting that protection into action. This is where information
protection moves from intent to execution. Encryption and DLP are two of
the most widely used and frequently misunderstood mechanisms for
safeguarding sensitive data. So it’s important that we explore this concept in
more depth.

If policies define what should happen, encryption and DLP help ensure
what actually happens. They reduce the need to rely on perfect human
behavior and provide technical guardrails that protect data even when (not
if) mistakes occur.

Types of Encryption and When and How to Use Them
Encryption is one of the most fundamental tools in cybersecurity. At its
core, encryption transforms readable data (plaintext) into an unreadable
format (ciphertext) so that only authorized parties can access it. While the
concept is pretty simple, the implementation details matter, especially for
those learning how encryption fits into real systems.



There are two types of encryption, symmetric and asymmetric, and most
modern systems use a combination of both, each serving different purposes.
Symmetric encryption uses the same key to encrypt and decrypt data, which
makes it fast and efficient, well suited for encrypting large volumes of data,
particularly data at rest like databases, filesystems, and backups. Examples
of where symmetric encryption is typically used include databases, files
stored on servers or endpoints, and backups.

On the other hand, asymmetric encryption uses two different keys:

A public key to encrypt data

A private key to decrypt data

That makes asymmetric encryption more expensive, ideal for securely
exchanging keys, and commonly used in authentication and secure
communications.

Examples include:

Establishing secure web sessions (often referred to as Transport
Layer Security [TLS])

Secure email exchange

Key exchange mechanisms

NOTE
Career callout: As a Security Operations Center Analyst or Application Security
Engineer, you’ll often investigate issues where encryption exists but is misconfigured.
Weak algorithms, expired certificates, or poor key management are common root
causes.

The differences between symmetric and asymmetric encryption are
illustrated in Figure 6-3.



Figure 6-3. Symmetric versus asymmetric encryption comparison

Encryption strength is not just about algorithms. It depends heavily on key
management. Poorly protected keys undermine even the strongest
encryption.

Using Encryption in Transit and at Rest
Encryption is typically applied in two primary contexts: in transit and at
rest. Encryption in transit protects data as it moves between systems.
Common examples include:

HTTPS traffic between a browser and a web application

API calls between services

Data transfers between internal systems

This type of encryption helps prevent eavesdropping, interception, and
man-in-the-middle attacks.

Encryption at rest protects data stored on physical or virtual media.
Examples include:



Encrypted databases

Encrypted filesystems

Encrypted backups and storage volumes

One thing to be mindful of is that encryption at rest does not protect against
misuse by authorized users. It protects data if storage media is stolen, lost,
or improperly accessed.

In mature cybersecurity ecosystems, encryption requirements are usually
driven by data classification. For example:

Public data

encryption optional

Internal data

encryption recommended

Confidential or restricted data

encryption mandatory

NOTE
GRC and privacy teams often define when encryption is required, while engineering and
infrastructure teams define how it is implemented. Collaboration is essential.

Deploying DLP Solutions
While encryption protects data from unauthorized access, DLP focuses on
preventing data from leaving approved boundaries, whether intentionally or
accidentally. DLP solutions monitor, detect, and sometimes block the
movement of sensitive information across endpoints, networks, and cloud
services.



Identifying data leakage risks
Before deploying DLP tools, organizations have to understand where data
leakage is most likely to occur. Common risk areas include:

Email attachments sent to external recipients

Cloud storage misconfigurations

Removable media (USB drives)

Screenshots or copy-paste actions

File uploads to unapproved SaaS tools

NOTE
Most data leakage is accidental, not malicious. DLP programs should prioritize
education and usability, not punishment.

Effective DLP programs are aligned with data classification schemes. For
example:

Blocking external sharing of restricted data

Warning users before sending confidential data externally

Logging internal data movement for visibility

Best tools for DLP implementation (vendor neutral)
Rather than focusing on specific products, it’s more useful for beginners to
understand DLP capability categories. Most modern organizations use a
combination of:

Endpoint DLP

Monitors activity on laptops and desktops

Network DLP



Inspects data moving across networks

Cloud DLP

Protects data stored in and shared through cloud services

Each category offers different strengths and tradeoffs. Endpoint DLP
provides granular visibility, while cloud DLP is often easier to scale.

NOTE
DLP deployments frequently require close partnership with IT teams. Poorly tuned rules
can disrupt business workflows, which is a classic source of friction.

A key success factor is phased deployment. Mature programs typically start
in monitor-only mode, analyze results, and gradually introduce
enforcement. If users immediately try to bypass DLP controls, that’s often a
sign the policy or implementation needs adjustment—not that users are the
problem.

Rather than viewing encryption and DLP as isolated tools, think of them as
a combined safety net. Encryption ensures that data remains unreadable to
unauthorized parties, and DLP keeps that data exactly where it belongs.
Ultimately, these controls protect your sensitive information even when
inevitable human errors occur.

Information Protection in Cloud and SaaS
Environments
Mastering the technical guardrails of encryption and DLP is important, but
for many organizations today, information no longer lives in a small number
of clearly defined systems. It lives in cloud platforms, SaaS applications,
collaboration tools, analytics environments, and third-party services. This



shift has transformed how data is created, stored, and shared, and it has
fundamentally changed what effective information protection looks like.

This shift to the cloud has transformed information protection from a task
of building walls to one of managing trust and visibility across systems you
do not physically own. In this decentralized environment, the shared
responsibility model becomes your primary roadmap, clarifying that while
cloud and SaaS providers might secure the “house” of the underlying
infrastructure of their platforms, you are still responsible for the “treasures”
kept inside. You remain responsible for securing your data, configuring
access appropriately, and using the platform in a secure way.

This distinction matters because many data exposure incidents in the cloud
are not caused by provider failures. They are caused by customer
misconfigurations, overly broad access, or misunderstood defaults. In other
words, the technology is working as designed, but information protection
responsibilities were not fully understood.

Cloud and SaaS tools also introduce data sprawl. Information is easily
copied, synced, shared, and integrated across services. A single dataset may
exist in multiple locations at once, each with different controls, permissions,
and visibility. While this flexibility enables collaboration and speed, it also
makes consistent data protection more challenging.

In these environments, traditional perimeter-based thinking breaks down.
Data is no longer protected simply because it sits inside a corporate
network. Instead, protection depends on identity, configuration, and
continuous oversight. Classification, access control, encryption, and
monitoring must travel with the data rather than relying on where the data
lives.

Misconfiguration is one of the most common cloud-related risks. Storage
services exposed to the internet, overly permissive sharing settings, and
default access roles are frequent sources of unintended data exposure. These
issues are rarely the result of negligence. They often arise because teams
move quickly, documentation is complex, or ownership is unclear.



Shadow IT further complicates information protection. Teams may adopt
new SaaS tools without formal approval because those tools solve
immediate problems. From a security perspective, the concern is not the
tool itself. It is the unmanaged data flowing into environments where
classification, retention, and monitoring may not be enforced.

Effective information protection in cloud and SaaS environments relies on
visibility and governance rather than control alone. Organizations need to
understand where their data is, who can access it, and how it is being
shared. This often requires close collaboration between security, IT,
procurement, and business teams.

Encryption and DLP still play important roles, but they must be adapted to
cloud realities. Encryption is often built into cloud services by default,
shifting the focus toward key management and access control. DLP extends
beyond endpoints and networks into cloud applications and collaboration
platforms, where data sharing is frequent and fast.

For early career cybersecurity professionals, cloud environments can feel
overwhelming at first. The pace is fast, the terminology is new, and
responsibility can feel fragmented. The key is to focus on principles rather
than platforms. Data should be classified. Access should be intentional.
Sharing should be visible. Ownership should be clear.

When these principles are applied consistently, cloud and SaaS
environments can be just as secure as traditional systems, and often more
resilient. When they are ignored, data exposure becomes easy, quiet, and
difficult to detect.

Understanding information protection in the cloud sets the stage for security
operations. Monitoring, detection, and response all depend on knowing
where data lives and how it is supposed to behave. As you move forward,
remember that modern information protection is less about building walls
and more about managing trust, configuration, and visibility in dynamic
environments.



Insider Risk and Human-Centered
Information Protection
When people think about data breaches, they often picture external
attackers breaking into systems from the outside. In reality, many
information protection failures involve insiders. An insider is anyone with
legitimate access to organizational systems and data, including employees,
contractors, and third-party partners. Insider risk does not automatically
imply malicious intent. In fact, most insider-related incidents are caused by
well-meaning people trying to do their jobs.

Understanding insider risk requires shifting away from the idea that users
are the problem. People work under pressure, juggle competing priorities,
and make reasonable decisions based on the information available to them
at the time. Effective information protection recognizes this reality and
designs controls that support secure behavior rather than relying on perfect
compliance.

There are generally two categories of insider risk. Malicious insiders
intentionally misuse their access to steal, sabotage, or expose information.
These cases receive a lot of attention, but they are relatively rare. Far more
common are negligent or accidental insiders. These individuals may send
sensitive data to the wrong recipient, store information in unapproved
locations, reuse credentials, or bypass controls to meet business deadlines.

From an information protection perspective, the distinction matters.
Malicious insider activity often requires investigative and behavioral
monitoring controls. Negligent insider risk is better addressed through clear
policies, intuitive tools, and guardrails that prevent mistakes before they
happen.

Many human-centered failures occur at predictable points in the data
lifecycle. Data is copied for convenience. Files are shared to speed
collaboration. Access is granted broadly to avoid delays. Over time, these
small decisions accumulate and create exposure. Rarely does a single action



cause harm on its own. Instead, risk emerges from patterns of normal
behavior interacting with weak or unclear controls.

This is where human-centered information protection becomes critical.
Rather than asking how to stop people from making mistakes, effective
programs ask how to make the secure choice the easiest choice. Encryption
should happen automatically rather than relying on manual steps. DLP
warnings should educate users rather than confuse or overwhelm them.
Access reviews should align with how teams actually work, not how
policies assume they work.

Security teams play an important role in shaping this environment. When
controls are overly restrictive or poorly explained, users will look for
workarounds. When controls are transparent and aligned with business
needs, adoption improves and risk decreases. This is not a soft skill. It is a
core element of effective security design.

Human-centered protection also requires thoughtful monitoring. Monitoring
is not about surveillance or mistrust. It is about detecting when normal
behavior begins to drift into risky territory. Unusual access patterns,
unexpected data transfers, or repeated policy warnings can signal that
controls need adjustment or that additional support is needed.

For early career cybersecurity professionals, insider risk is an important
concept because it shows up across roles. Security operations teams
investigate insider-related alerts. GRC teams help define acceptable use and
accountability. Product and application security teams influence how
systems handle data by default. Understanding insider risk helps
practitioners see how technical controls, policies, and human behavior
intersect.

Perhaps most importantly, insider risk reinforces a core truth of
cybersecurity. Technology alone does not protect information. People do.
Information protection succeeds when systems are designed to support
human behavior rather than fight against it.

As you move toward security operations in the next chapter, keep this in
mind. Many alerts, investigations, and incidents involve insiders who did



not intend to cause harm. Responding effectively requires technical skill,
context, and empathy. Human-centered information protection is not about
lowering standards. It is about building security programs that work in the
real world.

Audits and Assessments
Understanding the technical guardrails of encryption and the complex
nature of human behavior provides a strong foundation for defense, but
information protection is not a “set it and forget it” type of discipline. Data
environments change constantly—new systems are introduced, cloud
services evolve, business processes shift, and regulations are updated. Even
well-designed policies, encryption controls, and DLP programs will
degrade over time if they are not regularly evaluated and improved.

This is where auditing and assessment come into play. These activities
provide independent evidence that information protection processes are
working as intended, identify gaps before they become incidents, and adapt
controls to meet new risks.

In cybersecurity conversations, the terms audit and assessment are often
used interchangeably, but they are not the same thing. Understanding the
distinction is important, especially for early-career professionals who may
participate in both and feel unsure about expectations.

At a high level, the difference comes down to intent. An audit evaluates
whether an organization is meeting defined requirements. An assessment
evaluates how effective, mature, or resilient a program or control actually
is. Both are valuable. Audits and assessments are structured ways of
answering a critical question: Are our information protection processes
working the way we think they are?

An auditor is an independent evaluator who examines whether an
organization’s controls and processes are designed and operating as
intended and, in many cases, whether they comply with established
standards or regulations. Auditors may be internal employees who help



improve the organization’s security posture or external professionals hired
to provide an objective opinion for customers, regulators, or certification
bodies. For example, a company pursuing a SOC 2 report will work with an
independent audit firm to verify that its security controls, including those
related to information protection, are designed appropriately and operate
effectively. Similarly, organizations seeking ISO 27001 certification
undergo external audits to demonstrate that their information security
management system meets the standard’s requirements.

Audits and assessments are more than compliance exercises. They provide
organizations with an opportunity to validate that policies are being
followed, encryption is properly implemented, sensitive data is protected,
and employees are handling information as intended. Early in my career as
an internal auditor, I once uncovered more than $1 million in unbilled
revenue caused by a simple contract entry error. No one was looking for it,
and no alarms had gone off. A structured audit simply brought the issue to
light before it became a much larger business problem. That experience
taught me something I’ve carried throughout my cybersecurity career: you
rarely find the biggest risks by accident. You find them because someone
deliberately looked.

The same principle applies in cybersecurity. Without regular evaluations,
security programs can slowly drift away from documented policies, creating
gaps that often remain unnoticed until an incident, audit finding, or
regulatory investigation occurs.

What Is a Cybersecurity Audit?
A cybersecurity audit is a formal, evidence-based review of whether
specific controls, policies, or processes meet predefined criteria. Those
criteria may come from regulations, contracts, internal policies, or
frameworks such as the NIST CSF 2.0.



NOTE
Within the CSF 2.0 framework, auditing and updating information protection practices
directly support the Identify, Protect, and Govern functions of the framework—and they
create the foundation for effective detection and response, which we’ll explore in
Chapter 7.

Information protection audits often include a compliance component—
verifying that data handling practices align with legal and regulatory
requirements. Rather than treating compliance as a separate activity, mature
organizations map regulatory requirements to internal policies and controls.
This reduces duplication and helps teams focus on outcomes rather than
checklists.

Within the context of the NIST CSF 2.0, this mapping typically aligns with:

Govern

Establishing oversight, accountability, and policy alignment

Identify

Understanding data assets, risks, and regulatory obligations

Protect

Implementing safeguards such as encryption and DLP

While the word audit can feel intimidating—to both early-career and
tenured professionals—it is best understood as a learning mechanism. Good
audits surface weaknesses, clarify expectations, and drive improvement,
while poor audits focus only on pass/fail outcomes.

Audits typically ask questions like:

Is this control in place?

Is it operating as documented?



Can the organization prove it?

Rather than evaluating every aspect of an organization at once, audits are
typically conducted on a periodic basis, such as annually or every other
year, and focus on a defined scope. That scope may include a particular
business unit, information system, data type, or security control. At the
conclusion of the audit, the organization receives an opinion or finding
indicating whether the controls met the established criteria. Depending on
the type of audit, results are often communicated using straightforward
outcomes such as compliant or noncompliant, effective or ineffective, or
pass or fail.

Audits may be performed by several different groups depending on their
purpose. Internal audit teams evaluate controls from within the organization
and help leadership identify opportunities for improvement. Independent
third-party auditors provide objective assessments that customers, business
partners, and regulators can rely on. In regulated industries, government
agencies or oversight bodies may also conduct audits to verify compliance
with legal or regulatory requirements.

NOTE
Audits are not designed to catch people doing their jobs poorly. They are designed to
evaluate whether controls meet agreed-upon expectations.

From an information protection perspective, an audit might verify:

Whether data classification policies exist and are approved

Whether encryption is enforced where required

Whether evidence supports claims about DLP monitoring

Passing an audit does not mean an organization is secure. It means controls
met requirements at a point in time. For up-and-coming practitioners, this is
an important lesson: audits validate controls, but security outcomes depend



on how those controls operate day to day. Audits provide accountability and
assurance, but they do not always reflect real-world resilience.

What Is a Cybersecurity Assessment?
A cybersecurity assessment is a diagnostic evaluation of how well security
controls are designed, implemented, and functioning in practice.
Assessments are typically more flexible, exploratory, and improvement-
oriented than audits.

Assessments often ask questions like:

How effective is this control?

Where are the gaps or weaknesses?

How mature is this process compared to best practices?

Because the goal is improvement rather than compliance, assessments are
typically risk-focused and iterative. They are performed regularly as
business processes, technologies, and threats evolve, helping organizations
identify opportunities to strengthen their security posture before weaknesses
become incidents. Rather than producing a simple pass or fail result,
assessments often provide qualitative observations, maturity ratings,
prioritized recommendations, and actionable roadmaps for improvement,
which as both a former auditor and security leader, I find much more
valuable than a simple pass or fail rating.

Assessments are commonly performed by security teams, GRC or risk
professionals, cross-functional internal teams, and external consultants or
advisory firms. Each brings a different perspective, but they all share the
same objective: helping the organization understand where it stands today
and where it should invest to improve tomorrow.



NOTE
Early-career professionals often contribute heavily to assessments by gathering data,
interviewing stakeholders, and documenting findings.

Assessments are where organizations learn how to improve, not just
whether they meet requirements.

Different assessments serve different purposes depending on organizational
goals, risk tolerance, and maturity. Table 6-1 shows the most common
assessments you’ll encounter early in your career.



Table 6-1. Common types of cybersecurity assessments

Assessment
type

Assessment
focus

Performed
by

Key
outcome

Risk
assessments

Identifying and
evaluating threats,
vulnerabilities, and
potential impacts to
systems or data
based on data
exposure risks,
access misuse, and
regulatory impact

GRC, risk
teams, security
leadership

Prioritized
security
investments
and controls

Control
effectiveness
assessments

Evaluating whether
technical guardrails,
such as encryption
coverage or DLP
rule precision, are
operating as
intended to prevent
design weakness

Security
assurance,
internal risk
teams

Identification
of gaps where
data
protections are
failing or are
misconfigured

Maturity
assessments

Measuring the long-
term development of
people, processes,
and governance to
ensure consistent
data handling across
the organization

Internal teams
or external
advisors

Establishment
of a strategic
baseline and
maturity score
used to guide
programmatic
growth



Assessment
type

Assessment
focus

Performed
by

Key
outcome

Technical
assessments

Using security
engineering and red
teaming to locate
specific
misconfigurations,
unauthorized access
paths, or
unencrypted data
exposure points

Security
engineers, red
teams,
external
testers

Remediation
of exploitable
technical
weaknesses
before they
lead to a
breach

Something to remember: an organization can pass an audit and still fail an
assessment. A team may be compliant, but that does not guarantee
resilience.

How Audits and Assessments Work Together
In mature cybersecurity programs, audits and assessments are
complementary, rather than competing, activities. Assessments help
organizations identify risks, uncover weaknesses, and prioritize
opportunities for improvement. Teams then implement remediation efforts
to strengthen controls, processes, and technologies. Audits provide
independent validation that those improvements have been implemented
correctly and continue to meet established requirements. Together, they
create a continuous cycle of evaluation, improvement, and verification.

This relationship also aligns naturally with the lifecycle approach
emphasized throughout the NIST CSF 2.0. Assessments help organizations
Identify risks and opportunities for improvement. Those insights drive
stronger Protect capabilities through enhanced controls and processes.
Audits then support the Govern function by providing oversight, evidence,
and accountability that security activities are operating as intended.



For junior cybersecurity professionals, understanding the relationship
between audits and assessments will help you prepare for different types of
reviews, ask better questions during engagements, and recognize that
passing an audit should never be the ultimate objective. The real goal is
building a security program that is both compliant and effective.

It’s important to remember that an organization can be compliant by passing
an audit while still lacking mature security practices that would be
identified during an assessment. Audits demonstrate that required controls
exist and are operating as expected. Assessments determine whether those
controls are actually reducing risk. The strongest cybersecurity programs
don’t treat audits as the finish line. They use both audits and assessments as
tools for continuous improvement.

Internal and External Reviews
Most organizations rely on a combination of internal and external reviews
to evaluate and continuously improve their information protection
programs. These reviews may take the form of audits, assessments, or a
combination of both, depending on the organization’s objectives. Internal
reviews are typically performed by employees within the organization,
while external reviews are conducted by independent third parties who
provide an objective perspective.

Internal reviews, including audits and assessments, are commonly
conducted by internal audit teams, GRC professionals, security assurance
teams, risk teams, and cybersecurity practitioners. These reviews often
focus on:

Whether policies are being followed

Whether controls are designed and operating appropriately

Whether evidence supports stated practices

Because internal reviews are performed on a regular basis, they are
especially valuable for identifying trends over time, such as recurring issues



with data classification, inconsistent encryption practices, or gaps in policy
adherence.

NOTE
Entry-level roles in audit and GRC often involve testing evidence, interviewing control
owners, and documenting gaps—skills that translate well across cybersecurity domains.

External reviews are performed by independent third parties and may take
the form of compliance audits, certification audits, maturity assessments,
penetration tests, or advisory engagements. Some are required by regulators
or customers, while others are voluntary exercises organizations use to
benchmark and strengthen their security programs.

External reviews often carry higher stakes because they provide an
objective evaluation of an organization’s security posture. Whether the
outcome is a formal audit opinion, a certification, or a set of
recommendations, these reviews help build trust with customers, regulators,
business partners, and other stakeholders. Table 6-2 summarizes the
difference between internal and external reviews.



Table 6-2. Internal versus external reviews

Internal reviews External reviews

Conducted by company
employees

Conducted by independent third parties

Include audits,
assessments, and self-
evaluations

May include SOC 2, ISO 27001, customer
assessments, or consulting engagements

Ongoing throughout the
year

Often annual or project-based

Focus on continuous
improvement

Provides objective validation

Reports to leadership and
management

Builds trust with customers and regulators

Identifies risks before
external reviews

Identifies opportunities for improvement

Continuous Improvement of Data Protection
Practices
Reviews, whether they take the form of audits or assessments, identify
gaps, but improvement happens afterward. Continuous improvement is the
discipline of turning findings, incidents, and environmental changes into
stronger information protection practices. If that philosophy sounds
familiar, it should. This mindset is explicitly reinforced in the NIST CSF



2.0, encouraging organizations to adapt controls as threats, technologies,
and business priorities evolve.

Staying Ahead of Emerging Threats
The key takeaway is this: protecting information is never a one-time
project. As attackers evolve, regulations change, and businesses adopt new
technologies, security controls must evolve alongside them. Organizations
that embrace continuous improvement build resilience over time, while
those that stand still eventually fall behind.

Adjusting to Regulatory Changes
Regulatory expectations around data protection continue to evolve and
expand. New laws, updated guidance, and enforcement actions can all drive
changes to how information must be handled.

Rather than reacting at the last minute, mature organizations:

Monitor regulatory developments

Assess impact on existing data classifications and controls

Update policies and procedures proactively

Communicate changes clearly to affected teams

This adaptability is what transforms information protection from a
compliance obligation into a strategic capability.

Careers in Information Protection
One of the things I love about information protection is that there is no
single path into the work. This field needs technical thinkers, policy people,
investigators, auditors, engineers, privacy professionals, and folks who are
simply really good at asking, “Why do we still have this data, and who
actually needs access to it?”



Information protection shows up anywhere an organization collects, stores,
uses, shares, or destroys data, which is basically everywhere. Some
professionals spend their days configuring encryption and DLP tools.
Others write policies, review regulatory requirements, investigate data
exposure, test controls, or help business teams make smarter decisions
about how sensitive information should be handled.

Here are some roles that help achieve those outcomes:

Data Protection Analyst

Helps identify and classify sensitive information, reviews how data is
stored and shared, and supports investigations when information may
have been exposed or mishandled.

DLP Engineer

Configures and manages DLP tools across laptops, email, networks, and
cloud platforms. They create and tune rules that detect or block risky
data movement. The tuning part matters because poorly designed DLP
controls can frustrate employees faster than you can say, “Why is this
email blocked?”

Privacy Analyst

Focuses on how personal information is collected, used, shared,
retained, and deleted. Privacy analysts often work closely with legal,
security, product, and business teams to make sure the organization is
meeting its obligations and treating people’s information responsibly.

GRC or Security Risk Analyst

Develops policies, evaluates information protection risks, maps
regulatory requirements to security controls, and helps the organization
prove that its data protection practices are actually happening, not just
sitting in a document somewhere.

Security Assurance or Compliance Analyst



Tests controls such as encryption, access restrictions, retention
practices, and DLP monitoring to determine whether they are working
as intended. These professionals gather evidence, interview control
owners, document findings, and support internal and external reviews.

Cloud Security Engineer

Helps protect information stored and processed in cloud and SaaS
environments. Their work may include reviewing storage settings,
managing encryption and keys, monitoring access, and finding the
misconfigurations that could quietly expose sensitive data.

Security Architect

Designs the larger information protection strategy and determines how
classification, encryption, access control, monitoring, cloud security,
and other safeguards should work together across the organization.

Internal Auditor or Cybersecurity Auditor (one of my favorites, of course)

Independently evaluates whether information protection controls meet
established policies, standards, contracts, or regulatory requirements.
Auditors ask for evidence, test whether controls are operating as
expected, and help organizations uncover gaps before attackers,
customers, or regulators do.

Success in information protection requires more than knowing the
technology. You need to understand how the business uses data, explain risk
in plain language, and build protections that people can realistically follow.
You also need curiosity. A lot of this work begins with questions like: Why
are we collecting this? Who owns it? Where is it stored? Who can access it?
How long are we keeping it? And my personal favorite: Do we even still
need it?

Information protection is a great career path for people who enjoy
connecting cybersecurity to business decisions. Whether you prefer
engineering, privacy, audit, policy, investigation, or strategy, you can’t go



wrong because there is room for you in this field. Ultimately the mission is
to help the organization use information to create value without creating
unnecessary risk in the process.

Conclusion
Information protection processes and procedures provide the structural
backbone of effective cybersecurity. Through thoughtful data classification,
clear policies, strong encryption, and well-tuned DLP controls,
organizations reduce the likelihood that sensitive information will be
exposed, misused, or lost.

But no control is perfect. Even the strongest protections can be bypassed,
misconfigured, or abused. This is why information protection cannot stand
alone.

As you’ve seen throughout this chapter and in our deep dive into the NIST
CSF 2.0, cybersecurity is a lifecycle. Information protection defines how
data should be handled. Security operations determine how we know when
something goes wrong and what we do about it.

In Chapter 7, we’ll shift our focus to security operations, exploring how
organizations monitor systems, detect suspicious activity, investigate
incidents, and respond when information protection controls fail.
Understanding information protection will make that next step far more
intuitive because you’ll know exactly what is being defended and why it
matters.



Chapter 7. Security Operations

You can build strong defenses. You can design thoughtful policies. You can
harden systems. You can implement multifactor authentication everywhere.
You can encrypt sensitive data and patch vulnerabilities on time. And still,
something will eventually go wrong.

That’s not pessimism. It’s reality. Ask me how I know.

Security operations exists because prevention is never perfect. No
organization, no matter how mature, eliminates risk entirely. Attackers
evolve. Systems change. People make mistakes. Credentials get
compromised. Vendors get breached. Misconfigurations happen. Security
operations ensures that when something slips through, your organization is
ready.

Earlier in your cybersecurity journey, the focus may have felt largely
preventive with a lot of focus on stopping attacks, reducing vulnerabilities,
and limiting access. And those are essential elements of a company’s
cybersecurity program. However, security operations introduces a different
but equally important mindset. It helps us ask and answer questions like:

When something happens, how fast will we know?

How confident are we in our visibility?

Do we know what normal looks like?

Are we prepared to act decisively?

This is the shift from prevention to resilience. And not because resilience
assumes failure, but because resilience prepares for the possibility of
incidents.

In this chapter, you’ll shift your focus from prevention to resilience,
exploring the continuous practice of monitoring, detecting, and responding



to security events. You’ll begin by taking a closer look at the practice of
security operations, then proceed to establish the foundation of visibility
through logging and telemetry. You’ll dive into the detection engine, where
raw data is transformed into alerts. Finally, you’ll walk through the full
investigation and IR lifecycle—from initial triage to recovery and post-
incident learning.

What Is Security Operations?
Security operations is the continuous practice of monitoring, detecting,
investigating, responding to, and learning from cybersecurity events. The
earlier chapters focused heavily on reducing the likelihood of incidents; this
chapter focuses on reducing impact.

Security operations is where strategy becomes action.

It is where alerts are triaged, suspicious behavior is analyzed, incidents are
contained, recovery begins, lessons are learned, and improvements are
made.

Within the NIST CSF, much of security operations aligns with the Detect,
Respond, and Recover functions. Detection provides awareness. Response
provides action. Recovery restores stability. In practice, security operations
is not just a framework function but an operational capability that runs
continuously.

Why Security Operations Matters
Imagine driving a car without a dashboard.

You may have a strong engine, great brakes, and locked doors. But if a
warning light comes on and you never see it, how long before something
fails? We can think of security operations as the dashboard of cybersecurity.
It provides visibility into what is happening across systems, users, devices,
and networks in real time. It helps organizations detect abnormal behavior



before it becomes catastrophic. Security operations shortens the amount of
time an attacker can remain undetected inside an environment.

The faster an incident is detected and contained, the less damage it causes.
Think about it like this: a ransomware attack detected within minutes looks
very different from one discovered weeks later. Stolen credentials identified
quickly may result in a password reset, whereas stolen credentials identified
late may result in data exfiltration, regulatory scrutiny, and reputational
damage. Security operations directly influences that timeline.

Security Operations Is Not Just a SOC
When people hear “Security Operations,” they often imagine a Security
Operations Center, or SOC, a room filled with analysts watching
dashboards around the clock. And sometimes that is exactly what it looks
like. But security operations can take many forms:

A centralized internal SOC

A distributed cloud-focused monitoring team

A managed security service provider (MSSP)

A hybrid model combining internal and external support

A small team wearing multiple hats

The structure matters less than the capability. No matter the setup, the work
of security operations comes down to:

Identifying suspicious activity

Investigating alerts

Containing threats

Restoring systems after cyber disruption

Making continuous improvements



Whether that capability is in-house, outsourced, or blended, it must exist.
Without it, organizations are operating in the dark.

Even mature organizations experience visibility gaps. These gaps can result
from, for example, shadow IT, legacy systems, incomplete asset inventories,
misconfigured logging, and third-party tools that aren’t integrated into
monitoring platforms.

Blind spots are dangerous because they create areas where attackers can
operate undetected. A strong security operations program regularly asks:

What are we not seeing?

Where might our visibility be incomplete?

Are new technologies integrated into our monitoring stack?

Continuous monitoring is not just about watching. It is also about
constantly evaluating coverage.

Security operations can be fast-paced, stressful, and even chaotic. But when
designed thoughtfully, it becomes one of the most powerful drivers of
cybersecurity resilience. Let’s start with the foundation of every strong
security operations capability: visibility.

Continuous Monitoring and Visibility
If security operations is the dashboard of cybersecurity, visibility is the fuel
that powers it. Like I’ve said many times before, we cannot detect what we
can’t see. Continuous monitoring is the ongoing observation of systems,
users, devices, applications, and networks to identify suspicious behavior,
policy violations, or indicators of compromise. It is not a once-a-quarter
review. It is not a weekly report. It is continuous.

Continuous monitoring is not a single tool or a one-time project. It is a
discipline that requires coordination across:

Infrastructure teams



Cloud engineering teams

Identity and access management teams

Application owners

Third-party providers

Visibility improves when monitoring is embedded into system design rather
than bolted on later. When logging and telemetry are considered during
architecture discussions, security operations becomes proactive instead of
reactive.

Continuous monitoring provides awareness, but awareness alone is not
enough. Once suspicious activity is detected, someone must investigate it.
And after it is investigated, it must be remediated. And after all is said and
done, you learn from it, and the cycle continues.

Let’s walk through what’s involved with visibility, starting with
understanding what organizations want to monitor.

Establishing Foundations
The first part of continuous monitoring has to do with understanding what
you have and what’s normal.

Visibility starts with knowing what exists
Earlier in this book, you learned about asset management and the
importance of understanding your technology footprint. Continuous
monitoring builds directly on that foundation. If you do not have a
reasonably accurate inventory of your servers, endpoints, cloud workloads,
applications, and critical data stores, your monitoring program will have
blind spots.

For example:

If a server exists but is not enrolled in your monitoring tools, its
activity is invisible.



If a cloud account is created outside of approved processes, its logs
may never be captured.

If a third-party integration connects to your environment but is not
documented, you may not see suspicious behavior originating from
it.

Monitoring does not create visibility from nothing. It amplifies the visibility
you have already established. This is why strong security operations
depends on strong foundational practices.

NOTE
If your monitoring resources are limited, prioritize systems that store sensitive data or
grant privileged access.

Defining “normal”
Continuous monitoring depends on an important concept: baseline behavior.
You cannot identify abnormal activity unless you understand what normal
looks like. Normal might include:

Typical login hours for employees

Average data transfer volumes

Standard application usage patterns

Expected administrative activities

When monitoring tools are configured properly, they compare real-time
activity against this baseline. If behavior deviates significantly, an alert may
be generated. For example:

A finance employee accessing engineering systems

A sudden spike in outbound data transfers

An administrator creating multiple new privileged accounts



Not every deviation is malicious. Sometimes it reflects a legitimate business
change. This is where human judgment enters the picture.

Data Sources and Telemetry
If visibility is the goal of security operations, then telemetry is the
mechanism that produces it. Telemetry refers to the automated collection
and transmission of data from every corner of your infrastructure—from
remote laptops and cloud-hosted databases to the network switches that
connect them. It’s important to remember that monitoring doesn’t create
visibility from nothing; it amplifies the visibility you already have through
asset management.

Here, we focus on identifying and capturing the raw signals of our
environment. By centralizing these streams into a single location, we
transform isolated blind spots into a unified, real-time view of an
organization’s security posture.

What does continuous monitoring actually monitor?
Continuous monitoring is broader than many people initially assume. It is
not just about watching for hackers typing commands in a terminal window.
It typically includes monitoring across several categories, listed in Table 7-
1.



Table 7-1. Key categories of continuous monitoring

Monitoring
category What is being tracked

Examples of key
data points

Identity and
access

Who is accessing the
environment, what resources
they are accessing, and what
actions they are performing

Successful and failed
logins, configuration
changes, and access to
data

Endpoint
activity

The health, security posture,
and behavior of workloads and
devices such as laptops,
desktops, servers, and
containers

OS hardening status,
patching levels,
container image
security, and runtime
monitoring

Network
traffic

Communication between
systems and how traffic moves
across the environment

Security group rules,
network access rules,
connection attempts,
and traffic patterns

Cloud
infrastructure

Actions performed through the
cloud management plane and
changes made to cloud
resources

API calls, resource
creation and deletion,
and modifications to
existing
configurations

Continuous monitoring works because it looks at the environment from
multiple angles instead of just relying on a single source of truth. Think of it
like putting together a puzzle. Each monitoring category contributes a few
pieces, but no single one tells the whole story. It’s only when those pieces
come together that security teams can separate normal business activity
from behavior that deserves a closer look.



Identity and access monitoring tells us who is interacting with the
environment. Endpoint monitoring shows us what’s happening on the
devices those users are working from. Network monitoring reveals how
systems are communicating with one another and where data is moving.
Cloud monitoring extends that visibility into modern infrastructure by
tracking changes to cloud resources, identities, and configurations that
might otherwise fly under the radar.

On their own, most of these events are completely ordinary. Someone logs
in. A file gets downloaded. A new cloud resource is created. None of that
should automatically set off alarm bells. But cybersecurity is all about
context. When what seems like a set of ordinary events start happening
together in unusual ways, that’s when things get interesting and not in a
good way.

Imagine an employee who normally works in Atlanta suddenly logging in
from another country at 3:00 a.m. A few minutes later, that same account
accesses a server they’ve never touched before, transfers a large amount of
sensitive data, and creates a new administrator account in the cloud. Any
one of those activities might have a perfectly reasonable explanation.
Together? That’s enough to make a SOC analyst put down their French-
pressed coffee and start asking questions.

This is why security operations depends on collecting and correlating
information from across the environment. Analysts aren’t just looking for
one bad event. They’re looking for patterns. The more context they have,
the easier it becomes to tell the difference between normal business activity,
an honest mistake, and the early stages of a cyberattack. My experience as a
cybersecurity leader has taught me that it’s rarely one event that tells the
story. The sequence of events is where it’s at.

The role of logging
Logging is the heart of continuous monitoring. Logs are records of activity
that capture events such as:

Successful and failed logins



File access

Configuration changes

Application errors

System alerts

Logs provide the raw data that monitoring tools analyze. But simply
generating logs is not enough. Organizations must also:

Ensure logging is enabled consistently

Retain logs for an appropriate period of time

Centralize logs where they can be correlated and analyzed

A common tool used for this purpose is a security information and event
management platform, often simply called a SIEM. A SIEM collects logs
from systems across the environment and brings them together in one
central location where they can be searched, correlated, and analyzed.
Instead of investigating dozens of disconnected events, security analysts
can see how they fit together to tell the bigger story. Without centralized
logging, investigations become fragmented and slow. With a SIEM, it’s so
much easier to connect the dots and identify activity that might indicate an
attack.

Many organizations also pair their SIEM with a security orchestration,
automation, and response (SOAR) platform. Think of the SIEM as the
detective that identifies suspicious activity and the SOAR platform as the
eager assistant that jumps into action. It can automatically enrich alerts with
additional information, create incident tickets, notify the right responders,
or even take predefined actions like disabling a compromised account or
isolating an infected device. This automation allows security teams to spend
less time on repetitive manual tasks and more time investigating the
incidents that truly require human judgment.



NOTE
Continuous monitoring does not mean constant human review of every log entry.
Monitoring tools process large volumes of telemetry automatically, and analysts focus
on prioritized alerts and investigations.

Continuous monitoring is not fully automated
Automation plays an important role in monitoring. Modern tools can
process vast amounts of data far faster than humans. However, continuous
monitoring is not a “set it and forget it” capability. Tools must be
configured, tuned, updated, and reviewed regularly.

Threat actors evolve. Business environments change. New systems are
deployed. Old systems are decommissioned. Monitoring strategies must
adapt accordingly. Human oversight remains essential. Security analysts
review alerts, investigate anomalies, and determine whether activity is
benign or malicious. Their expertise transforms data into insight.

From Signal to Action
While telemetry provides the raw data, it is the analytical core of security
operations that transforms those logs into meaningful action. Here, we use
detection engineering to create the logic to identify threats, alerting us when
something is wrong, and we investigate the truth behind the signal.

Detection engineering and alert design
Continuous monitoring produces data. And detection engineering is what
transforms that data into insight.

Detection engineering is the practice of designing, testing, and refining the
logic that determines when activity should generate an alert. Monitoring
tools collect massive volumes of logs from endpoints, identity providers,
network devices, and cloud platforms. But raw data alone does not protect
an organization. Someone must decide which patterns matter, which



behaviors are risky, and which combinations of events suggest malicious
intent.

Detection engineers build rules that look for specific behaviors, such as
repeated failed login attempts followed by a successful authentication, large
data transfers from sensitive systems, or the creation of new privileged
accounts outside of standard change windows. These rules are often
mapped to known attacker behaviors, including frameworks like MITRE
ATT&CK, which categorize common adversary tactics and techniques. By
aligning detection logic with real-world attack patterns, organizations
improve their ability to identify meaningful threats rather than isolated
anomalies.

Effective detection engineering requires balance. If rules are too broad,
analysts will be flooded with false positives. If they are too narrow, genuine
threats may go unnoticed. Over time, mature security teams continuously
tune detections based on investigation outcomes. If analysts repeatedly
determine that a certain alert is benign, the rule may need adjustment. If an
incident reveals activity that was not previously detected, new rules must be
created. In this way, detection engineering is not static. It evolves alongside
both the threat landscape and the business environment.

Detection engineering is also where deep technical understanding intersects
with business context. Not every unusual action is malicious. A system
administrator performing maintenance may trigger alerts that would look
suspicious for a typical user. A new product launch may cause data transfer
volumes to spike temporarily. Detection logic must account for how the
organization actually operates. Strong communication between security
teams and business units reduces unnecessary friction and improves alert
quality.

Ultimately, detection engineering determines the quality of the signals that
reach analysts. When done well, it reduces noise, increases confidence, and
ensures that investigative energy is focused where it matters most.



NOTE
More alerts do not necessarily mean better security. Effective detection engineering
prioritizes signal quality over alert volume

Alerting and escalation
Too many alerts can overwhelm analysts. This phenomenon is commonly
referred to as alert fatigue. When teams are inundated with massive
volumes of notifications, they may begin to ignore or deprioritize them. Too
few alerts, on the other hand, can indicate poor coverage or overly
restrictive detection logic. Effective continuous monitoring requires
balance.

And trust me, balance is easier said than done. If you’ve ever had your
phone buzz nonstop with notifications, you already understand the problem.
At first, you look at every alert. By the hundredth one? You’re swiping
them away without even reading them. SOC analysts are human too. If
every alert screams, “Look at me!” then eventually none of them get the
attention they deserve.

That’s why organizations spend so much time tuning their detection rules.
The goal isn’t to generate more alerts. It’s to generate better alerts. Security
teams constantly adjust detection thresholds, reduce false positives,
prioritize high-risk events, and define clear escalation paths so analysts
know exactly when an alert is worth dropping everything for.

Imagine a SOC receives 10,000 alerts in a single day. (And yes, that’s not
nearly as dramatic as it sounds. Large organizations can easily generate that
many.) If every alert is treated like a five-alarm fire, the analysts will burn
out long before they find the real fire.

Instead organizations assign severity levels based on risk and business
impact. An employee who mistypes their password a few times before
successfully logging in? Probably not cause for panic. But imagine the
CEO’s account suddenly downloads thousands of confidential files at 2:00
a.m. on a Sunday. Maybe your CEO is just incredibly dedicated, but



chances are the SOC team is going to investigate before giving them the
Employee of the Month award.

Clear severity definitions and escalation procedures remove the guesswork
during those moments. Analysts know which alerts deserve immediate
attention, who needs to be notified, and what happens next. That means less
confusion, faster response times, and a much better chance of stopping an
attack before it turns into tomorrow morning’s headline.

NOTE
Excessive false positives can lead to alert fatigue, increasing the risk that a true threat
will be overlooked.

Triage and investigation
Once an alert is generated, you can then triage and investigate it.

Triage is the process of determining whether an alert represents a true
security incident, a benign anomaly, or a false positive. This step is critical
because not every alert signals malicious activity. Security operations teams
must quickly assess risk, prioritize effort, and decide whether escalation is
required.

Investigation typically begins with gathering context. Analysts review log
data, examine user activity, inspect endpoint telemetry, and correlate related
events across systems. They may look at login history, device fingerprints,
IP address reputation, recent configuration changes, or historical behavior
patterns. The goal is to answer several foundational questions: What
happened? Who was involved? When did it occur? And does the activity
align with expected behavior?

Context is everything. A login from a new geographic location may appear
suspicious until the analyst learns that the employee is traveling for a
conference. A surge in outbound traffic might raise concern until it is traced
to a legitimate system update. Investigation requires both technical skill and
judgment.



Triage also involves prioritization. Security teams often classify alerts by
severity levels. High-severity alerts may indicate potential data exfiltration,
privilege escalation, or active malware. Lower-severity alerts may reflect
policy violations or low-risk anomalies. Clear severity definitions allow
teams to allocate resources efficiently and avoid overreacting to minor
issues while underreacting to critical ones.

As organizations grow, automation can assist with triage by enriching alerts
with additional context. For example, automated systems may attach threat
intelligence data, asset criticality ratings, or user risk scores before an
analyst even reviews the case. However, human decision making remains
central. Automation accelerates analysis, but it does not replace it.

Effective investigation depends on documentation. Analysts must record
what they observed, what actions they took, and why they reached certain
conclusions. Clear documentation supports knowledge transfer, audit
readiness, and continuous improvement. It also protects the organization if
legal or regulatory scrutiny follows an incident.

Investigation and triage form the bridge between detection and response.
When analysts determine that activity is truly malicious or high risk, the
organization transitions into formal incident response.

NOTE
Thorough documentation during investigations supports legal defensibility, audit
readiness, and knowledge transfer across teams.

Response and Restoration
Detection provides the awareness that a threat exists, but awareness alone
can’t protect an organization. The next phase of the monitoring process is
where you take decisive action to neutralize threats and restore stability.

Responding to an incident is more than a technical task; it’s a coordinated
organization effort.



Incident response and containment
Incident response is where security operations becomes highly visible
across the organization, and for many, is where we first interact with
SecOps teams.

An incident response process provides a structured approach for handling
confirmed or high-confidence security events. While the specifics vary by
organization, most response frameworks follow a similar progression:
identification, containment, eradication, recovery, and lessons learned.

Containment is often the immediate priority. If a compromised endpoint is
communicating with a malicious server, isolating that device from the
network may prevent further spread. If stolen credentials are being abused,
forcing password resets and disabling accounts can limit additional access.
If malware is detected, blocking command-and-control traffic may stop
ongoing communication with an attacker.

Containment decisions must balance speed and impact. Disconnecting a
server may prevent further compromise, but it may also disrupt critical
business services. This is where coordination across teams becomes
essential. Security teams rarely operate alone during major incidents. IT,
legal, communications, leadership, and sometimes third-party forensic
experts may all be involved.

After containment, teams focus on eradication and restoration. Eradication
involves removing malicious artifacts, closing exploited vulnerabilities, and
ensuring that attackers no longer have persistence mechanisms in the
environment. Restoration involves returning systems to normal operation,
validating integrity, and monitoring closely for signs of reinfection.

Incident response does not end when systems are back online. Mature
organizations conduct post-incident reviews to identify root causes, control
gaps, and opportunities for improvement. These lessons often feed back
into detection engineering, monitoring coverage, and preventive controls. In
this way, security operations strengthens the broader cybersecurity program
over time.



NOTE
Major incidents often extend beyond technical teams. Legal, communications, human
resources, and executive leadership may all become involved depending on the scope of
impact.

Incident response can be intense. It often involves long hours, high stakes,
and cross-functional coordination. But when structured properly and
supported by clear processes, it transforms uncertainty into disciplined
action.

Recovery and lessons learned
Recovery is often misunderstood as simply bringing systems back online.
But in reality, recovery is both technical and strategic.

From a technical perspective, recovery does involve restoring affected
systems, validating that data integrity has not been compromised,
confirming that malicious access has been fully removed, and ensuring that
normal business operations can resume safely. That also looks like restoring
backups, rebuilding configurations, rotating credentials, or patching
systems. But the key theme I see with recovery is rebuilding confidence.

When a significant incident occurs, especially one involving customer data
or public exposure, trust can be shaken internally and externally. Executives
want assurance that the threat has been neutralized. Employees want clarity.
Customers may want transparency. Regulators may require documentation.
And this is why recovery extends beyond just technical remedies to
communication and governance.

Once systems stabilize, mature organizations conduct a structured post-
incident review. This is sometimes referred to as a lessons learned session
or, more commonly, a retrospective (often shortened to “retro”). The
purpose of this exercise is not to assign blame, but instead identify
improvement opportunities that we can better put into play next time.

Key questions often include:



How was the incident initially detected?

Could it have been detected sooner?

Were escalation paths clear?

Did communication flow efficiently?

Were there gaps in monitoring or logging?

Did preventive controls fail, or were they bypassed?

These reviews reveal systemic issues rather than individual mistakes.
Perhaps logging was not enabled on a critical system. Maybe access
reviews hadn’t been completed. Or an alert had been firing for weeks but
was deprioritized because of large amounts of noise. Each insight becomes
an opportunity to strengthen the program.

This is where security operations feeds back into prevention. A detection
gap may lead to improved logging coverage. A compromised account may
trigger tighter identity controls. Or maybe a vendor-related incident results
in stronger third-party monitoring. Recovery does the job of closing the
loop between Detect, Respond, and Protect. And when handled
thoughtfully, even difficult incidents can become opportunities to mature
your security program.

From monitoring to detection and triage to containment, security operations
functions as a continuous cycle rather than a linear sequence. Each
investigation informs better detection logic. Each incident reveals
opportunities to strengthen controls. Each lesson improves resilience.

Maturing the Operation
A successful security operations program isn’t defined by a single week
without incident, but by its ability to improve over time as evolving threats
and incidents emerge. In this phase of the monitoring process, we move
beyond the pressure of alerts and investigations to look at the health of the
operation itself.



Measuring operational effectiveness
Security operations is operational by nature, which means it can and should
be measured. Measurement provides insight into performance, supports
executive reporting, and helps justify investment in people and technology.
Without metrics, leaders may rely on anecdotal evidence or visible incidents
to judge effectiveness. That can be misleading.

Several metrics are commonly used in security operations. One widely
referenced metric is mean time to detect, or MTTD. This measures how
long it takes to identify an incident from the time malicious activity begins.
The shorter the MTTD, the faster an organization gains awareness.

Another important metric is mean time to respond (MTTR). This measures
how long it takes to contain or remediate an incident after it has been
detected. Efficient response reduces impact and limits damage. Dwell time,
the total time an attacker remains undetected in an environment, is closely
related to MTTR. Reducing dwell time is one of the primary goals of
effective monitoring and response.

Other operational metrics may include:

Alert volume over time

False positive rates

Percentage of alerts investigated within defined service levels

Incident recurrence rates

Coverage across assets and environments

However, it’s important to note that metrics have to be interpreted carefully.
A high number of alerts does not necessarily mean detections are strong. It
may actually reveal poor tuning. On the contrary, a low number of incidents
doesn’t necessarily mean strong security, but instead indicates blind spots.

Metrics are most valuable when used to identify trends and improvement
areas rather than to create fear or assign blame. Over time, they help leaders
understand whether the organization is becoming more resilient. They also



provide insight into capacity. If alert volumes increase significantly but
staffing remains constant, burnout risk rises. Operational measurement
helps balance workload with resources.

NOTE
Operational metrics are most useful when evaluated over time. A single data point rarely
reflects the true maturity of a security operations program.

Continuous improvement and maturity
Security operations evolves alongside the organization and the threat
landscape. New technologies introduce new attack surfaces. Cloud
migrations change visibility requirements. Remote work shifts user
behavior patterns. Mergers and acquisitions expand infrastructure. Each
change requires monitoring strategies to adapt.

This is why the maturity of security operations programs develops in stages.
Early programs may rely heavily on basic logging and manual review. Alert
tuning may be limited. Documentation may be inconsistent. Coverage may
be uneven. But as maturity increases, organizations typically improve:

Log centralization and retention

Detection rule quality

Automation for enrichment and triage

Integration between tools

Playbook standardization

Cross-functional coordination

Advanced programs may implement threat hunting, where analysts
proactively search for indicators of compromise rather than waiting for
alerts. They may use behavioral analytics to detect subtle anomalies. They



may simulate attacks through tabletop exercises or red team engagements to
test response readiness.

Continuous improvement also requires cultural reinforcement. Teams must
feel empowered to surface gaps and suggest changes. Leadership must
support investment in tuning and refinement, even when no major incidents
are occurring. The absence of visible crises does not mean the absence of
risk. Security operations thrives in environments that value learning over
perfection.

At this point, you’ve seen the full cycle. Monitoring generates data.
Detection logic generates alerts. Investigation determines risk. Incident
response contains threats. Recovery restores operations. Lessons learned
strengthen controls. Then the cycle repeats.

Security operations is not a one-time project. It is a continuous loop that
reinforces resilience over time. In the next section, we will explore career
paths within security operations and examine how roles evolve from entry-
level analyst positions to detection engineering, threat hunting, and
operational leadership.

Career Paths in Security Operations
For many professionals, security operations is the entry point into
cybersecurity because it provides exposure. Analysts see real alerts, real
incidents, real user behavior, and real attacker techniques. It is one of the
fastest ways to understand how systems actually behave under pressure.

An entry-level role often begins as a Tier 1 Security Analyst. At this level,
the focus is on monitoring dashboards, reviewing alerts, performing initial
triage, and escalating higher-risk cases. Analysts learn how to interpret logs,
document findings, and distinguish between noise and genuine concern.
The pace can be fast, and the learning curve can be steep, but the exposure
is invaluable.

As analysts gain experience, they may move into Tier 2 roles, where
investigations become deeper and more technical. Tier 2 analysts correlate



events across systems, perform root cause analysis, and often interact more
directly with system owners and engineers. They begin to understand
attacker techniques in greater detail and may contribute to detection tuning.

From there, paths begin to branch. Some professionals specialize in incident
response, handling high-severity events, coordinating containment, and
leading investigations. Others move into detection engineering, focusing on
building and refining alert logic. Some gravitate toward threat hunting,
proactively searching for adversary behavior that has not yet triggered
alerts. Others step into leadership roles, managing teams, reporting metrics,
and shaping operational strategy.

Security operations can also serve as a launchpad into adjacent domains.
Analysts who develop deep familiarity with identity abuse patterns may
transition into identity and access management roles. Those who become
experts in log analysis and system behavior may move into cloud security
or security architecture. Some professionals leverage their operational
experience to move into governance and risk roles, where firsthand
knowledge of incidents enhances policy development and control design.

The key takeaway is this: security operations builds foundational instincts.
It teaches you how attackers think, how systems fail, and how organizations
respond under pressure. Those instincts remain valuable no matter where
your career leads.

Success in security operations requires more than technical knowledge. Yes,
technical skill is important but analysts must understand networking basics,
authentication flows, system processes, and cloud architectures. They must
be comfortable reading logs and interpreting telemetry. They must be
curious about how systems function.

But equally important are judgment and composure. Security operations
professionals regularly face ambiguity. Alerts rarely announce themselves
clearly as malicious or innocent. Analysts have to often weigh incomplete
information, ask good questions, and avoid jumping to conclusions. The
ability to remain calm under uncertainty is a significant asset.



Communication skills are also critical. Analysts document findings, explain
risks to nontechnical stakeholders, and sometimes brief leadership during
incidents. Clear, concise communication can reduce confusion and
accelerate response efforts.

Resilience matters as well. Security operations can involve shift work, after-
hours escalations, and high-pressure incidents. Burnout is a real risk in
environments where alert volumes are high and tuning is poor. Mature
organizations recognize this and invest in automation, workload balancing,
and team well-being.

Finally, humility and curiosity are powerful differentiators. The threat
landscape evolves constantly. No one knows everything. Professionals who
continuously learn, refine their thinking, and adapt to new techniques tend
to grow quickly. Security operations rewards those who treat each incident
not as a failure, but as an opportunity to improve.

Conclusion
Security operations is the operational engine of cybersecurity. It transforms
visibility into awareness, alerts into investigations, and incidents into
lessons.

Earlier in this book, we explored the components of a company’s
cybersecurity ecosystem. You learned about assets, identity controls, third-
party risk, and information protection. Those foundational elements reduce
the likelihood of compromise. Security operations reduces the impact. It
ensures that when controls are bypassed, misconfigured, or overwhelmed,
the organization does not remain unaware. It shortens detection time,
structures response, and strengthens resilience.

It also reinforces the broader cybersecurity lifecycle. Lessons from
incidents improve identity policies. Monitoring gaps inform asset
management updates. Third-party incidents reshape vendor oversight. Data
exposure events strengthen protection controls. Security operations does not
sit apart from the rest of the program. It feeds it.



At its best, security operations reflects organizational maturity. It
demonstrates that security is not just about prevention, but about
preparation. In Chapter 8, we will shift our focus from operational
execution to strategic alignment and governance. You will explore how
cybersecurity leaders translate technical risk into business language,
communicate with executives and boards, and align security initiatives with
organizational priorities.

Operational excellence is powerful, but strategic alignment makes it
sustainable.



Chapter 8. Cloud

You can build strong controls. You can define clear policies. You can design
secure architectures. You can monitor your environment, detect suspicious
activity, and respond to incidents with precision.

And then someone deploys a cloud environment in under ten minutes and
exposes sensitive data to the internet without realizing it. That is not a
hypothetical. That happens every day—ask me how I know! Well, since
you asked, I’ve seen more than a few critical security findings that traced
back to exactly that kind of cloud misconfiguration.

You would think that moving to the cloud would eliminate cybersecurity
risks, but it doesn’t. The reality is that cloud computing accelerates and
redistributes risks in ways that are so easy to get wrong at scale.

Up until now, you’ve become more familiar with the core pillars of
cybersecurity. Those concepts—such as asset management, third-party
security, IAM, and others—are all still relevant in the cloud. But here is the
difference: in traditional environments, infrastructure was relatively stable.
Servers were provisioned carefully. Changes required coordination.
Environments evolved over time. In the cloud, infrastructure can be created,
modified, and destroyed almost instantly.

A developer can deploy a new application in minutes. A misconfiguration
can expose data just as quickly. An overly permissive identity role can grant
access across entire environments without anyone noticing until it is too
late. The speed of the cloud is both its greatest strength and its greatest risk.

This is why cloud security is not just a technical skillset. It is a mindset
shift. It requires us to rethink what an asset looks like, where the security
perimeter exists, how identity controls access, how configurations define
security posture, and how monitoring and detection operate in highly
dynamic environments.



In many ways, cloud security is where everything you have learned so far
comes together. But it also introduces a critical concept that reshapes
accountability. You are no longer responsible for everything, but you are
still responsible for enough to get it very wrong. This is known as the
Shared Responsibility Model, and it sits at the center of cloud security.

In this chapter, you’ll look at how your foundational knowledge of assets,
identity, and operations must evolve to keep up with the cloud. I’ll start by
clarifying the scope of cloud security, then talk about the Shared
Responsibility Model, because if you misunderstand who is responsible for
what, you will either overestimate your security posture and leave gaps
exposed, or over-engineer controls for things you do not actually own.
Neither ends well.

What Is Cloud Security?
Fundamentally, cloud security is the practice of protecting data,
applications, and infrastructure that are hosted in cloud environments. That
definition is simple on purpose, because while the technology may feel new,
the underlying goal is not. You are still protecting what matters most to the
business. You are still managing risk. You are still enabling the organization
to operate securely and confidently.

What changes in the cloud is not the goal, but the operating model. In
traditional environments, organizations owned and operated most of their
infrastructure. They managed physical servers, networking equipment, data
centers, and the layers of software that ran on top of them. Security teams
often had direct control over these environments.

In the cloud, that model shifts. Instead of building and maintaining
everything themselves, they rely on cloud providers such as Amazon Web
Services, Microsoft Azure, or Google Cloud Platform to operate large
portions of the environment. This introduces a new dynamic. Control is
shared.



The Shared Responsibility Model
The Shared Responsibility Model defines how security responsibilities are
divided between the cloud provider and the customer. It is one of the most
important concepts in cloud security, and also one of the most commonly
misunderstood. A helpful way to think about it is this: the cloud provider is
responsible for securing the cloud, the customer is responsible for securing
what they put in the cloud, and the provider is responsible for the
underlying infrastructure. This includes physical data centers, hardware,
networking, and the foundational services that support cloud operations.
They ensure that the environment is available, resilient, and protected from
physical and environmental threats, while the customer is responsible for
how they configure and use that environment.

This includes:

IAM

Application configuration

Data protection

Network configurations within the cloud environment

Operating systems and applications, depending on the service
model

Monitoring and logging

Let’s make this more concrete. If you store sensitive data in a cloud storage
service and configure it to be publicly accessible, that exposure is not the
cloud provider’s failure. The provider delivered the service as designed.
The misconfiguration is the customer’s responsibility. If you create an
identity role with excessive permissions and that role is abused, that is also
the customer’s responsibility.

On the other hand, if the cloud provider experiences a failure in its physical
infrastructure, that falls within their responsibility. Understanding this
division is critical because it shapes how you design your security program.



How Responsibility Changes by Service Model
Not all cloud services are the same. The level of responsibility you carry
depends on how much control you have over the environment.

There are three common cloud service models (Figure 8-1).

In an infrastructure as a service (IaaS) model, the provider manages the
underlying infrastructure, but the customer is responsible for operating
systems, applications, configurations, and data. This model offers
flexibility, but also requires strong security discipline.

In a platform as a service (PaaS) model, the provider manages more of the
stack, including the operating system and runtime environment. The
customer focuses on applications and data. This reduces some operational
burden, but does not eliminate security responsibility.

In a software as a service (SaaS) model, the provider manages most of the
environment, including the application itself. The customer primarily
manages user access and data. This model feels simpler, but
misconfigurations and identity risks still exist.

Figure 8-1. Shared Responsibility Model



Across all three models, one thing remains consistent. The customer is
always responsible for their data and who has access to it.

Who Owns the Risk?
Misunderstanding the Shared Responsibility Model leads to one of the most
dangerous assumptions in cybersecurity. “If it is in the cloud, it is secure by
default.” That assumption creates blind spots. Security teams may believe
that the provider is handling more than they actually are. Developers may
deploy services without fully understanding the implications of their
configurations. Leaders may assume that risk has been transferred when it
has not.

The result is often the same. Exposure without awareness. Strong cloud
security programs take the time to clearly define responsibilities, educate
teams, and embed security into how cloud environments are designed and
operated. At the end of the day, the cloud provider gives you powerful
tools, but how you use them determines whether your environment is
secure.

New Environment, New Security Rules
At this point, you understand what cloud security is and how responsibility
is shared. Now we need to address something that trips up even experienced
professionals. Cloud environments do not behave like traditional
environments. If you approach cloud security using only the mental models
from on-premises infrastructure, you will miss critical risks, not because
you lack skill, but because the environment operates differently. The
following are a few of the key differences that reshape how we think about
security in the cloud.

Ephemeral Infrastructure
In traditional environments, systems tend to stick around. Servers are
provisioned, configured, and maintained over long periods of time. Changes



are documented. Ownership is relatively clear. But in the cloud,
infrastructure can be temporary.

Resources are created and destroyed constantly. Virtual machines may exist
for hours or even minutes. Containers can be spun up and terminated
automatically based on demand. Serverless functions may only run for a
few seconds at a time. This creates a challenge for asset management.

In Chapter 3, you learned that you cannot protect what you cannot see. That
principle still applies, but visibility becomes harder when assets are
constantly changing. An inventory that is updated once a week is not
enough in a cloud environment. By the time it is reviewed, the environment
may have already changed. This is why cloud environments rely heavily on
automation for discovery and tracking. Asset management becomes a
continuous process rather than a periodic one. It also changes how you need
to think about security controls. Instead of securing individual systems, you
often secure the process that creates those systems.

Identity Is the New Perimeter
In traditional environments, security was often built around a network
boundary. If you were inside the network, you had a certain level of trust. If
you were outside, you were treated as untrusted. Firewalls and network
segmentation enforced that boundary. In the cloud, that boundary becomes
much less meaningful. Users, applications, and services can access cloud
resources from anywhere. Workloads may not sit behind a traditional
perimeter at all. This is why identity becomes the primary control plane.

In Chapter 5, you explored identity and access management in depth. In the
cloud, those concepts become even more critical. Access is determined by
identities, roles, and permissions, not by physical location. If an identity is
compromised and has broad access, an attacker may not need to “break in”
through a network. They may simply log in. This is why strong identity
controls, least privilege access, and continuous monitoring of identity
activity are foundational to cloud security.



Everything Is API-Driven
Cloud environments are built on application programming interfaces, or
APIs. An API is a way for systems to communicate with each other. You
can think of it as a structured request-and-response process. One system
asks for something, and another system responds. For example, when you
log into an application, retrieve data, or create a new resource, your request
is often being handled through an API, even if you never see it.

In the cloud, APIs are the primary way that everything gets done. Every
action, whether it is creating a resource, modifying a configuration, or
accessing data, is performed through an API call. Even actions taken
through a user interface are ultimately executed through APIs behind the
scenes. This has two important implications.

First, it creates powerful opportunities for automation. Security teams can
build controls, enforce policies, and monitor activity programmatically.

Second, it creates detailed visibility. Because actions are API-driven, they
can be logged. This produces a rich stream of telemetry that can be used for
monitoring and detection.

In Chapter 7, you learned how logging and telemetry power security
operations. In the cloud, API logs are one of the most valuable data sources
available. They tell you who did what, when they did it, and from where.
But there is a catch. If logging is not enabled, or not centralized, that
visibility disappears. And in a cloud environment, losing visibility means
losing control.

The Realities of Speed and Scale
One of the most attractive aspects of the cloud is speed. Teams can deploy
infrastructure quickly. Applications can scale automatically. New features
can be released faster. But speed introduces risk.

A single misconfiguration can be deployed across multiple environments in
seconds. An overly permissive access policy can apply to hundreds of



resources instantly. A mistake in infrastructure code can replicate itself
across regions and accounts.

In traditional environments, errors might be limited in scope. In the cloud,
errors can scale just as quickly as success. This is why cloud security
emphasizes guardrails rather than gatekeeping. Instead of reviewing every
change manually, organizations build automated controls that prevent
insecure configurations from being deployed in the first place.

Core Domains of Cloud Security
Now that you understand how cloud environments differ from traditional
ones, it’s time to break down the core domains that make up a strong cloud
security program.

Many of these core domains will seem familiar with earlier chapters of this
book. That is intentional. Cloud security is not a separate discipline. It is an
extension of foundational concepts applied in a new environment.

Identity and Access Management
Identity is the foundation of cloud security. As discussed earlier, access in
the cloud is controlled through identities and permissions rather than
network boundaries. This makes identity and access management one of the
most critical areas to get right.

In Chapter 5, you explored principles such as least privilege, role-based
access, and strong authentication. In the cloud, these principles are applied
through identity roles, policies, and service accounts.

A common risk in cloud environments is over-permissioning. It is often
easier to grant broad access than to define precise permissions. Over time,
this leads to identities with more access than they need. If one of those
identities is compromised, the impact can be significant.

Strong cloud IAM practices include:



Defining roles based on job function

Limiting permissions to only what is necessary

Regularly reviewing and adjusting access

Monitoring for unusual identity activity

Identity is not just about users. Applications, services, containers, virtual
machines, and automated workflows also have identities. These are often
referred to as nonhuman identities because they authenticate to systems
without a person sitting behind a keyboard.

In fact, many modern cloud environments have far more nonhuman
identities than human users. Service accounts, API keys, access tokens,
workload identities, and machine credentials allow applications and cloud
services to communicate with one another automatically. They’re essential
for automation, but as you can imagine, they also create risk. Just like
people, these identities can be over-permissioned, forgotten, compromised,
or left active long after they’re needed. Managing nonhuman identities has
become one of the fastest growing and most important areas of cloud
security because attackers don’t care whether they’re stealing a person’s
credentials or a machine’s. They simply want an identity that gives them
access.

The same least privilege, access review, and lifecycle management
principles you learned in Chapter 5 apply to nonhuman identities as well.
The difference is that cloud environments often have thousands of them,
making automation and governance essential.

Data Protection
Data remains one of the most valuable assets an organization has. In
Chapter 6, you explored how organizations protect data through
classification, encryption, and access controls. Those same principles apply
in the cloud, but with additional considerations.



Cloud environments often make it easy to store and share data. That
convenience can lead to accidental exposure. Common data protection
practices in the cloud include:

Encrypting data at rest and in transit

Managing encryption keys securely

Classifying data based on sensitivity

Restricting access based on need

One of the most well-known cloud security risks is publicly exposed
storage. This happens when storage resources are configured to allow
public access, often unintentionally. These exposures can lead to data
breaches, regulatory issues, and reputational damage. Protecting data in the
cloud requires both technical controls and awareness of how services are
configured.

Configuration Management
If identity is the foundation of cloud security, configuration is the control
layer that defines how secure the environment actually is. Most cloud
security incidents are not caused by advanced attacks. They are caused by
misconfigurations. Some examples include:

Storage services exposed to the internet

Security groups allowing unrestricted access

Logging disabled or not configured properly

Identity roles with excessive permissions

Configuration management focuses on ensuring that cloud resources are set
up securely and remain that way over time. This often involves:

Defining secure configuration standards

Using infrastructure as code to enforce consistency



Monitoring for configuration drift

Automatically remediating known issues

Instead of manually configuring each resource, organizations define
templates and policies that ensure security is built into the deployment
process.

Workload Protection
Workloads in the cloud include virtual machines, containers, and serverless
functions. Each type of workload introduces different security
considerations. Virtual machines require operating system hardening and
patching. Containers require image security and runtime monitoring.
Serverless functions require secure coding practices and careful permission
management. Workload protection focuses on:

Identifying vulnerabilities

Monitoring runtime behavior

Detecting suspicious activity

Ensuring systems are updated and secure

This area connects closely with security operations from Chapter 7. The
same principles of monitoring, detection, and response apply, but within
cloud-native environments.

Cloud Logging and Monitoring
Visibility is just as important in the cloud as it is in traditional
environments. In Chapter 7, you learned that security operations depends on
logging and telemetry. In the cloud, logging becomes even more critical
because of the dynamic nature of the environment. Cloud platforms provide
detailed logs that capture user activity, configuration changes, access to
data, and system events. These logs must be enabled consistently,
centralized for analysis, and monitored for suspicious behavior.



Without proper logging, incidents may go undetected. With strong logging,
organizations can identify and respond to threats more effectively.

Network Security in the Cloud
While the traditional network perimeter becomes less relevant, network
security still plays a role in cloud environments. Instead of relying on
physical firewalls, cloud environments use logical controls such as security
groups and network access rules. These controls define which systems can
communicate with each other and under what conditions. However, cloud
security increasingly moves toward a zero trust approach. This means that
access is not granted based on network location alone. Instead, it is based
on identity, context, and verification. Network security becomes one layer
in a broader, identity-driven model.

Secrets Management
In Chapter 5, you learned about identity and authentication. In cloud
environments, another critical concept closely tied to identity is secrets
management. A secret is any piece of sensitive information used to
authenticate or authorize access to a system. This includes passwords, API
keys, access tokens, and encryption keys.

In cloud environments, applications and services often need to
communicate with each other. To do this securely, they use secrets. For
example, an application may need a database password to retrieve data. A
service may use an API key to communicate with another service. A
common mistake is storing these secrets directly in code or configuration
files, which creates risk.

If the code is exposed, whether through a breach, a misconfigured
repository, or an internal error, those secrets can be compromised. A more
secure approach is to use centralized secrets management systems.

These systems allow organizations to store secrets securely, control access
to secrets, rotate secrets regularly, and audit how secrets are used. Instead of



hardcoding a password, an application retrieves it securely at runtime. This
reduces the risk of exposure and improves overall security posture.

Secrets management is one of those areas that often gets overlooked early
on but becomes critically important as environments scale.

Cloud Security and Security Operations
By now, you should see how closely cloud security connects to security
operations in Chapter 7. In fact, cloud environments significantly expand
the scope of security operations.

Earlier, you learned about logging, telemetry, detection, and response. In the
cloud, these capabilities become even more important because of the speed
and scale of the environment. Cloud logs provide detailed visibility into
identity activity, configuration changes, resource creation and deletion, and
data access.

These logs feed directly into monitoring and detection systems. But cloud
environments also introduce new challenges for security operations.
Volume is one of them. Cloud environments generate large amounts of data.
Without proper filtering and prioritization, security teams can become
overwhelmed.

Context is another challenge. An alert in a cloud environment may involve
multiple services, accounts, and regions. Understanding what happened
requires correlating data across these systems.

Despite these challenges, cloud environments also offer advantages.
Because activity is API-driven, as discussed earlier, it can be tracked and
analyzed in detail. This allows for more precise detection and investigation.

For example, instead of just knowing that a system was accessed, you may
know:

Which identity performed the action

What exact API call was made



What resource was affected

When the action occurred

This level of detail can significantly improve incident response. Ultimately,
cloud security and security operations are deeply connected. One provides
the environment, and the other provides the visibility and response
capability.

As you can see, none of these domains operate in insolation. Identity
influences access, configuration impacts data protection, logging supports
detection, and secrets management enables secure authentication. It’s
together that these create a layered cloud security program where each
domain reinforces the others. If one area is neglected, the effectiveness of
the entire program is compromised.

Good news is that if you’ve made it this far in the book, none of these
concepts feel completely new. You’re not learning an entirely different kind
of cybersecurity—instead, you’re learning how the same foundational
principles are applied in a cloud-first environment. The tech may change,
the pace might be a bit faster and the technology even evolves, but the goal
still remains the same. Protecting the systems, data, and the people who
depend on them is still the North Star.

Delivering Security at Scale
As organizations move beyond standing up their first few cloud resources,
the challenge changes from securing individual systems to an entire
ecosystem. What works when you have ten cloud resources usually doesn’t
work when you have ten thousand. No security team has enough hours in
the day to manually review every piece of deployment code or double-
check every configuration. Delivering security at scale means designing
environments where security is built into the process from the start through
automation, standardization, and repeatable processes by default.

Infrastructure as Code and Secure Defaults



One of the most important shifts in cloud environments is how
infrastructure is created. In traditional environments, systems were often
configured manually. An administrator would provision a server, install
software, apply configurations, and then maintain it over time.

In the cloud, this process is increasingly automated through infrastructure as
code (IaC), which is the practice of defining and managing infrastructure
using code instead of manual processes. Instead of clicking through a user
interface to create a resource, engineers write templates that define what
should be created, how it should be configured, and how it should behave.

For example, instead of manually creating a storage bucket and configuring
its permissions, an engineer might write a template that defines:

The bucket name

Who can access it

Whether encryption is enabled

Whether public access is allowed

This template can then be reused, version-controlled, and deployed
consistently across environments. From a security perspective, this is
powerful. It allows organizations to build secure defaults. Secure defaults
mean that systems are configured securely from the moment they are
created, rather than relying on someone to remember to apply security
settings later.

That allows encryption to be enabled by default, logging to be turned on
automatically, and access restricted unless explicitly approved. This reduces
the likelihood of misconfiguration, which, as we discussed earlier, is one of
the most common causes of cloud security incidents.

However, infrastructure as code also introduces risk. If a template contains
an insecure configuration, that mistake can be deployed repeatedly at scale.
Instead of one misconfigured system, you may now have dozens or
hundreds. This is why organizations integrate security checks into the



development process. Templates are reviewed, scanned, and tested before
they are deployed.

Security, in this context, is not just about protecting running systems. It is
about securing the code that creates those systems.

DevSecOps and Cultural Shift
One of the most significant changes introduced by cloud computing is
cultural, not technical.

In traditional environments, development, operations, and security were
often separate functions. Each team had distinct responsibilities, and work
was handed off between them. In cloud environments, these boundaries
blur. Development and operations teams often work together in what is
known as DevOps. Security must be integrated into this model, leading to
what is commonly referred to as DevSecOps.

DevSecOps is the practice of embedding security into the development and
deployment process. Instead of adding security at the end, it is built into
every stage.

This includes:

Secure coding practices

Automated security testing

Policy enforcement in deployment pipelines

Continuous monitoring

The goal is not to slow down development. It is to enable teams to move
quickly while maintaining security. This requires a cultural shift. Security
teams must move from being gatekeepers to being enablers. They provide
guidance, build tools, and create guardrails that help teams operate securely.

Developers, in turn, take on more responsibility for security. This shared
ownership aligns with the Shared Responsibility Model discussed earlier.



Security is no longer the responsibility of a single team. It is a collective
effort.

Third-Party Dependencies in the Cloud
In Chapter 4, you explored third-party risk and how vendors can introduce
vulnerabilities into your environment. Cloud computing is, by definition, a
third-party service. When organizations adopt cloud platforms, they are
placing trust in providers to operate critical infrastructure. But the
dependency does not stop there.

Cloud environments often integrate with multiple third-party services,
including:

SaaS applications

APIs from external vendors

Managed services

Development tools

Each of these integrations introduces additional risk.

For example:

A compromised third-party API could be used to access your
environment

A SaaS application with excessive permissions could expose
sensitive data

A vendor outage could disrupt business operations

Managing third-party risk in the cloud requires visibility and control.
Organizations must understand what third-party services are connected,
what data is shared, what permissions are granted, and what security
practices those vendors follow.



This ties directly back to the Identify function in Chapter 2. You must know
what exists in your environment, including external dependencies. Cloud
environments can make it easier to integrate with third parties. But that
convenience must be balanced with careful risk management.

Strategic Cloud Security
Up to this point, we’ve focused on the technical building blocks of cloud
security like identity, data protection, configuration management,
monitoring, and workload security. But building a secure cloud
environment takes more than just strong technical controls. It also requires
thoughtful architecture, clear governance, shared accountability, and a long-
term approach to program maturity. In other words, organizations need a
strategy. Robust and effective cloud security programs design for resilience,
define ownership, and continuously improve as the business and technology
evolve. Let’s look at what that means in practice.

Cloud Architecture and Threat Modeling
As organizations design cloud environments, it is important to think
proactively about risk. One way to do this is through threat modeling.
Threat modeling is the process of identifying potential threats,
vulnerabilities, and attack paths within a system before it is deployed.
Instead of waiting for something to go wrong, teams ask:

What are we building?

What could go wrong?

How could an attacker exploit this?

What controls do we need to put in place?

In cloud environments, this is especially important because systems are
often highly interconnected. A single application may rely on multiple
services, APIs, and data stores. Each connection introduces potential risk.



Threat modeling helps teams identify weak points, prioritize security
controls, and design more resilient systems. This connects directly to the
risk assessment concepts you learned in Chapter 2. The difference is that
instead of assessing existing systems, you are evaluating designs before
they are implemented.

Governance and Accountability in the Cloud
As cloud environments grow, technical controls alone are not enough.
Organizations also need clear governance. Governance defines how
decisions are made, who is responsible, and how accountability is enforced.

In traditional environments, ownership was often centralized. IT teams
controlled infrastructure, and security teams applied controls. In the cloud,
ownership becomes more distributed: Engineering teams deploy resources,
Product teams influence architecture, security teams define guardrails and
leadership sets risk tolerance.

Without clear governance, this distribution can lead to confusion. Who is
responsible for securing a new cloud service? Who approves access
changes? Who ensures logging is enabled? If the answer is “everyone,” the
reality is often “no one.”

Strong cloud governance establishes clarity. It defines roles and
responsibilities, establishes policies for cloud usage, standardizes how
resources are deployed, and ensures accountability for security outcomes.

This also connects to concepts you will explore further in Chapter 8 on
governance, risk, and compliance. For now, just know that cloud security is
not just about technical controls. It is about ensuring that the right people
are making the right decisions consistently.

Maturity in Cloud Security
Just like other areas of cybersecurity, cloud security capabilities evolve over
time. Not every organization starts with a fully mature program. Most begin



with limited visibility and gradually improve as they gain experience and
invest in the right controls.

A simple way to think about cloud security maturity is in stages. At an early
stage, organizations may have limited visibility into cloud environments,
inconsistent configurations, manual processes for managing access and
resources, and reactive responses to issues after they are discovered. At this
stage, risk is often higher because gaps are not well understood.

As maturity increases, organizations begin to define standards and improve
consistency. This may include establishing baseline configurations for cloud
resources, implementing centralized identity management, enabling logging
across environments, or introducing monitoring and alerting. At this stage,
organizations gain better visibility and begin to reduce common risks.

More mature organizations move toward integration and automation. That
looks like using infrastructure as code to enforce secure configurations,
automating security checks in deployment pipelines, continuously
monitoring for configuration drift, and integrating cloud logs into
centralized security operations workflows. At this level, security becomes
part of how systems are built, not just how they are reviewed.

Highly mature organizations go even further. They focus on continuous
improvement, advanced detection, and proactive risk management. That
could include threat modeling for cloud architectures, behavioral analytics
to detect subtle anomalies, regular testing through simulations and
exercises, and close alignment between security, engineering, and
leadership. Maturity is not about perfection. It is about progress.
Organizations that consistently learn, adapt, and improve will strengthen
their cloud security posture over time.

Common Cloud Security Risks
Now that you have a deeper understanding of cloud security, it is worth
revisiting common risks with additional context. Over-permissioned



identities remain one of the most significant risks. When access is broader
than necessary, the impact of a compromised identity increases.

Publicly exposed storage continues to be a leading cause of data breaches.
These exposures often result from simple configuration mistakes rather than
sophisticated attacks.

Misconfigured network controls can allow unintended access between
systems or from the internet. Disabled or incomplete logging limits
visibility and delays detection of incidents. Shadow cloud environments,
where teams deploy resources outside of approved processes, create blind
spots in monitoring and governance. Hardcoded secrets in code or
configuration files can expose sensitive credentials if discovered.

What is important to recognize is that these risks are often preventable.
They are not the result of highly advanced attackers. They are the result of
gaps in process, visibility, and control. And that is why strong fundamentals
matter so much in the cloud.

Cloud Security in Practice
Understanding the core components of cloud security is one thing, but
seeing how they operate in the wild is another entirely. Real-world
environments are exactly where things either come together or fall apart.
Ultimately, cloud security is not just about configuring tools correctly. It is
about how security integrates with the way the organization builds and
operates technology.

When Cloud Security Comes Together
In many organizations, cloud environments are primarily managed by
engineering teams. Developers, DevOps engineers, and platform teams are
responsible for deploying infrastructure, building applications, and
maintaining services. This creates an important dynamic.



Security is no longer operating on the outside looking in. It must be
embedded into how systems are designed and deployed. If security is
treated as a checkpoint at the end of the process, it will slow things down
and create friction. Teams will work around it. Controls will be bypassed.
And risk will increase. Instead, cloud security works best when it is built
into the process from the beginning. This approach is often referred to as
shifting left because security considerations are introduced earlier in the
development lifecycle, before applications and infrastructure are deployed
into production. Rather than waiting until the end of a project to review
security, teams build it into planning, design, and development from day
one.

For example:

Infrastructure templates can include secure configurations by
default.

Access policies can be defined before systems are deployed.

Logging can be enabled automatically as part of setup.

Security checks can be integrated into deployment pipelines.

This allows teams to move quickly without sacrificing security. Another
key aspect of cloud security in practice is partnership. Security teams must
work closely with engineering, operations, and product teams. This requires
strong communication and a clear understanding of business priorities.
Instead of saying “no,” effective security teams focus on asking: How can
we enable this safely? What risks are introduced and how do we manage
them? What controls can we automate so teams do not have to think about
them every time?

This mindset aligns security with the business rather than positioning it as
an obstacle.

When Cloud Security Falls Apart



At this point, you understand the concepts. But cybersecurity becomes real
when we look at how things actually go wrong. Let’s walk through a few
realistic scenarios that bring together the risks we’ve discussed.

Scenario 1: The public storage exposure
A team deploys a cloud storage bucket to share files internally. During
setup, public access is enabled temporarily for testing. The team plans to
restrict access later. But they forget.

Weeks later, sensitive data is publicly accessible on the internet. No attacker
had to break in. The data was simply available to anyone who knew where
to look. What went wrong?

The issue was not a sophisticated attack. It was a configuration oversight.
What could have prevented it? A few possibilities:

Secure defaults that block public access

Automated checks to detect public exposure

Monitoring alerts for changes in access settings

This scenario reinforces a key lesson. In the cloud, mistakes are often more
dangerous than attacks.

Scenario 2: The over-permissioned identity
An engineer is granted broad administrative access to troubleshoot an issue.
The access is meant to be temporary, but it is never reduced. Months later,
the engineer’s credentials are compromised through a phishing attack.
Because the identity has extensive permissions, the attacker is able to:

Create new accounts

Access sensitive data

Modify configurations



All without triggering immediate detection. What went wrong? Excessive
permissions were granted and never reviewed.

What could have prevented it? A few possibilities:

Least privilege access

Temporary access controls

Regular access reviews

Monitoring for unusual identity activity

This scenario connects directly to Chapter 5. Identity is powerful. And in
the cloud, it is often the easiest path for attackers.

Scenario 3: Logging was never enabled
A new cloud environment is deployed quickly to support a business
initiative. The team focuses on functionality and speed. Logging is not fully
configured. Weeks later, suspicious activity is discovered. Systems have
been accessed in unusual ways. Data may have been exposed.

The security team begins investigating. But there is a problem. There are no
logs. Without logs, the team cannot determine:

What happened

When it happened

Who was involved

What data was accessed

What went wrong? Visibility was not established. What could have
prevented it? A few possibilities:

Enabling logging by default

Centralizing logs for analysis

Regularly validating logging coverage



This scenario reinforces what you learned in Chapter 7. Without visibility,
security operations cannot function.

These scenarios highlight an important truth. Cloud security failures are
rarely about a lack of tools. They are about gaps in process, awareness, and
execution.

Career Paths in Cloud Security
Cloud security is one of the fastest growing areas in cybersecurity. As
organizations continue to adopt cloud technologies, the demand for
professionals who understand both security and cloud environments
continues to increase. There are several common roles within this space:

Cloud Security Engineers

Focus on implementing and managing security controls within cloud
environments. They work on identity configurations, monitoring, and
securing cloud resources.

Cloud Security Architects

Design secure cloud solutions. They define how systems should be built
to meet both business and security requirements.

DevSecOps Engineers

Integrate security into development and deployment processes. They
focus on automation, pipelines, and ensuring that security is part of how
systems are delivered.

Detection Engineers and Security Analysts

May specialize in cloud environments, focusing on monitoring, alerting,
and responding to cloud-based threats.

What makes cloud security roles unique is the combination of skills
required. Professionals need to understand cloud platforms and services,



identity and access management, networking concepts, security
fundamentals, and automation and scripting.

But just as important are communication and collaboration skills. Cloud
security professionals work closely with engineering teams, which means
they must be able to explain risks clearly and propose practical solutions in
business language. For those entering cybersecurity or expanding their
knowledge, cloud security offers a strong opportunity to build relevant, in-
demand skills.

Building a Cloud Security Mindset
By now, you have covered tools, risks, controls, and processes. But strong
cloud security ultimately comes down to mindset. Technology will continue
to evolve. New services will emerge. Threats will change. What remains
constant is how you think about security. A strong cloud security mindset
includes several key principles:

Assume change is constant

Cloud environments are dynamic. Resources are created and destroyed
continuously. This means security must be continuous as well. Periodic
reviews are not enough. Monitoring, validation, and improvement must
be ongoing.

Prioritize visibility

You cannot secure what you cannot see. Ensure that logging,
monitoring, and asset tracking are in place from the beginning.
Visibility is not optional, it’s foundational.

Design for failure

Even with strong controls, mistakes will happen. Design systems so that
failures are contained. Limit access. Segment environments. Monitor
activity. The goal is not to eliminate all risk. It is to reduce the blast
radius when something goes wrong.



Automate where possible

Manual processes do not scale in cloud environments. Use automation
to enforce policies, detect issues, and remediate risks. Automation
improves consistency and reduces human error.

Collaborate across teams

Cloud security is a shared responsibility within the organization.
Security teams, engineers, and leaders must work together. Clear
communication and shared goals improve outcomes.

Stay curious

Cloud platforms evolve quickly. New services, features, and risks
emerge regularly. Continuous learning is essential. The professionals
who stay curious and adaptable will be best positioned to succeed and
lead.

Cloud security is not just a set of controls. It is a way of thinking. And that
mindset will carry forward as technology continues to change.

Conclusion
Cloud computing has changed how organizations build and operate
technology. It’s increased speed, flexibility, and scalability. But it has also
introduced new complexities and risks.

Throughout this chapter, you saw that cloud security is not about learning
an entirely new discipline. It is about applying core cybersecurity principles
in a different environment. You revisited asset management in the context
of dynamic infrastructure. You saw how identity became the central control
point. You explored how data protection and configuration management
remain critical. And you connected cloud monitoring back to security
operations in Chapter 7.



You also learned that responsibility is shared. Cloud providers secure the
underlying infrastructure. Organizations are responsible for how they use it.
Understanding that boundary is essential for building an effective security
program.

Cloud security requires a shift in mindset. From static to dynamic
environments. From network boundaries to identity-based access. From
manual processes to automation. From reactive controls to proactive design.

Organizations that embrace this shift are better positioned to manage risk
and move with confidence. As you continue your cybersecurity journey,
remember this. Technology will continue to evolve. New platforms will
emerge. Operating models will change. But the fundamentals remain the
same.

Understand what you have. Control who has access. Protect what matters.
Monitor continuously. And always be prepared to adapt.

In Chapter 8, we will bring everything together through governance, risk,
and compliance. You will explore how organizations translate technical
security practices into business strategy, align with regulatory expectations,
and communicate risk at the executive level.

Because strong security is not just about implementation. It’s about
alignment, accountability, and trust.



Chapter 9. Governance, Risk,
and Compliance

You can build strong controls and invest in the best tools. You can even hire
experienced security professionals and design well-architected systems.
And still find yourself in a situation where a known risk turns into a real
incident because no one made a clear decision. That’s not a technology
failure. It’s a failure of alignment, ownership, and accountability.

In earlier chapters, we broke down how organizations protect assets,
manage identities, secure data, and detect and respond to threats. You saw
how each of these areas contributes to a strong cybersecurity program. But
there is a layer above all of that work that determines whether those efforts
actually succeed. That layer is governance, risk, and compliance, often
referred to as GRC.

This chapter isn’t just about frameworks, policies, or compliance
requirements. It’s about how organizations translate security into action,
how risk becomes part of everyday decisions, and how responsibility for
security extends far beyond the security team.

The Fundamentals of GRC
GRC is where cybersecurity moves beyond individual controls and
becomes part of how the organization operates. It defines how decisions are
made, how risk is understood, and how accountability is enforced. Without
it, even the strongest technical controls can fail. Not because they were
poorly designed, but because they were not aligned with how the business
actually functions.

This is also where many organizations struggle. Not because GRC is
inherently complex, but because it’s often misunderstood. It’s treated as



documentation and box-checking instead of decision making. It’s seen as a
requirement instead of an enabler. And most importantly, it’s disconnected
from the people who are responsible for carrying it out. Security doesn’t fail
because policies don’t exist. It fails because people don’t follow them.

GRC is about ensuring that the organization can operate security,
consistently, and intentionally. Let’s start by breaking down what GRC
actually means.

What Is GRC?
Governance, risk, and compliance are often grouped together, but each
component plays a distinct role in how an organization manages
cybersecurity.

Governance is about how decisions are made. It defines who has authority,
who is accountable, and how direction is set. It ensures that security is
aligned with business priorities and that there is clarity around ownership.

Risk is about understanding uncertainty and making informed decisions. It’s
the process of identifying what could go wrong, evaluating the potential
impact, and determining how to respond. Risk isn’t something
organizations eliminate, it’s something that they continuously manage.

Compliance is about meeting obligations. These obligations may come
from regulations, contractual requirements, or internal policies. Compliance
provides a way to demonstrate that the organization is operating within
expected boundaries.

At a high level, you can think of GRC like this:

Governance sets the direction.

Risk informs the decisions.

Compliance validates that expectations are being met.

Individually, each of these areas is important. But together, they form the
foundation for how security is actually integrated into the business.



But here’s where things often go wrong. Many organizations treat these
components as separate activities. Governance becomes a set of documents.
Risk becomes a spreadsheet that’s updated periodically. Compliance
becomes an audit exercise that happens a couple times a year.

When this happens, GRC becomes disconnected from the work that actually
matters. Decisions get made without clear governance. Risks get
documented but not acted upon. Compliance is achieved on paper, but not
reflected in day-to-day behavior.

Ultimately, this leads to a false sense of security. To see where the practice
breaks down, you first need to understand the fundamental purpose behind
GRC.

Why GRC Exists
As organizations grow, they become more complex. More systems are
introduced, more teams are involved, and more decisions need to be made,
often quickly and under pressure.

In earlier chapters, you saw how different areas of cybersecurity contribute
to protecting the organization—from visibility to incident response. Each of
the areas we covered is critical, but none of them operate in isolation.
Decisions made in one area often impact another. A change in identity
permissions can affect data exposure, a new third-party integration can
introduce risk into cloud environments, and a decision to prioritize speed
over control can increase the likelihood of incidents.

GRC exists to bring structure to these decisions. It ensures that:

Security is aligned with business objectives.

Risks are identified and understood.

Tradeoffs are made intentionally.

Responsibilities are clearly defined.

Expectations are consistently enforced.



Without GRC, organizations rely on individual teams to make decisions
independently. Sometimes those decisions are good, and sometimes they
aren’t. But when this individualized decision making is reality, the decisions
are often inconsistent. And inconsistency is where risk thrives.

Why GRC Fails in Practice
If GRC is so important, why do so many organizations struggle with it? The
answer isn’t a lack of frameworks or guidance. There are plenty of those.
The issue is how GRC is implemented, valued, and perceived within the
organization.

One of the most common failures is treating GRC as a documentation
exercise. Policies are written, approved, and stored. Risk registers are
created and updated. Compliance requirements are mapped and tracked. On
paper, everything looks complete. But when you look at how the
organization actually operates, a different picture emerges.

Teams move quickly to meet deadlines. Developers prioritize functionality
over security. Business leaders focus on growth and revenue. Security
requirements are seen as something to work around rather than something
to integrate. This disconnect creates a gap between what is defined and
what is done.

Another common failure is the lack of clear ownership. If everyone is
responsible for security, but no one is explicitly accountable, important
decisions fall through the cracks. Risks are identified but not addressed.
Controls are defined but not enforced. Issues are discovered but not
resolved in a timely manner.

Clarity of ownership is one of the most important elements of effective
governance. Without it, even well-designed programs struggle to deliver
results. But one of the most important and often overlooked reasons GRC
fails has nothing to do with process or structure. It has to do with culture. If
the culture of the organization does not support security, GRC will not
succeed.



You can have well-defined governance, a detailed risk management process,
and even pass every audit, yet still experience preventable security
incidents. Because security posture isn’t defined by what’s written, it’s
defined by what people actually do. This is why GRC must go beyond
policies and frameworks. It must influence behavior. And that starts with
governance.

Governance: How Security Decisions
Actually Get Made
Governance is often described as the foundation of GRC, but that
description can feel abstract. In practice, governance is much more tangible.
Governance defines how decisions are made, who makes them, and who is
accountable for the outcomes.

It answers questions like:

Who is responsible for approving access to sensitive systems?

Who decides whether a risk can be accepted?

Who ensures that security requirements are followed during a
product launch?

Who is accountable if something goes wrong?

Without clear answers to these questions, organizations rely on informal
processes. Decisions are made based on urgency rather than consistency.
Accountability becomes unclear. And risk increases as a result.

In earlier chapters, you saw how different areas of cybersecurity require
coordination across teams. IAM requires collaboration between security and
engineering. Data protection involves legal, compliance, and business
stakeholders. Security operations depends on timely communication and
clear escalation paths.



Governance provides the structure that enables this coordination. It ensures
that decisions are not made in isolation. It creates a shared understanding of
expectations. And it establishes accountability for outcomes. Again,
governance isn’t just about control, but clarity. And without clarity, even
well-intentioned teams will create risk without realizing it.

Core Components of Governance
Most governance programs are built on three core components: policies,
standards, and procedures. These terms are often used interchangeably, but
they serve very different purposes:

Policies define direction. They set expectations at a high level and
communicate what the organization requires. For example, a policy
might state that sensitive data must be protected or that access must
be restricted based on business need.

Standards define what good looks like. They translate policy into
specific, measurable expectations. If a policy requires data
protection, a standard might define encryption requirements, access
controls, or retention rules.

Procedures define how work gets done. They provide step-by-step
guidance for implementing policies and standards in practice.
Procedures are where execution happens.

In Chapter 6, you explored information protection processes and
procedures. That work is a direct example of governance in action. Policies
define that data must be protected. Standards define how it should be
protected. Procedures define how teams actually apply those protections in
their day-to-day work.

When these pillars are aligned, governance becomes both clear and
actionable. When they aren’t, confusion sets in. Policies may be too vague
to follow. Standards may exist but not be enforced. Procedures may be
inconsistent across teams. And when that happens, security becomes



dependent on individual interpretation rather than organizational
consistency.

Decision Making and Accountability
Governance isn’t just about defining expectations, but also ensuring that
decisions are made intentionally and that someone is accountable for those
decisions. This is where many organizations struggle. Think about the
decisions that happen every day that impact security:

Granting access to systems

Approving exceptions to security controls

Launching new products or features

Integrating third-party services into a technology ecosystem

Accepting known risks to meet business deadlines

If there is no clear structure for how these decisions are made, they become
inconsistent. Some teams may be strict while others are more lenient. And
for every risk that might be escalated, there are many others that may go
unnoticed. Over time, this inconsistency creates gaps.

Strong governance introduces structure into decision making. This can
include:

Defined approval processes for high-risk actions

Clear ownership of systems and data

Formal risk acceptance workflows

Escalation paths for unresolved issues

One of the most important concepts here is accountability. Responsibility
means someone is involved, but accountability means someone owns the
outcome.



If a system is exposed to the internet, who is accountable? If excessive
access is granted, who approved it? If a known risk leads to an incident,
who accepted that risk? Without clear accountability, organizations fall into
a pattern where issues are identified but not resolved. Everyone assumes
someone else is handling it. This is how small risks turn into larger
problems.

Governance in Action
The best way to understand governance is to see it play out in a realistic
situation. Imagine a product team preparing to launch a new feature. The
feature requires collecting user data and integrating with a third-party
service. Several decisions need to be made:

What data is being collected?

How is that data stored and protected?

What access do internal teams have?

What permissions are granted to the third-party provider?

What risks are introduced by this integration?

Without governance, these decisions may be made quickly and informally.
The team may prioritize speed and functionality. Security may be consulted
late in the process, or sometimes not at all. But with strong governance, the
process looks different. Policies require sensitive data to be protected,
standards define how that data must be handled, procedures guide the team
through required steps before launch, and risk is assessed before decisions
are finalized. Ownership is clear and approvals are documented.

This doesn’t mean the process becomes slow or bureaucratic. It means that
decisions are made with awareness and intention. Governance isn’t about
preventing work from happening. It’s about ensuring that work happens
responsibly.



Governance Failure Scenario
Now, how about when governance isn’t clearly defined? A product team is
under pressure to deliver a new feature quickly. The feature includes a new
data collection capability and requires integration with an external vendor.

Because of the timeline, the team moves forward without fully engaging
security. Access is granted broadly to simplify development. The third-party
integration is configured with minimal restrictions. Logging isn’t fully
enabled.

The feature launches successfully. From a business perspective, it’s a win.
A few weeks later, unusual activity is detected. Data has been accessed in
unexpected ways. An investigation begins and the security team quickly
identifies several issues:

Access permissions were overly broad.

The third-party integration had excessive privileges.

Logging was incomplete, limiting visibility into what occurred.

The question becomes: how did this happen? The answer isn’t a lack of
technical capability. The organization had the tools and knowledge to
prevent these issues. The failure was in governance:

There was no clear requirement to involve security before launch.

There was no structured risk review process.

There was no accountability for ensuring controls were
implemented.

Decisions were made quickly, without the necessary oversight.

This scenario highlights an important truth. Governance failures don’t
happen because people intend to create risk. They happen because
expectations are unclear and processes are inconsistent. And when that
happens, even well-meaning teams can introduce significant risk.



Governance provides the structure for decision making. But structure alone
isn’t enough. Organizations also need a way to evaluate the impact of those
decisions. That’s where risk management comes in. Every decision
introduces some level of risk. The goal isn’t to eliminate that risk entirely.
The goal is to understand it, evaluate it, and make informed choices about
how to respond.

In earlier chapters, you were introduced to the concept of risk. Now we are
going to take that further and explore how risk is managed in practice.
Because at the end of the day, cybersecurity isn’t just about controls, but
about decisions. And risk is what informs those decisions.

Risk Management: The Core of
Cybersecurity
If governance defines how decisions are made, risk defines what those
decisions are based on. At its core, cybersecurity is about managing risk—
not eliminating or avoiding it entirely, but managing it.

This is an important distinction because many people approach
cybersecurity with the assumption that the goal is to remove all risk. In
reality, that’s not possible. Every system, every process, and every business
decision introduces some level of uncertainty.

Organizations launch products knowing there may be vulnerabilities,
integrate with third parties knowing there may be dependencies, and
sometimes prioritize speed knowing that not every control will be perfect.
These are not failures, but common tradeoffs. Risk management provides a
structured way to make those tradeoffs intentionally.

In Chapter 2, you were introduced to the concept of risk as a combination of
likelihood and impact. That foundation still applies here. But in practice,
risk isn’t just a calculation, but a decision-making tool.

It helps answer questions like:

What could go wrong?



How likely is it to happen?

What would the impact be if it did?

What are we going to do about it?

When organizations manage risk effectively, they are able to move forward
with clarity. When they don’t, decisions are made based on assumptions,
urgency, or incomplete information. And that’s where problems begin.

Risk in the Real World
In theory, risk management sounds straightforward. In practice, it’s often
more complicated. This is because risk decisions rarely happen in isolation.
They happen in the context of competing priorities.

A product team may need to meet a launch deadline. A business leader may
be focused on revenue growth. An engineering team may be optimizing for
performance and scalability. Security is one of many considerations, not the
only one, and this creates tension.

Should the team delay a release to address a security concern? Should
access be restricted if it slows down development? Should a third-party
integration be approved if it introduces additional risk? These are not purely
technical questions. They are business decisions.

This is why risk management must be connected to the business. If risk is
framed only in technical terms, it becomes difficult for stakeholders to
understand and act on it.

A statement like “this system has a vulnerability” usually does not drive
action, but a statement like “this vulnerability could expose customer data
and impact trust” is much more likely to get attention. Effective risk
management translates technical issues into business impact. And that
requires more than analysis. It requires communication.

Identifying What Could Go Wrong



Before risk can be managed, it must first be identified. This may sound
obvious, but it’s one of the most challenging parts of the process. You
cannot address risks that you don’t see. This is where the earlier chapters
come back into focus. Risk does not exist in a vacuum. It’s tied to specific
parts of the environment:

If you don’t know what systems exist, you cannot identify the risks
associated with them (see Chapter 3 on asset management).

Vendors, partners, and external services introduce dependencies
that must be understood (see Chapter 4 on third-party risk).

Weak authentication and over-permissioned identities create
opportunities for attackers to gain unauthorized access.
Understanding who has access to what, and why, is fundamental to
reducing risk (see Chapter 5 on identity and access management).

When sensitive data isn’t properly classified and protected, even a
single exposure can have significant financial, legal, and
reputational consequences (see Chapter 6 on information
protection).

Without effective monitoring and detection, security incidents can
go unnoticed until they’ve already caused damage. Timely
visibility is what allows organizations to detect, investigate, and
respond before a small issue becomes a major incident (see
Chapter 7, on security operations).

Poorly configured cloud environments can introduce new risks
almost overnight. And because cloud infrastructure changes so
quickly, security controls have to evolve just as fast (see Chapter 8
on cloud security).

Each of these areas contributes to risk. Risk identification is the process of
bringing all of this together.

It involves understanding:



What assets exist

What data is being handled

Who has access

What systems are connected

Where vulnerabilities may exist

How attackers might exploit those vulnerabilities

This isn’t a one-time activity. Environments change. New systems are
introduced. Configurations evolve. Risk identification must be continuous.

Risk Assessment and Prioritization
Once risks are identified, the next step is to assess them. Not all risks are
equal. Some may have minimal impact. Others could significantly disrupt
the business. Risk assessment helps organizations prioritize where to focus
their efforts. In many cases, this involves evaluating two key factors:
likelihood and impact.

Likelihood considers how probable a risk will materialize. Impact considers
the consequences if it does. A minor misconfiguration in a low-impact
system may have limited consequences. A similar misconfiguration in a
system that handles sensitive customer data could be far more significant.

This is why context matters. Effective risk assessment goes beyond
technical severity. It considers business impact, such as:

What systems are affected?

What data is involved?

What would the operational impact be?

What would the reputational impact be?

This is where collaboration becomes critical. Security teams often need
input from business stakeholders to fully understand impact.



Without that context, risks may be misclassified. High-impact risks may be
underestimated. Lower-impact issues may receive disproportionate
attention. Prioritization ensures that resources are focused where they
matter most.

Treating the Threat
Once a risk is understood, the organization must decide how to respond.
There are four common approaches to risk treatment:

Mitigation involves implementing controls to reduce the likelihood
or impact of the risk. This could include strengthening access
controls, enabling logging, or applying patches.

Acceptance means acknowledging the risk and choosing to proceed
without additional controls. This is often done when the cost of
mitigation outweighs the potential impact, or when timelines don’t
allow for immediate changes.

Transfer involves shifting the risk to another party. This could
include purchasing insurance or relying on contractual agreements
with third parties.

Avoidance means eliminating the activity that introduces the risk.
For example, deciding not to pursue a particular integration or
feature.

Each of these options involves tradeoffs. Mitigation may require time and
resources. Acceptance introduces exposure. Transfer may not fully
eliminate risk. Avoidance may limit business opportunity. There is no single
correct answer. The right choice depends on the context. What matters is
that the decision is made intentionally and that it’s understood by the
appropriate stakeholders.

Communicating Risk Impact



Even when risks are identified and assessed correctly, many organizations
struggle with one critical step: communication. Risk that’s not
communicated effectively does not get addressed. This is where many
security programs fall short. Risks are documented in technical terms that
are difficult for nontechnical stakeholders to understand.

A report may highlight vulnerabilities, misconfigurations, or control gaps.
But if the business impact isn’t clear, those findings may not drive action.
Effective risk communication focuses on translating technical detail into
business relevance.

Instead of saying, “This system has an authentication weakness,” you might
say, “This weakness could allow unauthorized access to customer accounts,
which could impact trust and lead to regulatory concerns.” The latter
statement connects the issue to outcomes that matter to the business.

Strong risk communication also includes clarity around options. What are
the possible responses? What are the tradeoffs? What is recommended?
Without this clarity, stakeholders may struggle to make informed decisions.
And when decisions are delayed or avoided, risk persists.

Risk Failure Scenario
Risk management can fail, even when the right information exists. A
security team identifies a vulnerability in a system that processes customer
data. The vulnerability is documented and assigned a severity level. It’s
added to a risk register and shared with the appropriate team.

The issue is reviewed, but addressing it would require delaying a product
release. The business decides to move forward and revisit the issue later.
Weeks pass. The vulnerability remains unaddressed. Eventually, it’s
exploited.

An investigation reveals that the risk was known. It was documented. It was
communicated. So what went wrong? The issue was not detection or a lack
of awareness. The failure was in decision making and follow-through.



The risk was not clearly tied to business impact. The urgency was not
effectively communicated. Ownership of the decision was not clearly
defined. As a result, the risk remained unresolved.

This scenario highlights a critical point. Risk management isn’t just about
identifying issues, but about ensuring that decisions are made and acted
upon. And that requires more than process. It requires alignment,
accountability, and communication.

Governance defines how decisions are made. Risk informs those decisions.
But organizations also operate within a broader environment of
expectations. Regulators, customers, and partners all have requirements that
must be met. These requirements shape how security programs are designed
and how organizations demonstrate that they are operating responsibly.

This is where compliance comes in. But as you’ll see, compliance plays a
specific role. And while it’s important, it’s not the same as security.

Compliance: Necessary, but Not Sufficient
Compliance defines the expectations that organizations must meet. These
expectations may come from:

Regulatory requirements

Industry standards

Customer contracts

Internal policies

Compliance answers a simple question: are we operating within the
boundaries that have been defined for us? On the surface, this sounds
straightforward. But in practice, compliance is one of the most
misunderstood areas of cybersecurity.

Many organizations equate compliance with security. They assume that if
they meet regulatory requirements or pass an audit, they are secure. That



assumption creates risk.

What Compliance Is and What It’s Not
Compliance is about demonstrating that specific controls or practices are in
place. It’s not a guarantee that those controls are effective or that risks are
fully addressed, or a guarantee that the organization is secure. An audit may
confirm that a policy exists, that a control is implemented, or that evidence
can be provided. But it does not always reflect how the organization
operates day to day.

For example, an organization may have a policy requiring strong
passwords. But employees may reuse passwords across systems. Or an
organization may have logging enabled, but logs may not be actively
monitored. An organization may restrict access on paper, but permissions
may not be reviewed regularly. In each of these cases, the organization may
appear compliant. But the underlying risk still exists. This is why
compliance should be viewed as a baseline, not a destination.

Common Frameworks and Standards
Organizations often rely on established frameworks and standards to guide
their compliance efforts. Some of the most common include:

The NIST Cybersecurity Framework, which you were introduced
to in Chapter 2

ISO 27001, which focuses on information security management
systems

SOC 2, which is commonly used to demonstrate security controls
to customers

PCI DSS, which applies to organizations that handle payment card
data

Each of these frameworks provides structure. They define expectations,
outline controls, and offer guidance on how to assess and demonstrate



security practices. Though they are valuable tools, they are not substitutes
for thoughtful risk management.

A framework can tell you what areas to focus on. It cannot make decisions
for you. It cannot account for the unique risks of your organization. And it
cannot ensure that controls are implemented effectively. That responsibility
still belongs to the organization.

The Compliance Trap
One of the most common pitfalls in GRC is what can be described as the
compliance trap. This happens when organizations focus so heavily on
meeting requirements that they lose sight of the underlying goal. Instead of
asking, “Are we managing risk effectively?” they ask, “Will this pass the
audit?” This shift in focus can lead to unintended consequences.

Controls may be implemented in a way that satisfies requirements but does
not address real risk. Resources may be spent preparing for audits instead of
improving security posture. Teams may prioritize documentation over
execution. Over time, compliance becomes a checkbox exercise. And when
compliance becomes the goal, security can suffer.

Compliance as a Business Enabler
While compliance is often seen as a burden, it also plays an important role
in enabling the business. Meeting regulatory and contractual requirements
can:

Build trust with customers

Enable partnerships

Support market expansion

Reduce legal and financial exposure

For example, a company that can demonstrate strong security practices
through a SOC 2 report may be more likely to win enterprise customers. A



company that aligns with regulatory requirements may be able to operate in
new regions.

In this sense, compliance isn’t just about avoiding negative outcomes. It can
also support growth. But for this to work, compliance must be integrated
with risk management and governance. It cannot operate in isolation.

Compliance Failure Scenario
As mentioned, compliance can create a false sense of security. For example,
an organization undergoes an external audit and successfully meets all
required controls. Policies are documented. Access controls are in place.
Logging is enabled. The audit’s passed without issue.

From an external perspective, everything looks strong. Several months later,
the organization experiences a data breach. An investigation reveals that:

Access reviews were not conducted regularly.

Logs were not actively monitored.

Certain controls existed but were not consistently followed.

The organization was compliant, but not secure. What went wrong? The
focus was on meeting requirements, not on ensuring that those requirements
translated into effective, day-to-day practices. This scenario reinforces an
important lesson.

Compliance can validate that controls exist. It cannot ensure that they are
working as intended. That requires ongoing attention, accountability, and
alignment with how the organization actually operates.

Where GRC Breaks Down
As you’ve seen, governance, risk, and compliance are intended to work
together. Governance provides structure, risk informs decision, and
compliance validates expectations. But in many organizations, these
elements don’t fully align. Instead, they operate in silos.



Governance may be owned by one team, risk management by another, and
compliance by a third. Each group may have its own processes, tools, and
priorities. When this happens, gaps emerge.

Risks may be identified but not tied to governance decisions. Compliance
efforts may focus on requirements that are not aligned with actual risk.
Policies may exist without clear enforcement mechanisms.

Another common breakdown is the lack of connection to the business. GRC
activities may be well-defined within the security or compliance function,
but they may not be fully integrated into how business teams operate. This
creates a disconnect.

Security becomes something that’s done to the business rather than with the
business. Controls are seen as external requirements rather than part of how
work gets done. And when that happens, teams may bypass controls in
order to move faster. Over time, this leads to increased risk.

To prevent this disconnect, organizations need a way to bridge the gap
between technical security requirements and everyday business operations.

The Missing Link: The BISO Function
A role that exists specifically to bridge many of the gaps we have discussed
is the Business Information Security Officer, often referred to as a BISO.

As organizations grow, security teams often become centralized functions.
They define policies, implement controls, and monitor for threats. At the
same time, business units operate with their own priorities, timelines, and
pressures. This creates a natural gap.

Security may understand risk but lack context on business priorities.
Business teams may understand their goals but lack visibility into security
implications. This is where the BISO comes in. The BISO sits at the
intersection of security and the business. Their role isn’t just to enforce
controls, but to align security with how the business operates.



BISOs translate risk into business terms. They help stakeholders understand
tradeoffs and ensure that security considerations are integrated into decision
making throughout the business lifecycle. In many ways, the BISO
represents the practical application of GRC. Governance provides structure,
risk provides insight, and compliance provides validation. The BISO
connects all three to the business and the choices they make daily.

What a BISO Actually Does
To understand the impact of the BISO role, it helps to look at what they do
in practice. A BISO works closely with business leaders, product teams,
and engineering organizations. They participate in planning discussions,
review new initiatives, and provide guidance on how to manage risk. They
don’t operate in isolation. They operate as an advocate to the business for
security, and an advocate for security across the business. Their
responsibilities often include:

Translating technical risks into business impact

Aligning security priorities with business goals

Supporting risk assessments for new initiatives

Helping define and track security commitments

Facilitating communication between security and business teams

Supporting compliance efforts by ensuring controls are understood
and implemented

One of the most important aspects of the role is communication. A BISO
must be able to explain complex security concepts in a way that’s
meaningful to nontechnical stakeholders. They must also be able to bring
business context back to security teams to influence and enable thoughtful
decision making.

This two-way communication is critical. Without it, security and the
business operate with different assumptions. And when assumptions are



misaligned, decisions often introduce risk.

The BISO as a Culture Driver
Beyond processes and communication, the BISO plays a key role in
shaping security culture. They help reinforce the idea that security isn’t just
the responsibility of the security team, but part of how the business
operates.

By working directly with business units, the BISO helps teams understand
their role in maintaining security. They provide context, guidance, and
support. They help answer questions like:

What does secure behavior look like in this specific team?

How do security expectations apply to this type of work?

What risks should we be thinking about as we move forward?

Over time, this influence helps shift behavior. Security becomes something
that teams consider proactively, rather than something they react to later.
And that’s where GRC starts to become effective.

Even with a strong BISO function, governance structures, and risk
management processes, one reality remains. Security is executed by people.
Policies don’t enforce themselves, controls don’t maintain themselves, and
risks don’t resolve themselves. People make decisions, take actions, and can
either follow or bypass controls. This means that the effectiveness of GRC
ultimately depends on behavior. And behavior is shaped by culture.

Security Culture and Shared Responsibility
While governance defines structure, risk informs decisions, compliance
validates expectations, and the BISO helps connect these elements to the
business, there is one factor that determines whether any of this actually
works: culture.



You can have well-defined policies and structured risk management
processes and meet every compliance requirement—and still experience
preventable security incidents. Because security posture is defined by what
people actually do. If the culture of the organization does not support
security, GRC will not succeed.

Why Culture Matters More Than Controls
Culture influences how decisions are made when no one is watching. It
shapes priorities, reinforces behavior, determines what gets attention and
what gets ignored. If speed is consistently rewarded over thoughtful
decision making, teams will prioritize speed. If security is viewed as an
obstacle, teams will look for ways around it.
And if leadership does not model secure behavior, employees will not treat
it as important.

This is why organizations with similar tools and controls can have very
different security outcomes. The difference isn’t always technical capability,
but cultural alignment.

A strong security culture does not mean that every employee is an expert in
cybersecurity. It means that employees understand expectations, recognize
risk, and take appropriate action in their roles. It means that security is part
of how work gets done, not something that’s addressed only when required.

Security Is Everyone’s Responsibility
It’s common to hear that security is everyone’s responsibility. But without
context, that statement can feel vague. In practice, shared responsibility
means that different roles contribute in different ways.

Executives set the tone. They define risk tolerance, allocate resources, and
model behavior. If security isn’t a priority at the leadership level, it will not
be a priority elsewhere. Managers reinforce expectations. They make day-
to-day tradeoffs between speed, cost, and control. Their decisions influence
how teams operate. Engineers and technical teams build and maintain
systems. They implement controls, manage configurations, and ensure that



systems are designed securely. Employees handle data, access systems, and
interact with external parties. Their actions can either reduce or increase
risk. Each of these roles plays a part.

But security cannot scale if it exists only within the security team. The
security team provides expertise, guidance, and oversight. But the broader
organization executes the work. When responsibility is clearly understood,
security becomes integrated into daily operations. When it’s not, security
becomes fragmented.

Security Awareness as a Core Element of GRC
One of the most practical ways to influence behavior is through security
awareness.

Too often, awareness is treated as a checkbox activity. Employees complete
an annual training, acknowledge a policy, and move on. That approach does
little to change behavior. Effective security awareness is about building
understanding.

Without awareness:

Employees may not know that policies exist.

Expectations may be unclear.

Risky behavior may go unrecognized.

With strong awareness:

Employees understand what is expected of them.

They recognize common threats.

They make better decisions in real situations.

Security awareness is a mechanism for enforcing GRC.

Governance defines expectations. Awareness ensures those expectations are
understood. Risk management identifies where behavior matters most.



Awareness helps reduce those risks in practice.

What Good Security Awareness Looks Like
Strong security awareness programs go far beyond an annual training
module that employees click through as quickly as possible. Effective
programs are continuous, reinforcing good security habits throughout the
year rather than treating awareness as a one-time event. They recognize that
a software engineer, HR professional, finance analyst, and executive face
different risks, so the training should be tailored to their specific roles. The
best programs also use real-world examples that employees can relate to
and provide guidance at the moment it’s needed, whether that’s a phishing
warning in email, a reminder before sharing sensitive data, or just-in-time
training when risky behavior is detected. When awareness is practical,
relevant, and timely, employees are far more likely to not only complete the
training, but pay attention and make secure decisions.

In Chapters 5–7 you learned about identity compromise through phishing,
how sensitive data must be handled carefully, and how detection and
response rely on visibility. These connections reinforce an important idea.
And it’s that security isn’t just implemented through systems. It’s reinforced
through behavior.

Culture Failure Scenario
Let’s look at how culture and awareness impact real outcomes.

Consider an organization that has strong policies in place. Password
requirements are defined. MFA is implemented. Security awareness training
is conducted annually. On paper, the organization appears well-prepared.

An employee receives a phishing email that appears to come from a trusted
source. The email requests that they log in to a system to review an urgent
document. The employee clicks the link and enters their credentials. The
attacker gains access and begins moving through the environment.

An investigation later reveals:



The employee had completed awareness training.

Policies were clearly documented.

Controls were technically in place.

So what went wrong? The issue was not the absence of controls. It was the
effectiveness of awareness and culture.

The training did not translate into real-world behavior, the employee did not
recognize the risk in the moment, and there was no reinforcement of what
to do when something seemed unusual. This scenario highlights a key
point:

Security failures are often not the result of missing controls. They are the
result of gaps between knowledge and action.

And that gap is influenced by culture.

Building a Security Culture
Creating a strong security culture does not happen overnight. It requires
consistent effort and alignment across the organization. Some key elements
include:

Clear expectations

Employees need to understand what is required and why it matters.

Leadership support

When leaders prioritize security, it signals its importance to the rest of
the organization.

Practical guidance

Employees need to know what to do in real situations, not just in theory.

Continuous reinforcement



Messaging and education should be ongoing, not limited to a single
training event.

Integration into workflows

Security should be part of how work gets done, not an additional step
that feels separate.

Culture is built through repeated actions and decisions. Over time, those
actions shape how the organization operates.

Maturity in GRC Programs
Just like other areas of cybersecurity, GRC capabilities evolve over time.
Organizations don’t start with fully mature programs. They develop them as
they grow and as their understanding of risk improves.

At an early stage, GRC may be reactive. Policies are created in response to
requirements. Risk is addressed after issues arise. Compliance is the
primary focus.

At a more developed stage, organizations begin to introduce structure.
Governance processes are defined. Risk assessments are conducted more
consistently. Compliance efforts become more organized.

At a mature stage, GRC is integrated into how the business operates.
Decisions are made with risk in mind. Governance is clear and consistently
applied. Compliance supports broader objectives rather than driving them.
At this level, security isn’t separate from the business. It’s part of it.
Maturity isn’t about perfection. It’s about progress and consistency over
time.

Careers in GRC and Business-Focused
Security Roles



As organizations continue to evolve, there is growing demand for
professionals who can operate at the intersection of security and business.
Some common roles include:

GRC Analysts who focus on policies, risk assessments, and
compliance activities

Risk Managers who evaluate and prioritize risks across the
organization

Compliance Leads who ensure that regulatory and contractual
requirements are met

Business Information Security Officers who align security with
business operations

These roles require a combination of skills. Understanding security
fundamentals is important. But equally important is the ability to
communicate, collaborate, and translate technical concepts into business
impact.

As you progress in your cybersecurity journey, you may find yourself
drawn to these areas. They offer an opportunity to influence not just how
systems are secured, but how organizations think about and manage risk.

Building a GRC Mindset
Technology will continue to evolve, new threats will emerge, and new tools
and frameworks will be introduced. What remains constant is how you
think about security. A strong GRC mindset includes several key principles:

Think in terms of risk, not just controls.

Focus on outcomes, not just documentation.

Align security with business priorities.

Communicate clearly and effectively.



Recognize that behavior drives results.

These principles apply regardless of the specific tools or environments you
work with. They are what allow you to adapt and operate effectively as the
field continues to evolve.

Conclusion
In this chapter, you have explored GRC, the BISO function, and the role of
culture. Each of these elements plays a role in how organizations manage
cybersecurity:

Governance provides structure and accountability.

Risk informs decisions and prioritization.

Compliance validates that expectations are being met.

The BISO connects security to the business.

Culture determines how all of this is executed in practice.

When these elements are aligned, security becomes part of how the
organization operates. When they are not, gaps emerge. Policies may exist
without enforcement. Risks may be identified without action. Compliance
may be achieved without real security. Alignment is what turns strategy into
execution.

Throughout this book, you became familiar with the core, foundational
elements of cybersecurity. This chapter brings all of those concepts
together. GRC isn’t a separate discipline. It’s how organizations connect
these elements and turn them into consistent, repeatable action.

It’s how decisions are made, how risk is understood, and how expectations
are enforced. You understand what needs to be done. The question is
whether it will be done. Strong security isn’t defined by the tools an
organization uses or the frameworks it adopts. It’s defined by the decisions
it makes, the risks it accepts, and the behaviors it reinforces every day.



Cybersecurity isn’t just about protecting systems. It’s also about enabling
organizations to move forward with clarity, confidence, and intention. And
now, armed with a strong foundational understanding, you’re ready to take
your first steps to helping them do just that.
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